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Introduction

About this document
This document describes how to enable support for the iX protocol in Optimized Conferencing for Cisco
Unified CM and Cisco VCS deployments. The iX protocol is required for the ActiveControl feature and is
disabled by default. Following the steps in this deployment guide will allow you to enable iX support in Cisco
Unified Communications Manager, TelePresence Conductor, and supported TelePresence endpoints.

Descriptions of the system configuration parameters for the Cisco Unified CM, TelePresence Conductor,
and TelePresence endpoints can be found in the Administrator Guides and online help for each product.

About ActiveControl
ActiveControl provides conference control functions and conference information for endpoints running
software version TC6.2 or later (provided they have Touch controllers). From the touchpad users can see a
list of participants and other information during a conference. On certain endpoints they can change the
conference layout displayed locally, and disconnect other participants.

ActiveControl is available for conferences hosted on TelePresence Server bridges, and requires the
TelePresence Server to be running in remotely managed operationmode.
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Deploying ActiveControl

Prerequisites
n TelePresence Server 3.1 or later in remotely managed operationmode. TelePresence Server must be

behind a Conductor (XC2.2 or later), not directly registered to VCS or Cisco Unified CM
n Cisco Unified CM version 9.1.2 or later
n VCS Control/Expressway version X7.2 or later
n TC6.2 or later on EX60, EX90, Quick Set C20, SX20, C Series C40, C60, and C90, MX200, MX300 or

Profile Series
n TelePresence Touch 8 (remote control does not support ActiveControl)
n In TC6.2, UDP port 5170 is used for ActiveControl. If a firewall or access list is denying traffic on this port,

it must be opened up to accommodate the iX protocol.

Limitations
n If an ActiveControl enabled call traverses a Cisco Unified CM trunk with a Cisco Unified CM version lower

than 9.1.2, the call may fail. ActiveControl should not be enabled on older Cisco Unified CM trunks (Cisco
Unified CM 8.x or earlier).

n Cisco VCS version X7.2 or earlier does not support the iX protocol. The iX protocol can only be enabled or
disabled on Cisco Unified CM for connections to VCS X7.2.

n ActiveControl and Interactive Connectivity Establishment (ICE) cannot be used simultaneously in TC6.2.
n TelePresenceMCU is not supported.
n SIP only feature. H323 interworking scenarios are not supported.

Overview of Configuring the iX protocol
ActiveControl uses the iX protocol, which is advertised as an application line in the SIP Session Description
Protocol (SDP). Extensions to the SIP SDP are not fully supported in some older systems, which has
implications for Optimized Conferencing networks that connect to external networks or to older Cisco Unified
CMs (Cisco Unified CM 8.x or earlier). No issues arise if all external interfaces are to Cisco Unified CM 9.x
or VCS systems. However, enabling ActiveControl in Optimized Conferencing networks which interface to
older Cisco Unified CMs (8.x and earlier) or to third-party networks (business-to-business) may have
unpredictable consequences including call failures.

The iX protocol is disabled by default in Optimized Conferencing devices. Given that the far end network may
not be known inmany cases, it is safest to leave it disabled for all external connections:

n VCS-centric deployments which connect to external networks or connect internally to older Cisco Unified
CM versions. In these cases leave iX disabled throughout the Optimized Conferencing network. (In some
situations it is possible to enable iX with workarounds, but this should only be done with guidance from
Cisco Technical Support.)

n UCM-centric deployments that connect to Cisco Unified CM 8.x or earlier systems. In these cases the
older Cisco Unified CM systems will reject calls from ActiveControl-enabled devices. To avoid these calls
failing, leave iX disabled on any trunk towards the Cisco Unified CM 8.x device in the Optimized
Conferencing network. In cases where the 8.x device is reached via a SIP proxy, ensure that iX is disabled
on the trunk towards that proxy.
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n UCM-centric deployments that connect to third-party networks. In these cases there is no way to know
how the third-party network will handle calls from ActiveControl-enabled devices, but in some instances
the handlingmechanismmay be to reject them. To avoid such calls failing, leave iX disabled on all trunks in
the Optimized Conferencing network towards third-party networks.

Network
connection
from...

Network
connections to…

Can you enable iX (ActiveControl)?

Cisco VCS Cisco Unified CM
9.x / Cisco VCS
systems only

Yes. Enable as you wish.

Any other devices,
including Cisco
Unified CM 8.x or
earlier

No. Disable throughout the network (default).

Cisco
Unified CM
9.1.2

Cisco Unified CM
9.x

Can be enabled on this trunk. May require disabling on trunks from this second
Cisco Unified CM.

Cisco Unified CM
8.x or earlier
systems

Disable on this trunk from the first Cisco Unified CM.

Third-party
networks

Disable on this trunk from the Cisco Unified CM.

Cisco VCS Disable on this trunk from the Cisco Unified CM if this route is used for trunks to
third-party networks or to Cisco Unified CM 8.x or earlier systems. Can be
enabled if only Cisco Unified CM 9.x or Cisco VCS systems can be reached via
this trunk.

Table 1: Summary of iX configuration requirements in the Optimized Conferencing network
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Illustrations of iX configuration settings

Figure 1: Where to enable/disable iX in outward connections from Cisco Unified CM-managed systems

Figure 2: Where to disable iX in outward connections from Cisco VCS-managed systems
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Figure 3: Example iX configuration in a Cisco Unified CM SessionManagement Edition deployment

Enabling/disabling iX (ActiveControl) in Optimized Conferencing
networks
For Cisco Unified CM-configured conference trunks and Cisco VCS trunks, ActiveControl must bemanually
disabled if necessary. That is, per SIP trunk between Cisco Unified CM andConductor and between Cisco
Unified CM andCisco VCS respectively. ActiveControl is disabled by default in all other Optimized
Conferencing devices.

Device IX setting...

TC6.2
endpoints

Default is Off. For instructions on how to switch it on, see Enabling iX Support in TC6.2 Endpoints
[p.11].

TelePresence
Conductor

Set by enabling the iX protocol field on the Advanced template parameter page for TelePresence
Servers. See Enabling iX Support in Cisco TelePresence Conductor [p.9]

Cisco Unified
CM (per
trunk)

Set in the Trunk Specific Configuration section of the SIP Profile Configuration window, using the
Allow iX Application Media checkbox. See Enabling iX Support in Cisco Unified Communications
Manager [p.10]

Table 2: iX configuration settings for Optimized Conferencing devices

Notes:

n On the TelePresence Server, the iX configuration setting is available through the API (via the iXEnabled
parameter in Participant/Conference calls). However we do not recommend configuring iX at the
TelePresence Server level and you should instead set it through TelePresence Conductor.

n Endpoints must be iX-enabled to support ActiveControl (TC6.2 is iX-enabled).

iX troubleshooting

Scenario Outcome

Cisco Unified CM 8.x or earlier Calls fail

Cisco Unified CM 9.x earlier than 9.1.2 Calls handled normally but no ActiveControl

Table 3: Call handling summary for calls that contain an iX header
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Cisco Unified CM 9.1.2 Calls handled normally plus ActiveControl

Endpoint - no support for iX and no SDP implementation Endpoint may reboot or fail
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Enabling iX Support in Cisco TelePresence
Conductor
To enable iX support in Cisco TelePresence Conductor, youmust set an advanced template parameter on
the conference bridge template used by the Cisco TelePresence Server.

To create or edit advanced template parameter settings:

1. Create a new conference template or select an existing conference template (Conference configuration
> Conference templates).

2. In the Advanced parameters section click Edit.
The Advanced template parameters page displays.

3. Check the check box forEnable iX protocol.
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Enabling iX Support in Cisco Unified
Communications Manager
Support for the iX protocol is disabled by default. To enable iX support in Cisco Unified CM , youmust first
configure support in the SIP profile and then apply that SIP profile to the SIP trunk.

Configuring iX Support in a SIP Profile
1. ChooseDevice > Device Settings > SIP Profile.

The Find and List SIP Profiles window displays.
2. Do one of the following:

l To add a new SIP profile, click Add New.
l Tomodify an existing SIP profile, enter the search criteria and click Find. Click the name of the SIP

profile that you want to update.
The SIP Profile Configuration window displays.

3. Check the check box forAllow iX Application Media.
4. Make any additional configuration changes.
5. Click Save.

Applying the SIP Profile to a SIP Trunk
1. ChooseDevice > Trunk.

The Find and List Trunks window displays.
2. Do one of the following:

l To add a new trunk, click Add New.
l Tomodify a trunk, enter the search criteria and click Find. Click the name of the trunk that you want to

update.
The Trunk Configuration window displays.

3. From the SIP Profile drop-down list, choose the appropriate SIP profile.
4. Click Save.
5. To update an existing trunk, click Apply Config to apply the new settings.
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Enabling iX Support in TC6.2 Endpoints
ActiveControl can be enabled on endpoints running software version TC6.2 or later (provided they have
Touch controllers).

Enabling Active Control Using the API
Active Control is disabled by default. To enable Active Control on an endpoint, you can execute the following
API command:

xConfiguration Experimental Conference 1 ActiveControl Mode: On.

Or use the following procedure to enable it using the web interface.

Configuring Active Control Using the Web Interface
1. Open a web browser and enter the IP address of the endpoint.

Note: To find the IP address (IPv4 or IPv6), choose Settings > System Information on the Touch
controller.

2. Enter the username and password and click Sign In.
3. ChooseConfiguration > System Configuration.
4. Click on theExperimental category in the left pane.
5. In the Conference 1 section, from theActiveControl Mode drop-down list, choose On.
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Related documentation
Title Reference Link

Cisco TelePresence Conductor with
Cisco Unified Communications
Manager Deployment Guide XC2.2,
CUCM 8.6.2 and 9.x

D14998 http://www.cisco.com/en/US/products/ps11775/products_
installation_and_configuration_guides_list.html

Cisco TelePresence Conductor with
Cisco TelePresence VCS (B2BUA)
Deployment Guide XC2.2, X7.0 and
later

D15014 http://www.cisco.com/en/US/products/ps11775/products_
installation_and_configuration_guides_list.html

Cisco TelePresence Conductor
Administrator Guide XC2.2

D14826 http://www.cisco.com/en/US/products/ps11775/prod_
maintenance_guides_list.html

Cisco Unified Communications
Manager with Cisco VCS (SIP Trunk)
Deployment Guide, Cisco VCS X7.2,
CUCM 8.6.x, 9.x

D14602 http://www.cisco.com/en/US/products/ps11337/products_
installation_and_configuration_guides_list.html

Cisco TelePresence Video
Communication Server Basic
Configuration (Control with
Expressway) Deployment Guide Cisco
VCS X7.2

D14651 http://www.cisco.com/en/US/products/ps11337/products_
installation_and_configuration_guides_list.html

Cisco TelePresence Video
Communication Server Administrator
Guide X7.2

D14049 http://www.cisco.com/en/US/products/ps11337/prod_
maintenance_guides_list.html

More product documentation on Cisco.com
Product Link

TelePresence
Conductor

http://www.cisco.com/en/US/products/ps11775/tsd_products_support_series_home.html

Cisco Unified CM http://www.cisco.com/en/US/products/sw/voicesw/ps556/tsd_products_support_series_
home.html

TelePresence Server http://www.cisco.com/en/US/products/ps11339/tsd_products_support_series_home.html

Cisco VCS http://www.cisco.com/en/US/products/ps11337/tsd_products_support_series_home.html
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TOCHANGEWITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TOBE ACCURATE BUT ARE PRESENTED
WITHOUTWARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYINGPRODUCT ARE
SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCOREPRESENTATIVE FOR
A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDINGANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE
OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL FAULTS. CISCOAND THE ABOVE-
NAMED SUPPLIERS DISCLAIM ALLWARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THOSE OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NOEVENT SHALLCISCOOR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTALDAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TODATA ARISINGOUTOF THE USE OR INABILITY TOUSE THIS
MANUAL, EVEN IF CISCOOR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2013 Cisco Systems, Inc. All rights reserved.
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