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MW Introduction

Introduction

This chapter explains how to install and configure the Cisco TelePresence Manager PreQualification
Assistant tool.

It is important to install and run the PreQualification Assistant to ensure that the preconfiguration setup
is performed correctly. The data you enter into the Tool Test Configuration forms are used to verify
connections to the servers and validate data from them that is used to configure CTS-Manager.

Pre-Configuration Procedure Guidelines for Checking Initial
Network Setup

This table provides a guideline for the procedures you will need to reference in order to check the setup
of the network before installing Cisco TelePresence Manager.

This table also lists the next couple to tasks to be performed when installing the CTS-Manager system.

Table 7-1 Pre-Configuration Guidelines for Testing the System Network Setup for CTS-Manager

Setup Procedure Guidelines

before Installing CTS-Manager

Description

Location

Install and configure
PreQualification Assistant

Install, configure, and run the
PreQualification Assistant to

Current Chapter.

ensure that your
preconfiguration setup is
performed correctly. The data
you enter into the Tool Test
Configuration forms are used to
verify connections to the servers
and get data from them to be
used to configure CTS-Manager

Next Step after
Pre-Configuration

Install or Upgrade Cisco
TelePresence Manager

Chapter 7, “Installing and
Configuring Cisco
PreQualification Assistant”
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Installing the PreQualification Assistant Tool W

Installing the PreQualification Assistant Tool

After you have downloaded the PreQualification executable, use the following procedures to install the
tool.

Step1  Double-click the executable to begin the install process. After the Installer window appears, click the
Next button.

Figure 7-1 PreQualication Assistant Installer Window

& CTSMan PreQualification Assistant Tool 1.7 - Excelsior Installer f;|i®

Welcome bo Excelsior Installer for CTSMan
PrefQualification Assistant Tool 1.7

Excelsicr Installer wil quide you through installation of the
software on your computer. To proceed, click Next,

Step2  Specify if the application is to be a personal profile or can be used by others. Then click the Next button.

Figure 7-2 Installation Type Window

Installation type
Choaze instalation bype

Install this application for:

{2 Current user only
(&) Arvyone who uges this computer

[tk [ ne> ] [ concel |

Step3  Review and accept the destination folder defaults and click the Next button.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Figure 7-3 Destination Folder Window

Destination folder
Select destination folder

The installer vill install CT5Man Preuabfication Assistant Too 1.7 comporents bo the
fiollowing Folder.
To irstall bo this Folder, dick Next.

To install to a different folder, dick Browse and choose ancther folder,

Destination Folder
:\Program Files\Cisco .. \CTSMan Breualfication Assistant Taol 1.7

Space required on C: 270092 K
Space svailsble on C: SESTIBIZK

[ <gack [ mext> | [ cConcel |

Step4  Review the program folder destination, accept the defaults and click the Next button.
Figure 7-4 Program Folder Window

¥ CTSMan PreQualification Assistant Tool 1.7 - Excelsior, Installer E| : @
Program folder - A
Select program folder

The installer will add program kcons bo the program Folder listed below. You may type a new
Folder name or selact one from the st of existing folders. To continue, chck Next.

| Cesco Systens | CTSMan PreQuabfication Assistart Tool 1.7

Accessorias =]
Admiristrative Tooks
Adobe

Adobe Web Standard C53

CEPS Client

Cigeo

Cisco IT Tooks

Cisto Systems VPN Chent

Cizoo WebEx Connect mzll

(<o [ mois ) [ )|

Step 5 In the Start Installation window, review the folder information and if correct, click the Next button.
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Figure 7-5 Start Installation Window

¥& CTSMan PreQualification As

Start installation

The installer is ready to install CTSMan PreQualification Assistant Tool 1.7 on your computer,
Click Nexk bo begin the installation or Back to change the current settings listed below,

Current settings:
Destination Folder
C:\Program FlesiCisco Systems|CT5Man PraCualfication Assistant Tool 1,7

Program folder
Cisco Systems\CTSMan PreQualification Assistant Teal 1.7

s JThe> ] (o !

Step6  If you are ready to finalize the installation, click Finish button.

Note  Uncheck the Start checkbox if you don’t want to launch the tool immediately after completing the
installation.

Figure 7-6 Installation Completed Window

CT5Han PreQualification Assistant Tool 1.7 - Excelsior Installer

Installation completed

CTSMan PreQualfication Acsskant Tool 1.7 has been
successfully installed on your computer, Chck Finish bo
complete setup,

[#] Start ebsman-pregualfier
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M Installing the PreQualification Assistant Tool

Uninstalling a Previous Version

Uninstall previous versions using the PreQualification uninstaller.

Note  The directory is not removed at the end of the uninstall.

To uninstall the CTS-Manager PreQualification Assistant Tool:

Step 1 Close the window.

Step2  Open the Windows Task Manager window on the PC and notice that both the uninstall processes are still
running.

Step3  In the Task Manager window, to the processes Tab and look for the PreQualification UI. Highlight it and
click End Process.

Step4  Go to the Control Panel, Add or Remove Programs. Remove the PreQualification program.This will
terminate the directory and it can be removed.

Running the Tool - Using the Tool Application Window

The CTS-Manager PreQualification tool allows administrators to determine if any changes are needed
to their network to support a CTS-Manager installation.

The tool runs a series of tests to determine if your LDAP server, Calendar server, and Cisco Unified CM
configurations meet the requirements to support CTS-Manager. The set of tests you run are determined
by the Calendar server running on your network (IBM Domino or Microsoft Exchange). You can also
run a set of tests without specifying a calendar server.

In order to run a series of tests you need to provide the tool with configuration information for your
LDAP servers, Calendar server, Cisco Unified CM servers and WebEx server. The four-tabbed window
displays the information that is configured for the servers. To add, edit or delete this information, use
the Add, Edit, or Delete buttons to access the host configurations forms used to enter configuration data.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Figure 7-7 Tool Application Window

B CTS-Man PreQualification Assistant [Profile: Default]
File Swstem Help

LDAP Servers (Active Directory) | Calendar Server (Microsoft Exchange) | Unified CMs | WebEx Server |
Hostname Username Default Ckx
Dele
< >

Execute Tests

hpbork Tesks

Test Description Cornponent Stakus Result
Fetch default context From LDAP server LDAP Servers Mok Ready Wi
Yerify connection to LDAP server LDAP Servers Mok Ready Wirw
Fetch and check LDAP version compatibility LDAP Servers Mok Ready Wik
Yerify user containers LDAP Servers Mok Ready Wi
Extract all object classes LDAP Servers Mot Ready Wipw
Extract attributes of object class 'Person' LDAP Servers Mot Ready Wi
Yerify connection to Calendar Server Calendar Server Mok Ready Wi
Retrieve mailbox guota information Calendar Server Mok Ready Wi
Retrieving display name For roomis) Calendar Server Mok Ready Wik
Subscribe M3 Exchange events For room Calendar Server Mok Ready Wip
Authenticate scheduler user LDAP Servers Mok Ready Wipi
Retrieve display name for scheduler LDAP Servers Mak Ready Wik
Werify connection to Unified CM servers Unified CMs Mot Ready Wik
Yerify connection to WebEx server WebEx Server Mok Ready Wi
Yerify S50 authentication From WebEx server WebEx Server Mot Ready Wi
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The Tool application runs a series of tests to determine if your LDAP server, Calendar server, and Cisco
Unified CM server configurations meet the requirements to support CTS-Manager. The set of tests you
run are determined by the Calendar server running on your network (IBM Domino, Microsoft Exchange
(Active Directory), or Microsoft Exchange EWS). You can also run a set of tests without specifying a
Calendar server.

The lower part of the window displays the status of each test after clicking on the Execute Test button.
Once you have run a set of tests you can view the results of each test in a Test Result window. The test
results contain troubleshooting data needed to prepare your LDAP servers, Calendar server, and Cisco
Unified CM servers to work with CTS-Manager.

If additional analysis is required to prepare your network, you can create a zip file for technical support
that includes all the test results.

The Tool application window has three main areas which are explained in the following sections.

Menu Commands

The following sections describe the commands in the File menu.

File Menu Commands

e The New Profile command saves all the Test form field values you have entered to a profile that can
be used again.

¢ The Delete Profile command asks you to confirm your deletion of the active profile.

e The Load Profile command lists the saved profiles. You can choose which profile you want to use
to run the PreQualification tests.

Figure 7-8 File Menu Commands
m System Help New Profile

Mew Prafile

Enter a profile name:

Delete Prafile

w Defaul
damino [ (04 H Cancel ]

ik
< exchange

System Menu Command

e The Select Calendar Server lists the Calendar servers. Choose either None, Microsoft Exchange,
Domino, or Microsoft Exchange EWS to display the corresponding Test Configuration forms.

e The Execute Tests command performs the same function as the Execute Test button displayed above
the Test Status list at the bottom of the application window.

e The Collect Logs command collects all the tests you’ve run into a zip file to make it easy to transport
the results to Cisco Technical Support, refer to Figure 7-9.
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Menu Commands

— If you check the Include Config Settings checkbox, the values you entered into the Host
Configuration forms are collected and included in the zipped report.

Figure 7-9 Report Generation Window

Heport Generation EI

Customer Mame: | |

Include Config Settings:

Additional Maoke;

Save Repork To: | [Bru:uwse... ]

[Generate ] [Cancel ]

e The System > Export Configurations selection allows you to export all the configurations you have
saved to a data file.

Figure 7-10 LDAP Configuration Export Window

Configuration Export @

Exporting configuration settings shall store currently loaded configurations to the specified data file, The
data file can be used ko pre-populate configuration settings during the First Time Setup of a Cisco
TelePresence Manager (CT5-Man) system, The same passwaord musk be given at that time ko validate the

data file.

Password: | |

| [Eirnwse... ]

Export Configs To: |

Host Configuration Window

Note

The PreQualification Configuration window presents four areas, selected by individual tabs. The tabs
display the LDAP server, Calendar server and Unified CM server configurations you’ve chosen from the
Select Calendar Server command in the System menu.

The Test and Add/Edit Configuration Form fields and how they are used are described in the Using
PreQualification Configuration Forms section.

| oL-22226-01
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B Menu Commands

Test Status Window

The bottom of the application window lists the tests available. This will change depending on which
server type is chosen. The Component area lists which tests are available for each server type.

Figure 7-11 The Test Status Window
Tesk Description Component Skatus Result
Fetch default context from LDAP server LDAP Servers Mok Ready [ Wirw |
Verify connection ko LDAP server LDAP Servers Mok Ready [ Wirw ]
Fetch and check LDAP version compatibility LDAP Servers Mok Ready [irw |
Werify user containers LOAP Servers Mok Ready [ Miew ]
Extract all object classes LDAP Servers Mok Ready [ Wirw |
Extract attributes of object class 'Person’ LDAP Servers Mok Ready [ Mg ]
Werify connection ko Calendar Server Calendar Server Mok Ready [ ir ]
Retrieve mailbox quota information Calendar Server Mot Ready [ Miew ]
Retrieving display name for roomis) Calendar Server Mot Ready [ e |
Subscribe M3 Exchange events For room Calendar Server Mok Ready [ Miew ]
Authenticate scheduler user LDAP Servers Mok Ready [ Miew ]
Retrieve display name for scheduler LDAP Servers Mok Ready [ e |
Yerify connection to Unified CM servers Unified CMs Mok Ready [ i ]
Werify connection ko WebEx server WebEx Server Mok Ready [ irw ]
Verify S50 authentication from WebEx server WebEx Server Mok Ready [ e ]

Table 7-2 Test Status Columns

Test Description

This column describes the test.

Component This column displays the type of test available on
the different servers.

Status This column displays the status of the test. The
statuses are:

¢ Not Ready - All the required Test
Configuration Form fields do not have values.

e Ready - All the required Test Configuration
Form fields have the required vales entered.

e Not Applicable - The test will not be run,
because the LDAP/Calendar server does not
need the test results

e Failed - The test did not pass. Refer to the
Test Results window by clicking the View
button to the right of the failed test.

e Passed - The test passed. There are no
configuration changes needed to support the
test results.

Result This column contains the View buttons for

viewing the results for each test.

I Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Using PreQualification Configuration Forms

Using PreQualification Configuration Forms

There are three Test Configuration forms (LDAP server, Calendar server, and Cisco Unified CM). There
are also four network environments (Exchange calendar server, Domino calendar server, Microsoft
Exchange EWS, and no calendar server). There are set up windows, Add servers, Edit server
configuration forms which are used to collect the data required to run the relevant tests for each network
environment The sections below define the different windows and configuration forms for each network
environment.

Cisco Unified Communications Manager Configuration Form

The Cisco Unified CM (Unified CM) Configuration form requires the same data for all three network
environments.

Figure 7-12 The Cisco Unified CM List Configuration Form

E CTS-Man PreQualification Assistant [Profile: Default]

File System Help
| LDAP Servers {Bckive Directu:ur';.-'}. Calendar Server iMicrosaft Exchange}-| Urified CMs | webEx Server-|
Hostname Lsername
Delete. ..
[ Execute Tesks
Abort Tests

This window lists all the Cisco Unified CM servers that have been configured for the CTS-Manager. If
all of the Unified CM servers have been configured, use the Execute Tests button to make sure that they
have been configured correctly.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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M Using PreQualification Configuration Forms

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to

change the configuration.

To remove one, highlight it and then click the Delete button.

When adding a Unified CM, click the Add button and the following Host Configuration window appears.

Figure 7-13 The Cisco Unified CM Add/Edit Configuration Form

CUCM Server @

Hosk Configuration

Host: 1192.168.10.14 |

Bind Mode: Mormnal Secl

Park: | o4 |

Username: | cksman |

Password: | bk |

Certificate: | Ci\Documents and SettingsijsmithiDesktopiYMCUCML4. cer | [Bru:uwse... ]

Table 7-3 The Cisco Unified CM Add/Edit Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of Cisco Unified CM

Bind Mode This is always set to secure mode.

Port This is always set to port 8443.

Username Login account with Cisco Unified CM
Application User account name. The admin
username is not needed.

Password Password for Cisco Unified CM. Again, the
Application User account

Certificate The full pathname to the Cisco Unified CM
security certificate.

Save Use this button to save the configuration.

Cancel Cancel from this window if not adding a new
Unified CM or editing the configuration.

Test(s) Enabled by the Host Configuration Form

e Verify connection to Cisco Unified CM servers.

I Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Using PreQualification Configuration Forms

Test Host Configuration Forms in a Generic Environment

You can use the PreQualification Tool to test your LDAP server without specifying a calendar server.
This applies when the user selects Calender Server, “None.”

This window lists all the generic LDAP servers that have been configured for the CTS-Manager. If all
of the servers have been configured, use the Execute Tests button to make sure that they have been
configured correctly.

Figure 7-14 LDAP Server Generic Window

B CTS-Man PreQualification Assistant [Profile: Default] [Z”E| [E|
File System Help

LDAP Servers (Generic) | Unified CMs || WebEx Server

Hoskname sername Defaule Ckx

Execute Tests

Tesk Descripkion Componenk Skakus Fesult
Werify conneckion ko LDWP server LDAP Servers Mot Ready WiF
Werify user containers LOWBP Servers Mok Ready WiFa
Extract all object classes LDAP Servers Mok Ready Wirs
Extract attributes of object class 'Person’ LDAP Servers Mok Ready Wirs
Authenticate scheduler user LDWP Servers Mok Ready Yign
Retrieve display name for scheduler LOAP Servers Mok Ready WiF

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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If it is necessary to change the configuration of one, highlight the line, and click the Edit button to
change the configuration and the Host Configuration window appears, refer to Figure 7-15.

To remove one, highlight it and then click the Delete button.

When adding another LDAP server, click the Add button and the following configuration window
appears.

Select the Unified CM’s tab. This window lists all the generic Cisco Unified CMs that have been
configured for the CTS-Manager. If all of the Unified CMs have been configured, use the Execute Tests
button to make sure that they have been configured correctly.

LDAP (Generic) Test Configuration Form

Figure 7-15 The LDAP Server (Generic) Add/Edit Configuration Form

X

LDAP Server

Hosk Configuration

Hosk: | | |
Bind Mode: (#) Mormal () Secure

Port: | 389

Isername: |

Passwiord:

Default Conkext: | Default Server:

() Default (%) MonDefault

Scheduler Authentication

Delete. ..

ser Conkainers: -

Scheduler Username: | |

Scheduler Password: | |

Login Attribute (EmaillD): | mai |

Save | | Cancel
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Table 7-4 The LDAP Server (Generic) Add/Edit Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the LDAP server.
Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.
Username Enter the Active Directory user account username
as the user fully qualified domain name (not the
login name).
Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.
Password Password for LDAP server with administrative
privileges.
Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

NonDefault or Default Context

The NonDefault button is selected as the default.
To change this, select Default and enter the
default context in the form:

o=ciscoDev

Scheduler Authentication

User Containers

The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username

When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use your logon name.

| oL-22226-01
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Table 7-4 The LDAP Server (Generic) Add/Edit Configuration Form Fields (continued)
Field Name Field Value
Scheduler Password When the user selects “None” option, then this is

not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD) For “None” option use “mail” or for Exchange
2007 use “proxy Address.”

Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server
e Verify user containers
e Extract all object classes

e Extract attributes of object class ‘Person’

Test Configuration Forms in a Microsoft Exchange Environment

You can use the PreQualification Tool to test your LDAP server when specifying a Microsoft (Active
Directory) calendar server. This applies when the user selects Calender Server, “Microsoft Exchange.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured
correctly.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Figure 7-16 LDAP Server Microsoft Active Directory Window

E CTS-Man PreQualification Assistant [Profile: Default]

File System Help
LDWP Servers (Active Directory) | Calendar Server {Microsoft Exchange) | Unified CMs | WebEx Server |
Hostname Username Defaulk Ckx
Edit.
Delete...
£ | >
[ Execute Tests ]
Abort Tesks

This window lists all the LDAP (Active Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make
sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to
change the configuration.

To remove one, highlight it and then click the Delete button.
When adding a LDAP server, click the Add button and the following configuration window appears.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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LDAP Server (Active Directory) Test Configuration Form

Figure 7-17

The LDAP Server (Active Directory) Add/Edit Configuration Form

LDAP Server

o serer .  me=EX

Table 7-5

Ml Hast Configuration
Host: [ 192.188.10.12
Bind Made: (i Normal () Secure
Port: | 380
Lisarname: [ TS Manager
Pazsvaord: | AR Rk
Diefault Context: | DC=esample-abic, DC=com
Scheduler futhentication ELN
I Delet
cn=users, de=example-abe, de=com
User Conkarers:
Delete, ..
Scheduler Username: [ example_user
Stm P‘HSWCIrd: [ sheskbe i o bobodolododeod ol
>
| Login Aktribute (EmaillD): | prozoviddresses
o
| Test Description Component Status Result | |
Yerify connection bo LDAP server LDAP Servers Mok Ready N | |
Mlasibos | e b mSm s IPAD Cacase Rlak O s nados M 1

The LDAP Server (Active Directory) Test Configuration Form Fields

Field Name

Field Value

Host

The hostname or IP address of the LDAP server.

Bind Mode

security certificate.

If you set this to secure you’ll need to provide a

Port

In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.

NonDefault or Default Context

the form
dc=mycompany, dc=com

The NonDefault button is selected as the default.
To change this, select enter the default context in

I Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Table 7-5 The LDAP Server (Active Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Username Enter the Username as the user fully qualified

domain name.

Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.

Password Password for LDAP server with administrative
privileges.
Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

User Containers

The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username

The scheduler username is the value of an end
user ID.

Scheduler Password

When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD)

For “None” option use “mail”

Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server

e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”
e Retrieve display name for scheduler

e Authenticate scheduler user

| oL-22226-01
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Calendar Server (Microsoft Exchange) Host Configuration Form

Figure 7-18

The Calendar Server (Microsoft Exchange) Host Configuration Form

! CT5-Man Preualification Assistant [Profile: Default]

Fie  System  Help

Hast Configurstion

Host;

Eind Made
Piv:

SMTF Domain:
Logon Name:
SMTP LHS:
Pasmuord:

Certificate:

Aoom Subscrption

Foom Emal 10s:

Tast Descripkion
Fuettichs dhefawdt conkest

ewify user containers

Werify connection to LGP server
Fetch ared chesck LDWP versian compatibibty

Exftract all object classes
Exfiract sttributes of cbjeck dass Parsor’
ewify connaction o Cakendar Server

LIV Servers (Active Dirsctory] | Cakendar Server (Miorosoft Exchange) | Unified CMs | WebEx Server

152 168.10.11
",-__:-Nnr'rd !':f_:-'iu-.mfe
443

Bt om

cksman

Chsman

e T Y

CrjDocuments and Settings|aglowacki Desitopl 200 Texch. cer Erovese...

roomaEitsbu-tmes. com
room3@itsbu-tmes.com
room 1 @itsbu-trre. com

Dbt .

il

[ Exmcute Tests ]
Componerd: Shabus Rl
from LOWP sarvar LDWP Servers Raady Lenes |
LDAF Servers Ready b L)

LD Servers Rosady e |
LR Sarvers Rpady L |
LOWP Servers Ready e |
LOMP Servers Rmady i |
Calendar Server Raady Ui |

Table 7-6 The Calendar Server (Microsoft Exchange) Host Configuration Fields

Field Name Field Value

Host The hostname or IP address of the Exchange
server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.

Port In Normal bind mode the port setting is 80. In
Secure bind mode the port setting default is 443.

SMTP LHS Enter the CTS-Manager account or test account
for full access or read access to rooms.

Password Enter the password for the CTS-Manager test

account or Exchange administrative account,
using English characters only.

I Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Table 7-6 The Calendar Server (Microsoft Exchange) Host Configuration Fields (continued)

Field Name

Field Value

Certificate

The full pathname to the Exchange security
certificate. This is needed only if you are using the
Secure Bind Mode.

Logon Name

Enter the logon name for the full access or read
access privileges to rooms. Enter the logon name
in the same form as the SMTP LHS.

Domain

Enter the domain for the logon name.

Room Email IDs

Enter the full email address for each CTS
endpoint, up to 5.

Test(s) Enabled by this Test Configuration Form

e Verify connection to Calendar Server
e Retrieve mailbox quota information
e Retrieving display name for room(s)

e Subscribe MS Exchange events for room

Test Configuration Forms in an IBM Domino Environment

You can use the PreQualification Assistant to test your LDAP server when specifying a IBM Domino
calendar server. This applies when the user selects Calender Server, “Microsoft Exchange.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured

correctly.

| oL-22226-01
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Figure 7-19 LDAP Server IBM Domino Window

E CT5-Man PreQualification Assistant [Profile: Default]

File System Help
LDAP Servers (Domino Directory) | Calendar Server (18M Domino) | Unified Chis | WebEx Server
| Hostname Uisermame Default Ckx
Edit
b
|
I Execube Tests
Abort Tests

Tesk Descripkion Component Ftahus Result
Fetch and chedk LDMP version compatibilty LD&P Servers Mot Ready [ Migw |
Werify user containers LD&P Servers Not Ready [Miew |
Extract 2l objeck dasses LOAP Servers Mot Ready [ Wiew |
Extract attributes of object class Person’ LDAP Servers Mot Ready Wik |
Werify connection bo Calendar Server Calendar Server Mok Feady Wicw
Retrieve malbox quota information Calendar Server Mot Ready Wirw
Retrigve room bo database mapping best Calendar Server Mot Ready Wirw
Retrieving display name For room(s) Calendar Server Mat Feady Wirw
Retrigve display name For schedular LDAP Servers Mat Ready Wik
Authenticate scheduler user LDAR Servers Mot Ready [
e I o e N Rk P Fawa..o 1

This window lists all the LDAP (Domino Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make

sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to

change the configuration.

To remove one, highlight it and then click the Delete button.

When adding a LDAP server, click the Add button and the following configuration window appears.
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Figure 7-20 The LDAP Server (Domino Directory) Add/Edit Configuration Form

LDAP Server X)
Host Configuration
Hast: |
Bind Mode: @ normal O secure
Port: | 389
Username: |
Password: |
Default Conbext: | Default Server:
CiDefault %) NonDefault
Scheduler Aukhentication
User Containers:
Scheduler Username: |
Scheduler Passward: |
Login Aktribute (EmaillD): | mail
|
Table 7-7 The LDAP Server (Domino Directory) Test Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the LDAP server.
Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.
Username Enter the Active Directory user account username
(not the logon name) in the form
cn=ctm account
Note  You must also include the default context
in the Username field. For example,
cn=ctm account,o=ciscoDev.
Password Password for LDAP server with read privileges.

| oL-22226-01
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Table 7-7 The LDAP Server (Domino Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

Default Context

Enter the default context in the form
o=ciscoDev

Scheduler Authentication

User Containers

The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username

The scheduler username is the value of an end
user ID (the logon name).

Scheduler Password

When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD)

For this field use “mail”.

Test(s) Enabled by the Execute Test button

e Fetch and check LDAP version compatibility

e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”
e Retrieve display name for scheduler

e Authenticate scheduler user

e Verify connection to Unified CM servers
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Calendar Server (IBM Domino) Configuration Form

You can use the PreQualification Assistant to test your LDAP Calendar server configurations when
specifying a IBM Domino Calendar server. This applies when from the pull-down menu, the user selects
System > Select Calendar Server > IBM Domino.

The Calendar Server (IBM Domino) window appears as shown in Figure 7-21

Figure 7-21 The Calendar Server (Domino Directory) Add/Delete Configuration Form
BR CTS-Man PreQualification Assistant [Profile: Default]
Fil=  System Help
LDAP Servers (Domin Directory) | Calendar Server (IEM Dormin) | Unified CMs | WebEx Server

Hast Corfiguration

Host: |

Eind Mode: ) Normal ) Secure

Part: | a0

Organization Name: |

Usernami:! |

Password: |

Fesource DE: |

Fuoom Subscription

Room Emall 10s:

Execube Tesks ]
ort Tests
Test Description Compaonent Status Result
Fetch ared check LDAP version compatibiby LOWP Servers Mok Ready Mg
Werify user containers LD¥P Servers Mok Ready Lifimw |
Extract all object classes LDF Servers Mot Ready [igee )
Extract attributes of object dass Person’ LDAP Servers Not Ready Lt )
Werify conneckion to Calendar Server Calendar Server Mot Ready [ iew )
Reekrieve mailbox quata information Calendar Server Mok Ready [ i |
Retrieve room to database mapping best Calendar Server Mok Ready Misas
Reektrieving display name For roomis) Calendar Server Mok Ready [ imwa )
Retrieve display name For scheduler LDWIF Servers Mok Ready [ i |
Authenkicate scheduler user LDVF Servers Mot Ready [ige )
Retrieve samples of calendar documents Calendar Server Mot Ready s )
Werify connection to Unified CM servers Unified Cis Mot Ready [ig |
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This window lists the Calendar server that has been configured for the CTS-Manager. If the server and
the room subscriptions have been configured, use the Execute Tests button to make sure that they have

been configured correctly.

If it is necessary to add the room email ID, enter the room email ID and click the Add button.

To remove one, highlight it and then click the Delete button.

Table 7-8 The Calendar Server (IBM Domino) Host Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the Domino

Calendar server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 80. In

Secure bind mode the port setting default is 443.

Organization Name

Enter the Domino Organization name.

Username

Enter the account name used to log on to the
Domino server. The format is determined by the
Email ID fields in the Person object classes and
attributes.

Password

Enter the password for the username. The user
must have a minimum of read permission on the
resource database being used to test.

Certificate

The full pathname to the Domino security
certificate. This is needed only if you are using the
Secure Bind Mode.

Resource DB

Enter the name of the resource DB. For example,
Telepres.nsf.

Room Subscription

Room Email IDs

Enter the full email id for each CTS endpoint. The
format for each Email id is:
Testroom/Sitel

Test(s) Enabled by the Execute Tests button

e Verify connection to Calendar Server

e Retrieve mailbox quota information

e Retrieve room to database mapping test
e Retrieving display name for room(s)

e Retrieve samples of calendar documents

I Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Cisco Unified Communications Manager Server (IBM Domino) Configuration
Window

This window lists all the Cisco Unified CM (Unified CM) servers that have been configured for the
CTS-Manager. If all of the Unified CM servers have been configured, use the Execute Tests button to
make sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to
change the configuration.

To remove one, highlight it and then click the Delete button.
When adding a Unified CM, click the Add button and the following Host Configuration window appears.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Figure 7-22 Unified Communications Manager Server (IBM Domino) Window

BR CT5-#an PreQualification Assistant [Profile: Default]

LDAP Servers (Doming Directory) | Calendar Server (IEM Domino) | Unified CMs | webs Server
Hostname Usarname
Edit. .
Execube Tests
abort Tests
Test Description Component Status Result
Fetch and check LDAP version compatibiliby L Servers Mok Ready view |
\erify user cortainers LDP Servers Mot Ready [ Migwa |
Extract all object classes LDAF Servers Mok Feady [ ieya )
Extract aktributes of object dass Person’ LDAF Servers Mok Feady [ Aiesa )
Verify connection to Calendar Server Calendar Server Mok Ready i |
Retrieve mailboc: quata information Calendar Server Mok Ready i |
Retriave room bo database mapping best Calendar Server Mot Ready e |
Retrieving display name For roomis) Calendar Server Mok Ready Miaw |
Retrigve display name For scheduler LD Servers Mok Ready (Mo |
Authenkicate scheduler ussr LDAP Servers Mok FReady [ ies |
Retrieve zamples of calendar documents Calendar Server Mok Feady [ Aiewa )
‘rerify connection to Unified ©M servers Unified Cis Mok Ready [ g |

This window lists all the LDAP (Domino Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make
sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to
change the configuration.

To remove one, highlight it and then click the Delete button.
When adding an LDAP server, click the Add button and the following configuration window appears.
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Figure 7-23 The Cisco Unified CM Add/Edit Configuration Form

CUCM Server @

Host Configuration

Hast: 1192.168.10.14 |

Bind Maode: Morrnal Secure

Pork: | 443 |

Username: | cksman |

Diacciunrd: | FR— |

Certificate: | C:A\Documents and SettingstjsmithiDesktop\YMCUCM14, cer | [Bru:uwse... ]

Table 7-9 The Cisco Unified CM Add/Edit Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of Cisco Unified CM

Bind Mode This is always set to secure mode.

Port This is always set to port 8443.

Username Login account with Cisco Unified CM
Application Username. The admin username is
not needed.

Password Password for Cisco Unified CM Admin account.

Certificate The full pathname to the Cisco Unified CM
security certificate.

Save Use this button to save the configuration.

Cancel Cancel from this window if not adding a new
Unified CM or editing the configuration.

Test(s) Enabled by the Execute Test button

Test(s) Enabled by the Execute Test button

e Verify connection to Unified CM servers

| oL-22226-01

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide



Chapter7  Installing and Configuring Cisco PreQualification Assistant |

M Test Configuration Forms in an IBM Domino Environment

Test Configuration Forms in a Microsoft Exchange Web Services (EWS)
Environment

You can use the PreQualification Tool to test your LDAP server when specifying a Microsoft Exchange
EWS calendar server. This applies when the user selects Calendar Server, “Microsoft Exchange EWS.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured

correctly.
Figure 7-24 LDAP Servers with Microsoft Exchange EWS Calendar Server window
B c1S-Man PreQualification Asistant [Profile: Default] [:l@|g|
File Swstem Help
LDAP Servers (Active Directory) | Calendar Server {(Micrasoft Exchangs EWS) || Unified CMs | WebEx Server
Hostname Lisername Deefault Chx
< >
Execute Tests J
Test Description Cormpaonent Status Result
Fetch default context From LDAP server LDAP Servers Mok Ready [ iz |
Verify connection to LDAP server LDAR Servers Mok Ready [ i

This window lists all the Microsoft LDAP servers that have been configured for the CTS-Manager. If all
of the servers have been configured, use the Execute Tests button to make sure that they have been
configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click the Edit button to
change the configuration and the Host Configuration window appears, refer to Figure 7-25.
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To remove one, highlight it and then click the Delete button.

When adding another LDAP server, click the Add button and the following configuration window

appears.

LDAP Server (Active Directory) Add/Edit Configuration Form

This is the same configuration form that appears when adding any Microsoft Exchange server.

Figure 7-25 The LDAP Server (Active Directory) Add/Edit Configuration Form

LDAP Server

Hurst Configuration

Password:

Doefaul Conbek:

Defauk Server:

Scheduler futhentication

Liser Containars:

Scheduler Usemame:

152 168.10.20

(@) Hormal ) Seeurs
39

CTS Manager

B

CoC=t by -, CT=00m

() Default () MonDefault

cri=users dostshu-bme de=com

ctsman

5

f

i,

|

Ddete, ..

Scheduler Password: EAbrAdbRALES
Login Aktrbute (EmadlD): prociyfddnesses
|
;
Table 7-10 LDAP Server (Active Directory) Test Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the LDAP server.
Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.
Username Enter the Username as the user fully qualified

domain name.

Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.

| oL-22226-01
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Table 7-10 LDAP Server (Active Directory) Test Configuration Form Fields (continued)

Field Name Field Value

Password Password for LDAP server with administrative
privileges.

Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

NonDefault or Default Context The NonDefault button is selected as the default.
To change this, select enter the default context in
the form

dc=mycompany, dc=com

Scheduler Authentication

User Containers The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username The scheduler username is the value of an end
user ID.

Scheduler Password The password associated with the scheduler
username.

Login Attribute (EmaillD) Use the “proxyAddresses” EmaillD attribute.

Test(s) Enabled by the Execute Test Button

e Fetch default context from LDAP server

e Verify connection to LDAP server

e Fetch and check LDAP version compatibility
e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”

e Verify connection to Calendar Server

e Retrieve mailbox quota information

e Retrieving display name for room(s)

e  Subscribe MSEWS events for room
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e Retrieve display name for scheduler

e Authenticate scheduler user

LDAP Server Microsoft Exchange EWS Calendar Server Configuration Form

When you select the Calendar Server tab, Figure 7-26 appears. This window allows you to configure the
calendar server for Microsoft Exchange EWS and add or delete room subscriptions.

Figure 7-26 LDAP Calendar Server Microsoft Exchange EWS Configuration Window

File 3System Help
LD&P Servers (Active Directory) | “alendar Server (Microsoft Exchange EWS) | Unified CMs | WebEx Server

Host Configuration

Hosk;

Bind Mode: (i rormal () Secure
Port: a0

Domain:

sername:

Password:

R.oom Subscripkion

R.oom Email IDs:

Delete. ..

Execuke Tests

Tesk Descripkion Campanent Skatus
Fetch defaulk context from LDAP server LDAP Servers Mot Ready
Merify connection to LDAP server LOAP Servers Mok Ready
Fetch and check LDWP version compatibility LDAP Servers Mot Ready

Table 7-11 Calendar Server (Microsoft Exchange) Host Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the Exchange server.

Bind Mode If you set this to secure you’ll need to provide a security

certificate.

Cisco TelePresence Manager Release 1.7 Administration and Installation Guide
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Table 7-11 Calendar Server (Microsoft Exchange) Host Configuration Form Fields (continued)
Field Name Field Value
Port In Normal bind mode the port setting is 80. In Secure bind mode

the port setting default is 443.

Domain

Enter the domain for the logon name.

Username

Enter the username for the Exchange EWS server.

Note If you are using Windows authentication, the format is:
domain\username.
If you are using basic authentication, the format is:
username @ldapdomainname.com

Password

Enter the password for the CTS-Manager test account or
Exchange administrative account, using English characters
only.

Certificate

The full pathname to the Exchange security certificate. This is
needed only if you are using the Secure Bind Mode.

Room Subscription

Room Email IDs

Enter the full email address for each CTS endpoint, up to 5.

A

Caution  If the CTS-Manager user logon name is different
from the LHS of the email ID and there is no
matching email ID for the user, Microsoft Exchange
EWS will fail the mailbox quota test. To avoid this,
add a secondary email ID that uses the CTS-Manager
logon name as the LHS of the email ID appended
with the SMTP domain.
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WebEx Server

On this tab you configure a connection to the WebEx scheduling server, necessary for enabling the
WebEx feature in CTS-Manager. The purpose of this is to test connectivity to the WebEx server. This
information is not imported into CTS-Manager during first-time setup.

Figure 7-27 WebEx Server Window
B CTS-Man PreQualification Assistant [Profile: Default]
File System Help

LDAP Servers (Active Directory) | Calendar Server (Microsoft Exchange) | Unified CMs | WebEx Server
Host Configuration
Hosk: gambcp, websax, com
Bind Mada: OiNormal (%) Secure
Site URL: - hitbpe/fqambep. webes, comfgambeg
Admin Usernane: admin
Admin Access Code: Eiddcdohok
Certificate: | ] |wass

Execute Tests |

. Test Description: Component Status Resull
Fetch default context from LDWP server LDWP Servers Mot Ready [ Miesa |
Yerify connection bo LOVP server LEWAP Servers Mot Ready [ Wieme |
Fetch and check LD&P version compatibiity LDAP Servers Mot Ready [ Wieaa |
Verify user conkainers LDAP Servers Mot Ready [ Vi |
Extract &l object classes LDAP Servers Mot Ready [ Miesa )
Extract sttributes of object class Person’ LDAP Servers Mot Feady [Miewa |
Verify connection bo Calendar Server Calendar Server Mot Ready [ Minwa |
Retrieve mailbox quota infarmation Calendar Server Mot Ready [ Minwa |
Reetrigving display name For raom(s) Calendar Server Mok Ready [ Mizaa |
Subscribe M3 Exchange events for room Calendar Server Mot Ready [ e |
Authenticate scheduler user LOAP Servers Mot Ready [ Missa |
Retrieve display name for scheduler LDWP Servers Not Ready [ Wiews |
Yerify connection bo Unified CM servers Unified CHs Mot Ready [ Wigaa |
Verify conneckion bo WebEx server WebEx Server Ready [ Miena |
Verify 550 authentication from WebEx server WebEx Server Feeady [ Vi )
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Table 7-12 WebEx Server Host Configuration Form Fields

Field Description or Settings

Host The configured hostname of the WebEx scheduling server.

Site URL The address used to construct the URL that's used to access this

meeting. This is the actual URL that CTS-Manager uses to
communicate with WebEx. This is published in the email from
CTS-Manager, and is displayed to users on the WebEx page of
the CTS phone UL

Admin Username WebEx administrator’s username (provided by the WebEx team)

Admin Access Code WebEx administrator’s access code (provided by the WebEx
team)

Certificate Certificate from the hostname (WebEx scheduling server)

Note To get the certificate, open a web browser window and
go to the hostname URL and download the certificate to
your computer, then click Browse to select it and upload
it to CTS-Manager. For detailed instructions on
downloading the certificate with different browsers, see
Obtaining the Cisco WebEx Site Security Server
Certificate, page 11-8.
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