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Preface

Revised: Nov 13, 2009, OL-13673-06

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Audience and Scope

The Cisco TelePresence Manager Administration and Installation Guide is directed to the administrator
that configures, monitors, and maintains the Cisco TelePresence Manager application, and troubleshoots
problems that may occur.

What's New in this Release

This section describes new and changed information in Cisco TelePresence Manager beginning with Release
1.6.

¢ Studio mode recording - allows an administrator to turn on global studio mode recording if all
managed CTS endpoints are upgraded to the supported version. CTS is configured using the CTS
UI, with a preferred recording server which would dial out to meetings, allowing the one button to
push recording for the meeting

e Concierge changed to Live Desk

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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e Tentative Room Reservations - CTS-Manager now processes room reservations which are in
tentative state. A tentative state implies meeting invite has been viewed by room/CTS-500 owner but
not accepted yet. CTS-Manager would treat a tentative reservation as an accepted reservation

¢ Support for MS Exchange 2003/2007 deployments using Windows 2008 platform

e Enhancement Email Management - more support to email notifications on a global basis, admin can
turn off or on email notifications

e Hardware MIB- new hardware MIBs are supported in 1.6 release
¢ Support for MS Exchange 2007 Web Services using FBA (Form Based Authentication)
e SD Interop supported with CIF; HD Interop with CUVC 7.0 supports 720p

e Support for multiple CUCM Clusters - supports One Button To Push in CUCM multi-cluster
deployment. The ens user does not need to dial any special number to dial across the clusters in that
CTS-Manager will formulate the numbers dialed by CTS end points to go across clusters based on
CUCM configurations.

¢ Support for multiple LDAP Domains/Forests in MS Exchange Deployments - CTS-Manager
supports interacting with a maximum of 5 LDAP servers per deployment

e Optional First Time Setup using the Pre-Qualifier tool.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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End User License Agreement

Revised: February 25, 2009, OL-13673-04

Note It is important that you read and understand the conditions of the end user license agreement.
Downloading, installing, and using Cisco and Cisco-supplied software constitute acceptance of the
agreement.

You can display the end user license agreement from two places, the login window and the About
window.

Figure 1 Cisco TelePresence Manager Login Screen
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Figure 2 Cisco TelePresence Manager License Screen
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= CHAPTER 1

General Information about the Cisco
TelePresence Manager

Revised: January 28, 2010, OL-13673-06

Contents

e Overview of the CTS-Manager Administration Guide, page 1-2
— Terminology, page 1-3

e Introduction to the Cisco TelePresence System, page 1-3
- Making Point-to-Point Cisco TelePresence calls, page 1-4
— Components of the Cisco TelePresence System, page 1-4

¢ Installation Procedures Guideline, page 1-6
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Il Overview of the CTS-Manager Administration Guide

Overview of the CTS-Manager Administration Guide

Table 1-1 give a brief description of the contents of each chapter in the Administration Guide.

Table 1-1

Administration Guide Chapter Descriptions

Chapter Title

Description

Chapter 1

General Information About the
Cisco TelePresence Manager

This chapter provides a general description of hardware and
software components used within the Cisco TelePresence
Manager system. It includes overviews of Point-to-Point calls,
meeting scheduling, multipoint calls, Interoperability with
legacy endpoints, and Intercompany Cisco TelePresence calls
and administration roles.

Chapter 2

Pre-Install Set Up for
CTS-Manager

This chapter describes the pre-setup and installation features for
CTS-Manager.

Chapter 3
Configuring Microsoft Exchange

This chapter covers the steps needed to configure either
Microsoft Exchange 2003 or 2007and Active Directory.

Chapter 4

Configuring IBM Domino and
Domino Server

This document covers the steps needed to configure IBM
Domino and Domino Directory Server for the CTS Manager
system.

Chapter 5

Configuring CUCM for CTS
Manager

This chapter describes adding parameters to

Cisco Unified Communications Manager and gathering
information from the current installation of

Cisco Unified Communications Manager that will be used to
configure the Cisco TelePresence Manager during installation.

Chapter 6

Installing and Configuring
PreQualification Assistant Tool

This chapter explains how to install and run the Cisco
TelePresence Manager PreQualification Assistant tool.

It is important to install and run the pre-qualification assistant to
ensure that the pre-installation set up is performed correctly.

Chapter 7

Installing or Upgrading CTS
Manager

Describes how to install or upgrade CTS Manager.

Chapter 8
Initializing CTS Manager

The final process is initializing Cisco TelePresence Manager to
enable access to information sources such as Microsoft
Exchange Server for meeting requests from Microsoft Outlook,
Active Directory for accessing user and conference room
information, and Cisco Unified Communications Manager for
conference room availability and telephone support.

Chapter 9

Installing Additional
Configurations for CTS Manager

Describes the configuration features available when you log into
CTS-Manager using an Administrator role.

Chapter 10
Monitoring CTS Manager

Describes the monitoring and support features available when
you log into CTS-Manager using a Concierge role.

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Introduction to the Cisco TelePresence System 1l

Table 1-1 Administration Guide Chapter Descriptions
Chapter Title Description
Chapter 11 Describes the different email notifications and meeting details

CTS-MAN Emails and End-User window available to Meeting Organizers.

Web Ul

Chapter 12 Provides the MIBs used by the CTS Manager.
Supported MIBs for CTS Manager

Chapter 13 Provides troubleshooting information for CTS-Manager
Troubleshooting Administrators.

Appendix A - removed This section has been moved to Chapter 6.

CTS-Manager Pre-Qualifying Tool

CTS-Manager CLI Command Set |This chapter has been removed and is now a separate CLI book
(formerly Chapter 7) - removed set.

Terminology

The following terms are used in this guide:

¢ Audio call: An audio call refers to a call placed to or from an audio-only telephone for the purpose
of conferencing the audio call into a Cisco TelePresence meeting.

S

Note  Audio calls are placed or answered with the CTS phone’s handset on-hook.

e Cisco TelePresence call: A Cisco TelePresence call is placed between two or more CTS endpoints.

¢ Cisco TelePresence meeting: A Cisco TelePresence meeting refers to two or more endpoints
connected by a Cisco TelePresence call.

¢ Conference: A conference refers to a Cisco TelePresence meeting that includes an audio call.
e CUVC - Cisco Unified Video Conferencing

¢ Endpoint: An endpoint, or ‘CTS endpoint’ refers to the combination of hardware and software that
comprise a Cisco TelePresence System. Examples of a CTS endpoint are the CTS 3200 and the CTS
500. CTS endpoints are also referred to as Cisco TelePresence rooms, in the case of a CTS 3000 or
CTS 3200 endpoint.

e LDAP - Lightweight Directory Access Protocol
e MCU - Multipoint Conference Unit

Introduction to the Cisco TelePresence System

The Cisco TelePresence System is composed of several hardware and software components. The
Cisco TelePresence System also gets information and services with peripheral components such as Cisco
Unified Communications Manager (Unified CM), and calendar services such as Microsoft Exchange or
IBM Domino. Together all the peripheral and CTS components offer the features and services needed to
schedule, place, and manage Cisco TelePresence calls and maintain all the Cisco TelePresence System
components.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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B Introduction to the Cisco TelePresence System

The following sections provide a general overview of the components that make up the
Cisco TelePresence System.

Making Point-to-Point Cisco TelePresence calls

Placing a call between two CTS endpoints is similar to making a simple audio call. If you know the
phone number of the endpoint you can dial it directly using the CTS IP phone.

CTS Endpoints

There are five CTS endpoint models supported by Cisco Unified CM.

CTS 500 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 500 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS 1100 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 1100 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS 1300 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 1300 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS 3000 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 3000 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS 3200 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 3200 Assembly, Use & Care, and
Field-replaceable Unit Guide.

Each endpoint is configured and maintained through Unified CM and the CTS Administration software.
The CTS Administration software is installed on each endpoint and is accessible by browser. All
Cisco TelePresence Administration software supports Internet Explorer 6.0. For information about
installing, configuring, and maintaining CTS endpoints refer to the CTS Administrator’s Guide.

Components of the Cisco TelePresence System

In order to schedule meetings in advance you need to include CTS Manager in your Cisco TelePresence
system. CTS Manager works with Microsoft Exchange or IBM Domino servers to schedule
Cisco TelePresence meeting rooms and enable One -Button -To -Push meeting access.

CTS Manager communicates with the following components:

CTS endpoints - CTS-Manager polls endpoints and reports errors to your CTS-Manager
Administrator. CTS-Manager also pushes an endpoint’s meeting schedule to the endpoint, then
pushes to the IP phone.

Cisco Unified CM - CTS-Manager works with Cisco Unified CM to maintain current
configurations for each endpoint, and to discover new endpoints as they are added to your
Cisco TelePresence system.

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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General Information about the Cisco TelePresence Manager

Cisco TelePresence Manager Product Specifications

Calendar server (Exchange or Domino) - Each CTS endpoint has a corresponding mailbox on a
calendar server to support scheduling through Outlook or Lotus Notes. CTS-Manager monitors
endpoint calendars and reports errors. CTS-Manager also uses the scheduling information to push
meeting schedules to each CTS endpoint and then pushes to the IP phone.

Active Directory - Each CTS endpoint’s room ID is stored in Active Directory. CTS-Manager is the
conduit between Active Directory and an endpoint.

Cisco TelePresence Multipoint Switch (CTMS) - A CTMS provides the resources for multipoint
(three or more endpoints) calls. CTS-Manager reports errors with a CTMS and specifies which
CTMS is used for each Cisco TelePresence meeting. Cisco TelePresence supports the ability to
conference existing standards-based video conference sessions into a Cisco TelePresence meeting
by integrating the Cisco TelePresence Multipoint Switch (CTMS) with Cisco Unified Video
conferencing Systems (CUVC). This provides interoperability with virtually all standards-based
video conferencing systems installed today.

For data sheets and other product literature refer to the product page. For hardware installation and
CTMS maintenance refer to the Cisco TelePresence Multipoint Switch administration guide.

Cisco TelePresence Manager Product Specifications

Table 1-2 gives product specifications and Table 1-3 provides system requirements of the Cisco
TelePresence Manager. Table 1-4 provides the flow of tasks you need follow to install the CTS_MAN

system.

Table 1-2

Product Specifications

Specifications

Description

Product compatibility

Cisco MCS 7845-H2 and MCS 7845-12 Media
Convergence Servers

Software compatibility

Microsoft Internet Explorer 6.0

)

Note  CTS Manager Release 1.5 does not

support Microsoft Internet Explorer 7.x.

Protocols HTTP, HTTPS, Administrative XML
(AXL)/SOAP, Simple Network Management
Protocol (SNMP), and CTI

Connectivity 1P

Reliability and availability

High availability through Cisco 7845 Media
Convergence Server platform

[ oL-13673-06
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Installation Procedures Guideline

Table 1-3 System Requirements

Specifications

Description

Groupware connectivity

¢ Microsoft Exchange Server:

- 2003 SP2 (Windows Server 2003
Enterprise Edition SP2)

— 2007 SP1 and 2007 SP2 (on Windows
2003 Enterprise Edition SP2 [64 bit]

— 2007 SP1 and 2007 SP2 (on Windows
2008 Enterprise Edition [64 bit]

- supported versions: [8.0.685.25,
08.00.0685.018, 08.00.10685, 08.01.0,
08.1.240.5, 08.1.240.6, 08.01.10240,
08.02.0176.002, 6.5.6944, 6.5.7226,
6.5.7638]

e Microsoft Outlook Client: 2003 and 2007

e IBM Domino Server: 8.0.x and 7.0.x
(Operating System: Windows Server 2003
Enterprise Edition SP2)

e [IBM Notes Client: 8.0.x, 7.0.x, and 6.5.x

Cisco Unified Communications Manager version

Cisco Unified CM 6.1.3 or later

Lightweight Directory Access Protocol (LDAP)
connectivity

Active Directory 2003 SP2, 2008

Domino Directory, versions: 7.0.x, 8.0.x

Ethernet Cable

Connect to NIC Port 1

Web browser supported

Microsoft Internet Explorer 6.0

Installation Procedures Guideline

The flow of tasks you need to perform in order to configure the Cisco TelePresence network and install
and configure the CTS-MAN are provided in the following table:

Table 1-4

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide

Install and Configuration Procedures Guidelines for setting up CTS-MAN System
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Set-Up and Installation
Procedures Guidelines

Description

Location

Pre-Install Procedures

Provides Cisco TelePresence
Manager with the contact and
access information it requires to
connect to and talk with your
network.

Chapter 2, “Pre-Install System
Set Up for Cisco TelePresence
Manager”

Configure Microsoft Exchange
for CTS-MAN

This chapter covers the steps
needed to configure Microsoft
Exchange and Active Directory
for the CTS-MAN system.

Chapter 3, “Configuring
Microsoft Exchange for Cisco
TelePresence Manager”

Configure IBM Domino for
CTS-MAN

This chapter covers the steps
needed to configure IBM
Domino and Domino server for
the CTS-MAN system.

Chapter 4, “Configuring IBM
Domino Server for Cisco
TelePresence Manager”

Configuring Cisco Unified CM
for CTS-MAN

Before installation, you must
verify that

Cisco Unified Communications
Manager is configured for the
CTS-MAN system.

Chapter 5, “Configuring Cisco
Unified CM for Cisco
TelePresence Manager”

Install and Configure
PreQualification Assistant

Install and configure the
PreQualification Assistant to
ensure that your pre-installation
set up is performed correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
servers and retrieve data from
them to be used to configure
CTS manager

Chapter 6, “Installing and
Configuring Cisco
PreQualification Assistant”

Installing or Upgrading
CTS-MAN software

Installing the CTS Manager
software. In addition, the
installation requires information
about your network and the rules
for finding and exchanging
information.

Chapter 7, “Installing or
Upgrading Cisco TelePresence
Manager”

[ oL-13673-06
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Set-Up and Installation
Procedures Guidelines

Description

Location

Initializing CTS-MAN

After installing the CTS-MAN
software, the next process is
initializing Cisco TelePresence
Manager to enable access to
information sources such as
Microsoft Exchange Server for
meeting requests from Microsoft
Outlook, Active Directory for
accessing user and conference
room information, and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”

Additional Installation
Procedures for CTS-MAN

The administrator makes use of
the configuration windows to
perform system configuration
tasks such as as synchronizing
system databases, managing
security, and reconfigure system
settings

Chapter 9, “Additional
Installation Configurations for
Cisco TelePresence Manager”

Monitoring CTS-MAN

Monitoring and updating
meeting schedules and
monitoring the status of rooms
and system services

Chapter 10, “Monitoring Cisco
TelePresence Manager”

Email notifications and End User
Web UI

The Calendar service (either
Microsoft Exchange or IBM
Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

Chapter 11, “CTS-Manager
Emails and End-User Web UI”

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Introduction

The Cisco TelePresence meeting solution combines audio, video, and interactive elements to create the
feeling of being “in person” with participants in remote locations.

To enable these features, you must ensure the system components are meeting the system version
requirements. These are covered in the next section.

System Components and Versions

Before you proceed with CTS Manager installation, the servers and applications within your
telecommunications network must be configured so that Cisco TelePresence Manager can find the
resources and information needed to initialize the installation. These servers and applications may
include one or more of the following:

¢ Your Cisco TelePresence System endpoints should be fully installed and configured before installing
Cisco TelePresence Manager.

¢ (Cisco Unified Communications Manager (Version 5.1 or 6.1.3) should already be installed and
configured.

The following versions are supported by Cisco TelePresence Manager 1.6

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Chapter2  Pre-Install System Set Up for Cisco TelePresence Manager |

M Pre-Installation Procedure Guidelines for Initial Network Set-up

LDAP:

e Active Directory 2003 SP2, 2008 (32 bit and 64 bit versions). Only supported for Exchange calendar
server and no calendar mode deployments.

¢ Domino Directory 7.0.x, 8.0.x. Only supported for Domino Calendar server deployments.

~

Note  Active Directory is NOT supported for Domino Calendar server deployment with CTS-Manager

Microsoft Exchange:
¢ Microsoft Exchange versions 2003 SP2, Exchange 2007 SP1, Exchange 2007 SP2—

— Versions:8.0.685.25, 08.00.0685.018, 08.00.10685, 08.01.0, 08.1.240.5, 08.1.240.6,
08.01.10240, 08.02.0176.002, 6.5.6944, 6.5.7226, 6.5.7638

Note NOTE: 2007 is supported with WebDAV and EWS.

Note  Microsoft Exchange with Entourage client is not supported.

e Scheduling Clients supported
— Outlook Versions 2003 SP2, 2007 SP2

e This release of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.1.3 or later. Cisco cannot guarantee correct system behavior using unsupported browsers

e IBM Domino (Version 7.0.x, 8.0.x) (Operating System: Windows Server 2003 Enterprise Edition
SP2)

e Scheduling Clients supported
— Outlook Version 2003 SP2, Outlook Version 2007 SP2
— Lotus Notes versions: 6.5.x, 7.0.x, and 8.0.x
e MCS-7845-H2-CTS1 or MCS-7845-12-CTS|1 can be used as your Cisco Media Convergence Server.

¢ When you install Cisco TelePresence Manager, the Cisco Media Convergence Server hard drive is
formatted, and any existing data on the drive is overwritten.

e Cisco recommends you configure the system using static IP addressing so it will be easy to manage.

Pre-Installation Procedure Guidelines for Initial Network
Set-up

This table provides a guideline for the procedures you will need to reference in order to pre-configure
the network before installing the Cisco TelePresence Manager.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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referenced when doing the pre-configuration set-up.

Note  The system will use either Microsoft or IBM not both. So only Chapter 3 or Chapter 4 needs to be

Table 2-1 Pre-Configuration Guidelines for Setting Up Initial System Network for CTS-MAN

Set-Up Procedure Guidelines

before Installing CTS-MAN Description Location

Configure Microsoft Exchange |This chapter covers the steps Chapter 3, “Configuring
needed to configure Microsoft |Microsoft Exchange for Cisco
Exchange and Active Directory |TelePresence Manager”
for the CTS-MAN system.

Configure IBM Domino This chapter covers the steps Chapter 4, “Configuring IBM
needed to configure IBM Domino Server for Cisco
Domino and Domino server for |TelePresence Manager”
the CTS-MAN system.

Configuring Cisco Unified CM |Before installation, you must Chapter 5, “Configuring Cisco
verify that Unified CM for Cisco
Cisco Unified Communications |TelePresence Manager”
Manager is configured for the
CTS-MAN system.

Install and run PreQualification |Install and run the Chapter 6, “Installing and

Assistant PreQualification Assistant to Configuring Cisco
ensure that your pre-installation |PreQualification Assistant”
set-up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
servers and get data from them to
be used to configure CTS-MAN.

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager

to see how to correct the problem.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Introduction

This document explains how to set up the Microsoft Outlook messaging software to be able to receive
reminders and allow users to connect to a remote meeting site with the touch of a button.

To enable these features, you must provide CTS-Manager with the contact and access information it
requires to connect to and talk with your network.

This chapter covers the steps needed to configure either Microsoft Exchange 2003, 2007, or EWS and
Active Directory.

¢ Microsoft Exchange versions—The following versions are supported by Cisco TelePresence
Manager 1.6

— 2003 SP2, Exchange 2007 SP1, Exchange 2007 SP2
— Active Directory 2003 SP2, 2008 (32 bit and 64 bit versions)

— Versions:8.0.685.25, 08.00.0685.018, 08.00.10685, 08.01.0, 08.1.240.5, 08.1.240.6,
08.01.10240, 08.02.0176.002, 6.5.6944, 6.5.7226, 6.5.7638 with SP2

[ oL-13673-06
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Note NOTE: 2007 is supported with WebDAV and EWS.

Note  Microsoft Exchange with Entourage client is not supported.

e Scheduling Clients supported
— Outlook Versions 2003 SP2, 2007 SP2

e This release of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.1.3 or later. Cisco cannot guarantee correct system behavior using unsupported browsers.

¢ (Cisco recommends you configure the system using static IP addressing so it will be easy to manage.

It is recommended that Chapter 8, “Initializing Cisco TelePresence Manager” Manager, LDAP sections
be reviewed to ensure that user set up is performed correctly.

Pre-Configuration Set-Up Guidelines

The purpose of this section is to reference the chapters you will next need in order to pre-configure
supporting software before installing the Cisco TelePresence Manager.

The flow of tasks you need to do for additional configurations before installing the CTS-Manager are
provided in the following table.

Table 3-1 Pre-Configure Guidelines Before Installing CTS-Manager

Set-Up Procedures before
Installing CTS-Manager Description Location

Configure Microsoft Exchange |This chapter covers the steps Current Chapter.
needed to configure Microsoft
Exchange and Active Directory
for the CTS-Manager system.

Next Steps After Microsoft
Exchange Set-up

Configuring Cisco Unified CM. |Before installation, you must Chapter 5, “Configuring Cisco
verify that Unified CM for Cisco

Cisco Unified Communications |TelePresence Manager”
Manager is configured for the
CTS-Manager system.

Install and Configure Install and run the Chapter 6, “Installing and
PreQualification Assistant Pre-qualification Assistant to Configuring Cisco

ensure that your pre-installation |PreQualification Assistant”
set up is performed correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
servers and get data from them in
order to configure CTS Manager

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Configuring Microsoft Exchange for CTS-Manager

Configuring Microsoft Exchange for CTS-Manager

e Ifyou are using secure mode, a certificate request must exist. If a certificate was not requested when
Microsoft Exchange was installed, you can follow the procedure described in the tutorial found at
the following Microsoft Exchange URL:
http://www.msexchange.org/tutorials/Securing-Exchange-Server-2003
-Outlook-Web-Access-Chapter5.html

— See the sections “Installing the Microsoft Certificate Service” and “Creating the Certificate
Request.”

e Make a copy of the certificate and place it in a folder accessible to the computer with browser access
to the Cisco TelePresence Manager server.

S

Note  Only one certificate can be used. Do not reuse it or give it a new name and then try to upload it to
CTS-Manager. Also, if a certificate is expired, it cannot be uploaded.

e A copy of the certificate for Active Directory exists. To request a certificate for Active Directory,
follow the below steps:

1. By default, the certificate file is named _.crt. An enterprise certificate authority (CA)
automatically publishes the root certificates, and enterprise domain controllers automatically
enroll for all domain controller certificates.

2. Make sure the certificate, the CA, and the CA web interface are all installed on the same server.
Using Internet Explorer, connect to https://<CA server>/certsrv.

3. Authenticate as the administrator, making sure you specify the proper domain, for example,
demotest\administrator. The Active Directory domain needs to be set to at least level 2.

4. Choose Download CA Certificate, using Distinguished Encoding Rules as the encoding
method.

Deploying with Microsoft Exchange 2003

Step 1 Create an account in Microsoft Exchange 2003 for CTS-Manager, e.g. ct smanaccount.

Step2  Provide an adequate mailbox quota for the ctmmanaccount. Cisco recommends providing at least 1 GB
of mailbox quota for a deployment of up to 125 Cisco TelePresence System endpoints. Additional
mailbox quota is recommended if feasible.

Step3  Login to the ctsmanaccount once to verify it is set up correctly.

Step4  Create an account in Microsoft Exchange for each Cisco TelePresence System endpoint. You can use
‘Active Directory Users and Computers’ to create the room accounts, or use any custom script to create
the room account. If the room is already created, use the information from the Cisco Unified CM and
skip this step.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
I oL-13673-06 .m



Chapter3  Configuring Microsoft Exchange for Cisco TelePresence Manager |

| Deploying with Microsoft Exchange 2007 - WebDAV

A

Caution

Step 5

Step 6

Step 7

Step 8

In Microsoft Exchange software, some special characters are not supported in Recipient Policy
Exchange server name, mailbox name, etc. These special characters will also not be supported by
CTS-Manager.

Refer to the Microsoft KB for specific information on characters:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;841091

Exchange 2007 Information

http://technet.microsoft.com/en-us/library/dd285491.aspx

Log into the room account once using Outlook Web Access (OWA), or Outlook. This must be done or
the room mailbox may not be set up properly in Exchange.

The CTS-Manager account (e.g. ctsmanaccount) must have read permission on the Calendar folder for
each room’s mailbox. You can use Outlook to set Calendar Properties (the Permissions tab), or use
Active Directory (“Full mailbox access” permissions).

Verify the CTS-Manager account has permissions for all room accounts.

a. Use a supported browser and log onto the room account with OWA (http://<exchange ip
address>/exchange/<roomaccountname>)

b. Log in using the CTA-Manager account (e.g. ctmmanaccount)

c. Validate the setup by sending a test email to any user in the same domain. Validate the user receives
the email.

Synchronize the system clock in the CTS Manager server to the same NTP server used by Exchange.
Enter the hostname or IP address of one or more NTP servers. NTP Server 1 value is mandatory; NTP
Servers 2-5 are optional. Thus, CTS-Manager and Exchange need to point to the same NTP and synch
with the NTP to avoid having the room calendar not updating correctly.

>
Note  Cisco strongly recommends that you enter the NTP server by which Cisco Unified CM

synchronizes its clock as the primary NTP server. If these servers are out of synchronization,
CTS-Manager may not update and delete unwanted meetings.

Deploying with Microsoft Exchange 2007 - WebDAV

A

Microsoft Exchange management tools can be found in the start menu in the Exchange server - “Start >
All Programs > Microsoft Exchange Server 2007”. There are 2 tools available as options:

¢ Exchange Management Console — GUI version which has online help.

e Exchange Management Shell — shell version that can be useful for scripting.

Caution

In Microsoft Exchange software, some special characters are not supported in Recipient Policy
Exchange server name, mailbox name, etc. These special characters will also not be supported by
CTS-Manager.

Exchange 2007 Information:
http://technet.microsoft.com/en-us/library/dd285491.aspxhttp://technet.microsoft.com/en-us/library/dd
285491.aspx
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Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Deploying with Microsoft Exchange 2007 - WebDAV ||

Create a user account in Exchange for CTS-Manager (e.g. ctsmanaccount).

.The user account is created from “Exchange Management Console” using the User Mailbox by doing
the following:

a. Select Recipient Configuration > Mailbox, right-click and select “New Mailbox”
b. Select “User Mailbox” type and follow the dialog to create the mailbox.

Provide an adequate mailbox quota for the ctmmanaccount. Cisco recommends providing at least 1 GB
of mailbox quota for a deployment of up to 125 Cisco TelePresence System endpoints. Additional
mailbox quota is recommended if feasible.

Log into the CTS-Manager mailbox once to verify the user mailbox is set up correctly.

IF a new room needs to be added, Admin needs to create the room in Calendaring server first with
appropriate permissions for CTS-Manager application account and then create associated device(s) in
CUCM. If admin ends up creating room in CUCM beforehand, then the room would appear in error in
CTS Manager. Once room is configured in Calendaring server, admin can resync the room in CTS
Manager and at that point error goes away.

Create an account in Exchange for each Cisco TelePresence System endpoint. Use one of the following
methods:

a. In “Exchange Management Console” (EMC), select “Recipient Configuration > Mailbox”,
right-click and select “New Mailbox.” Select “Room Mailbox™ type and follow the dialogs to create
the mailbox.

b. Run “Exchange Management Shell” (EMS) cmdlet to create a Room mailbox / account.

The CTS-Manager account needs to have full access on the Calendar folder of each room mailbox, or at
minimum it needs to have read permission. Using EMS, run one of the 2 cmdlets in the following based
on your preference:

a. Add-mailboxpermission -identity “TelepresenceRoom9” -accessRights FullAccess -user
ctmperf\ctsmanaccount

b. Add-mailboxpermission -identity “TelepresenceRoom9” -accessRights ReadPermission -user
ctmperf\ctsmanaccount

You can check the current permission setting of a Room by running one of the following cmdlets:
e Get-mailbox -server tsbu-ctmpc19 | get-mailboxpermission
e Get-mailboxpermission —identity TelepresenceRoom9

Set the “DeleteSubject” and “AddOrganizerToSubject” properties in room mailbox calendar to False.
This sets the parameters for the meeting to be displayed on the IP Phone.

a. Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -DeleteSubject $false

b. Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -AddOrganizerToSubject $false

It is recommended to set Auto-accept to ON using EMS.

Note  This works only with room mailbox, not with user mailbox. Also CTS-Manager will not process
meetings that are tentative. Meetings that are accepted if Microsoft AAA Agent is off will only
access proxy if accepted.

Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -AutomateProcessing AutoAccept

c. Check if Auto-accept has been configured for the room.

Get-MailboxCalendarSettings -Identity TelepresenceRoom9 | fl
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Note  Itisrecommended not to switch room mailbox acceptance mode once set. If it is configured auto-accept
then switched to manual proxy mode the meeting does not show up in CTS-Manager Web UI nor is it
pushed to the phone UI. The user will have to manually re-accept the meeting again.

Step9  Log into room mailbox once using Outlook Web Access (OWA) or Outlook 2007. This is an important
step, as room mailbox will not be setup appropriately in MS Exchange. In Exchange 2007, you won’t be
able to directly log on to the room™* mailbox using the room username, because the user account of the
room mailbox is disabled by default. There are 2 possible scenarios (based on the decision made in step

5):
Note

*Only when mailbox is created as “Room Mailbox” type. If mailbox is created as “User
Mailbox” type, then it would be the same step as it is with Exchange 2003 to log on to the
mailbox.

a. The CTS-Manager user (e.g. ctsmanaccount) has been given full access to the room mailboxes. In
this case, use ctsmanaccount credential to log on to each room mailbox.

First log into ctsmanaccount mailbox using OWA, using a supported web browser (IE 6.x) and
typing: http://<exchange ip address>/owa/. Once logged on as ctsmanaccount user, click on the
“ctsmanaccount” tab on the top, enter the room account name, and click “Open”. It would open
the room mailbox in another window.

Alternatively, you can log on to room account using either Outlook 2007 or Outlook Web
Access:

http://<exchange ip address>/owa/<room_name @domain_name>. Again, here you will need to
log on using ctsmanaccount credential.

b. The second scenario is where the ctsmanaccount was only given read permission to the room
mailboxes. In such case, you need to have a third user account which has “full access” to the room
mailboxes, let’s say this user is “Joe Smith.” Use Joe Smith credential to log on to his mailbox using
Outlook 2007, then follow the below steps:

i. Once logged on, click on the Calendar on the left pane.
ii Click Open a Shared Calendar ... and enter the room name.

iii The room calendar would show up under People’s Calendar on the left pane. In the
screen-shot, the room is TelepresenceRoom10. Right-click on the room name, and select
Properties.

iv. Click Permissions tab

v. Click on Add and select ctsmanaccount account name.

vi. In “Permissions” > “Permission Level” drop-down field, select Reviewer.
vii.In “Permissions” > “Read” section, check Full Details.

viii. Click OK.

ix. Repeat step ii to viii for each Room that will be managed by CTS-Manager.

Step10 Form-based authentication (FBA) is enabled by default in Exchange 2007. In order for Cisco
TelePresence Manager to work, disable FBA.

a. Go to EMC > Server Configuration > Client Access > Outlook Web Access > Exchange (Default
Web Site) > Properties > Authentication tab

b. Select “Use one or more standard authentication method.”
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c. Check “Integrated Windows Authentication” and/or “Basic Authentication (password is sent in clear
text)” boxes.

d. Click OK on the warning dialog box that says IIS restart is required.

e. Run “iisreset /noforce” from a command prompt, or go to “Services Manager” and restart “IIS
Admin service.”

Step11  Open IIS Manager and enable WebDAV.
a. Go to “Internet Information Services” > [server_name] > “Web Service Extension”
b. Select “WebDAV” and click the “Allow” button, if it is showing “Prohibited” in Status.
a. Click the “Allow” button, if it is showing “Prohibited” in Status.
Step12  Verify that the Web Sites Authentication Method is configured correctly for “Exchange” web site.
>
Note  Ifusing EWS Authentication - CTS Manager only supports Integrated Windows Authentication (NTLM)
v1 authentication only. Please ensure that NTLM v1 authentication scheme are enabled for EWS site.
The Axis2 Library does not support NTLM v2 at this time The Axis2 Library does not support NTLM
v2 at this time.
Step13  Repeat these steps for the “Default Web Site” setting:
a. In “IIS Manager,” go to “Internet Information Services” > [server_name] > “Web Sites” >
“Exchange”
b. Right-click on the Exchange and select Properties.
¢. Go to “Directory Security” tab
d. In “Authentication and access control” section:
¢ Click the Edit button
¢ Check the desired authentication access method - “Integrated Windows Authentication” and/or
“Basic Authentication (password is sent in clear text)” boxes.
¢ C(Click OK
e. This step is required only if you need to configure CTS- Manager with the non-secure binding to
the Exchange server. In “Secure communications” section:
e Click the Edit button
e Uncheck the “Require secure channel (SSL)” box, and click OK.
f. Click OK on all the dialog boxes that follow.
Step14  Synchronize the system clock in the CTS Manager server to the same NTP server used by Exchange.
Enter the hostname or IP address of one or more NTP servers. NTP Server 1 value is mandatory; NTP
Servers 2-5 are optional. Thus, CTS-Manager and Exchange need to point to the same NTP and synch
with the NTP to avoid having the room calendar not updating correctly.
A
Note  Cisco strongly recommends that you enter the NTP server by which Cisco Unified CM
synchronizes its clock as the primary NTP server. If these servers are out of synchronization,
CTS-Manager may not update and delete unwanted meetings.
Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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CTS-Manager and Microsoft Exchange server automatically renews subscriptions every 40 minutes. If
there are any changes for room status in Exchange, the CTS-Manager will not be notified of the change
until that 40 minute update time. The exception is if CTS-Manager is forced to sync with the Exchange
server by either doing a reboot or a restart.

Deploying with Microsoft Exchange 2007 EWS

A

Microsoft Exchange management tools can be found in the start menu in the Exchange server - “Start >
All Programs > Microsoft Exchange Server 2007”. There are 2 tools available as options:

e Exchange Management Console — GUI version which has online help.

e Exchange Management Shell — shell version that can be useful for scripting.

Caution

Step 1

Step 2

Step 3
Step 4

Step 5

In Microsoft Exchange software, some special characters are not supported in Recipient Policy
Exchange server name, mailbox name, etc. These special characters will also not be supported by
CTS-Manager.

Exchange 2007 Information:
http://technet.microsoft.com/en-us/library/dd285491.aspxhttp://technet.microsoft.com/en-us/library/dd
285491.aspx

Create a user account in Exchange for CTS-Manager (e.g. ctsmanaccount).

.The user account is created from “Exchange Management Console” using the User Mailbox by doing
the following:

a. Select Recipient Configuration > Mailbox, right-click and select “New Mailbox”
b. Select “User Mailbox” type and follow the dialog to create the mailbox.

Provide an adequate mailbox quota for the ctmmanaccount. Cisco recommends providing at least 1 GB
of mailbox quota for a deployment of up to 125 Cisco TelePresence System endpoints. Additional
mailbox quota is recommended if feasible.

Log into the CTS-Manager mailbox once to verify the user mailbox is set up correctly.

IF a new room needs to be added, Admin needs to create the room in Calendaring server first with
appropriate permissions for CTS-Manager application account and then create associated device(s) in
CUCM. If admin ends up creating room in CUCM beforehand, then the room would appear in error in
CTS Manager. Once room is configured in Calendaring server, admin can resync the room in CTS
Manager and at that point error goes away.

Create an account in Exchange for each Cisco TelePresence System endpoint. Use one of the following
methods:

a. In “Exchange Management Console” (EMC), select “Recipient Configuration > Mailbox”,
right-click and select “New Mailbox.” Select “Room Mailbox™ type and follow the dialogs to create
the mailbox.

b. Run “Exchange Management Shell” (EMS) cmdlet to create a Room mailbox / account.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Step6  The CTS-Manager account needs to have full access on the Calendar folder of each room mailbox, or at
minimum it needs to have read permission. Using EMS, run one of the 2 cmdlets in the following based
on your preference:

a. Add-mailboxpermission -identity “TelepresenceRoom9” -accessRights FullAccess -user
ctmperfl\ctsmanaccount

b. Add-mailboxpermission -identity “TelepresenceRoom9” -accessRights ReadPermission -user
ctmperfl\ctsmanaccount

You can check the current permission setting of a Room by running one of the following cmdlets:
e Get-mailbox -server tsbu-ctmpcl9 | get-mailboxpermission
¢ Get-mailboxpermission —identity TelepresenceRoom9

Step7  Set the “DeleteSubject” and “AddOrganizerToSubject” properties in room mailbox calendar to False.
This sets the parameters for the meeting to be displayed on the IP Phone.

a. Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -DeleteSubject $false
b. Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -AddOrganizerToSubject $false
Step8 It is recommended to set Auto-accept to ON using EMS.

Note  This works only with room mailbox, not with user mailbox. Also CTS-Manager will not process
meetings that are tentative. Meetings that are accepted if Microsoft AAA Agent is off will only
access proxy if accepted.

Set-MailboxCalendarSettings -Identity TelepresenceRoom9 -AutomateProcessing AutoAccept

c. Check if Auto-accept has been configured for the room.

Get-MailboxCalendarSettings -Identity TelepresenceRoom9 | fl

Note Itis recommended not to switch room mailbox acceptance mode once set. If it is configured auto-accept
then switched to manual proxy mode the meeting does not show up in CTS-Manager Web Ul nor is it
pushed to the phone UI. The user will have to manually re-accept the meeting again.

Step9  Log into room mailbox once using Outlook Web Access (OWA) or Outlook 2007. This is an important
step, as room mailbox will not be setup appropriately in MS Exchange. In Exchange 2007, you won’t be
able to directly log on to the room* mailbox using the room username, because the user account of the
room mailbox is disabled by default. There are 2 possible scenarios (based on the decision made in step
5):

Note  *Only when mailbox is created as “Room Mailbox” type. If mailbox is created as “User
Mailbox” type, then it would be the same step as it is with Exchange 2003 to log on to the
mailbox.

a. The CTS-Manager user (e.g. ctsmanaccount) has been given full access to the room mailboxes. In
this case, use ctsmanaccount credential to log on to each room mailbox.

¢ First log into ctsmanaccount mailbox using OWA, using a supported web browser (IE 6.x) and
typing: http://<exchange ip address>/owa/. Once logged on as ctsmanaccount user, click on the
“ctsmanaccount” tab on the top, enter the room account name, and click “Open”. It would open
the room mailbox in another window.

e Alternatively, you can log on to room account using either Outlook 2007 or Outlook Web
Access:
http://<exchange ip address>/owa/<room_name @domain_name>. Again, here you will need to
log on using ctsmanaccount credential.
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Step 10
Step 11

Note

Step 12

b. The second scenario is where the ctsmanaccount was only given read permission to the room
mailboxes. In such case, you need to have a third user account which has “full access” to the room
mailboxes, let’s say this user is “Joe Smith.” Use Joe Smith credential to log on to his mailbox using
Outlook 2007, then follow the below steps:

¢ i. Once logged on, click on the Calendar on the left pane.
¢ ii Click Open a Shared Calendar ... and enter the room name.

¢ iii The room calendar would show up under People’s Calendar on the left pane. In the
screen-shot, the room is TelepresenceRoom10. Right-click on the room name, and select
Properties.

¢ iv. Click Permissions tab

¢ v. Click on Add and select ctsmanaccount account name.

e vi. In “Permissions” > “Permission Level” drop-down field, select Reviewer.

e vii.In “Permissions” > “Read” section, check Full Details.

e viii. Click OK.

¢ ix. Repeat step ii to viii for each Room that will be managed by CTS-Manager.
Verify that the Web Sites Authentication Method is configured correctly for “EWS” web site.
Repeat these steps for the “Default Web Site” setting:
a. In “IIS Manager,” go to “Internet Information Services” > [server_name] > “Web Sites” > “EWS”
b. Right-click on the EWS and select Properties.
c. Go to “Directory Security” tab
d. In “Authentication and access control” section:

¢ Click the Edit button

¢ Check the desired authentication access method - “Integrated Windows Authentication” and/or
“Basic Authentication (password is sent in clear text)” boxes.

¢ Click OK

EWS Authentication - CTS Manager only supports Integrated Windows Authentication (NTLM) v1
authentication only. Please ensure that NTLM v1 authentication scheme are enabled for EWS site. The
Axis2 Library does not support NTLM v2 at this time.

e. This step is required only if you need to configure CTS- Manager with the non-secure binding to
the Exchange server. In “Secure communications” section:

e Click the Edit button
e Uncheck the “Require secure channel (SSL)” box, and click OK.
f. Click OK on all the dialog boxes that follow.

Synchronize the system clock in the CTS Manager server to the same NTP server used by Exchange.
Enter the hostname or IP address of one or more NTP servers. NTP Server 1 value is mandatory; NTP
Servers 2-5 are optional. Thus, CTS-Manager and Exchange need to point to the same NTP and synch
with the NTP to avoid having the room calendar not updating correctly.
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Note  Cisco strongly recommends that you enter the NTP server by which Cisco Unified CM
synchronizes its clock as the primary NTP server. If these servers are out of synchronization,
CTS-Manager may not update and delete unwanted meetings.

CTS-Manager and Microsoft EWS server automatically renews subscriptions every 20 minutes. If there
are any changes for room status in EWS, the CTS-Manager will not be notified of the change until that
20 minute update time. The exception is if CTS-Manager is forces to sync with the EWS server by either
doing a reboot or a restart

Migrating from Exchange 2003 to Exchange 2007

Step 1
Step 2
Step 3

Step 4

Step 5

In Exchange 2003, there is no distinction between “User Mailbox” and “Room Mailbox” types. All
mailboxes are created as “User Mailbox” in Exchange 2003. When you migrate the TelePresence room
mailbox accounts from Exchange 2003 to Exchange 2007, you need to convert them into “Room
Mailbox” type, especially if they are to be configured with Auto-Accept enabled.

Use the following procedure to migrate from Exchange 2003 to Exchange 2007:

Install and configure the Exchange 2007 server.

Migrate the CTS-Manager User mailbox to the Exchange 2007 server.

Point CTS-Manager to the Exchange 2007 server.

Once step 1-3 are complete, the system will reboot.

After the system has completed rebooting, shut down the CTS-Manager server.
This is important so that users may not use the system during migration.
Migrate all Cisco TelePresence endpoints to the Exchange 2007 server.

Verify that all Cisco TelePresence endpoints are of type RoomMailbox, otherwise AutoAccept cannot
be enabled.

After the migration is completed, add full access permission for the delegates to any proxy.
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Introduction

This document covers the steps needed to configure IBM Domino and Domino Directory Server for the
Cisco TelePresence Manager.

Important Considerations

Before you proceed with CTS-Manager installation, the servers and applications within your
telecommunications network must be configured so that Cisco TelePresence Manager can find the
resources and information needed to initialize the installation. These servers and applications for the
IBM include the following:

These servers and applications may include one or more of the following:

e Cisco Unified Communications Manager (Version 6.1.3 or better) should already be installed and
configured.

e BM Domino (Version 7.0.x, 8.0.x) (Operating System: Windows Server 2003 Enterprise Edition
SP2)

— Domino Directory Versions 7.0.x or 8.0.x. Only supported for Domino Calendar server
deployments.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Note  Active Directory is NOT supported for Domino Calendar server deployment with CTS-Manager

e Scheduling Clients supported
— Lotus Notes versions: 6.5.x, 7.0.x, and 8.0.x

e This release of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.0. Cisco cannot guarantee correct system behavior using unsupported browsers.

Pre-Configuration Procedure Guidelines for IBM Domino Set-up

The purpose of this guide is to outline the chapters you will need to reference in order to pre-configure
the IBM Domino before installing the CTS-Manager.

Table 4-1 Pre-Configuration Guide for IBM Domino before Setting Up CTS-Manager

Set-Up Guidelines before
Installing CTS-Manager Description Location

Configuring IBM Domino This chapter covers the steps Current Chapter
needed to configure IBM
Domino and Domino server for
the CTS-Manager system.

Next Steps After IBM Domino
configuration

Configuring Cisco Unified CM. |Before installation, you must Chapter 5, “Configuring Cisco
verify that Unified CM for Cisco

Cisco Unified Communications |TelePresence Manager”
Manager is configured for the
CTS-Manager system.

Install and Configure Install and configure the Chapter 6, “Installing and
PreQualification Assistant Tool |Pre-qualification Assistant to Configuring Cisco

ensure that your pre-installation |PreQualification Assistant”
set up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
servers and get data from them to
be used to configure
CTS-Manager.

The procedures in the next section must be completed before installing and initializing
Cisco TelePresence Manager.

If at any time you encounter problems, go to Chapter 13, “Troubleshooting Cisco TelePresence
Manager” to see how to correct the problem.

For additional information on setting up the Cisco TelePresence System, refer to the CTS Administration
Guide.
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Configuring IBM Domino for CTS-Manager

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Create an account in IBM Domino for CTS- Manager (e.g. ctsman account).

Use information on

http://www-12.lotus.com/ldd/doc/domino_notes/7.0/help7_admin.nsf/Main?OpenFrameSet to create user
account. Refer to ‘Setting up Notes users’ section for specific details.

Note Internet password for this account MUST be set.

Provide an adequate mailbox quota for the CTS-Manager account.

Note Cisco System recommends setting up a CTS-Manager account with at least 1 GB of mailbox
quota for a deployment of up to 50 rooms. Additional mailbox quota allocated to this user is
recommended if feasible.

Login to the CTS-Manager account once to verify it is setup correctly.

The CTS-Manager account needs to have read permission for each resource reservation database which
contains any Cisco TelePresence room. Select the specific resource reservation database and right click
to select Database>Access Control. Choose the account as specified below and set permissions per the
instructions.

The CTS-Manager account also needs to have editor permissions to its own mailbox. This is required to
allow storing copies of emails sent out in “Sent Items” folder.

Create a room resource in IBM Domino for each TelePresence room. The steps might involve creating a
new resource reservation database, creating a new site profile document and adding Cisco TelePresence
rooms for Domino. The Resource Reservation database must be created using the Resource Reservation
Template 7 and later.

~

Note  You can create a room resource only using an administrative privilege account.

CTS Manager display user and resource display name when displaying meeting details to end user. The
display name is done by performing a full text search against domino. Once a display name is obtained,
CTS Manager will cache that information and retrieve the value from the cache.

Subsequent name resolution consults the value of this cache. A full text search operation might fail with
an error "NotesException: Notes error: Maximum allowable documents exceeded for a temporary full
text index" on an unindexed domino directory database.

If you encounter this issue, there are several workarounds:

¢ 1. Indexed the domino directory (names.nsf) on the Domino Calendar Server, the server to be used
to configure as “Host” in CTS-Manager under System Configuration>IBM Domino.

e 2. Increase the parameter Temp_Index_Max_Doc that limits the number of records to search . This
value needs to be set to a value higher than the number of user or resource whichever is higher. For
more information on this parameter and other related parameter, please check the following link:
http://www.ibm.com/developerworks/lotus/documentation/notes-ini/ptot.html

CTS-Manager uses Java Notes API to retrieve schedule information. Make sure the following server
tasks are running on the Domino server.

e DIIOP Server
e HTTP Server
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Cisco TelePresence Manager Release 1.5 Administration and Installation Guide


http://www-12.lotus.com/ldd/doc/domino_notes/7.0/help7_admin.nsf/Main?OpenFrameSet
http://www.ibm.com/developerworks/lotus/documentation/notes-ini/ptot.html

Chapter4  Configuring IBM Domino Server for Cisco TelePresence Manager |

M Pre-Configuration Procedure Guidelines for IBM Domino Set-up

e LDAP Server

Directory Assistance in a Domino Deployment

Directory Assistance provides seamless authentication and authorization of Domino users existing
outside the Domino directory. In order to support external LDAP users logging into CTS-Manager as a
Concierge, your Domino Administrator must configure Directory Assistance to authenticate users in the
external directory. In addition, users, with login privileges, must have their member groups assigned to
the CTS-Manager Access Management roles.

Please refer to your Domino Administration documentation on how to configure Directory Assistance to
use an external LDAP directory.

In order to verify that DA is configured correctly, perform an ldap search pointing to the Domino LDAP
directory using the search filter and based dn of the external directory. This should return the user details
in the external directory.

In addition, if the external directory also has a mail server setup (e.g. Exchange), DA will resolve the
email ids of the external users. To verify this, login to the Domino client as a Domino user and try
scheduling a meeting with the external user as the invitee. External users should be found in the meeting
scheduling view.
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Introduction

This section describes adding parameters to Cisco Unified Communications Manager and researching
information from the current installation of Cisco Unified Communications Manager that will be used
to initialize the Cisco TelePresence Manager installation. For more information refer to

Cisco Unified Communications Manager Configuration Guide for Cisco TelePresence System.

Important Considerations

Before you proceed with CTS Manager installation, the servers and applications within your network
must be configured so that Cisco TelePresence Manager can find the resources and information needed
to initialize the installation. This section cover the following applications:

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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e Cisco Unified Communications Manager (Version 6.1.3 or later) should already be installed and
configured. For more information refer to section Logging into the Cisco Unified CM Administrator,
page 5-5 or refer to the Cisco Unified Communications Manager Configuration Guide for
Cisco TelePresence System.

Note  If you see the test connection failure message, you may need to specify IP addresses for your
Cisco Unified Communications Manager server(s) if this is a non-DNS environment, as well as other
network devices. You can change any server name values in Cisco Unified Communications Manager.
Cisco recommends you configure the system using static IP addressing so it will be easy to manage

Pre-Configuration Procedure Guidelines for Cisco Unified CM
Set-up

This table provides a guideline for the procedures you will need to reference in order to pre-configure
the Cisco Unified Communications Manager before installing the Cisco TelePresence Manager.

N

Note  The system uses either Microsoft or IBM not both. So either Chapter 3 or Chapter 4 needs to be
referenced when doing the pre-configuration.

Table 5-1 Pre-Configuration Guideline for Setting Up CUCM for CTS-MAN

Set-Up Procedure Guidelines
before Installing CTS-MAN Description Location

Configuring Cisco Unified CM |Before CTS-MAN installation, |Current Chapter
you must verify that

Cisco Unified Communications
Manager is configured for the
CTS-MAN system.

Install and Configuring Install and run the Chapter 6, “Installing and
Pre-Qualification Assistant Pre-qualification Assistant to Configuring Cisco

ensure that your pre-installation |PreQualification Assistant”
set-up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
servers and retrieve data from
them to be used to configure
CTS manager

Configuring Cisco Unified CM for CTS-Manager

The procedures in the next section must be completed before installing and initializing
Cisco TelePresence Manager.
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If at any time you encounter problems, go to Chapter 13, “Troubleshooting Cisco TelePresence
Manager”to see how to correct the problem.

For Deployments Using Microsoft Exchange 2003, 2007, and IBM

Domino

N

Note

Note

Step 1

Step 2

Step 3

Step 4

¢ A Cisco Unified Communications Manager certificate must be accessible for CTS-Manager to
communicate with Unified CM.

Only one certificate can be used. Do not reuse it or give it a new name and then try to upload it to
CTS-Manager. Also, if a certificate is expired, it cannot be uploaded.

e CUCM Certificate

— A Cisco Unified Communications Manager certificate is available from Internet Explorer, with
the file extension .der. This certificate was generated when you first installed
Cisco Unified Communications Manager.

— Make a copy of the certificate and place it in a folder that is accessible to the computer that has
browser access to the Cisco TelePresence Manager server.

Deleting a CUCM won’t delete the CTS-Trust certificate corresponding to that CUCM. If the
administrator adds the deleted CUCM back, then he/she doesn’t need to upload the trust certificate again
as it is already there in the system. If the administrator tires to upload it again, an error will be detected.

Create an application user for CTS-Manager. Refer to section Logging into the Cisco Unified CM
Administrator, page 5-5 or to your Cisco Unified Communications Manager Configuration Guide for
Cisco TelePresence System for the steps to perform this. Save these credentials for the CTS-Manager
initialization procedure that follows.

Assign all TelePresence units/IP phone devices to this user profile. MAC Address of each unit and shared
phone should be added to the user profile. Add TelePresence endpoints and IP phone devices in the Cisco
Unified CM Admin UI, by going to “Device > Phone.”

For each TelePresence endpoint device, follow these steps:

a. a.At the bottom of the “Device Information” section, check “Allow Control of Device from CTI”
box.

b. b.In the “Product Specific Configuration Layout” section, enter the room email id in the “Room
Name” field.

c. a.Assign the same DN as the IP phone that is associated to this TelePresence endpoint device.

d. In the “Directory Number Information” section of “Directory Number Configuration,” check
“Allow Control of Device from CTI” box .

For each IP phone device that is associated to TelePresence endpoint device, check “Allow Control of
Device from CTI” box at the bottom of the “Device Information” section.

Go to “User Management > Application User,” and create an application user in Cisco Unified CM for
Cisco TelePresence Manager. Save these credentials for use during Cisco TelePresence Manager first
time setup.
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Step5  Assign all TelePresence endpoints and their associated IP phone devices to this application user. MAC
Address of each unit and IP phone should be added to the user profile.

Step6  Create user group in the CiscoUnified CM for Cisco Telepresence Manager.
a. Assign following roles to this user group:
e Standard AXL API access
e Standard CTI enabled
e Standard serviceability
¢ Standard CiscoUnified CM administrative users
b. Add the above application user to the newly created user group.

Step7  Verify all required services are activated and running on the Cisco Unified CM node. It is required to
have “Cisco AXL Web Service” activated on the Cisco Unified CM Publisher node. Similarly, “Cisco
RIS Data Collector” should be running on Cisco Unified CM Publisher node. “Cisco CTIManager”
should be activated and running, but could be running on any node inside the same Cisco Unified CM
Cluster. Please refer to the Cisco Unified CM Configuration Guide for details on service activation and
start/stop.

Step8 Download the certificate for Cisco Unified CM using IE Browser. User is prompted with a certificate
when browser is pointed to Cisco Unified CM server. You can save cert file on local machine. This would
be used later while configuring the CTS Manager during first time setup. You cannot upload a certificate
twice even if you change the name of the certificate.

A
Note If aroom’s display name is changed once CTS-Manager is up and running, CTS Manager reads

new display name once every 24 hours, so the new name will display after this 24 hour period.
In addition, when a new room is added to CUCM, a restart on CTS Manager is also not required.

Configuring Cisco Unified CM Server Names

Step1  Log into Cisco Unified Communications Manager as an Administrator.
Step2  Choose the Server option from the System menu.
Step3  Click Find to discover all the servers in your Cisco Unified Communications Manager cluster.

Step4  In the Cisco TelePresence Manager’s System Configuration -> Cisco UCM Host field, use only IP
address in a non-DNS environment. If DNS is configured and accessible, use either hostname or IP
address.

As you add a CUCM, do not set up the non-DNS and DNS in a mixed mode environment, i.e., where
CUCM is configured with DNS and CTS-Manager is configured with non-DNS environment. CUCM is
configured with DNS but has IP address in the Server Config. In a typical deployment, all applications
are in either DNS or non-DNS. Identifying a CUCM node as publisher does not support mixed mode.

To display and modify settings that associate CTS-Manager with Cisco Unified CM, choose Discovery
in System Configuration in the CTS-Manager.

The System Configuration>Discovery window opens. This window provides Service Status and the
listings of the CUCM connections.
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Logging into the Cisco Unified CM Administrator

If changing settings in the CUCM, it is necessary to perform a Discovery in CTS-Manager to get the new
settings registered. Otherwise, CTS-Manager won’t display or connect to the correct settings.

Logging into the Cisco Unified CM Administrator

Step 1

Note

Step 2

Step 3

Note

Step 4
Step 5

To log into the Cisco Unified CM Administration application, follow these steps:

Open a web browser.

The Cisco Unified CM Administration program operates on the Microsoft Internet Explorer version 6 or
a later version web browser.

Access a web server that is supported by the Cisco Unified CM Administration application from any user
PC in your network.

In the address bar of the web browser, enter the following URL:

https://CCM-server-name

Where CCM-server-name is the name or IP address of the server.

You may need to specify the address of the server where Cisco Unified CM is installed. If your network
uses DNS services, you can specify the hostname of the server. If your network does not use DNS
services, you must specify the IP address of the server.

Log in with your assigned administrative privileges.

Select Cisco Unified Communications Manager Administration in the Navigation field at the upper
right corner of the page and click Go to return to the Cisco Unified CM Administration home page.

Configuring the Options File

Step 1

Note

Step 2

Cisco Unified CM is customized with an options file to configure support for the CTS.

To configure the options file, follow these steps:

Log in to the Cisco Unified CM Administration application. See the “Logging into the Cisco Unified
CM Administrator” section on page 5-5.

You must be running Cisco Unified CM version 6.1.3, or a later release.

Add the Cisco TelePresence device pack to Cisco Unified CM. The device pack adds functionality to
Cisco Unified Communications Manager so that you can create a Cisco TelePresence device. See the
“Adding a Cisco TelePresence Device” section on page 5-6.
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Step 3

Step 4

Step 5

Note

Create a Cisco TelePresence device to register the Cisco TelePresence device as a Cisco Unified IP
Phone. See the “Creating and Configuring a Cisco TelePresence Device” section on page 5-7.

Assign a directory number to the Cisco TelePresence device. See the “Adding a Cisco TelePresence
Device” section on page 5-6.

Create a Cisco Unified IP Phone 7975 device type.

Auto registration cannot be used to create the device type.

Adding a Cisco TelePresence Device

Us the information in the following sections to add a CTS device:
e Download Device Packs, page 5-6
¢ Install the Device, page 5-6

Download Device Packs

Step 1

Step 2

If the Cisco TelePresence device is not listed on the Cisco Unified Communications Manager phone list,
you must add the device. The Cisco TelePresence device is included in the latest device packs for
Cisco Unified CM.

To download device packs, follow these steps:

Go to the following path on Cisco.com:
Support > Voice and Unified Communications > Call Control > Download Software
Enter your Cisco username and password and select your release.

Table 5-2 contains available software device packs:

Table 5-2

Cisco Unified CM Version Device Package Release Date
7.0 cmterm-devicepack7.0.2.21009-1.cop.sgn May 15, 2009
6.1 cmterm-devicepack6.1.3.3102-1.cop.sgn April 28, 2009
6.0 cmterm-devicepack6.0.1.3121-1.cop.sgn May 15, 2009

Install the Device

To install the device, follow these steps:

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Step1  Log in to the Cisco Unified CM Administration application.
Step2 At the Cisco IPT Platform Administration window, choose Software Installation/Upgrade.

Note For an explanation of how to access the Cisco IPT Platform Administration window, see the
Cisco IP Telephony Platform Administration Guide for Cisco Unified Mobility Manager, Release 1.2.

Step3  From the Source drop-down list, choose the source for the device pack.
Step4  Click Next. The Options/Upgrades window appears.

Step5  Choose the appropriate file from the drop-down list and click Next. The system compiles a checksum
value.

Step6  Click Save to accept the checksum value and start installation.

The installation process can take several minutes. An on-screen log reports status of the installation.
Once the device pack is installed, you can begin configuring the Cisco TelePresence device.

Creating and Configuring a Cisco TelePresence Device

The following sections describe how to create and configure a Cisco TelePresence device so you can
register it as a Cisco Unified IP phone:

¢ Adding a New Phone as a Cisco TelePresence Device, page 5-7
¢ Finding a Phone, page 5-8

e Configuring Cisco TelePresence Devices, page 5-8

Adding a New Phone as a Cisco TelePresence Device
~

Note  Before you begin this procedure, note the MAC address of the Cisco TelePresence device.

To add a new phone as a Cisco TelePresence device, follow these steps from the Cisco Unified
Communications Manager Administration menu bar:

Step 1 Log in to the Cisco Unified CM Administration application.

Step2  From the Device drop-down menu, select Phone. The Find and List Phones Page appears.

Step3  Click the Add New button at the bottom of the window. The Add a New Phone window appears.

Step4  In the Add a New Phone window, click the Phone Type drop-down list and choose Cisco TelePresence.
Step5  Click Next to display the Phone Configuration window.

Step6  Proceed to Configuring Cisco TelePresence Devices.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Finding a Phone

To find a phone, follow these steps:

Step 1 Log in to the Cisco Unified CM Administration application.

Step2  From the Device drop-down menu, select Phone. The Find and List Phones Page appears containing a
list of configured phones.

Step3  If a list of configured phones is not displayed, click the plus sign (+) under Find and List Phones.
To find all phones that are registered in the database, follow these steps:
a. Choose Device Name from the list of fields.
b. Choose “is not empty” from the list of patterns.

c. Click Find.

d. Choose the appropriate search pattern for your text search (for example, “Begins with”).

e. Enter your search text in the Find field.

Configuring Cisco TelePresence Devices
N

Note  You must restart your system after you have completed the configuration tasks in this section.

This section describes how to configure Cisco TelePresence devices and associated parameters.

To configure the Cisco TelePresence device, perform the tasks in this section. When you are finished
configuring your settings, click Save and follow the prompts to restart the system.

Before You Begin

Verify that the Phone Type and Device Protocol lists contain the following information:
¢ Phone Type—Cisco 7970 or Cisco 7975
¢ Device Protocol—SIP

Device Information

To configure device information, follow these steps:

Step 1 Enter device information using the information in Table 5-3 as a guide.
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Table 5-3 Cisco TelePresence Device Information

Field Required? |Setting

MAC Address Yes MAC address for the Cisco TelePresence primary codec.
Description — Short description of the device.
Device Pool Yes Any

Common Device — Leave field as< None>.
Configuration

Phone Button Template Yes Standard_Cisco_TelePresence
Common Phone Profile Yes Standard Common Phone Profile
Calling Search Space — Leave field as <Any>.

Media Resource Group List |— Leave field as <None>.

Location Yes Hub_None

User Locale

Leave field as <None>.

Network Locale

Leave field as <None>.

Owner User ID

Leave field as <None>.

Phone Load Name

Specify required version of Cisco TelePresence System if no device default is set.

Use Trusted Relay Point

Chose from the following:

e Default
e On
o Off

Calling Party
Transformation CSS

Leave field as <None>.

Step 2

indicated:

Make sure that the following check boxes at the bottom of the Device Information section are marked as

e Use Device Pool Calling Party Transformation CSS—Checked
e Is Active—Checked
¢ Retry Video Call as Audio—Checked

e Ignore Presentation Indicators—Unchecked
e Allow Control of Device from CTI—Checked
¢ Logged Into Hunt Group—Checked

e Remote Device—Unchecked

Step 3

Click Save to save your settings.
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Introduction

This document explains how to install and configure the Cisco TelePresence Manager PreQualification
Assistant tool.

Itis important to install and run the PreQualification Assistant to ensure that the pre-configuration set-up
is performed correctly. The data you enter into the Tool Test Configuration forms are used to verify
connections to the servers and validate data from them to be used to configure CTS-Manager.
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Pre-Configuration Procedure Guidelines for Checking Initial
Network Set-up

This table provides a guideline for the procedures you will need to reference in order to check the set-up
of the the network before installing the Cisco TelePresence Manager.

Table 6-1

This table also lists the next couple to tasks to be performed when installing the CTS-Manager system.

Pre-Configuration Guideline for Testing the Set-Up of the System Network for CTS-Manager

Set-Up Procedure Guidelines
before Installing CTS-Manager

Description

Location

Install and configure
PreQualification Assistant

Install, configure, and run the
PreQualification Assistant to
ensure that your
pre-configuration set-up is
performed correctly. The data
you enter into the Tool Test
Configuration forms are used to
verify connections to the servers
and get data from them to be
used to configure CTS-Manager

Current Chapter.

Installing or Upgrading
CTS-Manager software

The installation requires
information about your network
and the rules for finding and
exchanging information. This
information was set up during
the pre-configuration tasks.

Chapter 7, “Installing or
Upgrading Cisco TelePresence
Manager”

Initializing CTS-Manager

After installing the
CTS-Manager software, the next
process is initializing Cisco
TelePresence Manager to enable
access to information sources
such as Microsoft Exchange
Server for meeting requests from
Microsoft Outlook, Active
Directory for accessing user and
conference room information,
and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”
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Installing the PreQualification Assistant Tool

Step 1

Step 2

Step 3

After you have downloaded the PreQualification executable, use the following procedures to install the
tool.

Double-click the executable to begin the install process. After the Installer window appears, click the
Next button.

Figure 6-1 Excelsior Installer Window

¥e CT3-Manager PreQualification Assistant 1.5 - Excelsior Installer |:||: E'

Welcome to Excelsior Installer for CTS-Manager
PreQualification Assistant 1.5

Excelsior Installer will guide you through installation of the
sofbware on vour computer. To proceed, click MNext.

<Back [ Hext» [ Cancel ]

Specify if the application is to be a personal profile or can be used by others. Then click the Next button.

Figure 6-2 Installation Type Window

Installation type
Choose the bype of installation

Select Common Profile to install the software For all users of the computer or Personal Profile
- for the current user only,

(") Personal

() Camman

[ < Back || Mext = | [ Cancel ]

Review and accept the destination folder defaults and click the Next button.
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Figure 6-3 Destination Folder Window

L CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer, |Z||§|E|

Destination folder = E L
Select destination Folder — / F;
[E=EETY W
The installer will install CTS-Manager PreQualification Assistant 1.5 components ko the
following Folder.
Ta install ko this Folder, click Mext.
To install to a different Folder, click Browse and choose another folder,
Destination Folder
C\Program Files\Cisco Systems\CTS-Man PreQual Assistant 1.5
Space required on C 152792 K
Space available on C: 13166856 K
[ <Back | HMext> | [ Cancel ]

Step4  Review the program folder destination, accept the defaults and click the Next button.

Figure 6-4 Program Folder Window

¥R CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer, |Z||E|[z|

Program folder =

Select program Folder i

The installer will add program icons to the program folder listed below, ¥ou may type a new
folder name or select one From the list of existing folders. Ta conkinue, click Mext.

Cisco SyskemsiCT3-Man PreQual Assistant 1.5

Accessories A
Administrative Tools 3
Adobe

Cisco IPTY Wiewer

Cisco Security Agent

Cisco Systems YPM Client

EMC Retrospect

Games

iPass s

[ <Back | Hext> | [ Cancel ]

Step 5 In the Start Installation window, review the folder information and if correct, click the Next button.
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Figure 6-5 Start Installation Window

Start installation

View current settings

The installer is ready to install CTS-Manager PreQualification Assistant 1.5 on vour computer,
Click Mexk to begin the installation or Back ko change the current settings listed below,

Current sektings:

Destination folder
Ci\Program Files\Cisco Systems\CTS-Man Prequal Assistant 1.5

Pragram Folder
Cisco SystemsiCT3-Man PreCual Assistant 1.5

[ <Back |} HMext> | [ Cancel ]

Step6  If you are ready to finalize the installation, click Finish button.

Note  Uncheck the Start checkbox if you don’t want to launch the tool immediately after completing the
installation.

Figure 6-6 Installation Completed Window

CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer

Installation completed

CT5-Manager PreQualification Assistant 1.5 has been
successfully installed on vour computer, Click Finish to
complete setup.

Start CTS-Manager Pre-Qualification Taal

= Back

Cancel
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M Installing the PreQualification Assistant Tool

Step 1
Step 2

Step 3

Step 4

Uninstall Old Version

Uninstall older versions using the PreQualification uninstall. Notice that the uninstall UI shows the
message that the directory is not removed at the end of the uninstall.

Close the window.

Open the PC TaskManager window on the PC and notice that both the uninstall processes are still
running.

In the Task Manager window, to to the processes Tab and look for the PreQualification UI. Highlight it
and click on the End Process.

Go to the Control Panel, Add or Remove Programs. Remove the PreQualification program.This will
terminate the directory and it can be removed.

Running the Tool - Using the Tool Application Window

The CTS-Manager PreQualification tool allows administrators to determine if any changes are needed
to their network to support a CTS-Manager installation.

The Tool runs a series of tests to determine if your LDAP server, Calendar server, and Cisco Unified CM
configurations meet the requirements to support CTS-Manager. The set of tests you run are determined
by the Calendar server running on your network (IBM Domino or Microsoft Exchange). You can also
run a set of tests without specifying a Calendar server.

In order to run a series of tests you need to provide the Tool with configuration information for your
LDAP servers, Calendar servers, and Cisco Unified CM servers. The three tabbed window displays the
information that is configured for the servers. To add, edit or delete this information, use the Add, Edit,
or Delete buttons to access the host configurations forms used to enter configuration data.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 6-7 Tool Application Window

E CTS-Man PreQualification Assistant [Profile: Default]

File System Help
LDAP Servers (Active Directory) | Calendar Server (Microsoft Exchange) | Unified Crs
Hoskname Username Defaul: Chx
< >
[ Execute Tests

Test Descripkion Componenk Skakus Result
Fetch defaulk context From LDAP server LDAP Servers Mok Ready Wi
Werify conneckion ko LDAP server LDAR Servers Mok Ready Wign
Fetch and check LDAP wersion compatibility LDAP Servers Nok Ready WiEa
Werify user containers LDAF Servers Mok Ready Wi
Extract all object classes LODAP Setvers Mok Ready WiF
Extract attribukes of object class 'Person’ LDAP Servers Mok Ready Wign
Werify connection bo Calendar Server Zalendar Server Mok Ready WiF
Retrieve mailbox quaota information Calendar Server Mok Ready Wi
Retrieving display name For roomis) Calendar Server Mok Ready Wi
Subscribe M3 Exchange events For room Calendar Server Mok Ready Wigna
Retrieve display name For scheduler LDAP Servers Mok Ready Wi
Authenticate scheduler user LDAP Setvers Mok Ready Wi
erify connection to Unified CM servers Unified CMs Mok Ready Wi

The Tool application runs a series of tests to determine if your LDAP server, Calendar server, and Cisco
Unified CM server configurations meet the requirements to support CTS-Manager. The set of tests you
run are determined by the Calendar server running on your network (IBM Domino, Microsoft Exchange
(Active Directory), or Microsoft Exchange EWS). You can also run a set of tests without specifying a
Calendar server.

The lower part of the window displays the status of each test after clicking on the Execute Test button.
Once you have run a set of tests you can view the results of each test in a Test Result window. The test
results contain troubleshooting data needed to prepare your LDAP servers, Calendar server, and Cisco
Unified CM servers to work with CTS-Manager.

If additional analysis is required to prepare your network, you can create a zip file for technical support
that includes all the test results.
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B  Menu Commands

The Tool application window has three main areas which are explained in the following sections.

Menu Commands

The following sections cover the commands in the File menu.

File Menu Commands

e The New Profile command saves all the Test form field values you have entered to a profile that can
be used again.

e The Delete Profile command asks you to confirm your deletion of the active profile.

e The Load Profile command lists the saved profiles. You can choose which profile you want to use
to run the PreQualification tests.

Figure 6-8 File Menu Commands

System  Help New Profile

Mew Profile

Enter a profile name:

Delete Profile

m Default
domino [ Ik H Cancel ]

it
i exchange

System Menu Command

e The Select Calendar Server lists the Calendar servers. Choose either None, Microsoft Exchange,
Domino, or Microsoft Exchange EWS to display the corresponding Test Configuration forms.

¢ The Execute Tests command performs the same function as the Execute Test button displayed above
the Test Status list at the bottom of the application window.

¢ The Collect Logs command collects all the tests you’ve run into a zip file to make it easy to transport
the results to Cisco Technical Support, refer to Figure 6-9.

— If you check the Include Config Settings checkbox, the values you entered into the Host
Configuration forms are collected and included in the zipped report.
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Figure 6-9 Report Generation Window
Report Generation |z|
Custamer Name: | |
Include Config Settings:
Additional Note:
Save Repork To | [Browse... ]

e The Export Configurations selection allows you to export all the configurations you have saved to
a data file.

Figure 6-10 LDAP Configuration Export Window

Configuration Export

Exporting configuration settings shall store currently loaded configurations to the specified data file, The
data file can be used ko pre-populate configuration settings during the Firsk Time Setup of a Cisco
TelePresence Manager {CT5-Man) system, The same password must be given at that time to walidate the

data File,

Password; | |

| [Brnwse... ]

Expork Configs To; |

Host Configuration Window

The PreQualification Configuration window presents four areas, selected by individual tabs. The tabs
display the LDAP server, Calendar server and CUCM server configurations you’ve chosen from the

Select Calendar Server command in the System menu.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Menu Commands

Figure 6-11

LDAP Server (Domino Directory) | Calendar Server (IEM Domino)

The Forms Tabs Window

LDWP Servers (Active Directory) | Calendar Server {Microsoft Exchange EWS) | Unified CMs

A

Note  The Test and Add/Edit Configuration Form fields and how they are used are described in the Using
PreQualification Configuration Forms section.

Test Status Window

The bottom of the application window lists the tests available. This will change depending on which
server type is chosen. The Component area lists which tests are available for each server type.

Figure 6-12

Test Description

Fetch and check LDAP wersion compatibilitsy
‘Werify user conkainers

Extract all object classes

Extract atkributes of object class ‘Person’
Werify connection ko Calendar Server
Retrieve mailboyx quaoka information
Retrieve room ko dakabase mapping test
Retrieving display name For roomis)
Retrieve display name Far scheduler
Authenticate scheduler user

Retrieve samples of calendar documents
‘erify connection to Unified M servers

Table 6-2

The Test Status Window

Test Status Columns

Component

LDAP Servers
LDAP Servers
LDAP Servers
LDAP Servers
Calendar Server
Calendar Server
Calendar Server
Calendar Server
LDAP Servers
LDAP Servers
Calendar Server
nified CMs

Skatus

Mok Ready
Mot Ready
Mot Ready
Mok Ready
Mok Ready
Mot Ready
Mot Ready
Mok Ready
Mok Ready
Mot Ready
Mot Ready
Mok Readsy

Test Description

This column describes the test.

Component

the different servers.

This column displays the type of test available on
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Status

This column displays the status of the test. The
statuses are:

Not Ready - All the required Test

Configuration Form fields do not have values.

Ready - All the required Test Confutation
Form fields have the required vales entered.

Not Applicable - The test will not be run,
because the LDAP/Calendar server does not
need the test results

Failed - The test did not pass. Refer to the
Test Results window by clicking the View
button to the right of the failed test.

Passed - The test passed. There are no
configuration changes needed to support the
test results.

Result

This column contains the View buttons for
viewing the results for each test.

Using PreQualification Configuration Forms

There are three Test Configuration forms (LDAP server, Calendar server, and Cisco Unified CM). There
are also four network environments (Exchange calendar server, Domino calendar server, Microsoft
Exchange EWS, and no calendar server). There are set up windows, Add servers, Edit server

configuration forms which are used to collect the data required to run the relevant tests for each network
environment The sections below define the different windows and configuration forms for each network

environment.

Cisco Unified Call Manager Configuration Form

The Cisco Unified CM (CUCM) Configuration form requires the same data for all three network

environments.
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M Using PreQualification Configuration Forms

Figure 6-13 The Cisco Unified CM List Configuration Form

E CTS-Man PreQualification Assistant [Profile: Default]

File  Swstem Help
| LDAP Servers (Active Directary) || Calendar Server (Microsoft Exchange) | Unified CMs
Hoskname sername
Edit. .
Delete, .,
[ Execuke Tesks ]

This window lists all the Cisco Unified CM servers that have been configured for the CTS-Manager. If
all of the CUCM servers have been configured, use the Execute Tests button to make sure that they have
been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to
change the configuration.

To remove one, highlight it and then click on the Delete button.

When adding a CUCM, click on the Add button and the following Host Configuration window appears.
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Figure 6-14 The Cisco Unified CM Add/Edit Configuration Form

CUCM Server Eq
Host Canliguration
Host Lr2.88.29.02
Bind Mode:
Port
Lissmaame: CE R
F.mm: T LR LT RN
Certficaka: ChDaouments ghd SetbngsagowackiDeskap| YMCOUCMIL Z oar | Briwwas, . |
o] s

Table 6-3 The Cisco Unified CM Add/Edit Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of Cisco Unified CM

Bind Mode This is always set to secure mode.

Port This is always set to port 8443.

Username Logon account with Cisco Unified CM
Application User account name. The admin
username is not needed.

Password Password for Cisco Unified CM. Again, the
Application User account

Certificate The full pathname to the Cisco Unified CM
security certificate.

Save Use this button to save the configuration.

Cancel Cancel from this window if not adding a new
CUCM or editing the configuration.

Test(s) Enabled by the Host Configuration Form

e Verify connection to Cisco Unified CM servers.

Test Host Configuration Forms in a Generic Environment

You can use the PreQualification Tool to test your LDAP server without specifying a calendar server.
This applies when the user selects Calender Server, “None.”

This window lists all the generic LDAP servers that have been configured for the CTS-Manager. If all
of the servers have been configured, use the Execute Tests button to make sure that they have been
configured correctly.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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M Using PreQualification Configuration Forms

Figure 6-15 LDAP Server Generic Window

E CTS5-Man PreQualification Assistant [Profile: Default]

File Swskem Help

LDAP Servers (Generic) | Unified CMs
Hosknarne Isernarme Default Chx
< )
Execute Tesks

Test Description Component Skakus Fesult
Werify connection to LDAP server LDAP Servers Mok Ready Wi |
Werify user containers LOAP Servers Mot Ready Wicw |
Extract all object classes LDAP Servers Mot Ready Yira |
Extract attributes of object class ‘Person’ LDAP Servers Mok Ready WiEa
Retrieve display name for scheduler LDAP Servers Mot Ready Wirw |
Authenticate scheduler user LDAF Servers Mot Ready Wicw |
Werify connection to Unified CM servers Unified CMs Mot Ready Wi

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to
change the configuration and the Host Configuration window appears, refer to Figure 6-16.

To remove one, highlight it and then click on the Delete button.

When adding another LDAP server, click on the Add button and the following configuration window

appears.

Select the Unified CM’s tab. This window lists all the generic CUCMs that have been configured for the
CTS-Manager. If all of the CUCMs have been configured, use the Execute Tests button to make sure that

they have been configured correctly.
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LDAP (Generic) Test Configuration Form

Figure 6-16 The LDAP Server (Generic) Add/Edit Configuration Form

LDAP Server

Hast Canfiguration
Haosk: |
Bind Mode:; ® Mormal ) Secure
Port: 389
Username:
Password:
Default Context: Defaulk Server:
() Default (%) MonDefaulk
Scheduler Authentication
User Containers:
Scheduler Username:
Scheduler Password;
Login Attribute (Emailly): mail
Table 6-4 The LDAP Server (Generic) Add/Edit Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the LDAP server.
Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.
Username Enter the Active Directory user account username

as the user fully qualified domain name (not the
logon name).

Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.
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W Using PreQualification Configuration Forms

Table 6-4 The LDAP Server (Generic) Add/Edit Configuration Form Fields (continued)

Field Name Field Value

Password Password for LDAP server with administrative
privileges.

Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

NonDefault or Default Context The NonDefault button is selected as the default.
To change this, select Default and enter the
default context in the form:

o=ciscoDev

Scheduler Authentication

User Containers The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use your logon name.

Scheduler Password When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD) For “None” option use “mail” or for Exchange
2007 use “proxy Address.”

Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server
e Verify user containers
e Extract all object classes

e Extract attributes of object class ‘Person’
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Test Configuration Forms in a Microsoft Exchange Environment

You can use the PreQualification Tool to test your LDAP server when specifying a Microsoft (Active
Directory) calendar server. This applies when the user selects Calender Server, “Microsoft Exchange.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured
correctly.

Figure 6-17 LDAP Server Microsoft Active Directory Window

CT5-Man PreQualification Assistant [Profile: Default]

File Swstem Help
LLWP Servers (Active Directary) | Calendar Server {Microsoft Exchange) | Unified CMs
Hostnarne Username Default Ctx
< >
Execute Tesks ]

Tesk Descripkion Component Skatus Result
Fetch default context From LDAP server LDAP Servers Mok Ready WiFy
Verify connection ko LOWP server LR Servers Mot Ready MiFw
Fetch and check LDAP version compatibility LDAP Servers Mok Ready Wik
Werify user conkainers LDAP Servers Mok Ready Wi
Extract all object classes LDAP Servers Mok Ready WiFw
Extract attributes of object class 'Person’ LDAP Servers Mok Ready Wik
Werify connection ko Calendar Server Calendar Server Mok Ready Wik
Retrieve mailbox quota information Calendar Server Mot Ready Wit
Retrieving display name for roomis) Calendar Server Mok Ready Wik
Subscribe M3 Exchange events For room Calendar Server Mok Ready Wiy
Retrieve display name For scheduler LDAP Servers Mok Ready WiFr
Authenticate scheduler user LCWP Servers Mot Ready Wik
Werify connection ko Unified CM servers Unified CMs Mot Ready Wi
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LDAP Server (Active Directory) Test Configuration Form

Figure 6-18
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To remove one, highlight it and then click on the Delete button.

The LDAP Server (Active Directory) Add/Edit Configuration Form
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This window lists all the LDAP (Active Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make
sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to
change the configuration.

When adding a LDAP server, click on the Add button and the following configuration window appears.
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Table 6-5 The LDAP Server (Active Directory) Test Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the LDAP server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.

Port In Normal bind mode the port setting is 389. In

Secure bind mode the port setting default is 636.

NonDefault or Default Context

The NonDefault button is selected as the default.
To change this, select enter the default context in
the form

dc=mycompany, dc=com

Username

Enter the Username as the user fully qualified
domain name.

Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.

Password

Password for LDAP server with administrative
privileges.

Certificate

The full pathname to the LDAP security
certificate. This is needed only if you are using the
Secure Bind Mode.

User Containers

The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username

The scheduler username is the value of an end
user ID.

Scheduler Password

When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD)

For “None” option use “mail”
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Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server

e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”
e Retrieve display name for scheduler

e Authenticate scheduler user

Calendar Server (Microsoft Exchange) Host Configuration Form

Figure 6-19 The Calendar Server (Microsoft Exchange) Host Configuration Form

B8 c75 -Man PreQualification Assistant [Profile: Default]
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Execute Tests ]
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Table 6-6 The Calendar Server (Microsoft Exchange) Host Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the Exchange
Server.

Bind Mode If you set this to secure you’ll need to provide a

security certificate.

Port In Normal bind mode the port setting is 80. In
Secure bind mode the port setting default is 443.

SMTP LHS Enter the CTS-Manager account or test account
for full access or read access to rooms.

Password Enter the password for the CTS-Manager test
account or Exchange administrative account,
using English characters only.

Certificate The full pathname to the Exchange security
certificate. This is needed only if you are using the
Secure Bind Mode.

Logon Name Enter the logon name for the full access or read
access privileges to rooms. Enter the logon name
in the same form as the SMTP LHS.

Domain Enter the domain for the logon name.

Room Email IDs Enter the full email address for each CTS
endpoint, up to 5.

Test(s) Enabled by this Test Configuration Form

e Verify connection to Calendar Server
e Retrieve mailbox quota information
e Retrieving display name for room(s)

¢ Subscribe MS Exchange events for room

Test Configuration Forms in an IBM Domino Environment

You can use the PreQualification Tool to test your LDAP server when specifying a IBM Domino calendar
server. This applies when the user selects Calender Server, “Microsoft Exchange.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured
correctly.

[ oL-13673-06
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Figure 6-20
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This window lists all the LDAP (Domino Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make
sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to

change the configuration.

To remove one, highlight it and then click on the Delete button.

When adding a LDAP server, click on the Add button and the following configuration window appears.
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LDAP (Domino Directory) Host Configuration Form

Figure 6-21 The LDAP Server (Domino Directory) Add/Edit Configuration Form

Host Configuration

Hosk: | |
Eind Mode: i Mormal () Secure

Port: | 3E9

Lsername: |

Password:

Browse...

Default Conkext; Defaulk Server;

(i Defaule (5 MonDefault

Scheduler Authentication

User Containers:

Scheduler Username: | |

Scheduler Password: | |

Login Attribute (EmailIoy: | mail |
Table 6-7 The LDAP Server (Domino Directory) Test Configuration Form Fields
Field Name Field Value
Host The hostname or IP address of the LDAP server.
Bind Mode If you set this to secure you’ll need to provide a
security certificate.
Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.
Username Enter the Active Directory user account username
(not the logon name) in the form
cn=ctm account
Note  You must also include the default context
in the Username field. For example,
cn=ctm account,o=ciscoDev.
Password Password for LDAP server with read privileges.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 6-7 The LDAP Server (Domino Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

Default Context Enter the default context in the form
o=ciscoDev

Scheduler Authentication

User Containers The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username The scheduler username is the value of an end
user ID (the logon name).

Scheduler Password When the user selects “None” option, then this is
not needed for generic LDAP environment,
otherwise use the same as the Password for LDAP
server with administrative privileges

Login Attribute (EmaillD) For this field use “mail”.

Test(s) Enabled by the Execute Test button

e Fetch and check LDAP version compatibility
e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”

e Retrieve display name for scheduler

e Authenticate scheduler user

e Verify connection to Unified CM servers

Calendar Server (IBM Domino) Configuration Form

You can use the PreQualification Tool to test your LDAP Calender server configurations when
specifying a IBM Domino Calendar server. This applies when from the pull-down menu, the user clicks
Select Calender Server, “IBM Domino.”
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The Calender Server (IBM Domino) window appears as shown in Figure 6-22

Figure 6-22 The Calendar Server (Domino Directory) Add/Delete Configuration Form

DAP Servers (Domino Directory) | Calendar Server (IBM Domina) | Unified s

Hosk Configuration

Hosk:
Bind Mode: (& Mormal () Secure
Part: a0

Organization Marme:
sernarne:

Passwiord:

Resource DE:

R.oom Subscripkion

R.oom Email IDs:

Delete. .

Execute Tests ]

Tesk Descripkion Component Skakus Result
Fetch and check LDAP version compatibility LDAP Servers Mok Readsy [ Wiran |
Merify user conkainers LDAP Sebvers Mok Ready [ Wi |
Exctract all object classes LDAP Servers Mot Ready [ Wi |
Extract attributes of object class 'Person’ LDAP Servers Mot Ready [ Wiran |
Werify connection to Calendar Server Calendar Server Mok Readsy [ Wiran ]
Retrieve mailboyx quaka infFormation Calendar Server Mok Ready [ Wi |
Retrieve room to database mapping test Calendar Server Mot Ready [ Wi |
Retrieving display name far roomis) Calendar Server Mot Ready [ Wiran |
Retrieve display name for scheduler LDAP Servers Mok Readsy [ Wiran ]
Authenticate scheduler user LDAP Servers Mok Ready [ Wi |
Retrieve samples of calendar documents Calendar Server Mot Ready [ Wi |
e i ‘e ' o 1~ o [T R 1 r |l

This window lists the Calendar server that has been configured for the CTS-Manager. If the server and
the room subscriptions have been configured, use the Execute Tests button to make sure that they have
been configured correctly.

If it is necessary to add the room email ID, type in the room email ID and click on the Add button.

To remove one, highlight it and then click on the Delete button.
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Table 6-8 The Calendar Server (IBM Domino) Host Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the Domino
Calendar server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.

Port In Normal bind mode the port setting is 80. In

Secure bind mode the port setting default is 443.

Organization Name

Enter the Domino Organization name.

Username

Enter the username in the form “John Test.”

Password

Enter the password for the username. The user
must have a minimum of read permission on the
resource database being used to test.

Certificate

The full pathname to the Domino security
certificate. This is needed only if you are using the
Secure Bind Mode.

Resource DB

Enter the name of the resource DB. For example,
Telepres.nsf.

Room Subscription

Room Email IDs

Enter the full email id for each CTS endpoint. The
format for each Email id is:
Testroom/Sitel

Test(s) Enabled by the Execute Tests button

e Verify connection to Calendar Server

e Retrieve mailbox quota information

e Retrieve room to database mapping test
e Retrieving display name for room(s)

e Retrieve samples of calendar documents

Cisco Unified Call Manager Server (IBM Domino) Configuration Window

This window lists all the Cisco Unified CM (CUCM) servers that have been configured for the
CTS-Manager. If all of the CUCM servers have been configured, use the Execute Tests button to make

sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to

change the configuration.

To remove one, highlight it and then click on the Delete button.

When adding a CUCM, click on the Add button and the following Host Configuration window appears.
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Figure 6-23 Unified Call Manager Server (IBM Domino) Window

| LDAP Servers (Damina Directory) | Calendar Server (IBM Domina) | Unified CMs |
Hostrname Username
Edit
[ Execute Tests
Abort Tests

Test Descripkion Camponent Stakus Result
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Yerify user conkainers LDAP Servers Mot Ready Wik
Extract all object classes LDAP Servers Mot Ready Wi
Extract atkributes of object class 'Person’ LDAP Servers Mot Ready Wi
‘erify connection to Calendar Server Calendar Server Mok Ready [ i
Retrieve mailbox quata information Calendar Server Mot Ready Wi
Retrieve room to database mapping test Calendar Server Mok Ready iRy
Retrieving display name For roomis) Calendar Server Mok Ready iR
Retrieve display name For scheduler LDAP Servers Mok Ready [ ie
Authenticate scheduler user LDAP Servers Mot Ready Wiy
Retrieve samples of calendar documents Calendar Server Mot Ready Wiy
‘erify connection to Unified CM servers Unified CMs Mok Ready Wik

This window lists all the LDAP (Domino Directory) servers that have been configured for the
CTS-Manager. If all of the LDAP servers have been configured, use the Execute Tests button to make
sure that they have been configured correctly.

If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to
change the configuration.
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To remove one, highlight it and then click on the Delete button.

When adding a LDAP server, click on the Add button and the following configuration window appears.

LDAP (Domino Directory) Host Configuration Form

Figure 6-24

The Cisco Unified CM Add/Edit Configuration Form
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Table 6-9

The Cisco Unified CM Add/Edit Configuration Form Fields

Field Name

Field Value

Host

The hostname or IP address of Cisco Unified CM

Bind Mode

This is always set to secure mode.

Port

This is always set to port 8443.

Username

Logon account with Cisco Unified CM
Application User name. The admin username is
not needed.

Password

Password for Cisco Unified CM Admin account.

Certificate

The full pathname to the Cisco Unified CM
security certificate.

Save

Use this button to save the configuration.

Cancel

Cancel from this window if not adding a new
CUCM or editing the configuration.

Test(s) Enabled by the Execute Test button

Test(s) Enabled by the Execute Test button

e Verify connection to Unified CM servers
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Test Configuration Forms in a Microsoft Exchange Web Services (EWS)
Environment

You can use the PreQualification Tool to test your LDAP server when specifying a Microsoft Exchange
EWS calendar server. This applies when the user selects Calender Server, “Microsoft Exchange EWS.”

This window lists all the LDAP servers that have been configured for the CTS-Manager. If all of the
servers have been configured, use the Execute Tests button to make sure that they have been configured
correctly.

Figure 6-25 LDAP Servers with Microsoft Exchange EWS Calendar Server window

E CT5-Man PreQualification Assistant [Profile: Default]
File Swskem Help

LDAP Servers (Active Directory) | Calendar Server (Microsoft Exchange EwS) | Unified CMs

Hostname Usernarne Default Ckx

[ Execute Tests

Tesk Description Carnponenk Stakus Result
Fekch defaulk context Fram LDAP server LDWAF Servers Mok Ready [ iz
“erify connection ko LDAP server LOAP Servers Mok Ready [ i
Fetch and check LDAP wersion compatibility LDAP Servers Mok Ready [ wiewy
Werify user containers LOAP Servers Mok Ready [ Wigu
Exkract all object classes LDWAF Servers Mok Ready [ iz
Extract attributes of object class 'Persan’ LDAP Servers Mok Ready [ i
“erify connection to Calendar Server Calendar Serwver Mok Ready [ i
Retrieve mailbox quota information Calendar Serwver Mok Ready [ Wi
Retrieving display name for roomis) _alendar Serwver Mok Ready [ i
Subscribe MS EW'S events For room Calendar Serwer Mok Ready [ i
Retrieve display name For scheduler LODAP Servers Mok Ready [ wiew
Authenticate scheduler user LDWAP Servers Mok Ready [Wiew
Yerify conneckion to Unified CM servers Unified CMs Mok Ready [ Wi

This window lists all the Microsoft LDAP servers that have been configured for the CTS-Manager. If all
of the servers have been configured, use the Execute Tests button to make sure that they have been
configured correctly.
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If it is necessary to change the configuration of one, highlight the line, and click on the Edit button to
change the configuration and the Host Configuration window appears, refer to Figure 6-26.

To remove one, highlight it and then click on the Delete button.

When adding another LDAP server, click on the Add button and the following configuration window

appears.

LDAP Server (Active Directory) Add/Edit Configuration Form

This is the same configuration form that appears when adding any Microsoft Exchange server.

Figure 6-26
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Table 6-10 The LDAP Server (Active Directory) Test Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the LDAP server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.

Port In Normal bind mode the port setting is 389. In

Secure bind mode the port setting default is 636.
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Table 6-10 The LDAP Server (Active Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Username Enter the Username as the user fully qualified
domain name.
Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.
Password Password for LDAP server with administrative
privileges.
Certificate The full pathname to the LDAP security

certificate. This is needed only if you are using the
Secure Bind Mode.

NonDefault or Default Context

The NonDefault button is selected as the default.
To change this, select enter the default context in
the form

dc=mycompany, dc=com

Scheduler Authentication

User Containers

The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the values entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to the list. To delete
a user container from the list, select the specific
user container and click Delete.

Scheduler Username

The scheduler username is the value of an end
user ID.

Scheduler Password

The password associated with the scheduler
username.

Login Attribute (EmaillD)

Use the “proxyAddresses” EmaillD attribute.

Test(s) Enabled by the Execute Test Button

e Fetch default context from LDAP server

e Verify connection to LDAP server

e Fetch and check LDAP version compatibility
e Verify user containers

e Extract all object classes

[ oL-13673-06
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e Extract attributes of object class “Person”
e Verify connection to Calendar Server

e Retrieve mailbox quota information

e Retrieving display name for room(s)

e Subscribe MSEWS events for room

e Retrieve display name for scheduler

e Authenticate scheduler user

LDAP Server Microsoft Exchange EWS Calendar Server Configuration Form

When you select the Calendar Server tab, Figure 6-27 appears. This window allows you to configure the
calendar server for Microsoft Exchange EWS and add or delete room subscriptions.
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Figure 6-27 LDAP Calendar Server Microsoft Exchange EWS Configuration Window

File Swstem Help

LDAR Servers {ackive Directary) | Calendar Server (Microsoft Exchange EWS) | Unified CMs

Haosk Configuration

Host:

Bind Maode: (%) Mormal () Secure
Port: gio

Cromain;:

sername:

Password:
Room Subscripkion

Delete. .

R.oom Email IDs:

Execute Tests

Test Description Component Status Result
Fetch default context From LDWP server LDAP Servers Mot Ready [ Wi |
Werify conneckion ko LDAP server LDAP Servers Mot Ready [ Wiran |
Fetch and check LDAP version compatibiliby LDAP Servers Mok Readsy [ Wiran ]
Werify user conkainers LDAP Sebvers Mok Ready [ Wi |
Extract all object classes LOAF Servers Mot Ready [ Wi |
Extract atbributes of object class ‘Person’ LDAP Servers Mot Ready [ Wiran |
Merify conneckion bo Calendar Server Calendar Server Mok Readsy [ Wiran ]
Retrieve mailboyx quaka information Calendar Server Mok Ready [ Wi |
Retrieving display name for roomis) Calendar Server Mot Ready [ Wi |
Subscribe M3 EWS events For room Calendar Server Mot Ready [ Wiran |
Retrieve displaw name for scheduler LDAP Servers Mok Readsy [ Wiran ]
Authenticate scheduler user LDAP Servers Mok Ready [ Wi |
Werify connection ko Unified CM servers Unified CMs Mot Ready [ Wie |

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
| oL-13673-06 .m



Chapter 6 Installing and Configuring Cisco PreQualification Assistant |

I Test Configuration Forms in an IBM Domino Environment

Table 6-11 The Calendar Server (Microsoft Exchange) Host Configuration Form Fields

Field Name Field Value

Host The hostname or IP address of the Exchange
Server.

Bind Mode If you set this to secure you’ll need to provide a
security certificate.

Port In Normal bind mode the port setting is 80. In
Secure bind mode the port setting default is 443.

Domain Enter the domain for the logon name.

Username Enter the Username as the user fully qualified

domain name.

Note  You also include the default context in the
Username field. Examples are:
cn=administrator, cn=users,
dc=mycompany, dc=com.

Password Enter the password for the CTS-Manager test
account or Exchange administrative account,
using English characters only.

Certificate The full pathname to the Exchange security
certificate. This is needed only if you are using the
Secure Bind Mode.

Room Subscription

Room Email IDs Enter the full email address for each CTS
endpoint, up to 5.
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Introduction

This document explains how to install the Cisco TelePresence Manager software in your network. You
will then be able to schedule Cisco TelePresence system meetings through existing Microsoft Outlook
messaging software or IBM Domino software, receive reminders, and connect to a remote meeting site
with the touch of a button.

To enable these features, you must provide Cisco TelePresence Manager with the contact and access
information it requires to connect to and talk with your network. The purpose of this guide is to walk
you through each step using the Cisco TelePresence Manager installation DVD and the accompanying
wizard help windows.

The installation requires information about your network and the rules for finding and exchanging
information.Once this pre-installation data is set up, then the Cisco TelePresence Manager program can
be installed from DVD .In addition, the administrator can use the System Configuration window to
upgrading system software,
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System Information

The System Information window to see a quick summary of information about your Cisco TelePresence
System. The window is divided into two areas:

e System Information lists model numbers, hostname, addresses, and hardware and software version
information.

e Product Software Versions lists software currently configured in the system. It includes product
names and version numbers.

Table 7-1 System Information

SKU CTS-Managerl.5.x

Hostname The name of the CTS-Manager server (e.g. tsbu-ctm19).

IP Address The IP address of the CTS-Manager server.

Subnet Mask The subnet mask of the CTS-Manager server (e.g. 255.255.255.0).

MAC Address The MAC address of the CTS-Manager server (e.g.
00:18:fe:73:58:14).

Hardware Model The hardware model of the CTS-Manager server (e.g. 7835H2).

Software Version The version of CTS-Manager software running on the server (e.g.
1.5.0.0).

OS Version The software version of the Cisco Unified Communications OS
running on the CTS-Manager server (e.g. CUCOS 3.0.0.0-44).

Installation Guidelines

The purpose of this guide is to reference the information you will need in order to install the
CTS-Manager software.

The flow of tasks you need to perform to install and configure the CTS-Manager are provided in the
following table.

Table 7-2 Install Guide for setting up CTS-Manager
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Set-Up Procedure Guidelines
after Installing CTS-Manager

Description

Location

Initializing CTS-Manager

After installing the
CTS-Manager software, the next
process is initializing Cisco
TelePresence Manager to enable
access to information sources
such as Microsoft Exchange
Server for meeting requests from
Microsoft Outlook, Active
Directory for accessing user and
conference room information,
and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”

Additional Installation
Procedures for CTS-Manager

The administrator makes use of
the System Configuration
window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfigure system settings

Chapter 9, “Additional
Installation Configurations for
Cisco TelePresence Manager”

Monitoring CTS-Manager

Monitoring and updating
meeting schedules and
monitoring the status of rooms
and system services

Chapter 10, “Monitoring Cisco
TelePresence Manager”

Installing Cisco TelePresence Manager from DVD

The following section covers installation procedures for the CTS-Manager.

Required Information and Equipment

To install the Cisco TelePresence Manager system files, the following equipment and information are

needed:

e The Model 7845 Cisco Media Convergence Server that came with Cisco TelePresence Manager,
installed and connected to a Domain Name System (DNS) server and your network.

e The information, listed in Table 7-3, “Installation Window and field Definitions” that includes your

system-specific values and parameters.

¢ A management console able to access the Model 7845 Cisco Media Convergence Server.

[ oL-13673-06
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e The DVD included in your Cisco TelePresence Manager documentation and installation packet. Use
the Installation Wizard included on this disk.

Introduction to the CTS-Manager Administration Software

CTS-Manager Administration software is accessed through your browser. All Cisco TelePresence
administration software supports Internet Explorer 6.0. CTS-Manager Administration software is
accessed through the server’s host name or IP address.

Logging Into CTS-Manager

When doing a login to the account to access the CTS-Manager functions, use:
e your email ID if using Microsoft Exchange
e your own corporate login attribute (mail) if using IBM Domino.

There are three levels of functionality when logging into CTS-Manager. Any user not in these access
categories will only see their own meeting details.

Administrator Role

When an administrator logs into the CTS-Manager, the following selections and information are
available:

e System Information

e System Status

e Support

¢ System Configuration
e Troubleshooting

The administrator performs the same tasks performed by a concierge, but has an additional system
configuration task available. The administrator has a different login name and password from that of the
concierge. The administrator’s access privileges allow access to the internal workings of the system
where the administrator can modify system settings such as passwords, IP addresses, and security
settings. The administrator is also responsible for defining schedules to back up the database and for
assigning a concierge to a meeting room.

In day-to-day operations, the administrator assists the Live Desk person with monitoring system status
and, when problems occur, takes action to correct them by analyzing system error messages and
debugging log files.

Superuser Role

The system superuser has a special login account that allows access to two additional administrative
tasks. These tasks are only visible by logging in using the superuser password. This role is used mainly
during installation of CTS-Manager. After installation of CTS-Manager, this role will default to
administrator.

e System Settings

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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e Software Upgrade

Live Desk Role

When a person designated as Live Desk logs into CTS-Manager, the following selections and
information are available:

e System Information
e System Status

e Support

e Troubleshooting

The Live Desk is the first person contacted when there are questions or problems pertaining to
connecting meeting participants. Live Desks can be assigned rooms to monitor in the CTS-Manager
application. Assigned Live Desks are easily reached by dialing the Help soft key on the Cisco IP phone
in a Cisco TelePresence-enabled meeting room.

Installation Procedure for Cisco TelePresence Manager

Step 1

A

Insert the CTS-Manager installation DVD in the server.

There may be a short delay while the installer validates the integrity of the files on the DVD and
configures the server for the operating system and the CTS-Manager software.

Caution

Step 2
Step 3

Step 4
Step 5

Step 6

A

Remove the DVD from the DVD drive after the installation/upgrade is complete. Leaving the DVD in
the drive can prevent CTS- Manager from restarting properly after rebooting the server.

The installer checks for a prior installation of CTS-Manager software. Choose Yes to continue, or No to
abort the installation.

If you choose Yes to continue the installation, the Installation Wizard opens in the next window. Read
and become familiar with the wizard conventions.

Click Proceed.

Fill in each window with the information defined in Table 7-3, “Installation Window and field
Definitions”.

When you are satisfied that the information is correct, click OK in the Configuration Confirmation
window to begin the installation process. Be patient while the process takes place.

When the installation is complete, the server reboots. The installer then checks for network connectivity
and access to a DNS server. If it cannot find these connections, an error message is displayed. If the
installation process completes successfully, the message “The Installation of the Cisco TelePresence
Manager Has Completed Successfully” is displayed.

Caution

Remove the DVD from the DVD drive after the installation/upgrade is complete. Leaving the DVD in
the drive can prevent Cisco TelePresence Manager from restarting properly after rebooting the server.

[ oL-13673-06

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide



Chapter7 Installing or Upgrading Cisco TelePresence Manager |

M Introduction to the CTS-Manager Administration Software

Installation Page Values Defined

Table 7-3 explains in detail the window and field definitions of the Cisco TelePresence Manager
installation process in detail.

Table 7-3 Installation Window and field Definitions

Installation Windows and Fields Description and Usage

Installation Wizard

Proceed: The installation wizard requests necessary configuration information before installing
CTS-Manager files.
Skip: Skip this wizard and install CTS-Manager files without configuration information. After

the files are installed and the system reboots, the installation program will request
configuration information.

Cancel: Cancel this installation.

Autonegotiation Window Configuration

NIC Speed The speed of the server network interface card (NIC), in megabits per second.
e The possible speeds are 10, 100, and 1000 mbps. Default is 100 mbps.

Note Cisco recommends a NIC speed of at least 100 mbps for best performance.

Duplex Configuration The duplex setting of the server NIC.
e The possible settings are Half and Full. Default is Full.

Note Cisco recommends full duplex for best performance.

DHCP Configuration Window and Fields

Host Name A hostname is an alias that is assigned to an IP address to help identify it.
¢ Enter a hostname that is unique to your network.

e The hostname can consist of up to 64 characters and can contain alphanumeric
characters and hyphens.

IP Address The IP address uniquely identifies a server on your network.

e Enter the IP address in the form ddd.ddd.ddd.ddd, where ddd can have a value
from O to 255 (except 0.0.0.0).

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 7-3 Installation Window and field Definitions (continued)

Installation Windows and Fields

Description and Usage

IP Mask

The IP subnet mask of this machine. The subnet mask together with the IP address
defines the network address and the host address.

e Enter the IP mask in the form ddd.ddd.ddd.ddd, where ddd can have a value from
0 to 255 (except 0.0.0.0).

Valid example: 255.255.240.0.
Invalid example: 255.255.240.240.

GW Address

GW Address are for static configurations. A network point that acts as an entrance to
another network. Outbound packets are sent to the gateway that will forward them to
their final destination.

e Enter the IP address of the gateway in the format ddd.ddd.ddd.ddd, where ddd can
have a value from 0 to 255 (except 0.0.0.0).

Note If you do not have a gateway, you must still fill in this field by setting it to
255.255.255.255. Not having a gateway may limit you to communicating only
with devices on your subnet.

DNS Client Configuration

You will be prompted to enter DNS server information. A DNS server is a device that
resolves a hostname into an IP address or an IP address into a hostname.

e If you do not have a DNS server, choose No. When DNS is disabled, you should
enter only IP addresses (not hostnames) for all network devices in your
CTS-Manager network.

Note If you have a DNS server, Cisco recommends choosing Yes to enable DNS.
Disabling DNS limits the system’s ability to resolve some domain names.

Primary DNS

Secondary DNS (optional)

CTS-Manager contacts this DNS server first when attempting to resolve hostnames. This
field is mandatory if DNS is set to yes.

When a primary DNS server fails, CTS-Manager will attempt to connect to the
secondary DNS server.

e Enter the IP address in dotted decimal format as ddd.ddd.ddd.ddd, where ddd can
have a value from 0 to 255 (except 0.0.0.0).

Domain A sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Domain Name System and used in
other Internet identifiers, such as hostnames, mailbox names, and URLs.
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Table 7-3 Installation Window and field Definitions (continued)

Installation Windows and Fields

Description and Usage

Administrative Login Configuration

Admin ID

The username for the CTS-Manager Administrator. This is the administrator login that
includes superuser permissions.

e Ensure that the name is unique. It is recommended to start with a lowercase
alphanumeric character and can contain alphanumeric characters (uppercase and
lowercase), hyphens, and underscores.

A

Caution The admin ID cannot be changed after installation without reinstalling
CTS-Manager. Record it for safekeeping.

Password / Confirm

A password that allows the administrator to log into CTS-Manager.

e The password must be at least six characters long and maximum of 31 characters. It
is recommended to start with a lowercase alphanumeric character, using English
characters only. International characters are not supported in this version.

This field can be changed at Cisco TelePresence Manager web interface. Record it for
safekeeping.

Recovering Administrator and Security Passwords

If you lose the administrator password or security password, two different procedures
can be followed to reset these passwords. These procedures are in the section following
this table.

Certificate Signing Request
Configuration

A certificate signing request (CSR) is a message sent from an applicant to a certificate
authority in order to apply for a digital identity certificate.

e These values create a CSR for the server where the certificate will be installed.

Organization Your company or organization name.

Unit Your business unit, group, or organizational unit name.

Location The physical location of the organization, most often a city.

State The region, state, province, or other region where the organization resides.
Country Your company or organization country of record.

Network Time Protocol Client
Configuration

NTP is used to synchronize the clocks on Cisco IP telephony servers with an external
network time server that uses NTP.

NTP Server 1

NTP Servers 2-5

Enter the hostname or IP address of one or more NTP server.
e NTP Server 1 value is mandatory; NTP Servers 2-5 are optional.

Tip Cisco strongly recommends that you enter the NTP server by which Cisco
Unified CM synchronizes its clock as the primary NTP server. If these servers
are out of synchronization, CTS-Manager will not operate properly.

Database Access Security
Configuration

Cisco TelePresence Manager uses the security password to communicate with its
database.

Security Password / Confirm

e The password must be at least six characters long and a maximum of 31 characters.
It is recommended to start with a lowercase alphanumeric character., using English
characters only.
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Recovering Administrator and Security Passwords

If you lose the administrator password or security password, two different procedures can be followed
to reset these passwords.

A

Note  During this procedure, you must remove and then insert a valid DVD in the disk drive to prove that you
have physical access to the system.

Recovery procedure 1:

Step1  Log in to the system with the following username and password:
Username: pwrecovery
Password: pwreset
Step2  The Welcome to platform password reset window displays.
Step3  Press any key to continue.
Step 4 If you have a DVD in the disk drive, remove it now.

Step5  Press any key to continue. The system tests to ensure that you have removed the DVD from the disk
drive.

Step6  Insert a valid DVD into the disk drive. The system tests to ensure that you have inserted the disk.

Step7  After the system verifies that you have inserted the disk, you see a prompt to enter one of the following
options:

a. Enter a to reset the administrator password.
b. Enter s to reset the security password.
c. Enter q to quit.
Step8  Enter a new password of the type that you chose.
Step9  Reenter the new password.

Step10  After the system verifies the strength of the new password, the password gets reset, and you’re prompted
to press any key to exit the password reset utility.

Recovery procedure 2:

If your password is lost, reinstall Cisco TelePresence Manager to regain access.

System Log Error Detection

When a problem is detected, you must collect system errors and logs files so they can be analyzed for
prompt resolution

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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System Log

Choose the System Log window to see a list of system messages. You can filter the list by starting and
ending dates and message type All, Fatal, Severe, Moderate, Warning, and Info, as follows:

¢ Use the Calendar icon to choose dates, or type the dates in the Start On and End On fields using
the MM/DD/YYYY date format.

¢ Click Filter to generate the list.

Figure 7-1 System Log Window

Troubleshooting > System Log

System Log

Start on: |12;’8:2008 | vI End on: |12;8,’2008 | "l Type: |AII vl [Filter]
Showing 1 - 1 of 1 records
| Time stamp (+) * | Tupe | I - | Module - | Meszage
C» 12/08/2008 11:18 AM SEVERE 3801 MultipaintMgr Failed to authenticate with MCU 'tsbu-ctm17'.

= Previous ext = Last| Rows Per Page: |10 % Details

(+) All times are shown in time zone America/Los_Angeles (GMT -58.0)

Table 7-4 lists the error information provided by the system.

Table 7-4 System Error Report

Field Description

Timestamp Date and time the message was logged. You can sort the messages
in ascending or descending order by the time stamp.

Type Message type.

ID Message identification number. You can sort the reports in
ascending or descending order by ID.

Module Component within CTS-Manager that generated the error.

Message Explanation of problem detected. Move your mouse pointer over a

message field to see a complete description.
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System Error - AXL Error or Invalid Credential

If the System Errors>Details message in the Syslog appears as seen in Figure 7-2, or the Invalid
Credentials message appears when testing connections, the user should make sure that all the required
services are running. Also, the user may need to refer to Chapter 5, “Configuring Cisco Unified CM for
Cisco TelePresence Manager” to review what services need to be running on the Cisco UCM for

CTS-Manager.

Figure 7-2 System Log - System AXL Error Message

-"ﬂ:;él: Cisco TelePresence Manager

D Sysmem ofoematon . m———

Support
L] Dsshbosrd Start on 7/30/2009 | End s 7/30/2008 =
[E] schaduled Heatngs
& rooms
£ MEU Davices Typa m = Hasdule Marnage
W Undied CM @ FATAL 2404  DscovenMgr Failed to pend AXL message bo Unfied CM Tebu-ing...
;m"“ Configurtion 9] FATAL 2404 Daicevary Mgt Failed ta send AXL meisbge bo Linded CM tabui-isd...
a E!u'-':h"::‘-"""'"‘l‘ O FATAL 2404 DescoweryHgr Failed to send AXL message bo Unified CM ‘tstu-tes..
&) Microssh Exchange o H ] 143 DescrveryMgr Cmscovery complebed for Undfigd CM 17220400110,
& Loar server
% Daptoiry Sarnce
2B Wow Devices B tabu-cteman-3 Chco e Manager — Wi
#h Lve Daska
B Aocess Managemart System Errors > Details
[ Pohicy Hanagement
B System Seitings
5 Appheation Sestings R
@ Software Upgrade Hodile: Discaw
_ﬂ 0 N-m:-w [+] AN twmies mre shawn in bme 2one USPa0l ol
;CM&""‘ 2 SutModule: Dupcowarybigr
& g LGN ST
; Host Recent Diourmence | 07/20/200% 10:43 AN
i Faded to send AXL message to Unfied O ‘tsbu-test-
i oecm’, Error: (4041N0t Found,
Dgtael- (%04 )Nat Found
-~

If it is necessary to drill down further into error data, go to the Log files. For further information about
Log details, go to Chapter 13, “Troubleshooting Cisco TelePresence Manager”

Software Upgrade

If you are the system administrator and know the superuser password, you can access the Software
Upgrade window to monitor and maintain system software. This window reports the version number of
the system software. There are also two buttons to assist you in version maintenance between primary
and backup and upgrading the system software, as follows:
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Figure 7-3 System Configuration - Software Upgrade Window

System Configuration > Software Upgrade

Active Version:

Inactive Version:

1.5.0.0-272
Not Available

[ Upgrade Software ]

Most Recent Upgrade Attempt

Time:
Status:
From Wersion:

To Version:

Upgrade Log:

Mot Available
Not Available
Mot Available
Mot Available
Not Available

e Switch Version—The hard drive on the server on which this CTS-Manager is installed is partitioned
into two areas. Each area can contain a system image. The Switch Version button allows you to
switch between the Active and Inactive versions of the system software.

e Upgrade Software—This button loads a patch file for upgrading system software. The
Cisco-supplied patch file can be stored on a CD-ROM or a Secure FTP (SFTP) host network. A
wizard displays dialog boxes to prompt you through the process.

In addition to SFTP, FTP is also supported on a best-effort basis due to variations of behavior
between different FTP servers. Only username/password-based login is supported. Anonymous
login is not supported.

Secure FTP (SFTP) is the recommended mode for downloading the upgrade software over the
network.

Upgrading to Cisco TelePresence Manager 1.6

Switching calendar application type, e.g. changing from Exchange to Domino, during
Cisco TelePresence Manager upgrade is not supported. A fresh install is required to install
Cisco TelePresence Manager for Domino deployment.

e Software upgrade is only supported from CTS-Manager 1.4 or 1.5 to 1.6.

e Data are automatically migrated during software upgrade, with the exceptions of:
— custom email templates
- log files

e Perform a backup before performing a CTS-Manager upgrade and another backup after upgrade is
completed and verified.

e If for any reason you must revert to a previous release after the upgrade is completed, you can switch
to the old partition from CTS-Manager.
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S

Note  In rare instances, upgrades could take up to 5 hours or more - do not think the system is frozen during
upgrades - do not reboot.

Switch Version

The hard drive on the CTS-Manager server is divided into two partitions. CTS-Manager is always using
the Active partition and contains the Active software version. The software image versions are identified
in the System Configuration> Software Upgrade window.

You may find it necessary to switch the version of the CTS-Manager software.

e To switch between the two software versions stored in the partitions, click the Switch Version
button.

The system will swap the software versions and reboot. Screens will describe activity.

Upgrade Software

This task upgrades the CTS-Manager software by loading and applying a patch file from either a
CD-ROM or an SFTP/FTP host network. Before starting this task, determine the source of the patch file.

e To start the software upgrade process, click the Upgrade Software button.
The Source Selection dialog box appears.

N

Note Once you have launched the Upgrade Wizard the upgrade process cannot be started by any other
user logged into the same Cisco TelePresence Manager server.

e Click the CD-ROM or Network radio button to choose the location of the patch file.
If you chose CD-ROM, click Next to go to the File Selection window.

If you chose Network, provide the following information, and then click Next to go to the File
Selection window.

e Host—The hostname of the network server.

e Port—The port. By default, port 22 is used to access the server; supply the correct port number,
if required.

~

Note If you choose to perform the software upgrade using FTP you do not need to supply a port
number.

e Username and Password—The user account and password needed to log into the server.

e Storage Path—The file path to the patch file, e.g. /localview/ctm_patch

A

Caution  Perform FTP for Upgrade, Backup and Restore on a best-effort basis, due to potential variations in the
responses sent by the FTP server. Only username/password-based login is supported. Anonymous login
is not supported.

Secure FTP (SFTP) is the recommended mode of transferring files over the network.
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Figure 7-4 Software Upgrade - Source Selection Window

& tshu-cim29 - Cisco TelePresence Manager -- Webpage Dialog

(A Software
&y pgrade

1 - Source Selection

2 - File Selection

3 - Patch File Preparation
4 - Confirmation

5 - Progress

Source Selection

Select the source of the patch file. CD-ROM is the CD-ROM drive mounted

on the appliance itzelf. Network is a SFTF host.

O cp-RoM @ Network
® sFrre O FTP

Host: |

Port: |22

Username: |

Password: |

Storage Fath: |

[ Next = | [ Cancel ]

e At the File Selection window, choose the file to load by clicking its radio button. Then click Next.
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Figure 7-5 Software Upgrade - File Selection window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

Software File Selection
& Upgrade

Select a patch file to upgrade to.

Available Patch Files

i [kickstart_ffd/patch/cisco-cteman-k9-patch-1.5.0.0-
! 336.tar.gz

2 - File Selection

3 - Patch File Preparation
4 - Confirmation

5 - Progress

[ = Back ] [ MNext = ] [ Cancel

e The Patch File Preparation window appears. Watch this window to monitor the progress of the file

download. Buttons will be inactive until the patch file is loaded.
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Figure 7-6 Software Upgrade - Patch File Preparation Window

& tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

. ?4 Sﬂftware Patch File Preparation
&y pgrade

Freparing the selected patch file for upgrade. This process can take
several minutes.

Statys: DONE downloading and preparing patch file
3 - Patch File Preparation = Checksum: 1236980207, =ize: 694528000 bytes

4 - Confirmation

5 - Progress

[ = Back ] [ Mext = ] [ Cancel

¢ Once the file is loaded, the window displays a Confirmation message.

The software wizard displays the software versions that are installed and provides active Yes and No
radio buttons so you can choose to switch the newly loaded software to the active partition.

¢ Click Yes or No to make your choice. Then click Next to finish the software upgrade task.
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Figure 7-7 Software Upgrade - Confirmation Window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

@é:‘?} Softwa re Confirmation
Rt
U P9 rade Click Mext to proceed with the upgrade.
Active Version: 1.5.0.0-334
Inactive Version: Mot Available
Selected patch version: 1.5.0.0-336
4 - Confirmation
5 - Progress Autematically switch version after upgrade? OYEE O Mo
[ = Back ] [ Mext = ] [ Cancel

~

Note  When you click Yes, you can still cancel the upgrade.

A

Caution  Once you click Next to confirm, you cannot cancel the upgrade.

The install wizard displays a dialog window that logs the progress of the update.
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Figure 7-8 Software Upgrade - Progress Window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

. 'é',; Software
& v pgrade

5 - Progress

Progress

The upgrade process can take several minutes to complete.

Status: 11/26/2008 20:02:03
* upgrade_install_impl.sh|UPGRADE_START|

11/26/2008 20:02:03 upgrade_install sh|-rwxrwxrax

019:37 /common/download//1.5.0.0-
336/Cisco’base_scripts/upgrade_install_impl sh
11/26/2008 20:02:03 upgrade_install sh|/bin'cp -
f /common/download’/1.5.0.0-
336/Cisco’base_scriptsupgrade_install_impl sh usr/loc
11/26/2008 20:02:03

upgrade_install sh|Start usrlocal’bin'base_scriptsupgri o
£ | »

e When the log indicates that the files have been switched, click Finish to complete this task.

~

Note If you selected to automatically switch to the new version, a message is displayed letting you
know there is no connectivity to the server during the switch.
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Figure 7-9 Software Upgrade - CTM Upgrade Completed Window

& tshu-ctm 6 - Cisco TelePresence Manager -- Webpage Dialog

( ?2‘ SOﬂwa re Progress
&2 Upgrade

The upgrade process can take several minutes to complete.

Status: CTM upgrade completed.

upgrade_install sh|Removing /common/download//1.3.0 it
-364|

01/30/2008 01:12:43 upgrade_install shNo swap

5 - Progress and reboot|

01/30/2008 01:12:43 upgrade_install sh|Stop

TOWAIT monitor|

01/30/2008 01:12:43 upgrade_install sh|0|

01/30/2008 01:12:43 upgrade_install sh|Upgrade
Succeeded -- (0)|

CTM upgrade completed.

1

< |

|

Cisco TelePresence Manager Window

The Cisco TelePresence Manager window is divided into several panes with different functionality.

Header Pane

Figure 7-10 Cisco TelePresence Manager Header Pane

"'._.Ills"':lc',' Cisco TelePresence Manager | logout | Preferences | Help | About

A header at the top of all CTS-Manager windows shows either “admin” or the login name of the
concierge currently logged in and provides four links:

¢ Logout—Click to log out of the system.
¢ Preferences—Click to display the Browser’s location information.
e Help—Click to display online help for using the CTS-Manager.

e About—Click to display licensing information.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Cisco TelePresence Manager Window

System Status Pane

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide

Figure 7-11 System Status Pane
System Status (e}
Today's Meetings:
With Error: E}( 0
In Progress: F_i;’, 0
Scheduled: f%} 1
Other Errors: Q 5

System Status is always in view in the lower left corner of the CTS-Manager window. Both the concierge
and the administrator must closely monitor this area for notification of system errors and changes in the
status of today’s meetings.

The icons and numbers are links. They will take you to a window in the CTS-Manager that helps you
identify problems for the With Error state or see more information about meetings in the In Progress and
Scheduled states.

The following meeting states are displayed for Today’s Meetings:
e With Error
¢ In Progress
e Scheduled

The Other Errors area displays a cumulative number of errors listed in the Dashboard.
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Navigation Pane

Cisco TelePresence Manager Window [l

Figure 7-12 Navigation Pane

Host: tsbu-ctm18

@ System Information

¥ Support
u Dashboard
E_l Scheduled Mestings
ﬁ Rooms
,ﬂ, MCU Devices
ZF Unified M

w* Syetermn Configuration
@g Security Settings
@a Catabase
|iﬁ Microsoft Exchange
ﬁ; LDAF Server
‘% Discovery Service
E'E MCU Devices
Concierges
Access Management
,@ Policy Management
% Sy=stem Settings
L?g Application Settings
'&é Software Upgrade

w Troubleshooting
@ System Log

355:{ Log Files

The navigation pane contains the list of commands you can run within Cisco TelePresence Manager. The
commands are divided into three drop-down lists:

e Support — This drop-down list contains commands available to a Concierge, Administrator, or
Superuser.

¢ System Configuration — This drop-down list contains commands available to an Administrator or
Superuser. If you log in as a Superuser the System Settings and Software Upgrade commands are
included in the list.

¢ Troubleshooting — This drop-down list contains commands available to an Administrator or
Superuser.

[ oL-13673-06
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l  Cisco TelePresence Manager Window

Work Pane
Figure 7-13 Work Pane
System Information

SKU: CTS-MAN1.S
Hostname: tzbu-ctm18
IF Address: 172.28.68.165
Subnet Mazk: 2552552550
MAC Address: 00:1a:4b:33:2f:ec
Hardware Model: 7835H2
Software Version: 1.5.0.0 (272}
0S Version: UCOos 4.0.0.0-7

Product Software ¥ersions

Product Marme Suppotted Actual
Microsoft Exchange [08.00.10685, 08.01.10240, 6.5.6944, 6.5.7226, 6.5.7638] 6.5.7638
Active Directory [2003] 2003
Cizco Unified Communications Manager [6.1.2] 6.1.2.2000(1)

The frame to the right of the Navigation pane is the content area. The gray bar above the content area
shows the navigational path so you can see where you are at any time.

The following sections describe objects, functions, and information displayed in the Work pane
associated with a specific command.

Tabs

Some windows have tabs that you click to display additional functionality related to a command.

Filtering Information

Some windows provide fields where you can enter criteria to filter the information contained is a report.
Click the Filter button to display the reports using the criteria you specify. The settings are temporary;
when you exit the page, the criteria are removed.

Obtaining Additional Information and Help

To access additional information or relevant windows, click a highlighted link.

Navigating Long Lists

When there is a long list of data in a window, you can navigate through it using Next, Last, First, and
Previous buttons at the bottom of the window. The Rows Per Page drop-down list also found at the
bottom of the window can be used to change the number of rows displayed. Choose 10, 20, 50, or 100
rows per page. The setting is temporary, and when you exit the page the default setting is restored.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Preferences W

Copying and Pasting Information

You can place information displayed by the CTS-Manager in a file using standard copy-and-paste
functions.

Typing Information in Fields

For information provided in fields, use the mouse to highlight and delete existing information. Type in
new information.

New or modified information is applied using the Apply button.

To back out of changes and return to original settings, use the Reset button.

Typing Telephone Numbers

Telephone numbers must be entered into CTS-Manager fields exactly as they will be dialed by the IP
phone. For example, if you need to dial 9 to get an outside telephone line and you are calling a different
area code or international dialing code, you must provide all the required numbers to the CTS-Manager
in the exact sequence in which they should be dialed. The following is an example: 915105550100.

Typing Meeting Room Names

The names of meeting rooms must be typed into CTS-Manager fields exactly as they are stored in your
Microsoft Exchange, or IBM Domino database. If a room is listed as M-Room 1/3 at Main in the
Microsoft Outlook or Lotus Notes list of resources, that name must be typed exactly the same way in the
CTS-Manager. Otherwise, the system will not be able to match records and an error occurs.

Viewing All Information

Sometimes only a portion of text is visible and is completed by ellipses. You can see the full text in a
tooltip by slowly passing the mouse pointer over the partial text. You can do this in any field in the user
interface where text is cut off.

Preferences

Clicking Preferences in the header pane displays the Preferences window.

Figure 7-14 Preferences Link in the Header Pane

wlaln
cisco

Cisco TelePresence Manager admin | Logout | Preferences | Help | About

The first time you login you need to specify the timezone you are in. This localizes Cisco TelePresence
Manager’s meeting times to your location. You can use the Preferences window to change the timezone.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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I Preferences

Figure 7-15 Preferences window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

User Preferences

Browser's Location: Jﬂ;meriuzaans Angeles (GMT -8.0

Selected location chserves DST: Yes

Frevious login: 12/06/2008 12:00 AM from 172.28.68.165 Save
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W Introduction

Introduction

After installing the Cisco TelePresence Manager, the next step is to initialize the program.

The next process is initializing Cisco TelePresence Manager to enable access to information sources
such as Microsoft Exchange Server for meeting requests from Microsoft Outlook, Active Directory for
accessing user and conference room information, and Cisco Unified Communications Manager for
conference room availability and telephone support.

The tasks for initializing the Cisco TelePresence Manager are described in the following sections.

Post-Install Guidelines for CTS-Manager

The purpose of this guide is to outline the information you will need to reference in order to initialize
the CTS-Manager system after installing the CTS-Manager.

Table 8-1

The flow of tasks you need to do for additional configurations the CTS-Manager are provided in the

following table.

Post-Install Procedure Guidelines for setting up CTS-Manager

Set-Up Procedure Guidelines
after Installing CTS-Manager

Description

Location

Initializing CTS-Manager

After installing the
CTS-Manager software, the next
process is initializing Cisco
TelePresence Manager to enable
access to information sources
such as Microsoft Exchange
Server for meeting requests from
Microsoft Outlook, Active
Directory for accessing user and
conference room information,
and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Current Chapter

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide

0L-13673-06 |



| Chapter8

Initializing Cisco TelePresence Manager

Initializing

Initializing Cisco TelePresence Manager After Installation

Set-Up Procedure Guidelines
after Installing CTS-Manager

Description

Location

Additional Configuration
Procedures for CTS-Manager

The administrator makes use of
the System Configuration

Chapter 10, “Monitoring Cisco
TelePresence Manager”

window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfigure system settings

Email and Meeting Action
Requirements

The Calendar service (either
Microsoft Exchange or IBM
Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

Chapter 11, “CTS-Manager
Emails and End-User Web UI”

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager
to see how to correct the problem.

Cisco TelePresence Manager After Installation

This section contains the following topics pertaining to initialization:
e Required Information and Equipment, page 8-3
e Initialization Procedure, page 8-4

To initialize Cisco TelePresence Manager, you must enter contact and access information for your
Microsoft Exchange Server, Lightweight Directory Access Protocol (LDAP) server, and Cisco
Unified CM in a series of one-time-only, post-installation initialization windows.

Required Information and Equipment

To set up and initialize Cisco TelePresence Manager, you need the information previously entered or
created during pre-installation.

Additionally, Cisco TelePresence Manager must have network access to a computer running Windows
Explorer version 6.1.3, Microsoft Exchange Server and Active Directory, (set to level 2) server,
Microsoft EWS server, or IBM Domino Server and Domino Directory Server, and

Cisco Unified Communications Manager.

[ oL-13673-06
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B Initializing Cisco TelePresence Manager After Installation

Initialization Procedure

The system administrator can access and change the information after initialization from the
Configuration tab of the Cisco TelePresence Manager web interface.

Initialization for Microsoft Exchange Deployments

Step 1 At the console running Microsoft Explorer, type the Cisco TelePresence Manager server name or the IP
address. See the following example.

https:// server hostname or IP address

Step2  The Initial Preferences window is displayed. Choose the timezone from the drop-down menu. The
timezone you choose should be the one you are located in. Click Continue.

Figure 8-1 Initial Preferences Window

To assist Cisco TelePresence System Manager in showing date and time properly, specify
the location in which the computer is located.

Mote that time zones of the same offset might or might not observe daylight saving time
(DST). Ensure that appropriate location is selected.

Browser's Location: W

Selected location abserves DST:

Step3 At the product page that appears, click on Cisco TelePresence Manager.
Step4 At the login page, enter the username and password created during installation.

The Cisco TelePresence Manager initial window appears with several fields already populated from the
installation process.

CTS-Manager Configuration Options

The initial window to open is the Configuration Options window. This window allows you to configure
the system manually or to restore the configuration settings from a database back-up.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Initializing Cisco TelePresence Manager After Installation

Figure 8-2 Configuration Options Window
A tsbu-ctsman-3 - Cisco TelePresence Manager - Microsoft Internet Explorer [:”E|E|
File Edit WView Favorites Tools Help :f'
@ Back ~ () |£| |§| _.l\l /..-\J Search ‘Si’/ Favorites {‘3 < uf _] ﬁ ‘fi
address | &) https:/ftsbu-ctsman-3/scheduler ffirstTimesetup.do v| Go | Links § **
Cisco TelePresence Configuration Options
Manager

Select a configuration option.

® Configure the system manually
2 - Configuration Options

(] Configure the system with Pre-Qualification Assistant data file
3 - Calendar Server Selection

4 - LDAP Servers | |

5 - Unified CM O Restore configuration settings from a database back-up
6 - Calendar Server
7 - Database Backup Schedule

[ < Back ] [ Next > ] [ Cancel ]

This windows offers three options for configuring your CTS-Manager:
¢ Configure the system manually
e Configure the system with the Pre-Qualification Assistant data

e Restore configuration settings from a database back-up.

Configure the System Manually

This option allows you to set up your configurations for a First Time Setup. You are not able to do a
restore or use the Pre-Qualification data files.

You will have to add the server information in all the screens.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Initializing Cisco TelePresence Manager After Installation

Configure the system with Pre-Qualification Assistant Data File

If selecting the FTS using the Pre-Qualification data, this option allows you to select the data file that

you have previously set up. Refer to Chapter 6, “Installing and Configuring Cisco PreQualification
Assistant”

Figure 8-3 FTS Configuration Option - Pre-Qualification

4 tsbu-ctsman-3 - Cisco TelePresence Manager - Microsoft Internet Explorer

File Edit View Favorites Tools Help

0 Back ~ () |£| IELI ;‘J /.- ) search :‘\'/ Favorites 62? A i 3 ‘i‘“
Address |42 https: /jtsbu-ctsman-3/scheduler ffirstTimeSetup. do v E)so |Links ¢ >
Iy Cisco Telepresence Configuration Options
Manager

Select a configuration option.

(2] Configure the system manually
2 - Confi i Opti . . . . . .
e Ll Bl el & Cenfigure the system with Pre-Qualification Assistant data file
3 - Calendar Server Selection
Data file @ [CVCTSMAN Builds\wedtest.dat
4 - LDAP Servers
5 - Unified CM O Restore configuration settings from a database back-up
B = A SR Frotective Password: [sssssssssss
7 - Database Backup Schedule

[[<Back | [Next> ]| [ cancel |

g‘] Done =] % Local intranet

Step 1 Use the Browse button to find the location of the data file and select it.
Step2  Put in your admin or superuser password.

Step 3 Click Next.

S

Note  If this option is selected, it is necessary to test the LDAP servers connections through the
Pre-Qualification Assistant tool.

Restore Configuration Settings from a Database Back-up

If selecting the FTS using the restore option, this option allows you to select the data that you have
previously backed up. Refer to Chapter 9, “Additional Installation Configurations for Cisco

TelePresence Manager”, section, Database - Status, Backup, and Restore for further details on backing
up your system database.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Initializing Cisco TelePresence Manager After Installation 1l

Step1  Select the Restore configuration settings from a database back-up option. Click on the Next button.

Step2  The System Configuration>Restore window appears. This window is where you need to fill in the fields
of the path of the recovery file and the file name.

Figure 8-4 FTS Configuration - Restore Window
A tsbu-ctsman-3 - Cisco TelePresence Manager - Microsoft Internet Explorer S
File Edit WView Favorites Tools Help |','
- . - i
- 1 N ) ='F i <) - A
Q Back > |£| |§| (0 | /- Search 7. Favorites {( = ﬁ .“‘
Acdress |)] https: /ftsbu-ctsman-3/scheduler ffrstTmeSetup. do v B ks ?
Cisco TeIePresence System Configuration > Restore
Manager Select a calendaring server system.
Enter the values for the fields with the complete path for the recovery file ,configuration of CTS-MAN will be
restored .Make sure complete path of recovery file along with the filename is provided.
3 - Restore
Restore Type: Local &) Network
Restore Mode: ®sfip OFtp
Remote Storage Host : 3
Port: 22 =
Username: <
Password: =
Full Path of Back-up File : *
[ = Back | [ Restore Now ] [ Cancel ]
@1 Done =] %4 Localintranet

Step3  After filling in the details, click the Restore Now button. The backup data will be restored to the
CTS-Manager system.

After selecting the configuration option and setting up the data, the next step is to set up the Calendar
server option.

Calendar Server Option

The Calendar Server Selection allows you to select the calendaring server for your system. The options
are:

¢ Microsoft Exchange
¢ Microsoft Exchange Web Services (EWS)
e IBM Domino

e No Calendering Service

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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W Verifying the LDAP Servers Configuration
Step1  The Calendar Server Selection window is displayed. See Figure 8-5.
Choose Microsoft Exchange for this deployment and click Next.
Figure 8-5 Calendar Server Selection Window

File Edit View

Qe - ] [B] @0 O seach sl ravoites €3 = el %
Address | &] https: fftsbu-ctsman-3/scheduler firstTimesetup.do ~ B
Cisco TelePresence Calendar Server
Manager Select a calendaring server system.
@ Microsof ft Exchange
O Microso ft Exchange Web Services
3 - Calendar Server Selection
4 - LDAP Servers O 18M Demine
5 - Unified CM O No Calendaring Service
6 - Calendar Server
7 - Database Backup Schedule
@] Done 2 %4 Local intranet
Step2  Click Next.
Step3  The LDAP Servers window opens. See Figure 8-6.

Verifying the LDAP Servers Configuration

Lightweight Directory Access Protocol (LDAP) is a protocol definition for accessing directories. This
window provides you with the records of the LDAP servers that have been set up. To add new ones or to
edit the one listed, select the record that is listed, then click either the New or Edit button. For more
information about setting up servers, refer to Chapter 9, “Additional Installation Configurations for

8-8

Cisco TelePresence Manager”

If you have selected the Configure the system with Pre-Qualification Assistant data file option, you must
select the server record and click on Edit. The next window that appears gives you the setup information,
you must test the connection. You have to do this with all the LDAP servers that you have configured

before you can select the Next button.

In the LDAP server window example Figure 8-6, it shows one record.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 8-6 LDAP Servers Window
A
Note
A Ldap - Microsoft Internet Explorer E]@
File Edit WView Favorites Tools Help "l'
@Back D | Iﬂ Ig _;\i /-.’Search E_‘\E'Favorihes &?( = /’ _ I ﬂ 3

dress | 8] https: jtsbu-ctsman-3/scheduler firstTimeSetup.do v Gn Links

CiSCO LDAP Server

TelePresence Enter the user container Relative Distinguished Names (RDNs) for LDAP users. The RDNs must be validated
Managel’ successfully before you can advance to the next step.Select the object class and its attribute to map to the
corresponding object field. Sample data must be visually verified before you can advance to the next step.

Showing 1 - 1 of 1 records

‘ Hostname ¥ User Name ~ Default context ~

(o) wed-adl DEFAULT cn=exchgsuper,cn=users,DC=wedtest, DC=com DC=wedtest,DC=com

4 - LDAP Servers

5 - Unified CM

6 - Calendar Server

7 - Database Backup Schedule

G o (G

Step 1 Select the first listed record, then click on Edit. Or, if adding a new one click New.

Step2  When the popup window LDAP Server Settings appears, make sure the information is correct. For
further information, refer to Chapter 9, Settings for LDAP. If necessary, make changes in the fields. If
this is a new server, put in the information in all the fields.

Click on Test Connection button.

e The system tests the connection information. A popup window opens and displays the message
“Connection to <....> Server was Verified.” Click OK, then click Next.

Step3  The LDAP Server window re-appears. If you have more records to test, repeat Step 1 through Step 3.

Step 4 If all the server settings have been tested, click the Next button.

Cisco Unified Call Manager (CUCM) Server Configuration

This window allows you to review the CUCM server(s) that was configured and verify the set up through
the Pre-Qualification Assistant.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 8-7
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Verifying the Cisco Unified Communications Manager Configuration

Step 1
Step 2

Select the first listed record, then click on Edit. Or, if adding a new one, click New.

When the popup window CUCM Server Settings appears, make sure the information is correct. For

further information, refer to Chapter 9, Settings for CUCM. If necessary, make changes in this window.

¢ Click on Test Connection button. The system tests the connection information. A popup window
opens and displays the message “Connection to <....> Server was Verified.” Click OK, then click

Next.
Step 3
Step 4

If all the server settings have been tested, click the Next button.

The CUCM Server window re-appears. If you have more records to test, repeat Step 1 through Step 3.

Note  If the system cannot verify the connection, the popup window directs the user to re-enter the information.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Calendar Server Configuration

This window allows you to configure the Calendar server that was configured and verify the set up. This
example covers a Microsoft Exchange calendaring server. For further information about Calendar server
configurations, refer to Chapter 9, “Additional Installation Configurations for Cisco TelePresence

Manager”.
Figure 8-8 Calendar Server Configuration Window
= Cisco TelePresence Hicrozoft Exchange
M ana ger Enter opendsgurabions for Meonoaoft Exchenge calerdanng semver,

et k7338 7 78 E
Bl MigEad ! (o) Bgwure ) Nsrrmal
Pord: -4 -
SMTP Doamain Wt oo
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Laspais Mame [ =t - T

7 - Database Backup Scheduls
MR LHG: [Fi-a- T2 -
FasEanrd; ETTETTTITR A
Cartificate: E‘I’ | -

| Tast Connmchon

Heiits e Matrodalt Exdhifde Sarvh Bl faims oF 1P addradd.

® Logon Mama: user account thal has read access o e Exchange sarver.Thex aoocart name ie weed Go lag
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& SMTP LHS/Paddwind:Lef hand @dd of the emad a3308Ed of the ulsr Scoount Uhal had resd SO06ad io e
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* Raguiresd Fialds
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Explanation of Microsoft Exchange Fields

e Host

Host is the hostname or IP address of the Microsoft Exchange Server host.
e Bind Method

The bind method indicates the desired level of security.

- Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the Microsoft Exchange Server. You must complete the Certificate field
on this window before you can proceed.

— Normal—The Cisco TelePresence Manager communicates with the Microsoft Exchange Server
in cleartext using HTTP.

e Port

The default value is 80, for secure mode the value is 443.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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W Verifying the LDAP Servers Configuration

Note

e SMTP Domain Name

This field requires a sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Domain Name System and used in other Internet
identifiers, such as hostnames, mailbox names, and URLs.

¢ Logon Name

The logon username should have read access to the Exchange server and rooms. This account name
is used to logon to an Active Directory domain.

e SMTP LHS

Left hand side of the email address of the user account that has read access to the Exchange Server.
Password is necessary for authentication.

¢ Password
The user password allows access to the Microsoft Exchange Server.
e Certificate

A certificate is a digital representation of user or device attributes, including a public key, that is
signed with an authoritative private key. In a self-signature, the signature can be verified using the
public key contained in the certificate.

Click the Browse... button to choose the Microsoft Exchange Server SSL certificate.
If you selected Secure bind method, this value is required.

Click on the Test Connection button to verify this configuration. When the verification is completed,
click on the Next button.

Database Back-up Schedule

Note

The Database Backup Schedule window opens. See Figure 8-9.

Fill in the fields. If you are setting up a remote backup, click Verify Remote Host to verify the login
information. For additional information about Database Backup, refer to Chapter 9, “Additional
Installation Configurations for Cisco TelePresence Manager”, Database - Status, Backup, and Restore
section.

The default is set to a daily backup schedule with the backup information stored to the local drive. Cisco
recommends that you back up your data to a different drive.
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Figure 8-9 Database Backup Schedule Window
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Explanation of Database Backup Schedule Fields

The Cisco Unified Communications Manager uses an Informix Database server to store information.
This window allows the administrator to set up regular backup operations of the database.

S

Note

Cisco strongly recommends scheduling regular backups of the database.

The Database Backup Schedule window contains the following fields:

e Schedule
Click Change... to set the backup schedule. The following choices are available:

— Start Time (UTC)
Enter the hour and minute, in UTC 24-hour format, for when you want your backup to begin.
UTC is the atomic clock version of Universal Time (UT), formerly known as Greenwich Mean
Time. Time zones around the world are expressed as positive and negative offsets from UT. For

example, Midnight Pacific Standard Time (+8 UT) is 08:00 UT.

— Frequency
Choose Daily or Weekly database backups. If you choose Weekly, select the radio button beside

the day of the week on which you want your backup to occur.

e Number of backup files to keep
From the drop-down menu, choose the number of backup files to keep before deleting. Choices
range from 1 (default) to 14 (two week’s worth of daily backups).

e Backup Type

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Choose Local or Remote to designate the server for backups. If you select Local, the backup files
are stored on your local server.

If you choose Remote, you must fill in the following values for the remote server:
— Remote Storage Host (SFTP)
The network path to the remote Secure File Transfer Protocol (SFTP) storage host.
- Port
Port number designated for the backup process. The default is port 22.
— User Name
Username for login of the remote server.
— User Password
Password for login to the remote server.
— Storage Path
The file path to the location where you want to store the backup data.
Step5  Click Verify Remote Host to ensure that the path is valid.
Step6  Click Finish, located at the bottom of the window.

The Cisco TelePresence Manager admin window appears at http://server hostname or IP address.

Microsoft Exchange Calendar Service Window

The Microsoft Exchange Calendar Service window helps you manage the database that stores meeting
information.

To test the connection between this system and the Microsoft Exchange server as shown in Figure 8-10:

Step1  Click Test Connection.
Step2  To register new or modified settings, click Apply.

Step3  To restore the original settings, click Reset.

Note  CTS-Manager only supports Microsoft Windows Server 2003, Microsoft Exchange 2003 and 2007,
Enterprise Edition.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 8-10 Microsoft Exchange Calendar Service Window

Host: tshu-sr26...

@ System Information
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E{] Scheduled Meetings
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:& MCU Devices
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¥ Systern Configuration
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@ Microsoft Exchange
-% LDAP Server
% Discovery Service
% MCU Devices
% Live Desks
Access Management
@ Policy Management
% Systern Settings
L‘&) Application Settings
L% Software Upgrade
¥ Troubleshooting
@ Systern Log

@\ Log Files

System Status E

Today's Meetings:

System Configuration > Microsoft Exchange

Service Status: 0K

Mailbox Usage: 18.24% full (7297.0 of 40000.0 KB is used)
Host: |tsbu-sr6 | i

Bind Method: (O secure @ Normal

Part: 80 E

SMTP Domain: |srdev.com | i

Logon Marme: |superuser |

SMTP LHS: |superuser | *
Password: |uuu .| *
Certificate: | |

* Required Fields Test Connection Confiqure E'WS
Synchronization Dperations

Subscription Status: all v Nionﬁgj- I:I

Showing 1 - 3 of 3 records

|:| | Room Name ¥ | Last Synchranization Time [+) | Subscription Status
[] TelepresenceRoom3l-GoGreen ¥'10/23/2009 10:57 AM Success
[] TelepresenceRoom3s ¥'10/23/2009 10:57 &M Success
[0 TelepresenceRoom3z ' 10/23/2000 10:39 AM Success

Wiith Error: [Ejg 5
e .;-F" 0 Rows Per Page:
Scheduled: 31@ 3
Other Errors: 6 3 {+) All times are shown in time zone US/Pacific-Mew (GMT -7.0)
Table 8-2 describes the information and operations accessible from this window.
Table 8-2 Microsoft Exchange Server
Field Description or Settings

Service status

Display-only status report of system service.

Mailbox Usage

Meeting information is mailed to users. This display-only field reports the amount of
storage space taken up by the e-mails as a percentage of total space available.

Host

Hostname provided for the Microsoft Exchange server account, which can be modified.
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Table 8-2 Microsoft Exchange Server (continued)
Field Description or Settings
Bind Method Choose the Secure or Normal radio button to select the binding method, as follows:
e Secure—CTS-Manager communicates with the Microsoft Exchange server in
secure mode using HTTPS. This method requires enabling Secure Socket Layer
(SSL). on the Microsoft Exchange server.
¢ Normal—CTS-Manager communicates with the Microsoft Exchange server in
cleartext using HTTP.
Port Communication port number. For Microsoft EWS, use port 80.

Domain Name

Domain name provided for the Microsoft Exchange server account, which can be
changed.

Logon Name

This is the account name used to log on to the Microsoft Exchange server. The value is
dependent on the AD/Exchange configuration. For example, it is either
ctsappaccount@mycompany.comor ctsappaccount.

SMTP LHS

This is the left hand side (LHS) of the SMTP address for the account specified by the
Logon Name. If the full SMTP address is ctsappsmtp@mycompany . com enter
ctsappsmtp in this field.

Password

Password used to access the Microsoft Exchange server account, which can be
changed.The user password allows access to the LDAP server.

The password must contain at least six characters and maximum 31 characters and
should be unique using English characters only. It must start with a lowercase
alphanumeric character. International characters are not valid.

Certificate

Use the field to provide a trust certificate for new Microsoft Exchange server.

Configure EWS

Select a pop up window to configure the Exchange Web Service.

Refer to Figure 8-11 for the Microsoft EWS configuration window.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 8-11 Exchange Web Service Configuration Window

tsbu-sr26.cisco.com - Cisco TelePresence Manager -- Web Page Dialog

2 - Confirmation

Iy CiSCO Telepresence Microsoft EXxchange wWeb Services
Manager

Enter configurations for the Microsoft Exchange web Services.

1 - ExchangeWebServices Host: tsbu-sré E3

Bind Method: () Secure ) Mormal

Fort; S0 £
ﬁ‘::n-leain srdev.com 63
Username: sUperuser &2
Password: L T P P R T T P Y L BB
Certificate: £

I Test Connection ]

» Host: the Microsoft Exchange Web Services server host name
or IP address.

s Username/Password:Left hand side of the email address of the
user account that has read access to the Exchange web
services server.Password necessary for authentication.

* Required Fields

Re-sync Operations

Step 1

Step 2

Step 3

The Re-sync Operations area tells you when information in the Microsoft Exchange server database was
last updated with meetings scheduled for a particular room.

When mismatched information in the databases causes meeting conflicts or there are other problems that
prevent a meeting from being launched successfully, this area of the Microsoft Exchange window allows
you to synchronize information between Microsoft Exchange and the CTS-Manager database.
Synchronization takes time and system resources to accomplish and should be done only when
necessary.

To synchronize information between Microsoft Exchange and the CTS-Manager database:

Check the boxes next to the rooms to select them. To synchronize information for all meeting rooms,
check the box next to Room Name in the display header.

Click Re-sync to start the operation.

Once you’ve begun the Re-sync operation the Service Status field displays a Sync progress
indicator showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.

[ oL-13673-06
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Step 4

Once the synchronization operation completes, click Refresh to update the display.

Table 8-3 describes the information displayed in this area of the Microsoft Exchange window.

Note A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered with
Cisco TelePresence Manager you can click the Next button to display the additional room:s.
Table 8-3 Microsoft Exchange Server Synchronization Report
Field Description
Room Name Name of the meeting room. Click the arrow in the header of the Room Name column
to sort the list in ascending or descending alphabetical order.
Last Synchronization Time Time the synchronization operation was started.

Subscription Status

Status of the synchronization operation. Click the arrow in the header of the Room
Name column to sort the list in ascending or descending alphabetical order.

Room Filter

This allows you to filter your rooms to be displayed.

Initialization for IBM Domino Deployments

Step 1

Step 2

At the console running Microsoft Explorer, type the Cisco TelePresence Manager server name or the IP
address. See the following example if upgrading your system to 1.5 release.

https://7835 server hostname or IP address
S,

Note  If Installing a new CTS-Manager system, the server hardware version is 7845.

The Initial Preferences window is displayed. Choose the timezone from the drop-down menu. The
timezone you choose should be the one you are located in. Click Continue.

Figure 8-12 Initial Preferences Window

Step 3

To assist Cisco TelePresence System Manager in showing date and time properly, specify
the location in which the computer is located.

Mote that time zones of the same offset might or might not observe daylight saving time
(D'ST). Ensure that appropriate location is selected.

Browser's Location: w

Selected location observes DST:

At the product page that appears, click on Cisco TelePresence Manager.
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Figure 8-13

S Manager

ooOE W R W

Step 4

Step 5

Initialization for IBM Domino Deployments [l

At the login page, enter the username and password created during installation.

The Cisco TelePresence Manager initial window appears with several fields already populated from the
installation process and click Next.

The Calendar Server Selection window is displayed. See Figure 8-13.

Choose IBM Domino for this deployment and click Next.

Calendar Server Selection Window

Cisco TelePresence Calendar Sarver

Calendar Serner Seledtian
- LOAP Servars

Wiikled CH

Calenidar Serwer

Database Backup Schadule

Gehect 8 CHENdancg SEMVET TyEDEm.

Morepoft Exchenge Web Services

CBH Demina

he Salendanng

arvice

The LDAP Access Setting window opens. See Figure 8-14.

Verifying the LDAP Servers Configuration

Lightweight Directory Access Protocol (LDAP) is a protocol definition for accessing directories. This
window provides you with the records of the LDAP servers that have been set up. To add new ones or to
edit the one listed, select the record that is listed, then click either the New or Edit button. For more
information about setting up servers, refer to Chapter 9, “Additional Installation Configurations for
Cisco TelePresence Manager”

If you have selected the Configure the system with Pre-Qualification Assistant data file option, you must
select the server record and click on Edit. The next window that appears gives you the setup information,
you must test the connection. You have to do this with all the LDAP servers that you have configured
before you can select the Next button.

In the LDAP server window example Figure 8-6, it shows one record.

[ oL-13673-06
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Figure 8-14 LDAP Access Setting Window
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| Hostnama v User Name + Default context +
() wed-adl DEFAULT cn=exchgsuper,cn=users,DC=wedtest,DC=com DC=wedtest,DC=com
4 - LDAP Servers
5 - Unified CM
6 - Calendar Server
7 - Database Backup Schedule

[ <= Back ] Cancel ]

P I a &,

Step 1 Select the first listed record, then click on Edit. Or, if adding a new one click New.

Step2  When the popup window LDAP Server Settings appears, make sure the information is correct. For
further information, refer to Chapter 9, Settings for LDAP. If necessary, make changes in the fields.

Click on Test Connection button.

e The system tests the connection information. A popup window opens and displays the message
“Connection to <....> Server was Verified.” Click OK, then click Next.

Step3  The LDAP Server window re-appears. If you have more records to test, repeat Step 1 through Step 3.
Step 4 If all the server settings have been tested, click the Next button.

Note If the system cannot verify the container information, the popup window directs the user to re-enter the
information.

The attributes are used by the Domino LDAP server to retrieve the user's e-mail and display name
information. For most of the Domino deployments, this information does not have to be changed.

A

Caution  The object and attribute mappings for Domino/Directory Server deployments are listed in
Table 8-4 and cannot be changed after installing and configuring CTS-Manager.
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Table 8-4 LDAP Objects and Attributes
Application Object Application Attribute |[LDAP Object Class LDAP Attribute
Person
EmaillD Person cn
DisplayName Person cn
(for releases after 1.5) |Mail Person cn

Cisco Unified Call Manager (CUCM) Server Configuration

This window allows you to review the CUCM server(s) that was configured and verify the set up through
the Pre-Qualification Assistant.

Figure 8-15 Cisco Unified CM Configuration Window

. Cisco TelePresance IR
Hanager Conhgure 51 least e CHon Unafed CM sarver.
Shawing 1 - 1 of 1 redords
Hostnams ~ 1P Addreus = Agpphcstoa Usernams =
am SRl 58118 ekl huse
% - Wneleed ©H
6 - Calenidar Sefvaf
¥ - Balabase Backup Scheduls
| Wi, | Fafruth |
IT:::“_I '|r|1!_.l-_! ':'..Irl'._l._l

Verifying the Cisco Unified Communications Manager Configuration

Step 1 Select the first listed record, then click on Edit. Or, if adding a new one, click New.
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Step2  When the popup window CUCM Server Settings appears, make sure the information is correct. For
further information, refer to Chapter 9, Settings for CUCM. If necessary, make changes in this window.

¢ Click on Test Connection button. The system tests the connection information. A popup window
opens and displays the message “Connection to <....> Server was Verified.” Click OK, then click
Next.

Step3  The CUCM Server window re-appears. If you have more records to test, repeat Step 1 through Step 3.
Step 4 If all the server settings have been tested, click the Next button.

Note If the system cannot verify the connection, the popup window directs the user to re-enter the information.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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IBM Domino Calendar

The IBM Domino window next appears.

A

Note

Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays the message
“Connection to <....> Server was Verified.” Click OK, then click Next.

If the system cannot verify the connection, the popup window directs the user to reenter the information.

Explanation of IBM Domino Fields

~

Note

Host

Host is the hostname or IP address of the IBM Domino host.
Bind Method

The bind method indicates the desired level of security.

- Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the IBM Domino server. You must complete the Certificate field on this
window before you can proceed.

— Normal—The CTS-Manager communicates with the IBM Domino server in cleartext using
HTTP.

If you selected Secure bind method, this value is required.

Port
The default value is 80.
Organization Name

This field requires a sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Organization Name System and used in other
Internet identifiers, such as hostnames, mailbox names, and URLs.

Username

The username provides login access to the IBM Domino server.
Password

The user password allows access to the IBM Domino server.
Polling Interval (minutes)

This is the amount of time between intervals that the CTS-Manager will poll for Calendar
information. The interval times for polling are from minimum of 1 to a maximum of 360 minutes.

Certificate

A certificate is a digital representation of user or device attributes, including a public key, that is
signed with an authoritative private key. In a self-signature, the signature can be verified using the
public key contained in the certificate.

[ oL-13673-06
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S

Wte Click the Browse... button to choose the IBM Domino server SSL certificate.
If you selected Secure bind method, this value is required.

After filling in all the fields, click on the Test Connection to make sure that all the data in the fields have
been properly entered.

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager
to see how to correct the problem.

Dashhoard for Verification of Installation Status

Go to the Dashboard window to verify installation and to check the status of the system services. In
addition, you would choose Dashboard to provide a snapshot of meetings that are scheduled for the day
in addition to showing the status of system services. This is a good place to monitor meetings and
equipment. Click highlighted links in this window for quick access to other windows that provide
meeting and room-scheduling functions.

Figure 8-16 describes the dashboard report information. To update the reports, click Refresh.
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Figure 8-16 Cisco TelePresence Manager Support - Dashboard Window

Support = Dashbhoard

Systermn Time:

My Tirne:

Friday, October 23, 2009 9:17:15 PM (Etc/UTC)
Friday, Qctober 23, 2009 2:17:19 FM (LIS /Pacific-Mew)

Today's Meetings

4 outof 12 have errars

Devices
Roorns:
Multipoint Conference Units:

Cisco Unified Call Managers:

3 out of 3 have errors

0 out of 0 have errors

0 out of 1 have errors

Services

Calendar Server:

0K (Mailbox: 18.47% full {7386.0 of 40000.0 KB is used))

TelePresence Engine:

Systern Platform:

LOAP Server: oK
Room Phone UI: 1] 4
Database: 0] 4
Multipoint Conference: oK
Discovery: n] 4
Uptime
Services: 7 davs 4 hours 47 minutes

7 davs 4 hours 48 minutes

7 davs 4 hours 51 minutes

Last Refreshed: Friday, October 23, 2009 2:16:23 PM (US/Pacific-Mew) Refresh
Table 8-5 Dashboard Report
Field Description or Setting

System Time

Day, date, and time in coordinated universal time (UTC, formerly known as Greenwich
mean time or GMT).

My Time

Local day, date, and time.

Today’s Meetings

Status of current and upcoming meetings:
e With Error—Reports the number of meetings that have errors.
e All Meetings—All meetings scheduled for today.

Click the link associated with each report to go to the Scheduled Meetings window.
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Field Description or Setting

Devices Status report of the following devices:

¢ Cisco TelePresence rooms—Clicking the link displays the Status tab in the Support >
Rooms window.

e Multipoint Conference Units (MCUs)—Clicking the link displays the Support >
Multipoint Conference Unit window and filters the list to those MCUs with an error
status.

e Cisco Unified CM—Clicking the link displays the Support > Unified CM window.

Note  An error status may be reported if the connection to Cisco Unified CM was caused
by a network outage. You can remove the error status by restarting CTS-Manager.

Services Status report of following system services:
e Calendar Server

e LDAP Server

e Room Phone Ul

e Database

e Multipoint Conference

e Discovery

Status is either OK or is a highlighted link listing the number of errors. You can click a
link to see further status information and resolve problems. You can also pass your mouse
over a highlighted link to see a brief description of the error.

Uptime Status reporting uptime since the last restart.
e Services refers to the list of services above.

e TelePresence Engine refers to the Cisco TelePresence database engine.

e System Platform refers to the hardware host for CTS-Manager.
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Post-Install Guidelines for CTS-Manager

The purpose of this guide is to outline the information you will need to reference in order to configure
the system after installing the CTS-Manager.

The flow of tasks you need to do for additional configurations for the CTS-Manager are provided in the
following table.

Table 9-1 Post-Install Guidelines for Configuring CTS-Manager

Set-Up Procedure Guidelines
after Installing CTS-Manager Description Location

Additional Installation The administrator makes use of |Current chapter.
Procedures for CTS-Manager the System Configuration
window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfiguring system settings

Monitoring CTS-Manager Describes the support features ~ |Chapter 10, “Monitoring Cisco
available when you log into TelePresence Manager”
CTS-Manager using a Live Desk
role.

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager
to see how to correct the problem.
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Introduction

The administrator makes use of the System Configuration window to perform additional tasks such as:
e upgrading system software
e synchronizing system databases,
®* managing security
e reconfiguring system settings.

Figure 9-1 shows the system configuration tasks.

Figure 9-1 Cisco Telepresence Manager System Configuration Window
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~
@ system Informatian SKU: CT5-MANL.S
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{%} Security Settings
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@q Database
@iy Microsoft Exchange MAC Address: 00:1a:4b:33:2fec

.'% LDAP Server Hardware Model: 7835H2
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SR MCU Devices 05 Version: UCOS 4.0.0.0-7
I% Concierges
Access Management
@ Policy Management
% System Settings Product Mame
2 Application Settings Microsoft Exchange [08.00.10685, 08.01.10240, 6.5.6944, 6.5.7226, 6.5.7638] 6.5.7638
(& software Upgrade Active Directary [2003] 2003
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Q Log Files =
v

System Status E
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f S = I ¥

Security Settings

The Security Settings window assists with managing system security certificates and web services
security.
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Figure 9-2 System Configuration Security Settings Window

System Configuration > Security Settings

| Web Services Security: O Secure ) Unsecure |

Digital Security Certificates

Category: All R Unit: All v

Showing 1 - 2 of 2 records

| Unit | Category Certificate Name ¥
() CTM-trust TRUST tsbu-ctm23.pem
{(*)  tomcat OWN tomcat.pem

Upload ] [ Download LSC

Web Services Security

You can turn on web services security by choosing Secure mode. For more information refer to the Cisco
TelePresence Security Solution documentation on Cisco.com,
http://www.cisco.com/en/US/docs/telepresence/security_solutions/security_solutions.html

A

Caution  Cisco Unified CM and any CTMS registered with CTS-Manager must be configured and set to secure
mode before downloading CAPF certs, LSCs, and setting CTS-Manager to secure mode. If secure mode
is not established in this order, you may need to restart the CTI manager in Cisco Unified CM and restart
CTS-Manager in order for secure mode to work properly.

Digital Security Certificates

CTS-Manager supports the following security certificates:
e Tomcat—Security Keystore to store self-generated Apache Tomcat certificates.

~

Note = CTS-Manager does not support replacing the default Tomcat certificate with any other
certificate.
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e CTM-trust—CTS-Manager Security Keystore to store digital certificates for Microsoft Exchange or
IBM Domino, Directory Server, and Cisco Unified CM.

Generating Security Certificate Reports

You can generate a list of certificates containing a specific category and unit by supplying the following
criteria:

¢ Choose All, Own, or Trust from the Category drop-down list.
e Choose All, CTM-trust, or Tomcat from the Unit menu.

e Click Filter to generate the list of certificates that match the search criteria.

Viewing Security Certificates

To view the contents of a security certificate click the radio button next to the certificate unit name and
click View.

The contents of the certificate can be copied and pasted in a text file.

Deleting Security Certificates

To delete a CTM-trust type security certificate, click the radio button next to the certificate unit name
and click Delete.

N

Note CAPF-LSCs and CAPF-trust certificates and tomcat cannot be deleted. To remove them, set Web
Security to “Unsecure.” Setting Web Security to unsecure triggers the deletion process.

Uploading Security Certificates

To display the Certificate Upload window, from which you can copy a security certificate to
Cisco TelePresence Manager, click Upload.

A

Caution  You cannot upload a certificate of the same name. You must delete the existing certificate before
uploading a new one. If a certificate has expired, you cannot attempt to upload it.

Step 1 In the Certificate Upload window, choose the category and unit for the certificate.

Step 2 Click Browse to choose a location where a certificate file is located, and add it to the Certificate field.
Step3  Click Upload to copy the file.

Step4d  Click Close to close the Certificate Upload window.
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LDAP Server

CTS-Manager uses Lightweight Directory Access Protocol (LDAP) to retrieve information related to
users and conference rooms from Directory Server deployments. Enterprises typically use specialized
databases called directories to store information related to users, meeting rooms, and so on. LDAP is a
protocol for accessing directories.

Note = CTS-Manager only supports English language-based Active Directory installations.

The initial LDAP Server window gives details on the CTS-Manager LDAP system.

Figure 9-3 System Configuration>LDAP Server

System Configuration > LDAP Server

LDAP Server

Service Status: 1] 4
Showing 1 - 1 of 1 records
Hostname ¥ User Name ¥ Default context *
() tshu-srb DEFAULT cn=administrator,cn=users,DC=srdev,DC=com DC=srdev,DC=com

First| | < Previous Mext = | |Last RnwsF‘erPage: Edit... | | Delete

From this window, multiple new LDAP servers can be configured or existing ones can be edited and
updated.

This window specifies LDAP Directory Server server settings that are used by CTS-Manager to access
the directory information. Open the LDAP Server window to see the the status of the server. This window
also allows new settings or editing the settings and field mappings.

Settings for LDAP

The LDAP New or Edit window is where you make changes to the LDAP server after first-time
installation.
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Multiple LDAP Peer Domains

Step 1
Step 2
Step 3

Note

If you have a LDAP peer domain configured you’ll need to specify the additional user containers and
context. You can do this with one of the User Container fields.

For example, cn=users, dc=domain2, dc=com

When specifying the container and context information for your peer domain, DO NOT check the
Append default context box.

To test the connection between this system and the LDAP server, click Test Connection.
To register new or modified settings, click Apply.

To restore the original settings, click Reset

LDAP containers configured for use with CTS-Manager should not be specified in such a way where one
container is the child of the other. This requirement includes specifying the default context.

Table 9-2 describes the settings for the LDAP Server window.

Field Mappings

The CTS-Manager server uses application objects and attributes that are internally mapped to the objects
and attributes in the LDAP Directory Server. Most of these mappings are predefined and fixed. However,
some of the information required for the Cisco TelePresence system may be stored in different attributes
of the LDAP Directory Server, based on the enterprise deployment. The Field Mapping window provides
a mechanism to map such objects and attributes used by the CTS-Manager server to the object and
attributes defined in the LDAP Directory Server schema.

Microsoft Exchange Deployments

A

The attributes are used by the Exchange server to store the user’s e-mail and display name information.
For most of the Exchange deployments, this information should not be changed. It is very unlikely that
these mappings need to be changed. In case there is a requirement to authenticate users using a different
attribute, please contact Cisco Support before changing these values.h

CTS-Manager supports connection to multiple LDAP domains/servers that belong to a single Active
Directory forest. Some of the setups with which CTS-Manager can work are peer-peer LDAP domain
setup, and Parent-Child LDAP domain setup.

Caution

The object and attribute mappings for Exchange/Directory Server deployments are listed in Table 9-4
and cannot be changed after installing and configuring Cisco TelePresence Manager. Cisco TelePresence
Manager may not functions properly if the Object Class fields are changed.
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Figure 9-4 New LDAP Window Mappings

<} tshu-ctm15.cisco.com - Cisco TelePresence Manager -- Web Page Dialog
Mew ... LOAP Servers

|2 |>_ﬂ

Host: || | *

Bind Method: O zecure @ Hormal

Port; 380 | s

Default Context: | | *
1 username: | | [ append default context *

Password: | | *

Certificate: | |

User Containers: | [ append default context *

| | Append default context

| O Append default context

|
|
| | [ append default cantext
|
|

| O Append default context

* Required Fields [ Test Connection |
Person
Chject Class attribute
SchedulerMame: |Persun | |c:n | g]
ErnailIl: |Persnn | |mai| | ED
DisplayMame: |Persnn | |disp|ayname | E:l n
[ Wiew Sample Data ] A

Table 9-2 lists the fields in the LDAP Server - New window. See Table 9-4 for the Person
field information.

CTS-Manager requires the Active Directory domain level to be set to at least level 2. If the
domain controller is null due to some configuration issue on the Active Directory server,
CTS-Manager will not work.
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New LDAP Server Settings

Field or Button

Description or Settings

Host

LDAP server host name.

Bind Method

Click the Secure or Normal radio button to select the binding
method:

e Secure—Secure SSL connection requires the Distinguished
Encoding Rules (DER) Certificate for the LDAP server.

¢ Normal—CTS-Manager communicates with the Microsoft
Exchange or IBM Domino server in cleartext using HTTP.

Port

The default port for secure connection is 636.

The default port for normal connection in a single LDAP server
deployment is 389.

In cases where deployments consist of multiple LDAP Directory
Servers, this port should be configured with 3268, which is the
Global Catalog port.

Secure Global Catalog port is 3269.

Default Context

The default context from which the LDAP queries are
performed.

To change the context string:

e (Click the Fetch DNS button and choose the context from the
Fetch DNS drop-down list adjacent to this field.

Username

The username used to authenticate to the LDAP server. This
must be in the LDAP fully qualified domain name (FQDN)
format. Example:
cn=administrator,cn=users,dc=<mydomain>,dc=com)

Note “cn=CTSMan User” is another example. Note that the
CTS-Manager Active Directory configuration requires
using users that have Domain Admin privilege. The user,
“CTSMan User” only needs to be created with the
Domain Users privilege.

Password

Password to access the LDAP server.

Certificate

The name of the LDAP certificate. This is only needed if you
have chosen the Secure Bind Method.

[ oL-13673-06
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Table 9-2 New LDAP Server Settings (continued)

Field or Button

Description or Settings

User containers

The containers from which queries are performed to retrieve user
objects. More than one user container or user object can be
specified. The Cisco Telepresence server uses the values entered
to search through the containers in sequence to retrieve user and
meeting room information from the Directory Server.
Additionally, these containers are used to retrieve user
information for authentication.

e To append the default context, check the Append default
context box next to the user container field.

Note If you have a LDAP peer domain configured you’ll need
to specify any user containers and context. For example,
"en=users,dc=domain2,dc=com".

When specifying the container and context information
for your peer domain, DO NOT check the Append
default context box.

Test Connection

This allows you to test the connection configuration between this
system and the LDAP server.

Edit

To edit the LDAP mapping, click on the radio button to select the LDAP server that you
want to edit. Then click on the Edit button. The LDAP Edit window appears. Table 9-3 lists
the field information. See Table 9-4 for the Person field information.
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Figure 9-5 Edit LDAP Window

3 tshu-ctm15.cisco.com - Cisco TelePresence Manager -- Web Page Dialog

Edit... LDAP Servers
Host: |tshu-u:tmpc26 | i
Bind Method: O secure ® Hormal
Port: 389 | *
Default Context: |0=acme | *
Isername: |cn=administrat0r | append default context &
Password: |unuuno | *
Certificate: | |[Browse
User Containers: |0=acme | ] append default context f
| | [ append default context
| | O append default context
| | O append default context
| | [ append default context
* Required Fields [ Test Connection J
Person
Object Class Attribute
SchedulerMarme: |Person | |cn |
EmaillD: |Person | |mai| |
DisplayMarme; |Person | |disp|a\,rname | =
[ Yiew Sample Data ] b
Table 9-3 Edit LDAP Server Settings
Field or Button Description or Settings
Host LDAP server host name.
Bind Method Click the Secure or Normal radio button to select the binding
method:

e Secure—Secure SSL connection requires the Distinguished
Encoding Rules (DER) Certificate for the LDAP server.

e Normal—CTS-Manager communicates with the Microsoft
Exchange or IBM Domino server in cleartext using HTTP.
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Table 9-3

Edit LDAP Server Settings (continued)

Field or Button

Description or Settings

Port

The default port for secure connection is 636.

The default port for normal connection in a single LDAP server
deployment is 389.

In cases where deployments consist of multiple LDAP Directory
Servers, this port should be configured with 3268, which is the
Global Catalog port.

Secure Global Catalog port is 3269.

Default Context

The default context from which the LDAP queries are
performed.

To change the context string:

e (Click the Fetch DNS button and choose the context from the
Fetch DNS drop-down list adjacent to this field.

Username

The username used to authenticate to the LDAP server. This
must be in the LDAP fully qualified domain name (FQDN)
format. Example:
cn=administrator,cn=users,dc=<mydomain>,dc=com)

Password

Password to access the LDAP server.

Certificate

The name of the LDAP certificate. This is only needed if you
have chosen the Secure Bind Method.

User containers

The containers from which queries are performed to retrieve user
objects. More than one user container or user object can be
specified. The Cisco Telepresence server uses the values entered
to search through the containers in sequence to retrieve user and
meeting room information from the Directory Server.
Additionally, these containers are used to retrieve user
information for authentication.

e To append the default context, check the Append default
context box next to the user container field.

Note If you have a LDAP peer domain configured you’ll need
to specify any user containers and context. For example,
"en=users,dc=domain2,dc=com".

When specifying the container and context information
for your peer domain, DO NOT check the Append
default context box.

Verifying Field Mapping Data

Verify that the data retrieved is as you expected. If data is incorrect, the application will not operate

correctly.

Click View Sample Data to retrieve objects based on the mappings specified.
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Caution

Setting the LDAP objects and attributes used by the Exchange server requires experience using Directory
Server and Exchange software. Do not change the mail value in the LDAP SchedulerName Attribute
field.

The majority of deployments do not require any changes to these attributes. Incorrectly changing these
fields will result in Cisco TelePresence Manager not being able to function.

Consult the Cisco TelePresence Manager support team and the LDAP and Exchange server administrator
for your deployment before changing the default mappings in these screens.

Table 9-4 describes the settings for the Person fields in both the New and Edit windows.

Table 9-4 LDAP Person - Objects and Attributes
Application Object Application Attribute LDAP Object Class LDAP Attribute
Person
SchedulerName: Person cn
Note Do not change
this value. If
this value is
changed
incorrectly,
meetings will
not have the
correct
information.
EmaillD: Person mail
DisplayName: Person displayname

Note The Object Class mappings need not be changed and are displayed ready only. Only the
attribute mappings need to be changed if required.

IBM Domino Deployments

Note

These attributes are used by the Domino LDAP server to retrieve the user's e-mail and display name
information. For most of the Domino deployments, this information should not be changed.

CTS-Manager supports a Domino deployment with a single domain. CTS-Manager can be configured

against one Domino server only. In a cluster environment, all resource reservation databases that contain
a Cisco TelePresence room’s reservations must be replicated to the Domino server that CTS-Manager is
configured against. Users in Directory Assistance database configured with external LDAP servers are
not supported.

View the data on a new or changed set up and then click the Apply to save the configuration.

The object and attribute mappings for Domino/Directory Server deployments are listed in Table 9-6 and
cannot be changed after installing and configuring CTS-Manager.

[ oL-13673-06

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide



Chapter9  Additional Installation Configurations for Cisco TelePresence Manager |

Figure 9-6

1l [N
Cisco
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ﬁ Rooms
& MCU Devices
3 Unified i
¥ System Configuration
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@ 1BM Domino
& 1oap server
% Discovery Service
% MCU Devices
&59 Live Desks

% Access

Field Mappings

IBM LDAP New/Edit Field Mappings Window

Cisco TelePresence Manage

LDAP Server

System Configuration > LDAP Server

Default Context:
| Hostamev |
@ tr-domino DEFAULT | Username:
Password:
Certificate:

User Containers:

@ Policy Management

@ System Settings

E& Application Settings

@ Software Upgrade
¥ Troubleshooting

@ System Log

Q Log Files

System Status [

= Rreyiods)

Today's Meetings:
With Error: @g 1
In Progress: [f‘; 0
Scheduled: L?‘@ 2

* Required Fields

3 fid-domino-ctsman.cisco.com - Cisco TelePresence Manager — Web Page Dialog

Service Status: 0
Port:

admin | Logout | Preferences | Help | About

:
o=TRGA -
O e bk artet. *
-

Showing 1 - 1 of 1 records

[ Append defautt context *
I:| [ Append default context
I:l [ Append default context
I:I [ Append default context
|:| [ Append default context

W

Person

Object Class
SchedulerName:
EmaillD:
D Peson |

Attribute

I‘I

o] o]

Table 9-5 lists the information for the fields in the IBM LDAP Edit or New window.

Table 9-5

IBM LDAP Server Settings

Field or Button

Description or Settings

Host

LDAP server host name.

Bind Method

Click the Secure or Normal radio button to select the binding
method:

e Secure—Secure SSL connection requires the Distinguished
Encoding Rules (DER) Certificate for the LDAP server.

e Normal—CTS-Manager communicates with the Microsoft
Exchange or IBM Domino server in cleartext using HTTP.
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Table 9-5 IBM LDAP Server Settings (continued)

Field or Button

Description or Settings

Port

The default port for secure connection is 636.

The default port for normal connection in a single LDAP server
deployment is 389.

In cases where deployments consist of multiple LDAP Directory
Servers, this port should be configured with 3268, which is the
Global Catalog port.

Secure Global Catalog port is 3269.

Default Context

The default context from which the LDAP queries are
performed.

To change the context string:

e (Click the Fetch DNs button and choose the context from the
Fetch DNs drop-down list adjacent to this field.

Username

The username used to authenticate to the LDAP server. This
must be in the LDAP fully qualified domain name (FQDN)
format. Example:
cn=administrator,cn=users,dc=<mydomain>,dc=com)

Password

Password to access the LDAP server.

Certificate

The name of the LDAP certificate. This is only needed if you
have chosen the Secure Bind Method.

User containers

The containers from which queries are performed to retrieve user
objects. More than one user container or user object can be
specified. The Cisco Telepresence server uses the values entered
to search through the containers in sequence to retrieve user and
meeting room information from the Directory Server.
Additionally, these containers are used to retrieve user
information for authentication.

e To append the default context, check the Append default
context box next to the user container field.

Note If you have a LDAP peer domain configured you’ll need
to specify any user containers and context. For example,
"en=users,dc=domain2,dc=com".

When specifying the container and context information
for your peer domain, DO NOT check the Append
default context box.

Test Connection

Allows you to test the configuration connection

Table 9-6 describes the settings for the Person fields in both the New and Edit windows.
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Table 9-6 LDAP Person - Objects and Attributes
Application Object Application Attribute LDAP Object Class LDAP Attribute
Person
SchedulerName Person cn
Note Do not change
this value. If
this value is
changed
incorrectly,
meetings will
not have the
correct
information.
EmaillD Person mail
DisplayName Person cn

Note The Object Class mappings need not be changed and are displayed ready only. Only the
attribute mappings need to be changed if required.

Verifying Field Mapping Data

Verify that the data retrieved is as you expected. If data is incorrect, the application will not operate
correctly.

Click View Sample Data to retrieve objects based on the mappings specified.

A

Caution  The Setting of the LDAP objects and attributes used by the Domino server requires experience using
Directory Server and Domino software. Do not change the mail and cn values in the LDAP
SchedulerName Attribute field.

The majority of deployments do not require any changes to these attributes. Incorrectly changing these
fields will result in Cisco TelePresence Manager not being able to function.
Consult the Cisco TelePresence Manager support team and the LDAP and Domino server administrator
for your deployment before changing the default mappings in these screens.

Deleting Server

Before performing a delete on a DNS server, it is important to first change existing servers like CUCM
and MCU to IP from hostname before the DNS server is deleted. If the hostname is not changed first,
the CUCM and MCU servers will be put in error status.

Password

Use the System Settings window to change the password for the Cisco TelePresence Manager. You must
know the current password. Input the new password the second time for verification.Do not use anything
other than English, as International words or characters are not supported in this release.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
m. 0L-13673-06 |



| Chapter9 Additional Installation Configurations for Cisco TelePresence Manager

Calendar Server W

Figure 9-7 System Configuration - System Settings Window Password Tab

System Configuration > System Settings

IP Settings jl NTP Settings 1[ SHMP Settings 1[ Remote .H.EEDIJI'Ith Password I System

Username:
Current Password:

Mew Password:

New Password (verify): | | e

admin

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Note

To display the password fields, click on the tab, Password.
Type in your current password.

Then, to change password, go to New Password field and type your new password, using only English
characters.

In the New Password (verify) field, repeat your new password to verify it.
To register the new password, click Apply.

To restore to the original password, click Reset.

Make sure you keep your password secure and that it follows standard password guidelines, minimum 6
letters.

Calendar Server

Note

If you did not specify a Calendar server (either Microsoft Exchange or IBM Domino) during the initial
installation, the Calendar Server window displays the Calendar Server wizard.

The Calendar Server wizard leads you through a four-step process to register a Calendar server with
CTS-Manager.

The LDAP server you specified during initial installation determines if you will be able to sync any
Cisco TelePresence endpoints with the Calendar server you are registering. The LDAP server you are
using must match the Calendar server you are registering.

The No Calendar Server window displays the Configure Now button to initiate the Calendar Server
wizard.

[ oL-13673-06

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide



Chapter9  Additional Installation Configurations for Cisco TelePresence Manager |

MW calendar Server

Figure 9-8 Configure Calendar Server

Configure the Calendar server (M3 Exchange or IEM Domino)to be supported by the Cisco TelePresence Manager:

[ Configure Now..

Step1  The first step in registering a Calendar server with CTS-Manager is to choose either IBM Domino or
Microsoft Exchange.

Figure 9-9 Cisco TelePresence Manager - Calendar Server Selection Screen

A tsbu-ctm2? - Cisco TelePresence Manager -- Webpage Dialog

Cisco TelePresence Calendar Server
Manager

Selecl Lhe ernail server Lo oo L nexl sbep.

1 - Calendar Server Selection () Microsoft Exchange

? - Calendar SeErver O 18M Uomino
3 - Confirmation

Selection o Calendar server will display correspondirg szrver
set up screzn in a corming step. of none is selectec the
Calendar Serwvar confguration step will be ckipped.

Zarcel

Step2 In the next step you need to specify the service logon information. The example below displays the
information needed to use the Microsoft Exchange service.
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Figure 9-10 Cisco TelePresence Manager - Calendar Server MicroSoft Exchange Screen

& tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

Cisco Microsoft Exchange
TEIEPI’ESE“CE Enter Microsoft Exchange resource properties. Connection to the -
Manager Microsoft Exchange server must be tested and verified before vou can
advance to the next step.
Host: || |
2 - Calendar Server ]
: ] Bind Method: ) secure & Normal
3 - Confirmation
Port: g0 |
Domain Mame: | |
Logon Mame: | |
SMTP LHS: | |
Fazsword: | |
Certificate: | |
[ Test Connection |
bt

Step3  Click Apply to save the new Calendar server settings.
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Figure 9-11 Cisco TelePresence Manager - Calendar Confirmation Screen

& tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

é.:‘ Software Confirmation
&% uUpgrade

Click apply to save the settings

3 - Confirmation

Apply

Stepd  Then click OK to restart the CTS-Manager server.
Figure 9-12 Apply Changes Screen

Windows Internet Explorer [Z|

¥ |\ The UI wil be restarted automatically for the changes to take effect,
“-—"/ Are vou sure you want ko apply the changes?

[ o | [ Cancel

Step5  Once the server has restarted, click Continue to re-launch the CTS-Manager server and log in.
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Figure 9-13 System Restart Notification Screen

(XY Y RN

The system is finishing up vour request. It might be several minutes before the system is ready again. You will be allowed to continue onto the login screen once the
zystem becomes available. Pleaze wait.

A

Caution  If the Calendar service you are registering with does not match the LDAP server you specified during
initial installation, the wizard will display all the Cisco TelePresence endpoints that will not sync with
the new Calendar service. You can proceed with the Calendar service you have chosen, but meeting
organizers will not be able to use the endpoints to schedule meetings.

Microsoft Exchange

The Microsoft Exchange window helps you manage the database that stores meeting information.

To test the connection between this system and the Microsoft Exchange server as shown in Figure 9-14:

Step 1 Click Test Connection.
Step2  To register new or modified settings, click Apply.

Step3  To restore the original settings, click Reset.

Note = CTS-Manager only supports Microsoft Windows Server 2003, Microsoft Exchange 2003 and 2007,
Enterprise Edition. Entourage client is not supported.
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Figure 9-14 Microsoft Exchange Calendar Service Window
Service Status: oK
Mailbox Usage: 43.77% full {17508.0 of 40000.0 KB i= used)
Host: |t5bu—5r6 |"’
Bind Method: O secure & Normal
Port: a0 | =
Domain Mame: |5rdev.cnm |'
Logon Mame: |SuperU5er |
SMTE LHS: |SuperUser [ =
Pas&wﬂrd: |GGI'I'IIII"'...II‘I“‘..IIIIIl *
Certificate: | | Browse
Mumber of Meetings Per Query: |1.I:IEI | *

* Required Fields [ Test connection || | 2pply Reszet

Synchronization Operations

Subscription Status: All v Room: |
Showing 1 - 4 of 4 records
D | Room Mame ~* | Last Synchronization Time [+) | Subscription Status
[ TelepresenceRoom34 " 12/08/2008 12:00 AM Success
[[] TeleprezenceRoom32 " 12/08/2008 12:00 AM Success
[[1 TelepresenceRoom3t v"lygg,’gggg 12:00 AM Success
[[1 TeleprezenceRoom33 v’lgmgmggg 12:00 AM Success

First < Previous ext = Last Rows Per Page: | 10 % Re-sync

(+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Table 9-7 describes the information and operations accessible from this window.

Table 9-7 Microsoft Exchange Server

Field Description or Settings

Service status Display-only status report of system service.

Mailbox Usage Meeting information is mailed to users. This display-only field reports the amount of

storage space taken up by the e-mails as a percentage of total space available.

Host Hostname provided for the Microsoft Exchange server account, which can be modified.
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Table 9-7 Microsoft Exchange Server (continued)
Field Description or Settings
Bind Method Choose the Secure or Normal radio button to select the binding method, as follows:
e Secure—CTS-Manager communicates with the Microsoft Exchange server in
secure mode using HTTPS. This method requires enabling Secure Socket Layer
(SSL). on the Microsoft Exchange server.
¢ Normal—CTS-Manager communicates with the Microsoft Exchange server in
cleartext using HTTP.
Port Communication port number.

Domain Name

Domain name provided for the Microsoft Exchange server account, which can be
changed.

A

Note  This is the email domain name.

Logon Name

This is the account name used to log on to the Microsoft Exchange server. The value is
dependent on the AD/Exchange configuration. For example, it is either
ctsappaccount@mycompany.comor ctsappaccount.

SMTP LHS This is the left hand side (LHS) of the SMTP address for the account specified by the
Logon Name. If the full SMTP address is ctsappsmtp@mycompany . com enter
ctsappsmtp in this field.

Password Password used to access the Microsoft Exchange server account, which can be changed.

Certificate Use the field to provide a trust certificate for new Microsoft Exchange server.

Configure EWS Use this button to bring up the Exchange Web Services window. Exchange needs to be

configured for EWS when upgrading to Exchange 2007.

~
Note EWS Authentication - must use the NTLM v1 authentication. The Axis2
Library does not support NTLM v2 at this time.

~
Note  For WebDav it was required to disable FBA. For EWS, FBA needs to be
enabled.

CTS-Manager and Microsoft Exchange server automatically renews subscriptions every 40 minutes. If
there are any changes for room status in Exchange, the CTS-Manager will not be notified of the change
until that 40 minute update time. The exception is if CTS-Manager is forces to sync with the Exchange
server by either doing a reboot or a restart.

Re-sync Operations

The Re-sync Operations area tells you when information in the Microsoft Exchange server database was
last updated with meetings scheduled for a particular room.
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Step 1

Step 2

Step 3

Note

When mismatched information in the databases causes meeting conflicts or there are other problems that
prevent a meeting from being launched successfully, this area of the Microsoft Exchange window allows
you to synchronize information between Microsoft Exchange and the CTS-Manager database.
Synchronization takes time and system resources to accomplish and should be done only when
necessary.

To synchronize information between Microsoft Exchange and the CTS-Manager database:

Check the boxes next to the rooms to select them. To synchronize information for all meeting rooms,
check the box next to Room Name in the display header.

Click Re-sync to start the operation.

Once you’ve begun the Re-sync operation the Service Status field displays a Sync progress indicator
showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.

Table 9-8 describes the information displayed in this area of the Microsoft Exchange window.

A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered with
Cisco TelePresence Manager you can click the Next button to display the additional rooms.
Table 9-8 Microsoft Exchange Server Synchronization Report

Field

Description

Room Name

Name of the meeting room. Click the arrow in the header of the Room Name column
to sort the list in ascending or descending alphabetical order.

Last Synchronization Time Time the synchronization operation was started.

Subscription Status

Status of the synchronization operation. Click the arrow in the header of the Room
Name column to sort the list in ascending or descending alphabetical order.

IBM Domino

The IBM Domino window helps you manage the database that stores TelePresence meeting information.

To test the connection between this system and the Domino server, as shown in Figure 9-15
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Step 1
Step 2
Step 3

Click Test Connection.
To register new or modified settings, click Apply.

To restore the original settings, click Reset.

Figure 9-15 IBM Domino Calendar Service Window

System Configuration > IBM Domino

Service Status: 0K

Mailbox Usage: Unable to obtain necessary information
Host: |t5bu—ctrr||:lc:l.3 |=

Bind Method: O secure &) Normal

Port: a0 | =
COrganization Name: |Ci5anev |=
Username: |I:trr| account |=
Passwﬂrlj: |............................l *
Folling Interval (minutes): |l. | =
Certificate: | || Browse

* Required Fields

Subscription Status:

Synchronization Operations

[ Test Connection Apply Reset

All v Room: | |

Showing 1 - 1 of 1 records

Domino Databases ~ | Last Synchronization Time [+) | Resynchronization Status | Associated Rooms
Tel . v = TelepresenceRoom15/Bldg 19 San Jose
elepres.ns : uccess
e TeleprezenceRoom14/Bldg 15 San Jose
Firs Previous = Last Rows Per Page: | 10 % [ Re-sync ] [ Refresh

(+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Table 9-9 describes the information and operations accessible from this window.
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Table 9-9 IBM Domino Server

Field or Button

Description or Settings

Service status

Display-only status report of system service.

Mailbox Usage

Meeting information is mailed to users. This display-only field reports the amount of
storage space taken up by the emails as a percentage of total space available.

Host Hostname provided for the Domino server account, which can be modified.
Bind Method Choose the Secure or Normal radio button to select the binding method, as follows:
e Secure—CTS-Manager communicates with the Domino server in secure mode
using HTTPS. This method requires enabling Secure Socket Layer (SSL). on the
Domino server.
¢ Normal—CTS-Manager communicates with the Domino server in cleartext using
HTTP.
Port Communication port number.

Organization Name

Domain name provided for the Domino server account, which can be changed.

Username This is the account name used to log on to the Domino server.
Password Password used to access the Domino server account, which can be changed.
Note  Make sure the Internet password is used in the Password fields in the System
Configuration> IBM Domino window and the LDAP Server window.
Polling Interval (minutes) Specifies the time interval, in minutes from 1 to 360, to poll the Domino server for
meeting information.
Certificate Use the field to provide an IBM Domino trust certificate class file.

Note A certificate is required in secure mode only.

Re-sync Operations

Step 1

Step 2

The Re-sync Operations area tells you when information in the Domino server database was last updated
with meetings scheduled for a particular room.

When mismatched information in the databases causes meeting conflicts or there are other problems that
prevent a meeting from being launched successfully, this area of the IBM Domino window allows you
to synchronize information between Domino and the CTS-Manager database. Synchronization takes
time and system resources to accomplish and should be done only when necessary.

To synchronize information between Domino and the CTS-Manager database:

Click Re-sync to start the operation.

Once you’ve begun the Re-sync operation the Service Status field displays a Sync progress indicator
showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.

Table 9-10 describes the information displayed in this area of the IBM Domino window.
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System Settings

Table 9-10 IBM Domino Server Synchronization Report

Field Description
Domino Databases

Name of the meeting room. Click the arrow in the header of the Room Name column to
sort the list in ascending or descending alphabetical order.

Last Synchronization Time Time the synchronization operation was started.
Resynchronization Status Status of the synchronization operation.
Associated Rooms Name of the Cisco TelePresence meeting rooms associated with the Domino database.

Note The room name displayed is the name of the room in the Domino database. In
order for CTS-Manager to successfully sync the room’s meeting calendar, the
room name must exactly match the room name in the Cisco TelePresence
System profile registered in Unified CM.

System Settings

If you are the system administrator and know the superuser password, you can open the System Settings
window to see the following choices:

e [P Setting

e NTP Setting

e SNMP Setting

e Remote Account

e Password

e System Configuration - System Settings

Use the tabs in this window to modify IP settings, configure a Network Time Protocol (NTP) server,
enable or disable Simple Network Management Protocol (SNMP), set up a temporary account for access,
change the system password, and restart the system.

IP Setting

The IP Setting window lists information that is provided to CTS-Manager during first-time installation
and configuration. Although it is typically not necessary to change IP settings, this window offers a place
to modify some of them. Figure 9-16 describes the fields and buttons.
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Figure 9-16

System Settings Window IP Settings Tab

System Configuration > System Settings

IP Settin951 NTP Settings 1[ SHMP Settings 1[ Remuote AI:I:DIJI'It“ Password 1[ E'_.rsternw

MAC Address:
Heostname:
Domain Name:
Frimary DNS:
Secondary DNS:
Ethernet Card:
DHCP:

IP Address:
Subnet Mask:

Default Gateway:

00:1a3:4b:33:2f:ec

tsbu-ctm18

|ciscu.com

|171.70.168.183

eth0

(O Enable ® Disable

|172.28.68.165

|255.255.255.0

[172.28.88.1

To add new information, type it in the fields provided.

To change information, highlight and delete existing information and type in the new information.

To register new or modified settings, click Apply.

To restore the original settings, click Reset.

Table 9-11 describes the information displayed in this area of the IP Settings window

Table 9-11

IP Settings

Field or Button

Description or Settings

MAC Address

Display-only MAC address number supplied for this
Cisco TelePresence Manager.

Hostname

Manager.

Display-only hostname configured for this Cisco TelePresence

Domain Name

Domain name for this Cisco TelePresence Manager.

Primary DNS

Primary DNS server IP address supplied for this
Cisco TelePresence Manager.

Secondary DNS

Secondary DNS server IP address supplied for this
Cisco TelePresence Manager.

Ethernet Card

Name supplied for the system Ethernet card.

DHCP

N

Note

Enable and Disable radio buttons determine whether DHCP is
enabled or disabled. When the Enable radio button is chosen,
information in the IP address fields cannot be modified.

To modify the IP settings for this
Cisco TelePresence Manager, click the

Disable radio button.
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NTP Setting H
Table 9-11 IP Settings (continued)
Field or Button Description or Settings
IP Address IP address supplied for this Cisco TelePresence Manager.
Subnet Mask Subnet mask used on the IP address.
Default Gateway Default gateway IP address supplied for this Cisco TelePresence
Manager.

Deleting Server

Before performing a delete on a DNS server, it is important to first change existing servers like CUCM
and MCU to IP from hostname before the DNS server is deleted. If the hostname is not changed first,
the CUCM and MCU servers will be put in error status.

NTP Setting

Click the NTP Setting tab in the System Settings window to list the configured IP address of the Network
Time Protocol (NTP) servers.

NTP is used to synchronize the clocks on Cisco IP telephony servers with an external network time
server that uses NTP.

Figure 9-17 System Settings Window NTP Settings Tab

System Configuration > System Settings

IFP Settings NTP 5ettings1 SNMF Settings ]l Remote Ac:ount\” Password 1[ System]

NTF Server 1: [64.104.222.16 |
NTE Server 2: |64.104.193.12 |
NTP Server 3: | |
NTF Server 4: | |
NTP Server 5: | |

Step1  To add an NTP server to the configuration, type the IP address in an NTP Server field.

Step2  Tochange an NTP server in the configuration, highlight and delete the IP address in the NTP Server field
and type in the new address.

Step3  To register new or modified settings, click Apply.

Stepd  To restore the original settings, click Reset.
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SNMP Setting

SNMP is an industry-standard interface used by network management systems to capture system status

and
and

Use

error information, including information provided by Unified CM. Use the CLI function to enable
disable SNMP Service and also configure communities and trap destinations.

the CLI commands to change these settings:

No trap receiver configured. Use the CLI snmp set command to configure a trap receiver. The fields
collect trap receiver hostname or IP address and port, version, password, security level,
authentication algorithm, and encryption.

No SNMP community or users are configured. Use the CLI snmp set command to configure users
and communities.

To view SNMP settings, click the SNMP Setting tab in the System Settings window.

Figure 9-18 System Settings Window SNMP Settings Tab

System Configuration > System Settings

IP Settings ][ MTP Settings ]| SHMP Setﬁngs] Rernate Account][ Password W[ System}

Engine ID:

SHMP:

0x50001f88030017a449c3el
Disabled

SNMP Access Configuration

Showing 0 - 0 of 0 records

Wersion | Uzername/Community String | Access | Paszwaord | Secutity Level | Authentication Algarithrm | Encryption

Trap Receiver Configuration

Showing 1 -1 of 1 records

IP Addresz/Hostnarme Paort

| Wersion | Username/ Community String | Password | Engine ID | Security Level | Authentication Algorithm | Encryption

No configured trap destinations.

Mote: Use CLI shmp set commands to change these settings.

Table 9-12 describes the fields for SNMP settings.
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Table 9-12 SNMP Settings

SNMP Setting W

Field

Description or Settings

- Engine ID

The engine ID for the SNMP agent on this CTS-Manager.

If you configure the trap receiver, this engine ID is used to create
a trap user on the trap receiver system and to compute the security
digest for authenticating and encrypting packets sent to a user on
the remote host.

- SNMP

The default is disable. To change setting to enable, you must use
the CLI Utility command.

When SNMP is enabled, supply a password for the SNMP server
in the Configuration area.

SNMP Access Configuration

Use the CLI snamp set command to change these settings

— Username

SNMP server username.

— Current Password

SNMP server password. The password must be 8 characters long.
Enter it twice for verification.

Trap Receiver Configuration

Use the CLI snmp set command to change these settings. See
examples in following section.

- IP
Address/Hostname:Port

IP address or hostname and port number of the trap receiver

— Username

Trap receiver username.

— Current Password

Trap receiver password. The password must be 8 characters long.
Enter it twice for verification.

— Authentication Algorithm

Choose Message Digest 5 (MD5) or Secure Hash Algorithm
(SHA) for authentication.

Note = When performing a new installation, a default snmp "admin" user will not be created. The system created
default "admin” user with the default password, "snmppassword" must be changed in the new
installation. All customer created, modified snmp users and trap destinations will be migrated to a new

installation.

Technical Notes

CTS-Manager supports SNMP v3 and v2c. Together it supports ten SNMP users and five trap

destination/receivers. A string of trap receiver settings is added to the /etc/snmp/snmpd.conf file to
configure the trap receiver on the Cisco TelePresence Manager server. The string must include the
following information, which is collected in the fields described in Table 9-12 or is set by default:

e [P address and port number of the trap receiver

e Trap receiver username
e Trap receiver user password

e Trap sender engine ID

¢ Authentication method, either MD5 for Message Digest 5 or SHA for Secure Hash Algorithm
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Note

Database -

Settings

e Security model, which by default is authNoPriv
e SNMP version, which by default is version 3
e Included MIBs, which by default is ALL.

The following is an example trap receiver entry:

trapsess -e 0x80001£880474657374 -v 3 -m ALL -1 authNoPriv -u traper -a MD5 -A changeme
171.71.232.113:162

v3 Trap destination user cannot overlap with snmpv3 user. This is allowed only if both v3user and trap
destination have same password:

Allowed:

set snmp user add 3 admin rw authNoPriv snmppassword.

set snmp trapdest add 3 admin 172.20.124.44 authNoPriv snmppassword 0x80001f8803001a64635cd4

Not allowed:

set snmp user add 3 admin rw authNoPriv snmppassword
set snmp trapdest add 3 admin 172.20.124.44 authNoPriv cisco123 0x80001f8803001a64635cd4

These fields can be viewed and configured using get and set commands on the /usr/sbin/snmpconfig
script. To test your configuration, run snmptrapd come with net-snmp on the trap receiver system. You
can create the user in /etc/snmp/snmptrapd.conf on the trap receiver system before starting snmptrapd.

Status, Backup, and Restore

CTS-Manager uses an Informix database server to store information. The Database window allows the
Administrator to view the database status and run backup and restore operations. Open the Database
window to see the following choices:

e Settings
e Backup
e Restore

The Settings window allows you to manage the size and age of meeting information in the Informix
database. To register new settings, click Apply. To return to the original settings, click Reset.
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Figure 9-19 Database Window Settings Tab

System Configuration > Database

Settings] Backup \” R.estore \|

Service Status: 0K
Current Database Size: 0.01% full (0,93 of 14648 44 MB is used)
Autornatically Purge Data Older Than (ronths): 1 |* o

* Required Fields

Showing 1 - 7 of 7 records

Date * | Past Meetings | Future Meetings *
2009-09-z26 07:00:21.0 4 19
2009-09-27 07:00:25.0 g 13
2009-09-25 07:00:20.0 1z a11
2009-09-2%9 07:00:15.0 16 07
2009-09-30 07:00:24.0 13 Q04
Z2009-10-01 07:00:19.0 24 599
2009-10-02 07:00:19.0 29 394

Raws Per Page:

(+) The systern autornatically purges data when database utilization exceeds 75% of the allocated disk space.

S

Note = CTS-Manager operates only on those recurring meetings that have a start time within 2 years in the past.

Table 9-13 describes the information and settings that are accessible from the Database window Settings

tab.
Table 9-13 Database Settings
Field Description or Settings
Service Status Display-only status report of the Informix database server.
Current Database Size Display-only report showing the size of the database as a percentage of the amount of

total space available for a Cisco TelePresence Manager account in Directory Server.
The number displayed should not exceed 75%.

Automatically purge data older than |Sets the number of months of storage for the information in the database.

(months) Data older than the specified number of months is purged.

The purge cutoff date for this setting should be selected by balancing the number of
months of data retention against the size of the database required to store the data
created during that period. The default setting of 1 month is considered a reasonable
midpoint.

Note Database utilization cannot exceed 75% of the allocated disk space, and takes
precedence. If the number of months you have specified exceeds this
percentage, older data is purged so as not to exceed 75%.
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The view at the bottom of the Database Settings window displays, for example, the status of past
meetings for the past month and the future meetings scheduled for the next 12 months. If the list is longer
than is what is showing, use the Next or Last button to view more data.

Backup
Choose the Backup tab to display fields and settings that will assist you in scheduling backups of the

database. It is important to keep the backup current in case you need to activate the backup CTS-Manager
system.

Figure 9-20 System Configuration - Database Window Backup Tab

System Configuration > Database

Settings | Backup I Restore

Schedule (+): Daily @ 23:00
Mumber of backup files to keep:
Backup Type: ) Local () Remote
Sftp Ftp
|22 |
* Required Fields Backup Now

Backup History

Showing 1 - 10 of 14 records

Time stamp (+) ~ | Status | Type | Hastnarne | Location
12/07/2008 11:00 PM OK Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-08-07-00-00.tar.gz
12/06/2008 11:00 PM oK Local J/commaon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-07-07-00-00.tar.gz
12/05/2008 11:00 PM Ok Local JSoommon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-06-07-00-00.tar.gz
12/04/2008 11:00 PM OK Local fcommaon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-05-07-00-00.tar.gz
12/03/2008 11:00 PM 0K Local Jfoommon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-04-07-00-00.tar.gz
12/02/2008 11:00 PM OK Local fecommaon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-03-07-00-00.tar.gz
12/01/2008 11:00 PM OK Local feommaon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-02-07-00-00.tar.gz
11/30/2008 11:00 PM Ok Local Joommon/dbbackup/CTMbackup.file.1.5.0.0.2008-12-01-07-00-00.tar.gz
11/259/2008 11:00 PM OK Local fcommaon/dbbackup/CTMbackup.file.1.5.0.0.2008-11-30-07-00-00.tar.gz
11/28/2008 11:00 PM Ok Local Jeommon/dbbackup/CTMbackup.file.1.5.0.0.2008-11-25-07-00-00.tar.gz
Rows Per Page: | 10 %

(+) All times are =shown in time zone America/Los_Angeles null

Changing the Backup Schedule

The backup schedule currently set is displayed in the Backup window.

To change the backup schedule:
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Step 1
Step 2

Step 3

Step 4

)

Note

Database - Status, Backup, and Restore Il

Click Change.

Choose the starting time from the Start Time drop-down list. This sets the backup time in your local
timezone.

Choose the frequency of the backups by clicking the Daily or Weekly radio button.

A

Note If you click Weekly, check the box for the day of the week on which the backup should occur.

Click OK to register your settings, or Cancel to restore the original settings

To register new or modified settings, click Apply. To restore the original settings, click Reset.

Backup schedules are now displayed in your local timezone.

Backing Up CTS-Manager Data

Step 1

Step 2
Step 3
Step 4

Data backups are performed on the Active partition. If you switch partitions after performing a backup
you’ll need to perform another backup for the new Active partition. As part of data backup, the following
system information is backed up:

e Database data
e System SNMP configuration information
e System certificates

To back up files in the database:

From the drop-down list, choose the number of backup files to keep. If you choose 3, the last three
backup files will be kept, but earlier backup files will be purged.

~

Note If you are creating remote backups the number of backup files is not affected. CTS-Manager
only keeps track of the number of backups made locally.

Choose the type of backup by clicking the Local or Remote radio button.
Test your connection to a remote host by clicking Verify Remote Host.

Click backup Now to begin the operation.

Remote Storage Host Fields

A remote backup uses Secure FTP (SFTP) or FTP to store files remotely. If you choose to backup or

restore using FTP, you do not need to supply a port number.
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S

Note  FTP scripts for Upgrade, Backup and Restore use Expect scripts and perform on a best-effort
basis, due to potential variations in the responses sent by the FTP server. Only
username/password-based login is supported. Anonymous login is not supported.

Secure FTP (SFTP) is the recommended mode of transferring files over the network.

You must fill in the following fields to gain access permissions to a remote host:

Table 9-14

Remote Storage Host Fields

Field

Description

Remote Storage Host

Pathname of the remote host.

Port

Port to access the remote host. The default is port 22 for SFTP.

Username

Login name for the remote server.

Password

Password to access the remote server.

Storage Path

The full pathname where you want to store the backup files.

Viewing Backup History

The Database window Backup tab provides a history of database backups.

Table 9-15 describes the Backup History and Restore History fields.

Table 9-15

Backup History and Restore History Fields

Field

Description

Timestamp

Date and time of backup. Click the arrow in the header of the
Timestamp column to sort the list in ascending or descending
order.

Status

Status of the backup.

Type

Type of backup, either local or remote.

Hostname

Name of host for the backup files.

Location

Pathname where the files are stored.

Restore

The Restore tab displays the history of the database restore operations. As part of the data restore, the
following data is restored from the CTS-Manager backup file:

e Database data
¢ System SNMP configuration information
e System Certificates

OS parameters such as NTP, DNS are not backed up and thus not restored. It is expected that these
parameters are configured by the administrator on the system during installation and later modified using
CLI commands.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide

0L-13673-06 |



| Chapter9 Additional Installation Configurations for Cisco TelePresence Manager

Database - Status, Backup, and Restore

S

Note Do not create mixed DNS and non-DNS environments. Identifying CUCM node as publisher does not
support mixed mode.

See Table 9-15 for a description of the fields.

Figure 9-21 Database Window Restore Tab

System Configuration > Database

Settings 1[ Bacl-cupj| Restnre]

Restore Type: ® Local O Network
Restore Mode Sftp Ftp

* Required Fields [ available Backups | Jerify Remote Host

Restore History

Showing 0 - 0 of 0 records

Time stamp (+)] * | Status | Type | Hostname | Location

< Previous ext = Last Rows Per Page: | 10 |

(+) All times are shown in time zone America/Los_Angeles null

Restoring Backup Data

When you restore data from a backup file, all changes made to the database since the backup will be lost.
These changes must be added by the Exchange Sync Up and Discovery functions of the

Cisco TelePresence Manager server. The database Restore function should be run only as a last resort;
for example, when the database is corrupted or the disk fails and has to be replaced.
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S

Note

The restore operation will stop the Informix database server, so some CTS-Manager operations might be
impacted during the operation. While the restore operation is in progress, all other processes are stopped.
The user interface will only display progress of the restore operation. When the restore operation is
complete, the Cisco Telepresence Manager is automatically restarted and the login page is displayed.
You will have to login to resume use of the Cisco Telepresence Manager application.

You cannot restore the database from previous versions of CTS-Manager.

To restore data from a backup:

Step 1
Step 2
Step 3

Clicking Restore Now displays a window listing all the backups stored locally and remotely. If you want
to restore from a backup stored remotely you must first click the Network Restore Type radio button.
Then choose either the SFTP or FTP Restore Mode and enter required information to access the remote
host. See Table 9-14 for a description of the Remote Storage Host fields.

Click the Refresh button to view the list of backups.
Click the radio button next to the backup filename that is to be used for the restore operation.

Click Restore Now. This action initiates a full restore of the database from the backup file.

Discovery Service

Note

To display and modify settings that associate CTS-Manager with Cisco Unified CM, choose Discovery
Service in System Configuration.

The System Configuration>Discovery window opens. This window provides Service Status and the
listings of the CUCM connections.

If changing settings in the CUCM, it is necessary to perform a Discovery in CTS-Manager to get the new
settings registered. Otherwise, CTS-Manager won’t display or connect to the correct settings.
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Discovery Service I

System Configuration > Discovery

Discovery

| Service Status: (1] 4 |
Showing 1 - 2 of 2 records
| Status Hostmame * IP Address = Application Usermame *
() Error tsbu-ctrngl 172.28.71.198 ctruser
x ok tsbu-ctrn23 172.28.68.182 ffdxuser

[New...] [Eu:lit...] [Delete] [ Discover Rooms ] [ Refresh ]

Click on the radio button to select a host record. Once a record is selected, the buttons on the screen
become usable. Refer to Table 9-17 for a description of each button’s function.

To manually start the process that is periodically performed to discover new rooms added to Cisco
Unified CM, click Discover Rooms.

S
Note  This process consumes a large amount of system processor time. System operation will be

noticeably slower from the time that the Discover Rooms button has been clicked until the
process is completed.

Table 9-16 Discover Cisco Unified Communications Manager Settings

Field

Description or Settings

Service Status

Display-only status report of system services.

Note  You may see a progress indicator in the status field, especially if many Cisco
TelePresence meeting rooms are being managed by CTS-Manager. Each time
this page is accessed, the status is updated, and the progress indicator will be
seen while the system is discovering meeting rooms.

New This opens the Discovery Service window to add a new Cisco Unified Cm connection.
Edit This opens the Discovery Service window to correct current settings.
Delete This deletes the current Cisco Unified CM connection.

Discover Rooms

This allows you to manually start the process that is periodically performed to discover
new rooms added to Cisco UCM.

Refresh

This refreshes the window, ensuring the information is up to date.
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Once you select a record and press New or Edit, the Discovery Service window appears as shown in
Figure 9-22.

Figure 9-22 Discovery Service Window

System Configuration > Discovery Service

Unified CM:
Host: tshu-ctrng1 *
Username: |u:'trnuser | g
Passwurd: |-.-.--.-.--.----.----.----.ll #*
Certificate: | |[ Browse.. | +*
* Reguired Fields [ fest Eonnecton

+ See Security Settings for the certificate currently in use for this secure connection

To test the connection between Cisco TelePresence Manager and Cisco Unified Communications
Manager, click Test Connection.

To register new or modified settings, click Save. To restore the original settings, click Reset.

Table 9-17 describes fields, buttons, and settings.

Table 9-17 Discovery Service Cisco Unified CM Settings
Field Description or Settings
Host Name of the Cisco Unified CM server host that was selected in the Discover window.
Username Username for login to the Cisco Unified CM server.
Password Password to access the Cisco Unified CM server.
Certificate Use the field to provide a trust certificate for new Cisco Unified CM server.
Test Connection Tests the connection between CTS-Manager and CUCM server.
Save Save the new settings.
Reset Restore the original settings.

When a room is deleted from the application user profile, it is automatically deleted from CTS-Manager
without re-discovery. It is removed from calendar server view, but remains in rooms view.

Note  Rooms should be deleted only after an administrator manually does a re-discovery. If the room has a
large number of meetings, it is possible that the CTS-Manager performance will be impacted.
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MCU Devices

A

The MCU Devices window provides the ability to add and delete MCU devices. There are two MCU
devices supported by CTS-Manager—Cisco TelePresence Multipoint Switch (CTMS) and Cisco Unified
Video Conference device (CUVC). A CTMS communicates with CTS-Manager and the CTS-Manager
provides the scheduling information to the different CTMSs and each CTMS provides the multipoint
switching capabilities for the conference.

Specifying a CUVC as Non-Scheduled means the CUVC will not be used when a meeting is scheduled.

The MCU Devices support screen displays attributes for each MCU device configured with
CTS-Manager.

Caution

Figure 9-23

If the MCU devices has a reinstall the device must be registered through Cisco TelePresence Manager.
There are no errors generated by the MCU device software change. The Cisco TelePresence Multipoint
Switch Administrator must inform you of the change.

System Configuration>MCU Devices Window

System Configuration > Multipoint Conference Unit

MCU Devices
| Service Status: 0K |
Showing 1 - 1 of 1 records
Interop
Status Hostname ~ IP Addraszs Type * Control State Dezcription
GQuality
{:1 Ok tsbu-sr21 111.3111.111.111 CUVC Mon-Scheduled CIF CUvC
First < Prewious Mext = Lzst Rows Per Mew... Edit... Delete Ceallocate.,
Page:

Table 9-18 describes the MCU Device fields.

[ oL-13673-06
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Table 9-18 MCU Devices

Field Description or Settings
Service Status Allows the user to select MCU status: All, OK, or Error.
Status MCU status: All, OK, or Error.

Error:

¢ (Can indicate username and password mismatch between
CTS-Manager and CTMS.

e Network connectivity issue between CTS-Manager and

CTMS.
Note A CUVC always shows a status of OK

IP Address The TP address of MCU.

Hostname The configured Hostname of the MCU. Clicking the hostname
hyperlink opens a new browser window, with the CTMS login
page.

Type The MCU Type is either CTMS or CUVC. Clicking the arrow
allows you to sort ascending or descending.

Control State The Control State is either Scheduled or Non-Scheduled. If

Non-Schedules is listed, the resource allocation function won’t
be used. The arrow allows you to sort ascending or descending.

Interop Quality This area shows the selected CIF or 720p quality. This is not the
quality the device can support, but it is the video quality mode
currently set in the Application Setting window.

Description The Description field displays the MCU device description,
added when the MCU device was added. CUVC is the default;
CTMS is configured in the CTMS program.

New MCU CTMS Device

To register additional CTMS devices with Cisco TelePresence Manager, click New to display the
New...MCU Devices dialog box, and choose CTMS from the Type drop-down field.

Table 9-19 describes the fields that need to be filled out.

Table 9-19 Add a New MICU CTMS Device

Field Description or Settings

Type The selection is available from a pull-down list menu. CTMS or
CUVC are the only MCU types. If only CTMS appears in the
drop-down list, Interoperability with Video Conferencing has
not been enabled. Use the Application Settings window to enable
this feature.

MCU Hostname The configured Hostname of the MCU. This is the LHS of the
complete Host name

Username This is the account name used to log into the CTMS.
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MCU Devices I

Add a New MCU CTMS Device

Field

Description or Settings

Password

This is the account password used to log into the CTMS.

Control State

Select either Scheduled or Non-Scheduled. Specify whether the
CTMS is available (scheduled) for meetings.

CTMSs in a Scheduled state cannot be used to migrate meetings
from other CTMSs.If Non-Scheduled is selected, resource
allocation is not available. Selecting Scheduled allows resource
allocations.

Edit the MCU setting

To edit a MCU Device, click the radio button on the device line to select that device. Click the Edit
button. The Edit...MCU Devices window appears. Table 9-20 describes the fields that can be changed.

Table 9-20

Edit MCU CUVC Devices

Field

Description or Settings

Username

This is the account name used to log into the CTMS.

Password

This is the account password used to log into the CTMS.

Control State

Select either Scheduled or Non-Scheduled. Specify whether the
CTMS is available (scheduled) for meetings.

CTMSs in a Scheduled state cannot be used to migrate meetings
from other CTMSs. If Non-Scheduled is selected, resource
allocation is not available. Selecting Scheduled allows resource
allocations.

Deleting a MCU

A Multipoint Conference Unit cannot be deleted if there are any associated scheduled meetings. If the
MCU is a CUVC, with associated scheduled meetings, you must first Deallocate the CUVC resources

before you can delete the device.

To delete a MCU Device, click the radio button next to the device and click Delete.

Deallocate a MCU

Go to the Application Setting window. At the field, the Interoperability with Video Conferencing, under

the Enable Feature, select No.

Then in the MCU, click the radio button next to the selected device and then click Deallocate

Refreshing the list of MCUs

Click the Refresh button to refresh the list of MCU devices.

[ oL-13673-06
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Note  Once Interop has been enabled (see Application Settings), a CTMS device can only be added to
CTS-Manager if it is interop-ready. An interop-ready device is defined as running a certain level of
software release.

Access Management

From the Directory Server, it is possible to create groups, such as a Live Desk group and an Admin
group. Use this window to view and create roles for these groups. CTS-Manager supports two roles—a
Live Desk and an administrator.

The two roles have different levels of privilege and access when using CTS-Manager. Members in the
group mapped to the Live Desk role have limited privileges that allow them to view the meetings, rooms,
and system error and log files. Members in the group mapped to the Administrator role have the
privileges of the Live Desk role plus additional privileges that allow them to make configuration
changes.

Figure 9-24 Access Management Window

System Configuration > Access Management

Role to LDAP Group Mappings
Role:

Showing 0 - 0 of 0 records

| Fole | LDAR FODN

Assigning Roles to Groups Using Domino Directory Assistance

If your Cisco TelePresence Manager deployment is working with an IBM Domino Server and Domino
Directory Assistance, it is possible for the group to contain a user from an external directory. That type
of external user cannot be granted the CTS-Manager Administrator role. Only members of groups local
to the IBM Domino Directory may be granted the Administrator role.

You can generate a report about specific LDAP Group mappings, as follows:
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e Choose the role—All, Administrator, or Live Desk—from the Role drop-down list.

¢ Click Filter.

A

Caution ~ When assigning different Directory Server groups to a role, the Add window may not list the group or
groups you want to add. This is an Directory Server limitation when the number of groups returned by
the query exceeds 500. If this occurs, click the Manual radio button in the Add window, specify the
Group FQDN you are searching for and assign either the Live Desk or Administrator role.

Cisco TelePresence Multipoint Switch (CTMS)

A CTMS communicates with the Cisco TelePresence Manager. CTMSs provide the functionality for
three or more Cisco TelePresence rooms to attend a conference call. Cisco TelePresence Manager
provides the scheduling information to the different CTMSs and each CTMS provides the multipoint
switching capabilities for the conference.

Adding a CTMS

To register additional CTMS devices with Cisco TelePresence Manager, click New to display the
Registration dialog box, and choose CTMS from the Type drop-down field.

Figure 9-25 Adding New CTMS - MCU Devices Window

21 tsbu-ctm18 - Cisco TelePresence Manager -- Webpage Dialog

New... MCU Devices

MCU Hostname:

Username: | |
Pazzword: |

Control State: () scheduled () Non-Scheduled

* Required Field=s

Table 9-21 describes the fields in the New MCU Devices window.
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Table 9-21 Registering a CTMS with Cisco TelePresence Manager

Field Description or Settings

Type CTMS or CUVC are the only MCU types. If only CTMS appears in the drop-down list,
Interop has not been enabled. Use the Application Settings window to enable Interop.

MCU Host Name The hostname or IP address of the CTMS. This is the LHS of the complete Host name.

Username This is the account name used to log into the CTMS.

Password This is the account password used to log into the CTMS.

Control State Specify whether the CTMS is available (scheduled) for meetings. The resources of a
scheduled CTMS can be used when meetings are scheduled. Specifying a CTMS as
Non-Scheduled means the CTMS will not be used when a meeting is scheduled.
Note CTMSs in a Scheduled state cannot be used to migrate meetings from other

CTMS:s.

Editing CTMS Settings

To edit CTMS registration information, click the radio button next to the device and click Edit. The
following table describes the CTMS settings that may be changed.

Figure 9-26

‘A tsbu-sr26.cisco.com - Cisco TelePresence Manager -- Web Page Dialog

Edit... MCU Devices

MCU Hostname: tsbu-sr21
Control State: 0 scheduled & Non-Scheduled
fccess Mumber Prefix for CTMS: |11111 |* =
Access Mumber Prefix for Wideo Conference Participants; |3333333 i* g
Conference ID Length: 1
Maximum Participants per Conference: |8 |*
Minirurn Participants per Conference: i2 i*
Total resources: |24 |*

* Required Fields Save

Table 9-22 describes the fields in the Edit MCU Devices window.
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Table 9-22 Edit MCU CTMS Devices

Field Description or Settings

Control State The Control State is either Scheduled or Non-Scheduled.
Specify whether the MCU CTMS is to be available for meetings.
The resources of a scheduled MCU CTMS can be used when
meetings are scheduled. Specifying a MCU CTMS as
Non-Scheduled means it will not be used when a meeting is
scheduled.

CTMSs in a Scheduled state cannot be used to migrate meetings
from other CTMSs.

Access Number Prefix for CTMS: | The access number prefix for your CTMS is based on your
enterprise dialing plan.

Access Number Prefix for Video This access number prefix is based on your enterprise dialing
Conference Participants: plan.
Conference ID Length: The Conference ID can be 1-8 digits in length. The

system-generated Conference ID is used to create an Interop
Access Number used by the CTMS to establish the conference
call. It is also used to create the Interop Access Number sent in
an email to meeting participants, as the dial-in phone number.
The Conference ID length is based on your enterprise dialing

plan.
Maximum Participants per The Maximum number of participants per conference is 8.
Conference:
Minimum Participants per The Minimum number of participants per conference is 2.
Conference:
Total resources: This field needs to have the total number of resources available

to the device.This value should be greater than the Maximum
Participants per Conference.

Cisco Unified Video Conferencing (CUVC)

CTS-Manager support of CUVC enables video conferencing devices to join a scheduled

Cisco TelePresence meeting. A CUVC is notified by and joins a Cisco TelePresence meeting through a
CTMS. A CTMS device must be used to enable video conferencing devices to join, even if it is a
point-to-point call.

A

Note  Only one CUVC can be registered with CTS-Manager.

Adding a CUVC

To add a CUVC device with Cisco TelePresence Manager, click New to display the Registration dialog
box, and choose CUVC from the Type drop-down field.
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Table 9-23 Configuring a CUVC with Cisco TelePresence Manager
Field Description or Settings
Type CTMS or CUVC are the only MCU types. If only CTMS appears in the drop-down list,

Interop has not been enabled. Use the Application Settings window to enable
Interoperability with Video Conferencing.

Note Only one CUVC can be supported by one CTS-Manager.

MCU Host Name

This is the LHS of the complete Host name.

Control State

Specify whether the CUVC is available (scheduled) for meetings. The resources of a
scheduled CUVC can be used when meetings are scheduled. Specifying a CUVC as
Non-Scheduled means an Interop meeting will not be available when a meeting is
scheduled.

Access Number Prefix for CTMS

The access number prefix for your CTMS is based on your enterprise dialing plan.

Access Number Prefix for Video
Conferencing Participants

This access number prefix is based on your enterprise dialing plan.

Conference ID Length

The Conference ID can be 1-8 digits in length. The system-generated Conference ID is
used to create an Interop Access Number used by the CTMS to establish the conference
call. It is also used to create the Interop Access Number sent in an email to meeting
participants, as the dial-in phone number. The Conference ID length is based on your
enterprise dialing plan.

Maximum Participants per
Conference

Enter a numeric value for the maximum number of meeting participants that may dial
into the conference call.

Minimum Participants per
Conference

The minimum value for this field is 2. This value cannot exceed the Maximum
Participants per Conference value.

Total Resources

This value should be greater than the Maximum Participants per Conference.

Type

CTMS or CUVC are the only MCU types. If only CTMS appears in the drop-down list,
Interop has not been enabled. Use the Application Settings window to enable
Interoperability with Video Conferencing.

Note Only one CUVC can be supported by one CTS-Manager.

Editing CUVC Settings

To edit CUVC registration information, click the radio button next to the device and click Edit. The
following table describes the CUVC settings that may be changed.

Table 9-24

Editing Registered CUVC Configuration Settings

Field

Description or Settings

Control State

Specify whether the CUVC is available (scheduled) for meetings. The resources of a
scheduled CUVC can be used when meetings are scheduled. Specifying a CUVC as
Non-Scheduled means an Interop meeting will not be available when a meeting is
scheduled

Access Number Prefix for CTMS

The access number prefix for your CTMS is based on your enterprise dialing plan.
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Table 9-24 Editing Registered CUVC Configuration Settings (continued)
Field Description or Settings
Access Number Prefix for Video This access number prefix is based on your enterprise dialing plan.
Conferencing Participants
Maximum Participants per Enter a numeric value for the maximum number of meeting participants that may dial

Conference into the conference call.

Note  The value in this field affects the number of CTMS resources reserved for a
specific conference call.

Minimum Participants per The minimum value for this field is 2. This value cannot exceed the Maximum
Conference Participants per Conference value.
Total Resources This value should be greater than the Maximum Participants per Conference.

Live Desks

Live Desk Role

When a person designated as Live Desk logs into CTS-Manager, the following selections and
information are available:

e System Information
e System Status

e Support

e Troubleshooting

The Live Desk is the first person contacted when there are questions or problems pertaining to
connecting meeting participants. The Live Desk understands how to perform the following tasks:

e Scheduling meetings
¢ Using the Cisco IP phone in a Cisco TelePresence-enabled meeting room

e Using the tools supplied by the CTS-Manager to monitor the system and the schedule of upcoming
meetings and to update meeting requests

e Gathering data to supply to the administrator when a problem cannot be easily solved

Live Desk personnel can be assigned rooms to monitor in the CTS-Manager application. Assigned Live
Desks are easily reached by dialing the Live Desks soft key on the Cisco IP phone in a Cisco
TelePresence-enabled meeting room.

The Live Desks window has two areas, a list of Live Desks and a list of rooms that need a Live Desk
assigned to them. Use the areas in this window to assign a Live Desk to a meeting room.

A phone number is associated with the Live Desk, which is displayed on the Cisco TelePresence meeting
room phone user interface when the Live Desk soft key is pressed. Meeting participants can dial the Live
Desk and ask for help when problems occur with the Cisco TelePresence system.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 9-27 System Configuration - Live Desk Window

System Configuration > Live Desks

1] Phane Nurmber Description
I testHD 2345234 sdfsets
® <Unassigned = Systermn installed

New... | | Edit... | | Delete

Rooms that have not been assigned

Showing 0 - 0 of 0 records

D‘Status“

Room Mame ¥ ‘ Room Phone | Description | 1P Addrezz

Creating Live Desk Personnel

Note

Step 1
Step 2
Step 3
Step 4

To add a new person as a Live Desk, from this window, perform the following steps. The limit for the
number of assigned Live Desk assignments is 10. The recommended range for the number of Live Desk
assignments is 1 - 10.

CTS-Manager supports 10 Live Desk concurrent login under steady State conditions. As more users
login concurrently, the system performance will begin to degrade. Download of logs is recommended to
be done with one user at a time. If the system is under maintenance or under high usage, these parameters
will change.

Click New to display the new Live Desks window.
In the New Live Desks window, enter an identifier for the Live Desk in the ID field
Enter a phone number in the Phone Number field.

You can choose to supply other information identifying the Live Desk person in the Description field.

A

Caution = When putting information in the Live Desk Description Field do not use a Carriage Return or
line feed, sometimes referred to as <CR> between words (do not hit return key).
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Figure 9-28 Adding a Live Desk Window

- 2 [ RNt i _ -
2 AT

';itnhu.—snlﬁ.uism.mm - Cisco Te.lePfasa.nt:e.Mungger.r.—._Wah Page Dialog

MNew... Live Desks

ID: | E

Phone Mumber; | | &

Description: | |

Set as Default: ]

* Required Fields Save

All Cisco TelePresence rooms must be assigned to a Live Desk. If you haven’t specified a Live Desk for
aroom, the System installed <Unassigned> Live Desk is the default Live Desk for all rooms discovered
in CTS-Manager. You can change the default Live Desk to a specific Live Desk by checking the Set as
Default checkbox in the Live Desk details window. Any Cisco TelePresence room discovered by
CTS-Manager will be assigned to the new default Live Desk. Each time you specify a different Live Desk
as the default, all future rooms discovered by CTS-Manager will be assigned to the new default.

Assigning a Room to a Specific Live Desk

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Note

Once Live Desks have been registered, the next step is to assign them meeting rooms:

Check the box next to a room that has not been assigned.

Select a Live Desk from the Assign Selected Rooms drop-down list.
Click Apply.

To edit the Live Desk assignment:

Select the radio button next to the Live Desk ID and click Edit.

In the Edit Live Desks window, you can change the phone number and other information identifying the
Live Desk.

To delete a Live Desk, select the radio button next to the Live Desk ID and click Delete.

CTS-Manager 1.6 supports a default Live Desk that is assigned to endpoints that have no specific Live
Desk assignment. Earlier versions of CTS-Manager allowed more than one Live Desk to have the same
phone number. If you are upgrading to version 1.6 from an earlier version that allows a Live Desk to
share a phone number with another Live Desk, during the upgrade CTS-Manager 1.6 changes the phone
number of one of the Live Desks and assigns that Live Desk to the endpoint.

[ oL-13673-06
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Policy Management

The Policy Management window lists the three default policies to support scheduling and conference
termination:

Figure 9-29 System Configuration - Policy Management Window

System Configuration > Policy Management

Policy Management

Showing 1 - 3 of 3 records

| Policy Hame * | Palicy Type | Policy Description
) Default CONF_MAN This i= the Default Conference Management Policy
) Default cTS This is the Default CTS Policy
) Default CTMS This is the Default CTMS Policy

VIOUS axt - Last Rows Per Page: | 10 | W Edit Delete

T

[y
{1}
)

CTMS policy

Describes the switching policy for multipoint meetings. The switching mode can be set to either Speaker
or Room switching. You also use the policy management window to set the number of scheduled
meetings pushed to CTMS devices. The default is to push 14 days of meetings, the range is 1 to 30 max.

Figure 9-30 CTMS Policy Window

A tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Edit... Policy Management

Mame: Default
Type: CTMS
Description: |Thi5 is the Default CTMS Policy |

Switching Mode:

Mumber of days pushed to CTMS:
* Required Fields Save
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CTS endpoint policy

Determines the number of days of scheduled meetings pushed to each endpoint. The default is 14 days,
the range is from 1 to 30 max.

Figure 9-31 CTS Endpoint Policy Window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Edit... Policy Management

Mame: Default
Type: CTS
Description: |i‘|’hi5 iz the Default CTS Policy |

Mumber of days pushed to phone:
* Required Fields

Conference Manager policy

The Conference Manager Policy specifies the following:

¢ Force Meeting Termination—Setting this to “Yes” allows the endpoints and any MCU device to
automatically terminate a conference call according to the scheduled meeting time. The default is
“No”, so that meeting participants can continue a call past the scheduled end time of the meeting.

e Early Meeting Start in minutes—Determines how many minutes before a meeting’s scheduled
start time a participant can press the One-Button-to-Push to initiate a meeting.

e Late Meeting End in minutes—Determines how many minutes a meeting may continue before the
call is forced to terminate. This field is grayed out if Force Meeting Termination is set to No.

N

Note  “Early Meeting Start in minutes” affects both point-to-point meetings and multipoint meetings. All other
settings affect only multipoint meetings.
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Figure 9-32 Conference Manager Policy Window

& tsbu-ctm1 8 - Cisco TelePresence Manager -- Webpage Dialog

Edit... Policy Management

MName: Default

Type: CONF_MAN

Description: |Thi5 is the Default Conference Management Folicy
Force Meeting Termination: Oives (8 No

Early Meeting Start in minutes:
Late Meeting End in minutes: I:I

Maotify Meeting End Prior To Scheduled End in minutes: 10

* Required Fields

Remote Account

Use this window to set up limited access for remote users of this CTS-Manager. The remote account is
intended for use by Cisco technical support personnel so they can access the system remotely to
troubleshoot problems. Secure Shell (SSH) is used to access the system. The remote account is typically
enabled for a brief period. Disabling the account will cause whoever is logged onto the system to be
logged off. Only one remote account can be set up at a time, but more than one remote account can be
active at the same time.

Login to the remote account is done using the account name and a pass phrase generated by software in
this CTS-Manager. The remote user uses the account name, the pass phrase, and a utility available at an
internal Cisco web site to generate a login name and password that allow access to this

Cisco TelePresence Manager.

Figure 9-33 System Settings Window Remote Account Tab

System Configuration > System Settings

IFP Setting=s Wl NTE Settings 1[ SHMP Settings W| Remote Accuunt] Password 1[ S}rstemi

Account Name: | | w

Duration (days): | |

To start the remote login account process:

Step 1 Type a name for the remote login account in the Account Name field.
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This name can be anything you choose, using English characters.
Step2  Type in the number of days that the account should be active.
Step3  Click Add.

This step generates a pass phrase.

To complete this process, the account name and pass phrase are entered into a utility at the following
Cisco Internal web site:
https://remotesupporttool.cisco.com/logon.php

For security reasons, if remote users fail to log off, they will be logged off automatically at the time listed
in the Expires field.

System Configuration - System Settings

Use the System Configuration, System Settings window to restart CTS-Manager.

Figure 9-34 System Settings Window System Tab

System Configuration > System Settings

IF Settings 1[ NTE Settings 1[ SHMP Settings 1[ Remote m:l:nunt“ Password Wl S\rstem]

Username: admin

Password: | | *

Step1  To restart the system, click on the System tab.
e The username cannot be changed.
Step2  Enter your password.
Step3  Click on Restart.
This will restart the CTS-Manager system.

Application Settings

The System Configuration Applications Settings window is used to set five different options: Studio
Mode Recording, Interoperability with Video Conferencing, Intercompany, Tentative Room
Reservations Support, and Meeting Notification Email.
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Figure 9-35 Application Settings Window

i q
cisco Cisco TelePresence Manager

Host: tsbu-sr26...

admin | Logout | Preferences | Help | About

System Configuration > Application Settings

@ System Information Studio Mode Recording
¥ Suppart Enable Feature: O ves & Mo +++
U Dashboard
E-;-;.:ll Scheduled Meetings Interoperability with ¥Yideo Conferencing
Wt Rooms . Enable Feature: Tes Mo +
:&. MCU Devices
(.f? Unified CM Interop Type CIF F2ip
¥ Systern Configuration
{%3 Security Settings M e Ty
@g Database Enable Feature: O ves ® No
Lﬁ Microsoft Exchange Provider: Another Company Hosts OQur Company Hosts
LDAP Server
@ Discavery Service Tentative Room Reservations Support
= .
A, MCU Devices Enable Feature: O ves ® No
Eg,} Live Desks

Access Management

- ” Meeting MNotification Email
@ Policy Management

% - Enable Feature: ) ves O Mo
L"@ application Settings Enable Scheduler Ernail: ) ves O Mo
L;é Software Upgrade Rernove Meeting Link from ermail: O ves @ Mo
¥ Troubleshoating Copy Outgoing Email To: | | e,
@ S Loy Text to be displayed in email: | |++

ﬁ Log Files

(+) The feature cannot be disabled once it has been enabled..
(++4) All email generated by Cisco TelePresence Manager will be sent/copied to this address.Only one email address is allowed.
{+++)

Studio Mode Recording

The default setting for Studio Mode Recording is "No." If recording is desired, select the "Yes" setting.
This option allows the administrator to enable the studio mode recording support. Once this option is
enabled, the user can enable this recording for a meeting from the meeting details view. The studio mode
recording is mutually exclusive from Intercompany and Interop operation.

Note  Interop and Intercompany meetings cannot be made as a studio mode recording meeting.

Recording enabled globally

If a single meeting is set up and recording is enabled for the meeting, then if that meeting is modified as
a recurring meeting all instances of that meeting will have recording enabled.

The steps in this would be:
e Schedule a single meeting with one room.
¢ From the Application setting, select Recording to Yes.
¢ From Outlook, select this meeting and modify it into a recurring meeting.

e All instances now have recording enabled on them.
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Interoperability with Video Conferencing Settings

Enable Feature: The default setting for interoperability with video conferencing is "Disable." This
feature cannot be disabled once it has been enabled.

If the setting is grayed out, and cannot be changed to "Enable" there is at least one CTS endpoint or MCU
device that is not interop-ready. All endpoints and CTMS MCUs must support interop before you can
enable Interop settings. Make sure all devices discovered by CTS-Manager are running interop-enabled
software releases.

If Interoperability with Video Conferencing has been set to "Enable" and is grayed out so that you can’t
disable it, the CUVC added through the MCU Devices window is included in at least one scheduled
meeting. In order to disable interop services you must, from the MCU Devices window, first Deallocate
the CUVC and then Delete it.

Interop Type: This allows you to select the correct resolution setting on a global basis. For all future
meetings, CTS-Manager updates affected CTMS with the new resolution by pushing updated conference
schedules.

Select "CIF" for SD Interop support. If this is selected, the Admin UI provides an option to add one
CUVC at CIF. Only one CUVC is allowed.

Select "720p" for HD Interop support with CUVC 7.0. If this is selected, the Admin Ul provides an
option to add one CUVC at 720p. Only one CUVC is allowed.

The resolution type selection will be maintained by CTS-Manager and pushed to CTMS on a per meeting
basis.

Once HD Interop is configured at CTS-Manager, even if SD VC end points are joining through CUVC
7.0, CTS-Manager always reserves HD Interop resources.

Intercompany Setting

S

Note

Enabling Intercompany allows you to schedule multipoint meetings between two different organizations.
Once you enable the Intercompany feature it cannot be disabled.

An Intercompany TelePresence meeting cannot be configured for Interop.

The Provider setting allows you to select either "Another Company Host" or "Our Company Host." You
cannot select both. These options can be changed depending on whether the company is going to host
meeting or be hosted. If multiple occurring meetings are set up with the company being host, this
company will be the host for all the meetings.

Another Company Host

If you select this feature, this allows another company to set up TelePresence meetings. You must provide
the host with the rooms’ information that will be participating in the TelePresence calls. For example, if
it is a room to a room call it sill be a single (1) room. If it is a multi-room call, then, for example, a triple
call would be 3.

Our Company Host

If your company is hosting the meeting, the person setting up the meetings needs to reserve the rooms,
and get dial-in and room information from the other company before setting up the TelePresence
meeting.

[ oL-13673-06
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Tentative Room Reservations Support

Note

A tentative room reservation is a meeting invite that has been viewed by room owner but not accepted
yet. CTS-Manager tentative reservation is identical to accepted reservation.

Enabling this feature allows the CTS-Manager to process meetings for tentative room reservations, i.e.,
place a room in proxy mode. This option is supported only for Exchange and not for Domino.

Tentative acceptance is off by default, the administrator needs to turn on this feature globally to
incorporate all rooms hosted by CTS-Manager.

If a user has not read a meeting invite for a meeting, it would not show up on the phone UI. If the meeting
invite is updated and is not viewed, the phone UI would be out-of-sync. The room or proxy mode room
calendar may show double bookings.

Once Tentative room reservations are turned on, this feature cannot be turned off. A re-install is required
to change the on to off option.

Once all room reservations are confirmed the meeting should appear in the Scheduled Meetings window
and the phone UI within five minutes. If email alerts are turned on, confirmation or error emails are
generated and are sent approximately within 10-15 minutes.

The best practice for tentative room reservations is to enabled it for private (office) rooms so if the
meetings scheduled aren’t in sync the result is ok.

Tentative meeting not enabled

The following describes the behavior of the CTS-Manager when the tentative meeting is not enabled.

If the user creates a meeting with 1 auto-accept room (AAA) and 1 proxy room. The Proxy room accepts
the meeting and the meeting is processed as a point-point meeting in CTS-Manager. Then the meeting
is modified to a different time and the proxy room has not opened the meeting invite or clicked on the

tentative or accept buttons. The meeting schedule in CTS-Manager is modified with a new time with both
rooms shown and marked as scheduled without error. However, the proxy room calendar does not have
the modified meeting time updated. To have the times sync, the proxy room must accept the modified

time.

Problems can occur if public rooms and conference rooms are set up with tentative enabled. if the
meeting is not accepted, the proxy setting can be out-of-sync and double booking for the room can occur.
Thus, the best practice for public or conference rooms is to not have this feature enabled and force a
proxy confirmation acceptance.

Meeting Notification Email Settings

Note

Enable Feature: The default setting for Meeting Notification Email is “Yes.” If you change this setting
to “No” you disable email notifications and Confirmation emails and Action Required emails are not sent
to meeting organizers.

On a new install, email would be set to default, "Yes." On a software upgrade, the email would be set to
default, "Yes." Optional FTS restores email option from preserved backup file.

Enable Scheduler Email: This option shuts off or turns on the email to be sent to the scheduler.
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CTS-Manager Redundancy Failover Procedure

Remove Meeting Link from email: This removes or adds the meeting link to the email sent out from
the CTS-Manager.

Copy Outgoing Email To: CTS-Manager will accept any email address as long as it matches the
Exchange domain and/or any of the LDAP domains configured on CTS-Manager. Mail notifications will
be sent to the Exchange server configured on CTS-Manager and it is up to this server to route the emails
as configured. You can also specify an additional email address. All emails generated by

Cisco TelePresence Manager will be sent to this address.

A secondary email address specified for IBM Domino installations is included in the BCC field when
emails are generated.

A secondary email address specified for Microsoft Exchange installations is included in the CC field
when emails are generated.

Text to be displayed in email: Enter the text you want to appear in the email message header.

CTS-Manager Redundancy Failover Procedure

Cold Standby

N

Note

Note

The Cisco TelePresence Manager configuration for a redundant system is to have a primary and a backup
CTS-Manager system with a mirror configuration.

If a redundant system is configured, make sure database backups are performed regularly.

In a redundant system, the primary CTS-Manager is active and the backup is powered off.

When a CTS-Manager primary system stops working, meetings scheduled during this down-time will
not be pushed to the phone. Meetings can still be scheduled in the Exchange of Notes during a the
downtime and all meetings “one button to push” on the phone will not be affected. Once the backup
CTS-Manager is online, meetings scheduled during the primary down-time will be processed and pushed
to the phones.

It is recommended to use the same hostname and the same IP address for CTS-Manager replacement
server.

CTS-Manager Failover Procedure
When the primary CTS-Manager fails, perform the following procedure:

[ oL-13673-06
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Figure 9-36

Figure 9-37

e To start the failover procedure, power off the primary CTS-Manager system.
e Power on the backup CTS-Manager system.

e Restore the last CTS-Manager database to the backup CTS-Manager, click Available Backups to
complete this task

System Configuration Database Restore Backup Window

min
Cl

o Cisco TelePresence Manager admin Logout | Preferences | Help About

Host: sjc-cts-m... System Configuration > Database
<5 Unified CM
~ System Configuration | | Seftinas Beatni
fz Security Settings Restore Type: @ Local O Network
[# Database e o
(@ Microsoft Exchange - Sty
42 LDAP server it JEEE ‘
“Z Discovery Service 2
2 MCU Devices , r
B Concierges sssmord
&2 access Management
@ Policy M t s
B2 System Settings * Required Fields

[5 application Settings

(£} Software Upgrade =
* Troubleshooting REER =

B2 system Log Shawing 0 - 0 of 0 records

bl
[

£ Log Files | Time stamp (+) ~ | Status ] i I iocknane I Lacation
v

System Status [}

e Next, perform a re-sync with Microsoft Exchange or IBM Domino database from the backup
CTS-Manager.

System Configuration - Microsoft Exchange Re-sync Window

IICIIISICIIO“ Cisco TelePresence Manag\eft admin gout Sreferences Help | About

Host: sjc-cts-m... System Configuratio dicrosoft Exchange

A SMTP LHS:

Password:

@ Systemn Information
¥ Support
[] Dashboard
E Scheduled Meetings

ﬁ Raoams * Required Fields Test Connection Apply Fese
e
(ﬁ Unified ©M Synchronization Operations
¥ Systern Configuration e ———
* Y Subscription Status: All b Room: |

B Security Settings
Ea Database
Lgﬁ Micrasoft Exchange

Certificate:

Mumber of Meetings Per Query:

Showing 1 - 3 of 3 records

4 LDAP Server | Room Name ~ | Lazt Synchronization Tire (+] | Subscription Status
<2 Discovery Service 103 ¥ 02/23/2009 12:03 &M Success
R MCU Devices A ¥'02/23/2009 12:03 AM Sucoess
& concisrges R v 02/23/2009 12103 AM Success

Access Management
. Pa v

System Status @

Today's Meetings:

Wwith Error: B o

In Progress: [:‘} o

Scheduled: G o ‘ I
ather & @ s < remvins | [est | (Lest] Rows por page: [10 ) L
er Errors:

e After ensuring the information is correct, click Re-sync to complete the re-sync.

S

Note  This Re-sync in Exchange must be verified in an Exchange environment, not CTS-Manager.
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CTS-Manager Redundancy Failover Procedure

Warm Standby

CTMS Warm Standby for Scheduled Meetings
Both the primary and backup CTMS systems are configured independently with different access
numbers, etc.

Each CTMS is configured in the CTS-Manager. Both primary and backup CTMS are powered on and
connected to the network at all times. The meetings will only be scheduled on and serviced by the
primary CTMS.

CTS-Manager Redundancy Failover Procedure

With a redundant CTS-Manager system, make sure to configure two CTMS and register the primary with
CTS-Manager in “Scheduled” mode and the backup in “Non-Scheduled” mode.

N

Note  Both CTMS are active, but meetings are to be scheduled on the primary “Scheduled” CTMS

When the primary CTS-Manager fails, perform the following procedure:

Step1  To start the failover procedure process, power off the primary CTS-Man.
Step2  Power on the backup CTS-Manager.

Step3  Restore the last CTS-Manager database to the backup CTMS, click Available Backups to complete this
task

A

Note  During a primary CTMS failure, all multipoint meetings in progress will be disconnected and no new
meetings will be allowed to start. Migrating all meetings is only allowed to a non-scheduled CTMS.

Figure 9-38 System Configuration Database Restore Backup Window

'::I|Is'rl:|uh Cisco TelePresence Manager admin | Logout | FPreferences | Help | About
Host: sjc-cts-m... System Configuration > Database

<3 Unified CM 7 -~
v System Configuration %@ Restore |

{5 security settings Restore Type: & Local O Network
(25 Database y R - =
() Micrasoft Exchange ,Jff,”i,,‘

4% LDAP Server 5 ok L

2 Discovery Service F

S8 MCU Devices

B3 Concierges

&% access Management :

£ polioy

B system Settings * Required Fields Available Backups

[ application Settings

\# Software Upgrade =
« Troubloshaoting

& system Log Showing 0 - 0 of 0 records

£ Log Files B Time stamp (+) ~ | Status | Type ] Hostnama I Location

v
System Status E
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CTMS Redundancy Failover Procedure

Figure 9-39

Figure 9-40

Step 1

“non-scheduled” CTMS.

System Configuration MCU Devices - Details Window

MCU Devices

-ctsmgr-exh03 - Cisco TelePresence Manager -- Web Page Dialog

Showing 1 - 1 of 1 recards

Step 2
Step 3

[ Update Schedule

] [ View Meetings

Details...
@ ok Type: CTMS
MCU Hostnarne: 172.28.:29.46
Username: CTSMAN
Timezane! PSTEPDT
Access Numbers: 27937
Segment Count: 24
Control State: Scheduled
Migrats All Mestings Ta:
Change the Control State of primary CTMS to Non-scheduled

Change the Control State of the backup CTMS to Scheduled.

When the primary CTMS fails, log into CTS-Manager and migrate all scheduled meeting to the backup

System Configuration MCU Devices - Edit Window

aliln
Cisco

Host: sjc-cts-m...

[] pashboard

Cisco TelePresence Mana

‘A sjc-cts-man-1 - Cisco TelePresence Manager -- Web Page Dialog

Edit... MCU Devices

admin

Help | About

[5] scheduled Meetings

i Rooms

& MCU Devices MCU Hostname: 172.28.29.46

< Unified CM Username: [cTsMan [ howing 1 - 1 of 1 records
¥ System Configuration TR [esess [« Aidc s

£ security setiings Control State: @ scheduled O Mon-Scheduled 1722003410

[#y Database -

Timezons; PSTSPDT

@ Microsoft Exchange

ﬁ LDAP Server Access Mumbers: 27997

2 Discovery Service Segment Count: 24

S MCU Devices * Required Fields Save

I% Concierges

% Access Managernen:

& Poliey Management

B system Settings

(3 application Settings

g T T TS Haws Per Page: |10 TIET BT TeTeTE Treallocate..

All scheduled multipoint meetings are moved to the backup CTS-Manager and “One Button to Push”
entries are updated with the new CTMS access number and conference ID. The time it takes to update
all meeting entries and update all phones will vary depending on the number of meetings and CTS

endpoints.
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W Introduction

Introduction

System monitoring tasks consist primarily of monitoring and updating meeting schedules and
monitoring the status of rooms and system services.

Post-Install Guidelines for CTS-Manager

The purpose of this guide is to outline the information you will need to reference in order to continue to
configure the system after installing the CTS-Manager.

The flow of tasks you need to do for additional configurations for the CTS-Manager are provided in the

following table.

Table 10-1

Post-Install Guidelines for Configuring CTS-Manager

Configuring Procedures
Guidelines after Installing
CTS-Manager

Description

Location

Monitoring CTS-Manager

Describes the support features
available when you log into
CTS-Manager using a Live Desk
role.

Current Chapter

CTS-Manager Emails and
End-User Web UI

The Calendar service (either
Microsoft Exchange or IBM
Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

Chapter 11, “CTS-Manager
Emails and End-User Web UI”

If at any time you encounter problems, go to Chapter 13, “Troubleshooting Cisco TelePresence
Manager” to see how to correct the problem.
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Scheduled Meetings

Figure 10-1 Scheduled Meetings window

Support > Scheduled Meetings

Starton: [12/8/2008 |ESs] eEndon:  [12/18/2008 |[E]  status:

Room: Scheduler: MCU: Filter
| | | | | | [Fiter]

Showing 1 - 10 of 17 records

| Start Time (+) ~ | End Tirne [+) | Status | Roorm | Scheduler ~ | Subject

TelepresenceRoom31
O  12/08/2008 09:00 AM 12/08/2008 09:30 AM [.5:'@ TelepresenceRoom32 avilan@srd... Recurring multipoint
TelepresenceRoom33
- TelepresenceRoom32 . ) )
O 12/09/2008 05:00 AM 12/09/2008 08:30 AM [Ejt P avilan@srd... Single room meeting
TeleprezsenceRoom31
O  12/09/2008 10:00 AM 12/09/2008 10:30 AM [.5:'@ TelepresenceRoom32 chen@srdev... 3 davs no end

TelepresenceRoom33

- TelepresenceRoom32 . :
(O  12/10/2008 08:00 AM 12/10/2008 08:30 AM [;o"'@ P avilan@srd... P2P recurring
TelepresenceRoom33
- TelepresenceRoom31
)  12/11/2008 11:30 AM 12/11/2008 12:00 PM 28 P Motwani@sr... Test1

TeleprezenceRoom3z2
TelepresenceRoom31
O 12/11/2008 05:00 PM 12/11/2008 05:30 PM [.5:'@ TelepresenceRoom32 Motwani@sr... Single room meeting

TelepresenceRoom33

= TelepresenceRoom31 . Test 32 -
O 12/11/2008 08:00 PM 12/11/2008 08:10 PM [j‘“"@ P Halim@srde... .
TelepresenceRoom32 Becurring ...

TelepresenceRoom31

O 12/12/2008 10:00 AM 12/12/2008 10:30 AM [3-'@ TelepresenceRoom32 chen@srdev... 3 davs no end
TelepresenceRoom33
TeleprezenceRoom32

) 12/12/2008 02:32 PM 12/12/2008 02:49 PM [3‘:'@ TelepresenceRoom33 chen@srdev... daily no end
TeleprezsenceRoom34
TelepresenceRoom31

) 12/15/2008 09:00 &AM 12/15/2008 09:30 AM [f'@ TelepresenceRoom33 avilan@srd... Recurring multipoint
TeleprezenceRoom3z2

First - Previous Rows Per Page: | 10 # Export Data Details

{+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

When a Cisco TelePresence meeting is scheduled using Microsoft Outlook or IBM Lotus Notes, an
e-mail is generated to confirm the meeting and provide a link to meeting details. The CTS-Manager must
be reachable from an Exchange Server for Meeting Notification to work.

Note  When filtering for a room, a maximum of 5 concurrent users is supported.

The Scheduled Meetings window provides another way to view and modify meeting details.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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~

Note

In the current version of CTS-Manager, it is possible to search from 1 to 15000 meeting records.

If meetings do not show up automatically on CTS-Manager, then you need to do a manual sync. Make
sure from the Exchange server that you can ping the CTS-Manager hostname.

Process/Response Times for Scheduled Meetings

Microsoft Exchange or IBM Domino calender servers typically confirm a meeting request within one
minute if all the affected meeting rooms are in auto-accept mode. A meeting room in proxy mode must
have a delegate respond to a meeting invite. This can affect the response time for a scheduled meeting.
Once all room reservations are confirmed the meeting should appear in the Scheduled Meetings window
and the phone UI within 15 minutes. If email alerts are turned on, confirmation or error emails are
generated and sent within 10-15 minutes.

Modifying Meeting Details from a Calendar Client

Note

e If a meeting organizer updates the Subject field of a meeting scheduled with Lotus Notes that has
already been sync’d with CTS-Manager, the update is not reflected in phone user interface.

e If a meeting is modified within a few minutes of the meeting’s starting time (such as a time change,
or room change), the modification may not appear on the room phone screen or in the
Cisco TelePresence Manager’s Scheduled Meetings window. This does not affect any user’s ability
to schedule a new meeting at the original time (pre-modified) time.

e A notification email is not generated if a meeting is processed as part of a server startup.

A tentative room meeting process in CTS-Manager does not work for the Domino Calendar server at this
time.

Calendar Scheduling Limitation

CTS-Manager only displays endpoint scheduling information for a 12 month window. If a meeting
organizer schedules a recurring meeting with meeting instances that extend outside this window, those
meeting instances are added to the CTS-Manager database as the calendar date moves forward. If a
meeting organizer schedules a future meeting outside the present 12 month window the meeting is not
displayed in CTS-Manager until the meeting falls inside the 12 month window.

Generating Scheduled Meeting Reports

Step 1
Step 2

You can generate a report about specific scheduled meetings or activity between specific dates by
supplying any or all of the following details:

Type the meeting room name in the Room field.

Type the user name of the meeting organizer in the Scheduler field.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Step 3

Step 4

Step 5
Step 6

Scheduled Meetings W

From the Status drop-down list, choose the All, Needs Help, With Error, In Progress, Scheduled,
Completed, or No Show meeting status.

S

Note A meeting is in the Needs Help state if the Live Desk soft key on the room phone has been
selected.

Use the Calendar icon to choose beginning and ending dates, or type the dates in the Start On and End
On fields using the MM/DD/YYYY date format.

Type the name of the MCU.
Click Filter.

Table 10-2 describes the Scheduled Meetings information.

Table 10-2 Scheduled Meetings Information
Field Description or Setting
Start Time The scheduled starting time for a meeting. Click the arrow in the

header of the Start Time column to sort the time from earliest to
latest or latest to earliest.

End Time The scheduled ending time for a meeting.

Status Meeting status: All, With Error, In Progress, Scheduled, Completed,
or No Show.

Room Meeting room name as specified in the Microsoft Exchange or IBM

Domino database.

Scheduler Login name of the person who scheduled the meeting. Click the
arrow in the header of the Scheduler column to sort the list in
ascending or descending alphabetical order.

Subject Information (such as the meeting subject) provided about the
meeting.

N

Note If a meeting does not appear in the list Scheduled Meetings and it is a recurring meeting, check
the starting date of the first occurrence of the meeting. If the meeting was scheduled to begin
more than two years in the past, reschedule future occurrences.

Exporting Scheduled Meeting Data

You can use the Export Data button to export your scheduled meeting data to a tab-separated values
(.tsv) file. The meeting data exported includes the meetings appearing in the Scheduled Meetings
window.

Use the filter to display only the scheduled meetings you want to export. You can export as many as 500
meetings. The exported data file is a tab-delimited text file.
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Figure 10-2 Viewing Exported Scheduled Meeting Data
A [ E | C [ ] E F G [ H |
Start Time End Time Status
[Start on: [End on: [Matches: Room [Matches: Scheduler [Matches: MCU [Matches:
1 |21M0:2009] 021312009] Instance Type | All] All} Alll Subject Alll
TeleprezenceRoom3 ||
Recurring Meeting TelepresenceRoom32 ||
2 20002003 10:00 2H0R2003 10:30 ) (Instance] Mo Show TelepresenceRoom3? | chen@srdey.com 3 days no end
TelepresenceRoom32 ||
3 201002008 1100 2M082003 11:30| Single Scheduled TelepresenceRoom3! | superuser@srdev.com Testing again
Recurring Meeting TelepresenceRoom3Z |l
4 201002008 15:00 21002009 18:30 ) (Instance) Scheduled TeleprezenceRoom? | shrivastava@erdev.com  more than 200 occurrences
Reecurring Meeting TeleprezenceRoom31 Il
[} 20112004 15:00 21112009 18:30 (Instance] Scheduled TeleprezenceRoom32 | shrivastava@erdev.com | more than 200 occurrences
Fiecurring Meeting TeleprezenceRoom
[} 201202008 11:30 21212009 12:00) (Instance) Scheduled TelepresenceRoom32  Motwani@srdey.com Test1
Recurring Meeting TeleprezenceRoom32 ||
T 201202008 15:00 21242009 18:30 (Instance) Scheduled TelepresenceRoom3 | shrivastava@srdewcom | more than 300 accurrences
TelepresenceRoom3 ||
Fiecurring Meeting TeleprezenceRoomI3 || Fecording test - 2 rooms
2 201202008 1700 21212003 17:30 (In=tance) ‘with Errar TeleprezenceRoom?2 | Motwani@srdev.com TecUrring
Recurring Meeting TeleprezenceRoom3 || Test 32 - Recurring weekly no
a 201202008 20:00 21242003 20:10 ) (Instance) ‘with Error TelepresenceRoom32  Halim@srdew.com end date with 2 raoms
TelepresenceRoom3 ||
Riecurring Meeting TelepresenceRoomI3 ||
j ] 202008 10:00 212009 10:30 ) (In=tance) ‘wiith Errar TeleprezenceRoom32 | chen@srdev.com 3 dayzs no end
Reecurring Meeting TelepresenceRoom33 |l
1 2012008 1432 2132009 14:49 (In=tance) Scheduled TeleprezenceRoom32 | chen@srdev.com daily no end
Recurring Meeting TeleprezenceRoom2 ||
12 201302003 15:00 21312003 18:30 (Instance) Scheduled TelepresenceRoom3 | shrivastava@srdewcom | more than 300 accurrences
13
14 | Report generated at: Tuesday, Febroary 10, 2003 1101 &M [Americallos_Angeles)
15 | Report generated by admin
& | Report generated from: tsbu-ctmild
17 | Alltimes are shown in time 2one: Americallos_Angeles

Meeting Details

Rooms

To see meeting details, click the radio button next to a scheduled meeting and click Details.

For more information about the Meeting Details window refer to Chapter 11, “CTS-Manager Emails and

End-User Web UI”.

Choose Rooms to display information about the Cisco TelePresence meeting rooms. The Rooms Support
window is divided into three, tabbed views.

e The Summary view displays the status of all the Cisco TelePresence rooms registered with
Cisco TelePresence Manager. Table 10-3 on page 10-8 describes information in this window.
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Step 1

Step 2
Step 3

Scheduled Meetings W

e The Status view displays the different error types for Cisco Unified CM, each Cisco TelePresence
System registered with Cisco TelePresence Manager, and Microsoft Exchange or IBM Domino
connection errors. Table 10-4 describes information in this window.

e The Capability view displays the availability of certain Cisco TelePresence features. Table 10-5
describes information in this window.

Generating Room Reports

You can generate a report about specific meeting rooms and meeting status, as follows:

Choose the status—All, OK, Error, Needs Help, or In Use—from the Status drop-down list.

A

Note A room is in the Needs Help state if the Live Desk soft key on the room phone has been
selected.

Type the meeting room in the Room field.

Click Filter.

S

Note A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered
with Cisco TelePresence Manager you can click the Next button to display the additional rooms.
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Figure 10-3 Room Window Summary Tab

Support > Rooms

Summary || Status | Capability
Status: | All | Room: | |
Showing 1 - 4 of 4 records
Room Help Unified
Status * Room Mame * Time Zone Description IP Address
Phaone Contact CM
— Facific Teleprezence Room tzbu-
& W TelepresenceRoom34 44000 172.28.69.230
Standard/Day... 34 (Spa... ctm23
Facific Teleprezence Room tsbu-
0 o TelepresenceRoom32 32000 172.28.69.298
Standard/Day... 32 ctm23
i Pacific Teleprezence Room t=bu-
& W3 TelepresenceRoom31 31000 172.28.69.227
Standard/Day... 31 ctm23
Facific Telepresence Room tsbu-
(@) ) TelepresenceRoom33 43000 172.28.69.229
) Standard/Day... 33 ctm23
2 Rows Per Page: | 10 % 3te =
Table 10-3 Room Summary
Field Description or Setting
Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header

of the Status column to sort the list in ascending or descending alphabetical order.

Room Name

Meeting room name.

Room Phone

Meeting room telephone number.

Help Contact

Live Desk who is assigned to the room.

Time Zone Displays the Time Zone location of the endpoint.

Description Meeting room description. If text is truncated in this field, move your mouse
pointer over the text to see the entire description.

IP Address IP address of the Cisco TelePresence System.

Click the address to go to the Cisco TelePresence System Administration login
page.

Cisco Unified CM

IP address of Cisco Unified CM
Click the address to go to the Cisco Unified CM Administration login page.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Scheduled Meetings

Manually Updating Room Schedules on the Cisco TelePresence Room Phone

To update a room’s IP phone with what is currently scheduled in the Microsoft Exchange or
IBM Domino database, perform the following steps:

Step 1 Click the radio button associated with a room.

Step2  Click Update Schedule.

Viewing Scheduled Meetings for a Specific Room

To obtain additional information about any meetings associated with a room, perform the following
steps:

Step 1 Click the radio button associated with a room.

Step2  Click View Meetings.

Figure 10-4 Room Window Status Tab

Support > Rooms

Summary | Status || Capability
Status: | All % | Room: | |
Showing 1 - 4 of 4 records
Connectivity CTS Unified <M Microsoft E_xchange
Unified Unified CTS CTS Profil il i =
romie nail upDsCH| on nc
Status = Room Mame CMACTS | CM/Phone | Man/CT5 | Ermor - ID + .p ‘:,
bt - - -
ﬁia TelepresenceRoom34 v v ' X v v v v
o TelepresenceRoom3z L v v x v v v v
75 TelepresenceRoom31 v v v X v v v v
) TelepresenceRoom33 v v v X v v v v
Previous lext = Rows Per Page: | 10 [
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Table 10-4 Room Status
Field Description or Setting
Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header of

the Status column to sort the list in ascending or descending alphabetical order.

Room Name

Meeting room name.

Connectivity

Cisco Unified CM/CTS

An X indicates a problem with the connection between Cisco Unified CM and the
Cisco TelePresence room.

Cisco Unified CM/Phone

An X indicates a problem with the connection between Cisco Unified CM and the IP
phone in the TelePresence meeting room.

CTS Man/CTS

An X indicates a problem with the connection between the
Cisco TelePresence Manager and the Cisco TelePresence room.

CTS

CTS Error An X indicates a communication problem between the Cisco TelePresence meeting
room and Cisco Unified CM.

Cisco Unified CM

Profile An X indicates a problem with the Cisco TelePresence System user profile stored in
Cisco Unified CM.

Email ID An X indicates a problem with the Cisco TelePresence System email ID stored in Cisco

Unified CM.

Microsoft Exchange

Subscription

An X indicates a subscription problem between the TelePresence meeting room and
Microsoft Exchange.

Note A subscription error may be indicated by an X when there is no error. This can
be caused when an invalid email address is assigned in Unified CM, that does
not match the email address in Microsoft Exchange.

Sync

An X indicates a synchronization problem between the room and Microsoft
Exchange.

IBM Domino

Subscription

An X indicates a polling problem between the TelePresence meeting room and the
Domino server

Note A subscription error may be indicated by an X when there is no error. This can
be caused when an invalid email address is assigned in Unified CM, that does
not match the email address in IBM Domino.

Sync

An X indicates a synchronization problem between the TelePresence meeting room and
the Domino server.

I Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 10-5

Scheduled Meetings

Room Window Capability Tab

Support > Rooms

Summary | Status | Capability
Status: All || Room: | |
Showing 1 - 4 of 4 records
Web
CTS Multipoint Document | Conference Satellite 30
Statu Projecto Inte 5 1l
Al 2 Room Name ~ Yersion Conference ru]:c i3 Camera Termination R vr\op Room FPS bl
- - .4 - b d k4 Security
-
f::a TeleprezenceRoom34 NDt_ v g b 4 » ¥ v » » %
Awailable
CTS
Vo TelepresenceRoom32  1.5.0 v X X v v v X 7]
(janngu
CTS
Va TelepresenceRoom3l  1.5.0 v X X v v v x )
(janngu
CTS
Ve TelepresenceRoom33  1.5.0 v b 4 X v L v X 0]
(19185)
Previous IEXT = Rows Per Page: [ 10 (v
Table 10-5 Room Capability
Field Description or Setting
Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header of

the Status column to sort the list in ascending or descending alphabetical order.

Room Name

Meeting room name.

CTS Version

Displays the software release version for the CTS endpoint.

Note  Versions of CTS prior to 1.5 only display “Not Available” in this field. This

does not affect any functionality.

Multipoint Conference

A check specifies the endpoint supports multipoint meetings.

Projector

A check specifies the endpoint includes a working projector.

Document Camera

A check specifies a document camera is installed.

Conference Termination

A check specifies the endpoint supports conference termination. Refer to in
Monitoring Cisco TelePresence Manager for more information about conference

termination.
Interop A check specifies the endpoint supports Interop calls.
Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 10-5 Room Capability (continued)

Field Description or Setting

Satellite Room A check specifies the endpoint is using a satellite connection.

30 FPS A check specifies the endpoint supports 30 frames per second data streaming for
presentations.

Web Services Security A check specifies the endpoint supports HTTPS communications.

Room Subscription - Synchronization Change

As shown in the Room Capability, a room was successfully synchronized sometime in the past. Then the
Room Capability is changed, i.e., recording disabled. If performing a Discovery on this change, the
result is the room subscription shows error, but the synchronization is in ok state. The synchronization
status has historical value as it shows the result of the last synchronization on that room which was
successful in this case.

If a new cluster is added which has devices which are not Interop or Recording capable, then both the
subscription and the synchronization will show error status.

MCU Devices

The MCU Devices (Multipoint Conference Unit) window provides the ability to add and delete MCU
devices. There are two MCU devices supported by CTS-Manager—Cisco TelePresence Multipoint
Switch (CTMS) and Cisco Unified Video Conference device (CUVC).Specifying a CUVC as
Non-Scheduled means the CUVC will not be used when a meeting is scheduled.

A CTMS communicates with Cisco TelePresence Manager. Cisco TelePresence Manager provides the
scheduling information to the different CTMSs and each CTMS provides the multipoint switching
capabilities for the conference. For information about CUVC configuration, see

Cisco Unified Communications Manager in the section following the MCU information.

The support MCU Devices window is described in two sections, one for Summary and one for
Capability:

Summary Tab

The Summary tab lists the MCU devices associated with CTS-Manager.

Generating Multipoint Conference Unit Reports

You can generate a report about specific MCU devices with the following steps:

Step 1 Choose the status—All, OK, or Error—from the Status drop-down list.

Step2  Type the MCU Hostname in the MCU field.

Step3  Click Filter.

Step4  Select a MCU and click Details to display a detailed report about the MCU device.

Step5  Select a MCU and click Update Schedule to send the latest meetings schedule to the MCU.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Note

The Update Schedule button is not available when you select a CUVC device, because there is
no direct communication between a CUVC and CTS-Manager.

Step6  Select a MCU and click View Meetings to display a list of meetings assigned to that MCU.

Figure 10-6 McU Window Summary Tab

Support > Multipoint Conference Unit
)
MCU Devices
Showing 0 - 0 of 0 records
| Status | Hostname ¥ | Type ¥ | Control State * Interop Quality Description
First| | = Previous Mext = | Last Rows Per Page: Details, ., |pdate Schedule Yiew Meetings
Table 10-6 Support>Multipoint Conference Unit Summary Window
Field Description or Settings
Status MCU status: All, OK, or Error.

Error:
e (Can indicate username and password
mismatch between CTS-Manager and CTMS.

e Network connectivity issue between
CTS-Manager and CTMS.

~

Note A CUVC always shows a status of OK

Hostname The configured Hostname of the MCU. Clicking
the hostname hyperlink opens a new browser

window, with the CTMS login page.

The MCU Type is either CTMS or CUVC.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 10-6 Support>Multipoint Conference Unit Summary Window
Field Description or Settings
Control State The Control State is either Scheduled or

Non-Scheduled. If Non-Schedules is listed, the
resource allocation function won’t be used.

Interop Quality This area shows the selected CIF or 720p quality.
This is not the quality the device can support, but
it is the video quality mode currently set in the
Application Setting window

Description The Description field displays the MCU device
description, added when the MCU device was
added. CUVS is the default; CTMS is configured
in the CTMS program.

Details Click radio button to select the MCU, then view
the details of the MCU.

Update Schedule Click radio button to select the MCU, then select
Update Schedule to get the most current schedule
on that MCU.

View Meetings Click radio button to select the MCU, then view

the details of the meeting on that MCU .

Figure 10-7 CTMS Details Window

& tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Details...
Type: CTMS
MCU Hostname: tsbu-ctm17
Username: tsbu-ctmi7usr
Timezone: America/Loz_Angeles
Access Numbers: 17410
Segment Count: 48
Control State: Scheduled
Migrate &ll Mestings To:

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 10-7 Details Window for a CTMS

MCU Devices

Field

Description or Settings

Type

This is always CTMS.

MCU Hostname

This is the address of the MCU.

Username

Username used to log into the MCU.

Timezone

Displays the timezone where the MCU is located.

Access Numbers

The MCU dial-in phone number.

Segment Count

The number of resources available on the MCU.

Control State

Scheduled or Non-scheduled.

A MCU is available for meetings if itis in a
Scheduled Control state.

Migrate All Meetings To

All meetings scheduled to use the MCU can be
migrated to a Non-scheduled MCU. Click the
checkbox and choose another MCU from the
drop-down list.

Figure 10-8 CUVC Details Window

A tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Details...

Type:
MCU Hostname:
Access Number Prefix for CTMS:

Conference ID Length:

Maximum Farticipants per Conference:
Minimum Participants per Conference:
Total resources:

Control State:

Multiple EMF Cards Support:

Access Number Prefix for Video Conference Participants:

cunvC
tsbu-cuve
123

432

1

4

2

4
Scheduled
Dizabled
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Table 10-8 Details Window for a CUVC

Field Description or Settings

Type CTMS or CUVC are the only MCU types. If only
CTMS appears in the drop-down list, Interop has
not been enabled. Use the Application Settings
window to enable Interoperability with Video
Conferencing.

N

Note Only one CUVC can be supported by one
CTS-Manager

MCU Hostname This is the LHS of the complete Host name.

Control State Specify whether the CUVC is available
(scheduled) for meetings. The resources of a
scheduled CUVC can be used when meetings are
scheduled. Specifying a CUVC as Non-Scheduled
means an Interop meeting will not be available
when a meeting is scheduled.

Access Number Prefix for CTMS The access number prefix for your CTMS is based
on your enterprise dialing plan.

Access Number Prefix for Video Conferencing This access number prefix is based on your
Participants enterprise dialing plan.

Conference ID Length The Conference ID can be 1-8 digits in length.
The system-generated Conference ID is used to
create an Interop Access Number used by the
CTMS to establish the conference call. It is also
used to create the Interop Access Number sent in
an email to meeting participants, as the dial-in
phone number. The Conference ID length is based
on your enterprise dialing plan.

Maximum Participants per Conference Enter a numeric value for the maximum number
of meeting participants that may dial into the
conference call.

Minimum Participants per Conference The minimum value for this field is 2. This value
cannot exceed the Maximum Participants per
Conference value.

Total Resources This value should be greater than the Maximum
Participants per Conference.

Field Description or Settings

Capability Tab

The Capability tab identifies the Cisco TelePresence features available for each MCU device, refer to
Figure 10-9.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 10-9 MCU Window Capability Tab

Support = Multipoint Conference Unit

Capability

MCU Devices

Showing 1 - 1 of 1 records

Skatus | Hostname * | Type ¥ | Yersion * | Switching ¥ | Conference Termination ¥ | Interop ¥ | HD Interop ¥ | Web Services Security ¥

oK tsbu-sr21 cuve X X X X ]

First| | = Previous Mext = | |Last| Rows PerPage:

Table 10-9 MCU Capability

Field Description or Settings
Status MCU status: All, OK, or Error.
Error:

¢ (Can indicate username and password
mismatch between CTS-Manager and CTMS.

e Network connectivity issue between
CTS-Manager and CTMS.

Note A CUVC always shows a status of OK.

Hostname The configured hostname for the MCU device.
Clicking the hostname hyperlink opens a new
browser window, with the CTMS login page.

Type Identifies the MCU as either CTMS or CUVC.

Version Displays the software version running on the
device. The version is not displayed for the CUVC
MCU device type.

Switching A check specifies the device supports either
speaker or room switching.

Conference Termination A check specifies the device supports conference
termination. Refer to Policy Management in
Additional Installation Configurations for
CTS-Manager.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 10-9 MCU Capability

Field Description or Settings

Interop A check specifies the device is running a software
version that supports CIF video quality.

CUVC always shows No for Interop since
CTS-Manager does not detect true capability of
CUVC.

HD Interop A check specifies the device is running a software
version that supports 720p video quality

A check indicates that the video quality of the
scheduled meeting is at 720p quality. It doesn’t
specify that the actual capability that this MCU
can support.

CUVC always shows No for HD Interop since
CTS-Manager does not detect true capability of
CUVC.

Web Services Security A lock specifies the endpoint supports HTTPS
communications.

Cisco Unified Communications Manager

To display settings that associate the Cisco TelePresence Manager with Cisco Unified CM, choose
Support > Unified CM.

Figure 10-10 Cisco Unified CM Window

Support > Unified CM

Service Status: 0K
Hostriame: tsbu-ctm?23
1P Address: 172.28.68.182

Table 10-10 describes fields and settings for the CUCM

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 10-10 Cisco Unified Communications Manager Settings
Field Description or Settings
Service Status Display-only status report of system services.

You may see a progress indicator in the status field, especially if
many Cisco TelePresence meeting rooms are being managed by
CTS-Manager. Each time this page is accessed, the status is
updated, and the progress indicator will be seen while the system
is discovering meeting rooms.

A

Caution  An error status may be reported if the connection to
Cisco Unified CM was caused by a network outage.
You can remove the error status by clicking Discover
Rooms on the System Configuration > Discovery
Service page.

Hostname Name of the Cisco Unified CM server host.

IP Address IP address of Cisco Unified CM server host.

Command Line Interface

For all commands for the CTS-Manager, refer to the Cisco TelePresence Manager CLI Book set,

http://www.cisco.com/en/US/products/ps7074/tsd_products_support_series_home.html

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Introduction

Introduction

Cisco TelePresence meetings are scheduled between two or more conference rooms. The Calendar
service (either Microsoft Exchange or IBM Domino) sends an acceptance email to the meeting organizer,
with the notice that the rooms have been reserved and placed on the calendar. CTS-Manager also sends
either a Confirmation email or an Action Required email to the meeting organizer when a meeting is
scheduled.

The Confirmation email provides additional information about the scheduled Cisco TelePresence
meeting, including a link to the CTS-Manager Meeting Details window. In order to access the Meeting
Details window the meeting organizer must log into CTS-Manager using their Windows logon account
(account name and password). For more information about Confirmation emails refer to the
Point-to-Point Meetings and Multipoint Meetings sections below. For more information about the
CTS-Manager Meeting Details window refer to the section Confirmation Meeting Details Window.

The Action Required email specifies the error that caused the email to be generated, and a link to the
Meeting Details window.

Point-to-Point Meetings

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide

The Point-to-Point meeting confirmation email is described in Table 11-1.
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Point-to-Point Meetings

Figure 11-1 Point to Point Meeting Confirmation Email

B 11~ B L8| T~ T s (NS LR ) 1) T R [ BTy SR NIT N S o ST

i&gaplf .@Raplftn.ﬁ.l_llaForﬂardl.j Ba | | w ||f} [23 W | & - 9 - ﬁ?l'@'!

From: Cisco TelePPresence Mananer Sent:  Wed 1071572008 6:44 AM
Te Jzke Avilan
Ce:

Subjeck:  TelePresence mesting - COMFIRMED - Recurring mulkipoink

Your Cisco TelePresence meeting has been CONFIRMED

Al occurrences of vour meeting have been confirmed Addtional optons and information about thus TelePresence meeting may be
found by clicking the followmng Ink.
Thele Hare*

Additional Meeting Options
Chicking the link above may allow
s Parhicipate in a meeting with other comparves,
» Inchude smdeo conferencing sites,
« Hide your mecting subject on the TelePresence phone,
» Other options.

Upcoming Qcourrence Details

Subject: Eecurting trultig oint
Organizor: Talee Awilan (alan@erdev.comy)
Start Time: Monday, Fovember 24, 2008 09:00 AN { AmencaTiuana)
End Time: Meonday, Movember 24, 2008 09:30 AN {AmencaTinana)
Rooms: TelepresenceRowmn3l
TelepresenceBaom33
TeleprezenceBaam32
Maultipoint Meeting: Lridge Fhona Mumber:
Comfarence D
Meeting Subject on Phone: Shew

This message has been sent from an unmontored madbozx
Pleaze do not respond to thie emal. Contact your TelePrezence Help Diesle for additional formation

* & emal TTEL 15 hitpsftsbu-cin 15 cisco comlsche duletime eting 0o/ s che cduletHome. do?
systemlD=040000003200E000 74 CSE7101ASZEOQE00000000 700 ZFECAEF 2EC20 10000 000000000001 000000061 24A5274

vl
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Bl Multipoint Meetings

Table 11-1 Point-to-Point Meeting Confirmation Email

Email Section Description

Confirmation Statement This section confirms the meeting is properly scheduled and contains the link to the Meeting
(below the email banner) Details window.

Upcoming Occurrence Details |This section displays information about the scheduled meeting, including some options that

Note If this is a single are set in the Meeting Details window.

instance meeting,
rather than a recurring
meeting this section is
labeled “Meeting
Details”.

Email footer The URL displayed at the bottom of the email is the same link to the Meeting Details window
as the link in the Confirmation Statement above.

Multipoint Meetings

The Multipoint meeting confirmation email is described in Table 11-2.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Multipoint Meetings

Figure 11-2 Multipoint Meeting Confirmation Email

Your Cisco TelePresence meeting has been CONFIRMED

Additional options and information about this TelePresence meeting mav be found bv clicking the following link.
Click Here®

Additional Meeting Options
Clicking the link above mav allow:

« Participate in a meeting with other companies,

+ Include video conferencing sites,

+« Hide vour meeting subject on the TelePresence phone,
+« FEnable studic mode recording,

« Other options.

Meeting Details

Subject: P2p
Organizer e
Start Time: Friday, October 30, 2009 07:00 AM (GMT 0.0 STANDARD /GMT 0.0
’ DAYILIGHT)
. Friday, October 30, 2009 07:30 AM (GMT 0.0 STANDARD /GMT 0.0
End Time:
DAYIIGHT)
Rooms: SIC19-4-CLUELESS (6)
SIC19-1-SOUTH PACIFIC (&)
Meeting Subject on Phone: Show

This message has been sent from an unmonitored mailbox.
Please do not respond to this email. Contact vour TelePresence Live Desk for additional information.

Table 11-2 Multipoint Meeting Confirmation Email

Email Section Description

Confirmation Statement This section confirms the meeting is properly scheduled and contains the link to the Meeting
(below the email banner) Details window.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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M Action Required Email

Table 11-2

Multipoint Meeting Confirmation Email

Email Section

Description

Upcoming Occurrence Details |This section displays information about the scheduled meeting, including some options that

Note If this is a single
instance meeting,

are set in the Meeting Details window.

In addition to the standard meeting information, this section contains the Multipoint Bridge

rather than a recurring |Phone Number and the meeting’s Conference ID.

meeting this section is
labeled “Meeting

Details.”

Email footer

The URL displayed at the bottom of the email is the same link to the Meeting Details window
as the link in the Confirmation Statement above.

Action Required Email

Action Required emails may be sent to the Meeting Organizer to alert them of the following error
conditions. The Action Required email is described in Table 11-3.

1205 - Missing Required Rooms: A second Cisco TelePresence room, or other participant has not
been defined for the meeting.

This is the only type of error a Meeting Organizer can correct without administrative assistance. You
can see an example of this email in Table 11-3. You or the Meeting Organizer can correct this error
using the Meeting Details window, but the recommended way to resolve the error is to use the
calendar client used to create the meeting.

A

Note  This type of Action Required error can also be caused by a room not being deleted properly
from a calendar server, for example Microsoft Exchange. This can occur if the Meeting
Organizer schedules a meeting that includes a room in delegate mode. If the Meeting
Organizer schedules the meeting and then deletes it before the room delegate accepts the
invitation, this Action Required email is sent to the Meeting Organizer.

1211 - Room Not Compatible: One or more Cisco TelePresence rooms are running software that is
incompatible with the Cisco TelePresence Multipoint Switch.

1212 - Resource Not Available: Not enough Cisco TelePresence Multipoint Switch resources are
available to support the multipoint meeting.

1213 - MCU Not Configured: A Cisco TelePresence Multipoint Switch has not been configured for
the network.

1217 - CUVC Resource Not Available: Insufficient Video Conferencing resources to setup
multipoint meeting.

[l Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Action Required Email

Figure 11-3 Action Required Email

Your Cisco TelePresence meeting is NOT CONFIRMED

The following error was discovered:
A second TelePresence room, or other participant, has not been defined for this meeting. (Error: 1205}

To fix this problem please click the following link.
Click Here*

Additional Meeting Options
Clicking the link above mawv allow:

+ Participate in a meeting with other companies,

+ Include video conferencing sites,

+« Hide vour meeting subject on the TelePresence phone,
+ Enable studio mode recording,

+ Other options.

TelePresence Meeting Details

Subject: test email response
— S e s o
Start Time- Thursday, October 29, 2009 07:00 AM (GMT 0.0 STANDARD / GMT
. 0.0 DAYLIGHT)
. Thursdav, October 29, 2009 07:30 AM (GMT 0.0 STANDARD / GMT
End Time:
0.0 DAYLIGHT)
Rooms: SIC19-4-CLUELESS (6)
Meeting Subject on Phone: Show

This message has been sent from an unmonitored mailbox.
Please do not respond to this email. Contact vour TelePresence Live Desk for additional information.

Table 11-3 Action Required Email

Email Section Description

Confirmation Statement This section describes the error to be corrected before the meeting can be confirmed, and
(below the email banner) contains the link to the Meeting Details window. The error can usually be corrected using

the Meeting Details window.

Upcoming Occurrence Details |This section displays information about the scheduled meeting, including some options that

Note If this is a single are set in the Meeting Details window.

instance meeting,
rather than a recurring
meeting this section is
labeled “Meeting
Details”.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Bl Confirmation Meeting Details Window

Table 11-3 Action Required Email
Email Section Description
Occurrences with Errors If this is a recurring meeting, all the instances that have an error are displayed in a list. Only

some instances of a recurring meeting may be in error if the meeting organizer, using the
Calendar client has edited some of the instances. Clicking the date/timestamp link takes you
to the Meeting Details window for that meeting instance.

Only the first 50 meeting instances with errors are listed in the email, but all instances with
errors are listed in the Meeting Details window.

Note The upcoming instance of a recurring meeting may not be one of the occurrences
causing the error. When you log into Cisco TelePresence Manager from the
upcoming meeting link, or any of the occurrences causing the link you will see all
the occurrences of the meeting listed in the left-hand column. Click on any
occurrence with an icon showing a red X to resolve the error.

Email footer The URL displayed at the bottom of the email is the same link to the Meeting Details window
as the link in the Confirmation Statement above.

Confirmation Meeting Details Window

For description purposes the Meeting Details window is divided into the following sections:
e Meeting Details

e  Occurrence Details

Meeting Details

This web page allows you to specify options not available via your Calender Application and allows you
to correct possible errors. Proceed to the Occurrence Details pane of this webpage to continue to set up
options for your room configuration.Table 11-4 provides the Fields and Section Names with descriptions
for this window.

Occurrence Details Pane

When the Meeting Details - Occurrence Details field is initially displayed you will see the following
fields:

¢ Rooms tab
e VD Interop tab
e Intercompany tab

e Meeting Options tab

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Confirmation Meeting Details Window

Figure 11-4 Default Rooms Tab Field

2l tsbu-ctsman-2._cisco.com - Cisco TelePresence Manager - Microsoft Internet Explorer

Meeting Details

Meeting Manager helps automate Cisco TelePresence calls by reviewing vour meeting request and presetting the appropriate equipment to launch your Cisco TelePresenc
experience with "One-Button-To-Push”. This webpage allows you to specify options not available via vour calendar application and allows you to correct same errars.

Subject: recurring rmeesting with new room to see if all the meetings are still launchable when upgrade cucm from 6.1.3 to 7.1.2 with 1.6 version of ctsrmanage
DOrganizer: sruserl tsbu {sruseri@devtest.com)

State: | ‘_h WARMINMG: This meeting cannot be modified as its scheduled start time has elapsed.

Notification

Mot Available

Email:

[ | Occurrence Details I

Scheduled Start Time : Tuesday, October 27, 2009 12:00 PM {AmericaslLos_Angeles)

@ 10/15/2009 Scheduled End Time : Tuesday, October 27, 2009 12:30 PM {ArmericaslLos_Angeles)

Ex 10/16/2009 Rooms | VS Interop || Intercarpany || Meeting Sptions |

[F 10/20/2009 -

o Cisco TelePresence Rooms {1 rooms )

[ 1o/21/z009

[ 10/22/2009 | tproom cucmZ tsbu

[Ex 1o/z3/2000 Murnber to Dial *

[Fk -=10/27/2009<-

(5 10/28/2009 * Required Fislds
[Fk 1n/z9/2009

[Fk 1o/30/2000
Fk 11/03/2009
[F 11/04/z000
[Fk 11/05/2009
[ 11/08/z000
[Fk 11/10/2009
[ 1171172000
[k 11/12/2000
[ 1171372009
[Fk 1171772009
[Ek 1171872009
[Fk 11/19/z000
[Ek 11/20/2009
[Fk 11/z4/z000
[Ek 11/25/2009
[Fk 11sz6/z000
[Fk 11/27/2009
[Fk 1z/01/z000
Ek 1z/02/2009

T

Table 11-4 Meeting Details window

Field or Section Name Description

Subject The person scheduling the meeting enters the information in the Subject field.

Organizer This field displays the name and email address of the person scheduling the meeting.

State Gives the state of the current meeting if it is properly scheduled. If it is not, then provides a

warning message.

Notification Email Provides you with the last email sent and the time stamp whether or not the meeting is
successfully set up.

All Occurrences This column lists all the occurrences of your recurring meeting. Each meeting instance is a
link. Meeting icons showing a red X refer to those meeting instances with errors. Click the
link to show the meeting details for that instance.

Occurrence Details

Scheduled Start Time Displays the start date and time of the meeting.
Schedule End Time Displays the end date and time of the meeting.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Confirmation Meeting Details Window

Rooms Details Option

Table 11-5

If you have included only one Cisco TelePresence room in a scheduled meeting you need to use the
Meeting Details - Rooms tab window to supply a phone number. If you mistakenly included only one
Cisco TelePresence room the meeting organizer should use the Calendar client to add additional rooms.

Action Required Meeting Details Window

Field Name

Description

Number to Dial

Enter the phone number to be dialed to establish a connection from the Cisco TelePresence
room phone.

VC Interop Options

Figure 11-5

Video Interoperability options available are Include Video Conferencing - Yes or No.

If select No, the following window appears, click Send Email if Notification Email is set up for this.

Video Interop Options - No Video Conferencing

A tsbu-ctsman-2.cisco.com - Cisco TelePrasance Manager - Microsoft Internat Exploner

Meeting Details

Mesting Manager helps autamats Cisoo TelePrasence calls by reviewing your mesting request and presetting the appropriate equipment ta launch your Cisco TelePreseno:

experience with "One-Button-To-Push". This webpage allows you to specify options not available via your calendar application and allows wou to correct sorme errors.

Subject:

Organizer:
State:

Motification

Email:

recurring meeting with new room to see if all the meetings are still launchable when upgrade cucrm from 6.1.3 to 7.1.2 with 1.6 version of ctsmanage

sruseri tsbu (sruserl@devtsst.com)

| ‘_B WARMNING: This meeting cannot be modified as its scheduled start time has elapsed.

Mot Available

<

5% 10/15/2009
[Ex 10/16/2009
[E% 10/z0/2009
[z 10/21/2009
5% 10/22/2009
5% 10/23/2009
[Fk ->10/27/2009<-
[Ek 10/28/2009
[Ek 10/29/2009
[k 10/30/2009
[k 11/03/2009
[Ek 110472009
[Ek 11/085/2009
[k 11/06/2009
¥ 11/10/2003
[EX 11/11/2009
[Ek 11/12/2009
[Ek 11/13/2009
[k 11/17/2009
[k 11/18/2003
[EX 11/19/2009
[Ek 112072009
[Ek 11/24/2009
[k 11/25/2009
[k 112672003
[EX 11/27/2009
[E 1z/01/z009
[Ek 12/02/2009

I All Occurrences [ | Occurrence Details I

| >

Scheduled Start Time ;
Scheduled End Time :

Tuesday, Cctober 27, 2009 12:00 PM {Americalos_Angeles)
Tuesday, October 27, 2009 12:30 PM {(America’Los_Angeles)

Rooms ]l ¥C Interop | Intercompany || Meeting Options |

| Dioes this meeting include Yideo Conferencing? Yes Mo

Send Ermnail

* Required Fields
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Confirmation Meeting Details Window

Video Interoperability options available are Include Video Conferencing - Yes or No.

If select Yes, the following window appears, click Send Email if Notification Email is set up for this.

Figure 11-6 Video Interop Options - Yes Video Conferencing

-2 tsbu-ctsman-2.cisco.com - Cisco TelePresence Manager - Microsoft Internet Explorer

Meeting Manager helps autornate Cisco TelePresence calls by reviewing vour meeting request and presetting the appropriate equipment to launch your Cisco TelePrese
experience with "One-Button-To-Push®, This webpage allows you to specify options not available via your calendar application and allows you to correct some errors.

Subject: recurring meeting with new room to see if all the mestings are still launchable when upgrade cucm from &.1.3 to 7.1.2 with 1.6 version of ctsman:

Organizer: sruserl tsbu (sruseri@devtest.com)

State: ‘A ERROR: Only one Cisco TelePresence room is scheduled for this meeting. Either add more rooms using your calendaring client or

provide a number to dial.

Notification R =
Not Available

Email: ~

< | >

I All Occurrences &3 | Occurrence Details I

Scheduled Start Time : Wednesday, November 4, 2009 11:00 AM (America/Los_Angeles)

@ 10/15/2009 Scheduled End Time : Wednesday, Novernber 4, 2009 11:30 AM (America’Los_Angeles)

[z 10/16/2009 Fooms | WC Interop | Intercompany || Meeting Cptions |
5z 10/20/2009

[Ex 10/21/2009
[ 10/22/2009 How many iden Confersncing snd points will join this mesting? [1-11

Does this meeting include Wideo Conferencing? @ ves O no

@ 10/23/2009 Wideo Conference Access Murmber Mot Available
% 10/27/2009
L&i mjzsjzoog * Required Fislds [_send Email | [apply | [ Reset |
[Ek 10/29/2009
[Fk 10/30/2009
[Ek 11/03/2009
Ek ->11/04/2009<-
[E¥ 11/05/2009
[Ek 11/06/2009
[Fk 11/10/z009
[Fk 11/11/2009
[k 11/12/2009
¥ 11/13/2003
[EX 11/17/2009
[F 111872009
[k 11/19/2009
[k 11/20/2003
[Ek 11/24/2009
[Ek 11/25/2009
[Ek 112672009
5k 11/27/2009
[k 1z/01/2003
[E 1z/02/2009

Table 11-6 Video Interoperability Options

Field Name Description

How many Video Enter the number of video conferencing devices that will participate in the meeting.The
Conferencing endpoints will  |rangeis 1 - 11.
join this meeting?

Video Conference Access This number is previously configured in the CUVC prefix and is generated by CTS-Manager
Number in this window.
Send Email If the system is set up for email notification, the Send Email button will send confirmation

of video conferencing.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Table 11-6 Video Interoperability Options

Field Name Description

Apply If the number of end points that join in the meeting are changes, use the Apply button to save
the changed number.
Reset This removes what has been configured and allows you to set new values.

Intercompany Host Meeting Options

Intercompany options available are “Does this meeting include TelePresence rooms from another

company- Yes or No.”

If select No, as shown in the following window , click Send Email if Notification Email is set up for this.

Figure 11-7 Intercompany Host Meeting Options

2l tsbu-ctsman-2.cisco.com - Cisco TelePresence Manager - Microsoft Internet Explorer,

Meeting Details
~

experience with "One-Button-To-Push", This webpage allows you to specify options not available via your calendar application and allows you to correct sorme errors,

Subject:

Organizer: sruserl tsbu (sruserl@dewvtest.com)

recurring mesting with new room to see if all the mestings are still launchable when upgrade cucm fraom 6.1.3 to 7.1.2 with 1.6 version of ctsman:

State: ‘L ERROCR: Only one Cisco TelePresence room is scheduled for this meeting. Either add more rooms using your calendaring client or

provide a number to dial.

Notification .
Mot Available

Email:
< |

>

Scheduled Start Time : Wednesday, Novermber 4, 2009 11:00 &M (Americaslos_angeles)
Scheduled End Time : Wednesday, Novernber 4, 2009 11:30 AM (America’Los_Angeles)

Rooms | WS Interop || Intercompany | Meeting Sptions |

[E% 101572009
[z 10/16/2009

Meeting Manager helps automate Cisco TelePresence calls by reviewing your meeting request and presetting the appropriate equipment to launch your Cisco TelePrese

I All Occurrences [ | Occurrence Details

~

52 10/z0/2009
5 10/21/2009
[Ex 10/22/2009

Intercompany is not permitted when ¥ideo Conferencing is in use or if Studio Mode Recording is enabled.

Oives & Mo

Does this meeting include TelePresence rooms from another company?

[F% 10/23/2009

[

* Required Fields Send Ermail

¥ 102772009

] [ aApply ][ Reset ]

[k 10/28/2009
[k 10/29/2003
[E 10/30/2009
[Ek 11/03/z009
E¥ ->11/04/2009<-
[E¥ 11/05/2009
[Ek 11/06/2009
[Fk 11/10/z009
[Fk 11/11/2009
[k 11/12/2009
¥ 11/13/2003
[EX 11/17/2009
[Ek 11/18/2009
[Ek 11/19/2009
[k 11/20/2009
[k 112472003
[Ek 11/25/2009
[Ek 11/26/2009
5k 11/27/2009
[k 1z/01/2003
[E 1z/02/2009

Intercompany hosting options available are Does this meeting include TelePresence rooms from another

company? - Yes or No.

If select Yes, the following window appears, click Send Email if Notification Email is set up for this.
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Confirmation Meeting Details Window

Intercompany Participant Meeting Options

Figure 11-8 Meeting Details - Intercompany Meeting Set-up Window

anager helps sutamate Cisca Tela?resance cals by raviewing your meeting requast and presatting the appropriste aquipment to lsunch your Cisco TelePresenca expanience with “One-Button-To-Push®, This webipage allows you to specdy options not available via Four
polieatish and slawd you ko COMTREE SOFME BFTER.

Weekly instance
[ siper user (suserlitsbodevtest.com)
The meeting iz properly scheduled,
on Emall:  Last sant on 10/15/200% 10:24 PM (Stets: Success)

m Occurrence Detalls

Scheduled Start Time 1 Manday, Kovember 2, 2009 04:00 A4 (US/Pacic-Hew)
Scheduled End Time : Monday, Havember 2, 2008 04:30 &M {US/Pachic-Hew)

| .-ﬂﬂml. Intarconipany l Maating Optione |

Do this meating inclidn TebePresence fourms from anothar company?  (vas Olo
2009+~ Entor information provided by the mesting host
Multipoint Dial-in Number

s o s e

Inkarcompany Conference 10

The host needs to knom that your rooms require Teleprasence Resources 0

.' Required Fialds E@m@

If another company is considered the Intercompany Cisco TelePresence meeting host you need to
configure your side of the meeting as a participant. You’ll need obtain the Dial-in Number and the
Conference ID from your CTS-Manager Administrator or from the Host meeting organizer

Enter the information and click Apply to set the values.

Table 11-7 Intercompany Participant Meeting Options
Field Name Description
Multipoint Dial-in Number This is the phone number your Cisco TelePresence room phone will call to join the meeting.

This number is provided by the meeting Host’s CTMS or your Service Provider’s CTMS.
Intercompany Conference ID |The Conference ID is generated by the Host’s CTMS or your Service Provider’s CTMS.

The sum of If your company is hosting an Intercompany Cisco TelePresence meeting, the number of
Cisco TelePresence resources | resources required to include all the participating companies is listed. The sum of the
required by all other resources needed can be determined by adding the values below for each CTS endpoint
companies. participating in the meeting:

CTS-500 = 1 resource
CTS-1000 = 1 resource
CTS-1100 = 1 resource
CTS-1300 = 1 resource
CTS-3000 = 3 resources
CTS-3200 = 3 resources

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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l  Confirmation Meeting Details Window

Meeting Options Tab

Clicking the Meeting Options tab in the Meeting Details window displays the following fields:

Figure 11-9 Meeting Options Tab

i ->10430f 20092 -

T 1ukizn0n
[ wumaszn0n
[ 127372000
:.'.'q. 1171442100 I T
G 11000
U 1urza/2009
[ 107z
5 10072009

Saching Meds

fuljnct; bt pacond recurming
Drgankser: Taat userd (o] @lonestl.com)
Brate; Tha masting i praparly schedelad,

Maghng Manpgar helps sefemate Cico TelaPresence caby by meviemng 7our mieatng regeesd and prasetong the apprognate egapmant ta launch your Ciscs TelePragance suparance with “One-Buftan-Te-Push™, The sebdgagn alioss yoy be specdy opbane |
Eaander sppboatan and sBomi pou B3 COVeC SHME BIFOFY

Hotification Emall:  Last send ea f0/27/2009 03:07 PH (Sistus: Suesess)

Oceurrvnin Detalls

Schaduled Stert Time 1 Frdsy, Dotober 30, D009 0630 PM (US/Pache-New)
Schoduled End Time ©  Frdig, Cclober 30, 2009 0700 PM (USSP acdhe-Mon)

[ 10272009 [ Moomi | autng Ditons |

Heeling Sebject o Phine (< Show (lrisde

() e pasign ) Speaker O Roeem

Table 11-8 Meeting Options Tab

Field or Section Name

Description

Meeting Subject on Phone

Choose Hide if you don’t want the meeting subject to be displayed on the
Cisco TelePresence room phone. Select Show if you do want the subject displayed.

Note  This option is displayed in the Upcoming Occurrence Details section of the
Confirmation email.

Switching Mode

The Switching Mode can be either “Auto-Assign,” “Speaker” or “Room.” Switching Mode
only affects CTS-3000 and CTS-3200 endpoints. If the Switching Mode is set to “Room” all
the participant displays of the endpoint are switched each time the meeting participant who
is speaking changes to a meeting participant at a different endpoint. If the Switching Mode
is set to “Speaker” only the corresponding participant display (left, center, or right) is
switched; the remaining participant displays are not switched. Using the “Speaker”
switching mode provides the ability to view up to three different remote endpoints at the
same time.

If you choose “Auto-Assign,” switching mode is determined by the default CTMS policy.
The default CTMS policy is configured on the System Configuration > Policy Management

page.
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W Introduction

Introduction

The following section provides the list of MIBs that are supported in the Cisco TelePresence Manager.

MIB Support

The following MIBs are supported by CTS-Manager. MIBs only partially supported list their capability

files.
Table 12-1 CTS-Manager Supported MIBs

MIB Support Capability Location

CISCO-CDP-MIB Partially ftp://ftpeng.cisco.com/pub/mibs/v2/CIS
CO-CDP-CAPABILITY.my

CISCO-SYSLOG-MIB Partially ftp://ftpeng.cisco.com/pub/mibs/v2/CISCO-
SYSLOG-CAPABILITY.my

IF-MIB Partially ftp://ftpeng.cisco.com/pub/mibs/v2/CISCO-I
F-CAPABILITY.my

IP-MIB(v2) Partially ftp://ftpeng.cisco.com/pub/mibs/v2/CISCO-I
P-CAPABILITY.my

RFC1213-MIB Fully

SNMPv2-MIB Fully

TCP-MIB Partially ftp://ftpeng.cisco.com/pub/mibs/v2/CISCO-
TCP-STD-CAPABILITY.my

UDP-MIB Fully

SNMP-FRAMEWORK-MIB Fully

SNMP-MPD-MIB Fully

SNMP-VACM-MIB Fully

(SNMP-VIEW-BASED-ACM-

MIB

SNMP-NOTIFICATION-MIB Fully

SNMP-TARGET-MIB Fully

SNMP-USER-BASED-SM-MIB |Fully

HOST-RESOURCE-MIB Fully

Table 12-2 CTS-Manager Supported H/W MIBs

MIB Support Capability Location

IBM PLATFORM

IIBBM-SYSTEM-AGENT-M I

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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MIB Support
Table 12-2 CTS-Manager Supported H/W MIBs
MIB Support Capability Location
IBM-SYSTEM-ASSETID-MIB
IBM-SYSTEM-HEALTH-MIB
IBM-SYSTEM-LMSENSOR-M
1B
IBM-SYSTEM-MEMORY-MIB
IBM-SYSTEM-MIB
IBM-SYSTEM-NETWORK-MI
B
IBM-SYSTEM-POWER-MIB
IBM-SYSTEM-PROCESSOR-
MIB
IBM-SYSTEM-RAID-MIB
IBM-SYSTEM-TRAP-MIB
HP PLATFORM
CPQIDA-MIB 1.3.6.1.4.1.232.3
CPQHOST-MIB 1.3.6.1.4.1.232.11
CPOSTDEO-MIB 1.3.6.1.4.1.232.1
CPQTHRSH-MIB 1.3.6.1.4.1.232.10
CPQSTSYS-MIB 1.3.6.1.4.1.232.8
CPQSINFO-MIB 1.3.6.1.4.1.232.2
CPQHLTH-MIB 1.3.6.1.4.1.232.6
CPQIDE-MIB 1.3.6.1.4.1.232.14
Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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W Introduction

Introduction

Troubleshooting meeting connections and network problems is one of the more important
responsibilities of the Cisco TelePresence system administrator. When a problem is detected, you must
collect system errors and logs files so they can be analyzed for prompt resolution. Figure 13-1 shows the
links available to assist you with these troubleshooting tasks.

Figure 13-1 Troubleshooting Window

'::I|Isléloh Cisco TelePresence Manager admin | Logou

Troubleshooting

Host: tshu-ctm18

|

¥ Support
E] Dashboard @ fou can view the following:
[_'ﬂ Scheduled Meetings
=B ¥
W Foomns Svystem Errors t Wiew system errors.
:Eh MCU Liepiecs Log Files  Set the debug log level and download the debug log files,
S5 Unified CM

w System Configuration
Security Settings

Database

Microsoft Exchange

LOAP Server

Discovery Service

MCU Devices

Concierges

Access Management

3l SH R Ll

Policy Management
% Systemn Settings
E?;; Application Settings
@ Software Upgrade
* Troubleshooting
@ Svystem Log
ﬁ Log Files =

System Log

Choose the System Log window to see a list of system messages. You can filter the list by starting and
ending dates and message type All, Fatal, Severe, Moderate, Warning, and Info, as follows:

e Use the Calendar icon to choose dates, or type the dates in the Start On and End On fields using
the MM/DD/YYYY date format.

¢ Click Filter to generate the list.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Figure 13-2 System Log Window

System Log

Log Files W

Troubleshooting > System Log

Start on: |1_2,n‘8,f2|3|:|8 | vI End on: |1_2,f8,-’2|:||:|8 | vl Type: |AII vl [ Filter |
Showing 1 - 1 of 1 records
| Time stamp (+) ~ | Type | D - | Madule - | Message
O 12/08/2008 11:18 AM SEVERE 3801 MultipointMgr Failed to authenticate with MCU 'tsbu-ctmi17'.

Rows Per Page: | 10 »

{+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Log Files

Table 13-1 lists the error information provided by the system.

Table 13-1 System Error Report

Field Description

Timestamp Date and time the message was logged. You can sort the messages
in ascending or descending order by the time stamp.

Type Message type.

ID Message identification number. You can sort the reports in
ascending or descending order by ID.

Module Component within CTS-Manager that generated the error.

Message Explanation of problem detected. Move your mouse pointer over a
message field to see a complete description.

At the Log Files window, you can set the level for logging system errors from the following services that
contribute messages:

[ oL-13673-06
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M LogFiles

Figure 13-3 Log File Window

Troubleshooting > Log Files

Services

ERROR @
ERRCOR &
ERRCOR %

Discovery:

Calendar Server (Microsoft Exchange):
Room Phone UI:

Admin UT: ERROR (%
Multipoint Conference: ERROR W
TelePresence Engine
ERROR |»

ERROR ¢

Service Providers:

Data Access Layer:

Interface: ERROR v

Log Files

Service: |AII vl
Showing 1 - 10 of 34 records
Filename ~ | Saruice Last Modified (+) ~ Size [KB)

DiscoveryMar jtapi0l.log Discovery 10,/09/2008 09:43 AM 0.0

CalendarMgr.log.2 Room Phone UI 10/14/2008 06:24 AM 5121.94

CalendarMgr.log.g Room Phone UI 10/15/2008 04:17 PM 5123.95

CalendarMgr.log.7 Room Phone UI 10/16/2008 09:50 PM 5124.0

CalendarMgr.log.& Room Phone UI 10/18/2008 03:08 AM 5122.41

CalendarMgr.log.5 Room Phone UI 10/19/2008 08:42 AM 5124.0

CalendarMgr.log.4 Room Phone UI 10/20/2008 02:15 PM 5124.0

CalendarMgr.log.3 Room Phone UI 10/21/2008 07:36 PM 5121.4

CalendarMgr.log.2 Room Phone UI 10/23/2008 12:52 AM 5122.41

CalendarMgr.log.1 Room Phone UI 10/24/2008 06:25 AM 5124.0

First < Previous Rows Per Page: | 10 %

Download All

(+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Services

e Discovery Service

e (alendar Service

e Room Phone UI Service
e Admin UI Service

e Multipoint Conference

TelePresence Engine
e Service Providers

e Data Access Layer
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Scheduled Meeting and Room Issues W

¢ Interface

You can set the message types from these services to the following levels:
e DEBUG—Detailed errors and information messages.
e ERROR—ETrrors that are likely to terminate system activity.

e FATAL—Errors that will automatically terminate system activity.

Note  The default logging level is typically set to ERROR. There may be times when Cisco technical
personnel will instruct you to modify the logging level for one or more of the services, to help
them diagnose a problem. Be sure to reset the logging level immediately after the problem has
been resolved, or else disk space may become filled with messages and negatively impact system
performance.

Once you have made your logging level choices for each service:
e Click Apply to register new or modified settings, or click Reset to restore the original settings.
You can generate a list of specific error types.
¢ From the Service drop-down list, choose one of the following to specify the type of errors to display:
- All
— Discovery
— Groupware Adapter
- Room Phone UI
— Admin UI
— Multipoint Connection
— TelePresence Engine
¢ Click Filter to generate the list.

Log files are named with a .log extension. The log filename provides a link to the contents of the error
log file. This window also shows the date the file was last modified and the size of the log file. The lists
can be sorted by filename and time last modified.

e To update the error log, click the Refresh button.

Download All Files

Use the Download All button to collect all log data for Cisco technical support personnel when
submitting a case for problem solution. The data is automatically compressed in a file that can be sent
via email.

Scheduled Meeting and Room Issues

Meeting information is retrieved via processing room notifications from a Microsoft Exchange or an
IBM Domino Calendar server. A notification is generated when a meeting is added, modified, or deleted.

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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The Cisco TelePresence Manager database is periodically synchronized with the Calendar server to
retrieve and maintain room schedules. Synchronization resolves any problems that might have occurred
when Exchange or Domino connectivity was not available and notifications were not received. If
required, you can also trigger a manual synchronization of the room meeting schedule using the Re-sync
Operation in the Microsoft Exchange or IBM Domino window.

Meeting information is stored in the database, and the Room Phone Ul service is notified when it is time
to send the meeting schedule to the phone user interface.

The Rooms window displays the room status as “In Use” when a call is placed. The Scheduled Meeting
window displays meetings as “In Progress” or “Completed” reflecting the actual state of the call.

If the concierge is called, this condition will be reflected in the Room UI view and Scheduled Meeting
view as “Needs Help”.

Refer to troubleshooting information in Table 13-2 to solve common problems that prevent

Cisco TelePresence meetings from being scheduled correctly.

Table 13-2

Scheduled Meeting and Room Issues

Problem or Message

Possible Causes

Recommended Action

Detailed view of Meetings reports that
the Cisco TelePresence meeting is
“Pending for more information from
Exchange”.

This message appears when one of the
two following conditions occurs:

e When Cisco TelePresence Manager
receives notice of an event, it waits
30 seconds to see if any further
event details are forthcoming from
Microsoft Exchange and then
validates the meeting.

e If the room is in manual-accept
mode and the room’s delegate has
accepted a meeting only tentatively
or has not responded to meeting
e-mail notification

e Wait a few moments and view
Meetings status again to see if the
meeting has been validated.

e Advise the room delegate to
respond to meeting e-mail
notification.

The meeting organizer receives no
e-mail to confirm the meeting is
scheduled.

This problem occurs when a room is not
in auto-accept mode.

Make sure reserved rooms are in
auto-accept mode.

If a room is in manual-accept mode, the
meeting invitation must be accepted by
the room’s delegate using Microsoft
Outlook or Lotus Notes.

Scheduled Meetings do not show the
status “In Progress”, or Rooms do not
show “In Use” when a call is placed.

Connectivity between the
Cisco TelePresence system and
CTS-Manager is lost.

Check the Rooms window for status.

The SSH username and password should
be configured for the Cisco
TelePresence system. See the

Unified CM Installation Guide for Cisco
TelePresence for more help.

Verify that the Calendar service is
running on the Cisco TelePresence
system.
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues

Problem or Message

Possible Causes

Recommended Action

Room status indicates an error
condition.

Place your mouse over the status to see
the error described in a tooltip. This
problem can occur when:

e The phone associated with the Cisco
TelePresence meeting room is not
included in Cisco TelePresence
Manager application user profile.

e The phone associated with the Cisco
TelePresence meeting room is not
registered with the Unified CM.

e More than one Cisco TelePresence
phone could be configured with the
same room name.

Cisco TelePresence IP phone associated
with participating rooms must be added
to the CTS-Manager Application User
Profile.

Update the CTS-Manager Application
User Profile with correct room data.

Check the Rooms window for status.

Check the IP connectivity between the
equipment and CTS-Manager.

Missing Secure Shell username and
password for the Cisco TelePresence IP
phone should be configured in the
Unified CM configuration.

A recurring meeting is not listed in the
Scheduled Meetings window

The first occurrence of the meeting is
scheduled more than one year in the
past.

Reschedule the meeting so that the start
date for the recurring meeting is less
than one year in the past.

Two instances of the same meeting
(either a single meeting or an instance of
a recurring meeting) are listed in the
Scheduled Meetings window.

The date or time of the meeting was
modified after the start time of the
meeting, but before the meeting was
initiated or the before the meeting end
time has occurred.

This is expected behavior. The meeting
instance with the new start date or start
time is treated as a new meeting.

A recurring point-to-point meeting
listed in the Scheduled Meetings
window displays an Error status.

OR

A recurring multipoint meeting is listed
in the Scheduled Meetings window as a
point-to-point meeting (only two rooms
are scheduled).

The rooms included in the meeting are in
manual-accept mode (delegates must
accept meeting invitations).

If the recurring meeting is a
point-to-point meeting (R1 & R2) and a
room delegate has declined one instance
(R1), all meeting instances show only
one room scheduled.

If the recurring meeting is a multi-point
meeting (R1, R2, & R3) and a room
delegate has declined one instance (R1),
all meeting instances show only two
rooms scheduled (R2 & R3).

¢ In Microsoft Exchange, select the
checkbox for the room(s) missing
from the scheduled meeting and
Re-sync.

e In IBM Domino, click Re-sync to
re-sync the database.

[ oL-13673-06

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide g



Chapter 13

Troubleshooting Cisco TelePresence Manager |

Bl Scheduled Meeting and Room Issues

Table 13-2

Scheduled Meeting and Room Issues (continued)

Problem or Message

Possible Causes

Recommended Action

Room Status reports a Subscription or
Synchronization error with Microsoft
Exchange

A Discovery operation attempted to
sync to a newly added Room calendar
before even one meeting was added to
the calendar.

A Room calendar must contain at least
one scheduled meeting in order for
Cisco TelePresence Manager to
successfully subscribe and sync.

To remove the error status:

1. Schedule at least one meeting on the
Room calendar.

2. From the System Configuration >
Microsoft Exchange window, select
the room showing the subscription
error and click Re-sync.

3. From the Support > Rooms
Summary tab, select the room
showing the Exchange subscription
or sync error (on the Status tab), and
click Update Schedule.

Recurring or single meeting with only
one room is displayed with an Error
status after meeting start time has
passed.

If a meeting organizer deletes a meeting
that was

1. not launched,
2. after the meeting start time

all but one rooms are removed from the
scheduled meeting and the meeting is set
to an Error status.

If the meeting was a recurring meeting
and the meeting series was deleted after
the first instance of the meeting was

1. not launched,

2. after the 1st meeting instance start
time

all but one rooms are removed from the
scheduled meeting and the meeting is set
to an Error status.

This is expected behavior. All rooms
calendars are available for scheduled
meetings.

Meeting Confirmation email refers to
upcoming meeting instance, not to
meeting instance whose details were
updated.

The Send Email button in the Meeting
Details window is available to any user
(Concierge or Administrator) logging
into Cisco TelePresence Manager. If
you make changes to a future instance of
a recurring meeting and click Send
Email, the confirmation email sent to
the Meeting Organizer refers to the
upcoming meeting and not to the future
instance that was changed.

The Meeting Organizer must click the
link in the Confirmation email to open
the Meeting Details window and select
the future meeting instance to see the
changes made.
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues

Problem or Message

Possible Causes

Recommended Action

Meeting instances in a recurring
meeting are not listed in the Action
Required emails.

Action Required emails list only the first
50 instances of a recurring meeting.

To view additional instances of a
recurring meeting, the Meeting
Organizer must click the link in the
Action Required email and display the
Meeting Details window.

A scheduled meeting is not listed in the
Scheduled Meetings window. (For IBM
Domino deployment.)

The date of a scheduled meeting must
fall between two days prior to the
current date and two calendar years in
the future ( -2 days — +12 months), in
order for Cisco TelePresence Manager
to sync the meeting between the Domino
database and the Cisco TelePresence
Manager database.

Note If a meeting is scheduled while
Cisco TelePresence Manager is
down, and more than two days
pass before CTS-Manager is

restarted, the meeting will not be

sync’d and must be rescheduled.

Verify the rooms are registered properly
in the System Configuration > IBM
Domino window. The room name
appearing in the Associated Rooms
column must exactly match the room
names added to the profile in

Unified CM.

In Cisco Unified CM the
Product Specific Configuration
Layout window refers to “Room
Name (from Exchange)”. This is
the room name that must match
the room name in the Domino
server database in order for
CTS-Manager to successfully
sync.

Note

A deleted meeting still appears in
CTS-Manager. (For IBM Domino
deployment.)

The CTS-Manager database is set to
delete scheduled meetings according to
the (Polling Interval * 3). The Polling
Interval is set in the IBM Domino
window.

If the scheduled meeting does not fall
within two days prior to the current date
and two calendar years in the future ( -2
days — +12 months), the meeting is not
deleted from the CTS-Manager
database.

Please wait the prescribed amount of
time to ensure the meeting is deleted.

Scheduled meetings show an error.
OR

New meetings are not appearing in the
Scheduled Meetings window.

After the Microsoft Exchange server is
down, CTS-Manager does not regain a
connection.

Re-sync the rooms with scheduled
meeting errors or missing meetings.
After the room re-sync Exchange may
still display an error status.

This can be fixed by either:

e waiting for CTS-Manager to renew
subscription to the affected rooms
(occurs every 55 minutes) OR

e restarting the CTS-Manager server.

New meetings are not processed by

CTS-Manager after a software upgrade.

The Domino or Exchange server was
down during the upgrade and the
initialization process did not complete

properly.

e Initiate Discovery manually to
initialize the processes.

OR
e Restart CTS-Manager
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Problem or Message

Possible Causes

Recommended Action

An Action Required email does not list
the error for all instances of a recurring
meeting (Domino Calendar Server
issue).

If a recurring meeting is created with
two endpoints, and is then modified by
removing one endpoint for all meeting
instances, the Action Required email
does not list out all the meeting
instances.

This is expected behavior. The meeting
organizer should modify the meeting
series using Lotus Notes and add a
second Cisco TelePresence room.

A deleted meeting still appears in the
Scheduled Meetings window.

The meeting was deleted from the
Exchange room calendar, but the
meeting is not deleted in CTS-Manager.
This can happen if room reservations are
managed using Outlook Auto Accept.

Delete the meeting from the room
calendar.

Refer to Microsoft Knowledge Base
article 280854 for more information.

A room shows a sync error with a
calendar server.

1. A new room with no scheduled
meetings is included in a multipoint
recurring meeting.

2. Meeting goes into error state,

because of reduced MCU resources.

3. The meeting series is deleted
through Outlook.

4. The new room now has a ‘one room’
meeting error.

5. Exchange returns ‘0’ meetings for
the new room during daily
maintenance, but the CTS-Manager
database still contains a meeting for
the room.

Perform on of the following procedures
to correct the room sync error:

e Create a meeting using this room
(P2P, multipoint, single or
recurring). The next daily
maintenance corrects the sync error.

e Perform a manual sync for the
room.

Scheduled meeting is in error state for a
new room.

A new room is included in two separate
meetings and one of the meetings is
deleted.

Note In this scenario a Clarification

email may be sent to the meeting
organizer for a ‘missing rooms’
issue. The email should not have

been sent.

Re-sync the room with Exchange.

Meeting does not show up in
CTS-Manager Web Ul nor is it pushed to
the phone Ul

Room mailbox attending the meeting
has been switched between auto-accept
mode and manual accept mode.

Re-accept the meeting manually again.
It is recommended not to switch room
mailbox acceptance mode.

No clarification email sent when a
meeting is modified to include only one
room.

If the meeting organizer is using OWA
and deletes one of two rooms for a
scheduled meeting no clarification email
is sent.

Refer to Microsoft Knowledge Base
article 916160 for more information.

Only one instance of a yearly recurring
meeting is seen in CTS-Manager.

The meeting organizer did not specify
an end date.

Update meeting to include an end date.

Two different meetings appear as
scheduled for the same time slot.

One of the meeting’s scheduled had its
“Show time as” attribute set to “free”.

Do not set the “Show time as” attribute
to “free”. Reschedule the meeting.
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues

Problem or Message

Possible Causes

Recommended Action

Both past and present scheduled
meetings are updated when enabling
interoperability.

When enabling interoperability for a
scheduled meeting and the meeting
organizer chooses “all future
occurrences”, all past and present

meeting instances have interop enabled.

This is standard functionality.

Deleted scheduled meetings still appear
in CTS-Manager.

If all meetings for a room are deleted
CTS-Manager is not updated to reflect
the meeting deletions in Exchange.

Create a new scheduled meeting for the
room to re-sync CTS-Manager and
Exchange.

Meetings scheduled past a one year
duration only show the first year of
scheduled meetings.

CTS-Manager only displays the first 365
days of any scheduled meeting.

Meetings scheduled prior to
CTS-Manager 1.4 will continue to
display meeting dates past a 365 day
window. Meetings scheduled using
CTS-Manager 1.4 only display meeting
dates for the first 365 days.

CTS-Manager shows extra meeting
instances for some recurring meetings.

An additional room, in proxy mode is
added to an existing recurring meeting
by the Meeting Organizer, who then
makes additional changes to the series.
The room delegate then accepts the
invite to the meeting using an
out-of-date meeting invitation.

Make sure the room delegate uses the
latest meeting invitation when accepting
the invitation.

A meeting organizer may receive two
emails from CTS-Manager for a
non-recurring multipoint meeting.

Use AAA for acceptance.

A meeting state is displayed as complete
even if some participants remain active.

Meetings scheduled between endpoints
supporting secure mode (earlier than
1.5) and 1.5 endpoints, that have been
modified to be an intercompany meeting
may not end the call properly for 1.5
endpoints.

Manually end the call from each version
1.5 endpoint.

After changing the hostname or IP
address of Cisco Unified
Communications Manager

(Unified CM) with same configuration
in CTS-Manager, the custom meeting
data is lost.

1. Cisco Unified CM’s IP address is
changed so that the IP address in
CTS-Manager needs to be changed.

2. Cisco Unified CM is restored on a
different server and now CTS-Manager
is configured with new Cisco Unified
CM IP address.

In such cases, even though there is no
change in the CTS conference rooms,
CTS-Manager deletes all rooms and
meetings, adds new rooms, and syncs
again with the Exchange/Domino. This
causes all custom data to be lost.

Change Cisco Unified CM to use the
previous configuration; restore using the
CTS-Manager backup so that all the
custom changes to the meetings are
restored.
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IP Phone User Interface Issues

Once a scheduled Cisco TelePresence meeting has been confirmed by participating rooms in Microsoft
Exchange or IBM Domino, it should be listed on the IP phone user interface in less than three minutes.
Use Table 13-3 to troubleshoot problems between scheduled meetings and the phone user interface.

Table 13-3

IP Phone User Interface Issues

Problem or Message

Possible Causes

Recommended Action

The Cisco TelePresence IP phone
displays the standard idle screen instead
of the meeting list managed by
CTS-Manager.

A scheduled meeting does not appear on
the Cisco TelePresence phone user
interface.

This problem can occur when:

e There is no connectivity between
the Cisco TelePresence IP phone
and Cisco TelePresence Manager.

e The scheduled meeting is outside
the user-specified time window.

e The Secure Shell username and
password for the
Cisco TelePresence IP phone in the
Unified CM configuration are
missing.

e (CTS-Manager has not sent required
information to the
Cisco TelePresence IP phone.

e The network is not properly
configured or is down.

e The room name configured in
Unified CM does not match the
actual room name (e-mail alias)
configured in the Directory Server.

e Duplicate room names are
configured.

e Cisco TelePresence IP phone
associated with participating rooms
has not been added to the
CTS-Manager Application User
Profile.

e The Exchange or Domino user
account for CTS-Manager does not
have permission to retrieve calendar
data.

® Check the dashboard for phone
status.

¢ Only meetings within the
user-specified time window are
displayed on the phone user
interface. The administrator can
configure the number of days
displayed.

e Verify that the Calendar service is
running in the Cisco TelePresence
system.

e The room name must exactly match
the name (e-mail alias) provided in
the Directory Server.

e Remove duplicate room names
configured in Unified CM.

e Update the CTS-Manager
Application User Profile with
correct room data.

e Change the CTS-Manager user
account for Exchange or Domino so
it has permissions to retrieve (read)
room and calendar data.

A proposed meeting was deleted from
Microsoft Outlook, but it still appears on
the Cisco TelePresence phone user
interface.

This problem can occur when:

e QOutlook Web Access (OWA) is used
to schedule meetings because OWA
does not receive delete updates.

e CTS-Manager is not synchronized
with the Exchange database.

e Loginto Microsoft Outlook and use
that application to delete the
meeting.

e Use the Re-Sync Operations under
Microsoft Exchange to
resynchronize the database and
meeting schedule.
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Issues W

Cisco TelePr Manager Datab

Cisco TelePresence Manager Database Issues

Status for database services is displayed on the Dashboard window.

You can verify the CTS-Manager database status using the following CLI command:

utils service list

The result should indicate the CTS-Manager database as running.

You can start the CTS-Manager database using the following CLI command:

utils service start Cisco DB

You can stop the CTS-Manager database using the following CLI command:

utils service stop Cisco DB

A

Caution

CTS-Manager database.

Use this command with extreme caution: The CTS-Manager server must be stopped before stopping the

Table 13-4

CTS-Manager Database Issues

Problem or Message

Possible Causes

Recommended Action

Remote access user names cannot be
created with a number.

CLI returns the following error:

admin:utils remote_account create
rootuserl

Executed comand unsuccessfully
Invalide account name

The Admin UI returns the following
error:

“Cisco TelePresence Manager has
detected error conditions while
processing your request.

Code 2617

ID: REMOTE_ACCT_CREATE_ERROR
Module: AUI

Message: Failed to create remote
account ‘rootuserl’. Error:
‘Invalid account name’.

Do not create user names that include a
number as part of the name.

Multipoint Conference Unit (MCU) Issues

CTS-Manager supports two types of MCUs, CTMS and CUVC. Table 13-5 documents any issues or
anomalies between CTS-Manager and an MCU.
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Table 13-5 MCU Issues
Problem or Message Possible Causes Recommended Action
A CUVC status is always “OK”. CUVC status is not monitored by When registering a CUVC with
CTS-Manager. CTS-Manager you must manually
confirm all configuration settings.
The value entered in the Max/Min You must manually determine and enter
Participants per Conference fields are the correct value in these fields.

not validated by CTS-Manager when
you click the Save button.

Cisco Unified Communications Manager (CUCM) Issues

Table 13-6 Cisco Unified CM Issues
Problem or Message Possible Causes Recommended Action
The following message appears in the |CTS-Manager is running in secure Set Web Services Security to ‘Unsecure’

Support > Cisco Unified CM window mode. If Web Services Security is set to |or upgrade Cisco Unified CM to 6.1.2 or

“Cisco Unified CM version 6.1.1 is not

supported.”

‘Secure’ on the System Configuration > |higher and run Discovery from the
Security Settings window you must be |System Configuration > Discovery
running Cisco Unified CM 6.1.2 or Service window.

higher to support security.

Calendar Server and LDAP Interface Issues

A

Status for the Calendar Server (Microsoft Exchange or IBM Domino), and the LDAP server is displayed
in the Dashboard window. If problems are indicated, verify the attribute mappings specified during
installation CTS-Manager. See Settings in the LDAP Server window under System Configuration.

Caution

A

The object and attribute mappings for Exchange/Directory Server and Domino/Directory Server
deployments are listed in Table 13-8 and Table 13-9 and should not be changed after installing and
configuring Cisco TelePresence Manager.

Caution

The Object Class field and Attribute fields should not be changed. Cisco TelePresence Manager might
not function properly if these fields are changed.

For deployments with multiple Directory Server deployments, LDAP uses port 3268 (the Global Catalog
port) by default. For a single server deployment, port 389 is generally used, but you can reconfigure this
port at the LDAP Server window under System Configuration.
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LDAP Server Issues

Table 13-7 LDAP Server Issues

Calendar Server and LDAP Interface Issues

Problem or Message

Possible Causes

Recommended Action

Room is not sync’d between Microsoft
Exchange and Cisco TelePresence
Manager.

e LDAP user container DN must be
configured correctly for all
domains.

e LDAP field mapping should be set
to default settings.

Microsoft Exchange Calendar Server Issues

Table 13-8

Microsoft Exchange Calendar Server Issues

Problem or Message

Possible Causes

Recommended Action

Extra room has been added to a specific
instance of a recurring meeting.

Note  This issue occurs with Exchange

2007.

1. A meeting organizer schedules a
recurring meeting with two or more
rooms (R1, R2 and R3).

2. Meeting organizer deletes R1 from
one instance of recurring meeting (M1).

3. Meeting organizer adds a fourth room
to master series (R4).

4. R1 has been re-added to M1.

1. Open the R1 room calendar and delete
the scheduled meeting instance.

2.In Cisco TelePresence Manager, go to
the Configuration>Microsoft Exchange
window, select the checkbox next to the
room and click the Re-sync button.

Note  Refer to Microsoft Knowledge
Base article 949294 for more

information.

Room Status reports a Subscription
status error or a sync error with
Microsoft Exchange

A Discovery operation attempted to
sync to a newly added Room calendar
before even one meeting was added to
the calendar.

A Room calendar must contain at least
one scheduled meeting in order for
Cisco TelePresence Manager to
successfully subscribe and sync.

To remove the error status:

1. Schedule at least one meeting on the
Room calendar.

2. From the System Configuration >
Microsoft Exchange window, select
the room showing the subscription
error and click Re-sync.

3. From the Support > Rooms
Summary tab, select the room
showing the Exchange subscription
or sync error (on the Status tab), and
click Update Schedule.
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Table 13-8 Microsoft Exchange Calendar Server Issues (continued)

Problem or Message

Possible Causes

Recommended Action

Room is not sync’d between Microsoft

Exchange and Cisco TelePresence
Manager.

e Cisco TelePresence Manager must
have Full Access or Read
Permission to the Room’s mailbox.

e The Room mailbox must be created
with English as the default
language.

e The Room user must log into the
Room mailbox at least once.

e The Room email ID must be
uniquely assigned to only one user
(Room user).

e Room’s email ID must be
configured correctly in Cisco
Unified CM and Exchange.

e The Cisco TelePresence System
MAC address must be added to the
User Profile in Unified CM.

e Each Cisco TelePresence System
may have only one corresponding
IP Phone, that shares the same DN
with the Cisco TelePresence
System and whose MAC address
has been defined in the Cisco
Unified CM User Profile.

e The Cisco TelePresence Manager’s
clock must be in sync with the
Exchange system clock.

e UDP port 3621 cannot be blocked
by a firewall between Exchange
Cisco TelePresence Manager.

e Forms Based Authentication must
not be enabled for WebDAV for the
Exchange website in the Exchange
server that is registered with
Cisco TelePresence Manager.

e Verify the room is configured for
Auto-accept, or the Room Delegate
has accepted the meeting invitation.

e At least one meeting must be
scheduled on a room calendar
before syncing with CTS-Manager,
or CTS-Manager will return a sync
error condition for the room
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Table 13-8

Microsoft Exchange Calendar Server Issues (continued)

Calendar Server and LDAP Interface Issues W

Problem or Message

Possible Causes

Recommended Action

In the Microsoft Exchange window,
clicking Test Connection returns an
error.

e Verify Exchange 2007 has a Client
Access role.

e For IIS Manager on the Exchange
server, make sure SSL is required
is not checked for the default web
site when you are not using secure
mode.

e In Exchange Management Console,
make sure Exchange (Default
Website) is not configured with
FBA.

FBA must be disabled for
Cisco TelePresence manager to
sync meeting information with
Exchange. If a new Room
mailbox is added to a new
Exchange server that has FBA
enabled, you can either disable
FBA on the second Exchange
server, or use the initial
Exchange server as the front-end
server and point

Cisco TelePresence Manager to
that server.

Note

In the Scheduled Meetings window the
Meeting Subject is deleted.

Note Thisissue occurs with Exchange

2007.

By default, the Exchange mailbox
calendar attributes AllBookInPolicy,
DeleteSubject, and
AddOrganizerToSubject are set to
true. These attribute flags set to true
delete the meeting subject and replace it
with the organizer’s username.

In order to display the original subject of
the meeting, set DeleteSubject and
AddOrganizerToSubject in the room
calendar mailbox setting to false.

Single meeting email confirmation may
show incorrect local timezone for
meeting start time.

Outlook desktop does not set the
meeting timezone for a single
occurrence meeting.

Refer to Microsoft Knowledge Base
article 925376 for more information.

Meeting shows with error “waiting for
more info from Exchange”.

Note  Thisissue occurs with Exchange

2007.

This can be caused if OWA is used to
schedule the meeting, and the meeting
organizer is logged into OWA as one of
the rooms included in the meeting.

Do not use OWA to schedule a meeting
if you are logging in as one of the
meeting rooms included in the
scheduled meeting.

CTS-Manager cannot connect to MS
Exchange.

The Windows logon name used to log
into the MS Exchange server is different
from the SMTP LHS.

In the System Configuration > Microsoft
Exchange window specify both the
logon name and the SMTP LHS if they
are different.

Note  After upgrading CTS-Manager
make sure both the logon name
and the SMTP LHS are

specified.
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IBM Domino Calendar Server Issues

Table 13-9 IBM Domino Calendar Server Issues

Problem or Message Possible Causes Recommended Action

Failed to authenticate. Check This problem can occur when the Make sure the Internet password is used
authentication parameters. Username: |incorrect password is specified for the |in the Password fields in the System
short form of email address. Password: |Domino server, or the LDAP server Configuration> IBM Domino window
Internet password configured with Domino. and the LDAP Server window.

Room is not sync’d between Domino e The Room user must log into the
server and Cisco TelePresence Room mailbox at least once.
Manager.

e The Room email ID must be
uniquely assigned to only one user
(Room user).

e Room’s email ID must be
configured correctly in Cisco
Unified CM and Domino.

e The Cisco TelePresence System
MAC address must be added to the
User Profile in Cisco Unified CM.

e Each Cisco TelePresence System
may have only one corresponding
IP Phone, that shares the same DN
with the Cisco TelePresence
System and whose MAC address
has been defined in the Cisco
Unified CM User Profile.

e The Cisco TelePresence Manager’s
clock must be in sync with the
Domino system clock.
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Table 13-9 IBM Domino Calendar Server Issues (continued)

Problem or Message Possible Causes Recommended Action

Clicking Test Connection returns an The following services should be added

€rTor. to the list of server tasks to load
automatically when the IBM Domino
servers is started:

¢ RNRMGR

e DIIOP

e HTTP

e LDAP

e Router

e Calconn

In addition to the above services:

¢ the Resource Reservations Database
must be local to the Domino server

e The Resource Reservation Database
must be using the Resrc7.ntf or
Resrc8.ntf template.

e The appropriate Security Settings
should be applied to the Domino
Server.

e Verify the Host, Port, Organization
Name, Username, and Password are
correct.

e Verify the server is reachable from
the Cisco TelePresence Manager
host by performing a telnet to the
Domino port.

Meeting Organizer unable to log into e Meeting Organizer is not using the | e Verify the Meeting Organizer’s

Cisco TelePresence Manager using the internet password. password is set as the Domino

link in the Action Required email. e Meeting Organizer is not entering internet password.

their login name correctly. ¢ Onthe Cisco TelePresence Manager

login page, the Meeting Organizer
must enter their Username in the
standard Lotus Notes format
<username>/<organization name>
(The organization name must match
the value in the Organization Name
field on the System Configuration >
IBM Domino window).

Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
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Web Browser Error Messages

The only version of Microsoft Internet Explorer supported on CTS-Manager is version 6. Use
information in the following sections to help you resolve web browser problems.

e JavaScript Error Message, page 13-20
e Safe ActiveX Checking Message, page 13-20

JavaScript Error Message

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Error Message JavaScript is not enabled on this browser. Log-in is not allowed.

Explanation CTS-Manager must have JavaScript enabled in the web browser in order to work.
Without it, the login screen will appear and users can enter a username and password, but the Login
button is disabled.

Recommended Action Users must enable JavaScript in their web browser to log into the
Cisco TelePresence Manager user interface.

To enable JavaScript, perform the following steps on Microsoft Internet Explorer:

Click Tools. Select Internet Options from the choices.

Click the Security tab.

Select the zone in which the CTS-Manager server resides. This zone is usually the Local intranet.
Click the Custom Level button.

Scroll down to the Active scripting section and click Enable.

Click OK to apply the changes.

Safe ActiveX Checking Message

Step 1

Error Message WARNING: Your security settings do not allow the use of safe ActiveX
controls installed on your computer. Most features will not work properly.

Explanation CTS-Manager uses XMLHttpRequest technology. In Microsoft IE Version 6, this
technology is implemented as a safe ActiveX control, and it is bundled with IE by default. However,
if ActiveX controls have been disabled in the browser, CTS-Manager will not work correctly. For
example, the status pane will not display any meeting counts.

Recommended Action Enable safe ActiveX control in the web browser so CTS-Manager works
correctly.

To enable safe ActiveX control, perform the following steps on Microsoft IE Version 6:

Click Tools. Select Internet Options from the choices.
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Scroll down to the ActiveX controls and plug-ins section.

e Script ActiveX controls marked safe for scripting

Step2  Click the Security tab.
Step 3
Step4  Click the Custom Level button.
Step 5
Step6  Enable the following items:
e Run ActiveX controls and plug-ins
Step 7 Click OK to apply the changes.

System Error Messages

Table 13-10 lists messages that are displayed by CTS-Manager, along with possible causes and solutions
for correcting the problem that caused the message.

System Error Messages W

Select the zone in which the CTS-Manager server resides. This zone is usually the Local intranet.

When reading the following messages, consider that “$1” or “$2” are placeholder tokens. When the
message actually appears in the application, the tokens will be replaced by text or a value.

Table 13-10 Cisco TelePresence Manager Error Messages
Code |Message Explanation Recommended Actions
1000  |Internal server error: $1. A bucket for all untyped errors. The Contact support.
detail message would contain the actual
error.
1001 Failed to parse config file '$1'. | The server fails to parse the Check syntax of ctis.xml. This file
Error: $2. config/ctis.xml configuration file. The |should be changed by qualified
webapp would fail to start up. technicians only. If possible, revert to
its original content and restart Tomcat
server. Contact support for further
assistance.
1004 | Version $1 is not supported for |CTS-Manager does not support the Deploy CTS-Manager with supported
component: $2. version extracted from the given versions of Exchange and LDAP only.
component.
1005 The operation is unsupported on |The current operation is not supported |Contact support. Users should not see
OS '$1'. on the given platform. this error at all as we only deploy on
Linux.
1007 Failed to restart host. Error: '$1'. |CTS-Manager fails to restart the Contact support.
machine as requested. The detail
message is given.
1008 The functionality '$1' is not yet |The given functionality has not been  |Upgrade CTS-Manager.
implemented. implemented yet.
1009  |Error in initialization: '$1'. Database maintenance manager fails to |Contact support. The installation
initialize due to missing scripts for process has failed.
either backup, purge or cron job.
Cisco TelePresence Manager Release 1.6 Administration and Installation Guide
I oL-13673-06 .m



Chapter 13

Troubleshooting Cisco TelePresence Manager |

W System Error Messages

Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1010  |One or more arguments are null. |Exchange component is failing to test |Check information provided on the

connection because one of the required
parameters (host, super user account
name/password, bind method) is null.

Exchange configuration screen.

1011 Unable to dispatch API call. CTS-Manager component is unable to |Check for any errors in the logfile.
communicate with the CTS-Manager |Contact support.
Engine.
1012 |Failed to shutdown host. Error: | The server can not be shut down due to |Verify that user has the right
'$1". the specified reason. permission to shutdown the server,
check for any errors in the logfile.
Contact support.
1013 Failed to determine IP address of |Hostname may be incorrect Verify hostname
host $1
1014 System service '$1' is shutting Not an error. An info message is logged |Nothing to do.
down. indicating a system service is being
shut down.
1015 Service '$1' is started and ready |Not an error. An info message is logged |Nothing to do.
to process requests. indicating a system service was started.
1016 Object class '$1' does not have  |Internal programming error.Very Contact support.
property '$2". Unlikely to happen.
1200 Invalid meeting. Error: Field '$1' |A field in the given meeting has invalid |Contact support.
($2) is invalid. value.
1201 Invalid single meeting. Error: The given meeting is not a single Contact support.
'$1' ($2) is invalid. meeting as expected.
1202 |Invalid master meeting. Error: The given meeting is not a master Contact support.
'$1' ($2) is invalid. meeting as expected.
1203 Invalid exception meeting. Error: | The given meeting is not a exception |Contact support.
'$1' ($2) is invalid. meeting as expected.
1204 Too many TelePresence rooms. |Used by Exchange component in its Remove extra TelePresence rooms
email notification to inform meeting from the meeting.
organizers that a meeting has more than
two TelePresence rooms scheduled.
1205 Missing required number of Used by Exchange component in its Add another TelePresence room to the
TelePresence rooms. email notification to inform meeting meeting, or provide a dial number
organizers that a meeting has less than |using the URL in the confirmation
two TelePresence rooms scheduled. email.
1208 Recurring meeting instance: '$1'. | An error occurred while calculating the |Contact support.
instances for a recurring meeting.
1209 Missing Conference ID and Used by Exchange component in its Verify that MCU is configured

Bridge Number for the
Multipoint meeting.

email notification to inform meeting
organizers that a multipoint meeting is
missing a conference id or bridge
phone number. This is an unlikely case
to happen.

properly, and at least one is available
for multipoint meeting allocation.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

1210  |Missing required number of Used by Exchange component in its Contact support.

TelePresence rooms for the email notification to inform schedulers

Multipoint meeting. that a meeting has less number of
rooms than what is required for a
multipoint meeting. This is an unlikely
case to happen.

1211 Selected TelePresence rooms are |Used by Exchange component in its Check the version of TelePresence
incompatible for multiroom email notification to inform schedulers |equipment of each room and verify that
conference. Contact help desk. |that a meeting is scheduled with it is a version which can support

room(s) that can not support multipoint |multipoint meeting. Upgrade if
conference. necessary.

1212 Insufficient resources to setup Used by Exchange component in its Verify that MCU is configured
multiroom conference. Contact |email notification to inform schedulers |properly, and at least one is available
help desk. that there is no available MCU for a for multipoint meeting allocation. Add

multipoint meeting. anew MCU if necessary, or reschedule
the meeting to a different time.

1213 Resources not setup to support |Used by Exchange component in its Verify that MCU is configured
multiroom conference. Contact |email notification to inform schedulers |properly, and at least one is available
help desk. that there is no MCU configured for a |for multipoint meeting allocation. Add

multipoint meeting. anew MCU if necessary.

1214 Scheduler does not have enough |Used by Exchange component in its Verify that the scheduler has been
privileges to setup this email notification to inform schedulers |assigned with the required user
TelePresence meeting. Contact  |that they don't have enough privilege |privilege. Add the scheduler to the user
help desk. for scheduling a multipoint meeting. group that has the required privilege if

necessary.

1215 Resource allocation error. $1 There is not enough resource available |Verify that the target MCU has the

to migrate all meetings from one MCU |proper configuration and that it is
to another MCU. available.

1216 Meeting migration error. $1 An error occurred when attempting to |Check the error message in the logfile.

migrate meetings from one MCU to Contact support.
another MCU

1217 Insufficient Video Conferencing |There are not enough Video Reduce the number of Video
resources to setup multipoint Conferencing resources available to Conference participants or increase the
conference. have a Video Conferencing meeting. number of Video Conferencing

resources on the Video Conferencing
MCU.

1221 Bulk execution failed Some meetings update failed. Contact Support.

1222 |Failed to load/parse time zone The time zone map file maps a user An internal error. Something has
map file '$1'. Error: $2. calendaring time zone (from either occurred during system installation or

Exchange or Domino) to a system time |upgrade. Contact support.
zone. The time zone map file is
timezonemap.xml under
/usr/local/ctis/config. The error would
indicate the actual message in the Error
portion of the message.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

1223 Unknown time zone target '$1'. | The time zone map file maps a user An internal error. Something has
calendaring time zone (from either occurred during system installation or
Exchange or Domino) to a system time |upgrade. Contact support.
zone. The time zone map file is
timezonemap.xml under
/usr/local/ctis/config. The error is
indicating that a system time zone in
the mapping is wrong.

1225 Unable to find a matching time |CTS-Manager fails to recognize the Contact support with the error message

zone target time zone definition |user time zone passed from the so that the time zone mapping file can
ID: '$1', Descriptor: '$2', calendaring application. be updated and patched.
Definition: '$3'".

1226 A unique conference ID is not All the Video Conferencing Access Modify the meeting to use another time
available in the requested time  |Numbers exhausted in this time slot. slot and try to convert the meeting to a
window. Video Conferencing meeting.

1227 Duplicate room entries found in |Two CTS devices have same email Correct the email address and make it
Cisco Unified CM. address configured in Cisco Unified unique for the devices having same

CM. email address.

1400  |Fail to $1 concierge. Error: $2. |CTS-Manager fails to perform the Most likely real cause would be DB
given operation for a concierge. The operation error. DB might be down.
detail error message is given. Contact support.

1401 This device has $1 future Selected MCU has some future Migrate the meetings from the MCU
meetings scheduled. Please meetings scheduled and therefore it (to be deleted) to another MCU and try
migrate the meetings to another |can't be deleted. the deletion again.
device first and try again.

1402  |A device with hostname $1 A device with the same hostname Check the hostname configuration for
already exists. Please use a and/or IP address already exists, any conflict. Correct it and try the
different hostname and try again. |therefore it doesn't allow the addition |addition again.

of the new device.

1403 Duplicate entry. $1 already A configuration entry with the same Check the entry value uniqueness to
exists.Please use a different value already exists, therefore it doesn't |make sure it does not have any conflict
name and try again. allow the addition of the new entry. with any existing configuration.

Correct it and try the addition again.

1405 Failed to enable Interoperability |User operation of enabling Most likely cause is the

support. Error: $1. Interoperability support has failed. Cisco TelePresence Engine server
process is not running. Verify its status
using CLI command. Contact support if
unable to start this server process.

1406  |Failed to disable Interoperability |User operation of disabling Most likely cause is the
support. Error: $1. Interoperability support has failed. Cisco TelePresence Engine server

process is not running. Verify its status
using CLI command. Contact support if
unable to start this server process.

1408 Managed CTMS is not Interop | The managed CTMS does not support |Upgrade the CTMS to a version that

capable. Cannot enable Interop
support.

Video Conferencing Interoperability.

supports Interoperability with Video
Conference.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

1409 Managed CTS is not Interop The managed CTS does not support Upgrade the CTS to a version that
capable, cannot enable Interop | Video Conferencing Interoperability. |supports Interoperability with Video
support. Conference.

1410  |Cannot disable Interoperability |CTS-Manager does not allow disabling |Delete the Video Conferencing MCU
support when there exists an of Video Conferencing Interoperability |and try disabling Interoperability
Interoperability MCU. if there is a Video Conferencing MCU |support.

configured in the system.

1411 Only one CUVC is allowed in CTS-Manager allows only one CUVC. |If a new CUVC must be added, first
system. remove the existing CUVC.

1412 Room $1 does not support While Video Conferencing Upgrade the CTS to a version that
Interoperability. Groupware Interoperability is enabled a managed |supports Interoperability with Video
subscription will be denied. CTS is downgraded to not support Conference.

Interoperability.

1601 Failed to authenticate. Check Self-explanatory. Check user name and password and try
authentication parameters. again.

1602  |Unsupported authentication type |The authentication specified during Contact support.

'$1'. configuration (e.g.: for LDAP against
Directory Server) is not supported.

1603 Error during encryption: '$1'. An error occurred while encrypting a  |Contact support.

string. The detail error message is
given.

1604 Error during decryption: '$1". An error occurred while decrypting a  |Contact support.

string. The detail error message is
given.

1605 Insufficient credential '$1'. User does not have sufficient privilege |Obtain correct credential and try again.
Requires credential '$2'. to access an URL.

1606  |Access permitted to email ID '$1' |Only scheduler is permitted to access |Use scheduler's credential to log in.
only. the URL given in the email notification.

Any other user trying to log in will be
rejected with this error.

1607 New password is too simple. Self-explanatory. Happened when user |Use better formed password and try
New password should contain changes super user password. again.
both mixed-case alphabetic and
non-alphabetic characters. It
should not base on common
words found in dictionary.

1608 Password was change Could not save new password to Contact support.
successfully, but could not be platformConfig.xml due to some
saved for future upgrade. internal error.

1609 Could not change password: Users must enter the old password Enter the correct old password.
current password does not match. |correctly before they are allowed to

change to new password.

1611 Unable to find username '$1' in  |Incorrect username specified in login  |Enter correct username

the directory screen
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1612 Failed to authenticate.Check CTS-Manager superuser account Enter correct username/password

authentication
parameters.Username:LHS of
email address.Password:AD
password

credentials inside MS-Exchange are
invalid

1613 Failed to authenticate.Check CTS-Manager superuser account Enter correct username/password
authentication credentials inside IBM-Domino are
parameters.Username:short form |invalid
of email
address.Password:Internet
password.
1700  |Unknown configuration Configuration for the specified Ensure that the first time configuration
component '$1'. component does not exist. setup is done and all the values are
properly specified.
1701 No parameter '$1' found under  |Specific configuration parameter for a |Ensure that the first time configuration
configuration component '$2". component does not exist in stored setup is done and all the values are
configuration. properly specified.
1702  |Failed to set parameter '$1' to CTS-Manager is unable to save the Check DB component status using CLI
value '$2". Error: '$3". given parameter due to the given detail |command. Restart it if necessary.
error message. This is likely to be Restart Tomcat after DB is running.
caused by DB error.
1703 Failed to update schedule to CTS-Manager fails to submit a Check room equipment and try again.
rooms '$1'. Error: '$2'. schedule update request to the given
rooms.
1704 Failed to validate DN '$1". CTS-Manager fails to validate Check DN configuration.
specified DB in LDAP directory
1705 Failed to validate email '$1'. The |Extra email address specified under Correct email address in specified field
specified email does not exist custom settings is not valid
1901 Failed to authenticate the TB Username/password does not match for |1. Configure username/password in
device: Telepresence Equipment Cisco Unified CM for specified
telepresence equipment.
2. Run Cisco Unified CM Discovery
for SR to sync configured
username/password.
1902  |Failed to send message to the TB |Could not deliver updated calendar to |1. Verify if Telepresence equipment is
device: Telepresence Equipment due to loss of |registered with Cisco Unified CM.
connectivity 2. If Telepresence Equipment is not
registered inside, contact Cisco TAC
1903 No Communication link on TB: |Web Service on 1. Use Telepresence Equipment
TelepresenceEquipment is not running |Troubleshooting guide to ensure the
webservice is running
1904  |Failed to update the SSH Failed to retrieve SSH username 1. Use trouble shooting section to

username/password from DB
into cache.

password from DB

verify database connectivity
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2000 |Data Access Error: $1. General error in data access operations |Look into the specific error message.
Based on the message, verify if
database is running, verify using "Test
Connection' if Directory Server is
running, troubleshoot the specific
message.
2001 Metaschema Parsing Error: $1. | An error occurred while parsing Ensure that the installation and first
metaschema file. time configuration has completed
successfully.
2002  |Error loading Metaschema file: | The metaschema file is not loaded. Ensure that the installation and first
$1. time configuration has completed
successfully. Ensure that the disk is not
corrupted.
2003 Datastore '$1' not found in Datastore values are not proper in Ensure that the installation and first
Metaschema file. metaschema file. time configuration has completed
successfully.
2004  |Error updating override Unable to write the values specified in |Ensure that the installation and first
metaschema file. the FieldMapping tab to the time configuration has completed
metaschema file. successfully. Ensure that the values
specified in the FieldMappings tab are
valid.
2005 Data Access Initialization Error: |An error occurred during data access  |Evaluate specific message and
$1. plugins initialization. troubleshoot database, LDAP
connectivity and first time setup.
2006 Error in object creation: $1. An error occurred during object Evaluate object to be created and
creation in the database. troubleshoot based on specific
message.
2007 Error during object write: $1. An error occurred during object update |Evaluate object to be updated and
in the database. troubleshoot based on specific
message.
2008 Error during object delete: $1. An error occurred during object Evaluate object to be deleted and
deletion in the database. troubleshoot based on specific
message.
2009 Error during object get: $1. An error occurred during object Evaluate object to be retrieved and
retrieval from the database. troubleshoot based on specific
message.
2010 Specified object '$1' not found in |The specified object does not exist in  |Evaluate object to be retrieved and
'$2' datastore. the data store troubleshoot based on specific
message.
2011 Invalid Parameter Specified: '$1'. | The specified parameter is not valid. Contact support.
2012 Error in Data Purge. Error in Data Purge. Evaluate message and contact support.
2013 Error in Data Backup. Error in Data Backup. Evaluate message and contact support.
2014  |Error in Data Restore. Error in Data Restore. Evaluate message and contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2015 Error in DB Maintenance Error during database maintenance This is an error which is not handled by

Operations.

operation (Backup/Restore/Purge)

the categories mentioned above.
Evaluate specific message and contact
support.

2016  |Error returned by spawned Error returned by script spawned by the |Evaluate the specific message. Contact
process: $1. server Java process support if required.
2017 Error acquiring connection: $1. |Error in getting a connection from Check connection type (DB/LDAP)
connection pool and verify connectivity. If problem
persists, may require server restart.
Contact support.
2018 Error closing connection: $1. Error in closing a connection from This may not be severe, but needs to be
connection pool monitored. Check connection type
(DB/LDAP) and verify connectivity. If
problem persists, may require server
restart. Contact support.
2019  |Error closing statement: $1. Errorin closing a JDBC SQL statement | This may not be severe, but needs to be
object. monitored. Check if database is
running.
2020  |Error instantiating class: $1. Error in using pluggable methods Ensure the installation and first time
during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2021 Error instantiating method '$1'  |Error in using pluggable methods Ensure the installation and first time
for class: '$2". during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2022 Error retrieving field '$1' for Error in using pluggable methods Ensure the installation and first time
class: '$2'". during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2023 Error setting value for field '$1' |Error in using pluggable methods Ensure the installation and first time
for class: '$2". during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2024 Specified object '$1' is already  |An object specified to be deleted is This is a warning to be monitored.
deleted. already deleted. Contact support.
2025 Object handler not found for The object handler for data access This is a fatal error. Contact support.
specified object: '$1'. operations is not found.
2027 Attribute '$1' was not retrieved. |The requested attribute is not found in |This is a severe error, but need not be
the object, either because application |fatal. Contact support.
does not retrieve all the attributes for
the object or it does not use the correct
attribute name.
2301 Unknown object interface '$1'. | An object specified is not accessible This is a severe error, but need not be

anymore.

fatal. Contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

2302  |The parameter '$1' with value '$2' |Specified value for a parameter is not |Evaluate the parameter. If it is a
is not valid. valid. configurable parameter, ensure proper

value is specified.

2400  |Failed to connect to Cisco Failure in retrieving information from |Cisco AXL WebService should be in
Unified CM. Error: $1 Cisco Unified CM. running state.

2401 Failed to authenticate into Cisco |No Digital certificate found in Upload updated Digital cert for Cisco
Unified CM: Error: $1. truststore. Unified CM.

2402 Failed to locate attached phone |No Phone configured on shared line Configure shared line with IP Phone.
to TelePresence device. with telepresence equipment.

2403 Failed to locate room Missing Room information for Configure Room information using
information attached to Telepresence Equipment. steps specified in CTS-Manager
TelePresence equipment. Configuration guide

2404  |Failed to send AXL Message to |Failure in sending information request |1. Fix the certificate.

Cisco Unified CM. Error: $1. to Cisco Unified CM. 2. Correct Cisco Unified CM AppUser
1. Incorrect digital certificate is credentials.
uploaded.
2. Incorrect credentials specified in
Cisco Unified CM Application user.

2405 Failed to retrieve publisher Failure in discovering Cisco 1. Use compatible Cisco Unified CM
and/or subscriber nodes. Unified CM Node information from version.

DB. 2. Publisher node hostname should be
1. Incompatible Cisco Unified CM used.

version

2. Specified Node is not a Cisco

Unified CM publisher.

2406  |Failed to authenticate and Invalid credentials and/or hostname. 1. Correct App User credentials and

?;)il’ne];t w1.tl}$§1sco Unified CM . Incorrect Cisco Unified CM App publisher node configuration.
- BITOL: 92 User credentials
2. Incorrect publisher node hostname is
specified.

2407 Failed to create CTI Adapter to |Failure in authenticating and 1. Verify Cisco Unified CM App User

Unified CM ‘$1°. Error: $2. connecting with CTIManager. credentials
2. Verify CTIManager service is
activated on the publisher node.

2409 Failed to create or update Failure in creating Telepresence 1. Ensure DN is configured.
TelePresence equipment Equipment in DB.
information.

2411 CTI Manager on Cisco Failure in creating provider instance. 1. CTIManager is not running.
Unified CM is down.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2415 Failed to connect to RIS Failure in retrieving ip address from 1. SOAP Webservice for RIS should be

Manager.

CiscoUnified CM.

running.

2. Check Cisco Unified CM AppUser
has correct privileges.

2418  |Failed to get list of addresses Cisco Unified CM CTI Provider in Contact Cisco TAC for Unified CM
from CTI Provider. error state. issues.

2419 Failed to retrieve IP Address for |Cisco Unified CM RIS WebService is |Active SOAP webservice.
requested device. not running.

2420 Failed to discovery TelePresence |One of the Unified CM interface is Contact Cisco TAC for Unified CM
equipment. down. issues.

2422  |Directory number is not Directory number is not configured. Configure Directory number.
configured.

2423 Incompatible Cisco Unified CM |Incompatible Cisco Unified CM Correct Cisco Unified CM version.
Configured. Please verify the version.
supported Unified CM version
inside Supported versions table.

2424 Failure inside scheduled Execution of scheduled maintenance |Contact Cisco TAC for detailed
maintenance operation. for Database or investigation.

TelepresenceEquipment Discovery or
Exchange sync or Calendar schedule
push failed.

2425 Failed to discover timezone TimeZone information not configured |Contact Cisco TAC for Cisco
information from Cisco or available in Cisco Unified CM. Unified CM issues.
Unified CM.

2426  |Failed to discover telepresence |Failure in discovering capability Check the version of Telepresence
capability information from information from Telepresence equipment, and upgrade to a later
endpoints. equipment endpoints. It is most likely |version if necessary.

due to an older version of the
Telepresence equipment not having the
support for capability information.

2427 More than one IP Phone There is more than one IP phones that |Remove extra IP Phones or assign them
configured on shared DN with share the same DN as the specified with new DN, such that the
telepresence equipment. Telepresence equipment endpoint. Telepresence equipment endpoint only

has one IP phone sharing its DN.

2428 CTI Control is disabled for the IP | The specified Cisco IP Phone that is Verify the IP phone configuration in
Phone. configured for the Telepresence Unified CM Admin, and configure it to

equipment endpoint is not set with CTI |allow CTI control.
control enabled.
2429 Failed to update time zone '$1'. | An internal server error. Contact support.
Error: $2.
2430  |CTS device '$1' does not support |The CTS does not support Video Upgrade the CTS to a version that

Interoperability.

Conferencing Interoperability.

supports Interoperability with Video
Conference.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2500  |Failed to send message/event. ActiveMQ message system is failing. |Contact Cisco TAC for detailed
investigation.
2601 Error getting detail for meeting |CTS-Manager fails to extract meeting |Check the URL that is provided in the
ID '$1'. detail because either the scheduler ID |email notification. The URL cannot be
or the meeting serial ID is null. altered in anyway.
2602  |Error getting certificate The cert-conf.xml does not exist under |Contact support.
configuration file '$1". catalina.home. Something occurred
during installation.
2603 Error loading certificate named: |CTS-Manager fails to load the given Take corrective action according to the
'$1'. certificate into the system. detail message and try again.
2604  |Error deleting certificate unit'$1' |CTS-Manager fails to delete the given |Take corrective action according to the
of category '$2'. Error: '$3". cert. detail message and try again.
2605 Error $1 DHCP setting. CLI CTS-Manager fails to enable/disable  |Take corrective action according to the
error code: $2. DHCEP setting. Detail error message is |detail message and try again.
given.
2606 Error setting IP address and/or  |CTS-Manager fails to set new IP Take corrective action according to the
subnet mask. CLI error code: $1. |settings. detail message and try again.
2607 Error setting default gateway. CTS-Manager fails to change default | Take corrective action according to the
CLI error code: $1. gateway setting. detail message and try again.
2608 Error setting SNMP data. CTS-Manager fails to execute SNMP | Take corrective action according to the
Command executed: '$1'. Error: |setting script to set new SNMP setting. |detail message and try again.
'$2".
2609  |Failed to '$1' SNMP service. CTS-Manager fails to use Try to use CLI to activate/deactivate
Error: '$2'. ControlCenter to perform the given SNMP service. Contact support.
action on SNMP daemon.
2610 Software upgrade already in Users attempt to start another software |Wait until the current upgrade
progress. upgrade while there is an upgrade completes and try again.
going on. There can be only one
upgrade at any time.
2611 Failed to upgrade software. CTS-Manager fails to upgrade software |Take corrective action according to the
Error: '$1". due to the given error message. detail message and try again.
2612 System is restarting. Try again | The system is being restarted. Users are |Wait a few minutes and try to log in
later. disallowed to log in while the system is |again.
being restarted.
2613 Webapp home directory '$1' does |The webapp directory does not exist. | Users should not see this error. Contact
not exist. Something has occurred during support.
installation.
2614 System is being maintained. Try |Either a database restore or system Wait a few minutes and try to log in
again later. restart is in progress. Users are again.
prevented from logging in, and this
error is shown on the log-in page.
2615 Cannot delete own role mapping: |Users whose role is Administrator is Users cannot delete his own role
'$1'. trying to delete his own role mapping |mapping. Super User can delete
on the Access Management screen. anything.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2616  |FQDN '$1'is not a group FQDN. |Users enter an invalid user FQDN in the |Check the entered FQDN and try again.

Role to LDAP mapping dialog box
(during Access Management

configuration).
2617  |Failed to create remote account |CTS-Manager fails to create the Take corrective action according to the
'$1'. Error: '$2". Account name  |requested remote account. Detail error |detail message and try again.
must contain only lower case message is given.
alphabetic characters. Upper
case, digit, and special characters
are not allowed.
2618 Cannot view more than one Viewing more than one meeting in the |Log out of the session on the other
meeting in the same session. Log |same Ul session is not allowed. meeting first and try again.
out of session on meeting '$1'
first.
2619 Server is being restarted. Try An attempt to view the UI while server |Wait a few minutes and try to log in
again later. is being restarted. again.
2620  |Email ID '$1' specified in URL is |The URL that is used to view a meeting |Make sure the user uses the exact same
different than ID '$2' found in contains a different user ID than the URL that is provided in the
database. meeting scheduler. This request will be |CTS-Manager generated email. After
blocked with this error shown in the UI. |verifying the URL, if it still fails,
contact support. In CTS-Manager 1.1,
this could occur when switching
between versions.
2621 Missing required URL parameter |The URL thatis used to view a meeting |Make sure the user uses the exact same
'$1'. Contact Administrator. is missing a required parameter to URL that is provided in the
retrieve the meeting information. CTS-Manager generated email. After
verifying the URL, if it still fails,
contact support.
2622  |Error setting primary DNS. CLI |Failed to set requested primary DNS on |Verify DNS name again
error code: $1 the platform, CLI returned an error
2623 Error setting secondary DNS. Failed to set requested secondary DNS | Verify DNS name again
CLI error code: $1 on the platform, CLI returned an error
2624 Duplicate entry. Role '$1' for this |Duplicate name specified for a rile. Verify the role name again
Group FQDN already exists
2626  |Error setting Domain. CLI error |Failed to set the domain name Refer to Domino installation and verify
code: $1. domain name
2627  |Error deleting the primary DNS. |Failed to delete the DNS name, CLI Contact Cisco TAC for detailed
CLI error code: $1 returned an error investigation.
2628 Error deleting the secondary Failed to delete the DNS name, CLI Contact Cisco TAC for detailed
DNS. CLI error code: $1 returned an error investigation.
2629 Invalid certificate type named: Incorrect cert file is used Self explanatory

'$1'.Valid Certificate file
extensions .cer and .der.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

2630  |Meeting query results in more User has requested more than max Change search criteria to narrow down
than max $1 instances. Change |allowed meetings inside meetings view. |the number of meetings inside
search criteria and try again. meetings view.

2632  |Failed to enable Interoperability. |At least a CTS or CTMS does not Upgrade the CTS or CTMS that does
Some devices do not support support Interoperability. Enabling not support Interoperability to a
Interoperability. Click on the Video Conferencing Interoperability version that supports Interoperability.
links to view the error devices. |support requires all CTS and CTMS

support Interoperability.

2633 Error updating meeting. Meeting |The meeting does not exist in the Refresh the Admin UI web page.
ID not found '$1'. CTS—Manager.. It Yvas.poss1b1y deleted If the meeting still exists and the

after the meeting is displayed on the :
UI problem persists, contact support.

2644 Failed to enable Intercompany. |The recurrent meeting has one or more |Change the interop instances to be
One or more occurrences have instances as interop meeting . normal or non-interop meetings and
Video Conferencing enabled. then try to make the meeting as an

intercompany meeting.

2700  |Failed to display requested Invalid Certificate Reload a new certificate and try again.
certificate :

2803 Error during configuration policy |Failed to delete configuration policy Contact Cisco TAC for detailed
delete: $1. investigation.

2808 A configuration policy with this |Duplicate name specified for a policy |Self explanatory
policy name $1 already exists.

3001 Unable to start adapter '$1". CTS-Manager fails to start one of its | This is a fatal error. Contact support.
Error: '$2'". client adapters. The adapter name and

detail message is given.
3002  |Failed to sync '$1". CTS-Manager fails to perform Using the Exchange or Domino
synchronization for the given configuration UI, try to manually start
Exchange room or database. the sync for the given room or database.
If unsuccessful then contact support.
3003 Failed to process meeting '$1'. CTS-Manager fails to process a Update the meeting using the
meeting with given subject or system |calendaring tool (Outlook or Lotus
ID. Notes) to see if the meeting can be
processed again. Contact support.
3004  |Failed to update room '$1'. CTS-Manager fails to update some Contact support.
information on the given room.

3005  |Failed to process '$1' event for  |CTS-Manager fails to process a Contact support.
room '$2'. specific room event.

3100 Unexpected Error: $1. CTS-Manager Exchange Adapter has |Contact Cisco TAC for detailed

encountered internal error. investigation.

3101 Missing Config Param Error: $1. |Required configuration parameter is Specify the required parameter and

missing. retry operation.

3102  |Exchange Connection Error: $1. |Connection to Exchange could not be |Make sure specified connection are

established. correct, Exchange host is reachable.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
3103 Param Format Error: $1. Given |Specified Exchange Adapter parameter |Correct the parameter based on
value:($2). format is incorrect. message and retry operation.
3105 Room Subscription Error: Room account does not exist in Setup room account in AD/Exchange,
Room:($1). Message:($2) AD/Exchange, CTS-Manager account |give CTS-Manager account read access
does not have proper permission toread |to room's calendar, wait for
room calendar, connection to Exchange |CTS-Manager to regain connection to
might be down, room account on Exchange else restart CTS-Manager.
Exchange modified.
3106  |Room Unsubscription Error: Connection to Exchange might be Wait for CTS-Manager to regain
Room:($1). Message:($2) down, room account on Exchange connection to Exchange else restart
modified. CTS-Manager.
3107 Room Search Error: Room:($1). |Connection to Exchange might be Wait for CTS-Manager to regain
Message:($2) down, room account on Exchange connection to Exchange else restart
modified. CTS-Manager.
3109 Room Renewal Error: Connection to Exchange might be Wait for CTS-Manager to regain
Room:($1). Message:($2) down, room account on Exchange connection to Exchange else restart
modified. CTS-Manager.
3111 Lock Error: Cannot acquire lock |Error in resolving deadlocks in server |This is a severe error, but need not be
on element:($1). application threads. fatal. Contact support.
3112 Mailbox Error: Error during CTS-Manager is unable to read Specify specific mailbox quota for
mailbox size computation:($1). |mailbox quota. CTS-Manager account in Directory
Server.
3113 Mailbox Quota Error: Cleanup  |Super user mailbox has filled up to the |Cleanup super user account on
account on Exchange. quota. Exchange.
Quota:($1) Current size:($2).
3114  |Invalid Domain Name The specified domain name is invalid. |Correct the domain name and try Test
Users would see this error during Test |Connection again.
Connection of Exchange settings.
3115 Invalid User Name. User name |Invalid User Name. Exchange user Correct the user name.
cannot contain space(s). name cannot contain space(s).
3116  |Exchange connection succeeded |Not an error condition.
3501 Email cannot be sent for meeting |Internal error. Contact support.
in validation state '$1".
3502 Unknown email request '$1'. Internal error Contact support
3503 Invalid meeting scheduler Internal error Contact support
(subject '$1"). Error: field '$2' has
invalid value '$3".
3504  |Discarded email request'$1'after |CTS-Manager has attempted too many |Contact support
'$2' attempts. times to send email for a meeting but all
have failed.
3505 Too many email requests CTS-Manager under possible DoS Contact support

submitted for ID '$1".

attack. Too many email requests for the
same meeting are being submitted.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
3601 Room display segments Room does not have any display This is a severe error, but it should
information is missing. segment information. never happen. Contact support.
3800 |MCU is not reachable: CTS-Manager is unable to Check for any connectivity issue and
communicate with the MCU check the MCU status.
3801 Failed to authenticate with MCU is unable to find CTS-Manager |Verify that the MCU is configured
MCU: hostname/IP address or unable to properly with the correct CTS-Manager
authenticate the CTS-Manager, settings.
therefore it will not process any request
from this CTS-Manager.
3802 An error occurred at MCU: MCU has reported an error. The error | Take corrective action according to the
detail is given in the message. detail message and try again.
3803 MCU failed to authenticate: CTS-Manager is unable to authenticate |Verify that the authentication
the MCU, therefore it will not process |information that are entered in
any request from this MCU CTS-Manager and MCU match.
3804 |HostName or [P Address not MCU is unknown to CTS-Manager, Verify that this MCU is configured
found for MCU: therefore it will not process any request |properly in CTS-Manager.
from this MCU
3805 CTMS '$1' does not support The CTMS does not support Upgrade the CTMS to a version that
Interoperability. Interoperability. supports Interoperability.
3806 A meeting '$1' has error. Meeting |Meeting does not have the required Contact Support.
is not pushed to MCU '$2". information.
4000 |Domino Connection Error: $1.  |Failed to connect to Domino server Verify IP connectivity to Domino
server, DIIOP task should be running
4001 Domino connection was Domino resource may be inaccessible |Contact Cisco TAC for detailed
established, but couldn't open the |for various reasons. investigation.
specified Domino resource
database
4002 Domino Domain value '$1' Domino domain value is incorrect Verify if Domino domain name is
specified is not correct. correct or has changed
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