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Preface

Revised: February 25, 2009, OL-13673-04

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Audience and Scope

The Cisco TelePresence Manager Administration and Installation Guide is directed to the administrator
that configures, monitors, and maintainsthe Cisco TelePresence Manager application, and troubleshoots
problems that may occur.

Cisco TelePr Manager Rel 1.5 Administration and Installation Guide
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End User License Agreement

Revised: February 25, 2009, OL-13673-04

Note It isimportant that you read and understand the conditions of the end user license agreement.
Downloading, installing, and using Cisco and Cisco-supplied software constitute acceptance of the

agreement.

You can display the end user license agreement from two places, the login window and the About
window.

Figure 1 Cisco TelePresence Manager Login Screen
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End User License Agreement |

Figure 2 Cisco TelePresence Manager License Screen
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General Information about the Cisco
TelePresence Manager

Revised: June 11, 2009, OL-13673-04
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Chapter1  General Information about the Cisco TelePresence Manager |

Il Overview of the CTS-Manager Administration Guide

Overview of the CTS-Manager Administration Guide

Table 1-1 give a brief description of the contents of each chapter in the Administration Guide.

Table 1-1 Administration Guide Chapter Descriptions
Chapter Title Description
Chapter 1 This chapter provides a general description of hardware and

General Information About the
Cisco TelePresence Manager

software components used within the Cisco TelePresence
Manager system. It includes overviews of Point-to-Point calls,
meeting scheduling, multipoint calls, Interoperability with
legacy endpoints, and Intercompany Cisco TelePresence calls
and administration roles.

Chapter 2 This chapter describes the pre-setup and installation features for
Pre-Install Set Up for CTS-Manager.

CTS-Manager

Chapter 3 This chapter covers the steps needed to configure either

Configuring Microsoft Exchange

Microsoft Exchange 2003 or 2007and Active Directory.

Chapter 4

Configuring IBM Domino and
Domino Server

This document covers the steps needed to configure IBM
Domino and Domino Directory Server for the CTS Manager
system.

Chapter 5

Configuring CUCM for CTS
Manager

This chapter describes adding parameters to

Cisco Unified Communications Manager and gathering
information from the current installation of

Cisco Unified Communications Manager that will be used to
configure the Cisco TelePresence Manager during installation.

Chapter 6

Installing and Configuring
PreQualification Assistant Tool

This chapter explains how to install and run the Cisco
TelePresence Manager PreQualification Assistant tool.

It isimportant to install and run the pre-qualification assistant to
ensure that the pre-installation set up is performed correctly.

Chapter 7

Installing or Upgrading CTS
Manager

Describes how to install or upgrade CTS Manager.

Chapter 8
Initializing CTS Manager

Thefinal processisinitializing Cisco TelePresence Manager to
enable access to information sources such as Microsoft
Exchange Server for meeting requests from Microsoft Outlook,
Active Directory for accessing user and conference room
information, and Cisco Unified Communications Manager for
conference room availability and telephone support.

Chapter 9

Installing Additional
Configurations for CTS Manager

Describes the configuration features available when you log into
CTS-Manager using an Administrator role.

Chapter 10
Monitoring CTS Manager

Describes the monitoring and support features available when
you log into CTS-Manager using a Concierge role.

] Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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| Chapter1 General Information about the Cisco TelePresence Manager

Terminology

Introduction to the Cisco TelePresence System 1l

Table 1-1 Administration Guide Chapter Descriptions

Chapter Title Description

Chapter 11 Describes the different email notifications and meeting details
CTS-MAN Emails and End-User window available to Meeting Organizers.

Web Ul

Chapter 12 Provides the MIBs used by the CTS Manager.

Supported MIBs for CTS Manager

Chapter 13 Provides troubleshooting information for CTS-Manager

Troubleshooting

Administrators.

Appendix A - removed This section has been moved to Chapter 6.

CTS-Manager Pre-Qualifying Tool

CTS-Manager CLI Command Set | This chapter has been removed and is now a separate CLI book
(formerly Chapter 7) - removed Set.

The following terms are used in this guide:

Audio call: An audio call refersto acall placed to or from an audio-only telephone for the purpose
of conferencing the audio call into a Cisco TelePresence meeting.

~

Note Audio calls are placed or answered with the CTS phone’s handset on-hook.

Cisco TelePresence call: A Cisco TelePresence call is placed between two or more CTS endpoints.

Cisco TelePresence meeting: A Cisco TelePresence meeting refers to two or more endpoints
connected by a Cisco TelePresence call.

Conference: A conference refersto a Cisco TelePresence meeting that includes an audio call.
CUVC - Cisco Unified Video Conferencing

Endpoint: Anendpoint, or ‘CTS endpoint’ refers to the combination of hardware and software that
comprise a Cisco TelePresence System. Examples of a CTS endpoint are the CTS-3200 and the
CTS-500. CTS endpoints are also referred to as Cisco TelePresence rooms, in the case of a
CTS-3000 or CTS-3200 endpoint.

L DAP - Lightweight Directory Access Protocol
MCU - Multipoint Conference Unit

Introduction to the Cisco TelePresence System

The Cisco TelePresence System is composed of several hardware and software components. The
Cisco TelePresence System also getsinformation and services with peripheral components such as Cisco
Unified Communications Manager (Unified CM), and calendar services such as Microsoft Exchange or
IBM Domino. Together all the peripheral and CTS components offer the features and services needed to
schedule, place, and manage Cisco TelePresence calls and maintain all the Cisco TelePresence System
components.

[ oL-13673-04
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Chapter1  General Information about the Cisco TelePresence Manager |

Il Introduction to the Cisco TelePresence System

The following sections provide a general overview of the components that make up the
Cisco TelePresence System.

Taking Point-to-Point Cisco TelePresence calls

Placing a call between two CTS endpointsis similar to making a simple audio call. If you know the
phone number of the endpoint you can dial it directly using the CTS IP phone.

CTS Endpoints

There are four CTS endpoint models supported by Cisco Unified CM.

CTS-500 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 500 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS-1000 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 1000 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS-1300 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 1300 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS-3000 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 3000 Assembly, Use & Care, and
Field-replaceable Unit Guide.

CTS-3200 - For data sheets and other product literature refer to the product page. For hardware
installation information refer to the Cisco TelePresence System 3200 Assembly, Use & Care, and
Field-replaceable Unit Guide.

Each endpoint is configured and maintained through Unified CM and the CTS Administration software.

The CTS Administration software is installed on each endpoint and is accessible by browser. All
Cisco TelePresence Administration software supports Internet Explorer 6.0. For information about
installing, configuring, and maintaining CTS endpoints refer to the CTS Administrator’s Guide.

Components of the Cisco TelePresence System

In order to schedule meetings in advance you need to include CTS Manager in your Cisco TelePresence
system. CTS Manager works with Microsoft Exchange or IBM Domino servers to schedule
Cisco TelePresence meeting rooms and enable One -Button -To -Push meeting access.

CTS Manager communicates with the following components:

CTSendpoints - CTS-Manager polls endpoints and reports errors to your CTS-Manager
Administrator. CTS-Manager also pushes an endpoint’s meeting schedule to the endpoint’s IP
phone.

Cisco Unified CM - CTS-Manager works with Cisco Unified CM to maintain current
configurations for each endpoint, and to discover new endpoints as they are added to your
Cisco TelePresence system.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Cisco TelePresence Manager Product Specifications

Calendar server (Exchange or Domino) - Each CTS endpoint has a corresponding mailbox on a
calendar server to support scheduling through Outlook or Lotus Notes. CTS-Manager monitors
endpoint calendars and reports errors. CTS-Manager also uses the scheduling information to push
meeting schedules to each CTS endpoint |P phone.

ActiveDirectory - Each CTS endpoint’sroom ID isstored in Active Directory. CTS-Manager isthe
conduit between Active Directory and an endpoint.

Cisco TelePresence Multipoint Switch (CTMS) - A CTMS provides the resources for multipoint
(three or more endpoints) calls, Multipoint Conference Units (M CUs). CTS-Manager reports errors
with a CTM S and specifies which CTMS is used for each Cisco TelePresence meeting. Cisco
TelePresence supports the ability to conference existing standards-based video conference sessions
into a Cisco TelePresence meeting by integrating the Cisco TelePresence Multipoint Switch (CTMS)
with Cisco Unified Video conferencing Systems (CUVC). This provides interoperability with
virtually all standards-based video conferencing systems installed today.

For data sheets and other product literature refer to the product page. For hardware installation and
CTMS maintenance refer to the Cisco TelePresence Multipoint Switch administration guide.

Cisco TelePresence Manager Product Specifications

Table 1-2 gives product specifications and Table 1-3 provides system requirements of the Cisco
TelePresence Manager. Table 1-4 provides the flow of tasks you need follow to install the CTS_MAN

system.

Table 1-2

Product Specifications

Specifications

Description

Product compatibility

Cisco MCS 7845-H2 and MCS 7845-12 Media
Convergence Servers

Software compatibility

Microsoft Internet Explorer 6.0

N,

Note CTSM anager Release 1.5 does not

support Microsoft Internet Explorer 7.x.

Protocols HTTPR, HTTPS, Administrative XML
(AXL)/SOAP, Simple Network Management
Protocol (SNMP), and CTI

Connectivity IP

Reliability and availability

High availability through Cisco 7845 Media
Convergence Server platform

[ oL-13673-04
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Installation Procedures Guideline

Table 1-3

System Requirements

Specifications

Description

Groupware connectivity

bit])

¢ Microsoft Exchange Server: 2003 (\Windows
Server 2003 Enterprise Edition) and 2007 (on
Windows 2003 Enterprise Edition SP2 [64

e Microsoft Outlook Client: 2003 and 2007

e |IBM Domino Server: 8.0 and 7.0.0 (Windows
Server 2003 Enterprise Edition)

¢ |IBM Notes Client: 8.0, 7.0.0, and 6.5.0

Cisco Unified Communications Manager version

Cisco Unified CM 6.1.3 or later

Lightweight Directory Access Protocol (LDAP)

connectivity

Server

Active Directory 2003, running on Windows 2003

Web browser supported

Microsoft Internet Explorer 6.0

Installation Procedures Guideline

The flow of tasks you need to perform in order to configure the Cisco TelePresence network and install
and configure the CTS-MAN are provided in the following table:

Install and Configuration Procedures Guidelines for setting up CTS-MAN System

Set-Up and Installation
Procedures Guidelines

Description

Location

Pre-Install Procedures

Provides Cisco TelePresence
Manager with the contact and
access information it requires to
connect to and talk with your
network.

Chapter 2, “Pre-Install System
Set Up for Cisco TelePresence
Manager”

Configure Microsoft Exchange
for CTS-MAN

This chapter covers the steps
needed to configure Microsoft
Exchange and Active Directory
for the CTS-MAN system.

Chapter 3, “Configuring
Microsoft Exchange for Cisco
TelePresence Manager”

Configure IBM Domino for
CTS-MAN

This chapter covers the steps
needed to configure IBM
Domino and Domino server for
the CTS-MAN system.

Chapter 4, “Configuring IBM
Domino Server for Cisco
TelePresence Manager”

Configuring Cisco Unified CM
for CTS-MAN

Before installation, you must
verify that

Cisco Unified Communications
Manager is configured for the
CTS-MAN system.

Chapter 5, “Configuring Cisco
Unified CM for Cisco
TelePresence Manager”
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Installation Procedures Guideline

Set-Up and Installation
Procedures Guidelines

Description

Location

Install and Configure
PreQualification Assistant

Install and configure the
PreQualification Assistant to
ensure that your pre-installation
set up is performed correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connectionsto the
servers and retrieve data from
them to be used to configure
CTS manager

Chapter 6, “Installing and
Configuring Cisco
PreQualification Assistant”

Installing or Upgrading
CTS-MAN software

Installing the CTS Manager
software. In addition, the
installation requiresinformation
about your network and therules
for finding and exchanging
information.

Chapter 7, “Installing or
Upgrading Cisco TelePresence
Manager”

Initializing CTS-MAN

After installing the CTS-MAN
software, the next processis
initializing Cisco TelePresence
Manager to enable access to
information sources such as
Microsoft Exchange Server for
meeting requests from Microsoft
Outlook, Active Directory for
accessing user and conference
room information, and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”

Additional Installation
Procedures for CTS-MAN

The administrator makes use of
the configuration windows to
perform system configuration
tasks such as as synchronizing
system databases, managing
security, and reconfigure system
settings

Chapter 9, “Additional
Installation Configurations for
Cisco TelePresence Manager”
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Installation Procedures Guideline

Set-Up and Installation
Procedures Guidelines

Description

Location

Monitoring CTS-MAN

M onitoring and updating
meeting schedules and
monitoring the status of rooms
and system services

Chapter 10, “Monitoring Cisco
TelePresence Manager”

Email notifications and En User
Web Ul

The Calendar service (either
Microsoft Exchange or IBM
Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

Chapter 11, “CTS-MAN Emails
and End-User Web UI”
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e System Components and Versions, page 2-1

e Pre-Installation Procedure Guidelines for Initial Network Set-up, page 2-2
Introduction

The Cisco TelePresence meeting solution combines audio, video, and interactive elements to create the
feeling of being “in person” with participants in remote locations.

To enable these features, you must ensure the system components are meeting the system version
requirements. These are covered in the next section.

System Components and Versions

Before you proceed with CTS Manager installation, the servers and applications within your
telecommuni cations network must be configured so that Cisco TelePresence Manager can find the
resources and information needed to initialize the installation. These servers and applications may
include one or more of the following:

¢ Your Cisco TelePresence System endpoints should be fully installed and configured beforeinstalling
Cisco TelePresence Manager.

e Cisco Unified Communications Manager (Version 5.1 or 6.1.3) should already be installed and
configured.

¢ Microsoft Exchange versions—The following versions are supported by Cisco TelePresence
Manager 1.5

— 2003 SP1 or 2003 SP2

[ oL-13673-04
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— 2007 (Version: 08.00.0685.018) with or without SP1 NOTE: 2007 is supported only with
WebDAV

- Active Directory 2003 (Version 5.2.3790.3959) on Microsoft Windows 2003 (64-bit and 32-bit
editions)

IBM Domino (Version 7.0, 8.0)
— Domino Directory Version 7.0 or 8.0
Scheduling Clients supported
— Outlook Version 2003
- Lotus Notes Version 6.5.x, Version 7.0.x, and Version 8.0
MCS-7845-H2-CTS1 or MCS-7845-12-CTS1 can be used as your Cisco Media Convergence Server.

When you install Cisco TelePresence Manager, the Cisco Media Convergence Server hard driveis
formatted, and any existing data on the drive is overwritten.

This release of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.0 or later. Cisco cannot guarantee correct system behavior using unsupported browsers.

Cisco recommends you configure the system using static |P addressing so it will be easy to manage.

Pre-Installation Procedure Guidelines for Initial Network

Set-up

Table 2-1

This table provides a guideline for the procedures you will need to reference in order to pre-configure

the network before installing the Cisco TelePresence Manager.

The system will use either Microsoft or IBM not both. So only Chapter 3 or Chapter 4 needs to be
referenced when doing the pre-configuration set-up.

Pre-Configuration Guidelines for Setting Up Initial System Network for CTS-MAN

Set-Up Procedure Guidelines
before Installing CTS-MAN

Description

Location

Configure Microsoft Exchange

This chapter covers the steps
needed to configure Microsoft
Exchange and Active Directory
for the CTS-MAN system.

Chapter 3, “Configuring
Microsoft Exchange for Cisco
TelePresence Manager”

Configure IBM Domino

This chapter covers the steps
needed to configure IBM
Domino and Domino server for
the CTS-MAN system.

Chapter 4, “Configuring IBM
Domino Server for Cisco
TelePresence Manager”

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Set-Up Procedure Guidelines
before Installing CTS-MAN

Description

Location

Configuring Cisco Unified CM

Before installation, you must
verify that

Cisco Unified Communications
Manager is configured for the
CTS-MAN system.

Chapter 5, “Configuring Cisco
Unified CM for Cisco
TelePresence Manager”

Install and run PreQualification
Assistant

Install and run the
PreQualification Assistant to
ensure that your pre-installation
set-up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connectionsto the
serversand get datafromthemto
be used to configure CTS-MAN.

Chapter 6, “Installing and
Configuring Cisco
PreQualification Assistant”

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager

to see how to correct the problem.
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e Migrating from Exchange 2003 to Exchange 2007, page 3-7

Introduction

This document explains how to set up the Microsoft Outlook messaging software to be able to receive
reminders and allow users to connect to a remote meeting site with the touch of a button.

To enable these features, you must provide Cisco TelePresence Manager with the contact and access
information it requires to connect to and talk with your network.

This chapter covers the steps needed to configure either Microsoft Exchange 2003 or 2007 and Active
Directory.

e Microsoft Exchange versions—The following versions are supported by Cisco TelePresence
Manager 1.5

— 2003 SP1 or 2003 SP2
— 2007 (Version: 08.00.0685.018) with or without SP1.
N,

Note 2007 is supported only with WebDAV.

- Active Directory 2003 (Version 5.2.3790.3959) on Microsoft Windows 2003 (64-bit and 32-bit
editions)

¢ Scheduling Clients supported

[ oL-13673-04
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— Outlook Versions 2003, 2007

e Thisrelease of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.0 or later. Cisco cannot guarantee correct system behavior using unsupported browsers.

¢ Cisco recommends you configure the system using static | P addressing so it will be easy to manage.

Pre-Configuration Set-Up Guidelines

The purpose of this section is to reference the chapters you will next need in order to pre-configure
supporting software before installing the Cisco TelePresence Manager.

The flow of tasks you need to do for additional configurations before installing the CTS-MAN are
provided in the following table.

Table 3-1 Pre-Configure Guidelines Before Installing CTS-MAN

Set-Up Procedures before
Installing CTS-MAN Description Location

Configure Microsoft Exchange | This chapter covers the steps Current Chapter.
needed to configure Microsoft
Exchange and Active Directory
for the CTS-MAN system.

Next Steps After Microsoft
Exchange Set-up

Configuring Cisco Unified CM. |Before installation, you must Chapter 5, “Configuring Cisco
verify that Unified CM for Cisco

Cisco Unified Communications | TelePresence Manager”
Manager is configured for the
CTS-MAN system.

Install and Configure Install and run the Chapter 6, “Installing and
PreQualification Assistant Pre-qualification Assistant to Configuring Cisco

ensure that your pre-installation |PreQualification Assistant”
set up is performed correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connectionsto the
serversand get datafromthemin
order to configure CTS Manager

Configuring Microsoft Exchange for CTS-Manager

¢ If you are using secure mode, a certificate request must exist. If a certificate was not requested when
Microsoft Exchange was installed, you can follow the procedure described in the tutorial found at
the following Microsoft Exchange URL:
http://www.msexchange.org/tutorial s/Securing-Exchange-Server-2003
-Outlook-Web-A ccess-Chapter5.html

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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— Seethe sections “Installing the Microsoft Certificate Service” and “Creating the Certificate
Request.”

e Makeacopy of the certificate and placeit in afolder accessible to the computer with browser access
to the Cisco TelePresence Manager server.

¢ A copy of the certificate for Active Directory exists. To request a certificate for Active Directory,
follow the below steps:

1. By default, the certificate fileisnamed _.crt. An enterprise certificate authority (CA)
automatically publishes the root certificates, and enterprise domain controllers automatically
enroll for all domain controller certificates.

2. Makesurethe certificate, the CA, and the CA web interface are all installed on the same server.
Using Internet Explorer, connect to https://< CA server>/certsrv.

3. Authenticate as the administrator, making sure you specify the proper domain, for example,
demotest\administrator.

4. Choose Download CA Certificate, using Distinguished Encoding Rules as the encoding
method.

Deploying with Microsoft Exchange 2003

Step 1
Step 2

Step 3
Step 4

A

Create an account in Microsoft Exchange 2003 for CTS-Manager, €.g. ctmmanaccount.

Provide an adequate mailbox quota for the ctmmanaccount. Cisco recommends providing at least 1 GB
of mailbox quota for a deployment of up to 125 Cisco TelePresence System endpoints. Additional
mailbox quotais recommended if feasible.

Log into the ctmmanaccount once to verify it is set up correctly.

Create an account in Microsoft Exchange for each Cisco TelePresence System endpoint. You can use
‘Active Directory Users and Computers' to create the room accounts, or use any custom script to create
the room account. If the room is already created, use the information from the Cisco Unified CM and
skip this step.

Caution

Step 5

Step 6

Step 7

In Microsoft Exchange software, some special characters are not supported in Recipient Policy
Exchange server name, mailbox name, etc. These special characters will also not be supported by
CTS-MAN.

Refer to the Microsoft KB for specific information on characters:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;841091

Exchange 2007 Information

http://technet.microsoft.com/en-us/library/dd285491.aspx

Log into the room account once using Outlook Web Access (OWA), or Outlook. This must be done or
the room mailbox may not be set up properly in Exchange.

The Cisco TelePresence Manager account (e.g. ctmmanaccount) must have read permission on the
Calendar folder for each room’s mailbox. You can use Outlook to set Calendar Properties (the
Permissions tab), or use Active Directory (“Full mailbox access’ permissions).

Verify the Cisco TelePresence Manager account has permissions for all room accounts.

a. Use asupported browser and log onto the room account with OWA (http://<exchange ip
address>/exchange/<roomaccountname>)

[ oL-13673-04
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b. Login using the Cisco TelePresence Manager account (e.g. ctmmanaccount)

c. Validatethe setup by sending atest email to any user in the same domain. Validate the user receives
the email.

Deploying with Microsoft Exchange 2007

Microsoft Exchange management tools can be found in the start menu in the Exchange server - “ Start >
All Programs > Microsoft Exchange Server 2007”. There are 2 tools available as options:;

¢ Exchange Management Console — GUI version which has online help.

¢ Exchange Management Shell — shell version that can be useful for scripting.

Caution

Step 1

Step 2

Step 3
Step 4

Step 5

In Microsoft Exchange software, some special characters are not supported in Recipient Policy
Exchange server name, mailbox name, etc. These special characters will also not be supported by
CTS-MAN.

Exchange 2007 Information:
http://technet.microsoft.com/en-us/library/dd285491.aspxhttp://technet.mi crosoft.com/en-us/library/dd
285491.aspx

Create a user account in Exchange for CTS-Manager (e.g. ctsmanaccount).

.The user account is created from “ Exchange Management Console” using the User Mailbox by doing
the following:

a. Select Recipient Configuration > Mailbox, right-click and select “New Mailbox”
b. Select “User Mailbox” type and follow the dialog to create the mailbox.

Provide an adequate mailbox quota for the ctmmanaccount. Cisco recommends providing at least 1 GB
of mailbox quota for a deployment of up to 125 Cisco TelePresence System endpoints. Additional
mailbox quotais recommended if feasible.

Log into the CTS-Manager mailbox once to verify the user mailbox is set up correctly.

IF a new room needs to be added, Admin needs to create the room in Calendaring server first with
appropriate permissions for CTS Manager application account and then create associated device(s) in
CUCM. If admin ends up creating room in CUCM beforehand, then the room would appear in error in
CTS Manager. Once room is configured in Calendaring server, admin can resync the room in CTS
Manager and at that point error goes away.

Create an account in Exchange for each Cisco TelePresence System endpoint. Use one of the following
methods:

a. In“Exchange Management Console” (EMC), select “Recipient Configuration > Mailbox”,
right-click and select “New Mailbox.” Select “Room Mailbox” type and follow the dialogsto create
the mailbox.

b. Run “Exchange Management Shell” (EMS) cmdlet to create a Room mailbox / account.

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 6

Step 7

Step 8

Step 9

Deploying with Microsoft Exchange 2007 ||

The CTS-Manager account needs to have full access on the Calendar folder of each room mailbox, or at
minimum it needsto have read permission. Using EMS, run one of the 2 cmdletsin the following based
on your preference:

a. Add-mailboxpermission -identity “ TelepresenceRoom9” -accessRights Full Access -user
ctmperf\ctsmanaccount

b. Add-mailboxpermission -identity “ TelepresenceRoom9” -accessRights ReadPermission -user
ctmperf\ctsmanaccount

You can check the current permission setting of a Room by running one of the following cmdlets:
e Get-mailbox -server tsbu-ctmpcl9 | get-mailboxpermission
¢ Get-mailboxpermission —identity TelepresenceRoom9

Set the “ DeleteSubject” and “AddOrganizerToSubject” properties in room mailbox calendar to False.
This sets the parameters for the meeting to be displayed on the 1P Phone.

a. Set-MailboxCalendarSettings -1dentity TelepresenceRoom9 -DeleteSubject $false
b. Set-MailboxCalendarSettings -1dentity TelepresenceRoom9 -AddOrganizer ToSubject $false
It is recommended to set Auto-accept to ON using EMS.

Note  Thisworks only with room mailbox, not with user mailbox. Also CTS-MAN will not process
meetings that are tentative. Meetings that are accepted if Microsoft AAA Agent is off will only
access proxy if accepted.

Set-MailboxCalendar Settings -1dentity TelepresenceRoom9 -AutomateProcessing A utoA ccept
c. Check if Auto-accept has been configured for the room.
Get-MailboxCalendar Settings -1dentity TelepresenceRoom9 | fl

Log into room mailbox once using Outlook Web Access (OWA) or Outlook 2007. Thisis an important
step, as room mailbox will not be setup appropriately in MS Exchange. In Exchange 2007, you won't be
able to directly log on to the room* mailbox using the room username, because the user account of the
room mailbox is disabled by default. There are 2 possible scenarios (based on the decision madein step
5):

Note *Only when mailbox is created as “Room Mailbox” type. If mailbox is created as “ User
Mailbox” type, then it would be the same step as it is with Exchange 2003 to log on to the
mail box.

a. The CTS-Manager user (e.g. ctsmanaccount) has been given full access to the room mailboxes. In
this case, use ctsmanaccount credential to log on to each room mailbox.

¢ First log into ctsmanaccount mailbox using OWA, using a supported web browser (IE 6.x) and
typing: http://<exchange ip address>/owa/. Once logged on as ctsmanaccount user, click on the
“ctsmanaccount” tab on the top, enter the room account name, and click “Open”. It would open
the room mailbox in another window.

e Alternatively, you can log on to room account using either Outlook 2007 or Outlook Web
Access:
http://<exchange ip address>/owa/<room_name@domain_name>. Again, here you will need to
log on using ctsmanaccount credential.

b. The second scenario is where the ctsmanaccount was only given read permission to the room
mailboxes. In such case, you need to have a third user account which has “full access’ to the room
mailboxes, let’s say this user is“Joe Smith.” Use Joe Smith credential to log on to his mailbox using
Outlook 2007, then follow the below steps:

¢ i. Once logged on, click on the Calendar on the |eft pane.

[ oL-13673-04
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e i Click Open a Shared Calendar ... and enter the room name.

e iii The room calendar would show up under People's Calendar on the left pane. In the
screen-shot, the room is TelepresenceRoom10. Right-click on the room name, and select
Properties.

¢ jv. Click Permissions tab

¢ v. Click on Add and select ctsmanaccount account name.

e vi.In“Permissions’ > “Permission Level” drop-down field, select Reviewer.
e vii.lIn“Permissions’ > “Read” section, check Full Details.

e viii. Click OK.

¢ iX. Repeat stepii to viii for each Room that will be managed by CTS-Manager.

Step 10 Form-based authentication (FBA) is enabled by default in Exchange 2007. In order for Cisco
TelePresence Manager to work, disable FBA.

a. Goto EMC > Server Configuration > Client Access > Outlook Web Access > Exchange (Default
Web Site) > Properties > Authentication tab

b. Select “Use one or more standard authentication method.”

c. Check “Integrated Windows Authentication” and/or “Basic Authentication (password issent in clear
text)” boxes.

d. Click OK on the warning dialog box that says I1S restart is required.

e. Run“iisreset /noforce” from a command prompt, or go to “ Services Manager” and restart “11S
Admin service”

Step 11 Open |1S Manager and enable WebDAV.
a. Goto “Internet Information Services’ > [server_name] > “Web Service Extension”
b. Select “WebDAV” and click the “Allow” button, if it is showing “Prohibited” in Status.
a. Click the“Allow” button, if it is showing “Prohibited” in Status.

Step12  Verify that the Web Sites Authentication Method is configured correctly for “Exchange” web site.
Repeat these steps for the “Default Web Site” setting:

a. In“l1SManager,” go to “Internet Information Services” > [server_name] > “Web Sites” >
“Exchange’

b. Right-click on the Exchange and select Properties.
c. Goto “Directory Security” tab
d. In“Authentication and access control” section:

e Click the Edit button

¢ Check the desired authentication access method - “ Integrated Windows Authentication” and/or
“Basic Authentication (password is sent in clear text)” boxes.

e Click OK

e. Thisstepisrequired only if you need to configure CTS- Manager with the non-secure binding to
the Exchange server. In “ Secure communications” section:

¢ Click the Edit button
¢ Uncheck the “Require secure channel (SSL)” box, and click OK.
f. Click OK on all the dialog boxes that follow.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 13

Migrating from Exchange 2003 to Exchange 2007

Synchronize the system clock in the Exchange server to the same NTP server used by CTS Manager.

Migrating from Exchange 2003 to Exchange 2007

In Exchange 2003, there is no distinction between “User Mailbox” and “Room Mailbox” types. All
mailboxes are created as “ User Mailbox” in Exchange 2003. When you migrate the TelePresence room
mailbox accounts from Exchange 2003 to Exchange 2007, you need to convert them into “Room
Mailbox” type, especially if they are to be configured with Auto-Accept enabled.

Use the following procedure to migrate from Exchange 2003 to Exchange 2007:

Step1  Install and configure the Exchange 2007 server.
Step2  Migrate the CTS-Manager User mailbox to the Exchange 2007 server.
Step3  Point CTS-Manager to the Exchange 2007 server.
Once step 1-3 are complete, the system will reboot.
Step4  After the system has completed rebooting, shut down the CTS-Manager server.
Thisisimportant so that users may not use the system during migration.
Step5  Migrate all Cisco TelePresence endpoints to the Exchange 2007 server.
Verify that all Cisco TelePresence endpoints are of type RoomMailbox, otherwise AutoAccept cannot
be enabled.
After the migration is completed, add full access permission for the delegates to any proxy.
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Introduction

This document covers the steps needed to configure IBM Domino and Domino Directory Server for the
Cisco TelePresence Manager.

Important Considerations

Before you proceed with CTS Manager installation, the servers and applications within your
telecommuni cations network must be configured so that Cisco TelePresence Manager can find the
resources and information needed to initialize the installation. These servers and applications for the
IBM include the following:

These servers and applications may include one or more of the following:

¢ Cisco Unified Communications Manager (Version 6.1.3 or better) should already be installed and
configured.

e |IBM Domino (Version 7.0, 8.0)
— Domino Directory Version 7.0 or 8.0

e Scheduling Clients supported

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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— Lotus Notes Version 6.5.x, Version 7.0.x, and Version 8.0

e Thisrelease of Cisco TelePresence Manager is designed to work with Microsoft Internet Explorer
version 6.0 or later. Cisco cannot guarantee correct system behavior using unsupported browsers.

Pre-Configuration Procedure Guidelines for IBM Domino Set-up

The purpose of this guideis to outline the chapters you will need to reference in order to pre-configure
the IBM Domino before installing the CTS Manager.

Table 4-1 Pre-Configuration Guide for IBM Domino before Setting Up CTS-MAN

Set-Up Guidelines before
Installing CTS-MAN Description Location

Configuring IBM Domino This chapter covers the steps Current Chapter
needed to configure IBM
Domino and Domino server for
the CTS-MAN system.

Next Steps After IBM Domino
configuration

Configuring Cisco Unified CM. |Before installation, you must Chapter 5, “Configuring Cisco
verify that Unified CM for Cisco

Cisco Unified Communications | TelePresence Manager”
Manager is configured for the
CTS-MAN system.

Install and Configure Install and configure the Chapter 6, “Installing and
PreQualification Assistant Tool |Pre-qualification Assistant to Configuring Cisco

ensure that your pre-installation |PreQualification Assistant”
set up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connections to the
serversand get datafrom themto
be used to configure CTS-MAN.

The procedures in the next section must be completed before installing and initializing
Cisco TelePresence Manager.

If at any time you encounter problems, go to Chapter 13, “ Troubleshooting Cisco TelePresence
Manager” to see how to correct the problem.

Configuring IBM Domino for CTS-Manager

Step1  Create an account in IBM Domino for CTS- Manager (e.g. ctm account).

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 2

Step 3

Step 4

Step 5

Pre-Configuration Procedure Guidelines for IBM Domino Set-up Il

Use information on
http://www-12.1otus.com/Idd/doc/domino_notes/7.0/help7_admin.nsf/Main?OpenFrameSet to create user
account. Refer to * Setting up Notes users' section for specific details.

Note Internet password for this account MUST be set.

Provide an adequate mailbox quota for the CTS-Manager account.

Note Cisco System recommends setting up a CTS-Manager account with at least 1 GB of mailbox
guota for a deployment of up to 50 rooms. Additional mailbox quota allocated to this user is
recommended if feasible.

Log into the CTS-Manager account once to verify it is setup correctly.

The CTS-Manager account needs to have read permission for each resource reservation database which
contains any Cisco TelePresence room. Select the specific resource reservation database and right click
to select Database> Access Control. Choose the account as specified below and set permissions per the
instructions.

The CTS-Manager account also needs to have editor permissions to its own mailbox. Thisis required to
allow storing copies of emails sent out in “Sent Items” folder.

Create aroom resource in IBM Domino for each TelePresence room. The steps might involve creating a
new resource reservation database, creating a new site profile document and adding Cisco TelePresence
rooms for Domino.

Note  You can create aroom resource only using an administrative privilege account.
CTS-Manager uses Java Notes API to retrieve schedule information. Make sure the following server
tasks are running on the Domino server.

e DIIOP Server

e HTTP Server

e LDAP Server

Directory Assistance in a Domino Deployment

Directory Assistance provides seamless authentication and authorization of Domino users existing
outside the Domino directory. In order to support external LDAP users logging into CTS-Manager as a
Concierge, your Domino Administrator must configure Directory Assistance to authenticate usersin the
external directory. In addition, users, with login privileges, must have their member groups assigned to
the CTS-Manager Access Management roles.

Pleaserefer to your Domino Administration documentation on how to configure Directory Assistanceto
use an external LDAP directory.

In order to verify that DA is configured correctly, perform an Idap search pointing to the Domino LDAP
directory using the search filter and based dn of the external directory. This should return the user details
in the external directory.

In addition, if the external directory also has a mail server setup (e.g. Exchange), DA will resolve the
email ids of the external users. To verify this, login to the Domino client as a Domino user and try
scheduling a meeting with the external user asthe invitee. External users should be found in the meeting
scheduling view.

[ oL-13673-04
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Introduction

This section describes adding parameters to Cisco Unified Communications Manager and researching
information from the current installation of Cisco Unified Communications Manager that will be used
to initialize the Cisco TelePresence Manager installation. For more information refer to

Cisco Unified Communications Manager Configuration Guide for Cisco TelePresence System.

Important Considerations

Before you proceed with CTS Manager installation, the servers and applications within your network
must be configured so that Cisco TelePresence Manager can find the resources and information needed
to initialize the installation. This section cover the following applications:

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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¢ Cisco Unified Communications Manager (Version 6.1.3 or later) should already be installed and
configured. For moreinformation refer to section Logging into the Cisco Unified CM Administrator,
page 5-5 or refer to the Cisco Unified Communications Manager Configuration Guide for

Cisco TelePresence System.

Note

If you see the test connection failure message, you may need to specify |P addresses for your

Cisco Unified Communications Manager server(s) if thisis anon-DNS environment, as well as other
network devices. You can change any server name values in Cisco Unified Communications Manager.
Cisco recommends you configure the system using static | P addressing so it will be easy to manage

Pre-Configuration Procedure Guidelines for Cisco Unified CM

Set-up

This table provides a guideline for the procedures you will need to reference in order to pre-configure
the Cisco Unified Communications Manager befor e installing the Cisco TelePresence Manager.

N

Note

referenced when doing the pre-configuration.

The system uses either Microsoft or IBM not both. So either Chapter 3 or Chapter 4 needs to be

Table 5-1

Pre-Configuration Guideline for Setting Up CUCM for CTS-MAN

Set-Up Procedure Guidelines
before Installing CTS-MAN

Description

Location

Configuring Cisco Unified CM

Before CTS-MAN installation,
you must verify that

Cisco Unified Communications
Manager is configured for the
CTS-MAN system.

Current Chapter

Install and Configuring
Pre-Qualification Assistant

Install and run the
Pre-qualification Assistant to
ensure that your pre-installation
set-up is configured correctly.
The data you enter into the Tool
Test Configuration forms are
used to verify connectionsto the
servers and retrieve data from
them to be used to configure
CTS manager

Chapter 6, “Installing and
Configuring Cisco
PreQualification Assistant”

Configuring Cisco Unified CM for CTS-Manager

The procedures in the next section must be completed before installing and initializing

Cisco TelePresence Manager.
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For Deployments Using Microsoft Exchange 2003, 2007, and IBM Domino ||

If at any time you encounter problems, go to Chapter 13, “ Troubleshooting Cisco TelePresence
Manager”to see how to correct the problem.

For Deployments Using Microsoft Exchange 2003, 2007, and IBM

Domino
¢ A Cisco Unified Communications Manager certificate must be accessible for CTS-Manager to
communicate with Unified CM.

— A Cisco Unified Communications Manager certificate is available from Internet Explorer, with
the file extension .der. This certificate was generated when you first installed
Cisco Unified Communications Manager.

- Make acopy of the certificate and place it in afolder that is accessible to the computer that has
browser access to the Cisco TelePresence Manager server.

Step1  Create an application user for CTS-Manager. Refer to section Logging into the Cisco Unified CM
Administrator, page 5-5 or to your Cisco Unified Communications Manager Configuration Guide for
Cisco TelePresence System for the steps to perform this. Save these credentials for the CTS-Manager
initialization procedure that follows.

Assign all TelePresence units/I P phone devicesto thisuser profile. MAC Address of each unit and shared
phone should be added to the user profile. Add TelePresence endpoints and | P phone devicesin the Cisco
Unified CM Admin Ul, by going to “Device > Phone.”

Step2  For each TelePresence endpoint device, follow these steps:

a. aAt the bottom of the “Device Information” section, check “Allow Control of Device from CT1”
box.

b. b.Inthe “Product Specific Configuration Layout” section, enter the room email id in the “Room
Name” field.

c. aAssign the same DN as the | P phone that is associated to this TelePresence endpoint device.

d. Inthe“Directory Number Information” section of “Directory Number Configuration,” check
“Allow Control of Devicefrom CTI” box .

Step3  For each | P phone device that is associated to TelePresence endpoint device, check “Allow Control of
Device from CT1” box at the bottom of the “Device | nformation” section.

Step4  Goto “User Management > Application User,” and create an application user in Cisco Unified CM for
Cisco TelePresence Manager. Save these credentials for use during Cisco TelePresence Manager first
time setup.

Step5  Assign all TelePresence endpoints and their associated |P phone devices to this application user. MAC
Address of each unit and | P phone should be added to the user profile.

Step6  Create user group in the CiscoUnified CM for Cisco Telepresence Manager.

a. Assign following roles to this user group:
e Standard AXL API access
e Standard CTI enabled
e Standard serviceability
e Standard CiscoUnified CM administrative users
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 7

Step 8

b. Add the above application user to the newly created user group.

Verify all required services are activated and running on the Cisco Unified CM node. It is required to
have “Cisco AXL Web Service” activated on the Cisco Unified CM Publisher node. Similarly, “ Cisco
RIS Data Collector” should be running on Cisco Unified CM Publisher node. “ Cisco CTIManager”
should be activated and running, but could be running on any node inside the same Cisco Unified CM
Cluster. Please refer to the Cisco Unified CM Configuration Guide for details on service activation and
start/stop.

Download the certificate for Cisco Unified CM using |E Browser. User is prompted with a certificate
when browser is pointed to Cisco Unified CM server. You can save cert file on local machine. Thiswould
be used later while configuring the CTS Manager during first time setup.

A )

Note If aroom’sdisplay nameischanged once CTS-Manager is up and running, CTS Manager reads
new display name once every 24 hours, so the new name will display after this 24 hour period.
In addition, when anew room is added to CUCM, arestart on CTS Manager is also not required.

Configuring Cisco Unified CM Server Names

Step 1
Step 2
Step 3
Step 4

Log into Cisco Unified Communications Manager as an Administrator.
Choose the Server option from the System menu.
Click Find to discover all the serversin your Cisco Unified Communications Manager cluster.

In the Cisco TelePresence Manager’s System Configuration -> Cisco UCM Host field, use only IP
address in anon-DNS environment. If DNS is configured and accessible, use either hostname or 1P
address.

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Logging into the Cisco Unified CM Administrator

Logging into the Cisco Unified CM Administrator

To log into the Cisco Unified CM Administration application, follow these steps:

Step1  Open aweb browser.

Note  TheCisco Unified CM Administration program operates on the Microsoft Internet Explorer version 6 or
alater version web browser.

Step2  Accessaweb server that is supported by the Cisco Unified CM Administration application from any user
PC in your network.

Step3  Inthe address bar of the web browser, enter the following URL:

https://CCM-server-name

Where CCM-server-name is the name or | P address of the server.

Note  You may need to specify the address of the server where Cisco Unified CM isinstalled. If your network
uses DNS services, you can specify the hostname of the server. If your network does not use DNS
services, you must specify the IP address of the server.

Step4  Log in with your assigned administrative privileges.

Step5  Select Cisco Unified Communications Manager Administration in the Navigation field at the upper
right corner of the page and click Go to return to the Cisco Unified CM Administration home page.

Configuring the Options File

Cisco Unified CM is customized with an options file to configure support for the CTS.

To configure the options file, follow these steps:

Step1  Login to the Cisco Unified CM Administration application. See the “Logging into the Cisco Unified
CM Administrator” section on page 5-5.

Note  You must be runni ng Cisco Unified CM version 6.1.3, or alater release.

Step2  Add the Cisco TelePresence device pack to Cisco Unified CM. The device pack adds functionality to
Cisco Unified Communications Manager so that you can create a Cisco TelePresence device. See the
“Adding a Cisco TelePresence Device” section on page 5-6.

Step3  Create a Cisco TelePresence device to register the Cisco TelePresence device as a Cisco Unified IP
Phone. See the “ Creating and Configuring a Cisco TelePresence Device” section on page 5-7.

Step4  Assign adirectory number to the Cisco TelePresence device. See the “Adding a Cisco TelePresence
Device” section on page 5-6.

Step5  Create a Cisco Unified IP Phone 7975 device type.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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)

Note Auto registration cannot be used to create the device type.

Adding a Cisco TelePresence Device

Usthe information in the following sections to add a CTS device:
¢ Download Device Packs, page 5-6
¢ Install the Device, page 5-6

Download Device Packs

If the Cisco TelePresence deviceis not listed on the Cisco Unified Communications Manager phone list,

you must add the device. The Cisco TelePresence device isincluded in the latest device packs for
Cisco Unified CM.

To download device packs, follow these steps:

Step1  Go to the following path on Cisco.com:

Support > Voice and Unified Communications > Call Control > Download Software
Step2  Enter your Cisco username and password and select your release.

Table 5-2 contains available software device packs:

Table 5-2

Cisco Unified CM Version Device Package Release Date
7.0 cmterm-devicepack?7.0.2.21009-1.cop.sgn May 15, 2009
6.1 cmterm-devicepack6.1.3.3102-1.cop.sgn April 28, 2009
6.0 cmterm-devicepack6.0.1.3121-1.cop.sgn May 15, 2009

Install the Device

To install the device, follow these steps:

Step1  Login to the Cisco Unified CM Administration application.
Step2 At the Cisco IPT Platform Administration window, choose Software I nstallation/Upgrade.

Note  For an explanation of how to access the Cisco IPT Platform Administration window, see the
Cisco | P Telephony Platform Administration Guide for Cisco Unified Mobility Manager, Release 1.2.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Creating and Configuring a Cisco TelePresence Device W

Step3  From the Sour ce drop-down list, choose the source for the device pack.
Step4  Click Next. The Options/Upgrades window appears.

Step5  Choose the appropriate file from the drop-down list and click Next. The system compiles a checksum
value.

Step6  Click Save to accept the checksum value and start installation.

The installation process can take several minutes. An on-screen log reports status of the installation.
Once the device pack isinstalled, you can begin configuring the Cisco TelePresence device.

Creating and Configuring a Cisco TelePresence Device

The following sections describe how to create and configure a Cisco TelePresence device so you can
register it as a Cisco Unified |P phone:

¢ Adding a New Phone as a Cisco TelePresence Device, page 5-7
¢ Finding a Phone, page 5-7

e Configuring Cisco TelePresence Devices, page 5-8

Adding a New Phone as a Cisco TelePresence Device
N

Note Before you begin this procedure, note the MAC address of the Cisco TelePresence device.

To add a new phone as a Cisco TelePresence device, follow these steps from the Cisco Unified
Communications Manager Administration menu bar:

Step1  Login to the Cisco Unified CM Administration application.

Step2  From the Device drop-down menu, select Phone. The Find and List Phones Page appears.

Step3  Click the Add New button at the bottom of the window. The Add a New Phone window appears.

Step4  Inthe Add aNew Phone window, click the Phone Type drop-down list and choose Cisco TelePresence.
Step5  Click Next to display the Phone Configuration window.

Step6  Proceed to Configuring Cisco TelePresence Devices.

Finding a Phone

To find a phone, follow these steps:

Step1  Login to the Cisco Unified CM Administration application.

Step2  From the Device drop-down menu, select Phone. The Find and List Phones Page appears containing a
list of configured phones.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
[ oL-13673-00 .m



Chapter5  Configuring Cisco Unified CM for Cisco TelePresence Manager |

W Configuring Cisco TelePresence Devices

Step3  If alist of configured phonesis not displayed, click the plus sign (+) under Find and List Phones.
To find all phones that are registered in the database, follow these steps:
a. Choose Device Name from the list of fields.
b. Choose “is not empty” from the list of patterns.
c. Click Find.
Or
d. Choose the appropriate search pattern for your text search (for example, “Begins with").

e. Enter your search text in the Find field.

Configuring Cisco TelePresence Devices
S

Note  You must restart your system after you have completed the configuration tasks in this section.

This section describes how to configure Cisco TelePresence devices and associated parameters.

To configure the Cisco TelePresence device, perform the tasksin this section. When you are finished
configuring your settings, click Save and follow the prompts to restart the system.

Before You Begin

Verify that the Phone Type and Device Protocol lists contain the following information:
e Phone Type—Cisco 7970 or Cisco 7975

¢ Device Protocol—SIP

Device Information

To configure device information, follow these steps:

Step1  Enter device information using the information in Table 5-3 as a guide.

Table 5-3 Cisco TelePresence Device Information

Field Required? |Setting

MAC Address Yes MAC address for the Cisco TelePresence primary codec.
Description — Short description of the device.

Device Pool Yes Any

Common Device — Leave field as< None>.

Configuration

Phone Button Template Yes Standard_Cisco_TelePresence

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 5-3 Cisco TelePresence Device Information (continued)

Field Required? |Setting

Common Phone Profile Yes Standard Common Phone Profile
Calling Search Space — Leavefield as <Any>.

Media Resource Group List |— Leave field as <None>.
Location Yes Hub_None

User Locale — Leave field as <None>.

Network Locale

Leave field as <None>.

Owner User ID

Leave field as <None>.

Phone Load Name

Specify required version of Cisco TelePresence System if no device default is set.

Use Trusted Relay Point

Chose from the following:
e Default
e On
o Off

Calling Party
Transformation CSS

Leave field as <None>.

Step2  Make surethat the following check boxes at the bottom of the Device Information section are marked as
indicated:

¢ Use Device Pool Calling Party Transformation CSS—Checked
¢ IsActive—Checked

¢ Retry Video Call as Audio—Checked

¢ Ignore Presentation I ndicator s—Unchecked

e Allow Control of Device from CTI—Checked

¢ Logged Into Hunt Group—Checked

¢ Remote Device—Unchecked

Step3  Click Save to save your settings.

[ oL-13673-04
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Introduction

This document explains how to install and configure the Cisco TelePresence Manager PreQualification
Assistant tool.

Itisimportant to install and run the PreQualification Assistant to ensure that the pre-configuration set-up
is performed correctly. The data you enter into the Tool Test Configuration forms are used to verify
connections to the servers and validate data from them to be used to configure CTS Manager.

[ oL-13673-04
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Pre-Configuration Procedure Guidelines for Checking Initial

Network Set-up

Thistable provides a guideline for the procedures you will need to referencein order to check the set-up
of the the network before installing the Cisco TelePresence Manager.

This table also lists the next couple to tasks to be performed when installing the CTS-MAN system.

Table 6-1

Pre-Configuration Guideline for Testing the Set-Up of the System Network for CTS-MAN

Set-Up Procedure Guidelines
before Installing CTS-MAN

Description

Location

Install and configure
PreQualification Assistant

Install, configure, and run the
PreQualification Assistant to
ensure that your
pre-configuration set-up is
performed correctly. The data
you enter into the Tool Test
Configuration forms are used to
verify connectionsto the servers
and get data from them to be
used to configure CTS Manager

Current Chapter.

Installing or Upgrading
CTS-MAN software

Theinstallation requires
information about your network
and the rules for finding and
exchanging information. This
information was set up during
the pre-configuration tasks.

Chapter 7, “Installing or
Upgrading Cisco TelePresence
Manager”

Initializing CTS-MAN

After installing the CTS-MAN
software, the next processis
initializing Cisco TelePresence
Manager to enable access to
information sources such as
Microsoft Exchange Server for
meeting requests from Microsoft
Outlook, Active Directory for
accessing user and conference
room information, and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”
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Installing the PreQualification Assistant Tool W

Installing the PreQualification Assistant Tool

Step 1

Step 2

Step 3

After you have downloaded the PreQualification executable, use the following procedures to install the
tool.

Double-click the executable to begin the install process. After the Installer window appears, click the
Next button.

Figure 6-1 Excelsior Installer Window

% CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer, |:||:rg|

Welcome to Excelsior Installer for CTS-Manager
PreQualification Assistant 1.5

Excelsior Installer will guide you through installation of the
softwara on your computer. To proceed, click Mesxt,

cgack | Hext= | [ Cancel ]

Specify if the application isto be a personal profile or can be used by others. Then click the Next button.

Figure 6-2 Installation Type Window

¥ CT5-Manager, PreQualification Assistant 1.5 - Excelsior Installer, |_ _rg|

Installation type
Choose the bype of installation

Select Common Profile to install the software For all users of the computer or Personal Profile
- for the current user only.

() Personal

(%) Cammon

[ <Back || Mext> | [ Cancel ]

Review and accept the destination folder defaults and click the Next button.

[ oL-13673-04
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Figure 6-3 Destination Folder Window

L CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer, |Z||§|rg|

Destination folder =

Select destination Folder

The installer will install CTS-Manager PreQualification Assistant 1.5 components ta the
following Folder,
To install to this Folder, click Mext.

Toinstall to a different Folder, click Browse and choose another folder.

Destination Folder

Ci\Program Files\Cisco Systems|CTS-Man PreQual Assistant 1.5

Space required on C: 152792 K
Space available on C: 13166856 K
[ <Back || Mext> | [ Cancel ]

Step4  Review the program folder destination, accept the defaults and click the Next button.

Figure 6-4 Program Folder Window

¥ CT5-Manager, PreQualification Assistant 1.5 - Excelsior Installer, |Z||E|rg|

Program folder =

Select program Folder

The installer will add program icons to the program folder listed below, You may type a new
folder name or select one From the list of existing Folders. To continue, click Mesxt,

Cisco Systems\CT5-Man PreQual Assistant 1,5

Accessories -
Adrministrative Tools =
Adobe

Cisco IPTY Viewer

Cisco Security Agent

Cisco Systems YPM Client

EMC Retrospect

Games

iPass M

[ <Back || Hext= | [ Cancel ]

Step5  Inthe Start Installation window, review the folder information and if correct, click the Next button.
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Figure 6-5 Start Installation Window

W8 CTS-Manager PreQualification Assistant 1.5 - Excelsior, Installer |: |E

Start installation

View current setkings

The installer is ready to install CTS-Manager PreQualification Assistant 1.5 on yaur computet,
Click Mext to begin the installation or Back to change the current settings listed below.,

Current settings:

Destination falder
C:\Program Files\Cisco Systems)CTS-Man Prequal Assistant 1.5

Program folder
Cisco SystemsiCT3-Man PreQual Assistant 1.5

[ <Back || Mext> | [ Cancel ]

Step6  If you areready to finalize the installation, click Finish button.

Note  Uncheck the Start checkbox if you don’t want to launch the tool immediately after completing the
installation.

Figure 6-6 Installation Completed Window

CTS-Manager PreQualification Assistant 1.5 - Excelsior Installer

Installation completed

CT5-Manager PreQualification Assistant 1.5 has been
successfully installed on your computer, Click Finish to
complete setup.,

Start CTS-Manager Pre-Qualification Tool

Cancel

= Back
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Running the Tool - Using the Tool Application Window

The CTS-Manager PreQualification tool allows administrators to determine if any changes are needed
to their network to support a CTS-Manager installation

Figure 6-7 Tool Application Window

E CT5-Man PreQualification Assistant [Profile: Default]
File Swstem Help

LDAP Server (Ackive Direckory) | Calendar Server (Microsoft Exchange)

Host Configuration
Hosk:

EBind Mode:

Fart:
Lsernarne:

Password:

Certificate:

Execute Tests

Test Description Component Status Fesult
Fetch default context From LDAP server LDAP Server Mok Ready Wigi
Verify connection to LDAP server LOWAF Server Mok Ready Wik
Fetch and check LDAP version compatibilicy LDAP Server Mok Ready Wi
Verify user containers LDAP Server Mok Ready Wiea
Extract all object classes LDAP Server Mok Ready Wik
Extract attributes of object class 'Person’ LDAP Server Mok Ready Wi
erify connection bo Calendar Server Calendar Server Mok Ready Wi
Retrieve mailbox: quota information Calendar Server Mok Ready Wiew
Retrieving display name For roomis) Calendar Server Mok Feady WiEia
Subscribe M3 Exchange events For room Calendar Server Mok Ready Wik
Retrigve display name for scheduler LOAP Server Mok Ready Wirw
Authenticate scheduler user LDAP Server Mok Ready WiFi
Verify connection ko Unified CM server Unified Ct Mok Ready Wiew

The Tool runs a series of teststo determineif your LDAP server, Calendar server, and Cisco Unified CM
configurations meet the requirements to support CTS-Manager. The set of tests you run are determined
by the Calendar server running on your network (IBM Domino or Microsoft Exchange). You can also
run a set of tests without specifying a Calendar server.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Menu Commands

In order to run a series of tests you need to provide the Tool with configuration information for your
LDAP server, Calendar server, and Cisco Unified CM. The three tabbed windows display the Test forms

used to enter configuration data.

The Test Status window displays the status of each test. Once you have run a set of tests you can view
the results of each test in a Test Result window. The test results contain troubleshooting data needed to
prepare your LDAP server, Calendar server, and Cisco Unified CM to work with CTS Manager.

If additional analysisisrequired to prepare your network, you can create a zip file for technical support
that includes all the test results.

The Tool application window has three main areas which are explained in the next section.

Menu Commands

The following sections cover the commands in the File menu.

File Menu Commands

e The New Profile command saves all the Test form field values you have entered to aprofile that can
be used again.
e The Delete Profile command asks you to confirm your deletion of the active profile.

e The Load Profile command lists the saved profiles. You can choose which profile you want to use
to run the PreQualification tests.

Figure 6-8 File Menu Commands

DY svstem el New Profile

Mew Profile
Delete Profile

Enter a prafile name:

w Default
dormina [ Ik H Cancel ]

it
i exchange

System Menu Command

e The Select Calendar Server lists the Calendar servers. Choose Exchange, Domino, or None to
display the corresponding Test Configuration forms.

e TheExecute Tests command performsthe same function as the Execute Test button displayed above
the Test Status list at the bottom of the application window.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 6-9 System Menu Commands

Mane

v Microsoft Exchange
IBM Dorming

Execute Tests

Collect Logs

e TheCollect Logscommand collectsall thetestsyou’'verunintoazip fileto makeit easy to transport
the results to Cisco Technical Support.

— If you check the Include Config Settings checkbox, the values you entered into the Test
Configuration forms are collected and included in the zipped report.

Figure 6-10 System Menu Commands
Report Generation g|
Custamer MName:
Include Config Settings:
Additional Note:
Save Repork To:

Test Configuration Forms Window

The Test Configuration Formswindow presents three areas, selected by individual tabs. The tabs display
the LDAP/Calendar server configuration you’ve chosen from the Select Calendar Server command in the
System menu.

Figure 6-11 The Forms Tabs Window

LDAP Server (Daomino Directory) | Calendar Server (IBM Domina)

LDAP Server (Bckive Direckary) | Calendar Server (Microsoft Exchange)

LDAP Server (Genetic)

)

Note  The Test Configuration Form fields and how they are used are described in the Using Test Configuration
Forms section.
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Test Status Window

Menu Commands

The bottom of the application window lists the tests available.

Figure 6-12 The Test Status Window

Tesk Descripkion Componenkt Skatus Result
{Fetch default contesxt From LDAP server LDAF Server Ready [ieaen ]
Werify connection to LDAP server LDAP Server Ready [ Wir
Fetch and check LDAP wersion compatibility LDAP Server Ready [ Wiran
Werify user conkainetrs LDAP Server Ready [Wigwm
Extract all object dasses LDAP Server Ready [Wimw
Extract attributes of object class ‘Person’ LDAP Server Ready [ Wiraa
Werify connection bo Calendar Server Calendar Server Ready [Wirw
Retrieve mailbox quata information Calendar Server Ready [Wirwn
Retrieving display name For room(s) Calendar Server Ready [ Wi
Subscribe M3 Exchange events For room Calendar Server Ready [Wimw
Retrieve display name For scheduler LDAP Server Ready [ Wic
Authenticate scheduler user LDAP Server Ready [ Wi
Werify connection o Unified Cf server Urified Cr Ready [ir

Table 6-2 Test Status Columns

Test Description

This column describes the test.

Component

This column displays the type of test.

Status

This column displays the status of the test. The
statuses are:

¢ Not Ready - All the required Test

Configuration Form fields do not have values.

¢ Ready - All the required Test Confutation
Form fields have the required vales entered.

¢ Not Applicable - The test will not be run,
because the LDAP/Calendar server does not
need the test results

¢ Failed - Thetest did not pass. Refer to the
Test Results window by clicking the View
button to the right of the failed test.

e Passed - The test passed. There are no
configuration changes needed to support the
test results.

Result

This column contains the View buttons for
viewing the results for each test.

[ oL-13673-04
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Using Test Configuration Forms

There are three Test Configuration forms (LDAP server, Calendar server, and Cisco Unified CM). There
are also three network environments (Exchange calendar server, Domino calendar server, and no
calendar server). The Test Configuration forms are used to collect the data required to run the relevant
tests for each network environment The sections below define the Test Configuration forms for each
network environment.

Cisco Unified CM Test Configuration Form

The Cisco Unified CM Test Configuration form requires the same data for all three network
environments.

Figure 6-13 The Cisco Unified CM Test Configuration Form

Host Configuration

Hosk:
Bind Mode:

Port:
Username:

Passwiard:

Certificate:

Table 6-3 The Cisco Unified CM Test Configuration Form Fields

Field Name Field Value

Host The hostname or |P address of Cisco Unified CM

Bind Mode This is always set to secure mode.

Port Thisis always set to port 8443.

Username L ogon account with Cisco Unified CM
Application User name. The admin usernameis
not needed.

Password Password for Cisco Unified CM Admin account.

Certificate The full pathname to the Cisco Unified CM
security certificate.

Test(s) Enabled by this Test Configuration Form

e Verify connection to Cisco Unified CM server

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Test Configuration Forms in a Generic Environment

You can use the PreQualification Tool to test your LDAP server without specifying a calendar server.

LDAP (Generic) Test Configuration Form

Figure 6-14 The LDAP Server (Generic) Test Configuration Form

Host Configuration

Hosk:
Bind Mode:

Port:
Defaulk Context:
Usernane:

Password:

Scheduler Authentication

User Cankainers:

Scheduler Username:

Scheduler Password:

& Mormal ) Secure

389

Delete. ..

Table 6-4 The LDAP Server (Generic) Test Configuration Form Fields

Field Name

Field Value

Host

The hostname or | P address of the LDAP server.

Bind Mode

If you set this to secure you'll need to provide a
security certificate.

Port

In Normal bind mode the port setting is 389. In

Secure bind mode the port setting default is 636.

Default Context

Enter the default context in the form
o=ciscoDev

[ oL-13673-04
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Table 6-4 The LDAP Server (Generic) Test Configuration Form Fields (continued)
Field Name Field Value
Username Enter the Username in the form

cn=ctm account

Note You must also include the default context
in the Username field. For example,
ch=ctm account,0=ciscoDev.

Password Password for LDAP server with administrative
privileges.
Certificate The full pathname to the LDAP security

certificate. Thisisneeded only if you are using the
Secure Bind Mode.

User Containers The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the val ues entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to thelist. To delete
auser container from the list, select the specific
user container and click Delete.

Scheduler Username Not needed for generic LDAP environment.

Scheduler Password Not needed for generic LDAP environment.

Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server
e Verify user containers
e Extract all object classes

e Extract attributes of object class ‘ Person’

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Test Configuration Forms in a Microsoft Exchange Environment

LDAP Server (Active Directory) Test Configuration Form

Figure 6-15 The LDAP Server (Active Directory) Test Configuration Form

Host Configuration

Hosk:
Bind Mode: @ Mormal ) Secure
Port: 359

Default Context:
Usernarne:

Password:

Scheduler Authentication

User Cantainers:

Scheduler Username:

Scheduler Password:

Table 6-5 The LDAP Server (Active Directory) Test Configuration Form Fields

Field Name Field Value

Host The hosthame or | P address of the LDAP server.

Bind Mode If you set this to secure you'll need to provide a
security certificate.

Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.

Default Context Enter the default context in the form
o=ciscoDev

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
[ oL-13673-00 .m



Chapter 6 Installing and Configuring Cisco PreQualification Assistant |

I Using Test Configuration Forms

Table 6-5 The LDAP Server (Active Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Username Enter the Username in the form

cn=ctm account

Note You must also include the default context
in the Username field. For example,
ch=ctm account,0=ciscoDev.

Password Password for LDAP server with administrative
privileges.
Certificate The full pathname to the LDAP security

certificate. Thisisneeded only if you are using the
Secure Bind Mode.

User Containers The containers from which queries are performed
to retrieve user objects. More than one user
container or user object can be specified. The
Cisco Telepresence server uses the val ues entered
to search through the containers in sequence to
retrieve user and meeting room information from
the Directory Server. Additionally, these
containers are used to retrieve user information
for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to thelist. To delete
auser container from the list, select the specific
user container and click Delete.

Scheduler Username The schedul er username is the value of an end
user ID.

Scheduler Password The password associated with the scheduler
username.

Test(s) Enabled by this Test Configuration Form

e Verify connection to LDAP server

e Verify user containers

e Extract all object classes

e Extract attributes of object class “Person”
¢ Retrieve display name for scheduler

¢ Authenticate scheduler user

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Calendar Server (Microsoft Exchange) Test Configuration Form

Figure 6-16

Host Configuration

Hosk:
Bind Mode:

Port:
SMTP LHS:

Password:

Logon Mame:

Dornain:

F.oom Subscription

Room Email IDs:

Table 6-6

The Calendar Server (Microsoft Exchange) Test Configuration Form

& Mormal O Secure

g0

The Calendar Server (Microsoft Exchange) Test Configuration Form Fields

Field Name

Field Value

Host

The hostname or IP address of the Exchange
server.

Bind Mode

If you set this to secure you'll need to provide a
security certificate.

Port

In Normal bind mode the port setting is 80. In
Secure bind mode the port setting default is 443.

SMTP LHS

Enter the LHS for an account with full access or
read access to rooms.

Password

Enter the password for the Exchange
administrative account, using English characters
only.

[ oL-13673-04
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Table 6-6 The Calendar Server (Microsoft Exchange) Test Configuration Form Fields (continued)
Field Name Field Value
Certificate The full pathname to the Exchange security

certificate. Thisisneeded only if you are using the
Secure Bind Mode.

Logon Name Enter the logon name for the full access or read
access privileges to rooms. Enter the logon name
in the same form asthe SMTP LHS.

Domain Enter the domain for the logon name.
Room Email I1Ds Enter the full email address for each CTS
endpoint.

Test(s) Enabled by this Test Configuration Form

e Verify connection to Calendar Server

¢ Retrieve mailbox quotainformation

¢ Retrieving display name for room(s)

e Subscribe MS Exchange events for room

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Test Configuration Forms in an IBM Domino Environment

LDAP (Domino Directory) Test Configuration Form

Figure 6-17 The LDAP Server (Domino Directory) Test Configuration Form

Host Configuration

Hast:
Bind Mode: & Mormal ) Secure
Part: 389

Defaulk Context:
Usernane:

Password:

Scheduler Authentication

User Cankainers: -

Delete. ..

Scheduler Username:

Scheduler Password:

Table 6-7 The LDAP Server (Domino Directory) Test Configuration Form Fields

Field Name Field Value

Host The hostname or |P address of the LDAP server.

Bind Mode If you set this to secure you'll need to provide a
security certificate.

Port In Normal bind mode the port setting is 389. In
Secure bind mode the port setting default is 636.

Default Context Enter the default context in the form
o=ciscoDev

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 6-7 The LDAP Server (Domino Directory) Test Configuration Form Fields (continued)
Field Name Field Value
Username Enter the Username in the form

cn=ctm account

Note  You must also include the default context
in the Username field. For example,
cn=ctm account,o=ciscoDev.

Password

Password for LDAP server with read privileges.

Certificate

The full pathname to the LDAP security
certificate. Thisisneeded only if you are using the
Secure Bind Mode.

User Containers

The containers from which queries are performed

to retrieve user objects. More than one user

container or user object can be specified. The
Cisco Telepresence server uses the val ues entered

to search through the containers in sequence to

retrieve user and meeting room information from

the Directory Server. Additionally, these

containers are used to retrieve user information

for authentication.

User containers are entered in the Entry field
above the User Containers field. Use the Add
button to add a user container to thelist. To delete
auser container from the list, select the specific
user container and click Delete.

Scheduler Username

The scheduler username is the value of an end

user ID.

Scheduler Password

The password for the schedul er account.

Test(s) Enabled by this Test Configuration Form

¢ Verify connection to LDAP server

e Verify user containers

e Extract all object classes

e Extract attributes of object class ‘ Person’
e Retrieve display name for scheduler

e Authenticate scheduler user

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Calendar Server (IBM Domino) Test Configuration Form

Figure 6-18 The Calendar Server (IBM Domino) Test Configuration Form

Host Configuration

Huast:

Bind Mode: &imormal () Secure
Part: =]

Username:

Password:

Organization Mame:

Resource DE:

Foom Subscription

Room Email IDs:

Table 6-8 The Calendar Server (IBM Domino) Test Configuration Form Fields

Field Name Field Value

Host The hostname or | P address of the Domino
Calendar server.

Bind Mode If you set this to secure you'll need to provide a
security certificate.

Port In Normal bind mode the port setting is 80. In
Secure bind mode the port setting default is 443.

Username Enter the username in the form “John Test”.

Password Enter the password for the username. The user

must have a minimum of read permission on the
resource database being used to test.

Certificate The full pathname to the Domino security
certificate. Thisisneeded only if you are using the
Secure Bind Mode.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 6-8 The Calendar Server (IBM Domino) Test Configuration Form Fields (continued)

Field Name Field Value

Organization Name Enter the Domino Organization name.

Resource DB Enter the name of the resource DB. For example,
Telepres.nsf.

Room Email IDs Enter thefull email id for each CTS endpoint. The
format for each email id is:
Testroom/Sitel

Test(s) Enabled by this Test Configuration Form

e Verify connection to Calendar Server

¢ Retrieve mailbox quota information

¢ Retrieve room to database mapping test
¢ Retrieving display name for room(s)

¢ Retrieve samples of calendar documents

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Introduction

This document explains how to install the Cisco TelePresence Manager software in your network. You
will then be able to schedule Cisco TelePresence system meetings through existing Microsoft Outlook
messaging software or IBM Domino software, receive reminders, and connect to a remote meeting site
with the touch of a button.

To enable these features, you must provide Cisco TelePresence Manager with the contact and access
information it requires to connect to and talk with your network. The purpose of this guide is to walk
you through each step using the Cisco TelePresence Manager installation DVD and the accompanying
wizard help windows.
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The installation requires information about your network and the rules for finding and exchanging
information.Once this pre-installation data is set up, then the Cisco TelePresence Manager program can
be installed from DVD .In addition, the administrator can use the System Configuration window to
upgrading system software,

System Information

The System Information window to see a quick summary of information about your Cisco TelePresence
System. The window is divided into two areas:

e System Information lists model numbers, hostname, addresses, and hardware and software version
information.

e Product Software Versions lists software currently configured in the system. It includes product
names and version numbers.

Table 7-1 System Information

SKU CTS-MANL1.5

Hostname The name of the Cisco TelePresence Manager server (e.g.
tsbu-ctm19).

IP Address The IP address of the Cisco TelePresence Manager server.

Subnet Mask The subnet mask of the Cisco TelePresence Manager server (e.g.
255.255.255.0).

MAC Address The MAC address of the Cisco TelePresence Manager server (e.g.
00:18:fe:73:58:14).

Hardware Model The hardware model of the Cisco TelePresence Manager server (e.g.
7835H2).

Software Version The version of Cisco TelePresence Manager software running on the
server (e.g. 1.5.0.0).

OS Version The software version of the Cisco Unified Communications OS
running on the Cisco TelePresence Manager server (e.g. CUCOS
3.0.0.0-44).

Installation Guidelines

The purpose of this guide isto reference the information you will need in order to install the CTS-MAN
software.

The flow of tasks you need to perform to install and configure the CTS-MAN are provided in the
following table.

Table 7-2 Install Guide for setting up CTS-MAN

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Installing Cisco TelePresence Manager from DVD

Set-Up Procedure Guidelines
after Installing CTS-MAN

Description

Location

Initializing CTS-MAN

After installing the CTS-MAN
software, the next processis
initializing Cisco TelePresence
Manager to enable access to
information sources such as
Microsoft Exchange Server for
meeting requests from Microsoft
Outlook, Active Directory for
accessing user and conference
room information, and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Chapter 8, “Initializing Cisco
TelePresence Manager”

Additional Installation
Procedures for CTS-MAN

The administrator makes use of
the System Configuration
window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfigure system settings

Chapter 9, “Additional
Installation Configurations for
Cisco TelePresence Manager”

Monitoring CTS-MAN

Monitoring and updating
meeting schedules and
monitoring the status of rooms
and system services

Chapter 10, “Monitoring Cisco
TelePresence Manager”

Installing Cisco TelePresence Manager from DVD

The following section covers installation procedures for the CTS Manager.

Required Information and Equipment

To install the Cisco TelePresence Manager system files, the following equipment and information are

needed:

e The Model 7845 Cisco Media Convergence Server that came with Cisco TelePresence Manager,
installed and connected to a Domain Name System (DNS) server and your network.

e Theinformation, listed in Table 7-3, “Installation Field Definitions” that includes your
system-specific values and parameters.

¢ A management console able to access the Model 7845 Cisco Media Convergence Server.

e TheDVD included inyour Cisco TelePresence Manager documentation and instal | ation packet. Use

the Installation Wizard included on this disk.

[ oL-13673-04
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Introduction to the CTS-Manager Administration Software

CTS-Manager Administration software is accessed through your browser. All Cisco TelePresence
administration software supports Internet Explorer 6.0. CTS-Manager Administration software is
accessed through the server’s host name or |P address.

Logging Into CTS-Manager

When doing alogon to the account to access the CTS-Manager functions, use:
e your email ID if using Microsoft Exchange
e your common name if using IBM Domino.

There are three levels of functionality when logging into CTS-Manager. Any user not in these access
categories will only see their own meeting details.

Administrator Role

When an administrator logs into the CTS-Manager, the following selections and information are
available:

e System Information

e System Status

e Support

e System Configuration
e Troubleshooting

The administrator performs the same tasks performed by a concierge, but has an additional system
configuration task available. The administrator has a different login name and password from that of the
concierge. The administrator’s access privileges allow access to the internal workings of the system
where the administrator can modify system settings such as passwords, | P addresses, and security
settings. The administrator is also responsible for defining schedules to back up the database and for
assigning a concierge to a meeting room.

In day-to-day operations, the administrator assists the concierge with monitoring system status and,
when problems occur, takes action to correct them by analyzing system error messages and debugging
log files.

Superuser Role

The system superuser has a special login account that allows access to two additional administrative
tasks. These tasks are only visible by logging in using the superuser password. Thisrole is used mainly
during installation of CTS-MAN. After installation of CTS-MAN, thisrole will default to administrator.

e System Settings
e Software Upgrade

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Concierge Role

When a concierge logs into CTS-Manager, the following selections and information are available:
e System Information
e System Status
e Support
e Troubleshooting

The conciergeisthefirst person contacted when there are questions or problems pertai ning to connecting
meeting participants. Concierges can be assigned rooms to monitor in the CTS-Manager application.
Assigned concierges are easily reached by dialing the Help soft key on the Cisco I P phone in a Cisco
TelePresence-enabled meeting room.

Installation Procedure for Cisco TelePresence Manager

Step1  Insert the Cisco TelePresence Manager installation DVD in the server.

There may be a short delay while the installer validates the integrity of the files on the DVD and
configures the server for the operating system and the Cisco TelePresence Manager software.

A

Caution = Remove the DVD from the DV D drive after the installation/upgrade is complete. Leaving the DVD in
the drive can prevent Cisco TelePresence Manager from restarting properly after rebooting the server.

Step2  Theinstaller checks for a prior installation of Cisco TelePresence Manager software. Choose Yes to
continue, or No to abort the installation.

Step3  If you choose Yes to continue the installation, the Installation Wizard opens in the next window. Read
and become familiar with the wizard conventions.

Step4  Click Proceed.
Step5  Fill in each window with the information defined in Table 7-3, “Installation Field Definitions”.

Step6  When you are satisfied that the information is correct, click OK in the Configuration Confirmation
window to begin the installation process. Be patient while the process takes place.

When the installation is complete, the server reboots. The installer then checks for network connectivity
and access to a DNS server. If it cannot find these connections, an error message is displayed. If the
installation process completes successfully, the message “ The Installation of the Cisco TelePresence
Manager Has Completed Successfully” is displayed.

A

Caution  Remove the DVD from the DV D drive after the installation/upgrade is complete. Leaving the DVD in
the drive can prevent Cisco TelePresence Manager from restarting properly after rebooting the server.

Installation Field Values Defined

Table 7-3 explainsin detail the field definitions of the Cisco TelePresence Manager installation process
in detail.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 7-3 Installation Field Definitions

Installation Fields Description and Usage

Installation Wizard

Proceed: The installation wizard requests necessary configuration information before installing
Cisco TelePresence Manager files.

Skip: Skip thiswizard and install Cisco TelePresence Manager files without configuration
information. After the files areinstalled and the system reboots, the installation program
will request configuration information.

Cancel: Cancel thisinstallation.

Autonegotiation Configuration

NIC Speed The speed of the server network interface card (NIC), in megabits per second.
¢ The possible speeds are 10, 100, and 1000 mbps. Default is 100 mbps.
Note Cisco recommends a NIC speed of at least 100 mbps for best performance.

Duplex Configuration The duplex setting of the server NIC.
e The possible settings are Half and Full. Default is Full.

Note  Cisco recommends full duplex for best performance.

DHCP Configuration
Host Name A hostname is an alias that is assigned to an |P address to help identify it.
e Enter a hostname that is unique to your network.
e The hostname can consist of up to 64 characters and can contain alphanumeric
characters and hyphens.
P Address The | P address uniquely identifies a server on your network.

e Enter the IP address in the form ddd.ddd.ddd.ddd, where ddd can have a value
from 0 to 255 (except 0.0.0.0).

IP Mask The I P subnet mask of this machine. The subnet mask together with the IP address
defines the network address and the host address.

¢ Enter the IP mask in the form ddd.ddd.ddd.ddd, where ddd can have a value from
0 to 255 (except 0.0.0.0).

Valid example: 255.255.240.0.
Invalid example: 255.255.240.240.

GW Address A network point that acts as an entrance to another network. Outbound packets are sent
to the gateway that will forward them to their final destination.

e Enter the IP address of the gateway in the format ddd.ddd.ddd.ddd, where ddd can
have a value from 0 to 255 (except 0.0.0.0).

Note If you do not have a gateway, you must still fill in this field by setting it to
255.255.255.255. Not having a gateway may limit you to communicating only
with devices on your subnet.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Table 7-3 Installation Field Definitions (continued)
Installation Fields Description and Usage
DNS Client Configuration You will be prompted to enter DNS server information. A DNS server is a device that

resolves a hostname into an | P address or an | P address into a hostname.

e If you do not have a DNS server, choose No. When DNS is disabled, you should
enter only |P addresses (not hostnames) for all network devices in your
Cisco TelePresence Manager network.

Note If you have a DNS server, Cisco recommends choosing Yes to enable DNS.
Disabling DNS limits the system’s ability to resolve some domain names.

Primary DNS Cisco TelePresence Manager contacts this DNS server first when attempting to resolve
hostnames. This field is mandatory if DNSiis set to yes.

Secondary DNS (optional) |When a primary DNS server fails, Cisco TelePresence Manager will attempt to connect
to the secondary DNS server.

e Enter the IP address in dotted decimal format as ddd.ddd.ddd.ddd, where ddd can
have a value from 0 to 255 (except 0.0.0.0).

Domain A sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Domain Name System and used in
other Internet identifiers, such as hostnames, mailbox names, and URLSs.

Administrative Login Configuration

Admin ID The username for the Cisco TelePresence Manager Administrator. Thisis the
administrator login that includes superuser permissions.

e Ensure that the name is unique. It is recommended to start with a lowercase
alphanumeric character and can contain al phanumeric characters (uppercase and
lowercase), hyphens, and underscores.

A

Caution The admin ID cannot be changed after installation without reinstalling
Cisco TelePresence Manager. Record it for safekeeping.

Password / Confirm A password that allows the administrator to log into Cisco TelePresence Manager.

¢ The password must be at least six characterslong and maximum of 31 characters. It
is recommended to start with alowercase al phanumeric character, using English
characters only. International characters are not supported in this version.

This field can be changed at Cisco TelePresence Manager web interface. Record it for
saf ekeeping.

Recovering Administrator and Security Passwords

If you lose the administrator password or security password, two different procedures
can be followed to reset these passwords. These procedures are in the section following
this table.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 7-3 Installation Field Definitions (continued)

Installation Fields

Description and Usage

Certificate Signing Request
Configuration

A certificate signing reguest (CSR) is a message sent from an applicant to a certificate
authority in order to apply for a digital identity certificate.

e These values create a CSR for the server where the certificate will be installed.

Organization Your company or organization name.

Unit Your business unit, group, or organizational unit name.

Location The physical location of the organization, most often a city.

State The region, state, province, or other region where the organization resides.
Country Your company or organization country of record.

Network Time Protocol Client
Configuration

NTP is used to synchronize the clocks on Cisco IP telephony servers with an external
network time server that uses NTP.

NTP Server 1

NTP Servers 2-5

Enter the hostname or | P address of one or more NTP server.
e NTP Server 1 value is mandatory; NTP Servers 2-5 are optional.

Tip Cisco strongly recommends that you enter the NTP server by which Cisco
Unified CM synchronizes its clock as the primary NTP server. If these servers
are out of synchronization, Cisco TelePresence Manager will not operate

properly.

Database Access Security
Configuration

Cisco TelePresence Manager uses the security password to communicate with its
database.

Security Password / Confirm

e The password must be at least six characters |long and a maximum of 31 characters.
It is recommended to start with alowercase al phanumeric character., using English
characters only.

Recovering Administrator and Security Passwords

If you lose the administrator password or security password, two different procedures can be followed
to reset these passwords.

~

Note  During this procedure, you must remove and then insert avalid DVD in the disk drive to prove that you
have physical access to the system.

Recovery procedure 1:

Step1  Login to the system with the following username and password:

Username: pwrecovery

Password: pwreset

Step2  The Welcome to platform password reset window displays.

Step3  Press any key to continue.

Step4  If you have aDVD inthe disk drive, remove it now.

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Dashboard for Verification of Installation Status
Step5  Pressany key to continue. The system tests to ensure that you have removed the DVD from the disk
drive.
Step6 Insert avalid DVD into the disk drive. The system tests to ensure that you have inserted the disk.
Step7  After the system verifies that you have inserted the disk, you see a prompt to enter one of the following
options:
a. Enter a to reset the administrator password.
b. Enter sto reset the security password.
c. Enter g to quit.
Step8  Enter a new password of the type that you chose.
Step9  Reenter the new password.
Step 10  After the system verifiesthe strength of the new password, the password gets reset, and you' re prompted
to press any key to exit the password reset utility.
Recovery procedure 2:

If your password is lost, reinstall Cisco TelePresence Manager to regain access.

Dashboard for Verification of Installation Status

Go to the Dashboard window to verify installation and to check the status of the system services. In
addition, you would choose Dashboard to provide a snapshot of meetings that are scheduled for the day
in addition to showing the status of system services. Thisis a good place to monitor meetings and
equipment. Click highlighted links in this window for quick access to other windows that provide
meeting and room-scheduling functions.

Table 2-11 describes the dashboard report information. To update the reports, click Refresh.

[ oL-13673-04
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Figure 7-1

'Llll_..'ég' Cisco TelePresence Manager

Host: tsbu-ctm16

Support > Dashboard

Cisco TelePresence Manager Support Window

CTMConceirge

| Preferences | Help | About

Logout

@ System Information System Time: Friday, &pril 04, 2008 8:09:41 FM (GMT +0)
¥ Support Local Time: Friday, April 04, 2008 1:09:41 PM (GMT -7.0)
[_] Dashboard
E] Scheduled Meetings Today's Meetings
W Rooms -
o With Erraor: 5
:&. MCU Devices TR — 15
S5 Unified €M == =
} Troubleshooting N
Devices
Rooms: 8 errars
Multipoint Conference Units: 1 errors
Unified CM: 0K
Services
Calendar Server: oK
LDAP Server: OK
Room Phone UL: OK
Catabase: OK
Multipoint Conference: OK
Discovery: OK
System Status E Uptime
Today's Meetings: Services: 13 days 0 hours 3 minutes
With Error: @ 5 TeleFresence Engine: 13 days 0 hours 4 minutes
In Progress: [if" 0 System Flatform: 13 days 0 hours 6 minutes
Scheduled: L% 0 . :
Last Refreshed: Friday, April 04, 2008 1:09:30 PM (GMT -7.0)
Other Errors: Q 9
Table 7-4 Dashboard Report
Field Description or Setting
System Time Day, date, and time in coordinated universal time (UTC, formerly known as Greenwich
mean time or GMT).
Local Time Local day, date, and time.

Today’s Meetings Status of current and upcoming meetings:
¢ With Error—Reports the number of meetings that have errors.
¢ All Meetings—All meetings scheduled for today.

Click the link associated with each report to go to the Scheduled M eetings window.

0L-13673-04 |
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System Log Error Detection 1l

Field Description or Setting

Devices Status report of the following devices:

e Cisco TelePresence rooms—Clicking thelink displaysthe Statustab in the Support >
Rooms window.

¢ Multipoint Conference Units (M CUs)—Clicking the link displays the Support >
Multipoint Conference Unit window and filters the list to those MCUs with an error
status.

¢ Cisco Unified CM—cClicking the link displays the Support > Unified CM window.

Note  Anerror status may bereported if the connection to Cisco Unified CM was caused
by a network outage. You can remove the error status by restarting
Cisco TelePresence Manager.

Services Status report of following system services:
e Calendar Server

o LDAP Server

e Room Phone Ul

e Database

e Multipoint Conference

e Discovery

Status is either OK or is a highlighted link listing the number of errors. You can click a
link to seefurther status information and resolve problems. You can also pass your mouse
over a highlighted link to see a brief description of the error.

Uptime Status reporting uptime since the last restart.

e Services refersto thelist of services above.

¢ TelePresence Engine refers to the Cisco TelePresence database engine.
e System Platform refers to the hardware host for CTS-Manager.

System Log Error Detection

When a problem is detected, you must collect system errors and logs files so they can be analyzed for
prompt resolution

System Log

Choose the System Log window to see alist of system messages. You can filter the list by starting and
ending dates and message type All, Fatal, Severe, Moderate, Warning, and Info, as follows:

e Use the Calendar icon to choose dates, or type the dates in the Start On and End On fields using
the MM/DD/YYYY date format.

e Click Filter to generate the list.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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W Software Upgrade

Figure 7-2 System Log Window

Troubleshooting > System Log

System Log
Starton:  [12/8/2008 | v| End on:  [12/8/2008 | v| Type: | Al v| [Filter ]
Showing 1 - 1 of 1 records
| Time stamp (+) ~ | Type | D> - | Module - | Meszage
¢ 12/08/2008 11:18 AM SEVERE 3801 MultipointMgr Failed to authenticate with MCU ‘tsbu-ctmi7'.
Rows Per Page: | 10 %
{+) All times are shown in time zone America/Los_Angeles (GMT -8.0)
Table 7-5 lists the error information provided by the system.
Table 7-5 System Error Report
Field Description
Timestamp Date and time the message was logged. You can sort the messages
in ascending or descending order by the time stamp.
Type M essage type.
ID Message identification number. You can sort the reportsin
ascending or descending order by ID.
Module Component within CTS-Manager that generated the error.
M essage Explanation of problem detected. Move your mouse pointer over a
message field to see a complete description.

If it is necessary to drill down further into error data, go to the Log files. For further information about
Log details, go to Chapter 13, “ Troubleshooting Cisco TelePresence Manager”

Software Upgrade

If you are the system administrator and know the superuser password, you can access the Software
Upgrade window to monitor and maintain system software. This window reports the version number of
the system software. There are also two buttons to assist you in version maintenance between primary
and backup and upgrading the system software, as follows:

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Upgrading to Cisco TelePresence Manager 1.5 ||

Figure 7-3 System Configuration - Software Upgrade Window

System Configuration > Software Upgrade

Active Version:

Inactive \Version:

1.5.0.0-272
Mot Available

| Upgrade Software |

Most Recent Upgrade Attempt

Time:

Status:

From Version:
To Version:

Upgrade Log:

Mot Available
Mot Available
Mot Available
Mot Available
Mot Available

Switch Version—The hard drive on the server on which this CTS-Manager isinstalled is partitioned
into two areas. Each area can contain a system image. The Switch Version button allows you to
switch between the Active and Inactive versions of the system software.

Upgrade Software—This button loads a patch file for upgrading system software. The
Cisco-supplied patch file can be stored on a CD-ROM or a Secure FTP (SFTP) host network. A
wizard displays dialog boxes to prompt you through the process.

In addition to SFTP, FTP is also supported on a best-effort basis due to variations of behavior
between different FTP servers. Only username/password-based login is supported. Anonymous
login is not supported.

Secure FTP (SFTP) is the recommended mode for downloading the upgrade software over the
network.

Upgrading to Cisco TelePresence Manager 1.5

Switching calendar application type, e.g. changing from Exchange to Domino, during
Cisco TelePresence Manager upgrade is not supported. A fresh install isrequired to install
Cisco TelePresence Manager for Domino deployment.

Software upgrade is only supported from CTS-Manager 1.3 or 1.4 to 1.5.

Data are automatically migrated during software upgrade, with the exceptions of:
— custom settings, such as custom email templates or custom flags.
- log or debug settings
- logfiles

Perform a backup before performing a CTS-Manager upgrade and another backup after upgrade is
completed and verified.

If for any reason you must revert to aprevious release after the upgradeis completed, you can switch
to the old partition from CTS-Manager.

[ oL-13673-04
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M upgrade Software

Switch Version

The hard drive on the CTS-MAN server is divided into two partitions. CTS-MAN is always using the
Active partition and contains the Active software version. The software image versions are identified in
the System Configuration> Software Upgrade window.

You may find it necessary to switch the version of the CTS-Manager software.

e To switch between the two software versions stored in the partitions, click the Switch Version
button.

The system will swap the software versions and reboot. Screens will describe activity.

Upgrade Software

This task upgrades the CTS-Manager software by loading and applying a patch file from either a
CD-ROM or an SFTP/FTP host network. Before starting this task, determine the source of the patch file.

¢ To start the software upgrade process, click the Upgrade Softwar e button.
The Source Selection dialog box appears.

~

Note = Onceyou have launched the Upgrade Wizard the upgrade process cannot be started by any other
user logged into the same Cisco TelePresence Manager server.

¢ Click the CD-ROM or Network radio button to choose the location of the patch file.
If you chose CD-ROM, click Next to go to the File Selection window.

If you chose Network, provide the following information, and then click Next to go to the File
Selection window.

e Host—The hostname of the network server.

e Port—The port. By default, port 22 is used to access the server; supply the correct port number,

if required.
A
Note If you choose to perform the software upgrade using FTP you do not need to supply a port
number.

e Username and Passwor d—The user account and password needed to log into the server.
e Storage Path—The file path to the patch file, e.g. /localview/ctm_patch

A

Caution  Perform FTP for Upgrade, Backup and Restore on a best-effort basis, due to potential variationsin the
responses sent by the FTP server. Only username/password-based login is supported. Anonymous login
is not supported.

Secure FTP (SFTP) is the recommended mode of transferring files over the network.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 7-4

Software Upgrade - Source Selection Window

Upgrade Software

2 tsbu-cim29 - Cisco TelePresence Manager -- Webpage Dialog

(g Software
&y pgrade

1 - Source Selection

2 - File Selection

3 - Patch File Preparation
4 - Confirmation

5 - Progress

Source Selection

Select the source of the patch file. CD-ROM is the CD-ROM drive mounted

on the appliance itself. Network iz a SFTP host.

O cp-rRoM @ Network
® sFrre OFTP

Host: |

Port: |22

Username: |

Password: |

Storage Path: |

[ Next = | [ Cancel ]

e At the File Selection window, choose the file to load by clicking its radio button. Then click Next.

[ oL-13673-04
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M upgrade Software

Figure 7-5 Software Upgrade - File Selection window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

Software File Selection
&2 Upgrade

Select a patch file to upgrade to.

Available Patch Files

kickstart_ffd/patch/cisco-ctsman-k9-patch-1.5.0.0-
! 336.tar.gz

2 - File Selection
3 - Patch File Preparation
4 - Confirmation

5 - Progress

[ = Back ] [ Mext = ] [ Cancel

e The Patch File Preparation window appears. Watch this window to monitor the progress of the file
download. Buttons will be inactive until the patch file is loaded.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Upgrade Software M

Figure 7-6 Software Upgrade - Patch File Preparation Window

&1 tsbu-ctm?29 - Cisco TelePresence Manager -- Webpage Dialog

, ?; Sﬂftware Patch File Preparation
&8 Upgrade

Preparing the selected patch file for upgrade. Thiz process can take
several minutes.

Statys: DONE downloading and preparing patch file
3 - Patch File Preparation =" Checksum: 1236980207, size: 694528000 bytes

4 - Confirmation

5 - Progress

[ = Back ] [ Next = ] [ Cancel

¢ Oncethefileisloaded, the window displays a Confirmation message.

The software wizard displays the software versionsthat areinstalled and provides active Yesand No
radio buttons so you can choose to switch the newly loaded software to the active partition.

e Click Yes or No to make your choice. Then click Next to finish the software upgrade task.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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M upgrade Software

Figure 7-7 Software Upgrade - Confirmation Window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

@{?} SOftwa re Confirmation
N
U P9 rade Click Mext to proceed with the upgrade.
Active Version: 1.5.0.0-334
Inactive Wersion: Mot Available
Selected patch versiom: 1.5.0.0-336
4 - Cconfirmation
5 - Progress Autcmatically switch version after upgrade? OYEE O No
[ = Back ] [ Mewxt = ] [ Cancel

~

Note = When you click Yes, you can still cancel the upgrade.

A

Caution  Once you click Next to confirm, you cannot cancel the upgrade.

Theinstall wizard displays a dialog window that logs the progress of the update.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Upgrade Software M

Figure 7-8 Software Upgrade - Progress Window

2 tsbu-ctm29 - Cisco TelePresence Manager -- Webpage Dialog

2» Software Progress
b
UPQ rade The upgrade process can take several minutes to complete.
Status: 11/26/2008 20:02:03
" upgrade_install_impl.sh|UPGRADE_START]

11/26/2008 20:02:03 upgrade_install sh|-rwxrwxrax
D= PEIIrEES 1905355 25 11008 Nov 26

(19:37 /common'download//1.5.0.0-
336/Cisco’base_scripts/upgrade_install_impl sh
11/26/2008 20:02:03 upgrade_install sh|bin'cp -

f ‘common/download//1.5.0.0-
336/Cisco/base_scripts'upgrade_install_impl sh ‘usrloc
11/26/2008 20:02:03

upgrade_install sh|Start usrlocal’bin'base_scriptsupgri o
£ >

¢ When the log indicates that the files have been switched, click Finish to complete this task.

>
Note If you selected to automatically switch to the new version, a message is displayed letting you
know there is ho connectivity to the server during the switch.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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W Cisco TelePresence Manager Window

Figure 7-9 Software Upgrade - CTM Upgrade Completed Window

& tsbu-ctm16 - Cisco TelePresence Manager -- Webpage Dialog

A Software Progress
I.
S Upgrade

The upgrade process can take several minutes to complete.

Status: CTM upgrade completed.

upgrade_install sh|Removing /common/download//1.3.0 e
=364

01/30/2008 01:12:43 upgrade_install shNo swap

5 - Progress and reboot|

01/30/2008 01:12:43 upgrade_install sh|Stop

IOWAIT monitor|

01/30/2008 01:12:43 upgrade_install sh|0|

01/30/2008 01:12:43 upgrade_install sh|Upgrade
Succeeded -- (0}

CTM upgrade completed.

||

4 |

|

Cisco TelePresence Manager Window

The Cisco TelePresence Manager window is divided into several panes with different functionality.

Header Pane

Figure 7-10 Cisco TelePresence Manager Header Pane

"'._.Ills"':lc',' Cisco TelePresence Manager | logout | Preferences | Help | About

A header at the top of all CTS-Manager windows shows either “admin” or the login name of the
concierge currently logged in and provides four links:

e Logout—cClick to log out of the system.

e Preferences—Click to display the Browser’s location information.
e Help—Click to display online help for using the CTS-Manager.

¢ About—Click to display licensing information.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Cisco TelePresence Manager Window

System Status Pane

Figure 7-11 System Status Pane

System Status E

Today's Meetings:

With Error: E} 0
In Progress: F_i;“, 0
Scheduled: .?-é} 1
Other Errors: 9 5

System Statusisalwaysin view in the lower | eft corner of the CTS-Manager window. Both the concierge
and the administrator must closely monitor this areafor notification of system errors and changesin the
status of today’s meetings.

The icons and numbers are links. They will take you to awindow in the CTS-Manager that helps you
identify problemsfor the With Error state or see more information about meetingsin the In Progress and
Scheduled states.

The following meeting states are displayed for Today’s Meetings:
e With Error
e In Progress
e Scheduled

The Other Errors area displays a cumulative number of errors listed in the Dashboard.
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W Cisco TelePresence Manager Window

Navigation Pane

Figure 7-12

Host: tsbu-ctm18

@ Systemn Informaticn
* Support

u Cashboard

[_E'J Scheduled Meetings
uﬂ;ﬁ Rooms

.ﬂ. MCU Devices

ZF Unified M

Syetemn Configuration
@g Security Settings
@a Catabase

li]_“} Microsoft Exchange
ﬁ; LDAP Server

% Discovery Service
% MCU Devices
Concierges

Access Management
,':E Folicy Management
% System Settings
LE@ Application Settings

(# Software Upgrade

* Troubleshooting

-@ System Log

55:{ Log Files

Navigation Pane

The navigation pane containsthe list of commandsyou can run within Cisco TelePresence Manager. The
commands are divided into three drop-down lists:

Support — This drop-down list contains commands available to a Concierge, Administrator, or

Superuser.

System Configuration — This drop-down list contains commands available to an Administrator or
Superuser. If you log in as a Superuser the System Settings and Software Upgrade commands are

included in the list.

Troubleshooting — This drop-down list contains commands available to an Administrator or

Superuser.

1.5 Ad

ration and Installation Guide
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Cisco TelePresence Manager Window

Work Pane
Figure 7-13 Work Pane
System Information

SKU: CTS5-MAN1.5
Hostname: tzbu-ctm18
IF Address: 172.28.68.185
Subnet Mask: 255.255,255.0
MAC Address: 00:1a:4b:33:2f:ec
Hardware Model: 7835H2
Software Version: 1.5.0.0 (272)
0S Version: UCOos 4.0.0.0-7

Product Software ¥Yersions

Product Marne Supported Actual
Microsoft Exchange [08.00.10685, 08.01.10240, 6.5.6944, 6.5.7226, 6.5.7638] 6.5.7638
Active Directory [2003] 2003
Cizco Unified Communications Manager [6.1.2] 6.1.2.2000(1)

The frame to the right of the Navigation pane is the content area. The gray bar above the content area
shows the navigational path so you can see where you are at any time.

The following sections describe objects, functions, and information displayed in the Work pane
associated with a specific command.

Tabs

Some windows have tabs that you click to display additional functionality related to a command.

Filtering Information

Some windows provide fields where you can enter criteriato filter the information contained is areport.
Click the Filter button to display the reports using the criteria you specify. The settings are temporary;
when you exit the page, the criteria are removed.

Obtaining Additional Information and Help

To access additional information or relevant windows, click a highlighted link.

Navigating Long Lists

When there isalong list of datain awindow, you can navigate through it using Next, Last, First, and
Previous buttons at the bottom of the window. The Rows Per Page drop-down list also found at the
bottom of the window can be used to change the number of rows displayed. Choose 10, 20, 50, or 100
rows per page. The setting is temporary, and when you exit the page the default setting is restored.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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I Preferences

Copying and Pasting Information

You can place information displayed by the CTS-Manager in afile using standard copy-and-paste
functions.

Typing Information in Fields

For information provided in fields, use the mouse to highlight and delete existing information. Typein
new information.

New or modified information is applied using the Apply button.
To back out of changes and return to original settings, use the Reset button.

Typing Telephone Numbers

Telephone numbers must be entered into CTS-Manager fields exactly as they will be dialed by the IP
phone. For example, if you need to dial 9 to get an outside telephone line and you are calling a different
area code or international dialing code, you must provide all the required numbers to the CTS-Manager
in the exact sequence in which they should be dialed. The following is an example: 915105550100.

Typing Meeting Room Names

The names of meeting rooms must be typed into CTS-Manager fields exactly as they are stored in your
Microsoft Exchange, or IBM Domino database. If aroom islisted asM-Room 1/3 at Main inthe
Microsoft Outlook or Lotus Notes list of resources, that name must be typed exactly the same way in the
CTS-Manager. Otherwise, the system will not be able to match records and an error occurs.

Viewing All Information

Sometimes only a portion of text is visible and is completed by ellipses. You can see the full text in a
tooltip by slowly passing the mouse pointer over the partial text. You can do thisin any field in the user
interface where text is cut off.

Preferences

Clicking Preferences in the header pane displays the Preferences window.

Figure 7-14 Preferences Link in the Header Pane

"':Ills"':l‘;' Cisco TelePresence Manager admin | Llogout | Preferences | Help | About

Thefirst time you login you need to specify the timezone you are in. This localizes Cisco TelePresence
Manager’s meeting times to your location. You can use the Preferences window to change the timezone.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Preferences W

Figure 7-15 Preferences window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

User Preferences

Browser's Location: Ameriu:afL-:rs Angeles (GMT -8.0

Selected location cbhserves DST: Yes

Previous login: 12/06/2008 12:00 AM from 172.28.68.169 Save
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After installing the Cisco TelePresence Manager, the next step is to initialize the program.

The next processis initializing Cisco TelePresence Manager to enable access to information sources
such as Microsoft Exchange Server for meeting requests from Microsoft Outlook, Active Directory for
accessing user and conference room information, and Cisco Unified Communications Manager for
conference room availability and tel ephone support.
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Il Post-Install Guidelines for CTS-MAN

The tasks for initializing the Cisco TelePresence Manager are described in the following sections.

Post-Install Guidelines for CTS-MAN

The purpose of this guide is to outline the information you will need to reference in order to initialize
the CTS-MAN system after installing the CTS-MAN.

The flow of tasks you need to do for additional configurationsthe CTS-MAN are provided in the

following table.

Table 8-1

Post-Install Procedure Guidelines for setting up CTS-MAN

Set-Up Procedure Guidelines
after Installing CTR-MAN

Description

Location

Initializing CTS-MAN

After installing the CTS-MAN
software, the next processis
initializing Cisco TelePresence
Manager to enable access to
information sources such as
Microsoft Exchange Server for
meeting requests from Microsoft
Outlook, Active Directory for
accessing user and conference
room information, and

Cisco Unified Communications
Manager for conference room
availability and telephone
support

Current Chapter

Additional Configuration
Procedures for CTS-MAN

The administrator makes use of
the System Configuration
window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfigure system settings

Chapter 10, “Monitoring Cisco
TelePresence Manager”

Email and Meeting Action
Requirements

The Calendar service (either
Microsoft Exchange or IBM
Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

Chapter 11, “CTS-MAN Emails
and End-User Web Ul”
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Initializing Cisco TelePresence Manager After Installation

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager
to see how to correct the problem.

Initializing Cisco TelePresence Manager After Installation

This section contains the following topics pertaining to initialization:
¢ Required Information and Equipment, page 8-3
e Initialization Procedure, page 8-3

To initialize Cisco TelePresence Manager, you must enter contact and access information for your
Microsoft Exchange Server, Lightweight Directory Access Protocol (LDAP) server, and Cisco
Unified CM in a series of one-time-only, post-installation initialization windows.

Required Information and Equipment

To set up and initialize Cisco TelePresence Manager, you need the information previously entered or
created during pre-installation.

Additionally, Cisco TelePresence Manager must have network access to a computer running Windows
Explorer version 6.0, Microsoft Exchange Server and Active Directory server or IBM Domino Server
and Domino Directory Server, and Cisco Unified Communications Manager.

Initialization Procedure

The system administrator can access and change the information after initialization from the
Configuration tab of the Cisco TelePresence Manager web interface.

Initialization for Microsoft Exchange Deployments

Step1 At the console running Microsoft Explorer, type the Cisco TelePresence Manager server name or the IP
address. See the following example.

https:// server hostname or IP address

Step2  TheInitial Preferences window is displayed. Choose the timezone from the drop-down menu. The
timezone you choose should be the one you are located in. Click Continue.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
[ oL-13673-00 .m



Chapter8 Initializing Cisco TelePresence Manager |

W Initializing Cisco TelePresence Manager After Installation

Figure 8-1 Initial Preferences Window

To assist Cisco TelePresence System Manager in showing date and time properly, specify
the location in which the computer is located.

Mote that time zones of the same offset might or might not observe davlight saving time
(DST). Ensure that appropriate location is selected.

Browser's Location: L

Selected location observes DST:

Step3 At the product page that appears, click on Cisco TelePresence M anager.

Step4 At thelogin page, enter the username and password created during installation.
The Cisco TelePresence Manager initial window appears with several fields already populated from the
installation process. Review it and click Next.

Step5  The Calendar Server Selection window is displayed. See.
Choose Microsoft Exchange for this deployment and click Next.

Figure 8-2 Calendar Server Selection Window
Q. Cisco TelePresence Calendar Server
Manager

2 - Calendar Server Selection

3 - LDAP Access Setting

Select the email server to go to next step.

O Microsoft Exchange

O IEM Domino

4 - LDAP User Auth Setting © None

5 - Field Mappings
6 - Unified CM

7 - Database Backup Schedule

Step 6

Selection of Calendar =erver will display corresponding server set up screen in a coming step. If none is
selected the Calendar Server configuration step will be skipped.

The LDAP Access Setting window opens. See Figure 8-3. Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays “ Connection ....
Verified.” Click OK, then click Next.

~

Note If the system cannot verify the connection, the popup window directs the user to re-enter the
information.
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Figure 8-3 LDAP Access Setting Window
i Cisco TelePresence CDABIACCesS SeIting
Manager

3 - LDAP Access Setting

4 - LDAP User Auth Setting
5 - Field Mappings

6 - Cisco UCM

7 - Calendar Server

8 - Database Backup Schedule

Enter host and user account information that allows Cisco TelePresence Manager to access the LDAP server. Connection to the LDA
must be tested and verified before you can advance to the next step.

Host: tsbu-sré

Bind Method: O secure & Normal

Port: 389

Default Context: DC=srdev,DC=com
Username: cn=administrator,cn=users [¥] append default context
Password: sssssssneee

Certificate:

Test Connection

Host: the LDAP server host name or IP address.

Port: the port on which the LDAF server is running.

Default Context: the base DN (e.g. ou=department,o=building,o=state,dc=com). Use 'Fetch DNs' to pick from a list of DNs ex
from the given host.

User Name: FQDN of the user ID that has READ access to the server (e.g. cn=administrator). Check 'Append default context’
just the RON.

* = Reguired Fields

Explanation of LDAP Access Setting Fields

Lightweight Directory Access Protocol (LDAP) is a protocol definition for accessing directories. The
LDAP Access Settings window specifies LDAP Active Directory server settings that are used by
Cisco TelePresence Manager to access the directory information. This window contains the following
fields:

Host
The hostname is an alias that is assigned to an | P address for identification.
— Enter the hostname of the LDAP server.

— The hostname consists of up to 64 characters and can contain alphanumeric characters and
hyphens, English characters only.

Bind Method
The bind method is the type of security required.

— Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the LDAP server. You must complete the Certificate field on this window
before you can proceed.

— Normal—The CTS-Manager communicates with the LDAP server in cleartext using HTTP. In
normal mode, you do not need to complete the Certificate field.

Port

The default port for secure SSL connection is 636.

The default port for normal SSL connection for multiple serversis 3268.

The default port for secure SSL connection for multiple serversis 3269.

The default port for normal connection for a single server is 389.
Default Context

0L-13673-04
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Step 7

~

Default Context is the context from which the LDAP queries are performed. To change the default
context, choose it in the Fetch DNs drop-down list adjacent to this field.

e Username
The username provides identification of the user to the LDAP server.
— The format must be in the LDAP fully qualified domain name (FQDN) format.
— Examples: cn=administrator, ch=users, dc=<mydomain>, dc=com
¢ Append default context

Check this box to avoid typing in the LDAP Access username manually, keeping the requirements
of the LDAP FQDN format. If this box is not checked, you must append the information in the
Default Context field.

e Password
The user password allows access to the LDAP server.

The password must contain at least six characters and maximum of 31 characters and should be
unique. It must start with a lowercase alphanumeric character and be English characters.
International characters are not supported.

e Certificate

The certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key.

The LDAP User Auth Setting window is displayed. See Figure 8-4.
Fill inthe fields and click Verify Container DN.

The system tests the container information. A popup window opens and displays “User container <...>
validated successfully.” Click OK, then Next.

Note  If the system cannot verify the container information, the popup window directs the user to re-enter the
information.
Figure 8-4 LDAP User Authorization Settings Window
Q. Cisco TelePresence CoaEllsedhuthiSerting
Manager

- LDAP User Auth Setting
- Field Mappings
- Cisco UCM

- Calendar Server

[-- I T,

- Database Backup Schedule

Enter the user container Relative Distinguished Names (RDNs) for LDAP users. The RDNs must be validated successfully before you
advance to the next step.

Default Context: DC=srdev,DC=com

User Containers: cn=users Append default context
[ Append default context
[] Append default context
| Append default context

[] Append default context

[ Werify Container DN

» Default Context: the DN that was entered in the previous screen.
* User Container: the DN of the container under which users can be found. Check 'Append default context' to enter just the RDP

* = Required Fields
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LDAP User Authorization Setting Fields

The LDAP User Auth Setting window contains the following fields:
e User Containers
The FQDN format name of the LDAP container in which CTS-Manager can find the list of users.
e Append default context

Check this box to meet the requirements of the LDAP FQDN format, or type in the Default Context
after the User Container name yourself.

Step8 The Field Mapping window is displayed. See Figure 8-5.
The fields should be populated with information you have already entered.

Figure 8-5 Field Mappings Window

System Configuration > LDAP Server

| Settings Field Mapping5]

— Person
Object Class attribute
SchedulerMarme: |F'er5n:\n | |prnxyaddresses |
Ernailll: |Persc\n | |prnxyaddresses |
DisplayMame: |Per50n | |disp|a1_.rname |

— EnterpriseConfRoom
Object Class Aattribute
Ernailll: |F‘ersnn | |pr0x5raddresses |
DisplayMarme: |F"EI’SDI‘I | |disp|ayname |
[ Yiew Sample Data ]

Explanation of Field Mappings Fields

The CTS-Manager server uses application objects and attributes that are internally mapped to the objects
and attributesin the LDAP Directory Server. Most of these mappings are predefined and fixed. However,
some of theinformation required for the Cisco TelePresence system may be stored in different attributes
of the LDAP Directory Server, based on the enterprise deployment. The Field Mapping window provides
a mechanism to map such objects and attributes used by the CTS-Manager server to the object and
attributes defined in the LDAP Directory Server schema.

Note  TheLogin of the user isdependent on the Field M apping of the Emaill D attribute, the administrator must
notify usersif this Field Mapping has changed.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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A

Caution  The object and attribute mappings for Exchange/Directory Server deployments are listed in Table 8-2
and cannot be changed after installing and configuring Cisco TelePresence Manager. Cisco TelePresence
Manager might not functions properly if the Object Classfields are changed. SchedulerName should not
be changed unless Microsoft Exchange changes their mappings.

Table 8-2 LDAP Objects and Attributes
Application Object Application Attribute LDAP Object Class LDAP Attribute
Person
SchedulerName Person proxyaddresses
EmaillD Person proxyAddresses
DisplayName Person displayname
EnterpriseConfRoom
EmaillD Person proxyAddresses
DisplayName Person displayname

~

Note  For more information about Field Mapping, see the Cisco TelePresence Manager online help.

Step9  When al information has been entered, click View Sample Data.

A popup window opens and displays the data that has been entered, see Figure 8-6. Review the
information and verify that it is correct and complete, and click Close.

A popup window opens and displays the message “ Does the data ook correct to you?”
Click OK, then click Next.

Figure 8-6 System Configuration - LDAP Server Window

System Configuration > LDAP Server

SchadularMarme --> Ernailll --> DisplayMarne --=

Person:proxyaddresses Person:proxyaddresses Perzan:displaynarme

smtpAdministrator@rny cisco,com smtprAdministrator@mycisco,.com Administrator

ErmailID --> Perzoniproxyaddresses DisplavyMarme --> Personidizplavnare

smtp:Administrator@mycisco.com administrator

Step10 The Cisco Unified CM window is displayed. See Figure 8-7.
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Fill inthe fields and click Test Connection.

The system tests the connection information. A popup window opens and displays “ Connectionto <....>
Server was Verified.” Click OK, then click Next.

~

Note  If the system cannot verify the connection, the popup window directs the user to reenter the information.

Figure 8-7 Cisco Unified CM Window
yi Cisco TelePresence Cisco ek
Manager Enter Cisco Unified Communications Manager resource properties. Connection to the Cisco UCM server must be tested and verified
you can advance to the next step.
Host: tsbu-sriz
Username: ctmuser
Password: LTI
6 - Cisco UCM Certificate:
7 - Calendar Server
8 - Database Backup Schedule

# Host: the Cisco CallManager appliance box hostname or IP address.
* User Name/Password:Application user name and password configured in CallManager to allow Cisco TelePresence Manager to

* = Required Fields

Explanation of Cisco Unified Communications Manager Fields

e Host
Host is the hostname or |1P address of the Cisco Unified Communications Manager server host.
e Username

Username is the username for the application user for the Cisco Unified Communications M anager
server.

e Password
The password allows the user to access the Cisco Unified Communications Manager.
e Certificate

The certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key.

Step 11 The Microsoft Exchange window opens. See Figure 8-8.
Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays the message
“Connection to <....> Server was Verified.” Click OK, then click Next.

Note If the system cannot verify the connection, the popup window directs the user to reenter the information.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 8-8 Microsoft Exchange Window
4. Cisco TelePresence Eicsosulfiexchange
Manager

Enter Microsoft Exchange resource properties. Connection to the Microsoft Exchange server must be tested and verified before you
advance to the next step.

Host: tebu-sr6
Bind Method: O secure (&) Normal
Port: 80
Domain Mame: srdev.com

7 - Calendar Server Logon Mame:

8 - Database Backup Schedule SMTP LHS: SuperUser
Password: XTI TTTYIY)
Certificate:

Test Connection

Host: the Microsoft Exchange server host name or IP address.

Logon Name: user account that has read access to the Exchange server.This account name is used to log on to an Active Dire
domain.

SMTP LHS/Password:Left hand side of the email address of the user account that has read access to the Exchange server.Past
neceszary for authentication.

* = Required Fields

Explanation of Microsoft Exchange Fields

e Host

Host is the hostname or 1P address of the Microsoft Exchange Server host.
e Bind Method

The bind method indicates the desired level of security.

— Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the Microsoft Exchange Server. You must complete the Certificate field
on this window before you can proceed.

- Norma—The Cisco TelePresence Manager communicates with the Microsoft Exchange Server
in cleartext using HTTPR.

e Port
The default value is 80.
e Domain Name

This field requires a sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Domain Name System and used in other Internet
identifiers, such as hostnames, mailbox names, and URLSs.

e Username
The logon username should have read access to rooms.
e Password
The user password allows access to the Microsoft Exchange Server.

e Certificate

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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A certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key. In a self-signature, the signature can be verified using the
public key contained in the certificate.

Note  Click the Browse... button to choose the Microsoft Exchange Server SSL certificate.
If you selected Secure bind method, this valueis required.

Step12 The Database Backup Schedule window opens. See Figure 8-9.

Fill inthefields. If you are setting up aremote backup, click Verify Remote Host to verify the login
information.
>
Note  Thedefaultisset to adaily backup schedule with the backup information stored to the local drive. Cisco
recommends that you back up your data to a different drive.

Figure 8-9 Database Backup Schedule Window
& Cisco TelePresence Database Backup Schedule
Manager Set databasze backup schedule and settings. A =chedule must be =et before the initialization process can be completed.
Schedule (GMT): Set back-up schedule
Number of backup files to keep: 14 |»
Backup Type: QO Local ®

Backup Mode: @ sfip OFtp
Remote Storage Host :
Port: 22
8 - Database Backup Schedule
Username:

Password:

Storage Path:

erify Remote Host

# Schedule: Select a schedule at which the machine is likely to be under the least load.

* = Required Fields

Explanation of Database Backup Schedule Fields

The Cisco Unified Communications Manager uses an Informix Database server to store information.
This window allows the administrator to set up regular backup operations of the database.

~

Note  Cisco strongly recommends scheduling regular backups of the database.

The Database Backup Schedule window contains the following fields:
e Schedule
Click Change... to set the backup schedule. The following choices are available:
- Start Time (UTC)

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 13

Enter the hour and minute, in UTC 24-hour format, for when you want your backup to begin.
UTC isthe atomic clock version of Universal Time (UT), formerly known as Greenwich Mean
Time. Time zones around the world are expressed as positive and negative offsets from UT. For
example, Midnight Pacific Standard Time (+8 UT) is08:00 UT.

- Frequency

Choose Daily or Weekly database backups. If you choose Weekly, select the radio button beside
the day of the week on which you want your backup to occur.

¢ Number of backup files to keep

From the drop-down menu, choose the number of backup files to keep before deleting. Choices
range from 1 (default) to 14 (two week’s worth of daily backups).

e Backup Type

Choose Local or Remote to designate the server for backups. If you choose Remote, you must fill
in the following values for the remote server:

- Remote Storage Host (SFTP)
The network path to the remote Secure File Transfer Protocol (SFTP) storage host.
- Port
Port number designated for the backup process. The default is port 22.
— User Name
Username for login of the remote server.
— User Password
Password for login to the remote server.
- Storage Path
The file path to the location where you want to store the backup data.
Click Finish, located at the bottom of the window.
The Cisco TelePresence Manager admin window appears at http://server hostname or IP address.

Microsoft Exchange Calendar Service Window

Step 1
Step 2
Step 3

Note

The Microsoft Exchange Calendar Service window helps you manage the database that stores meeting
information.

To test the connection between this system and the Microsoft Exchange server as shown in
Figure 8-10Microsoft Exchange Calendar Service Window:

Click Test Connection.
To register new or modified settings, click Apply.
To restore the original settings, click Reset.

CTS-Manager only supports Microsoft Windows Server 2003, Microsoft Exchange 2003 and 2007,
Enterprise Edition.
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Figure 8-10

Microsoft Exchange Calendar Service Window

Microsoft Exchange Calendar Service Window

system Configuration > Microsoft Exchange

Service Status:
Mailbox Usage:
Host:

Bind Method:
Port:

Comain Mame:
Lzgon Mame:
SMTP LHS:
Password:
Certificate:

Number of Meetings Per Query:

OK
43.77% full (17508.0 of 40000.0 KB is used)

|t5bu—5r6
O secure & Normal
a0

|srdeu.cnm *

|SuperLlser *

|=
|;
|SuperUser |
|:
|=

[100 [ =

* Required Fields

Subscription Status:

A

Synchronization Operations

I Apply Reset

[ Test Connection

W

Room: | |

Showing 1 - 4 of 4 records

Room Mame ~

| Last Synchronization Time [+) | Subscription Status

TelepresenceRoom34
TeleprezenceRoom3z2

TeleprezenceRoom3l

OOoao

TeleprezenceRoom33

+12/08/2008 12:00 AM Success
+712/08/2008 12:00 AM Success
+12/08/2008 12:00 AM Success
+12/08/2008 12:00 AM Success

il Rows Per Page: m Re-sync

(+) All times are shown in time zone America/Los_Angeles (GMT -2.0)

Table 8-3 describes the information and operations accessible from this window.

Table 8-3 Microsoft Exchange Server

Field Description or Settings

Service status Display-only status report of system service.

Mailbox Usage Meeting information is mailed to users. This display-only field reports the amount of
storage space taken up by the e-mails as a percentage of total space available.

Host Hostname provided for the Microsoft Exchange server account, which can be modified.

[ oL-13673-04
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Il Microsoft Exchange Calendar Service Window

Table 8-3 Microsoft Exchange Server (continued)

Field

Description or Settings

Bind Method

Choose the Secure or Normal radio button to select the binding method, as follows:

e Secure—CTS-Manager communicates with the Microsoft Exchange server in
secure mode using HTTPS. This method requires enabling Secure Socket Layer
(SSL). on the Microsoft Exchange server.

* Normal—CTS-Manager communicates with the Microsoft Exchange server in
cleartext using HTTP,

Port

Communication port number.

Domain Name

Domain name provided for the Microsoft Exchange server account, which can be

changed.

Logon Name Thisisthe account name used to log on to the Microsoft Exchange server. Thevalueis
dependent on the AD/Exchange configuration. For example, it is either
ctsappaccount@mycompany.comOl ctsappaccount.

SMTPLHS Thisisthe left hand side (LHS) of the SMTP address for the account specified by the
Logon Name. If the full SMTP addressis ct sappsmtp@mycompany . com enter
ctsappsmtp in thisfield.

Password Password used to access the Microsoft Exchange server account, which can be changed.

Certificate Usethefield to provide a trust certificate for new Microsoft Exchange server.

Number of Meetings Per Query The maximum number of meetingsthat Cisco TelePresence Manager can retrieve from

the Exchange server for each query.

Re-sync Operations

Step 1

Step 2

Step 3
Step 4

The Re-sync Operations areatells you when information in the Microsoft Exchange server database was
last updated with meetings scheduled for a particular room.

When mismatched information in the databases causes meeting conflicts or there are other problemsthat
prevent a meeting from being launched successfully, this area of the Microsoft Exchange window allows
you to synchronize information between Microsoft Exchange and the CTS-Manager database.
Synchronization takes time and system resources to accomplish and should be done only when
necessary.

To synchronize information between Microsoft Exchange and the CTS-Manager database:

Check the boxes next to the rooms to select them. To synchronize information for all meeting rooms,
check the box next to Room Name in the display header.

Click Re-sync to start the operation.

Once you've begun the Re-sync operation the Service Status field displays a Sync progress
indicator showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.
Once the synchronization operation completes, click Refresh to update the display.
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Table 8-4 describes the information displayed in this area of the Microsoft Exchange window.

~

Note A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered with
Cisco TelePresence Manager you can click the Next button to display the additional rooms.

Table 8-4 Microsoft Exchange Server Synchronization Report

Field Description

Room Name Name of the meeting room. Click the arrow in the header of the Room Name column
to sort the list in ascending or descending alphabetical order.

Last Synchronization Time Time the synchronization operation was started.

Subscription Status Status of the synchronization operation. Click the arrow in the header of the Room
Name column to sort the list in ascending or descending al phabetical order.

Initialization for IBM Domino Deployments

Step1 At the console running Microsoft Explorer, type the Cisco TelePresence Manager server name or the | P
address. See the following example if upgrading your system to 1.5 release.

https://7835 server hostname or IP address
&

Note If Installing a new CTS-MAN system, the server hardware version is 7845.

Step2  Thelnitial Preferences window is displayed. Choose the timezone from the drop-down menu. The
timezone you choose should be the one you are located in. Click Continue.

Figure 8-11 Initial Preferences Window
To assist Cisco TelePresence System Manager in showing date and time properly, specify
the location in which the computer is located.

Mote that time zones of the same offset might or might not observe daylight saving time
(DST). Ensure that appropriate location is selected.

Browser's Location: L

Selected location observes DST:

Step3 At the product page that appears, click on Cisco TelePresence M anager.
Stepd4 At thelogin page, enter the username and password created during installation.

The Cisco TelePresence Manager initial window appears with several fields already populated from the
installation process and click Next.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step5  The Calendar Server Selection window is displayed. See Figure 8-12.

Choose IBM Domino for this deployment and click Next.

Figure 8-12 Calendar Server Selection Window
Q. Cisco TelePresence Calendar Server
Manager

Select the email server to go to next step.

O Microseft Exchange

2 - Calendar Server Selection ) 18M Domino
3 - LDAP Access Setting

4 - LDAP User Auth Setting © Nene
5 - Field Mappings

& - Unified CM Selection of Calendar server will display corresponding server set up screen in a coming step. If none is
nifie zelected the Calendar Server configuration step will be skipped.
7 - Database Backup Schedule

Step6  The LDAP Access Setting window opens. See Figure 8-13. Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays “ Connection ....
Verified.” Click OK, then click Next.

Note If the system cannot verify the connection, the popup window directs the user to re-enter the
information.

Figure 8-13 LDAP Access Setting Window

I

Cisco TelePresence EOABIAccess Sellimg
Manager

Enter host and user account information that allows Cisco TelePresence Manager to access the LDAP server. Connection to the LDA
must be tested and verified before you can advance to the next step.

Host: tsbu-ctmpc4|

3 - LDAP Access Setting Bind Method: O secure & Normal
4 - LDAP User Auth Setting Port: 330
5 - Field Mappings
6 - Cisco UCH Default Context: o=CiscoDev
7 - Calendar Server Username: cn=ctm account [ append default context
& - Database Backup Schedule

Password: sesssssneee

Certificate:

Test Connection

Host: the LDAP server host name or 1P address.

Port: the port on which the LDAP server is running.

Default Context: the base DN (e.g. ou=department,o=building,o=state,dc=com). Use 'Fetch DNs' to pick from a list of DNs ex
from the given host.

User Name: FQDN of the user ID that has READ access to the server (e.g. cn=administrator). Check 'Append default context’
just the RDN.

* = Required Fields
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Explanation of LDAP Access Setting Fields

Lightweight Directory Access Protocol (LDAP) is a protocol definition for accessing directories. The
LDAP Access Settings window specifies LDAP Active Directory server settings that are used by
Cisco TelePresence Manager to access the directory information. This window contains the following
fields:

Host
The hostname is an alias that is assigned to an | P address for identification.
— Enter ahostname that is unique to your network.

— The hostname consists of up to 64 characters and can contain alphanumeric characters and
hyphens, using English characters. International characters are not recognized.

Bind Method
The bind method is the type of security required.

— Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the LDAP server. You must complete the Certificate field on this window
before you can proceed.

— Normal—The Cisco TelePresence Manager communicates with the LDAP server in cleartext
using HTTP. In normal mode, you do not need to complete the Certificate field.

Port

The default port for secure SSL connection is 636.

The default port for normal SSL connection for multiple serversis 3268.

The default port for normal SSL connection for multiple serversis 3269.

The default port for normal connection for a single server is 389.
Default Context

Default Context is the context from which the LDAP queries are performed. To change the default
context, choose it in the Fetch DNs drop-down list adjacent to this field.

Username

The username provides identification of the user to the LDAP server.
— The format must be in the LDAP fully qualified domain hame (FQDN) format.
— Examples: cn=administrator, cn=users, dc=<mydomain>, dc=com

Append default context

Check this box to avoid typing in the LDAP Access username manually, keeping the requirements
of the LDAP FQDN format. If this box is not checked, you must append the information in the
Default Context field.

Password
The user password allows access to the LDAP server.

The password must contain at least six characters and maximum 31 characters and should be unique
using English characters only. It must start with alowercase a phanumeric character. I nternational
characters are not valid.

Certificate

The certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key.

[ oL-13673-04

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide |



Chapter8 Initializing Cisco TelePresence Manager |

M nitialization for IBM Domino Deployments

Step7  The LDAP User Auth Setting window is displayed. See Figure 8-14.

LDAP user containers should be added so that users are unique in these containers having no user
overlap. If users belong to multiple user containers, for example, sales and HR, then only one container
should be specified. If not the user, then the login to email link will fail. If the container at the
organizational level is specified which with include everyone, then no other user container should be
specified for the email link login to work. Fill in the fields and click Verify Container DN.

The system tests the container information. A popup window opens and displays “User container <...>
validated successfully.” Click OK, then Next.

N

Note If the system cannot verify the container information, the popup window directs the user to re-enter the

information.
Figure 8-14 LDAP User Authorization Settings Window
e Cisco TelePresence LDAP User Auth Setting
Manager Enter the user container Relative Distinguished Names (RDNs) for LDAP users. The RDNs must be validated successfully before you

advance to the next step.
Default Context: o=CiscoDev
User Containers: p=CiscoDev [ Append default context

4 - LDAP User Auth Setting ] Append default context

Shjiekiitianoinas (] Append default context

6 - Cisco UCM

7 - calendar Server [] Append default context

8 - Database Backup Schedule

| Append default context

[ Verify Container DN ]

# Default Context: the DN that was entered in the previous screen.
# User Container: the DN of the container under which users can be found. Check 'Append default context' to enter just the RDP

* = Required Fields

Explanation of LDAP User Auth Setting Fields

The LDAP User Auth Setting window contains the following fields:
e User Containers

The FQDN format name of the LDAP container in which Cisco TelePresence Manager can find the
list of users.

¢ Append default context

Check this box to meet the requirements of the LDAP FQDN format, or type in the Default Context
after the User Container name yourself.

Step8  The Field Mapping window is displayed. See Figure 8-15.
The fields should be populated with information you have already entered.
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Figure 8-15 Field Mappings Window

Q. Cisco TelePresence Field Mappings
Manager Select the object class and its attribute to map to the corresponding object field. Sample data must be visually verified before you ¢
advance to the next step.
Person
Object Class Attribute
EmailID: Person :EL} cn :EL}
DisplayName: Person f@‘_} cn f@‘_}
5 - Field Mappings
6 - Cisco UCM
7 - Calendar Server
8 - Database Backup Schedule
iew Sample Data

Explanation of Field Mappings Fields

Note

Step 9

These attributes are used by the Domino LDAP server to retrieve the user's e-mail and display name
information. For most of the Domino deployments, thisinformation does not have to be changed. If this
information is stored in other attributes in the LDAP server, use the following steps to change the
mapping:

A

Caution  The object and attribute mappings for Domino/Directory Server deployments are listed in
Table 8-5 and cannot be changed after installing and configuring CTS-Manager.

Table 8-5 LDAP Objects and Attributes

Application Object Application Attribute |LDAP Object Class L DAP Attribute
Person

EmaillD Person cn

DisplayName Person cn

For more information about Field Mapping, see the Cisco TelePresence Manager online help.

When al information has been entered, click View Sample Data.

A popup window opens and displays the data that has been entered, see Figure 8-16. Review the
information and verify that it is correct and complete, and click Close.

A popup window opens and displays the message “ Does the data look correct to you?”
Click OK, then click Next.

[ oL-13673-04
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I Explanation of Cisco Unified Communications Manager Fields

Figure 8-16 System Configuration - LDAP Server

2 tsbu-ctm16 - Cisco TelePresence Manager, -- Webpage Dialog

System Configuration > LDAP Server

ErmaillD --> Person:proxyaddresses DizplayMarne --> Person:displayname

SMTP:Administrator@srdev.com

Administrator

ErmaillD --> Person:proxyaddresses DizplayMarne --> Person:displayname

SMTP:Administrator@srdev.com

Administrator

Step10  The Cisco Unified CM window is displayed. See Figure 8-17.
Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays “Connectionto <....>
Server was Verified.” Click OK, then click Next.

N

Note If the system cannot verify the connection, the popup window directs the user to reenter the information.

Figure 8-17 Cisco Unified CM Window

Cisco TelePresence
Manager

6 - Cisco UCM
7 - Calendar Server

8 - Database Backup Schedule

Cisco UCM

Enter Cisco Unified Communications Manager resource properties. Connection to the Cisco UCM server must be tested and verified
you can advance to the next step.

Host: |}.5bu-5r12 | i
Username: |:tn'|user | *
Password: |uouuu | =
Certificate: [ |[(Erowse... =

» Host: the Cisco CallManager appliance box hostname or IF address.
» User Name/Password: Application user name and password configured in CallManager to allow Cisco TelePresence Manager to

* = Required Fields

Explanation of Cisco Unified Communications Manager Fields

e Host

Host is the hostname or |1P address of the Cisco Unified Communications Manager server host.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Explanation of Cisco Unified Communications Manager Fields

e Username

Username is the username for the application user for the Cisco Unified Communications M anager
server.

e Password
The password allows the user to access the Cisco Unified Communications Manager.
e Certificate

The certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key.

Step11  The IBM Domino window opens. See Figure 8-18.
Fill in the fields and click Test Connection.

The system tests the connection information. A popup window opens and displays the message
“Connection to <....> Server was Verified.” Click OK, then click Next.

N

Note If the system cannot verify the connection, the popup window directs the user to reenter the information.

Figure 8-18 IBM Domino Calendar Window

4. Cisco TelePresence LBHBORING
Manager Enter IBM Domino resource properties. Connection to the IBM Domino server must be tested and verified before you can advance

next step.
Host: tsbu-ctmpcd
Bind Method: OSecurE @Norma\
Port: a0
Crganization Name: CiscoDev

7 - calendar Server Username: ctm account

8 - Database Backup Schedule Pa—, vessensenae
Polling Interval{minutes): 1
Certificate:

Test Connection

® Host: the IBM Domine server host name or IP address.
® User Name/Password: user account that has read access to the Domino server.

* = Required Fields

Explanation of IBM Domino Fields

e Host

Host is the hostname or |1P address of the IBM Domino host.
e Bind Method

The bind method indicates the desired level of security.

— Secure—Secure Socket Layer (SSL) connection requires the Distinguished Encoding Rules
(DER) Certificate for the IBM Domino server. You must complete the Certificate field on this
window before you can proceed.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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M Explanation of Cisco Unified Communications Manager Fields

)

Note

Note

Step 12

Note

— Normal—The CTS Manager communicates with the IBM Domino server in cleartext using
HTTP.

If you selected Secure bind method, this valueis required.

Port
The default value is 80.
Organization Name

This field requires a sequence of case-insensitive ASCII labels separated by dots (for example,
“cisco.com”)—defined for subtrees in the Internet Organization Name System and used in other
Internet identifiers, such as hostnames, mailbox names, and URLSs.

Username

The username provides login access to the IBM Domino server.
Password

The user password allows access to the IBM Domino server.
Polling Interval (minutes)

Thisisthe amount of time between intervals that the CTS-MAN will poll for Calendar information.
The interval times for polling are from minimum of 1 to a maximum of 360 minutes.

Certificate

A certificate is adigital representation of user or device attributes, including a public key, that is
signed with an authoritative private key. In a self-signature, the signature can be verified using the
public key contained in the certificate.

Click the Browse... button to choose the IBM Domino server SSL certificate.
If you selected Secure bind method, this valueis required.

The Database Backup Schedule window opens.

Fill in the fields. If you are setting up a remote backup, click Verify Remote Host to verify the login
information.

The default is set to adaily backup schedul e with the backup information stored to the local drive. Cisco
recommends that you back up your data to a different drive.

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager
to see how to correct the problem.
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Post-Install Guidelines for CTS-MAN

The purpose of this guide is to outline the information you will need to reference in order to configure

the system after installing the CTS-MAN.

The flow of tasks you need to do for additional configurations for the CTS-MAN are provided in the

following table.

Table 9-1 Post-Install Guidelines for Configuring CTS-MAN

Set-Up Procedure Guidelines

after Installing CTS-MAN Description

Location

The administrator makes use of
the System Configuration
window to perform system
configuration tasks such as as
synchronizing system databases,
managing security, and
reconfiguring system settings

Additional Installation
Procedures for CTS-MAN

Current chapter.

Monitoring CTS Manager Describes the support features
available when you log into
CTS-Manager using aConcierge

role.

Chapter 10, “Monitoring Cisco
TelePresence Manager”

If at any time you encounter problems, go to Chapter 13, Troubleshooting Cisco TelePresence Manager

to see how to correct the problem.
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Introduction

Introduction

The administrator makes use of the System Configuration window to perform additional tasks such as:
¢ upgrading system software
e synchronizing system databases,
* managing security
e reconfiguring system settings.
Figure 9-1 shows the system configuration tasks.

Figure 9-1 Cisco Telepresence Manager System Configuration Window

IICIIISIéIOII Cisco TelePresence Manager admin | Llogout | Preferences | Help | About

Host: tsbu-ctm18 System Information
el

@ system Information sKU: CTS-MANL.5

» Support Hostname: tsbu-ctm18

~ SEEw S IP Address: 172.28.68.165
&3 Security Settings

Subnet Mask: 255.255.252.0

@3 Catabase
@ Microsoft Exchange MAC Address: 00:1a:4b:33:2f:ec
& LDAP Server Hardware Model: 7835H2
% Discovery Service Software Version: 1.5.0.0 (380)
R MCU Devices OS Version: UCOS 4.0.0.0-7
I_‘%} Concierges
Access Management
@ Policy Management Prod 0 are Yersio
% System Settings Product Marme Supported Ackusl
(3 Application Settings Microsoft Exchange [08.00.10685, 08.01.10240, 6.5.6344, 6.5.7226, 6.5.7638] 5.5.7638
(& Software Upgrade Active Directory [2003] 2003

¥ Troubleshooting Cisco Unified Communications Manager [6.1.3] 7.0.1.11001(5)
-@ System Log
ﬁ Log Files

w
System Status E

Today's Meetings:

With Error: E} 2
In Progress: LRZ—" [}]
Scheduled: L?'@ 1
Other Errors: e 4

Security Settings

The Security Settings window assists with managing system security certificates and web services
security.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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W Digital Security Certificates

Figure 9-2 System Configuration Security Settings Window

sSystem Configuration > Security Settings

| Web Services Security: O sSecure (&) Unsecure |
Digital Security Certificates
Cateqary: All - Unit: All w
Showing 1 - 2 of 2 records
| Unit | Category Certificate Mame ~
() CTM-trust TRUST tsbu-ctm23.pem
{#)  tomcat OWN tomcat.pem
Upload ] [ Download LSC

Web Services Security

You can turn on web services security by choosing Secure mode. For moreinformation refer to the Cisco
TelePresence Security Solution documentation on Cisco.com,

http://www.cisco.com/en/US/docs/tel epresence/security _solutions/security solutions.html

A

Caution  Cisco Unified CM and any CTMS registered with CTS-Manager must be configured and set to secure
mode before downloading CAPF certs, L SCs, and setting CT S-Manager to secure mode. If secure mode
isnot established in this order, you may need to restart the CTI manager in Cisco Unified CM and restart
CTS-Manager in order for secure mode to work properly.

Digital Security Certificates

CTS-Manager supports the following security certificates:
e Tomcat—Security Keystore to store self-generated Apache Tomcat certificates.
>

Note = CTS-Manager does not support replacing the default Tomcat certificate with any other
certificate.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Digital Security Certificates

¢ CTM-trust—CTS-Manager Security Keystoreto store digital certificatesfor Microsoft Exchange or
IBM Domino, Directory Server, and Cisco Unified CM.

Generating Security Certificate Reports

You can generate alist of certificates containing a specific category and unit by supplying the following
criteria

e Choose All, Own, or Trust from the Category drop-down list.
e Choose All, CTM-trust, or Tomcat from the Unit menu.

e Click Filter to generate the list of certificates that match the search criteria.

Viewing Security Certificates

To view the contents of a security certificate click the radio button next to the certificate unit name and
click View.

The contents of the certificate can be copied and pasted in atext file.

Deleting Security Certificates

To delete a CTM-trust type security certificate, click the radio button next to the certificate unit name
and click Delete.

N,

Note CAPF-LSCsand CAPF-trust certificates and tomcat cannot be deleted. To remove them, set Web
Security to “Unsecure.” Setting Web Security to unsecure triggers the deletion process.

Uploading Security Certificates

To display the Certificate Upload window, from which you can copy a security certificate to
Cisco TelePresence Manager, click Upload.

A

Caution  You cannot upload a certificate of the same name. You should delete the existing certificate before
uploading a new one.

Step1  In the Certificate Upload window, choose the category and unit for the certificate.

Step2  Click Browse to choose alocation where a certificate file is located, and add it to the Certificate field.
Step3  Click Upload to copy thefile.

Step4  Click Close to close the Certificate Upload window.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Il LDAP Server

LDAP Server

CTS-Manager uses Lightweight Directory Access Protocol (LDAP) to retrieve information related to
users and conference rooms from Directory Server deployments. Enterprises typically use specialized
databases called directories to store information related to users, meeting rooms, and so on. LDAPisa
protocol for accessing directories.

Note = CTS-Manager only supports English language-based Active Directory installations.

This window specifies LDAP Directory Server server settings that are used by CTS-Manager to access
the directory information. Open the LDAP Server window to see the following choices:

e Settingsfor LDAP
e Field Mappings

Settings for LDAP

The Settings window is where you make changes to the LDAP server after first-time installation.

Figure 9-3 LDAP Window Settings Tab

System Configuration > LDAP Server

Settings I Field Mappings
Service Status: OK
Host: |tsbu—sr6 |
Eind Method: (O secure & Normal
Port: EEE |
Default Context: |DC=5rcIeu,DC=c0m | [ Fetch DNs
Username: |cn=admini5trator,cn=users | Append default context
Password: |llliiiioolllliiiioolllliiiio|
Certificate: | |
Connection Pool Size: |1 |
User Containers: |cn=u5er5 | Append default context
| | ] append default context
| | [] append default context
| | O Append default context
| | (] append default context
* Required Fields Test Connection

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
m. 0L-13673-04 |



| Chapter9 Additional Installation Configurations for Cisco TelePresence Manager

Settings for LDAP

Multiple LDAP Peer Domains

Step 1
Step 2
Step 3

Note

If you have a LDAP peer domain configured you' Il need to specify the additional user containers and
context. You can do this with one of the User Container fields.

For exampl €, cn=users,dc=domain2,dc=com

When specifying the container and context information for your peer domain, DO NOT check the
Append default context box.

To test the connection between this system and the LDAP server, click Test Connection.
To register new or modified settings, click Apply.
To restore the original settings, click Reset

LDAP containers configured for use with CTS-Manager should not be specified in such away where one
container is the child of the other. This requirement includes specifying the default context.

Table 9-2 describes the settings for the LDAP Server window.
Table 9-2 LDAP Server Settings

Field or Button

Description or Settings

Service Status

Display-only status of the service.

Host

LDAP server host name.

Bind Method

Click the Secure or Normal radio button to select the binding
method:

e Secure—Secure SSL connection requires the Distinguished
Encoding Rules (DER) Certificate for the LDAP server.

¢ Normal—CTS-Manager communicates with the Microsoft
Exchange or IBM Domino server in cleartext using HTTP.

Port

The default port for secure connection is 636.

The default port for normal connection in asingle LDAP server
deployment is 389.

In cases where deployments consist of multiple LDAP Directory
Servers, this port should be configured with 3268, which is the
Global Catalog port.

Secure Global Catalog port is 3269.

Default Context

The default context from which the LDAP queries are
performed.

To change the context string:

¢ Click the Fetch DNs button and choose the context from the
Fetch DNs drop-down list adjacent to this field.

[ oL-13673-04
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M Field Mappings

Table 9-2 LDAP Server Settings (continued)

Field or Button

Description or Settings

Username

The username used to authenticate to the LDAP server. This
must be in the LDAP fully qualified domain name (FQDN)
format. Example:

cn=administrator,cn=users,dc=<mydomai n>,dc=com)

Password

Password to access the LDAP server.

Certificate

The name of the LDAP certificate. Thisisonly needed if you
have chosen the Secure Bind Method.

Connection pool size

The number of concurrent connections used by the

Cisco TelePresence Manager server to retrieve data from the
LDAP server. Thisis primarily used for optimizing the server’'s
access to the LDAP server.

User containers

The containersfrom which queries are performed to retrieve user
objects. More than one user container or user object can be
specified. The Cisco Telepresence server uses the values entered
to search through the containersin sequence to retrieve user and
meeting room information from the Directory Server.
Additionally, these containers are used to retrieve user
information for authentication.

e To append the default context, check the Append default
context box next to the user container field.

Note If you have a L DAP peer domain configured you'll need
to specify any user containers and context. For example,
"cn=users,dc=domain2,dc=com".

When specifying the container and context information
for your peer domain, DO NOT check the Append
default context box.

Field Mappings

The CTS-Manager server uses application objects and attributesthat are internally mapped to the objects
and attributesin the LDAP Directory Server. Most of these mappings are predefined and fixed. However,
some of theinformation required for the Cisco TelePresence system may be stored in different attributes
of the LDAP Directory Server, based on the enterprise deployment. The Field M apping window provides
a mechanism to map such objects and attributes used by the CTS-Manager server to the object and
attributes defined in the LDAP Directory Server schema.

Microsoft Exchange Deployments

The attributes are used by the Exchange server to store the user’s e-mail and display name information.
For most of the Exchange deployments, this information should not be changed.

CTS-Manager supports connection to multiple LDAP domains/servers that belong to a single Active
Directory forest. Some of the setups with which CTS-Manager can work are peer-peer LDAP domain
setup, and Parent-Child LDAP domain setup.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Field Mappings W

A

Caution  The object and attribute mappings for Exchange/Directory Server deployments are listed in Table 9-3
and cannot be changed after installing and configuring Cisco TelePresence Manager. Cisco TelePresence
Manager may not functions properly if the Object Class fields are changed.

Figure 9-4 LDAP Window Field Mappings Tab

System Configuration > LDAP Server

Settings || Field Mappings]
- Person
Object Class Attribute
SchedulerMName: |Person | |pr0x‘,ﬂaddresses |
Emailll: |Person | |pr0x‘,ﬂaddresses |
DisplayName: |Person | |di5|:||a'_.fname |
— EnterpriseConfRoom
Object Class Attribute
EmaillD: |Person | ||:ur0><',faddresses |
DizplayName: |Person | |di5|:u|a',fname |
[ wview sample Data |

Verifying Field Mapping Data

Verify that the data retrieved is as you expected. If datais incorrect, the application will not operate
correctly.

Click View Sample Data to retrieve objects based on the mappings specified.

A

Caution  Setting the LDAP objects and attributes used by the Exchange server requires experience using Directory
Server and Exchange software. Do not changethe proxyAddressesvaluein the LDAP Scheduler Name
Attribute field.

The majority of deployments do not require any changes to these attributes. Incorrectly changing these
fields will result in Cisco TelePresence Manager not being able to function.
Consult the Cisco TelePresence Manager support team and the L DA P and Exchange server administrator
for your deployment before changing the default mappings in these screens.

Table 9-3 describes the settings for this window

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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M Field Mappings

Table 9-3 LDAP Objects and Attributes
Application Object Application Attribute LDAP Object Class LDAP Attribute
Per son
SchedulerName Person proxyaddresses
Note Do not change
thisvalue. If
thisvalueis
changed
incorrectly,
meetings will
not have the
correct
information.
EmaillD Person proxyAddresses
DisplayName Person displayname
Enter priseConfRoom
EmaillD Person proxyAddresses
DisplayName Person displayname

IBM Domino Deployment s

These attributes are used by the Domino LDAP server to retrieve the user's e-mail and display name
information. For most of the Domino deployments, this information should not be changed.

CTS-Manager supports a Domino deployment with a single domain. CTS Manager can be configured
against one Domino server only. In acluster environment, all resource reservation databases that contain
a Cisco TelePresence room’s reservations must be replicated to the Domino server that CTS-Manager is
configured against. Users in Directory Assistance database configured with external LDAP servers are
not supported.

A

Caution  The object and attribute mappings for Domino/Directory Server deployments are listed in Table 9-4 and
cannot be changed after installing and configuring CTS-Manager.
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Field Mappings W

Figure 9-5 LDAP Window Field Mappings Tab

System Configuration > LDAP Server

Settings | Field Happings]
~ Person
Object Class Attribute
SchedulerMame: |Per50n | |cn |
EmaillD: |Per50n | |cn |
DizplayName: |Per50n | |cn |
[ wview sample Data |
Table 9-4 LDAP Objects and Attributes
Application Object Application Attribute LDAP Object Class LDAP Attribute
Per son
SchedulerName Person cn
Note Do not change
thisvalue. If
thisvalueis
changed
incorrectly,
meetings will
not have the
correct
information.
EmaillD Person cn
DisplayName Person cn

Verifying Field Mapping Data

Verify that the dataretrieved is as you expected. If dataisincorrect, the application will not operate
correctly.

Click View Sample Data to retrieve objects based on the mappings specified.

A

Caution  The Object Classfield and the LDAP Attribute field do not need to be changed. Cisco TelePresence
Manager may not function properly if the Object Class fields and LDAP Attribute fields are changed.

A

Caution  Setting the LDAP objects and attributes used by the Domino server requires experience using Directory
Server and Domino software. Do not change the cn value in the LDAP SchedulerName Attribute field.
The majority of deployments do not require any changes to these attributes. Incorrectly changing these

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Password

fields will result in Cisco TelePresence Manager not being able to function.
Consult the Cisco TelePresence Manager support team and the LDAP and Domino server administrator
for your deployment before changing the default mappings in these screens.

Use the System Settings window to change the password for the Cisco TelePresence Manager. You must
know the current password. Input the new password the second time for verification.Do not use anything
other than English, as International words or characters are not supported in this release.

Figure 9-6 System Configuration - System Settings Window Password Tab

System Configuration > System Settings

IF Settings= 1[ NTP Settingsil SHMP Settings j[ Remuote A::ountil Password I System

Username:
Current Password:

MNew Password:

MNew Password (verify): | |

admin
i -
| -

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Note

To display the password fields, click on the tab, Password.
Type in your current password.

Then, to change password, go to New Password field and type your new password, using only English
characters.

In the New Password (verify) field, repeat your new password to verify it.
To register the new password, click Apply.
To restore to the original password, click Reset.

Make sure you keep your password secure and that it follows standard password guidelines, minimum 6
letters.

Calendar Server

If you did not specify a Calendar server (either Microsoft Exchange or IBM Domino) during the initial
installation, the Calendar Server window displays the Calendar Server wizard.

] Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Calendar Server W

The Calendar Server wizard leads you through a four-step process to register a Calendar server with
CTS-Manager.

Note  The LDAP server you specified during initial installation determines if you will be able to sync any
Cisco TelePresence endpoints with the Calendar server you are registering. The LDAP server you are
using must match the Calendar server you are registering.

The No Calendar Server window displays the Configure Now button to initiate the Calendar Server
wizard.

Figure 9-7 Configure Calendar Server

Configure the Calendar server (M3 Exchange or IBM Dominolto be supported by the Cisco TelePresence Manager:

[ Configure Now.. ]

Step1  Thefirst step in registering a Calendar server with CTS-Manager is to choose either IBM Domino or
Microsoft Exchange.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
[ oL-13673-00 .m



Chapter 9

Additional Installation Configurations for Cisco TelePresence Manager |
M cCalendar Server

Figure 9-8 Cisco TelePresence Manager - Calendar Server Selection Screen

2 tsbu-ctm29 - Cisco TelePresence Manager, -- Webpage Dialog

Cisco TelePresence Calendar Server
Manager

Select the email server to go to next step.

1 - Calendar Server Selection O Microsoft Exchange
2 - Calendar Server

) 1M Doming

of

3 - Confirmation

Selection of Calendar server will display corresponding server
zet up screen in @ coming step. If none is selected ,the
Calendar Server configuration step will be skipped.

Cancel

Step2  Inthe next step you need to specify the service logon information. The example below displays the

information needed to use the Microsoft Exchange service.
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Calendar Server W

Figure 9-9 Cisco TelePresence Manager - Calendar Server MicroSoft Exchange Screen

2 tsbu-ctm29 - Cisco TelePresence Manager, -- Webpage Dialog

Cisco Microsoft Exchange
TEIEPI’ESE“CE Enter Microsoft Exchange resource properties. Connection to the 5
Manager Microsoft Exchange server must be tested and verified before you can
adwvance to the next step.
Host: || |
2 - Calendar Server ]
: ] Bind Method: ) secure & Normal
3 - Confirmation
Port: &0 |
Domain Mame: | |
Logon Name: | |
SMTF LHS: | |
Password: | |
Certificate: | |
[  Test Connection |
¥

Step3  Click Apply to save the new Calendar server settings.
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Figure 9-10 Cisco TelePresence Manager - Calendar Confirmation Screen

2 tsbu-ctm29 - Cisco TelePresence Manager, -- Webpage Dialog

é.}‘ Software Confirmation
&% upgrade

Click apply to save the settings

3 - Confirmation

Apply

Step4  Thenclick OK to restart the CTS-Manager server.
Figure 9-11 Apply Changes Screen

Windows Internet Explorer [z|

? \  The UI will be restarted automatically for the changes to kake effect,
‘“-"‘/ Are you sure wou wank ko apply the changes?

| oK | [ Cancel

Step5  Once the server hasrestarted, click Continue to re-launch the CTS-Manager server and log in.
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Figure 9-12 System Restart Notification Screen

20000 s e
The system is finishing up your request. It might be several minutes before the system is ready again. You will be allowed to continue onto the login screen once the
zystemn becomes available. Pleaze wait.

A

Caution If the Calendar service you are registering with does not match the LDAP server you specified during
initial installation, the wizard will display all the Cisco TelePresence endpoints that will not sync with
the new Calendar service. You can proceed with the Calendar service you have chosen, but meeting
organizers will not be able to use the endpoints to schedule meetings.

Microsoft Exchange

The Microsoft Exchange window helps you manage the database that stores meeting information.
To test the connection between this system and the Microsoft Exchange server as shown in Figure 9-13:

Step1  Click Test Connection.
Step2  Toregister new or modified settings, click Apply.
Step3  To restore the original settings, click Reset.

Note = CTS-Manager only supports Microsoft Windows Server 2003, Microsoft Exchange 2003 and 2007,
Enterprise Edition.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 9-13 Microsoft Exchange Calendar Service Window

system Configuration > Microsoft Exchange

Service Status: oK

Mailbox Usage: 43.77% full {17508.0 of 40000.0 KB i= used)
Host: |t5bu—5r6 |"’

Bind Method: O secure & Normal

Port: a0 | =
Comain Mame: |srdeu.cnm |:':
Lzgon Mame: |SuperUser |

SMTP LHS: |SuperUser | =
Password: |i-l-l-llllli-i-i-l-l-lIlli-i-i-i-l-l-lllli-l *
Certificate: | | Browse
Number of Meetings Per Query: |1.EIEI | *

* Required Fields

(

Test Connection ]

Synchronization Operations

Subscription Status: All w Room: | |
Showing 1 - 4 of 4 records
D | Room Name ~* | Last Synchronization Time [+) Subscription Status
[[1 TelepresenceRoom34 " 12/08/2008 12:00 AM Success
[[1 TelepresenceRoom3z v’lygg,’gggg 12:00 AM Success
[l TeleprezenceRoom3t v’lygg,’gggg 12:00 AM Success
[l TelepresenceRoom33 v’lygg,’gggg 12:00 AM Success

First = Previous EXT - Last Rows Per Page: m

(+) All times are shown in time zone America/Los_Angeles (GMT -2.0)

Table 9-5 describes the information and operations accessible from this window.

Table 9-5 Microsoft Exchange Server

Field Description or Settings

Service status Display-only status report of system service.

Mailbox Usage Meeting information is mailed to users. This display-only field reports the amount of

storage space taken up by the e-mails as a percentage of total space available.

Host Hostname provided for the Microsoft Exchange server account, which can be modified.

il Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Microsoft Exchange

Table 9-5 Microsoft Exchange Server (continued)

Field

Description or Settings

Bind Method

Choose the Secure or Normal radio button to select the binding method, as follows:

e  Secure—CTS-Manager communicates with the Microsoft Exchange server in
secure mode using HTTPS. This method requires enabling Secure Socket Layer
(SSL). on the Microsoft Exchange server.

* Normal—CTS-Manager communicates with the Microsoft Exchange server in
cleartext using HTTP,

Port

Communication port number.

Domain Name

Domain name provided for the Microsoft Exchange server account, which can be
changed.

N

Note Thisisthe email domain name.

Logon Name Thisisthe account name used to log on to the Microsoft Exchange server. Thevalueis
dependent on the AD/Exchange configuration. For example, it is either
ctsappaccount@mycompany.comOl ctsappaccount.

SMTPLHS Thisisthe left hand side (LHS) of the SMTP address for the account specified by the
Logon Name. If the full SMTP addressis ct sappsmtp@mycompany . com enter
ctsappsmtp inthisfield.

Password Password used to access the Microsoft Exchange server account, which can be changed.

Certificate Usethefield to provide a trust certificate for new Microsoft Exchange server.

Number of Meetings Per Query The maximum number of meetingsthat Cisco TelePresence Manager can retrieve from

the Exchange server for each query.

Re-sync Operations

Step 1

Step 2

Step 3

The Re-sync Operations areatells you when information in the Microsoft Exchange server database was
last updated with meetings scheduled for a particular room.

When mismatched information in the databases causes meeting conflicts or there are other problemsthat
prevent a meeting from being launched successfully, this area of the Microsoft Exchange window allows
you to synchronize information between Microsoft Exchange and the CTS-Manager database.
Synchronization takes time and system resources to accomplish and should be done only when
necessary.

To synchronize information between Microsoft Exchange and the CTS-Manager database:

Check the boxes next to the rooms to select them. To synchronize information for all meeting rooms,
check the box next to Room Name in the display header.

Click Re-sync to start the operation.

Once you've begun the Re-sync operation the Service Status field displays a Sync progress indicator
showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.

[ oL-13673-04
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Table 9-6 describes the information displayed in this area of the Microsoft Exchange window.
>

Note A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered with
Cisco TelePresence Manager you can click the Next button to display the additional rooms.

Table 9-6 Microsoft Exchange Server Synchronization Report

Field Description

Room Name Name of the meeting room. Click the arrow in the header of the Room Name column
to sort the list in ascending or descending alphabetical order.

Last Synchronization Time Time the synchronization operation was started.

Subscription Status Status of the synchronization operation. Click the arrow in the header of the Room
Name column to sort the list in ascending or descending al phabetical order.

IBM Domino

The IBM Domino window helps you manage the database that stores Tel ePresence meeting information.
To test the connection between this system and the Domino server, as shown in Figure 9-14

Step1  Click Test Connection.
Step2  To register new or modified settings, click Apply.
Step3  To restore the original settings, click Reset.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 9-14 IBM Domino Calendar Service Window

System Configuration > IBM Domino

Service Status:
Mailbox Usage:
Host:

Bind Method:
Port:

Crganization Name:

Username: i
Pas&word: |"'.."""".."""'.'."' *
Polling Interval (minutes): |1 i
Certificate: | | Browse

OK

Unable to obtain necessary information
|tsbu—ctm|:ucl.3 |="
O secure & Normal

a0

|Ci5anev *

|ctm account |='

* Required Fields

Subscription Status:

Synchronization Operations

[ Test Connection ] Apply Reset

All v Room: | |

Showing 1 - 1 of 1 records

Domino Databases + | Last Synchranization Time (4] | Resynchronization Status | Assaciated Rooms
Tel ¢ v B TelepresenceRoom15/Eldg 19 San Jose
elepres.ns : uccess
L2 LS IR LT TelepresenceRoom14/Bldg 19 San Joze
F Previo ewt - Last Rows Per Page: |10 [% Re-sync ] [ Refresh

(+) All times are shown in time zone America/Los_Angeles (GMT -2.0)

Table 9-7 describes the information and operations accessible from this window.

Table 9-7 IBM Domino Server

Field or Button

Description or Settings

Service status Display-only status report of system service.

Mailbox Usage Meeting information is mailed to users. This display-only field reports the amount of
storage space taken up by the emails as a percentage of total space available.

Host Hostname provided for the Domino server account, which can be modified.

[ oL-13673-04
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Table 9-7

IBM Domino Server (continued)

Field or Button

Description or Settings

Bind Method Choose the Secure or Normal radio button to select the binding method, as follows:
o Secure—CTS-Manager communicates with the Domino server in secure mode
using HTTPS. This method requires enabling Secure Socket Layer (SSL). on the
Domino server.
o Norma—CTS-Manager communicates with the Domino server in cleartext using
HTTPR
Port Communication port number.

Organization Name

Domain name provided for the Domino server account, which can be changed.

Username

This is the account name used to log on to the Domino server.

Password

Password used to access the Domino server account, which can be changed.

Note Make sure the Internet password is used in the Password fields in the System

Configuration> IBM Domino window and the LDAP Server window.

Polling Interval (minutes)

Specifies the time interval, in minutes from 1 to 360, to poll the Domino server for
meeting information.

Certificate

Usethefield to provide an IBM Domino trust certificate class file.

Note A certificateisrequired in secure mode only.

Re-sync Operations

Step 1

Step 2

Table 9-8

The Re-sync Operations areatells you when information in the Domino server database was | ast updated
with meetings scheduled for a particular room.

When mismatched information in the databases causes meeting conflicts or there are other problemsthat
prevent a meeting from being launched successfully, this area of the IBM Domino window allows you
to synchronize information between Domino and the CTS-Manager database. Synchronization takes
time and system resources to accomplish and should be done only when necessary.

To synchronize information between Domino and the CTS-Manager database:

Click Re-sync to start the operation.

Once you've begun the Re-sync operation the Service Status field displays a Sync progress indicator
showing the progress of the Re-sync operation by percentage.

Once the synchronization operation completes, click Refresh to update the display.

Table 9-8 describes the information displayed in this area of the IBM Domino window.

IBM Domino Server Synchronization Report

Field

Description

Domino Databases

Name of the meeting room. Click the arrow in the header of the Room Name column to
sort the list in ascending or descending alphabetical order.

Last Synchronization Time

Time the synchronization operation was started.
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Table 9-8 IBM Domino Server Synchronization Report

Field Description

Resynchronization Status Status of the synchronization operation.

Associated Rooms Name of the Cisco TelePresence meeting rooms associated with the Domino database.

Note The room name displayed is the name of the room in the Domino database. In
order for CTS-Manager to successfully sync the room’s meeting calendar, the
room name must exactly match the room name in the Cisco TelePresence
System profile registered in Unified CM.

System Settings

If you are the system administrator and know the superuser password, you can open the System Settings
window to see the following choices:

e |P Setting

e NTP Setting

¢ SNMP Setting

e Remote Account

e Password

e System Configuration - System Settings

Use the tabs in this window to modify IP settings, configure a Network Time Protocol (NTP) server,
enable or disable Simple Network Management Protocol (SNMP), set up atemporary account for access,
change the system password, and restart the system.

IP Setting

The I P Setting window lists information that is provided to CTS-Manager during first-time installation
and configuration. Although it istypically not necessary to change | P settings, thiswindow offersaplace
to modify some of them. Figure 9-15 describes the fields and buttons.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 9-15 System Settings Window IP Settings Tab

System Configuration > System Settings

IP Settin551 NTP Settings jl SHNMP Settings 1[ Remote A:Eountjl Password 1[ S',rsterrq

MAC Address: 00:1a:4b:33:2f:ec

Hostname: tsbu-ctm18

Domain Name: cisco.com |
Primary DNS: |171.70.168.183 |
Secondary DNS: | |
Ethernet Card: etho

DHCP: (O Enable (® Disable

IF Address: |172.28.68.165 | =
Subnet Mask: |255.255.255.0 | =
Defsult Gateway: [172.28.68.1 | =

To add new information, type it in the fields provided.

To change information, highlight and delete existing information and type in the new information.
To register new or modified settings, click Apply.

To restore the original settings, click Reset.

Table 9-9 describes the information displayed in this area of the IP Settings window

Table 9-9 IP Settings

Field or Button Description or Settings

MAC Address Display-only MAC address number supplied for this
Cisco TelePresence Manager.

Hosthame Display-only hostname configured for this Cisco TelePresence
Manager.

Domain Name Domain name for this Cisco TelePresence Manager.

Primary DNS Primary DNS server |P address supplied for this
Cisco TelePresence Manager.

Secondary DNS Secondary DNS server | P address supplied for this
Cisco TelePresence Manager.

Ethernet Card Name supplied for the system Ethernet card.

DHCP Enable and Disable radio buttons determine whether DHCP is
enabled or disabled. When the Enable radio button is chosen,
information in the I P address fields cannot be modified.

S

Note  To modify the IP settings for this
Cisco TelePresence Manager, click the
Disable radio button.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 9-9 IP Settings (continued)
Field or Button Description or Settings
IP Address I P address supplied for this Cisco TelePresence Manager.
Subnet Mask Subnet mask used on the | P address.
Default Gateway Default gateway |P address supplied for this Cisco TelePresence
Manager.

NTP Setting

Click the NTP Setting tab in the System Settings window to list the configured | P address of the Network
Time Protocol (NTP) servers.

NTP is used to synchronize the clocks on Cisco | P telephony servers with an external network time
server that uses NTP.

Figure 9-16 System Settings Window NTP Settings Tab

System Configuration > System Settings

IP Settings NTP SEttiI'IQST SHMP Settings 1[ Remote .H.EEDIJI'ItW[ Password 1[ S'_.rstem\|

NTF Server 1: |64.104.222.16 |
NTP Server 2: [64.104.193.12 |
NTF Server 3: | |
NTF Server 4: | |
NTP Server 5: | |

Step1  To add an NTP server to the configuration, type the IP address in an NTP Server field.

Step2  Tochangean NTP server in the configuration, highlight and delete the | P addressin the NTP Server field
and type in the new address.

Step3  To register new or modified settings, click Apply.
Step4  Torestore the original settings, click Reset.

SNMP Setting

SNMP is an industry-standard interface used by network management systems to capture system status
and error information, including information provided by Unified CM. Use this window to enable and
disable SNMP service and change the default configuration.

By default, SNMP serviceis disabled. Once SNMP is enabled, the following default SNMP settings are
also enabled:

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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A

Caution

Editing SNMP settings from the CTS-Manager Ul may cause some discrepancies. Please use the CLI

commands to change these settings.

¢ One SNMP username set to “admin.” This name cannot be changed.

¢ SNMP service password set to “snmppassword.” The password should be changed.

e Notrap receiver configured. Use the Trap Receiver Configuration fieldsin thiswindow to configure
atrap receiver. The fields collect trap receiver username, password, authentication algorithm,

hostname or IP address, and port.

Figure 9-17 System Settings Window SNMP Settings Tab

System Configuration > System Settings

IF Settings= 1[ NTFE Settings il SHMP Settings] Remote Accaunt“ Password 1[ Systemw

Engine I
SNMP:

Configuration:

Username:

Current Password:

Haost:

Port:

0x30001f8803001a4b332fec
() Enable (&) Disable

Username: admin
Current Password: s g
Trap Receiver Configuration: Yes Mo

Authentication Algorithm:

Step 1
Step 2
Step 3

To configure SNMP, click the SNM P Setting tab in the System Settings window.

To register new or modified settings, click Apply.
To restore the original settings, click Reset.

Table 9-10 describes the fields and buttons for SNM P settings.
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Technical Notes

Table 9-10 SNMP Settings

SNMP Setting W

Field or Button

Description or Settings

Engine ID

The engine ID for the SNMP agent on this CTS-Manager.

If you configure the trap receiver, thisengine ID is used to create
atrap user on thetrap receiver system and to compute the security
digest for authenticating and encrypting packets sent to a user on
the remote host.

SNMP

To enable or disable SNMP, click the Enable or Disable radio
button, as appropriate.

When SNMP is enabled, supply a password for the SNM P server
in the Configuration area.

Configuration

Username

SNMP server username.

Current Password

SNMP server password. The password must be 8 characters long.
Enter it twice for verification.

Trap Receiver Configuration

To select whether to use an SNMP trap receiver, click the Yes or
No radio button, as appropriate.

When atrap receiver isused, supply logininformation for thetrap
receiver in the following fields.

Username

Trap receiver username.

Current Password

Trap receiver password. The password must be 8 characterslong.
Enter it twice for verification.

Authentication Algorithm

Choose Message Digest 5 (MD5) or Secure Hash Algorithm
(SHA) for authentication.

Host

Trap receiver |P address or hostname.

Port

Trap receiver port number.

CTS-Manager supports SNMP v3 and v2c. Together it supports ten SNMP users and five trap

destination/receivers. A string of trap receiver settings is added to the /etc/snmp/snmpd.conf file to
configure the trap receiver on the Cisco TelePresence Manager server. The string must include the
following information, which is collected in the fields described in Table 9-10 or is set by default:

e [P address and port number of the trap receiver

e Trap receiver username

e Trap receiver user password

e Trap sender engine ID

e Authentication method, either MD5 for Message Digest 5 or SHA for Secure Hash Algorithm
e Security model, which by default is authNoPriv

e SNMP version, which by default is version 3
¢ Included MIBs, which by default is ALL.
The following is an example trap receiver entry:

[ oL-13673-04
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trapsess -e 0x80001£880474657374 -v 3 -m ALL -1 authNoPriv -u traper -a MD5 -A changeme
171.71.232.113:162

These fields can be viewed and configured using get and set commands on the /usr/shin/snmpconfig
script. To test your configuration, run snmptrapd come with net-snmp on the trap receiver system. You
can create the user in /etc/snmp/snmptrapd.conf on the trap receiver system before starting snmptrapd.

Database - Status, Backup, and Restore

CTS-Manager uses an Informix database server to store information. The Database window allows the
Administrator to view the database status and run backup and restore operations. Open the Database
window to see the following choices:

e Settings
e Backup
e Restore

Settings

The Settings window allows you to manage the size and age of meeting information in the Informix
database. To register new settings, click Apply. To return to the original settings, click Reset.

Figure 9-18 Database Window Settings Tab

System Configuration > Database

Settings] Backup j[ Restore 1

Service Status: 0K
Current Database Size: 0.03%: full (4.97 of 14648.44 MB 1= used)
Automatically Purge Data Clder Than (months): ||1 | L

* Required Fields

(+) The system automatically purges data when database utilization exceeds 75% of the allocated disk space.

Table 9-11 describes the information and settings that are accessible from the Database window Settings
tab.
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Database - Status, Backup, and Restore

Table 9-11 Database Settings

Field Description or Settings

Service Status Display-only status report of the Informix database server.

Current Database Size Display-only report showing the size of the database as a percentage of the amount of

total space available for a Cisco TelePresence Manager account in Directory Server.
The number displayed should not exceed 75%.

Automatically purgedataolder than |Sets the number of months of storage for the information in the database.
(months)

Data older than the specified number of monthsis purged.

The purge cutoff date for this setting should be selected by balancing the number of
months of data retention against the size of the database required to store the data
created during that period. The default setting of 1 month is considered a reasonable
midpoint.

Note Database utilization cannot exceed 75% of the allocated disk space, and takes
precedence. If the number of months you have specified exceeds this
percentage, older datais purged so as not to exceed 75%.

Backup

Choose the Backup tab to display fields and settings that will assist you in scheduling backups of the

database. It isimportant to keep the backup current in case you need to activate the backup CTS-MAN
system.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 9-19 System Configuration - Database Window Backup Tab

System Configuration > Database

Settings | Backup I Restore

Schedule (+]): Daily @ 23:00

& Local ) Remote
Sftp Ftp

Number of backup files to keep:
Backup Type:

Backup MNow

* Required Fields

Backup History

Showing 1 - 10 of 14 records

Time stamp (+) ~ | Status | Type | Hostname | Location

12/07/2008 11:00 PM QK Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.
12/06/2008 11:00 FM QK Local JSecommon/dbbackup/CTMbackup.file.1.5.0.0.
12/05/2008 11:00 PM oK Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.
12/04/2008 11:00 PM oK Local feommon/dbbackup/CTMbackup.file.1.5.0.0.
12/03/2008 11:00 PM QK Local Jocommon/dbbackup/CTMbackup.file.1.5.0.0.
12/02/2008 11:00 PM oK Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.
12/01,/2008 11:00 PM QK Local JSocommon/dbbackup/CTMbackup.file.1.5.0.0.
11/30/2008 11:00 PM QK Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.
11/29,/2008 11:00 PM Ok Local Seommon/dbbackup/CTMbackup.file.1.5.0.0.
11/28/2008 11:00 PM o]'4 Local fcommon/dbbackup/CTMbackup.file.1.5.0.0.

2003-12-08-07-00-00.tar.gz
2008-12-07-07-00-00.tar.gz
20038-12-06-07-00-00.tar.gz
2008-12-05-07-00-00.tar.gz
2008-12-04-07-00-00.tar.gz
2003-12-03-07-00-00.tar.gz
2008-12-02-07-00-00.tar.gz
20038-12-01-07-00-00.tar.gz
2008-11-30-07-00-00.tar.gz
2008-11-29-07-00-00.tar.gz

Rows Per Page:

(+) All times are shown in time zone America/Los_Angeles null

Changing the Backup Schedule

The backup schedule currently set is displayed in the Backup window.
To change the backup schedule:

Step1  Click Change.

Step2  Choose the starting time from the Start Time drop-down list. This sets
timezone.

Step3  Choose the frequency of the backups by clicking the Daily or Weekly

N

the backup time in your local

radio button.

Note If you click Weekly, check the box for the day of the week on

which the backup should occur.

il Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 4

)

Note

Database - Status, Backup, and Restore

Click OK to register your settings, or Cancel to restore the original settings

To register new or modified settings, click Apply. To restore the original settings, click Reset.

Backup schedules are now displayed in your local timezone.

Backing Up Database Files

Step 1

Step 2
Step 3
Step 4

Data backups are performed on the Active partition. If you switch partitions after performing a backup

you' |l need to perform another backup for the new Active partition.
To back up files in the database:

From the drop-down list, choose the number of backup files to keep. If you choose 3, the last three
backup files will be kept, but earlier backup files will be purged.

)

Note If you are creating remote backups the number of backup filesis not affected. CTS-Manager
only keeps track of the number of backups made locally.

Choose the type of backup by clicking the L ocal or Remote radio button.
Test your connection to aremote host by clicking Verify Remote Host.
Click backup Now to begin the operation.

Remote Storage Host Fields

A remote backup uses Secure FTP (SFTP) or FTP to store files remotely. If you choose to backup or
restore using FTP, you do not need to supply a port number.

N

Note  FTP scriptsfor Upgrade, Backup and Restore use Expect scripts and perform on a best-effort
basis, due to potential variations in the responses sent by the FTP server. Only
username/password-based login is supported. Anonymous login is not supported.

Secure FTP (SFTP) is the recommended mode of transferring files over the network.

You must fill in the following fields to gain access permissions to a remote host:

Table 9-12 Remote Storage Host Fields

Field Description

Remote Storage Host Pathname of the remote host.

Port Port to access the remote host. The default is port 22 for SFTP.
Username Login name for the remote server.

Password Password to access the remote server.

Storage Path The full pathname where you want to store the backup files.

[ oL-13673-04
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Viewing Backup History
The Database window Backup tab provides a history of database backups.
Table 9-13 describes the Backup History and Restore History fields.

Table 9-13 Backup History and Restore History Fields

Field Description

Timestamp Date and time of backup. Click the arrow in the header of the
Timestamp column to sort the list in ascending or descending
order.

Status Status of the backup.

Type Type of backup, either local or remote.

Hostname Name of host for the backup files.

Location Pathname where the files are stored.

Restore

The Restore tab displays the history of the database restore operations. See Table 9-13 for adescription
of the fields.
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Figure 9-20 Database Window Restore Tab

System Configuration > Database

Settings 1[ Backup \|| Resture]

Restore Type: ® Local O Networke
Sftp Ftp

* Required Fields [ Available Backups ]

Restore History

Showing 0 - 0 of 0 records

Time stamp (+) ~ | Status | Tupe | Hostnarne | Location
Rows Per Page: [10 ]

(+) All times are shown in time zone America/Los_Angeles null

Restoring Backup Data

When you restore datafrom a backup file, all changes made to the database since the backup will belost.
These changes must be added by the Exchange Sync Up and Discovery functions of the

Cisco TelePresence Manager server. The database Restore function should be run only as a last resort;
for example, when the database is corrupted or the disk fails and has to be replaced.

Therestore operation will stop the Informix database server, so some CTS-Manager operations might be
impacted during the operation. While therestore operationisin progress, all other processes are stopped.
The user interface will only display progress of the restore operation. When the restore operation is
complete, the Cisco Telepresence Manager is automatically restarted and the login page is displayed.
You will have to login to resume use of the Cisco Telepresence Manager application.

Note  You cannot restore the database from previous versions of CTS-Manager.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 1
Step 2
Step 3

To restore data from a backup:

Clicking Restore Now displaysawindow listing all the backups stored locally and remotely. If you want
to restore from a backup stored remotely you must first click the Network Restore Type radio button.
Then choose either the SFTP or FTP Restore Mode and enter required information to access the remote
host. See Table 9-12 for a description of the Remote Storage Host fields.

Click the Refresh button to view the list of backups.
Click the radio button next to the backup filename that is to be used for the restore operation.
Click Restore Now. This action initiates a full restore of the database from the backup file.

Discovery Service

To display and modify settings that associate CTS-Manager with Unified CM, choose Discovery Service
in System Configuration.

To test the connection between Cisco TelePresence Manager and Cisco Unified Communications
Manager, click Test Connection.

Tomanually start the processthat is periodically performed to discover new rooms added to Unified CM,
click Discover Rooms.

)
Note  This process consumes a large amount of system processor time. System operation will be

noticeably slower from the time that the Discover Rooms button has been clicked until the
process is completed.

To register new or modified settings, click Apply. To restore the original settings, click Reset.

Figure 9-21 Discovery Service Window

System Configuration > Discovery Service

Service Status:

Unified CM:
Host:
Username:
Paszword:

Certificate:

OK

|l:sbu—ctm23 |
|f'f|:|xuser |

| |(Browse__|

* Required Fields

[ Test Connection ] [ Discover Rooms

Table 9-14 describes fields, buttons, and settings.
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Table 9-14 Cisco Unified Communications Manager Settings
Field Description or Settings
Service Status Display-only status report of system services.
Note  You may see a progress indicator in the status field, especially if many Cisco

TelePresence meeting rooms are being managed by CTS-Manager. Each time
this page is accessed, the status is updated, and the progress indicator will be
seen while the system is discovering meeting rooms.

Host Name of the Cisco Unified CM server host.

Username Username for login to the Cisco Unified CM server.

Password Password to access the Cisco Unified CM server.

Certificate Usethe field to provide a trust certificate for new Cisco Unified CM server.

MCU Devices

A

The MCU Devices window provides the ability to add and delete MCU devices. There are two MCU
devices supported by CTS-Manager—Cisco TelePresence M ultipoint Switch (CTM S) and Cisco Unified
Video Conference device (CUVC).

The MCU Devices support screen displays several attributes for each MCU device registered with
Cisco TelePresence Manager.

Caution

If the MCU devices has areinstall the device must be registered through Cisco TelePresence M anager.

There are no errors generated by the MCU device software change. The Cisco TelePresence M ultipoint

Switch Administrator must inform you of the change.

[ oL-13673-04
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Figure 9-22 MCU Devices Window

System Configuration > Multipoint Conference Unit

MCU Devices
| Service Status: 0K |
Showing 1 - 2 of 2 records
| Hostname * Type ™ Control State ~ Descriptian IP Address
) tsbu-ctmi7 CTMS Scheduled CTS Manager 172.28.68.164
) tsbu-cuve cuve Scheduled CuvC

Table 9-15 describes the MCU Device fields.

Table 9-15 MCU Devices

Field Description or Settings

Hostname The hostname or | P address of the MCU. Clicking the hosthame
hyperlink opens a new browser window, with the CTM S login
page.

Type The MCU Typeis either CTMS or CUVC.

Control state The Control state is either Scheduled or Non-Scheduled

Description The Description field displays the MCU device description,
added when the MCU device was added.

IP Address The IP address of MCU.

Deleting a MCU

A Multipoint Conference Unit cannot be deleted if there are any associated scheduled meetings. If the
MCU isa CUVC, with associated scheduled meetings, you must first Deallocate the CUV C resources
before you can delete the device.

To delete a MCU Device, click the radio button next to the device and click Delete.

Refreshing the list of MCUs
Click the Refresh button to refresh the list of MCU devices.

Note  Oncel nterop has been enabled (see Application Settings), a CTM S device can only be added to
CTS-Manager if it isinterop-ready. An interop-ready device is defined as running a certain level of
software release. Refer to the CTS-Manager Release Note for the recommended versions.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Access Management

From the Directory Server, it is possible to create groups, such as a Concierge group and an Admin
group. Use this window to view and create roles for these groups. CTS-Manager supports two roles—a
concierge and an administrator.

The two roles have different levels of privilege and access when using CTS-Manager. Membersin the
group mapped to the Concierge role have limited privileges that all ow them to view the meetings, rooms,
and system error and log files. Members in the group mapped to the Administrator role have the
privileges of the Concierge role plus additional privileges that allow them to make configuration
changes.

Figure 9-23 Access Management Window

System Configuration > Access Management

Role to LDAP Group Mappings

Role: All v
Showing 1 - 1 of 1 records
| Rale | LCAR FoDM
[ &) Concierge CN=CTISConcierges, CN=Users, DC=srdev,DC=com

Add

Assigning Roles to Groups Using Domino Directory Assistance

If your Cisco TelePresence Manager deployment is working with an IBM Domino Server and Domino
Directory Assistance, it is possible for the group to contain a user from an external directory. That type
of external user cannot be granted the CTS-Manager Administrator role. Only members of groupslocal
to the IBM Domino Directory may be granted the Administrator role.

You can generate a report about specific LDAP Group mappings, as follows:
e Choose the role—All, Administrator, or Concierge—from the Role drop-down list.
e Click Filter.

A

Caution  When assigning different Directory Server groups to arole, the Add window may not list the group or
groups you want to add. Thisis an Directory Server limitation when the number of groups returned by
the query exceeds 500. If this occurs, click the Manual radio button in the Add window, specify the
Group FQDN you are searching for and assign either the Concierge or Administrator role.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Cisco TelePresence Multipoint Switch (CTMS)
A CTMS communicates with the Cisco TelePresence Manager. CTMSs provide the functionality for
three or more Cisco TelePresence rooms to attend a conference call. Cisco TelePresence Manager

provides the scheduling information to the different CTM Ss and each CTM S provides the multipoint
switching capabilities for the conference.

Adding a CTMS

To register additional CTM S devices with Cisco TelePresence Manager, click New to display the
Registration dialog box, and choose CTM S from the Type drop-down field.

Figure 9-24 Adding New CTMS - MCU Devices Window

24 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

New... MCU Devices

MCU Hostname: | |='=

Username: | |

Fassword: | |:.:

Control State: {0 scheduled () Non-Scheduled

* Required Field=z
Table 9-16 Registering a CTMS with Cisco TelePresence Manager
Field Description or Settings
Type CTMSor CUVC aretheonly MCU types. If only CTMS appearsin the drop-down list,
Interop has not been enabled. Use the Application Settings window to enable Interop.

MCU Host Name The hostname or | P address of the CTMS. Thisisthe LHS of the complete Host name.
Username Thisis the account name used to log into the CTMS.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 9-16 Registering a CTMS with Cisco TelePresence Manager (continued)

Field Description or Settings

Password Thisis the account password used to log into the CTMS.

Control State Specify whether the CTMS is available (scheduled) for meetings. The resources of a

scheduled CTM S can be used when meetings are scheduled. Specifyinga CTMS as
Non-Scheduled means the CTM S will not be used when a meeting is schedul ed.

Note CTMSsin a Scheduled state cannot be used to migrate meetings from other
CTMSs.

Editing CTMS Settings

To edit CTMS registration information, click the radio button next to the device and click Edit. The
following table describes the CTM S settings that may be changed.

Table 9-17 Editing Registered CTMS Configuration Settings

Field Description or Settings

Username Thisis the account name used to log into the MCU.

Password This s the account password used to log into the MCU.

Control State Specify whether the M CU isavailablefor meetings. Theresources of ascheduled MCU

can be used when meetings are scheduled. Specifying aM CU as Non-Schedul ed means
the MCU will not be used when a meeting is schedul ed.

Note CTMSsin a Scheduled state cannot be used to migrate meetings from other
CTMSs.

Cisco Unified Video Conferencing (CUVC)

CTS-Manager support of CUV C enables video conferencing devices to join a scheduled

Cisco TelePresence meeting. A CUVC is notified by and joins a Cisco TelePresence meeting through a
CTMS. A CTM S device must be used to enable video conferencing devicesto join, evenif itisa
point-to-point call.

~

Note  Only one CUVC can be registered with CTS-Manager.

Adding a CUVC

To add a CUV C device with Cisco TelePresence Manager, click New to display the Registration dialog
box, and choose CUV C from the Type drop-down field.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 9-18 Registering a CUVC with Cisco TelePresence Manager
Field Description or Settings
Type CTMSor CUVC aretheonly MCU types. If only CTMS appearsin the drop-down list,

Interop has not been enabled. Use the Application Settings window to enable Interop.

Note  Only one CUVC may be registered with CTS-Manager.

MCU Host Name

Thisisthe LHS of the complete Host name.

Control State

Specify whether the CUVC is available (scheduled) for meetings. The resources of a
scheduled CUV C can be used when meetings are scheduled. Specifying a CUVC as
Non-Scheduled means the CUV C will not be used when a meeting is scheduled.

Access Number Prefix for CTMS

The access number prefix for your CTMS is based on your enterprise dialing plan.

Access Number Prefix for Video
Conferencing Participants

This access number prefix is based on your enterprise dialing plan.

Conference ID Length

The Conference ID can be 1-8 digitsin length. The system-generated Conference D is
used to create an I nterop Access Number used by the CTM Sto establish the conference
call. It is also used to create the Interop Access Number sent in an email to meeting
participants, as the dial-in phone number. The Conference ID length is based on your
enterprise dialing plan.

Multiple EMP Cards Support

Enabling EM P card support provides additional resources to support a greater number
of video calls using the CUVC. CTS-Manager with EMP card support enabled allows
up to 48 video calls per EMP card.

Note If you are using a CUVC 3515 MCU this option is disabled.

Number of EMP Cards

Specify the number of EMP cards installed in the CUV C device.

Maximum Participants per
Conference

Enter a numeric value for the maximum number of meeting participants that may dial
into the conference call.

Minimum Participants per
Conference

The minimum value for thisfield is 2. This value cannot exceed the Maximum
Participants per Conference value.

Total Resources

This value should be greater than the Maximum Participants per Conference.

Note If you have enabled EMP card support the valuesin the Total Resour ces field
and the Minimum Participants per Conference field are calculated for you.
The calculation is Number of EMP Cards x Maximum Participants per

Conference.

Editing CUVC Settings

To edit CUVC registration information, click the radio button next to the device and click Edit. The
following table describes the CUV C settings that may be changed.
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Table 9-19 Editing Registered CUVC Configuration Settings
Field Description or Settings
Control State Specify whether the CUV C is available for meetings. The resources of a scheduled

CUVC can be used when meetings are scheduled. Specifying a CUVC as
Non-Scheduled means the CUV C will not be used when a meeting is scheduled.

Note If there are scheduled interop meetings you can't change a CUVC state to
non-schedul ed.

Access Number Prefix for CTMS | The access number prefix for your CTMS is based on your enterprise dialing plan.

Access Number Prefix for Video This access number prefix is based on your enterprise dialing plan.
Conferencing Participants

Number of EMP Cards Thisvaluein thisfield can be changed if Multiple EMP Card support is enabled.
Maximum Participants per Enter a numeric value for the maximum number of meeting participants that may dial
Conference into the conference call.

Note Thevaluein thisfield affects the number of CTM S resources reserved for a
specific conference call.

Minimum Participants per The minimum value for this field is 2. This value cannot exceed the Maximum
Conference Participants per Conference value.

Total Resources This value should be greater than the Maximum Participants per Conference.
Concierges

Concierge Role

When a concierge logs into CTS-Manager, the following selections and information are available:
e System Information
e System Status
e Support
e Troubleshooting

Theconciergeisthefirst person contacted when there are questions or problems pertaining to connecting
meeting participants. The concierge understands how to perform the following tasks:

¢ Scheduling meetings
e Using the Cisco IP phone in a Cisco TelePresence-enabled meeting room

e Using the tools supplied by the CTS-Manager to monitor the system and the schedul e of upcoming
meetings and to update meeting requests

e Gathering data to supply to the administrator when a problem cannot be easily solved

Concierges can be assigned rooms to monitor in the CTS-Manager application. Assigned concierges are
easily reached by dialing the Concierges soft key on the Cisco | P phone in a Cisco TelePresence-enabled
meeting room.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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The Concierges window has two areas, a list of concierges and alist of rooms that need a concierge
assigned to them. Use the areas in this window to assign a concierge to a meeting room.

A phone number is associated with the concierge, which is displayed on the Cisco TelePresence meeting
room phone user interface when the Concierge soft key is pressed. Meeting participants can dial the
concierge and ask for help when problems occur with the Cisco TelePresence system.

Figure 9-25 System Configuration - Concierge Window

System Configuration > Concierges

1o Phone Mumber Deszcription
& <lnassigned= System installed concierge
New... Edit Delete
Rooms that have not been assigned
Showing 1 - 2 of 2 records
I:‘ | Status * | Room Name - | Room Phone | Descriptian | IP Address
[E] ﬁ TelepresenceRoom15/Bldg 19 San Jose 16250 Telepresen... 172.28.69.216
|l ﬁ:& TelepresenceRoom14/Bldg 19 San Jose 16240 Telepresen... 172.28.69.215
Rows Per Page: | 10 @ Assign selected rooms to:

Creating Concierges

To add a new Concierge, from this window, perform the following steps:

Step1  Click New to display the New Concierges window.
Step2  Inthe New Concierges window, enter an identifier for the Concierge in the ID field
Step3  Enter a phone number in the Phone Number field.

Step4  You can choose to supply other information identifying the concierge in the Description field.

A

Caution  When putting information in the Concierge Description Field do not use a Carriage Return or
line feed, sometimes referred to as <CR> between words (do not hit return key).
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Figure 9-26 Adding a Concierge Window

2 tsbu-ctm30 - Cisco TelePresence Manager, -- Webpage Dialog

New... Concierges

ID: | | =
Fhone Mumber: | |

Description:
Set as Default: F]
* Required Fields

All Cisco TelePresence rooms must be assigned to a Concierge. If you haven’'t specified a Concierge for
aroom, the System installed <Unassigned> Conciergeis the default Concierge for all rooms discovered
in CTS-Manager. You can change the default Concierge to a specific Concierge by checking the Set as
Default checkbox in the Concierge details window. Any Cisco TelePresence room discovered by
CTS-Manager will be assigned to the new default Concierge. Each time you specify a different
Concierge as the default, all future rooms discovered by CTS-Manager will be assigned to the new
default.

Assigning a Room to a Specific Concierge

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Once Concierges have been registered, the next step is to assign them meeting rooms:

Check the box next to aroom that has not been assigned.

Select a concierge from the Assign Selected Rooms drop-down list.
Click Apply.

To edit the concierge assignment:

Select the radio button next to the Concierge ID and click Edit.

In the Edit Concierges window, you can change the phone number and other information identifying the
concierge.

To delete a Concierge, select the radio button next to the concierge ID and click Delete.

[ oL-13673-04
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Y

Note

CTS-Manager 1.5 supports a default concierge that is assigned to endpoints that have no specific
concierge assignment. Earlier versions of CTS-Manager allowed more than one concierge to have the
same phone number. If you are upgrading to version 1.5 from an earlier version that allows a concierge
to share a phone number with another concierge, during the upgrade CTS-Manager 1.5 changes the
phone number of one of the concierges and assigns that concierge to the endpoint.

Policy Management

The Policy Management window lists the three default policies to support scheduling and conference
termination:

Figure 9-27 System Configuration - Policy Management Window

System Configuration > Policy Management

Policy Management
Showing 1 - 3 of 3 records

| Policy Name * | Paolicy Type | Paolicy Dezcription
) Default CONF_MAN This is the Default Conference Management Policy
) Default CTS This is the Default CTS Folicy
) Default CTMS This is the Default CTMS Policy

Rows Per Page: m

e CTM S policy—describes the switching policy for multipoint meetings. The switching mode can be
set to either Speaker or Room switching. You also use the policy management window to set the
number of scheduled meetings pushed to CTM S devices. The default isto push 14 days of meetings,

therangeis 1 to 30 max.
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Figure 9-28 CTMS Policy Window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Edit... Policy Management

Mame: Default
Type: CTMS
Description: |Thi5 i= the Default CTMS Policy |

Switching Mode:
Mumber of days pushed to CTMS:
* Required Field=s

e CTSendpoint policy—determines the number of days of scheduled meetings pushed to each
endpoint. The default is 14 days, the range is from 1 to 30 max.

Figure 9-29 CTS Endpoint Policy Window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Edit... Policy Management

MName: Default

Type: CTS

Description: |i'|'hi5 i= the Default CTS Folicy |
Mumber of days pushed to phone:

* Required Fields

e Conference Manager policy—specifies the following:

— Force Meeting Ter mination—Setting thisto “Yes” allows the endpoints and any MCU device
to automatically terminate a conference call according to the scheduled meeting time. The
default is“No”, so that meeting participants can continue a call past the scheduled end time of
the meeting.

- Early Meeting Start in minutes—Determines how many minutes before ameeting’s scheduled
start time a participant can press the One-Button-to-Push to initiate a meeting.

- LateMeeting End in minutes—Determines how many minutes ameeting may continue before
the call isforced to terminate. Thisfieldis grayed out if Force Meeting Termination is set to No.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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S,
Note  “Early Meeting Startin minutes” affects both point-to-point meetings and multipoint meetings. All other
settings affect only multipoint meetings.

Figure 9-30 Conference Manager Policy Window

&1 tsbu-ctm18 - Cisco TelePresence Manager -- Webpage Dialog

Edit... Policy Management

MName: Default

Type: CONF_MAN

Description: |Thi5 is the Default Conference Management Folicy

Force Meeting Termination: O ves ®No

Early Meeting Start in minutes:

Late Meeting End in minutes: |:|

Matify Meeting End Prior Ta Scheduled End in minutes: 10

* Required Fields

Remote Account

Use this window to set up limited access for remote users of this CTS-Manager. The remote account is
intended for use by Cisco technical support personnel so they can access the system remotely to
troubleshoot problems. Secure Shell (SSH) is used to access the system. The remote account istypically
enabled for abrief period. Disabling the account will cause whoever islogged onto the system to be
logged off. Only one remote account can be set up at atime, but more than one remote account can be
active at the same time.

L ogin to the remote account is done using the account name and a pass phrase generated by softwarein
this CTS-Manager. The remote user uses the account name, the pass phrase, and a utility available at an
internal Cisco web site to generate alogin name and password that allow access to this

Cisco TelePresence Manager.
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Figure 9-31 System Settings Window Remote Account Tab

system Configuration > System Settings

IF Settings 1[ MNTE Settings 1[ SHMP Settings ]| Remote Accuunt] Password 1[ S}rsternw

Account Name: | |='=

Duration (days): | |=|=

To start the remote login account process:

Step1  Type aname for the remote login account in the Account Name field.
This name can be anything you choose, using English characters.
Step2  Typein the number of days that the account should be active.
Step3  Click Add.
This step generates a pass phrase.

To complete this process, the account name and pass phrase are entered into a utility at the following
Cisco Internal web site:
https://remotesupporttool .cisco.com/logon.php

For security reasons, if remote usersfail to log off, they will belogged off automatically at thetimelisted
in the Expires field.

System Configuration - System Settings

Use the System Configuration, System Settings window to restart CTS-Manager.

Figure 9-32 System Settings Window System Tab

System Configuration > System Settings

IP Settings 1[ NTP Settings 1[ SHMP Settings 1[ Remote Account 1[ Password 1| System]

Username: admin

Password: | | -

Step1  Torestart the system, click on the System tab.
e The username cannot be changed.

Step2  Enter your password.

Step3  Click on Restart.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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This will restart the CTS-Manager system.

Application Settings

The System Configuration Applications Settings window is used to set three different options:
Interoperability with Video Conferencing, Intercompany, and Meeting Notification Email.

Figure 9-33 Application Settings Window

System Configuration > Application Settings

Interoperability with Video Conferencing

Enable Feature: O Yes & No +
Intercompany
Prowider Another Company Hosts
Enable Feature: O Yes @ No pany

Our Company Hosts

Meeting Notification Email
Enable Feature: ® Yes O Mo
Copy Outgoing Email To: | ++

(+) Interoperability with Video Conferencing can be enabled..
(++) All email generated by Cisco TelePresence Manager will be sent/copied to this address.

Interoperability with Video Conferencing Settings

The default setting for inter operability with video conferencing is“Disable.” If the setting is grayed out
and cannot be changed to “Enable,” there is at least one CTS endpoint or MCU device that is not
interop-ready. All endpoints and CTMS MCUs must support interop before you can enable Interop
settings. Make sure all devices discovered by CTS-Manager are running interop-enabled software
releases.

If Interoperability with Video Conferencing has been set to “ Enable” and is grayed out so that you can’t
disable it, the CUV C, added through the MCU devices window, isincluded in at least one scheduled
meeting. In order to disable interop services, you must first Deallocate the CUVC, and then Delete it
from the MCU Devices window.

Intercompany Setting

Enabling Intercompany allows you to schedul e multipoint meetings between two different organizations.
Once you enable the Intercompany feature it cannot be disabled.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
9-48 0L-13673-04 |




| Chapter9 Additional Installation Configurations for Cisco TelePresence Manager

CTS-Manager Redundancy Failover Procedure

Meeting Notification Email Settings

The default setting for Meeting Notification Email is’ Yes'. If you changethis setting to’No’ you disable
email notifications, and Confirmation emails and Action Required emails are not sent to meeting
organizers.

You can also specify an additional email address. All emails generated by Cisco TelePresence Manager
will also be sent to this address.

A secondary email address specified for IBM Domino installationsis included in the BCC field when
emails are generated.

A secondary email address specified for Microsoft Exchange installations is included in the CC field
when emails are generated.

CTS-Manager Redundancy Failover Procedure

Cold Standby

~

Note

Note

The Cisco TelePresence Manager configuration for aredundant system isto have a primary and abackup
CTS-MAN system with amirror configuration.

If aredundant system is configured, make sure database backups are performed regularly.

In aredundant system, the primary CTS-MAN is active and the backup is powered off.

When a CTS-MAN primary system stops working, meetings scheduled during this down-time will not
be pushed to the phone. Meetings can still be scheduled in the Exchange of Notes during athe downtime
and all meetings “one button to push” on the phone will not be affected. Once the backup CTS-MAN is
online, meetings scheduled during the primary down-time will be processed and pushed to the phones.

It isrecommended to use the same hostname and the same | P address for CTS-MAN replacement server.

CTS-MAN Failover Procedure
When the primary CTS-MAN fails, perform the following procedure:

[ oL-13673-04
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Figure 9-34

Figure 9-35

e To start the failover procedure, power off the primary CTS-MAN system.
e Power on the backup CTS-MAN system.

¢ Restore thelast CTS-MAN database to the backup CTS-MAN, click Available Backupsto
complete this task

System Configuration Database Restore Backup Window

IICIIISI(I.'IOII Cisco TelePresence Manager admin | Logout | Pre es | Help | About
Host: sjc-cts-m... System Configuration > Database

=3 Unified CM ~ ~
* System Configuration [sstings [[eadhur | maseors ]

% SE“”:“’ SaEings Restore Type: @ Lacal O Metwork

 Database
Festore Mo sft Ft,
(@ Micrasoft Exchange I L

47 LDAP Server
& Discovery Service 2 |
SR MCU Devices 0 v .
B Concierges
& access Management :
I3 Policy Management I
B2 System Settings * Required Fields
% application Settings
(& Software Upgrade

+ Troubleshoating
B system Log Showing 0 - 0 of O records
£l Log Files | | Time stamp (+) ~ | status ] Type I Hostnarne I

v

System Status =

¢ Next, perform are-sync with Microsoft Exchange or IBM Domino database from the backup
CTS-MAN.

Lacatian

System Configuration - Microsoft Exchange Re-sync Window

'é'l's'":l:"' Cisco TelePresence Manager admin | Logout | Pr s | Help | About
Host: sjc-cts-m... System Configurati Microsoft Exchange

A SMTP LHS:

@ Systern Information Password: i
* Suppart

E;‘l Deshtnard Mumber of Meetings Per Query: ilDU ! *
E] Scheduled Meetings

i Rooms * Raquired Fields Test Connection apply | | Resat
S
Q? Unified cM Synchronization Operations
¥ Systern Configuration . | E—
i b Subscription Status: All e Room: |
B security Settings

\% Database Showing 1 - 3 of 3 records
lﬁ Micrasoft Exchange

Certificate:

@ LDAP Server Room Name ~ Last Synchranization Time [+] | Subscription $tatus
% Discovery Service Sl ‘/02/23/2009 12:03 AM Success
S MCU Devices is ¥'02/23/2009 12:03 AM Success
& consieroes R ¥ 02/23/2009 12:03 AM Success

& Access Management
(Z Dolic Manscerant ¥

System Status @

Today's Meetings:

Wwith Errar: F o
In Progress: & o
Scheduled: B o
Dther E Q s Rows Per Page: |10 | 14
er Errors: 110

[E3

e After ensuring the information is correct, click Re-sync to complete the re-sync.

Y

Note  This Re-sync in Exchange must be verified in an Exchange environment, not CTS-MAN.
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CTS-Manager Redundancy Failover Procedure

Warm Standby

CTMS Warm Standby for Scheduled Meetings
Both the primary and backup CTMS systems are configured independently with different access
numbers, etc.

Each CTMSis configured in the CTS-MAN. Both primary and backup CTM S are powered on and
connected to the network at all times. The meetings will only be scheduled on and serviced by the
primary CTMS.

CTS-MAN Redundancy Failover Procedure

With aredundant CTS-MAN system, make sure to configure two CTM S and register the primary with
CTS-MAN in “Scheduled” mode and the backup in “Non-Scheduled” mode.

N

Note = Both CTMS are active, but meetings are to be scheduled on the primary “Scheduled” CTMS

When the primary CTS-MAN fails, perform the following procedure:

Step1  To start the failover procedure process, power off the primary CTS-Man.
Step2  Power on the backup CTS-MAN.

Step3  Restore the last CTS-MAN database to the backup CTMS, click Available Backups to complete this
task

)
Note  During aprimary CTMS failure, all multipoint meetings in progress will be disconnected and no new
meetings will be allowed to start. Migrating all meetingsis only allowed to a non-scheduled CTMS.

Figure 9-36 System Configuration Database Restore Backup Window
I::Illslélclvl Cisco TelePresence Manager admin | Logout | Preferences | Help | About
Host: sjc-cts-m... System Configuration > Database
<% Unified CM [ [P ~
~ Systern Configuration |etting =i [ Backup | Restore
fis security Settings Restore Type: @ Local O Hetwork
[# Database = =
(3 Microsoft Exchange SRR
47 LDAP server [
7 Discover ¥ Service ; [ 'z
2 MCU Devices
2% concierges
Access Management
@ policy
# system setings * Raguired Fields

[% application Settings
(# Software Upgrade
~ Troubleshosting
& system Log Showing 0 - 0 of 0 records
& Log Files | | Time stamp (+) | Status | Type ] Hastname ] Lacation
v

System Status e
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Il CTS-Manager Redundancy Failover Procedure

CTMS Redundancy Failover Procedure

Figure 9-37

Figure 9-38

Step 1

“non-scheduled” CTMS.

System Configuration MCU Devices - Details Window

MCU Devices

-ctsmgr-exh03 - Cisco TelePresence Manager -- Web Page Dialog

Showing 1 - 1 of 1 records

Step 2
Step 3

Update Schedule

] [ Wiew Mestings

Details...
@ ok Type: CTMS
MCU Hastname: 172282346
Username: CTSMAN
Timezone! PSTERPDT
Access Numbers! 27997
Segment Count: 24
Control State: Scheduled
Migrate All Mestings To:
Change the Control State of primary CTMS to Non-scheduled

Change the Control State of the backup CTMS to Scheduled.

When the primary CTMS fails, log into CTS-MAN and migrate all scheduled meeting to the backup

System Configuration MCU Devices - Edit Window

Himm
Cisco

Host: sjc-cts-m...

[] pashboard
[5] scheduled Mestings
ﬁ Rooms

A. MCU Devices

%5 Unified CM

System Configuration
Security Settings
Ea Database

@ Microsoft Exchange
47 LDAP Server

& Discovery Service
3 MCU Devices

4

Cisco TelePresence Manag

-man-1 - Cisco TelePresence Manager -- Web Page Dialog.
.. MCU Devices

admin

| Legout |

MEU Hastname: 172.28.29.46
Username: [cTsman *
Password: [annee [

Cantrol State: @ Scheduled O Non-Scheduled

Timezone: PST&RPDT
Access Numbers: 27997
Segment Count: 24

* Required Fields

Help | About

howing 1 - 1 of 1 records

1P Address
172.28.29.46

Concierges

Access Managernen:
[& policy Management
B system Settings
[54 application Settings

Haws Per Pager [ 10

TTEW

BT TETETE

All scheduled multipoint meetings are moved to the backup CTS-MAN and “ One Button to Push” entries
are updated with the new CTM S access number and conference ID. The time it takes to update all
meeting entries and update all phones will vary depending on the number of meetings and CTS

endpoints.
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W Introduction

Introduction

System monitoring tasks consist primarily of monitoring and updating meeting schedules and
monitoring the status of rooms and system services.

Post-Install Guidelines for CTS-MAN

The purpose of this guideisto outline the information you will need to reference in order to continue to
configure the system after installing the CTS-MAN.

The flow of tasks you need to do for additional configurations for the CTS-MAN are provided in the
following table.

Table 10-1 Post-Install Guidelines for Configuring CTS-MAN

Configuring Procedures
Guidelines after Installing
CTS-MAN Description Location

Monitoring CTS Manager Describes the support features | Current Chapter
available when you log into
CTS-Manager using aConcierge

role.
CTS-MAN Emailsand End-User | The Calendar service (either Chapter 11, “CTS-MAN Emails
Web Ul Microsoft Exchange or IBM and End-User Web UI”

Domino) sends an acceptance
email to the meeting organizer,
with the notice that the rooms
have been reserved and placed
on the calendar. CTS-Manager
also sends either a Confirmation
email or an Action Required
email to the meeting organizer
when a meeting is scheduled

If at any time you encounter problems, go to Chapter 13, “ Troubleshooting Cisco TelePresence
Manager” to see how to correct the problem.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Scheduled Meetings

Figure 10-1 Scheduled Meetings window

Support > Scheduled Meetings

Scheduled Meetings

Start on: [12/8/2008 |ESs| eEndon:  [12/18/2008 |[E  status:
Room: | | Scheduler: | | MCU: | | [Filter]
Showing 1 - 10 of 17 records
| Start Time (+) ~ | End Tirme [+] | Status | Foom | Scheduler ~ | Subject

TelepresenceRoom31
O 12/08/2008 03:00 AM 12/08/2008 09:30 AM i TelepresenceRoom32
(o]
TeleprezsenceRoom33
— TeleprezenceRoom32
() 12/09/2003 08:00 AM 12/09/2008 08:30 AM [?ﬂt F
TeleprezsenceRoom31
: : 5 elepresenceRoom
O 12/09/2008 10:00 AM 12/09/2008 10:30 AM -'@ Tel R 32
TelepresenceRoom33

TeleprezenceRoom32

() 12/10/2008 08:00 AM 12/10/2008 08:30 AM [}"'@
TelepresenceRoom33
- TeleprezenceRoom31
O 12/11/2008 11:30 AM 12/11/2008 12:00 PM o"@ F

TelepresenceRoom32

TeleprezsenceRoom31

avilan@srd...

avilan@srd...

chen@srdev...

avilan@srd...

Motwani@sr...

Recurring multipoint

Single room meeting

3 davs no end

P2P recurring

Test 1

¢ 12/11/2008 05:00 PM 12/11/2008 05:30 PM 3:'@ TelepresenceRoom32 Motwani@sr... Single rocm meeting
TelepresenceRoom33

) 12/11/2008 08:00 PM 12/11/2008 08:10 PM i TelepresenceRoom31 Halim@srde.., LToo=t< 32,'
TelepresenceRoom32 Recurring ...
TeleprezenceRoom31

O 12/12/2008 10:00 AM 12/12/2008 10:30 AM ?-'@ TelepresenceRoom32 chen@srdev... 3 davs no end
TeleprezsenceRoom33
TeleprezenceRoom3z2

) 12/12/2008 02:32 PM 12/12/2008 02:49 PM [:9:'@ TelepresenceRoom33 chen@srdev... daily no end
TeleprezenceRoom3d
TelepresenceRoom31

O 12/15/2008 02:00 AM 12/15/2008 09:30 AM [:% TelepresenceRoom33 avilan@srd... Recurring multipoint
TelepresenceRoom32

First < Previous Rows Per Page: | 10 % Details

{+) All times are shown in time zone America/Los_Angesles (GMT -8.0)

When a Cisco TelePresence meeting is scheduled using Microsoft Outlook or IBM Lotus Notes, an
e-mail is generated to confirm the meeting and provide a link to meeting details. The Scheduled

M eetings window provides another way to view and modify meeting details.

[ oL-13673-04
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Process/Response Times for Scheduled Meetings

Microsoft Exchange or IBM Domino calender servers typically confirm a meeting request within one
minute if all the affected meeting rooms are in auto-accept mode. A meeting room in proxy mode must
have a delegate respond to a meeting invite. This can affect the response time for a scheduled meeting.
Once all room reservations are confirmed the meeting should appear in the Scheduled M eetings window
and the phone Ul within five minutes. If email alerts are turned on, confirmation or error emails are
generated and sent within 10-15 minutes.

Modifying Meeting Details from a Calendar Client

Note

e If ameeting organizer updates the Subject field of a meeting scheduled with Lotus Notes that has
already been sync’'d with CTS-Manager, the update is not reflected in phone user interface.

¢ If ameeting is modified within afew minutes of the meeting’s starting time (such as atime change,
or room change), the modification may not appear on the room phone screen or in the
Cisco TelePresence Manager’s Scheduled Meetings window. This does not affect any user’s ability
to schedule a new meeting at the original time (pre-modified) time.

e A notification email is not generated if a meeting is processed as part of a server startup.

A tentative room meeting processin CTS Manager does not work for the Domino Calendar server at this
time.

Calendar Scheduling Limitation

CTS-Manager only displays endpoint scheduling information for a 12 month window. If a meeting
organizer schedules a recurring meeting with meeting instances that extend outside this window, those
meeting instances are added to the CTS-Manager database as the calendar date moves forward. If a
meeting organizer schedules a future meeting outside the present 12 month window the meeting is not
displayed in CTS-Manager until the meeting falls inside the 12 month window.

Generating Scheduled Meeting Reports

Step 1
Step 2
Step 3

You can generate a report about specific scheduled meetings or activity between specific dates by
supplying any or all of the following details:

Type the meeting room name in the Room field.
Type the user name of the meeting organizer in the Scheduler field.

From the Status drop-down list, choose the All, Needs Help, With Error, In Progress, Scheduled,
Completed, or No Show meeting status.

N
Note A meetingisin the Needs Help state if the Concierge soft key on the room phone has been
selected.

|| Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Scheduled Meetings W

Step4  Usethe Calendar icon to choose beginning and ending dates, or type the dates in the Start On and End
On fields using the MM/DD/YYYY date format.

Step5  Type the name of the MCU.
Step6  Click Filter.

Table 10-2 describes the Scheduled Meetings information.

Table 10-2 Scheduled Meetings Information
Field Description or Setting
Start Time The scheduled starting time for a meeting. Click the arrow in the

header of the Start Time column to sort the time from earliest to
|atest or latest to earliest.

End Time The scheduled ending time for a meeting.

Status Meeting status: All, With Error, In Progress, Scheduled, Compl eted,
or No Show.

Room M eeting room name as specified in the Microsoft Exchange or IBM

Domino database.

Scheduler Login name of the person who scheduled the meeting. Click the
arrow in the header of the Scheduler column to sort the list in
ascending or descending al phabetical order.

Subject Information (such as the meeting subject) provided about the
meeting.

N
Note If ameeting does not appear in the list Scheduled Meetings and it is a recurring meeting, check

the starting date of the first occurrence of the meeting. If the meeting was scheduled to begin
more than two years in the past, reschedul e future occurrences.

Exporting Scheduled Meeting Data

You can use the Export Data button to export your scheduled meeting data to a tab-separated values
(.tsv) file. The meeting data exported includes the meetings appearing in the Scheduled Meetings
window.

Usethefilter to display only the scheduled meetings you want to export. You can export as many as 500
meetings. The exported data file is a tab-delimited text file.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 10-2 Viewing Exported Scheduled Meeting Data
A [ E | C [ [u] E F [c] | H ]
Start Time End Time Status
[Start on: [End on: [Matches: Room [Matches: Scheduler [Matches: MCU [Matches:
1 | 2M02009] 02M312009] Instance Type | All] All} All] Subject Alll
TeleprezenceRoom3 ||
Recurring Meeting TelepresenceRoom32 ||
2 2M0 2008 10:00 2MMZ00310:30 ) [Instance] Mo Show TelepresenceRoom3? | chen@srdey.com 3 days no end
TelepresenceRoom32 ||
3 20002003 1100 2M082003 1130 Single Scheduled TelepresenceRoom3! | superuser@srdev.com Testing again
FRecurring Meeting TelepresenceRoom32 |l
4 21002008 15:00 2102009 18:30 [Instance) Scheduled TeleprezenceRoom? | shrivastava@srdev.com  more than 800 occurrences
FRecurring Meeting TeleprezenceRoom31Il
[} 20112004 15:00 21102009 158:30 [Instance)] Scheduled TeleprezenceRoom32 | shrivastava@srdewcom | more than 300 aoccurrences
Fiecurring Meeting TeleprezenceRooml
[} 201202008 11:30 21212003 12:00 [Instance) Scheduled TelepresenceRoom32 | Motwani@srdey.com Test1
Fiecurring Meeting TeleprezenceRoom32 ||
7 21242008 15:00 21242008 18:30 [Instance) Scheduled TelepresenceRoom3 | shrivastava@srdewcom | more than 800 aoccurrences
TelepresenceRoom3 ||
Fecurring Meeting TelepresenceRoomI3 || Fecording test - 2 rooms
2 21202008 1700 21212003 17:30 [Instance) ‘wiith Errar TeleprezenceRoom32 | Motwani@srdev.com TecUrring
Fiecurring Meeting TeleprezenceRoom3 || Test 32 - Recurring weekly no
a 21242008 20:00 21212003 20:10 ) [Instance) ‘with Error TelepresenceRoom32  Halim@srdew.com end date with 2 raoms
TelepresenceRoom3 ||
Fecurring Meeting TelepresenceRoomI3 ||
0 212008 10:00 2132009 10:30 ) [Instance] ‘wiith Errar TeleprezenceRoom32 | chen@srdev.com 3 dayz no end
FRecurring Meeting TelepresenceRoom33 |l
1 212009 14:32 2132003 14:49 [Instance) Scheduled TeleprezenceRoom32 | chen@srdev.com daily no end
Fecurring Meeting TeleprezenceRoom2 ||
12 2132003 15:00 21312003 18:30 [Instance) Scheduled TelepresenceRoom3 | shrivastava@srdewcom | more than 800 accurrences
13
14 | Report generated ak: Tuesday, February 10, 2003 1101 AN [(Americallos_Angeles)
15 | Report generated by: admin
1€ | Report generated from: tsbu-ctmis
17 | Alltimes are shownin time 2one: Americallos_Angeles

Meeting Details

To see meeting details, click the radio button next to a scheduled meeting and click Details.

For more information about the Meeting Details window refer to “Chapter 11, “CTS-MAN Emails and
End-User Web UI” "

Rooms

Choose Roomsto display information about the Cisco Tel ePresence meeting rooms. The Rooms Support
window is divided into three, tabbed views.

e The Summary view displays the status of all the Cisco TelePresence rooms registered with
Cisco TelePresence Manager. Table 10-3 on page 10-8 describes information in this window.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Step 1

Step 2
Step 3

Scheduled Meetings W

e The Status view displays the different error types for Cisco Unified CM, each Cisco TelePresence
System registered with Cisco TelePresence Manager, and Microsoft Exchange or IBM Domino
connection errors. Table 10-4 describes information in this window.

e The Capability view displays the availability of certain Cisco TelePresence features. Table 10-5
describes information in this window.

Generating Room Reports
You can generate a report about specific meeting rooms and meeting status, as follows:

Choose the status—All, OK, Error, Needs Help, or In Use—from the Status drop-down list.

N

Note A roomisinthe Needs Help state if the Concierge soft key on the room phone has been
selected.

Type the meeting room in the Room field.
Click Filter.

N

Note A maximum of 100 rooms are displayed per page. If you have more than 100 rooms registered
with Cisco TelePresence Manager you can click the Next button to display the additional rooms.

[ oL-13673-04
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Figure 10-3

Support > Rooms

Room Window Summary Tab

Summary | Status | Capability
Room: | |
Showing 1 - 4 of 4 records
Roorm Help Unified
Status * Room Mame - Time Zone Description IP Address
Phans Contact CM
& ﬁm TelepresenceRoom34 44000 Pacific Telepresence Room 172.28.69.230 fsbu-
Standard/Day... 34 (Spa... ctm23
) ﬁm TelepresenceRoom32 32000 Pacific Telepresence Room 172.28.69.228 tsbu-
Standard/Day... 32 ctm23
() ﬁm TelepresenceRoom31 31000 Facific Telepresence Room 172.28.69.227 febu-
Standard/Day... 31 ctm23
@] % TelepresenceRoom33 43000 Facific Teleprasence Room 172.28.69.225 febu-
Standard/Day... 33 ctm23
Previous ext S Last Rows Per Page: | 10 # Update Schedule ew Meetings
Table 10-3 Room Summary
Field Description or Setting
Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header
of the Status column to sort the list in ascending or descending al phabetical order.
Room Name M eeting room name.
Room Phone M eeting room telephone number.
Help Contact Concierge who is assigned to the room.
Time Zone Displays the Time Zone location of the endpoint.
Description M eeting room description. If text is truncated in this field, move your mouse
pointer over the text to see the entire description.
IP Address I P address of the Cisco TelePresence System.
Click the address to go to the Cisco TelePresence System Administration login
page.
Cisco Unified CM IP address of Cisco Unified CM
Click the address to go to the Cisco Unified CM Administration login page.
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Manually Updating Room Schedules on the Cisco TelePresence Room Phone

To update aroom’s I P phone with what is currently scheduled in the Microsoft Exchange or
IBM Domino database, perform the following steps:

Step 1 Click the radio button associated with a room.
Step2  Click Update Schedule.

Viewing Scheduled Meetings for a Specific Room

To obtain additional information about any meetings associated with a room, perform the following
steps:

Step 1 Click the radio button associated with a room.
Step2  Click View Meetings.

Figure 10-4 Room Window Status Tab

Support > Rooms

Summary | Status | Capability

Status: | All % | Room: | |
Showing 1 - 4 of 4 records

Conneckivity CTS Unified CM Micrasoft Exchange

Unified Unified CTS CTS profil e —— s

ronle nal unsCHpaon Yync

Status ¥ Room Name ~ CM/CTS | CM/Phone | Man/CTS | Error - S - -

- - - -

) TelepresenceRoom34 v v v X v v v v
o TelepresenceRoom32 v v v X v v v v
2 TelepresenceRoom31 v v v b g v v v v
% TelepresenceRoom33 v v v X v v v v

Previous ext = L3st|  Rows Per Page: |10 v
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Table 10-4 Room Status

Field Description or Setting

Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header of
the Status column to sort the list in ascending or descending alphabetical order.

Room Name M eeting room name.

Connectivity

Cisco Unified CM/CTS An X indicates a problem with the connection between Cisco Unified CM and the
Cisco TelePresence room.

Cisco Unified CM/Phone An X indicates a problem with the connection between Cisco Unified CM and the IP
phone in the TelePresence meeting room.

CTSMan/CTS An X indicates a problem with the connection between the
Cisco TelePresence Manager and the Cisco TelePresence room.

CTS

CTS Error An X indicates a communication problem between the Cisco TelePresence meeting

room and Cisco Unified CM.

Cisco Unified CM

Profile An X indicates a problem with the Cisco TelePresence System user profile stored in
Cisco Unified CM.

Email 1D An X indicates aproblem with the Cisco TelePresence System email ID stored in Cisco
Unified CM.

Microsoft Exchange

Subscription An X indicates a subscription problem between the TelePresence meeting room and
Microsoft Exchange.

Note A subscription error may be indicated by an X when thereis no error. This can
be caused when an invalid email addressis assigned in Unified CM, that does
not match the email address in Microsoft Exchange.

Sync An X indicates a synchronization problem between the room and Microsoft
Exchange.

IBM Domino

Subscription An X indicates a polling problem between the TelePresence meeting room and the

Domino server

Note A subscription error may be indicated by an X when thereis no error. This can
be caused when an invalid email addressis assigned in Unified CM, that does
not match the email addressin IBM Domino.

Sync An X indicates a synchronization problem between the Tel ePresence meeting room and
the Domino server.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Figure 10-5

Scheduled Meetings

Room Window Capability Tab

Support > Rooms

Summary | Status | Capability
Room: | |
Showing 1 - 4 of 4 records
Web
CTS Multipoint i Document | Conference Satellite 30 i
Stavtus Room Name ~ Version Conference Pro]jcbur Camera Termination Inhirup Roonn FPS services
- - - - - - Security
Mot
e Tel Room34
Wa elepresenceRoom Available (" x x v v » » Eﬁ]
CTS
[e=x]
o TelepresenceRoom32  1.5.0 v X 4 v v v X M
(janngu
CTS
[a=s]
o TelepresenceRoom3l  1.5.0 v X 4 v v v x M
(janngu
CTS
o=z
e TelepresenceRoom33  1.5.0 v x b 4 v v v x L]
{19186
Rows Per Page: | 10 [+
Table 10-5 Room Capability
Field Description or Setting
Status Room status: All, OK, Error, Needs Help, or In Use. Click the arrow in the header of
the Status column to sort the list in ascending or descending alphabetical order.
Room Name M eeting room name.
CTS Version Displays the software release version for the CTS endpoint.

Note Versionsof CTS prior to 1.5 only display “Not Available” in thisfield. This

does not affect any functionality.

Multipoint Conference

A check specifies the endpoint supports multipoint meetings.

Projector

A check specifies the endpoint includes a working projector.

Document Camera

A check specifies a document cameraisinstalled.

Conference Termination

A check specifies the endpoint supports conference termination. Refer to “ Policy
Management, page 9-44” in Monitoring Cisco TelePresence Manager for more
information about conference termination.

Interop

A check specifies the endpoint supports Interop calls.

[ oL-13673-04

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide |



Chapter 10 Monitoring Cisco TelePresence Manager |

M MCU Devices

Table 10-5 Room Capability (continued)

Field Description or Setting

Satellite Room A check specifies the endpoint is using a satellite connection.

30 FPS A check specifies the endpoint supports 30 frames per second data streaming for
presentations.

Web Services Security A check specifies the endpoint supports HTTPS communications.

MCU Devices

Choose MCU Devices (Multipoint Conference Unit) to display information about the MCUs associated
with Cisco TelePresence Manager. The MCU window is divided into two tabs—Summary and
Capability.

Summary Tab

The Summary tab lists the MCU devices associated with CTS-Manager.

Generating Multipoint Conference Unit Reports

You can generate a report about specific MCU devices with the following steps:

Step1  Choose the status—All, OK, or Error—from the Status drop-down list.

Step2  Typethe MCU Hostname in the M CU field.

Step3  Click Filter.

Stepd  Select aMCU and click Details to display a detailed report about the MCU device.

Step5  Select aMCU and click Update Schedule to send the latest meetings schedule to the MCU.
~

Note = The Update Schedule button is not available when you select a CUV C device, because there is
no direct communication between a CUV C and CTS-Manager.

Step6  Select aMCU and click View Meetings to display alist of meetings assigned to that MCU.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 10-6

McCU Window Summary Tab

MCU Devices

Support > Multipoint Conference Unit

Summary | Capability
MCU Devices
Status: Al v MCU: | |
Showing 1 - 2 of 2 records
| Status | Hostmame ™ | Type ™ | Control State ~ Cescription
) Error tsbu-ctm17 CTMS Scheduled CTS Manager
O oK tsbu-cuve Cuvc Scheduled CUvVC
= = Rows Per Page: | 10 [+ e Schedule e eetings
Table 10-6 Multipoint Conference Unit
Field Description or Settings
Status MCU status: All, OK, or Error. Click the arrow in
the header of the Status column to sort thelist in
ascending or descending alphabetical order.
Note A CUVC always shows a status of OK.
Hosthame The address of the MCU.
Type CTS-Manager supports two types of MCU:
e Cisco TelePresence Multipoint Switch
(CTMS)
¢ Cisco Unified Video Conferencing (CUVC)
Control state Control state: Scheduled or Non-scheduled. A
MCU is available for meetingsif itisina
Scheduled Control state.
Description The description field displays information about
the MCU.
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 10-7

CTMS Details Window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Details...

Type: CTMS

MCU Hostname: tebu-ctm1?

Username: tzbu-ctmi7usr

Timezone: America/Los_Angeles

Access Numbers: 17410

Segment Count: 43

Control State: Scheduled

Migrate &Il Meetings To:
Table 10-7 Details Window for a CTMS
Field Description or Settings
Type Thisisaways CTMS.
MCU Hostname This is the address of the MCU.
Username Username used to log into the MCU.
Timezone Displays the timezone where the MCU is located.

Access Numbers

The MCU dial-in phone number.

Segment Count

The number of resources available on the MCU.

Control State

Scheduled or Non-schedul ed.

A MCU isavailable for meetingsif itisina

Scheduled Control state.

Migrate All Meetings To

All meetings scheduled to use the MCU can be
migrated to a Non-scheduled MCU. Click the
checkbox and choose another MCU from the

drop-down list.
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Figure 10-8 CUVC Details Window

2 tsbu-ctm18 - Cisco TelePresence Manager, -- Webpage Dialog

Details...

MCU Devices

Type:

MCU Hostname:

Access Mumber Prefix for CTMS:

Access Number Prefix for Video Conference Participants:
Conference 1D Length:

Maximum Farticipants per Conference:

Minimum Participants per Conference:

Total resources:

Control State:

Multiple EMF Cards Support:

CuUWC
tsbu-cuvc
123

Scheduled
Dizabled

Table 10-8 Details Window for a CUVC

Field Description or Settings
Type Thisisaways CUVC.
MCU Hostname Thisis the address of the MCU.

Access Number Prefix for CTMS

The access number prefix for your CTM Sisbased
on your enterprise dialing plan.

Access Number Prefix for Video Conferencing
Participants

This access number prefix is based on your
enterprise dialing plan.

Conference ID Length

The values can be 1-8.

Maximum Participants per Conference

Enter a numeric value for the maximum number
of meeting participants that may dial into the
conference call.

Minimum Participants per Conference

The minimum value for thisfield is 2. Thisvalue
cannot exceed the Maximum Participants per
Conference value.

[ oL-13673-04
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M MCU Devices

Table 10-8 Details Window for a CUVC (continued)

Field Description or Settings

Total Resources This value should be greater than the Maximum
Participants per Conference.

Note If you have enabled EMP card support the
values in the Total Resources field and
the Minimum Participants per
Conference field are calculated for you.
The calculationis Number of EMP Cards
X Maximum Participants per
Conference.

Control State Scheduled or Non-schedul ed.

A MCU isavailable for meetingsif itisina
Scheduled Control state.

Multiple EMP Cards Support Enabling EMP card support provides additional
resources to support a greater number of video
calls using the CUVC. CTS-Manager with EMP
card support enabled allows up to 48 video calls
per EMP card.

Capability Tab

The Capability tab identifies the Cisco TelePresence features available for each MCU device. Refer to
Figure 10-9 on page 10-17.
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Figure 10-9

MCU Window Capability Tab

MCU Devices

Support > Multipoint Conference Unit

Summary | Capability
MCU Devices
Status: Al v MCU: | |
Showing 1 - 2 of 2 records
Status Hostame - Type * Version T Switching Conference Interop Web Services
bl Termination ™ il Secunity ™
_ 1.5.0.0
Error tsbu-ctm17 CTMS e v v v %
oK tsbu-cuve cuvc X X X 7]
= = Raows Per Page: m
Table 10-9 MCU Capability
Field Description or Settings
Status MCU status. OK or error.
Hostname The hostname for the MCU device.
Type Identifies the MCU as either CTMS or CUVC.
Version Displays the software version running on the
device.
Switching A check specifies the device supports either
speaker or room switching.
Conference Termination A check specifies the device supports conference
termination. Refer to “ Policy Management,
page 9-44” in Monitoring Cisco TelePresence
Manager for more information about conference
termination.
Interop A check specifiesthe deviceisrunning a software
version that supports interop services.
Web Services Security A check specifies the endpoint supports HTTPS
communications.
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Cisco Unified Communications Manager

To display settings that associate the Cisco TelePresence Manager with Cisco Unified CM, choose
Support > Unified CM.

Figure 10-10 Cisco Unified CM Window

Support > Unified CM

Service Status: 0K
Hostname: tsbu-ctm?23
1IF Address: 172.28.68.182

Table 10-10 describes fields and settings for the CUCM

Table 10-10 Cisco Unified Communications Manager Settings
Field Description or Settings
Service Status Display-only status report of system services.

You may see aprogress indicator in the status field, especially if
many Cisco TelePresence meeting rooms are being managed by
CTS-Manager. Each time this page is accessed, the status is
updated, and the progressindicator will be seen whilethe system
is discovering meeting rooms.

A

Caution  An error status may be reported if the connection to
Cisco Unified CM was caused by a network outage.
You can remove the error status by clicking Discover
Rooms on the System Configuration > Discovery

Service page.
Hostname Name of the Unified CM server host.
IP Address IP address of Unified CM server host.

Cisco TelePresence Manager Rel 1.5 Administration and Installation Guide
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Introduction

Introduction

Cisco TelePresence meetings are scheduled between two or more conference rooms. The Calendar
service (either Microsoft Exchange or IBM Domino) sends an acceptance email to the meeting organizer,
with the notice that the rooms have been reserved and placed on the calendar. CTS-Manager also sends
either a Confirmation email or an Action Required email to the meeting organizer when a meeting is
scheduled.

The Confirmation email provides additional information about the scheduled Cisco TelePresence
meeting, including alink to the CTS-Manager Meeting Details window. In order to access the Meeting
Details window the meeting organizer must log into CTS-Manager using their Windows logon account
(account name and password). For more information about Confirmation emails refer to the
Point-to-Point Meetings and Multipoint Meetings sections below. For more information about the
CTS-Manager Meeting Details window refer to the section Confirmation Meeting Details Window.

The Action Required email specifies the error that caused the email to be generated, and alink to the
Meeting Details window.

Point-to-Point Meetings

The Point-to-Point meeting confirmation email is described in Table 11-1.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Point-to-Point Meetings Il

Figure 11-1 Point to Point Meeting Confirmation Email

B TelePresence meeting - CONFIRMED - P2P recurring - Message (HTML) _ (O] x|

File Edit ‘“iew Insert Faormat Tools  Actions  Help

FaReply | CEReph oAl | CForward | S Ba LA | ¢ [ 3 XK | e - % - A I@l!

From: Cisco TelePPresence Manager Sent:  Thu 10f16/2003 1:43 AM
To lake Avilan
Cet

Subject:  TelePresence meeting - CONFIRMED - P2P recurring

Your Cisco TelePresence meeting has been CONFIRMED

Al ocourrences of your meeting have been confirmed. Additional options and information about this TelePresence meeting may be
found by chcking the following link.
Click Here*

Additional Meeting Options
Chcking the ink above may allow:
s Participate in a meeting with other companies,
s Inclide wdeo conferencing sites,
s Hide your meeting subject on the TelePresence phone,
s Other options.

Upcoming Occurrence Details

Suhbject: P2 recurning
Organizer: Jake Avilan (awilani@srdev. cotn)
Start Time: Wednesday, November 26, 2008 02:00 AW (AmericaTijuana)
End Time: Wednesday, November 26, 2008 08:30 AN (AmencaTyuana)
Rooms: TelepresenceReoom33

TelepresenceRoom32
Meeting Subject on Phone: Show

This message has been sent from an unmonitored mailbos
Please do not respond to this ematl Contact your TelePresence Help Desk for addiional mformation.

* Actual TRL 15 hitpsftsbu-ctm 18 cisco. com/sche dulerimeetinghlar/schedulerHome. do?
systernD=040000008200E00074C5BE7 101 ARZENOE000000002097EIE12E2FCA01000000000000000010000000AEF1BERT]

-
1| | »
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M Multipoint Meetings

Table 11-1 Point-to-Point Meeting Confirmation Email

Email Section Description

Confirmation Statement This section confirms the meeting is properly scheduled and containsthe link to the Meeting
(below the email banner) Details window.

Upcoming Occurrence Details | This section displays information about the schedul ed meeting, including some options that

Note If thisisasingle are set in the Meeting Details window.

instance meeting,
rather than a recurring
meeting this section is
labeled “Meeting
Details’.

Email footer The URL displayed at the bottom of the email isthe samelink to the M eeting Detail s window
as the link in the Confirmation Statement above.

Multipoint Meetings

The Multipoint meeting confirmation email is described in Table 11-2.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Multipoint Meetings

Figure 11-2 Multipoint Meeting Confirmation Email

B TelePresence meeting - CONFIRMED - Recurring multipoint - Message (HT~L)

 File Edit Mew Insart Format  Tools  Ackions  Help
Eg;ﬁapl'r .'_%Rﬂph‘ kol L—:}Forﬂard & Bz |l | w Lﬁ‘} 2 % | & - 9 - A% -@1!

Fromm: Cisco TelePPresence Manape: Senk: Wied 1071572008 6:44 AM
Ta Jake Avilan
Cc

Subjeck:  TelePresence mesking - COMFIRMED - Recurring rmultipoink

Your Cisco TelePresence meeting has been CONFIRMED

AT occurrences of yvour meeting have been contirmed. A ddiional optons and mtormation sbout thus TeleFresence meetng may be
found by chcking the olowng ok
Chele Here*

A dditional Meeting Cptions
Chcloing the link above may alow:
+ Darticipate in a meeting with other ¢orrpandes,
+ Include wdes conferencing sites,
s Hide your meeting subject on the TelePresence phone,
o Other ephions.

Upcoming Occurrence Details

Suhject: Eecurring multip cint
Organizer: Jakee Awilan (avilan(@erdev.cont)
Start Time: Monday, Hovember 24, 2003 0200 AW (AmericaTijuana)
End Time: Meonday, Movember 24, 2003 09:30 AN {AmencaiTinana)
Rooms: TelzpresenceResm32]
TeleprezenceBoom33
TeleprezenceRoom32
Blultipoint Meeting: Lridge Fhoxe Number:
Confarence I
Bleeting Subject on Phone: Show

This message has been sent Bom an unmontored matlhb oz
Plzaze do notreapeond to this emal. Contact your TelePresence Help Desle for addtional mfermation

* Acmal TEL is httpaditebu-cim 18 cisco. cornfsche duletime eting o scheculzrHome. do?
system D=0 00000053 200E00074 CSE7101ARZEAORI0000000F00 SFRCEBF 2ECS 01000000000 0000000 1000000051 24 A8 274

w
4 | b
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Bl Action Required Email

Table 11-2

Multipoint Meeting Confirmation Email

Email Section

Description

Confirmation Statement
(below the email banner)

This section confirms the meeting is properly scheduled and containsthe link to the Meeting
Details window.

Upcoming Occurrence Details | This section displays information about the schedul ed meeting, including some options that

Note If thisisasingle
instance meeting,

are set in the Meeting Details window.

In addition to the standard meeting information, this section contains the Multipoint Bridge

rather than arecurring |Phone Number and the meeting’s Conference ID.

meeting this section is
labeled “Meeting

Details.”

Email footer

The URL displayed at the bottom of the email isthe samelink to the M eeting Detail s window
as the link in the Confirmation Statement above.

Action Required Email

Action Required emails may be sent to the Meeting Organizer to alert them of the following error
conditions. The Action Required email is described in Table 11-3.

1205 - Missing Required Rooms: A second Cisco TelePresence room, or other participant has not
been defined for the meeting.

Thisistheonly type of error aMeeting Organizer can correct without administrative assistance. You
can see an example of thisemail in Table 11-3. You or the Meeting Organizer can correct this error
using the Meeting Details window, but the recommended way to resolve the error is to use the
calendar client used to create the meeting.

N

Note Thistype of Action Required error can also be caused by aroom not being deleted properly
from a calendar server, for example Microsoft Exchange. This can occur if the Meeting
Organizer schedules a meeting that includes a room in delegate mode. If the Meeting
Organizer schedules the meeting and then deletes it before the room delegate accepts the
invitation, this Action Required email is sent to the Meeting Organizer.

1211 - Room Not Compatible: One or more Cisco TelePresence rooms are running software that is
incompatible with the Cisco TelePresence Multipoint Switch.

1212 - Resource Not Available: Not enough Cisco TelePresence Multipoint Switch resources are
available to support the multipoint meeting.

1213- M CU Not Configured: A Cisco TelePresence Multipoint Switch has not been configured for
the network.

1217 - CUVC Resource Not Available: Insufficient Video Conferencing resources to setup
multipoint meeting.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Action Required Email

Figure 11-3 Action Required Email

B TelePresence meeting - ACTION REQUIRED - Single room meeting - Message (HTML)

© File Edit View Insert Format  Tools  Ackions  Help

| CgaReply | ClReply to Al | ChForward | S B (B3 | ¢ [ [23 X |« - & -A‘I'@!

From: Cisco TelePPresence Manager Sent:  Thu 10/16/2003 12:50 AM
To lake Avilan
Cet

Subject:  TelePresence meeting - ACTION REQUIRED - Single roon meeting

Your Cisco TelePresence meeting is NOT CONFIRMED

The following error was discovered:
A second TelePresence room, or other participant, has not been defined for this meeting. (Error: 12057

To fix this problem please click the following link.
Click Here*

Additional Meeting Options
Chcking the ink above may allow:
s Participate in a meeting with other companies,
s Inclide wdeo conferencing sites,
s Hide your meeting subject on the TelePresence phone,
s Other options.

Upcoming Occurrence Details

Suhbject: Single room meeting

Organizer: Jake Avilan (awilani@srdev. cotn)

Start Time: Tuesday, Movember 25, 2008 08:00 Al (AmericaTijuana)

End Time: Tuesday, November 25, 2008 08:30 AN (AmencaTijuana) |
Rooms: TelepresenceRoom32

Meeting Subject on Phone: Zhow

QOccurrences With Errors (first 50 shown)

A second TelePresence room, or other participant, has not been defined for
thiz meeting. (Error: 1205}

A second TelePresence room, or other participant, has not been defined for
thiz meeting. (Error: 1205}

A second TelePresence room, or other participant, has not been defined for
thiz meeting. (Error: 1205}

A second TelePresence room, or other participant, has not been defined for

IS PSSy S ) gt I 1 LY Llj

1216/2008 08:00 AL

01/20/200% 0500 AN

12/02/2008 08:00 AL

O1/13/2009 0200 AT
1| |
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Il Confirmation Meeting Details Window

Table 11-3 Action Required Email

Email Section Description

Confirmation Statement This section describes the error to be corrected before the meeting can be confirmed, and
(below the email banner) contains the link to the Meeting Details window. The error can usually be corrected using

the Meeting Details window.

Upcoming Occurrence Details | This section displays information about the schedul ed meeting, including some options that

Note If thisisasingle are set in the Meeting Details window.

instance meeting,
rather than a recurring
meeting this section is
labeled “Meeting
Details’.

Occurrences with Errors If thisisarecurring meeting, all the instances that have an error are displayed in alist. Only
some instances of a recurring meeting may be in error if the meeting organizer, using the
Calendar client has edited some of the instances. Clicking the date/timestamp link takes you
to the Meeting Details window for that meeting instance.

Only the first 50 meeting instances with errors are listed in the email, but all instances with
errors are listed in the Meeting Details window.

Note  The upcoming instance of a recurring meeting may not be one of the occurrences
causing the error. When you log into Cisco TelePresence Manager from the
upcoming meeting link, or any of the occurrences causing the link you will see all
the occurrences of the meeting listed in the left-hand column. Click on any
occurrence with an icon showing ared X to resolve the error.

Email footer The URL displayed at the bottom of the email isthe samelink to the M eeting Detail swindow
as the link in the Confirmation Statement above.

Confirmation Meeting Details Window

For description purposes the Meeting Details window is divided into the following sections:
e Meeting Details
¢ All Occurrences
¢ Occurrence Details - Rooms Tab Options
e Occurrence Details - Meeting Options
e Rooms - Interoperability Options

¢ Rooms - Intercompany Host Meeting Options

Meeting Details

Thisweb page allows you to specify options not available viayour Calender Application and allowsyou
to correct possible errors. Proceed to the Occurrence Details pane of this webpage to continue to set up
optionsfor your room configuration.Table 11-4 provides the Fields and Section Names with descriptions
for this window.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
m. 0L-13673-04 |



| Chapter11  CTS-MAN Emails and End-User Web Ul

Confirmation Meeting Details Window

Occurrence Details Pane

When the Meeting Details - Occurrence Details field isinitially displayed you will see the following
fields

e Rooms Tab
e Meetings Tab

Figure 11-4 Occurrence Details - Rooms Tab Field

"clll_{élol' Cisco TelePresence Manager avilan | : Help | About

Meeting Details

Meeting Manager helps autornate Cisco TelePresence calls by reviewing your meeting request and presetting the appropriate equipment to

launch your Cisco TelePresence experience with "One-Button-To-Push”, This webpage allows you to specify options not available wia your

calendar application and allows you to correct some errors,

Subject: Recurring multipoint
Scheduler: Jake Avilan {avilan@srdev.com)
State: Scheduled

All Occurrences Occurrence Details

Scheduled Start Time : Maonday, Movernber 24, 2008 09:00 AM (PSTEFDT)
[{% --> 11f24 /2008 09:00 AM <-- Scheduled End Time : Monday, Movember 24, 2008 09:30 &M (PSTSPDT)
[53 1z/01/200% 09:00 &M
% 12/08/2008 09:00 AM
L‘z% 12/15/2008 09:00 AM Cisco TelePresence Rooms {3 rooms )
fa@ 12/22/2008 09:00 AM TelepresenceRoom31

[53 1z/z9/z00% 09:00 &M

Rnnms] Meeting Cptions 1

TelepresenceRoom3s

TelepresenceRoom3z

Intercompany
. . T ves
Does this conference include TelePresence rooms from another company? &
* Mo
Interoperability with Yideo Conferencing
. . . . T ves
Does this meeting include Wideo Conferencing ¢
& Mo

* Required Fields apply | Reset |

Table 11-4 Meeting Details window

Field or Section Name Description

Subject The person scheduling the meeting enters the information in the Subject field.
Scheduler This field displays the name and email address of the person scheduling the meeting.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Il Confirmation Meeting Details Window

Table 11-4 Meeting Details window (continued)
Field or Section Name Description
All Occurrences This column lists all the occurrences of your recurring meeting. Each meeting instanceis a

link. Meeting icons showing ared X refer to those meeting instances with errors. Click the
link to show the meeting details for that instance.

Scheduled Start Time Displays the start date and time of the meeting.
Schedule End Time Displays the end date and time of the meeting.

Cisco TelePresence Rooms Displays the list of rooms included in the meeting.

I ntercompany If thisis an Intercompany Cisco TelePresence meeting click Yesto display the Intercompany
options. See sections Intercompany Host Meeting Options and | ntercompany Participant
Meeting Options for more information.

Note An Intercompany meeting cannot include any Interop devices.

Interoperability with Video If this meeting includes video conferencing endpoints click Yesto display the Interop
Conferencing options.

Meeting Options Tab

Clicking the Occurrence Details - Meeting Options tab in the Meeting Details window displays the
following selectible fields:

¢ Meeting Subject on Phone - Show or Hide
e Switching Mode: - Auto-Assign, Speaker, or Room
Table 11-5 describes these fields.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Confirmation Meeting Details Window

Figure 11-5 Occurrence Details - Meeting Options Tab

"cllls'.':lcl,' Cisco TelePresence Manage avilan | Logout Help | About

Meeting Details

Meeting Manager helps automate Cisco TelePresence calls by reviewing yvour meeting request and presetting the appropriate equipment to
launch your Cisco TelePresence experience with "One-Buttan-To-Push". This webpage allows you to specify options not available via yaour

calendar application and allows you to correct some errors,

Subject: Recurring multipoint
Scheduler: Jake Avilan [avilan@srdev.cam)
State: Scheduled

[} | Occurrence Details

All Occurrences

Scheduled Start Time : Monday, Movember 24, 2008 09:00 AM (PSTEPDT)
E% --> 112472008 09:00 AM <-- Scheduled End Time : Maonday, Novermnber 24, 2008 09:30 AM (PSTSPDT)
E‘q 12/01/2008 09:00 AM
@ g . .
g Roomns Meeting OpHons
[5y 12/08/z008 09:00 AM aconzal 1
[5% 12/15/2008 09:00 AM Meeting Subject on Phone : & Show © Hide
[ 12/22/7008 09:00 AM Switching Mode : & Auto-Assign ¢ Speaksr { Room

[5y 12/29/z008 09:00 AM

* Reguired Fields Gpply | Reset |
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Table 11-5 Meeting Options Tab

Field or Section Name Description

M eeting Subject on Phone Choose Hide if you don’t want the meeting subject to be displayed on the
Cisco TelePresence room phone.

Note Thisoptionsis displayed in the Upcoming Occurrence Details section of the
Confirmation email.

Switching Mode The Switching Mode can be either ‘ Speaker’ or ‘Room’. Switching Mode only affects
CTS-3000 and CTS-3200 endpoints. If the Switching Mode is set to * Room’ all the
participant displays of the endpoint are switched each time the meeting participant who is
speaking changes to a meeting participant at a different endpoint. If the Switching Mode is
set to ‘ Speaker’ only the corresponding participant display (left, center, or right) is switched;
the remaining participant displays are not switched. Using the ‘ Speaker’ switching mode
provides the ability to view up to three different remote endpoints at the same time.

If you choose Auto-Assign, switching mode is determined by the default CTM S policy. The
default CTM S policy is configured on the System Configuration > Policy Management page.

Interoperability Options

Clicking the Occurrence Details - Room Options tab - Interoperability selection in the Meeting Details
window displays the following selectible fields:

¢ Interoperability with Video Conferencing
If responding Yes, this allows you to set up the number of endpoints for this meeting.
Table 11-6 describes these fields.
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Confirmation Meeting Details Window

Figure 11-6 Interoperability Options

"¢||'s'é|¢',' Cisco TelePresence Manager

avilan Abou

Meeting Details

Meeting Manager helps automate Cisco TelePresence calls by reviewing vour meeting request and presetting the appropriate equipment to launch your Cisco TelePresence
experience with "One-Button-To-Push", This webpage allows you to specify options not available via your calendar application and allows you to correct some errars,

Logout

Subject: Recurring multipoint
Scheduler: Jake Avilan (avilan@srdev.com)
State: Scheduled

&ll Occurrences [} | Occurrence Details

Scheduled Start Time : Maonday, Movember 24, 2008 09:00 AM (PSTEPDT)
If'@ --> 112472008 09:00 AM <-- Scheduled End Time : Monday, Movernber 24, 2008 09:30 AM (PSTEPDT)
“% 12/01/2008 09:00 &M
[5y 12/08/2008 09:00 &M
i‘q@ 12/15/2008 09:00 AM Cisco TelePresence Rooms (3 rooms )
?1@ 12/22/2008 09:00 AM TelepresenceRoom31

E‘q@ 12/29/2008 09:00 AM

Rooms ] Meeting Optionsw

TelepresenceRoom33

TelepresenceRoom32

Intercompany
Intercompany is not permitted when Yideo Conferencing is in use.

Interoperability with ¥ideo Conferencing

Does this meeting include Yideo Conferencing ? * ves Mo
How many Video Conferencing end points will join this meeting 7 I (2-3)
Video Conference Access Number Mot Available

* Required Fields Reset |

Table 11-6 Interoperability Options
Field Name Description
How many Video Enter the number of video conferencing devices that will participate in the meeting.

Conferencing endpoints will
join this meeting?

Video Conference Access
Number
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Intercompany Host Meeting Options

Figure 11-7 Intercompany Host Meeting Options

IICIIISIéIOII Cisco TelePresence Manager avilan | Logout | es Help | Abou

Meeting Details

Meeting Manager helps automate Cisco TelePresence calls by reviewing your meeting request and presetting the appropriate equipment to launch yvour Cisco TelePresence

experience with "One-Button-To-Push", This webpage allows you to specify options not available via your calendar application and allows you to correct some errars,

Subject: Recurring multipoint
Scheduler: Jake Avilan (avilan@srdev.com)
State: Scheduled

All Occurrences [} | Occurrence Details

Scheduled Start Time : Monday, Movember 24, 2008 09:00 AM (PSTEPDT)
Eﬂ@ --> 112472008 09:00 AM <-- Scheduled End Time : Monday, Movernber 24, 20058 09:30 AM (PSTEPDT)
LEF‘@ 12/01/2008 09:00 AM
[5y 12/08/2008 09:00 &M
i‘:'@ 12/15/2008 09:00 AM Cisco TelePresence Rooms (3 rooms )
ﬁ@ 12/22/2008 09:00 AM TelepresenceRoom31

% 12/29/2008 09:00 AM

Rooms ] Meeting Optionsw

TelepresenceRoom33

TelepresenceRoom32

Intercompany
Does this conference include TelePresence rooms from another company? @ ves © No
Wwhich company will host the TelePresence mulitpoint bridge? " pnother Company ™ Our Company

Enter the sum of TelePresence Resources required by all other companies I .

participating in this meeting :

Interoperability with ¥Yideo Conferencing

Yideo Conferencing is not permitted when Intercompany is in use.

* Required Fields Reset |

Table 11-7 Intercompany Host Meeting Options

Field Name Description

Enter the sum of If your company ishosting an Intercompany Cisco TelePresence meeting you need to specify
Cisco TelePresence resources |the resources required to include all the participating companies. The sum of the resources
required by all other needed can be determined by adding the values below for each CTS endpoint participating
companies. in the meeting:

CTS-500 = 1 resource
CTS-1000 = 1 resource
CTS-3000 = 3 resources
CTS-3200 = 3 resources
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Action Required - Meeting Details Window W

Intercompany Participant Meeting Options

If another company is considered the Intercompany Cisco TelePresence meeting host you need to
configure your side of the meeting as a participant. You'll need obtain the Dial-in Number and the
Conference ID from your CTS-Manager Administrator or from the Host meeting organizer.

Figure 11-8 Intercompany Participant Meeting Options

Hhljl = q =
ICIISICIOI Cisco TelePresence Manager avilan | Logout | Pr es Help | Abou

Meeting Details

Meeting Manager helps autormate Cisco TelePresence calls by reviewing your meeting request and presetting the appropriate equiprment to launch your Cisco TelePresence

experience with "One-Button-To-Push", This webpage allows you to specify options not available via your calendar application and allows you to correct some errors,

Subject: Recurring multipoint
Scheduler: Jake Avilan (avilan@srdev.com)
State: Scheduled

all Occurrences [} | Occurrence Details

Scheduled Start Time : Monday, Novernber 24, 2008 09:00 AM (PSTSFDT)
Ef% --> 11242008 09:00 AM <-- Scheduled End Time : Manday, Movember 24, 2008 09:30 AM (PSTSPDT)
5% 12/01/2008 09:00 AM
E:‘@ 12/08/2008 09:00 AM
E—%} 12/15/2008 09:00 AM Cisco TelePresence Rooms (3 rooms )
fqe 12/22/2008 09:00 AM TelepresenceRoorn3l

Eq@ 12/29/2008 09:00 &M

Rooms ] Meeting Optionsw

TelepresenceRoom33

TelepresenceRoom32

Intercompany
Does this conference include TelePresence rooms from another company? ® ves: Mo
Wwhich company will host the TelePresence mulitpoint bridge? * another Company  aur Company
Enter information provided by the meeting host :
Multipoint Dial-in Mumber | &
Intercornpany Conference ID | &

Interoperability with ¥ideo Conferencing

¥ideo Conferencing is not permitted when Intercompany is in use.

* Required Fields Reset |

Table 11-8 Intercompany Participant Meeting Options

Field Name Description

Multipoint Dial-in Number Thisisthe phone number your Cisco TelePresence room phone will call to join the meeting.
This number is provided by the meeting Host’'s CTMS or your Service Provider's CTMS.

Conference ID The Conference ID is generated by the Host’'s CTMS or your Service Provider's CTMS.

Action Required - Meeting Details Window

If you have included only one Cisco TelePresence room in a scheduled meeting you need to use the
Meeting Details window to supply a phone number. If you mistakenly included only one Cisco
TelePresence room the meeting organizer should use the Calendar client to add additional rooms.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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B Action Required - Meeting Details Window

Figure 11-9 Meeting Details Window

File Edit Yiew Favorites Tools Help

@Back 5 E‘] @ :‘J| ,DSearch 'j‘?Favorites £ | (== & = [J ﬁ

Address I@https:,l’,l’tsbu-ctmlﬁ.cisco.com,l’scheduler,l’loginnctlo do; jsessionid=65A46A5FDE501 2374 75FEL 1BCCCEAED

cisco Cisco TelePresence Manager avilan | Logout | P | Help | About

Meeting Details

S0OMe errars,

Meeting Manager helps autornate Cisco TelePresence calls by reviewing your meeting request and presetting the appropriate equipment to launch your Cisco
TelePresence experience with "One-Button-To-Push", This webpage allows you to specify options not available wia your calendar application and allows you to correct

Subject:

Scheduler:

State:

Single room meeting

Jake Avilan (avilan@srdev.com)

‘Lh ERRCR: Only one Cisco TelePresence room is scheduled for this meeting. Either add more rooms using your

calendaring client or provide a number to dial .

All Occurrences

[5 --> 11/25/2008 08:00 AM <—-
[k 12/02/2008 08:00 &M
[5k 12/09/2008 08:00 &M
[5 12/16/2008 08:00 AM
[5k 12/23/2008 08:00 &M
[5 12/30/2008 08:00 AM

Occurrence Details

Scheduled Start Time : Tuesday, November 25, 2008 05:00 AM (PSTEPDT)
Scheduled End Time : Tuesday, Novernber 25, 2008 08:30 AM {PSTSPDT)

Rooms ] Meeting Cptions 1

Cisco TelePresence Rooms {1 rooms )

| TelepresenceRoom3z2

Murmber to Dial | &
Intercompany
Does this conference include TelePresence rooms from another company? ves % Ng

Interoperability with ¥Yideo Conferencing

Does this meeting include VWideo Conferencing 7  ves % Na

* Required Fields Apply | Reset |

Table 11-9 Meeting Details - Phone Number Dial

Field Name

Description

Number to Dial

Enter the phone number to be dialed to establish a connection from the Cisco TelePresence
room phone.
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W Introduction

Introduction

The following section provides the list of MIBs that are supported in the Cisco TelePresence Manager..

MIB Support

Thefollowing MIBs are supported by CTS-Manager. MIBs only partially supported list their capability

files.
Table 12-1 CTS-Manager Supported MIBs

MIB Support Capability Location

CISCO-CDP-MIB Partially fip :/fipeng cisco com pubm dbsA2 £ IS
COCDPCAPABILITY my

CISCO-8YSLOGM B Partially fip ://fipeng cisco com pubm bsA2 LBCO -
SYSIOG-CAPABTL.ITYmyYy

IF-MIB Partially fip :/Mpeng cisco com pubm bsg2LBCO T
FCAPABILITYmY

IP-MIB(v2) Partially fip :/Mpeng cico com pubm bsp2LBCO T
PCAPABILITYmYy

RFC1213-MIB Fully

SNMPv2-MI1B Fully

TCP-MIB Partially fip :/Mpeng cisco com pubm bsA2LBCO -
TCP-STD-CAPABILITYmY

UDP-MIB Fully

SNMP-FRAMEWORK-MIB Fully

SNMP-MPD-MIB Fully

SNMP-VACM-MIB Fully

(SNMP-VIEW-BASED-ACM-

MIB

SNMP-NOTIFICATION-MIB Fully

SNMP-TARGET-MIB Fully

SNMP-USER-BASED-SM-MIB |Fully

HOST-RESOURCE-MIB Fully
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W Introduction

Introduction

Troubleshooting meeting connections and network problems is one of the more important
responsibilities of the Cisco TelePresence system administrator. When a problem is detected, you must
collect system errors and logs files so they can be analyzed for prompt resolution. Figure 13-1 showsthe
links available to assist you with these troubleshooting tasks.

Figure 13-1 Troubleshooting Window

illn i ogo
cisco Cisco TelePresence Manager admin | Logoy

Troubleshooting

Host: tshu-ctm18

|2

¥ Support
g Dashboard @ You can view the following:
[3] Scheduled Meetings
[e=s]
hat ROOMS System Errors ! Wiew system errors,

.ﬂ. MCU Devices
<3 Unified CM
* System Configuration
&3 Security Settings
@g Database
Lﬁ Microsoft Exchange
LOAP Server
% Discovery Service
% MCU Devices
E?; Concierges
fAcocess Managerent
@ Policy Management
% System Settings
L?.} Application Settings
'&?j Software Upgrade
w Troubleshooting
@ System Log

3@\ Log Files

Log Files : Set the debug log level and download the debug lag files,

<

System Log
Choose the System Log window to see alist of system messages. You can filter the list by starting and
ending dates and message type All, Fatal, Severe, Moderate, Warning, and Info, as follows:

e Usethe Calendar icon to choose dates, or type the dates in the Start On and End On fields using
the MM/DD/YYYY date format.

e Click Filter to generate the list.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Figure 13-2

Log Files W

System Log Window

Troubleshooting > System Log

System Log

Start on: |]_2,l’8,l’2|:||:|8 | vl End on: |]_2,"8I2I:IEIS | v| Type: |AII vl [ Filter |
Showing 1 - 1 of 1 records
| Time stamp (+) ~ | Type | D> - | Module - | Meszage
¢ 12/08/2008 11:18 AM SEVERE 3801 MultipointMgr Failed to authenticate with MCU ‘tsbu-ctmi7'.

Rows Per Page: | 10 % Dretails

Log Files

{+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Table 13-1 lists the error information provided by the system.

Table 13-1 System Error Report

Field Description

Timestamp Date and time the message was logged. You can sort the messages
in ascending or descending order by the time stamp.

Type M essage type.

ID Message identification number. You can sort the reportsin
ascending or descending order by ID.

Module Component within CTS-Manager that generated the error.

M essage Explanation of problem detected. Move your mouse pointer over a
message field to see a complete description.

At the Log Fileswindow, you can set the level for logging system errors from the following services that
contribute messages:

[ oL-13673-04
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W LogFiles

Figure 13-3 Log File Window

Troubleshooting > Log Files

Services

ERROR %
ERRCOR %
ERRCOR %

Discovery:

Calendar Server (Microzoft Exchange):
Room Phone UI:

Admin UT: ERROR %
Multipoint Conference: ERROR w
TelePresence Engine
ERROR |»

ERROR %

Service Providers:

Data Access Layer:

Interface: ERRCOR |#

Log Files

Service: |AII vl
Showing 1 - 10 of 34 records
Filename - | Service Last Modified (+) ~ Size [KB)
DiscoveryMagr jtapi0l.log Discovery 10/09,/2008 09:43 AM 0.0
CalendarMgr.log.g Room Phone UI 10/14/2008 06:24 AM 5121.94
CalendarMgr.log.8 Room Phone UI 10/15/2008 04:17 PM 5123.95
CalendarMgr.log.7 Room Phone UI 10/16/2008 09:50 PM 5124.0
CalendarMgr.log.6 Room Phone UI 10/18/2008 03:08 AM 5122.41
CalendarMgr.log.5 Room Phone UI 10/19/2008 08:42 AM 5124.0
CalendarMgr.log.4 Room Phone UI 10/20/2008 02:15 PM 5124.0
CalendarMgr.log.3 Room Phone UI 10/21/2008 07:36 PM 5121.4
CalendarMgr.log.2 Room Phone UI 10/23/2008 12:52 AM 5122.41
CalendarMgr.log.1 Room Phone UI 10/24/2008 06:25 AM 5124.0
First < Previous Rows Per Page: | 10 |»

(+) All times are shown in time zone America/Los_Angeles (GMT -8.0)

Services
¢ Discovery Service
e Calendar Service
¢ Room Phone Ul Service
e Admin Ul Service
e Multipoint Conference

TelePresence Engine
e Service Providers

e Data Access Layer

il Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Scheduled Meeting and Room Issues W

e Interface
You can set the message types from these services to the following levels:
e DEBUG—Detailed errors and information messages.
¢ ERROR—Errorsthat are likely to terminate system activity.
e FATAL—Errorsthat will automatically terminate system activity.

Note  The default logging level istypically set to ERROR. There may be times when Cisco technical
personnel will instruct you to modify the logging level for one or more of the services, to help
them diagnose a problem. Be sure to reset the logging level immediately after the problem has
been resolved, or el se disk space may becomefilled with messages and negatively impact system
performance.

Once you have made your logging level choices for each service:
e Click Apply to register new or modified settings, or click Reset to restore the original settings.
You can generate a list of specific error types.
¢ From the Service drop-down list, choose one of the following to specify the type of errorsto display:
- All
— Discovery
- Groupware Adapter
— Room Phone Ul
— Admin Ul
— Multipoint Connection
- TelePresence Engine
e Click Filter to generate the list.

Log files are named with a.log extension. The log filename provides a link to the contents of the error
log file. Thiswindow also shows the date the file was last modified and the size of the log file. The lists
can be sorted by filename and time last modified.

e To update the error log, click the Refresh button.

Download All Files

Use the Download All button to collect all log data for Cisco technical support personnel when
submitting a case for problem solution. The datais automatically compressed in afile that can be sent
viaemail.

Scheduled Meeting and Room Issues

Meeting information is retrieved via processing room notifications from a Microsoft Exchange or an
IBM Domino Calendar server. A notification is generated when ameeting is added, modified, or deleted.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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The Cisco TelePresence Manager database is periodically synchronized with the Calendar server to
retrieve and maintain room schedules. Synchronization resolves any problems that might have occurred
when Exchange or Domino connectivity was not available and notifications were not received. If
required, you can also trigger amanual synchronization of the room meeting schedul e using the Re-sync
Operation in the Microsoft Exchange or IBM Domino window.

Meeting information is stored in the database, and the Room Phone Ul serviceisnotified whenitistime
to send the meeting schedule to the phone user interface.

The Rooms window displays the room statusas“In Use” when acall is placed. The Scheduled Meeting
window displays meetings as “In Progress” or “Completed” reflecting the actual state of the call.

If the concierge is called, this condition will be reflected in the Room Ul view and Scheduled Meeting
view as “Needs Help”.

Refer to troubleshooting information in Table 13-2 to solve common problems that prevent
Cisco TelePresence meetings from being scheduled correctly.

Table 13-2 Scheduled Meeting and Room Issues

Problem or Message Possible Causes Recommended Action

Detailed view of Meetings reports that | This message appears when one of the | ¢ Wait afew moments and view

the Cisco TelePresence meeting is two following conditions occurs: Meetings status again to see if the
“Pending for more information from meeting has been validated.

e When Cisco TelePresence Manager

Exchange”. receives notice of an event, it waits | ¢ Advise the room delegate to
30 seconds to see if any further respond to meeting e-mail
event details are forthcoming from notification.
Microsoft Exchange and then
validates the meeting.
e If theroom isin manual-accept
mode and the room’s delegate has
accepted a meeting only tentatively
or has not responded to meeting
e-mail notification
The meeting organizer receives no This problem occurswhen aroomisnot |Make sure reserved rooms arein
e-mail to confirm the meeting is in auto-accept mode. auto-accept mode.
scheduled. If aroom isin manual-accept mode, the
meeting invitation must be accepted by
the room’s delegate using Microsoft
Outlook or Lotus Notes.
Scheduled Meetings do not show the Connectivity between the Check the Rooms window for status.

status “In Progress’, or Roomsdo not | Cisco TelePresence system and

The SSH d d should
show “In Use” when acall is placed. CTS-Manager islost. © username and password snou

be configured for the Cisco
TelePresence system. See the

Unified CM Installation Guidefor Cisco
TelePresence for more help.

Verify that the Calendar serviceis
running on the Cisco TelePresence
system.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues

Problem or Message

Possible Causes

Recommended Action

Room status indicates an error
condition.

Place your mouse over the status to see
the error described in atooltip. This
problem can occur when:

e Thephoneassociated withthe Cisco
TelePresence meeting room is not
included in Cisco TelePresence
Manager application user profile.

e Thephoneassociated withthe Cisco
TelePresence meeting room is not
registered with the Unified CM.

¢ More than one Cisco TelePresence
phone could be configured with the
same room name.

Cisco TelePresence | P phone associated
with participating rooms must be added
to the CTS-Manager Application User
Profile.

Update the CTS-Manager Application
User Profile with correct room data.

Check the Rooms window for status.

Check the I P connectivity between the
equipment and CTS-Manager.

Missing Secure Shell username and
password for the Cisco TelePresence IP
phone should be configured in the
Unified CM configuration.

A recurring meeting is not listed in the
Scheduled M eetings window

The first occurrence of the meeting is
scheduled more than one year in the
past.

Reschedul e the meeting so that the start
date for the recurring meeting is less
than one year in the past.

Two instances of the same meeting
(either asingle meeting or an instance of
a recurring meeting) are listed in the
Scheduled M eetings window.

The date or time of the meeting was
modified after the start time of the
meeting, but before the meeting was
initiated or the before the meeting end
time has occurred.

This is expected behavior. The meeting
instance with the new start date or start
timeis treated as a new meeting.

A recurring point-to-point meeting
listed in the Scheduled Meetings
window displays an Error status.

OR

A recurring multipoint meeting is listed
in the Scheduled Meetings window as a
point-to-point meeting (only two rooms
are scheduled).

Theroomsincludedinthemeetingarein
manual -accept mode (del egates must
accept meeting invitations).

If the recurring meeting is a
point-to-point meeting (R1 & R2) and a
room del egate has declined one instance
(R1), all meeting instances show only
one room scheduled.

If the recurring meeting is a multi-point
meeting (R1, R2, & R3) and aroom
delegate has declined one instance (R1),
all meeting instances show only two
rooms scheduled (R2 & R3).

¢ In Microsoft Exchange, select the
checkbox for the room(s) missing
from the scheduled meeting and
Re-sync.

e InIBM Domino, click Re-sync to
re-sync the database.

[ oL-13673-04
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Problem or Message

Possible Causes

Recommended Action

Room Status reports a Subscription or
Synchronization error with Microsoft
Exchange

A Discovery operation attempted to
sync to a newly added Room calendar
before even one meeting was added to
the calendar.

A Room calendar must contain at least
one scheduled meeting in order for
Cisco TelePresence Manager to
successfully subscribe and sync.

To remove the error status:

1. Scheduleat |east one meeting onthe
Room calendar.

2. From the System Configuration >
Microsoft Exchange window, select
the room showing the subscription
error and click Re-sync.

3. From the Support > Rooms
Summary tab, select the room
showing the Exchange subscription
or syncerror (on the Statustab), and
click Update Schedule.

Recurring or single meeting with only
one room is displayed with an Error
status after meeting start time has
passed.

If ameeting organizer deletes a meeting
that was

1. not launched,
2. after the meeting start time

all but one rooms are removed from the
schedul ed meeting and the meeting i s set
to an Error status.

If the meeting was a recurring meeting
and the meeting series was del eted after
the first instance of the meeting was

1. not launched,

2. after the 1st meeting instance start
time

all but one rooms are removed from the
scheduled meeting and the meeting i s set
to an Error status.

This is expected behavior. All rooms
calendars are available for scheduled
meetings.

M eeting Confirmation email refers to
upcoming meeting instance, not to
meeting instance whose details were
updated.

The Send Email button in the Meeting
Details window is available to any user
(Concierge or Administrator) logging
into Cisco TelePresence Manager. |If
you make changesto afuture instance of
a recurring meeting and click Send
Email, the confirmation email sent to
the Meeting Organizer refersto the
upcoming meeting and not to the future
instance that was changed.

The Meeting Organizer must click the
link in the Confirmation email to open
the Meeting Details window and select
the future meeting instance to see the
changes made.

] Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues W

Problem or Message

Possible Causes

Recommended Action

Meeting instances in arecurring
meeting are not listed in the Action
Required emails.

Action Required emailslist only thefirst
50 instances of a recurring meeting.

To view additional instances of a
recurring meeting, the Meeting
Organizer must click the link in the
Action Required email and display the
Meeting Details window.

A scheduled meeting is not listed in the
Scheduled Meetings window. (For IBM
Domino deployment.)

The date of a scheduled meeting must
fall between two days prior to the
current date and two calendar yearsin
the future ( -2 days — +12 months), in
order for Cisco TelePresence Manager
to sync the meeting between the Domino
database and the Cisco TelePresence
Manager database.

Note If ameetingis scheduled while
Cisco TelePresence Manager is
down, and more than two days
pass before CTS-Manager is
restarted, the meeting will not be

sync’d and must be reschedul ed.

Verify therooms are registered properly
in the System Configuration > IBM
Domino window. The room name
appearing in the Associated Rooms
column must exactly match the room
names added to the profilein

Unified CM.

In Cisco Unified CM the
Product Specific Configuration
Layout window refersto “Room
Name (from Exchange)”. Thisis
the room name that must match
the room name in the Domino
server database in order for
CTS-Manager to successfully

sync.

Note

A deleted meeting still appearsin
CTS-Manager. (For IBM Domino
deployment.)

The CTS-Manager database is set to
delete scheduled meetings according to
the (Polling Interval * 3). The Polling
Interval is set in the IBM Domino
window.

If the scheduled meeting does not fall
within two days prior to the current date
and two calendar yearsin the future ( -2
days— +12 months), the meeting is not
deleted from the CTS-Manager
database.

Please wait the prescribed amount of
time to ensure the meeting is deleted.

Scheduled meetings show an error.
OR

New meetings are not appearing in the
Scheduled M eetings window.

After the Microsoft Exchange server is
down, CTS-Manager does not regain a
connection.

Re-sync the rooms with schedul ed
meeting errors or missing meetings.
After the room re-sync Exchange may
still display an error status.

This can be fixed by either:

e waiting for CTS-Manager to renew
subscription to the affected rooms
(occurs every 55 minutes) OR

o restarting the CTS-Manager server.

New meetings are not processed by
CTS-Manager after a software upgrade.

The Domino or Exchange server was
down during the upgrade and the
initialization process did not complete

properly.

e Initiate Discovery manually to
initialize the processes.

OR
¢ Restart CTS-Manager

[ oL-13673-04
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Problem or Message

Possible Causes

Recommended Action

An Action Required email does not list
the error for all instances of arecurring
meeting (Domino Calendar Server
issue).

If arecurring meeting is created with
two endpoints, and is then modified by
removing one endpoint for all meeting
instances, the Action Required email
does not list out all the meeting
instances.

This is expected behavior. The meeting
organizer should modify the meeting
series using Lotus Notes and add a
second Cisco TelePresence room.

A deleted meeting still appearsin the
Scheduled M eetings window.

The meeting was deleted from the
Exchange room calendar, but the
meeting is not deleted in CTS-Manager.
Thiscan happen if roomreservationsare
managed using Outlook Auto Accept.

Delete the meeting from the room
calendar.

Refer to Microsoft Knowledge Base
article 280854 for more information.

A room shows a sync error with a
calendar server.

1. A new room with no scheduled
meetingsisincluded in amultipoint
recurring meeting.

2. Meeting goes into error state,
because of reduced M CU resources.

3. Themeeting seriesis deleted
through Outlook.

4. Thenew roomnow hasa'‘oneroom’
meeting error.

5. Exchange returns ‘0’ meetings for
the new room during daily
maintenance, but the CTS-Manager
database still contains ameeting for
the room.

Perform on of the following procedures
to correct the room sync error:

¢ Create a meeting using this room
(P2P, multipoint, single or
recurring). The next daily
maintenance corrects the sync error.

e Perform amanual sync for the
room.

Scheduled meeting isin error state for a
new room.

A new room isincluded in two separate
meetings and one of the meetingsis
deleted.

Note In thisscenario aClarification
email may be sent to the meeting
organizer for a‘missing rooms’
issue. The email should not have

been sent.

Re-sync the room with Exchange.

No clarification email sent when a
meeting is modified to include only one
room.

If the meeting organizer is using OWA
and deletes one of two rooms for a
scheduled meeting no clarification email
is sent.

Refer to Microsoft Knowledge Base
article 916160 for more information.

Only one instance of ayearly recurring
meeting is seen in CTS-Manager.

The meeting organizer did not specify
an end date.

Update meeting to include an end date.

Two different meetings appear as
scheduled for the same time slot.

One of the meeting’s scheduled had its
“Show time as” attribute set to “free”.

Do not set the “ Show time as” attribute
to “free”. Reschedul e the meeting.
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Table 13-2

Scheduled Meeting and Room Issues (continued)

Scheduled Meeting and Room Issues W

Problem or Message

Possible Causes

Recommended Action

Both past and present scheduled
meetings are updated when enabling
interoperability.

When enabling interoperability for a
scheduled meeting and the meeting
organizer chooses “all future
occurrences’, all past and present
meeting instances have interop enabled.

Thisis standard functionality.

Deleted scheduled meetings still appear
in CTS-Manager.

If all meetings for aroom are deleted
CTS-Manager is not updated to reflect
the meeting deletions in Exchange.

Create a new scheduled meeting for the
room to re-sync CTS-Manager and
Exchange.

M eetings scheduled past a one year
duration only show the first year of
scheduled meetings.

CTS-Manager only displaysthefirst 365
days of any scheduled meeting.

M eetings scheduled prior to
CTS-Manager 1.4 will continue to
display meeting dates past a 365 day
window. Meetings scheduled using
CTS-Manager 1.4 only display meeting
dates for the first 365 days.

CTS-Manager shows extra meeting
instances for some recurring meetings.

An additional room, in proxy modeis
added to an existing recurring meeting
by the Meeting Organizer, who then
makes additional changes to the series.
The room del egate then accepts the
invite to the meeting using an

out-of -date meeting invitation.

Make sure the room delegate uses the
latest meeting invitation when accepting
the invitation.

A meeting organizer may receive two
emails from CTS-Manager for a
non-recurring multipoint meeting.

Use AAA for acceptance.

A meeting stateis displayed as complete
even if some participants remain active.

M eetings scheduled between endpoints
supporting secure mode (earlier than
1.5) and 1.5 endpoints, that have been
maodified to be an intercompany meeting
may not end the call properly for 1.5
endpoints.

Manually end the call from each version
1.5 endpoint.

After changing the hostname or IP
address of Cisco Unified
Communications Manager

(Unified CM) with same configuration
in CTS Manager, the custom meeting
dataislost.

1. Cisco Unified CM’s |P address is
changed so that the IP addressin CTS
Manager needs to be changed.

2. Cisco Unified CM isrestored on a
different server and now CTS Manager
is configured with new Cisco Unified
CM IP address.

I'n such cases, even though there is no
change in the CTS conference rooms,
CTS Manager deletes all rooms and
meetings, adds new rooms, and syncs
again with the Exchange/Domino. This
causes all custom data to be lost.

Change Cisco Unified CM to use the
previousconfiguration; restore using the
CTS Manager backup so that all the
custom changes to the meetings are
restored.
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IP Phone User Interface Issues

Once a scheduled Cisco TelePresence meeting has been confirmed by participating rooms in Microsoft
Exchange or IBM Domino, it should be listed on the | P phone user interface in less than three minutes.
Use Table 13-3 to troubleshoot problems between scheduled meetings and the phone user interface.

Table 13-3

IP Phone User Interface Issues

Problem or Message

Possible Causes

Recommended Action

The Cisco TelePresence IP phone
displaysthe standard idle screen instead
of the meeting list managed by
CTS-Manager.

A scheduled meeting does not appear on
the Cisco TelePresence phone user
interface.

This problem can occur when:

e Thereisno connectivity between
the Cisco TelePresence | P phone
and Cisco TelePresence Manager.

e The scheduled meeting is outside
the user-specified time window.

¢ The Secure Shell username and
password for the
Cisco TelePresence |P phone in the
Unified CM configuration are
missing.

e CTS-Manager has not sent required
information to the
Cisco TelePresence | P phone.

¢ The network is not properly
configured or is down.

e Theroom name configured in
Unified CM does not match the
actual room name (e-mail alias)
configured in the Directory Server.

e Duplicate room names are
configured.

e Cisco TelePresence | P phone
associated with participating rooms
has not been added to the
CTS-Manager Application User
Profile.

e The Exchange or Domino user
account for CTS-Manager does not
have permission to retrieve calendar
data.

e Check the dashboard for phone
status.

¢ Only meetings within the
user-specified time window are
displayed on the phone user
interface. The administrator can
configure the number of days
displayed.

o Verify that the Calendar serviceis
running in the Cisco TelePresence
system.

e Theroom name must exactly match
the name (e-mail alias) provided in
the Directory Server.

¢ Remove duplicate room names
configured in Unified CM.

¢ Update the CTS-Manager
Application User Profile with
correct room data.

¢ Change the CTS-Manager user
account for Exchange or Domino so
it has permissions to retrieve (read)
room and calendar data.

A proposed meeting was deleted from
Microsoft Outlook, but it still appearson
the Cisco TelePresence phone user
interface.

This problem can occur when:

e QOutlook Web Access (OWA) isused
to schedul e meetings because OWA
does not receive delete updates.

e CTS-Manager is not synchronized
with the Exchange database.

e LogintoMicrosoft Outlook and use
that application to delete the
meeting.

e Use the Re-Sync Operations under
Microsoft Exchange to
resynchronize the database and
meeting schedule.
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Cisco TelePresence Manager Database Issues W

Cisco TelePresence Manager Database Issues

Status for database services is displayed on the Dashboard window.
You can verify the CTS-Manager database status using the following CL1 command:

utils service list

The result should indicate the CTS-Manager database as running.
You can start the CTS-Manager database using the following CLI command:

utils service start Cisco DB
You can stop the CTS-Manager database using the following CLI command:

utils service stop Cisco DB

A

Caution  Use thiscommand with extreme caution: The CTS-Manager server must be stopped before stopping the
CTS-Manager database.

Table 13-4 CTS-Manager Database Issues
Problem or Message Possible Causes Recommended Action
Remote access user hames cannot be CLI returns the following error: Do not create user names that include a
created with a number. L number as part of the name.
admin:utils remote_ account create
rootuserl

Executed comand unsuccessfully
Invalide account name

The Admin Ul returns the following
error:

“Cisco TelePresence Manager has
detected error conditions while
processing your request.

Code 2617

ID: REMOTE ACCT CREATE ERROR
Module: AUI

Message: Failed to create remote
account ‘rootuserl’. Error:
‘Invalid account name’ .

Multipoint Conference Unit (MCU) Issues

CTS-Manager supports two types of MCUs, CTM S and CUVC. Table 13-5 documents any issues or
anomalies between CTS-Manager and an MCU.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 13-5 MCU Issues

Problem or Message

Possible Causes

Recommended Action

A CUVC statusis always “OK".

CUVC status is not monitored by
CTS-Manager.

When registering a CUVC with
CTS-Manager you must manually
confirm all configuration settings.

The value entered in the Max/Min
Participants per Conference fields are
not validated by CTS-Manager when
you click the Save button.

You must manually determine and enter
the correct value in these fields.

Cisco Unified Communications Manager (Unified CM) Issues

Table 13-6

Cisco Unified CM Issues

Problem or Message

Possible Causes

Recommended Action

The following message appearsin the
Support > Cisco Unified CM window

“Cisco Unified CM version 6.1.1 is not
supported.”

CTS-Manager isrunning in secure
mode. If Web Services Security is set to
‘Secure’ on the System Configuration >
Security Settings window you must be
running Cisco Unified CM 6.1.2 or
higher to support security.

Set Web Services Security to * Unsecure’
or upgrade Cisco Unified CM t0 6.1.2 or
higher and run Discovery from the
System Configuration > Discovery
Service window.

Calendar Server and LDAP Interface Issues

Status for the Calendar Server (Microsoft Exchange or IBM Domino), and the LDAP server isdisplayed
in the Dashboard window. If problems are indicated, verify the attribute mappings specified during
installation CTS-Manager. See Settings in the LDAP Server window under System Configuration.

A

Caution

The object and attribute mappings for Exchange/Directory Server and Domino/Directory Server

deployments are listed in Table 13-8 and Table 13-9 and should not be changed after installing and
configuring Cisco TelePresence Manager.

A

Caution

not function properly if these fields are changed.

The Object Class field and Attribute fields should not be changed. Cisco TelePresence Manager might

For deployments with multiple Directory Server deployments, LDAP uses port 3268 (the Global Catalog
port) by default. For asingle server deployment, port 389 is generally used, but you can reconfigure this
port at the LDAP Server window under System Configuration.
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LDAP Server Issues

Table 13-7 LDAP Server Issues

Calendar Server and LDAP Interface Issues

Problem or Message

Possible Causes

Recommended Action

Room is not sync’d between Microsoft
Exchange and Cisco TelePresence
Manager.

e L DAP user container DN must be
configured correctly for all
domains.

e LDAP field mapping should be set
to default settings.

Microsoft Exchange Calendar Server Issues

Table 13-8

Microsoft Exchange Calendar Server Issues

Problem or Message

Possible Causes

Recommended Action

Extraroom has been added to a specific
instance of a recurring meeting.

Note  Thisissueoccurswith Exchange

2007.

1. A meeting organizer schedules a
recurring meeting with two or more
rooms (R1, R2 and R3).

2. Meeting organizer deletes R1 from
one instance of recurring meeting (M 1).

3. Meeting organizer adds afourth room
to master series (R4).

4. R1 has been re-added to M 1.

1. Openthe R1room calendar and delete
the scheduled meeting instance.

2.In Cisco TelePresence Manager, go to
the Configuration>Microsoft Exchange
window, select the checkbox next to the
room and click the Re-sync button.

Note Refer to Microsoft Knowledge
Base article 949294 for more

information.

Room Status reports a Subscription
status error or a sync error with
Microsoft Exchange

A Discovery operation attempted to
sync to a newly added Room calendar
before even one meeting was added to
the calendar.

A Room calendar must contain at least
one scheduled meeting in order for
Cisco TelePresence Manager to
successfully subscribe and sync.

To remove the error status:

1. Scheduleat |east one meeting onthe
Room calendar.

2. From the System Configuration >
Microsoft Exchange window, select
the room showing the subscription
error and click Re-sync.

3. From the Support > Rooms
Summary tab, select the room
showing the Exchange subscription
or sync error (on the Statustab), and
click Update Schedule.

[ oL-13673-04
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Table 13-8

Microsoft Exchange Calendar Server Issues (continued)

Problem or Message

Possible Causes

Recommended Action

Room is not sync’d between Microsoft

Exchange and Cisco TelePresence
Manager.

Cisco TelePresence Manager must
have Full Access or Read
Permission to the Room’s mailbox.

The Room mailbox must be created
with English as the default
language.

The Room user must log into the
Room mailbox at least once.

The Room email 1D must be
uniquely assigned to only one user
(Room user).

Room’s email ID must be
configured correctly in Cisco
Unified CM and Exchange.

The Cisco TelePresence System
MAC address must be added to the
User Profilein Unified CM.

Each Cisco TelePresence System
may have only one corresponding
IP Phone, that shares the same DN
with the Cisco TelePresence
System and whose MAC address
has been defined in the Cisco
Unified CM User Profile.

The Cisco TelePresence Manager's
clock must be in sync with the
Exchange system clock.

UDP port 3621 cannot be blocked
by afirewall between Exchange
Cisco TelePresence Manager.

Forms Based Authentication must
not be enabled for the Exchange
web sitein the Exchange server that
is registered with

Cisco TelePresence Manager.

Verify the room is configured for
Auto-accept, or the Room Delegate
has accepted the meeting invitation.

At least one meeting must be
scheduled on a room calendar
before syncing with CTS-Manager,
or CTS-Manager will return a sync
error condition for the room
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Table 13-8

Microsoft Exchange Calendar Server Issues (continued)

Calendar Server and LDAP Interface Issues

Problem or Message

Possible Causes

Recommended Action

In the Microsoft Exchange window,
clicking Test Connection returns an
error.

¢ Verify Exchange 2007 has a Client
Accessrole.

e For IS Manager on the Exchange
server, make sure SSL isrequired
is not checked for the default web
site when you are not using secure
mode.

* |In Exchange Management Console,
make sure Exchange (Default
Website) is not configured with
FBA.

FBA must be disabled for
Cisco TelePresence manager to
sync meeting information with
Exchange. If anew Room
mailbox is added to a new
Exchange server that has FBA
enabled, you can either disable
FBA on the second Exchange
server, or use the initial
Exchange server asthefront-end
server and point

Cisco TelePresence Manager to
that server.

Note

In the Scheduled M eetings window the
Meeting Subject is deleted.

Note  Thisissueoccurswith Exchange

2007.

By default, the Exchange mailbox
calendar attributes AlIBookInPolicy,
DeleteSubject, and

AddOrganizer ToSubject are set to
true. These attribute flags set to true
delete the meeting subject and replace it
with the organizer’s username.

In order to display the original subject of
the meeting, set DeleteSubject and
AddOrganizer ToSubject in the room
calendar mailbox setting to false.

Single meeting email confirmation may
show incorrect local timezone for
meeting start time.

Outlook desktop does not set the
meeting timezone for a single
occurrence meeting.

Refer to Microsoft Knowledge Base
article 925376 for more information.

M eeting shows with error “waiting for
more info from Exchange”.

Note  Thisissue occurswith Exchange

2007.

This can be caused if OWA is used to
schedul e the meeting, and the meeting
organizer is logged into OWA as one of
the rooms included in the meeting.

Do not use OWA to schedule a meeting
if you are logging in as one of the
meeting rooms included in the
scheduled meeting.

CTS-Manager cannot connect to MS
Exchange.

The Windows logon name used to log
into the M S Exchange server is different
from the SMTP LHS.

Inthe System Configuration > Microsoft
Exchange window specify both the
logon name and the SMTP LHS if they
are different.

Note After upgrading CTS-Manager
make sure both the logon name
and the SMTP LHS are

specified.
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IBM Domino Calendar Server Issues

Table 13-9

IBM Domino Calendar Server Issues

Problem or Message

Possible Causes

Recommended Action

Failed to authenticate. Check
authentication parameters. Username:
short form of email address. Password:
Internet password

This problem can occur when the
incorrect password is specified for the
Domino server, or the LDAP server
configured with Domino.

Make sure the Internet password is used
in the Password fields in the System
Configuration> IBM Domino window
and the LDAP Server window.

Room is not sync’d between Domino
server and Cisco TelePresence
Manager.

e The Room user must log into the
Room mailbox at least once.

¢ The Room email ID must be
uniquely assigned to only one user
(Room user).

e Room’s email ID must be
configured correctly in Cisco
Unified CM and Domino.

e The Cisco TelePresence System
MAC address must be added to the
User Profilein Cisco Unified CM.

e Each Cisco TelePresence System
may have only one corresponding
IP Phone, that shares the same DN
with the Cisco TelePresence
System and whose MAC address
has been defined in the Cisco
Unified CM User Profile.

e The Cisco TelePresence Manager’'s
clock must be in sync with the
Domino system clock.
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Table 13-9

IBM Domino Calendar Server Issues (continued)

Calendar Server and LDAP Interface Issues W

Problem or Message

Possible Causes

Recommended Action

Clicking Test Connection returns an
error.

The following services should be added
to the list of server tasks to load
automatically when the IBM Domino
serversis started:

¢ RNRMGR
e DIIOP
e HTTP
e LDAP
e Router
e Calconn
In addition to the above services:

¢ theResourceReservations Database
must be local to the Domino server

¢ TheResource Reservation Database
must be using the Resrc7.ntf or
Resrc8.ntf template.

e The appropriate Security Settings
should be applied to the Domino
server.

¢ Verify the Host, Port, Organization
Name, Username, and Password are
correct.

¢ Verify the server is reachable from
the Cisco TelePresence Manager
host by performing atelnet to the
Domino port.

M eeting Organizer unable to log into
Cisco TelePresence Manager using the
link in the Action Required email.

e Meeting Organizer is not using the
internet password.

e Meeting Organizer is not entering
their login name correctly.

o Verify the Meeting Organizer's
password is set as the Domino
internet password.

¢ OntheCisco TelePresence Manager
login page, the Meeting Organizer
must enter their Username in the
standard L otus Notes format
<username>/<organi zation name>
(The organi zation name must match
the value in the Organization Name
field on the System Configuration >
IBM Domino window).
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Web Browser Error Messages

The only version of Microsoft Internet Explorer supported on CTS-Manager is version 6. Use
information in the following sections to help you resolve web browser problems.

e JavaScript Error Message, page 13-20
e Safe ActiveX Checking Message, page 13-20

JavaScript Error Message

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Error Message JavaScript is not enabled on this browser. Log-in is not allowed.

Explanation CTS-Manager must have JavaScript enabled in the web browser in order to work.
Without it, the login screen will appear and users can enter a username and password, but the Login
button is disabled.

Recommended Action Users must enable JavaScript in their web browser to log into the
Cisco TelePresence Manager user interface.

To enable JavaScript, perform the following steps on Microsoft Internet Explorer:

Click Tools. Select Internet Options from the choices.

Click the Security tab.

Select the zone in which the CTS-Manager server resides. This zone is usually the Local intranet.
Click the Custom Level button.

Scroll down to the Active scripting section and click Enable.

Click OK to apply the changes.

Safe ActiveX Checking Message

Step 1

Error Message WARNING: Your security settings do not allow the use of safe ActiveX
controls installed on your computer. Most features will not work properly.

Explanation CTS-Manager uses XMLHttpRequest technology. In Microsoft 1E Version 6, this
technology isimplemented as a safe ActiveX control, and it is bundled with | E by default. However,
if ActiveX controls have been disabled in the browser, CTS-Manager will not work correctly. For
example, the status pane will not display any meeting counts.

Recommended Action Enable safe ActiveX control in the web browser so CTS-Manager works
correctly.

To enable safe ActiveX control, perform the following steps on Microsoft |E Version 6:

Click Tools. Select I nternet Options from the choices.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Scroll down to the ActiveX controls and plug-ins section.

e Script ActiveX controls marked safe for scripting

Step2  Click the Security tab.
Step 3
Step4  Click the Custom L evel button.
Step 5
Step6  Enable the following items:;
¢ Run ActiveX controls and plug-ins
Step 7 Click OK to apply the changes.

System Error Messages

Table 13-10 lists messages that are displayed by CTS-Manager, along with possible causes and solutions
for correcting the problem that caused the message.

System Error Messages 1

Select the zone in which the CTS-Manager server resides. This zone is usually the Local intranet.

When reading the following messages, consider that “$1” or “$2” are placeholder tokens. When the
message actually appears in the application, the tokens will be replaced by text or a value.

Table 13-10 Cisco TelePresence Manager Error Messages
Code Message Explanation Recommended Actions
1000 |Internal server error: $1. A bucket for all untyped errors. The Contact support.
detail message would contain the actual
error.
1001 |Failed to parse config file'$1'. | The server fails to parse the Check syntax of ctis.xml. Thisfile
Error: $2. config/ctis.xml configuration file. The |should be changed by qualified
webapp would fail to start up. technicians only. If possible, revert to
its original content and restart Tomcat
server. Contact support for further
assistance.
1004 |Version $1 is not supported for | CTS-Manager does not support the Deploy CTS-Manager with supported
component: $2. version extracted from the given versions of Exchange and LDAP only.
component.
1005 | The operation is unsupported on |The current operation is not supported |Contact support. Users should not see
OS '$1". on the given platform. this error at all as we only deploy on
Linux.
1007 |Failed to restart host. Error: '$1'. |CTS-Manager fails to restart the Contact support.
machine as requested. The detail
message is given.
1008 |The functionality '$1' isnot yet | The given functionality has not been Upgrade CTS-Manager.
implemented. implemented yet.
1009 |Errorininitialization: '$1'. Database maintenance manager failsto |Contact support. The installation
initialize due to missing scripts for process has failed.
either backup, purge or cron job.
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1010 |One or more arguments are null. |Exchange component is failing to test |Check information provided on the

connection because one of the required
parameters (host, super user account
name/password, bind method) is null.

Exchange configuration screen.

1011 |Unableto dispatch API call. CTS-Manager component isunableto |Check for any errorsin the logfile.
communicate with the CTS-Manager  |Contact support.
Engine.
1012 |Failed to shutdown host. Error: | The server can not be shut down dueto |Verify that user has the right
'$1'. the specified reason. permission to shutdown the server,
check for any errorsin the logfile.
Contact support.
1013 |Failedto determine|P addressof |Hosthame may be incorrect Verify hostname
host $1
1014 |System service '$1'is shutting Not anerror. Aninfo messageislogged |Nothing to do.
down. indicating a system serviceis being
shut down.
1015 |Service '$1'is started and ready |Notanerror. Aninfo messageislogged |Nothing to do.
to process requests. indicating a system service was started.
1016 |Object class '$1' does not have  |Internal programming error.Very Contact support.
property '$2'. Unlikely to happen.
1200 |Invalid meeting. Error: Field '$1' |A field in the given meeting hasinvalid |Contact support.
($2) isinvalid. value.
1201  |Invalid single meeting. Error: The given meeting is not asingle Contact support.
'$1' ($2) isinvalid. meeting as expected.
1202 |Invalid master meeting. Error: The given meeting is not a master Contact support.
'$1' ($2) isinvalid. meeting as expected.
1203 |Invalid exception meeting. Error: | The given meeting is not a exception  |Contact support.
'$1' ($2) isinvalid. meeting as expected.
1204 | Too many TelePresence rooms. |Used by Exchange component in its Remove extra TelePresence rooms
email notification to inform meeting  |from the meeting.
organizersthat ameeting has morethan
two TelePresence rooms schedul ed.
1205 |Missing required number of Used by Exchange component in its Add another TelePresence room to the
TelePresence rooms. email notification to inform meeting meeting, or provide a dial number
organizers that a meeting has lessthan |using the URL in the confirmation
two TelePresence rooms schedul ed. email.
1208 |Recurring meeting instance: '$1'. |An error occurred while calculating the |Contact support.
instances for a recurring meeting.
1209 |Missing Conference ID and Used by Exchange component in its Verify that MCU is configured

Bridge Number for the
Multipoint meeting.

email notification to inform meeting
organizers that a multipoint meeting is
missing a conference id or bridge
phone number. Thisisan unlikely case
to happen.

properly, and at least one is available
for multipoint meeting allocation.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1010 |One or more arguments are null. |Exchange component is failing to test |Check information provided on the
connection because one of the required |Exchange configuration screen.
parameters (host, super user account
name/password, bind method) is null.

1011 |Unableto dispatch API call. CTS-Manager component isunableto |Check for any errorsin the lodfile.
communicate with the CTS-Manager |Contact support.
Engine.

1012 |Failed to shutdown host. Error: | The server can not be shut down dueto |Verify that user has the right
'$1'. the specified reason. permission to shutdown the server,

check for any errorsin the logfile.
Contact support.

1013 |Failedto determine|P addressof |Hosthame may be incorrect Verify hostname
host $1

1014 |System service '$1'is shutting Not anerror. Aninfo messageislogged |Nothing to do.
down. indicating a system serviceis being

shut down.

1015 |Service '$1'is started and ready |Notanerror. Aninfo messageislogged |Nothing to do.
to process requests. indicating a system service was started.

1016 |Object class '$1' does not have  |Internal programming error.Very Contact support.
property '$2'. Unlikely to happen.

1200 Invalid meeting. Error: Field '$1' |A fieldinthe given meeting hasinvalid |Contact support.

($2) isinvalid. value.

1201  |Invalid single meeting. Error: The given meeting is not asingle Contact support.
'$1' ($2) isinvalid. meeting as expected.

1202 |Invalid master meeting. Error: The given meeting is not a master Contact support.
'$1' ($2) isinvalid. meeting as expected.

1203 |Invalid exception meeting. Error: | The given meeting is not a exception  |Contact support.
'$1' ($2) isinvalid. meeting as expected.

1204 | Too many TelePresence rooms. |Used by Exchange component in its Remove extra TelePresence rooms

email notification to inform meeting  |from the meeting.
organizersthat ameeting has morethan
two TelePresence rooms schedul ed.

1205 |Missing required number of Used by Exchange component in its Add another TelePresence room to the

TelePresence rooms. email notification to inform meeting meeting, or provide a dial number
organizers that a meeting has lessthan |using the URL in the confirmation
two TelePresence rooms schedul ed. email.

1208 |Recurring meeting instance: '$1'. |An error occurred while calculating the |Contact support.

instances for a recurring meeting.

1209 |Missing Conference ID and Used by Exchange component in its Verify that MCU is configured
Bridge Number for the email notification to inform meeting properly, and at least one is available
Multipoint meeting. organizers that a multipoint meeting is |for multipoint meeting allocation.

missing a conference id or bridge
phone number. Thisisan unlikely case
to happen.
Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1210 |Missing required number of Used by Exchange component in its Contact support.

TelePresence rooms for the
Multipoint meeting.

email notification to inform schedulers
that a meeting has less number of
rooms than what is required for a
multipoint meeting. Thisis an unlikely
case to happen.

1211 | Selected TelePresenceroomsare |Used by Exchange component in its Check the version of TelePresence
incompatible for multiroom email natification to inform schedulers |equipment of each room and verify that
conference. Contact help desk.  |that a meeting is scheduled with it isaversion which can support

room(s) that can not support multipoint |multipoint meeting. Upgrade if
conference. necessary.

1212  |Insufficient resources to setup Used by Exchange component in its Verify that MCU is configured
multiroom conference. Contact |email notification to inform schedulers |properly, and at least one is available
help desk. that there is no available MCU for a for multipoint meeting allocation. Add

multipoint meeting. anew MCU if necessary, or reschedule
the meeting to a different time.

1213  |Resources not setup to support |Used by Exchange component in its Verify that MCU is configured
multiroom conference. Contact |email notification to inform schedulers |properly, and at least one is available
help desk. that there is no MCU configured for a |for multipoint meeting allocation. Add

multipoint meeting. anew MCU if necessary.

1214 | Scheduler does not have enough |Used by Exchange component in its Verify that the scheduler has been
privileges to setup this email notification to inform schedulers |assigned with the required user
TelePresence meeting. Contact  |that they don't have enough privilege |privilege. Add the scheduler to the user
help desk. for scheduling a multipoint meeting. group that has the required privilege if

necessary.

1215 |Resource allocation error. $1 There is not enough resource available |Verify that the target MCU has the

to migrate all meetings from one MCU |proper configuration and that it is
to another MCU. available.

1216 |Meeting migration error. $1 An error occurred when attempting to | Check the error message in the logfile.

migrate meetings from one MCU to Contact support.
another MCU

1217  |Insufficient Video Conferencing |There are not enough Video Reduce the number of Video
resources to setup multipoint Conferencing resources available to Conference participants or increase the
conference. have a Video Conferencing meeting. number of Video Conferencing

resources on the Video Conferencing
MCU.

1221  |Bulk execution failed Some meetings update failed. Contact Support.

1222 |Failed to load/parsetime zone | The time zone map file maps a user An internal error. Something has

map file '$1'. Error: $2.

calendaring time zone (from either
Exchange or Domino) to a system time
zone. Thetime zone map fileis
timezonemap.xml under
lusr/local/ctis/config. The error would
indicate the actual message in the Error
portion of the message.

occurred during system installation or
upgrade. Contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

1223  |Unknown time zone target '$1'. | The time zone map file maps a user An internal error. Something has
calendaring time zone (from either occurred during system installation or
Exchange or Domino) to asystemtime |upgrade. Contact support.
zone. The time zone map fileis
timezonemap.xml under
{usr/local/ctis/config. The error is
indicating that a system time zone in
the mapping is wrong.

1225 |Unableto find amatching time |CTS-Manager fails to recognize the Contact support with the error message

zone target time zone definition |user time zone passed from the so that the time zone mapping file can
ID: '$1', Descriptor: '$2, calendaring application. be updated and patched.
Definition: '$3'.

1226 | A unique conference ID isnot | All the Video Conferencing Access M odify the meeting to use another time
available in the requested time  |Numbers exhausted in thistime slot.  |slot and try to convert the meeting to a
window. Video Conferencing meeting.

1227 Duplicate room entries found in | Two CTS devices have same email Correct the email address and make it
Cisco Unified CM. address configured in Cisco Unified unique for the devices having same

CM. email address.

1400 |Fail to $1 concierge. Error: $2. |CTS-Manager fails to perform the Most likely real cause would be DB
given operation for aconcierge. The  |operation error. DB might be down.
detail error message is given. Contact support.

1401 | Thisdevice has $1 future Selected MCU has some future Migrate the meetings from the MCU
meetings scheduled. Please meetings scheduled and therefore it (to be deleted) to another MCU and try
migrate the meetings to another |can't be deleted. the deletion again.
device first and try again.

1402 | A device with hostname $1 A device with the same hostname Check the hostname configuration for
already exists. Please use a and/or |P address already exists, any conflict. Correct it and try the
different hostname and try again. |therefore it doesn't allow the addition |addition again.

of the new device.

1403  |Duplicate entry. $1 already A configuration entry with the same Check the entry value uniqueness to
exists.Please use a different valuealready exists, thereforeit doesn't |make sureit does not have any conflict
name and try again. allow the addition of the new entry. with any existing configuration.

Correct it and try the addition again.

1405 |Failed to enable Interoperability |User operation of enabling Most likely cause is the

support. Error: $1. Interoperability support has failed. Cisco TelePresence Engine server
processisnot running. Verify its status
using CL1 command. Contact support if
unable to start this server process.

1406 |FailedtodisableInteroperability |User operation of disabling Most likely cause is the
support. Error: $1. Interoperability support has failed. Cisco TelePresence Engine server

processisnot running. Verify its status
using CL1 command. Contact support if
unable to start this server process.

1408 |Managed CTMSisnot Interop | The managed CTMS does not support |Upgrade the CTMS to a version that
capable. Cannot enable Interop |Video Conferencing Interoperability. |supports Interoperability with Video
support. Conference.

Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
[ oL-13673-04 .m



Chapter 13

Troubleshooting Cisco TelePresence Manager |

W System Error Messages

Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1409 |Managed CTSis not Interop The managed CTS does not support Upgrade the CTS to a version that

capable, cannot enable Interop
support.

Video Conferencing Interoperability.

supports Interoperability with Video
Conference.

1410 |Cannot disable Interoperability |CTS-Manager doesnot allow disabling |Delete the Video Conferencing MCU
support when there exists an of Video Conferencing Interoperability |and try disabling Interoperability
Interoperability MCU. if thereisaVideo Conferencing MCU |support.

configured in the system.

1411 |Only one CUVCisallowedin CTS-Manager allows only one CUVC. |If anew CUVC must be added, first
system. remove the existing CUVC.

1412  |Room $1 does not support While Video Conferencing Upgrade the CTS to a version that
Interoperability. Groupware Interoperability is enabled amanaged |supports Interoperability with Video
subscription will be denied. CTSis downgraded to not support Conference.

Interoperability.

1601 |Failed to authenticate. Check Self-explanatory. Check user name and password and try
authentication parameters. again.

1602 |Unsupported authentication type |The authentication specified during Contact support.

'$1'. configuration (e.g.: for LDAP against
Directory Server) is not supported.

1603 | Error during encryption; '$1". An error occurred while encryptinga | Contact support.

string. The detail error message is
given.

1604  |Error during decryption: '$1'. An error occurred while decryptinga | Contact support.

string. The detail error message is
given.

1605 |Insufficient credential '$1'. User does not have sufficient privilege |Obtain correct credential and try again.
Requires credential '$2'. to access an URL.

1606 |Accesspermittedtoemail ID '$1' |Only scheduler is permitted to access |Use scheduler's credential to log in.
only. the URL giveninthe email notification.

Any other user trying to log in will be
rejected with this error.

1607 | New password istoo simple. Self-explanatory. Happened when user |Use better formed password and try
New password should contain changes super user password. again.
both mixed-case alphabetic and
non-al phabetic characters. It
should not base on common
words found in dictionary.

1608 | Password was change Could not save new password to Contact support.
successfully, but could not be platformConfig.xml due to some
saved for future upgrade. internal error.

1609 | Could not change password: Users must enter the old password Enter the correct old password.
current password does not match. |correctly before they are allowed to

change to new password.
1611 |Unableto find username '$1'in |Incorrect username specified in login  |Enter correct username

the directory

screen
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
1612 |Failed to authenticate.Check CTS-Manager superuser account Enter correct username/password
authentication credentials inside M S-Exchange are
parameters.Username:LHS of invalid
email address.Password:AD
password
1613  |Failed to authenticate.Check CTS-Manager superuser account Enter correct username/password
authentication credentials inside IBM-Domino are
parameters.Username:shortform |invalid
of email
address.Password:| nternet
password.
1700 |Unknown configuration Configuration for the specified Ensure that the first time configuration
component '$1'. component does not exist. setup is done and all the values are
properly specified.
1701  |No parameter '$1' found under | Specific configuration parameter for a |Ensure that the first time configuration
configuration component '$2'. component does not exist in stored setup is done and all the values are
configuration. properly specified.
1702  |Failed to set parameter '$1' to CTS-Manager is unable to save the Check DB component status using CL |
value '$2'. Error: '$3". given parameter due to the given detail |command. Restart it if necessary.
error message. Thisis likely to be Restart Tomcat after DB is running.
caused by DB error.
1703 |Failed to update schedule to CTS-Manager fails to submit a Check room equipment and try again.
rooms '$1'. Error: '$2'. schedule update request to the given
rooms.
1704 |Failed to validate DN '$1'. CTS-Manager fails to validate Check DN configuration.
specified DB in LDAP directory
1705 |Failed tovalidate email '$1'. The |Extraemail address specified under Correct email addressin specified field
specified email does not exist custom settingsis not valid
1901 |Failed to authenticate the TB Username/password does not match for |1. Configure username/password in
device: Telepresence Equipment Cisco Unified CM for specified
telepresence equipment.
2. Run Cisco Unified CM Discovery
for SR to sync configured
username/password.
1902 |Failedtosend messagetothe TB |Could not deliver updated calendar to | 1. Verify if Telepresence equipment is
device: Telepresence Equipment due to loss of |registered with Cisco Unified CM.
connectivity 2. If Telepresence Equipment is not
registered inside, contact Cisco TAC
1903 |No Communication link on TB: |Web Service on 1. Use Telepresence Equipment
TelepresenceEquipment is not running | Troubleshooting guide to ensure the
webserviceis running
1904 | Failed to update the SSH Failed to retrieve SSH username 1. Use trouble shooting section to
username/password from DB password from DB verify database connectivity
into cache.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2000 |Data Access Error: $1. General error in data access operations |Look into the specific error message.

Based on the message, verify if
database is running, verify using 'Test
Connection' if Directory Server is
running, troubleshoot the specific

message.

2001 |Metaschema Parsing Error: $1.  |An error occurred while parsing Ensure that the installation and first
metaschema file. time configuration has completed
successfully.
2002  |Error loading Metaschemafile: | The metaschemafileis not loaded. Ensure that the installation and first
$1. time configuration has completed
successfully. Ensure that the disk is not
corrupted.
2003 |Datastore '$1' not found in Datastore values are not proper in Ensure that the installation and first
Metaschemafile. metaschema file. time configuration has completed
successfully.
2004  |Error updating override Unable to write the values specified in |Ensure that the installation and first
metaschema file. the FieldMapping tab to the time configuration has completed
metaschema file. successfully. Ensure that the values
specified in the FieldM appings tab are
valid.
2005 |DataAccess Initialization Error: |An error occurred during data access  |Evaluate specific message and
$1. plugins initialization. troubleshoot database, LDAP
connectivity and first time setup.
2006  |Error in object creation: $1. An error occurred during object Evaluate object to be created and
creation in the database. troubleshoot based on specific
message.
2007  |Error during object write: $1. An error occurred during object update |Evaluate object to be updated and
in the database. troubleshoot based on specific
message.
2008  |Error during object delete: $1. An error occurred during object Evaluate object to be deleted and
deletion in the database. troubleshoot based on specific
message.
2009  |Error during object get: $1. An error occurred during object Evaluate object to be retrieved and
retrieval from the database. troubleshoot based on specific
message.
2010 |Specified object '$1' not foundin |The specified object does not existin  |Evaluate object to be retrieved and
'$2' datastore. the data store troubleshoot based on specific
message.
2011 |Invalid Parameter Specified: '$1'. | The specified parameter is not valid. Contact support.
2012 Error in Data Purge. Error in Data Purge. Evaluate message and contact support.
2013  |Error in Data Backup. Error in Data Backup. Evaluate message and contact support.
2014  |Error in Data Restore. Error in Data Restore. Evaluate message and contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2015  |Error in DB Maintenance Error during database maintenance Thisisan error which is not handled by
Operations. operation (Backup/Restore/Purge) the categories mentioned above.
Evaluate specific message and contact
support.
2016  |Error returned by spawned Error returned by script spawned by the |Evaluate the specific message. Contact
process. $1. server Java process support if required.
2017  |Error acquiring connection: $1. |Error in getting a connection from Check connection type (DB/LDAP)
connection pool and verify connectivity. If problem
persists, may require server restart.
Contact support.
2018  |Error closing connection: $1. Error in closing a connection from This may not be severe, but needsto be
connection pool monitored. Check connection type
(DB/LDAP) and verify connectivity. If
problem persists, may require server
restart. Contact support.
2019  |Error closing statement: $1. ErrorinclosingaJDBC SQL statement | This may not be severe, but needsto be
object. monitored. Check if databaseis
running.
2020  |Error instantiating class: $1. Error in using pluggable methods Ensure the installation and first time
during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2021  |Error instantiating method '$1'  |Error in using pluggable methods Ensure the installation and first time
for class: '$2'. during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2022  |Error retrieving field '$1' for Error in using pluggable methods Ensure the installation and first time
class: '$2'. during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2023  |Error setting value for field '$1'  |Error in using pluggable methods Ensure the installation and first time
for class; '$2'. during data access operations setup is properly completed. This may
be resolved by server restart. Contact
support before doing this.
2024  |Specified object '$1' isalready  |An object specified to be deleted is Thisis awarning to be monitored.
deleted. already deleted. Contact support.
2025 | Object handler not found for The object handler for data access Thisis afatal error. Contact support.
specified object: '$1'". operations is not found.
2027  |Attribute '$1' was not retrieved. | The requested attribute is not found in | Thisis a severe error, but need not be
the object, either because application |fatal. Contact support.
does not retrieve all the attributes for
the object or it does not use the correct
attribute name.
2301 |Unknown object interface '$1'.  |An object specified is not accessible | Thisis a severe error, but need not be
anymore. fatal. Contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2302 | Theparameter '$1' withvalue'$2' |Specified value for a parameter isnot |Evaluate the parameter. If itisa

is not valid.

valid.

configurable parameter, ensure proper
value is specified.

2400 |Failed to connect to Cisco Failurein retrieving information from |Cisco AXL WebService should bein
Unified CM. Error:; $1 Cisco Unified CM. running state.

2401 |Failed to authenticate into Cisco |No Digital certificate found in Upload updated Digital cert for Cisco
Unified CM: Error: $1. truststore. Unified CM.

2402 |Failed to locate attached phone |No Phone configured on shared line Configure shared line with 1P Phone.
to TelePresence device. with telepresence equipment.

2403 |Failed to locate room Missing Room information for Configure Room information using
information attached to Telepresence Equipment. steps specified in CTS-Manager
TelePresence equipment. Configuration guide

2404  |Failed to send AXL Messageto |Failurein sending information request |1. Fix the certificate.

Cisco Unified CM. Error: $1. to Cisco Unified CM. 2. Correct Cisco Unified CM AppUser
1. Incorrect digital certificateis credentials.
uploaded.
2. Incorrect credentials specified in
Cisco Unified CM Application user.

2405 |Failed to retrieve publisher Failure in discovering Cisco 1. Use compatible Cisco Unified CM
and/or subscriber nodes. Unified CM Node information from version.

DB. 2. Publisher node hostname should be
1. Incompatible Cisco Unified CM used.

version

2. Specified Node is not a Cisco

Unified CM publisher.

2406 |Failed to authenticate and Invalid credentials and/or hostname. 1. Correct App User credentials and

f:;;l’neé:t W|.tr}$§:|sco Unified CM 1. Incorrect Cisco Unified CM App publisher node configuration.
- EITOT: 2. User credentials
2. Incorrect publisher node hostnameis
specified.

2407  |Failed to create CTI Adapter to |Failure in authenticating and 1. Verify Cisco Unified CM App User

Unified CM ‘$1’. Error: $2. connecting with CTIManager. credentials
2. Verify CTIManager serviceis
activated on the publisher node.

2409 Failed to create or update Failure in creating Telepresence 1. Ensure DN is configured.
TelePresence equipment Equipment in DB.
information.

2411  |CTI Manager on Cisco Failurein creating provider instance.  |1. CTIManager is not running.

Unified CM is down.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

2415 Failed to connect to RIS Failurein retrieving ip address from 1. SOAP Webservice for RIS should be
Manager. CiscoUnified CM. running.

2. Check Cisco Unified CM AppUser
has correct privileges.

2418 |Failed to get list of addresses Cisco Unified CM CTI Provider in Contact Cisco TAC for Unified CM
from CTI Provider. error state. issues.

2419 Failed to retrieve IP Address for |Cisco Unified CM RIS WebServiceis |Active SOAP webservice.
requested device. not running.

2420 |Failedto discovery TelePresence |One of the Unified CM interfaceis Contact Cisco TAC for Unified CM
equipment. down. issues.

2422  |Directory number is not Directory number is not configured. Configure Directory number.
configured.

2423  |Incompatible Cisco Unified CM |Incompatible Cisco Unified CM Correct Cisco Unified CM version.
Configured. Please verify the version.
supported Unified CM version
inside Supported versions table.

2424 Failure inside scheduled Execution of scheduled maintenance | Contact Cisco TAC for detailed
mai ntenance operation. for Database or investigation.

TelepresenceEquipment Discovery or
Exchange sync or Calendar schedule
push failed.

2425 Failed to discover timezone TimeZone information not configured |Contact Cisco TAC for Cisco
information from Cisco or available in Cisco Unified CM. Unified CM issues.
Unified CM.

2426  |Failed to discover telepresence |Failure in discovering capability Check the version of Telepresence
capability information from information from Telepresence equipment, and upgrade to a later
endpoints. equipment endpoints. It is most likely |version if necessary.

due to an older version of the
Telepresence equi pment not having the
support for capability information.

2427  |More than one IP Phone There is more than one IP phonesthat |Remove extralP Phones or assign them
configured on shared DN with  |share the same DN as the specified with new DN, such that the
tel epresence equipment. Telepresence equipment endpoint. Telepresence equipment endpoint only

has one | P phone sharing its DN.

2428 |CTI Control isdisabledfor thelP |The specified Cisco IP Phonethat is | Verify the IP phone configuration in
Phone. configured for the Telepresence Unified CM Admin, and configureit to

equipment endpoint is not set with CT1 |allow CTI control.
control enabled.

2429  |Failed to update time zone '$1'. |Aninternal server error. Contact support.
Error: $2.

2430 |CTSdevice'$1 does not support |The CTS does not support Video Upgrade the CTS to a version that
Interoperability. Conferencing Interoperability. supports Interoperability with Video

Conference.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2500 |Failed to send message/event. ActiveMQ message system isfailing. |Contact Cisco TAC for detailed

investigation.

2601 |Error getting detail for meeting |CTS-Manager fails to extract meeting |Check the URL that is provided in the
ID '$1". detail because either the scheduler ID  |email notification. The URL cannot be
or the meeting serial 1D is null. altered in anyway.
2602  |Error getting certificate The cert-conf.xml does not exist under |Contact support.
configuration file '$1". catalina.home. Something occurred
during installation.
2603  |Error loading certificate named: |CTS-Manager fails to load the given Take corrective action according to the
'$1'. certificate into the system. detail message and try again.
2604  |Error deleting certificateunit'$1' |CTS-Manager fails to delete the given | Take corrective action according to the
of category '$2'. Error: '$3'. cert. detail message and try again.
2605 |Error $1 DHCP setting. CLI CTS-Manager fails to enable/disable | Take corrective action according to the
error code; $2. DHCP setting. Detail error message is |detail message and try again.
given.
2606  |Error setting IP address and/or  |CTS-Manager failsto set new IP Take corrective action according to the
subnet mask. CLI error code: $1. |settings. detail message and try again.
2607  |Error setting default gateway. CTS-Manager fails to change default | Take corrective action according to the
CLI error code: $1. gateway setting. detail message and try again.
2608 |Error setting SNMP data. CTS-Manager fails to execute SNMP | Take corrective action according to the
Command executed: '$1'. Error: |setting script to set new SNMP setting. |detail message and try again.
'$2'.
2609 |Failed to '$1' SNMP service. CTS-Manager fails to use Try to use CLI to activate/deactivate
Error: '$2'. Control Center to perform the given SNMP service. Contact support.
action on SNMP daemon.
2610 |Software upgrade already in Users attempt to start another software |Wait until the current upgrade
progress. upgrade while there is an upgrade completes and try again.
going on. There can be only one
upgrade at any time.
2611 |Failed to upgrade software. CTS-Manager failsto upgrade software | Take corrective action according to the
Error: '$1'. due to the given error message. detail message and try again.
2612 |Systemisrestarting. Try again | Thesystemisbeing restarted. Usersare |Wait afew minutes and try to log in
later. disallowed tolog in whilethe systemis |again.
being restarted.
2613  |Webapp homedirectory '$1' does |The webapp directory does not exist.  |Users should not see this error. Contact
not exist. Something has occurred during support.
installation.
2614  |Systemisbeing maintained. Try |Either a database restore or system Wait afew minutes and try to log in
again later. restart isin progress. Users are again.
prevented from logging in, and this
error is shown on the log-in page.
2615 |Cannot deleteownrolemapping: |Users whose role is Administrator is  |Users cannot delete his own role

'$1'.

trying to delete his own role mapping
on the Access Management screen.

mapping. Super User can delete
anything.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)

Code |Message Explanation Recommended Actions

2616 |FQDN '$1'isnot agroup FQDN. |Usersenter aninvalid user FQDN inthe |Check the entered FQDN and try again.

Role to LDAP mapping dialog box
(during Access Management
configuration).

2617 |Failed to create remote account |CTS-Manager fails to create the Take corrective action according to the
'$1'. Error: '$2'. Account name  |requested remote account. Detail error |detail message and try again.
must contain only lower case message is given.
alphabetic characters. Upper
case, digit, and special characters
are not allowed.

2618 |Cannot view more than one Viewing more than one meeting in the |Log out of the session on the other
meeting in the same session. Log |same Ul session is not allowed. meeting first and try again.
out of session on meeting '$1'
first.

2619 |Server isbeing restarted. Try An attempt to view the Ul while server |Wait afew minutes and try to log in
again later. is being restarted. again.

2620 Email ID '$1' specifiedin URL is | The URL that isused to view ameeting |Make sure the user uses the exact same
different than ID '$2' found in contains a different user 1D than the URL that is provided in the CTS-MAN
database. meeting scheduler. Thisrequest will be |generated email. After verifying the

blocked with thiserror shownintheUl. |URL, if it still fails, contact support. In
CTS-MAN 1.1, this could occur when
switching between versions.

2621 |Missingrequired URL parameter |The URL thatisusedtoview ameeting [Make sure the user usesthe exact same
'$1'. Contact Administrator. ismissing arequired parameter to URL that is provided inthe CTS-MAN

retrieve the meeting information. generated email. After verifying the
URL, if it still fails, contact support.

2622  |Error setting primary DNS. CLI |Failedto set requested primary DNSon |Verify DNS name again
error code; $1 the platform, CLI returned an error

2623  |Error setting secondary DNS. Failed to set requested secondary DNS | Verify DNS name again
CLI error code: $1 on the platform, CLI returned an error

2624  |Duplicateentry. Role'$1 for this |Duplicate name specified for arile. Verify the role name again
Group FQDN already exists

2626  |Error setting Domain. CLI error |Failed to set the domain name Refer to Dominoinstallation and verify
code: $1. domain name

2627  |Error deleting the primary DNS. |Failed to delete the DNS name, CLI Contact Cisco TAC for detailed
CLI error code: $1 returned an error investigation.

2628  |Error deleting the secondary Failed to delete the DNS name, CLI Contact Cisco TAC for detailed
DNS. CLI error code: $1 returned an error investigation.

2629 |Invalid certificate type named: Incorrect cert fileis used Self explanatory
'$1'.Valid Certificate file
extensions .cer and .der.

2630 |Meeting query resultsin more  |User has requested more than max Change search criteriato narrow down
than max $1 instances. Change |allowed meetingsinside meetingsview. |the number of meetings inside
search criteriaand try again. meetings view.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
2632 |Failed to enable Interoperability. |Atleast a CTS or CTMS does not Upgrade the CTS or CTMS that does

Some devices do not support
Interoperability. Click on the
links to view the error devices.

support Interoperability. Enabling
Video Conferencing Interoperability
support requires all CTSand CTMS
support Interoperability.

not support Interoperability to a
version that supports Interoperability.

2633  |Error updating meeting. Meeting | The meeting does not exist in the Refresh the Admin Ul web page.
ID not found '$1'. ;:f:srtl\r/llanag:tr.. It yva; po|SS|Z(ij de![ﬁted If the meeting still exists and the
Ul er the meeting IS displayed on the problem persists, contact support.
2644  |Failed to enable Intercompany. | The recurrent meeting has one or more |Change the interop instances to be
One or more occurrences have  |instances as interop meeting . normal or non-interop meetings and
Video Conferencing enabled. then try to make the meeting as an
intercompany meeting.
2700 |Failed to display requested Invalid Certificate Reload a new certificate and try again.
certificate :
2803  |Errorduringconfigurationpolicy |Failed to delete configuration policy Contact Cisco TAC for detailed
delete: $1. investigation.
2808 |A configuration policy with this |Duplicate name specified for apolicy |Self explanatory
policy name $1 already exists.
3001 |Unableto start adapter '$1'. CTS-Manager failsto start one of its | Thisisafatal error. Contact support.
Error: '$2'. client adapters. The adapter name and
detail message is given.
3002 |Failedto sync '$1'. CTS-Manager fails to perform Using the Exchange or Domino
synchronization for the given configuration Ul, try to manually start
Exchange room or database. the sync for the given room or database.
If unsuccessful then contact support.
3003 |Failed to process meeting '$1'. CTS-Manager fails to process a Update the meeting using the
meeting with given subject or system | calendaring tool (Outlook or Lotus
ID. Notes) to see if the meeting can be
processed again. Contact support.
3004 |Failed to update room '$1'". CTS-Manager fails to update some Contact support.
information on the given room.
3005 |Failedto process '$1' event for |CTS-Manager fails to process a Contact support.
room '$2'. specific room event.
3100 |Unexpected Error: $1. CTS-Manager Exchange Adapter has | Contact Cisco TAC for detailed
encountered internal error. investigation.
3101 |Missing Config Param Error: $1. |Required configuration parameter is Specify the required parameter and
missing. retry operation.
3102  |Exchange Connection Error: $1. |Connection to Exchange could not be |Make sure specified connection are
established. correct, Exchange host is reachable.
3103  |Param Format Error: $1. Given |Specified Exchange Adapter parameter |Correct the parameter based on

value:($2).

format isincorrect.

message and retry operation.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
3105 |Room Subscription Error: Room account does not exist in Setup room account in AD/Exchange,
Room:($1). Message:($2) AD/Exchange, CTS-Manager account |give CTS-Manager account read access
doesnot have proper permissiontoread |to room's calendar, wait for
room calendar, connectionto Exchange |CTS-Manager to regain connection to
might be down, room account on Exchange else restart CTS-Manager.
Exchange modified.
3106 |Room Unsubscription Error: Connection to Exchange might be Wait for CTS-Manager to regain
Room:($1). Message:($2) down, room account on Exchange connection to Exchange el se restart
modified. CTS-Manager.
3107 |Room Search Error: Room:($1). |Connection to Exchange might be Wait for CTS-Manager to regain
Message: ($2) down, room account on Exchange connection to Exchange el se restart
modified. CTS-Manager.
3109 |Room Renewal Error: Connection to Exchange might be Wait for CTS-Manager to regain
Room:($1). Message:($2) down, room account on Exchange connection to Exchange el se restart
modified. CTS-Manager.
3111  |Lock Error: Cannot acquire lock |Error in resolving deadlocksin server | Thisis asevere error, but need not be
on element:($1). application threads. fatal. Contact support.
3112 |Mailbox Error: Error during CTS-Manager is unable to read Specify specific mailbox quotafor
mailbox size computation:($1). |mailbox quota CTS-Manager account in Directory
Server.
3113 |Mailbox QuotaError: Cleanup  |Super user mailbox has filled up to the |Cleanup super user account on
account on Exchange. guota. Exchange.
Quota:($1) Current size:($2).
3114  |Invalid Domain Name The specified domain nameisinvalid. |Correct the domain name and try Test
Users would see this error during Test | Connection again.
Connection of Exchange settings.
3115 |Invalid User Name. User name  |Invalid User Name. Exchange user Correct the user name.
cannot contain space(s). name cannot contain space(s).
3116 |Exchange connection succeeded |Not an error condition.
3501 |Email cannot be sent for meeting |Internal error. Contact support.
in validation state '$1'.
3502 |Unknown email request '$1'. Internal error Contact support
3503 |Invalid meeting scheduler Internal error Contact support
(subject '$1'). Error: field '$2' has
invalid value '$3'.
3504 |Discarded email request '$1' after |CTS-Manager has attempted too many |Contact support
'$2' attempts. timesto send email for ameeting but all
have failed.
3505 |Too many email requests CTS-Manager under possible DoS Contact support
submitted for ID '$1". attack. Too many email requestsfor the
same meeting are being submitted.
3601 |Room display segments Room does not have any display Thisis asevere error, but it should
information is missing. segment information. never happen. Contact support.
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Table 13-10 Cisco TelePresence Manager Error Messages (continued)
Code |Message Explanation Recommended Actions
3800 |MCU isnot reachable: CTS-Manager is unable to Check for any connectivity issue and

communicate with the MCU

check the MCU status.

3801 |Failed to authenticate with MCU isunableto find CTS-Manager | Verify that the MCU is configured
MCU: hostname/I P address or unable to properly withthecorrect CTS-Manager
authenticate the CTS-Manager, settings.
thereforeit will not process any request
from this CTS-Manager.
3802 |Anerror occurred at MCU: MCU has reported an error. The error | Take corrective action according to the
detail is given in the message. detail message and try again.
3803 |MCU failed to authenticate: CTS-Manager isunableto authenticate |Verify that the authentication
the MCU, therefore it will not process |information that are entered in
any request from this MCU CTS-Manager and MCU match.
3804 |HostName or IP Address not MCU is unknown to CTS-Manager, Verify that this MCU is configured
found for MCU: thereforeit will not process any request |properly in CTS-Manager.
from this MCU
3805 |CTMS'$1' does not support The CTMS does not support Upgrade the CTM S to a version that
Interoperability. Interoperability. supports Interoperability.
3806 |A meeting '$1' haserror. Meeting |Meeting does not have the required Contact Support.
is not pushed to MCU '$2'. information.
4000 |Domino Connection Error: $1.  |Failed to connect to Domino server Verify | P connectivity to Domino
server, DIIOP task should be running
4001 |Domino connection was Domino resource may be inaccessible |Contact Cisco TAC for detailed
established, but couldn't openthe |for various reasons. investigation.
specified Domino resource
database
4002 |Domino Domain value '$1' Domino domain value is incorrect Verify if Domino domain nameis

specified is not correct.

correct or has changed

] Cisco TelePresence Manager Release 1.5 Administration and Installation Guide

0L-13673-04 |



	Cisco TelePresence Manager Release 1.5 Administration and Installation Guide
	Contents
	Preface
	End User License Agreement
	General Information about the Cisco TelePresence Manager
	Contents
	Overview of the CTS-Manager Administration Guide
	Terminology

	Introduction to the Cisco TelePresence System
	Taking Point-to-Point Cisco TelePresence calls
	CTS Endpoints

	Components of the Cisco TelePresence System

	Cisco TelePresence Manager Product Specifications
	Installation Procedures Guideline

	Pre-Install System Set Up for Cisco TelePresence Manager
	Contents
	Introduction
	System Components and Versions
	Pre-Installation Procedure Guidelines for Initial Network Set-up

	Configuring Microsoft Exchange for Cisco TelePresence Manager
	Contents
	Introduction
	Pre-Configuration Set-Up Guidelines
	Configuring Microsoft Exchange for CTS-Manager
	Deploying with Microsoft Exchange 2003
	Deploying with Microsoft Exchange 2007
	Migrating from Exchange 2003 to Exchange 2007

	Configuring IBM Domino Server for Cisco TelePresence Manager
	Contents
	Introduction
	Important Considerations
	Pre-Configuration Procedure Guidelines for IBM Domino Set-up
	Configuring IBM Domino for CTS-Manager
	Directory Assistance in a Domino Deployment


	Configuring Cisco Unified CM for Cisco TelePresence Manager
	Contents
	Introduction
	Important Considerations
	Pre-Configuration Procedure Guidelines for Cisco Unified CM Set-up
	Configuring Cisco Unified CM for CTS-Manager
	For Deployments Using Microsoft Exchange 2003, 2007, and IBM Domino
	Configuring Cisco Unified CM Server Names

	Logging into the Cisco Unified CM Administrator
	Configuring the Options File
	Adding a Cisco TelePresence Device
	Download Device Packs
	Install the Device

	Creating and Configuring a Cisco TelePresence Device
	Adding a New Phone as a Cisco TelePresence Device
	Finding a Phone

	Configuring Cisco TelePresence Devices
	Before You Begin
	Device Information


	Installing and Configuring Cisco PreQualification Assistant
	Contents
	Introduction
	Pre-Configuration Procedure Guidelines for Checking Initial Network Set-up
	Installing the PreQualification Assistant Tool
	Running the Tool - Using the Tool Application Window

	Menu Commands
	File Menu Commands
	System Menu Command
	Test Configuration Forms Window
	Test Status Window

	Using Test Configuration Forms
	Cisco Unified CM Test Configuration Form
	Test(s) Enabled by this Test Configuration Form

	Test Configuration Forms in a Generic Environment
	LDAP (Generic) Test Configuration Form
	Test(s) Enabled by this Test Configuration Form


	Test Configuration Forms in a Microsoft Exchange Environment
	LDAP Server (Active Directory) Test Configuration Form
	Test(s) Enabled by this Test Configuration Form


	Calendar Server (Microsoft Exchange) Test Configuration Form
	Test(s) Enabled by this Test Configuration Form


	Test Configuration Forms in an IBM Domino Environment
	LDAP (Domino Directory) Test Configuration Form
	Test(s) Enabled by this Test Configuration Form

	Calendar Server (IBM Domino) Test Configuration Form
	Test(s) Enabled by this Test Configuration Form



	Installing or Upgrading Cisco TelePresence Manager
	Contents
	Introduction
	System Information

	Installation Guidelines
	Installing Cisco TelePresence Manager from DVD
	Required Information and Equipment

	Introduction to the CTS-Manager Administration Software
	Logging Into CTS-Manager
	Administrator Role
	Superuser Role
	Concierge Role
	Installation Procedure for Cisco TelePresence Manager
	Installation Field Values Defined

	Recovering Administrator and Security Passwords
	Recovery procedure 1:
	Recovery procedure 2:


	Dashboard for Verification of Installation Status
	System Log Error Detection
	System Log
	Software Upgrade
	Upgrading to Cisco TelePresence Manager 1.5
	Switch Version

	Upgrade Software
	Cisco TelePresence Manager Window
	Header Pane
	System Status Pane
	Navigation Pane
	Work Pane
	Tabs
	Filtering Information
	Obtaining Additional Information and Help
	Navigating Long Lists
	Copying and Pasting Information
	Typing Information in Fields
	Typing Telephone Numbers
	Typing Meeting Room Names
	Viewing All Information



	Preferences

	Initializing Cisco TelePresence Manager
	Contents
	Introduction
	Post-Install Guidelines for CTS-MAN
	Initializing Cisco TelePresence Manager After Installation
	Required Information and Equipment
	Initialization Procedure
	Initialization for Microsoft Exchange Deployments
	Explanation of LDAP Access Setting Fields

	LDAP User Authorization Setting Fields
	Explanation of Field Mappings Fields
	Explanation of Cisco Unified Communications Manager Fields
	Explanation of Microsoft Exchange Fields
	Explanation of Database Backup Schedule Fields

	Microsoft Exchange Calendar Service Window
	Re-sync Operations

	Initialization for IBM Domino Deployments
	Explanation of LDAP Access Setting Fields
	Explanation of LDAP User Auth Setting Fields
	Explanation of Field Mappings Fields

	Explanation of Cisco Unified Communications Manager Fields
	Explanation of IBM Domino Fields


	Additional Installation Configurations for Cisco TelePresence Manager
	Contents
	Post-Install Guidelines for CTS-MAN
	Introduction
	Security Settings
	Web Services Security

	Digital Security Certificates
	Generating Security Certificate Reports
	Viewing Security Certificates
	Deleting Security Certificates
	Uploading Security Certificates

	LDAP Server
	Settings for LDAP
	Multiple LDAP Peer Domains

	Field Mappings
	Microsoft Exchange Deployments
	Verifying Field Mapping Data

	IBM Domino Deployment s

	Password
	Calendar Server
	Microsoft Exchange
	Re-sync Operations

	IBM Domino
	Re-sync Operations

	System Settings
	IP Setting
	NTP Setting
	SNMP Setting
	Technical Notes

	Database - Status, Backup, and Restore
	Settings
	Backup
	Changing the Backup Schedule
	Backing Up Database Files
	Remote Storage Host Fields

	Restore
	Restoring Backup Data

	Discovery Service
	MCU Devices
	Access Management
	Cisco TelePresence Multipoint Switch (CTMS)
	Adding a CTMS
	Editing CTMS Settings

	Cisco Unified Video Conferencing (CUVC)
	Adding a CUVC
	Editing CUVC Settings

	Concierges
	Concierge Role
	Creating Concierges
	Assigning a Room to a Specific Concierge

	Policy Management
	Remote Account
	System Configuration - System Settings
	Application Settings
	Interoperability with Video Conferencing Settings
	Intercompany Setting
	Meeting Notification Email Settings

	CTS-Manager Redundancy Failover Procedure
	Cold Standby
	Warm Standby
	CTS-MAN Redundancy Failover Procedure
	CTMS Redundancy Failover Procedure



	Monitoring Cisco TelePresence Manager
	Contents
	Introduction
	Post-Install Guidelines for CTS-MAN
	Scheduled Meetings
	Process/Response Times for Scheduled Meetings
	Modifying Meeting Details from a Calendar Client
	Calendar Scheduling Limitation
	Generating Scheduled Meeting Reports
	Exporting Scheduled Meeting Data
	Meeting Details
	Rooms
	Manually Updating Room Schedules on the Cisco TelePresence Room Phone
	Viewing Scheduled Meetings for a Specific Room

	MCU Devices
	Summary Tab
	Generating Multipoint Conference Unit Reports

	Capability Tab

	Cisco Unified Communications Manager

	CTS-MAN Emails and End-User Web UI
	Contents
	Introduction
	Point-to-Point Meetings
	Multipoint Meetings
	Action Required Email
	Confirmation Meeting Details Window
	Meeting Details
	Occurrence Details Pane
	Meeting Options Tab
	Interoperability Options
	Intercompany Host Meeting Options
	Intercompany Participant Meeting Options

	Action Required - Meeting Details Window

	Supported MIBs for Cisco TelePresence Manager
	Contents
	Introduction
	MIB Support

	Troubleshooting Cisco TelePresence Manager
	Contents
	Introduction
	System Log
	Log Files
	Download All Files

	Scheduled Meeting and Room Issues
	IP Phone User Interface Issues
	Cisco TelePresence Manager Database Issues
	Multipoint Conference Unit (MCU) Issues
	Cisco Unified Communications Manager (Unified CM) Issues
	Calendar Server and LDAP Interface Issues
	LDAP Server Issues
	Microsoft Exchange Calendar Server Issues
	IBM Domino Calendar Server Issues

	Web Browser Error Messages
	JavaScript Error Message
	Safe ActiveX Checking Message

	System Error Messages


