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Document Release History

Publication Date Comments
March 19, 2013 Initial release of the document.
September 3, 2013 IPv6 and SSH commands are introduced for this release.

The console may display additional commands, keywords or arguments that are not supported on
Cisco ME 2600X. This guide lists only the commands supported on Cisco ME 2600X.

Each command is a hyperlink, and takes you to the command specific documentation available on
Cisco.com.
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aaa accounting {system | network | exec | connection | commands level} {default | list-name}
{start-stop | stop-only | none} group group-name [methodl [method?2...]]

aaa authentication banner delimiter string delimiter
aaa authentication enable default methodl [method?2...]
aaa authentication fail-message delimiter string delimiter

aaa authentication login default [group {radius [group tacacs+] [local] | loginrad} |
methodname | tacacs+ local]

aaa authentication password-prompt rext-string
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-0520BCEF-89FB-4505-A5DF-D7F1389F1BBA
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-AD38FAC0-1A6E-4334-87BB-6727AE68BD82
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-4171D649-2973-4707-95F3-9D96971893D0
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-DFACD704-E80C-4031-95AA-10791D7F571E
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-3DB1CC8A-4A98-400B-A906-C42F265C7EA2
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-cr-a1.html#GUID-2451EADE-0F3F-4754-ADCE-06FB6C32E040
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aaa authorization {network | exec | commands /evel | reverse-access | configuration | ipmobile }

{default | list-name} [methodl [method?...]]
aaa new-model
bandwidth {kbps | [remaining] percent percentage}
bandwidth remaining ratio ratio
boot system flash sdflash:filename
bridge-domain bridge-domain-id
bridge-domain bridge-id [split-horizon]
cdp enable
cdp run
channel-group channel-number mode {active | passive}
class {class-name | class-default}
class-map [match-any]l [match-all] class-map-name
clear ip dhcp snooping database statistics

clear ip icmp rate-limit [interface-type interface-number]

clear mac-address-table [address mac-address] [interface type number] [bridge-domain

bridgedomain-id]
config-register Oxvalue
configure terminal
control-plane

copy [running-config startup-config | tftp: ramdisk:]

crypto key export rsa key-label pem {terminal | url url} {3des | des} passphrase

crypto key generate rsa [general-keys | usage-keys | signature | encryption] [label key-label]
[exportable] [modulus modulus-size] [storage devicename:] [redundancy] [on devicename:]

crypto key import rsa key-label pem [ usage-Kkeys | signature | encryption | general-purpose]

{storage | terminal [passphrase] | url url } [exportable] [on devicename:]

delete {flashl: filename | sdflash: filename}

deny {{src-mac mask | any | host} {dest-mac mask | any | host} [protocol [cos value]]}

deny 7cp host ip any
dir {all-filesystems | ramdisk | sdflash.:}

duplex [auto | half | full]
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enable password [level level-number] {password | encryption-type encrypted-password}
enable secret [level level-number] {password | encryption-type encrypted-password}

encapsulation dotlq {any | vian-id [vlan-id [-vlan-id]]} second-dotlq {any | vian-id [vlan-id
[-vian-id]]}

encapsulation untagged

errdisable recovery cause mac-security

format sdflash

hostname name

interface {type {slot/port | number} | interface-id | port-channel number}
ip access-group access-list-name {in | out}

ip access-list { {standard | extended} {access-list-name | access-list-number} | helper egress
check}

ip address
ip arp inspection bridge-domain {bridge-domain_ID | bridge-domain_range}

ip arp inspection bridge-domain range logging {acl-match | dhcp-bindings} {all | none |
permit}

ip arp inspection limit {rate pps [burst interval seconds] | none}

ip arp inspection log-buffer {entries number | logs number_of_messages interval
length_in_seconds}

ip arp inspection trust
ip arp inspection validate {[dst-mac] [ip] [src-mac]}

ip default-gateway ip-address

ip dhcp snooping binding mac address bridge-domain bridge-domain_id ip_address interface

ifname efp_id efp-id expiry sec
ip dhcp snooping database {_url | write-delay seconds | timeout seconds}
ip dhcp snooping information option [allow-untrusted]
ip dhcp snooping limit rate rate
ip dhcp snooping trust
ip dhcp snooping verify mac-address
ip icmp rate-limit unreachable [df][ms] [log [packets] [interval-ms]]

ip igmp snooping
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ip igmp snooping immediate-leave

ip igmp snooping mrouter

ip igmp snooping report-suppression

ip route

ip ssh version [1 | 2]

ip verify source bridge-domain dhcp-snooping

ipv6 access-list id [line num] {permit | deny} protocol source [src_port] destination [dst_port]
ipv6 address ipv6-prefix/prefix-length anycast

ipv6 address autoconfig

ipv6 address ipv6-address [eui-64]

ipv6 address ipv6-address link-local

ipv6 enable

ipv6 nd dad attempts value

ipv6 nd ns-interval value

ipv6 nd prefix ipv6-prefix/prefix-length

ipv6 nd ra-interval [msec] value

ipv6 nd ra-lifetime value

ipv6 nd reachable-time value

ipv6 nd suppress-ra

ipv6 neighbor ipv6_address if name mac_address

ipv6 route interface_name destination next_hop_ipv6_addr [admin_distance]
lacp fast-switchover

lacp max-bundle number

lacp min-bundle min-bundle-number

lacp port-priority

lacp system-priority priority

line [aux | console | tty | vty] line-number [ending-line-number]
login

mac access-group access-list-name in
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mac access-list extended name
mac limit maximum addresses maximum-addresses

mac security [address {permit | deny} mac-address | maximum addresses maximum-addresses |
sticky [address mac-address] | violation {protect | restrict}]

mac static address mac-address

match cos cos-number

match ip precedence ip-precedence-value
match qos-group qos-group-number

match vlan [vianid]

mvr

mvr group ip-address count

mvr type {receiver bridge-domain id | source}
password password

permit {src-mac mask | any | host} {dest-mac mask | any | host}
permit 7cp host

police [cir | rate] bps-value [be | burst] bc [be | peak-burst] be conform-action action
exceed-action action violate-action action

police cir percent

policy-map policy-map-name
port-channel load-balance {link /ink-id}
priority {bandwidth value | percent x% }
radius-server host {hostname | ip-address}
radius server key key

reload

rep admin vlan vian-id

rep block port {id port-id | neighbor-offset | preferred} vlan {vian-list | all}
rep Isl-age-timer [value]

rep Isl-retries [count]

rep preempt delay [value]

rep preempt segment [segment id]
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http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp4274892630
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp3647511265
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp1409520535
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp5416284840
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp2428050180
http://www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lsw_m1.html#wp1148034
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp1962420637
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp6150215550
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp6139221220

W  Show Commands

rep segment segment-id [edge [no-neighbor] [primary]] [preferred]
rep sten {interface interface-id | segment segment-id-list}

rewrite ingress tag {push {dotlq vian-id | dotlq vian-id second-dotlq vian-id | dotlad vian-id
dotlq vian-id} | pop {112} | translate {1-to-1 {dotlq vian-id | dotlad vian-id}| 2-to-1 dotlq
vlan-id | dotlad vian-id}| 1-to-2 {dotlq vian-id second-dotlq vian-id | dotlad vian-id dotlq
vlan-id} | 2-to-2 {dotlq vian-id second-dotlq vian-id | dotlad vian-id dotlq vian-id}}
{symmetric}

rmon alarm number variable interval {delta | absolute} rising-threshold value [event-number]
falling-threshold value [event-number] [owner string]

rmon event number [log] [trap community] [description string] [owner string]
service instance id ethernet [service-name}

service-policy {input | output} policy-map-name

set cos cos-value

set ip dscp ip-dscp-value

set ip precedence ip precedence value

set qos group qos-group-value

shape average cir value

speed [auto | 1000 | 100 | 10]

ssh -1 userid ip-address

storm-control {{broadcast | multicast} cir cir-value | action shutdown }
tacacs server key string

test flash burn rommon ramdisk:

username name [nopassword | password password | password encryption-type
encrypted-password] | [access-class number] | [privilege level]

write memory

Show Commands

do show ip arp inspection [bridge-domain {bridge-domain_ID | bridge-domain_range} | begin
bridge-domain]

do show ip arp inspection log | include Size
do show ip dhcp snooping

do show running-config | include ip arp inspection bridge-domain
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http://www.cisco.com/en/US/docs/ios-xml/ios/cether/command/ce-m1.html#wp1867662720
http://www.cisco.com/en/US/docs/ios-xml/ios/rmon/command/rmon_through_show_rmon_topn.html#GUID-F4C6242D-EE2B-4A5D-A5C9-5146BE28D38B
http://www.cisco.com/en/US/docs/ios-xml/ios/rmon/command/rmon_through_show_rmon_topn.html#GUID-7F7B9347-4BBA-4694-945D-73229E028E5E
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/command/ce-m1.html#wp5042187220
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-97A943B1-30E1-42FE-88C7-EF7CEF1AC2C6
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-BF65C688-1D29-4B87-B8EF-8FF5C7F53918
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-D4A30C80-44A2-40C7-AF1B-1A16EAE6ED8F
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-2134C0EB-AFB4-4DAD-A880-96320DE9898E
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-EAA337BF-8F0F-4880-B8CD-07A7E69E943F
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/send_qdm_message_through_show_atm_bundle_svc_statistics.html#GUID-989CB240-829E-4075-B2AA-3A0C5E3A2CAB
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/command/ir-s6.html#wp3158209320
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/command/ir-s7.html#wp3460881340
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-t1.html#GUID-88E551E1-12AC-40C8-8B5B-5F7B6E839992
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/test_cable-diagnostics_through_xmodem.html#GUID-2BFE5571-DAD4-4F18-A5A1-6B44B8F2EE52
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-t2-z.html#GUID-34B3E43E-0F79-40E8-82B6-A4B5F1AFF1AD
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/test_cable-diagnostics_through_xmodem.html#GUID-1E0F92B8-E097-49CB-872C-35F72167153D
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-F8E9A49B-6A17-4E7A-96EB-90804DB9AC15
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_protocols_through_showmon.html#GUID-7535D3A7-B138-49C5-91B8-48C157FE63DE
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-B55DEA49-19A8-4813-BA37-534353BDC4B3
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-7A5558A2-A609-44DE-A345-CFCFBEA1DF40
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp2714484133
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-m1.html#wp4972378180
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s6.html#GUID-1D5A285E-C3B8-45E8-B507-7EA9E102EE32

Show Commands

show aaa local user lockout
show aaa servers

show aaa user

show bridge-domain id mac security [address | last violation | statistics]
show cdp entry

show cdp interface

show cdp neighbors

show cdp traffic

show class-map

show controllers

show crypto key mypubkey rsa

show ethernet service instance [[id id interface interface-id] mac security [address | last
violation | statistics]] [load-balance | platform | stats]

show file systems
show interfaces [stats]
show interfaces port-channel number [stats]

show ip arp inspection [bridge-domain [{bridge-domain_ID | bridge-domain_range} | begin
bridge-domain] | interfaces | statistics [bridge-domain number]]

show ip arp inspection log | include Size

show ip dhcp snooping binding

show ip dhcp snooping database [detail]

show ip icmp rate-limit [interface-type interface-number]

show ip igmp snooping [groups] [querier [vlan bridge-domain ID] [detail]] [mrouter]
show ip interface [brief]

show ip verify source

show ipv6 interface [interface_name]

show ipv6 route

show lacp {channel-group-number | counters | internal [detail] | neighbor [detail] | sys-id}
show logging count

show logging history
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http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_gsr_through_show_monitor_event_trace.html#GUID-1D7CF64F-BC00-4F9A-B337-9F5F551AE90F
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s2.html#GUID-2CB6DB79-8321-49D5-82F7-3C47BD984E2B
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s2.html#GUID-971F25CD-9424-4B5C-8B64-C344CBA0977D
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s2.html#GUID-A59ED0AD-604B-4E77-824C-7DA6177CA59E
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/command/ce-m1.html#wp1992630950
http://www.cisco.com/en/US/docs/ios/ipv6/command/reference/ipv6_12.html#wp2431133
http://www.cisco.com/en/US/docs/ios-xml/ios/cdp/command/cdp-cr-a1.html#wp1406530626
http://www.cisco.com/en/US/docs/ios-xml/ios/cdp/command/cdp-cr-a1.html#wp4979504710
http://www.cisco.com/en/US/docs/ios-xml/ios/cdp/command/cdp-cr-a1.html#wp1718960876
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/show_auto_discovery_qos_through_show_ip_rsvp_hello_client_lsp_detail.html#GUID-7425071F-4CB6-446E-B28A-3007CA479634
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/command/ir-s2.html#GUID-D1AB966C-47B0-4287-9660-FC0D0FEE4064
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/command/ce-s1.html#wp8937087620
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_through_show_fm_summary.html#GUID-574A67B2-A1F5-483F-BB7E-E3EF57337749
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/command/ir-s4.html#wp2987586133
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/command/ir-s4.html#wp3106422324
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-F8E9A49B-6A17-4E7A-96EB-90804DB9AC15
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-B55DEA49-19A8-4813-BA37-534353BDC4B3
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-D65E5146-1E11-4F54-B21E-E5F2C42DCDED
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-AD738B10-70DD-4613-8A72-E71D2C0B9FFF
http://www.cisco.com/en/US/docs/ios-xml/ios/ipapp/command/iap-s1.html#GUID-4373E74E-DEFE-47E2-9845-5D88008EA192
http://www.cisco.com/en/US/docs/ios-xml/ios/ipmulti/command/imc_s1.html#wp1396606584
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-r1.html#GUID-E8D74F04-67B7-43D7-9719-97F6092EE704
http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-s1.html#GUID-205B97E2-94B5-46B8-AC59-49D25D92A878
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/command/ce-s1.html#wp6692330360
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_gsr_through_show_monitor_event_trace.html#GUID-87DAFFC1-818D-4451-AEF7-1DF122CED218
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s3.html#GUID-A7E23A51-0E52-4297-B805-798016644204
http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/command/ipv6-s2.html#wp3356358554
http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/command/ipv6-s5.html#GUID-A69C12F6-48EE-4A82-B8A8-656BBBD1341A

Show Commands

show logging persistent

show logging xml

show mac-address-table {address mac-addr | bridge-domain bridge-domain-id | interface rype

number}
show mac-address-table aging-time
show memory
show mvr
show mvr groups
show mvr interface
show mvr receiver ports
show mvr source ports
show policy-map policy-map-name class class-name
show policy-map control-plane
show policy-map interface interface-type interface-number
show processes
show protocols
show rep topology [detail]
show rmon alarms
show rmon events
show running-config [aaa | interface [port-channel channel-number]]
show stacks
show tacacs
show tcp
show tcp brief [all]
show tech-support [page] [password]

show version
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http://www.cisco.com/en/US/docs/ios-xml/ios/esm/command/esm-cr-a1.html#GUID-6DD5F070-0762-4107-AF57-9B58D136615C
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_gsr_through_show_monitor_event_trace.html#GUID-624E6EF0-BDC3-4ACF-93CB-B089938AACF6
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s4.html#GUID-D4FD1737-2CF6-45E6-8198-8F7CC4A60A8A
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_gsr_through_show_monitor_event_trace.html#GUID-9F8B5776-3A17-46CA-A341-27D5A8538BA4
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#GUID-884BB865-2644-4930-8810-0D6EF072042B
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/show_mls_qos_through_wrr-queue_threshold.html#GUID-D6065706-4231-4315-B9FF-070C1262BD6B
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/show_mls_qos_through_wrr-queue_threshold.html#GUID-284D5D50-3E5D-47BC-9DB3-E5E99C8E2D69
http://www.cisco.com/en/US/docs/ios-xml/ios/qos/command/show_mls_qos_through_wrr-queue_threshold.html#GUID-9E7CE490-BB16-48FB-AA8B-9F2355396C93
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_monitor_permit_list_through_show_process_memory.html#GUID-D45F48B9-E206-4FE9-B2BE-888CE7A41575
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_protocols_through_showmon.html#GUID-61DB95B5-E72D-488C-899B-EAF470B4903D
http://www.cisco.com/en/US/docs/ios-xml/ios/rmon/command/rmon_through_show_rmon_topn.html#GUID-E2168E2A-2365-4FEF-9A9E-7058669E61CD
http://www.cisco.com/en/US/docs/ios-xml/ios/rmon/command/rmon_through_show_rmon_topn.html#GUID-A5C30313-FBCA-44FE-AF3D-9B950C7A8F31
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_protocols_through_showmon.html#GUID-7535D3A7-B138-49C5-91B8-48C157FE63DE
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_protocols_through_showmon.html#GUID-7971A643-8377-4648-A5C8-560ABD807499
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s5.html#GUID-D1EDE1F2-C599-40FA-99B3-DCA94FBE3FA3
http://www.cisco.com/en/US/docs/ios-xml/ios/ipapp/command/iap-s3.html#GUID-4C16226C-C311-4C29-BFF7-C0BCB2F9C60D
http://www.cisco.com/en/US/docs/ios-xml/ios/ipapp/command/iap-s3.html#GUID-319E1113-3F53-4ABB-A480-6F0A16872C1B
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-cr-s5.html#GUID-3D4A1F16-B72D-47E1-A8BD-A4067688ED83
http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/command/show_protocols_through_showmon.html#GUID-C790603F-E0E9-4DE4-AFA6-638E18B62EB1
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp3591622691
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp9163734670
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp2716604768
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp6929508990
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp1943082689
http://www.cisco.com/en/US/docs/ios-xml/ios/lanswitch/command/lsw-s1.html#wp3134124040
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