Note

CHAPTER

Configuring Private VLANs

This chapter describes private VLANs (PVLANs) on Catalyst 4500 series switches. It also provides
restrictions, procedures, and configuration examples.

This chapter includes the following major sections:
e Overview of PVLANSs, page 34-1
¢ How to Configure PVLANS, page 34-3

For complete syntax and usage information for the switch commands used in this chapter, see the Cisco
Catalyst 4500 Series Switch Command Reference and related publications at this location:

http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html
If the command is not found in the Cisco Catalyst 4500 Command Reference, you can locate it in the
larger Cisco IOS library. Refer to the Catalyst 4500 Series Switch Cisco IOS Command Reference and

related publications at this location:

http://www.cisco.com/en/US/products/ps6350/index.html

Overview of PVLANs

PVLANSs provide Layer 2 isolation between ports within the same PVLAN. There are three types of
PVLAN ports:

e Promiscuous—A promiscuous port can communicate with all interfaces, including the isolated and
community ports within a PVLAN.

e Isolated—An isolated port has complete Layer 2 separation from the other ports within the same
PVLAN, but not from the promiscuous ports. PVLANSs block all traffic to isolated ports except
traffic from promiscuous ports. Traffic from isolated port is forwarded only to promiscuous ports.

¢ Community—Community ports communicate among themselves and with their promiscuous ports.
These interfaces are separated at Layer 2 from all other interfaces in other communities or isolated
ports within their PVLAN.

Because trunks can support the VLANS carrying traffic between isolated, community, and promiscuous
ports, isolated and community port traffic might enter or leave the switch through a trunk interface.

PVLAN ports are associated with a set of supporting VLANSs that are used to create the PVLAN
structure. A PVLAN uses VLANs three ways:
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e As aprimary VLAN—Carries traffic from promiscuous ports to isolated, community, and other
promiscuous ports in the same primary VLAN.

e As an isolated VLAN—Carries traffic from isolated ports to a promiscuous port.

e As a community VLAN—Carries traffic between community ports and to promiscuous ports. You
can configure multiple community VLANs in a PVLAN.

Isolated and community VLANS are called secondary VLANSs. You can extend PVLANSs across multiple
devices by trunking the primary, isolated, and community VLANSs to other devices that support
PVLANS.

In a switched environment, you can assign an individual PVLAN and associated IP subnet to each
individual or common group of end stations. The end stations need to communicate with a default
gateway only to gain access outside the PVLAN. With end stations in a PVLAN, you can do the
following:

e Designate which ports will be connected to end stations. For example, interfaces connected to
servers as isolated ports prevent any communication at Layer 2.

e Designate the interfaces to which the default gateway(s) and selected end stations (for example,
backup servers or LocalDirector) are attached as promiscuous ports to allow all end stations access.

e Reduce VLAN and IP subnet consumption, because you can prevent traffic between end stations
even though they are in the same VLAN and IP subnet.

A promiscuous port can service only one primary VLAN. A promiscuous port can service one isolated
or many community VLANS.

With a promiscuous port, you can connect a wide range of devices as access points to a PVLAN. For
example, you can connect a promiscuous port to the server port of a LocalDirector to connect an isolated
VLAN or a number of community VLANS to the server. LocalDirector can load balance the servers
present in the isolated or community VLANSs, or you can use a promiscuous port to monitor or back up
all the PVLAN servers from an administration workstation.

PVLAN Trunks

~

Note

A PVLAN trunkport can carry multiple secondary and non-PVLANSs. Packets are received and
transmitted with secondary or regular VLAN tags on the PVLAN trunk ports.

PVLAN trunk port behavior is the same as PVLAN isolated or community port behavior, except that
PVLANS can tag packets and carry multiple secondary and regular VLANs.

Only IEEE 802.1q encapsulation is supported.

PVLANs and VLAN ACL/QoS

PVLAN ports use primary and secondary VLANS, as follows:
¢ A packet received on a PVLAN host port belongs to the secondary VLAN.

e A packet received on a PVLAN trunk port belongs to the secondary VLAN if the packet is tagged
with a secondary VLAN or if the packet is untagged and the native VLAN on the port is a secondary
VLAN.
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A packet received on a PVLAN host or trunk port and assigned to a secondary VLAN is bridged on the
secondary VLAN. Because of this bridging, the secondary VLAN ACL as well as the secondary VLAN
QoS (on input direction) apply.

When a packet is transmitted out of a PVLAN host or trunk port, the packet logically belongs to the
primary VLAN. This relationship applies even though the packet may be transmitted with the secondary
VLAN tagging for PVLAN trunk ports. In this situation, the primary VLAN ACL and the primary VLAN
QoS on output apply to the packet.

How to Configure PVLANs

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

To configure a PVLAN, follow this procedure:

Set VTP mode to transparent. See the “Disabling VTP (VTP Transparent Mode)” section on page 27-9.
Create the secondary VLANSs. See the “Configuring a VLAN as a PVLAN” section on page 34-5.
Create the primary VLAN. See the “Configuring a VLAN as a PVLAN” section on page 34-5.

Associate the secondary VLAN to the primary VLAN. See the “Associating a Secondary VLAN with a
Primary VLAN” section on page 34-6.

S

Note  Only one isolated VLAN can be mapped to a primary VLAN, but more than one community
VLAN can be mapped to a primary VLAN.

Configure an interface to an isolated or community port. See the “Configuring a Layer 2 Interface as a
PVLAN Host Port” section on page 34-8.

Associate the isolated port or community port to the primary-secondary VLAN pair. See the
“Associating a Secondary VLAN with a Primary VLAN” section on page 34-6.

Configure an interface as a promiscuous port. See the “Configuring a Layer 2 Interface as a PVLAN
Promiscuous Port” section on page 34-7.

Map the promiscuous port to the primary-secondary VLAN pair. See the “Configuring a Layer 2
Interface as a PVLAN Promiscuous Port” section on page 34-7.

These sections describe how to configure PVLANS:
e “PVLAN Configuration Guidelines and Restrictions” section on page 34-3
e “Configuring a VLAN as a PVLAN” section on page 34-5
e “Associating a Secondary VLAN with a Primary VLAN” section on page 34-6
e “Configuring a Layer 2 Interface as a PVLAN Promiscuous Port” section on page 34-7
e “Configuring a Layer 2 Interface as a PVLAN Host Port” section on page 34-8
e “Permitting Routing of Secondary VLAN Ingress Traffic” section on page 34-11

PVLAN Configuration Guidelines and Restrictions

Follow these guidelines when configuring PVLANS:
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To configure a PVLAN correctly, enable VTP in transparent mode.
Do not include VLAN 1 or VLANs 1002 through 1005 in PVLAN:S.
Use only PVLAN commands to assign ports to primary, isolated, or community VLANSs.

Layer 2 interfaces on primary, isolated, or community VLANS are inactive in PVLANs. Layer 2
trunk interfaces remain in the STP forwarding state.

You cannot configure Layer 3 VLAN interfaces for secondary VLANS.

Layer 3 VLAN interfaces for isolated and community (secondary) VLANSs are inactive while the
VLAN is configured as an isolated or community VLAN.

Do not configure PVLAN ports as EtherChannel.
EtherChannel ports in PVLANS are inactive.

Do not configure private VLAN ports as EtherChannels. While a port is part of the private VLAN
configuration, its associated EtherChannel configuration is inactive.

Do not apply dynamic access control entries (ACEs) to primary VLANS.

Cisco IOS dynamic ACL configuration applied to a primary VLAN is inactive while the VLAN is
part of the PVLAN configuration.

To prevent spanning tree loops due to misconfigurations, enable PortFast on the PVLAN trunk ports
with the spanning-tree portfast trunk command.

Any VLAN ACL configured on a secondary VLAN is effective in the input direction, and any VLAN
ACL configured on the primary VLAN associated with the secondary VLAN is effective in the
output direction.

You can stop Layer 3 switching on an isolated or community VLAN by deleting the mapping of that
VLAN with its primary VLAN.

PVLAN ports can be on different network devices as long as the devices are trunk-connected and
the primary and secondary VLANSs remain associated with the trunk.

Isolated ports on two different devices cannot communicate with each other, but community VLAN
ports can.

Private VLANSs support the following SPAN features:
— You can configure a private VLAN port as a SPAN source port.

— You can use VLAN-based SPAN (VSPAN) on primary, isolated, and community VLANSs or use
SPAN on only one VLAN to monitor egress or ingress traffic separately.

For more information about SPAN, see Chapter 37, “Configuring SPAN and RSPAN.”
A primary VLAN can be associated with multiple community VLANS, but only one isolated VLAN.
An isolated or community VLAN can be associated with only one primary VLAN.

If you delete a VLAN used in a private VLAN configuration, the private VLAN ports associated
with the VLAN become inactive.

VTP does not support private VLANs. You must configure private VLANSs on each device in which
you plan to use private VLAN ports.

To maintain the security of your PVLAN configuration and avoid other use of VLANs configured
as PVLANSs, configure PVLANSs on all intermediate devices, even if the devices have no PVLAN
ports.

Prune the PVLANSs from trunks on devices that carry no traffic in the PVLANS.
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With port ACLS functionality available, you can apply Cisco IOS ACLS to secondary VLAN ports
and Cisco IOS ACLS to PVLANS (VACLs). For more information on VACLs, see Chapter 33,
“Configuring Network Security with ACLs.”

You can apply different quality of service (QoS) configurations to primary, isolated, and community
VLAN:S. (See Chapter 27, “Configuring QoS and Per Port Per VLAN QoS.”) Cisco I0S ACLs
applied to the Layer 3 VLAN interface of a primary VLAN automatically apply to the associated
isolated and community VLANSs.

On a PVLAN trunk port a secondary VLAN ACL is applied on ingress traffic and a primary VLAN
ACL is applied on egress traffic.

On a promiscuous port the primary VLAN ACL is applied on ingress traffic.

PVLAN trunk ports support only IEEE 802.1q encapsulation.

You cannot change the VTP mode to client or server for PVLANSs.

An isolated or community VLAN can have only one primary VLAN associated with it.

VTP does not support PVLANSs. You must configure PVLANSs on each device where you want
PVLAN ports.

Community VLANSs cannot be propagated or carried over private VLAN trunks.

ARP entries learned on Layer 3 PVLAN interfaces are termed “sticky” ARP entries (we recommend
that you display and verify PVLAN interface ARP entries).

For security reasons, PVLAN port sticky ARP entries do not age out. Connecting a device with a
different MAC address but with the same IP address generates an error message and the ARP entry
is not created.

Because PVLAN port sticky ARP entries do not age out, you must manually remove the entries if
you change the MAC address. To overwrite a sticky ARP entry, first delete the entry with the no arp
command, then overwrite the entry with the arp command.

In a DHCP environment, if you shut down your PC, it is not possible to give your IP address to
someone else. To solve this problem, the Catalyst 4500 series switch supports the no ip sticky-arp
command. This command promotes IP address overwriting and reuse in a DHCP environment.

Configuring a VLAN as a PVLAN

To configure a VLAN as a PVLAN, perform this task:

Command Purpose

Step 1 Switch# configure terminal Enters configuration mode.

Step2 Switch(config)# vlan vlan ID Configures a VLAN as a PVLAN.
Switch(config-vlan)# private-vlan {community \ . . .
isolated | primary) e This command does not take effect until you exit

VLAN configuration submode.

¢ You can use the no keyword to clear PVLAN status.

Step3  Switch(config-vlan)# end Exits VLAN configuration mode.

Step4  Switch# show vlan private-vlan [type] Verifies the configuration.

This example shows how to configure VLAN 202 as a primary VLAN and verify the configuration:

Switch# configure terminal
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Switch(config)# wvlan 202

Switch(config-vlan)# private-vlan primary

Switch(config-vlan)# end
Switch# show vlan private-vlan
Primary Secondary Type

202 primary

Interfaces

This example shows how to configure VLAN 303 as a community VLAN and verify the configuration:

Switch# configure terminal
Switch(config)# wvlan 303

Switch(config-vlan)# private-vlian community

Switch(config-vlan)# end
Switch# show vlan private-vlan

Primary Secondary Type
202 primary
303 community

Interfaces

This example shows how to configure VLAN 440 as an isolated VLAN and verify the configuration:

Switch# configure terminal
Switch(config)# vlan 440

Switch(config-vlan)# private-vlan isolated

Switch(config-vlan)# end
Switch# show vlan private-vlan

Primary Secondary Type

202 primary
303 community
440 isolated

Interfaces

Associating a Secondary VLAN with a Primary VLAN

Step 1
Step 2

Step 3

Step 4
Step 5

To associate secondary VLANSs with a primary VLAN, perform this task:

Command

Purpose

Switch# configure terminal

Enters configuration mode.

Switch(config)# vlan primary vlan_ID

Enters VLAN configuration mode for the primary
VLAN.

Switch(config-vlan)# [no] private-vlan
association {secondary vlan_list | add
secondary vlan_list \ remove secondary_vlan_list}

Associates the secondary VLAN with the primary
VLAN. The list can contain only one VLAN.

You can use the no keyword to clear all secondary
associations.

Switch(config-vlan)# end

Exits VLAN configuration mode.

Switch# show vlan private-vlan [type]

Verifies the configuration.

When you associate secondary VLANs with a primary VLAN, note the following:

e The secondary_vlan_list parameter cannot contain spaces. It can contain multiple comma-separated
items. Each item can be a single private VLAN ID or a hyphenated range of private VLAN IDs.

e The secondary_vlan_list parameter can contain multiple community VLAN IDs.

Software Configuration Guide—Release 12.2(25)EWA
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e The secondary_vlan_list parameter can contain only one isolated VLAN ID.

e Enter a secondary_vlan_list or use the add keyword with a secondary_vlan_list to associate
secondary VLANSs with a primary VLAN.

e Use the remove keyword with a secondary_vlan_list to clear the association between secondary

VLANS and a primary VLAN.

¢ The command does not take effect until you exit VLAN configuration submode.

This example shows how to associate community VLANs 303 through 307 and 309 and isolated VLAN
440 with primary VLAN 202 and verify the configuration:

Switch# configure terminal
Switch(config)# vlan 202

Switch(config-vlan)# private-vlan association 303-307,309,440

Switch(config-vlan)# end
Switch# show vlan private-vlan

Primary Secondary Type
202 303 community
202 304 community
202 305 community
202 306 community
202 307 community
202 309 community
202 440 isolated
308 community

S

Interfaces

Note

The secondary VLAN 308 has no associated primary VLAN.

Configuring a Layer 2 Interface as a PVLAN Promiscuous Port

To configure a Layer 2 interface as a PVLAN promiscuous port, perform this task:

Command Purpose
Step1  Switch# configure terminal Enters global configuration mode.
Step2  Switch(config)# interface {fastethernet | Specifies the LAN interface to configure.
gigabitethernet | tengigabitethernet} slot/port
Step3  Switch(config-if)# switchport mode private-vlan |Configures a Layer 2 interface as a PVLAN promiscuous
{host | promiscuous | trunk} port.
Step4  Switch(config-if)# [no] switchport private-vlan Maps the PVLAN promiscuous port to a primary VLAN
mapping primary_vlan_ID {secondary_vlan list | and to selected secondary VLANS.
add secondary_vlan_list | remove
secondary_vlan_list} You can use the no keyword to delete all associations
from the primary VLAN.
Step5 Switch(config-if)# end Exits configuration mode.
Step 6 Switch# show interfaces {fastethernet | Verifies the configuration.
gigabitethernet | tengigabitethernet} slot/port
switchport
When you configure a Layer 2 interface as a PVLAN promiscuous port, note the following:
Software Configuration Guide—Release 12.2(25)EWA
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e The secondary_vilan_list parameter cannot contain spaces. It can contain multiple comma-separated
items. Each item can be a single PVLAN ID or a hyphenated range of PVLAN IDs.

e Enter a secondary_vlan_list or use the add keyword with a secondary_vlan_list to map the
secondary VLANSs to the PVLAN promiscuous port.

e Use the remove keyword with a secondary_vlan_list to clear the mapping between secondary
VLANSs and the PVLAN promiscuous port.

This example shows how to configure interface FastEthernet 5/2 as a PVLAN promiscuous port, map it

to a PVLAN, and verify the configuration:

Switch# configure terminal

Switch(config)# interface fastethernet 5/2

Switch(config-if)# switchport mode private-vlan promiscuous
Switch(config-if)# switchport private-vlan mapping 200 2
(

Switch(config-if)# end

Switch#show interfaces fastethernet 5/2 switchport

Name:Fa5/2
Switchport:Enabled

Administrative Mode:private-vlan promiscuous
Operational Mode:private-vlan promiscuous
Administrative Trunking Encapsulation:negotiate
Operational Trunking Encapsulation:native

Negotiation of Trunking:0ff
Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)

Voice VLAN:none

Administrative Private VLAN Host Association:none
Administrative Private VLAN Promiscuous Mapping:200 (VLAN0200) 2 (VLAN0002)

Private VLAN Trunk Native VLAN:none

Administrative Private VLAN Trunk Encapsulation:dotlg
Administrative Private VLAN Trunk Normal VLANS:none
Administrative Private VLAN Trunk Private VLANs:none

Operational Private VLANs:
200 (VLANO200) 2 (VLAN0002)
Trunking VLANs Enabled:ALL
Pruning VLANs Enabled:2-1001
Capture Mode Disabled
Capture VLANs Allowed:ALL

Configuring a Layer 2 Interface as a PVLAN Host Port

Step 1
Step 2

Step 3

Step 4

To configure a Layer 2 interface as a PVLAN host port, perform this task:

Command

Purpose

Switch# configure terminal

Enters configuration mode.

Switch(config)# interface {fastethernet |
gigabitethernet | tengigabitethernet} slot/port

Specifies the LAN port to configure.

Switch(config-if)# switchport mode private-vlan
{host | promiscuous} | trunk

Configures a Layer 2 interface as a PVLAN host port.

Switch(config-if)# [no] switchport private-vlan
host-association primary vlan_ID
secondary_vlan_ID

Associates the Layer 2 interface with a PVLAN.

You can use the no keyword to delete all associations
from the primary VLAN.
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Command Purpose
Step5 Switch(config-if)# end Exits configuration mode.

Step 6

Switch# show interfaces {fastethernet |
gigabitethernet | tengigabitethernet} slot/port
switchport

Verifies the configuration.

This example shows how to configure interface FastEthernet 5/1 as a PVLAN host port and verify the

configuration:

Switch# configure terminal

Switch(config)# interface fastethernet 5/1

Switch(config-if)# switchport mode private-vlan host

Switch(config-if)# switchport private-vlan host-association 202 440
(

Switch(config-if)# end

Switch#show interfaces fastethernet 5/1 switchport

Name: Fa5/1
Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off
Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none
Appliance trust: none
Administrative Private Vlan

Host Association: 202 (VLAN0202) 440

Promiscuous Mapping: none
Trunk encapsulation dotlg
Trunk vlans:
Operational private-vlan(s):
2 (VLAN0202) 3 (VLANO0440)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

(VLAN0440)

Configuring a Layer 2 Interface as a PVLAN Trunk Port

To configure a Layer 2 interface as a PVLAN trunk port, perform this task:

Command Purpose
Step1  Switch> enable Enters privileged EXEC mode.
Step2  Switch# configure terminal Enters global configuration mode.
Step3  Switch(config)# interface {fastethernet | Specifies the LAN port to configure.
gigabitethernet | tengigabitethernet} slot/port
Stepd  Switch(config-if)# switchport mode private-vlan  |ConfiguresaLayer 2 interface asa PVLAN trunk port for
{host | promiscuous | trunk) multiple secondary VLANS.
Software Configuration Guide—Release 12.2(25)EWA
[ oL-6850-03 .m



Chapter 34 Configuring Private VLANs |

I How to Configure PVLANs

Command

Purpose

Step5 Switch(config-if)# [no]
association trunk primary_vlan_ID

secondary_vlan_ID

switchport private-vlan

Configures association between primary VLANs and
secondary VLANSs the PVLAN trunk port with a
PVLAN.

Note  Multiple PVLAN pairs can be specified using
this command so that a PVLAN trunk port can
carry multiple secondary VLANSs. If an
association is specified for the existing primary
VLAN, the existing association is replaced. If
there is no trunk association, any packets

received on secondary VLANs are dropped.

You can use the no keyword to delete all associations
from the primary VLAN.

Step 6 Switch(config-if)# [no]
trunk allowed vlan vlan list all | none |

remove | except] vlan_atom|,vlan_atom...]

switchport private-vlan

[add |

Configures a list of allowed normal VLANs ona PVLAN
trunk port.

You can use the no keyword to remove all allowed
normal VLANSs on a PVLAN trunk port.

Step7  Switch(config-if)# [no]

trunk native vlan vlan_ id

switchport private-vlan

Configures a VLAN to which untagged packets (as in
IEEE 802.1Q tagging) are assigned on a PVLAN trunk
port.

If there is no native VLAN configured, all untagged
packets are dropped.

If the native VLAN is a secondary VLAN and the port
does not have the association for the secondary VLAN,
the untagged packets are dropped.

You can use the no keyword to remove all native
VLANSs on a PVLAN trunk port.

Step8 Switch(config-if)# end

Exits configuration mode.

Step 9

Switch# show interfaces {fastethernet |

gigabitethernet | tengigabitethernet} slot/port

switchport

Verifies the configuration.

This example shows how to configure interface FastEthernet 5/1 as a PVLAN trunk port, maps
VLANO0202 to VLANO0440, and configures the PVLAN trunk:

Switch# configure terminal

Switch(config)# interface fastethernet 5/1

Switch(config-if)# switchport private-vlan association trunk 202 440
Switch(config-if)# switchport mode private-vlan trunk
(

Switch(config-if)# end

Switch#show interfaces fastethernet 5/1 switchport

Name: Fa5/1
Switchport: Enabled
Administrative Mode:

private-vlan trunk

Operational Mode: private-vlan trunk
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: On
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Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1
Voice VLAN: none

Appliance trust: none
Administrative Private Vlan

Host Association: 202 (VLAN0202)

Promiscuous Mapping: none

Trunk encapsulation : dotlg

Trunk vlans:

202 (VLAN0202) 440 (VLAN0440)
Operational private-vlan(s):

202 (VLANO0202) 440 (VLAN0440)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

(default)

440

How to Configure PVLANs W

(VLAN0440)

Permitting Routing of Secondary VLAN Ingress Traffic

~

Note  Isolated and community VLANs are both called secondary VLANSs.
To permit routing of secondary VLAN ingress traffic, perform this task:
Command Purpose
Step1  Switch# configure terminal Enters global configuration mode.
Step2  Switch(config)# interface vlan primary_vlan_ID Enters interface configuration mode for the primary
VLAN.

Step3  Switch(config-if)# [no] private-vlan mapping To permit routing on the secondary VLAN ingress traffic,
primary vlan ID {secondary vlan list | add map the secondary VLAN to the primary VLAN.
secondary_vlan_1list | remove secondary_vlan 1list}

You can use the no keyword to delete all associations
from the primary VLAN.

Stepd  Switch(config-if)# end Exits configuration mode.

Step 5 Switch# show interface private-vlan mapping Verifies the configuration,

When you permit routing on the secondary VLAN ingress traffic, note the following:

e The private-vlan mapping interface configuration command only affects private VLAN ingress
traffic that is Layer 3 switched.

e The secondary_vlan_list parameter cannot contain spaces. It can contain multiple comma-separated
items. Each item can be a single private VLAN ID or a hyphenated range of private VLAN IDs.

e Enter a secondary_vlan_list parameter or use the add keyword with a secondary_vian_list
parameter to map the secondary VLANSs to the primary VLAN.

¢ Use the remove keyword with a secondary_vlan_list parameter to clear the mapping between
secondary VLANSs and the primary VLAN.

Software Configuration Guide—Release 12.2(25)EWA
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This example shows how to permit routing of secondary VLAN ingress traffic from private VLANs 303

through 307, 309, and 440 and verify the configuration:

Switch# configure terminal
Switch(config)# interface vlan 202

Switch(config-if)# private-vlan mapping add 303-307,309,440
Switch(config-if)# end
Switch# show interfaces private-vlan mapping

Interface Secondary VLAN Type

vlan202
vlan202
vlan202
vlan202
vlan202
vlan202
vlan202

Switch#

303
304
305
306
307
309
440

community
community
community
community
community
community
isolated

i Software Configuration Guide—Release 12.2(25)EWA

0L-6850-03 |



	Configuring Private VLANs
	Overview of PVLANs
	PVLAN Trunks
	PVLANs and VLAN ACL/QoS

	How to Configure PVLANs
	PVLAN Configuration Guidelines and Restrictions
	Configuring a VLAN as a PVLAN
	Associating a Secondary VLAN with a Primary VLAN
	Configuring a Layer 2 Interface as a PVLAN Promiscuous Port
	Configuring a Layer 2 Interface as a PVLAN Host Port
	Configuring a Layer 2 Interface as a PVLAN Trunk Port
	Permitting Routing of Secondary VLAN Ingress Traffic




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


