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Configuring Virtual LAN Encapsulation

This chapter describes virtual LAN (VLAN) configurations for the Layer 3 switch router. It describes 
how to configure Inter-Switch Link (ISL) VLAN encapsulation and how to configure 802.1Q VLAN 
encapsulation. For more information about the Cisco IOS commands used in this chapter, refer to the 
Cisco IOS Command Reference publication. This chapter contains the following sections:

• Understanding VLANs, page 5-1

• Configuring ISL VLAN Encapsulation, page 5-2

• Configuring 802.1Q VLAN Encapsulation, page 5-4

• Configuring 802.1Q VLAN Bridging, page 5-6

• Monitoring and Verifying VLAN Operation, page 5-8

Note You are at Step 4 in the suggested process for configuring your Layer 3 switch router 
(see the “Suggested Process for Configuring the Layer 3 Switch Routers” section on 
page 2-1). This is an optional step. You should have already completed general interface 
configurations before proceeding with configuring VLANs as an optional step.

Understanding VLANs
VLANs enable network managers to group users logically rather than by physical location. A VLAN is 
an emulation of a standard LAN that allows data transfer and communication to occur without the 
traditional restraints placed on the network. It can also be considered a broadcast domain set up within 
a switch. With VLANs, switches can support more than one subnet (or VLAN) on each switch, and give 
routers and switches the opportunity to support multiple subnets on a single physical link. A group of 
devices that belong to the same VLAN, but are part of different LAN segments, are configured to 
communicate as if they were part of the same LAN segment. Layer 3 switching supports up to 
244 VLAN subinterfaces per system.

VLANs enable efficient traffic separation and provide excellent bandwidth utilization. VLANs also 
alleviate scaling issues by logically segmenting the physical LAN structure into different subnetworks 
so that packets are switched only between ports within the same VLAN. This can be very useful for 
security, broadcast containment, and accounting.

Layer 3 switching software supports a port-based VLAN on a trunk port, which is a port that carries the 
traffic of multiple VLANs. Each frame transmitted on a trunk link is tagged as belonging to only one 
VLAN. 
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Configuring ISL VLAN Encapsulation
Layer 3 switching software supports VLAN frame encapsulation through the Inter-Switch Link (ISL) 
protocol and the 802.1Q standard on both the Catalyst 2948G-L3 and the Catalyst 4908G-L3 switch 
routers.

Figure 5-1 shows a network topology where two VLANs span a Catalyst 5500 switch and a 
Catalyst 2948G-L3 switch router. Both VLANs in this topology are bridged using the ISL protocol.

Figure 5-1 VLANs Spanning Devices in a Network

Note Four adjacent Fast Ethernet ports on the Catalyst 2948G-L3 switch router (such as Fast 
Ethernet 1 through 4 or Fast Ethernet 45 through 48) must all use the same VLAN 
encapsulation; that is, either ISL or 802.1Q.

Configuring ISL VLAN Encapsulation 
ISL is a Cisco protocol for interconnecting multiple switches and maintaining VLAN information as 
traffic travels between switches.

You can configure VLAN encapsulation on both the Catalyst 2948G-L3 and the Catalyst 4908G-L3 
switch routers. The VLAN configuration example for the Catalyst 2948G-L3 switch router in 
Figure 5-2 shows the following:

• Fast Ethernet port 1 and Fast Ethernet subinterface 2.1 on the switch router are in bridge group 1. 
Fast Ethernet subinterface 2.1 is part of VLAN 50, which uses ISL encapsulation.

• Fast Ethernet port 3 and Fast Ethernet subinterface 2.2 are in bridge group 2. Fast Ethernet 
subinterface 2.2 is part of VLAN 100, which uses ISL encapsulation.
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Configuring ISL VLAN Encapsulation
Figure 5-2 Example of an ISL VLAN Bridging Configuration

Note Four adjacent Fast Ethernet ports on the Catalyst 2948G-L3 switch router (such as Fast 
Ethernet 1 through 4 or Fast Ethernet 45 through 48) must all use the same VLAN 
encapsulation; that is, either ISL or 802.1Q.

To configure the ISL VLANs, perform the following task beginning in global configuration mode:
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Command Purpose

Step 1 Router(config)# interface type 
number.subinterface-number 

Router(config-subif)#

Enter subinterface configuration mode to 
configure the Ethernet subinterface.

Step 2 Router(config-subif)# encap isl vlan-id Use ISL to encapsulate the Ethernet frames 
sent from the subinterface with a header 
that maintains the vlan-id between network 
nodes.

Step 3 Router(config-subif)# bridge-group number Assign the subinterface to the specified 
bridge group.

When you are configuring VLAN routing, 
skip this step.

Step 4 Router(config-subif)# exit

Router(config)#

Return to global configuration mode.

Step 5 Router(config)# bridge number protocol ieee Specify that the bridge group will use the 
IEEE Ethernet Spanning Tree Protocol.

Step 6 Router(config)# end

Router#

Return to privileged EXEC mode.

Step 7 Router# copy running-config startup-config Save your configuration changes to 
NVRAM.
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Configuring 802.1Q VLAN Encapsulation
The following example shows how to configure the interfaces for VLAN bridging with ISL 
encapsulation shown in Figure 5-2:

Router(config)# interface fastethernet 2.1
Router(config-subif)# encap isl 50
Router(config-subif)# bridge-group 1
Router(config-subif)# interface fastethernet 1
Router(config-if)# bridge-group 1
Router(config-if)# exit
Router(config)# bridge 1 protocol ieee
Router(config)# interface fastethernet 2.2
Router(config-subif)# encap isl 100
Router(config-subif)# bridge-group 2
Router(config-subif)# interface fastethernet 2
Router(config-if)# bridge-group 2
Router(config-if)# exit
Router(config)# bridge 2 protocol ieee
Router(config)# end
Router# copy running-config startup-config

To monitor the VLANs once they are configured, see the “Monitoring and Verifying VLAN Operation” 
section on page 5-8.

Configuring 802.1Q VLAN Encapsulation
On an 802.1Q trunk port, all transmitted and received frames are tagged except for those on the VLAN 
configured as the native VLAN for the port. Frames on the native VLAN are always transmitted 
untagged and are normally received untagged. 

You can configure VLAN encapsulation on both the Catalyst 2948G-L3 and the Catalyst 4908G-L3 
switch routers. The VLAN configuration example for the Catalyst 2948G-L3 switch router shown in 
Figure 5-3 depicts the following:

• Fast Ethernet subinterface 2.1 is in the 802.1Q native VLAN 1.

• Fast Ethernet subinterface 2.2 is in VLAN 2. 

Figure 5-3 Example of Routing Between 802.1Q VLANs
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Configuring 802.1Q VLAN Encapsulation
Note Four adjacent Fast Ethernet ports on the Catalyst 2948G-L3 switch router (such as Fast 
Ethernet 1 through 4 or Fast Ethernet 45 through 48) must all use the same VLAN 
encapsulation; that is, either ISL or 802.1Q.

To configure VLANs for routing using 802.1Q VLAN encapsulation, perform the following task 
beginning in global configuration mode:

The following example shows how to configure VLANs for routing using 802.1Q VLAN encapsulation 
shown in Figure 5-3:

Router(config)# interface fastethernet 2.1
Router(config-subif)# encap dot1q 1 native
Router(config-subif)# ip address 10.1.2.3 255.0.0.0
Router(config-subif)# exit
Router(config)# interface fastethernet 2.2
Router(config-subif)# encap dot1q 2
Router(config-subif)# ip address 10.1.2.3 255.0.0.1
Router(config-subif)# end
Router# copy running-config startup-config

Note Beginning with Release 12.0(10)W5(18e), untagged packets received on an interface 
configured with an 802.1Q native vlan subinterface, are switched by the network 
processor. Network processor switching of untagged packets improves the forwarding 
performance of the switch router.

Command Purpose

Step 1 Router(config)# interface type 
number.subinterface-number

Router(config-subif)#

Enter subinterface configuration mode to 
configure the Ethernet subinterface.

Step 2 Router(config-subif)# encap dot1q vlan-id native Use 802.1Q to send the Ethernet frames 
from the subinterface to the assigned 
vlan-id without any encapsulation. Native 
VLAN frames transmitted on the interface 
are untagged. All untagged frames 
received on the interface are associated 
with the native VLAN.

Step 3 Router(config-subif)# ip address ip-address 
ip-address-mask

Configure an IP address on the 
subinterface.

Step 4 Router(config-subif)# end

Router#

Return to privileged EXEC mode.

Step 5 Router# copy running-config startup-config Save your configuration changes to 
NVRAM.
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Configuring 802.1Q VLAN Bridging
Configuring 802.1Q VLAN Bridging 
802.1Q VLAN bridging is a protocol for interconnecting multiple switches and maintaining VLAN 
information as traffic travels between switches. 

You can configure VLAN bridging on both the Catalyst 2948G-L3 and the Catalyst 4908G-L3 switch 
routers. The VLAN configuration example for the Catalyst 2948G-L3 in Figure 5-4 shows the 
following: 

• Fast Ethernet port 1 and Fast Ethernet subinterface 2.1 on the Layer 3 switch router are in bridge 
group 1. Fast Ethernet subinterface 2.1 is part of VLAN 50, which uses 802.1Q VLAN bridging.

• Fast Ethernet port 3 and Fast Ethernet subinterface 2.2 are in bridge group 2. Fast Ethernet 
subinterface 2.2 is part of VLAN 100, which uses 802.1Q bridging.

Figure 5-4 Example of an ISL VLAN Bridging Configuration

Note Four adjacent Fast Ethernet ports on the Catalyst 2948G-L3 switch router (such as Fast 
Ethernet 1 through 4 or Fast Ethernet 45 through 48) must all use the same VLAN 
encapsulation; that is, either ISL or 802.1Q.
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Configuring 802.1Q VLAN Bridging
To configure the 802.1Q bridging VLANs, perform the following task beginning in global configuration 
mode: 

The following example shows how to configure the interfaces for VLAN bridging with 802.1Q bridging 
shown in Figure 5-4:

Router(config)# interface fastethernet 2.1
Router(config-subif)# encap dot1q 50 native
Router(config-subif)# bridge-group 1
Router(config-subif)# interface fastethernet 1
Router(config-if)# bridge-group 1
Router(config-if)# exit
Router(config)# bridge 1 protocol ieee
Router(config)# interface fastethernet 2.2
Router(config-subif)# dot1q 100
Router(config-subif)# bridge-group 2
Router(config-subif)# interface fastethernet 2
Router(config-if)# bridge-group 2
Router(config-if)# exit
Router(config)# bridge 2 protocol ieee
Router(config)# end
Router# copy running-config startup-config

To monitor the VLANs once they are configured, see the “Monitoring and Verifying VLAN Operation” 
section on page 5-8. 

Command Purpose

Step 1 Router(config)# interface type 
number.subinterface-number 

Router(config-subif)#

Enter subinterface configuration mode to 
configure the Ethernet subinterface.

Step 2 Router(config-subif)# encap dot1q vlan-id native Use 802.1Q bridging to encapsulate the 
Ethernet frames sent from the subinterface 
with a header that maintains the vlan-id 
between network nodes. Native VLAN 
frames transmitted on the interface are 
untagged. All untagged frames received on 
the interface are associated with the native 
VLAN.

Step 3 Router(config-subif)# bridge-group number Assign the subinterface to the specified 
bridge group.

When you are configuring VLAN routing, 
skip this step.

Step 4 Router(config-subif)# exit

Router(config)#

Return to global configuration mode.

Step 5 Router(config)# bridge number protocol ieee Specify that the bridge group will use the 
IEEE Ethernet Spanning Tree Protocol.

Step 6 Router(config)# end

Router#

Return to privileged EXEC mode.

Step 7 Router# copy running-config startup-config Save your configuration changes to 
NVRAM.
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Monitoring and Verifying VLAN Operation
Monitoring and Verifying VLAN Operation
After the VLANs are configured on the Layer 3 switch router, you can monitor their operation by 
performing the following task:

To configure encapsulation over the EtherChannel, see the “Understanding Encapsulation over 
EtherChannel” section on page 8-5.

Command Purpose

Router# show vlan 
vlan-id

Display information on all configured VLANs or on a specific 
VLAN (by VLAN ID number).
5-8
Catalyst 2948G-L3 and Catalyst 4908G-L3 Switch Router Software Feature and Configuration 

78-10408-02, Cisco IOS Release 12.0(10)W5(18e)


	Configuring Virtual LAN Encapsulation
	Understanding VLANs
	Configuring ISL VLAN Encapsulation
	Configuring 802.1Q VLAN Encapsulation
	Configuring 802.1Q VLAN Bridging
	Monitoring and Verifying VLAN Operation



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


