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A P P E N D I X B
System Error Messages

This appendix lists and describes the system error messages for the Layer 3 switch routers. The system 
software sends these error messages to the console (and, optionally, to a logging server on another 
system) during operation. Not all system error messages indicate problems with your system. Some are 
purely informational, while others may help diagnose problems with communications lines, internal 
hardware, or the system software. This appendix contains the following sections:

• How System Error Messages are Organized, page B-1

• How to Read System Error Messages, page B-1

• Error Message Traceback Reports, page B-3

• Error Messages, page B-4

Note See the “Error Messages” section on page B-4 for a listing of the error messages on the 
Catalyst 2948G-L3 and Catalyst 4908G-L3 switch routers. The error messages are 
alphabetized by facility-severity-mnemonic.

How System Error Messages are Organized
System error messages are organized according to the particular system facility that produces the 
messages. The facility sections appear in alphabetical order, and within each system facility section, 
messages are listed alphabetically by mnemonic. An explanation and a recommended action follow 
each error message. System error messages appear only when the system remains operational.

Error message severity levels correspond to the keywords assigned by the logging global configuration 
commands that define where and at what level these messages appear. The default is to log messages to 
the console at the debugging level (7).

How to Read System Error Messages
This section describes how system error messages are structured.

System error messages begin with a percent sign and are structured as follows:

%FACILITY-SEVERITY-MNEMONIC: Message-text
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Facility is a code consisting of two or more uppercase letters that indicate the facility to which the 
message refers. A facility can be a hardware device, a protocol, or a module of the system software. 
Table B-1 lists the system facility codes.

Severity is a single-digit code from 0 to 7 that reflects the severity of the condition. The lower the 
number, the more serious the situation. Table B-2 lists the severity levels. 

Table B-1 Facility Codes

Code Facility

AAA TACACS+ authentication, authorization, and accounting security

ALIGN Memory optimization in reduced instruction set computing (RISC) processor

ARAP Apple Remote Access Protocol

IP Internet Protocol

IPMCAST Gigabit switch router line card IP multicast

IPX Internetwork Packet Exchange protocol

IP-SNMP Simple Network Management Protocol specific to IP

LSS LightStream Switching Subsystem

PIM Protocol Independent Multicast

RIP IP Routing Information Protocol

SMF Software MAC Filter

SNMP Simple Network Management Protocol

SNMP_MGR SNMP proxy

TACACS Terminal Access Controller Access Control System

TBRIDGE Transparent bridging

TCP Transmission Control Protocol

Table B-2 Error Message Severity Levels

Severity Levels Severity Types Description

0 Emergency System unusable

1 Alert Immediate action needed

2 Critical Critical condition

3 Error Error condition

4 Warning Warning condition

5 Notification Normal but significant condition

6 Informational Informational message only

7 Debugging Appears during debugging only
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Error Message Traceback Reports

Mnemonic is a code that uniquely identifies the error message. 

Message-text is a text string describing the condition. This portion of the message sometimes contains 
detailed information about the event, including terminal port numbers, network addresses, or addresses 
that correspond to locations in the system memory address space. Because the information in these 
variable fields changes from message to message, it is represented here by short strings enclosed in 
square brackets ([ ]). A decimal number, for example, is represented as [dec]. Table B-3 lists the 
representations of variable fields and the type of information in them. 

Figure B-1 describes the structure of a sample system error message.

Figure B-1 Structure of a Sample System Error Message

Error Message Traceback Reports
Some messages describe internal errors and contain traceback information. This information is very 
important and should be included when you report a problem to your technical support representative. 

The following sample message includes traceback information:

-Process= "Exec", level= 0, pid= 17

-Traceback= 1A82 1AB4 6378 A072 1054 1860

Table B-3 Representation of Variable Fields in Error Messages

Representation  Type of Information 

[dec] Decimal number

[hex] Hexadecimal number

[char] Single character

[chars] Character string

%SONICT-3-XMIT_ERR: TX Error [hex]

Facility

Severity

Mnemonic

Message text

33
34

9
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Error Messages
This section describes error messages for the Catalyst 2948G-L3 and the Catalyst 4908G-L3 switch 
routers. 

• When attempting to add more routes than the size previously configured with the sdm size 
command, you receive an error message. 

For example, if the number of IP multicast routes added to SDM exceeds the size configured with 
the sdm size command, you see the following error message:

%LSS-1-SDM: IP Multicast, Region reached limit Cannot accept more entries

Explanation Cannot accept any more routes in SDM. 

Action   Increase the protocol size using the sdm size configuration command and reload the switch 
router.

• When attempting to add more routes than the Fast Ethernet CAM size allows, you see the following 
error message:

%LSS-4-INTERFACE:(Interface FastEthernet2) CAM reached limit. Cannot
accept more route entries

Explanation Cannot accept more routes in CAM.

Action   None.

Note Error messages that appear while configuring the Fast Ethernet interfaces do not apply to 
the Catalyst 4908G-L3 switch router, which only has Gigabit Ethernet interfaces. 

• If TCAM programming fails while applying an ACL on the interface, one of the following Warning 
messages might be displayed:

Warning:Programming TCAM entries failed

Explanation There is insufficient space in TCAM to program these entries. The ACL will be 
deactivated on that interface and the TCAM entries for that ACL will be removed.

Action   One of the following actions should be performed:

a. Remove the last ACL entry to restore the ACL.

b. Increase the TCAM size. 

Warning:Cannot allocate LOU resources
Warning:Expanding LOU failed

Explanation The port-related hardware resource allocation failed for extended ACLs. The ACL will 
be deactivated on that interface and the TCAM entries for that ACL will be removed.

Action   Remove the last ACL entry to restore the ACL.

Warning:Unable to program hardware LOU resources

Explanation There is a hardware error and the ACL cannot be applied.

Action   Verify the condition of the hardware and replace any faulty hardware.
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Warning:Failure inserting interface in shared interface list
Warning:Conversion of ACL failed

Explanation The system might have run out of memory or an unsupported ACLs may have been 
applied.

Action   Verify the system has sufficient memory and remove unsupported ACLs.

Warning:Allocation of label failed

Explanation The system has exhausted all the labels and cannot program TCAM entries. This could 
happen if more than 127 ACLs are applied on different subinterfaces.

Action   Reduce the number of ACLs by removing ACLs from the subinterfaces.



 

B-6
Catalyst 2948G-L3 and Catalyst 4908G-L3 Switch Router Software Feature and Configuration 

78-10408-02, Cisco IOS Release 12.0(10)W5(18e)

Appendix B      System Error Messages
Error Messages


	System Error Messages
	How System Error Messages are Organized
	How to Read System Error Messages
	Error Message Traceback Reports
	Error Messages



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


