Send docu

Symbols

* (asterisk)
autolearned entries 9-7
port security wildcard 9-5

port security wildcards 9-5

Numerics

3DES encryption

IKE 7-6
IPsec 7-6
A
AAA

configuring accounting services 4-14to ??
default settings 4-16
description  4-1
distributing with CFS (procedure) 4-29
enabling server distribution 4-27
local services 4-14
remote services  4-4
setting authentication 4-14
starting a distribution session 4-13
AAA servers
groups 4-4
monitoring 4-5
remote authentication 4-15
Access Control Lists. See IPv4-ACLs; IPv6-ACLs
accounting

configuring services 4-14to??

INDEX

Advanced Encrypted Standard encryption. See AES
encryption

AES encryption
IKE 17-6
IPsec 7-6

AES-XCBC-MAC
IPsec 7-6

authentication
fabric security 8-1
guidelines 4-15
local 4-3
remote 4-3,4-15
user IDs  4-3

authentication, authorization, and accounting. See AAA

authorization

rule placement order 3-10

m-san-docfeedback@cisco.com

C

CAs
authenticating 6-9
certificate download example 6-17
configuring 6-6 to 6-15
creating a trust point  6-8
default settings 6-6
deleting digital certificates 6-14
enrollment using cut-and-paste  6-4
example configuration ?? to 6-20
identity 6-2
maintaining 6-12
maximum limits  6-5
monitoring  6-12

multiple 6-4

I 0L-24948-01, Cisco DCNM for SAN, Release 5.x

Security Configuration Guide, Cisco DCNM for SAN g



W Index

Send documentation comments to dcnm-san-docfeedback@cisco.com

multiple trust points  6-3
peer certificates 6-5
purpose 6-2
certificate revocation lists. See CRLs
Cisco Access Control Server. See Cisco ACS
Cisco ACS
configuring for RADIUS  4-30 to 4-34
configuring for TACACS+ 4-30 to 4-34
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high availability
compatibility with DHCHAP 8-3
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default settings 3-7, 4-16, 6-6, 7-21, 8-6, 9-9, 10-3
Internet Key Exchange. See IKE
IP domain names
configuring for digital certificates 6-7
IP filters
contents  5-2
restricting IP traffic 5-1,5-2
using IP-ACL Wizard (procedure) 5-6
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algorithms for authentication 7-6
crypto IPv4-ACLs  7-12 to 7-26
default settings 7-21
digital certificate support 7-7to7-9
enabling with FCIP Wizard (procedure) 7-21
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unsupported features 7-4
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adding entries 5-7

applying to interfaces 5-9,5-10
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crypto map entries 7-15
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Message Authentication Code using AES. See
AES-XCBC-MAC

Message Digest 5. See MDS5 authentication
mgmt0 interfaces
default settings  3-7, 4-16, 6-6, 7-21, 8-6, 9-9, 10-3

Microsoft Challenge Handshake Authentication Protocol.
See MSCHAP
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network administrators
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disabling 9-13
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IKE 17-7
IPsec 7-6
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mapping CLI operations 3-5
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SNMPv3
specifying cisco-av-pair 4-10
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enabling 3-16
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overwriting server key-pairs 3-15
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overwriting 3-15
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setting default server encryption 4-24
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TCP ports
IPv4-ACLs 5-3
Telnet
enabling 3-16
logins 4-5
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transform sets
description 7-14
Triple DES. See 3DEC encryption
trust points
creating 6-8
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multiple 6-3
saving configuration across reboots 6-12
TrustSec FC Link Encryption 11-1
enabling 11-3
ESP Settings 11-4
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Supported Modules 11-1
Terminology 11-2
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configuring ?7?to 3-18
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password characteristics  3-6
user IDs
authentication 4-3
user profiles
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deleting (procedure) 3-13
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