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Discovering SCSI Targets

This chapter describes the SCSI LUN discovery feature provided in switches in the Cisco MDS 9000 
Family. It includes the following sections:

• Information About SCSI LUN Discovery, page 11-1

• Licensing Requirements for SCSI, page 11-2

• Discovering SCSI Targets, page 11-2

• Verifying SCSI Targets Configuration, page 11-3

• Field Descriptions for SCSI Targets, page 11-3

• Additional References, page 11-8

Information About SCSI LUN Discovery
Small Computer System Interface (SCSI) targets include disks, tapes, and other storage devices. These 
targets do not register logical unit numbers (LUNs) with the name server. 

The name server requires LUN information for the following reasons:

• To display LUN storage device information so an NMS can access this information.

• To report device capacity, serial number, and device ID information.

• To register the initiator and target features with the name server.

The SCSI LUN discovery feature uses the local domain controller Fibre Channel address. It uses the 
local domain controller as the source FC ID, and performs SCSI INQUIRY, REPORT LUNS, and READ 
CAPACITY commands on SCSI devices.

The SCSI LUN discovery feature is initiated on demand, through CLI or SNMP. This information is also 
synchronized with neighboring switches, if those switches belong to the Cisco MDS 9000 Family.

This section includes the following topics:

• About Starting SCSI LUN Discovery, page 11-1

• About Initiating Customized Discovery, page 11-2

About Starting SCSI LUN Discovery
SCSI LUN discovery is done on demand.
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Only Nx ports that are present in the name server database and that are registered as FC4 Type = 
SCSI_FCP are discovered.

About Initiating Customized Discovery 
Customized discovery consists of a list of VSAN and domain pairs that are selectively configured to 
initiate a discovery. The domain ID is a number from 0 to 255 in decimal or a number from 0x0 to 0xFF 
in hex.

Licensing Requirements for SCSI
The following table shows the licensing requirements for this feature:

Discovering SCSI Targets
This section includes the following topics:

• Starting SCSI LUN Discovery, page 11-2

• Initiating Customized Discovery, page 11-3

Starting SCSI LUN Discovery

Detailed Steps

To begin SCSI LUN discovery using Device Manager, follow these steps:

Step 1 Choose FC > Advanced > LUNs.

You see the LUN Configuration dialog box.

Step 2 Set StartDiscovery to local, remote or both.

Step 3 Choose the DiscoveryType and OS.

Step 4 Click Apply to begin discovery.

Feature License Requirement

ENTERPRISE
_PKG

The enterprise license is required to enable the SCSI flow statistics. For a complete explanation of the 
licensing scheme, see the Cisco MDS 9000 Family NX-OS Licensing Guide.

FM_SERVER_
PKG

The Cisco DCNM for SAN Package is required to enable the traffic analyzer for SCSI flow statistics. For a 
complete explanation of the licensing scheme, see the Cisco MDS 9000 Family NX-OS Licensing Guide.
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Initiating Customized Discovery

Detailed Steps

To initiate a customized discovery using Device Manager, follow these steps:

Step 1 From the VSAN drop-down menu, select the VSAN in which you want to initiate a customized 
discovery. 

Step 2 Click FC > Advanced > LUNs. 

You see the LUN Configuration dialog box.

Step 3 Set StartDiscovery to local, remote or both.

Step 4 Fill in the DiscoveryType and OS fields.

Step 5 Click Apply to begin discovery.

Verifying SCSI Targets Configuration
For detailed information about the fields in the output from these commands, refer to the Cisco MDS 
9000 Family Command Reference.

• Displaying SCSI LUN Information, page 11-3

Displaying SCSI LUN Information
To display the results of the discovery using Device Manager, follow these steps:

Step 1 Choose FC > Advanced > LUNs 

You see the LUN Configuration dialog box.

Step 2 Click the LUN tab or the Targets tab.

Field Descriptions for SCSI Targets
The following are the field descriptions for SCSI targets.

iSCSI Connection

Field Description 

LocalAddr The local Internet network address used by this connection.

RemoteAddr The remote Internet network address used by this connection.
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iSCSI Initiators

CID The iSCSI connection ID for this connection.

State The current state of this connection, from an iSCSI negotiation point of 
view.

• login— The transport protocol connection has been established, but 
a valid iSCSI login response with the final bit set has not been sent 
or received. 

• full—A valid iSCSI login response with the final bit set has been 
sent or received. 

• logout— A valid iSCSI logout command has been sent or received, 
but the transport protocol connection has not yet been closed. 

MaxRecvDSLen The maximum data payload size supported for command or data PDUs 
in use within this connection. The size is reported in bytes even though 
the negotiation is in 512K blocks.

SendMarker Indicates whether or not this connection is inserting markers in its 
outgoing data stream.

HeaderDigest The iSCSI header digest scheme in use within this connection.

DataDigest The iSCSI data digest scheme in use within this connection.

Field Description 

Name or IP Address A character string that is a globally unique identifier for the node 
represented by this entry.

VSAN Membership The list of configured VSANs the node represented by this entry can 
access.

Dynamic If true, then the node represented by this entry is automatically 
discovered.

Initiator Type Indicates whether the node is a host that participates in iSCSI 
load-balancing.

Persistent Node WWN If true, then the same FC address is assigned to the node if it were to be 
represented again in the FC domain with the same node name. Note that 
the node FC address is either automatically assigned or manually 
configured.

SystemAssigned Node 
WWNN

If true, the FC address is automatically assigned to this node. If false, 
then the FC address has to be configured manually.

Node WWN The persistent FC address of the node.

Persistent Port WWN If true, then the same FC address is assigned to the ports of the node if 
it were to be represented again in the FC domain with the same node 
name.

Port WWN All the FC port addresses associated with this node.

Field Description 
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iSCSI Targets

AuthUser This is the only CHAP user name that the initiator is allowed to log in 
with.

Target UserName (Optional) The user name to be used for login. If you do not supply a 
username, the global user name is used.

Target Password (Optional) The password to be used for login. If you do not supply a 
password, the global password is used.

Load Metric A configured load metric of this iSCSI initiator for the purpose of iSCSI 
load balancing. 

Auto Zone Name The zone name that is used when the system creates automatic zone for 
this initiator's specific list of targets.

Field Description 

Dynamically Import FC 
Targets

Check this option to dynamically import FC targets into the iSCSI 
domain. A target is not imported if it already exists in the iSCSI domain. 

iSCSI Name The iSCSI name of the node represented by this entry.

Dynamic Indicates if the node represented by this entry was either automatically 
discovered or configured manually.

Primary Port WWN The FC address for this target.

Secondary Port WWN The optional secondary FC address for this target. This is the FC address 
used if the primary cannot be reached.

LUN Map iSCSI The configured default logical unit number of this LU.

LUN Map FC Primary The logical unit number of the remote LU for the primary port address.

LUN Map FC Secondary The logical unit number of the remote LU for the secondary port 
address.

Initiator Access All If true, then all the initiators can access this target even those which are 
not in the initiator permit list of this target. If false, then only initiators 
which are in the permit list are allowed access to this target.

Initiator Access List Lists all the iSCSI nodes that are permitted to access the node 
represented by this entry. If AllAllowed is false and the value of List is 
empty, then no initiators are allowed to access this target.

Advertised Interfaces Lists all the interfaces on which the target could be advertised.

Trespass Mode The trespass mode for this node. Every iSCSI target represents one or 
more port(s) on the FC target. If true, the node instructs the FC node to 
present all LUN I/O requests to secondary port if the primary port is 
down.

RevertToPrimaryPort Indicates if it is required to revert back to primary port if the FC target 
comes back online.

Field Description 
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iSCSI Session Initiators

iSCSI Global

iSCSI Session Statistics

Field Description 

Name or IP Address The name or IP address of the initiator port.

Alias The initiator alias acquired at login.

Field Description 

AuthMethod The authentication method.

InitiatorIdleTimeout The time for which the gateway (representing a FC target) waits from the 
time of last iSCSI session to a iSCSI initiator went down, before purging 
the information about that iSCSI initiator.

iSLB ZonesetActivate Checking this option performs automatic zoning associated with the 
initiator targets 

DynamicInitiator This field determines how dynamic iSCSI initiators are created. 
Selecting the iSCSI option (default) creates dynamic iSCSI initiators. If 
you select iSLB then the an iSLB dynamic initiator is created. Selecting 
the deny option does not allow dynamic creation of the initiators.

Target UserName The default user name used for login. If an initiator user name is 
specified, that user name is used instead.

Target Password The default password used for login. If an initiator password is 
specified, that password is used instead.

Field Description 

PDU Command The count of Command PDUs transferred on this session.

PDU Response The count of Response PDUs transferred on this session.

Data Tx The count of data bytes that were transmitted by the local iSCSI node on 
this session.

Data Rx The count of data bytes that were received by the local iSCSI node on 
this session.

Errors Digest Authentication errors.

Errors CxnTimeout Connection timeouts.
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iSCSI iSLB VRRP

iSCSI Initiator Access

iSCSI Initiator PWWN

iSCSI Sessions

iSCSI Sessions Detail

Field Description 

VrId, IpVersion The virtual router number and the IP version (IPv4, IPv6, or DNS). 

Load Balance Indicates whether load balancing is enabled. 

Field Description 

Initiator Name The iSCSI node name.

Field Description 

Port WWN The FC address for this entry.

Field Description 

Type Type of iSCSI session:

• normal—Session is a normal iSCSI session 

• discovery—Session is being used only for discovery. 

TargetName If Direction is Outbound, this will contain the name of the remote target.

Vsan ID The VSAN to which this session belongs to.

ISID The initiator-defined portion of the iSCSI session ID.

TSIH The target-defined identification handle for this session.

Field Description 

ConnectionNumber The number of transport protocol connections that currently belong to 
this session.

ImmediateData Whether the initiator and target have agreed to support immediate data 
on this session.



Send  documenta t ion  comments  to  dcnm-san -doc feedback@c i sco .com 

11-8
Fabric Configuration Guide, Cisco DCNM for SAN

OL-24946-01, DCNM for SAN, Release 5.x

Chapter 11      Discovering SCSI Targets
Additional References

Additional References
For additional information related to implementing VSANs, see the following section:

• Related Document, page 11-8

• Standards, page 11-8

• RFCs, page 11-9

• MIBs, page 11-9

Related Document

Standards

Initial If true, the initiator must wait for a Ready-To-Transfer before sending to 
the target. If false, the initiator may send data immediately, within limits 
set by FirstBurstSize and the expected data transfer length of the 
request.

MaxOutstanding The maximum number of outstanding Ready-To-Transfers per task 
within this session.

First The maximum length supported for unsolicited data sent within this 
session.

Max The maximum number of bytes which can be sent within a single 
sequence of Data-In or Data-Out PDUs.

Sequence If false, indicates that iSCSI data PDU sequences may be transferred in 
any order. If true indicates that data PDU sequences must be transferred 
using continuously increasing offsets, except during error recovery.

PDU If false, iSCSI data PDUs within sequences may be in any order. If true 
indicates that data PDUs within sequences must be at continuously 
increasing addresses, with no gaps or overlay between PDUs.

Field Description 

Related Topic Document Title

Cisco MDS 9000 Family Command Reference Cisco MDS 9000 Family Command Reference

Standard Title

No new or modified standards are supported by this 
feature, and support for existing standards has not been 
modified by this feature.

–
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RFCs

MIBs 

RFC Title

No new or modified RFCs are supported by this 
feature, and support for existing RFCs has not been 
modified.

–

MIBs MIBs Link

• CISCO-SCSI-FLOW-MIB 

• CISCO-SCSI-MIB

To locate and download MIBs, go to the following URL:

http://www.cisco.com/en/US/products/ps5989/prod_technical_refer
ence_list.html



Send  documenta t ion  comments  to  dcnm-san -doc feedback@c i sco .com 

11-10
Fabric Configuration Guide, Cisco DCNM for SAN

OL-24946-01, DCNM for SAN, Release 5.x

Chapter 11      Discovering SCSI Targets
Additional References


	Discovering SCSI Targets
	Information About SCSI LUN Discovery
	About Starting SCSI LUN Discovery
	About Initiating Customized Discovery

	Licensing Requirements for SCSI
	Discovering SCSI Targets
	Starting SCSI LUN Discovery
	Initiating Customized Discovery

	Verifying SCSI Targets Configuration
	Displaying SCSI LUN Information

	Field Descriptions for SCSI Targets
	iSCSI Connection
	iSCSI Initiators
	iSCSI Targets
	iSCSI Session Initiators
	iSCSI Global
	iSCSI Session Statistics
	iSCSI iSLB VRRP
	iSCSI Initiator Access
	iSCSI Initiator PWWN
	iSCSI Sessions
	iSCSI Sessions Detail

	Additional References
	Related Document
	Standards
	RFCs
	MIBs




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


