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New and Changed Information

As of Cisco MDS NX-OS Release 4.2(1), software configuration information is available in new
feature-specific configuration guides for the following information:

- System management

» Interfaces

- Fabric

e Quality of service

» Security

« |IPservices

» High availability and redundancy

The information in these new guides previously existed in the Cisco MDS 9000 Family CLI
Configuration Guide and in the Cisco MDS 9000 Family Fabric Manager Configuration Guide. Those
configuration guides remain available on Cisco.com and should be used for all software releases prior
to MDS NX-OS Release 4.2(1). Each guide addresses the features introduced in or availablein a
particular release. Select and view the configuration guide that pertains to the software installed in your
switch.

To find additional information about Cisco MDS NX-OS Release 4.2(x), see the Cisco MDS9000 Family
Release Notes available at the following Cisco Systems website:

http://www.cisco.com/en/US/products/ps5989/prod_release notes list.htm

About this Guide

The information in the new Cisco Fabric Manager Fundamentals Configuration Guide previously
existed in Part 1:Getting Started, Part 8: Network and Switch Monitoring, and various Appendices of the
Cisco MDS 9000 Family Fabric Manager Configuration Guide.

Table 1 lists the New and Changed features for this guide, starting with MDS NX-OS Release 5.0(1).

Table 1 New and Changed Features for Cisco MDS NX-OS Release 5.0(0)

Feature New or Changed Topics Changed in Release  |Where Documented

Integrating FM and Integrating Fabric Manager and  |5.0(1a) Chapter 5, “Fabric Manager Client”

DCNM Data Center Network

Search Engine Fabric manager Webclient Search |5.0(1a) Chapter 7, “Fabric Manager Web
Engine Client”

Cisco Fabric Manager Fundamentals Configuration Guide
| OL-21502-02, Cisco MDS NX-OS Release 5.x .“
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Table 1 New and Changed Features for Cisco MDS NX-OS Release 5.0(0)
Feature New or Changed Topics Changed in Release | Where Documented
Switch Configuration Configuration Backups using 5.0(1a) Chapter 7, “Fabric Manager Web
Management Fabric Manager Webclient Client”
Windows 2008 Support | Supported Software 5.0(1a) Chapter 2, “Installing Cisco MDS
NX-OS and Fabric Manager”

SAN Health Analyzer Analyzing SAN Health 5.0(14) Chapter 11, “Performance
Tool Monitoring”
Software Upgrade Using the Software Install Wizard |5.0(1a) Chapter 12, “ Software Images’
Wizard Enhancement
Web Client Report Reports 5.0(1a) Chapter 7, “Fabric Manager Web
Enhancement Client”
Scoped Discovery VSAN Scoped Discovery 5.0(1a) Chapter 5, “Fabric Manager Client”
Federated Server Server Federation 4.2(1) Chapter 3, “Fabric Manager Server”
Cisco Discovery Launching Fabric Manager Client |4.2(1) Chapter 5, “Fabric Manager Client”
Protocol - FM - DM
Enhancements
FM Web Client: Report |Viewing Custom Reports by 4.2(1) Chapter 7, “Fabric Manager Web
Enhancements Template. Client”

Generating Custom Reports by

Template.
Fabric Manager Launch |Launching Fabric Manager Client |4.2(1) Chapter 5, “Fabric Manager Client”
Pad Using Launch Pad.
Populate Device Aliasto |Using Alias Names as 4.2(1) Chapter 5, “Fabric Manager Client”
Device Description Descriptions.
FM Historical and Real |Viewing Statics Using Fabric 4.2(1) Chapter 11, “Performance

Time Charts

Manager

Monitoring”

[l Cisco Fabric Manager Fundamentals Configuration Guide
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This preface describes the audience, organization, and conventions of the Cisco MDS 9000 Family
Fabric Manager Fundamentals Configuration Guide. It also provides information on how to obtain
related documentation.

Audience

This guide is for experienced network administrators who are responsible for configuring and
maintaining the Cisco MDS 9000 Family of multilayer directors and fabric switches.

Organization

This Guide is organized as follows:

Chapter

Title

Description

Chapter 1

Cisco Fabric Manager Fundamentals
Overview

Provides a brief overview of Fabric Manager
components and capabilities.

Chapter 2

Installing Cisco MDS NX-OS and
Fabric Manager

Provides information on installation and
launching the applications.

Chapter 3

Fabric Manager Server

Provides in-depth descriptions of GUI and
capabilities for the Fabric Manager Server.

Chapter 4

Authentication in Fabric Manager

Describes the authentication schemes between
Fabric Manager components and fabric
switches.

Chapter 5

Fabric Manager Client

Provides in-depth descriptions of GUI and
capabilities for the Fabric Manager.

Chapter 6

Device Manager

Provides in-depth descriptions of GUI and
capabilities for the Device Manager.

Chapter 7

Fabric Manager Web Client

Provides in-depth descriptions of GUI and
capabilitiesfor the Fabric Manager Web Client.

Chapter 8

Performance Manager

Provides overview of Performance Manager
architecture.

Chapter 9

Cisco Traffic Analyzer

Describes installing and launching Cisco
Traffic Analyzer from Performance Manager.

I 0L-21502-02, Cisco MDS NX-0S Release 5.x
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Chapter Title Description

Chapter 11 Performance Monitoring Provides details on using Performance
Manager.

Chapter 12 | Software Images Provides details on installing and upgrading
software on switches.

Chapter 13 |Management Software FAQ Provides answers to some of the most
frequently asked questions about Cisco Fabric
Manager and Device Manager.

Appendix A |Launching Fabric Manager in Cisco |Provides instructions for launching Fabric

SAN-OS Releases Prior to 3.2(1) Manager Client in Cisco SAN-OS releases
prior to 3.2(1).
Appendix B |Cisco Fabric Manager Unsupported  |Provides alist of features and functions not
Feature List supported by Cisco Fabric Manager or Device
Manager.
Appendix C |Interface Nonoperational Reason Provides the nonoperational reason codes for
Codes why aninterface is up and the operational state
is down.

Appendix D |Managing Cisco FabricWare Provides information on the Cisco FabricWare
software running on the MDS 9020 Switch
which offers Fibre Channel switching services
that realize maximum performance.

Document Conventions

Command descriptions use these conventions:

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

[x]ylz]

vertical bars.

Optional alternative keywords are grouped in brackets and separated by

Screen examples use these conventions:

screen font

Terminal sessions and information the switch displays are in screen font.

boldface screen font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic screen font.

Nonprinting characters, such as passwords, are in angle brackets.

Default responses to system prompts are in square brackets.

indicates a comment line.

An exclamation point (!) or apound sign (#) at the beginning of aline of code

[l Cisco Fabric Manager Fundamentals Configuration Guide
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This document uses the following conventions:

Y
Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

The documentation set for the Cisco MDS 9000 Family includes the following documents. To find a
document online, use the Cisco MDS NX-OS Documentation L ocator at:

http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/roadmaps/docl ocater.htm

Release Notes

» Cisco MDS 9000 Family Release Notes for Cisco MDS NX-OS Releases

» Cisco MDS 9000 Family Release Notes for MDS SAN-OS Rel eases

» Cisco MDS 9000 Family Release Notes for Storage Services Interface |mages
» Cisco MDS 9000 Family Release Notes for Cisco MDS 9000 EPLD Images

» Release Notes for Cisco MDS 9000 Family Fabric Manager

Regulatory Compliance and Safety Information

» Regulatory Compliance and Safety Information for the Cisco MDS 9000 Family

Compatibility Information

» Cisco Data Center Interoperability Support Matrix

» Cisco MDS 9000 NX-OS Hardware and Software Compatibility Information and Feature Lists
» Cisco MDS NX-OS Release Compatibility Matrix for Storage Service Interface Images

» Cisco MDS 9000 Family Switch-to-Switch Interoperability Configuration Guide

» Cisco MDS NX-OS Release Compatibility Matrix for IBM SAN Volume Controller Software for
Cisco MDS 9000

» Cisco MDS SAN-OS Release Compatibility Matrix for VERITAS Storage Foundation for Networks
Software

Cisco Fabric Manager Fundamentals Configuration Guide
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Hardware Installation

Cisco MDS 9500 Series Hardware Installation Guide
Cisco MDS 9200 Series Hardware Installation Guide
Cisco MDS 9100 Series Hardware Installation Guide
Cisco MDS 9124 and Cisco MDS 9134 Multilayer Fabric Switch Quick Start Guide

Software Installation and Upgrade

Cisco NX-0S

Cisco MDS 9000 NX-OS Release 4.1(x) and SAN-OS 3(x) Software Upgrade and Downgrade Guide
Cisco MDS 9000 Family Storage Services Interface Image Install and Upgrade Guide
Cisco MDS 9000 Family Storage Services Module Software Installation and Upgrade Guide

Cisco MDS 9000 Family NX-OS Licensing Guide

Cisco MDS 9000 Family NX-OS Fundamentals Configuration Guide

Cisco MDS 9000 Family NX-OS System Management Configuration Guide

Cisco MDS 9000 Family NX-OS Interfaces Configuration Guide

Cisco MDS 9000 Family NX-OS Fabric Configuration Guide

Cisco MDS 9000 Family NX-OS Quality of Service Configuration Guide

Cisco MDS 9000 Family NX-OS Security Configuration Guide

Cisco MDS 9000 Family NX-OS IP Services Configuration Guide

Cisco MDS 9000 Family NX-OS Intelligent Storage Services Configuration Guide
Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
Cisco MDS 9000 Family NX-OS Inter-VSAN Routing Configuration Guide

Cisco Fabric Manager

Cisco Fabric Manager Fundamentals Configuration Guide

Cisco Fabric Manager System Management Configuration Guide

Cisco Fabric Manager Interfaces Configuration Guide

Cisco Fabric Manager Fabric Configuration Guide

Cisco Fabric Manager Quality of Service Configuration Guide

Cisco Fabric Manager Security Configuration Guide

Cisco Fabric Manager IP Services Configuration Guide

Cisco Fabric Manager Intelligent Storage Services Configuration Guide

Cisco Fabric Manager High Availability and Redundancy Configuration Guide
Cisco Fabric Manager Inter-VSAN Routing Configuration Guide

Cisco Fabric Manager Fundamentals Configuration Guide
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» Cisco Fabric Manager Online Help
» Cisco Fabric Manager Web Services Online Help

Command-Line Interface

» Cisco MDS 9000 Family Command Reference

Intelligent Storage Networking Services Configuration Guides

» Cisco MDS 9000 1/0 Acceleration Configuration Guide

» Cisco MDS 9000 Family SANTap Deployment Guide

» Cisco MDS 9000 Family Data Mobility Manager Configuration Guide

» Cisco MDS 9000 Family Storage Media Encryption Configuration Guide
e Cisco MDS 9000 Family Secure Erase Configuration Guide

» Cisco MDS 9000 Family Cookbook for Cisco MDS SAN-OS

Troubleshooting and Reference

» Cisco NX-0OS System Messages Reference

e Cisco MDS 9000 Family NX-OS Troubleshooting Guide

» Cisco MDS 9000 Family NX-OS MIB Quick Reference

» Cisco MDS 9000 Family NX-OS SMI-S Programming Reference

» Cisco MDS 9000 Family Fabric Manager Server Database Schema

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are afree
service and Cisco currently supports RSS Version 2.0.

Cisco Fabric Manager Fundamentals Configuration Guide
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CHAPTER 1

Cisco Fabric Manager Fundamentals Overview

Send docu

This chapter provides an overview of the basic Cisco Fabric Manager components and includes the
following sections:

- Fabric Manager Server, page 1-1

» Authentication in Fabric Manager, page 1-3
- Fabric Manager Client, page 1-1

« Device Manager, page 1-2

» Fabric Manager Web Client, page 1-2

» Performance Manager, page 1-3

» Cisco Traffic Analyzer, page 1-3

« Network Monitoring, page 1-4

» Performance Monitoring, page 1-4

Fabric Manager Server

Fabric Manager Server is aplatform for advanced MDS monitoring, troubleshooting, and configuration
capabilities. Fabric Manager Server provides centralized MDS management services and performance
monitoring. SNMP operations are used to efficiently collect fabric information. The Cisco Fabric
Manager software, including the server components, requires about 60 MB of hard disk space on your
workstation. Cisco Fabric Manager Server runs on Windows 2000, Windows 2003, Windows XP, Solaris
9 and 10, and Red Hat Enterprise Linux AS Release 5.

Each computer configured as a Cisco Fabric Manager Server can monitor multiple Fibre Channel SAN
fabrics. Up to 16 clients (by default) can connect to a single Cisco Fabric Manager Server concurrently.
The Cisco Fabric Manager Clients can also connect directly to an MDS switch in fabrics that are not
monitored by a Cisco Fabric Manager Server, which ensures that you can manage any of your MDS
devices from a single console.

Fabric Manager Client

Cisco Fabric Manager Client isaJavaand SNM P-based network fabric and device management tool with
aGUI that displaysreal-time views of your network fabric, including Cisco Nexus 5000 Series switches,
Cisco MDS 9000 Family switches and third-party switches, hosts, and storage devices.

Cisco Fabric Manager Fundamentals Configuration Guide
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Fabric Manager Client provides Fibre Channel troubleshooting tools, in addition to complete
configuration and status monitoring capabilities for Cisco MDS 9000 Family switches and Cisco Nexus
5000 Series switches. You can use these health and configuration analysistools on the M DS 9000 Family
switch or Cisco Nexus 5000 Series switch to perform Fibre Channel ping and traceroute.

Fabric Manager Release 4.1(1b) and later releases provide a multilevel security system by adding a
server admin rolethat allows accessto limited features. The configuration capabilities of a server admin
is limited to configuring FlexAttach and relevant data. Advanced mode option is available only for
network administrators and provides all of the Fabric Manager features, including security, IVR, iSCSI,
and FICON.

Device Manager

Device Manager provides a graphical representation of a Cisco MDS 9000 Family switch chassis or
Cisco Nexus 5000 Series switch chassis, including the installed switching modules, the supervisor
modules, the status of each port within each module, the power supplies, and the fan assemblies.

The tables in the Fabric Manager Information pane basically correspond to the dialog boxes that appear
in Device Manager. However, while Fabric Manager tables show values for one or more switches, a
Device Manager dialog box shows values for a single switch. Device Manager also provides more
detailed information for verifying or troubleshooting device-specific configuration than Fabric Manager.

Device Manager provides two views: Device View and Summary View. Use Summary View to monitor
interfaces on the switch. Use Device View to perform switch-level configurations including the
following configurations:

» Configuring virtual Fibre Channel interfaces

» Configuring Fibre Channel over Ethernet (FCoE) features
« Configuring zones for multiple VSANs

« Managing ports, PortChannels, and trunking

» Managing SNMPv3 security access to switches

- Managing CLI security access to the switch

- Managing alarms, events, and notifications

- Saving and copying configuration files and software image
« Viewing hardware configuration

« Viewing chassis, module, port status, and statistics

Fabric Manager Web Client

With Fabric Manager Web Client you can monitor Cisco MDS switch events, performance, and inventory
from aremote location using a web browser.

- Performance Manager Summary reports—The Performance Manager summary report provides
a high-level view of your network performance. These reports list the average and peak throughput
and provides hot-links to additional performance graphs and tables with additional statistics. Both
tabular and graphical reports are available for all interconnections monitored by Performance
Manager.

Cisco Fabric Manager Fundamentals Configuration Guide
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- Performance Manager drill-down reports—Performance Manager can analyze daily, weekly,
monthly and yearly trends. You can also view the results for specific time intervals using the
interactive zooming functionality. These reports are only available if you create a collection using
Performance Manager and start the collector.

- Zero maintenance database for statistics storage—No maintenance is required to maintain
Performance Manager’s round-robin database, because its size does not increase over time. At
prescribed intervals the oldest samples are averaged (rolled-up) and saved. A full two days of raw
samples are saved for maximum resolution. Gradually the resolution is reduced as groups of the
oldest samples are rolled up together.

Performance Manager

The primary purpose of Fabric Manager is to manage the network. A key management capability is
network performance monitoring. Performance Manager gathers network device statistics historically
and provides this information graphically using a web browser. Performance Manager presents recent
statistics in detail and older statistics in summary. Performance Manager also integrates with external
tools such as Cisco Traffic Analyzer.

Performance Manager has three operational stages:
» Definition—The Flow Wizard sets up flows in the switches.
« Collection—The Web Server Performance Collection screen collects information on desired fabrics.

» Presentation—Generates web pages to present the collected data through Fabric Manager Web
Server.

Performance Manager can collect statistics for ISLs, hosts, storage elements, and configured flows.
Flows are defined based on a host-to-storage (or storage-to-host) link. Performance Manager gathers
statistics from across the fabric based on collection configuration files. These files determine which SAN
elements and SAN links Performance Manager gathers statistics for. Based on this configuration,
Performance Manager communicates with the appropriate devices (switches, hosts, or storage elements)
and collects the appropriate information at fixed five-minute intervals.

Authentication in Fabric Manager

Administrators launch Fabric Manager Client and select the seed switch that is used to discover the
fabric. The user name and password are passed to Fabric Manager Server and are used to authenticate to
the seed switch. If this user name and password are not a recognized SNMP user name and password,
either Fabric Manager Client or Fabric Manager Server opensaCL | session to the switch (SSH or Telnet)
and retries the user name and password pair. If the user name and password are recognized by the switch
in either the local switch authentication database or through a remote AAA server, then the switch
creates atemporary SNMP user name that is used by Fabric Manager Client and Fabric Manager Server.

Cisco Traffic Analyzer

Cisco Traffic Analyzer providesreal-time analysis of SPAN traffic or analysis of captured traffic through
aWeb browser user interface. Traffic encapsulated by one or more Port Analyzer Adapter products can
be analyzed concurrently with a single workstation running Cisco Traffic Analyzer, which is based on
ntop, a public domain software enhanced by Cisco for Fibre Channel traffic analysis.

Cisco Fabric Manager Fundamentals Configuration Guide
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Cisco Traffic Analyzer monitors round-trip response times, SCSI 1/Os per second, SCSI read or traffic
throughput and frame counts, SCSI session status, and management task information. Additional
statistics are also available on Fibre Channel frame sizes and network management protocols.

Network Monitoring

Fabric Manager provides extensive SAN discovery, topology mapping, and information viewing
capabilities. Fabric Manager collects information on the fabric topology through SNMP queries to the
switches connected to it. Fabric Manager recreates a fabric topology, presentsit in a customizable map,
and provides inventory and configuration information in multiple viewing options such as fabric view,
device view, summary view, and operation view.

Once Fabric Manager isinvoked, a SAN discovery process begins. Using information polled from a seed
Cisco MDS 9000 Family switch, including Name Server registrations, Fibre Channel Generic Services
(FC-GS), Fabric Shortest Path First (FSPF), and SCSI-3, Fabric Manager automatically discovers all
devices and interconnects on one or more fabrics. All available switches, host bus adapters (HBAS), and
storage devices are discovered. The Cisco MDS 9000 Family switches use Fabric-Device Management
Interface (FMDI) to retrieve the HBA model, serial number and firmware version, and host
operating-system type and version discovery without host agents. Fabric Manager gathers this
information through SNMP queries to each switch. The device information discovered includes device
names, software revision levels, vendor, ISLs, PortChannels, and VSANSs.

Performance Monitoring

Fabric Manager and Device Manager provide multiple tools for monitoring the performance of the
overall fabric, SAN elements, and SAN links. Thesetools providereal-time statisticsaswell as historical
performance monitoring.

Real-time performance statistics are a useful tool in dynamic troubleshooting and fault isolation within
the fabric. Real-time statistics gather data on parts of the fabric in user-configurableintervalsand display
these results in Fabric Manager and Device Manager.

Device Manager provides an easy tool for monitoring ports on the Cisco MDS 9000 Family switches.
Thistool gathers statistics at a configurable interval and displays the results in tables or charts. These
statistics show the performance of the selected port in real-time and can be used for performance
monitoring and troubleshooting. For a selected port, you can monitor any of a number of statistics
including traffic in and out, errors, class 2 traffic, and FICON data. You can set the polling interval from
ten seconds to one hour, and display the results based on a number of selectable options including
absolute value, value per second, and minimum or maximum value per second.

Cisco Fabric Manager Fundamentals Configuration Guide
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CHAPTER 2

Installing Cisco MDS NX-OS and Fabric Manager

The Cisco Fabric Manager is a set of network management tools that supports Secure Simple Network
Management Protocol version 3 (SNMPv3). It provides a graphical user interface (GUI) that displays
real-time views of your network fabrics, and lets you manage the configuration of Cisco MDS 9000
Family devices and third-party switches. The Cisco Fabric Manager provides an alternative to the
command-line interface (CLI) for most switch configuration commands.

In addition to complete configuration and status monitoring capabilities for Cisco MDS 9000 switches,
Fabric Manager provides powerful Fibre Channel troubleshooting tools. These in-depth health and
configuration analysis capabilities leverage unique MDS 9000 switch capabilities: Fibre Channel Ping
and Traceroute.

This chapter contains the following sections:
- Starting a Switch in the Cisco MDS 9000 Family, page 2-1
- Initial Setup Routine, page 2-2
» Accessing the Switch, page 2-13
» Where Do You Go Next?, page 2-13
» About Cisco Fabric Manager, page 2-14
- Installing the Management Software, page 2-18
» Upgrading the Management Software, page 2-40

» Upgrading Fabric Manager Server and Fabric Manager Standalone Version Using the Fabric
Manager Update Installer, page 2-41

« Integrating Cisco Fabric Manager with Other Management Tools, page 2-42
« Running Fabric Manager Behind a Firewall, page 2-42
» Uninstalling the Management Software, page 2-45

Starting a Switch in the Cisco MDS 9000 Family

The following procedure is areview of the tasks you should have completed during hardware
installation, including starting up the switch. These tasks must be completed before you can configure
the switch.

Note  You must use the CLI for initial switch start up.

Cisco Fabric Manager Fundamentals Configuration Guide
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Step 1

Step 2

Step 3

Before you can configure a switch, follow these steps:

Verify the following physical connections for the new Cisco MDS 9000 Family switch:
» The console port is physically connected to a computer terminal (or terminal server).
» The management 10/100 Ethernet port (mgmt0) is connected to an external hub, switch, or router.

Refer to the Cisco MDS 9000 Family Hardware Installation Guide (for the required product) for more
information.

Jo

% Save the host ID information for future use (for example, to enable licensed features). The host
ID information is provided in the Proof of Purchase document that accompanies the switch.

Verify that the default console port parameters are identical to those of the computer terminal (or
terminal server) attached to the switch console port:

- 9600 baud
- 8databits
» 1 stop bit
» No parity

Power on the switch. The switch boots automatically and the switch# prompt appears in your terminal
window.

Initial Setup Routine

Note

Thefirst time you access a switch in the Cisco MDS 9000 Family, it runs a setup program that prompts
you for the P address and other configuration information necessary for the switch to communicate over
the supervisor module Ethernet interface. This information is required to configure and manage the
switch. The IP address can only be configured from the CLI1. All Cisco MDS 9000 Family switches have
the network administrator as a default user (admin). You cannot change the default user at any time. You
must explicitly configure a strong password for any switch in the Cisco MDS 9000 Family. The setup
scenario differs based on the subnet to which you are adding the new switch:

« Out-of-band management—This feature provides a connection to the network through a supervisor
module front panel Ethernet port.

» In-band management—This feature provides | P over Fibre Channel (1PFC) to manage the switches.
The in-band management feature is transparent to the network management system (NMS).

The first time that you access a switch in the Cisco MDS 9000 Family using the CL1I, it runs a setup
program that prompts you for the IP address and other configuration information necessary for the
switch to communicate over the supervisor module Ethernet interface. Thisinformation is required to
configure and manage the switch.

The IP address can only be configured from the CLI. When you power up the switch for the first time,
assign the IP address. After you perform this step, the Cisco MDS 9000 Family Fabric Manager can
reach the switch through the management port.

Cisco Fabric Manager Fundamentals Configuration Guide
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Preparing to Configure the Switch

Default Login

Before you configure a switch in the Cisco MDS 9000 Family for the first time, you need the following
information:

» Administrator password, including:
— Creating a password for the administrator (required).
— Creating an additional login account and password (optional).

» |Paddress for the switch management interface—The management interface can be an out-of-band
Ethernet interface or an in-band Fibre Channel interface (recommended).

= Subnet mask for the switch's management interface (optional).
» |P addresses, including:

— Destination prefix, destination prefix subnet mask, and next hop IP address, if you want to
enable IP routing. Also, provide the I P address of the default network (optional).

— Otherwise, provide an I P address of the default gateway (optional).

» SSH service on the switch—To enablethis optional service, select thetype of SSH key (dsa/rsa/rsal)
and number of key bits (768 to 2048).

« DNSIP address (optional).

- Default domain name (optional).

» NTP server IP address (optional).

«  SNMP community string (optional).

» Switch name—Thisis your switch prompt (optional).

Be sure to configure the I P route, the IP default network address, and the | P default gateway address to
enable SNMP access. If IP routing is enabled, the switch uses the IP route and the default network IP
address. If IP routing is disabled, the switch uses the default gateway | P address.

You should verify that the Fabric Manager Server hostname entry exists on the DNS server, unless the
Fabric Manager Server is configured to bind to a specific interface during installation.

All Cisco MDS 9000 Family switches have the network administrator as a default user (admin). You
cannot change the default user at any time (see the Cisco Fabric Manager Security Configuration Guide).

You have an option to enforce secure password for any switch in the Cisco MDS 9000 Family. If a
password is trivial (short, easy-to-decipher), your password configuration is rejected. Be sure to
configure a secure password (see the Cisco Fabric Manager Security Configuration Guide). If you
configure and subsequently forget this new password, you have the option to recover this password (see
the Cisco Fabric Manager Security Configuration Guide).

Cisco Fabric Manager Fundamentals Configuration Guide
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Setup Options

The setup scenario differs based on the subnet to which you are adding the new switch. You must
configure a Cisco MDS 9000 Family switch with an I P address to enable management connections from
outside of the switch.

Note  Some concepts such as out-of-band management and in-band management are briefly explained here.
These concepts are explained in more detail in subsequent chapters.

» Out-of-band management—T his feature provides a connection to the network through a supervisor
module front panel Ethernet port (see Figure 2-1).

« In-band management—This feature provides | P over Fibre Channel (IPFC) to manage the switches.
The in-band management feature is transparent to the network management system (NMS). Instead
of conventional Ethernet physical media, switchesin the Cisco MDS 9000 Family use IPFC as the
transport mechanism. see Cisco Fabric Manager IP Services Configuration Guide.

Figure 2-1 Management Access to Switches
Router
Console IP address
connection 172.16.1.1
: Telnet or_ CLI
A
S - [:]l
Switch 2
DNS server
E mgmt0 *
I (IP address:
172.16.1.2)
SNMP |

Management LAN
(Ethernet connection)

79936

Assigning Setup Information

This section describes how to initially configure the switch for both out-of-band and in-band
management.

N

Note  Press Ctrl-C at any prompt to skip the remaining configuration options and proceed with what is
configured until that point. Entering a new password for the administrator is a requirement and cannot
be skipped.
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0

If you do not wish to answer a previously configured question, or if you wish to skip answers to any
guestions, press Enter. If adefault answer is not available (for example, switch name), the switch uses
what was previously configured and skips to the next question.

Configuring Out-of-Band Management

a~

Note

Step 1

Step 2

Step 3

Step 4

Step 5

You can configure both in-band and out-of-band configuration together by entering Yesin both Step 11c
and Step 11d in the following procedure.

To configure the switch for first time out-of-band access, follow these steps:

Power on the switch. Switches in the Cisco MDS 9000 Family boot automatically.

Do you want to enforce secure password standard (Yes/No)?

Enter Yes to enforce secure password.
a. Enter the administrator password

Enter the password for admin: 2008asdf*1lkjhl7

b. Confirm the administrator password.

Confirm the password for admin: 2008asdf*1lkjhl7

Jo

Tip If apasswordistrivial (short, easy to decipher), your password configuration isrejected. Be sure
to configure a secure password as shown in the sample configuration. Passwords are
case-sensitive. You must explicitly configure a password that meets the requirements listed in
the Cisco Fabric Manager Security Configuration Guide.

Enter yes to enter the setup mode.

N

Note  This setup utility will guide you through the basic configuration of the system. Setup configures
only enough connectivity for management of the system.

Please register Cisco MDS 9000 Family devices promptly with your supplier. Failure to
register may affect response times for initial service calls. MDS devices must be
registered to receive entitled support services.

Press Enter anytime you want to skip any dialog. Use ctrl-c at anytime to skip away
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

The setup utility guides you through the basic configuration process. Press Ctrl-C at any prompt to end
the configuration process.

Enter the new password for the administrator (admin is the default).

Enter the password for admin: admin

Enter yes (no is the default) to create additional accounts.

Cisco Fabric Manager Fundamentals Configuration Guide
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Step 6

Step 7

Step 8

Create another login account (yes/no) [n]: yes

While configuring your initial setup, you can create an additional user account (in the network-admin
role) besides the administrator’s account. See the Cisco Fabric Manager Security Configuration Guide
for information on default roles and permissions.

A

Note  User login IDs must contain non-numeric characters.

a. Enter the user login ID [administrator].

Enter the user login ID: user_name

b. Enter the user password.

Enter the password for user_name: user-password

c. Confirm the user password for

Confirm the password for user_name: user-password

Enter yes (no is the default) to create an SNMPv3 account.

Configure read-only SNMP community string (yes/no) [n]: yes

a. Enter the user name (admin is the default).

SNMPv3 user name [admin]: admin

b. Enter the SNMPv3 password (minimum of eight characters). The default is admin123.

SNMPv3 user authentication password: admin_pass

Enter yes (no is the default) to configure the read-only or read-write SNMP community string.

Configure read-write SNMP community string (yes/no) [n]: yes

a. Enter the SNMP community string.

SNMP community string: snmp_community

Enter a name for the switch.

Assigning a Switch Name

Step 9

Each switch in the fabric requires a unique name. You can assign hames to easily identify the switch by
its physical location, its SAN association, or the organization to which it is deployed. The assigned name
is displayed in the command-line prompt. The switch name is limited to 20 alphanumeric characters.

N

Note  The switch nameis limited to 32 alphanumeric characters. The default is switch.

Enter the switch name: switch_name

Enter yes (yesis the default) to configure out-of-band management.

Continue with Out-of-band (mgmtO) management configuration? [yes/no]: yes

a. Enter the mgmtO IP address.

Mgmt0 IPv4 address: ip_address
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Step 10

Step 11

b. Enter the mgmtO subnet mask.

Mgmt0 IPv4 netmask: subnet_mask

Enter yes (yes is the default) to configure the default gateway (recommended).

Configure the default-gateway: (yes/no) [y]: yes

a. Enter the default gateway | P address.

IPv4 address of the default gateway: default_gateway

Enter yes (noisthe default) to configure advanced | P options such asin-band management, static routes,
default network, DNS, and domain name.

Configure Advanced IP options (yes/no)? [n]: yes

a. Enter no (no is the default) at the in-band management configuration prompt.

Continue with in-band (VSAN1) management configuration? (yes/no) [no]: no

b. Enter yes (no is the default) to enable IP routing capabilities.

Enable the ip routing? (yes/no) [n]: yes

c. Enter yes (no is the default) to configure a static route (recommended).

Configure static route: (yes/no) [n]: yes

Enter the destination prefix.

Destination prefix: dest_prefix

Type the destination prefix mask.

Destination prefix mask: dest_mask

Type the next hop IP address.

Next hop ip address: next_hop_address

N

Note  Besureto configurethe IP route, the default network IP address, and the default gateway 1P
addressto enable SNMP access. If P routing is enabled, the switch uses the | P route and the
default network IP address. If | P routing is disabled, the switch uses the default gateway |1P
address.

d. Enter yes (no is the default) to configure the default network (recommended).

Configure the default network: (yes/no) [n]: yes

Enter the default network | P address.

N

Note  The default network |P address is the destination prefix provided in Step 11c.

Default network IP address [dest_prefix]: dest_prefix

e. Enter yes (no isthe default) to configure the DNS IP address.

Configure the DNS IPv4 address? (yes/no) [n]: yes

Enter the DNS IP address.
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DNS IPv4 address: name_server

f. Enter yes (default is no) to configure the default domain name.

Configure the default domain name? (yes/no) [n]: yes

Enter the default domain name.

Default domain name: domain_name

Step 12  Enter yes (no is the default) to enable Telnet service.

Enable the telnet server? (yes/no) [n]: yes

Step 13 Enter yes (no is the default) to enable the SSH service.

Enabled SSH server? (yes/no) [n]: yes

Step 14  Enter the SSH key type.

Type the SSH key you would like to generate (dsa/rsa)? dsa

Step 15 Enter the number of key bits within the specified range.

Enter the number of key bits? (768 to 2048): 768

Step 16  Enter yes (no is the default) to configure the NTP server.

Configure NTP server? (yes/no) [n]: yes
Configure clock? (yes/no) [n] :yes

Configure clock? (yes/no) [n] :yes

Configure timezone? (yes/no) [n] :yes
Configure summertime? (yes/no) [n] :yes
Configure the ntp server? (yes/no) [n] : yes

a. Enter the NTP server |P address.

NTP server IP address: ntp server_ IP_address

Step 17  Enter noshut (shut is the default) to configure the default switch port interface to the shut state.

Configure default switchport interface state (shut/noshut) [shut]: noshut

Step 18  Enter on (on is the default) to configure the switch port trunk mode.

Configure default switchport trunk mode (on/off/auto) [on]: on

Step19  Enter no (no is the default) to configure switchport port mode F.

Configure default switchport port mode F (yes/no) [n] : no

Step20 Enter permit (deny is the default) to deny a default zone policy configuration.

Configure default zone policy (permit/deny) [deny]: permit

Permits traffic flow to all members of the default zone.

Step21 Enter yes (no isthe default) to disable afull zone set distribution (see the Cisco Fabric Manager Fabric
Configuration Guide). Disables the switch-wide default for the full zone set distribution feature.

Enable full zoneset distribution (yes/no) [n]: yes

You see the new configuration. Review and edit the configuration that you have just entered.

Step22 Enter no (no isthe default) if you are satisfied with the configuration.

The following configuration will be applied:
username admin password admin_pass role network-admin
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username user_name password user_pass role network-admin
snmp-server community snmp_community ro
switchname switch
interface mgmtO

ip address ip_address subnet_mask

no shutdown
ip routing
ip route dest_prefix dest_mask dest_address
ip default-network dest_prefix
ip default-gateway default_gateway
ip name-server name_server
ip domain-name domain_name
telnet server enable

ssh key dsa 768 force

ssh server enable
ntp server ipaddr ntp_server
system default switchport shutdown
system default switchport trunk mode on
system default port-channel auto-create
zone default-zone permit vsan 1-4093
zoneset distribute full vsan 1-4093

Would you like to edit the configuration? (yes/no) [n]: no

Step23  Enter yes (yesis default) to use and save this configuration:

Use this configuration and save it? (yes/no) [y]: yes

A

Caution  If you do not save the configuration at this point, none of your changes are updated the next
time the switch is rebooted. Type yes to save the new configuration. This ensures that the
kickstart and system images are also automatically configured.

Configuring In-Band Management

The in-band management logical interface is VSAN 1. This management interface uses the Fibre
Channel infrastructure to transport | P traffic. An interface for VSAN 1 iscreated on every switch in the
fabric. Each switch should have its VSAN 1 interface configured with an | P address in the same
subnetwork. A default route that points to the switch providing access to the IP network should be
configured on every switch in the Fibre Channel fabric (see Cisco Fabric Manager Fabric Configuration
Guide)

Note  You can configure both in-band and out-of-band configuration together by entering Yes in both Step 9c
and Step 9d in the following procedure.

To configure a switch for first time in-band access, follow these steps:

Stepl  Power on the switch. Switches in the Cisco MDS 9000 Family boot automatically.
Step2  Enter the new password for the administrator.

Enter the password for admin: 2004asdf*1lkjhl8
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Jo

Tip If apassword istrivial (short, easy-to-decipher), your password configuration is rejected. Be
sure to configure a strong password as shown in the sample configuration. Passwords are
case-sensitive. You must explicitly configure a password that meets the requirements listed in
the User Accounts section in Cisco Fabric Manager Security Configuration Guide.

Enter yes to enter the setup mode.

This setup utility will guide you through the basic configuration of the system. Setup
configures only enough connectivity for management of the system.

Please register Cisco MDS 9000 Family devices promptly with your supplier. Failure to
register may affect response times for initial service calls. MDS devices must be
registered to receive entitled support services.

Press Enter incase you want to skip any dialog. Use ctrl-c at anytime to skip away
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

The setup utility guides you through the basic configuration process. Press Ctrl-C at any prompt to end
the configuration process.
Enter no (no is the default) if you do not wish to create additional accounts.

Create another login account (yes/no) [no]: no

Configure the read-only or read-write SNMP community string.
a. Enter no (no isthe default) to avoid configuring the read-only SNMP community string.

Configure read-only SNMP community string (yes/no) [n]: no

Enter a name for the switch.

a

Note  The switch nameis limited to 32 alphanumeric characters. The default is switch.

Enter the switch name: switch_name

Enter no (yes is the default) at the configuration prompt to configure out-of-band management.

Continue with Out-of-band (mgmtO) management configuration? [yes/no]: no

Enter yes (yes is the default) to configure the default gateway.

Configure the default-gateway: (yes/no) [y]: yes

a. Enter the default gateway |P address.

IP address of the default gateway: default_gateway

Enter yes (no isthe default) to configure advanced | P options such as in-band management, static routes,
default network, DNS, and domain name.

Configure Advanced IP options (yes/no)? [n]: yes

a. Enter yes (no isthe default) at the in-band management configuration prompt.

Continue with in-band (VSAN1l) management configuration? (yes/no) [no]: yes

Enter the VSAN 1 |P address.
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VSAN1 IP address: ip_address

Enter the subnet mask.

VSAN1 IP net mask: subnet_mask

b. Enter no (yesisthe default) to enable IP routing capabilities.

Enable ip routing capabilities? (yes/no) [y]: no

c. Enter no (yesisthe default) to configure a static route.

Configure static route: (yes/no) [y]: no

d. Enter no (yesis the default) to configure the default network.

Configure the default-network: (yes/no) [y]: no

e. Enter no (yesisthe default) to configure the DNS | P address.

Configure the DNS IP address? (yes/no) [y]l: no

f. Enter no (no is the default) to skip the default domain name configuration.

Configure the default domain name? (yes/no) [n]: no

Step 10  Enter no (yesis the default) to disable Telnet service.

Enable the telnet service? (yes/no) [y]: no

Step11 Enter yes (no is the default) to enable the SSH service.

Enabled SSH service? (yes/no) [n]: yes

Step 12  Enter the SSH key type (see the Cisco Fabric Manager Security Configuration Guide) that you would
like to generate.

Type the SSH key you would like to generate (dsa/rsa/rsal)? rsa

Step 13 Enter the number of key bits within the specified range.

Enter the number of key bits? (768 to 1024): 1024

Step 14  Enter no (no is the default) to configure the NTP server.

Configure NTP server? (yes/no) [n]: no

Step 15 Enter shut (shut is the default) to configure the default switch port interface to the shut state.

Configure default switchport interface state (shut/noshut) [shut]: shut

N

Note  The management Ethernet interface is not shut down at this point—only the Fibre Channel,
iSCSI, FCIP, and Gigabit Ethernet interfaces are shut down.

Step 16  Enter auto (off is the default) to configure the switch port trunk mode.

Configure default switchport trunk mode (on/off/auto) [off]: auto

Step 17  Enter deny (deny is the default) to deny a default zone policy configuration.

Configure default zone policy (permit/deny) [deny]: deny

Denies traffic flow to all members of the default zone.
Step 18  Enter no (no is the default) to disable afull zone set distribution.

Cisco Fabric Manager Fundamentals Configuration Guide
| 0OL-21502-02, Cisco MDS NX-OS Release 5.x .m



Chapter 2 Installing Cisco MDS NX-OS and Fabric Manager |

M nitial Setup Routine

Send documentation comments to fm-docfeedback@cisco.com

Step 19

Step 20

Enable full zoneset distribution (yes/no) [n]: no

Disables the switch-wide default for the full zone set distribution feature.
You see the new configuration. Review and edit the configuration that you have just entered.
Enter no (no is the default) if you are satisfied with the configuration.

The following configuration will be applied:
username admin password admin_pass role network-admin
snmp-server community snmp_community rw
switchname switch
interface vsanl

ip address ip_address subnet_mask

no shutdown
ip default-gateway default_gateway
no telnet server enable
ssh key rsa 1024 force
ssh server enable
no system default switchport shutdown
system default switchport trunk mode auto
no zone default-zone permit vsan 1-4093
no zoneset distribute full vsan 1-4093

Would you like to edit the configuration? (yes/no) [n]: no

Enter yes (yes is default) to use and save this configuration.

Use this configuration and save it? (yes/no) [y]: yes

A

Caution  If you do not save the configuration at this point, none of your changes are updated the next
time the switch is rebooted. Type yes to save the new configuration. This ensures that the
kickstart and system images are also automatically configured.

Using the setup Command

To make changes to the initial configuration at a later time, you can issue the setup command in EXEC
mode.

switch# setup

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup always assumes a predefined defaults irrespective

of the current system configuration when invoked from CLI.

Press Enter incase you want to skip any dialog. Use ctrl-c at anytime
to skip away remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

The setup utility guides you through the basic configuration process.
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Accessing the Switch

After initial configuration, you can access the switch in one of the three ways:
» Serial console access—You can use a serial port connection to access the CLI.

« In-band IP (IPFC) access—You can use Telnet or SSH to access a switch in the Cisco MDS 9000
Family or use SNMP to connect to a Cisco MDS 9000 Fabric Manager application.

» Out-of-band (10/100BASE-T Ethernet) access—You can use Telnet or SSH to access aswitch in the
Cisco MDS 9000 Family or use SNMP to connect to a Cisco MDS 9000 Fabric Manager application.

After initial configuration, you can access the switch in one of three ways (see Figure 2-2):
» Serial console access—You can use a serial port connection to access the CLI.

e In-band IP (IPFC) access—You can use Telnet or SSH to access a switch in the Cisco MDS 9000
Family or use Cisco MDS 9000 Fabric Manager to access the switch.

» Out-of-band (10/100BASE-T Ethernet) access—You can use Telnet or SSH to access aswitch in the
Cisco MDS 9000 Family or use Cisco MDS 9000 Fabric Manager to access the switch.

Figure 2-2 Switch Access Options
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Where Do You Go Next?

After reviewing the default configuration, you can change it or perform other configuration or
management tasks. The initial setup can only be performed at the CLI. However, you can continue to
configure other software features, or access the switch after initial configuration by using either the CLI
or the Device Manager and Fabric Manager applications.
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About Cisco Fabric Manager

The Cisco Fabric Manager provides an alternative to the command-line interface (CLI) for most switch
configuration commands. For information on using the CLI to configure a Cisco MDS 9000 Family
switch, refer to the Cisco MDS 9000 Family NX-OS Fundamentsls Configuration Guide or the Cisco
MDS 9020 Switch Configuration Guide and Cisco MDS 9000 Family Command Reference Guide. For
details on managing switches running Cisco FabricWare, see the “Managing Cisco FabricWare with
Fabric Manager” section on page D-3.

In addition to complete configuration and status monitoring capabilities for Cisco MDS 9000 switches,
Fabric Manager provides powerful Fibre Channel troubleshooting tools. These in-depth health and

configuration analysis capabilities leverage unique MDS 9000 switch capabilities: Fibre Channel Ping
and Traceroute.

The Cisco Fabric Manager includes these management applications:
- Fabric Manager (client and server)
» Device Manager
» Performance Manager
» [Fabric Manager Web Server

Fabric Manager Server

The Fabric Manager Server component must be started before running Fabric Manager. On a Windows
PC, the Fabric Manager Server isinstalled as a service. This service can then be administered using the
Windows Services in the Control Panel. Fabric Manager Server is responsible for discovery of the
physical and logical fabric, and for listening for SNMP traps, syslog messages, and Performance
Manager threshold events. For more information, see Chapter 3, “Fabric Manager Server.”

Fabric Manager Client

The Fabric Manager Client component displays a map of your network fabrics, including Cisco MDS
9000 Family switches, third-party switches, hosts, and storage devices. The Fabric Manager Client
provides multiple menus for accessing the features of the Fabric Manager Server. For more information,
see Chapter 5, “Fabric Manager Client.”

Fabric Manager Server Proxy Services

The Fabric Manager Client and Device Manager use SNMP to communicate with the Fabric Manager
Server. In typical configurations, the Fabric Manager Server may be installed behind a firewall. The
SNMP proxy service available in Cisco Fabric Manager Release 2.1(1a) or later provides a TCP-based
transport proxy for these SNMP requests. The SNMP proxy service allows you to block all UDP traffic
at the firewall and configure Fabric Manager Client to communicate over a configured TCP port.

Fabric Manager uses the CLI for managing some features on the switches. These management tasks are
used by Fabric Manager and do not use the proxy services. Your firewall must remain open for CLI
access for the following features:

« External and internal loopback test
- Flashfiles
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Note

Step 1

Step 2

Step 3

Step 4
Step 5

Create CLI| user

Security - ISCSI users

Show image version

Show tech

Switch resident reports (syslog, accounting)
Zone migration

Show cores

If you are using the SNMP proxy service and another application on your server is using port 9198, you
need to modify your workstation settings.

The MDS switch always checks the local SNMP users before the remote AAA users, unlike the CLI.

To modify a Windows workstation, follow these steps:

Open Internet Explorer and select Tools > I nternet Options.

You see the Internet Options dialog box.

Select the Connectionstab and click LAN Settings.

You see the LAN Settings dialog box.

Check the Use a Proxy Server for your LAN check box and click Advanced.

Add your server |P Address or local host under the Exceptions section.

Click OK to save your changes.

See the “Running Fabric Manager Behind a Firewall” section on page 2-42.

Device Manager

The Device Manager provides two views of a single switch:

Device View displays a graphic representation of the switch configuration and provides access to
statistics and configuration information.

Summary View displays asummary of XE ports (Inter-Switch Links), Fx ports (fabric ports), and Nx
ports (attached hosts and storage) on the switch, as well as Fibre Channel and I P neighbor devices.
Summary or detailed statistics can be charted, printed, or saved to afile in tab-delimited format. See
Chapter 6, “Device Manager.”

Performance Manager

Performance Manager presents detailed traffic analysis by capturing data with SNMP. This datais
compiled into various graphs and charts that can be viewed with any web browser.
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Fabric Manager Web Server

The Fabric Manager Web Server allows operators to monitor and obtain reports for MDS events,
performance, and inventory from a remote location using a web browser. For information on installing
and using Fabric Manager Web Server, see Chapter 7, “Fabric Manager Web Client.”

Cisco MDS 9000 Switch Management

The Cisco MDS 9000 Family of switches can be accessed and configured in many different ways and
supports standard management protocols. Table 2-1 lists the management protocol s that Fabric Manager
supports to access, monitor, and configure the Cisco MDS 9000 Family of switches.

Table 2-1 Supported Management Protocols

Management Protocol Purpose

Telnet/SSH Provides remote access to the CLI for a Cisco
MDS 9000 switch.

FTP/SFTPITFTPR, SCP Copies configuration and software images

between devices.

SNMPv1, v2c, and v3 Includes over 80 distinct Management
Information Bases (MIBs). Cisco MDS 9000
Family switches support SNMP version 1, 2, and
3 and RMON V1 and V2. RMON provides
advanced alarm and event management, including
setting threshol ds and sending notifications based
on changes in device or network behavior.

By default, the Cisco Fabric Manager
communicates with Cisco MDS 9000 Family
switches using SNMPv3, which provides secure
authentication using encrypted user names and
passwords. SNMPv3 also provides the option to
encrypt all management traffic.

HTTP/HTTPS Includes HTTP and HTTPS for web browsers to
communicate with Fabric Manager Web Services
and for the distribution and installation of the
Cisco Fabric Manager software. It is not used for
communication between the Cisco Fabric
Manager Server and Cisco MDS 9000 Family
switches.
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Table 2-1 Supported Management Protocols (continued)
Management Protocol Purpose
XML/CIM over HTTP/HTTPS Includes CIM server support for designing storage

area network management applications to run on
Cisco SAN-OS and NX-OS.

ANSI T11 FC-GS-3 Provides Fibre Channel-Generic Services

(FC-GS-3) in the defining management serversin
the Fabric Configuration Server (FCS). Fabric
Manager uses the information provided by FCSon
top of the information contained in the Name
Server database and in the Fibre Channel Shortest
Path First (FSPF) topology database to build a
detailed topology view and collect information for
all the devices building the fabric.

Storage Management Solutions Architecture

Management services required for the storage environment can be divided into five layers, with the
bottom layer being closest to the physical storage network equipment, and the top layer managing the
interface between applications and storage resources.

Of these five layers of storage network management, Cisco Fabric Manager provides tools for device
(element) management and fabric management. In general, the Device Manager is most useful for device
management (a single switch), while Fabric Manager is more efficient for performing fabric
management operations involving multiple switches.

Tools for upper-layer management tasks can be provided by Cisco or by third-party storage and network
management applications. The following summarizes the goals and function of each layer of storage
network management:

Device management provides tools to configure and manage a device within a system or afabric.
You use device management tools to perform tasks on one device at atime, such asinitial device
configuration, setting and monitoring thresholds, and managing device system images or firmware.

Fabric management provides a view of an entire fabric and its devices. Fabric management
applications provide fabric discovery, fabric monitoring, reporting, and fabric configuration.

Resource management provides tools for managing resources such as fabric bandwidth, connected
paths, disks, I/O operations per second (IOPS), CPU, and memory. You can use Fabric Manager to
perform some of these tasks.

Data management provides tools for ensuring the integrity, availability, and performance of data.
Data management services include redundant array of independent disks (RAID) schemes, data
replication practices, backup or recovery requirements, and data migration. Data management
capabilities are provided by third-party tools.

Application management provides tools for managing the overall system consisting of devices,
fabric, resources, and data from the application. Application management integrates all these
components with the applications that use the storage network. Application management
capabilities are provided by third-party tools.
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In-Band Management and Out-of-Band Management

Cisco Fabric Manager requires an out-of-band (Ethernet) connection to at least one Cisco MDS 9000
Family switch. You need either mgmtO or IP over Fibre Channel (IPFC) to manage the fabric.

mgmt0

The out-of-band management connection isa 10/100 Mbps Ethernet interface on the supervisor module,
labeled mgmt0. The mgmtO interface can be connected to a management network to access the switch
through I P over Ethernet. You must connect to at least one Cisco MDS 9000 Family switch in the fabric
through its Ethernet management port. You can then use this connection to manage the other switches
using in-band (Fibre Channel) connectivity. Otherwise, you need to connect the mgmt0 port on each
switch to your Ethernet network.

Each supervisor module has its own Ethernet connection; however, the two Ethernet connectionsin a
redundant supervisor system operatein active or standby mode. The active supervisor module also hosts
the active mgmtO connection. When a failover event occurs to the standby supervisor module, the |P
address and media access control (MAC) address of the active Ethernet connection are moved to the
standby Ethernet connection.

IPFC

You can also manage switches on a Fibre Channel network using an in-band IP connection. The Cisco
MDS 9000 Family supports RFC 2625 IP over Fibre Channel, which defines an encapsulation method
to transport | P over a Fibre Channel network.

IPFC encapsulates | P packets into Fibre Channel frames so that management information can cross the
Fibre Channel network without requiring a dedicated Ethernet connection to each switch. This feature
allows you to build a completely in-band management solution.

Installing the Management Software

To install the software for the first time, or if you want to update or reinstall the software, access the
supervisor module with a web browser. Click the I nstall links on the web page that is displayed. The
software running on your workstation is verified to make sure you are running the most current version
of the software. If it is not current, the most recent version is downloaded and installed on your
workstation.

Note  Before upgrading or uninstalling Fabric Manager or Device Manager, make sure any instances of these
applications have been shut down.

Installation options include:

» Upgrade—Theinstaller detects your current version of Fabric Manager and Device Manager, and it
provides the option to upgrade. The default is to upgrade to the latest version of Fabric Manager or
Device Manager.

« Uninstall—If you are downgrading from Fabric Manager 2.x or later to Fabric Manager 1.3x or
earlier, use the Uninstall batch file or shell script. Do not delete the MDS 9000 folder as this might
prevent your installation from being upgraded in the future.
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N

Note  Werecommend that you install the latest version of the Fabric Manager applications. Fabric Manager is
backward-compatible with the Cisco MDS SAN-OS and Cisco FabricWare software running on the
switches. When upgrading, upgrade the Fabric Manager software first, and then upgrade the Cisco MDS
SAN-OS or NX-OS or Cisco FabricWare software on the switch.

Before You Install

Before you can access the Cisco Fabric Manager, you must complete the following tasks:
« Install a supervisor module on each switch that you want to manage.
» Configure the supervisor module with the following val ues using the setup routine or the CL1I:
— |IP address assigned to the mgmtO interface

— SNMP credentials (v3 user name and password or v1/v2 communities), maintaining the same
user name and password for all the switches in the fabric

Cisco MDS SAN-OS Release 2.x, 3.x, and NX-OS Release 4.2(0) and later supports AAA authentication
using RADIUS, TACACS, or local SNMP users.

The Cisco Device Manager software executabl e files reside on each supervisor module of each Cisco
MDS 9000 Family switch running Cisco MDS SAN-OS or NX-OS software in your network. The
supervisor module provides an HTTP server that responds to browser requests and distributes the
software to Windows or UNIX network management stations. You can also find Cisco Fabric Manager
software on Cisco.com at the following website:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm

Supported Software
A Y

Note  For thelatest information on supported software, refer to the Cisco MDS 9000 Family Rel ease Notes for
Cisco MDS NX-OS Release 4.2(0).

Cisco Fabric Manager and Cisco Device Manager have been tested with the following software:
» Operating Systems

—  Windows 2003 SP2, Windows XP SP2, Windows XP SP3, Windows Vista SP1 (Enterprise
edition), Windows 2008

— Red Hat Enterprise Linux AS Release 5
— Solaris (SPARC) 9 and 10
- VMWare ESX Server 3.5.0

N

Note  We support only Windows 2003 SP2 VM created on VMWare ESX Server 3.5

- Java
— Sun JRE and JDK 1.5(x) and 1.6(x) is supported
— JavaWeb Start 1.5 and 1.6
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S,

Note Do not use Java 1.6 Update 13

Browsers
— Internet Explorer 6.x and 7.0

~

Note  Internet Explorer 7.0 is not supported on Windows 2000 SP4.

— Firefox 1.5. 2.0 and 3.0
— Mozilla 1.7 (packaged with Solaris 9)
Databases
— Oracle Database 10g Express, Oracle Enterprise Edition 10g
— PostgreSQL 8.2 (Windows and Red Hat Enterprise Linux AS Release 5)
— PostgreSQL 8.1 (Solaris 9 and 10)
Security
— Cisco ACS3.1and 4.0
— PIX Firewall
- |IP Tables
— SSHv2
— Global Enforce SNMP Privacy Encryption
- HTTPS

Java Database Connectivity

Java database connectivity (JDBC) is the JavaSoft specification of a standard application programming
interface (API) that allows Java programs to access database management systems.

A JDBC driver is a software component enabling a Java application to interact with a database. Fabric
Manager uses Oracle JDBC drivers ojdbcl4.jar and ojdbcl4.jar to access the Oracle database and store
data.

You can download the recommended version (10.2.0.1.0) of the ojdbc14.jar file, from the following link:

http://www.oracle.com/technol ogy/software/tech/java/sglj_jdbc/htdocs/jdbc_10201.html

Alternatively, if you have access to the system where Oracle isinstalled in your environment, you can
find the jar file in the Oracle installation directory under ORACLE_HOME\jdbc\lib\.

Minimum Hardware Requirements

For a PC running Fabric Manager Server on large fabrics (1000 or more end devices), we recommend
you use a Dual Core/Dual CPU high-speed system with 2 GB of RAM and 10 GB of free disk space.
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Upgrading Fabric Manager in Cisco SAN-OS Releases Prior to 3.1(2b)

Note

When you install Cisco SAN-OS 3.2(1), datais migrated from the Hypersonic HSQL database to either
the PostgreSQL database or Oracle Database 10g Express during the installation. To install the
PostgreSQL database on Windows, click the FM Installer link onthe CD. To install Oracle Database 10g
Express, follow the instructions in the “Installing Oracle” section on page 2-23.

If you are upgrading a previous installation of Fabric Manager Server, be sure the previous installation
of the database is running. Do not uninstall the previous version. If the previous version is uninstalled,
the database will not be migrated and your server settings will not be preserved. After you ensure that
the previous installation is running, follow the steps listed in the “Installing Fabric Manager” section on
page 2-26. Before beginning the upgrade, you must close Fabric Manager and Device Manager.

Upgrading Fabric Manager in Cisco SAN-OS Releases 3.1(2b) and Later to 3.2(1)

Note

When you install Cisco SAN-OS 3.2(1), datais migrated from the Hypersonic HSQL database to either
the PostgreSQL database or Oracle Database 10g Express during the installation. Data is also migrated
from Oracle to Oracle.

If you migrate the database from Oracle to Oracle, the schema is updated as required by Cisco SAN-OS
3.2(2).

Toinstall the PostgreSQL database on Windows, click the FM Installer link on the CD. To install Oracle
Database 10g Express, follow the instructions in the “Installing Oracle” section on page 2-23.

Upgrading Fabric Manager Federated Server

Step 1
Step 2
Step 3

Step 4

Step 1
Step 2

Step 3

Step 4

To upgrade Fabric Manager federated server on Linux and Solaris machines, follow these steps:

Log on to the server node in the federation.
Run $INSTAL L DIR/FM Server.sh stop to stop the server node.

Run the m9000-fm-5.0.1a.jar (java-Xmx512m -jar m9000-fm-5.0.1a.jar) on the first server node to
upgrade the first server in the federation.

Repeat steps 1 through step 3 on all the other servers nodes.

To upgrade Fabric Manager federated server on a Windows machine, follow these steps:

Log on to the server node in the federation.

Stop the Fabric Manager Server service. To stop the Fabric Manager Server service, click Start >
Control Panel > Administrative Tools > Services.

Right-click Cisco Fabric Manager Server services in the services window, and then click Stop to stop
the services.

Repeat step 1 through step 3 on all the server nodes.

Cisco Fabric Manager Fundamentals Configuration Guide
| 0OL-21502-02, Cisco MDS NX-OS Release 5.x .m



Chapter 2 Installing Cisco MDS NX-OS and Fabric Manager |

M Installing the Management Software

Send documentation comments to fm-docfeedback@cisco.com

Step5  Runthe m9000-fm-5.0.1a.jar (java-Xmx512m -jar m9000-fm-5.0.1a.jar) on the first server node to
upgrade the first server.
Step6  Repeat step 5 on all the other server nodes.

Installing the Database

Beforeyou install Fabric Manager, you must install adatabase. Asof Cisco MDSNX-OS Release 4.1(1)
and later, Fabric Manager is packaged with PostgreSQL and Oracle Database 10g Express databases.
You caninstall the database of your choice using Fabric Manager from the CD-ROM or from Cisco.com.
If the database is present, the Fabric Manager installer will upgrade it to the latest version.

Note  If you areinstalling Cisco SAN-OS Release 3.1(2b) or later, you can also use Oracle Database 10g
Express. Your other choice is PostgreSQL.

Note  Be sureto back up al of therrd filein $INSTALL/pm/db before the upgrade.

Directory Structure

Starting from Cisco MDS NX-OS Release 4.1(3a), the directory structure has changed to accommodate
its future integration with Nexus 5000 products. By default, the Fabric Manager components are
installed on your computer’s hard drive, in the C:\Program Files\ folder. The installation path is the root
directory on your computer, such as C:\Program Files\Cisco Systems. Fabric Manager and databases are
installed in application directories, such as C:\Program Files\Cisco Systems\DCM\FM. Table 2-2 and
Table 2-3 describe the directory structure for Windows, UNIX and Solaris operating systems.

Table 2-2 Directory Structure (Windows)

Directory

Description

C:\Program Files\Cisco Systems\

Home directory for Cisco products.

C:\Program Files\Cisco Systems\DCM\

Home directory for Cisco Data Center
Management products.

C:\Program Files\Cisco Systems\DCM\FM

Home directory for Fabric Manager
and Device Manager.

C:\Program Files\Cisco Systems\DCM\JBOSS-4.2.2.GA

Home directory for JBoss (Fabric
Manager Server infrastructure).

C:\Program Files\Cisco Systems\DCM\DB

Home directory for database (Oracle
and PostgreSQL).

C:\Program Files\Cisco Systems\DCM\JRE

Home directory for Java Runtime
Environment.

C:\Program Files\Cisco
Systems\DCM\JBOSS-4.2.2.GA\SERVER\FM

Home directory for Fabric Manager
Server.
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Installing Oracle

N

Note

Y

Note

Step 1

Step 2

Step 3

Step 4

Table 2-3 Directory Structure (Unix and Solaris)

Directory Description

/usr/local/cisco Home directory for Cisco products.

/usr/local/cisco/dem/ Home directory for Cisco Data Center
Management products.

lusr/local/cisco/dem/fm Home directory for Fabric Manager and
Device Manager.

/usr/local/cisco/dem/jboss-4.2.2.GA Home directory for JBoss (Fabric Manager
Server infrastructure).

/usr/local/cisco/dcm/db Home directory for database (Oracle and
PostgreSQL).

/usr/local/cisco/dcm/jboss-4.2.2.GA/server/fm Home directory for Fabric Manager Server.

If you want to use Oracle Database 10g Express, you must install the database and create a user name
and password before continuing with the Fabric Manager installation.

We recommend the Oracle Database 10g Express option for all users who are running Performance
Manager on large fabrics (1000 or more end devices).

To install the Oracle database, follow these steps:

Click the following link to install Oracle Database 10g Express.
http://www.oracle.com/technol ogy/software/products/database/xe/index.html

N

Note  If you have another instance of Oracle already installed on a PC, we recommend that you do not
install the Oracle database on the same PC. In such cases, Fabric Manager can only use the
PostgreSQL database.

Run OracleXE.exe to install the Oracle database. Set the password for the system user. The database
administrator uses the password to manage and administer Oracle Database 10g Express server, which
isinstalled by the Oracle installer.

Finish the installation and verify that both services (OracleServiceX E and OracleXETNSL istener) are
running from the Services window.

Run the following script to
g. Change the default Oracle admin port to 8082, and

h. To create a database account. This example creates a new user 'scott' with a password 'tiger'. You
need to keep thislogin credentials asit is required at alater point in the installation process.
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Note

Note

C:\> cd c:\oraclexe\app\oracle\product\10.2.0\server\bin
C:\oraclexe\app\oracle\product\10.2.0\server\bin>sglplus / as sysdba
SQL> exec dbms_xdb.sethttpport (8082) ;

SQL> GRANT CONNECT, RESOURCE, UNLIMITED TABLESPACE TO SCOTT IDENTIFIED BY
TIGER;

SQL> EXIT;

~

Note  The Oracle Database 10g Express option is supported on Microsoft Windows and UNIX
systems.

For information about backing up the Oracle database, go to this location:
http://download.oracle.com/docs/cd/B25329 01/doc/admin.102/b25107/backrest.htm#i1004902.

You can also use the exp/imp utility at this location:
http://download.oracle.com/docs/cd/B25329 01/doc/admin.102/b25107/impexp.htm#BCEEDCIB.

For information about backing up the PostgreSQL database, run the pg_dump utility to have a good
backup. For more information, go to this location:
http://www.postgresql.org/docs/8.1/stati c/app-pgdump.html.

If you are using the Oracle database, you need to install the Oracle JDBC (Java Database Connectivity)
component for Fabric Manager to connect to the database. For more information refer to the “ Java
Database Connectivity” section on page 2-20.

Increasing UDP Buffer Size

Step 1

Step 2

Note

If the Fabric Manager SNM P packet log shows an SNMP VarBind decode error, the UDP buffer sizeis
low and the buffer size needs to be increased.

To increase the UDP buffer size, do the following:

For Solaris, ensure that the UDP buffer sizeis at |east 64 K.

ndd -set /dev/udp udp_recv_hiwat 65535

ndd -set /dev/udp udp_xmit_hiwat 65535

Add the following setting in /etc/system, so that the buffer size will be in effect even after a reboot.

set ndd:udp_recv_hiwat=65535
set ndd:udp_xmit_hiwat=65535

Before starting the installation, make sure that you have logged in as a Superuser.

Cisco Fabric Manager Fundamentals Configuration Guide
m. OL-21502-02, Cisco MDS NX-OS Release 5.x |


http://download.oracle.com/docs/cd/B25329_01/doc/admin.102/b25107/backrest.htm#i1004902
http://download.oracle.com/docs/cd/B25329_01/doc/admin.102/b25107/impexp.htm#BCEEDCIB
http://www.postgresql.org/docs/8.1/static/app-pgdump.html

| Chapter2 Installing Cisco MDS NX-OS and Fabric Manager

Installing the Management Software

Send documentation comments to fm-docfeedback@cisco.com

Database Backup and Restore-PostgresSQL

The Fabric Manager uses PostgresSQL Database as the default database. The Fabric Manager backup
utility uses PostgresSQL pg_dump utility to dump all of the database content to an ASCII dump file.
Restore utility uses PostgresSQL to recreate data using the dump file.

The dump file represents a snapshot of the database at the time of backup.

Backup
To perform a backup of the Fabric Manager database, enter these commands on Linux/Solaris. Assume
INSTALLDIR isthe top directory of Fabric Manager installation.
cd $INSTALLDIR/bin
/pgbackup.sh 02252008.data
The backup file 02252008.data will be created in $INSTALLDIR/bin directory. If you want to create it
in a standard backup director provide the full path name of the dump file.
To perform a backup of the Fabric Manager database, enter these commands on Windows. Assume
INSTALLDIR isthe top directory of Fabric Manager installation.
cd $INSTALLDIR/bin
/pgbackup.bat 02252008.data
The backup file 02252008.data will be created in $INSTALLDIR/bin directory. If you want to create it
in a standard backup director provide the full path name of the dump file.

Restore

To restore Fabric Manager database, you must have a good backup file, and you must stop the Fabric
Manager server before restoration. Run restore and enter these commands on Linux Solaris. Assume
INSTALLDIR isthe top directory of the Fabric Manager installation.

cd $INSTALLDIR/bin
./FMServer.sh stop
./pgrestore.sh 02252008.data
./FMServer.sh start

To restore Fabric Manager database, you must have a good backup file, and you must stop the Fabric
Manager server before restoration. Run restore and enter these commands on Windows. Assume
INSTALLDIR isthe top directory of the Fabric Manager installation.

cd $INSTALLDIR/bin
./FMServer.bat stop
./pgrestore.bat 02252008.data
./FMServer.bat start

Importing PM Statitics Data to Fabric Manager

To manually import existing Performance Manager statistics datato Fabric Manager, follow these steps:

Stepl  Stop the Fabric Manager Server.
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Step 2
Step 3
Step 4
Step 5

Copy the existing RRD file (from a prior installation) to $INSTALLDIR/pm/db.
Run the $INSTALLDIR/bin/pm.bat s.

Restart the Fabric Manager Server.

Add the fabric to the Performance Manager collection using WebClient.

The Performance Manager historic statistics are available on WebClient after the application has been
running for an hour.

Installing Fabric Manager

~

Note

Step 1
Step 2

Step 3

Step 4

Note

Starting from Cisco MDS NX-OS Release 4.1(3a), Fabric Manager is no longer packaged with a Cisco
MDS 9000 Family switch. You must install Fabric Manager from the CD-ROM or from Cisco.com.

Usersinstalling Fabric Manager must have full administrator privilegesto create user accounts and start
services. Users should also have access to all ports. These are the ports used by Fabric Manager Server
and the PostgreSQL database: 1098, 1099, 4444, 4445, 8009, 8083, 8090, 8092, 8093, 514, 5432.

For switches running Cisco MDS 9000 FabricWare, you must install Fabric Manager from the CD-ROM
included with your switch, or you can download Fabric Manager from Cisco.com.

To download the software from Cisco.com, go to the following website:
http://cisco.com/cgi-bin/tablebuild.pl/mds-fm
To install Fabric Manager on Solaris, follow these steps:

Set Java 1.5 to the path that is to be used for installing Fabric Manager.

Copy the Fabric Manager jar file m9000-fm-4.2.0.136.jar from the CD-ROM to afolder on the Solaris
workstation.

Launch the installer using the following command:

java -Xms512m Xmx512m -jar m9000-fm-4.2.0.136

Follow the on-screen instructions provided in the Fabric Manager management software setup wizard.

When you connect to the server for the first time, Fabric Manager checks to see if you have the correct
Sun Java Virtual Machine version installed on your workstation. Fabric Manager looksfor version 1.5(x)
during installation. If required, install the Sun Java Virtual Machine software.

You can run CiscoWorks on the same PC as Fabric Manager, even though the Java requirements are
different. When installing the later Java version for Fabric Manager, make sure it does not overwrite the
earlier Java version required for CiscoWorks. Both versions of Java can coexist on your PC.
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N

Note

Note

Note

Step 1
Step 2
Step 3
Step 4

On Windows, remote Fabric Manager installations or upgrades should be done through the consol e using
VNC or through the Remote Desktop Client (RDC) in console mode (ensuring RDC is used with the
/Console option). Thisis very important if the default PostgreSQL database is used with Fabric
Manager, because this database requires the local console for all installations and upgrades.

Before installing Cisco Fabric Manager on a Windows Vista system, turn the User Account Control
(UAC) off. To turn off UAC, select Start > Control Panel > User Accounts > Turn User Account
Control on or off, clear the Use User Account Control (UAC) to help protect your computer check
box, and then click OK. Click Restart Now to apply the change.

Telnet Client applicationis not installed by default on Microsoft Windows Vista. To install Telnet Client,
select Start > Programs > Control Panel > Click Turn Windows featureson or off (if you have UAC
turned on you will need to give it the permission to continue). Check the Telnet Client check box and
then click OK.

Starting from MDS NX-OS Release 4.1(3a) and | ater, Fabric Manager has an expressinstallation option.
When you select this option, Fabric Manager will beinstalled on your computer with aset of default user
credentials. If the PostgreSQL database is not present on your computer, the installer will install
PostgreSQL. If the PostgreSQL database is present, the installer will upgrade it to latest version. You
may change the default credentials after the installation is complete.

To install (Express) Fabric Manager on Windows, follow these steps:

Click the Install Management Software link.

Choose M anagement Software > Cisco Fabric Manager.
Click the Installing Fabric Manager link.

Click the FM Installer link.

You see the welcome message in the Cisco Fabric Manager Installer window shown in Figure 2-3.
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Figure 2-3 Welcome to the Management Software Setup Wizard

@ Cisco Fabric Manager Installer E|@|E|

aliiln
cisco

Welcome

Welcome to the Cisco MDS 9000 Management Software
Setup Wizard

This wizard vill guide you through the: installation of the Cisco MDS
9000 Management Software.

Cisco recommends that you close Fabric Manager and Device

Click Next to begin,

[ Mext [~ ] l Cancel J

192164

Step5  Click the Express radio button, and then click Next to begin express installation.
Step6  Check the | accept the terms of the License Agreement check box, and then click Next.
)

Note  Fabric Manager expressinstallation option uses admin as the user name and password as the user
password. The user may change the password after the installation is complete.

N
Note  Fabric Manager express installation option installs the PostgreSQL database with admin as the

user name and password_1 2 3 asthe user password. The user may change the password after
the installation is compl ete.

You see the default credentials in the Cisco Fabric Manager Installer window shown in Figure 2-4.
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Figure 2-4 Default User Credentials
@ Cisco Fabric Manager Installer FEX
Ready to Install 'l l i I I
CIsCO
Flease review the settings below. When you are ready to install, click Finish. Remember to change FM local
admin's password once install is complate.
A
Cisco Fabric Manager Standalone v4.1(1)
JRE 1.5.0_D8
Installation Folder: C:iProgram Files\Cisco SystemsiMDS 9000
Database System
Use Existing DE: No
DEMS: PostgreSQL
DE User: admin
DE Password: password_1_2_3
Fabric Manager User
=L P L ~
I - Back i [ Install J [ Cancel ] IEH
o

Step7  Click Install.

Oncetheinstallation isfinished, you see an installation completed message in the Cisco Fabric Manager
Installer window shown in Figure 2-5.

Figure 2-5 Install Complete

=" Cisco Fabric Manager, Installer |Z||E|E|

4

Cisco MDS 9000 and
Nexus 5000 Families Installation completed successfully.

[ Cpeninstall log
[] Create shorteuts and menu items For all users
Launch Fabric Manager

[ Launch Device Manager

192182

Note  You can choose to launch Fabric Manager or Device Manager by checking the Launch Fabric
Manager or Launch Device Manager check boxes. Icons for Fabric Manager and Device
Manager are automatically created on the desktop.
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Step8  Click Finish to close the Cisco Fabric Manager Installer window.

To install (Custom) Fabric Manager on Windows, follow these steps:

Stepl  Click the Install Management Software link.
Step2  Choose Management Software > Cisco Fabric Manager.
Step3  Click the Installing Fabric Manager link.
Step4  Click the FM Installer link.
You see the welcome message in the Cisco Fabric Manager Installer window shown in Figure 2-6.

Figure 2-6 Welcome to the Management Software Setup Wizard

@ Cisco Fabric Manager Installer E|@|El

vl
CIsco

Welcome to the Cisco MDS 9000 Management Software
Setup Wizard

This wazard vwall guide you through the installation of the Cisco MDS
9000 Management Software.

Cisco recommends that you close Fabric Manager and Device

[ Mext [~ ] [ Canicel J

122151

Step 5 Click the Custom radio button, and then click Next to begin the installation.
Step6  Check the | accept the terms of the License Agreement check box, and then click Next.
You see the Install Options dialog box shown in Figure 2-7.
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Step 7

Step 8

Step 9

Figure 2-7 Install Options Dialog Box

@ Cisco Fabric Manager Installer

Install Options ol I i I I

CIsCoO

Choose a Cisco Management Software and the install folder, To choose another location, click Browse to select a
different Folder. Click Mesxt ba continue,

Fabric Management Software

() Fabric Manager Server (Licensed)
(#) Fabric Manager Standalone

Install Folder

C:\Program Files\Cisco Systems\MDS 9000

[ - Back. ] I Mt [~ l [ Cancel ]

192188

Click the radio button for either:
a. Fabric Manager Server (Licensed) to install the server components for Fabric Manager Server.
b. Fabric Manager Standalone to install the standalone version of Fabric Manager.

You should verify that the Fabric Manager Server hosthame entry exists on the DNS server, unless the
Fabric Manager Server is configured to bind to a specific interface during installation.

Fabric Manager Standalone is a single application containing Fabric Manager Client and alocal version
of Fabric Manager Server bundled together. Fabric Manager Standalone allows you to discover and
monitor the immediate fabric.

Select an installation folder on your workstation for Fabric Manager.

On Windows, the default location is C:\Program Files\Cisco Systems\M DS 9000. On a UNIX (Solaris
or Linux) machine, theinstallation path nameis/usr/local/cisco_mds9000 or $H OM E/cisco_mds9000,
depending on the permissions of the user doing the installation.

Click Next.
You see the Database Options dialog box shown in Figure 2-8.
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Figure 2-8 Database Options Dialog Box

& Cisco Fabric Manager Installer

afra]n
cIsCo

Database Options

Choose a database application for Fabric Manager ko use, If you do not have an existing database, select
‘Install PostgreSCL' and create a username and password. IF wou are adding this server ko a federation, wou
must use the database in that Federation,

Options: () Install PostgreSGL (T Use Existing DB
RDEMS: @ PastgresGLe. 1)8.2

DE URL: jdbc:postaresql:/flacalhast: 5432 demdb

LB User: adrmin

DB Passward:

Confirm DB Password:

Install Location: gram Files\Cisco Systemsideridb

[ - Back ] [ Mext [~ ’ Canicel ]

197270

Step 10  Click the radio button for either Install PostgreSQL or Use existing DB to specify which database you
want to use.

If you choose Install PostgreSQL, accept the defaults and enter a password. The PostgreSQL database
will be installed.

Note  If you choose to install PostgreSQL, you must disable any security software you are running, because
PostgreSQL may not install certain folders or users.

Note  Before you install PostgreSQL, remove the cygwin/bin from your environment variable path if Cygwin
iS running on your system.

Step 11  If you select Use existing DB, click the radio button for either PostgreSQL 8.1/8.2 or Oraclel0g.
Step12  Click Next in the Database Options dialog box.
You see the User Options dialog box shown in Figure 2-9.
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Figure 2-9 User Options Dialog Box

&' Cisco Fabric Manager Installer E|@|E]

User Options

CISCO
Please choase your username and password wissly. Your password should be difficult For others ta Figure out
but easy for you to remember,
Local FM User: admin
Local FM Password: rErrrTEE

Canfirm Password: R

l - Back } [ Next ™ | [ Cancel l e
B
Step 13 Enter a user name and password and click Next.
You see the Authentication Options dialog box shown in Figure 2-10.
Figure 2-10 Authentication Options Dialog Box
=" Cisco Fabric Managen Installer
Authentication Options ol l hi I I
CIscoO
Please choose an authentication mode, Select MDS to use the switch as an authentication proxy, Use Verify to
test non-local logins.
Made: (%) Local () RADIUS () TACACS (O MDS
Primary Auth Address: | |
Primary Auth Secret: | |
Secondary Auth Address: | |
Secondary suth Secret: | |
Tertiary Auth Address: | |
Tertiary Auth Secret; | |
[ =" Bark ] I Hext [~ l ’ Cancel ] b
b

Step14  Choose an authentication mode (Local, RADIUS, TACACS or MDS) and click Next.

N
Note  When the MDS radio button is selected, the FM authentication uses the user database in the
switch for authentication.
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Step 15 Click Verify to test your login.
You see the Configuration Options dialog box for Fabric Manager Standal one shown in Figure 2-11.

Figure 2-11 Configuration Options Dialog Box for Fabric Manager Standalone
@ Cisco Fabric Manager, Installer, |Z||E|g|
Configuration Options ol l hi I I
Cisco

[JUse FC alias as fabric default

[] Require SMMPw3 and disable SHMPw2c For increased security

’ =" Back H Install l ’ Cancel ] E

=

i

Step16  Check the FC Alias and SNMPv3 check boxes as desired and click Install if you are installing Fabric
Manager Standalone.

You see the Configuration Options dialog box for Fabric Manager Server shown in Figure 2-12.

Figure 2-12 Configuration Options Dialog Box for Fabric Manager Server
& Cisco Fabric Manager Installer E|@|g|
Configuration Dptions L I I I h
CIsSCO

Please chioose an interface and port. To use the default, cick Install bo continue.

Local Interface: All zvailshle interfaces v

[]Use HTTPS Web Server

‘Web Server Port: B0
FM Server Port: 099

[ Use FC Alias as Fabric default

[ Require SNMPv3 and disable SNMPv2c For increased security

[ - Back r I Install I [ Cancel J
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Step 17

Select the local interface, web server port or Fabric Manager server port and check the FC Alias and

SNMPv3 check boxes as desired. Click I nstall if you areinstalling Fabric Manager Server. You see the
installation progress in the Cisco Fabric Manager Installer window as shown in Figure 2-13.

S

Note  You can change the Fabric Manager Server port number to a port that is not used by any other

application.

Note  You should verify that the Fabric Manager Server hostname entry exists on the DNS server,
unless the Fabric Manager Server is configured to bind to a specific interface during installation.

Note  If you check the Use HTTPS Web Server check box, the Web Server Port field is grayed out

and the default port is 443.

Note  If you select a specific | P address during installation and change the server host | P address, you
must modify thefollowing two filesthat are all located in the $SINSTALL/conf directory. Change
server.bindaddr s to the new |P address in the server.properties file and change
wr apper.app.parameter.4 to the new |P address in the FM Server.conf file.

Figure 2-13

@ Cisco Fabric Manager, Installer,

Progress of Installation

Installing

Setting up help
Frhelpfecmearmmanusersglobal kil
frhelpfcdednsconfig. hkml
frhelpfcdodnsseryer, html
Frahelpfecdmmrate, kel
fmhelpfcdpache. html
frhelpfcdpglobal.html
Fmhelpfedpym, html
frnhelpfedpyernenflogin, kkml
Frhelpfcdpremlogin, html
Fmhelpfedsmclfr bl
frahelpfcdsmdatapath. bkl
Frhelpfcdsmfemultifieldelfr. hkml
Frhelpfcdsmfoultifisldmatch, hitml
Frahelpfcdsmratelimit, bkl
frhelpfcdsmschedulerg. html

afia]n
cisco

)

Cancel

192461

Oncetheinstallation isfinished, you see an installation completed message in the Cisco Fabric Manager

Installer window shown in Figure 2-14.
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Step 18

Figure 2-14 Install Complete

@ Cisco Fabric Manager Installer E|@|g|

Cisco MDS 9000 and
Nexus 5000 Families Installation completed successfully.

] ©peninstall log
g [] Create shartcuts and menu items Far all users

Launch Fabric Manager

|:| Launch Device Manager

<

192183

Note If youinstalled Fabric Manager Standal one, you can choose to launch Fabric Manager or Device
Manager by checking the Launch Fabric Manager or Launch Device M anager check boxes.
Icons for Fabric Manager and Device Manager are automatically created on the desktop.

Click Finish to close the Cisco Fabric Manager Installer window.

If you installed Fabric Manager Server, icons for Fabric Manager and Device Manager are not created
on the desktop until you launch Fabric Manager Client. Follow theinstructionsin the “ Launching Fabric
Manager Client Using Launch Pad” section on page 5-8 to launch Fabric Manager Client.

If you checked the Create shortcuts check box, a Cisco MDS 9000 program group is created under Start
> Programs on Windows. This program group contains shortcuts to batch files in the install directory.

OnaUNIX (Solarisor Linux) machine, shell scripts are created in theinstall directory. The shell scripts
that run the programs equivalent to the Windows services are FM Server.sh, all the server-side data and
Performance Manager data are stored in the install directory.

Fabric Manager Client cannot run without Fabric Manager Server. The server component is downl oaded
and installed when you download and install Fabric Manager. On a Windows machine you install the
Fabric Manager Server as a service. This service can then be administered using Servicesin the
Microsoft Windows Control Panel. The default setting for the Fabric Manager Server service is that the
server isautomatically started when the machineisrebooted. You can change this behavior by modifying
the propertiesin Services.

Installing Device Manager

To install Device Manager on your workstation, follow these steps:
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Stepl  Enter the IP address of the switch in the Address field of your browser.
You see the Installation window for Device Manager shown in Figure 2-15.

Figure 2-15 Device Manager Installation Window

for MDS 9000, and

il ; .
A LLE) L Cisco Fabric Manager Nexus 5000 Serie s

cisco

Installation 5001k

Thie Cisicn Faboe and Deaci: Managar any soparati appheations, Clekoon thi ks bifow fo mn ther IEnecessaey thiy wall By
mzfalled or updated on your local PC. Plesse remember 1o cloze plder running applications before doing this. Once you install &
2.0 or newer varsion of the Fabne and Device Manager downgrade i nat suppaned through the installer. Pleaze uninstall the 2.0
e mirsner inentance and el el Fom sofch e older wrmsnn

Bt ol s e ani nluﬂqﬂu Fabine Ibamigiarn of non-danlaal _‘_' q et pants of the nelwark,
FM cliente of & panicular release mey not necasaarily be compatibée with sarvers of another release. The FM Lsunch Pad
(redeasad in hoe-05 4.2) inreduces & simpler way 10 ccuemvent comgpatibility matching of Fabric Managar Chant and Servar
mlikasie hlf mﬁnlmlrng Thue siiznene’s cormspandeng el

Fulitic Walisiges Darvice Wl mgen Lt Pl Sirmi bl Cabvan s B sl abey
Product Dueruise:
Fabric Management Device Management Launch Pad Sman Card Driver

Step2  Click the Cisco Device Manager link.

You see the welcome to the management software setup wizard message in the Cisco Device Manager
Installer window shown in Figure 2-16.

Figure 2-16 Welcome to the Management Software Setup Wizard Window

B Cisco Device Manager Installer F-__IFEIFEI

Cisco MDS 9000 and ‘Welcome to the Cisco Management Software Setup
Nexus 5000 Families Wizard

This wizard will guide you through the installation of the Cisco
Management Software.

Cisco recommends that you close Fabric Manager and Device
Manager before continuing.

L Mett ] [ cancel |

192154

Step3  Click Next to begin the Installation.
Step4  Check the | accept the terms of the License Agreement check box and click Next.
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Step5  Select aninstallation folder on your workstation for Device Manager. On Windows, the default location
is C:\Program Files\Cisco Systems\MDS 9000. On a UNIX (Solaris or Linux) machine, the installation
path nameis/usr/local/cisco_mds9000 or $HOM E/cisco_mds9000, depending on the permissions of the
user doing the installation.

Step6  Click Install.

Oncetheinstallation isfinished, you see an installation completed message in the Cisco Device Manager
Installer window shown in Figure 2-17.

Figure 2-17 Install Complete

B Cisco Device Manager Installer =]

\

Cisco MDS 9000 and y
Nexus 5000 Famfllﬁ‘s Installation completed successfully.

] Open instal log

[] Ersate shortcuts :

122188

Step7  Click Finish to close the Cisco Device Manager Installer window.

Creating FM/DM Shortcut Manually

The FM/DM shortcut on the desktop is available only when launching the application for the first time.
The shortcut is not offered when you lauch Fabric Manager from the FM download page.

To create FM/DM shortcut on the desktop, follow these steps:

Stepl  Navigate to Control Panel> Java.
Double-click Java.

The Java Control Panel displays as shown in the Figure 2-18.
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Step 2

Step 3

Figure 2-18 Java Control Panel Dialog Box

Java Control Panel

--_|-:-ciafe J_Ei,_ .ﬁecurigg_;;_;ﬂc-l\;fancea

Ahout

Wiews wersion information about Java Control Panel,

Metwiork Setkings —

Metwork settings are used when making Internet connections, By default, Java
will use the nebwork settings in your web browser, Cnly advanced users should
modify these settings,

Metwork Settings. ..

Temporary Inkernet Files

Files wou use in Java applications are stored in & special folder For quick execution
laker, Only advanced users should delete files or modify these settings,

[ Setkings... ][ View, .. ]

[ (9] 4 H Cancel ]

In the Temporary Internet Files area, click View.

The Java Cache Viewer dialog box displays as shown in Figure 2-19.

Figure 2-19

Java Cache Viewer Dialog Box

Jawva Cache Viewer

Sheow: Inpplications v @. | & | E s Cache Size: 523098 KB
Application Yendor Type Date “Size | St;tus i
@ Cisco Fabric Manager Cisco Systems, Inc. Application Jan 15, Z003 15140 KB l@]ﬁ;\
@ Cisco Device Manager Cisco Systems, Inc. Application Jan 24, 2003 1010 KB
@ Cisco Fabric Manager Cisco Systems, Inc. Application Feb 11, 2003 15173 KB SIES]
-
% Cisco Fabric Manager Cisco Syskems, Inc. Application Jan 24, 2003 14466 KB E‘,ﬂ%;\
—~
3
oo
oo

To recreate the shortcut, right-click on the application, and select I nstall Shortcuts from the shortcut

menu, as shown in Figure 2-20.
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Figure 2-20 Shortcut Menu

Launch Cffline

Install Shortcuts

Showw JMLP Descripkor

Remove Application

186965

Upgrading the Management Software

If you log into a switch running Cisco MDS SAN-OS with Device Manager and that switch has a later
version of the management software, you are prompted to install the later version. To upgrade the Cisco
MDS Fabric Manager software, follow the instructions described in the “Installing the Management
Software” section on page 2-18. You can also upgrade Device Manager at any time by entering the |P
address or host name of the supervisor module with the later version of software in the Address field of
your browser. You will need a new CD to upgrade Fabric Manager.

Note  Asof Cisco MDS SAN-OS Release 3.x, downgrades are not supported through the installer. To
downgrade Fabric Manager or Device Manager to an earlier rel ease, you need to manually uninstall first
and then reinstall the previous version of Fabric Manager or Device Manager.
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Upgrading Fabric Manager Server and Fabric Manager
Standalone Version Using the Fabric Manager Update Installer

As of Release 3.3(14), you can use the Cisco MDS 9000 Fabric Manager Update Installer to upgrade:
- Fabric Manager Server
- Fabric Manager Standalone

The Fabric Manager Update Installer is smaller in size than the Fabric Manager installer which makesit
easier to download. The update Installer has limited capability to upgrade Fabric Manager Server or the
Fabric Manager Standalone version and it does not have the capability to install a database or the Fabric
Manager Server infrastructure (JBoss). Table 2-4 shows the recommended Fabric Manager upgrade

paths.

Table 2-4 Fabric Manager Upgrade Path Using Update Installer
Current Version Upgrading To Upgrade Path

3.0(x)! 3.3(1a) or above 1. Upgradeto 3.1(x).

2. Upgrade to 3.2(x).

3. Upgrade to 3.3(x) or above by launching the
update installer {java —Xmx512m —jar
jar_file_name} and then follow the steps to
upgrade Fabric Manager.

A
Note  Change the server port to 9099 if you are
not upgrading from Release 3.2(2¢) in
Step 2.
3.1(x)* 3.3(1a) or above 1. Upgrade to 3.2(x).

2. Upgrade to 3.3(x) or above by launching the
update installer {java - Xmx512m —jar
jar_file_name} and then follow the steps to
upgrade Fabric Manager.

A

Note  Change the server port to 9099 if you are
not upgrading from Release 3.2(2c) in
Step 1.

Cisco Fabric Manager Fundamentals Configuration Guide
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Table 2-4 Fabric Manager Upgrade Path Using Update Installer
Current Version Upgrading To Upgrade Path
3.2(x) 3.3(1a) or above 1. Upgrade to 3.3(x) or above by launching the

update installer{java -Xmx512m —j ar
jar_file_name} and then follow the steps to
upgrade Fabric Manager.

A
Note  Change the server port to 9099 if you are
not upgrading from Release 3.2(2c).

3.3(x) NX-0S 4.1(1b) 1. Upgrade to 4.1(x) or above by launching the
update installer {java —-Xmx512m —jar
jar_file_name} and then follow the steps to
upgrade Fabric Manager.

a~

Note  Change the server port to 9099 if you are
not upgrading from Release 3.4(x).

1. The gateway upgrade needs to be performed as the HSQL database data cannot be migrated to the new database.

A

Caution  You should not discover another fabric, re-discover the upgraded fabric or close
the fabric when the upgrade is running.

Integrating Cisco Fabric Manager with Other Management
Tools

You can use Fabric Manager, Device Manager, and Performance Manager with these management tools:

- Cisco Traffic Analyzer—Allowsyou to break down traffic by V SANsand protocols and to examine
SCSI traffic at alogical unit number (LUN) level.

« Cisco Protocol Analyzer—Enables you to examine actual sequences of Fibre Channel frames
easily using the Fibre Channel and SCSI decoders Cisco developed for Ethereal.

« Cisco Port Analyzer Adapter 2—Encapsulates SPAN traffic (both Fibre Channel control and data
plane traffic) in an Ethernet header for transport to a Windows PC or workstation for analysis. Both
the Cisco Traffic Analyzer and Cisco Protocol Analyzer require the PAA to transport MDS SPAN
traffic to a Windows PC or workstation.

For more information on these tools and how they work together with the Cisco Fabric Manager
management applications, see Cisco MDS 9000 Family NX-OS Troubleshooting Guide.

Running Fabric Manager Behind a Firewall

For Windows PCs running Fabric Manager, Device Manager, and Performance Manager behind a
firewall, certain ports need to be available.
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By default, Fabric Manager Client and Device Manager use the first available UDP port for sending and
receiving SNMP responses. The UDP SNMP trap local ports are 1162 for Fabric Manager, and 1163 or
1164 for Device Manager. Fabric Manager Server also opens TCP RMI port 9099.

In Fabric Manager Release 2.1(2) or later, you can select the UDP port that Fabric Manager Client or
Device Manager uses for SNMP responses by uncommenting the following statement:

» On aWindows desktop, uncomment the following in the FabricManager.bat or DeviceM anager.bat
filein the C:\Program Files\Cisco Systems\M DS9000\bin directory:

rem JVMARGS=%JVMARGS% -Dsnmp.localport=9001

» OnaUNIX desktop, uncomment the following in the FabricManager.sh or DeviceManager.sh file
in the SHOME/.cisco_mds9000/bin directory:

# JVMARGS=$JVMARGS -Dsnmp.localport=9001
In Fabric Manager Release 3.2(1) or |ater, Fabric Manager Client initiates communication with Fabric

Manager Server on the port 9099 for Java Naming Directory and Interface (JNDI) lookup. Fabric
Manager Server redirects the client to 1098 and JBoss directs the request to the appropriate service.

Fabric Manager Server proxy services uses a configurable TCP port (9198 by default) for SNMP
communications between the Fabric Manager Client or Device Manager and Fabric Manager Server.

The Fabric Manager Server component requires two predictable TCP ports to be opened on the firewall
for an incoming connection:

e server.port = 9099
» server.data.port = 9100

As long as these two ports are open, Fabric Manager Client can connect to the server. Other TCP ports
connected to Fabric Manager Client are initiated by the server, which is behind the firewall.

The following table lists all ports used by Fabric Manager applications:

Communication

Type Port(s) Used
Used by All Applications

SSH Port 22 (TCP)
Telnet Port 23 (TCP)
HTTP Port 80 (TCP)
TFTP Port 69 (UDP)
SNMP Port 161 (UDP)
Syslog Port 514 (UDP)

Used by Fabric Manager Server and Performance Manager
SNMP_TRAP |Port 2162 (UDP)

SNMP Picks arandom free local port (UDP) or 9198 (TCP) if SNMP proxy is enabled.
Can be changed in server.properties.

Java RMI Ports 9099, 9100 (TCP)

Used by Fabric Manager Client

SNMP Picksarandom freelocal port (UDP) if SNMP proxy isenabled. Can be changed

with the client -Dsnmp.localport option.
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Communication
Type

Port(s) Used

Java RMI

Picks afree local port between 19199 and 19399 (TCP). Can be changed with
the client -Dclient.portStart and -Dclient.portEnd options. For example,
-Dclient.portStart = 19199 -Dclient.portEnd = 19399.

Used by Device Manager

SNMP_TRAP

Picks afree local port between 1163 and 1170 (UDP).

SNMP

Picksarandom free local port (UDP) or 9198 (TCP) if SNMP proxy is enabled.

Can be changed in server.properties.

Port(s)
Used/Type

Service Descriptor

Service Name

Attribute Name

Description

1098
(TCP)

conf/jboss-service.xml

jboss:service=Naming

RMI Naming
Service Port

This port isfor INDI based naming
services. The client look up this port for
JINDI binding objects and resources.

9099
(TCP)

conf/jboss-service.xml

jboss:service=Naming

Bootstrap JNP
Port ( FM
changed 1099to
9099)

This port isfor INDI based naming
services. The client look up this port for
JNDI binding objects and resources.

4444
(TCP)

conf/jboss-service.xml

jboss:service=invoker,typ
e=jrmp

RMI /JRMP
ObjectPort

The org.jboss.invocation.jrmp.
server.JRMPInvoker classis an MBean
service that provides the RMI/JRMP
implementation of the Invoker interface.
The JRMPInvoker exports itself as an
RMI server so that when it is used as the
Invoker in aremote client, the
JRMPInvoker stub is sent to the client
instead.

4445
(TCP)

conf/jboss-service.xml

jboss:service=invoker,typ
e=pooled

Pooled Invoker

The org.jboss.invocation.
pooled.server.Pooledlnvoker is an
MBean service that provides RMI over a
custom socket transport implementation
of the Invoker interface. The
Pooledinvoker exports itself as an RMI
server so that when it is used as the
Invoker in a remote client, the
Pooledinvoker stub is sent to the client
instead and invocations use the a custom
socket protocol.

8009
(TCP)

deploy/jbossweb-tomc
at41.sar/META-INF/jb
oss-service.xml

jboss.web:service=WebSe |AJP Connector
rver?

The AJP Connector element represents a
Connector component that communi cates
with aweb connector viathe AJP
protocol. Thisis used for invisibly
integrating JBoss Web into an existing or
anew Apache server.
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8083 conf/jboss-service.xml |jboss:service=WebService |RMI dynamic | The WebService MBean provides
(TCP) classloader port |dynamic class loading for RMI access to
the server EJBs. Used for web service
8092 deploy/jms/oil2-servic |jboss.mq:service=Invocati |Optimized This port is used for JBossMQ services.
(TCP) exml onLayer?,type=0IL2 Invocation JBossM Q iscomposed of several services
Layer for IMS |working together to provide IMS API
level services to client applications.
Optimized Invocation Layer is a service
used by JM S client.
8093 deploy/ims/uil2-servic |jboss.mq:service=Invocati |Unified This port is used for JBossMQ services.
(TCP) e.xml onLayer?,type=UIL2 Invocation JBossM Q iscomposed of several services
Layer for IMS |working together to provide IMS API
level services to client applications.
Unified Invocation Layer is a service
used by JMS client.
3873 Service end point for | JBoss EJB3 Aspect JBoss EJB3 This port used by the client to
(TCP) EJB3 aspect service Service Deployer Invoker communicate with EJB3(Enterprise

JavaBean 3.0) services on JB0Oss Server.

Uninstalling the Management Software

To uninstall the Fabric Manager applications on a Windows PC, follow these steps:

Stepl  Close al running instances of Fabric Manager and Device Manager.
Step2  Select Start > Programs > Cisco MDS 9000 > Uninstall to run the uninstall.bat script.

Step3  When you are prompted with the following message, type Y.

Are you sure you want to Uninstall? Press 'Y to uninstall, ‘A’ to remove all files or 'N' to exit. [Y/A/N]

You can also run the batch file (located in the C:\Program Files\Cisco Systems\M DS 9000 folder by
default) directly from the command line.

Note  Whenyou uninstall the application, theinstaller will not remove the database asit is shared with
other DCM applications. Option “A” will remove all the log files and client prefences. Option
“Y” will not remove the log files and client prefences.

Note  Starting from NX-OS Release 4.1(3a), when you uninstall Fabric Manager Server, only Fabric
Manager is removed. Jboss and the database, either PostgreSQL or Oracle, are not removed
because they might be shared with other applications such as Cisco DCNM.

Note If you have installed Fabric Manager or Device Manager on Windows Vista, you may see the
application shortcuts on your desktop even after uninstalling the application. To remove the
shortcuts, you need to refresh the desktop.
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N

Note  If the Fabric Manager Client fails to uninstall with an error message, you may need to remove
the Fabric Manager Client from cache using Java Cache Viewer. To remove Fabric Manager
Client from cache, select Start > Run and enter javaws -viewer. Select Fabric Manager Client in
the java cache viewer and click delete.

Note  For older installations, delete the .cisco_mds9000 folder. Manually delete all desktop icons and
program menu items.

On aWindows PC, thisfolder is created under the Documents and Settings folder (for example,
d:\Documents and Settings\Administrator\.cisco_mds9000 if you had installed it as user
Administrator). On a UNIX machine, the default installation folder is /usr/bin.

To uninstall the Fabric Manager applications on a UNIX machine, follow these steps:

Stepl  For al releases starting with Release 2.x, run the shell script
$HOME/cisco_mds9000/Uninstall.sh or /usr/local/cisco_mds9000/uninstall.sh, depending on where
Fabric Manager was installed.

Step2  For all releases starting with Release 1.3(1), run the shell script
$HOME/.cisco_mds9000/Uninstall.sh or /usr/local/.cisco_mds9000/uninstall.sh, depending on where
Fabric Manager was installed.

Step3  For earlier installations, delete the SHOME/.cisco_mds9000 folder.

Note  To uninstall Fabric Manager Federated Server, on a windows machine, run the batch file
$TOPDIR/Uninstall.bat on each server node.

Cisco Fabric Manager Fundamentals Configuration Guide
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CHAPTER 3

Fabric Manager Server

Fabric Manager Server is aplatform for advanced MDS monitoring, troubleshooting, and configuration
capabilities. No additional software needs to be installed. The server capabilities are an integral part of
the Cisco Fabric Manager software.

This chapter contains the following sections:
- Fabric Manager Server Overview, page 3-1
- Fabric Manager Server Features, page 3-1
« Installing and Configuring Fabric Manager Server, page 3-2
» Managing a Fabric Manager Server Fabric, page 3-7
» [Fabric Manager Server Properties File, page 3-8
» Modifying Fabric Manager Server, page 3-10
» Server Federation, page 3-12

Fabric Manager Server Overview

Install Cisco Fabric Manager Server on a computer that you want to provide centralized MDS
management services and performance monitoring. SNMP operations are used to efficiently collect
fabric information. The Cisco Fabric Manager software, including the server components, requires about
60 MB of hard disk space on your workstation. Cisco Fabric Manager Server runs on Windows 2000,
Windows 2003, Windows XP, Solaris 9 and 10, and Red Hat Enterprise Linux AS Release 5.

Each computer configured as a Cisco Fabric Manager Server can monitor multiple Fibre Channel SAN
fabrics. Up to 16 clients (by default) can connect to a single Cisco Fabric Manager Server concurrently.
The Cisco Fabric Manager Clients can also connect directly to an MDS switch in fabrics that are not
monitored by a Cisco Fabric Manager Server, which ensures you can manage any of your MDS devices
from a single console.

Fabric Manager Server Features

Cisco Fabric Manager Server has the following features:

« Multiple fabric management— Fabric Manager Server monitors multiple physical fabrics under
the same user interface. This facilitates managing redundant fabrics. A licensed Fabric Manager
Server maintains up-to-date discovery information on all configured fabrics so device status and
interconnections are immediately available when you open the Fabric Manager Client.
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- Continuous health monitoring—MDS health is monitored continuously, so any events that
occurred since the last time you opened the Fabric Manager Client are captured.

» Roaming user profiles—The licensed Fabric Manager Server uses the roaming user profile feature
to store your preferences and topology map layouts on the server, so that your user interface will be
consistent regardless of what computer you use to manage your storage networks.

N

Note  You must have the same release of Fabric Manager Client and Fabric Manager Server.

Installing and Configuring Fabric Manager Server
AY

Note  Prior to running Fabric Manage Server, you should create a special Fabric Manager administrative user

on each switch in the fabric or on aremote AAA server. Use this user to discover your fabric topology.
See the “Best Practices for Discovering a Fabric” section on page 4-3.

To install Fabric Manager Server and set the initial configuration, follow these steps:

Stepl Install Fabric Manager and Fabric Manager server on your workstation. See the “Installing Fabric
Manager Server” section on page 3-2.

Step2  Login to Fabric Manager. See the “Launching Fabric Manager Client Using Launch Pad” section on
page 5-8.

Step3  Set Fabric Manager Server to continuously monitor the fabric. See the “Managing a Fabric Manager
Server Fabric” section on page 3-7.

Step4  Repeat Step 2 through Step 3 for each fabric that you want to manage through Fabric Manager Server.

Step5  Install Fabric Manager Web Server. See the “Verifying Performance Manager Collections” section on
page 3-7.

Step6  Verify Performance Manager is collecting data. See the “Verifying Performance Manager Collections”
section on page 3-7.

Installing Fabric Manager Server

When you install Fabric Manager, the basic version of the Fabric Manager Server (unlicensed) is
installed with it. After you click the Fabric Manager icon, a dialog box opens and you can enter the IP
address of a computer running the Fabric Manager Server component. If you do not see the Fabric
Manager Server | P address text box, click Options to expand the list of configuration options. If the
server component is running on your local machine, leave localhost in that field. If you try to run Fabric
Manager without specifying avalid server, you are prompted to start the Fabric Manager Server locally.

On aWindows PC, you install the Fabric Manager Server as a service. This service can then be
administered using Services in the Administrative Tools. The default setting for the Fabric Manager
Server service is that the server is automatically started when the Windows PC is rebooted. You can
change this behavior by modifying the propertiesin Services.

For switches running Cisco MDS 9000 FabricWare, you must install Fabric Manager from the CD-ROM
included with your switch, or you can download Fabric Manager from Cisco.com.
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Y
Note  You can have only one instance of Fabric Manager Server running on a computer. If you have a Fabric

Manager Standalone version on your computer, you may need to uninstall it before you install Fabric
Manager Server.

To download the software from Cisco.com, go to the following website:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm

Note  If you are upgrading the Fabric Manager Server to 5.0(1a) that is configured with HTTPS to use your
own self-provisioned or 3rd-party issued SSL certificate, make sure that you set the keystore password
and then restart the Fabric Manager Server. To set the keystore password, run
$INSTALLDIR/dcm/fm/bin encrypter.bat ssl.

To install Fabric Manager Server on windows, follow these steps:

Step1  Click the Install Management Software link.

Step2  Choose Management Software > Cisco Fabric Manager.
Step3  Click the Installing Fabric Manager link.

Step4  Click the FM Installer link.

You see the welcome message in the Cisco Fabric Manager Installer window shown in Figure 3-1.

Figure 3-1 Welcome to the Management Software Setup Wizard

=l

= Cisco Fabric Manager, Installer 4. 2{0.196)

| 4

Cisco MDS 2000 and Welcome to the Cisco Management Software Setup
Nexus 5000 Families wizard

This wizard will guide vou through the inskallation of the Cisco
Management Software,

Cisco recommends that vou close Fabric Manager and Device
Manager before continuing.

{7 Express (FM Standalone with Default Options)
(%) Custom

-1 Mexd [~ | [ Cancel

195066

Step5  Click the Custom radio button, and then click Next to begin installation.

Step6  Check the | accept the terms of the License Agreement check box, and then click Next.
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You see the Install Options dialog box as shown in Figure 3-2.

Figure 3-2 Install Options Dialog Box
® Cisco Fabric Manager Installer 4.2{0.1%6])
Install Options o I i I I
Cisco

Choose a Cisco Management Software and the install Folder, To choose another location, click Browse to select a
different Folder. IF this is the First server in the Federation, do not tick server Federation checkbox as this server
by defaulk will be a single-node cluster in the Federation. Click Mext to continue.

Fabric Management Software

(%) Fabric Manager Server (Licensed)
Add server to an existing server Federation

() Fabric Manager Standalone

Install Folder

CiYProgram Files'Cisco Systems

<~ Back 1 ’ Mext [~ ] [ Cancel ]
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Step7  Click the Fabric Manager Server (Licensed) radio button to install the server components for Fabric
Manager Server.

Step8  Click Add server to an existing server federation to add the server to a federation.

N
Note  You may need to add the following line in the pg-hba.conf file under # | Pv4 local connections
in order to allow remote hosts to connect to PostgreSQL database:
host all all 0.0.0.0/0 md5
After adding, save the configuration file, restart the PostgreSQL database before you install the
second server node.

N,

Note If you are joining more then three Fabric Manager Servers in a federation, you need to use an
Oracle database with the following settings.

C:\Documents and Settings\Administrator>sglplus /nolog

SQL*Plus: Release 10.2.0.1.0 - Production on Wed Jan 6 17:19:32 2010
Copyright (c) 1982, 2005, Oracle. All rights reserved.

SQL> connect / as sysdba;

Connected.

SQL> alter system set processes=100 scope=spfile;
System altered.

SQL> alter system set open_cursors=500 scope=spfile;
System altered.

SQL> shutdown immediately;
SP2-0717: illegal SHUTDOWN option
SQL> shutdown immediate;

Database closed.

Database dismounted.
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ORACLE instance shut down.

SQL> startup;

ORACLE instance started.

Total System Global Area 805306368 bytes

Fixed Size 1453836 bytes
Variable Size 218714356 bytes
Database Buffers 583008256 bytes
Redo Buffers 2129920 bytes

Database mounted.
Database opened.
SQL> show parameter processes;

Total System Global Area 805306368 bytes

Fixed Size 1453836 bytes
Variable Size 218714356 bytes
Database Buffers 583008256 bytes
Redo Buffers 2129920 bytes

Database mounted.
Database opened.
SQL> show parameter processes;

NAME TYPE VALUE
ag_tm_processes integer 0
db_writer_processes integer 4
gcs_server_processes integer 0
job_queue_processes integer 4
log_archive_max_processes integer 2
processes integer 100

Step9  Select an installation folder on your workstation for Fabric Manager. On Windows, the default location
is C:\Program Files\Cisco Systems.

Step10  Click Next.
You see the Database Options dialog box as shown in Figure 3-3.

Figure 3-3 Database Options Dialog Box
@ Cisco Fabric Managen Installen 4. 2(0.196) E|@|§|
Database Options vl I I I I
CISCO

Choose a database application for Fabric Manager to use, IF vou do nat have an existing database, select
‘Install PostgreSQL' and create a username and password. IF wou are adding this server to a federation, wou
must use the database in that federation,

Options: (%) Use Existing DB

RDEMS: () Postgre50LG.1j8.2 () Craclelig

DB URL: |jdbc:postgresql:,l',l'localhost:5432,I'dcmdb |

DE User! |adnﬂn |

DB Password: |ooo.oooo |
|

Confirm DB Password: |

Install Lacation: |

-~ Back | [ Mext [~ ] [ Cancel
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Step 11

Step 12
Step 13

Step 14

Click the radio button for either Install PostgreSQL or Use existing DB to specify which database you
want to use.

If you choose Install PostgreSQL, accept the defaults and enter a password. The PostgreSQL database
will be installed.

N
Note If you choose to install PostgreSQL, you must disable any security software you are running,
because PostgreSQL may not install certain folders or users.

N
Note  Beforeyouinstall PostgreSQL, remove the cygwin/bin from your environment variable path if
Cygwin is running on your system.

If you select Use existing DB, click the radio button for either PostgreSQL 8.1/8.2 or Oraclel0g.
Click Next in the Database Options dialog box.
You see the ConfigurationOptions dialog box as shown in Figure 3-4.

Figure 3-4 Configuration Options dialog box

@ Cisco Fabric Manager Installer 4. 2{0.1946)

MIMIE
CISCO

Configuration Options

Please choose an inketface and potts. To use the default, dlick Install ko continue.

Local Interface: ethl {Intel(R) PROS1000 PL Mebwork, ... 123,236,212, 164)

[ Use FC Alias as fabric default

[] require SMMP3 and disable SHMPwvZc for increased security

[ < Back ] [ Inistall 1 [ Cancel

195070

Click Install to install Fabric Manage Server.

Unlicensed Versus Licensed Fabric Manager Server

When you install Fabric Manager, the basic unlicensed version of Fabric Manager Server isinstalled
with it. To get the licensed features, such as Performance Manager, remote client support, and
continuously monitored fabrics, you need to buy and install the Fabric Manager Server package.

However, trial versions of these licensed features are available. To enable the trial version of afeature,
you run the feature as you would if you had purchased the license. You see a dialog box explaining that
this is a demo version of the feature and that it is enabled for alimited time.
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If you are evaluating one of these Fabric Manager Server features and want to stop the eval uation period
for that feature, you can do that using Device Manager.

Data Migration in Fabric Manager Server

The database migration should be limited to the existing database. Data collision may occur when you
merge the data between the several databases.

When you upgrade a non-federation mode database to federation mode database for the first time, we
pre-fill the cluster sequence table with the values larger than the corresponding ones in sequence table
and conforming to the cluster sequence number format for that server ID.

Verifying Performance Manager Collections

Once Performance Manager collections have been running for five or more minutes, you can verify that
the collections are gathering data by choosing Perfor mance Manager > Reportsin Fabric Manager.
You see the first few data points gathered in the graphs and tables.

Managing a Fabric Manager Server Fabric

You can continuously manage a Fabric Manager Server fabric, whether or not a client has that fabric
open. A continuously managed fabric is automatically reloaded and managed by Fabric Manager Server
whenever the server starts.

Selecting a Fabric to Manage Continuously

To continuously manage a fabric using Fabric Manager, follow these steps:

Stepl1  Choose Server > Admin.
You see the Control Panel dialog box with the Fabrics tab open as shown in Figure 3-5.

N

Note  The Fabricstabis only accessible to network administrators.

Figure 3-5 Fabrics Tab in Control Panel Dialog Box

@ Control Panel - admin@vchalasa-ma1 - Fabric Manager

e | Fabret | Cannactad Chiibe | Locsl PM Lssre
Pl Rrlenes Lhriae F
R interval (30c) Cyeks {ir Gy} il SHEPY At Py Akt Ao il
Fabris ripS-kxni-pal i) = [ HA [ eweanege Lwrearerged
Falbre w185 HH) =5 achrm |+ HEE ] mwmanage Limareegd
t-ulnml.'.r-..-'.-'-qn-::.-'.l tﬂ | ] Ei.—m || | o | e T T[T Jurmansos w L
arteps L i susdy|
g
(Passareards wont be dsplyved!) | Cscaver... . Apphy ]|_ Bemove | | Fefresh || Goss | s
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N

Note  Youcan pre-configure a user name and password to manage fabrics. In thisinstance, you should
use alocal switch account, not a TACACS+ server.

Step2  Select one of the following Admin options:

a. Manage Continuously—The fabric is automatically managed when Fabric Manager Server starts
and continues to be managed until this option is changed to Unmanage.

b. Manage—The fabric is managed by Fabric Manager Server until there are no instances of Fabric
Manager viewing the fabric.

¢. Unmanage—Fabric Manager Server stops managing this fabric.
Step3  Click Apply.

Note  If you are collecting data on these fabrics using Performance Manager, you should now configure flows
and define the data collections. These procedures are described in Chapter 8, “Performance Manager.”

Fabric Manager Server Properties File

The Fabric Manager Server properties file (M DS 9000\ser ver.properties) contains a list of properties
that determine how the Fabric Manager Server will function. You can edit this file with a text editor, or
you can set the properties through the Fabric Manager Web Services GUI, under the Admin tab.

Note  Asof Cisco NX-OS Release 4.1(1b) and later, you can optionally encrypt the password in the
server.properties and the AAA .properties files.

The server properties file contains these nine general sections:
« GENERAL—Contains the general settings for the server.
- SNMP SPECIFIC—Contains the settings for SNM P requests, responses, and traps.

« SNMP PROXY SERVER SPECIFIC—Containsthe settingsfor SNM P proxy server configuration
and TCP port designation.

- GLOBAL FABRIC—Contains the settings for fabrics, such as discovery and loading.
e« CLIENT SESSION—Contains the settings for Fabric Manager Clients that can log into the server.
« EVENTS—Contains the settings for syslog messages.

« PERFORMANCE CHART—Contains the settings for defining the end time to generate a
Performance Manager chart.

- EMC CALL HOME—Containsthe settings for the forwarding of trapsas XML data using e-mail,
according to EMC specifications.

- EVENT FORWARD SETUP—Containsthe settings for forwarding events logged by Cisco Fabric
Manager Server through e-mail.

The following are new or changed server properties for Fabric Manager Release 3.x:
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SNMP Specific

~

Note

snmp.prefer TCP—If this option is set to true, TCP will be the default protocol for the Fabric
Manager Server to communicate with switches. By default, this setting is true. For those switches
that do not have TCP enabled, the Fabric Manager Server uses UDP. The advantage of this setting
isthe ability to designate one TCP session for each SNMP user on a switch. It also helps to reduce
time-outs and increase scal ability.

If you set this option to false, the same choice must be set in Fabric Manager. The default value
of snmp.preferTCP for Fabric Manager is true.

Performance Chart

pmchart.currenttime—Specifies the end time to generate a Performance Manager chart. This
should only be used for debugging purposes.

EMC Call Home

server.callhome.enable—Enables or disables EMC Call Home. By default, it is disabled.
server.callhome.location—Specifies the L ocation parameter.
server.callhome.fromEmail—Specifies the 'From Email’ list.

server.callhome.r ecipientEmail—Specifies the 'recipientEmail" list.
server.callhome.smtphost—Specifies the SMTP host address for outbound e-mail.
server.callhome.xmlDir—Specifies the path to store the XML message files.
server.callhome.connect Type—Specifies the method to use to remotely connect to the server.

server.callhome.accessType—Specifies the method to use to establish remote communication with
the server.

server.callhome.ver sion—Specifies the version number of the connection type.
server.callhome.router | p—Specifies the public | P address of the RSC router.

Event Forwarding

server.forwar d.event.enable—Enables or disables event forwarding.
server.forward.email.fromAddress—Specifies the 'From Email’ list.
server.forward.email.mail CC—Specifies the 'CC Email’ list.
server.forward.email.mailBCC—Specifies the 'BCC Email’ list.

server.forward.email.smtphost—Specifies the SMTP host address for outbound e-mail.

Deactivation

deactivate.confir m=deactivate—Specific Request for User to type a String for deactivation.

For more information on setting the server properties, read the server.properties file or see the
“Configuring Fabric Manager Server Preferences’ section on page 7-57.

a~

Note

In afederated server environment, you should not change Fabric Manager Server properties by
modifying server.properties file. You must modify the server.properties using web client menu
Admin > Configure > Preferences.

Cisco Fabric Manager Fundamentals Configuration Guide
I 0L-21502-02, Cisco MDS NX-0S Release 5.x [ .m



Chapter 3 Fabric Manager Server |

M Modifying Fabric Manager Server

Send documentation comments to fm-docfeedback@cisco.com

Modifying Fabric Manager Server

Fabric Manager Release 2.1(2) or later allows you to modify certain Fabric Manager Server settings
without stopping and starting the server.

» Adding or Removing Fabric Manager Server Users, page 3-10

» Changing the Fabric Manager Server User Name and Password, page 3-11
» Changing the Polling Period and Fabric Rediscovery Time, page 3-11

» Using Device Aliases or FC Aliases, page 3-12

Adding or Removing Fabric Manager Server Users

To add a Fabric Manager Server user or to change the password for an existing user using Fabric
Manager, follow these steps:

Stepl  Click the Local FM Userstab in the Control Panel dialog box as shown in Figure 3-5. You see alist of
Fabric Manager users.

S

Note  Only network administrators can manage users.

Step2  Click New to add a user or click the user name and click Edit to change the password for an existing user.

You see the FM User dialog box as shown in Figure 3-6.

Figure 3-6 FM User Dialog Box

@ FM User - Fabric... E‘

User Mame:
Pasaword:

Confirm Passward:

Role: | nebwark-admin w
[arl
o

Step3  Set the user name and password for the new user and then click Apply.

To remove a Fabric Manager Server user using Fabric Manager, follow these steps:

Stepl  Click the Local FM Userstab in the Control Panel dialog box as shown in Figure 3-5. You see alist of
Fabric Manager users.

Step2  Click the user name you want to delete.
Step3  Click Remove to delete the user.
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Step 4

Click Yesto confirm the deletion or No to cancel it.

Changing the Fabric Manager Server User Name and Password

Step 1

Step 2
Step 3

You can modify the user name or password used to access a fabric from Fabric Manager Client without
restarting Fabric Manager Server.

To change the user name or password used by Fabric Manager Server, follow these steps:

Choose Server > Admin.

You see the Control Panel dialog box with the Fabrics tab open as shown in Figure 3-5.

Set the Name or Password for each fabric that you are monitoring with Fabric Manager Server.
Click Apply to save these changes.

Changing the Polling Period and Fabric Rediscovery Time

Step 1

Step 2

Step 3

Step 4

Fabric Manager Server periodically polls the monitored fabrics and periodically rediscovers the full
fabric at a default interval of five cycles.You can modify these settings from Fabric Manager Client
without restarting Fabric Manager Server.

To change the polling period or full fabric rediscovery setting used by Fabric Manager Server using
Fabric Manager, follow these steps:

Choose Server > Admin.
You see the Control Panel dialog box with the Fabrics tab open as shown in Figure 3-5.

For each fabric that you are monitoring with Fabric Manager Server, set the Polling Interval to determine
how frequently Fabric Manager Server polls the fabric elements for status and statistics.

For each fabric that you are monitoring with Fabric Manager Server, set the Rediscover Cycles to
determine how often Fabric Manager Server rediscovers the full fabric.

Click Apply to save these changes.

Changing the IP Address of the Fabric Manager Server

Step 1
Step 2

Step 3

To change the | P address of a Fabric Manager Server, follow these steps:

Stop the Fabric Manager Server.

Change the following parameter in the $INSTALLDIR/conf/FM Server.conf file as shown below.
wWrapper.app.parameter.4=127.0.0.1

Change the following parameter in the $INSTALLDIR/conf/server.properties file as shown below.
server.bindaddrs = 127.0.0.1
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Step4  To assign anew |P address, enter the following command. Assume $INSTALLDIR is the top directory
of Fabric Manager installation and thisis for single server instance, O is the server ID.

Step5  Run $INSTALLDIR/bin/PLMapping.bat -p newipaddress 0

Using Device Aliases or FC Aliases

You can change whether Fabric Manager uses FC aliases or global device aliases from Fabric Manager
Client without restarting Fabric Manager Server.

To change whether Fabric Manager uses FC aliases or global device aliases using Fabric Manager, follow
these steps:

Stepl  Choose Server > Admin.
You see the Control Panel dialog box with the Fabrics tab open as shown in Figure 3-5.

Step2  For each fabric that you are monitoring with Fabric Manager Server, check the Device Alias check box
to use global device aliases, or uncheck to use FC aliases.

Step3  Click Apply to save these changes.

Server Federation

Server Federation is a distributed system that includes a collection of intercommunicated servers or
computers that is utilized as a single, unified computing resource. With Fabric Manager Server
federation, you can communicate with multiple servers together in order to provide scalability and easy
manageability of dataand programs running within the federation. The core of server federation includes
several functional units such as Fabric Manager server, embedded web servers, database and Fabric
Manager Client that accesses the servers.

The Fabric Manager Server in the federation uses the same database to store and retrieve data. The
database is shared among different servers to share common information. A Fabric Manager client or
Fabric Manager web client can open fabrics from the Fabric Manager Server using the mapping table. A
fabric can be moved from one logical server to another. A logical server also can be moved from one
physical machine to another machine.

Note  You cannot upgrade more than one Fabric Manager Server in an existing federation. If you choose to do
S0, you may not be able to migrate the Performance Manager statistics and other information on that
server.

Note  You may require to synchronize the time on all the Fabric Manager Serversin afederated server
environment.
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Note  Server Federation isalicensed feature. For more information on Fabric Manager Server Licensing, see
Cisco MDS 9000 Family NX-OS Licensing Guide.

S

Note  For more information on deploying Fabric Manager Server in a federation, see Cisco Fabric Manager
Server Federation Deployment Guide.

Mapping Fabric ID to Server ID

The I P address of the physical server will be mapped to the server ID during theinstallation of the Fabric
Manager Server whenever the I P address of the physical server is changed, you need to map the IP
addressto the server 1D using the PL M apping script provided with the Fabric Manager Server. Whenever
the you open or discover afabric, the fabric ID will be mapped to the server ID . You can move afabric
to a different server ID using the control panel.

To map afabric to a different server, follow these steps:

Stepl1  Choose Server > Admin.
You see the Control Panel as shown in Figure 3-7.

Figure 3-7 Control Panel

@ Control Panel - admin@localhost {session 23) - Fabric Manager

. Open | Fabrics | Connectad Clents | Local FM Users” Servers |
Fabric Server Serverld
O Y 7 . 49225 q 4
b swngy 171.71.58.36 . o
Fabric_sw172-22-46-223 |171.71.56.36 | 3
[uu]
= Lo
Move.. | [ cComnect | [ Refresh | [ dose | |
[=2]

Step2  Select the fabric that you want to move to a different server and then click M ove.

You see the Move Fabric dialog box as shown in Figure 3-8.
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Figure 3-8 Move Fabric Dialog Box

% Move Fabric - Fabric Manager

Fabrics To Move:

Move To Server: [BIBRRERE] v

[Mw& I[ Close ]

194358

Step3  You see the fabrics that you selected in the Fabrics to Move list box. From the M ove To Server
drop-down list select the server you want to move the fabric to.

Step4  Click Move.

Opening the Fabric on a Different Server

To open the fabric on a different server follow these steps:

Stepl  Choose Server > Admin.

You see the Control Panel as shown in Figure 3-9.

Figure 3-9 Control Panel

& Control Panel - admin@localhost (session 23) - Fabric Manaper
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Step2  Click Discover.

You see the Discover New Fabric dialog box as shown in Figure 3-10.
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Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Figure 3-10 Discover new Fabric

& Discover New Fabric - Fabric Man... @

Seed Switch: 172.22.46.220 v
User Mame: |admin
Password!
Use SNMPv3:
Auth-Privacy: \MDS v
Server: | 171.71.49.226 ¥

[ Discover ][ Close ]
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In the Seed Switch list box, enter the IP Address of the seed switch.

In the User Name field, enter the user name.

In the password field, enter the password.

From the Auth-Privacy drop-down list, choose the privacy protocol you want to apply.

To open the selected fabric in a different server, select the server ID from the Server drop-down list.
Click Discover.

~

Note  You may receive an error message when you discover afabric in afederation while another
Fabric Manager Server is joining the federation. You can discover the fabric on after the
installation or upgradation is compl ete.

Viewing the Sessions in a Federation

Step 1
Step 2

To view all the sessionsin a federation, follow these steps:

Choose Server > Admin.
Click the Connected Clients tab.

You see the Control Panel as shown inFigure 3-11.
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Figure 3-11 Connected Clients
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Viewing the Servers in a Federation

To view all the serversin afederation, follow these steps:

Stepl  Choose Server > Admin.
Step2  Click the Serverstab.
You see the Control Panel as shown in Figure 3-12.
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Figure 3-12 Servers
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CHAPTER I

Authentication in Fabric Manager

Fabric Manager contains interdependent software components that communicate with the switchesin
your fabric. These components use varying methods to authenticate to other components and switches.
This chapter describes these authentication steps and the best practices for setting up your fabric and
components for authentication.

This chapter contains the following sections:
- Fabric Manager Authentication Overview, page 4-1
» Best Practices for Discovering a Fabric, page 4-3
« Performance Manager Authentication, page 4-4
» Fabric Manager Web Server Authentication, page 4-4

Fabric Manager Authentication Overview

Fabric Manager contains multiple components that interact to manage a fabric.
These components include:

» [Fabric Manager Client

» [Fabric Manager Server

- Performance Manager

» Interconnected fabric of Cisco MDS 9000 switches and storage devices

» AAA server (optional)

Figure 4-1 shows an example configuration for these components.
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Figure 4-1 Fabric Manager Authentication Example
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Administrators launch Fabric Manager Client and select the seed switch that is used to discover the
fabric. The user name and password used are passed to Fabric Manager Server and used to authenticate
to the seed switch. If this user name and password are not arecognized SNM P user name and password,
either Fabric Manager Client or Fabric Manager Server opensaCL | session to the switch (SSH or Telnet)
and retries the user name and password pair. If the user name and password are recognized by the switch
in either the local switch authentication database or through a remote AAA server, then the switch
creates atemporary SNMP user name that is used by Fabric Manager Client and server.

You may encounter a delay in authentication if you use a remote AAA server to authenticate Fabric
Manager or Device Manager.

You must allow CLI sessionsto pass through any firewall that exists between Fabric Manager Client and
Fabric Manager Server. See the “Running Fabric Manager Behind a Firewall” section on page 2-41.

We recommend that you use the same password for the SNMPv3 user name authentication and privacy
passwords as well as the matching CLI user name and password.
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Best Practices for Discovering a Fabric

A

Fabric Manager Server monitors multiple physical fabrics under the same user interface. Thisfacilitates
managing redundant fabrics. A licensed Fabric Manager Server maintains up-to-date discovery
information on all configured fabrics so device status and interconnections are immediately available
when you launch Fabric Manager Client.

Caution

Note

If the Fabric Manager Server’'s CPU usage exceeds 50 percent, it is recommended that you switch to a
higher CPU-class system. For more information on recommended hardware, seethe“Before You Install”
section on page 2-19.

We recommend you use these best practices for discovering your network and setting up Performance
Manager. This ensures that Fabric Manager Server has a complete view of the fabric. Subsequent Fabric
Manager Client sessions can filter this complete view based on the privileges of the client logging in.
For example, if you have multiple VSANsin your fabric and you create users that are limited to a subset
of these VSANS, you want to initiate a fabric discovery through Fabric Manager Server using a network
administrator or network operator role so that Fabric Manager Server hasaview of all the VSANsin the
fabric. When aV SAN-limited user launches Fabric Manager Client, that user sees only the VSANsthey
are allowed to manage.

Fabric Manager Server should always monitor fabrics using a local switch account, do not use a AAA
(RADIUS or TACACSH) server. You can use a AAA user account to log into the clients to provision
fabric services. For more information on Fabric Manager Server fabric monitoring, see the “Managing
a Fabric Manager Server Fabric” section on page 3-7.

Setting Up Discovery for a Fabric

Step 1

Step 2

Step 3

Step 4

Step 5

To ensure that Fabric Manager Server discovers your complete fabric, follow these steps:

Create a special Fabric Manager administrative user name in each switch on your fabric with network
administrator or network operator roles. Or, create a special Fabric Manager administrative user name
in your AAA server and set every switch in your fabric to use this AAA server for authentication.

Verify that the roles used by this Fabric Manager administrative user name are the same on all switches
in the fabric and that this role has access to all VSANSs.

Launch Fabric Manager Client using the Fabric Manager administrative user. This ensures that your
fabric discovery includes all VSANS.

Set Fabric Manager Server to continuously monitor the fabric.
See the “Managing a Fabric Manager Server Fabric” section on page 3-7.
Repeat Step 4 for each fabric that you want to manage through Fabric Manager Server.

Cisco Fabric Manager Fundamentals Configuration Guide
| 0OL-21502-02, Cisco MDS NX-OS Release 5.x .m



Chapter4  Authentication in Fabric Manager |

M Performance Manager Authentication

Send documentation comments to fm-docfeedback@cisco.com

Performance Manager Authentication

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8
Step 9

Performance Manager uses the user name and password information stored in the Fabric Manager Server
database. If this information changes on the switches in your fabric while Performance Manager is
running, you need to update the Fabric Manager Server database and restart Performance Manager.
Updating the Fabric Manager Server database requires removing the fabric from Fabric Manager Server
and rediscovering the fabric.

To update the user name and password information used by Performance Manager, follow these steps:

Click Server > Admin in Fabric Manager.
You see the Control Panel dialog box with the Fabrics tab open (see Figure 4-2).

Figure 4-2 Fabrics Tab in Control Panel Dialog Box
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Click the fabrics that have updated user name and password information.
From the Admin listbox, select Unmanage and then click Apply.

Enter the appropriate user name and password and then click Apply.
From the Admin listbox, select M anage and then click Apply.

To rediscover the fabric, click Open tab and check the check box(es) next to the fabric(s) you want to
open in the Select column.

Click Open to rediscover the fabric. Fabric Manager Server updates its user name and password
information.

Repeat Step 3 through Step 7 for any fabric that you need to rediscover.

Choose Per formance > Collector > Restart to restart Performance Manager and use the new user name
and password.

Fabric Manager Web Server Authentication

Fabric Manager Web Server does not communicate directly with any switches in the fabric. Fabric
Manager Web Server uses its own user name and password combination that is either stored locally or
stored remotely on an AAA server.

We recommend that you use a RADIUS or TACACS+ server to authenticate users in Fabric Manager
Web Server.

To configure Fabric Manager Web Server to use RADIUS authentication, follow these steps:

[l Cisco Fabric Manager Fundamentals Configuration Guide
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Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Note

Launch Fabric Manager Web Server.

See the “Launching Fabric Manager Web Client” section on page 7-7.

Click the Admin tab > Configure to update the authentication used by Fabric Manager Web Server.
Click AAA.

Set the authentication mode attribute to radius.

Set the RADIUS server name, shared secret, authentication method, and ports used for up to three
RADIUS servers.

Click M odify to save this information.

To configure Fabric Manager Web Server to use TACACS+ authentication, follow these steps:

Launch Fabric Manager Web Server.

See the “ Launching Fabric Manager Web Client” section on page 7-7.

Click Admin > Configure to update the authentication used by Fabric Manager Web Server.
Click AAA.

Set the authentication mode attribute to tacacs.

Set the TACACS+ server name, shared secret, authentication method, and port used for up to three
TACACSH servers.

Click M odify to save this information.

Fabric Manager does not support Securel D because it is not compatible with SNM P authentication.
Fabric Manager uses the same login credentials for all the switches in afabric. Since SecurelD cannot
be used more than once for authentication, Fabric Manager will not be able to establish a connection to
the second switch using a SecurelD.
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CHAPTER 5

Fabric Manager Client

Cisco Fabric Manager Client isajava-based GUI application that provides access to the Fabric Manager
applications from a remote workstation.

This chapter contains the following sections:
« About Fabric Manager Client, page 5-1
» Launching Fabric Manager Client in Cisco SAN-OS Release 3.2(1) and Later, page 5-2
» Fabric Manager Client Quick Tour: Server Admin Perspective, page 5-10
» Fabric Manager Client Quick Tour: Admin Perspective, page 5-15
» Setting Fabric Manager Preferences, page 5-33
» Network Fabric Discovery, page 5-35
- Modifying the Device Grouping, page 5-37
« Controlling Administrator Access with Users and Roles, page 5-40
» Using Fabric Manager Wizards, page 5-40
» Fabric Manager Troubleshooting Tools, page 5-41
« Integrating Fabric Manager and Data Center Network Management Software, page 5-41

About Fabric Manager Client

Cisco Fabric Manager is aJavaand SNM P-based network fabric and device management tool with aGUI
that displaysreal-time views of your network fabric, including Cisco Nexus 5000 Series switches, Cisco
MDS 9000 Family and third-party switches, hosts, and storage devices.

In addition to complete configuration and status monitoring capabilities for Cisco MDS 9000 Family
switches and Cisco Nexus 5000 Series switches, Fabric Manager Client provides Fibre Channel
troubleshooting tools. You can use these health and configuration analysis tools on the MDS 9000
Family switch or Cisco Nexus 5000 Series switch to perform Fibre Channel ping and traceroute.

Fabric Manager Release 4.1(1b) and later provides multilevel security system by adding a server admin
role that allows access to limited features . The configuration capabilities of a server adminislimited to
FlexAttach and relevant data.

Note  You must use the same release of Fabric Manager Client and Fabric Manager Server.
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Fabric Manager Advanced Mode

Advanced mode is enabled by default and provides the full suite of Fabric Manager features, including
security, IVR, iSCSI, and FICON. To simplify the user interface, from the list box in the upper right
corner of the Fabric Manager Client, select Simple. In simple mode, you can access basic MDS 9000
features such as V SANSs, zoning, and configuring interfaces. Advanced mode option is not available for
server admin role.

Launching Fabric Manager Client in Cisco SAN-OS Release
3.2(1) and Later

N

Note  Asof Cisco SAN-OS 3.x and NX-OS Release 4.x, the Fabric Manager Client login procedure has
changed. If you are running aversion of Cisco SAN-OSthat isearlier than Cisco SAN-OS 3.2(1), follow
the login instructions in the “ Setting the Seed Switch in Cisco SAN-OS Releases 3.1(1) to 3.2(1)”
section on page A-1 or the “ Setting the Seed Switch in Releases Prior to Cisco SAN-OS Release 3.1(1)”
section on page A-3.

Note  Network administrators must initially launch Fabric Manager Client using Fabric Manager Web Server,
as described in the following procedure. Once an administrator has installed the Fabric Manager Client
icon on your desktop, you can double-click the icon to launch the Fabric Manager Client.

To launch Fabric Manager Client, follow these steps:

Stepl  Open your browser and enter the |P address where you installed Fabric Manager Server, or enter
localhost if you installed Fabric Manager Server on your local workstation.

You see the Fabric Manager Web Server Login dialog box shown in Figure 5-1.
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Figure 5-1 Fabric Manager Web Client Login Dialog Box
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password: |
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Fabric Manager
Web Client

Step2  Enter your user name and password and click L ogin.
You see the Fabric Manager Web Client Summary page.
Step3  Click the Download link in the upper right corner of the page.
You see the Download page for Fabric Manager and Device Manager (see Figure 5-2).

Figure 5-2 Download Page for Fabric Manager and Device Manager

for MDS 9000, and

il cisco Fabric Manager Nesiia 5000 Sace

Cisco

Installation 4.2(1):

The Cisco Fabric and Device Manager are separate applications. Click on the links below to run them. If necessary they will be
installed or updated on your local PC. Please remember to close older running applications before daoing this. Once you install a
2.0 or newer version of the Fabric and Device Manager downgrade is not supported through the installer. Please uninstall the 2.0
or newer instance and install fram scratch the older version,

In an enviranment where thera are multiple Fabric Managers of non-identical versions managing different parts of the netwark,
Fh clients of a particular release may not necessarily be compatible with servars of another release. The Fid Launch Fad
ireleased in MN0S 4 2) introduces a simpler way ta circumvent compatibility matching of Fabric Wanager Client and Server
releases by webstarting the 'SeNer's“'corre_spundin_g client.

Fahric Manager Dievice Manager Launch Pad Smarcard Drivers nstalier

Product Overview:

Fabric Management Device Management Launch Pad Smart Card Driver

Fabric View Device & Launch Fh Client Smart Card Reader
Summary Yiews ch e

Step4  Cl ick the link for Fabric M anager.
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If you arelaunching Fabric Manager Client for the first time, you see amessage asking whether you want
to create shortcuts for Fabric Manager (see Figure 5-3).

Figure 5-3 Fabric Manager Create Shortcut(s) Message

Fabric Manager - Create shortcut(s) g\

1\ Would you like to create desktop and start menu shortouts for
Fabric Manager?

[ Yes H Mo ][ Configure ... ]

240800

Step5  Click Yesto create shortcuts for Fabric Manager.

N
Note  This message only appears the first time you launch Fabric Manager Client. If you select No,

your selection will be remembered and you will not be prompted to make a selection again. In
this case, you will need to launch Fabric Manager Client using the Fabric Manager Web Client.

Step6  When the software is installed and icons are created on your desktop, double-click the Fabric Manager
icon to launch Fabric Manager.

You see the Fabric Manager Login dialog box shown in Figure 5-4.

Figure 5-4 Fabric Manager Login Dialog Box

® Login - Fabri... Q@@
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FM Server User Name: | admin
FM Server Password:
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240040

Step7  Enter the Fabric Manager Server user name and password.

Step8  Check the Use SNM P Proxy check box if you want Fabric Manager Client to communicate with Fabric
Manager Server through a TCP-based proxy server.

Step9  Click Login. Once you successfully log in to Fabric Manager Server, you can set the seed switch and
open the fabrics that you are entitled to access.

N
Note  When you launch Fabric Manager Client for the first time or when there are no available fabrics,
you see the Discover New Fabric dialog box.

You see the Discover New Fabric dialog box shown in Figure 5-5.
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Figure 5-5 Discover New Fabric Dialog Box
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N

Note  Only network administrators can discover new fabrics.

Step10  Click the Ethernet (CDP) radio button to discover using Cisco Discovery Protocol (CDP).

Step11  Starting from NX-OS Release 4.2(0), Fabric Manager uses Cisco Discovery Protocol to discover
Ethernet switches such as Nexus 5000, Nexus 7000, Catalyst 4000, and Catalyst 6000 switches. You
need to use a CDP seed switch for a CDP discovery.

Set the fabric seed switch to the Cisco MDS 9000 Family switch or Cisco Nexus 5000 Series that you
want Fabric Manager to use.

Step 12 Choose the Auth-Privacy option according to the privacy protocol you have configured on your switch:

a. If you have not configured the switch with aprivacy protocol, then choose Auth-Privacy option MD5
(no privacy).

b. If you have configured the switch with your privacy protocol, choose your Auth-Privacy choice.

N

Note  You may use SNMP v2 credentials for CDP discovery as the most of the Catalyst switches do
not use MD5-DES for configuration.

N
Note  If youwant aclean fabric discovery, removethefabric and rediscover it. If youwant aclean LAN
discovery, unmanage LAN, remove the CDP seed switch and then rediscover it.

Step 13  Enter the user name and password for the switch.
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(Optionsl) To limit the discovery, specify the VSAN range.
Scoping limits the resources discovered by Fabric Manager client. You can either include a range of

V SANSs to be discovered or exclude a range of VSANs from being discovered.
a. Tolimit the discovery to arange of VSANS, click Included VSAN List radio button. Specify the
range of VSANS.
b. To exclude arange of VSANSs from being discovered, click Excluded VSAN List radio button.
Specify the range of VSANSs to be excluded.

Step 14

Step 15  Click Discover.
You see the Control Panel dialog box shown in Figure 5-6 and Figure 5-7.

Figure 5-6 Control Panel Dialog Box: Open Tab
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You see the included and excluded VSANSs list under the Fabric tab.

Control Panel Dialog Box: Fabrics Tab
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)

Note  You see amessage in the dialog box when the server and client are running on the same |
workstation and there are unlicensed fabrics in the database. You also see a message when there
are unmanaged fabrics (the state of the licenses is unknown).

N

Note Inthe open tab, you see all the discovered fabrics displayed in the control panel. You need to
click on the Open button to see all the discovered Ethernet switches.

Step 16  Check the check box(es) next to the fabric(s) you want to open in the Select column, or click Discover
to add a new fabric.

S
Note  Only network administrators can continuously manage or unmanage fabrics. For more
information, see the “ Selecting a Fabric to Manage Continuously” section on page 3-7.

Step 17 Click Open to open the selected fabric(s).

N
Note » If you have an incomplete view of your fabric, rediscover the fabric with a user that has no
V SAN restriction.
» If thefabricincludesa Cisco Nexus 5000 Series switch, thenthe Layer 2 node appears under
the Switches > Interfaces > Ethernet tree, the VFC (FCoE) node appears under the
Switches > Interfaces tree, and the FCoE node appears under the Switches tree in the
Physical Attributes pane.
» For Cisco Nexus 5000 Series switchesin the fabric, thetooltip for the switch shows the bind
information of avirtual Fibre Channel interfaceto its corresponding Ethernet interface, such
as vfc2(ethl/4).

To launch Fabric Manager Client from within a running instance of Fabric Manager, follow these steps:

Stepl  Choose File > Open or click the Open Switch Fabric icon on the Fabric Manager tool bar.
You see the Control Panel dialog box (see Figure 5-6).

Step2  Check the check box(es) next to the fabric(s) you want to open in the Select column and click Open.
Y
Note  Changes made using Fabric Manager are applied to the running configuration of the switches

that you are managing. If you have made changes to the configuration or performed an operation
(such as activating zones), Fabric Manager prompts you to save your changes before you exit.
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Launching Fabric Manager Client Using Launch Pad

Starting from Cisco NX-OS Release 4.2(0), you can use Fabric Manager launch pad to connect to any
server by specifying the IP address of the server. With launch pad, you can connect to any Fabric
Manager Server version 3.3(0) and later. Launch pad establishes connection with the server using HTTP
protocol.

To launch Fabric Manager Client using launch pad, follow these steps:

Stepl  Open your browser and enter the | P address where you installed Fabric Manager Server, or enter
localhost if you installed Fabric Manager Server on your local workstation.

You see the Fabric Manager Web Server Login dialog box shown in Figure 5-8.
Figure 5-8 Fabric Manager Web Client Login Dialog Box
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Fabric Manager nsenors: |
Web Client

Log In

Step2  Enter your user name and password and click L ogin.
You see the Fabric Manager Web Client Summary page.
Step3  Click the Download link in the upper right corner of the page.
You see the Download page for Fabric Manager and Device Manager (see Figure 5-9).
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Figure 5-9 Download Page for Fabric Manager and Device Manager

for MDS 9000, and
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Installation 4.2(1):

The Cisco Fabric and Device Manager are separate applications. Click on the links below to run them. If necessary they will be
installed or updated on your local PC. Please remernber to close older running applications before doing this. Once you install a
2.0 or newer version of the Fabric and Device Manager downgrade is not supported through the installer. Please uninstall the 2.0
or neweer instance and install from scratch the older version,

In an emvironment where there are multiple Fabric Managers of non-identical wersions managing different parts of the network,
Fi clients of a particular release may not necessarily be compatible with servers of another release. The Fi Launch Pad
(released in M¥-0OS5 4 2y introduces a simpler way to circumvent compatibility matching of Fabric Manager Client and Server
releases by webstarting the serer's coresponding client.

Fabric Mariager Digvics Manater Launch Pad Smartcard Crivers nstaller

Product Overview:

Fahric Management Device Management Launch Pad Smart Card Driver

Step4  Click thelink for Fabric Manager.
You see the Fabric Manager Server launch pad as in Figure 5-10.

Step5  Enter the host name of the server or IP address in the Server URL drop-down list.

Step6  Click Start.

Figure 5-10 Fabric Manager Launch Pad
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N

Note  Launch pad retains the history of the server URL s used. You can choose one of the previously
user Server URLs from the drop-down list.

Fabric Manager Client Quick Tour: Server Admin Perspective

Fabric Manager Release 4.1(1b) and later provides a multilevel security system by adding a server admin
role that allows access only to limited features. The configuration capabilities of a server adminroleis
limited to FlexAttach and relevant data. The server admin can pre-configure SAN for new servers, move
aserver to another port on the same NPV device or another NPV device and replace afailed server onto
the same port without involving the SAN administrator. The server role admin will not be able to manage
Fabric Manager users or connected clients.

Fabric Manager Release 4.2(0) and later provides a much improved user interface by including movable
and dockable panesto let users arrange the Physical Attributes pane, Logical Domains pane, Fabric pane
and Information pane according to requirements, making it easier to manage the workflow. The dockable
panes are also called as dockable frames. A dockable frame can be standal one (floating), minimized or
maximized. The logical, physical, information and the fabric panes can be can be collapsed and
expanded as needed. These panes can also be docked at either the right side left side or to the bottom of
the workspace.

Fabric Manager Main Window

This section describesthe Fabric Manager Client interface that is specific to server admin users as shown
in Figure 5-11.
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Figure 5-11 Fabric Manager Main Window: Server Admin Perspective
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1 Menu bar—Provides access to options that are organized by menus.

2 Toolbar—Provides icons for direct access to the most commonly used options on the File,
Tools, and Help menus.

3 Information pane—Displays information about whatever option is selected in the menu tree.

4 Status Bar (right side)—Shows the last entry displayed by the discovery process and the
possible error message.

5 Fabric pane—Displays a map of the network fabric, including switches, hosts, and storage. It
also provides tabs for displaying log and event data.

6 Status Bar (left side)—Shows short-term transient messages, such as the number of rows
displayed in a table.

7 Physical Attributes pane—Displays atree of available configuration tasks depending on the
fabric, VSAN, or zone selected previoudly. Lists the switches in the logical selection.

8 Logical Domains pane—Displays atree of configured SAN, fabrics and user-defined groups.
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Menu Bar

The menu bar at the top of the Fabric Manager main window provides options for managing and for
controlling the display of information on the Fabric pane. Server admin will not have all the options that
are available for SAN admin. The menu bar provides the following menus:

- File—Opens a new fabric, rediscovers the current fabric, locates switches, sets preferences, prints
the map.

» View—Changesthe appearance of the map (these options are duplicated on the Fabric pane toolbar).
» Tools—Manages the Server and configuration using the FlexAttach virtual pWWWN feature.
» Help—Displays online help topics for specific dialog boxes in the Information pane.

Tool Bar

The Fabric Manager main toolbar (specific to server admin) provides icons for accessing the most
commonly used menu bar options as shown in Table 5-1.

Table 5-1 Fabric Manager Client Main Toolbar

Icon Description

Opens switch fabric.

|

Rediscovers current fabric.

Finds in the map.

Shows online help.

Logical Domains Pane

Use the Logical Domains pane to view fabrics and to access user-defined groups. You can expand the
groups to see different user-defined groups. The non-editable groups created for each core switch
contains their NPV switches.

Physical Attributes Pane

Use the Physical Attributes pane to display atree of the options available for managing the switchesin
the currently selected fabric or group.
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To select an option, click afolder to display the options available and then click the option. You see the
table with information for the selected option in the Information pane. The Physical Attributes pane
provides the following main folders:

- Switches—Views and configures hardware, system, licensing, and configuration files.

» Interfaces—Views and configures FC physical, FC logical, VFC (FCoE), Ethernet, SVC, and
PortChannel interfaces.

Information Pane

Use the Information pane to display tables of information associated with the option selected from the
menu tree in the Logical Domains or Physical Attributes panes. The Information pane toolbar provides
buttons for performing one or more of the operations shown in Table 5-2.

Table 5-2 Information Pane Toolbar
Icons Description
Applies configuration changes.
Refreshes table values.
_ Copies data from one row to another.
Pastes the data from one row to another.
rely

Undoes the most recent change.

Finds a specified string in the table.

Exports and saves information to afile.

Prints the contents of the Information pane.

Displays a non-editable copy of the table in the
g Information pane in its own window, which you
can move around the screen.
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Fabric Pane

Use the Fabric pane to display the graphical representation of your fabric. Table 5-1 explains the
graphics you may see displayed, depending on which devices you have in your fabric.

The bottom of the Fabric pane has the following tabs:

» Fabric—When displaying multiple fabrics, each fabric has its own tab. You can switch between
fabrics by clicking on their respective tabs.

» Log—Displays messages that describe Fabric Manager operations, such as fabric discovery.

» Events—Displays information about the SNMP traps received by the management station. This
includes combination events as detected by discovery and important traps such as license, SNMP,
and FICON.

Note  Fabric map display is based on what you select in the logical domain pane. When you select a fabric
node, all the switches that belong to that fabric will be enabled. When you select the group node, all the
switches that belong to the groups listed under that group node will be enabled. When you select only a
group, al the switches that belong to the specific group will be enabled.
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Fabric Manager Client Quick Tour: Admin Perspective

This section describes the Fabric Manager Client interface shown in Figure 5-12.

Figure 5-12 Fabric Manager Main Window
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1 |Menu bar—Provides access to options that are organized by menus.

2 | Toolbar—Providesiconsfor direct access to the most commonly used options on the File, Tools,
and Help menus.

3 |Information pane—Displays information about whatever option is selected in the menu tree.

4 | Status Bar (right side)—Shows the last entry displayed by the discovery process and the possible
error message.

5 |Fabric pane—Displays amap of the network fabric, including switches, hosts, and storage. It also
provides tabs for displaying log and event data.

Cisco Fabric Manager Fundamentals Configuration Guide
I 0L-21502-02, Cisco MDS NX-0S Release 5.x [ .m



Chapter5  Fabric Manager Client |

M Fabric Manager Client Quick Tour: Admin Perspective

Send documentation comments to fm-docfeedback@cisco.com

6 |Status Bar (left side)—Shows short-term transient messages, such as the number of rows
displayed in atable.

7 | Physical Attributes pane—Displays atree of available configuration tasks depending on the
fabric, VSAN, or zone selected previously. Lists the switches and end devices in the logical
selection.

8 |Logical Domains pane—Displays atree of configured SAN, fabrics, VSANSs, and zones, and
provides access to user-defined groups. The label next to the segmented VSAN indicates the
number of segments.

Note  You can resize each pane by dragging the boundaries between each region or by clicking the Minimize
or Maximize controls.

Menu Bar
The menu bar at the top of the Fabric Manager main window provides options for managing and
troubleshooting the current fabric and for controlling the display of information on the Fabric pane. The
menu bar provides the following menus:
- File—Opens a new fabric, rediscovers the current fabric, locates switches, sets preferences, prints
the map, and exports the Fabric pane log.
» View—Changesthe appearance of the map (these options are duplicated on the Fabric pane toolbar).
» Zone—Manages zones, zone sets, and inter-V SAN routing (IVR).
» Tools—Verifies and troubleshoots connectivity and configuration, as described in the “Fabric
Manager Troubleshooting Tools” section on page 5-41.
» Performance—Runs and configures Performance Manager and Cisco Traffic Analyzer, and
generates reports.
» Server—Runs administrative tasks on clients and fabrics. Provides Fabric Manager Server
management and a purge command. Lists fabrics being managed.
- Help—Displays online help topics for specific dialog boxes in the Information pane.
File

The file menu provides the following options:
» Open Fabric—Opens a new switch fabric.

» Locate Switches and Devices— Uses the SNMPv2 protocol to discover devices responding to
SNMP requests with the read-only community string public. You may use this feature if you want
to locate other Cisco MDS 9000 switches in the subnet, but are not physically connected to the
fabric.

» Rediscover—Initiates an on-demand discovery to learn recent changesfrom the switches and update
the Fabric Manager Client. You may use this option when Fabric Manager Server isnot in sync with
switchesin the fabric and you do not want to wait until the next polling cycle. The rediscover option
does not delete the fabric and add it again. You may delete and add the fabric only if the rediscover
option fails to update Fabric Manager Server.
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View

Resync All Open Fabrics— Fabric Manager Server forces all the fabrics to close and re-open. You
may use this option when Fabric Manager Client is not in sync with Fabric Manager Server.

Rediscover SCSI Targets— Initiates an on-demand discovery to learn recent changes from the SCSI
target switches. You may use this option when Fabric Manager Server isnot in sync with SCSI target
switches in the fabric and you do not want to wait until the next polling cycle.

Preferences—Sets your preferences to customize the behavior of the Fabric Manager Client.
Import Enclosures—Imports saved enclosures.
Export
— Map Image—Generates and export the map to a specified location.
— Visio—Exports the map to a Visio file.
— Table—Exports the table datato a text file.
— Log—Exportsthe log to atext file.
— Events—Exports the events to a text file.
— Enclosures—Exports the enclosure values to a text file.
Print —Prints the map.
Exit—EXxit Fabric Manager.

View menu provides the following options:

Zone

Refresh Map—Refreshes the current map.
Layout
— Cancel—Cancels the current layout.
— Spring—Displays the layout based on spring algorithm.
— Quick—Quickly displays the layout when the switch has many end devices.
Zoom
— In—Zoomsin the view.
— Out—Zooms out the view.
— Fit—Fitsthe view in the fabric pane.
Grid—Enables the grid view.

Overview Window—Allows you to center the Fabric pane on the area of the fabric that you want to
see. This option is useful for large fabrics that cannot be displayed entirely within the Fabric pane.

L egend—Shows all the legends used in the fabric map.
Find in Map—Finds a device in the fabric map.

The zone menu provides the following options:
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» Edit Local Full Zone Database—Allows you to create zones across multiple switches. Zones
provide a mechanism for specifying access control. Zone sets are agroup of zonesto enforce access
control in the fabric. All zoning features are available through the Edit Local Full Zone Database
dialog box.

« Deactivate Zoneset—Deactivates an active zone set.

» Copy Full Zone Database—Creates a new zone set. On the Cisco MDS Family switches, you cannot
edit an active zone set. However, you can copy an active zone set to create a new zone set that you
can edit.

» Merge Analysis—Enables you to determine if zones will merge successfully when two Cisco MDS
switches are interconnected. If the interconnected switch ports allow VSANs with identical names
or contain zones with identical names, then Fabric Manager verifiesthat the zones contain identical
members. You can use merge analysis tool before attempting a merge, or after fabrics are
interconnected to determine zone merge failure causes.

» Merge Fail Recovery—Recovers the port from itsisolated state either by importing the neighboring
switch's active zone set database and replacing the current active or by exporting the current
database to the neighboring switch.

« Migrate Non-MDS Database—Migrate a non-MDS database using Fabric Manager (you may need
to use the Zone Migration Wizard to accomplish this task).

« |VR
— Deactivate Zoneset—Deactivates an active zone Set.

— Copy Full Zone Database—Recovers an | VR zone database by copying the IVR full zone
database from another switch.

— Copy Full Topology—Recovers atopology by copying from the active zone database or the full
zone database.

Tools

Tools menu provides the following options:
- Health
— Switch Health—Determines the status of the components of a specific switch.

— Fabric Configuration—Analyzes the configuration of a switch by comparing the current
configuration to a specific switch or to a policy file. You can save a switch configuration to a
file and then compare all switches against the configuration in the file.

— Show Tech Support—Collects large amount of information about your switch for
troubleshooting purposes. When you issue ashow tech support command from Fabric Manager
for one or more switches in afabric, the results of each command are written to atext file, one
file per switch, in adirectory you specify. You can then view these files using Fabric Manager.

» Connectivity

— End to End Connectivity—Determines connectivity and routes among devices with the switch
fabric. Thistool checksto see that every pair of end devices can talk to each other, using a Ping
test and by determining if they are in the same VSAN or in the same active zone.

— Ping—Determines connectivity from another switch to a port on your switch.

— Trace Route—Verifies connectivity between two end devices that are currently selected on the
Fabric pane.
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Compact Flash Report—Automatically scans the fabric and generate a report that shows the
status of CompactFlash.

« NPV

CFS Static Peer Setup—Manage the peer list used during CFS on NPV-enabled switches. After
setting up the static peerslist, the CFS discovery on the switches will be changed to static mode
for all peersinthelist. Fabric Manager does not automatically update static peerslist. You may
need to update the list using the CFS Static Peer Setup Wizard when a new switch is added to
the fabric.

Traffic Map Setup—Configures the list of external interfaces to the servers, and enabling or
disabling disruptive load balancing. Using Traffic Map Setup you can specify the external ports
that a server should use for traffic management.

Flex Attach Pre-Configure Server—Setsthe port configurationsfor all the portsin aswitch such
as enabling or disabling FlexAttach, setting the default VSAN ID, and setting the interface
status.

Flex Attach Move Server—Moves a server to another port on the same NPV device or another
NPV device without changing the SAN.

Flex Attach Replace Server—Replaces a failed server with a new server on the same port
without changing the SAN.

- Data Mobility Manager

Server Based—Performs server-based data migration.
Storage based—Performs storage-based data migration.

Server LUN Discovery—Performs LUN discovery to select the LUNs available for migration
and automates the session creation by matching the LUNs in the existing and new storage.

» FCoE—Launches the FCoE Configuration Wizard to create virtual Fibre Channel interfaces.

= Port Channel—Creates PortChannels from selected I SL either manually or automatically.

» DPVM Setup—Establishes dynamic port VSAN membership, enables autolearning, and activates
the DPVM database.

- IPSAN

FCIP Tunnel—Creates FCI P links between Gigabit Ethernet ports. Enables Fibre Channel write
acceleration and | P compression.

iSCSI Setup—Creates zones for iSCSI initiators and adds a VSAN to atarget-allowed VSAN
list.

SAN Extension Tuner—Optimizes FCIP performance by generating either direct access
(magnetic disk) or sequential access (magnetic tape) SCSI I/O commands and directing such
traffic to aspecific virtual target. Thisoption isused to generate SCSI 1/0 commands (read and
write) to the virtual target based on your configured options.

» Security

Port Security—Prevents unauthorized access to a switch port in the Cisco MDS 9000 Family,
rejects intrusion attempts and reports these intrusions to the administrator.

IP ACL—Creates an ordered list of IP filtersin a named |Pv4-ACL or IPv6-ACL profile using
the IPv4-ACL Wizard.

e [Instal

License—Facilitate download and installation of licensesin selected switches in the fabric.
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— Software—Verifiesimage compatibility and installs software images on selected switchesin the
fabric.

» Flow Load Balance Calculator—Allows you to get the best load-balancing configuration for your
FICON flows. The calculator does not rely on any switch or flow discovery in the fabric.

» Device Manager—Invokes Device Manager for a switch.
« Command Line Interface —Enables command-line operations.
e Run CLI Commands—Runs command-line operations on more than one switch at a time.

Performance

The performance menu provides the following options:
» Create Flows—Creates host-to-storage, storage-to-host, or bidirectional flows. You can add these

flows to a collection configuration file to monitor the traffic between a host or storage element pair.
Server

The server menu provides the following options:
« Admin—Opens the control panel.
» Purge Down Elements—Purges all down elements in the fabric.

Help

The help menu provides the following options:
- Contents —L aunches the online help contents.
» Config Guide—Launches the Fabric Manager Configuration Guide.
« About—Displays information about Fabric Manager.

Toolbar

The Fabric Manager main toolbar provides icons for accessing the most commonly used menu bar
options as shown in Table 5-3.

Table 5-3 Fabric Manager Client Main Toolbar

Icon Description

Opens switch fabric.

|

Rediscovers current fabric.

Finds in the map.

&
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Table 5-3 Fabric Manager Client Main Toolbar (continued)
Icon Description
Creates VSAN.

B
L,

Launches DPVM wizard.

Launches Port Security wizard.

Edits full zone database.

Launches IVR zone wizard.

Launches the FCoE configuration wizard.

Launches PortChannel wizard.

Launches FCIP wizard.

Launches iSCSI wizard.

Launches NPVM wizard.

=

Iy

Launches QoS wizard.

[

Configures users and roles.

Launches |P-ACL wizard.

Launches License Install wizard.
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Table 5-3 Fabric Manager Client Main Toolbar (continued)

Icon Description

Launches Software Install wizard.

Performs switch health analysis.

Performs fabric configuration analysis.

Performs end-to-end connectivity analysis.

H ®© & 8

Monitors | SL performance. Brings up real-time
ISL performance information for all interfacesin
the fabric, in the Information pane.

-]

Shows online help.

Logical Domains Pane

Use the Logical Domains pane to manage attributes for fabrics, VSANS, and zones, and to access
user-defined groups. Starting from NX-OS Release 4.2(0), SAN and LAN nodes are listed under
Datacenter node and all the fabrics are listed under SAN node. When you select Datacenter node in the
tree, Fabric Manager displays all the switches and ISLs. When you select LAN node, Fabric Manager
displays only Ethernet switches and Ethernet links. Under the fabric node, VSANSs are ordered by a
VSAN ID. The segmented VSANSs are placed under the fabric node. The label next to the segmented
VSAN indicates the number of segments. You can expand a segmented VSAN and the segments under
that VSAN. Right-click one of the foldersin the tree and click a menu item from the pop-up menu. You
see the appropriate configuration dialog box.

The default name for the fabric is the name, P address, or WWN for the principal switchin VSAN 1. If
VSAN 1 is segmented, the default name is chosen from a principal switch with the smallest WWN. The
fabric names you see are as follows:

» Fabric <sysName>
» Fabric <ipAddress>
» Fabric <sWWN>
To change the fabric name using Fabric Manager, follow these steps:

Stepl1  Choose Server > Admin.
You see the Control Panel dialog box.

Step2  Double-click the fabric name and enter the new name of the fabric.
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Step3  Click Apply to change the name.

Filtering

Fabric Manager has a filtering mechanism that displays only the datathat you are interested in. To filter,
first select the fabric and VSAN from the Logical Domains pane. This action narrows the scope of what
is displayed in the Fabric pane. Any information that does not belong to the selected items is dimmed.
Also, any information that does not belong to the selected itemsis not displayed in the tables in the
Information pane. As shown in Figure 5-13, the filter that you select is displayed at the top right of the
Fabric Manager window.

To further narrow the scope, select attributes from the Physical Attributes pane. The Fabric Manager
table, display, and filter criteria change accordingly.

Physical Attributes Pane

Use the Physical Attributes pane to display atree of the options available for managing the switchesin
the currently selected fabric, VSAN, or zone.

To select an option, click afolder to display the options available and then click the option. You see the
table with information for the selected option in the Information pane. The Physical Attributes pane
provides the following main folders:

« Switches—Views and configures hardware, system, licensing, and configuration files.

« Interfaces—Views and configures FC physical, FC logical, VFC (FCoE), Ethernet, SVC, and
PortChannel interfaces.

- FC Services—Views and configures Fibre Channel network configurations.

- IP—Views and configures | P storage and | P services.

- Events—Views and configures events, alarms, thresholds, notifications, and informs.

» Security—Views and configures MDS management and FC-SP security.

» FCoE—Views and configures FCoE interfaces. |
» |SLs—Views and configures Inter-Switch Links.

« End Devices—Views and configures end devices.

N

Note  You cannot view the detailed physical attributes of the data center switches or monitor the connections.
When you select either a data center node or a LAN node the physical attributes pane will be blank.

Context Menu for Tables

When you right-click in the table, you see a pop-up menu with options that vary depending on the type
of option you selected in the Physical Attributes pane. You can perform various operations by
right-clicking the devicelisted in the table. To view various options available for switches, ISLs, and end
devices, refer to the procedures in the sections that follows:
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Switch Options

When you sel ect the datacenter node, the switch table displays all the switchesthat are discovered. When
you select the SAN node or the fabric node, the switch table displays all the Fibre Channel switches and
when you select the LAN node, the switch table displays all the Ethernet switches.

To view the options for the switch table, follow these steps:

Stepl  Click Switchesin the Physical Attributes pane.
Step2  Right-click the device in the table.
The pop-up menu provides the following options:
» Apply Changes—Applies the changes to the switch.
» Refresh Values—Refreshes the current values.
» Undo Changes—Undoes modifications to the switch.
« Export to File—Export the values to afile.
e Print Table—Prints the table.
- Detach Table—Detaches the table.
- Switch Attributes—Changes the switch properties.
- Interface Attributes—Changes the interface properties.
« Element Manager—Manages this switch.
« Command Line Interface—Enables to perform command line operations.
» Copy—Copies the switch.
» Purge—Purges the switch.
» Fix Location—Fixes the switch in the current location.
« Align—Aligns the switch.
» Show End Devices—Shows the end devices.
« Expand Multiple Links—Expands the links to this switch.
» Other—Other options.
» Group—Groups switches.

ISL Options

When you select the data center node, the I SLstable displays all of the Fibre Channel and Ethernet links.
When you select the LAN node, the ISLs table displays all the Ethernet links.

To view the options for the | SLs table, follow these steps:

Step1  Inthe Physical Attributes pane, click 1SLs and then click Summary tab.
Step2  Right-click the device in the table.
The pop-up menu provides the following options:
» Refresh Values—Refreshes the current values.

» Copy—Copiesinformation from a specific field.
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» Find—Conducts search based on the input string.

- Export to File—Exports the values to afile.

» Print Table—Prints the table.

» Detach Table—Detaches the table.

« Interface Attributes—Changes the interface properties.
» Element Manager—M anages the device.

= FCIP Tunnel Attributes—Changes FCIP tunneling properties.
» Create Port Channel—Creates port channel.

» Re-enable—Reenables a disabled device.

- Enable FC-SP—Enables FC-SP.

« SAN Extention Tuner—Optimizes FCIP performance.
» Purge—Purges the device.

N
mt:) When you select a port channel from the table, the pop-up menu will have the following additional
options:;
» Member Attributes—Changes the member properties.
« Channel Attributes—Changes the port channel properties.
- Edit—Edits the channel properties.
End Device Options

To view the options for the end devices table, follow these steps:

Step1  Inthe Physical Attributes pane, click End Devices and then click the Summary tab.
Step2  Right-click the device in the table.
The pop-up menu provides the following options:

« Apply Changes—Applies the changes to the device.

» Refresh Values—Refreshes the current values.

» Copy—Copies the information specific to the field.

» Paste—Pastes the copied text.

» Undo Changes—Undoes modifications to the device.

« Find—Searches for information depending on the input string.

- Export to File—Exports the values to afile.

« Print Table—Prints the table.

» Detach Table—Detaches the table.

« Device Attributes—Changes the device properties.

« Interface Attributes—Changes the interface properties.

- Element Manager—Manages this device.
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- Command Line Interface—Enables you to perform command line operations.

» Copy—Copies the switch.

» Purge—Purges the switch.

» Fix Location—Fixes the switch in the current location.

« Align—Aligns the switch.
» Ping—Pings another device.

» Trace Route—Determines the route taken by packets across the network.

» Select Dependent Ports—Selects dependent ports.

» Group—Groups devices.

Information Pane

Use the Information pane to display tables of information associated with the option selected from the
menu tree in the Logical Domains or Physical Attributes panes. The Information pane toolbar provides
buttons for performing one or more of the operations shown in Table 5-4.

Table 5-4 Information Pane Toolbar

Icon Description
Applies configuration changes.
Refreshes table val ues.

Opens the appropriate dialog box to make a hew
row in the table.

Deletes the currently highlighted rows from the
table.

g
Cig
i

Copies data from one row to another.

i

Pastes the data from one row to another.

Undoes the most recent change.

Finds a specified string in the table.
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Table 5-4 Information Pane Toolbar (continued)

Icon Description

H

Exports and saves information to afile.

Prints the contents of the Information pane.

<

Displays a non-editable copy of the table in the
@ Information pane in its own window, which you
can move around the screen.

N

Note  After making changes, you must save the configuration or the changes will be lost when the device is
restarted.

A

Note  The buttonsthat appear on the toolbar vary according to the option that you select. They are activated or
deactivated (dimmed) according to the field or other object that you select in the Information pane.

Detachable Tables

Detachable tablesin Fabric Manager all ow you to detach tables and move them to different areas on your
desktop so that you can compare similar tables from different V SANs. You can keep informational tables
open from one view while you examine a different areain Fabric Manager. To detach tables, click the
Detach Table icon in the Information pane in Fabric Manager.

Fabric Pane

Use the Fabric pane to display the graphical representation of your fabric. Table 5-5 explains the
graphics you may see displayed, depending on which devices you have in your fabric.

Table 5-5 Fabric Manager Graphics
Icon or Graphic Description
: Director class MDS 9000 Fibre Channel switch.
W Non-director class MDS 9000 Fibre Channel
switch.
E Nexus 7000 switch.

Cisco Fabric Manager Fundamentals Configuration Guide
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Table 5-5 Fabric Manager Graphics (continued)
Icon or Graphic Description
Nexus FCoE or Fibre Channel switch.
(S
o Catalyst LAN switch.
=

o Generic Fibre Channel switch.

== Cisco SN5428.

3l

Dashed or dotted orange line through a device
indicates that the device is manageable but there
are operational problems.

Dashed or dotted orange X through a device or
link indicates that the device or I SL isnot working

properly.

A red line through a device indicates that the
device is not manageable.

A red X through adevice or link indicates that the
device is down or that the ISL is down.

Fibre Channel HBA (or enclosure).

m <

Fibre Channel target (or enclosure).

i

iSCSI host.

=

Fibre Channel I SL and edge connection.

Fibre Channel PortChannel.

IP ISL and edge connection.
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Table 5-5 Fabric Manager Graphics (continued)
Icon or Graphic Description
IP PortChannel.

DWDM connection.

NPV connection.

Fibre Channel loop (storage).

IPcloud (hosts). Thisiconisalso used to represent

E{::p’ afabric when viewing a SAN (multiple fabrics) in
/ the Fabric Manager Fabric pane.
l:l Any device, cloud, or loop with a box around it

means that there are hidden links attached.

If aswitch or director is grayed out, Fabric Manager can no longer communicate with it.
The bottom of the Fabric pane has the following tabs:

» Fabric—When displaying multiple fabrics, each fabric has its own tab. You can switch between
fabrics by clicking on their respective tabs.

» Log—Displays messages that describe Fabric Manager operations, such as fabric discovery.

- Events—Displays information about the SNMP traps received by the management station. This
includes combination events as detected by discovery and important traps such as license, SNMP,
and FICON.

When viewing large fabrics in the Fabric pane, it is helpful to do the following tasks:
« Turn off end device labels.
» Collapse loops.
» Collapse expanded multiple links (collapsed multiple links are shown as very thick single lines).

» Dim or hide portions of your fabric by VSAN.

Note ~ When aVSAN, zone, or zone member is selected in the VSAN tree, the map highlighting changes to
identify the selected objects. To remove this highlighting, click the Clear Highlight button on the Fabric
pane toolbar or choose Clear Highlight from the pop-up menu.

Context Menus

When you right-click anicon in the Fabric pane, you see apop-up menu with optionsthat vary depending
on the type of icon selected. The various options available for different objects include the following:
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» Open an instance of Device Manager for the selected switch.
» Open aCLI session for the selected switch.

- Copy the display name of the selected object.

- Execute aping or traceroute command for the device.

« Show or hide end devices.

- View attributes.

» Quiesce and disable members for PortChannels.

» Set the trunking mode for an ISL.

» Create or add to a PortChannel for selected ISLs.

The Fabric pane has its own toolbar with options for saving, printing, and changing the appearance of
the map. When you right-click the map, a pop-up menu appears that provides options (duplicated on the
toolbar) for changing the appearance of the map.

Note  You can launch web-based or non-web-based applications from the Fabric pane. To do this, you assign
an | P address to the storage port or enclosure. Then right-click to bring up the pop-up menu, and select
Device M anager.

Saving the Map
You can save the map in the Fabric Pane as an image, or as an editable Visio diagram. You can save the
map with or without labels on the links. The created Visio diagram is editable and saved in two layers:
« The default layer includes all switches and links in the fabric.

« The end devices layer includes the end devices and can be turned off to remove end devices from
the Visio diagram.

To save the map as a Visio diagram, select Files > Export > Visio and choose Map or Map with link
labels. The saved Visio diagram retains the viewing options that you selected from the Fabric pane. For
example, if you collapse multiple links in the map and export the links as a Visio diagram, the Visio
diagram shows those multiple links as one solid link.

The Show Tech Support option from the Tools menu also supports saving the map as a Visio diagram.

Purging Down Elements

The Fabric pane allows you to refresh the map at any time by clicking the Refresh Map icon. The
Refresh Map icon redraws the map but does not purge elements that are down. To purge down elements
you can:

- Click Server > Purge Down Elements. This purges all down elementsin the fabric.
» Right-click the Fabric pane and select Purge Down Elements.
« Right-click adown element and select Purge. This action purges only this element from the fabric.

~

Note If you select an element that is not down and purge it, that element will reappear on the next
fabric discovery cycle.
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Multiple Fabric Display

Note

Fabric Manager can display multiple fabrics in the same pane as shown in Figure 5-13.

Figure 5-13
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1 |The Fabric view tab for fabric 172.23.46.152. When selected, the Fabric view displays fabric

172.23.46.152.

2 | The Fabric view tab for fabric 172.23.46.153. When selected, the Fabric view displays fabric

172.23.46.153.

3 |SAN tab (selected), showing two fabrics.

The information for both fabrics is displayed; you do not need to select a seed switch. To see details of
afabric, select thetab for that fabric at the bottom of the Fabric pane, or double-click the Cloud icon for
the fabric in the SAN tab.

Enclosure names should be unique. If the same enclosure name is used for each port, Fabric Manager
shows a host/target enclosure connected to both fabrics. To fix this problem, you can either disable
auto-creation or create unique enclosure names.
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Filtering by Groups

You can filter the Fabric pane display by creating groups of switches or end ports. To create a group in
Fabric Manager, follow these steps:

Stepl  Right-click a switch or end port in the Fabric pane map and select Group > Create.
You see the Edit User Defined Group dialog box as shown in Figure 5-14.

Figure 5-14 Edit User Defined Group Dialog Box
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Delete Group if Emply
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Step2  Enter agroup name in the Name field.

Step3  Usethe arrows to move additional switches or end ports from the Available column to the Selected
column.

Step4  Click OK to save the group.

To add a switch or end port to an existing group in Fabric Manager, follow these steps:

Stepl  Right-click a switch or end device and select Group > Add To > Your GroupName.
You see the Edit User Defined Group dialog box as shown in see Figure 5-14.

Step2  Usethe arrows to move additional switches or end ports from the Available column to the Selected
column.

Step3  Click OK to save the updated group.

To filter the display by a group you have created, follow these steps:

Stepl  Expand the Groups folder in the Logical Domains pane.
You see the list of groups that you have created as shown in Figure 5-15.
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Figure 5-15 Group Highlighted in Fabric Pane Map
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Step2  Click the name of the group that you want to filter.

In the Fabric pane, the switches or end devicesin your group are shown normally; all other switches and
end devices are shown in gray.

Step3  Click the Groups folder in the Logical Domains pane to return the display to normal.
Y
Note  User-defined groupstables are filtered based on switchesin the group except for switches where

CFS-controlled features are enabled when all CFS member switches are displayed to avoid
misconfigurations.

Status Bar

The status bar at the bottom of the Fabric Manager window shows the last entry displayed by the
discovery process, and the possible error message on the right side. The status bar displays a message
stating that something has changed in the fabric and a new discovery is needed. The status bar shows
both short-term, transient messages (such as the number of rows displayed in the table) and long-term
discovery issues.

Setting Fabric Manager Preferences

To set your preferences for the behavior of the Fabric Manager, choose File > Preferences from the
Fabric Manager menu bar. You see the Preferences dialog box with the following tabs for setting
different components of the application:

- Generd
- SNMP
- Map
The default General preferences for Fabric Manager are as follows:

» Show Device Name by—Displays the switches in the Fabric pane by |P address, DNS name, or
logical name. The default setting for this value is Logical Name.
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Show WorldwWideName (WWN) Vendor—Displays the world wide name vendor name in any table
or listing displayed by Fabric Manager. Check the Prepend Name check box to display the namein
front of the IP address of the switch. Check the Replacing Vendor Bytes check box to display the
name instead of the IP address. The default is the Prepend Name option.

Show End Device Using—Displays end devicesin the Fabric pane using alias or pttWWN alias. The
default setting for thisvalue is Alias.

Show Shortened iSCSI Names—Displays the default setting for this value is OFF.

Show Timestamps as Date/ Time—Di splays timestamps in the date/time format. If this preferenceis
not checked, timestamps are displayed as elapsed time. The default setting is enabled (checked).

Telnet Path—Displays the path for the telnet.exe file on your system. The default is telnet.exe, but
you need to browse for the correct location.

N
Note If you browse for a path or enter a path and you have a space in the pathname (for example,

c:\program files\telnet.exe), then the path will not work. To get the path to work, you must
manually place quotes around it (for example, "c:\program files\telnet.exe").

Use Secure Shell instead of Telnet—Specifies whether to use SSH or Telnet when using the CLI to
communicate with the switch. If enabled, you must specify the path to your SSH application. The
default setting is disabled.

Confirm Deletion—Displays a confirmation pop-up window when you delete part of your
configuration using Fabric Manager. The default setting is enabled (checked).

Export Tables with Format—Specifies the type of file that is created when you export a table using
Device Manager. The options are tab-delimited or XML. The default setting is Tab-Delimited.

Show CFS Warnings—Shows warning messagesif CFSis not enabled on all switchesfor a selected
feature.

The default SNMP preferences for Fabric Manager are as follows:

Retry request 1 time(s) after 5 sec timeout—You can set the retry value to 0-5, and the timeout value
to 3-30.

Trace SNMP packets in Log—The default setting for this value is ON.
Enable Audible Alert when Event Received—The default setting for this value is OFF.

The default Map preferences for Fabric Manager are as follows:

Display Unselected VSAN Members—Displays the unselected VSAN membersin the Fabric pane.
The default setting for this value is ON.

Display End Devices—Displays the fabric’s end devices in the Fabric pane. The default setting for
thisvalueis ON.

Display End Device Labels—Displays the fabric’s end device labels in the Fabric pane. The default
setting for this value is OFF.

Expand Loops—Displays the loops in the fabric as individual connections in the Fabric pane. The
default setting for this value is OFF.

Expand Multiple Links—Displays multiple links in the Fabric pane as separate lines instead of one
thick line. The default setting for this value is OFF.

Open New Device Manager Each Time—Opens a new instance of Device Manager each time that
you invoke it from a switch in your fabric. The default value is OFF, which means that only one
instance of Device Manager is open at atime.
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» Select Switch or Link from Table—Allows you to select a switch or link in the Fabric pane by
clicking the switch or link in atable in the Information pane. The default setting for thisvalueis
disabled (unchecked), which means clicking a switch or link in the table does not change the switch
or link selection in the Fabric pane.

» Layout New Devices Automatically—Automatically places new devices in the Fabric pane in an
optimal configuration. The default setting for this value is OFF. In this mode, when you add a new
device, you must manually reposition it if the initial position does not suit your needs.

» Use Quick Layout when Switch has 30 or more End Devices—Displays the default setting for this
value (30). You can enter any number in this field. Enter O to disable Quick Layout.

« Override Preferences for Non-default Layout—Displays the default setting for this value (ON).

« Automatically Save Layout—If this option is enabled, any changes in the layout are automatically
saved. The default setting for this value is ON.

» Detach Overview Window—Allows you to easily center the Fabric pane on the area of the fabric
that you want to see. (Thisfeature is useful for large fabrics that cannot be displayed entirely within
the Fabric pane.) Bring up the overview window by clicking the Show/Hide Overview Window
button. It overlays the fabric window and remains there until you click the Show/Hide Overview
Window button again. If you enable this preference, you can detach the overview window and move
it to one side while you access the Fabric pane. The default setting for this value is disabled
(unchecked).

Network Fabric Discovery

Cisco Fabric Manager collects information about the fabric topology through SNMP queries to the
switches that are connected to Fabric Manager. The switch replies after having discovered all devices
connected to the fabric by using the information from its FSPF technology database and the Name Server
database and collected using the Fabric Configuration Server’s request/response mechanisms that are
defined by the FC-GS-3/4 standard. When you start Fabric Manager, you enter the 1P address (or host
name) of a seed switch for discovery.

After you start Fabric Manager and the discovery completes, Fabric Manager presents you with a view
of your network fabric, including all discovered switches, hosts, and storage devices.

Network LAN Discovery

Starting from NX-OS Release 4.2(0), you can discover Nexus and Catalyst Ethernet switches using
Cisco Discovery Protocol (CDP). DataCenter 3(DC3) switches are displayed under Datacenter and LAN
nodes. Fabric Manager displays basic information about DC3 switches and its ISLs.

Viewing Ethernet Switches

To view information about Ethernet switches, follow these steps:

Step1  Click the LAN node under Datacenter node.
Step2  Click Switchestab in the Information pane.
You can see the switch information as shown in Figure 5-16.
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Figure 5-16 Ethernet Switch Information
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Note  Datacenter isthe parent node of SAN and LAN nodes. The SAN node remains in the tree as the
parent for all the fabrics.

Removing a LAN

To remove a discovered LAN from the server, follow these steps:

Stepl  Choose Server > Admin.
You can see the switch information as shown in Figure 5-17.
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Figure 5-17 Control Panel
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Click to select the switch IP of the LAN you want to remove.

Click Remove.

Modifying the Device Grouping

Because not all devices are capable of responding to FC-GS-3 requests, different ports of asingle server
or storage subsystem may be displayed as individual end devices on the Fabric Manager map.

To group end devicesin asingle enclosure to have them represented by a single icon on the map, Fabric
Manager, follow these steps:

Stepl  Expand End Devices and then select Storage or Hosts in the Physical Attributes pane.
You see the end devices displayed in the Information pane.

Step2  Click one of the devicesin the Fabric pane, or click the Enclosur es tab of the Information pane, and then
click the device name (in the Name field) that you want to include in the enclosure.

Step3  Enter aname to identify the new enclosure in the Fabric pane map.

Step4  Click once on the device namein the Name field. To select more than one name, press the Shift key and
click each of the other names.

Step5  Press Ctrl-C to copy the selected name(s).

Step6  Press Ctrl-V to paste the device name into the Name field.
Y
Note  Toremove devices from an enclosure, triple click the device name and press Delete. To remove

an enclosure, repeat this step for each device in the enclosure.
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Using Alias Names as Enclosures

To create an enclosure that uses the alias name as the name of the enclosure using Fabric Manager,
follow these steps:

Stepl  Expand End Devices and select Hosts or Storage from the Physical Attributes pane.
You see the list of devicesin the Information pane. The NxPorts tab is the default.

Step2  Right-click the enclosure names that you want to convert to alias names and select Alias> Enclosure as
shown in Figure 5-18.

Figure 5-18 Alias Enclosure
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The Ailas > Enclosures window appears as shown in Figure 5-19. It contains alist of expressions. You
can also add expressions to the list and modify expressions in the current list.

Figure 5-19 List of Expressions

= flias-=Enclosure |

¥ou can creake enclosure names Ffrom selected aliases using the Following reqular expression list,
Flease modify them as appropriate and use ', or carriage return ko seperate each pattern,
(-*y[_-]HBA.*,
{_*)-ADAPTER.*,
(.*)_TD.*,
(%) [-_1FCA.*,
(.*1-QIp.*,
(.*3[_-1JMI.*,
(.*y[-_]QLA_*
{.*)1-8LOT.*,
fw*h-d.*,
{w* - [A-Zlu*i-d.*,

-1,

[] Don't showe me again

[ Apply ][ o] ][ Close ]

182632

Step3  Click the Apply Changes icon to save the changes and then click Close.
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Y
Note  Fabric Manager uses the regular expressions to convert multiple alias names into one enclosure. The

alias names should be in the same expression pattern rule. You can create enclosure names from selected
aliases using the regular expresssions list.

Using Alias Names as Descriptions

To create descriptions that uses alias names as the name of the description using Fabric Manager, follow
these steps:

Stepl  Select End Devices and from the Physical Attributes pane.
Step2  Click the General tab.
You see the list of devicesin the Information pane.

Step3  Select the device names that you want to populate the description with alias names and then click Alias
> Enclosur e button as shown in Figure 5-20.

You see the alias names are copied to corresponding rows in the description column.

Figure 5-20 Data Population: Alias to Description
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Note  Fabric Manager does not parse or format the alias name while copying.
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Controlling Administrator Access with Users and Roles

Cisco MDS 9000 Family switches support role-based management access whether using the CLI or
Cisco Fabric Manager. This lets you assign specific management privileges to particular roles and then
assign one or more users to each role.

The default-role contains the access permissions needed by a user to access the GUI (Fabric Manager
and Device Manager). These access permissions are automatically granted to all usersin order for them
to use the GUI.

Cisco Fabric Manager uses SNMPv3 to establish role-based management access. After completing the
setup routine, a single role, user name, and password are established. The role assigned to this user
allows the highest level of privileges, which includes creating users and roles. Use the Cisco Fabric
Manager to create roles and users and to assign passwords as required for secure management access in
your network.

Using Fabric Manager Wizards

Fabric Manager Client provides the following wizards to facilitate common configuration tasks:

- VSAN—Creates VSANs on multiple switches in the fabric and sets VSAN attributes including
interop mode, load balancing, and FICON.

« Zone Edit Tool—Creates zone sets, zones, and aliases. Adds members to zones and edits the zone
database.

» IVR Zone—Creates IVR zone sets, zones, and aliases. Enables VR NAT and auto-topology. Adds
members to IVR zones, and edits the IVR zone database.

e FCoE—Creates virtual Fibre Channel (FC) interfaces and VLAN to VSAN mappings, and binds
virtual FC interfaces to Ethernet interfaces or PortChannels.

« PortChannel—Creates PortChannels from selected ISLs either manually or automatically. Sets
PortChannel attributes such as channel ID and trunking mode.

e FCIP—Creates FCIP links between Gigabit Ethernet ports. Enables Fibre Channel write
acceleration and | P compression.

- DPVM—Establishes dynamic port VSAN membership, enables autolearning, and activates the
DPVM database.

» Port Security—Prevents unauthorized access to Cisco MDS switches and reports these intrusions to
the administrator.

» iSCSI—Creates zones for iSCSI initiators and adds a VSAN to atarget-allowed VSAN list.

» NPV—Reduces the number of Fibre Channel domain IDsin SANSs.

e Qo0S—Sets QoS attributes for zones in the selected VSAN.

« |IP ACL—Creates ordered I P access control lists and distributes to selected switches in the fabric.
» License Install—Facilitates download and installation of licenses in selected switchesin the fabric.

- Software Install—Verifiesimage compatibility and installs software images on selected switchesin
the fabric.
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Fabric Manager Troubleshooting Tools

Fabric Manager has several troubleshooting tools available from the toolbar or Tools menu

» Zone Merge Analysis—The zone merge analysis tool (available from the Zone menu) enables you
to determine if zones will merge successfully when two Cisco MDS switches are interconnected. If
the interconnected switch ports allow V SANs with identical names or contain zones with identical
names, then Fabric Manager verifies that the zones contain identical members. The merge analysis
tool can be run before attempting a merge or after fabrics are interconnected to determine zone
merge failure causes.

» End-to-End Connectivity—Fabric Manager’s end-to-end connectivity analysistool uses FC Ping to
verify interconnections between Cisco MDS switches and end-device (HBAs and storage devices)
in a particular VSAN. In addition to basic connectivity, Fabric Manager can optionally verify the
following:

— Paths are redundant.
— Zones contain at least two members.

End devices are connected to a manageable switch (have a currently active in-band or out-of-band
management path.)

» Switch Health Analysis—You can run an in-depth switch health analysis with Fabric Manager. It
verifies the status of all critical Cisco MDS switches, modules, ports, and Fibre Channel services.
Over 40 conditions are checked. This tool provides avery fast, simple, and thorough way to assess
Cisco MDS switch health.

- Fabric Configuration Analysis—Fabric Manager includes a fabric configuration analysis tool. It
compares the configurations of all Cisco MDS switchesin afabric to areference switch or apolicy
file. You can define what functions to check and what type of checksto perform. The analysis can
look for mismatched values, and missing or extravalues. If all configuration checking is performed
for al functions, over 200 checks are performed for each Cisco MDS switch.

After theanalysisisrun, the results are displayed with detail s about the i ssues that were discovered. You
can automatically resolve configuration differences by selecting them and clicking the Resolve button.
Fabric Manager automatically changes the configuration to match the reference switch or policy file.

Integrating Fabric Manager and Data Center Network
Management Software

Fabric Manager and Data Center Network Management (DCNM) software are the two major
components in the Cisco next-generation data center environment. Fabric Manager configures Cisco
Nexus 5000 Series switches and Cisco MDS 9000 Series switches. DCNM software configures Cisco
Nexus 5000 and Cisco Nexus 7000 Series switches. The Scope of the Fabric Manager softwareis
confined to SAN while the scope of the DCNM software is limited to the LAN network.

In atypical data center environment, the mixture of SAN and LAN topology are becoming increasingly
common. Since the two management software are not designed to work across their topology limits,
users are not able to navigate to Fabric Manager from DCNM software and vice versa.

Integrating Fabric Manager and DCNM provides a single platform to manage the networksin data center
3.0 and it provides seamless user experience under specific configuration. Starting from Cisco MDS
NX-OS Release 4.2, the directory structure has changed to accommodate the integration of Fabric
Manager with Cisco Nexus 5000 Series products.
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Launching a Switch from the Topology Map

To launch a switch in DCNM from Fabric Manager, follow these steps:

Stepl  Inthe Fabric Manager fabric pane, right-click the Nexus switch in the LAN map that you want to open
with DCNM.

You see the pop-up menu as shown in Figure 5-21.

Figure 5-21 Open with DCNM
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Step2  Inthe pop up menu, click DCNM and select appropriate context.
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Device Manager

This chapter describes how to use the Cisco MDS 9000 Device Manager. This chapter contains the
following sections:

» About Device Manager, page 6-1

» Launching Device Manager, page 6-3

» Using Device Manager, page 6-4

» Setting Device Manager Preferences, page 6-10

About Device Manager

Device Manager provides agraphic representation of a Cisco MDS 9000 Family switch chassis or Cisco
Nexus 5000 Series switch chassis, including the installed switching modules, the supervisor modules,
the status of each port within each module, the power supplies, and the fan assemblies.

Device Manager provides a graphical representation of a Cisco MDS 9000 Family switch chassis or
Cisco Nexus 5000 Series switch chassis, including the installed switching modules, the supervisor
modules, the status of each port within each module, the power supplies, and the fan assemblies.

The tables in the Fabric Manager Information pane basically correspond to the dialog boxes that appear
in Device Manager. However, while Fabric Manager tables show values for one or more switches, a
Device Manager dialog box shows values for a single switch. Also, Device Manager provides more
detailed information for verifying or troubleshooting device-specific configuration than Fabric Manager.

Device Manager Release 4.2 and later provides enhanced security using multiple perspectives (simple
and advanced) allowing role based-access to its features. The Device Manager perspective filters out
menu items that are not relevant to the user. Users with server admin role, can only access a subset of
the fabric related features. The server admin role will not be able to manage Device Manager users or
connected clients.

Device Manager Release 5.0 and later supports all the software featuresthat are offered by Cisco NX-OS
for managing Cisco MDS 9148 and 9124 Multilayer Fabric switches. Cisco MDS 9148 Multilayer Fabric
Switch isa48-port (1/2/4/8G) FC 1RU switch based on the Sabre ASIC and Cisco MDS 9124 Multilayer
Fabric switch is a 1/2/4/8G switch module for HP BladeServer based on the Sabre ASIC. Device
Manager and Fabric Manager allow you to discover, display, configure, monitor, and service both these
new switches.

Support for Cisco Nexus 5000 Series Switches

Device Manager allows you to discover, display, configure, monitor, and service the following Cisco
Nexus 5000 Series switches:
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» Cisco NX-OS Release 4.2(1)N2(1) supports the 2 RU (rack unit) Cisco Nexus 5020 switch. It has
40 10-Gigabit Ethernet host interfaces for its downlink connection to servers or hosts and supports
two optional expansion modules (GEMs). It does not support Fibre Channel over Ethernet (FCoE).

» Cisco NX-OS Release 5.0(2)N1(1) supports the 1 RU (rack unit) Cisco Nexus 5548 switch. It has
32 10-Gigabit Ethernet and FCoE ports with small form-factor pluggable (SFP+) interface adapters
for its downlink connection to servers or hosts. You can put the optional following expansion
modules into the Cisco Nexus 5548 switch:

— N55-M16P module—It has 16 10-Gigabit Ethernet and FCoE ports with SFP+ interface
adapters for its uplink connections.

— N55-M8P8FP module—It has eight 8-Gbps Fibre Channel interfaces and eight 10-Gigabit
Ethernet and FCoE ports with SFP+ interface adapters for its uplink connections.

N

Note  You can configure Fibre Channel or FCoE on the switch by enabling the HTTP server
application. Usethe feature http-server command to enablethe HTTP server on the switch.

Support for Cisco Nexus 2000 Series Fabric Extenders
Device Manager supports the following Cisco Nexus 2000 Series Fabric Extenders on a Cisco Nexus
5000 Series switch that runs Cisco NX-OS Release 4.2(1)N2(1) or later releases:

« Cisco Nexus 2148T Fabric Extender—It has four 10-Gigabit Ethernet fabric interfacesfor its uplink
connection to the parent Cisco Nexus 5000 Series switch and 48 1000BASE-T (1-Gigabit) Ethernet
host interfaces for its downlink connection to servers or hosts.

» Cisco Nexus 2232PP Fabric Extender—It has eight 10-Gigabit Ethernet fabric interfaces with small
form-factor pluggable (SFP+) interface adapters for its uplink connection to the parent Cisco Nexus
5000 Series switch and 32 10-Gigabit Ethernet fabric interfaces with SFP+ interface adaptersfor its
downlink connection to servers or hosts.

» Cisco Nexus 2248TP Fabric Extender—It has four 10-Gigabit Ethernet fabric interfaces with small
form-factor pluggable (SFP+) interface adaptersfor its uplink connection to the parent Cisco Nexus
5000 Series switch and 48 1000BASE-T (1-Gigabit) Ethernet host interfaces for its downlink
connection to servers or hosts.

» Cisco Nexus N2224TP Fabric Extender—It hastwo 10-Gigabit Ethernet fabric interfaces with small
form-factor pluggable (SFP+) interface adaptersfor its uplink connection to the parent Cisco Nexus
5000 Series switch, and 24 1000BASE-T (1-Gigabit) Ethernet host interfaces for its downlink
connection to servers or hosts. It does not support Fibre Channel over Ethernet (FCOE).

Device Manager allows you to discover, display, configure, monitor, and view these Fabric Extenders.

Device Manager Features

Device Manager provides two views: Device View and Summary View. Use Summary View to monitor
interfaces on the switch. Use Device View to perform switch-level configurations including the
following:

» Configure virtual Fibre Channel interfaces.

« Configure Fibre Channel over Ethernet (FCoE).
» Configure zones for multiple VSANS.

« Manage ports, PortChannels, and trunking.

- Manage SNMPv3 security access to switches.
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» Manage CLI security access to the switch.

- Manage alarms, events, and notifications.

- Save and copy configuration files and software image.
« View hardware configuration.

« View chassis, module, port status, and statistics.

Launching Device Manager

To launch Device Manager from your desktop, double-click the Device Manager icon and follow the
instructions described in the “ Integrating Cisco Fabric Manager with Other Management Tools” section
on page 2-41.

To launch Device Manager, follow these steps:

Stepl  You can choose one of the following:

a. Right-click the switch you want to manage on the Fabric pane map and choose Device M anager
from the menu that appears.

b. Double-click a switch in the Fabric pane map.
c. Select aswitch in the Fabric pane map and choose Tools > Device M anager.

You see the Device Manager open dialog box as shown in Figure 6-1

Figure 6-1 Device Manager: Open Dialog Box
Device Manager DEVEL - Open g|
il
CISCO
Dewice Mame: |172,22.46,220 A
Lser Mame:
Password:

SMMPw3  Auth-Privacy:|MDS w
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Proey SMMP through Fr
I:l SHA

MDS-AES
SHA-DES
CHA-BES =

[ Open ][ Options <<

Step2  Enter the IP adress of the device.
Step3  Enter the user name and password.

Step4  Check the Proxy SNMP through FM S check box if you want Device Manager Client to use a TCP-based
proxy server.
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Step5  Choose the Auth-Privacy option according to the privacy protocol you have configured on your switch:

a. If you have not configured the switch with aprivacy protocol, then choose Auth-Privacy option MD5
(no privacy).

b. If you have configured the switch with your privacy protocol, choose your Auth-Privacy choice.
Step6  Click Open to open the Device Manager.

Using Device Manager

This section describes the Device Manager interface as shown in Figure 6-2.

Figure 6-2 Device Manager, Device Tab
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2 |Toolbar 6 |Supervisor modules
3 |Tabs 7 |Switching or services modules
4 |Legend

Menu Bar

The menu bar at the top of the Device Manager main window provides options for managing and
troubleshooting a single switch. The menu bar provides the following options:

Device—Opens an instance of Device Manager, sets management preferences, sets the page layout,
opens a Telnet/SSH session with the current switch, exports a device image, and closes the Device
Manager application.

Physical—Allows you to view and manage inventory, modules, temperature sensors, power
supplies, fans, and the entire system.

Interface—Allows you to configure and manage PortChannels, as well as Fibre Channel, Ethernet,
iSCSI, and FICON ports. Also provides diagnostic, management and monitoring capabilities, as
well as SPAN and port tracking.

N

Note  The Interface > Port Channels menu option does not appear if the Cisco Nexus 5000 Series
switch isin NPV mode and runs a Cisco NX-OS release prior to 4.2(1).

FC—AIllows you to configure and manage VSAN, domain, and name server characteristics. Also
provides advanced configuration capabilities.

FCoE—AIllowsyou to configure the FCoE parameters and map V SANsto VLANson aCisco Nexus
5000 Series switch.

N

Note  The FCOE menu option appears only if the Cisco Nexus 5000 Series switch runs Cisco
NX-OS Release 4.0(14a) or later releases.

FICON—AIllows you to configure and manage FICON V SANSs, configure RLIR ERL information,
swap selected FICON ports, and view FICON port numbers.

IP—Allows you to configure and manage the following types of information: FCIP, iSCSI, iSNS,
routes, VRRP, and CDP.

Security—Allowsyou to configure and manage FCSP, port security, iSCSI security, SNMP security,
common roles, SSH, AAA, and IP ACLs.

Admin—Allows you to save, copy, edit, and erase the switch configuration, monitor events,
manipulate Flash files, manage licenses, configure NTP, use CFS, and reset the switch. Also enables
you to use the show tech support, show cores, and show image commands.

L ogs—Shows the various logs: message, hardware, events, and accounting. Also displays FICON
link incidents, and allows you to configure the syslog setup.

Help—Displays online help topics for specific dialog boxes in the Information pane.
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Toolbar Icons

The Device Manager toolbar provides quick access to many Device Manager features. Once theicon is
selected, a dialog box may open that allows configuration of the feature. The toolbar provides the main
Device and Summary View icons as shown in Table 6-1.

Table 6-1 Device Manager Main Toolbar

Icon Description
Open Device Opens the Device Manager view for another

E switch, with the option to open thisview in a
separate window.
Refresh Display Communicates with the switch and displays the
i information in the Device Manager view.

Command-Line Opens a separate CLI command window to the
Interface switch.

Configure Selected | Opens a configuration dialog box for the selected
component (line card or port).

SysLog Opens a window that lists the latest system
messages that occurred on the switch.

& B

VSANSs Opensthe VSAN dialog box that provides VSAN
E configuration for the switch.

Save Configuration |Saves the current running configuration to the
startup configuration.

E

Copy Copies configuration file between server and
switch.
Toggle Toggles the FICON and interface port labels.
5% FICON/Interface
Port Labels
Select VSAN Filters the port display to show only those ports
[;SAN Al q belonging to the selected VSAN.
Help Accesses online help for Device Manager.
2
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Dialog Boxes

Tabs

Legend

Note

Note

If atoolbar icon is selected, adialog box may open that allows configuration of the selected feature. The
dialog box may include table manipulation icons. See the “Information Pane” section on page 5-13 for
descriptions of these icons.

Click the Device tab on the Device Manager main window to see agraphical representation of the switch
chassis and components.

The Device view also shows the switch chassis information of the Cisco Nexus 2000 Series Fabric
Extenders (FEXSs) that are connected to a Cisco Nexus 5000 Series switch that runs Cisco NX-OS
Release 4.2(1)N2(1) or later releases.

Click the Summary tab on the Device Manager main window to see a summary of active interfaces on
asingleswitch, aswell as Fibre Channel and | P neighbor devices. The Summary View also displays port
speed, link utilization, and other traffic statistics. There are two buttons in the upper left corner of the
Summary View tab used to monitor traffic. To monitor traffic for selected objects, click the M onitor
Selected I nterface Traffic Util% button. To display detailed statistics for selected objects, click the
Monitor Selected I nterface Traffic Details button. You can set the poll interval, the type or Rx/Tx
display, and the thresholds.

The Summary tab does not display the utilization statistics (Util%) of virtual Fibre Channel interfaces
for Cisco Nexus 5000 Series switches that run Cisco NX-OS Release 4.2 or |ater releases.

The legend at the bottom right of the Device Manager indicates port status, as follows:
Colors

« Green—The port is up.

- Brown—The port is administratively down.

» Red—The port is down or has failed.

» Amber—The port has a minor fault condition.

e Gray—The port is unreachable.

» Blue—The port is out of service.

L abels
e X—Link failure
« E—ISL

e TE—Multi-VSAN ISL
 F—Host/storage
e FL—Floop
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- |—iSCS

» SD—SPAN destination

« CH—Channel

- CU—Control Unit

 NP—Proxy N-Port (NPV Mode)

e TNP—Trunking NP_Port (NPV Mode)

« TF—Trunking F_Port

» f—vFC Present (Cisco Nexus 5000 Series switches only)

Supervisor and Switching Modules

Tip

Note

In the Device View, you can right-click an object and get information on it, or configure it. If you
right-click a module, the menu shows the module number and gives you the option to configure or reset
the module. If you right-click a port, the menu shows the port number and gives you the option to
configure, monitor, enable/disable, set beacon mode, or perform diagnostics on the port.

You can select multiple portsin Device Manager and apply options to all the selected ports at one time.
Either select the ports by clicking the mouse and dragging it around them, or hold down the Contr ol key
and click each port.

To enable or disable a port, right-click the port and click Enable or Disable from the pop-up menu. To
enable or disable multiple ports, drag the mouse to select the ports and then right-click the selected ports.
Then click Enable or Disable from the pop-up menu.

To manage trunking on one or more ports, right-click the ports and click Configure. In the dialog box
that appears, right-click the current value in the Trunk column and click nonTrunk, trunk, or auto from
the pull-down list.

To create PortChannels using Device Manager, click PortChannels from the Interface menu.

To create a PortChannel, all the ports on both ends of the link must have the same port speed, trunking
type, and administrative state.

Context Menus

Context menus are available in both Device Manager views by right-clicking a device or table.
From Device View:

» Device—Right-click asystem, module, or power supply to bring up a menu that gives you the option
to configure or reset the device.

» Port— Right-click aport to bring up amenu that shows you the number of the port you have clicked,
and to give you the option to configure, monitor, enable, disable, set beacon mode, or perform
diagnostics on the port.

From Summary View:

[l Cisco Fabric Manager Fundamentals Configuration Guide
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- Table— Right-click the table header to show alist of which columnsto display in that table:
Interface, Description, VSANSs, Mode, Connected To, Speed (Gb), Rx, Tx, Errors, Discards, and

Log. Click the Description field to bring up the appropriate configuration dialog box for the port
type.
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Setting Device Manager Preferences

To set your preferences for the behavior of the Device Manager application, choose Device >
Preferences from the Device menu. You can set the following preferences:

Retry Requests x Time(s) After x sec Timeout—Allows you to set the retry request values. The
default settings are 1 time after a 5-second timeout.

Enable Status Polling Every x secs—Allows you to set the status polling value. The default setting
is enabled (checked) with atime of 40 seconds.

Trace SNM P Packetsin M essage L og—Allows you to set whether Device Manager traces SNMP
packets and logs the trace. The default setting is disabled (unchecked).

Register for Events After Open, Listen on Port 1163—Allows you to register this switch so that
events are logged once you open Device Manager. The default setting is enabled (checked).

Show WorldWideName (WWN) Vendor—Displaystheworld wide name vendor namein any table
or listing displayed by Device Manager. If Prepend is checked, the name isdisplayed in front of the
I P address of the switch. If Replaceis checked, the nameis displayed instead of the P address. The
default setting is enabled (checked) with the Prepend option.

Show Timestamps as Date/Time—Displays timestamps in the date/time format. If this preference
is not checked, timestamps are displayed as elapsed time. The default setting is enabled (checked).

Telnet Path—Sets the path for the tel net.exe file on your system. The default istelnet.exe, but you
need to browse for the correct location.

N
Note If you browse for a path or enter a path and you have a space in the pathname (for example,

c:\program files\telnet.exe, then the path will not work. To get the path to work, manually
place quotes around it (for example, " c:\program files\telnet.exe").

CLI Session Timeout x secs (0= disable)—Specifies the timeout interval for a CLI session. Enter
0 to disable (no timeout value). The default setting is 30 seconds.

Show Tooltipsin Physical View—Determines whether tooltips are displayed in Physical (Device)
View. The default setting is enabled (checked).

Label Physical View Ports With:—Specifies the type of label to assign to the ports when you are
in Physical (Device) View. The options are FICON and Interface. The default setting is Interface.

Export Table—Specifies the type of file that is created when you export a table using Device
Manager. The options are Tab-Delimited or XML. The default setting is Tab-Delimited.
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CHAPTER ;

Fabric Manager Web Client

Fabric Manager Web Client

With Fabric Manager Web Client, you can monitor Cisco MDS switch events, performance, and
inventory from a remote location using a web browser. You can also monitor the events, performance,
and inventory information of Cisco Nexus 5000 Series switches.

This chapter contains the following sections:
» About Fabric Manager Web Client, page 7-1
» Navigating Fabric Manager Web Client, page 7-2
« Installing Fabric Manager Web Client, page 7-3
» Launching Fabric Manager Web Client, page 7-7
» Health, page 7-9
» Performance, page 7-13
« Inventory, page 7-29
* Reports, page 7-39
« Admin, page 7-50
» Fabric Manager Web Search Engine, page 7-67
» Configuring Backups Using Fabric Manager WebClient, page 7-72

About Fabric Manager Web Client

Using Fabric Manager Web Client, you can monitor Cisco MDS 9000 Series or Cisco Nexus 5000 Series
switch events, performance, and inventory, and perform minor administrative tasks.

Fabric Manager Web Client provides the following features:

« Summary and drill down reports—The Performance Manager summary report provides a
high-level view of your network performance. These reports list the average and peak throughput
and provides hot-links to additional performance graphs and tables with additional statistics. Both
tabular and graphical reports are available for all interconnections monitored by Performance
Manager. Performance Manager also analyzes daily, weekly, monthly and yearly trends. You can
also view the results for specific time intervals using the interactive zooming functionality. These
reports are only available if you create a collection using Performance Manager and start the
collector. To view historical performance reports, you need to install Adobe Flash Player 10 or later.
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See the “Historical Performance Monitoring” section on page 11-4.

- Zero maintenance database for statistics storage—No maintenance is required to maintain
Performance Manager’'s round-robin database, because its size does not grow over time. At
prescribed intervals the oldest samples are averaged (rolled-up) and saved. A full two days of raw
samples are saved for maximum resolution. Gradually the resolution is reduced as groups of the
oldest samples are rolled up together.

You see Fabric Manager Web Client window as shown in Figure 7-1.

Figure 7-1 Fabric Manager Web Client
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Navigating Fabric Manager Web Client

With most screens, Fabric Manager Web Client has standardized certain navigation conventions.

Navigation Tree

You can use the filter navigation tree in the left pane to access the areas you want as follows:

» Select SAN to view information for all fabrics and VSANsin the SAN. When you do this, a Fabric
column is added as the first column of the tables.

» Click afabric folder to view information for that specific fabric.

- Some screens have expandable fabric folders. You can expand the fabric folders (by clicking the +
or - iconsin front of the folders) to see alist of VSANSs in that fabric. Select a VSAN to view
information for that VSAN.
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The features accessible from the tabs are limited to the areas you select in the filter tree.

Table Filtering and Navigation

Printing

Exporting to a File

Sorting Columns

You can filter the display of some tables to view subsets of the information. At the top right of these
tables are one or more drop-down lists. Select an item from these lists, and then click Filter to filter the
table information on that item.

You can change the number of rows displayed per page by selecting a number from the Rows per page
drop-down list at the lower left corner of the table. Once you select a number, the table is updated with
the new number of rows; you do not have to click a button.

For tables with multiple pages of information, you can:

- Jump to thefirst or last page of the table by clicking the first page or last page icons (arrows with a
bar in front of it)

« Jump to the next page or previous page by clicking the next page or previous page icons (arrows)

- Jump to a specific page by entering the page number in the Go to page field and clicking the Go
button.

You can search certain columns in the tables for information if a table column has a black icon next to
the column head. Click the icon to display a Search dialog box.

ThereisaPrint icon in the lower right corner of some tables. Click thisicon to view the tablein a
printer-friendly format. You can then print the page from the browser.

Thereis an Export icon in the lower right corner of some tables. Click thisicon to export the datato a
.CSV file that can be read by programs such as Microsoft Excel.

On some screens, you can click a column head to sort the information for that column.

Installing Fabric Manager Web Client

If you are installing the Fabric Manager Web Client software for the first time, or if you want to update
or reinstall the software, you access the supervisor module of the switch using a web browser. Install
Fabric Manager Web Client on the same workstation where you installed Fabric Manager Server.

You must install Fabric Manager Web Client to view Performance Manager reports through a web
browser.

For switches running Cisco MDS 9000 FabricWare, you need to install the Fabric Manager Web Client
software from the CD-ROM included with your switch, or download Fabric Manager from Cisco.com.

To install Fabric Manager Web Client from the CD-ROM, navigate to the Fabric Manager installation
notes and follow the directions.

To download the software from Cisco.com (requiresavalid user name and password), go to the following
website:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm
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Step 1

Step 2

Step 3

Note

Note

To download and install the software on your workstation, follow these steps:

Optionally, enter the |P address or host name of the supervisor module running Cisco MDS NX-OSin
the Location or Address field of your browser. You see the installation page displayed by the HTTP
server of the supervisor module.

When you connect to the server for thefirst time, it checksto seeif you have the correct Sun Java Virtual
Machine version installed on your workstation. If you do not have the correct version installed, alink is
provided to the appropriate web page on the Sun Microsystems website so you can install it.

a. Click the Sun Java Virtual Machine software link (if required) to install the software.

b. Using the instructions provided by the Sun Microsystems website, reconnect to the supervisor
module by reentering the I P address or host name in the Location or Address field of your browser.

N
Note  Werecommend Javaversion 1.5(x) or later. To use |Pv6 addresses, you must have Java version

1.5. To change the Java Runtime Environment (JRE) version, start Java Web Start and set the
Java preferences.

Click the Fabric Manager Web Client installation link. You see a prompt asking for permission to
install the application on your workstation.

Click Yesto run the installer, which detects the installed version of the software, and prompts for
upgrades or downgrades and other options if applicable.

N
Note If TCP port 80isin use, Fabric Manager Web Client checks port 8080 next. If that port is also

in use, Fabric Manager Web Client uses the next available port. You can set the TCP port that
you want Fabric Manager Web Client to use during the installation process.

Unlessyou specify adifferent directory on aWindows PC, the softwareisinstalled in the default location
of C:\Program Files\Cisco Systems\M DS 9000. A Cisco MDS 9000 program group is created under
Start > Programs. This program group contains shortcuts to Fabric Manager and Device manager.

On aUNIX (Solaris or Linux) machine, the installation path is/usr/local/cisco_mds9000. If this directory
is not writable by the user, which isthe case for non-root users, the default is set to $SHOME/cisco_mds9000.
Shell scripts are created in the bin directory.

On aWindows PC, you install Fabric Manager Web Client as a service. This service can then be
administered using the Services Panel from the Windows Control Panel. By default, Fabric Manager
Web Client automatically starts when the workstation is rebooted. You can change this behavior by
modifying the properties in the Services Panel.

You need to configure the Fabric Manager Server on the DNS server for remote logins unless the Fabric
Manager Server is binding to a specific interface.
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Using Fabric Manager Web Client with SSL

Step 1

Step 2

Step 1

Step 2

Step 3

Step 4

Fabric Manager Web Client uses TCP port 80 by default. If you want to install SSL certificates and use
Fabric Manager Web Client over HTTPS (using TCP port 443 or another custom port), you need a
certificate for each external |P address that accepts secure connections. You can purchase these
certificates from a well-known Certificate Authority (CA).

To enable SSL, users must set up the keystore to use either a self-signed certificate or a certificate from
atrusted third-party company such as Verisign.

To create alocal certificate, follow these steps:

Set up a keystore to use self-signed certificate (local certificate). From the command line, enter the
following command:

%JAVA_HOME%/bin/keytool -genkey -alias tomcat -keyalg RSA -keystore "C:\Program
Files\Cisco Systems\MDS 9000\keystore"

Enter your name, organization, state, and country. Enter changeit when prompted for a keystore
password. If you prefer to use your own password, do not forget to change the keystorepass attribute in
the server.xml file. When prompted for a key password, press Enter or use the same password as the
keystore password.

N
Note  You can now follow the steps in the next section for modifying Fabric Manager Web Client to
use SSL.

In order to obtain a certificate from the Certificate Authority of your choice, you must create a Certificate
Signing Request (CSR). The CSR isused by the certificate authority to create a certificate that identifies
your website as secure.

To create a CSR, follow these steps:

Create alocal certificate (as described in the previous section).

~

Note  You must enter the domain of your website in the field first and last name in order to create a
working certificate.

The CSR is then created with this command:

keytool -certreq -keyalg RSA -alias tomcat -file certreq.csr -keystore "C:\Program
Files\Cisco Systems\MDS 9000\keystore"

Now you have afile called certreg.csr. The fileis encoded in PEM format. You can submit it to the
certificate authority. You can find instructions for submitting the file on the Certificate Authority
website. You will receive a certificate.

Once you have your certificate, you can import it into your local keystore. You must first import a Chain
Certificate or Root Certificate into your keystore. You can then import your certificate.

Download a Chain Certificate from the Certificate Authority where you obtained the certificate:
- For Verisign.com commercial certificates, go to:
http://www.verisign.com/support/install/intermediate.html
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Step 1

Step 2

Step 3

For Verisign.com trial certificates, go to:

http://www.verisign.com/support/verisign-intermediate-ca/Trial_Secure_Server_Root/index.html

For Trustcenter.de, go to:

http://www.trustcenter.de/certservices/cacerts/en/en.htm#server

For Thawte.com, go to:
http://www.thawte.com/certs/trustmap.html

Import the Chain Certificate into your keystore by entering the following command:

keytool -import -alias root -keystore " C:\Program Files\Cisco Systems\M DS 9000\keystor e"
-trustcacerts -file filename_of _the chain_certificate

Import the new certificate in X509 format:

keytool -import -alias tomcat -keystore " C:\Program Files\Cisco Systems\MDS
9000\keystore" -trustcacerts -file your_certificate_filename

To modify Fabric Manager Web Client to use SSL, follow these steps:

Stop Fabric Manager Web Client if you have already launched it. If you installed this on Windows, you
can stop the service using Windows Services under Administrative Tools.

Use atext editor to open \jboss\ser ver\default\deploy\j boss-web.deployer\ser ver.xml from the
directory where Fabric Manager Web Client isinstalled. You see the following lines in the beginning
after some copyright information:

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="80" minProcessors="5" maxProcessors="75"
enablelLookups="false" redirectPort="8443"
acceptCount="10" debug="0" connectionTimeout="60000"/>

<!-- Define an SSL HTTP/1.l1l Connector on port 8443 -->

<l--

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8443" minProcessors="5" maxProcessors="75"
enableLookups="true"
acceptCount="10" debug="0" scheme="https" secure="true">

<Factory className="org.apache.catalina.net.SSLServerSocketFactory"

clientAuth="false" protocol="TLS"/>

</Connector>

-—>

Comment the first <Connector> element and uncomment the second one. Note that the port changes
from 8443 to 443 and keystore and keypass are added. Your file should look like the following example:

<!l--

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="80" minProcessors="5" maxProcessors="75"
enableLookups="false" redirectPort="8443"
acceptCount="10" debug="0" connectionTimeout="60000"/>

-—>

<!-- Define an SSL HTTP/1.l1 Connector on port 8443 -->

<Connector className="org.apache.catalina.connector.http.HttpConnector"
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Step 4
Step 5

Note

port="443" minProcessors="5" maxProcessors="75"
enableLookups="true"
acceptCount="10" debug="0" scheme="https" secure="true">
<Factory className="org.apache.catalina.net.SSLServerSocketFactory"

clientAuth="false" protocol="TLS"
keystoreFile="C:\Program Files\Cisco Systems\MDS 9000\keystore"
keystorePass="changeit" />

</Connector>

Save thisfile.
Restart Fabric Manager Web Client.

If you restart Fabric Manager Server with SSL enabled, you must restart Fabric Manager Web Client. If
you want to stop and restart Fabric Manager Server with SSL disabled, then you must restart Fabric
Manager Web Client.

Launching Fabric Manager Web Client

Step 1

Before you can use Fabric Manager Web Client to monitor a switch, the service must be started on the
server you are connecting through. The browser does not have to be on the same workstation where
Fabric Manager Web Client isinstalled.

To launch Fabric Manager Web Client, follow these steps:

If you are on the same workstation where you installed Fabric Manager Web Client, then open your
browser and in the Location field enter http://localhost: PORT. Enter your port number if you specified
adifferent port during installation. You can omit the port number if you used port 80 by default.

If you are on a different workstation from where you installed Fabric Manager Web Client, then open
your browser and in the Location field enter http://<your Server Address>:PORT, where
<your Server Address> is the address where you installed Fabric Manager Web Client, and PORT is 80
by default. Enter your port number if you specified a different port during installation.

Jo

Tip Choose Start > Control Panel > Administrative Tools> Servicesto verify that Fabric Manager
Web Client has started. To start Fabric Manager Web Client, use a browser to go to the location
of the service.

You can also view this information using the Admin > Status menu of the Fabric Manager Web
Client.

On a UNIX workstation, use the following command:
$ /usr/local/cisco_mds9000/bin/FMWebClient.sh status

You see the Fabric Manager Web Client Login dialog box as shown in Figure 7-2. The text field at the
bottom shows the Message of the Day from the server you logged into.
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Figure 7-2 Fabric Manager Web Client Login Dialog Box
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Step2  Enter your user name and password.
Step3  Click Login.

N

Note  If you have a new installation of Fabric Manager, the default user ID and password is
admin/password. We recommend you change your password the first time you use Fabric
Manager Server. If you do not have a new installation, you can use any existing passwords.

s

Note If you are using Firefox to access Fabric Manager Web Client, you may receive a warning message
indicating a problem with the security certificate of the website. To resolve this issue, you may need to
add the security exception.

To add the security exception, follow these steps:

Stepl  Onthewarning page, click Or you can add an exception.
Step2  Click Add Exception.
The Add Security Exception dialog will appear.
Step3  Click Get Certificate.
Read the text describing the problems with this site.
Step4  Click Confirm Security Exception.
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After launching Fabric Manager Web Client, you see the screen as shown in Figure 7-1, which you can
also see by choosing Health > Summary. Fabric Manager Web Client polls the Fabric Manager Server
database to display the managed devices in the left pane.

Health

The Health tab shows events and issues for the selected items, persistent across user sessions.
The Health tab contains the following subtabs:

»  Summary—Shows a summary of events and problems for all SANSs, or a selected SAN, fabric, or
switch. You can click any of the blue links for more information about that item.

- Fabric—Shows adetailed list of events and hardware, or accounting. You can filter these events by
severity, date, and type of event.

- Syslog—Shows a detailed list of system messages. You can filter these events by severity, date, and
type of event.

« Analysis—Enablesyou to schedule or run analysisreports and compile results to analyze the Fabric
Manager Server database statistics.

Viewing Summary Information

To view a summary of events and problems using Fabric Manager Web Client, follow these steps:

Stepl  Click the Health tab, and then click Summary tab.

You see the Summary tab window. In the left navigation pane you see a list of the fabrics managed by
Fabric Manager Server. In theright paneisasummary table of problems and eventsfor the last 24 hours
as shown in Figure 7-3.
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Figure 7-3 Summary Tab
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Step2 Do one of the following:
» Choose SAN to display summary information for all fabrics.
« Choose one of the fabrics to display summary information for that fabric.

Step3  Click the warnings next to Switches, ISLs, Hosts, or Storage (other than 0) to see an inventory of
switches, ISLs, or end devices for that fabric.

Step4  Choose the number of events next to the event severity levels (Emergency, Alert, Critical, Error,
Warning, Notice, Info, or Debug) to see a table of events and descriptions for that fabric.

Viewing Fabric Information

To view adetailed list of events and hardware or accounting using Fabric Manager Web Client, follow
these steps:

Stepl  Click the Health tab, and then click Fabric Events tab.
You see the Fabric tab window as shown in Figure 7-4.
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Figure 7-4 Fabric Events Tab
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Step2  Expand afabric and choose one of the switches to display event information for that switch.

Viewing Syslog Information

To view adetailed list of system messages using Fabric Manager Web Client, follow these steps:

Stepl  Click the Health tab, and then click Syslog tab.
You see the Syslog tab as shown in Figure 7-5.
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Figure 7-5 Syslog Tab
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Step2  Select one of the fabrics to display atable of syslog information for that fabric.
Step3  Expand afabric and select one of the switches to display syslog information for that switch.

Step4  If you have selected a fabric and one or more switches in that fabric have system messages, you see
Events, Hardware, Accounting, and Link Incidentsin the Files column. Click one of these message
types to see system messages for the switches in that fabric filtered by the message type you clicked.

N

Note If you select aswitch, choose an interval and a message type from the drop-down lists, and then
click Filter to see system messages filtered by the message type you chose.

A
Note  Toview MDS configuration changes, click accountingX.log under Files. To view the

configuration changes of a switch using Device Manager, click L ogs> FM Server > Accounting
> Current.

Viewing Analysis Reports

As of Cisco SAN-OS Release 3.2(1) and up to Cisco NX-OS 4.1(3), you can run or schedule analysis
reports to summarize the Fabric Manager Server database statistics. You can run or schedule the
following analysis reports:

« Connectivity (Host to Storage or Storage to Host)—The connectivity report summarizes zoning for
multiple hosts or storage devices. If you choose host to storage, the report shows all storage devices
zoned as accessible by each host. If you choose storage to host, the report shows all hosts that can
access a specific storage device.
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Step 1

Step 2
Step 3

- Zoning Discrepancies—The zoning discrepancies report identifies zoning i ssues that might impact
connectivity or security.

- Multi Path—The multi path report determines the number of active and inactive paths between
hosts and storage enclosures.

- Switch Health—The switch health report provides status information on all critical Cisco MDS
9000 system, module, port, and Fibre Channel services.

« Fabric Configuration—The fabric configuration analysis compares multiple switches to a specific
switch or a saved configuration.

To run analysis reports using Fabric Manager Web Client, follow these steps:

Click the Health tab, and then click Analysis tab.
You see the Analysis tab shown in Figure 7-6.

Figure 7-6 Analysis Tab
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Select a report from the Report Type drop-down list.
Click Run Report to run the report.

To schedule areport to run at a specified time, see “ Generating Custom Reports by Template” section
on page 7-45.

Performance

The Performance tab shows an overview of the average throughput and link utilization of SAN
components. You see pie charts for the throughput and utilization. You can click a pie chart to view a
table of the data. In these tables, clicking a blue link displays a graph of that data, if applicable. The
Filter drop-down list at the top right of the screen allows you to filter the data based on various periods
of time.
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The Performance tab contains the following subtabs:
» Summary—Shows the total utilization and throughput in summary form.
» End Devices—Shows a detailed list of end devices (host or storage), port traffic, and errors.
» |SLs—Shows adetailed list of ISL traffic and errors.
e NPV Links— Shows a detailed list of traffic between NPV devices and ports.
» Flows—Shows a detailed list of host-to-storage traffic.

» Ethernet—Shows a detailed list of Gigabit Ethernet ports and Cisco Nexus 5000 Series Ethernet
ports and Ethernet port channels.

« Others—Shows a detailed list of other statistics.

- Traffic Analyzer—Shows a summary of SPAN ports configured in the SAN and any traffic
analyzers configured.

» Prediction—Displays a graph that predicts future performance to help determine when storage
network connections will become overutilized.

« Switch Bandwidth—Shows total bandwidth for a switch.

Viewing Performance Summary Information

To view total utilization and throughput in summary form using Fabric Manager Web Client, follow
these steps:

Stepl  Click the Performance tab, and then click Summary tab.

You see the Summary tab shown in Figure 7-7.
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Step 2

v

Note

Note

Figure 7-7 Summary Tab
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Expand afabric and select one of the VSANS to display network throughput and link utilization
information for that VSAN.

N

Note Click a pie chart (Hosts, Storage, or I SLs) to go to the appropriate performance table.

License compliance information is provided at the top of the pane indicating that unlicensed switches
may not be supported in the future. You can click the link to view the list of unlicensed switches.

To view performance information, you must activate performance collector. To configure Performance
Manager, follow the instructions described in the “ Creating Performance Collections” section on
page 7-61.

Performance Detail Summary Report

Step 1
Step 2

To view adetailed summary report of the performance details using Fabric Manager Web Client, follow
these steps:

Click the Performance tab, and then click Summary tab.
Click the Performance Utilization Summary Details link at the bottom of the page.
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You will see the summary report details as shown in Figure 7-8.

Figure 7-8
‘erformance Detail Summary Report
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Viewing Performance Information for End Devices

Step 1

75 ~ 100%
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Max T2 Avg3 Max Rx3 Max Tx3 Average [rx+t
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To view host and storage port traffic and errors using Fabric Manager Web Client, follow these steps:

Click the Perfor mance tab, and then click End Devices tab.

You see the End Devices tab window as shown in Figure 7-9.
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Figure 7-9 End Devices Tab
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Step2  Expand afabric and select one of the VSANSs to display performance information for the end devicesin

that VSAN.

Step3  Click the name of a device in the Name column to see a graph of the traffic on that device for the past
24 hours.

’

Note  There are variations to this procedure. In addition to these basic steps, you can also perform the
following steps to view detailed information for the end devices:

» To change the time range for this graph, select it from the drop-down list in the upper right corner.

» To view the detailed information for specific period, drag the slider control to choose the time
interval for which you need the information.

- To view information in grid format, click the grid icon in the bottom right corner.

- To export the data into a spreadsheet, click the excel icon in the upper right corner and then click
Save.

- To view real time information, select Real Time from the drop-down list in the upper right corner.
Real time data is updated in every 10 seconds.

Viewing Performance Information for ISLs

To view ISL traffic and errors using Fabric Manager Web Client, follow these steps:

Stepl  Click the Performance tab, and then click | SL s tab.
You see the |SLs tab window as shown in Figure 7-10.
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Figure 7-10 ISLs Tab
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Step2  Expand afabric and select one of the VSANSs to display performance information for the ISLs in that
VSAN.

Step3  Click the name of an ISL from the Name column to see a graph of the traffic acrossthat I SL for the past
24 hours.

You see the ISL traffic information window as shown in Figure 7-11.
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Figure 7-11

ISL Traffic (24 Hours)
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Figure 7-12

ISL Traffic Grid View
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Note  Notation NaN (Not a Number) in the data grid means it is a negative value.

[l Cisco Fabric Manager Fundamentals Configuration Guide

0L-21502-02, Cisco MDS NX-OS Release 5.x |



| Chapter7 Fabric Manager Web Client

Performance M

Send documentation comments to fm-docfeedback@cisco.com

Figure 7-13 ISL Traffic (Real Time)
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N
Note  There are variations to this procedure. In addition to the basic steps described above, you can also
perform the following steps to view detailed information for ISLs:

» To change the time range for this graph, select it from the drop-down list in the upper right corner.

- To view the detailed information for specific period, drag the slider control to choose the time
interval for which you need the information.

« Toview information in grid format, click the grid icon in the bottom right corner.

« To export the data into a spreadsheet, click the excel icon in the upper right corner and then click
Save.

- To view real time information, select Real Time from the drop-down list in the upper right corner.
Real time datais updated in every 10 seconds.
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Viewing Performance Information for NPV Links

To view traffic between NPV devices and ports using Fabric Manager Web Client, follow these steps:

Stepl  Click the Performance tab, and then click NPV Links.
You see the NPV Links tab window shown in Figure 7-14.

Figure 7-14 NPV Links Tab
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Step2  Expand afabric and select one of the VSANSs to display performance information for the NPV Linksin
that VSAN.

Step3  Click the name of an NPV Link from the Name column to see alist of the traffic for the past 24 hours.

¢

Note  There are variations to this procedure. In addition to the basic steps described above, you can also
perform the following steps to view detailed information for NPV Links:

= You can change the time range for this information by selecting it from the drop-down list in the
upper right corner.

» To view the detailed information for specific period, drag the slider control to choose the time
interval for which you need the information.

- Toview information in grid format, click the grid icon in the bottom right corner.

» To export the data into a spreadsheet, click the excel icon in the upper right corner and then click
Save.

» Toview real time information, select Real Time from the drop-down list in the upper right corner.
Real time data is updated in every 10 seconds.
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Viewing Performance Information for Flows

Step 1

Step 2

Step 3

¢

Note

To view host and storage traffic using Fabric Manager Web Client, follow these steps:

Click the Perfor mance tab, and then click Flows.
You see the Flows tab window as shown in Figure 7-15.

Figure 7-15 Flows Tab
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Expand afabric and select one of the VSANSs to display performance information for the flows in that
VSAN.

Click the name of aflow from the Name column to see alist of the traffic for the past 24 hours.

There are variations to this procedure. In addition to these basic steps, you can also perform the
following steps to view detailed information for Flows:

- To change the time range for this graph, select it from the drop-down list in the upper right corner.

- To view the detailed information for specific period, drag the slider control to choose the time
interval for which you need the information.

- Toview information in grid format, click the grid icon in the bottom right corner.

» To export the data into a spreadsheet, click the excel icon in the upper right corner and then click
Save.

» Toview real time information, select Real Time from the drop-down list in the upper right corner.
Real time datais updated in every 10 seconds.
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Viewing Performance Information for Gigabit Ethernet and Ethernet Ports

To view Gigabit Ethernet ports and Cisco Nexus 5000 Series Ethernet ports and Ethernet PortChannel
using Fabric Manager Web Client, follow these steps:

Stepl  Click the Performance tab, and then click Ethernet.
You see the Ethernet tab window as shown in Figure 7-16.

Figure 7-16 Ethernet Tab
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Step2  Expand afabric and choose one of the VSANSs to display the Gigabit Ethernet ports and Cisco Nexus
5000 Series Ethernet ports and PortChannel in that VSAN.

Y

Note  There are variations to this procedure. In addition to these basic steps, you can also:
» Select the time range, and click Filter to filter the display.

« Select the name of a GigE port from the Name column to see a graph of the traffic across that Gige
port for the past 24 hours. You can change the time range for this graph by selecting it from the
drop-down list in the upper right corner.

Viewing Other Statistics

To view other statistics using Fabric Manager Web Client, follow these steps:

Stepl  Click the Performance tab, and then click Others.
You see the Others tab window as shown in Figure 7-17.
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Figure 7-17 Others Tab
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Step2  Expand afabric and select one of the VSANSs to display the other statisticsin that VSAN.

Note  There are variations to this procedure. In addition to these basic steps, you can also:
» Select the time range, and click Filter to filter the display.

» Select the IP address of a switch from the Name column to see a graph of the traffic across that
switch for the past 24 hours. You can change the time range for this graph by selecting it from the
drop-down list in the upper right corner.

Note  To configure Other Statistics, follow the instructions described in the “ Configuring Other Statistics’
section on page 7-62.

Viewing Detailed Traffic Information

To view SPAN port detailed traffic using Fabric Manager Web Client, follow these steps:

Stepl  Click the Performance tab, and then click Traffic Analyzer.
You see the Traffic Analyzer tab window as shown in Figure 7-18.
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Figure 7-18 Traffic Analyzer Tab
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Step2 Do one of the following:
» Select aSAN todisplay alist of SPAN ports for switchesin all fabricsin the SAN.
» Select one of the fabrics to display alist of SPAN ports for switches in that fabric.

Viewing Switch Bandwidth

To view the total bandwidth for a switch using Fabric Manager Web Server, follow these steps:

Step1  Choose Performance > Switch Bandwidth.

Step2  Select the period of time (24 Hours, Week, Month or Year) for which you want to view bandwidth
usage from the L ast drop-down list.

Viewing Predicted Future Performance

To plan storage network changes, it is necessary to determine when configuration changes (such as
rezoning) may be needed to meet growing performance demands. Fabric Manager Server provides a
performance prediction report to enable you to more easily predict when storage network connections
will become overutilized.

In general, to create a performance prediction report, do the following:

» Specify the period of time in the past that you want to use as a sample to predict the future
performance.

» Specify the threshold values that you do not want to exceed.

» Specify the period of time in the future for which you want to view performance.
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Fabric Manager Server extrapolates the performance and lists in chronological order which interfaces
are expected to reach the threshold within the specified time period.

Using the Default Values

When you first view predicted future performance by clicking the Perfor mance tab and then the
Prediction tab, you see atable showing the predicted performance for your entire SAN using the default
values. The default values are as follows:

» Scope—Entire SAN
 Past performance period—Month
» Future performance period—Month
- Threshold—80%
- SAN elements or links—ISLs
» Performance prediction type—Average
Click alink in the Name column to view agraph of that ISL’s performance for the past 24 hours. To view

the performance for the past week, month, year, or custom time, select an option from the drop-down list.
Using Your Own Values

To view atable of predicted future performance with your own values using Fabric Manager Web Client,
follow these steps:

Stepl  Click the Performance tab, and then click Prediction.
You see the Prediction tab window as shown in Figure 7-19.

Figure 7-19 Prediction Tab
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Step2  Expand afabric and select one of the VSANS to specify that the prediction report will be generated for
that VSAN.
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Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Select the period of time (Week, Month, 3 Months, 6 Months or Year) to useto predict performance from
the past drop-down list.

Select the period of time (Week, Month, 3 Months, 6 Months or Year) for which to make the prediction
from the future drop-down list.

Enter the threshold percentage (1—2100) of utilization that you do not want the traffic to exceed.

Enter the number of 1SLs, hosts, storage devices, port group or flows for which you want to make the
prediction. The prediction will show the top 10, top 20, or top 50 with the most traffic.

Select the type of traffic prediction to show:
» Average—The average value of all the sample datais used.

» Peak—The average value of all the peak values is used. The number of peak values is obtained by
dividing the total number of records into groups based on the number you enter in the Use Peak
Value of Every xx Records field. For example, if you have 1000 records and you enter 100 into the
field, your records are divided into 10 groups and 10 peak values are used.

Click Predict.

You see the prediction table with the new data. Click thelinksin the Name column to show performance
charts based on the history data.

Viewing Switch Bandwidth

Step 1

To view the total bandwidth for a switch using Fabric Manager Web Client, follow these steps:

Click the Perfor mance tab, and then click Switch Bandwidth.
You see the Switch Bandwidth tab window as shown in Figure 7-20.
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Figure 7-20 Switch Bandwidth Tab
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Step2  Select the period of time (24 Hours, Week, Month or Year) for which you want to view bandwidth usage
from the Last drop-down list.

Inventory

The Inventory tab shows an inventory of the selected SAN, fabric, or switch. You can export this
information to an ASCII file in comma-separated value format that can be read by applications such as
Microsoft Excel. You can set the number of rows and columns per page.

The Inventory tab contains the following subtabs:
»  VSANs—Shows details about VSANSs.
» Switches—Shows details about switches.
- Licenses—Shows details about the licenses in use in the fabric.
- Modules—Shows details for MDS switching and services modules, fans, and power supplies.
« End Devices—Shows the host and storage ports.
» | SLs—Shows the Inter-Switch Links.
« NPV Links—Shows the links between NPV devices and ports.
» Zones—Shows the active zone members (including those in inter-VSAN zones).
»  Summary—Shows VSANSs, switches, ISLs, ports, and end devices.
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Viewing Summary Inventory Information

To view asummary of VSANS, switches, ISLs, ports, and end devices using Fabric Manager Web Client,
follow these steps:

Stepl  Click the Inventory tab, and then click Summary.
You see the Summary tab window as shown in Figure 7-21.

Figure 7-21 Summary Tab
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Step2 Do one of the following:
» Select a SAN to display a summary of inventory information for all fabricsin the SAN.
» Select one of the fabrics to display a summary of inventory information for that fabric.

Viewing Detailed Summary Inventory Information

Detailed summary includes a number of key summary statistics such as port usage and any statistics
information, license use summary, environmental status and switch states, monitoring and al erting status
that is useful for creating comprehensive SAN health reports.

To view adetailed summary using Fabric Manager Web Client, follow these steps:

Stepl  Click the Inventory tab, and then click Summary.
Step2  Click Inventory Summary Details at the bottom of the page.
You see the Inventory Summary Details as shown in Figure 7-22.
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Figure 7-22 Detailed Summary Information
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Viewing Detailed Information for VSANs

To view detailed inventory information about V SANs using Fabric Manager Web Client, follow these
steps:

Stepl  Click the Inventory tab, and then click VSANSs.
You see the VSANSs tab window as shown in Figure 7-23.
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Step 2

A

Note

Figure 7-23 VSANSs Tab

‘;E;":l‘; Fabric Manager Web
|Health Perlar g inveniory |Heg
= Summary = VEANS - Dwizhes - Ligsnses - Uadples - Esd Dewices = /Sl = NFY Limks = Zonew =

ran e
(s rabine_demal | R EEEERRREESS———————————————————————..’

[l ratine_demaz Sttt | il £l
|| | T
Fabiric F T LEatss Actiuated Zamasat, Whan
1. Fasnc damas 1 VEANDOOT Vs MM _IFPC_ 28, J000/07/34-001 34110
2. Fasnc_damal 9 VHARDOOY Do 289, S00RI0FT8-02130521
i. Fabric_damad 100 vEANDL GO fomny dmen_zaiid, TEORNDT 40N T2
d. Fabwic_demol I WRANSOAE Up Dl_TEAC 6. 200A/0T/T0 L 3afiEa
5. Fabric_demos 3 VRARDOGS Up 733, TO08/07/29-1u49:98
& Fanir_damnsd 100 WEAND 0D Dy wrmen_pal 00, J0CAI07/ 38174008
\I 7. Febnr_gwiTI<32-46-330 & VEANDDOY Dewn, Sagmentsd st pwd73-32-47-30 sone
B Fabeir_gwi?3-32-456-330  § VREANDDOL Up, Sagmantes of ssi72-373-86<330 Tanmsakivi, J00K/0E/10=310938
9. Fabro_awlT2-22-46-220 I MyVeand Up Zonssallvy. JOCEM08/ 10-18122:37
0. Falsie_swi?2-13-48-220 444 VBANTAA U P
R e gt 20 © Mg somomm| : orzmage > I

@Bg

Select one of the fabrics to display VSAN inventory information for that fabric.

There are variations to this procedure. In addition to these basic steps, you can al so:

» Select the status level, then click Filter to filter the display to show all VSANS or just those with
errors.

Viewing Detailed Information for Switches

Step 1

To view detailed inventory information about switches using Fabric Manager Web Client, follow these
steps:

Click the Inventory tab, and then click Switches.
You see the Switches tab window as shown in Figure 7-24.
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Figure 7-24 Switches Tab
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Step2 Do one of the following:
» Select a SAN to display switch inventory information for all fabricsin the SAN.
« Select one of the fabrics to display switch inventory information for that fabric.

- Expand afabric and select one of the VSANS to display switch inventory information for that
VSAN.

~

Note  (u-a-t) indicates the number of used (u), available (a) and total (t) Fibre Channel ports.

Viewing License Information

To view license information for switches using Fabric Manager Web Client, follow these steps:

Stepl  Click the Inventory tab, and then click Licenses.

You see the Switch Licenses tab window as shown in Figure 7-25.
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Step 2

Note

Figure 7-25 Switch Licenses Tab
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Select one of the fabrics to display license information for switches in that fabric.

There are variations to this procedure. In addition to these basic steps, you can also:

» Select the status level, and click Filter to filter the display to show all licenses or just those with
Eerrors.

Viewing Detailed Information for Modules

Step 1

To view detailed inventory information about modules using Fabric Manager Web Client, follow these
steps:

Click the Inventory tab, and then click M odules.
You see the Modules tab window as shown in Figure 7-26.
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Figure 7-26 Modules Tab
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Step2 Do one of the following:
» Select a SAN to display module inventory information for all fabricsin the SAN.
» Select one of the fabrics to display module inventory information for that fabric.

- Expand afabric and select one of the VSANS to display module inventory information for that
VSAN.

Viewing Detailed Information for End Devices

To view detailed inventory information about end devices using Fabric Manager Web Client, follow
these steps:

Stepl  Click the Inventory tab, and then click End Devices.
You see the End Devices tab window as shown in Figure 7-27.
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Figure 7-27 End Devices Tab
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Step2  Expand afabric and select one of the VSANSsto display end deviceinventory information for that VSAN.

Note  If you filter by hosts or enclosures, you can click a host in the resulting table to see host enclosure
performance, alist of hosts, alist of hosts to which your device is connected, and the connection paths.
This allows you to see performance statistics for hosts and enclosures.

You can also filter by end devices or by port groupsto view aggregate information for those port groups,
such as peak and average usage.

Viewing Detailed Information for ISLs

To view detailed inventory information about | SLs using Fabric Manager Web Client, follow these steps:

Stepl  Click the Inventory tab, and then click I SLs.
You see the | SLs tab window as shown in Figure 7-28.
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Figure 7-28 ISLs Tab
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Step2  Expand afabric and select one of the VSANSs to display ISL inventory information for that VSAN.

S

Note  There are variations to this procedure. In addition to these basic steps, you can also:

» Select the statuslevel, and click Filter to filter the display to show all ISLs or only those with errors.

Viewing Detailed Information for NPV Links

To view detailed inventory information about NPV Links using Fabric Manager Web Client, follow these
steps:

Stepl  Click the Inventory tab, and then click NPV Links.
You see the NPV Links tab window as shown in Figure 7-29.
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Figure 7-29 NPV Links
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Step2  Expand afabric and select one of the VSANSs to display NPV Links information for that VSAN.

Viewing Detailed Information for Zones

To view detailed inventory information about zones using Fabric Manager Web Client, follow these
steps:

Stepl  Click the Inventory tab, and then click Zones.
You see the Zones tab window as shown in Figure 7-30.
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Figure 7-30 Zones Tab
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Step2  Expand afabric and select one of the VSANSs to display zone inventory information for that VSAN.

&/

Note  There are variations to this procedure. In addition to these basic steps, you can also:
- Select thestatuslevel, and click Filter tofilter the display to show all zones or just those with errors.

Reports

The Reports tab allows you to create customized reports based on historical performance, events, and
inventory information gathered by the Fabric Manager Server. You can create aggregate reports with
summary and detailed views. You can also view previously saved reports.

The Report tab contains the following subtabs:
« View—Displays previously saved reports.
« Generate—Generates a custom report based on the selected report template.

» Configuration—Creates and configures a report template, allowing you to select any combination
of events, performance categories, and inventory.

» Scheduled Jobs—Displays scheduled jobs based on the selected report template.

Creating a Custom Report Template

You can create custom reports from all or any subset of information gathered by Fabric Manager Server.
You create a report template by selecting events, performance, and inventory statistics that you want in
your report and set the desired SAN, fabric or VSAN to limit the scope of the template. You can generate
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Step 1

and schedule a report of your fabric based on this template immediately or at alater time. Fabric
Manager Web Client saves each report based on the report template used and the time you generate the
report.

Asof Cisco MDS NX-OS Release 5.0, the report template design has changed to resolve the limitations
of the earlier versions. With the new design model, you can perform add, delete and modify
funcationalitiesin a single page. You can choose multiple fabrics and V SANs using the new navigation
system and it has good scalability to add new items and categories in future.

The new design model has three panels:
« Template panel.
» Configuration panel.
» User selection panel.

The Template panel allowsyou to navigate through the avail able templates, add new templates and del ete
existing templates.

The Configuration panel alowsyou to configure a new template when it is added and modify an existing
template. The optionsin the configuration panel will be disabled until the user either adds anew template
or select an existing template. The upper portion of the configuration panel is stacked with categories
that you can choose and configure.

The User Selection panel displaysthe user’s configuration optionsin real time. While the configuration
panel can display information pertaining to one category at atime, user selection panel displays all the
user’s selection or configuration.

To create a custom report template using Fabric Manager Web Client, follow these steps:

Click the Report tab, and then click Configuration.
You see the Report Configuration tab as shown in Figure 7-31.
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Figure 7-31 Report Configuration Tab
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Step2  Click CLICK TO ADD NEW TEMPLATE inthe Templates panel to create a new name for your report.

Step3  Click Scope in the configuration panel to define the scope.
Indicate the information you want in the report by navigating to each category such as Health,

Step 4
Performance, and I nventory in the Configuration panel.
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Figure 7-32 Configuration Panel
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Step5  (Optional) Select Severity for events, Status for inventory information, or Type of end devices for
performance information and inventory information.

Step6  Click Save to save this report template.
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Viewing Custom Reports by Template

To view a custom report based on a specific template using Fabric Manager Web Client, follow these
steps:

Stepl  Click the Reportstab, and then click View.
You see the Report table window as shown in Figure 7-33.

Figure 7-33 View Report Table
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Step2  Intheleft pane expand Templates.

Step3  Select the report that you want to view. You can view the report in the main screen or you can view the
report in a new browser window if you click the report in the report table.

Step4  To delete a specific report, click the check box and then click Remove.
Step5  To delete all the reports click the check box in the header and then click Remove.

Viewing Custom Reports by Users

To view a custom report based on a specific user using Fabric Manager Web Client, follow these steps:

Stepl  Click the Reports tab, and then click View.
You see the report table window as shown in Figure 7-34.
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Figure 7-34 View Report Table
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Step2  Intheleft pane, click to expand Users.
Step3  Double-click the user name.

Step4  Select the report that you want to view. You can view the report in the main screen or you can view the
report in a new browser window if you click the report in the report table.

Step5  To delete a specific report, click the check box and then click Remove.
Step6  To delete all reports click the check box in the header and then click Remove.

Delete a Report Template

To delete a custom report using Fabric Manager Web Client, follow these steps:

Stepl  Inthe Template panel, click to select the report template you want to delete.
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Figure 7-35 Delete Report Template
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Drag the selected report template to the trash at the right-bottom corner of the Template panel.

Step 2
Figure 7-36 Delete Report Template Confirm
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Step3  Click Yesto delete the template.

Generating Custom Reports by Template
You can generate reports based on a sel ected template or you can schedul e the report to run at a specified

time.
To generate areport or to schedule a report using Fabric Manager Web Client, follow these steps:
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Stepl  Select a SAN, fabric, or VSAN on which to base the report.
Step2  Click the Reports tab, and then click Gener ate.
You see the Generate Custom Report tab window as shown in Figure 7-37.

Figure 7-37 Generate Custom Report Tab
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Step3  Choose areport template from the Available drop-down list.

Step4  (Optional) Change the name of the report. By default, report names are based on the date and time
generated.

Step5  (Optional) Uncheck the Use Scope from Template check box to override the scope defined by the filter
type.

Step6  (Optional) Check the Private check box to change the attribute of the report. If selected, the report can
be viewed only by the specific user and network administrator.

Step7  (Optional) Check the Email Report check box to receive an e-mail notification.
Step8  Click Generate to generate areport based on this template.

You see the report results in a new browser window. Alternatively, you can view the report by clicking
Report > View and selecting the report name from the report template you used in the navigation pane.

Step9  Click Schedule to schedule a report based on this template. You see the schedule panel.
You see the Generate Custom Report tab window as shown in Figure 7-38.
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Figure 7-38 Schedule Reports
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Step 10  In the schedule panel, specify the scheduled run time and how often you want the report to run.
Step 11  Click the calendar next to Start Date or End Date to modify the date settings.

Step12  Select the Start Time or End Time drop-down list to modify time settings.

Step 13 Select the frequency at which you need the report to be generated.

Step 14  Enter a name for the report in the Job Name field and click Create Job to save the report.

You can view the scheduled jobs on the Scheduled Jobs page but once the scheduled jobs have started
running, they are removed from the Scheduled Job table.

N

We The End Date must be at |east five minutes earlier than the Start Date.

Modifying a Custom Report Template

To edit a custom report template using Fabric Manager Web Client, follow these steps:

Stepl  Click the Reports tab, and then click Configur ation.
You see the Templates, Configuration and User Selection panels.
Step2  Double-click to select areport from the template panel.
You see the current information about this report in the Configuration panel as shown in Figure 7-39.
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Step 3

Step 4

Step 5

Figure 7-39
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Indicate the information you want to gather in the report by clicking the Health, Perfor mance, and
Inventory tabs in the configuration panel.

(Optional) Select a severity level for events, status for inventory information, or type of end device for
performance information and inventory information.

Click Save to save this report template.

S

Note

You cannot change the SAN, fabrics or VSAN the report is based on. Generate a new report for
anew SAN, fabrics or VSAN.

Deleting Custom Reports

Step 1
Step 2
Step 3
Step 4

Reports you generate are saved by Fabric Manager Server. To delete a custom report, you need to first
select the report you want to delete. To delete a custom report based on a specific user using Fabric
Manager Web Client, follow these steps:

Click the Reportstab, and then click View.

In the left pane, expand Users.

Double-click the user name.

In the right pane, select the report that you want to delete and then click Remove.
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Viewing Scheduled Jobs by Report Template

To view scheduled jobs by report template using Fabric Manager Web Client, follow these steps:

Stepl  Click the Reportstab, and then click Scheduled Jobs.
You see the Scheduled Jobs table window as shown in Figure 7-40.

Figure 7-40 Scheduled Jobs Table
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Step2  Click areport template in the left navigation pane to view the scheduled jobs based on the selected
template.

Modifying Scheduled Jobs

To modify scheduled jobs using Fabric Manager Web Client, follow these steps:

Stepl  Click the Reportstab, and then click Scheduled Jobs.
Step2  Intheright pane, click View.
You see the modify options in the Scheduled Jobs table as shown in Figure 7-41.
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Figure 7-41 Modify Scheduled Jobs
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Step3  Click the calendar next to Start Date to modify the date settings.

Step4  Select the Start Time drop-down list to modify time settings.

Step5  Click to select the appropriate radio button to change the frequency of generating report.
Step6  (Optional) Check the Email Notification check box to get the report by e-mail.

Step7  Click Edit Job to save changes.

Admin

Note  Only network administrators can access the Fabric Manager Web Client Admin tab. Network operators
cannot view the Admin tab.

The Admin tab allows you to perform minor administrative and configuration tasks on the Fabric
Manager Server sending data to your web client.

The Admin tab contains the following subtabs:

- Status—Displays the status of the Database Server, and allows you to start and stop Performance
Collector services on your server. You should to restart services only if something is not working
properly, or if too large a percentage of system resources are being consumed.

~

Note  You cannot start or stop the Database Server services using Fabric Manager WebClient. If you
are using Microsoft Windows operating system, you need to use Microsoft Management Console
to stop, start, or restart the Database Server.

« Configure—Allows you to configure various parameters for Fabric Manager Server.
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N

Note

- Logs—Allows you to view al the logs from the various services running on the Fabric Manager
Server.

If you see a database file lock error in the database log, you can fix it by shutting down and restarting
the database server using the web client.

Recovering a Web Server Password

Step 1
Step 2

Step 3

Step 4

Fabric Manager Web Client user passwords are encrypted and stored locally on the workstation where
you installed Web Server. If you forget a password, you can create a new network-admin user locally on
the workstation where you installed Web Server and then log in and delete the old user account under
the Admin tab.

To create a user on the workstation where you installed Web Server and del ete the old user, follow these
steps:

Go to the Web Server installation directory and enter the cd command to access the bin directory.
Enter the following line to create a user:

addUser. {sh,bat} <userName> <dbpassword>

Choose Admin > Configure > Web Users > L ocal Database.
You see the list of usersin the local database.

Select the user that you want to delete and click Delete to remove the old user.

Starting, Restarting, and Stopping Services

Step 1

To start, restart, or stop services using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Status.

You see atable of services and the status of each as shown in Figure 7-42.
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Figure 7-42 Fabric Manager Services Status
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Step2  Select the services you want to start, restart, or stop.
Step3  Click Start or Stop, or Restart.
The selected services are started, restarted, or stopped.

S

Note If the word “more” isin the Status column, you can click it to view a detailed status of the
service.

A

Note  You need to configure Performance collection in order to start, stop or restart Performance
Collector.

Adding, Editing, and Removing Managed Fabrics

Fabric Manager Web Client reports information gathered by the Fabric Manager Server on any fabric
known to the Fabric Manager Server.

To start managing a fabric from the Fabric Manager Server using Fabric Manager Web Client, follow
these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Fabricsin the left navigation pane.

You see the list of fabrics (if any) managed by Fabric Manager Server in the Opened column as shown
in Figure 7-43.
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Figure 7-43 List of Fabrics Managed by the Fabric Manager Server
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Step3  Click Add.
You see the Add Fabric dialog box as shown in Figure 7-44.

Figure 7-44 Add Fabric Dialog Box
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Step4  Enter the seed switch IP address, read community and write community for this fabric.

Step5  Enter the user name and password for this fabric.

Step6  (Optional) Check the SNMPV 3 check box. If you check SNMPV 3, the fields Read Community and
Write Community change to User Name and Password. You must enter your user name and password.

Step7  Select the privacy settings from the Auth-Privacy listbox.

Step8  Click Add to begin managing this fabric.
Step9  Select the |P address of the server from the Server listbox.

To stop managing a fabric from Fabric Manager Server using Fabric Manager Web Client, follow these
steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Fabricsin the left navigation pane.
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Step 3

Step 1
Step 2
Step 3

Step 4

Step 5

Check the check box next to the fabric that you want to remove and click Remove to discontinue data
collection for that fabric.

To edit afabric from Fabric Manager Server using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Configure.

Click Fabricsin the left navigation pane.

Check the check box next to the fabric that you want to edit and click Edit.
You see the Edit Fabric dialog box as shown in Figure 7-45.

Figure 7-45 Edit Fabric Dialog Box
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Enter a new fabric name, user name and password and specify how you want Fabric Manager Server to
manage the fabric by selecting an option from the drop-down list.
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Click M odify to save the changes.

Viewing Trap and Syslog Registration Information

Step 1
Step 2
Step 3

Toview trap and syslog registration information from Fabric Manager Server using Fabric Manager Web
Client, follow these steps:

Click the Admin tab, and then click Configure.
Click Registration in the left navigation pane.
Select afabric to display registration information for that fabric.

You see the Registration screen showing the registration information for the selected fabric as shown in
Figure 7-46.
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Figure 7-46 Registration Screen

alialn T
tico _ rapric Manager Wab Clien

aporta)

Meaith Fertormance insentory|R
+ Sutus = Conmflgure = Logs =

il Fabiric_demit - .

Fabrics

E'!!.h min §

% . T N T T A e T B e Tanaid
+ Regisiration [l Pl w1 F3-23- 46330 Syelog Server Addrese: 1723316501 5:514(0 received, 0 dropped, 0 proceed}
. Farwarsmg Lamt upderad at: 2004108/ E-D5:091 35 |
= Clierts |

* Preferences
oMUt Stk Ragnisred Fos Traps Hsgnrsesd Far Ryslag

+ FMS Liaers in rarnern. |
2 A

= Locsl Dwtabase — p—

+ Looel Rales Rows par pagad 10 % M betmmege: | of 2 Pages £ l“l”
* Parfarmance SEE.

ety | e |
s Dlhars Purge Al Lvents ]t-;__.*l o
e —— L e
ity
b
o

+ Thrawibumidi
- Batabaie
[ — |

Step4  (Optional) Click the Print icon or the Export Report icon for a copy of the information.

Configuring Forwarding of Notifications for Events

You can use Fabric Manager Web Client to add and remove notification forwards for system messages.

N

Note  Fabric Manager Web Client forwards fabric events via e-mail or SNMPv1 traps.

To add a notification forward using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Forwarding in the left navigation pane.
Step3  Click Add.
You see the Add Notification dialog box as shown in Figure 7-47.

Figure 7-47 Add Notification Dialog Box
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Step4  Inthe Typefield, either choose E-Mail or SNMP Trap. If you choose Trap, a Port field is added to the
dialog box.
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Step 5
Step 6

Step 7
Step 8
Step 9

~

Note

Step 1
Step 2
Step 3
Step 4

From the Fabric drop-down list, choose the fabric for notification.

Either check the VSAN Scope check box to receive notifications for all VSANS, or enter the VSAN IDs
inthe ID List field to limit the VSANSs for which you want to receive notifications.

Enter the e-mail address for notifications in the Address field.
From the Minimum Severity drop-down list, select the severity level of the messages to receive.
Click Add to add the notification.

The traps sent by Fabric Manager Server correspond to the severity type followed by atext description:

trap type(s) = 40990 (emergency) 40991 (alert) 40992 (critical) 40993 (error) 40994
(warning) 40995 (notice) 40996 (info) 40997 (debug)textDescriptionOid = 1, 3, 6, 1, 4, 1,
9, 9, 40999, 1, 1, 3, 0

To remove a notification forward using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Configure.
Click Forwarding in the left navigation pane.
Check the check box in front of the notification that you want to remove.

Click Remove.

Viewing and Disconnecting Clients

Step 1
Step 2

To view or disconnect clients from the Fabric Manager Server using Fabric Manager Web Client, follow
these steps:

Click the Admin tab, and then click Configure.
Click Clientsin the left navigation pane.
You see the Clients page as shown in Figure 7-48.
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Step 3
Step 4

Figure 7-48
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Check the check box next to the client you want to disconnect.

Click Disconnect.

Configuring Fabric Manager Server Preferences

To configure Fabric Manager Server preferences, click the Admin tab, click Configure and then click
Preferences in the left navigation pane. Follow the on-screen instructions.

Adding and Removing Communities

You can use Fabric Manager Web Client to add and remove communities.
To add a community fabric using Fabric Manager Web Client, follow these steps:

Step 1
Step 2
Step 3

Click the Admin tab, and then click Configure.
Click Communitiesin the left navigation pane.

Click Add.

You see the Add Community dialog box shown in Figure 7-49.
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Figure 7-49 Add Community Dialog Box
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Step4  Enter the IP mask or address of the community in the |P Mask/Address field.

A

Note  The IP mask can contain wildcards (0s) you can use to assign communities to subnets.

Step5  Enter the name of the community in the Community field.
Step6  Click Add to add the community.

To remove a community using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Communitiesin the left navigation pane.
You see the Communities page shown in Figure 7-50.

Figure 7-50 Communities Page
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Step3  Check the check box next to the community that you want to remove and click Remove.
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N

Note  Cisco Fabric Manager 3.0(1) does not require you to make changes to the communities.properties file
even if you are using a Cisco MDS 9020 switch or any third-party devices.

Configuring AAA Information

To configure Fabric Manager Server preferences, click the Admin tab, click Configure, and then inthe
left pane, select FM S Users and AAA and follow the instructions on the screen.

Adding and Removing Users

You can use Fabric Manager Web Client to add and remove Web Server users.
To add a user using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Select Local Database in the left navigation pane.
You see the Local Database page as shown in Figure 7-51.

Figure 7-51 Local Database Page
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Step3  Click Add.
You see the Add User dialog box as shown in Figure 7-52.
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Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Step 1
Step 2
Step 3

Figure 7-52 Add User Dialog Box
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Enter the user name in the User Name field.

N

Note  Theuser name guest isareserved name (caseinsensitive). The guest user can only view reports.
The guest user cannot change the guest password, nor can the guest user access the Admin tab
in Fabric Manager Web Client.

Select arole for the user from the Role drop-down list.
Enter the password in the Password field.

Enter the password again in the Confirm Password field.
Click Add to add the user to the database.

Repeat Steps 3 through 7 to continue adding users.

To remove a user using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Configure.
Select L ocal Database in the left navigation pane.

Click the radio button next to the user that you want to remove and click Remove.

Adding and Removing Roles

Step 1
Step 2

You can use Fabric Manager Web Client to add and remove Web Server roles.
To add arole using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Configure.
Click Local Rolesin the left navigation pane.
You see the Local Roles page as shown in Figure 7-53.
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Step 3

Step 4
Step 5

Step 6
Step 7

Figure 7-53
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Click Add.

You see the Add Role dialog box as shown in Figure 7-54.

Figure 7-54
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Enter the role name in the Role Name field.

| Add... H Remaove |
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Select fabrics that the role can access from the Available Fabrics column and add them to the Selected

Fabrics column.

Click Add to add the role to the database.
Repeat Steps 3 through 5 to add additional roles.

To remove arole using Fabric Manager Web Client, follow these steps:
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Stepl  Click the Admin tab and then click Configure.
Step2  Select Local Rolesin the left navigation pane.
Step3  Click the radio button next to the role you want to remove and click Remove.

Creating Performance Collections

If you are managing your fabrics with Performance Manager, you need to set up an initial set of flows
and collections on the fabric. You can use Fabric Manager Web Client to add and remove performance
collections. The fabric hasto be licensed and in the Managed Continuously state before a collection for
the fabric can be created.

¢

Note  You cannot manage performance collections for multiple devices through a single port interface. Since
only one set of statistics exists per interface, Fabric Manager Web Client can manage performance
collections for only one visible FL or iSCSI device through an interface.

To add a collection using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Collectionsin the left navigation pane.
You see the Collections page as shown in Figure 7-55.

Figure 7-55 Collections Page
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Step3  Click Add.
You see the Create Collection dialog box as shown in Figure 7-56.
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Figure 7-56 Create Collection Dialog Box
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Step4  Select afabric for which to collect performance data from the Fabric drop-down list.

Step5  Either check the VSAN Scope check box to receive notifications for all VSANS, or enter the VSAN IDs
inthe ID List field to limit the VSANSs for which you want to collect performance data.

Step6  Check the check boxes for the type(s) of entities for which you want to collect performance data.
Step7  Check the check boxes for the type(s) of thresholds you want to enable.

Step8  Click Createto add the collection and add it to the table.

Step9  Repeat Steps 3 through 8 to continue adding roles.

Note  Performance Manager shows statistics for fabrics that you have configured collections for using the
Collection Wizard.

To remove a collection using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.
Step2  Click Collectionsin the left navigation pane.
Step3  Check the check box next to the collection you want to remove and click Remove.

Configuring Other Statistics
To configue other statistics using Fabric Manager Web Client, follow these steps:
Stepl  Click the Admin tab, and then click Configure.

Step2  Click Othersin the left navigation pane.
You see the Others page as shown in Figure 7-57.
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Figure 7-57 Others Page
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Step3  Click Add.
You see the Add Oid dialog box as shown in Figure 7-58.

Figure 7-58 Add Oid Dialog Box
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Step4  Select afabric for which you want to add other statistics.

Step5  Select the statistic that you want to add from the Other OID drop-down list and specify a name for the
statistic in the Display Name field.

Step6  Click Add to add this statistic.
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Configuring Collection Thresholds

Admin

To configure collection thresholds using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click Configure.

Step2  Select Thresholdsin the left navigation pane.

Step 3

Step 4

Figure 7-59
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Cisco

You see the Thresholds page as shown in Figure 7-59.
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a. Toconfigure conditionsfor sending Critical notifications, check the Send Critical check box. Inthe
“...when traffic exceeds’ field, enter anumber (from 5 to 95) to indicate the percentage at which the
Critical notification is sent. For example, entering 10 causes a notification to be sent when traffic at
any given time exceeds 10% of capacity.

b. To configure conditions for sending Warning notifications, check the Send Warning check box. In
the“...when traffic exceeds’ field, enter anumber (from 5 to 95) to indicate the percentage at which
the Warning notification is sent. For example, entering 9 causes a notification to be sent when traffic
at any given time exceeds 9% of capacity.

Select the time period for the collection (1 Week, 1 Month, or 1 Year) from the Baseline Values over past
drop-down list. The baseline value represents the sum of the absolute values.

a. To configure conditions for sending Critical notifications, check the Send Critical check box. Inthe
“...when traffic exceeds’ field, enter a number to indicate the percentage at which the Critical
notification is sent. For example, entering 300 causes a notification to be sent when traffic for the
selected period exceeds 300% of capacity.
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Step 5

b. To configure conditions for sending Warning notifications, check the Send Warning check box. In
the “...when traffic exceeds” field, enter a number to indicate the percentage at which the Warning
notification is sent. For example, entering 150 causes a notification to be sent when traffic for the
selected period exceeds 150% of capacity.

Click Apply.

Importing the RRD Statistics Index

Step 1
Step 2
Step 3
Step 4

To manually import the RRD statistics index, follow these steps:

Stop Fabric Manager Server.

Copy the original RRD file into SINSTALLDIR/pm/db.
Run $INSTALLDIR/bin/pm.bat s.

Restart the Fabric Manager Server and add the fabric.

Configuring the RRD Database

Step 1
Step 2

Configuring the RRD database allows you to set the intervals at which data samples are collected. After
applying the configuration, the database storage format is converted to a new format at those intervals.
Since database formats are incompatible with each other, you must copy the old data (before the
conversion) to the $INSTALLDIR/pm directory. See"Importing the RRD Statistics Index” section on
page 7-65.

To configure the RRD database using Fabric Manager Web Client, follow these steps:

Click the Admin tab, and then click Configure.
Select Database in the left navigation pane.

You see the Performance Database (collection interval) page as shown in Figure 7-60.
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Figure 7-60 Performance Database Page
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Step3  Enter the number of days to collect samples at 5-minute intervals in the top row of the Days column.
Step4  Enter the number of daysto collect samples at 30-minute intervalsin the second row of the Days column.
Step5  Enter the number of days to collect samples at 2-hour intervalsin the third row of the Days column.
Step6  Enter the number of days to collect samples at 1-day intervals in the bottom row of the Days column.

A

Note  Asof Cisco SAN-OS Release 3.1(1) and later, you can configure the sampling interval for ISLs.
Select a sampling interval from the ISLs drop-down list.

Step7  Click Apply to apply your changes, or click Defaults to reset the file sizes to the default values.

If you are applying new values, or if the current values are not the default values, you see a message
indicating that conversion of the RRD files will take a certain amount of time and that the database will
be unavailable until then. The time it takes depends on the difference between the old and new values.

S

Note  Thesystem allowsyou to convert data, one process at atime. When you start converting the data,
the Apply and Default buttons change to Refresh and Cancel so that another process cannot be
inadvertently started. The display is the same for all browsers accessing the server during this
time. Click Refresh to view thelatest progress. Click Cancel to cancel the process of converting
the data. If the job is successfully canceled, you see the Apply and Default buttons again. If the
cancel job is not successful, you see a message indicating that the cancellation has failed.

If you want to perform this procedure, it is best to perform it before collecting a lot of data.
Otherwise, converting the data can take a long time.
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Viewing Log Information

You may occasionally want to view logs such as the Fabric Manager Server log. These processes have
no corresponding GUI to allow you to view information about these log files. If you see errors, preserve
these two files for viewing.

To view log information using Fabric Manager Web Client, follow these steps:

Stepl  Click the Admin tab, and then click L ogs.
You see alist of viewable logs in the left column.
Step2  Click alog fileto view it.

Downloading Fabric Manager Client

You must use Fabric Manager Web Client to launch Fabric Manager Client. See the “Launching Fabric
Manager Client in Cisco SAN-OS Release 3.2(1) and Later” section on page 5-2 for information on
launching Fabric Manager Client.

To launch Fabric Manager Client, follow these steps:

Stepl  Choose Admin > Download.
Step2  Click thelink for either Fabric Manager or Device M anager.

If you arelaunching Fabric Manager Client for thefirst time, you see a message asking whether you want
to create shortcuts for Fabric Manager.

Step3  Click Yesto create shortcuts for Fabric Manager.

S,

Note  This message only appears the first time you launch Fabric Manager Client.

Fabric Manager Web Search Engine

The search engine helps you locate records that mach a specific criteria. The search entity isdivided into
two categories: inventory and performance. In theinventory type, you can search by the switch (name of
the switch, I P address of the switch and WWN), Endport (alias, | P address of the switch and WWN) and
V SANSs (name of the VSAN, IP address of the principle switch and WWN). In the performance type,
you can search by end device (Endport alias, Endport WWN), Flow (name of the flow) and ISLs (hame
of the ISL and WWN of the ISL). You can also use wild card characters in the search.

Using Fabric Manager Search Engine

To conduct a search, follow these steps:

Step1  Click Search on the top.
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You see the search page as shown in Figure 7-61.

Figure 7-61 Search Page
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Step2  Enter the name to search in the text box.

Step3  Select the appropriate type from the combo box and then click Find.

A window appears with your results as shown in Figure 7-62.
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Figure 7-62 Search Results
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Step4  Click the entity type to see the details.
You see the details of the selected entity in the right pane as shown in Figure 7-63.
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Step 5

Step 6

Figure 7-63 Detailed Results
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Click the chart icon at the bottom of the right pane to view the graphical representation of the data.
You see the graph as shown in Figure 7-64.

Figure 7-64 Data in Chart
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Click the grid icon in the right pane to View the datain grid format.
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You see the datain grid format as shown in Figure 7-65.

Figure 7-65 Data in Grid
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Step7  Click Range Selecter to analyze performance data in a specific range.

Step8  You see the range selector as shown in Figure 7-66.

Figure 7-66 Range Selector
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Step9  Usethe slidersto select a specific range.
Step 10  Click the Range Selector again to turn off the range selector.
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Configuring Backups Using Fabric Manager WebClient

Using Fabric Manager WebClient, you can periodically backup startup and running configurations of the
switch. You can also view backed-up configurations, schedule configuration backups, compare two
backed-up configurations, and restore a configuration onto a switch.

Viewing a Configuration

To view a configuration, follow these steps:

Stepl  Click the Config File tab and then click View.
You see the configuration information as shown in Figure 7-67.

Figure 7-67 Viewing Configuration
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Step2  Select afabric name from the Fabric drop-down list.

Step3  Select a switch from the Switch drop-down list.

Step4  Select a configuration file name from the Configuration file drop-down list.
Step5  Click View.

Comparing Configurations

To compare configurations, follow these steps:

Stepl  Click the Config File tab, and then click Compare.
You see the compare configuration information as shown in Figure 7-68.
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Figure 7-68 Compare Configurations
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Step2  Select afabric name from the Fabric drop-down list.

Step3  Select a switch from the Switch drop-down list.

Step4  Select a configuration file name from the Configuration file drop-down list.
Step5  Select afabric name from the Fabric drop-down list in the second row.
Step6  Select a switch from the Switch drop-down list in the second row.

Step7  Click to select a configuration type (Archive, Running, Startup).

Step8  Click to select a Server Type (TFTP, FTP, SFTP, SFP).

Step9  Click Compare.

Restoring Configurations

To restore a configuration on a switch, follow these steps:

Stepl  Click the Config File tab, and then click Restore.
You see the compare configuration information as shown in Figure 7-69.

Figure 7-69 Restore Configurations
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Step2  Select afabric name from the Fabric drop-down list.

Step3  Select a switch from the Switch drop-down list.

Step4  Select a configuration file name from the Configuration file drop-down list.
Step5  Select afabric name from the Fabric drop-down list in the second row.
Step6  Select a switch from the Switch drop-down list in the second row.

Step7  Click to select a Server Type (TFTR, FTP, SFTP, SFP).

Step8  Click Restore.

Creating Backups

To create a backup of the configuration, follow these steps:

Stepl  Click Config File tab and then click Create Backups.

You see the backup configuration page as shown in Figure 7-70.

Figure 7-70 Creating Backups
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Step2  Select afabric name from the Fabric drop-down list.

Step3  Click to select a configuration type (Archive, Running, Startup).

Step4  Click to select a Server Type (TFTP, FTP, SFTP, SFP).

Step5  Click the calendar icon to select a start date.

Step6  Enter the start time.

Step7  Click to select the frequency (Once, Daily, Weekly, Monthly) at which you want to perform backup.
Step8  Enter a name to identify this backup task.

Step9  Click Create Job to save thisjob schedule.
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Viewing Scheduled Jobs

To view the scheduled backup jobs, follow these steps:

Stepl  Click the Config File tab, and then click Show Jobs.
You see the scheduled jobs information as shown in Figure 7-71.

Figure 7-71 Viewing Scheduled Jobs
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Step2  Double-click one of the listed scheduled jobs to view them
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CHAPTER 8
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Performance Manager

The primary purpose of Fabric Manager is to manage the network. A key management capability is
network performance monitoring. This chapter includes the following topics:

- Performance Manager Architecture, page 8-1
- Flow Statistics, page 8-6

Performance Manager Architecture

Performance Manager gathers network device statistics historically and provides this information
graphically using a web browser. It presents recent statistics in detail and older statistics in summary.
Performance Manager also integrates with external tools such as Cisco Traffic Analyzer.

The Performance Manager has three operational stages:
» Definition—The Flow Wizard sets up flows in the switches.
« Collection—The Web Server Performance Collection screen collects information on desired fabrics.

» Presentation—Generates web pages to present the collected data through Fabric Manager Web
Server.

Performance Manager can collect statistics for ISLs, hosts, storage elements, and configured flows.
Flows are defined based on a host-to-storage (or storage-to-host) link. Performance Manager gathers
statisticsfrom acrossthe fabric based on collection configuration files. Thesefiles determinewhich SAN
elements and SAN links Performance Manager gathers statistics for. Based on this configuration,
Performance Manager communicates with the appropriate devices (switches, hosts, or storage elements)
and collects the appropriate information at fixed five-minute intervals.

Performance Manager uses a round-robin database to hold the statistical data collected from the fabric.
This datais stored based on the configured parameters in the collection configuration file. At each
polling interval, Performance Manager gathers the relevant statistics and stores them in the round-robin
database. This database is a fixed size and will not grow beyond its preset limits.

Performance Manager creates a series of archived data to hold summarized information present in the
real-time round-robin database. This archived datais used to generate daily, weekly, monthly, and yearly
consolidated reports. In this way, Performance Manager maintains significant historical datawithout the
cost of an ever-increasing database size.

Note  You must restart Performance M anager if you change the user credentials on Fabric Manager Server.
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Data Interpolation

One of the unique features of Performance Manager isits ability to interpolate data when statistical
polling results are missing or delayed. Other performance tools may store the missing data point as zero,
but this can distort historical trending. Performance Manager interpolates the missing data point by
comparing the data point that preceded the missing data and the data point stored in the polling interval
after the missing data. This maintains the continuity of the performance information.

Data Collection

One year’s worth of data for two variables (Rx and Tx bytes) requires a round-robin database (rrd) file
size of 76 K. If errors and discards are also collected, the rrd file size becomes 110 K. The default
internal values are as follows:

» 600 samples of 5 minutes (2 days and 2 hours)
» 700 samples of 30 minutes (12.5 days)

» 775 samples of 2 hours (50 days)

» 300 samples of 1 day

A 1000-port SAN requires 110 MB for ayear’sworth of historical datathat includes errors and discards.
If there were 20 switches in this SAN with equal distribution of fabric ports, about two to three SNMP
packets per switch would be sent every 5 minutes for a total of about 100 request or response SNMP
packets required to monitor the data.

Because of their variable counter requests, flows are more difficult to predict storage space requirements
for. But in general you can expect that, each extra flow adds another 76 KB.

Note  Performance Manager does not collect statistics on honmanageable and non-MDS switches. L oop
devices (FL/NL) are not collected.

Using Performance Thresholds

The Performance Manager Configuration Wizard allows you to set up two thresholds that will trigger
events when the monitored traffic exceeds the percent utilization configured. These event triggers can be
set as either Critical or Warning events that are reported on the Fabric Manager web client Events
browser page.

Absolute value thresholds apply directly to the statistics gathered. These statistics, as a percent of the
total link capacity, are compared to the percent utilization configured for the threshold type. If the
statistics exceed either configured threshold, an event is shown on the Fabric Manager web client Events
tab.

Baseline thresholds create a threshold that adapts to the typical traffic pattern for each link for the same
time window each day, week, or every two weeks. Baseline threshol ds are set as a percent of the average
(110% to 500%), where 100% equals the cal culated weighted average. Figure 8-1 shows an example of
setting a baseline threshold for aweekly or daily option.
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Figure 8-1 Baseline Threshold Example
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The threshold is set for Monday at 2 p.m. The baseline threshold is set at 130% of the average for that
statistic. The average is calculated from the statistics value that occurred at 2 p.m. on Monday, for every

prior Monday (for the weekly option) or the statistics value that occurred at 2 p.m. on each day, for every
prior day (for the daily option).

Flow Setup Wizards

The Performance Manager Flow and Performance Manager Setup wizards greatly simplify
configuration. All you need to do is select the categories of statisticsto capture and the wizards provide
alist of flows and linksto monitor. You can remove entriesif desired, or just accept the provided list and
start data collection. Statistics for host and storage links are not associated with a specific port on a
switch, so you do not lose long term statistics if a connection is moved to a different port.

Creating a Flow Using Flow Configuration Wizard

To create a flow using Fabric Manager, follow these steps:

Stepl  Choose Performance > Create Flows.

You see the Define Traffic Flows dialog box as shown in Figure 8-2.
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Figure 8-2 Create Flows Dialog Box
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Step2  Click the drop-down menu in the VSAN field.

Step3  Choose the list of VSANSs provided by the flow configuration wizard.
Step4  Click the drop-down menu in the Zone field.

Step5  Choose the list of zones provided by the flow configuration wizard.

Step6  Click Next to continue to the next window as shown in Figure 8-3).
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Step 7

Step 8
Step 9
Step 10
Step 11

Figure 8-3
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Choose items in the Possible Flow Pairs area.

The Review Traffic Flows window displays all VSAN flow pairsin the Exisitng Flows for Vsan area.
Click Add to create the selected flow.

Choose items in the Existing Flows for Vsan area.

Click Remove to remove the selected flow.

Click Finish to restart the Performance Manager collection.

You see the Confirmation dialog box as shown in Figure 8-4.

Figure 8-4 Confirmation Dialog Box
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Flow Statistics

Flow statistics count the ingress traffic in the aggregated statistics table. You can collect two kinds of
statistics:

- Aggregated flow statistics to count the traffic for aVSAN.
» Flow statistics to count the traffic for a source and destination ID pair in a VSAN.

If you enable flow counters, you can enable a maximum of 1 K entries for aggregate flow and flow
statistics. Be sure to assign an unused flow index to a module for each new flow. Flow indexes can be
repeated across modules. The number space for flow index is shared between the aggregate flow
statistics and the flow statistics.

Generation 1 modules allow a maximum of 1024 flow statements per module. Generation 2 modules
allow a maximum of 2048-128 flow statements per module.

Table 8-1 explains the Flow Type radio button that defines the type of traffic monitored.

Table 8-1 Performance Manager Flow Types

Flow type Description

Host->Storage Unidirectional flow, monitoring data from the host to the storage element

Storage->Host Unidirectional flow, monitoring data from the storage element to the host

Both Bidirectional flow, monitoring data to and from the host and storage
elements
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CHAPTER 9

Cisco Traffic Analyzer

Cisco Traffic Analyzer is a version of network top (ntop) software that is modified to support Fibre
Channel and SCSI.

This chapter contains the following sections:
» Understanding SPAN, page 9-1
» Using Cisco Traffic Analyzer with Performance Manager, page 9-2

Installing Cisco Traffic Analyzer, page 9-3

Accessing Traffic Analyzer from Fabric Manager Web Server, page 9-5

Understanding SPAN

The SPAN feature is specific to switches in the Cisco MDS 9000 Family. It monitors network traffic
though a Fibre Channel interface. Traffic through any Fibre Channel interface can be replicated to a
special port called the SPAN destination port (SD port). Any Fibre Channel port in a switch can be
configured asan SD port. Once an interfaceisin SD port mode, it cannot be used for normal datatraffic.
You can attach a Fibre Channel analyzer to the SD port to monitor SPAN traffic.

SD ports do not receive frames, they transmit a copy of the SPAN source traffic. The SPAN featureis
nonintrusive and does not affect switching of network traffic for any SPAN source ports (see Figure 9-1).

Figure 9-1 SPAN Transmission
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For information on configuring SPAN, refer to the Cisco MDS 9000 Family Fabric Manager System
Management Configuration Guide.
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Using Cisco Traffic Analyzer with Performance Manager

Performance Manager works in conjunction with Cisco Traffic Analyzer to monitor and manage the
traffic on your fabric. Using Cisco Traffic Analyzer with Performance Manager requires the following
components:

» A configured Fibre Channel Switched Port Analyzer (SPAN) destination (SD) port to forward Fibre
Channel traffic.

- A Port Analyzer Adapter 2 (PAA-2) to convert the Fibre Channel traffic to Ethernet traffic.
- Cisco Traffic Analyzer software to analyze the traffic from the PAA-2.

Note  Werecommend that you install Traffic Analyzer and Performance Manager on separate servers. Linux
server is recommended for installing Traffic Analyzer.

Figure 9-2 shows how Performance Manager works with Cisco Traffic Analyzer to monitor traffic on

your fabric.
Figure 9-2 Overview of Performance Manager Working with Cisco Traffic Analyzer
Performance Cisco Traffic
Manager Analyzer
GUI Collection GUI Caollection SPAN destination port
| | |
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Network mgmt0

port
_pc | _pc | _pc |
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Understanding the PAA-2

The PAA-2 enables effective, low-cost analysis of Fibre Channel traffic. The deviceisastandalone Fibre
Channel-to-Ethernet adapter, designed primarily to analyze SPAN traffic from a Fibre Channel port on
a Cisco MDS 9000 Family switch. The main function of the Port Analyzer Adapter 2 is to encapsulate
Fibre Channel framesinto Ethernet frames. This allows low-cost analysis of Fibre Channel traffic while
leveraging the existing Ethernet infrastructure.

The PAA-2 alows you to examine Fibre Channel frames of various sizes. Fibre Channel frames from
Layers 2, 3, and 4 may be examined without network disruption.
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Understanding Cisco Traffic Analyzer

A

Performance Manager collects Fibre Channel level performance statistics using SNMP to access
counters on Cisco MDS 9000 Family switches. To view detailed SCSI 1/O statistics, you need to look at
the data on an SD port with the help of Cisco Traffic Analyzer, which uses the Cisco Port Analyzer
Adapter 2 (PAA-2).

Cisco Traffic Analyzer providesreal-time analysis of SPAN traffic or analysis of captured traffic through
aWeb browser user interface. Traffic encapsulated by one or more Port Analyzer Adapter 2 products can
be analyzed concurrently with a single workstation running Cisco Traffic Analyzer, which is based on
ntop, a public domain software enhanced by Cisco for Fibre Channel traffic analysis.

Round-trip response times, SCSI 1/0Os per second, SCSI read or traffic throughput and frame counts,
SCSI session status, and management task information are monitored. Additional statistics are also
available on Fibre Channel frame sizes and network management protocols.

For seamless performance analysis and troubleshooting, Cisco Traffic Analyzer can be launched
in-context from Fabric Manager. Port world wide name (pWWN), Fibre Channel ID (FC ID), FC alias,
and VSAN names are passed to Cisco Traffic Analyzer.

Cisco Traffic Analyzer must be downloaded and installed separately from the following website:
http://www.cisco.com/kobayashi/sw-center/sw-stornet.shtml.

Cisco Traffic Analyzer software is available under the Port Analyzer Adapter link. See the “Installing
Cisco Traffic Analyzer” section on page 9-3.

Caution

Note

Cisco Traffic Analyzer for Fibre Channel throughput values are not accurate when used with the original
Cisco Port Analyzer Adapter (PAA) if data truncation is enabled. PAA Version 2 (product ID
DS-PAA_2) isrequired to achieve accurate results with truncation, because it adds a count that enables
Cisco Traffic Analyzer to determine how many data bytes were actually transferred.

Refer to the Cisco MDS 9000 Family Fabric Manager System Management Configuration Guide for
information on configuring the settings for your SPAN destination port. It isimportant that the data you
collect through this port matches the data collected by Performance Manager through the mgmtO port.
If the data does not match, you cannot view Cisco Traffic Analyzer information through a Traffic
Analyzer link on the detail page of a Performance Manager report.

Installing Cisco Traffic Analyzer

Step 1

Step 2

Step 3

Toinstall Cisco Traffic Analyzer on a UNIX workstation, follow these steps:

Open a browser and go to the following website to access the web page where Cisco Traffic Analyzer is
available:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm.
Download fc-ntop.tar.gz and install it using the instructions at the following website:

http://www.ntop.org.
Verify that the Fibre Channel port on the PAA-2 is connected to the SD port on the switch (Figure 9-2).
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Step4  Verify that the Ethernet port on the PAA-2 is connected to the workstation running Cisco Traffic
Analyzer.

Step5  Click Interfaces > SPAN in Device Manager to configure SPAN on the required switch ports.

Step6  Click Interfaces > SPAN in Device Manager to verify that the Fibre Channel port connected to the
PAA-2 is configured as an SD port. The port mode of the destination interface must be SD.

Step7  Click the Sessionstab in Device Manager to verify the correct destination and source of traffic (ingress).

A

Caution  Cisco Traffic Analyzer must not be used with the PAA-2 in Management mode (MNM). Refer to the
Cisco MDS 9000 Family Port Analyzer Adapter 2 Installation and Configuration Note.

To install Cisco Traffic Analyzer on a Windows workstation, follow these steps:

Stepl  Open abrowser and go to the following website to access the web page where Cisco Traffic Analyzer is
available:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm.
Step2  Download ntop-win32.zip and save it on your workstation.
Step3  Unzip the downloaded file.

~

Note  You need the WinPcap library file to use Cisco Traffic Analyzer on a Microsoft Windows
system.You can download this file from the following website:

http://winpcap.polito.it/.

Step4  Open acommand prompt and change directories to your ntop installation directory.
Step5  Typentop -i or install ntop as a service on Windows by following these steps:
a. Typentop /i toinstall ntop as a service.

b. Choose Start > Programs > Administrative Tools > Services to access the Windows Services
Panel.

c. Right-click ntop and choose properties. You see the Properties dialog box.

d. Set the Start Parameters to -i interface number, where interface number is the number of the
interface on your workstation that connects to the PAA-2.

e. Click Start to start ntop on that interface.

~

Note  Subsequent restarts of the ntop service do not require setting the -i option. unless you are
changing the interface that connects to the PAA-2.

Step6  Verify that the Fibre Channel port on the PAA-2 is connected to the SD port on the switch (Figure 9-2).

Step7  Verify that the Ethernet port on the PAA-2 is connected to the workstation running Cisco Traffic
Analyzer.

Step8  Click Interfaces > SPAN in Device Manager to configure SPAN on the required switch ports.
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Step9  Click the Sources tab in Device Manager to verify that the Fibre Channel port connected to the PAA-2
is configured as an SD port. The port mode of the destination interface must be SD.

Step 10  Click the Sessionstab in Device Manager to verify the correct destination and source of traffic (ingress).

pe

Tip To modify the script that launches ntop (ntop.sh or ntop.bat), follow the instructions provided within the
script file. Create a backup of the original script before modifying the file.
—Linux platforms use the shell script path. The ntop output is sent to the syslog file (/var/log/messages
by default).
—Windows platforms use the batch file. The ntop output is sent to afile located in the same directory
as the one from which ntop is launched.

Accessing Traffic Analyzer from Fabric Manager Web Server

Fabric Manager supports discovering instances of Traffic Analyzer and SPAN ports configured within
your fabric.

Fabric Manager Web Server supports the following Traffic Analyzer integration features:
« SCSI I/O Traffic Analyzer pages can be viewed within the Web client.
» Traffic Analyzer can reside on a different server than Performance Manager.
- Performance Manager integrates with multiple servers running Traffic Analyzer.
- Instances of Traffic Analyzer servers can be discovered by Fabric Manager Server.
» Web client report lists SPAN destination ports and associations with Traffic Analyzers.

To access an instance of Traffic Analyzer running in your fabric using Fabric Manager Web Server,
follow these steps:

Stepl  Click the Performance tab and then click the Traffic Analyzer tab.

You see a summary table of all SPAN destination ports and configured Traffic Analyzersin your fabric
(see Figure 9-3). The source column shows the ports that are monitored by the SPAN destination port.
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Figure 9-3 Traffic Analyzer in Fabric Manager Web Server
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Step2  Click a Traffic Analyzer to launch that Traffic Analyzer within Fabric Manager Web Server.

To rediscover instances of Traffic Analyzer running in your fabric using Fabric Manager Web Server,
follow these steps:

Stepl  Choose Performance > Traffic Analyzer.

You see asummary table of all SPAN destination ports and configured Traffic Analyzersin your fabric
shown in Figure 9-4.
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Figure 9-4 Traffic Analyzer in Fabric Manager Web Server
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Step2  Navigate to the fabric or VSAN where you want to rediscover instances of Traffic Analyzer from the
navigation bar.

Step3  Set Analyzers on Subnet to the subnet that you want to discover.
Step4  Click Discover to find instances of Traffic Analyzer within the selected fabric or VSAN and subnet.
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CHAPTER 10

Network Monitoring

The primary purpose of Fabric Manager is to manage the network. In particular, SAN discovery and
network monitoring are two of its key network management capabilities.

This chapter contains the following sections:
- SAN Discovery and Topology Mapping, page 10-1
- Health and Event Monitoring, page 10-4

SAN Discovery and Topology Mapping

Fabric Manager provides extensive SAN discovery, topology mapping, and information viewing
capabilities. Fabric Manager collects information on the fabric topology through SNMP queries to the
switches connected to it. Fabric Manager recreates a fabric topology, presentsit in a customizable map,
and provides inventory and configuration information in multiple viewing options.

Device Discovery

Once Fabric Manager isinvoked, aSAN discovery process begins. Using information polled from a seed
Cisco MDS 9000 Family switch, including Name Server registrations, Fibre Channel Generic Services
(FC-GS), Fabric Shortest Path First (FSPF), and SCSI-3, Fabric Manager automatically discovers all
devices and interconnects on one or more fabrics. All available switches, host bus adapters (HBAS), and
storage devices are discovered. The Cisco MDS 9000 Family switches use Fabric-Device Management
Interface (FMDI) to retrieve HBA model, serial number and firmware version, and host operating-system
type and version discovery without host agents. Fabric Manager gathers thisinformation through SNMP
gueries to each switch. The device information discovered includes device names, software revision
levels, vendor, 1SLs, PortChannels, and VSANSs.

For aVSAN changeinvolving athird-party switch, Fabric Manager will need a second discovery to show
the correct topology due to the discovery dependency when thereis any change in amixed VSAN. The
first discovery finds the third-party switch and the subsequent discovery will show the information on
which VSAN it is going to join and can discover the end devices connected to it. You can wait for the
subsequent discovery or trigger a manual discovery
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Topology Mapping

Fabric Manager is built upon atopology representation of the fabric. Fabric Manager provides an
accurate view of multiple fabricsin a single window by displaying topology maps based on device
discovery information. You can modify the topology map icon layout with an easy-to-use, drag-and-drop
interface. The topology map visualizes device interconnections, highlights configuration information
such as zones, VSANS, and | SLs exceeding utilization thresholds. The topology map also provides a
visual context for launching command-line interface (CLI) sessions, configuring PortChannels, and
opening device managers.

Using the Topology Map

The Fabric Manager topology map can be customized to provide a view into the fabric that varies from
showing all switches, end devices, and links, to showing only the core switches with single bold lines

for any multiple links between switches. Use the icons along the | eft side of the topology map to control
these views or right-click anywhere in the topology map to access the map controls.

You can zoom in or out on the topology map to see an overview of the SAN or focus on an area of
importance. You can also open an overview window that shows the entire fabric. From this window, you
can right-click and draw a box around the area you want to view in the main topology map view.

Another way to limit the scope of the topology display isto select afabric or VSAN from the Logical
Domains pane. The topology map displays only that fabric or VSAN.

Moving the mouse pointer over alink or switch provides a simple summary of that SAN component,
along with a status indication. Right-clicking on the component brings up a pop-up menu. You can view
the component in detail or access configuration or test features for that component.

Double-click alink to bring link status and configuration information to the information pane.
Double-click a switch to bring up Device Manager for that switch.

Saving a Customized Topology Map Layout

Step 1
Step 2

Changes made to the topology map can be saved so that the customized view is available any time you
open the Fabric Manager Client for that fabric.

To save the customized layout using Fabric Manager, follow these steps:

Click File > Preferences to open the Fabric Manager preferences dialog box.

Click the M ap tab and check the Automatically Save L ayout check box to save any changes to the
topology map as shown in Figure 10-1.
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Figure 10-1 Fabric Manager Preferences
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Step3  Click Apply, and then click OK to save this change.

Using Enclosures with Fabric Manager Topology Maps

Because not all devices are capable of responding to FC-GS-3 requests, different ports of asingle server
or storage subsystem may be displayed as individual end devices on the topology map. See the
“Modifying the Device Grouping” section on page 5-37 to group these ports into a single enclosure for
Fabric Manager.

Clicking Alias->Enclosur e displays hosts and storage elements in the Information pane. Thisisa
shortcut to naming enclosures. To use this shortcut, highlight each row in the host or storage table that
you want grouped in an enclosure then click Alias -> Enclosure. This automatically sets the enclosure
names of each selected row with the first token of the alias.

Mapping Multiple Fabrics

To log into multiple fabrics, the same username and password must be used. The information for both
fabricsis displayed, with no need to select a seed switch. To see details of afabric, click the tab for that
fabric at the bottom of the Fabric pane, or double-click the fabric’s cloud icon. To continuously manage
afabric using Fabric Manager, follow theinstructionsin the “ Managing a Fabric Manager Server Fabric”
section on page 3-6.

Inventory Management

The Information pane in Fabric Manager shows inventory, configuration, and status information for all
switches, links, and hosts in the fabric. Inventory management includes vendor name and model, and
software or firmware versions. Select afabric or VSAN from the Logical Domains pane, and then select
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the Summary tab in the Information pane to get a count of the number of VSANS, switches, hosts, and
storage elements in the fabric. See the “ Fabric Manager Client Quick Tour: Admin Perspective” section
on page 5-15 for more information on the Fabric Manager user interface.

Using the Inventory Tab from Fabric Manager Web Server

Step 1

Step 2

If you have configured Fabric Manager Web Server, you can launch this application and access the
Inventory tab to see asummary of the fabrics managed by the Fabric Manager Server. The Inventory tab
shows an inventory of the selected SAN, fabric, or switch. See Chapter 7, “ Fabric Manager Web Client”
for more information on how to configure and use Fabric Manager Web Server.

To view system messages remotely using Fabric Manager Web Server, follow these steps:

Point your browser at the Fabric Manager Web Server. See the “ Launching Fabric Manager Web Client”
section on page 7-7.

Click the Eventstab then the Details to view the system messages. The columnsin the eventstable are
sortable. In addition, you can use the Filter button to limit the scope of messages within the table.

Viewing Logs from Device Manager

Note

You can view system messages from Device Manager if Device Manager is running from the same
workstation as the Fabric Manager Server. Choose L ogs > Events > current to view the system
messages on Device Manager. The columnsin the events table are sortable. In addition, you can use the
Find button to locate text within the table.

You can view switch-resident logs even if you have not set up your local syslog server or your local PC
isnot in the switch's syslog server list. Due to memory constraints, these logs will wrap when they reach
acertain size. The switch syslog has two logs: an NVRAM log that holds a limited number of critical
and greater messages and a nonpersistent log that contai ns notice or greater severity messages. Hardware
messages are part of these logs.

To view syslog local logs, you need to configure the | P address of the Fabric Manager Server in the
syslog host.

Health and Event Monitoring

Fabric Manager works with the Cisco MDS 9000 Family switches to show the health and status of the
fabric and switches. Information about the fabric and its components is gathered from multiple sources,
including Online System Health Management, Call Home, system messages, and SNMP notifications.
This information is then made available from multiple menus on Fabric Manager or Device Manager.
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Fabric Manager Events Tab

The Fabric Manager Eventstab, avail able from the topol ogy window, displaysthe events Fabric Manager
received from sources within the fabric. These sources include SNMP events, RMON events, system
messages, and system health messages. The Eventstab shows atable of events, including the event name,
the source and time of the event, a severity level, and a description of the event. The table is sortable by
any of these column headings.

Event Information in Fabric Manager Web Server Reports

The Fabric Manager web server client displays collections of information gathered by the Performance
Manager. This information includes events sent to the Fabric Manager Server from the fabric. To open
these reports, choose Performance Manager > Reports. This opens the web client in aweb browser
and displays asummary of all fabrics monitored by the Fabric Manager Server. Choose afabric and then
click the Events tab to see a summary or detailed report of the events that have occurred in the selected
fabric. The summary view shows how many switches, ISLs, hosts, or storage elements are down on the
fabric and how many warnings have been logged for that SAN entity. The detailed view shows alist of
all events that have been logged from the fabric and can be filtered by severity, time period, or type.

Events in Device Manager

Device Manager displays the events when you choose L ogs > Events. Device Manager can display the
current list of events or an older list of eventsthat has been stored on the Fabric Manager host. The event
table shows details on each event, including time, source, severity, and a brief description of the event.
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CHAPTER ﬂ

Performance Monitoring

Cisco Fabric Manager and Device Manager provide multipletools for monitoring the performance of the
overall fabric, SAN elements, and SAN links. Thesetools providereal-time statisticsaswell as historical
performance monitoring.

This chapter contains the following sections:
» Real-Time Performance Monitoring, page 11-1
- Historical Performance Monitoring, page 11-4
- Analyzing SAN Health, page 11-12

Real-Time Performance Monitoring

Device Manager provides an easy tool for monitoring ports on the Cisco MDS 9000 Family switches.
Thistool gathers statistics at aconfigurableinterval and displaystheresultsin tablesor charts. Real-time
performance statistics are useful for dynamic troubleshooting and fault isolation within the fabric.
Real-time statistics gather data on parts of the fabric in user-configurable intervals and display these
resultsin Fabric Manager and Device Manager. For a selected port, you can monitor any of a number of
statistics including traffic in and out, errors, class 2 traffic, and FICON data.

Device Manager Real-time Performance Monitoring

Device Manager provides an easy tool for monitoring ports on the Cisco MDS 9000 Family switches.
Thistool gathers statistics at a configurable interval and displays the results in tables or charts. These
statistics show the performance of the selected port in real-time and can be used for performance
monitoring and troubleshooting. For a selected port, you can monitor any of a number of statistics
including traffic in and out, errors, class 2 traffic, and FICON data. You can set the polling interval from
ten seconds to one hour, and display the results based on a number of selectable options including
absolute value, value per second, and minimum or maximum value per second.

Device Manager checking for oversubscription on the host-optimized four-port groups on relevant
modules. Right-click the port group on amodul e and choose Check Over subscription from the pop-up
menu.

Device manager provides two performance views: the Summary View tab and the configurable monitor
option per port.
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Configuring the Summary View

To configure the summary view in Device Manager, follow these steps:

Stepl  Click the Summary tab on the main display.

You see all of the active ports on the switch, as well as the configuration options available from the
Summary view shown in Figure 11-1.

Figure 11-1 Device Manager Summary Tab
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Step2  Select avalue from the Poll Interval drop-down list.

Step3  Decide how you want your data to be interpreted by looking at the Show Rx/Tx drop-down menu. The
table updates each polling interval to show an overview of the receive and transmit data for each active
port on the switch.

Step4  Select avalue from the Show Rx/Tx drop-down list. If you select Util%, you need to also select values
from the two Show Rx/Tx > % Util/sec drop-down lists. The first value is the warning level and the
second value is the critical threshold level for event reporting.

Note that you can also display percent utilization for a single port by selecting the port and clicking the
Monitor Selected Interface Traffic Util % icon.

The configurable monitor per port option gives statistics for in and out traffic on that port, errors, class
2 traffic and other data that can be graphed over a period of time to give areal-time view into the
performance of the port.

To configure per port monitoring using Device Manager, follow these steps:

Stepl  Click the Device tab.

Step2  Right-click the port you are interested in and choose M onitor from the drop-down menu.
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Step 3

Step 4

You see the port real-time monitor dialog box shown in Figure 11-2.

Figure 11-2 Device Manager Monitor Dialog Box
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Select avaluefromthe I nterval drop-down list to determine how often datais updated in the table shown
here.

Click a statistical value in the table then click one of the graphing icons to display a running graph of
that statistic over time. You see a graph window that contains options to change the graph type.

Je

Tip You can open multiple graphs for statistics on any of the active ports on the switch.

Fabric Manager Real-Time ISL Statistics

Step 1

Step 2
Step 3

You can configure Fabric Manager to gather ISL statisticsin real time. These ISL statistics include
receive and transmit utilization, bytes per second, as well as errors and discards per ISL.

To configure ISL statistics using Fabric Manager, follow these steps:

Choose Performance > ISLsin Real-Time.

You see any ISL statistics in the Information pane as shown in Figure 11-3.

Figure 11-3 ISL Performance in Real Time
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Select a value from the Poll Interval drop-down list.

Select two values from the Bandwidth utilization thresholds drop-down lists, one value for the minor
threshold and one value for the major threshold.

The table shown updates each polling interval to show the statistics for all configured ISLs in the fabric.
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Step4  Select arow in the table to highlight that ISL in blue in the Topology map.

Historical Performance Monitoring

Performance Manager gathers network device statistics historically and provides this information using
Fabric Manager client and web browser. It presents recent statistics in detail and older statisticsin

summary. Performance Manager also integrates with external tools such as Cisco Traffic Analyzer. See
the “ Performance Manager Architecture” section on page 8-1 for an overview of Performance Manager.

Creating a Flow with Performance Manager

With the Flow Configuration Wizard you can create host-to-storage, storage-to-host, or bidirectional
flows. Once defined, you can add these flows to a collection configuration file to monitor the traffic
between a host/storage element pair. The flows created become part of the collection optionsin the
Performance Manager Configuration Wizard. See the “Flow Statistics” section on page 8-6 for
information on creating flows.

Creating a Collection with Performance Manager

The Performance Manager Configuration Wizard steps you through the process of creating collections
using configuration files. Collections are defined for one or all VSANs in the fabric. Collections can
include statistics from the SAN element types described in Table 11-1.

Table 11-1 Performance Manager Collection Types

Collection Type |Description

ISLs Collects link statistics for 1SLs.

Host Collects link statistics for SAN hosts.

Storage Collects link statistics for a storage elements.

Flows Collects flow statistics defined by the Flow Configuration
Wizard.

Using Performance Thresholds

The Performance Manager Configuration Wizard allows you to set up two thresholds that trigger events
when the monitored traffic exceeds the percent utilization configured. These event triggers can be set as
either Critical or Warning events that are reported on the Fabric Manager web client Events browser
page.

You must choose either absol ute value thresholds or baseline thresholds that apply to al transmit or
receive traffic defined in the collection. Click the Use absolute values radio button on the last screen of
the Performance Manager Configuration Wizard to configure thresholds that apply directly to the
statistics gathered. These statistics, as a percent of the total link capacity, are compared to the percent
utilization configured for the threshold type. If the statistics exceed either configured threshold, an event
is shown on the Fabric Manager web client Events tab.
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As an example, the collection has absol ute val ue thresholds set for 60% utilization (for warning) and
80% utilization (for critical). If Performance Manager detects that the traffic on a 1-Gigabit link in its
collection exceeds 600 Mbps, a warning event is triggered. If the traffic exceeds 800 Mbps, a critical
event istriggered.

Baseline thresholds are defined for a configured time of day or week (1 day, 1 week, or 2 weeks). The
baseline is created by calculating the average of the statistical results for the configured time each day,
week, or every 2 weeks. Table 11-2 shows an example of the statistics used to create the baseline value
for a collection defined at 4 pm on a Wednesday.

Table 11-2 Baseline Time Periods for a Collection Started on Wednesday at 4pm
Baseline Time Window | Statistics Used in Average Calculation

1 day Every prior day at 4 pm

1 week Every prior Wednesday at 4 pm

2 weeks Every other prior Wednesday at 4 pm

Baseline thresholds create a threshold that adapts to the typical traffic pattern for each link for the same
time window each day, week, or every 2 weeks. Baseline thresholds are set as a percent of the average
(110% to 500%), where 100% equals the cal culated average.

As an example, a collection is created at 4 pm on Wednesday, with baseline thresholds set for 1 week,
at 150% of the average (warning) and 200% of the average (critical). Performance Manager recal cul ates
the average for each link at 4 pm every Wednesday by taking the statistics gathered at that time each
Wednesday since the collection started. Using this as the new average, Performance Manager compares
each received traffic statistic against this value and sends a warning or critical event if the traffic on a
link exceeds this average by 150% or 200% respectively.

Table 11-3 shows two examples of 1-Gigabit linkswith different averagesin our example collection and
at what traffic measurements the Warning and Critical events are sent.

Table 11-3 Example of Events Generated for 1-Gigabit Links

Average Warning Event Sent at 150% Critical Event Sent at 200%
400 Mbps 600 Mbps 800 Mbps

200 Mbps 300 Mbps 400 Mbps

Set these thresholds on the last screen of the Collections Configuration Wizard by checking the Send
eventsif traffic exceeds threshold check box.

Using the Performance Manager Configuration Wizard

See the “ Creating Performance Collections” section on page 7-61.

Viewing Statics Using Fabric Manager

You can configure Fabric Manager to gather historic and real time statistics of 1SLs or End devices.
These statistics include receive and transmit utilization, bytes per second, as well as errors and discards
per ISL or end device.
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To view the historic and real-time statistics of 1SLs or end devices using Fabric Manager, follow these

steps:
Stepl  Right-click the ISL or end device in the Fabric pane.
You see a context menu as shown in the Figure 11-4.
Step2  Select Show Statics.

Figure 11-4 Show Statics Menu
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collection.

Show Statics menu will be enabled only if you add the fabric to the Performance Manager

Viewing Performance Manager Reports

You can view Performance Manager statistical data using preconfigured reportsthat are built on demand
and displayed in aweb browser. These reports provide summary information aswell as detail ed statistics

that can be viewed for daily, weekly, monthly, or yearly

results.

Choose Perfor mance > Reports to access Performance Manager reports from Fabric Manager. This
opens aweb browser window showing the default Fabric Manager web client event summary report.
Click the Performance tab to view the Performance Manager reports. Performance Manager begins

reporting data ten minutes after the collection is started.
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Note  Fabric Manager Web Server must be running for reports to work. See the “Launching Fabric Manager
Web Client” section on page 7-7.

Performance Summary

The Performance Summary page presents a dashboard display of the throughput and link utilization for
hosts, ISLs, storage, and flows for the last 24-hour period. The summary provides a quick overview of
the fabric’s bandwidth consumption and highlights any hotspots.

The report includes network throughput pie charts and link utilization pie charts. Use the navigation tree
on the left to show summary reports for monitored fabrics or VSANSs. The summary displays charts for
all hosts, storage elements, 1SLs, and flows. Each pie chart shows the percent of entities (links, hosts,
storage, ISLs, or flows) that measure throughput or link utilization on each of six predefined ranges.
Move the mouse over a pie chart section to see how many entities exhibit that range of statistics.
Double-click any pie chart to bring up atable of statistics for those hosts, storage elements, ISLs, or
flows.

Performance Tables and Details Graphs

Click Host, Storage, | SL, or Flow to view traffic over the past day for all hosts, storage, ISLs, or flows
respectively. A tablelists all of the selected entities, showing transmit and receive traffic and errors and
discards, if appropriate. The table can be sorted by any column heading. The table can also be filtered
by day, week, month, or year. Tables for each category of statistics display average and peak throughput
values and provide hot-links to more detailed information.

Clicking alink in any of the tables opens a details page that shows graphsfor traffic by day, week, month,
and year. If flows exist for that port, you can see which storage ports sent data. The details page also
displays graphs for errors and discards if they are part of the statistics gathered and are not zero.

If you double-click a graph on a Detail report, it will launch the Cisco Traffic Analyzer for Fibre
Channel, if configured. The aliases associated with hosts, storage devices, and VSANs in the fabric are
passed to the Cisco Traffic Analyzer to provide consistent, easy identification.

Viewing Performance of Host-Optimized Port Groups

You can monitor the performance of host-optimized port groups by selecting Performance > End
Devices and selecting Port Groups from the Type drop-down list.

Viewing Performance Manager Events

Performance Manager events are viewed through Fabric Manager Web Server. To view problems and
events in Fabric Manager Web Server, choose a fabric and then click the Events tab to see a summary
or detailed report of the problems and events that have occurred in the selected fabric.

Generating Topl0 Reports in Performance Manager

You can generate historical Top10 reportsthat can be saved for later review. Thesereportslist the entities
from the data collection, with the most active entities appearing first. Thisis a static, one-time only
report that generates averages and graphs of the data collection as a snapshot at the time the report is
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generated. These Top10 reports differ from the other monitoring tables and graphs in Performance

Manager in that the other datais continuously monitored and is sortable on any table column. The Top10
reports are asnapshot view at the time the report was generated and are static. These are one-time reports
that generate averages and graphs of the data collection as a snapshot at the time the report is generated.

Tip Name the reports with a timestamp so that you can easily find the report for a given day or week.

These Top10 reports differ from the other monitoring tables and graphsin Performance Manager in that
the other data is continuously monitored and is sortable on any table column. The Top10 reports are a
shapshot view at the time the report was generated.

Note  ToplO reports require analyzing the existing data over an extended period of time and can take hours or
more to generate on large fabrics.

Seethe “ Creating a Custom Report Template” section on page 7-39 for information on creating a Top10
report.

Generating Top10 Reports Using Scripts

You can generate Top10 reports manually by issuing the following commands:
e On UNIX, run the script:

“/<user_directory>/.cisco_mds9000/bin/pm.sh display pm/pm.xml <output_directory>"

« On Windows, run the script:

“c:\Program Files\Cisco Systems\MDS 9000\bin\pm.bat display pm\pm.xml
<output_directory>"

On UNIX, you can automate the generation of the Top10 reports on your Fabric Manager Server host by
adding the following cron entry to generate the reports once an hour;

0 * * * * /<ugser_directory>/.cisco_mds9000/bin/pm.sh display pm/pm.xml <output_directory>

If your crontab does not run automatically or Java complains about an exception similar to
Example 11-1, you need to add “-Djava.awt.headless=true” to the IV MARGS command in
/<user_directory>/.cisco_mds9000/bin/pm.sh.

Example 11-1 Example Java Exception

in thread “main” java.lang.InternalError Can't connect to X11 window server using '0.0' as
the value of the DISPLAY variable.

Exporting Data Collections to XML Files

The RRD files used by Performance Manager can be exported to a freeware tool called rrdtool. The rrd
files are located in pm/db on the Fabric Manager Server. To export the collection to an XML file, enter
the following command at the operating system command-line prompt:

/bin/pm.bat xport xxx yvy

In this command, xxx is the RRD file and yyy is the XML file that is generated. This XML fileisina
format that rrdtool is capable of reading with the command:
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rrdtool restore filename.xml filename.rrd

You can import an XML file with the command:

bin/pm.bat pm restore <xmlFile> <rrdFile>

Thisreads the XML export format that rrdtool is capable of writing with the command:

rrdtool xport filename.xml filename.rrd.

The pm xport and pm restore commands can be found on your Fabric Manager Server at bin\PM.bat
for Windows platforms or bin/PM.sh on UNIX platforms. For more information on the rrdtool, refer to
the following website: http://www.rrdtool .org.

Exporting Data Collections in Readable Format

You can export the RRD files used by Performance Manager to afreeware tool called rrdtool and export
the collection to an XML file. Cisco MDS SAN-OS Release 2.1(1a) introduces the inability to export
data collections in comma-separated format (CSV). This format can be imported to various tools,
including Microsoft Excel. You can export these readable data collections either from the Fabric
Manager Web Services menus or in batch mode from the command line on Windows or UNIX. Using
Fabric Manager Web Services, you can export one file. Using batch mode, you can export all collections
in the pm.xml file.

Note  Fabric Manager Web Server must be running for thisto work. See the “ Launching Fabric Manager Web
Client” section on page 7-7.

To export data collections to Microsoft Excel using Fabric Manager Web Server, follow these steps:

Stepl  Click the Perfor mance tab on the main page.
You see the overview table.

Step2  Click the Flows sub-tab.

Step3  Right-click the name of the entity you want to export and select Export to Microsoft Excel.
You see the Excel chart for that entity in a pop-up window.

To export data collections using command-line batch mode, follow these steps:

Stepl  Go to theinstallation directory on your workstation and then go to the bin directory.

Step2  On Windows, enter \pm.bat export C:\Program Files\Cisco Systems\M DS 9000\pm\pm.xml <export
directory>. This creates the csv file (export.csv) in the export directory on your workstation.

Step3  On UNIX, enter ./pm.sh export /usr/local/cisco_mds9000/pm/pm.xml <export directory>. This
creates the csv file (export.csv) in the export directory on your workstation.

When you open this exported file in Microsoft Excel, the following information displays:

- Title of the entity you exported and the address of the switch the information came from.
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» The maximum speed seen on the link to or from this entity.
» TheVSAN ID and maximum speed.

- The timestamp, followed by the receive and transmit data rates in bytes per second.

Configuring Performance Manager for Use with Cisco Traffic Analyzer

Performance Manager worksin conjunction with the Cisco Traffic Analyzer to allow you to monitor and
manage the traffic on your fabric. Using Cisco Traffic Analyzer with Performance Manager requires the
following components:;

» A configured Fibre Channel Switched Port Analyzer (SPAN) destination (SD) port to forward Fibre
Channel traffic.

« A Port Analyzer Adapter 2 (PAA-2) to convert the Fibre Channel traffic to Ethernet traffic.
- Cisco Traffic Analyzer software to analyze the traffic from the PAA-2.

To configure Performance Manager to work with the Cisco Traffic Analyzer, follow these steps:

Stepl  Set up the Cisco Traffic Analyzer according to the instructions in the Cisco MDS 9000 Family Port
Analyzer Adapter 2 Installation and Configuration Note.

Step2  Get the following three items of information:

» ThelPaddress of the management workstation on which you are running Performance Manager and
Cisco Traffic Analyzer.

= The path to the directory where Cisco Traffic Analyzer isinstalled.

» The port that is used by Cisco Traffic Analyzer (the default is 3000).
Step3  Start the Cisco Traffic Analyzer.

a. Choose Performance > Traffic Analyzer > Open.

b. Enter the URL for the Cisco Traffic Analyzer, in the format:

http://<ip address>:<port number>

ip address is the address of the management workstation on which you have installed the Cisco
Traffic Analyzer

:port number isthe port that is used by Cisco Traffic Analyzer (the default is :3000).
c. Click OK.
d. Choose Performance > Traffic Analyzer > Start.
e. Enter the location of the Cisco Traffic Analyzer, in the format:
D:\<directory>\ntop.bat
D: isthe drive letter for the disk drive where the Cisco Traffic Analyzer isinstalled.
directory is the directory containing the ntop.bat file.
f. Click OK.

Step4  Create the flows you want Performance Manager to monitor, using the Flow Configuration Wizard. See
the “Creating a Flow with Performance Manager” section on page 11-4
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Step5  Define the data collection you want Performance Manager to gather, using the Performance Manager
Configuration Wizard. See the“ Creating a Collection with Performance Manager” section on page 11-4.

a. Choose the VSAN you want to collect information for or choose All VSANSs.

b. Check the types of items you want to collect information for (Hosts, 1SLs, Storage Devices, and
Flows).

c. Enter the URL for the Cisco Traffic Analyzer in the format:

http://<ip address>/<directory>

where:

ip address is the address of the management workstation on which you have installed the Cisco
Traffic Analyzer, and directory is the path to the directory where the Cisco Traffic Analyzer is
installed.

d. Click Next.

e. Review the data collection on this and the next section to make sure this is the data you want to
collect.

f. Click Finish to begin collecting data.
~
Note Datais not collected for JBOD or for virtual ports. If you change the data collection

configuration parameters during a data collection, you must stop and restart the collection
process for your changes to take effect.

Step6  Choose Performance > Reports to generate a report. Performance Manager Web Server must be
running. See the “Launching Fabric Manager Web Client” section on page 7-7. You see Web Services;
click Custom then select areport template.

N
Note It takes at least five minutes to start collecting data for a report. Do not attempt to generate a
report in Performance Manager during the first five minutes of collection.

Step7  Click Cisco Traffic Analyzer at the top of the Host or Storage detail pages to view the Cisco Traffic
Analyzer information, or choose Per formance > Traffic Analyzer > Open. The Cisco Traffic Analyzer
page will not open unless ntop has been started already.

N
Note  For information on capturing a SPAN session and starting a Cisco Traffic Analyzer session to

view it, refer to the Cisco MDS 9000 Family Port Analyzer Adapter 2 Installation and
Configuration Note.

Note  Forinformation on viewing and interpreting your Performance Manager data, seethe“Historical
Performance Monitoring” section on page 11-4.

For information on viewing and interpreting your Cisco Traffic Analyzer data, refer to the Cisco
MDS 9000 Family Port Analyzer Adapter 2 Installation and Configuration Note.
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For performance drill-down, Fabric Manager Server can launch the Cisco Traffic Analyzer in-context
from the Performance Manager graphs. The aliases associated with hosts, storage devices, and VSANs
are passed to the Cisco Traffic Analyzer to provide consistent, easy identification.

Analyzing SAN Health

The SAN Health Advisor tool isa utility that used to monitor the performance and collect the statistics.
You can perform the following tasks with this tool:

= Run Performance Monitor to collect I/O statistics

» Collect fabric inventory (switches and other devices)
- Create agraphical layout of fabric topology

» Create reports of error conditions and statistical data

You can install thistool at any SAN environment to collect I/O statistics for the specified time (usually
24 hours), generate health reports and automatically send reports to the designated system administrator
for review at regular intervals.

When you start SAN Health Advisor toal, it runsin wizard mode, and prompts for inputs such as seed
switch credentials, | P address of the server to which the datato be sent and all the necessary information
for the software setup. As soon as the fabric is discovered, the tool starts capturing performance data,
I/O statistics and error conditions.

The reports generated from the collection is stored in the $INSTAL L DIR/dem/fm/reports directory.
Thesereports are automatically sent to the designated SAN administrator for review. In asituation where
the tool failsto collect the data, it generates a report with an error message or exception. After sending
the reports the tool automatically uninstallsitself and terminates all the processes that it established on
the host machine.

The report that SAN Health Advisor tool generates will have the following details:

- Events

» System messages

« Analysis of connectivity
» Zone discrepancy

- System configuration

- Interface status

» Domain information

» Security settings

Installing the SAN Health Advisor Tool

SAN Health Advisor tool can beinstalled and run on Windows, UNIX, and Solaris platforms. Install the
package that contains the .jar file with JRE version 6.0.

N

Note  The SAN Health tool is not installed by default when you install Fabric Manager software.
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To install the SAN Health Advisor tool on Windows, follow these steps:

Stepl  Double-click the San Health Advisor tool installer.
You see the San Health Advisor tool Installer window as shown in Figure 11-5.

Figure 11-5 SAN Health Advisor: Installer
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Step2  Select an installation folder on your workstation for SAN Health Advisor.
On Windows, the default location is C:\Program Files\Cisco Systems\.
Step3  Click Install to start the installation.
You see the installation progressing as shown in Figure 11-6.
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Figure 11-6 SAN Health Advisor: Installation in Progress
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You see the Fabric Options dialog box as shown in Figure 11-7
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Figure 11-7 SAN Health Advisor: Fabric Options
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Step4  Inthe Seed Switch text box, enter the | P address of the seed switch.
Step5  Enter the user name and password for the switch.
Step6  Select the authentication privacy option from the Auth-Privacy drop-down list box.
Step7  Click the Performance Collection check box to enable the process to run for 24 hours.
Step8  Click Collect to start gathering performance information.

You see the collecting dialog box as shown in Figure 11-8.
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Figure 11-8 SAN Health Advisor: Collecting
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If you want to stop gathering information in the middle of the process, click Cancel. You see the message
indicating performance collection is complete as shown in Figure 11-9.
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Figure 11-9 SAN Health Advisor: Performance Collection Complete
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Uninstall

Step9  Click Uninstall to remove the SAN Health Advisor software.
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CHAPTER 12

Software Images

This chapter describes how to install and upgrade Cisco MDS software images. It includes the following
sections:

» About Software Images, page 12-1

- Essential Upgrade Prerequisites, page 12-3

- Software Upgrade Methods, page 12-5

« Automated Upgrades, page 12-6

» Using the Software Install Wizard, page 12-8

« Nondisruptive Upgrades on Fabric and Modular Switches, page 12-15
- Maintaining Supervisor Modules, page 12-16

» Installing Generation 2 Modules in Generation 1 Chassis, page 12-18
» Replacing Modules, page 12-18

» Default Settings, page 12-19

About Software Images

Each switch is shipped with a Cisco MDS NX-OS or SAN-OS operating system for Cisco MDS 9000
Family switches. The Cisco MDS NX-OS consists of two images—the kickstart image and the system
image. To upgrade the switch to a new image, you must specify the variables that direct the switch to the
images.

» To select the kickstart image, use the KICKSTART variable.
» To select the system image, use the SY STEM variable.

The images and variables are important factors in any install procedure. You must specify the variable
and the image to upgrade your switch. Both images are not always required for each install.

Note  Unless explicitly stated, the software install procedures in this chapter apply to any switch in the Cisco
MDS 9000 Family.

Dependent Factors for Software Installation

The software image install procedure is dependent on the following factors:
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Software images—The kickstart and system image files reside in directories or folders that can be
accessed from the Cisco MDS 9000 Family switch prompt.

» Image version—Each image file has a version.

Flash disks on the switch—The bootflash: resides on the supervisor module and the CompactFlash
disk isinserted into the slotO: device.

» Supervisor modules—There are single or dual supervisor modules.

Selecting the Correct Software Images for Cisco MDS 9100 Series Switches

The Supervisor-1 and Supervisor-2 modules supported by Cisco MDS 9100 Series switches require
different system and kickstart images. You can determine which images to use on your switch by the
naming conventions shown in Table 12-1 and Table 12-2.

Table 12-1 Supervisor Module Software Image Naming Conventions for MDS 9100 Series

Cisco MDS 9100 Series
Switch Type

9124, 9124e, 9134, Cisco
Fabric Switch for HP
c-Class BladeSystem,
Cisco Fabric Switch for
IBM BladeCenter

Supervisor Module Type Naming Convention

Filename begins with m9100-s2ek9

Supervisor-2 module

Table 12-2 Software Image Naming Conventions for MDS 9100 Series

Cisco MDS 9100 Series

Switch Type

Supervisor Module Type

Naming Convention

Cisco MDS 9148
Multilayer Fabric Switch

Supervisor-2 module

Filename begins with m9100-s3ek.

Cisco MDS 9124
Multilayer Fabric Switch

Supervisor-2 module

Filename begins with m9100-s3ekO.

Selecting the Correct Software Images for Cisco MDS 9200 Series Switches

The Supervisor-1 and Supervisor-2 modules supported by Cisco MDS 9200 Series switches require
different system and kickstart images. You can determine which images to use on your switch by the

naming conventions shown

Table 12-3

in Table 12-3.

Supervisor Module Software Image Naming Conventions for MDS 9200 Series

Cisco MDS 9200 Series
Switch Type

Supervisor Module Type

Naming Convention

9222i

Supervisor-2 module

Filename begins with m9200-s2ek9

9216, 9216A or 9216i

Supervisor-1 module

Filename begins with m9200-s1ek9
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Selecting the Correct Software Images for Cisco MDS 9500 Family Switches

The Supervisor-1 and Supervisor-2 modules supported by Cisco MDS 9500 Family switches require
different system and kickstart images. You can determine which images to use on your switch by the
naming conventions shown in Table 12-4.

Table 12-4 Supervisor Module Software Image Naming Conventions for MDS 9500 Series
Cisco MDS 9500 Series

Switch Type Supervisor Module Type Naming Convention

9513 Supervisor-2 module Filename begins with m9500-sf2ek9
9506 or 9509 Supervisor-2 module Filename begins with m9500-sf2ek9

Essential Upgrade Prerequisites
AY

Note  During a software upgrade to Cisco SAN-OS 3.1(3), the CompactFlash CRC Checksum test runs
automatically in the background. All modules that are online are tested and the installation stops if any
modules are running with afaulty CompactFlash. When this occurs, the switch can not be upgraded until
the situation iscorrected. A system message displaysthe moduleinformation and indicates that you must
issue the system health cf-crc-check module CLI command to troubleshoot. For descriptions of new

commands supported by the CompactFlash checksum feature, refer to the Cisco MDS 9000 Family
Command Reference.

Before attempting to migrate to any software image version, follow these guidelines:
« Customer Service

Before performing any software upgrade, contact your respective customer service representative to
review your software upgrade requirements and to provide recommendations based on your current
operating environment.

N

Note  If you purchased Cisco support through a Cisco reseller, contact the reseller directly. If you
purchased support directly from Cisco Systems, contact Cisco Technical Support at this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

» Scheduling

Schedule the upgrade when the fabric is stable and steady. Ensure that everyone who has access to
the switch or the network is not configuring the switch or the network during this time. All
configurations are disallowed at this time.

- Space

Verify that sufficient space is available in the location where you are copying the images. This
location includes the active and standby supervisor module bootflash: (internal to the switch).

— Standby supervisor module bootflash: file system.
— Internal bootflash: offers approximately 200 MB of user space.
- Hardware

Cisco Fabric Manager Fundamentals Configuration Guide
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Avoid power interruption during any install procedure. These kinds of problems can corrupt the
software image.

- Connectivity (to retrieve images from remote servers)

Configure the IPv4 address or IPv6 address for the 10/100/1000 BASE-T Ethernet port
connection (interface mgmt0).

N

Note 1000 BASE-T Ethernet is only available on Supervisor-2 modules.

Ensure the switch has aroute to the remote server. The switch and the remote server must bein
the same subnetwork if you do not have a router to route traffic between subnets.

< Images

Ensure that the specified system and kickstart images are compatible with each other.
If the kickstart image is not specified, the switch uses the current running kickstart image.

If you specify a different system image, ensure that it is compatible with the running kickstart
image.

Retrieve images in one of two ways:
Local file—Images are locally available on the switch.

Network file—Images are in aremote location and the user specifies the destination using the
remote server parameters and the file name to be used locally.

- Terminology

Table 12-5 summarizes terms used in this chapter with specific reference to the install and upgrade

process.
Table 12-5 Terms Specific to This Chapter
Term Definition
bootable The modules ability to boot or not boot based on image compatibility.
impact Thetype of software upgrade mechani sm—disruptive or nondisruptive.
install-type  |reset Resets the module.
Sw-reset Resets the module immediately after switchover.
rolling Upgrades each module in sequence.
copy-only Updates the software for BIOS, loader, or bootrom.
- Tools

Verify connectivity to the remote server by clicking Verify Remote Server in the Software
Install Wizard in Fabric Manager.

Ensure that the required space is available for the image files to be copied by using Software
Install Wizard to check free disk space.

We recommend the Software Install Wizard in Fabric Manager to upgrade your software. This
wizard upgradesall modulesin any Cisco MDS 9000 Family switch (see the“ Benefits of Using
the Software Install Wizard” section on page 12-6).

Run only one installation on a switch at any time.
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— Do not issue another command while running the installation.

— Do theinstallation on the active supervisor module, not the standby supervisor module.

Note  Prior to Cisco SAN-OS Release 3.0, to preserve the FC IDs in your configuration, verify that the
persistent FC ID feature is enabled before rebooting. This feature is enabled by default. In earlier
releases, the default is disabled.

Software Upgrade Methods

You can upgrade software without any disruptions using the Cisco MDS NX-0S software designed for
mission-critical high availability environments. To realize the benefits of nondisruptive upgrades on the
Cisco MDS 9500 Directors, we highly recommend that you install dual supervisor modules.

You can upgrade any switch in the Cisco MDS 9000 Family using one of the following methods:

» Automatic—You can use the Fabric Manager Software Install Wizard for Cisco MDS NX-0OS
switches as described in the “Using the Software Install Wizard” section on page 12-8.

» Manual—For information on manual upgrades, see the Cisco MDS 9020 Switch Configuration
Guide and Command Reference.

In some cases, regardless of which process you use, the software upgrades may be disruptive. These
exception scenarios can occur under the following conditions:

« A single supervisor module system with kickstart or system image changes.
« A dual supervisor module system with incompatible system software images.

Note  For high availability, you need to connect the ethernet port for both active and standby
supervisors to the same network or virtual LAN. The active supervisor owns the one | P address
used by these Ethernet connections. On a switchover, the newly activated supervisor takes over
this IP address.

Determining Software Compatibility

If the running image and the image you want to install are incompatible, the software reports the
incompatibility. In some cases, you may decide to proceed with this installation. If the active and the
standby supervisor modules run different versions of the image, both images may be HA compatiblein
some cases and incompatible in others.

Compatibility is established based on the image and configuration:
» Image incompatibility—The running image and the image to be installed are not compatible.

» Configuration incompatibility—There is apossibleincompatibility if certain featuresin the running
image are turned off as they are not supported in theimage to be installed. Theimage to be installed
is considered incompatible with the running image if one of the following statements is true:

— Anincompatible feature is enabled in the image to be installed and it is not available in the
running image and may cause the switch to move into an inconsistent state. In this case, the
incompatibility is strict.
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— Anincompatible feature is enabled in the image to be installed and it is not available in the
running image and does not cause the switch to move into an inconsistent state. In this case, the
incompatibility is loose.

Jo

% The Software Install Wizard compares and presents the results of the compatibility before proceeding
with the installation. You can exit if you do not want to proceed with these changes.

Automated Upgrades

The Software Install Wizard upgrades all modulesin any Cisco MDS 9000 Family switch. Figure 12-1
provides an overview of the switch status before and after using Software Install Wizard.

Figure 12-1 The Effect of the Software Install Wizard

Cisco MDS 9500 Series switch

Switch before issuing Switch after the install all
the install all comand comand completes
Slot 5 Slot 6 Slot 5 Slot 6
. Active Standby Standby Active
M, supervisor supervisor supervisor supervisor
2.1(2b) to 3.0(1) module module module module
2.1(2b) 2.1(2b) 3.0(1) 3.0(1) g

The Software Install Wizard automatically verifies if the standby supervisor module is functioning (if
present). If it is not functioning, it reloads that module and uses the for ce download option to force it
to function.

Benefits of Using the Software Install Wizard

The Software Install Wizard provides the following benefits:
« You can upgrade the entire switch using just one procedure command.

» You can receive descriptiveinformation on the intended changesto your system before you continue
with the installation.

» You can upgrade the entire switch using the least disruptive procedure.
» You can see the progress of this command on the console, Telnet, and SSH screens:
— After aswitchover process, you can see the progress from both the supervisor modules.
— Before a switchover process, you can only see the progress from the active supervisor module.

« The Software Install Wizard automatically checks the image integrity. This includes the running
kickstart and system images.
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The Software Install Wizard performs a platform validity check to verify that awrong image is not
used. For example, to check if an MDS 9500 Seriesimage is used inadvertently to upgrade an MDS
9200 Series switch.

After issuing the installation, if any step in the sequence fails, the wizard completes the step in
progress and ends.

For example, if a switching module fails to be updated for any reason (for example, due to an
unstable fabric state), then the command sequence disruptively updates that module and ends. In
such cases, you can verify the problem on the affected switching module and upgrade the other
switching modules.

Recognizing Failure Cases

A

The following situations cause the installation to end:

If the standby supervisor module bootflash: file system does not have sufficient space to accept the
updated image.

If the specified system and kickstart images are not compatible.

If the fabric or switch is configured while the upgrade isin progress.

If a module is removed while the upgrade is in progress.

If the switch has any power disruption while the upgrade is in progress.
If the entire path for the remote location is not specified accurately.

If images are incompatible after an upgrade. For example, a switching module image may be
incompatible with the system image, or akickstart image may be incompatible with asystem image.
Thisis also identified by the Software Install Wizard compatibility check.

Caution

Jo

Tip

If the installation is ended, be sure to verify the state of the switch at every stage and reissue the
command after 10 seconds. If you reissue the installation within the 10-second span, it isrejected with
an error message indicating that an installation is currently in progress.

All configurations are disallowed while the installation isin progress. However, configurations coming
through the CFS applications are allowed and may affect the upgrade procedure.
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Using the Software Install Wizard

Note

Step 1

You can use the Software Install Wizard to install Cisco NX-OS images on supported switches.

The Software Install Wizard supports installation and upgrade for Cisco MDS 9020 Fabric Switch or
Cisco FabricWare. For successful installation and upgrade, specify the TFTP server address that the
Cisco MDS 9020 Fabric Switch should use.

Before you use this wizard, be sure the standby supervisor management port is connected.

To use the Software Install Wizard, follow these steps:

Click the Software Install Wizard icon in the toolbar (see Figure 12-2).

Figure 12-2 Software Install Wizard Icon

Software Install,..

e 5

13487

You see the Select Switches dialog box with all switches selected by default.

Figure 12-3 Select Switches Dialog Box
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Step 2

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8
Step 9
Step 10

Desel ect the check box for the switch(es) for which you do not want to install images on. You must have
at least one switch selected to proceed (see Figure 12-3).

Click Next when finished.

(Optional) Check the Skip I mage Download check box and click Next to use images that are already
downloaded (the file is already on the bootflash). Proceed to Step 11.

You see the Specify Software Image(s) by Model Dialog Box shown in Figure 12-4.

Figure 12-4 Specify Software Image(s) by Model Dialog Box

@ software Install Wizard - SSAN/Fabric_MD59509 E

ofd4 specify Software Image(s) by

For each switth model, specify the new images to use, You must specify at keast one image for each model D
by double-clicking on the table cell. The total space required on the bootflash to copy the image ks shown in /
the Required Flash Space' column. To use images that are already downloaded, ched: 'Skip Imaoge .‘
Download'. Press “Verify' to validate remote server settings and filenames (SSHY2 only); be patient, this can

take awhile, Please manually copy ssi image to switch.
[ use Saved Settings  (displayed settings will be saved when mouse click "Next” button)

Transfer files from: () Local FM TFTP (8) Remote

Remaote Options
Copy Files via: () TFTP (®)sFTP (()scP (IFTR

Server: dno
Useriame: |linche
Password: sssssssss

Image(s)
Version String: |4.2,1.520 2.9 4.2.1 for 4.2(1)

Image Path: | tfipboot/reljga/4_2_1_S20/final

[ verify Remote Server and Path |
Model System Kickstart Ssi
DS-Co100-52 m9100-32ek9-mz.4.2.1. bin.520 R 100-2ek0-kickstart-mz.4.2.1.bi...
DS-COS00-5F2|m3500-sReko-m2 4.2, 1bin.520 | mos00-sf2ekd-kickstart-mz.4.2.Lbi... |

[[] skip Image Dawnload

| ~eack |[ mext~ || cancel | E
K
o

Click the Use Saved Settings check box to save the settings you specify. These settings will be saved
for future use when you click Next.

Click the radio button for either:

a. Local FM TFTP to transfer files from local computer.

b. Remote to transfer files from aremote computer.

If you select Local FM TFTP, proceed to Step 10.

If you select Remote, click one of the Copy Files Viaradio buttons transfers files (SFTP, SCP, FTP).
Enter the server name, user name and password.

Enter the version and the image path and then click Apply.

S

Note  You can manually provide the file name, if you had choosen Local FM TFTP in step 6. To
do that you may double-click the table, and choose the file form the Open dialog box or
manually type the file name in the cell under system.
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When you enter the version string and image path, Fabric Manager tries retrieves the default file name
and the calculate the flash space required to accommodate the image file. Version string should be the
current version of the version to be installed. Image path is the path to locate the software image as
shown in the following example:

Image URI: /tftpboot/rel/ga/5_0_0_201/gdb/m9500-sf2ek9-mzg.5.0.0.201.bin.S2

Path - /tftpboot/rel/ga/5_0_0_201/gdb

Version String - 5.0.0.201.S2

Step 11 Click therow under the System, Kickstart or SSI columnsto enter image URIs. You must specify at least
one image for each switch to proceed.

Step12 Click Verify Remote Server and Path.

Fabric Manager will validate the file path and server credentials. You see the output as shown in
Figure 12-5

Figure 12-5 Validation Result

INFO Fabric Manager DEVEL [admin® 0.0.0.0 (session 20)] /SAN/Fabric... E

y [ipbootirel/qa/d_2_1_S20/fnalfm3500-sf2ek 3-kickstart-mz.4. 2. 1.bin.S20 is verified.

277667

Step13 Click OK and then click Next in the Specify Software Images by Model dialog box.

You see the Check Flash Free Space dialog box (see Figure 12-6). This dialog box shows the active (and
standby, if applicable) bootflash space on each switch, and shows the status (whether there is enough

space for the new images). If any switch has insufficient space, you cannot proceed. Deselect the switch
without enough bootflash by going back to the first screen and unchecking the check box for that switch.
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Figure 12-6 Check Flash Free Space Dialog Box

&' Software Install Wizard - /SSAN/Fabric_MD59509

Step 3 of 4 - Check Flash Free Space 9“

The table below shows the active (and standby, if applicable) bootflash space on each switch, and shaws
thie status (whether there is enough space for the new images). If any switch has insufficient space, you /
cannot proceed. Free space by clicking the edit button (...}, or deselect the switch by going back to the first ‘

screen and unchecking the checkbo,
. Switch Supervicor Size (MB) Free (MB) Required (MB) Status
e |MDS2134  lactive | 79/Cant read device
.. |MDS9509 active 208 l451 132i0k
.. |MDS9S09 standbyy 368 a7 132 Mo space

“gack || mextr~ | [ cancel

277671

Step14  Click Next.
You see the Start Install dialog box shown in Figure 12-7.

Figure 12-7 Start Install Dialog Box
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Step 15

Step 16

Step 17

&' Software Install Wizard - /fSAN/Fabric_MD59509

Press Finish' to start the install.
WOTE: Please ensure the management interface on the standby supervisor is connected before proceeding.

?ﬂ

_/

(") serialized (@) Paralial

Order | Switch Model Running Software Version [Standby]

1 MDS9500 ;ns-c-;sug-sn 4.2¢1) [4.2(1)]
1 MDS9124 D5-co124 l.2(1)
= Back || Einish [[ Cancel |

S

277672

Note  Thereisno limit on the number of switches you can upgrade.

Click one of the the radio buttons:
a. Serialized to upgrade one switch at atime.

b. Parallel to simultaneously upgrade multiple switches.

(Optional) Check the Version Check Only check box to complete the version check first and then

prompt for your input to continue with installation.
(Optional) Click Finish to start installation.
You see the Version Check Results dialog box shown in Figure 15-8.
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Figure 12-8 Version Check Results Dialog box
&' Version Check Results
}j Press 'Ok’ to dismiss Version Check Result and ready to close wizard.
Press ‘Continue to Install' to install,
NOTE: If choosa to continee to Install, Version Chedk will ba re-run again without prompting.
6/27/09 12:02 AM
Module Bootable  UpgradeRequired  Impact InstaliType
MOS9124 - Version Check Results | 1 | 2 e
1 fes yes norDisnuptive reset
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iL _iyes _iyes : ing-config Is not supported by new Image |
2 yes _ies rege! Cu'rant running-config s not supported by new image |
3 yes yes :-esat Current running-config ts not supparted by new Image |
i [yes jres L :7?5559-"‘3”‘ running-config is not supported by new image |
5 jyes yes reset Current running-config is not supported by new image |
il yes. yes _reset Current running-config is not supported by new image |
7 yes yes reset Current running-config s not supported by new image |
8 yes _iyes reset Current running-config is not supported by new image |
= -  yes yes resat Current running-config i not supported by new image |
MOGEE0A - Maraion Chark Res it | ] | jd
Incompatibilities -
Featura Capability lrtnrrpathlllty'rype Description
MDS9509 - Incompatiolity Results| —_———— |
Joa W_J‘EATLRE_JOAMED 3’“’ ict I0A enabled. Pleass disable 10A featurs using: no ioa enable|
Additional Information
Madle Description
MOSSS08 - Additional Information | | “
<] FC pms 1 18 ara hlﬂess GIQE 14 are | hitful, .r-d Inteligent Appln:ahms FUMNING are hllful_
3 581 image is not pravided on command ne but bootvar was sat ]
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2
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Step 18  (Optional) Check the Install without Version check Prompting check box to continue with the
installation.

S

Note  Theversion check providesinformation about the impact of the upgrade for each module on the
switch. It also shows any incompatibilities that might result. You see afinal dialog box at this
stage, prompting you to confirm that this check should be performed. We recommend that you
do not ignore the version check results.

A

Caution  If Install without Version check Prompting is checked, the upgrade will proceed evenif the
current switch version is newer than the version you are installing.

Step19 Click OK to close the wizard.
Step20 Click Continueto install to start the installation.
You see the Download and Install Status dialog box shown in Figure 12-9.
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Figure 12-9 Download and Install Status Dialog Box

& software Install Wizard - /SAN/Fabric_emc-Fc-vegas? @

The Followsng tables show status of software dowrdoad and install, Chck on the status colemn for & switch bo view job status 9
detads on the bottom table § available,
NOTE: If biosloader fhoctrom uporade i perfoemed, plosse do not remave or power off the module in the middis of the peocess, ‘

Satting: Copy Image Onlyf Paralsl Irstal

Select  Switch Action Status
short_|Creo2160P125 Dowrioading images onto bootflashiboctflash: fmo200-ekd-me. 4.1, 1b.bn 51} |IrProgress Poling !
abort Jeme-Fe-uros2 Dowrbasding images onto bootfash(boctflach: fr@100-s2ekB-m2.4.1. 1b.bin. 51} IrProgress Polling |
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S

Note  Onhostswherethe TFTP server cannot be started, awarning isdisplayed. The TFTP server may
not start because an existing TFTP server is running or because access to the TFTP port 69 has
been denied for security reasons (the default setting on Linux). In these cases, you cannot
transfer files from the local host to the switch.

,.
2
&

277665

Note  Before exiting the session, be sure the upgrade process is complete. The wizard will display a
status as it goes along. Check the lower |eft-hand corner of the wizard for the status message
Upgrade Finished. First, the wizard displays the message Success followed a few seconds later

by InProgress Polling. Then the wizard displays a second message Success before displaying the
final Upgrade Finished.

Upgrading Services Modules

Any Fibre Channel switching module supports nondisruptive upgrades. The 14/2-port Multiprotocol
Services (MPS-14/2)) module supports nondisruptive upgrades for the Fibre Channel ports. Any
software upgrade for the two Gigabit Ethernet ports in this module is disruptive.

Any software upgrade for the Caching Services Module (CSM) and the IP Storage (IPS) services
modules is disruptive.

CSMs and IPS modules use arolling upgrade install mechanism to guarantee a stable state for each
module in the switch:
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» Each IPS module in a switch requires a 5-minute delay before the next IPS module is upgraded.

» Each CSM module requires a 30-minute delay before the next CSM module is upgraded. See the
Cisco MDS 9000 Family SAN Volume Controller Configuration Guide for more information on
CSMs.

Nondisruptive Upgrades on Fabric and Modular Switches

This section describes how to perform nondisruptive upgrades on the following Cisco Fabric Switches:
- Cisco MDS 9124 Multilayer Fabric Switch
» Cisco MDS 9134 Multilayer Fabric Switch
» Cisco MDS 9222i Multiservice Modular Switch
» Cisco Fabric Switch for HP c-Class BladeSystem
» Cisco Fabric Switch for IBM BladeCenter
This section includes the following topics:
» Preparing for a Nondisruptive Upgrade on Fabric and Modular Switches, page 12-15
- Performing a Nondisruptive Upgrade on a Fabric Switch, page 12-16

Preparing for a Nondisruptive Upgrade on Fabric and Modular Switches

You can upgrade software on the following without any disruptions using the Software Install Wizard
for the system software images.

» Cisco MDS 9124 Multilayer Fabric Switch

- Cisco MDS 9134 Multilayer Fabric Switch

» Cisco MDS 9222i Multiservice Modular Switch
» Cisco Fabric Switch for HP c-Class BladeSystem
» Cisco Fabric Switch for IBM BladeCenter

When completed, the supervisor kickstart image, supervisor system image, the linecard image and the
system BIOS are all updated.

Nondisruptive upgrades on these fabric switches take down the control plane for not more than 80
seconds. In some cases, when the upgrade has progressed past the point at which it cannot be stopped
gracefully, or if afailure occurs, the software upgrade may be disruptive.

Note  During the upgrade the control plane is down, but the data plane remains up. So new devices will be
unabletologinto thefabric viathe control plane, but existing deviceswill not experience any disruption
of traffic viathe data plane.

Before attempting to upgrade any software images on these fabric switches, follow these guidelines:

- During the upgrade, the fabric must be stable. None of the following configuration activities are
allowed:

— Zoning changes
— Telnet sessions

Cisco Fabric Manager Fundamentals Configuration Guide
I 0L-21502-02, Cisco MDS NX-0S Release 5.x [ .m



Chapter 12 Software Images |

M Maintaining Supervisor Modules

Send documentation comments to fm-docfeedback@cisco.com

— Schedule changes

— Switch cabling

— Addition or removal of physical devices
« Configure the FSPF timers to the default value of 20 seconds.
« If there are any CFS commits pending in the fabric, the upgrade is aborted.
« |f thereis azone server merge in progress, the upgrade is aborted.

» Check whether there is sufficient space available in the system to load the new images using the
Software Install Wizard. At this point you need to either abort the upgrade or proceed with a
disruptive upgrade.

» Onthe Cisco MDS 18/4-port multiservice module, upgrades of the 4-Gigabit Ethernet ports for the
hybrid Supervisor 18/4 line card will be disruptive.

Performing a Nondisruptive Upgrade on a Fabric Switch

» Cisco MDS 9124 Multilayer Fabric Switch

» Cisco MDS 9134 Multilayer Fabric Switch

- Cisco MDS 9222i Multiservice Modular Switch
» Cisco Fabric Switch for HP c-Class BladeSystem
- Cisco Fabric Switch for IBM BladeCenter

You can use the Software Install Wizard to perform nondisruptive upgrades on Cisco MDS 9124 Fabric
Switches. See “Using the Software Install Wizard” section on page 12-8 for more information on using
the Software Install Wizard.

A

Caution  Itisrecommended that you enable port-fast on the Ethernet interface of the Catalyst switch to which the
management interface of the fabric switch is connected. Thisisto avoid spanning-tree convergence time
on the Catalyst switch and packets from the fabric switch are forwarded immediately during the
nondisruptive upgrade.

Note  When sel ecting images during the upgrade, ASM-SFN and SSI are not supported on the Cisco MDS
9124 Switch and the Cisco MDS 9134 Multilayer Fabric Switch.

Maintaining Supervisor Modules

This section includes general information about replacing and using supervisor modules effectively.
This section includes the following topics:

- Replacing Supervisor Modules, page 12-17

- Migrating from Supervisor-1 Modules to Supervisor-2 Modules, page 12-17

- Standby Supervisor Module Boot Variable Version, page 12-17

» Standby Supervisor Module Bootflash Memory, page 12-17

» Standby Supervisor Module Boot Alert, page 12-18
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Replacing Supervisor Modules

a~

Note

To avoid packet loss when removing a supervisor module from a Cisco MDS 9500 Series Director, take
the supervisor modules out of service before removing the supervisor module.

You must remove and reinsert or replace the supervisor module to bring it into service.

Migrating from Supervisor-1 Modules to Supervisor-2 Modules

A

Cisco MDSNX-OS Release 4.1(1a) requiresthe Supervisor-2 modul es on the Cisco MDS 9509 and 9506
Directors both active and standby. You must upgrade from Supervisor-1 modules to Supervisor-2
modules before upgrading to MDS NX-OS Release 4.1(1a) or later, using the Cisco MDS SAN-OS
Release 3.3(1c) or earlier.

Supervisor-1 modules and Supervisor-2 modul es cannot be used in the same switch, except for migration
purposes. Both the active and standby supervisor modules must be of the same type, either Supervisor-1
or Supervisor-2 modules. For Cisco MDS 9513 Directors, both supervisor modules must be Supervisor-2
modules.

Caution

S

Note

Migrating your supervisor modules is a disruptive operation. When migration occurs from a
Supervisor 1 to a Supervisor 2 module, a cold switchover occurs and both modules are reloaded. When
the Supervisor 1 attempts to come up as the standby with the Supervisor 2 as the active supervisor, the
standby is not brought up.

For step-by-step instructions about migrating from Supervisor 1 modules to Supervisor 2 modules, refer
to the Cisco MDS 9000 Family NX-OS and SAN-OS Software Upgrade and Downgrade Guide.

Migrating from Supervisor-2 modules to Supervisor-1 modules is not supported.

Standby Supervisor Module Boot Variable Version

If the standby supervisor module boot variable images are not the same version as those running on the
active supervisor module, the software forces the standby supervisor module to run the same version as
the active supervisor module.

If you specifically set the boot variables of the standby supervisor module to a different version and
reboot the standby supervisor module, the standby supervisor module will only load the specified boot
variable if the same version is also running on the active supervisor module. At this point, the standby
supervisor module is not running the images set in the boot variables.

Standby Supervisor Module Bootflash Memory

When updating software images on the standby supervisor module, verify that there is enough space
availablefor theimage . It isagood practice to remove older versions of Cisco MDS NX-OSimages and
kickstart images.

To verify the space on the standby supervisor using Device Manager, follow these steps:
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Step1  Click Admin > Flash Files.
Step2  Select the standby supervisor from the Partition drop-down list.
At the bottom of the Flash Files dialog box, you see the space used and free space.

Standby Supervisor Module Boot Alert

If a standby supervisor module fails to boot, the active supervisor module detects that condition and
generates a Call Home event and a system message and reboots the standby supervisor module
approximately 3 to 6 minutes after the standby supervisor module moves to the loader> prompt.

The following system message is issued:

$DAEMON-2-SYSTEM_MSG: Standby supervisor failed to boot up.

This error message is also generated if one of the following situations apply:
« Youremain at the loader> prompt for an extended period of time.
= You do not set the boot variables appropriately.

Installing Generation 2 Modules in Generation 1 Chassis

The Generation 2 modules have the following installation restrictions:
» Supervisor-2 modules can be installed on all Cisco MDS 9500 Series Directors.

N

Note  The Cisco MDS 9513 Director does not support Supervisor-1 modules.

» Generation 2 switching modules can be installed on all Cisco MDS 9000 Family switches, except
the Cisco MDS 9216 switch.

» Generation 1 modules can be used with Cisco MDS 9000 Family switches. However, installing
Generation 1 modules in combination with Generation 2 switching modules in the same chassis
reduces the capabilities of the Generation 2 switching modules (see the “ Combining Generation 1,
Generation 2, and Generation 3 Modules” section on page 15-26).

« Generation 1 and Generation 2 switching modules can be installed on Cisco MDS 9500 Family
switches with either Supervisor-1 modules or Supervisor-2 modules.

Replacing Modules

When you replace any module (supervisor, switching, or services module), you must ensure that the new
module is running the same software version as the rest of the switch.

Refer to Cisco MDS 9000 Family SAN Volume Controller Configuration Guide for configuration details
on replacing the Caching Services Module (CSM).
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N

Note

Jo

Tip

Step 1
Step 2

Step 3

Step 4

Step 5

When a spare standby supervisor module is inserted, it uses the same image as the active supervisor
module. The Cisco NX-OS software image is not automatically copied to the standby flash device.

Use the Software Install Wizard to copy the Cisco NX-OS software image to the standby supervisor
bootflash device.

Using the Software Install Wizard after replacing any module, ensures the following actions:
- The proper system and kickstart images are copied on the standby bootflash: file system.
« The proper boot variables are set.
» Theloader and the BIOS are upgraded to the same version avail able on the active supervisor module.

To replace amodule in any switch in the Cisco MDS 9200 Series or 9500 Series using Device Manager,
follow these steps:

Create a backup of your existing configuration file, if required, by clicking Admin > Copy
Configuration and selecting runningConfig to startupConfig.

Replace the required module as specified in the Cisco MDS 9200 Series Hardware Installation Guide or
the Cisco MDS 9500 Series Hardware Installation Guide.

Verify that space is available on the standby supervisor bootflash by clicking Admin > Flash Files and
selecting the sup-standby. It is agood practice to remove older versions of Cisco MDS NX-OS images
and kickstart images.

Use the Software Install Wizard to ensure that the new module is running the same software as the rest
of the switch.

Wait until the new module is online and then ensure that the replacement was successful by clicking
Physical > Modulesin Device Manager.

Default Settings

Table 12-6 lists the default image settings for all Cisco MDS 9000 Family switches.

Table 12-6 Default Image Settings

Parameters Default

Kickstart image No image is specified.
System image No image is specified.
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CHAPTER 13

Management Software FAQ

This chapter answers some of the most frequently asked questions about Cisco Fabric Manager and
Device Manager. This chapter contains the following topics:

» Installation Issues, page 13-3

When installing Fabric Manager from windows, why does clicking install fail?, page 13-3
Why do | have trouble launching Fabric Manager on Solaris?, page 13-3

What do | do if my browser prompts to save JNLP files?, page 13-3

What do | doif | see a"Java Web Start not detected" error?, page 13-4

What do | do if my desktop shortcuts not visible?, page 13-4

How do | upgrade to a newer version of Fabric Manager or Device Manager?, page 13-4
How do | downgrade Fabric Manager or Device Manager?, page 13-4

What do | do if an upgrade is not working?, page 13-4

What do | do if Java Web Start hangs on the download dialog?, page 13-5

How do | manually configure a browser for Java Web Start?, page 13-5

How do | run Java Web Start from the command line?, page 13-5

How do | clear the Java Web Start cache?, page 13-6

What do | do if my login does not work in Fabric Manager or Device Manager?, page 13-6

What do | doif | cannot install Fabric Manager or Device Manager, or run Java, when
pcAnyWhere is running?, page 13-6

What do | do if the Fabric Manager or Performance Manager service shows up as “disabled” in
the Services menu?, page 13-6

What do | do if | am unable to install Fabric Manager or Device Manager, or run Java, when
McAfee Internet Suite 6.0 Professional is running?, page 13-7

» General, page 13-7

What do | doif | see errors while monitoring Area chart graphing?, page 13-7
What do | doif | see "gen error" messages?, page 13-7
What do | doif disk imagesin the Device Manager Summary View are not visible?, page 13-7

What do | do if | am unable to set boththeD_S TOV and E_D_TOV timersin Device
Manager?, page 13-7

What do | do if columnsin Device Manager tables are too small?, page 13-8
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What do | do if fabric changes are not propagated onto the map (for example, links don't
disappear)?, page 13-8

What do | do if the PortChannel creation dialog becomes too small after several uses?,
page 13-8

What do | doif | see errors after IPFC configuration?, page 13-8

What do | do if Fabric Manager or Device Manager is using the wrong network interface?,
page 13-8

What do | doif | see display anomalies in Fabric Manager or Device Manager?, page 13-8

Why isthe active zone set in edit zone always shown in bold (even after successful activation)?,
page 13-9

Can | create azone with prefix IVRZ or a zone set with name nozonset?, page 13-9

What do | do when One-Click License Install fails, and | cannot connect to the Cisco website?,
page 13-9

What do | do when Fabric Manager client and Device Manager cannot connect to the switch?,
page 13-10

How do | increase the log window size in Fabric Manager Client?, page 13-10
When do | do when the FM Server Database failsto start or has afilelocking error?, page 13-10

» Windows Issues, page 13-11

What do | do when text fields show up too small, and | cannot enter any data?, page 13-11
What do | do when printing causes an application crash?, page 13-11

What do | do when Windows XP hangs (or | see a blue screen)?, page 13-11

What do | do when Fabric Manager and Device Manager |cons Disappear?, page 13-11

What do | do when Device Manager or Fabric Manager window content disappearsin Windows
XP?, page 13-11

What do | do when SCP/SFTP fails when afileis copied from local machine to the switch?,
page 13-12

e UNIX Issues, page 13-12

What do | do when the parent Menus Disappear?, page 13-12
What do | do when the web browser cannot find web server even it is running?, page 13-12

How do | fix a"too many open files" error?, page 13-12

» Other, page 13-13

How do | set the map layout so it stays after Fabric Manager restarted?, page 13-13

What do | do when two switches show on the map, but there is only one switch?, page 13-13
What does a red/orange/dotted line through the switch mean?, page 13-13

How do | upgrade without losing map settings?, page 13-19

How do | preserve historical datawhen moving Fabric Manager server to new host?, page 13-19
Are there restrictions when using Fabric Manager across FCIP?, page 13-19

How do | fix a"Please insure that FM server is running on localhost" message?, page 13-20
How do | run Cisco Fabric Manager with multiple interfaces?, page 13-20

How do | configure an HTTP proxy server?, page 13-21
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— How do | clear the topology map?, page 13-21

— How can | use Fabric Manager in a mixed software environment?, page 13-22

— How do I fix a"corrupted jar file" error when Launching Fabric Manager?, page 13-22

— How do | search for Devices in a Fabric?, page 13-22

— How does Fabric Manager Server licensing work?, page 13-24

— How do | manage Multiple Fabrics?, page 13-24

— How can | clear an Orange X Through a Switch caused by license expiration?, page 13-24

Installation Issues

When installing Fabric Manager from windows, why does clicking install fail?

To make sure that Java Web Start is installed properly, follow these steps:

Stepl  Go to the Programs menu and see if Java Web Start is there.
Step2  Start the Java Web Start program to make sure there is no problem with the Java Runtime installation.
Step3  Click the Preferences tab, and make sure the proxies settings are fine for Web Start.

Step4  Check that your browser is set up to handle INLP settings properly (see the “How do | manually
configure a browser for Java Web Start?’ section on page 13-5).

If you had older versions of the application and you see an error pop-up window saying cannot open the
JINLP file (in the error details), this could be because the Java Web Start cache is messed up. To work
around this, clear the cache and retry. To clear the cache, see the “How do | clear the Java Web Start
cache?’ section on page 13-6.

Why do | have trouble launching Fabric Manager on Solaris?

If you are using Solaris 2.8 and are logged in as root and are using Netscape Navigator 6, you will not
be able to register the mime-type. Regular users can register the mime-type with Netscape Navigator 6
by manually adding it. Netscape 4.x works fine for all users.

What do I do if my browser prompts to save JNLP files?

Your browser may not be set up to launch Java Web Start for INLP mime types. Java Web Start is
probably not installed or configured properly (see the “How do | manually configure a browser for Java
Web Start?” section on page 13-5).
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What do | do if | see a "Java Web Start not detected" error?

If you installed Java Web Start but still see an error message (in red) saying “Java Web Start not
detected...” on the switch home page, it could be a simple JavaScript error. We try to detect a Java Web
Start installation by running some JavaScript code tested for Internet Explorer and Mozilla (newer
versions). On some browsers (for example, Netscape 6.0, Opera) this code does not work properly
although the links still work.

» Firgt, try clicking on the install links.

- If that does not work, check to see if the browser helper applications settings are correct (for
example, for Netscape 6.0 Edit > Preferences > Navigator > Helper Applications). See the “How
do | manually configure a browser for Java Web Start?” section on page 13-5.

What do | do if my desktop shortcuts not visible?

For Windows 2000 and Windows NT, we create Program Menu entries (under a new Cisco MDS 9000
program menu) and desktop shortcuts for Fabric Manager and Device Manager. The desktop shortcuts
and start menu entries for Fabric Manager and Device Manager are called FabricManager and
DeviceManager respectively. In other versions of Windows, including XP, we just create batch files on
the desktop called FabricM anager.bat and DeviceM anager.bat. For UNI X, we create shell scripts called
FabricM anager.sh and DeviceM anager.sh under the $SHOM E/.cisco_mds9000/bin directory. Notethat on
Windows, installations run under Mozilla variants of browsers, and the desktop shortcuts do not get
created. The workaround is to manually create desktop shortcuts.

How do | upgrade to a newer version of Fabric Manager or Device Manager?

To upgrade to a newer version of Fabric Manager or Device Manager, follow these steps:

Stepl  Close all running instances of Fabric Manager or Device Manager.

Step2  Point your browser at the switch running the new version and click the appropriate install link. Fabric
Manager or Device Manager prompts you to upgrade if the switch is running a newer version.

The installer checks your local copies and updates any newer versions of the software.

How do | downgrade Fabric Manager or Device Manager?

Asof Cisco MDS NX-OS Release 4.x, downgrades are not supported through theinstaller. To downgrade
Fabric Manager or Device Manager to an earlier release, you need to manually uninstall first and then
install the previous version of Fabric Manager or Device Manager.

What do | do if an upgrade is not working?

If you are trying to upgrade because Fabric Manager or Device Manager prompted you saying that the
switch version is higher, and the upgrade failed, it might be because your default browser settings are
incorrect. Some error must have occurred during your last browser upgrade/install. To work around this,
launch the browser independently and click on install.
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On rare occasions, we have seen the upgrade happen but the version does not change. Thisis because of
HTTP caching in the network. During the upgrade, HTTP requests for files on the switch get cached in
the local machine. Even though the switch isin a higher version, the management software installed is
at the old version. The workaround for thisisto uninstall the Fabric/Device Manager, clear the Java Web
Start cache, and then do a clean install.

What do | do if Java Web Start hangs on the download dialog?

Step 1
Step 2

Step 3
Step 4

To make sure Java Web Start is set up to access the switch in the same way your browser is set up, follow
these steps:

Start Java Web Start (javaws.exe or javaws). You see the Java Web Start Application Manager.

Choose File > Preferences > General and make sure your proxy settings are correct. For example, if
you are using an HTTP proxy, set it up here.

Choose Use Browser.
Click OK.

How do | manually configure a browser for Java Web Start?

Note

For browserslike Opera, certain versions of Mozilla, or Konqueror, you must manually register JavaWeb
Start as the helper application for the INLP files. To do this, the data you need is:

» Description=Java Web Start

» File Extension=jnlp

» Mime Type=application/x-java-jnip-file

« Application=path-to-javaws (e.g. /usr/local/javaws/javaws)

After setting this up, you may need to restart the browser. If you see "Java Web Start not detected"
warnings, you can ignore them. These warnings are based on JavaScript, and not all browsers behave
well with JavaScript. Click on the install links to install Fabric Manager or Device Manager.

For Windows Users: To set up JavaWeb Start on *.jnlp files, select Windows Explorer > Tools> Folder
Options > File Types. Either change the existing setting for INLP or add one so that *.jnlp files are
opened by javaws.exe. This executable is under Program Files\Java Web Start

How do | run Java Web Start from the command line?

If you cannot get your browser to run Java Web Start, you can still run Java Web Start from the command
line (javaws.exe or javaws) giving it the URL of the Fabric Manager or Device Manager on the switch

as an argument. For example, if your switch IP addressis 10.0.0.1, you would use these commands to

start Fabric Manager and Device Manager:

javaws http://10.0.0.1/cgi-bin/fabric-manager.jnlp
javaws http://10.0.0.1/cgi-bin/element-manager.jnlp
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How do | clear the Java Web Start cache?

To clear the Java Web Start cache, follow these steps:

Stepl  Start the Java Web Start Application Manager (javaws.exe or javaws).

Step2  Goto File> Preferences > Advanced and clear the applications folder or cache. You can manually
delete the .javaws or cache directory. On Windows this is under Documents and Settings, and on UNIX
thisis under $HOME.

What do I do if during a Fabric Manager upgrade, the installer doesn’t display a
prompt to create a shortcut?

Clear the Java Web Start cache as described in How do | clear the Java Web Start cache? in this chapter.

What do | do if my login does not work in Fabric Manager or Device Manager?

Make sure you have done the Initial Setup Routine on the switch. Refer to the Cisco MDS 9000 Family
Fabric Manager Fundamentals Configuration Guide. Quick checks:

- Make sure that the management interface on the switch is up (show interface mgmtO0).
» Check whether you can connect to the management interface (ping).
» Verify the usernameis valid (show snmp user). You can also add/edit the users through the CL1.

« If you have multiple network interfaces, seethe“What do | do if Fabric Manager or Device Manager
is using the wrong network interface?’ section on page 13-8

What do I do if I cannot install Fabric Manager or Device Manager, or run Java,
when pcAnyWhere is running?

You can either stop the pcAnyWhere service and install Fabric Manager or Device Manager, or
install/update DirectX. For more information,refer to the website at http://java.sun.com/

What do | do if the Fabric Manager or Performance Manager service shows up
as “disabled” in the Services menu?

This could happen if:

» The service menu for Fabric Manager or Performance Manager was open during an
uninstall/upgrade.

« The Fabric Manager client or Device Manager was running while doing an uninstall/upgrade.

This error happens when Windows is unable to delete a service completely. A reboot of the host should
fix the problem.
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What do | do if lam unable to install Fabric Manager or Device Manager, or run
Java, when McAfee Internet Suite 6.0 Professional is running?

The McAfeeinternet suite comes with avirus scanner, firewall, anti spam, and privacy management. The
privacy management can interfere with the Fabric Manager server-client interactions. To work around
this you must shut down the privacy service.

General

What do | do if | see errors while monitoring Area chart graphing?

When doing the area chart graphing from the monitor window, if you move the mouse over the Areachart
before the first data comes back, you see a java.lang.Arrayl ndexOutOf BoundsException error on the
message log from JChart getX(). This is because JChart tries to locate a value that does not exist yet.
This might be fixed in a future version of JChart.

What do I do if | see "gen error" messages?

Usually a"gen error" means that the SNM P agent on the switch had an unexpected error in the process
of serving an SNMP request. However, when you are accessing the switch through a VPN connection or
any sort of NAT scheme, all errors are reported as gen error. Thisis a known problem and will be fixed
in a future release. You can verify whether this was the reason behind your gen error by trying to
reproduce this error in an environment where there is no network address translation (where you are on
the same network as the switch).

What do | do if disk images in the Device Manager Summary View are not
visible?
On some occasions the Summary View table in the Device Manager does not show the icons for disks
attached to a Fx port. This is because the FC4 features are empty for this port. A LUN discovery must

be issued to discover information about these hosts/disks that do not register their FC4 types. You can
do thisin the Device Manager by clicking FC > Advanced > L UNSs.

What do I do if  am unable to set boththe D S TOVandE_D_TOV timers in
Device Manager?
If you modify bothE_ D_TOV and D_S TOV at the same time, and thenew D_S TOV valueis larger

than the old E_D_TOV value, you will get a WrongValue error. To work around this, you must change
the values separately.
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What do | do if columns in Device Manager tables are too small?

If Device Manager istrying to display alarge table and your switch isrunning slowly, thetable will come
up with the tabs being hidden. To work around this, you must resize the window to see the data.

What do I do if fabric changes are not propagated onto the map (for example,
links don't disappear)?
Fabric Manager shows that a device or port is down by displaying ared cross on that port or device.

However, Fabric Manager does not remove any information that's already discovered. You must
rediscover to correctly update the map.

What do | do if the PortChannel creation dialog becomes too small after several
uses?
After several uses, the MemberList TextBox (in the PortChannel Create Window) does not display asit
should. It changes from along TextBox with a ComboBox for choosing ports, to asmall square TextBox

that istoo small to choose ports. Thisis a known problem and will be fixed in a future release. To work
around this problem, stop and restart Fabric Manager or Device Manager.

What do | do if | see errors after IPFC configuration?

When IPFC and out of band management are configured, the Device Manager might not work using
SNMPv3if you use the IPFC address. The workaround is either to use the management interface
(mgmt0) address, or to use SNMPv1/v2c over | PFC.

What do | do if Fabric Manager or Device Manager is using the wrong network
interface?
The problem happens because the underlying Java library picks alocal interface arbitrarily. To work

around this, supply acommand line argument before starting the Fabric/Device Manager. In the desktop
shortcut or shell script or batch file, add the following parameter "-Device Managerds.nmsAddress="

For example, in Windows the line looks like ".javaw.exe -Device Managerds.nmsAddress=X.X.X.X -cp
In desktop shortcuts, this length could exceed the maximum characters allowed. If this happens, delete

the "-Dsun.java2d.ddoffscreen=false" portion to make more space. Newer versions of Fabric Manager
(Release 1.2 and later) allow you to pick a preferred network interface.

What do | do if | see display anomalies in Fabric Manager or Device Manager?

If you see Fabric Manager or Device Manager submenus detached from menus, the mouse pointer in
Fabric Manager Map is slow to react to mouse movement, or awrong tooltip is displayed, these are
display anomalies, not problems with Fabric Manager or Device Manager.
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Some older video cards exhibit these display anomalies. To fix this, first try updating the video drivers.
If this doesn't solve the problem, replace the video card.

What do I do if most of my Physical Attributes catagories disappear?

You have somehow turned off advanced features. L ook for the check box Advanced Featuresin the upper
right of the Fabric Manager screen. Check the box.

What do | do if | can’t see the Information pane?

The information pane should be in the upper half of the screen above the map in Fabric Manager. The
map my be covering it. Drag the edge of the map window down or use the black triangles to reorganize
the display.

Why is the active zone set in edit zone always shown in bold (even after
successful activation)?
A member of thisVSAN must be participating in IVR zoning. Because the I VR zones get added to active

zones, the active zone set configuration is always different from the local zone set configuration with the
same name. The zone set hame is always bold.

Can | create a zone with prefix IVRZ or a zone set with name nozonset?

Do not use these special names. These names are used by the system for identifying IVR zones.

What do | do when One-Click License Install fails, and | cannot connect to the
Cisco website?

The one-click license install tries to open an HT TP connection to the Cisco website. If you do your
browsing using an HTTP proxy then the following command- line variables need to be added to your
Fabric Manager client scripts:

-Dhttps.proxyHost and -Dhttps.proxyPort.

In case your one-click install URL starts with "http://" (and not "https://"), the variables are:

-Dhttp.proxyHost and -Dhttp.proxyPort.

For example, in Windows, edit the MDS 9000\bi n\FabricM anager.bat file and add to the VMARGS
"-Dhttps.proxyHost=HOSTADDRESS -Dhttps.proxyPort=HOSTPORT".
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What do | do when Fabric Manager client and Device Manager cannot connect
to the switch?

Fabric Manager or Device Manager using SNMPv3 at Cisco MDS SAN-OS Release 1.3(3) or earlier
can't manage a switch running Release 1.3(4) or later. This might affect a software upgrade using Fabric
Manager from Release 1.3(3) to Release 1.3(4).

How do | increase the log window size in Fabric Manager Client?

To limit the memory usage by FM Client, the log window is limited to 500 lines by default. If you want
to increase this, edit sm.propertiesin < install directory>/db/<user> directory and change
LogBufferSize.

When do | do when the FM Server Database fails to start or has a file locking
error?

In the database log (FM Persist.log) you will see an error message "The database is already in use by
another process". The HsglDB 1.7.1 version has this problem. The file lock problem seems to happen
occasionally, and can be resolved by shutdown and restart of the db server. On windows this can be done
by stopping and starting the FM Persist service and on Unix just run the FMPersist.sh script with the
argument restart.

How do | re-synchronize Fabric Manager Client with Fabric Manager Server?

On some occasions, when the Fabric Manager Client in not in sync with the Fabric Manager Server, you
may need to re-synchronize the client and server. To re-synchronize Fabrix Manager Client with Fabric
Manager Server, click Resync All Open Fabrics from the File menu,

How do | rediscover the current fabric?

When the Fabric Manager Server is not in sync with the switches in the fabric, you may need to initiate
an on- demand discovery to update the Fabric Manager Client with the most recent changes from the
switches in the fabric. To rediscover the fabric switches, click Rediscover from the File menu.

How do | rediscover SCSI Targets?

When the Fabric Manager Server is not in sync with the SCSI Target switches in the fabric, you may
need to initiate an on- demand discovery to update the Fabric Manager Client with the most recent
changesfrom the SCSI Target switchesin the fabric. To rediscover the fabric switches, click Rediscover
SCSI Targets from the File menu.
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Windows Issues

What do | do when text fields show up too small, and | cannot enter any data?

When Reflection X is running, certain text fields in the Fabric Manager and Device Manager are not
rendered to the full width of the field. Resize the dialog box to see the text fields properly.

What do | do when printing causes an application crash?

On Windows NT there is a known Sun JVM bug - the printservice crashes the VM. The solution
suggested by Sun isto update NT with SP 6. For more details refer to:
http://devel oper.java.sun.com/devel oper/bugParade/bugs/4530428.html.

What do | do when Windows XP hangs (or | see a blue screen)?

Windows XP with the ATI Radeon AGP graphics cards has known to freeze (hang) when a Java
application exits. The newer driversfrom ATI seem to have fixed this problem. The other workaround is
to run the application with "-Dsun.java2d.noddraw=true". We do this today in the shortcut and shell
scripts we create. For more details refer to:

http://devel oper.java.sun.com/devel oper/bugParade/bugs/4713003.html.

What do | do when Fabric Manager and Device Manager icons disappear?

On certain versions of Windows, certain images disappear. Thisis a Java bug. We have a workaround
that is already in place (disable DirectDraw acceleration) - but there are still cases where this problem
might arise. For more details refer to:

http://devel oper.java.sun.com/devel oper/bugParade/bugs/4664818.html.

What do | do when Device Manager or Fabric Manager window content
disappears in Windows XP?

Device Manager or Fabric Manager main window content disappears in Windows XP due to a Java bug.
Refer to the following website:
http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=4919780.

Minimize or maximize the window and restore to the normal size to restore the window content.
Disabling Direct Draw may also prevent this from happening by adding "-Dsun.java2d.noddraw=true"
to WVMARGS in <FM-install-dir>/bin/FabricManager.bat and DeviceM anager.bat

Cisco Fabric Manager Fundamentals Configuration Guide
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What do | do when SCP/SFTP fails when afile is copied from local machine to
the switch?

If there are embedded spaces in the file path, then windows scp/sftp might fail. You will get a
copyDeviceBusy error from the switch. In tools such as the License Wizard either make sure tftp copy
can be done or pick filenames with no spaces.

UNIX Issues

What do | do when the parent menus disappear?

Displaying a submenu may occasionally cause the parent menu to disappear. For more details on this
bug, refer to: http://devel oper.java.sun.com/devel oper/bugParade/bugs/4470374.html.

What do | do when the web browser cannot find web server even it is running?

This can happens when web browser uses proxy server. To check that for Internet Explorer, choose tools
in menu, then choose internet options, then choose connection subpanel, then click Lan Setting. A dialog
comes up, verify the proxy setting.

How do | fix a "too many open files" error?

If you are running the VM (JavaVirtual Machine) on Linux and the drive where Javaisinstalled or your
home directory is NFS mounted, there is an open bug against the Sun JDK about errors acquiring file
locks. The symptoms for the Fabric Manager are that launching a Device Manager or saving/opening
fileswill fail, giving a "too many open files" 1/0O or socket exception. The JVM keeps trying to open a
file on the NFS mounted drives, fails, and keepstrying to do it until it hitsthe 1024 file descriptors limit.
Workarounds (assuming /tmp is alocal disk - replace it with your tmp area):

» System Preferences

Make sure the system level preferences are stored on alocal disk. The system preferences are stored
in $JAVA_HOME/.systemPrefs where JAVA_HOME is where you have installed the JDK. If this
directory is NFS mounted, then just do the following:

S rm -rf SJAVA_HOME/.systemPrefs<

$ mkdir /tmp/.systemPrefs
$ 1In -s /tmp/.systemPrefs $JAVA_HOME/.systemPrefs

The problem with this workaround is that you have to make sure /tmp/.systemPrefs exists on every
box where you are using $JAVA_HOME. We recommend installing the VM as root and on alocal
disk.

» User Preferences
If your home directory is NFS mounted and you are getting this problem. Do the following:

$ rm -rf SHOME/.java
$ mkdir /tmp/.java.SUSER
$ 1In -s /tmp/.java.SUSER SHOME/.java
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For further details, see the following URLSs:
http://devel oper.java.sun.com/devel oper/bugParade/bugs/4673298.html
http://devel oper.java.sun.com/devel oper/bugParade/bugs/4635353.html

How do | set the map layout so it stays after Fabric Manager restarted?

Step 1
Step 2

If you have arranged the map to your liking and would like to “freeze” the map so that the objects stay
as they are even after you stop Fabric Manager and restart it again, follow these steps:

Right-click in a blank space in the map. You see a menu.

Select Layout > Fix All Nodes from the menu.

What do | do when two switches show on the map, but there is only one

switch?

If two switches show on your map, but you only have one switch, it may be that you have two switches
in a non-contiguous VSAN that have the same Domain ID. Fabric Manager uses <vsanld><domainld>
to look up a switch, and this can cause the fabric discovery to assign links incorrectly between these
errant switches.

The workaround is to verify that all switches use unique domain IDs within the same VSAN in a
physically connected fabric. (The fabric configuration checker will do this task.)

What does a red/orange/dotted line through the switch mean?

If ared line shows through your switch, this means Fabric Manger sees something wrong with the
switch. Choose Switches in the Physical Attributes pane to see a status report in the information pane.
A module, fan, or power supply has failed or is offline and plugged in.

If adotted orange line shows through your switch, thisindicates a minor status warning for that switch.
Usually it means an issue with one of the modules. The tooltip should say exactly what iswrong. Hold
the mouse over the switch to see the tooltip.

Below are tables of color settings and tooltip definitions for Fabric Manager and Device Manager.

Table 13-1 Fabric Manager and Device Manager Color Definitions

Fabric Manager Color Definition

Red Slash Cannot communicate with a switch via SNMP.
Red X Cannot communicate with or see a switch in the

Domain Manager/Fabric Configuration Server list
of fabric switches.

Device Manager Color Definition

Cisco Fabric Manager Fundamentals Configuration Guide
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Table 13-1 Fabric Manager and Device Manager Color Definitions (continued)

Fabric Manager Color Definition

Green Square with Mode (e.g., F, T, TE, U/l for |Port up.

FICON)

Orange Square with Mode Trunk incomplete.

Orange Cross Ols or Nos received.

Brown Square Port is administratively down.

Light Gray Square Port is not manageable.

Red Cross HardwareFailure/L oopbackDiagFailure/LinkFail
ure

Red Square Any other kind of configuration failure.

No Square or Black Square Port not yet configured.

Table 13-2 Device Manager Tooltip Definitions

Tooltip Definition

adminDown The port is administratively down.

bitErrRT ThresExceeded Bit error rate too high.

bundieMisCfg Misconfiguration in PortChannel membership
detected.

channel AdminDown This port is amember of a PortChannel and that

PortChannel is administratively down.

channel ConfigurationlnProgress This port is undergoing a PortChannel
configuration.

channel OperSuspended This port is a member of a PortChannel and its
operational parameters are incompatible with the
PortChannel parameters.

deniedDueToPortBinding Suspended due to port binding.

domainAddrAssignFailurel solation The elected principal switch is not capable of
performing domain address manager functions so
no Nx_port traffic can be forwarded across
switches, hence al Interconnect_Ports in the
switch are isolated.

domainlinvalidRCFReceived Invalid RCF received.

domainM anagerDisabled Domain manager is disabled.

domainMaxReT xFailure Domain manager failure after maximum retries.

domainOtherSideEportlsolation The peer E port is isolated.

domainOverlaplsolation Thereisaoverlap in domains while attempting to
connect two existing fabrics.

elpFailureClassFParamErr Isolated for ELP failure due to class F parameter
error.
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Table 13-2

Device Manager Tooltip Definitions (continued)

Tooltip

Definition

elpFailureClassNParamErr

Isolated for ELP failure due to class N parameter
error.

elpFailurelnvalidFlowCTL Param

Isolated for ELP failure due to invalid flow
control parameter.

el pFailurelnvalidPayloadSize

Isolated for EL P failure due to invalid payload
size.

elpFailurelnvalidPortName

Isolated for EL P failure due to invalid port name.

elpFailurel nvalidSwitchName

Isolated for ELP failure due to invalid switch
name.

elpFailurelnvalidTxBBCredit

Isolated for ELP failure due to invalid transmit
B2B credit.

elpFailurelsolation

During a port initialization the prospective
Interconnect_Ports find incompatible link
parameters.

el pFailurelL oopbackDetected

Isolated for ELP failure due to loopback detected.

elpFailureRatovEdtovMismatch

Isolated for ELP failuredueto R_A_TOV or
E_D_TOV mismatch.

elpFailureRevMismatch

Isolated for EL P failure due to revision mismatch.

el pFailureUnknownFlowCTL Code

Isolated for ELP failure due to invalid flow
control code.

ePortProhibited

Port down because FICON prohibit mask in place
for E/TE port.

eppFailure Trunk negotiation protocol failure after maximum
retries.
errorDisabled The port is not operational due to some error

conditions that require administrative attention.

escFailurel solation

During a port initialization the prospective
Interconnect_Ports are unable to proceed with
initialization as aresult of Exchange Switch
Capabilities (ESC).

fabricBindingDBMismatch

fabric bindingactive database mismatch with
peer.

fabricBindingDomainlnvalid

Peer domain ID isinvalid in fabric binding active
database.

fabricBindingNoRspFromPeer

Fabric binding no response from peer.

fabricBindingSWWNNotFound

Peer switch WWN not found in fabric binding
active database.

fcipPortAdminCfgChange

FCIP port went down due to configuration
change.

fcipPortKeepAliveTimerExpire

FCIP port went down due to TCP keep alive timer
expired.

I 0L-21502-02, Cisco MDS NX-0S Release 5.x
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Table 13-2 Device Manager Tooltip Definitions (continued)

Tooltip

Definition

fcipPortM axReTx

FCIP port went down due to max TCP
retransmissions reached the configured limit.

fcipPortPersistTimerExpire

FCIP port went down due to TCP persist timer
expired.

fcipPortSrcAdminDown

FCIP port went down because the source ethernet
link was administratively shutdown.

fcipPortSrcLinkDown

FCIP port went down due to ethernet link down.

fcipSrcModuleNotOnline

FCIP port went down due to source module not
online.

fcipSrcPortRemoved FCIP port went down due to source port removal.
fcotChksumErr FSP SPROM checksum error.
fcotNotPresent SFP (GBIC) not present.

fcotVendorNotSupported

FSP (GBIC) vendor is not supported.

fcspAuthenfailure

Fibre Channel security protocol authorization
failed.

ficonBeingEnabled

FICON is being enabled.

ficonNoPortnumber

No FICON port number.

ficonNotEnabled

FICON not enabled.

ficonVsanDown

FICON VSAN isdown.

firstPortNotUp

In aover subscribed line card, first port cannot be
brought up in E mode when the other portsin the
group are up.

firstPortUpA sEport

In aover subscribed line card, when the first port
inagroup is up in E mode, other ports in that
group cannot be brought up.

hwFailure

Hardware failure.

incomAdminRxBBCreditPerBuf

Disabled due to incompatible admin port
rxbbcredit, performance buffers.

incompatibleAdminMode

Port admin mode is incompatible with port
capabilities.

incompatibleAdminRxBBCredit

Receive BB credit isincompatible.

incompatibleAdminRxBufferSize

Receive buffer size isincompatible.

incompatibleadminSpeed

Port speed is incompatible with port capabilities.

initializing The port is being initialized.

interfaceRemoved Interface is being removed.

invalidAttachment Invalid attachment.

invalidConfig This port has a misconfiguration with respect to

port channels.

invalidFabricBindExh

Invalid fabric binding exchange.
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Table 13-2 Device Manager Tooltip Definitions (continued)

Tooltip

Definition

linkFail CreditL oss

Link failure due to excessive credit |oss
indications.

linkFail CreditL ossB2B

Link failure when link reset (LR) operation fails
due to queue not empty.

linkFail DebounceTimeout

Link failure due to re-negotiation failed.

linkFail LineCardPortShutdown

Link failure due to port shutdown.

linkFail LinkReset

Link failure due to link reset.

linkFail LI PF8Rcvd

Link failure due to F8 LIP received.

linkFailLIPRcvdB2B

Link failure when loop initialization (LIP)
operation fails due to non empty receive queue.

linkFailL ossOfSignal

Link failure due to loss of signal.

linkFailLossOfSync

Link failure due to loss of sync.

linkFailLRRcvdB2B

Link failure when link reset (LR) operation fails
due to non-empty receive queue.

linkFailNOSRcvd

Link failure due to non-operational sequences
received.

linkFail OL SRcvd

Link failure due to offline sequences received.

linkFail OPNYRETB2B

Link failure due to open primitive signal returned
while receive queue not empty.

linkFail OPNyTMOB2B

Link failure due to open primitive signal timeout
while receive queue not empty.

linkFail PortlnitFail

Link failure dueto port initialization failure.

linkFail PortUnusable

Link failure due to port unusable.

linkFailRxQOverFlow

Link failure due to receive queue overflow.

linkFailTooManyINTR

Link failure due to excessive port interrupts.

linkFailure

Physical link failure.

loopbackDiagFailure

L oopback diagnostics failure.

loopbackl solation

Port is connected to another port in the same
switch.

noCommonV sanl solation

Trunk is isolated because there are no common
vsans with peer.

none

No failure.

nonParticipating

During loop initialization, the port is not allowed
to participate in loop operations

offline Physical link isin offline state as defined in the
FC-FS standards.

ohmsExtLBTest Link suspended due to external loopback
diagnostics failure.

other Undefined reason.
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Table 13-2 Device Manager Tooltip Definitions (continued)
Tooltip Definition
parentDown The physical port to which thisinterfaceis bound

is down.

peerFCIPPortClosedConnection

Port went down because peer FCIP port closed
TCP connection.

peerFCIPPortResetConnection

Port went down because the TCP connection was
reset by the peer FCIP port.

portBindFailure

Port got isolated due to port bind failure.

portBlocked

Port blocked due to FICON.

portChannel M embersDown

No operational members.

portFabricBindFailure

Port isolated due to fabric bind failure.

portGraceful Shutdown

Port shutdown gracefully.

portV sanMismatchl solation

An attempt is made to connect two switches using

non-trunking ports having different port VSANS.

rcfInProgres

Anisolated XE_port is transmitting a reconfigure
fabric, requesting a disruptive reconfiguration in
an attempt to build a single, non-isolated fabric.

Only the Interconnect_Ports can become isolated.

srcPortNotBound No source port is specified for this interface.
suspendedByMode Port that belongs to a port channel is suspended
due to incompatible operational mode.
suspendedBYy Speed Port that belongs to a port channel is suspended
due to incompatible operational speed.
suspendedByWWN Port that belongs to a port channel is suspended
due to incompatible remote switch WWN.
swFailure Software failure.
tooManylnvalidFLOGI s Suspended due to too many invalid FLOGIs.
tovMismatch Link isolation due to TOV mismatch

trunkNotFullyActive

Some of the VSANs which are common with the
peer are not up.

upgradel nProgress

Line card upgrade in progress.

vsanlnactive

Port VSAN isinactive. The port becomes
operational again when the port VSAN is active.

vsanMismatchl solation

This VSAN is not configured on both sides of a
trunk port.

zoneM ergeFailurel solation

The two Interconnect_Ports cannot merge zoning
configuration after having exchanged merging
request for zoning.

zoneRemoteNoRespl solation

I solation due to remote zone server not
responding.

[l Cisco Fabric Manager Fundamentals Configuration Guide
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How do | upgrade without losing map settings?

When you upgrade from one version of Fabric Manager to another, there is away to prevent the loss of
map settings (enclosure names, placement on the map, etc.)

The MDS 9000/db directory contains subfolders for each user (and one for fmserver). In these subfolders
arefilesfor all discovered fabrics (*.dat) and maps (*.map). These are upgradable between versions. If
you need to clear the fabric cache, you should first export the enclosures to a file to avoid losing them.
Everything else aside from enclosures and map coordinates are stored on the switch. The preferences,
last opened, and site_ouis.txt format doesn’t change from release to release.

How do | preserve historical data when moving Fabric Manager server to new

host?

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

To preserve your data when moving Fabric Manager Server to a new host, follow these steps:

Export the enclosures to afile.
Reinstall Fabric Manager (if you are installing on a new host, install Fabric Manager).
After the installation is complete, stop Fabric Manager Server.

Copy the RRD filesfrom the old host to the new host. Placeit in the MDS 9000 directory (on a Windows
PC, the default installation location for this directory is C:\Program Files\Cisco Systems\DCM).

On the new host, run PM Upgrade.bat from the MDS 9000\bin folder. This creates files and a new
directory structure. There is a directory for each switch for which you have collected data.

Continueto collect data on a specific switch by copying the db subfolder from that switch’s folder to the
pm folder.

On the new host, restart the Performance Manager Service (Windows) or Daemon (UNIX). You can use
the bin/PM .bat file to do this, or you can choose Performance > Collector > Restart from the Fabric
Manager menu.

Re-import the enclosures on the new host.
Be sure to turn off the original service on the old host.

Are there restrictions when using Fabric Manager across FCIP?

Fabric Manager will work with no restriction across an FCIP tunnel, aslong asthe tunnel isup. However,
Fabric Manager cannot automatically discover a Cisco SN5428 mgmt |P address in the fabric. For that
switch, it will display ared slash through an FCIP device because of atimeout error. It will still see all
targets, initiators, and 1SLs attached to a Cisco SN5428 (or any other switch) as long as they appear in
the name server or FSPF.

To work around this, you can manually enter the IP address in the Switchestable, and click Apply. If the
community string is correct, the red slash will go away. Even if the community string is incorrect,
double-clicking on the Cisco SN5428 will launch the web tool.

Cisco Fabric Manager Fundamentals Configuration Guide
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How do | fix a "Please insure that FM server is running on localhost" message?

Step 1

Step 2
Step 3
Step 4

Note

You may see this error message if you cannot connect to the fabric and your PC has multiple network
interface cards. The problem may be that Fabric Manager is trying to communicate through the wrong
interface (you can verify this by checking the FM Server.log file).

Generally it is best to let Fabric Manager choose the interface on startup. If you are getting the above
error, something may have gone wrong.

To reset Fabric Manager so that it chooses the interface next time it starts, follow these steps:

Open the server.propertiesfilein the Fabric Manager installation directory. On a Windows platform, this
fileisin C:\Program Files\Cisco Systems\MDS 9000 by default.

Comment out the line: snmp.localaddress.
Save and exit thefile.
Restart Fabric Manager.

There are some cases where you would not want to do this, and should manually select the interface that
Fabric Manager uses. For more information, see the*How do | run Cisco Fabric Manager with multiple
interfaces?’ section on page 13-20.

How do I run Cisco Fabric Manager with multiple interfaces?

If your PC has multiple interfaces (NICs), the four Cisco Fabric Manager applications detect these
interfaces automatically (ignoring loopback interfaces). Fabric Manager Client and Device Manager
detect all interfaces on your PC each time you launch them, and allow you to select one. Fabric Manager
Server and Performance Manager detect on initial install, and allows you to select one. You are not
prompted again to choose an interface with these two applications.

There may be circumstances where you will want to change the interface you are using. For example:
« |If you add an interface after you have installed Fabric Manager Server and/or Performance Manager
« If you decide to use a different interface than the one you initially selected
- If for any reason one of the Cisco Fabric Manager applications did not detect multiple interfaces
Refer to the following sections, depending on which application you want to recognize the interface.
- Manually specifying an interface for Fabric Manager Server, page 13-20
« Manually specifying an interface for Fabric Manager Client or Device Manager, page 13-21

Manually specifying an interface for Fabric Manager Server

Step 1

To specify an interface for Fabric Manager Server (including Performance Manager and Fabric Manager
Web Services), follow these steps:

Go to the MDS 9000 folder. On a Windows platform, this folder is at C:\Program Files\Cisco
Systems\MDS 9000 by default.

Cisco Fabric Manager Fundamentals Configuration Guide
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Step2  Edit the server.properties file with a text editor.

Step3  Scroll until you find the line: snmp.localaddress.

Step4  If theline is commented, remove the comment character.

Step5  Set the local address value to the IP address or interface name of the NIC you want to use.
Step6  Savethefile.

Step7  Stop and restart Fabric Manager Server.

Manually specifying an interface for Fabric Manager Client or Device Manager

To specify an interface for the Fabric Manager Client or Device Manager, follow these steps:

Stepl  Go to the MDS 9000/bin folder. On a Windows platform, this folder is at C:\Program Files\Cisco
Systems\M DS 9000 by default.

Step2  Edit the DeviceManager.bat file or the FabricM anager.bat file.
Step3  Scroll to the line that begins with set VMARGS=

Step4  Add the parameter -Device Managerds.nmsaddresssADDRESS, where ADDRESS is the | P address or
interface name of the NIC you want to use.

Step5  Savethe file and relaunch Fabric Manager Client or Device Manager.

How do | configure an HTTP proxy server?

If your network uses a proxy server for HTTP requests, make sure the Java Web Start Application
Manager is properly configured with the IP address of your proxy server.

To configure a proxy server in the Java Web Start Application Manager, follow these steps:

Stepl  Launch the Java Web Start application.

Step2  Choose File > Preferences from the Java WebStart Application Manager.

Step3  Choose the Manual radio button and enter the IP address of the proxy server in the HTTP Proxy field.
Step4  Enter the HTTP port number used by your proxy serviceinthe HTTP Port field.

Step5  Click OK.

How do | clear the topology map?

If you have a switch that you have removed from the fabric, there will be ared X through the switch’'s
icon. You can clear thisinformation from the Fabric Manager client, or from the Fabric Manager server
(which will clear the information for all clients) without having to reboot the switch.

To clear information from topology maps using Fabric Manager, follow these steps:

Cisco Fabric Manager Fundamentals Configuration Guide
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Step1  Click the Refresh Map icon in the Fabric pane.
This clears the information from the client.

Step2  Click Purge Down Elementsin the Server menu.
This clears the information from the server.

A

Caution  Any devices not currently accessible (may be offline) are purged.

How can | use Fabric Manager in a mixed software environment?

You can use Fabric Manager version 2.0(x) to manage a mixed fabric of Cisco MDS 9000 switches.
Certain 2.0 feature tabs will be empty for any switches running a software version that does not support
those features.

How do | fix a "corrupted jar file" error when launching Fabric Manager?

If you get the following error:

An error occurred while launching the application Fabric Manager.

download error:corrupted jar file at <ipaddress>\Device Managerboot.jar

(Where <ipaddress> isthat of the switch)

The error message you are getting indicates that the Java Web Start cache is corrupted. You can try
clearing your JavaWeb Start cachefirst. To clear the Cache either run Java Web Start (from the Programs
menu) and under the preferences select clear cache. Or do it manually by first making sure all Fabric
Manager or Device Manager instances are closed and then del eting .javaws/cache. In the newer JREsthis
directory is created under Documents and SettingsS\USERNAME and in the older onesit used to be under
Program Files\Java Web Start.

You can also browse beneath the cache folder and del ete the offending IPAddress folder (e.g.
cache/http/D10.0.0.1).

Also, check to make sure that the host is not running a virus checker / java blocker?

You also can run the uninstall program and delete .cisco_mds directory, and then reinstall Fabric
Manager.

How do | search for devices in a fabric?

In Fabric Manager, you can search for one or more devices by different attributes, including pWWN.

To perform a search in Fabric Manager, follow these steps:

Stepl  Right-click the map and choose Find Elements from the drop-down menu.
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You see the Find Fabric dialog box as shown in Figure 13-1.
Step2  Choose End Device from the left drop-down list.
Step3  Choose Port WWN from the right drop-down list.
You can also enter only part of the WWN and use awildcard (*) character (for example, you can enter

*fb*£8).

Figure 13-1 Find Fabric Dialog Box with End Device and Port WWN Selected
|En|:| Device V| Device Alias "
Filter: :Eziﬂmemf‘dame

Device Alias

mySanTesterDA0]
mySanTesterDADZ
my TapeDriveDAc1ss

Find in Map ][ Find in Zones ][ Close ]

& tokal entries

Step4  Click Find in Map.

To search for devicesin azone, click Find in Zones. You see the device highlighted in the Fabric pane.
Right-click any device to see the attributes for that device. You can also select alink leading to adevice
to see the attributes for the link.

How do | search in a table?

In Fabric Manager, you can search for devices having one or more attributes. You can enter a search
string in the Find dialog box and then use Next and Previous buttons to navigate through the results.

To perform a search inside a table in Fabric Manager, follow these steps:

Step1  Click the Find icon from the tool bar.
You see the Find dialog box as shown in Figure 13-2.

Cisco Fabric Manager Fundamentals Configuration Guide
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Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Figure 13-2 Find Dialog Box
Find |§ |
Find: demo

From: () Selection () Start

Ignore Case [ | Exact Match

Mewxt | Previous || Zancel

Enter the search string in the Find text box.

Click Selection to search in selected row(s).

Check I gnore Case to ignore case sensitivity.

Check Exact Match to search for the data val ue exactly matching the search string.
Click Next to search.

Click Cancel to close the dialog box.

How does Fabric Manager Server licensing work?

You must install aCisco MDS 9000 Family Cisco Fabric Manager Server package on at least one switch
in each fabric where you intend to manage switches, if you intend to use the enhanced management
capabilities the license package provides. You must also license all switches you plan to monitor with
the Performance Manager (historical performance monitoring) feature. Failure to license all switches
can prevent effective use of the Flow performance monitoring, so it is recommended to license all
switches in each fabric managed by Cisco Fabric Manager Server.

You are free to try Cisco Fabric Manager Server capabilities prior to installing a license, but the those
extended functions will stop working after the 120-day grace period expires. Standard Cisco Fabric
Manager configuration and management capabilities will continue to be accessible without any licensed
switches after the grace period expires.

How do | manage multiple fabrics?

To monitor and manage multiple fabrics, you must persist one or more fabrics. Do this by checking the
Per sist checkbox on the Server >Admin dialog Fabric tab. You must also use switches running SAN-OS
Release 1.3.x or later in both fabrics, and you must use the same user/password on both fabrics. Both
fabrics must not be physically connected.

How can | clear an orange X through a switch caused by license expiration?

If you are using alicensed feature and that license is allowed to expire, Fabric Manager shows alicense
violation, and an orange X is placed through the switch on the Fabric Manager map.

Cisco Fabric Manager Fundamentals Configuration Guide
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To clear the license violation message and the orange X, stop the Cisco Fabric Manager service on the
host, and restart it again.

Cisco Fabric Manager Fundamentals Configuration Guide
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APPENDIX‘ \

Launching Fabric Manager in Cisco SAN-OS
Releases Prior to 3.2(1)

This appendix provides instructions for launching Fabric Manager Client in Cisco SAN-OS releases
prior to 3.2(1).

This Appendix contains the following sections:
» Setting the Seed Switch in Cisco SAN-OS Releases 3.1(1) to 3.2(1), page A-1
» Setting the Seed Switch in Releases Prior to Cisco SAN-OS Release 3.1(1), page A-3

Setting the Seed Switch in Cisco SAN-OS Releases 3.1(1) to

3.2(1)
N

Note

Note

Step 1

As of Cisco SAN-OS Release 3.1(1), the Fabric Manager login procedure changed. If you are running a
version of Cisco SAN-OS that is earlier than Cisco SAN-OS 3.1(1), follow the login instructions in the
“ Setting the Seed Switch in Releases Prior to Cisco SAN-OS Release 3.1(1)” section on page A-3.

From Cisco SAN-OS Release 3.1(1) to Release 3.2(1), you must log in to Fabric Manager Server before
you discover or open fabrics, and these fabrics can have different user credentials. You can specify
different SNMP communities per switch on the Web Server.

The default user name is admin and the default password is password for your initial login. This
informationis stored in the database. Both the Fabric Manager Server and the Web Server share the same
user credential database.

To log in to Fabric Manager Server and to open afabric, follow these steps:

Double-click the Fabric Manager Client icon on your workstation.
You see the Fabric Manager Server Login dialog box shown in Figure A-1.

Cisco Fabric Manager Fundamentals Configuration Guide
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Figure A-1 Fabric Manager Server Login Dialog Box
@ Login - Fa... |- H O ‘ X‘
aliadn
CIsCO
FM Server Address: localhost w

FM Server User Mame: | admin
FM Server Passward: | |

Use SNMP Proxys [ 1

182123

Step2  Set FM Server to the IP address where you installed Fabric Manager Server, or set it to localhost if you
installed Fabric Manager Server on your local workstation.

If you forget your password, you can run one of the following scripts:

— bin\webUser Add.bat admin passwor d adds a user name and password to the Fabric Manager
Server database.

— bin\DBReset.bat resets the database back to the initial state and removes any discovered
fabrics.

Both of these scripts are available as UNIX .sh files.
Step3  Enter the Fabric Manager Server user name and password.

Step4  Check the Use SNM P Proxy check box if you want Fabric Manager Client to communicate with Fabric
Manager Server through a TCP-based proxy server.

Step5  Click Login. After you successfully log in to Fabric Manager Server, you can set the seed switch and
open the fabrics that you are entitled to access.

You see the Discover New Fabric dialog box shown in Figure A-2.

Figure A-2 Discover New Fabric Dialog Box

@ Discover New Fa... @

Seed Switch: 172,22 45,220 w
User Marme: | admin
Password:

Use SHMPya3:

auth-Privacy: | MDS -

Accelerate Discovery

I Discover H Close ]

182060

Step6  Set the fabric seed switch to the Cisco MDS 9000 Family switch that you want Fabric Manager to use.
Step7  Enter the user name and password for the switch.
Step8  Choose the Auth-Privacy option MD5-DES (default) when you log in.
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N

Note

The Accelerate Discovery check box should remain checked for normal operation. Uncheck this
only if you have changed switch IP addresses. You may experience problems with SAN IDsin
Fabric Manager if you uncheck this check box.

Step9  Click Discover.

You see the Open Fabric dialog box shown in Figure A-3.

Figure A-3 Open Fabric Dialog Box
[ O ol x|
Local FM can only open one unlicensed fabric or
multiple licensed/eval-licensed fabrics at a time.
Select Iame Username | Password | Community (Use ShIMPy3 License
[ ] Fahric swil . newpublic [] Mo License
v] Fahric swl..|admin et v] Licensed
[ ] Fabricv-18..|admin T v] Eval License
5
| Open || Discover... || Server Admin... || Refresh || Cancel | ]
o

Step10  Check the check box(es) next to the fabric(s) you want to open in the Select column, or click the

Discover button to add a new fabric.

N

Note

N

Note

Asof Cisco SAN-OS Release 3.1(1) and later, opening multiple fabricsisalicensed feature. You
will get a message if any of the fabrics discovered does not have a license.

As of Cisco SAN-OS Release 3.1(2b), alicense can be a permanent license, an evaluation
license, or there are no licenses (all evaluation licenses have expired).

Step11  Click Open to open the fabric.

Setting the Seed Switch in Releases Prior to Cisco SAN-OS

Release 3.1(1)
N

Note  Asof Cisco SAN-OS Release 3.1(1), the Fabric Manager login procedure changed. If you are running
Cisco SAN-OS Releases 3.1(1) to 3.2(1), then follow the login instructions in the “ Setting the Seed
Switch in Cisco SAN-OS Releases 3.1(1) to 3.2(1)” section on page A-1.

I 0L-21502-02, Cisco MDS NX-0S Release 5.x
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Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

When you run Fabric Manager, you must select a switch for Fabric Manager to use to discover the fabric.
For releases earlier than Cisco SAN-OS Release 3.1(1), use the same user name and password on each
of the multiple fabrics that you open, then log in directly to the MDS 9000 Family switch that you want
Fabric Manager to use.

To set the seed switch if you are running a version of Cisco SAN-OS that is earlier than Cisco SAN-OS
Release 3.1(1), follow these steps:

Double-click the Fabric Manager Client icon on your workstation.

You see the Fabric Manager Login dialog box shown in Figure A-4.

Figure A-4 Open Fabric Dialog Box

. Open Fabric - Fabric Manag... E|E|E]

Ciseo SYSTEMS

Fhl Server: localhost w
Fahric Seed Switch: [172.22 45 220 b
Uszer Mame: | admin
Pazsword: |
Ptivacy Password:
SHMPE ] SHA [ AES
Accelerate Discovery

[ use SHMP Prosy

[ Open ][ Optiohs << ][ E:it ]

133925

Click the Options button if necessary to expand the optional settings in this dialog box.

Set FM Server to the | P address where you installed Fabric Manager Server, or set it to localhost if you
installed Fabric Manager Server on your local workstation.

Set the fabric seed switch to the MDS 9000 Family switch that you want Fabric Manager to use.
Enter the user name and password for the switch.

Check the Use SNM P Proxy check box if you want Fabric Manager Client to communicate with Fabric
Manager Server through a TCP-based proxy server.

S
Note  TheAccelerate Discovery check box should remain checked for normal operation. Uncheck this

only if you have changed switch | P addresses. You may experience problems with out of sync
SAN IDsin Fabric Manager if you uncheck this check box.

Click Open to open the fabric.
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APPENDIX B

Cisco Fabric Manager Unsupported Feature List

This appendix containsalist of features and functions not supported by Cisco Fabric Manager or Device
Manager. Thislist is organized according to the chapter in which the feature would be described if it
were supported. (See Table B-1.)

Table B-1 Features Not Supported by Cisco Fabric Manager or Device Manage

Part Chapter/Category Procedure

2 Cisco MDS NX-0S Obtaining and Installing Licenses |Backing Up License Files
Installation and Switch Moving Licences Between Switches
Management

Initial Configuration Starting a Switch (Initial Setup)
Configuring Console Settings
Configuring COM1 and Modem Settings
Adjusting for Daylight Savings Time
Configuring the Initialization String
Basic Switch Configuration

Terminal Settings

File System Commands

Displaying File Contents

Software Images Manual Upgrade on a Dual Supervisor Switch
Corrupted Bootflash Recovery

Cisco Fabric Manager Fundamentals Configuration Guide
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Table B-1 Features Not Supported by Cisco Fabric Manager or Device Manage (continued)

Part Chapter/Category Procedure

Working with Configuration Files |Formatting External CompactFlash
Compressing and Uncompressing Files
Displaying the Last Linesin aFile
Executing Commands Specified in a Script
Setting the Delay Time

Displaying Configuration Files

Unlocking the Startup Configuration File
Accessing Remote File Systems

Configuring High Availability Copying Images to the Standby Supervisor

Managing System Hardware Clock Modules

Managing Modules Connecting to a Module
Preserving Module Configuration
Purging Module Configuration
EPLD Configuration
Configuring SSI Boot Image
Managing SSMs

3 Switch Configuration Configuring Interfaces Displaying the ALPA Cache Contents
Clearing the ALPA Cache

N-Port Identifier Virtualization (NPIV)
Scheduling Tasks Schedule Configuration

4 Fabric Configuration Inter-VSAN Routing Inter-VSAN Routing (IVR) FICON Support
Configuration IVR Service Groups

6 IP Services Configuring FCIP Displaying and Clearing ARP Caches
Configuring the SAN Extension | Tuning Configuration
Tuner
Configuring IP Storage IPS Module Core Dumps

8 Network and Switch Monitoring Network Traffic Remote SPAN

Monitoring Using SPAN
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Table B-1 Features Not Supported by Cisco Fabric Manager or Device Manage (continued)
Part Chapter/Category Procedure
10 Troubleshooting Troubleshooting Your Fabric Loop Monitoring

Configuring CIM

CFSfor FC Timers

Local Text Based Capture

Capturing FC Analyzer Frames Locally

Sending Captured FC Analyzer Frames to a Remote | P
Address

Clearing Configured FC Analyzer Information

Displaying a List of Hosts Configured for Remote
Capture

Using Fabric Analyzer Display Filters

Monitoring System Processesand |Saving the Last Core to Flash
Logs Kernel Core Dumps
System Health Initiation
Loopback Test Configuration Frequency
Hardware Failure Action
Tests for a Specified Module
Clearing Previous Error Reports
Online Health Management System
- Enabling and Disabling the OHM S
« Enabling and Disabling Hardware Failure Action
» Configuring Onboard Failure Logging
« Clearing Previous Error Reports
- Performing Tests for a Specified Module
» Configuring Automatic Loopback Tests
« Performing SERDES L oopback Tests

Cisco Fabric Manager Fundamentals Configuration Guide
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APPENDIX C

If the administrative state for an interface is up and the operational stateis down, the reason code differs
based on the nonoperational reason code as described in Table C-1.

Table C-1 Reason Codes for Nonoperational States

Applicable
Reason Code Description Modes
Link failure or not connected |Physical layer link is not operational. All

SFP not present

The small form-factor pluggable (SFP) hardware is not
plugged in.

Initializing

The physical layer link is operational and the protocol
initialization isin progress.

Reconfigure fabric in progress

The fabric is currently being reconfigured.

Offline Cisco MDS SAN-OSwaitsfor the specified R_A_TOV
time before retrying initialization.
Inactive The interface VSAN is deleted or isin a suspended

state.

To make the interface operational, assign that port to a
configured and active VSAN.

Hardware failure

A hardware failure is detected.

Error disabled

Error conditions require administrative attention.
Interfaces may be error-disabled for various reasons.
For example:

- Configuration failure.
« Incompatible buffer-to-buffer credit configuration.

To maketheinterface operational, you must first fix the
error conditions causing this state; and next,
administratively shut down or enable the interface.

I 0L-21502-02, Cisco MDS NX-0S Release 5.x
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Table C-1 Reason Codes for Nonoperational States (continued)
Applicable

Reason Code Description Modes

Isolation due to ELP failure Port negotiation failed. Only E ports

Isolation due to ESC failure Port negotiation failed. and TE ports

Isolation due to domain The Fibre Channel domains (fcdomain) overlap.

overlap

Isolation due to domain ID The assigned domain ID is not valid.

assignment failure

Isolation due to other side E The E port at the other end of the link is isolated.

port isolated

Isolation due to invalid fabric | The port is isolated due to fabric reconfiguration.

reconfiguration

Isolation due to domain The fcdomain feature is disabled.

manager disabled

Isolation due to zone merge The zone merge operation failed.

failure

Isolation due to VSAN The VSANS at both ends of an ISL are different.

mismatch

Nonparticipating FL ports cannot participate in loop operations. It may |Only FL
happen if more than one FL port exists in the same portsand TL
loop, in which case all but one FL port in that loop ports
automatically enters nonparticipating mode.

PortChannel administratively | The interfaces belonging to the PortChannel are down. |Only

down PortChannel

interfaces

Suspended dueto incompatible

The interfaces belonging to the PortChannel have

speed incompatible speeds.
Suspended duetoincompatible |The interfaces belonging to the PortChannel have
mode incompatible modes.

Suspended dueto incompatible
remote switch WWN

Animproper connection is detected. All interfacesina
PortChannel must be connected to the same pair of
switches.

[l Cisco Fabric Manager Fundamentals Configuration Guide
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APPENDIX D

Managing Cisco FabricWare

The Cisco FabricWare software running on the MDS 9020 Switch offers Fibre Channel switching
services that realize maximum performance. Cisco FabricWare provides networking features such as
zoning, advanced security, nondisruptive software upgrades, diagnostics, a CLI with syntax resembling
Cisco 10S, and standard interfaces for management applications.

This appendix contains the following sections:
» Fibre Channel Support, page D-1
- Zone Configuration, page D-1
» Security, page D-2
« Events, page D-2
» Managing Cisco FabricWare with Fabric Manager, page D-3

Fibre Channel Support

Cisco FabricWare supports autoconfigured Fibre Channel ports capable of up to 4-Gbps bandwidth.
Cisco FabricWare supports the following port types:

- E

- F

- FL

« Fx

e Auto

Cisco FabricWare supports Fabric Shortest Path First (FSPF) asthe standard path selection protocol used
by Fibre Channel fabrics. The FSPF feature is enabled by default on all Fibre Channel switches. Except
in configurations that require special consideration, you do not need to configure any FSPF services.
FSPF automatically calculates the best path between any two switches in afabric.

Zone Configuration

Zoning enables you to set up access control between storage devices or user groups. If you have
administrator privilegesin your fabric, you can create zones to increase network security and to prevent
dataloss or corruption. Zoning is enforced by examining the source-destination ID field. Cisco
FabricWare does not support QoS, broadcast, LUN, or read-only zones.

Cisco Fabric Manager Fundamentals Configuration Guide
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Security

Events

You can use the Fabric Manager zone configuration tool to manage zone sets, zones, and zone
membership for switches running Cisco FabricWare. Cisco FabricWare supports zone membership by
pWWN. Refer Cisco MDS 9000 Family Fabric Manager Fabric Configuration Guide.

Cisco FabricWare supports the following security features:
- RADIUS
- SSH
» User-based roles
« IP access control lists

Cisco FabricWare can use the RADIUS protocol to communicate with remote AAA servers. RADIUSIs
adistributed client/server protocol that secures networks against unauthorized access. In the Cisco
implementation, RADIUS clients run on Cisco MDS 9000 Family switches and send authentication
requests to a central RADIUS server that contains all user authentication and network service access
information.

You can access the CLI using the console (serial connection), Telnet, or Secure Shell (SSH). For each
management path (console or Telnet and SSH), you can configure one or more of the following security
control options: local, remote (RADIUS), or none.

Using these access methods, you can configure the roles that each authenticated user receives when they
access the switch. Cisco FabricWare supports two fixed roles. network administrator and network
operator.

IP access lists (IP-ACLSs) control management traffic over |P by regulating the traffic types that are
allowed or denied to the switch. IP-ACLs can only be configured for the mgmtO port.

Fabric Manager Server uses SNMPv1 and SNMPv2 to communicate with Cisco FabricWare.

You can monitor fabric and switch status for Cisco FabricWare switches through either a syslog server
or an SNMP trap receiver.

The syslog, or system message |ogging software, saves messagesin alog file or directs the messages to
other devices. This feature provides you with the following capabilities:

= Provides logging information for monitoring and troubleshooting
- Allowsyou to select the types of captured logging information
« Allowsyou to select the destination server to forward the captured logging information

By default, the switch logs normal but significant system messagesto alog file and sends these messages
to the system console. You can specify which system messages should be saved based on the type of
facility and the severity level. You can access logged system messages using the CL1 or by saving them
to a properly configured system message logging server.

You can configure the Cisco MDS 9020 Switch using the CL1 to send notifications to SNM P managers
when particular events occur. You can send these notifications as traps.
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Managing Cisco FabricWare with Fabric Manager

Fabric Manager supports switches running Cisco FabricWare.

Table D-1 shows the supported features and where to find more information on that feature.

Table D-1

FabricWare Features in Fabric Manager

Feature

FabricwWare Capabilities

Guide

Zones

Zone configuration
Zone membership by pWWN

No Cisco FabricWare support for QoS,
broadcast, LUN, or read-only zones

Refer to the Cisco MDS 9000
Family Fabric Manager Fabric
Configuration Guide

Interfaces

1/2/4 Fibre Channel autonegotiating ports

Refer to the Cisco MDS 9000
Family Fabric Manager Interfaces
Configuration Guide

SNMP

SNMPv1 and SNMPv2c

Refer to the Cisco MDS 9000
Family Fabric Manager System
Management Configuration Guide

Software images

Automated upgrades
Manual upgrades

Refer to the Cisco MDS 9000
Family Fabric Manager System
Management Configuration Guide

FLOGI, name server,
FDMI, and RSCN

Displaying FLOGI details
Registering name server proxies
Displaying FDMI

RSCN statistics

Refer to the Cisco MDS 9020
Switch Configuration Guide and
Command Reference.

Security

Configuring RADIUS

Configuring server groups
Configuring role-based authorization
Configuring user accounts

Configuring SSH services

Refer to the Cisco MDS 9000
Family Fabric Manager Security
Configuration Guide.

Fibre Channel routing

FSPF global configuration
FSPF interface configuration

Refer to the Cisco MDS 9020
Switch Configuration Guide and
Command Reference.

IP services

I P access control lists on mgmtO

Refer to the Cisco MDS 9000
Family Fabric Manager Security
Configuration Guide.

System messages

System message logging configuration

Refer to the Cisco MDS 9000
Family Fabric Manager
Fundamentals Configuration
Guide.

Advanced
configuration

FC timer

Refer to the Cisco MDS 9000
Family Fabric Manager Fabric
Configuration Guide
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management  2-17
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resolving lock errors  7-49
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login failure recovery 13-6

managing ports  6-7

PortChannels 6-7
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documentation
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domains

overlap isolations C-2
DPVM

wizard 5-40
drill down reports

description  7-1

E

E D_TOV

errors when setting  13-7
el pFailureClassFParameErr tooltip  13-14
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fabricBindingSWWNNotFound tooltip  13-15
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FCIP 13-19
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installing 2-18
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polling periods 3-10
propertiesfiles 3-7

Red Hat Linux support 3-1
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configuring users  7-57
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syslog traps D-2
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FICP
wizard 5-40
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displaying contents B-1
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uncompressing B-2
filtering
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switch groups 5-32
firewalls
configuring 2-14
running with Fabric Manager 2-41
firstPortNotUp tooltip  13-16
firstPortUpAsEport tooltip  13-16
flows
performance statistics  8-1
viewing performance information 7-23
FL ports
nonparticipating codes C-2
frequently asked questions. See FAQs
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flow statistics 8-6 to ??
path selection protocol D-1
support  2-17
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support  2-16
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hardware

viewing list 7-10
hardware failures
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high availability

software upgrades 12-5
historical data

preserving 13-19
hosts

performance statistics  8-1
HTTP

port used 2-42

support  2-16
HTTP proxy servers

configuring  13-21
HTTPS

support  2-16
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Generation 2 switching modules

installing in Generation 1 chassis 12-17
Gigabit Ethernet interfaces

viewing performance information 7-24

icons

Device Manager 6-4
IDs

loginIDs 2-6

images

See kickstart images; software images; system images

Software Installation Wizard 12-8

images. See kickstart images; software images; system

images

in-band access
configuring  2-9
IPFC 2-13

in-band management
configuring  2-9, 2-10
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incompatibleadminSpeed tooltip  13-16
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initializing tooltip  13-16
install all command

failure cases 12-7
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interfaces
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Fabric Manager support  2-20
invalidAttachment tooltip  13-16
invalidConfig tooltip  13-16
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managing 10-3
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viewing module details  7-34

viewing zone information  7-38
Inventory tab
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wizard 5-40
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| P addresses

management interfaces 2-3
IPFC

errors caused by configuration 13-8

in-band access 2-13
in-band management  2-18
IP routing
enabling 2-7,2-11
IPS modules
core dumps B-2
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FabricWare support D-2
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configuring  2-10
iSCSI
Fabric Manager Client support 5-2
wizard 5-40
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performance statistics  8-1
statistics  11-3
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viewing performance information 7-17
IVR
Fabric Manager Client support 5-2
FICON support B-2
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wizard 5-40
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javallang.ArraylndexOutOf BoundsException
errorArraylndexOutOf BoundsException error

Java RMI
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Java Runtime Environment. See JRE
Java Web Start
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I 0L-21502-02, Cisco MDS NX-0S Release 5.x

13-7

Cisco Fabric Manager Fundamentals Configuration Guide g



W index

Send documentation comments to fm-docfeedback@cisco.com

not detected 13-4 linkFailLRRcvdB2B tooltip  13-17
running from command line  13-5 linkFailNOSRcvd tooltip  13-17
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INLP linkFail OPNyRETB2B tooltip  13-17
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linkFailRxQOverFlow tooltip 13-17
linkFailTooManyINTR tooltip 13-17
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kernel core dumps reason codes C-1
configuring B-3 linkFailure tooltip  13-17
kickstart images Linux 2-35
description  12-2 Fabric Manager support 2-19
KICKSTART variable 12-1 installing Fabric Manager Web Services 7-4
selecting for supervisor modules  12-2 install scripts 2-35
Konqueror logins
configuring for Java Web Start  13-5 failure recovery 13-6
logs
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backing up files B-1 viewing using Fabric Manager Web Server 10-4
Fabric Manager 13-24 loopbackDiagFailure tooltip  13-17
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Fabric Manager installation failures  13-7
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out-of-band management  2-18
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out-of-band access 2-13
modems
configuring settings B-1
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preserving B-2
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replacing 12-18
modul e tests
configuring B-3
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network administrator roles
FabricWare D-2
network monitoring
device discovery 10-1
mapping topologies 10-2
network operator roles
FabricWare D-2
NICs
manually specifying for Device Manager 13-21
manually specifying for Fabric Manager Client 13-21
manually specifying for Fabric Manager Server 13-20
nondisruptive upgrades
methods 12-5
nonParticipating tooltip  13-17
notifications
adding forwards 7-53
conditions for sending  7-63
removing forwards 7-54
NPIV
configuring B-2
N-Port identifier virtualization. See NPIV
NPV
wizard 5-40
ntop freeware
batch files 9-5
modifying launch scripts  9-5
NTP servers
configuring 2-8
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offlinetooltip  13-17
OHMS
configuring B-3
ohmsExtLBTest tooltip  13-17
Online Health Management System. See OHM S
Opera

configuring for Java Web Start 13-5
other tooltip  13-17
out-of-band access

mgmtO interfaces 2-13
out-of-band management

configuring  2-5, 2-10

Ethernet connection  2-18
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PAA-2s

Cisco Traffic Analyzer 9-3

description  9-2
PAAs

compared with PAA-2s  9-3
parentDown tooltip  13-18
passwords

administrator  2-3

assigning using Fabric Manager 5-40

recovering 7-49

setting administrator default 2-9
pcAnyWhere

replacing with DirectX 13-6

stopping 13-6
peerFCIPPortClosedConnection tooltip  13-18
peerFCIPPortResetConnection tooltip  13-18
performance

configuring collections  7-60

customizing reports  7-39

custom monitoring  7-27

data 8-3

event triggers  8-2

graphs 11-7

historical monitoring 11-4

host-optimized port groups  11-7

ISL statistics (procedure) 11-3

monitoring  8-1

monitoring in Device Manager (procedure) 11-2

per-port monitoring (procedure) 11-2
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summary reports  11-7 Port Analyzer Adapters 2. See PAA-2s
tables 11-7 portBindFailure tooltip  13-18
using thresholds 8-2 portBlocked tooltip  13-18
viewing future predictions 7-26 portChannelMembersDown tooltip  13-18
viewing summaries 7-14 PortChannels
performance collections configuring using Device Manager 6-7
adding 7-60 creation dialog box too small  13-8
configuring thresholds 7-63 down states C-2
removing 7-61 incompatible modes C-2
Performance Manager incompatible remote switch C-2
architecture 8-1 incompatible speeds C-2
authentication 4-4 wizard 5-40
configuring data collection  8-3 portFabricBindFailure tooltip  13-18
configuring flows  8-3 portGraceful Shutdown tooltip  13-18
configuring with Traffic Analyzer 11-10 port groups
creating aflow 11-4 host-optimized performance 11-7
creating collections  11-4 ports
data collection 8-2 disabling using Device Manager 6-7
datainterpolation 8-2 enabling using Device Manager 6-7
description 2-15 Port Security
exporting asCSV  11-9 wizard 5-40
reports 11-7 portVsanMismatchlsolation tooltip  13-18
shows as disabled service 13-6 preferences
using thresholds 8-2 Confirm Deletion default  5-34
verifying collections 3-6 default 5-33
viewing reports  11-7 Device Manager 6-8
wizard for configuring  11-5 Export Tables with Format default 5-34
Performance Manager reports Fabric Manager Clients 5-33
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viewing events 11-8 Show End Device Using default  5-34
viewing graphs 11-7 Show Shortened iSCSI Names default  5-34
viewing host-optimized port group performance 11-7 Show Timestamps as Date/Time default  5-34
viewing summary reports 11-7 Show WorldWideName (WWN) Vendor default  5-34
viewing tables 11-7 Telnet Path default 5-34
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description 7-13
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QoS
wizard 5-40

R

RADIUS

FabricWare support D-2
rcfinProgres tooltip  13-18
reason codes

description (table) C-1
recovery

passwords 7-49
Red Hat Linux

Fabric Manager Server 3-1
remote AAA server

delayed authentication 4-2
remote file systems

accessing B-2
remote SPAN

configuring B-2
resources

management  2-17
role-based management

controlling access 5-40
roles

adding web servicesroles  7-58

privileges 5-40

removing web servicesroles 7-59
round-trip response time

monitoring  9-3
RRD

configuring database 7-64
RSPAN

configuring B-2

S

SAN extension tuner

configuring B-2
SAN operating system. See Cisco MDS SAN-OS
schedulers. See command schedulers

SCP

support  2-16
scripts

FMServer.sh 2-35
SCSI

monitoring frame counts  9-3
monitoring I/Os per second 9-3
monitoring read throughput  9-3
monitoring traffic throughput 9-3
SCSI sessions
monitoring status 9-3
SD ports
Cisco Traffic Analyzer 9-4
serial console ports
accessing switches 2-13

services
restarting 7-50
starting  7-50
stopping  7-50

services modules
replacing 12-18
setup command
using 2-12
SFPs
not present reason codes C-1
SFTP
support  2-16
shell scripts
$HOME/.cisco_mds9000/bin directory 13-4
DeviceManager.sh 13-4
FabricManager.sh 13-4
for uninstalling Fabric Manager 2-45
shortcuts
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not visible on desktops 13-4 installing Fabric Manager Web Services 7-4
SNMP install scripts 2-35

enabling access 2-7 SPAN

port used 2-42 configuring on switch ports  9-4

proxy services 2-14 monitoring traffic  9-1
SNMP_TRAP SPAN ports

port used 2-42 viewing detailed traffic information  7-25
SNMP community strings srcPortNotBound tooltip  13-18

configuring 2-10 SSH
SNMP preferences enabling 2-8,2-11

Enable Audible Alert when Event Received FabricWare support  D-2

default 5-34 port used  2-42

sgft;ﬁl :qu_e;t 1 time(s) after 5 sec timeout support  2-16

Trace SNMP packetsin Log default 5-34 SSI boot images

configuring B-2
SSL certificates

SNMPv1

FabricWare support  D-2
using with Fabric Manager Web Services 7-5

support  2-16
SNMPV2 SSMs
FabricWare support  D-2 managing _ B-2
SNMPV2c standby supervisor modules
boot alert  12-17
support  2-16 . .
SNMPV3 boot .var|.able version 12-16
support  2-16 copying imageto B-2

software images managing bootflash: 12-17

. startup configuration files
default settings 12-18 P g

. . unlocking B-2
selecting for supervisor modules  12-2

. static routes
space requirements  12-4
configuring  2-7
statistics
SCSI I/0 9-3
storage devices

upgrade prerequisites 12-3to ??
upgrading SAN-OS images 12-1
variables 12-1

software installation
Software Installation Wizard 12-8

software upgrades

performance statistics  8-1
storage traffic
. . viewing performance information  7-23
disruptive 12-5
: subnet masks
mechanisms  12-5
Software Installation Wizard 12-8

Solaris 2-35

configuring switches 2-3
initial configuration 2-7, 2-11
summary reports

Fabric Manager Server 3-1
description  7-1
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Sun JRE
Fabric Manager support 2-19
Supervisor-1 modules
migrating from Supervisor-2 modules (note) 12-16
selecting software images  12-2
Supervisor-2 modules
Generation 1 chassis  12-17
migrating from Supervisor-1 modules 12-16 to ??
select softwareimages  12-2
supervisor modules
managing standby bootflash: 12-17
migrating to Supervisor-2 modules 12-16 to ??
replacing 12-16, 12-18
standby boot alert  12-17
standby supervisor boot variable version 12-16
upgrading a dual supervisor switch B-1
viewing using Device Manager 6-7
suspendedByMode tooltip  13-18
suspendedBySpeed tooltip  13-18
suspendedByWWN tooltip  13-18
swFailure tooltip 13-18
switches
accessing 2-13
initial setup 2-2
starting 2-1
startingup B-1
upgrading with dual supervisors B-1
viewing license information  7-33
switching modules
replacing 12-18
viewing using Device Manager 6-7
switch management
architecture 2-17
in-band 2-18
out-of-band  2-18
switch port interfaces
configuring default  2-11
switch ports
configuring trunk modes 2-11

syslog
port used 2-42
viewing information  7-11
viewing registration information  7-52
viewing with Eventstab 7-9

system health
initiating B-3

system images
description  12-2
selecting for supervisor modules 12-2
SYSTEM variable 12-1

system messages
viewing 7-11
viewing using Device Manager 10-4
viewing using Fabric Manager Web Server 10-4
viewing with Eventstab 7-9

T
tables
filtering 7-3
navigating 7-3
searching for information 7-3
Telnet
enabling 2-8,2-11
port used 2-42
support  2-16
templates
creating for custom reports  7-39
modifying custom report templates  7-46
terminals
configuring settings B-1
TFTP
port used 2-42
support  2-16
thresholds
baselines for performance 8-2
time delays

setting B-2
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tooManylnvalidFLOGIs tooltip  13-18
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clearing maps 13-21

mapping 10-2
topology map

mapping multiple fabrics  10-3
topology maps

custom 10-2

description 10-2

enclosures 10-3

saving custom layouts (procedure) 10-2
tovMismatch tooltip  13-18
traffic

managing using Cisco Traffic Analyzer 9-2

monitoring using Cisco Traffic Analyzer 9-2
Traffic Analyzer. See Cisco Traffic Analyzer
traps

viewing registration information  7-52
troubleshooting

Fabric Manager tools 5-41
trunking

configuring using Device Manager  6-7
trunkNotFullyActive tooltip  13-18

U
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UNIX

install scripts  2-35

launching Fabric Manager Web Services 7-7
UNIX issues
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too many open fileserror  13-12

web browser cannot find web server  13-12
upgradelnProgress tooltip  13-18
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