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General Information

« Software
» clonezilla ISO file for respective CPU architecture
» Reference: clonezilla.org

- Hardware
» Network-based storage (NFS, CIFS, SSHFS) or USB hard drive
» Network-based storage can be a Windows or Linux server with respective file system listed above



General Information

« Network

» Network devices management IP and console IP are accessible from Cisco corporate or internal
network

» Not all of the host devices will be accessible from Cisco corporate or internal network. There are private
networks utilized as part of the lab and demo process

« Software
» Required to have telnet client
» Required to have Microsoft Remote Desktop client
» Recommended to have either Chrome or Firefox browser

« Reference



Access Server Remotely to Boot Clonezilla

Cisco Integrated Management Controller
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Access KVM Console

L] —EIE=0 =1 - == =
L
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O Turn On Locator LED
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Product Mame:
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PID:
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Description:
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FCH1712¥0IC
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Access KVM Console

Overall Server Status
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Hard Reset Server
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-Server Properties
Product Mame: UWCS C240 M35
Zerial Nurnber: FCH1712¥01C
FIC: UCSC-CZ40-M3S
JUIG: 61190ADE-1566-481F-BODC-5694ADEBD7 388
BIOS Wersion: C240M3.1.5.1c.0 (Build Date: 01/31/2013)

Description: | DFAZ-OPENSTACK-CONTROLLER

-Server Status
Power State: O On

Dverall Server Status: |3 Good

Temperature: | ] Good

Power Supplies: |3 Good

Fans: | Good
Locator LED: () off

Overall Storage Status: |R Good

Cisco Inteqrated Management Controller {CIMC) Information ——

[Save Changes] [Reset '-.-'alues]




Access Boot Menu

File View Macros Tools Help
= Kvm [ 2 virtual Media

Boot Menu, <F7>

1.5.1c.0. 01312«

CIHMC IP Addre
CIHMC HAC Ad

Fr

Diagnostics,

CIMC Config,

Hetw
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Select vKVM vDVD

File View Macros Tools Help

= Kvm [ 2 virtual Media

bhoot dewvice:

T and 1 to mo
ENTER toO
ESC to b




Change the boot order to CDROM

-lll-llll_mcis ;

cisco
Overall Server Status ¢ A E 70 |
EGnud
BIOS

Server — ~Actions - ~B10S Properties

7L i jion;: C€200.1.4.3c.0 (Build Date: 02/29/2012
L Cnnfigure BIOS L Running Version: { 129/ )
Inventory Configure Boot Order | (Boot Order
Sensors L Configured Boot Order—, -Actual Boot Order

.+ Recover Corrupt BIOS 351 £
System Event Log i 1. 2 CDROM 2) CD/DVD

=1y Cl BIOS CMOS |l =i
Remote Presence @ ikt 2. | HDoD B HDD
BIOS 3. = P =] network Device (PXE)

k= FoD
@ Internal EFl Shell

FPower Paolicies

Fault Summary

Configure Boot Order

Device Types: Boot Qrder:
= rop (@ CDROM
£ EF Add = ! HOD Up
PXE
= Remove a Down

[apply | [cancel]
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Select Clonezilla ISO — Add Image

File Help
[ & kvM | 2 virtual Media |
Client Yiew
Mapped | ReadOnly | Drive —
r ~ 2= D: - CDIDVD
Create Image
Add Image...
Remove Image...
Details +
q] Il [ |»
Details
Target Drive Mapped To |HEEId Bytes |Write Bytes |Durai
Mirtual CD/IDYD Mot mapped LISE Reset
Removable Disk Mot mapped
Floppny Mot mapped
q] Il | ¥




Select Clonezilla ISO

[ £ Qpen

Look In: | Documents -

| o—
|l o—

oo
(=[=]

] ESX5.1

CJ Expo

[T Openstack_Diff

D clonezilla-live-2.2.0-16-amd64.iso

File Name: clonezilla-live-2.2 . 0-16-amd&4 iso

Files of Type: |Disk image file (*.iso, *.img)

Open

Cancel




Select Clonezilla ISO — Map I1SO to vDVD

File Help
[ 2 KWM [ & Virtual Media |
Client Yiew
Mapped | ReadOnly | Drive —
I 3 25 D: - CDIDVD
Create Image
é‘ CilsersiciscoDocumentsiclonezilla-lnve-2.2.0-1 i
Add Image...
Remove Image...
Details *
1] I [ [»
Details
Target Drive |Mapped To |Hﬂad Bytes |WTite Bytes |Durai
Mirtual CD/DVD &5 CWsers'cisco'Docu... 98304 ] 00:00 USE Reset
Removable Disk Mot mapped
Flopxy Mot mapped
q I | »




Boot Clonezilla ISO

File View Macros Tools Help

[ 2 Kvm | 2 virtual Media |

clopezilla.ory, clowezilla.nch

Clonezilla live (Default setting

Dither wodez of Clonezilla >
Local operating system i
Hewtest & FreelOS P

Hetwork boot wia iF)

Freenn Dlail] tn 2d b gobings

13; m; T ingdm
w ! Clonezilla co ANTY

nezilla

Free Software Labs
igh-Performance Computing
Taiwan




Select Language

File View Macros Tools Help
= kv [ 2 virtual Media
sof tware Labs, MCHC, Taiwan

Choose language
HWhich language do you prefer:

\JTF-8 Catalan | Catala
LUTF-8 German Deutsch
2 Engl
Spanish | Espafiol
French | Francais
Italian | Italiano
Japanese | HAEE

Brazilian Fortuguese | Portugués do Brasil
Russian | Pycckud
Chinese (Simplified) | A&

I IEE'L%EE%%

Chinese (Traditional)

==y

- ==

<0k>




Select Keyboard Mapping

File View Macros Tools Help

2 KM [ 2 virtual Media
e configuration

Contiguring console-data
The keymap records the layout of symbols on the keyboard.

‘Select keumap from arch list': select one of the predefined keumaps
specific for your architecture (recammended for non-USB keyboards);
‘Don't touch keumap': don't overwrite the keumap in fetc/console,
which is maintained manually with install-keymapi(d);

'‘Keep kernel keumap': prevent any keumap from being loaded next time
the system boots;

'Select keumap from full list': list all the predefined keumaps.
Fecommended when using cross-architecture (often USB) keyhoards.

Policy for handling keumaps:
Select keumap from arch list
Blon 't touch keymap
Keep kernel kKedmap
Select keuymap from full list

<Cancelx




Start Clonezilla

File View Macros Tools Help
= kv [ 2 virtual Media
MCHC Free Software Labhs, Taiwan

Start Clonezilla
Start Clonezilla or enter login shell (command line)?
Select mode:

Start_Clone=ill; art Clonezilla
Enter_shell Enter command line prompt

<0k <Cancel:-




Select device-image

File WView Macros Tools Help

2 KvM | 2 virtual Media
MCHC Frees Software Labs,

Taiwan

Clonezilla — Opensource Clone System (OCS)
#Clonezilla is free (GPL) software,

and comes with ABSOLUTELY MO HARRAMTY:k
SAFHINT Y From now on, if multiple choices are availahle,
your selection.

you hawe to press space key to mark
An asterisk () will be shown when the selection is doness s
Two modes are awvailable, you can

(1) clonesrestore a disk or partition using an image
(2} disk to disk or partition to partition clonesrestore.

Select mode:

work with di
device-device work directly

nartitions us 3
raoam & disk or partition to a disk or partition

<0k <Cancel>




Select Image Repository - SSH Server

File View Macros Tools Help

2 vm [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Mount Clonezilla image directory
Before cloning, youw have to assign where the Clonezilla image will be saved to or read from. He
will mount that dewice or remote resources as Jhomespartimag. The Clonezilla image will be saved
to or read from Shomespartimag.

Select mode:

local dew Use local dewice (E.g.: hard drive, USE drivel
==h_serwver

sambha_server Use SAHMHEA serwver (Metwork Meighborhood serwver)
nts_server Use NFS serwver

enter_shell Enter command line prompt. Do it manually

skip Use existing shomespartimag (Memory! #NOT RECOMMEMDED:*)

<0k <Cancelsx




Assign Static IP

File View Macros Tools Help

2 KkvmM | 2 virtual Media

<0k.=

Metwork Contig

Choose the mode to setup the network for this network card: ethz

enter_shell Enter_command_line_prompt._Do_it_manually

<Cancel:>




Select EthernetO Interface — lowest MAC address

File Vview Macros Tools Help
= kvm [ 2 virtual Media

network device you want to canfigure 7

Link_detected:noi{Metxtreme_II_BCMSTF12_10_.. |00:10:18:eb:53:bd)
Link_detected:no(Metxtreme _II_BCMS7?71Z2_10_ .. |00:10:18:ekb:53:h&)
7 Link_detected:yes{I3s0_Gigabit_HNetwork_Conn. . |7oc:iad:Fd:6e:chie?]
Link_detected:yes(I350_Gigabit_Metwork_Conn.. |Fc:ad:7d4:6e:ch:el)
Link_detected:uyes(I350_Gigabit_Metwork_Conn.. |7c:ad:7d4:6e:ch:ed)

Link_detected:noiI350_Gigabit _Metwork_Conn.. |7c:ad:7d:6e:ch:es)

<0k > <Cancel:-




Enter Static IP

File View Macros Tools Help

2 KM [ virtual Media

Flease enter IF Address for eth?

<Cancelsx




Enter Static IP Mask

File wWiew Macros Tools Help

=" Kvm | 2 virtual Media

Flease enter Network HMask for eth2

<Cancel:>




Static IP Default Gateway

File Vview Macros Tools Help
= KvM | 2 virtual Media

Please enter Default Gateway

<Cancel:




Static IP DNS

File view Macros Tools Help
2 KvM [ 2 virtual Media

Flease enter Mameserwveris)

171.70.1658.1583

<Cancel>




Enter Repository Server |IP

File Yiew Macros Tools Help
= KvM [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Mount sshfs |
IP address or FAOW of the serwver. E.g. 192.168.120.254 or hostname.domalinname.org:

<Cancelx




Enter Repository Server SSH Port Number

File View RMacros Tools Help
= KvM | 2 virtual Media

MCHC Free Software Labs, Taiwan

| Mount sshfs |
Port to connect to on the remote S5H host (normal port number is 22):

<Cancels




Enter Repository Server User Account

File View Macros Tools Help
= Kvm | 2 virtual Media

MCHC Free Software Labs, Taiwan

Hount sshfs |
Account in serwver, the account that you hawve the permission to write (for sawving imagel) or read,
Ex root:

<Ok <Cancel:




Enter Absolute Path to the image directory on the
Repository Server

File View RMacros Tools Help

= KM | virtual Media

MCHC Free Software Labs, Taiwan

Mount sshfs |
The directory where Clonezilla image will he sawved to or read from. A//NOTESSS use abhsolute path
in ssh serwver, Ex shomespartimag

Shomescisco

<Ok <Cancel:




Enter Repository Server User Password

File View Macros Tools Help

= kvM [ 2 virtual Media

| Mount sshfs |

Mow you have to enter the password for: cisco@63.231.223.201: homescisco (If it iz the first
time you access the ssh serwver after Clonezilla liwve boots, for better security, a confirmation
will he asked)

_DFiﬂt i
Are you o s Jou want to continue




Enter Repository Server User Password Cont.

File View Macros Tools Help
= Kvm [ 2 virtual Media

| Mount =sshfs |

Mow youw hawve to enter the password for: cisco@53.231.223.201:homescisco (It it is the first
time you access the ssh serwer atter Clonezilla liwe boots, for bhetter securituy, a confirmation
will bhe asked)

=0 nanem

- t-l




Enter Repository Server User Password Cont.

File Vview Macros Tools Help
= kM | 2 virtual Media

Mount in
hfs !




Select Clonezilla Mode — Restore Disk

= KvM [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Clonezilla - Opensource Clone SJystem (0OCS): Select mode
#Clonezilla is free (GPLY software, and comes with ABSOLUTELY MO HARRAMT:#

This software will overwrite the data on your hard drive when restoring! It is recommended to
backup important files before restoring ! sk

FLAHINt ! From now on, if multiple choices are available, you have to press space key to mark

your selection. An asterisk («) will be shown when the selection is doness s

savedisk Save_local_disk_as_an_image
saveparts Save_local_par ions_as_an_im

restoredisk N s - =k
restoreparts Restore_an_image_to_local_partitions
1-2-mdisks Restore_an_image_to_multiple_local_disks

recovery-iso-zip Create_recovery_Clonezilla_live
chk-img-restorable Check_the_image_restorable_or_not
exit Ex<it. Enter command line prompt

<Ok <Cancel:




Restore Disk — Select Image : ucs05-build-
Img/ucs34-control-img/ucs05-compute-img

File View Macros Tools Help
= KvM | & virtual Media
MCHC Free Software Labs, Talwan

Clonezilla - Opensource Clone Sustem (0CS) | Mode: restoredisk
Choose the image ftile to restore:

11-15-13-oscl-img 2013-1115-1002_ =da_5994GE
11-15-13-osc—-img 2013-1115-1002_sda_5994GE

<0k <Cancel:




Restore Disk

File View Macros Tools Help
= KvM | Virtual Media
INCHC Free Software Labs, Taiwan

Clonezilla - Opensource Clone System (0OCS) | Mode: restoredisk
Choose the target disk(s) to bhe overwritten (ALL DATA ON THE ENTIRE DISK WILL BE LOST AND
REPLACED! !

The disk name is the device name in GHU/Linux. The first disk in the sustem is "hda' or 'sda',
the 2nd disk is "hdb' or "sdb'... Press space keu to mark your selection. An asterisk () will
be shown when the selection is done

<Cancel>




Ex. Restore Disk

= KWvM | \Artual Media

| Clonezilla - Opensource Clone System (0CS) | Mode: restoredisk |
Choose the target disk(s) to be overwritten (ALL DATA OM THE ENTIRE DISK HWILL BE LOST AND
REPLACED! )

The disk name is the device name in GNUsLinux. The first disk in the system is "hda' or ''sda'',
the 2nd disk is "hdb' or 'sdb'... Press space key to mark your selection. an asterisk (x) will
he shown when the selection is daone

<Cancel>

Mext time
hi

as this

“"Enter' to




Ex. Restore Disk Cont.

(2 KvM [ Virtual Media

HWARMNING!!! HARMNING!!! WARNING!!!
WARNING! THE EXISTING DATA IN THIS HARDDISKA/PARTITION(S) WILL BE OVERWRITTEN! ALL EXISTING DATA WILL
BE LOST:
SRR SRR AR AR KRR SRR AR KRR R AR AR IR SR SRR AR SRR R ARACRHCK |
Machine: UCSC-C240-M3S
sda (5994GB_MR9266-81i__3600605h005e42f 1019a195dc0alefa9e)
sdal (1.6T_boot{In_MR9266-8i_)_3600605h005e42f1019a195dc0aleft9e)
*****************************************************
aga Are you sure you want to continue?

first:

unknown partition table

em.20131017.s0: re

homespartima
~om EDD will he u
: Tuund frum EDD info for disk

tition T--ihll—‘ i in t 4 i / s irliT. ialize one so that we can get
hy parted... Runn : par s N hHl msdos

EFPDP Destination disk (/dewssda) size is 5.997TB, which is larger than the MBR partition tahle ent
ry maximum 2 TiB (™ 2.2 TB). You have to use GUID partition table format (GPT).

m terminated!!

“"Enter" to continue...N..




Ex. Restore Disk Cont.

File View Macros Tools Help
= Kvm [ " virtual Media

Partclone
Partclone w0.2.66 http:/s/partclone.org

Starting to restore image (-) to device (/devs/sdal)
Calculating bitmap... Please wait... done!

File system: EXTFS

Device size: JIEFSETE 420690432 Blocks

Space in use: 33.2 GB 8115018 Blocks

Free Space: 1.7 TB 412575414 Blocks

Block size: 4096 Byte

Elapsed: 00:00:10 Remaining: 00:05:16 Rate: 6.10GB/min
Current Block: 598304 Total Block: 420690432

Data Block Process:

Total Block Process:




Change the boot order to HDD

alialn cisec

CiSsCcO

Overall Server Status

EGund

Server Admin

G =gt E “
BIOS
-Actions -B10S Properties

Summary
Irverto ry
Sensors

Swstem Ewvent Log
Remote Presence
BIOS

Fower Policies

Fault Summary

-
bt

Configure BIOS
Configure Boot Order

* Recowver Corrupt BIOS

@Cle-':r BIOS CMOS

Running Yersion: C€200.1.4.3c.0 (Build Date: 02/29/2012

-Boot Order

Configured Boot Order—,

1. @) CDROM

2. B HDD
3. =] PxE

Configure Boot Order

Device Types:

I= FoD
£ EF

Add =

<= Remowe

Boot COrder:

.@ CDROM

=] PxE

-Actual Boot Order
(@) CD/DVD

[+]

HOD

[+

[+]
1 WM

Network Dewvice (PXE)
FO D
Internal EFl Shell




Ex. Restore Disk Completed - Reboot

File View Macros Tools Help
(' wvm | 5 virtual Media

Found ¥ ; g in the MBR of
Found h lled in
= fwe chroot the

are able to chroot tt

~tition Fe: 1 and root
em with order ta mode.

ored partition{s). Skip runni

End of
End

rule to be
not s ted by Clor ¢ WEP, S ip notifying is done.

flush

you want to > Clonezilla
Stay in this console {(console 1), enter command line prompt il
Run command "‘exit' or '"logout"

When everything is done, remember to use 'powerocff', 'reboot' or follow the menu to do a normal powe
roffsreboot procedure. Otherwise if the boot media you are using is a writabhle device (such as USB f
lash drive), and it's mounted, poweroff/reboot in abnormal procedure might make it FAIL to boot next
tim




