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About the Guide

About the Guide

This application deployment guide describes the benefits and features of the Cisco Notifi-Ed solution
and details on how to implement the solution in a typical school district architecture. It explains the
network architecture that was built in the lab to represent a typical school district and the testing
performed to validate how the Cisco Notifi-Ed solution should be deployed on top of that network
architecture.

Target Audience

The target users for this application deployment guide are school districts that want to use the Cisco
Unified Communications for mission-critical services beyond basic IP telephony and sales engineers
who are helping them plan and deploy these communications technologies and services. Some of these
education accounts may also be focused specifically on improving safety and security for their staff and
students by expediting communications through the school district and the parent community and
minimizing response time during emergencies. It is assumed that the administrators of the Notifi-Ed
solution have experience with installing the Cisco Unified Communications Manager and Cisco IP
phones as well as basic configuration of Cisco routers and switches.

Other users of this guide include the following:
e Grant writers for schools
¢ Education customers with technical networking/telephony experience
e Channel partners and system integrators

¢ Superintendents and assistant superintendents of school districts, including assistant superintendent
of administration, assistant superintendent of curriculum, and assistant superintendent of human
resources
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Solution Overview

Executive Summary

Schools today are expected to provide the highest level of safety and security to their student population
as the community has become accustomed to hearing about violence and threats on school
grounds—ranging from bomb threats to student shootings. Parents demand that school districts be
prepared to respond effectively to such critical emergencies; therefore, it is ever more important for
school districts to optimize their communication technologies in preparation for such disasters. As
school districts plan to discontinue their legacy analog telephony systems and migrate to IP telephony,
they are already looking ahead at what additional applications and network configurations they must add
to their network to end up with a communications platform that is scalable, highly-available,
automatable, and supports functions including voicemail, paging, bells/alarms, and announcement
broadcasting. Whether it is to install IP telephony for the first time on their network or whether it is to
evaluate the benefit of an upgrade to their existing system, school districts are first evaluating whether
they can leverage their IP telephony network to deliver critical services to faculty and students before
making major investments.

The Cisco Notifi-Ed solution for School Safety and Security is a Cisco Validated Design (CVD) that
provides school districts with an integrated communications system for rapid mass and audience-specific
message broadcasting. The solution demonstrates how the Cisco Unified Communications can be used
by Reliance Communication's SchoolMessenger system and Singlewire's InformaCast product to deliver
rapid communications to school administrators, teachers, students, and parents through audio, Register
for Text Messages (SMS) text, and email and to receive and log acknowledgements from message
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Solution Overview I

recipients, a critical function in emergency situations where school districts must be sure that parents
have received announcements about the well-being of their children. The Cisco Notifi-Ed can be used to
send emergency communication as well as daily operational announcements to the broader community
that consists of parents, school district administrators, school faculty, students, and law enforcement.

The following are examples of how the Cisco Notifi-Ed solution can be used in non-emergency and
emergency situations to give timely notification to teachers, students, and parents.

e There is a snow storm and school is cancelled. A recorded phone message and/or SMS is sent to
every parent and/or student advising them about the school cancellation. An audible alert is also sent
to every IP phone and IP speaker in the school in case students/staff have already arrived, or did not
get the message.

e The principal receives an anonymous phone call with a bomb threat. He sends an audible message
and text to every IP phone and every IP speaker in the school, advising everyone to initiate the
evacuation plan immediately and that it is a real event and not a drill. Simultaneously, he sends
recorded phone messages to all parents asking them to pick up their children immediately due to the
bomb threat.

Target Market

The U.S. School Education environment is undergoing a significant transformation today where
technological innovation is not only employed to augment the learning process, but also to optimize
school operations and heighten the awareness of, and responsiveness to, safety and security concerns that
affect our schools and their respective districts.

With 97,000 public schools spread across 18,000 districts, with an additional 35,000 private schools,
educating a combined 56,000,000+ students nation-wide, the U.S. School Education environment is
extremely vast and must be able to adapt with agility to maintain educational excellence on a global
scale, keeping pace with the next-generation education environment.

In addition, given the opportunity to request one-time grants through newer programs such as economic
stimulus funding and more traditional programs such as Erate, schools must be able to invest the
one-time grants in technologies that will not require them to hire additional headcount for ongoing
system maintenance. They must invest in technologies that are easy to deploy, manage, and scale.

Schools require a quick way to notify part or all of its parents and employees by telephone, and/or email,
and/ or SMS, and/or in-school paging, in the event of an emergency and to place routine calls concerning
local school meetings, attendance, and other announcements concerning school operations.

By partnering with SchoolMessenger and Singlewire, IT departments garner buying and funding dollars
from other functions including:

e Superintendent—Needs to call parents for PR purposes, concerned about district image and
compliance with federal requirements

®  Multiple Assistant Superintendents (Student Services, Safety, Facilities, MTO, Purchasing)—Needs
to call parents about absences, truancy, and emergency preparedness. Needs to streamline
communication systems and achieve efficiencies/cost savings

e Food Services/Child Nutrition Director—Needs to call parents about low lunch balances, send
reminders about free, and reduced lunch apps

e Transportation Director—Needs to call parents and staff for route changes, schedules, etc.

e Public Relations—Responsible for outreach and communication programs
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Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide g



Il Solution Overview

These additional decision-makers, combined with increased cost savings for district’s outreach programs
helps IT departments secure the support they need to adopt new information technologies and deploy IP
Telephony in the classroom for teachers.

Solution Description

Every day, the administrators and teachers of school districts strive to provide the best education possible
to all students, in the safest environment possible. Unfortunately, many of the communication tools they
use today hinder their productivity. Traditionally, school district’s communications consist of inefficient
paper-based practices, outdated phone systems—such as older PBX (private branch exchange), centrex,
or key systems with limited features—site-based paging and auto-dial configurations, and analog
speaker systems, all running on a network that does not support additional technologies like video
surveillance and digital signage.

These discrete and outdated systems make it difficult for administrators, teachers, and staff to be
productive and work efficiently. They may spend excessive time driving between locations, lose
paperwork, and have to engage in sessions of phone tag—all of which can lead to frustration and job
dissatisfaction. Plus, these outdated systems cost a significant amount of money to operate because they
often require separate personnel to supervise and maintain. Worse yet, they might also have a more
serious effect like delaying the response to an emergency situation and the broadcasting of information
to the parent community.

The Cisco Notifi-Ed solution is designed to improve communications for school districts. By using the
Cisco Unified Communications infrastructure and proven network designs, along with leading industry
applications from partners Singlewire and SchoolMessenger, the Notifi-Ed solution provides a dynamic
collaboration platform for safety and security as well as administrative efficiency, effective teaching, and
next-generation learning.

Cisco Unified Communications Manager and IP Phones

The Cisco Unified Communications is a powerful, IP-based communications system that uses your
existing data network to provide new, advanced communication services, such as voice, video, and web
collaboration to help ensure that your district is communicating in the most effective and efficient
manner possible. [P-based communication services improve district wide communications, safety, and
productivity, all while offering significant cost savings.

The Cisco Unified IP phones are not like regular phones. They provide better communications, make
schools and districts safer, and improve the business of education. They can be installed either with
wired or wireless in classrooms, offices, and common areas. With IP phones, it is easy to:

e Improve communication with parents, who can leave voicemail for teachers and have more frequent
conversations to discuss grades, attendance, behavior, and other student-related issues. Teachers and
staff can automatically send parents voice and text messages with advanced outbound-calling
services

e Enhance connections between district staff members, who can converse privately and access
resources with the touch of a button. Plus, district staff members can easily see if a person is
available and if they would like to be contacted via phone, email, or chat.

e Receive voicemail, E-mail, and faxes all from one inbox and providing advanced messaging
capabilities where E-mails can be heard as voicemails or voicemails can be read as E-mails.

¢ Provide district-wide intercom paging, allowing classes to hear school announcements over
IP-phone speakers and external loudspeakers.
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Enable district-wide broadcast messaging that allows office staff to record a message once and send
it to multiple voicemail boxes and/or directly to phone displays.

Deliver mobility with wireless IP phones and follow-me capabilities for administrators who need to
stay connected and have access to vital information when they’re in locations outside the office.

Give access to online directories so that teachers and district staff can easily contact people and get
the services they need.

Set up homework hotlines for students and parents to call and get details about assignments.

With a Cisco Unified IP phone in every classroom, it is easy for a teacher to get help if a problem occurs.
There's no need to leave students unattended in order to contact another teacher or the office. Instead,
teachers can simply place a call using their IP phones. In the event of an emergency, each teacher can
access first responders with the touch of a button The support of wireless as well as wired IP phones
allows mobility through the school grounds- particular useful in schools where security personnel roam
the halls or where teachers move from classroom to classroom. With wireless IP phones, they can be
certain to receive emergency notification wherever they might be and will be able to respond
immediately by triggering a SchoolMessenger or InformaCast message broadcast.

The Notifi-Ed solution enhances safety by enabling staff to:

Press a single button to reach emergency services.
Deliver district wide emergency messages to parents and classrooms within minutes of a situation.

Connect to the U.S.-based Amber Alert system and obtain notification of missing children in their
state.

Provide weather alerts, and other notifications to each Cisco Unified IP phone.

Send photos of on-campus visitors to teachers.

| oL-19748-01
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Il Solution Overview

Table 1 highlights the main features and benefits of the Notifi-Ed solution as well as the features and
benefits of the partner applications Singlewire InformaCast and SchoolMessenger that are used in the

solution.

Table 1 How Cisco Notifi-Ed Solutions Address Customer’s Primary Challenges

Challenge

How Cisco Notifi-Ed Solutions Help

School safety and security

Enables real-time communication between safety and security systems,
networked data, and first responders

Helps maintain and disclose information about crime on or around campus

Antiquated infrastructure

Replaces outdated equipment and integrates existing technology where
possible

Offers flexible financing through Cisco Capital®™

Maximizing network and
communication investments

Eliminates costs of multiple, disparate systems

Scales easily as requirements evolve; provides a single, integrated
communications platform

Manual/paper-based communications to
parents, for administrative and
emergency purposes

Automates notifications (such as student absenteeism)

Sends vital information to digital signs

Truancy and related costs

Creates next-generation learning environments

Improves participation and graduation rates by providing virtual tutoring and
parent-teacher conferences

Whether communicating casual details like the time and location of a campus-wide assembly or
notifying the educational community at large with evacuation instructions for a developing incident, you
can use your existing data network to meet your needs. By adding the Cisco Unified Communications to
your current IP network, you can provide:

e [P phones in every classroom and office

e Integration with public safety answering points

e Digital messaging and alerts to multiple communication devices

e Automated notifications to parents

¢ Broadcast messaging through a variety of notification modes

e One-touch access and single-number reach

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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Table 2 lists and describes the features for the partner products used in the Cisco Notifi-Ed solution.

Table 2 Cisco Notifi-Ed Solution Partner Products

Cisco Partner Partner Specialty

SchoolMessenger |Leading automated notification system for schools, featuring:
e Outbound calls over the PSTN
e (Centralized management; easy moves and changes
e Configuration of messages for:
— Absentee notification
- General announcements
— Emergency situations
— Homework and test information
— Low lunch balance reminders
e Appliance and hosted options
e Execute jobs through a web browser, IP phone, cell phone, or land-line

e Advanced text-to-speech and instant language translation

Singlewire Innovative InformaCast application for integrated paging, bells, alarms, and text alerts/messages;
includes external speaker solution; also has a panic button for emergency notification. Singlewire
InformaCast allows organizations to:

¢ Simultaneously push audio streams and text messages to IP phones, IP speakers, desktops, and
overhead paging systems

¢ Create live, ad-hoc, or prerecorded audio broadcasts and/or text broadcasts
e Schedule messages to send at preset time or on recurring basis
e Use Bell Scheduler’s calendar format for campuses or districts

e Integrate IP speakers to provide indoor/outdoor loudspeaker option

For further information about the Cisco Unified Communications, refer to the following URL:

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/7x/uc7_0.html

Solution Components Overview

Rapid communications for mass or audience-specific notification is delivered in Notifi-Ed through the
integration of the following Cisco Unified Communications products and Cisco Technology Partner
products:

e (Cisco Unified Communications Manager 7.0

e Cisco 7941G, 7906, 7960G, and 7971G wired IP phones and Cisco 7921G wireless IP phones
¢ SchoolMessenger Flex Appliance, SaAS

¢ Singlewire InformaCast 6.1

e Atlas IP speakers

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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Solution Overview

The Notifi-Ed solution was validated in a representative school district network that was based on the
Schools Service-Ready Architecture. The Schools Service-Ready architecture was defined by the Cisco
Education System and Campus Enterprise Solutions Engineers working in collaboration to identify the
network infrastructure and the application-enabling network services that make up a typical school
architecture.

This school district network built in the lab consisted of the following technologies and components:
e Cisco Unified Wireless 1250 and 1140 Wireless Access Points
e (Cisco 4400 Wireless LAN Controller
e Three Catalyst 3750 Stackwise Plus Core switches at the school site
- Stateful Failover
— Non-stop Forwarding (NSF)
— Etherchannel
e (Catalyst 3750 access switches
— VLAN segmentation of control traffic, voice traffic, and other data traffic
— Layer-3 access
e (Catalyst 4507 Core at the district office
— Stateful Failover (SSO)
— Non-stop Forwarding (NSF)
e Cisco 3845 Integrated Services Router at the school and district office
— Survivable Remote Site Telephony (SRST)
— Voice Gateway for PSTN Connectivity

Solution Features and Benefits

The Notifi-Ed solution provides school districts with a message notification system that is easy to
deploy, centralized at the district office, remotely manageable, scalable, and highly-available.

Most school districts with legacy systems run separate paging, bell, and clock systems at each school in
the district. There is no way to update these systems or centrally manage any of them. Changes to clocks,
paging zones, or bell schedules require a site visit by someone in the Facilities department or a paid
contractor. The system cannot be updated without buying a new system.

The InformaCast centrally manages all paging, bells, and clocks. There is no limit to the number of zones
or the size of the zones. Clocks are always accurate and changes to bell schedules can be made by any
authorized person from anywhere, so that facilities personnel are no longer required to go to the physical
location of the clocks and bells to check the status of the unit or make adjustments to parameters like
volume. For new construction, the InformaCast and IP speakers are 50 percent of the cost of an analog
system. Since the system is software-based, it can be updated over time. In addition, the IP speakers
support Power-over- Ethernet (PoE), providing significant cost savings during deployment as additional
electrical wiring is not required.

Similarly, the SchoolMessenger Flex Appliance is deployed centrally at the district office and provides
message notification services to all the school locations in that district.

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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The followin are common questions that come up when discussing centralizing services on a location
such as the district office:

Q. What happens if the WAN goes down?

Q. Will each branch location still be able to continue running with their mission-critical applications?

The Cisco Unified Communications is designed to continue operating at a school branch during a WAN
outage if Survivable Remote Site Telephony (SRST) is configured on the Integrated Services Router
(ISR) deployed at that branch. SRST continues to service IP phones on the LAN when the
centrally-deployed Cisco Unified Communications Manager (CUCM) is unreachable and management
of IP phones will fall back to the CUCM once the WAN is back up. The SchoolMessenger system is
designed to continue providing district-wide and remote message notification services during a WAN
outage by sending out mass or audience-specific message notification over the PSTN from the
SchoolMessenger-hosted service. During a WAN outage, a user at a school branch can still continue to
configure SchoolMessenger jobs through the IVR interface that is accessible from any land-line phone
or cell phone. The SchoolMessenger Flex Appliance at the district office works with the hosted service
at the SchoolMessenger data center under normal operations when the WAN is available to offload calls
to the hosted service as needed.

Many schools have been using PBX or Centrex systems in their districts for traditional "tone" services.
IT departments in schools are looking for a more comprehensive business case to justify the migration
to IP-based phone services and are investing in applications that provide functionality, cost savings, and
benefit to the district beyond their existing systems. The Notifi-Ed solution offers the flexibility and
scalability of the Service-Ready Architecture for schools with the integration of partner applications
capabilities to address scalability, application, and storage performance challenges with advanced
networking, internal and external messaging, and communications technologies. This end-to-end
education architecture solution improves messaging best practices and provides the field and partners
confidence in partnered messaging applications. Cisco, as a solution provider for unified
communications and messaging, provides the most comprehensive messaging solution available in the
market today. Combining a proven communications infrastructure with integrated speaker paging,
desktop phone visual and audible announcements, SMS text, and automated out-dial announcement and
response, Cisco provides an end-to-end solution architecture for enabling additional communication and
messaging solutions.

The Notifi-Ed solution supports user workflows that allow school administrators at the district office to
make district-wide announcements to all their schools at the touch of a button. The announcements can
be pre-recorded to minimize response time for urgent situations such as bomb or gun threats on campus
where immediate actions like evacuation are necessary. The announcements can be ad-hoc to allow for
the flexibility of spontaneous announcements to suit the situation. Both pre-recorded and ad-hoc
messages can also be sent from any school location out to other school sites and the district office.

Both the InformaCast and the SchoolMessenger applications can be managed through a web browser and
they both have the added benefit of allowing users to configure and execute jobs from any IP phone that
has been minimally configured with that support. Both applications can be integrated together via their
SOAP API so that the InformaCast server can be configured to trigger a pre-configured
SchoolMessenger job when an InformaCast job is executed. This allows users to send out mass
notification to students and faculty on-site as well as parents, students, and staff who are remote all at
the same time. This function is especially critical in emergency situations where a large number of
people, local or remote, must be notified immediately.

| oL-19748-01
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Scope of the Solution

The overall scope of the Notifi-Ed solution is to provide an end-to-end solution architecture for a
centralized, highly-available, easily-deployable message notification system that supports both
audience-targeted communication as well as mass notification. The solution supports both message
notification for daily operations common in a school district as well as emergency notification to
students, faculty, parents, and the general public.

The solution includes deployment and configuration of Cisco Unified Communications Manager, IP
phones, SchoolMessenger and Singlewire InformaCast services running on top of a network
infrastructure that follows the best practices of the Service-Ready Architecture for Schools.

The following network services from the Service-Ready Architecture for Schools falls within the scope
of this solution:

e Multicast support

¢ Quality of Service (QoS)

e High availability

e Cisco Unified Communications deployment best practices

The devices used in this solution represent what was required to perform functional testing. The
implementation of this solution requires proper sizing of the various devices based on the individual
needs of the customer.

Solution Architecture Framework

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide

The Cisco Services-Oriented Network Architecture (SONA) framework provides a standard paradigm
for designing current and next generation solutions that link network-based services with enterprise
applications to drive business results. The SONA framework (see Figure 1) illustrates the components
of the solution from the infrastructure providing network-based services and the applications that
consume them.

Figure 1 SONA Framework

Commerecial Internally Software as a Composite
Applications Developed Service (SaaS) Apps/SOA

Real Time - Application . . o
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The following is a brief description of the different layers of this architectural framework:

Applications—This layer represents the mission-critical applications commonly found in school
environments, as well as applications that school environments will need to keep up with the
evolving requirements of next-generation schools. The integration of Cisco Unified
Communications with Singlewire InformaCast and SchoolMessenger form this application layer of
the framework.

Core Common Services —This layer represents application-enabling network services, some of
which may need to be integrated with each other to support application requirements. For the CIsco
Notifi-Ed, this includes mobility, security, and QoS.

Physical Infrastructure—This layer represents the network architectures, typically based on the
Cisco Validated Designs (CVDs) that are used in the solution. For the Cisco Notifi-Ed solution, this
includes the school site and the district office network that are based on the Schools Service-Ready
Architecture shown in Figure 2 below.

The Cisco Notifi-Ed solution is built using the architectural framework shown in Figure 1, enabling the
solution to be developed with the appropriate supporting applications, network services, and network
systems. Following this framework ensures that network services are properly integrated to meet the
solution requirements. In addition, the framework facilitates the expansion of the solution scope—if
applications should be added to the solution moving forward, it will be clear what additional network
services and network systems need to be added to support the additional functional requirements.

The design of the Cisco Notifi-Ed solution on such an architectural framework supports the addition of
other mission-critical applications and systems that are needed to address the increasing business
demands of school districts in the areas of administrative efficiency, safety and security, and next
generation learning.

| oL-19748-01
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Solution Network Architecture

The network and network services architecture for this solution is based on the design of the School
Service-Ready Architecture (see Figure 2).

Figure 2 Service Ready Architecture for Schools
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Figure 2 shows the architectural framework for delivering mission-critical services to school and district
environments, all on a single network fabric. It can be scaled up or down based on the sizing, bandwidth,
and budgetary requirements of the school district. It provides options and best practices for high
availability, redundancy, QoS, mobility, and security and enables Unified Communications, Video
Surveillance, Digital Media Systems, and other technologies that are key to transforming school districts
into next-generation education environments that optimize the academic experience for its students,
operate efficiently and save on administrative cost, and protect their student and faculty with the highest
level of safety and security.
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The Service Ready Architecture for Schools is designed to meet the following requirements of a
next-generation education network:

Allow many services to operate seamlessly over a common infrastructure
Embed service recognition, awareness, and differentiation into all components
Support different voice, video, and data services while ensuring availability, scalability, and security

Adapt to network technical innovations that allow for better resiliency and the onset of new services
to the network

Integrate these new services and technical innovations with existing network equipment, protocols, and
methods of communication.

The architecture was therefore designed to deliver the network technologies key to satisfying the
objectives above:

High availability—The high availability technologies used in the Service Ready Architecture for
Schools allow network equipment to mitigate the effects of any unplanned link or network failures
by understanding the typology of the infrastructure and using that information to immediately
re-route network traffic without the need to re-learn (reconverge) the network. The use of this
technology allows critical services such as voice and video communications to remain unaffected by
network outages.

Single-fabric multi-service—This technology gives the network administrator the ability to have
many different services or networks sharing the same infrastructure, yet maintain logically separate
networks. As multiple services operate over a single infrastructure, it becomes important to manage
traffic based on the service being used. In the education environment, this is important especially as
schools struggle with allowing student access on the same network that is used for grading systems,
safety and security, and phone conversations.

Differentiated services—Certain network services demand more from the network than others. As
an example, voice communications do not work if parts of the conversation drop out. Video
conferencing is not useful if the picture keeps freezing. Additionally, a teacher's use of the network
to enter grades should take precedence over a student surfing the web. Finally, if there are more
traffic demands than the network can handle, the network should be able to make decisions as to
which traffic is most important. The ability to understand, mark, shape and limit traffic is embedded
into the Service-Ready Architecture for Schools.

Access layer flexibility—Employing a hybrid access layer design allows the network administrator
to leverage their existing Layer-2 network while giving them the flexibility to implement a routed
access layer. Moving the Layer 2/Layer 3 demarcation point to the access switch allows the network
administrator to prevent loops without the need of multiple complex Layer-2 technologies such as
spanning tree protocol. Additionally, it provides high availability, and eases network
troubleshooting and management by leveraging well known Layer-3 troubleshooting tools and
technologies. In addition, reconvergence times for the end-to-end network can be reduced to 1
second or less and are more predictable now that spanning-tree is eliminated. Also, redundant
uplinks can be fully used—without the need for Hot Standby Router Protocol/Virtual Router
Redundancy Protocol (HSRP/VRRP), thereby simplifying configuration, management, and
troubleshooting.
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Solution Services

Security Services

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide

The district office in the Notifi-Ed solution includes an Internet connection that provides the
SchoolMessenger Flex Appliance connectivity to the hosted SchoolMessenger services at the corporate
data centers located in San Jose and Minneapolis. Perimeter security against potential attacks from the
public connection at the district office is provided by the Adaptive Security Appliance (ASA). While
security and penetration testing falls outside the scope of this solution, the features and best practices
offered by the ASA can be implemented with the Notifi-Ed solution to secure the district office Internet
connection.

In particular, the ASA can be configured as a stateful firewall, VPN concentrator, and as an intrusion
detection and prevention (IDS/IPS) appliance to handle Internet connections securely. The security
appliance combines the above functionalities in one device; on some models, the intrusion detection and
prevention is delivered on an AIP-SSM module that plugs into the ASA. Multiple security contexts
(similar to virtualized firewalls), transparent (Layer 2) firewall or routed (Layer 3) firewall operation,
advanced inspection engines, access-control lists (ACLs), and Network Address Translation (NAT), and
IPSec or webVPN support are just a few of the features offered.

In deploying the ASA as the Internet firewall at the district office, be sure that TCP port 443 for HTTPS
traffic is left open to allow for inbound communication from the SchoolMessenger-hosted service to the
Flex Appliance at the district office. In addition, follow these best practices to allow the network to
leverage its security features more effectively:

e The ASA can be configured easily using the Adaptive Security Appliance Device Manager (ASDM)
graphical interface. While the command-line interface is available, the ASDM interface groups the
different feature configurations (for example, firewall, VPN, and device access parameters) into
their own GUI pages and the flow of configuration is more intuitive.

e The network interfaces on the ASA are designated in the GUI as inside and outside. The inside
interface should be connected to the more secure network. For example, the district office, including
the demilitarized zone (DMZ), if available, behind the firewall while the outside interface would be
on the Internet side. The ASA requires a numerical security-level to be assigned to each interface;
the inside (more secure) interface should always be given a value higher than the outside
(Internet-facing) interface. By default, the ASA is configured to allow traffic to flow freely from a
higher security level to a lower one.

¢ For specific inbound flows that are permitted, including the HTTPS over port 443 communication
that happens between the SchoolMessenger Flex Appliance at the district office and the
SchoolMessenger servers at SchoolMessenger’s SaaS data center, specific ACLs that allow the
traffic through the firewall but that are as specific as possible. If a specific host address can be used
for the ACL instead of a broader subnet, it is best practice to do so for increased security.

e For all traffic not explicitly permitted through by the other ACL entries, create a default deny all
ACL entry at the bottom of each ACL. Enable ACL logging.

e Ifusing IDS/IPS on the ASA, it is important to keep the number of signatures updated to thwart the
latest attacks.

e It is important to secure the ASA itself since a compromise of the device means a compromise to
the network. All management access to the ASA should be secure—HTTPS instead of HTTP and
SSH instead of Telnet. Non-default accounts and strong passwords should be used. Idle console
session timeouts should be configured and too many retry attempts to login should result in an
account lockout.
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e Best practice also includes configuring the ASA to generate syslog events to an external server so
that events including configuration changes, unauthorized access attempts, and IDS events can be
logged and audited.

Central Management of Solution Components

In a real-world deployment, the number of school branches that must be considered could range from a
few to more than a hundred, for the larger school districts. As the number of network infrastructure
devices including routers, switches, and wireless access points scale, it is important to implement a
central management scheme that supports easy deployment of new configurations and features, supports
rapid upgrades, and allows network and system administrators to monitor the health of their network.
Broadly, the central management that applies to this solution can be categorized as network management
(for example, configuring and maintaining Layer-2 and Layer-3 configurations) and security
management (for example, configuring and maintaining ACLs, firewall rules, and IDS/IPS rules). For
suggestions of products that can be used for centralized network and security management, refer to
“Appendices” section on page 36.

Designing the Solution

Figure 3 shows the user workflow supported by the Notifi-Ed solution, whether the user is physically
located at the district office or at a school location.

Figure 3 Solution Work Flow
&
InformaCast® server triggers SchoolMessenger
= email/text/voicemail out to parents’ cell phones.
School staff goes into a web I = g
page or Cisco IP phone to /

record the text/audio message.

Cisco IP Phones in classrooms display the text
messages sent by InformaCast, while audio
messages can be heard through the telephone’s

@ / handset or speaker.
omo

Existing overhead loudspeakers are

connected to the IP network, giving
school officials more options for
delivering broadcast messages.

Loudspeakers can be heard both inside and
outside the school building, which is a critical
factor for enhancing student and staff safety
during an emergency or security alert.
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Survivable Remote Site Telephony (SRST)

SRST is configured on the voice gateway ISR in the school site. SRST provides the central CUCM
functionality within the local network in the event that the WAN link is down and communication with
the CUCM server at the district office is lost. SRST comprises network intelligence integrated into the
Cisco IOS Software, which acts as the call processing engine for IP phones located in the school branch
during a WAN outage. This solution did not require any additional SRST configuration beyond the
standard configuration that is documented in the Cisco Unified Survivable Remote Site Telephone
Configuration Guide at at the following URL:
http://www.cisco.com/en/US/products/sw/voicesw/ps2169/products_installation_and_configuration_g
uides_list.html

High Availability Considerations

The goal of a highly-available system is to minimize network and system downtime during a failure in
the network. While redundant components and redundant paths in the LAN were included in the
solution, redundant WAN links at the school site was not included in this solution because school
districts are not likely to invest in a secondary WAN link given that ERATE funding, which is the school
districts’ primary source of funding for technology, does not cover that expense. As a result, in addition
to leveraging the SRST function available in the ISR, this solution relies on the application survivability
that is built into the partner application deployments.

Application Survivability

While school districts are typically unwilling to invest in a secondary WAN link for each of their school
locations, they still require that mission-critical services are resilient to network outages. It is important
that any application features that provide application redundancy and survivability are used in this

solution to deliver that resilience. Both SchoolMessenger and InformaCast can be configured to deliver
continuing application services during a WAN outage between the school district and school branches.

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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SchoolMessenger Services
Figure 4 SchoolMessenger Services
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Non-Emergency Calls

When a call job is submitted, whether using the web interface, the IP phone interface or the IVR phone
interface, the application processes the job request and sends the calls to be processed to the Flex
Appliance system. The necessary data is securely transferred using industry standard SSL encryption.
Upon receiving the necessary data required to place a call, the Flex Appliance system places the
outbound dial request through CUCM via SIP trunk. The results of each call (for example, answered,
busy, no answer, etc.) are then sent back to the user account where they can be accessed in real-time.
Depending on the call result and the user’s account settings, the undelivered messages will be retried at
certain intervals.

Emergency Calls

From an end-user’s perspective, the steps for sending an emergency call notification are exactly the same
as those for sending a non-emergency notification. The only difference is that the job type is specified
as an emergency when the job is created. In this case, the system does not attempt to process the calls

through the Flex Appliance system; instead all calls are routed through the much larger capacity of the
SwiftWave network.

In the case of a WAN outage at at the school district office, all calls (both emergency and
non-emergency) can be configured to route through the SwiftWave network; thus, bypassing the need to
communicate with the Flex Appliance until the network outage has been resolved.

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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InformaCast Services

During a WAN outage at the school branch, InformaCast multicasting to IP phones will no longer
function. The SchoolMessenger needs to be used in this case. While InformaCast multicasting to the
local IP speakers also no longer functions, a software package called PageKom can be installed at the
local site to enable manual paging to IP speakers while WAN connectivity is unavailable. PageKom is
free software available for download from Singlewire. For more information, refer to the PageKom User
Guide at the following URL:

http://phone-xml.Singlewire.com/iptel/download/PageKom/

PageKom uses an Analog Telephone Adapter (ATA) with a traditional analog handset connected to this
ATA. An FXS port off of the Grandstream ATA would be configured to provide dial tone while the
network connection, if available, on the local network. The software would reside on a server (potentially
a local file and print server) at a local site to the IP speakers, but remotely from the centralized
InformaCast server. Currently, the use of a Cisco ATA186 one or two-port adapter or a Grandstream ATA
is recommended due to the ability to meet the requirements of Section 3.10 in RFC 2833 which describes
the encoding for DTMF events.

Additional information about the Grandstream ATA’s can be found at the following URL.:
http://www.grandstream.com/ata.html

Additional information about RFC 2833 can be found at the following URL:
http://www.fags.org/rfcs/rfc2833.html

The basic scenario in this model is that the WAN connection between the centralized InformaCast site
and the remote site hosting IP speakers has been lost. The need for paging exists and the use of a single
handset is recommended for live audio paging. The ability to page to Cisco IP phones will be lost and
additional features in InformaCast like pre-recorded messages and the Bell Scheduler will not be
available as this is strictly live audio paging to IP speakers. The software has the ability to do zone
management to separate IP speakers.

Implementing the Solution

This section explains the implementation of the Notifi-Ed solution, provides relevant configuration, and
lists reference documents. The Notifi-Ed solution provides a convenient way to notify multiple people.

For example, it frees a teacher from tedious tasks to notify a large number of students, staff, and parents.

The essence of this solution is to make the following three applications work together in a Service Ready
School Architecture:

e Cisco Unified Communications
e SchoolMessenger

¢ Singlewire InformaCast

Solution Components

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide

The solution components required for Cisco Notifi-Ed solution span across several key technologies.
These technologies, ranging from routing and switching to the Unified Communications and partner
application endpoints, are deployed at different locations in the school district network and address the

0L-19748-01


http://phone-xml.Singlewire.com/iptel/download/PageKom/
http://www.grandstream.com/ata.html 
http://www.faqs.org/rfcs/rfc2833.html 

Implementing the Solution

requirements to improve communication flow between school sites, the school district office, and the

parent community. Figure 5 shows an overview of the placement of these technologies in the school
district network.

Figure 5 Placement of Technologies in the Notifi-Ed Solution
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Table 3 to Table 5 list the different components and versions tested in this release of the Notifi-Ed
solution.

School District Components

Table 3 District Office Components
Component Description Lab Configuration
Cisco Catalyst Core router cat4500e-entservicesk9-mz.122-50.SG1.bin
4507-E
SupV1-10GE (Qty : |Catalyst 4507-E Supervisor Not Applicable
2) Engine with 10GE
WS-X4524-GB-RJ4 |Gigabit Ethernet line card Not Applicable
5V
Cisco 3845 3845 Integrated Services Router |c3845-adventerprisek9-mz.124-11.T2.bin
CUCM Cisco Unified Communications |System version 7.0.1.11000-3
Manager v7.0

School Branch Components

Table 4 School Branch Components

Component Description Lab Configuration

Catalyst 3750-E (Qty: 3) |Stacked core ¢3750e-universalk9-mz.122-50.SE1.bin

Cisco 3825 Cisco Integrated Services c3825-advipservicesk9-mz.124-15.T1.bin
Router (ISR)

AIR-WLC4402-12-K9 4402 Wireless LAN 5.2.178.0
Controller

SP-ATLAS-ISS Atlas Indoor IP speaker Not Applicable

Cisco 7971, 7960, 7941, |Cisco Wired and Wireless IP

7906, and 7921 IP phones |Phones

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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Partner Components
Table 5 Partner Components
Component Recommended Lab Configuration
SchoolMessenger  |Quad Core Xeon Processor2x6MB Cisco 7845
Flex Appliance Cache, 2.0GHZ,2GB.mem0ry Dual 2 x dual core Xeon 3.4Ghz processors
2009-02-16 73GB 15K RPM Serial-Attach SCSI

22:22:43 (with
hosted CommSuite
v6.2)

Drive,
RAID 1
No Operating System Required

(See
http://www.schoolmessenger.com/897
3452/docs/ for exact hardware
specifications)

3.5 GB memory
70GB Disk (Raid 5)

Singlewire
InformaCast v6.1

Two-way 32-bit Intel Xeon 3.0 GHz
Dual-core

2 GB memory

RAID 1: Two 72 GB disk drives

Cisco 7845

2 x Dual core Xeon 3.4Ghz processors
3.5 GB memory

70GB disk (Raid 5)

Windows Server 2003 Version 5.2

Implementation Considerations

When implementing this solution, it is vital to consider the characteristics of an organization, the
network from the perspective of services, locations to add new components, and implementation
sequences. This subsection discusses each of these areas.

Unlike private schools, public schools are unified into a school district according to geographic area.
This provides economy of scale as services can be installed in a district office and shared by schools
within this district. A district office often physically resides with one of its schools. For example,
Milpitas Unified School District (in Milpitas, California) has 14 schools (9 elementary schools, 2 middle
schools, 2 high schools, and 1 adult education). The Milpitas district office resides at the same location
as the adult education school. This results in similarity between the network for a district office and the
network for a school, as both support many end devices such as phones and computers.

Network provides services, such as security, wireless, multicast, and QoS. The services that the network
can provide are more important than the actual topology or routers/switches deployed. The Cisco
Notifi-Ed solution uses multiple services provided by the network. When the network topology changes
and routers/switches are replaced, the solution will work fine as long as the set of services are provided
by the network.

In this solution, a CUCM server, a SchoolMessenger server, and an InformaCast server were installed at
the district office. The services provided by these applications are shared among all the schools in the

district. Phones and IP speakers were installed at schools as well as at the district office since a district
office often has a school at its location. See Figure 5 for location of application servers and IP devices.

In lab testing, the solution was implemented in following sequence:
1. Implemented the Cisco Unified Communications (UC)

2. Tested the SchoolMessenger and UC.

| oL-19748-01
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3. Tested InformaCast and UC: Integrated InformaCast and SchoolMessenger

Cisco Unified Communications (UC)

With the Cisco UC, all schools are able to call each other over the IP network as well as able to dial 9 to
get out the PSTN. In the lab testing, the following setup was used: one CUCM residing in a district office,
one ISR at each school, and various types of phones at the district office and schools. The ISR at each
school acts as voice gateway in case the school cannot access each CUCM due to WAN connection
failure or CUCM failure.

Whether on the same LAN on not, any phone can register to a CUCM as long as it can reach the CUCM
over the network. Except for the regional/location-specific parameters for adding a phone, the procedure
on CUCM is essentially the same whether the phone is in the district office (same LAN as the CUCM)
or at a school (different LAN as the CUCM).

The following is a sample configuration of the port that connects to a phone:

interface GigabitEthernetl/0/34

switchport access vlan 48

switchport mode access

switchport voice vlan 49

switchport port-security maximum 11
switchport port-security

switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
srr-queue bandwidth share 10 10 60 20
srr-queue bandwidth shape 10 0 0 O
queue-set 2

priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AutoQoS-Police-CiscoPhone
ip dhcp snooping limit rate 100
end

The configuration of a CUCM is typically done by an UC technician. In a district office or a school, a
common scenario is the need to add an additional phone. This can be accomplished through following
steps:

Step 1 Connect the phone to the access layer switch to which existing phones connect. Configure the interface
that the phone connects to.

Step2  If this phone has been used with other CUCM, it is best to erase the phone settings associated with
another CUCM.

Step3  CUCM assigns an extension to the phone. If desired, modify CUCM to assign a different extension
number to the phone.

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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SchoolMessenger

Once the Cisco Unified Communications is working, the next step is to bring a SchoolMessenger server
into the district office network. The SchoolMessenger server automates repetitive and tedious tasks as
well as supports the execution of a high volume tasks. For example, when a teacher wants to notify
parents about a problem at the school (such as a breakage in the water main ) or remind parents of
upcoming events (such as various state and federal upcoming student testing), he or she only needs to
record a message and decide to which pre-defined group of recipients to send the message. The
SchoolMessenger makes the calls.

The SchoolMessenger can be deployed in the following three ways:

e Fully-hosted—In the fully-hosted model, the entire application is located in the SchoolMessenger
data center. There is no hardware or software at the customer site. This is not selected due to high
cost.

e Standalone local server-based—In the standalone model, the entire application is located in the
district office. This is not selected due to insufficient call capacity and limited high availability in
emergency situations.

e Hybrid—The hybrid model consists of SchoolMessenger-hosted notification service (CommSuite)
and the SchoolMessenger Flex Appliance. Only the SchoolMessenger Flex Appliance is physically
located at the customer site—the district office. This model provides high availability for emergency
notification while benefiting from the low cost of a local server for non-emergency situations. The
CommSuite-hosted service and the SchoolMessenger Flex Appliance are like a decision maker and
an assistant. The decision maker handles critical tasks directly and assign non-critical tasks to the
assistant.

For the Notifi-Ed solution, the hybrid model is implemented, which is the more popular deployment
model. The hybrid model can be considered as a combination of a fully-hosted system during an
emergency and a standalone system for non-emergency (see Figure 4).

Because the SchoolMessenger Flex Appliance places calls through CUCM through a SIP trunk, a SIP
trunk needs to be configured on the CUCM. The configuration can be divided into the following steps:

Step 1 On the SchoolMessenger Flex Appliance, complete the following:
a. Install SchoolMessenger Flex Appliance software.
b. Assign it an IP address.
c¢. Configure it with the IP address of the CUCM.

Step2  On the SchoolMessenger CommSuite, configure the customer’s account with the IP address of the
SchoolMessenger Flex Appliance. The configuration of the SchoolMessenger CommSuite customer
account is done by a SchoolMessenger technician.

Step3  Onthe CUCM, configure a SIP trunk along with the IP address of the SchoolMessenger Flex Appliance;
configure it with an IP service for phones so that users can access the SchoolMessenger through IP
phones in addition to a web interface. See Figure 6 for a screenshot of the configuration.
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Figure 6 The SIP Trunk Configuration from CUCM
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@ **- Device reset is not required far changes to Packet Capture Made and Packet Capture Duration

Figure 6 show the configuration used for this solution. For step-by-step instructions of performing the
configuration, refer to the SchoolMessenger Flex Appliance Product Overview and Installation Guide at
the following URL: http://www.schoolmessenger.com/8973452/docs/.

Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide

oL-19748-01 |


http://www.schoolmessenger.com/8973452/docs/

Implementing the Solution

InformaCast

InformaCast is an application for broadcasting to IP devices and is used for mass notification. It knows
about all the devices that are registered to a designated CUCM. Since InformaCast communicates with
IP devices exclusively, it can fully use the features of the IP network. For example, it can use multicast
to ring 15,000 IP phones simultaneously.

Configuring InformaCast and CUCM to Talk to Each Other

InformaCast obtains all the device information from the CUCM through Simple Network Management
Protocol (SNMP). InformaCast discovers the registered IP devices from the CUCM and designates that
list as “all devices.” A user can divide the large device pool into groups; for example, one group for
phones for first grade teachers and and another group for phones for second grade teachers. Then the
user can select the relevant group to send a message.

For the solution testing, InformaCast was installed on a Windows 2003 virtual machine on an VMWare
ESX 3.5 server. The InformaCast server would be located in the district office, on the same local area
network as the SchoolMessenger server and CUCM. See Figure 7 and Figure 8.

Figure 7 Configure CUCM to Enable SNMP
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Step 1
Step 2
Step 3

Step 4

Figure 8 Configure InformaCast to Enable SNMP
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After installing InformaCast, perform the following four procedures in sequence:

Upload a license file to InformaCast.

Download the JTAPI library.

Configure CUCM and InformaCast for them to talk to each other through SNMP

a. Configure CUCM (see Figure 7 above for configuration used in the lab testing).
b. Configure InformaCast (see Figure 8 above for configuration used in lab testing).
Let InformaCast discover all the IP devices.

For step-by-step instruction to perform the above configuration, refer to the InformaCast™ 6.1
Installation and User Guide for a Cisco CallManager Telephony Environment at following URL:

http://www.singlewire.com/s_informacast.html
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Integrating InformaCast and SchoolMessenger

Most of the time, customers use the InformaCast software or the SchoolMessenger software directly. In
unique circumstances, such as as an emergency notification, customers want a single interface. They
want to be able to “hit one button” at a point when time is critical. To achieve a single interface,
InformaCast will launch SchoolMessenger through a script. For example, a community school with 18
campuses integrated InformaCast with SchoolMessenger. During the many storms in 2008, the school
was able to send the “School is cancelled today due to inclement weather” message on all connected IP
phones using InformaCast and 15,000 students via SMS using SchoolMessenger.

Comparing InformaCast and SchoolMessenger

The InformaCast and SchoolMessenger complement each other. InformaCast’s strength includes
sending a message to multiple IP devices at the same time through multicast and communicating to other
IP-enabled devices (IP speakers, bells, etc) while SchoolMessenger can communicate to non-IP-enabled
devices, such as cell phones and land lines. See Table 6 for a comparison of the two applications.

Table 6 Comparison of InformaCast and SchoolMessenger Functionalities

SchoolMessenger InformaCast

Typical usage

External application, i.e., it is for
devices off the IP network, such
as phones on the public switched
telephone network (PSTN).
Usage scenarios include
notification to parents, teachers,
and staff.

Internal application, i.e., it is for
devices on the IP network.
Usage scenarios include internal
paging, general announcement,
bell schedule.

Notification speed

Place multiple calls
simultaneously out of the PSTN.
The scale depends on the PSTN
capacity and the notification job
configuration. For the hybrid
model, calls are initiated through
the SchoolMessenger-hosted
gateway with a speed up to
thousands of calls per minute.

Simultaneously reaches all the
IP phones on the network.

Non-IP devices (cell phones, land |Yes No
lines)
Non-phone devices (IP speakers, |No Yes

bells)

Communicate to CUCM

Through SIP trunk

Through SNMP

Place calls

Through CUCM out the PSTN
gateway

Through Multicast

Notification methods

phone, email, and SMS

Audio and text to IP phones

Devices registered to a CUCM will be known to the InformaCast server and be classified as an internal
device. Devices not registered to a CUCM (for example, devices that are reachable through PSTN) are

classified as an external device.
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Because InformaCast application is not limited to local area network, a user can broadcast a message to
multiple schools if their phones are registered to the communication manager in the district office.

Adding a Script to Launch SchoolMessenger

InformaCast uses a script to launch SchoolMessenger so that a user can do internal and external
notifications through the same interface. On the SchoolMessenger, a repeatable job, such as
“notify_parents” message, can be created (see Figure 9). A repeating job is like a template. It does not
have the message content. Instead, the message content will come from InformaCast interface. Each
time, a user can change the message content; for example, “School is cancelled for Monday, April 27,
2009” from the InformaCast interface. When triggered by InformaCast, SchoolMessenger works
according to preset rules, such as “what is the latest time to call” and “how many times to retry”.

Figure 9 Setting UP a Repeating Job on SchoolMessenger
& scrool MessenGER Cisco Validated Design
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[t
1o}
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Current system time is May 2nd, 2009 08:41 am (US/Pacific) Use of this system is subject to the Privacy Policy and Terms of Service -
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@ 1999-2009 Reliance Communications, Inc, All Rights Reserved,
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In Figure 10, the blue square (see where the arrow is pointing to in the figure) indicates that a script has

been selected.

Figure 10 Selecting a Script
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For using the integrated interface of SchoolMessenger and InformaCast, the following steps are
performed in advance:

On the SchoolMessenger server, configure a repeating job, such as “notify_parents”.
On the InformaCast application, select a message, click on Edit to specify a script.

On the InformaCast application, customize the message content, then click on Send to broadcast the
message to a group of IP devices and also trigger the SchoolMessenger job.

Whenever an emergency occurs, the customer only needs to perform Step 3 ( customize the message
content, click on Send to send to a group of internal devices and also trigger external notification).

Perform the following steps to specify and run a script:

Edit a message in InformaCast to select a script.
From the main page of InformaCast, click on Send or Edit Messages on the upper left side.
Select a message, such as “This is a broadcast from Berbee's Broadcast System!” .

Click on Edit.
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Step 5
Step 6

Step 7

Step 8

Modifying the Script

IP Speakers

At the bottom of the page, click on Edit under Scripting.

Browse and select a script file. Once the script file is selected, a blue color square is shown on the left
side of Send button.

Click on the Send button to select a group, such as first grade teachers, then click on Send. InformaCast
sends the message “This is a broadcast from Berbee's Broadcast System!” to first grade teachers. It also
triggers a script that goes to the SchoolMessenger website to submit a job—to call first grade parents
with this message.

InformaCast launches SchoolMessenger through Simple Object Access Protocol (SOAP) requests. The
SchoolMessenger server URL for submitting jobs manually and the URL for SOAP requests are
different. For example, in the lab testing, the URL for submitting jobs manually was as follows:

http://asp.schoolmessenger.com/ciscocvdtest
While the URL for SOAP requests was as follows:

https://asp.schoolmessenger.com/ciscocvdtest/api/smapi.php

InformaCast provides a sample script. The following were modified to reflect the actual installation in
lab testing:

1. The SchoolMessenger server URL for SOAP requests.
The user ID and password on the SchoolMessenger.

The name of the SchoolMessenger job that will be run.

> @« DN

The credentials of a valid InformaCast user to access the audio associated with the InformaCast
message.

InformaCast releases a script builder to make this process convenient.

IP speakers are connected to the same switch as IP phones. Similar to IP phones, IP speakers receive
power from the Power- over-Ethernet (PoE) switch. The port connecting an IP phone has both voice
VLAN and data VLAN configured because an IP phone has both a network port and an access port for
connecting to the Ethernet cable and to a PC, respectively. On the other hand, the port connecting an IP
speaker has only voice VLAN because an IP speaker does not have an access port for connecting to a PC
that requires data VLAN.

The configuration of the port connecting to an IP speaker is similar to the configuration of the port
connecting to an IP phone, except there is no data VLAN statement:

interface GigabitEthernetl/0/47

description IP Speaker

switchport mode access

switchport voice vlan 49

switchport port-security maximum 11
switchport port-security

switchport port-security aging time 2
switchport port-security violation restrict
switchport port-security aging type inactivity
srr-queue bandwidth share 10 10 60 20
srr-queue bandwidth shape 10 0 0 O
queue-set 2

priority-queue out

r Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
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mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoQoS-Police-CiscoPhone
ip dhcp snooping limit rate 100
end

IP speakers obtain configuration from an InformaCast server. IP speakers do not communicate with a
CUCM directly. The boot up sequence of an IP speaker has both similarity and difference to the boot up
sequence of an IP phone. The steps are as follows:

The IP speaker contacts a DHCP server for IP address.

The IP speaker uses Service Location Protocol (SLP) to request the address of an InformaCast server;
when it does not succeed using SLP, it uses DHCP option 150 to find the address of a TFTP server.

The IP speaker gets configuration from the InformaCast server.

While its boot up scheme is similar to the boot up of an IP phone, two differences exist:

a. An IP speaker talks to an InformaCast server instead of a CUCM.

b. An IP speaker can use either SLP or TFTP to find a server in order to download configuration.

After an IP speaker and an InformaCast server establish communication, a user can use the Edit IP
Speakers menu from the InformaCast server to control the IP speaker, such as adjusting volume of the
IP speaker.

High Availability

Cisco UC, SchoolMessenger, and InformaCast provide high availability in different ways.

UC High Availability

In case CUCM at the district office is not reachable (CUCM failure or WAN goes down), the school site
ISR keeps IP phones online using SRST. In the lab testing, when the connection between the district
office and a school was shutdown, we were able to call phones within the school as well as outside
phones through PSTN.

SchoolMessenger High Availability

Emergency notification is done by fully-hosted, highly availability network. For all notifications,
SchoolMessenger retries multiple times according to user configuration.
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InformaCast High Availability

In InformaCast, high availability is accomplished through the following two methods:
1. Installing InformaCast into a virtual machine on different physical machines.

2. Setting up a standalone server, PageKom, at a school site to control IP speakers when WAN goes
down.

Quality of Service

Multicast

Quality-of-service (QoS) is used to treat different types of traffic differently when congestion occurs.
For example, during congestion, priority needs to be given to voice traffic over data traffic, since voice,
as a class of IP network traffic, has strict requirements concerning packet loss, delay, and delay variation
(also known as jitter).

No new QoS policy is applied for SchoolMessenger and InformaCast. Since the main objective is to
enable QoS for IP Telephony only, AutoQoS VoIP macro is used to automatically generate the
best-practice QoS configuration. For a port connecting to an IP phone, the automatically generated Cisco
VoIP configuration is as the following:

srr-queue bandwidth share 10 10 60 20
srr-queue bandwidth shape 10 0 0 0
queue-set 2
priority-queue out
mls gos trust device cisco-phone
mls gos trust cosb
auto gos voip cisco-phone

service-policy input AutoQoS-Police-CiscoPhone

For detailed information on AutoQoS VolIP, refer to the Enterprise QoS Solution Reference Network
Design Guide Version 3.3 that can be found at the following URL:
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRND-Bo
ok.html

Multicast feature avoids sending duplicate information on the network. When the user sends the message
"Please implement emergency evacuation procedure immediately: this is not a drill " to the 50 IP phones
in a school from the InformaCast server in the district office, there is only one copy of this message over
the WAN to the school.

PIM sparse mode is configured on each router interface and multicast routing is enabled globally to
support multicast traffic for InformaCast audio messages. Because the WAN is Metro Ethernet, multicast
can be routed over the WAN without further encapsulation or tunneling.

For a router to participate in multicast, first enable multicast globally on the router, then enable multicast
for each interface that has an IP address, whether it is a physical interface or a virtual interface.

The following is an example configuration for the router in the district office:

Global configuration:

ip multicast-routing
ip pim rp-address 10.33.9.1
ip pim spt-threshold infinity
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Configuration for each interface with an IP address:

interface FastEthernet5/2
ip pim sparse-mode

Figure 11 shows the multicast address used by the InformaCast application.

Figure 11 Multicast Setting on InformaCast
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Many applications use multicast features to decrease the bandwidth usage of the WAN. In the lab, the
following were tested:

e Music on hold feature of IP phones was tested to verify multicast configuration.
¢ Audio notification to multiple phones from the InformaCast server in the school district office.

For this implementation, recommended campus multicast design was used. For details, refer to the Cisco
AVVID Network Infrastructure IP Multicast Design SRND at the following URL:
http://www.cisco.com/application/pdf/en/us/guest/tech/tk363/c1501/ccmigration_09186a008015¢e7cc.p
df
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Appendix A—Management of Router and Switch Configurations

For the Notifi-Ed solution, CiscoWorks LAN Management Server (LMS) can be used to configure and
manage the Layer-2 and Layer-3 configurations on the ISR and the Catalyst switches. CiscoWorks LMS
can be deployed at the district office and managed remotely through a web browser.

Table 7 describes the composition of applications within LAN Management Solution 3.1.

Table 7

Composition of Applications within LAN Management Solution 3.1

This LMS 3.1 Application...

Provides...

CiscoWorks Common Services
3.2 (CS)

Common software and services for LMS applications.

Common Services provides a set of shared application services that are used by all LMS
applications.

Resource Manager Essentials
4.2 (RME)

The ability to manage:
e Device inventory and audit changes.
e Configuration files, software images, and syslog analysis.

e Network monitoring and fault information for tracking devices that are critical to
network uptime.

Campus Manager 5.1 (CM)

Campus Manager is sometimes
referred to as Campus.

The following functions:
e Visualize network topology.
e Locate and display data about users and hosts in the network.
e Manage VLANS.

e Detect network discrepancies and Best Practice Deviations

CiscoView 6.1.8 (CV)

The ability to monitor and troubleshoot devices across your network being a graphical
device management tool.

Device Fault Manager 3.1
(DFM)

The following functions:

e Monitor device faults in real-time, and determine the root cause by correlating
device-level fault conditions.

e Monitor fault history.

e Configure E-mail, SNMP trap, and syslog notifications.

Internetwork Performance
Monitor 4.1 (IPM)

The ability to pro-actively troubleshoot network response time, jitter, and availability.

CiscoWorks LMS Portal 1.1

The ability to:
e Customize information, based on the applications installed.

e View frequently used information in a common place. With this you do not need to
navigate through many pages.

e Display application-related information as portlets.

e Customize home page to have all information on a single screen from all the installed
applications.
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Table 7 Composition of Applications within LAN Management Solution 3.1 (continued)

CiscoWorks Assistant 1.1 Workflows to:

e Set up and manage CiscoWorks LAN Management Solution (LMS) servers.

e (Collect troubleshooting information.

CiscoWorks Health and Monitors the device for performance parameters, report violations based on the threshold
Utilization Monitor 1.1 values configured, and provides extensive reporting.

Integration Utility 1.8 (NMIM) |Support for third-party Network Management Systems (NMS). This is an integration

module.

Appendix B—Security Management

The Cisco Security Manager can be used to manage security on the school branch and district office
infrastructure devices. While there is only one branch and one district office implemented in the
validation of the Notifi-Ed solution, the implementation and design guidance developed in this solution
is applicable to larger-scale networks.

Cisco Security Manager is suitable for efficiently managing networks that range from a few devices to
thousands of devices. Scalability is achieved through powerful policy-based management techniques,
which allow settings to be defined once and then optionally assigning the settings to individual devices,
groups of devices, or across the enterprise. When a setting is changed, Cisco Security Manager
automatically applies the change to all affected network devices. The firewall or VPN policies are
platform-neutral, and can be applied across different device platforms such as Cisco routers, security
appliances, or services modules. Cisco Security Manager also provides flexible device-level overrides;
this allows policy re-use and sharing while retaining the ability to customize device-specific settings as
necessary.

While the deployment of the Cisco Security Manager was outside the scope of solution validation, the
following link provides more information on how to deploy the Cisco Security Manager for your
network:

http://www.cisco.com/en/US/docs/security/security_management/cisco_security_manager/security_ma
nager/3.1/user/guide/ug31.html

Appendix C—Netformx DesignXpert Supported Design

The Notifi-Ed solution has been incorporated into the Netformx DesignXpert library updates. Using
Netformx, sample solution designs and bill-of-materials can be referenced and, if needed, can be
modified to fit the specific deployment scenario required for a given healthcare organization. Over time,
when the need to update the design becomes necessary, the Netformx updater mechanism automatically
downloads the Cisco verified solution blueprints and corresponding part numbers that comprise the
solution to all Netformx subscribers.

The Cisco Industry Solution Engineering team has partnered with Netformx to offer its solution designs
in the DesignXpert quoting tool. By using Netformx DesignXpert, quoting a solution becomes
significantly simplified, increases productivity, and helps eliminate missed components—promoting
customer satisfaction. DesignXpert helps you and your customer establish a validated solution blueprint
that becomes a reliable reference source for managing the overall life cycle of the solutions.

More information about the Netformx DesignXpert is available at the following URL:

www.cisco.com/go/designxpert
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Cisco Validated Design
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The Cisco Validated Design Program consists of systems and solutions designed,
tested, and documented to facilitate faster, more reliable, and more predictable
customer deployments. For more information visit
www.cisco.com/go/validateddesigns.

ALL DESIGNS, SPECIFICATIONS, STATEMENTS, INFORMATION, AND RECOMMENDATIONS
(COLLECTIVELY, "DESIGNS") IN THIS MANUAL ARE PRESENTED "AS IS," WITH ALL
FAULTS. CISCO AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES, INCLUDING, WITHOUT
LIMITATION, THE WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
OR TRADE PRACTICE. IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY
INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF
THE USE OR INABILITY TO USE THE DESIGNS, EVEN IF CISCO OR ITS SUPPLIERS HAVE
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

THE DESIGNS ARE SUBJECT TO CHANGE WITHOUT NOTICE. USERS ARE SOLELY
RESPONSIBLE FOR THEIR APPLICATION OF THE DESIGNS. THE DESIGNS DO NOT
CONSTITUTE THE TECHNICAL OR OTHER PROFESSIONAL ADVICE OF CISCO, ITS
SUPPLIERS OR PARTNERS. USERS SHOULD CONSULT THEIR OWN TECHNICAL ADVISORS
BEFORE IMPLEMENTING THE DESIGNS. RESULTS MAY VARY DEPENDING ON FACTORS
NOT TESTED BY CISCO.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and
Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco,
the Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient,
10S, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,

Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet
Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0711R)

0L-19748-01


www.cisco.com/go/validateddesigns.

	Cisco Notifi-Ed Solution for School Safety and Security Application Deployment Guide
	Contents
	About the Guide
	Target Audience
	About the Authors

	Solution Overview
	Executive Summary
	Target Market
	Solution Description
	Cisco Unified Communications Manager and IP Phones

	Solution Components Overview
	Solution Features and Benefits
	Scope of the Solution

	Solution Architecture Framework
	Solution Network Architecture

	Solution Services
	Security Services
	Central Management of Solution Components

	Designing the Solution
	Survivable Remote Site Telephony (SRST)
	High Availability Considerations
	Application Survivability
	SchoolMessenger Services
	InformaCast Services


	Implementing the Solution
	Solution Components
	School District Components
	School Branch Components
	Partner Components

	Implementation Considerations
	Cisco Unified Communications (UC)
	SchoolMessenger
	InformaCast
	Configuring InformaCast and CUCM to Talk to Each Other
	Integrating InformaCast and SchoolMessenger
	IP Speakers

	High Availability
	UC High Availability
	SchoolMessenger High Availability
	InformaCast High Availability

	Quality of Service
	Multicast

	Appendices
	Appendix A-Management of Router and Switch Configurations
	Appendix B-Security Management
	Appendix C-Netformx DesignXpert Supported Design

	Cisco Validated Design



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


