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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

- Systems engineers who need standard procedures for implementing
solutions

- Project managers who create statements of work for Cisco SBA
implementations

- Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in February 2013 is
the “February Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlan64
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide
.

Cisco SBA Solutions About This Guide

Cisco SBA helps you design and quickly deploy a full-service business This deployment guide contains one or more deployment chapters, which
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable, each include the following sections:

and flexible. - Business Overview—Describes the business use case for the design.
Cisco SBA incorporates LAN, WAN, wireless, security, data center, application Business decision makers may find this section especially useful.
optimization, and unified communication technologies—tested together as a « Technology Overview—Describes the technical design for the
complete system. This component-level approach simplifies system integration business use case, including an introduction to the Cisco products that
of multiple technologies, allowing you to select solutions that solve your make up the design. Technical decision makers can use this section to
organization’s problems—without worrying about the technical complexity. understand how the design works.

Cisco SBA Solutions are designs for specific problems found within the = Deployment Details—Provides step-by-step instructions for deploying
most common technology trends. Often, Cisco SBA addresses more than and configuring the design. Systems engineers can use this section to
one use case per solution because customers adopt new trends differently get the design up and running quickly and reliably.

and deploy new technology based upon their needs. You can find the most recent series of Cisco SBA guides at the following

sites:
Route to Success

To ensure your success when implementing the designs in this guide, you _
should first read any guides that this guide depends upon—shown to the Partner access: http://www.cisco.com/go/sbachannel
left of this guide on the route below. As you read this guide, specific

prerequisites are cited where they are applicable.

Customer access: http://www.cisco.com/go/sba

Prerequisite Guides You Are Here
‘ .

Data Center Data Center = Unified Computing System VDI—Cisco UCS with
Design Overview Deployment Guide Deployment Guide VMware Hypervisors
and Citrix XenDesktop
Deployment Guide

= Virtualization with Cisco UCS,
Nexus 1000V, and VMware
Deployment Guide
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Introduction

Desktop virtualization separates a personal desktop environment, including
the operating system, desktop applications, and personal files and settings,
from the physical device on which the desktop environment runs. In a virtual
desktop infrastructure (VDI) deployment, the operating system typically runs
in a virtual machine on a server hosted in a data center, known as a hosted
virtual desktop. A hosted shared desktop is a complementary virtualiza-
tion technology that allows you to deliver a session-based virtual desktop
from a single server operating system to multiple end-point devices. This
technology is also known as Remote Desktop Session Host (RDSH) or
Terminal Services. Virtualization software delivers an appropriate set of work
resources and enables users access to their workspaces from any device.

The VDI—Cisco UCS with VMware Hypervisors and Citrix XenDesktop
Deployment Guide describes how to use Citrix XenDesktop, Citrix XenApp,
VMware ESXi, and Cisco Unified Computing System in order to deploy and
scale desktop virtualization for the enterprise. This guide builds upon the
Cisco Unified Computing System (UCS) B-Series and C-Series server deploy-
ments detailed in the Cisco SBA—Data Center Unified Computing System
Deployment Guide, in which you configure Cisco UCS, VMware ESXi, and
storage area networking (SAN). Additionally, this guide builds upon the data
center foundation from the Cisco SBA—Data Center Deployment Guide.

Related Reading

The VDI—Cisco UCS with VMware Hypervisors and Citrix XenDesktop
Deployment Guide depends on the foundation and customization from the
guides previously mentioned. Organizations wishing to further customize
or scale their deployments by using additional servers, blade servers,
Cisco UCS Manager, RAID-based shared storage, a different hypervisor, or
networking components may benefit from referring to other guides in the
Cisco Smart Business Architecture (SBA) series. The following guides may
be required for your particular deployment:

- The Cisco SBA—Data Center Unified Computing System Deployment
Guide provides the processes and procedures necessary to deploy a
Cisco Unified Computing System using both the Cisco B-Series blade
server system and Cisco C-Series rack-mount servers, to a point where
they are ready to deploy an operating system or hypervisor software.
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- The Cisco SBA—Data Center Virtualization with Cisco UCS, Nexus

1000V. and VMware Deployment Guide describes how to deploy a
VMware hypervisor on the Cisco Unified Computing System, including
both the Cisco B-Series blade servers and Cisco C-Series rack-mount
servers. It also describes how to install and deploy a Cisco Nexus 1000V
Series switch as a full-featured virtual switch for the VMware servers.

- The Cisco SBA—Data Center Design Overview provides an overview

of the data center architecture. This guide discusses how the Cisco SBA
data center architecture is built in layers—the foundation of Ethernet
and storage networks and computing resources; the data center ser-
vices of security, application resilience, and virtual switching; and the
user-services and applications layer.

- The Cisco SBA—Data Center Deployment Guide focuses on the

processes and procedures necessary to deploy your data center
foundation, Ethernet, and storage transport. The data center foundation
supports the flexibility and scalability of the Cisco Unified Computing
System and provides details for the integration of the server and the
network for Cisco and non-Cisco servers. The foundation design
includes data center security services such as firewall and intrusion pre-
vention systems, and it includes application resiliency services such as
advanced server load-balancing techniques. This guide also discusses
the considerations and options for data center power and cooling. The
supplemental Data Center Configuration Files Guide provides snap-
shots of the actual platform configurations used in the design.

- The supplemental NetApp Storage Deployment Guide provides a

concise yet detailed process of deploying a NetApp storage array in
your data center in order to complete the design.

- The supplemental Application Optimization Deployment Guide shows

how to boost network performance for sites connected over a WAN, and
it describes how to use Cisco Wide Area Application Services (Cisco
WAAS) in order to view the accelerated performance. Citrix performance
is enhanced with Cisco WAAS.
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There are also a number of related Cisco SBA Bring Your Own Device
(BYOD) guides, which are helpful for deploying the client connectivity to the
network in order to provide VDI access. They include the following:

- Cisco SBA Solutions—BYOD—Design Overview
- Cisco SBA Solutions—BYOD—Virtual Desktop Access Deployment Guide

- Cisco SBA Solutions—BYOD—Advanced Guest Wireless Access
Deployment Guide

- Cisco SBA Solutions—BYOD—Identity and Authentication Deployment Guide
- Cisco SBA Solutions—BYOD—Internal Corporate Access Deployment Guide
- Cisco SBA Solutions—BYOD—Remote Mobile Access Deployment Guide

Business Overview

Smaller organizations face many of the same IT challenges as larger organi-
zations when trying to accommodate increasing demand for new IT capabili-
ties and services. They often place even greater emphasis on cost savings
and on protecting business-critical systems and data because they have
smaller IT staffs and budgets, and they need to leverage IT assets to their
fullest extent. Organizations require cost-effective solutions that can better
utilize their existing server, storage, and network resources.

To improve availability and ensure business continuity, organizations need
efficient ways to maintain production systems while minimizing downtime.
Virtualization technology simplifies IT so that organizations can more effec-
tively use their storage, network, and computing resources to control costs
and respond faster to the ever-changing landscape. The virtual approach to
IT management creates virtual services out of the physical IT infrastructure,
enabling administrators to allocate these resources efficiently.

With virtualization, hardware management is decoupled from software
management, and hardware equipment can be treated as a single pool

of processing, storage, and networking resources that can be reallocated
as needed to various software applications. In a virtual infrastructure
environment, users access desktop and application resources as if they
were dedicated to them—while administrators gain the ability to efficiently
manage and optimize resources in order to serve the constantly changing
needs of the organization.

An organization also achieves a strategic benefit when centralizing the
compute and storage resources by extending the virtualization concept to
desktops and applications. Because the devices used for accessing the
data can be configured to view important data without actually downloading
it, a virtualized desktop environment can support regulatory compliance

February 2013 Series

initiatives. When the data does not leave the confines of the data center,
controls and tracking for security and data retention are easier to imple-
ment and audit. Though protecting transaction, customer, and business
information is beneficial to all organizations, the increased control of data is
particularly important for healthcare and financial organizations.

Technology Overview

Virtual Desktop Infrastructure

VDI delivers a desktop and workspace virtualization solution that can
dramatically improve business operations and data security while increas-
ing end-user productivity, mobility, and flexibility. The premise of VDl is to
decouple the location of the execution of the application from where the
client resides, allowing new client compute paradigms. These tools help
organizations rapidly respond to events such as mergers and acquisitions,
the opening of new branch offices, and maintaining continuity across busi-
ness interruptions. By keeping the work data centrally located and prevent-
ing it from leaving the organization’s facilities via a device with storage, such
as a laptop, the organization retains data in the data center, where it can be
protected.

Managing the virtual machines on the physical servers and the connected
networks requires a design that integrates all of these systems so that they
work together without creating an operational burden on the IT staff who
must maintain them. Using proven and tested designs minimizes the time
needed to deploy these new solutions and reduces the time required to
deploy new applications.

In a VDI deployment, a user’s desktop operating system and applications run
in a virtual machine on a server hosted in a data center or server room. A VDI
client views and operates the user’s virtual desktop. VDI clients can be in

the same building as the server, on the same network, or across the Internet.
The organization can deploy VDI client software on desktops, laptops, or
dedicated appliances. When organizations permit a Bring Your Own Device
(BYOD) environment, users can access virtual desktops via personal laptops,
tablets, and even smartphones.

For knowledge workers, who require frequent updates and changes to
permissions, you can use a dedicated hosted VDI deployment that allows
for individual customization and control of the desktop. For task workers,
who have a consistent and well-defined set of applications not requiring
persistent daily customizations, you can deploy pooled VDI desktops.
For these users, such as those in call centers, retail sales, and order entry
departments, a standard desktop is always displayed on login, and no

Introduction



desktop changes persist, offering a fresh desktop upon the next login. Using
a pooled VDI deployment that removes desktop personalization allows for
more scalability, better efficiency, and cost savings over hosting multiple
customized, personal environments with a dedicated VDI deployment.

In the data center, this deployment uses Cisco UCS servers to host the
virtual desktops and other data center services required to complete the
virtualization solution, such as Microsoft Active Directory servers, certificate
authorities, and Cisco Identity Solution Engine (ISE). Deploying the initial VDI
solution with Cisco UCS B-Series blade servers ensures that, as an orga-
nization grows, the VDI deployment can grow by using the advantages of
unified computing and can integrate into the tested Cisco SBA data center
architecture.

Cisco Adaptive Security Appliance (ASA) firewalls are used in the data
center in order to implement security policies between the virtual desktop
VLANS and the application servers in the server VLANS, which contain
confidential information belonging to the organization or its customers. A
separate set of Cisco ASA firewalls in the Internet edge isolate and protect
the organization from Internet-originated attacks. The firewalls also provide
the remote-access VPN termination point, allowing users to access the
virtualization solution from remote locations.
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Figure 1 - Cisco SBA data center design
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Hosted Shared Virtualization for On-Demand Applications

Instead of offering client OS-based desktop instances made available when
deploying a VDI environment, an organization may only require session
virtualization or delivery of a single application or subset of applications to
endpoints. A Windows Server can host multiple instances of an application
and can present an entire server-based desktop to multiple users, which

is called a hosted shared deployment model. This model uses Remote
Desktop Session Host capabilities, also known as Terminal Services. For
additional flexibility and scalability, you can virtualize the Windows Server
operating system that is providing the services, allowing users to access
applications, and different versions of the same application, across multiple
virtual servers using the same compute resources.

Many common applications, such as email, web browsers, instant messag-
ing, and social networking, have already been developed and customized

to offer the best user experience for the unique end-device used, making it
unnecessary and unnatural to use those applications from a complete virtual
desktop presented to the same device. This becomes apparent when you
try to manipulate a full virtual desktop from a tablet or smartphone, where
likely most of the virtual desktop capabilities are unused. In these contexts,
manipulating the full virtual desktop can become a burden to productivity, as
opposed to the convenience of direct access to the required applications.

However, it may be cost prohibitive or impractical for some applications to
have custom versions created for each endpoint used, making hosted shared
on-demand applications a better choice for an organization. Security policies
may also dictate that data remains centralized, and a virtualized on-demand
application approach provides access; for example, devices at remote offices
can access a custom application for medical or financial records.

Additionally, removing the requirement to virtualize and present entire
desktops results in benefits to scale and performance, because processor
cycles on the data center computing systems can be dedicated solely to
running the applications on a per-session basis.
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Cisco Unified Computing System Hardware

The primary computing platforms deployed in the Cisco SBA reference
architecture are Cisco UCS B-Series blade servers and Cisco UCS C-Series
rack-mount servers. The Cisco UCS Manager graphical interface provides
ease of use that is consistent with the goals of Cisco SBA. When deployed

in conjunction with the SBA data center network foundation, the environment
provides the flexibility to support concurrent use of the Cisco UCS B-Series
blade servers, Cisco UCS C-Series rack-mount servers, and third-party serv-
ers, including 1- and 10-Gigabit Ethernet and storage network connectivity.

The Cisco SBA—Data Center Unified Computing System Deployment
Guide is used to setup the Cisco UCS B-Series blade server's compute
infrastructure for the deployment in this guide. The Cisco UCS B-Series
blade servers offer a dense and scalable deployment option managed by
Cisco UCS Manager. For data centers with the Cisco UCS B-Series blade
servers already installed, you can simply add blade servers as required for
the virtualization deployment. For smaller environments or proof-of-concept
deployments, you may choose to use Cisco UCS C-Series servers, either
integrated into a UCS Manager environment or individually managed. For
smaller deployments, Cisco UCS C-Series servers containing multiple drive
bays, providing flexible on-server RAID storage features, are a cost-effective
option that eliminates the need for SAN-attached storage.

Citrix XenDesktop

Citrix is a cloud-computing provider that enables mobile workstyles, with
technology solutions that equip organizations for optimizing the use of their
existing IT assets and resources, as well as protecting the systems, data, and
applications that run the business. As virtualization adoption increases, the
benefits are making this compelling virtualization technology a mainstream
mandate. Citrix XenDesktop enables a desktop virtualization environment by
letting you deliver on-demand virtual desktops and applications to a variety
of device types. Because the XenDesktop installation is agnostic to the
chosen hypervisor, it fits well into the Cisco SBA data center, building on the
virtualization, Cisco UCS, storage, and data center guidance available for the
architecture.

In a Citrix XenDesktop deployment, you virtualize Windows desktops
directly on a hypervisor and install the Citrix XenDesktop management
components as applications in a Windows Server 2008 R2 operating
system. For the Cisco SBA installation, the Windows Server OS is virtualized
on the hypervisor, instead of running natively on the server hardware, which
increases efficiency by allowing multiple VMs to share the hardware.

Introduction



The Citrix XenDesktop download includes a number of server
subcomponents:

= Web Interface—Used to provide users access to their virtual desktops

« Desktop Delivery Controller—Operated by a web interface and
responsible for distributing desktops, managing user access, and
optimizing connections in the XenDesktop environment

« License Server—Operated by a web-based License Administration
Console and used to validate Citrix licenses for the installation

» Desktop Studio—A Microsoft Management Console snap-in used to
manage sites created with XenDesktop

= Desktop Director—An application used to provide a detailed overview
and monitoring of hosted desktops created with Citrix XenDesktop and
Citrix XenApp sessions, for support teams to monitor, maintain, and
troubleshoot the system

Citrix Provisioning Services

Citrix Provisioning Services (PVS) is a component added to the Citrix
XenDesktop deployment in order to enhance scalability and performance
by using an additional virtualization technique. Instead of each hosted
virtual desktop maintaining its own disk image on a one-to-one basis, Citrix
Provisioning Services allows a many-to-one relationship of virtual machines
to a single virtual disk (vDisk). As the number of virtual machines increases,
allowing all to boot from a single, read-only vDisk is operationally efficient
from an image-maintenance standpoint, and it can also enhance perfor-
mance of the system.

After Citrix Provisioning Services is installed, you designate a master target
device and take a snapshot image of the OS and application. This creates a
vDisk that other target devices use as their boot device. Thus, the VMware
hypervisor itself does not offer a virtualized disk, but rather the virtualized
desktop machines are network-booted from the read-only vDisk. Citrix
Provisioning Services also updates machine information that needs to

be unigue among machines, such as system names, which isn't possible
directly from a shared read-only disk image. Additionally, because virtual
desktops can't write to the vDisk, a unique write cache is assigned to each
virtual machine, allowing each VM the required functionality to update its
associated disk storage.
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Citrix XenApp

Citrix XenApp software is used to deliver Microsoft Windows on-demand
applications, which are centralized and managed in the data center. You can
deploy Citrix XenApp software on its own or along with Citrix XenDesktop,
and it is available as a component bundled with some Citrix XenDesktop
editions. To deliver the Microsoft Windows applications, Citrix XenApp
integrates tightly with Windows Server—in this guide, Citrix XenApp 5.6 is
coupled with Microsoft Windows Server 2008 R2 Standard with Service
Pack 1.

Citrix XenApp can be configured in many ways, optimizing different aspects
of virtualization. XenApp delivers user access to applications that are
hosted in the virtualized Windows Server environment, referred to as a
hosted shared deployment model or Remote Desktop Session Host. In this
deployment, XenApp is not used in other available roles, such as streaming
delivery of applications to hosted virtual desktops.

Data Store Database

Citrix XenDesktop, Citrix Provisioning Services, and Citrix XenApp all require
database instances in order to store operational information. Many organiza-
tions already have a Structured Query Language (SQL) database available,
with appropriate redundancy, support staff, and maintenance procedures in
place. If your organization has already deployed a database server, you do
not require an entirely new database server for the Citrix server applications,
as you can use new database instances on the existing database server.

Many database server versions are supported, and deployments vary
among organizations. An appropriate production database is assumed to
be available, so the integration with the production database is left to the
organization. For simplicity and to demonstrate a database installation that
is also useful for pre-production, proof-of-concept deployments, this guide
uses the default Microsoft SQL Server 2008 R2 Express Edition, which is
included as part of the Citrix XenDesktop installation. In production, these
databases are database instances in an organization's chosen enterprise
database scheme.
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Figure 2 - Citrix XenDesktop, PVS, virtual desktop, and XenApp server layout
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Citrix Receiver

Citrix Receiver helps provide Citrix XenDesktop and Citrix XenApp users
with secure connections to their virtual desktops from any end-point device
type with a high-definition user experience. Although the desktops and
applications run on remote servers, the user experience is equivalent to that
of alocal Windows desktop or application. From the user’s perspective, log-
ging on to a virtual desktop is the same as logging on to a local desktop, and
a virtualized application behaves the same as a locally installed application.

Citrix has incorporated Citrix FlexCast delivery technology into Citrix
Receiver, allowing the delivery endpoint to access hosted virtual desktops
and on-demand applications used in this guide, along with other virtualiza-
tion options available from Citrix. The Citrix Receiver client runs on many
types of devices, such as PCs, tablets, and smartphones. In this guide, you
test Citrix Receiver access in order to validate solution functionality by using
a Microsoft Windows 7 endpoint. This guide also provides Apple iOS and
Android installation examples.
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The basis for transporting content to the endpoint is Citrix Independent
Computing Architecture (ICA) protocol. Citrix Receiver employs Citrix HDX
(High Definition User Experience) technology enhancements when using
the ICA transport, for improved multimedia and quality of service (QoS). The
Cisco Wide Area Application Services (WAAS) appliances that are part of
the Cisco SBA architecture provide acceleration techniques that optimize
ICA transport bandwidth usage.
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Deployment Detalls

Preparing the Data Center for Citrix Installation

1. Prepare servers for Citrix installation
2. Connect servers to data center VDI VLAN

3. Configure the data center firewall

Prepare servers for Citrix installation

Before Citrix software can be installed, a base data center infrastructure
must be in place, including networking, server hardware, virtualization
software, and storage access. This procedure serves as an outline for those
preparations. For specific guidance, see the Cisco SBA guides referenced
in this procedure.

Step 1: Procure and assign server hardware to the VDI installation. The
number of servers required is specific to the goals of the deployment. The
installation in this guide uses six servers:

- Virtual infrastructure components on one server
- Virtual desktops on a separate server
- Applications hosted on a third server
Replication of all three servers for high-availability purposes

Optionally, you can add more servers as dictated by the required scale. All
servers for this installation are Cisco UCS B-Series blade servers.

Step 2: Verify supporting servers for Dynamic Host Configuration Protocol

(DHCP) and Microsoft Active Directory are available for use by this installation.
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Step 3: If you have an existing SQL database that is used for development
or production, verify that it is available to be used by this installation and
inform database administrators that three database instances will need

to be created and managed in conjunction with the VDI installation. This
installation uses the default SQL Express database as a means to show a
common implementation, for proof-of-concept purposes.

Step 4: In Cisco UCS Manager, deploy assigned server hardware into the
UCS system. For detailed steps, see the Cisco SBA—Data Center Unified
Computing System Deployment Guide.

Step 5: In VMware vCenter, enable the VMware vSphere Hypervisor
environment on the servers. For detailed steps, see the Cisco SBA—
Data Center Virtualization with Cisco UCS, Nexus 1000V. and VMware
Deployment Guide.

Step 6: In VMware vCenter, configure server Cisco virtual interface card (VIC)
connectivity. For detailed steps, see the Cisco SBA—Data Center Virtualization
with Cisco UCS, Nexus 1000V, and VMware Deployment Guide.

If your deployment uses a Cisco Nexus 1000V distributed virtual switch,
use the same guide in order to attach the server hardware to the distributed
virtual switch, allowing the server access to the VDI VLAN 157.

Step 7: Allocate storage disk space and associate the storage with the
server hardware assigned for the VDI deployment. For more details about
using NetApp filers to supply network storage, see the Cisco SBA—Data
Center NetApp Storage Deployment Guide. This installation uses a large
allocation disk space on FCoE-attached, block-based NetApp storage,
shared among all Cisco UCS B-Series blade servers.

If your organization's data policies permit doing so, you can substitute direct
attached storage integrated directly on the Cisco UCS servers, instead of
using network-based storage. The direct attached storage can be used

for local caching disk functionality or even for the complete Citrix software
installation. This can be a cost-effective alternative to using highly available
network storage.
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Connect servers to data center VDI VLAN

The Cisco UCS B-Series server includes multiple Ethernet connections.
The two Cisco VIC adapters are associated for use together as dual active
connections to the Cisco SBA data center, allowing resiliency and load
sharing between links. Because the servers are hosting client virtual desk-
top machines, much of the server behavior can be characterized as being
similar to the activity of many desktops, and thus server connectivity is
placed in the VDI desktop VLAN created in the data center.

Traffic to and from the server network interfaces is tagged with the VDI
desktop data center VLAN 157. This procedure includes instructions for
creating VLAN 157, installing a route to the new VLAN and adding it to the
route table, creating port-channel connections to the firewall, and adding
firewall policies to the virtual desktops in order to allow them to access
necessary business functions. For simplicity, a single VDI VLAN is used in
this deployment. As deployments scale, you can add VLANSs, to segment
traffic as required for bandwidth and policies of an organization.

The Cisco UCS server VICs are connected through the UCS infrastructure,
which is connected to dual Cisco Nexus 5500 Series core switches. The
following information is used in this procedure to configure the data center
core Cisco Nexus 5500 Series switches:

VDI VLAN—157
VDI VLAN name—VDI_Desktop
- Virtual port-channel to DC firewall-A—port-channel 53

Virtual port-channel to DC firewall-B—port-channel 54
You must assign the port-channel interface configuration on both data
center core Cisco Nexus 5500 Series switches. Failure to configure the

port-channel with matching VLAN assignments on both Nexus 5500 Series
switches puts the port-channel interface into an inconsistent state.

Step 1: Logintothe Cisco Nexus 5500 Series data center core switch-A,
and then create VLAN 157.

vlan 157
name VDI_Desktop

exit
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Step 2: Add VLAN 157 as an allowed VLAN on the virtual port-channel
trunks to the data center firewall.
interface port-channel 53-54
switchport trunk allowed vlan add 157
exit

Step 3: Configure a static route pointing to the trusted subnets behind the
Cisco ASA firewall.

ip route 10.4.57.0/24 vlan 153 10.4.53.126

Step 4: Redistribute the trusted subnet into the existing Enhanced Interior
Gateway Routing Protocol (EIGRP) routing process. This design uses route
maps to control which static routes are redistributed, requiring an additional
match clause to be added to the existing route map configuration.
route-map static-to-eigrp permit 30
match ip address 10.4.57.0/24
|
router eigrp 100
redistribute static route-map static-to-eigrp

Step 5: Log in to the Cisco Nexus 5500 Series data center core switch-
B, and then apply the corresponding configurations as just applied on
switch-A.
vlan 157
name VDI Desktop
exit
!
interface port-channel 53-54
switchport trunk allowed vlan add 157
exit
!
ip route 10.4.57.0/24 Vlan 153 10.4.53.126
!
route-map static-to-eigrp permit 30
match ip address 10.4.57.0/24
|
router eigrp 100
redistribute static route-map static-to-eigrp
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Step 3: Select Configuration, click Firewall, and then click Access Rules.
Procedure 3 Configure the data center firewall The running firewall access rules are displayed.

Network traffic entering and exiting the VDI VLAN in the data center transits
the data center Cisco ASA firewall. The base firewall configuration is created i i i i
as part of the Cisco SBA—Data Center Deployment Guide, and this proce- TR AL e R L] (£ L 2 [ 12

dure builds upon that configuration. @ Harne 'E} Configuration D Manitaring | Q Save G Refresh | o Biack. O

Cisco ASDR 7.0 for £58 - 10,453,126

-(l;gﬁ‘[feorl lg:’;?g:gzrfwzuoaﬂls used in this procedure to configure the data o Firewall Configuration = Firewall > Access Rules
Production port-channel interface—port-channel 10.157 g 53 NAT Rules # Add - f ede [@f Delete | 4 & |
Interface name—DC-VDI_Desktop a | - 0, Service Policy Rules Source Criteria:
Firewall security level—75 Hif by ﬁ AAA Rules * Enabled

------ = Filter Rules Source
IP address—10.4.571/24 @ Public Servers B ;- Global (12 rules)
. Standby IP address—10.4.57.2 g, LR Ftering Servers 1 @ any4

Step 1: Connect to the data center Cisco ASA firewall, and use the CLI to g ;:Z:E:Ez EftT":S:tSEC

add VLAN 157 to production port-channel 10. EJ-% Ohiects
interface Port-channell0.157 -y, Unified Communications
description DC VDI_Desktop VLAN - Advanced 2 & anyd
vlan 157
nameif DC-VDI_Desktop & — 3 @ aryd
security-level 75 T @ anyé
ip address 10.4.57.1 255.255.255.0 standby 10.4.57.2 gﬂ Firevall
no shutdown E= 13 [ e 4

. . : : . Next, you create firewall policies. The values used in this procedure

(SAtggl\gl) ITnh?sv;/se?thg\igiirAlaSinr%Zr?;zcecr)nécrjw?%ElljletﬁaGtC;IIrg\yvsDigtljcz'\élgrqfigiie are examples, and your organization may have different firewall policy

. o requirements.
firewall policies.

https://[Cisco ASDM IP address]/
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Step 4: Using the Access Rules configuration panel, add an access rule to
enable a policy permitting VDI desktop traffic originating from the source
DC-VDI_Desktop-network/24 object to access any network, and then click

OK.

Step 5: Add an access rule to enable a policy allowing workstations to
manage Citrix XenDesktop, PVS, and XenApp instances in the VDI VLAN
destination DC-VDI_Desktop-network/24 object, and then click OK.

Edit Access Rule

Interface: - Any -

Action: @) ) Deny

Source Criteria
Source: 10.4,57.0024
User:

Security Group:

Destination Criteria

Destination: any4
Security Group;

Service: ip, icrp

BB E]

BB

(=]

DI desktop access
Description:

Enabls Lagging

Logging Level: :DeFauIt -

More Options

OK

J

Help

<

% Edit fccess Rule

Interface: -- Any -

Aiction: @) P () Deny
Source Criteria

Source: Management-Meks

User:

Security Group;

Destination Criteria

Destination: 10.4.57.0/24
Security Group:

Service: ip, icmp

B &) ®)

B &) ®)

==l

Management access to YD1 solution
Description:

Enahble Logging

Logging Level: Default -

More Options

ok, ] ’ Cancel

J

Help

<
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Step 6: Add an access rule to enable a policy allowing Citrix Receiver
clients to access virtual desktops in the VDI VLAN destination DC-VDI_
Desktop-network/24 object, and then click OK.

% Edit fccess Rule

Interface: -- Any -

Action: @) Permit ) Deny

Source Criteria

==l

Source: anyd
User:

Security Group;

B &) ®)

Destination Criteria

Destination:

10.4.57.0/24 E]
Security Group: E]

Service: Citrix 1604, Citrix2598, Citrix5050, RDP, tcp,l'httpsE]

Citrix Receiver clients to YDI
Description:

Enahble Logging

Logging Level: Default -

More Options

[ Ok H Cancel H

Help ]

<

Step 7: At the display showing the inserted firewall access rules, click

Apply. This enables the new rules.

et Citrix1494
e Citrix1604
e Citrix2598
et CitrixB080
et RDP
e https

7 =l DC-VDT_Deskkop-network/24 @ any4 e ip & Permit o £5a WDI desktop access
i icmp

[ =B Management-Mets 5l DCVDT_Deskkop-network 24 e ip o Permit wag Management access to YOI solution
i icmp

9 @ anyd i DCYDI_Desktop-nstworkiz4 g icmp o Permit w7 Cirix Recelver clients to YD1

The firewall now permits access inbound and outbound to the VDI VLAN.

February 2013 Series

Installing and Configuring Citrix XenDesktop

1. Install XenDesktop
Install Citrix License Server VM
Configure the site

Prepare SQL database for remote access

o &~ W N

Join additional XenDesktop VM into site

Citrix XenDesktop contains multiple components that you install on the
server hardware designated for VDI infrastructure. The components include:

XenDesktop Controller—also known as the Desktop Delivery Controller
(DDC)

Web Access—to broker connections for the virtual desktops

Desktop Studio—to configure and manage your XenDesktop
deployment

Desktop Director—to monitor and maintain hosted virtual desktops

License Server—to maintain Citrix licenses for this installation. This
componentis required if an available Citrix License Server does not
already exist in the organization.

The installation of these components is included as part of the Citrix
XenDesktop ISO installation image. The ISO also contains the Virtual Desktop
Agent, which you do not install on Windows Server but do install into the
operating system on the virtual desktops that are created for the users.

Install XenDesktop

In this procedure, you create a primary VM and secondary VM that both
operate Citrix XenDesktop, for high-availability purposes. Each installation of
the Citrix XenDesktop software is installed into a Microsoft Windows Server
2008 R2 operating system. The details of a Windows Server installation vary
by IT organization, and specific Windows installation details are not included
in this guide.
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O\  Reader Tip

For more information about installing Windows Server 2008 R2,
see the following:
http://technet.microsoft.com/en-us/library/dd379511.aspx

You install Microsoft Windows Server 2008 R2 virtual machine instances
(including VMware Tools) on the Cisco UCS hardware designated for
infrastructure services. The following information is used.

Table 1 - Citrix XenDesktop configuration values for Cisco UCS server 1

Destination storage

Component Parameter Cisco SBA value

H1: Cisco UCS | Name in VMware vCenter chas3-s1

server 1 IP address 10.4.63.112
Subnet mask 255.255.255.0
Default gateway 10.4.63.1

DDC virtual Name in VMware vCenter H1-DDC

machine

VDI shared-storage on
NetApp

Hard disk 1

Virtual disk with default
40 GB drive (C:/ drive)

Network adapter 1

VMXNET 3 attached to
VDI_Servers VLAN

DNS name DDC

IP address 10.4.57.4
Subnet mask 255.255.255.0
Default gateway 10.4.571

DNS and Active Directory server | 10.4.48.10
DNS and Active Directory cisco.local

domain
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For each Windows Server instance, ensure that:
Network connectivity is configured and available
- Windows OS license is activated
- Windows Server patches are applied

Microsoft Active Directory domain is joined (prerequisite for site-
configuration step)

The following Windows Server prerequisites for the Citrix XenDesktop
installation do not need to be installed at this time because the installation
software detects that they are not installed and then automatically launches
their installation:

Microsoft .NET Framework 3.5 Service Pack 1
Microsoft Internet Information Services (IIS)
Microsoft Visual J# 2.0 SE

Microsoft SQL Server 2008 R2 Express

Step 1: On Cisco UCS server 1, install a Microsoft Windows Server 2008 R2
virtual machine instance and VMware Tools, configure network connectivity
by using the values in Table 1, and then join the Active Directory domain.
When joining the domain, you will be prompted to reload the VM. This is the
virtual machine instance that runs the primary DDC installation.

Step 2: After the reload for Active Directory changes is complete, return

to the console and then log in to the Active Directory domain as a user with
administrative privileges (Example: cisco.local\administrator).
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Step 3: If the Active Directory domain requires setup of a certificate for the
Simple Certificate Enrollment Protocol (SCEP) service, a message is dis-
played. Click the taskbar icon, and then complete the certificate enrollment.
Use names that match the DNS names for the VM installation instance.

Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.

Certificate Properties x|
£ subject | General | Extensions | Private key | Certification Authority | Signature |
The subject of a certificate is the user or computer to which the certificate iz issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.
Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type: CN=ddc.dsco.local

ICnmmnn name j Add =

Value:
I < Remove

)

Alternative name:
Tvpe: EM
fons =l

Value:
I Add =

|

Learn more about subject name
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Step 4: In VMware vCenter, mount the Citrix XenDesktop ISO image to
the created Windows Server virtual machine, and then allow the AutoPlay
service to launch the Citrix AutoSelect.exe XenDesktop installer. The first
XenDesktop installation wizard is displayed.

B XenDesktop

Install XenDesktop
: " Install XenDesktop server components and prerequisites

|_,1 Install Virtual Desktop Agent

Cannot be installed on this operating system

Extras

Opticnal extras including Wyse Xenith Manager

Close |

Step 5: Click Install XenDesktop.

Step 6: On the licensing page, accept the Citrix XenDesktop Licensing
Agreement, and then click Next.
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Step 7: On the Select Components to Install page, clear License Server.

If this installation is for an additional server for high availability or you have

an alternative SQL database that you are using for the installation, clear

Install SQL Server Express, and then click Next.

If this is the first Citrix XenDesktop installation (not an additional high-avail-

ability one) and you are not using an existing SQL database, verify Install

SQL Server Express is selected, and then click Next.

& XenDesktop

Select Components to Install

F  ¥enDesktop Controller
Creates and manages virtual desktops for users

¥  Web Access
Provides users withweb access to their virtual desktops
¥l  Desktop Studio

XenDesktop configuration and management corsole

¥  Desktop Director
XenDesktop daily operations and helpdesk web site

[T  License Server
& At least one required for each XenDesktop site

Install location: C:\Program Files\Citrix

¥ Install SQL Server Express
Controller database, Uncheck to use existing SQL Server,

Change install location ...

K

< Back

|Neﬂ>|

Cancel
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Step 8: If Windows Firewall is enabled, the Firewall Configuration page is

displayed. Verify that Enable these ports is selected, and then click Next.

Firewall Configuration

Windows Firewall is enabled.

KenDesktop reguires the following ports be cpened:

= License Server (TCP ports 27000, 7279)

¥ Enable these ports

Step 9: On the Summary page, click Install. The installation begins. The
Installing page appears and shows progress as the installation continues.
The Microsoft SQL Express 2008 R2 prerequisite varies, depending on
installation.

=l XenDesktop

Installing

Prerequisites

' Microsoft .NET Framework 3.5 Service Pack 1 Installed
) Microsoft SQL Express 2008 R2 Installing
Microsoft Internet Information Services
Microsoft Visual 1# 2.0 SE
Components
¥enDesktop Controller
Web Access
Desktop Studio
Desktop Director
Post Install

Initialize Components

< Back I Close Cancel
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Once complete, Installation Successful is displayed. Step 12: Launch Windows Update, apply any updates found, and then
repeat the check for updates until no updates remain. Because the instal-

] lation adds Windows components, those components should be Upda‘[ed
Installation S ul with the latest patches, usually requiring at least one reboot of the virtual
nstallation successiu machine (VM).
On the server, in a web browser, navigate to the following URL:

Prerequisites http://localhost

+ Microsoft .NET Framework 3.5 Service Pack 1 Installed o ) ) )

/ Microsoft SQL Express 2008 R2 Installed The Citrix XenDesktop logon screen displays in the web browser. This

W M?cmsoﬁlntemetlnfonnation Services Installed confirms the Citrix XenDesktop installation.

+ Microsoft Visual J# 2.0 SE Installed

Components

+ XenDesktop Controller Installed [

+ Web Access Installed Cltrlx Xen DeSktop

+ Desktop Studio Installed

+ Desktop Director Installed

Click Install to access your
virtual desktop.

‘.- y INSTALL
< Back | Close I Cancel P =

W) Security Details | Skip to Log on

¥ Configure XenDesktop after closing

Because this installation includes Desktop Studio and was launched on
a server that is joined to Active Directory, the option to configure Citrix
XenDesktop is displayed.

Step 10: On the Installation Successful page, verify Configure XenDesktop
after closing is selected, and then click Close. The Citrix XenDesktop
installation wizard completes, and the Citrix Desktop Studio snap-in to the
Microsoft Management Console is launched.

Step 11: Close the Citrix Desktop Studio window. You complete this con-
figuration in a later procedure.
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Step 13: On Cisco UCS server 2, which serves as the high-availability Citrix
XenDesktop server, repeat this procedure and use the information in the

following table.

Table 2 - DDCHA configuration values for Cisco UCS server 2

virtual machine

Destination storage

Component Parameter Cisco SBA value

H2: Cisco UCS | Name in VMware vCenter chas3-s2

server 2 IP address 10.4.63.113
Subnet mask 255.255.255.0
Default gateway 10.4.631

DDC high- Name in VMware vCenter H2-DDCHA

availability

VDI shared-storage on
NetApp

Hard disk 1

Virtual disk with default
40 GB drive (C:/ drive)

Network adapter 1

VMXNET 3 attached to
VDI_Servers VLAN

DNS name DDCHA

IP address 10.4.57.5
Subnet mask 255.255.255.0
Default gateway 10.4.57.1

DNS and Active Directory 10.4.48.10
server

DNS and Active Directory cisco.local

domain

Install Citrix License Server VM

In this procedure, you create a new virtual machine on the primary Cisco
UCS server. This virtual machine runs Citrix License Server, which is oper-
ated by a web-based License Administration Console and used to validate

Citrix licenses.

The following information is used for the installation of Citrix License Server.

Table 3 - LicenseServer configuration values for Cisco UCS server 1

Component Parameter Cisco SBA value

H1: Cisco UCS | Name in VMware vCenter chas3-s1

server 1 IP address 10.4.63.112
Subnet mask 255.255.255.0
Default gateway 10.4.63.1

LicenseServer
virtual machine

Name in VMware vCenter

H1-LicenseServer

Destination storage

VDI shared-storage on
NetApp

Hard disk 1

Virtual disk with default
40 GB drive (C:/ drive)

Network adapter 1

VMXNET 3 attached to
VDI_Servers VLAN

DNS name LicenseServer
IP address 10.4.57.6
Subnet mask 255.255.255.0
Default gateway 10.4.571
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DNS and Active Directory server | 10.4.48.10

DNS and Active Directory domain | cisco.local

Step 1: On Cisco UCS server 1, install an additional Microsoft Windows
Server 2008 R2 virtual machine instance for Citrix License Server, configure
network connectivity, and then join the Active Directory domain. When join-
ing the domain, you will be prompted to reload the VM.
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Step 2: After the reload for Active Directory changes is complete, return to
the console, and then log in to the Active Directory domain as a user with
administrative privileges (Example: cisco.local\administrator).

Step 3: If the Active Directory domain requires setup of a certificate for
the SCEP service, a message is displayed. Click the taskbar icon, and then
complete the certificate enrollment.

@ Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.

Step 4: In VMware vCenter, mount the Citrix XenDesktop ISO image to the
created Windows Server virtual machine for the H1-LicenseServer VM, and
then allow the AutoPlay service to launch the XenDesktop installer. The first
XenDesktop installation wizard is displayed.
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Step 5: Complete the XenDesktop installation wizard, and note the

following:

Click Install XenDesktop.

On the licensing page, accept the Citrix XenDesktop Licensing

Agreement, and then click Next.

On the Select Components to Install page, clear all the check boxes
except License Server, and then click Next.

& XenDesktop

Select Components to Install

r

XenDesktop Controller
& At least one required for each XenDesktop site

Web Access
& At least one required for each XenDesktop site

Desktop Studio
& At least ane required for each XenDesktop site

Desktop Director
XenDesktop daily operations and helpdesk web site

License Server
Manages ¥enDesktop licerses

Install location: C:\Program Files\Citrix

Change install location ...

< Back | Mext > I

Cancel
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If Windows Firewall is enabled, then the Firewall Configuration page is Step 2: Click Start > All Programs > Citrix, and then click Desktop Studio.
displayed. Verify that Enable these ports is selected, and then click Citrix Desktop Studio launches.
Next.

Complete the wizard, and then click Close. © Fie Acton Vien Windon Hep ST

&= =E=

& XenDesktop | [ © Desktop Studio =+ [Actions
= [ Access
Desktop Studi
= @Cimx Web Interface I o it del o — - =
H ¥enApp Web Sites (i Join existing deploymen View 4
InSta| |at| on SUCCESSfU| XenApp Services Sites Add the XenDesktop Contraller installed on this server to an exist New Window fro...
|G Refresh
.. _|H nep
Prerequisites
+ Microsoft .NET Framewaork 3.5 Service Pack 1 Installed Deskion deul
esktop deployment
Components P } ]
Advanced configuration ideal for large production environments.
+ License Server Installed

Application deployment
B Configuration of VM Hosted Applications.

Step 3: Click Desktop deployment. The Desktop Deployment wizard launches.

Step 4: On the Site page, name the site SBA, select Use default database,
and then click Next.

Desktop Deployment

= Back | Close I Cancel Steps Site: [SBA

© site
. . . . . . . Database configuration:
The Citrix License Server software is now installed. Because the installation © Licensing )
i ; : (®) Use defauit databa
adds Windows components, those components should be updated with the et e e
latest patches O Host © Use existing database:
- © storage Server location: | l
i —

Step 6: Check for Windows updates, and apply any found.

l | Test connection...

sernver,

Click "OK’ if you weuld you like XenDesktop to
Procedure 3 conﬁgure the Site create the database automatically.
1 ar

o A database could not be found on the database

can generate a database

In this procedure, you use Citrix Desktop Studio in order to configure the B o i
deSktOp deployment site generated database schema and then retry the
: connection.

Step 1: Log into the console of the H1-DDC VM (Example: DDC.cisco.local)

as an administrative user in the Active Directory domain (Example: cisco. CITRIX
local\administrator). [ [ net ][ cne
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Step 5: On the "A database could not be found on the database server”
message, click OK. Automated configuration of the database starts.

Step 6: On the Licensing page, in the License Server box, enter
LicenseServer.cisco.local, and then click Connect. Ensure Use
XenDesktop 30-day free trial is selected, and then click Next.

Desktop Deployment

Steps
@ site

e Licensing
) Connection
) Host

(5] Storage

@ Summary

CiTRIX

Connect to your license server:

License Server: [ LicenseServer.cisco.local

]I Connect ]

(e.g. LicenseServerAddress:Port)

Set your XenDesktop edition and licensing model:

-@) Use XenDesktop 30-day free trial

(You can add license files and edit your licensing model later via Desktop Studia)

() Select from existing licenses
(The list below is generated from the license server)

Product Model

Add license file...

[ Back

)(

Next ][ Cancel ]

Step 7: On the connection page, enter the following values, and then click

Next:

Host type—VMware virtualization
Address—http://vCenter.cisco.local/sdk

Username—administrator

Password—[password]
Connection name—DCvCenter

Virtual machines—Manually create virtual machines
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The manual option is the optimal way to configure when solely using Citrix
PVS for machine creation, as the alternative requires more options in order
to configure Machine Creation Services (MCS) before proceeding.

Desktop Deployment

Steps Host type: [¥ware viruaiization -]
@ site Address: [ https://vCenter.ciscolocal/sdk ]
0 Licensing

Username: [ administrator ]
0 Connection
O Summary Password: [ ssssssns ]

The Connection name will be displayed in Desktop Studio. Consider using a name that will
help administrators to identify the host type and address of the deployment to which the
connecticn relates,

Connection name: DCvCenter

Virtual machines:
() Use XenDesktop to create virtual machines

(®) Manually create virtual machines

CiTRIX

Back ] [ Next [N ] [ Cancel

For Citrix Desktop Studio Secure Sockets Layer (SSL) com-
munication to VMware vCenter to be successful using HTTPS,
an appropriate certificate trust relationship must be created.
If vCenter is not using a trusted root certificate authority (CA),
but instead uses a self-signed certificate, you can point a web
browser to vCenter, such as https://vCenter.cisco.local, and
accept the untrusted certificate. Then view the certificate and
manually install it into the certificate physical stores, under
Trusted People > Local Computer.
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Step 8: On the Summary page, click Finish.

Steps

@ site

@ Licensing
@ Connection

0 Summary

Summary
Site name:
License Server:
Database server:

Database name:

Host type:
Host address:

Host:

Desktop Deployment

SBA
LicenseServer.ciscolocal
ASQLEXPRESS
CitrixXenDesktopDB

VMware virtualization
https://vCenter.cisco.local/sdk

None configured

Desktop Studio completes the installation and displays the newly created

site.

= D

@_He Action  View  Window

Help

==

PRETE

€= =l

[© Desktop Studio
O Search
g Machines
Assignments
Applications
[= Hox Policy
@ Configuration
= ] Access
E1 (Z) Citrix Web Interface
¥enApp Web Sites
XenApp Services Sites

Actions
— = Desktop Studio
Initial configuration

View

New Window fro...

Step 2: In the tree, navigate to SQL Server Network Configuration >
Protocols for SQLEXPRESS.

Step 3: Double-click Named Pipes.

Step 4: On the Named Pipes Properties dialog box, next to Enabled, select
Yes, and then click Apply.

Step 5: On the message about the changes made, click OK, and then click
OK to close the dialog box.

Step 6: In the tree, navigate to SQL Server Network Configuration >
Protocols for SQLEXPRESS.

Step 7: Double-click TCP/IP.

Step 8: On the TCP/IP Properties dialog box, on the Protocol tab, next to
Enabled, select Yes, next to Listen All, choose No, click Apply.

7= sgl Server Configuration Manager I ETET

File Action View Help

= |E=d

/{9} Initial configuration ¥ Complete

Site: SBA

G Refresh

ﬂ Help

‘ gl\-‘lachinecreation

L__, | Configure

The base Citrix XenDesktop software installation is complete.

Prepare SQL database for remote access

Step 1: Loginto the H1-DDC virtual machine console (Example: DDC.cisco.
local), and then navigate to Start > All Programs > Microsoft SQL Server
2008 R2 > Configuration Tools > SQL Server Configuration Manager. SQL
Server Configuration Manager opens.
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@ S0L Server Configuration Manager {Local) Protocol Mame Status |
SQL Server Services % Shared Memory  Enabl FRaa bt g e T 2] x|
3 50L Server Network Configuration (32hit) % Named Pipes Disab
[ 22 5QL Native Client 10.0 Configuration (32bit) | 9=rcp/p Disab  FProtocol I IP M*Hﬂl
Client Protocols "
% Aliases v pisab 15 General
B § 50L Server Network Configuration Enabled Yes
3~ Protocols for SQLEXFRESS Keep Alive 30000
= % 5QL Native Client 10.0 Configuration Listen All Yes LI
Client Protocols
Aliases
Listen All
Listen on all IPs
ok | Help

Step 9: On the message about the changes made, click OK.
Step 10: Click the IP Addresses tab, locate the adapter with the active IP

address, clear the TCP Dynamic Port box, in the TCP Port box, enter 1433,
and then click OK.
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Step 11: On the message about the changes made, click OK, and then click
OK to close the dialog box.

Step 12: In the tree, navigate to SQL Server Services, in the pane on the
right side right-click SQL Server, and then click Restart. The SQL server

restarts.

Step 13: In the tree, click SQL Server Services, right-click SQL Server
Browser, and then choose Properties.

Step 14: Onthe SQL Server Browser Properties dialog box, click the
Service tab, next to Start Mode, choose Automatic, and then click OK.

REIET
File Action View Help
€97 H=H®OE@
45 5L server Configuration Manager (Local) Name State | StartMode [Logonas [ Process
@SQL Server (SQLEXPRESS) Running  Automatic NT AUTHORITY\MET... 2944

H sqL server Network Configuration (32bit)
= & 5QL Native Client 10.0 Configuration (32bit)

EL_ Client Protocols
Bl Aliases
= E SQL Server Metwork Configuration

[~ Protocols for SQLEXFRESS
= % SQL Mative Client 10,0 Configuration

Bl Client Protocols
& Aliases

SQLServerServices

@SQL Server Agent (SQLEXPRESS) Stopped  Other (Boot, System...
ﬁSQL Server Browser Running Automatic

SQL Server Browser Properties

"LogOn  Service | Advanced |

NT AUTHORITY\NET... 0
NT AUTHORITYLOC... 424

21|

SOL Service Type
Start Mode Automatic
State Running

Bl General
Binary Path "C:\Program Files (x88) Microsoft St
Error Control 1
Exit Code 0
Host Name PYVS
Name SOQL Server Browser
Process ID 424

Join additional XenDesktop VM into site

Step 1: Login to the console of the H2-DDCHA VM as an administrative
user in the domain (Example: cisco.local\administrator).

Step 2: Click Start > All Programs > Citrix, and then click Desktop Studio.
Citrix Desktop Studio is launched.

& Citrix Desktop Studio 18] x|
@ File  Action WView Window Help |-|ﬁ'|5|

&= |~ 3=
@ Desktop Studo A

7 Acti
= || Access Desktop Studio -
= @ Citrix Web Interface T . .
YenApp Web Sites f=mm Join existing deployment View
XenApp Services Sites E';:l Add the XenDesktop Controller installed on this server to an exist New Window fro...
|G Refresh
_ ﬂ Help

Desktop deployment

Advanced configuration ideal for large production environments.

Application deployment
G Configuration of VM Hosted Applications.

Step 15: Right-click SQL Server Browser, and then choose Start.

Step 16: On the H1-DDC VM console, using the Windows Control Panel,
disable Windows Firewall. Once connectivity is demonstrated, you can
enable and customize the firewall for your environment.
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Step 3: Click Join existing deployment. The Desktop Deployment wizard
launches.

Step 4: On the Select XenDesktop Site dialog box, enter DDC.cisco.local,
and then click OK.

select XenDesktop Site

Specify the address of a Controller in the Site you wish to join

[ DDC.cisco.local l

[ O ] [ Cancel
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Step 5: On the “Would you like XenDesktop to update the database
automatically” message, click Yes. Citrix XenDesktop begins to update the
database.

Desktop Studio

Would you like XenDesktop to update the database
automatically?

If the wizard returns any errors, the database may not be remotely acces-
sible. If the wizard asks for credentials, then the database may have been
installed while not logged into the domain, or the current user may not be
logged into the domain with credentials that can access the database. If
these scenarios occur, you must correct them and restart the configuration
procedure.

Citrix Desktop Studio completes the installation and displays the newly
created site, showing the same view as available from the H1-DDC VM.

= De

=la x|

@_ﬁe Action  Wiew Window Help

| =1=1x]

@ = [=HlE

[ &) Desktop Studio Actions

£ search — - Desktop Studio
E Machines Initial configuration Actions Powershell

L Assignments iew

Applications
[= Hox Policy
> Configuration
B ] Access

= @ Citrix Web Interface - § . E Help
.{o}; Initial configuration ¥ Complete

New Window fro...

G4 Refresh

XenApp Web Sites
XenApp Services Sites
Sitte: SBA

Iy

m Machine creation

|

L_ | Configure

-

The base Citrix XenDesktop software installation for the high availability
server is complete.
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Deploying Citrix Provisioning Services (PVS)

—

Install Citrix Provisioning Services VM
Configure Provisioning Services

Create a master Windows 7 desktop
Install Virtual Desktop Agent (VDA)
Install Citrix PVS Target Device Software
Remove any ghost network interfaces
Create and acquire master target vDisk
Install additional Citrix PVS VM
Configure additional Citrix PVS VM

© ® NP O A N

10.Create streamed VM collection
11. Create catalog in Citrix Desktop Studio

12. Test connectivity to virtual desktops

Citrix XenDesktop has a built-in virtual desktop provisioning service called
Machine Creation Services (MCS). To improve scalability, Citrix Provisioning
Services (PVS) is used as an alternative to MCS. PVS achieves greater
scalability by using the SAN for delivery of a common virtual disk (vDisk) to
multiple users, whereas MCS does not require SAN but requires more RAM
I/O operations as the performance trade-off.

In this process, you install a primary Citrix PVS VM and one or more addi-
tional PVS VMs for high availability and increased scalability. After installa-
tion, you configure the PVS instances.
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Install Citrix Provisioning Services VM

Each installation of the Citrix Provisioning Services (PVS) software is
installed into a Microsoft Windows Server 2008 R2 operating system. The
details of a Windows Server installation vary by IT organization, and specific
Windows installation details are not included here.

/RN  Reader Tip

For more information about installing Windows Server 2008 R2,
see the following:
http://technet.microsoft.com/en-us/library/dd379511.aspx

You install Microsoft Windows Server 2008 R2 virtual machine instances
(including VMware Tools) on the Cisco UCS hardware designated for
infrastructure services. The following information is used:

Table 4 - Citrix PVS configuration values for Cisco UCS server 1

Component Parameter Cisco SBA value
H1: Cisco UCS | Name in VMware vCenter chas3-s1
server 1
PVS virtual Name in VMware vCenter H1-PVS
machine Destination storage VDI shared-storage on
NetApp
Hard disk 1 Virtual disk with default
40 GB drive (C:\ drive)
Hard disk 2 Virtual disk with default
40 GB drive (E:\ drive)
DNS name PVS
IP address 10.4.57.7
Subnet mask 255.255.255.0
Default gateway 10.4.57.1
DNS and Active Directory server | 10.4.48.10
DNS and Active Directory domain cisco.local
February 2013 Series

For each Windows Server instance, ensure that:
Network connectivity is configured and available
- Windows OS license is activated
- Windows Server patches are applied
Microsoft Active Directory domain is joined

The following Windows Server prerequisite for the Citrix Provisioning
Services installation needs to be installed, before Citrix PVS installation:

Microsoft NET Framework 3.5 Service Pack 1

Step 1: On Cisco UCS server 1, install a Microsoft Windows Server 2008 R2
virtual machine instance and VMware Tools, configure network connectivity
by using the values in Table 4, activate Windows, and then join the Active
Directory domain. When joining the domain, you will be prompted to reload
the VM. This is the primary virtual machine instance that runs Citrix PVS.

Step 2: After the reload for Active Directory changes is complete, log into

the Active Directory cisco.local domain, with an account that has local
administrator privileges.

Installing Citrix PVS while not logged in as a user in a domain can
cause setup issues.
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Step 3: If the Active Directory domain requires setup of a certificate for the
SCEP service, a message is displayed. Click on the taskbar icon, and then
complete the certificate enrollment.

@ Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.

x
£ subject | General | Extensions | Private key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate iz issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

CN=PV5,dsco.local

Type:
ICnmmnn name j Add = |
Value:
I < Remove |

Alternative name:

Tepe: e —
onis =l

Value:

3

Learn more about subject name

oK Cancel Apply
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Step 4: Click Start, in the search box, enter server manager, and then click
Server Manager.

Step 5: In Server Manager, click Features > Add Features, select NET
Framework 3.5.1 Features, and then at the prompt, click Add Required Role
Services.

Step 6: In the wizard, use the default values, and then on the last page, click
Install. When prompted, confirm the installation.

Step 7: When the installation is complete, close the installation wizard.

If you plan to integrate with an existing production SQL database, skip to
Step 26. As previously described, for this deployment you use a local SQL
Express database. The installation for Citrix PVS is available from the Citrix
XenDesktop ISO image.

Step 8: In VMware vCenter, connect the Citrix XenDesktop installation ISO
(not the PVS ISO) to the H1-PVS VM.

Step 9: From the VM console, cancel the installation by the AutoPlay
service, navigate to the D:\Support\SQLExpress2008R2\x64 folder on the
ISO image, and then double-click the setup icon. The SQL Server 2008 R2
Setup wizard is displayed.
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Step 10: Complete the SQL Server 2008 R2 Setup wizard. Note the

following:

On the License Terms page, accept the license terms, and then click

Next.

On the Feature Selection page, select all features, and then click Next.

& SOL Server 2008 R2 Setup

Feature Selection

Select the Express Features to install,

[ O[]

Setup Support Rules

License Terms

Feature Selection
Installation Rules

Instance Configuration

Disk Space Reguirements
Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Camplete

Description:

akabase Enging Services
SGL Server Replication
Shared Features
SQL Client Connectivity SDK
Redistributable Features

Select Al Unselect Al

Server features are instance-
aware and have their own
reqistry hives, They support
mulkiple instances on a computer,

Shared Feature directory: IC:\ngram Files\Microsoft SQL Server!,

Shared Feature directory (x86): IC:\ngram Files (x86)\Micrasoft SCL Server),

]
|

< Back |

Mext = |

Cancel | Help

4

On the Instance Configuration page, verify Named instance is selected,
keep the remaining SQL Express defaults, and then click Next.
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# SQL Server 2008 R2 Setup =[S
Instance Configuration
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.
Setup Support Rules " Default instance
PR ¥ Named instance: ISQLEXPRESS
Installation Rules
Instance Configuration
Disk Space Requirements. Instance ID: ISQLEXPRESS
Server Configuration
fig Instance root directory: IC:\Prcgram Files\Microsoft SQL Server)

Database Engine Configuration
Error Reporting
Installation Configuration Rules SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL10_50.5QLEXPRESS
Installation Progress

Installed instances:
Complete

Instance Name | Instance ID \ Features | Edition | Version
< Back | Mext = | Cancel | Help |

On the Server Configuration page, for both services, in the Startup Type
list, choose Automatic, and then for the SQL Server Database Engine
service, in the Account Name box, enter cisco.local\administrator.

W% SQL Server 2008 R2 Setup o =[]
Server Configuration
Specify the service accounts and collation configuration.
Setup Support Rules Service Accounts | Collation |
Feature Selection
Installation Rules Microsoft recommends that you use a separate account for each SQL Server service.
Instance Configuration Service Account Name Password Startup Type
Disk Space Reguirements 3L Server Database Engine dsco.local\administrator YT Automatic ﬂ
Server Configuration 5QL Server Browser NT AUTHORITY\LOCAL ... Automatic |
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress
Complete

Use the same account for all SQL Server services |

Cancel | Help I

< Back | Next > |

Complete the wizard by accepting the default values.
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Step 11: Click Start > All Programs > Microsoft SQL Server 2008 R2 >
Configuration Tools > SQL Server Configuration Manager. SQL Server
Configuration Manager launches.

Step 12: In the tree, navigate to SQL Server Network Configuration >
Protocols for SQLEXPRESS.

Step 13: Double-click Named Pipes.

Step 14: Onthe Named Pipes Properties dialog box, next to Enabled, select
Yes, and then click Apply.

Step 15: On the message about the changes made, click OK, and then click
OK to close the dialog box.

Step 16: In the tree, navigate to SQL Server Network Configuration >
Protocols for SQLEXPRESS.

Step 17: Double-click TCP/IP.

Step 18: On the TCP/IP Properties dialog box, on the Protocol tab, next to
Enabled, select Yes, next to Listen All, choose No, click Apply.

7= sql Server Configuration Manager ;Iilil

File Action View Help
«=70=@
@ S0L Server Configuration Manager {Local) Protocol Mame Status |
S Server s Rl v v rroperis ———————ETE
3 50L Server Network Configuration (32hit)
B,

¥ Named Pipes Disab

. SQL Native Client 10.0 Configuration (32bit) | 3=tcp/fp Disab  FProtocol I IP Mﬁwl

Client Protocols ¥ "
VIA Disab
= I
Aliases eneral
B § 50L Server Network Configuration Enabled Yes
3~ Protocols for SQLEXFRESS Keep Alive 30000
= % 5QL Native Client 10.0 Configuration Listen All Yes LI

Client Protocols
Aliases

Listen All
Listen on all IPs

0K Cancel
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Step 19: On the message about the changes made, click OK.

Step 20: Click the IP Addresses tab, locate the adapter with the active IP
address, clear the TCP Dynamic Port box, in the TCP Port box, enter 1433,
and then click OK.

Step 21: On the message about the changes made, click OK, and then click
OK to close the dialog box.

Step 22: In the tree, navigate to SQL Server Services, in the pane on the
right side right-click SQL Server, and then click Restart. The SQL server
restarts.

Step 23: In the tree, click SQL Server Services, right-click SQL Server
Browser, and then choose Properties.

Step 24: Onthe SQL Server Browser Properties dialog box, click the
Service tab, next to Start Mode, choose Automatic, and then click OK.

RIS

File Action View Help

e AR REREYN 7 RRCRORONG

@ SQL Server Configuration Manager {Local) MName State Start Mode | Log On As. | Process
E SQL Server Services [95QL server (SQLEXPRESS) Running  Automatic NT AUTHORITY\NET... 2944
3. 5QL Server Network Configuration (32bit) | [ S0L Server Agent (SQLEXPRESS) Stopped  Other (Boot, System... NT AUTHORITY\NET... 0
= 5 SQL Native Client 10,0 Configuration (32bit) ﬁSQL Server Browser Running  Automatic NT AUTHORITY\LOC... 424

T
& e proment 21
= E SQL Server Metwork Configuration I logOn Service I . I
[~ Protocols for SQLEXFRESS
= % SQL Mative Client 10,0 Configuration B General
Client Protocols Binary Path C:\Program Files (x86) Microsoft St
& Aliases Error Control 1
Exit Code 0
Host Name PYVS
Name SOQL Server Browser
Process ID 424
SOL Service Type
Start Mode Automatic
State Running

Step 25: Right-click SQL Server Browser, and then choose Start.

Step 26: Launch Windows Update, apply any updates found, and then
repeat the check for updates until no updates remain. Because the installa-
tion adds Windows components, those components should be updated with
the latest patches, usually requiring at least one reboot of the VM.
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Step 27: In VMware vCenter, mount the Citrix PVS ISO image to the created Step 28: Select Console Installation, and then on the InstallShield Wizard
H1-PVS virtual machine, and then allow the AutoPlay service to launch the dialog box, click Install.
installation. The Provisioning Services installation wizard is displayed.

Citrix Provisioning Services Console ®64 - InstallShield Wizard

T Cikrix Pravisioning Services Console x64 requires the Following items ko be installed on
(%*1  vour computer, Click Install to beqin installing these requirements.

Skatus | Requirement |

Console Installation ] . Pending Host Powershell Snapln x64
5 Pending Broker Snapin z64
Server Installation ) ' Pending Configuration_PowerShellSnapInxg

Target Device Installation

Help and Support

(1%, Browse DVD

Install the Consaole.

Inskall I Cancel

Step 29: Complete the next three installation wizards for the Host

PowerShell, Broker, and Configuration Snap-Ins, and note the following for
each:

Select | accept the terms of the License Agreement.
Click Install.

When the module installation is complete, click Next.

Step 30: At the prompt for Customer Information, in the User Name box,
enter Administrator, and in the Organization box, enter SBA, and then click
Next.

Step 31: Use all of the defaults in order to finish the installation of
Provisioning Services Console.
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Step 32: In the Provisioning Services installation wizard, select Server
Installation, and then click Install Server.

Step 33: Accept all the default settings and prompts, accept the licens-
ing agreement, in the User Name box, enter Administrator, and in the
Organization box, enter SBA, and then complete the Provisioning Services
server installation.

The Provisioning Services Configuration Wizard automatically launches.

) Provisioning Services Configuration Wizard x|
o The Configuration Wizard provides an easy way to
CITRIX'
]

setup a "basic” Server configuration.

| For advanced configurations, see the Installation and
Configuration Guide.

You can always run the Configuration Wizard again
later from the Start Menu.

| ———

= Barh Mext = Cancel

Configure Provisioning Services

Step 1: Open the console of the H1-PVS VM (Example: PVS.cisco.local).
The Provisioning Services Configuration Wizard should be open.

If the Provisioning Services Configuration Wizard has been closed, restart
it by selecting Start > All Programs > Citrix, Provisioning Services >
Provisioning Services Configuration Wizard.

Step 2: On the introduction page, click Next.
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Step 3: On the DHCP Services page, select The service that runs on
another computer, and then click Next.

Step 4: On the PXE Services page, select The service that runs on this
computer, select Provisioning Services PXE service, and then click Next.

Step 5: On the Farm Configuration page, select Create farm, and then click
Next.

Step 6: On the Database Server page, in the Server name box, enter PVS,
in the Instance name box, enter SQLEXPRESS, and then click Next.

) Provisioning Services Configuration Wizard

Database Server
Enter the Server and Instance names.

Server name: I PVS

Instance name: | SQLEXPRESS
Optional TCP part: I

[~ specfy database mirror failover partner

SEFYER Mame: I

i

Browse. ..

Imstance name: I

Dptional TCP pork: I

< Back
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Step 7: Onthe New Farm page, in the Site name box, enter SBA, in the Step 9: On the License Server page, in the License Server Name box,
Farm Administrator group list, enter an Active Directory account with enter LicenseServer.cisco.local, select Validate license server version
administration privileges (Example: cisco.local/Builtin/Administrators), and and communication, and then click Next.

then click Next.
) Provisioning Services Configuration Wizard
) Provisioning Services Configuration Wizard B
License Server

New Farm Enter the license server hostname and port.
Enter the new Database and Farm names.

License server name: I LicenseServer.dsco.local
Database name: I ProvisioningServices j
Farm name: | Farm icense server port: I 27000
i . SBA
SETEE I [¥ validate license server version and communication
Collection name: I Collection

¥ Use Active Directory groups for security
£ Use Windows groups For securiy

Farm Administrator group: %
Icis::o.IotﬁleuiIﬁnfﬂ.dminish’atﬁrs j

< Back Mext = Cancel

< Back Mext = Cancel |

Step 8: On the New Store page, keep the default store name, use the
Browse button to define and select a store that uses the second non-0OS
drive (Example: EX\Store), and then click Next.
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Step 10: On the User account page, select Specified user account
(Required when using a Windows Share), enter the administrator user-
name, domain, and password, select Configure the database for the
account, and then click Next.

) Provisioning Services Configuration Wizard

User account

The Stream and Soap Services will run under a user account. Please select what
user account you will use.

" Metwork service account
¥ Spedfied user account (Required when using a Windows Share)

User name: I administrator
Domain: I dsco. local
Password: I (1221111

Confirm passward: I""""|

™ Local system account (Use with SAN)
[ Configure the database for the account

< Back Mext = Cancel

The account used in this step needs to have Active Directory
creation privileges, or Citrix PVS is unable to create accounts to
be associated with provisioned VMs, causing future procedures
to fail.

Step 11: On the Active Directory Computer Account Password page, keep
the default values, and then click Next.
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Step 12: On the Network Communications page, accept the default set-
tings, and then click Next.

) Provisioning Services Configuration Wizard

Network Communications
Spedfy networks settings.

I,

2

Available network cards for
stream services:

Enter the base port that will be used for network communications. A total of 20 ports
are reguired. You must also select a port for console communications.

Mote: All servers must have the same port configurations.

Eirst communications port: 6330

I 54321

Conszole port:

< Back Mext = Cancel

Step 13: On the TFTP Option and Bootstrap Location page, select Use the
Provisioning Services TFTP Service, and then click Next.

) Provisioning Services Configuration Wizard x|

TFTP Option and Bootstrap Location
Typically only one TFTP server is deployed as part of Provisioning Services.

I‘kuﬁmeprwmmg Services TFTP service

I C:\ProgramData\Citrix\Provisioning Services\Tfipboot\ARDEF32.EIM Browse... |
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Step 14: On the Stream Servers Boot List page, click Add, update with Step 16: In the Control Panel, open Windows Firewall, and then disable it for
10.4.57.8, confirm the update, and then click Next. The Finish page is configuration and testing.
displayed.

) Provisioning Services Configuration Wizard x|

Stream Servers Boot List
Spedfy at least 1 and at most 4 boot servers. 1 e .
peafy : [_J Your deployment has specific firewall requirements for commu-
=

nications, which depends on features enabled. For more informa-
tion, see the communications information at the Citrix website:
https://support.citrix.com/serviet/KbServlet/download/

The bootstrap file specifies what servers target devices may contact to complete the

e 2389-102-654859/CitrixPorts_by_Port_1103 pdf
IP Address | Subnet Mask | Gateway | Port |
10.4.57.7 0.0.0.0 0.0.0.0 5910
10.4.57.8 0.0.0.0 0.0.0.0 8910

Step 17: Return to the Provisioning Services Configuration Wizard, and if
the Windows Firewall warning is still displayed, click OK.

| Remove | Maove up | Step 18: On the Finish page, click Finish. A configuration status dialog box
Pr—— | is displayed while the configuration wizard completes configuration tasks.

Step 19: When the configuration is complete, click Done.

) Provisioning Services Configuration Wizard x|

< Back Mext = Cancel Finish
Confirm configuration settings.

Step 15: If you have Windows Firewall enabled, a “Windows Firewall is on” %
message appears. Do not select OK.

Stopping Metwork Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services
Starting Metwork Services

If you do not have Windows Firewall enabled and the message does not
appear, skip to Step 17.

note x|

e —
o

Windows Firewall is an. It will interfere with the operation of
WY services, Either turn it off or open the necessary ports.

o [oc |

< Bach

Cancel |
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Step 20: Click Start, and then open the Provisioning Services Console.

Step 21: In the tree, right-click on the Provisioning Services Console icon,
and then choose Connect to Farm.

=
{3 File Acton View Window Help |_|ﬁl|5|
es == HE

E1}Provisioning Services Console | MName | Description

View Log File F There are no items to show in this view,

iz h

Step 22: On the Connect to Farm dialog box, in the Name box, enter PVS.
cisco.local, keep the other default settings, select Auto-login on applica-
tion start or reconnect, and then click Connect.

Connect to Farm x|

— Server Information

Name: IF"'u"S.c:iscu.IucaI j
{Mame or IP address of a server on the fam.)

Port: |54321

{Port configured for server access.)

— Credertials
*  Use my Windows credentials to login
™ Use these credentials to login

|Isemame: I

Domain: I

Passward: I
I~ Save password

v Autodogin on application start or reconnect

|Cor1'1edIEa'1c:al Help
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The newly created farm is displayed.

i
{3 File Acton View Window Help [} |_|ﬂ|5|
= == 0=

| Description

MName
EFarm {PVS.dsco.local)

E‘.} Servers
vDisk Pool
= @ vDisk Update Management
Hosts
vDisks
Tasks

i =] @ Device Collections

| @ Callection
E’J Views

E) Views

= [E'J Stores

@Store
4 KN | |

Create a master Windows 7 desktop

Before you deploy and use Citrix PVS, a master Windows 7 desktop virtual
machine is created on a host hypervisor in VMware vCenter, to be used as
the source to create a vDisk and additional virtual desktops.

A Microsoft Windows 7 64-bit installation ISO must be available for mapping
in the VMware vCenter management console in order to use the following
steps successfully.
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Step 1: Connectto VMware vCenter, and create a new Windows 7 64-bit
master virtual machine by using the parameters in the following table.

Table 5 - Master Windows 7 configuration values for Cisco UCS server 3

Component Parameter Cisco SBA value

H3: Cisco UCS Name in VMware vCenter chas3-s3

server 3 IP address 10.4.63.113
Subnet mask 255.255.255.0
Default gateway 10.4.63.1

Master Windows 7
64-bit VM

Name in VMware vCenter

H3-DesktopMaster

Destination storage

VDI shared-storage on
NetApp

Hard disk 1

Virtual disk with default
40 GB drive (C:/ drive)

Network adapter 1

VMXNET 3 attached to
VDI_Servers VLAN

I[P and DNS configuration

DHCP assigned

DNS and Active Directory
domain

cisco.local

Itis important to configure the NIC with the VMXNET 3 option, as shown
below, because the E1000 is unsupported with Citrix PVS on VMware

vSphere 5.

) Create New Virtual Machine

Network

‘which network connections will be used by the virtual machine?

[E=8 EoE ==

Yirtual Machine Yersion: &

Confiquration

Mame and Location
Skorage

Guest Operating Svstem
MNetwork

Create a Disk

Ready to Complete

Create Metwork Connections

How many MICs do you want to connect?

Metwark,

Connect at
adapter Power On

MIC1: |¥DI_Servers (N1lkvySH)

I
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Step 2: In VMware vCenter, in the H3-DesktopMaster virtual machine
console, click Edit Settings, configure CD/DVD Drive 1 to be associated with
the Windows 7 64-bit installation ISO image, select Connect at power on,
and then click Close.

Step 3: Power on the virtual machine. The Install Windows wizard starts,
and you can observe it in the VMware vCenter console window for the VM.

% Install Windows

v
™
Windows 7

Language to instalk E

ML R Cal RGN En glish (United States)

Keyboard or input method: 15

Enter your language and other preferences and click "Next® toc

€ 2009 Microsoft Corporation. All rights resenved.

Step 4: Complete the installation wizard. Step-by-step details for the
Windows installation are not covered, leaving installation options open for
customization by the administrator.

After completing the new installation, the Windows desktop on the new
guest VM is displayed.

Step 5: In VMware vCenter, right-click H3-DesktopMaster VM, choose
Guest, and then click Install/Upgrade VMware Tools. The installation ISO
image launches on the VM.
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Step 6: Start the setup, take all defaults, run the installation program to
completion, and allow rebooting of the server. VMware Tools are now
installed, and the VM can now be fully managed from VMware vCenter.

Because VMware Tools applied the VXMNET 3 driver, the VM is now able to
boot with a DHCP address, and you can update and configure it in order to
join the Microsoft Active Directory domain.

Step 7: Inthe VM console, click Start, and in the search box, enter
Windows Update, and then when Windows Update appears, press Enter.

Step 8: Apply all Windows updates available.

Step 9: If areboot is required, reboot, and then check again for any
Windows updates that are available. Repeat as needed until all important
updates are applied.

Not applying the latest Windows patches may keep the VM from
fully booting, and missing patches may cause other unexpected
behavior.

Step 10: In the VM console, click Start, and in the search box, enter domain,

and then when Join a domain appears, press Enter. The System Properties
window is displayed.

Step 11: In the Computer Description box, enter VirtualDesk, and then
click Change.

Step 12: Select Domain, enter cisco.local, and then click More.

Step 13: In the Primary DNS Suffix box, enter cisco.local, click OK, and
then click OK again. Windows Security prompts for credentials for computer
name or domain changes.

Step 14: For the cisco.local domain, in the User name box, enter admin-
istrator, enter the password, and then click OK. After the VM supplies the
correct credentials and communicates with the Active Directory server, the
“Welcome to the cisco.local domain” message is displayed.
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Step 15: On the message, click OK. The VM is now joined to the cisco.local
domain.

Step 16: Follow the instructions for applying the domain change and
restarting the VM.

Step 17: Once the machine reboot is complete, in the H3-DesktopMaster
VM console, log in, click Start, right-click Computer, choose Properties,
click Change product key, and then enter your Windows group activation
key. The Activate Windows window is displayed.

Step 18: Complete the information in order to activate Windows. You need
to apply a Microsoft Volume Activation key to the VM, because duplicate
keys exist on all replicated virtual machines.

Step 19: Install and configure any additional applications your organization
desires to be available on the virtual desktop machines.

Step 20: Itis not required that you manually configure Windows Firewall
settings because they are addressed by the Citrix PVS installation.

Install Virtual Desktop Agent (VDA)

Citrix XenDesktop must be able to communicate with each VM that it con-
trols, and the Virtual Desktop Agent tools must be a part of the Citrix PVS
vDisk in order to enable the management functionality. You install the tools
before the machine image is captured.

Step 1: In VMware vCenter, mount the Citrix XenDesktop ISO image to the
H3-DesktopMaster VM, and then within the VM console, allow the AutoPlay
service to launch the XenDesktop installer. The XenDesktop installation
wizard opens.
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Step 2: Click Install Virtual Desktop Agent. Step 3: Click Advanced Install, accept the license agreement, and then
click Next.

Install XenDesktop
Cannot be installed on this operating system

Quick Deploy
For basic installations using the Desktop Studic Quick Deploy wizard.

Install Virtual Desktop Agent

Install components and prerequisites

Advanced Install
For custom installations,

Extras
Optional extras including Wyse Xenith Manager
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Step 4: On the Select the Virtual Desktop Agent you would like to install
page, keep the default selection of Virtual Desktop Agent, and then click
Next.

(&) XenDesktop |22
Select the Virtual Desktop Agent you would like to install:

@ Virtual Desktop Agent

Recommended for most users, including those with RemoteFX-enabled desktops.

A Windows Display Driver Model (WDDM) graphics driver is currently installed on this
é computer.
XenDesktop must disable it to complete this installation.

() Virtual Desktop Agent for HDX 3D Pro

Recommended if the Virtual Desktop Agent needs access to a graphics processor on the host for 3D
rendering.

HDX 3D Pro key file:

Browse

MNeed a key file? Visit the following link to download one (a My Citrix account is required):
hittp:/fwww. citrix.com/downloads

< Back ” Mext = ]’ Cancel

Step 5: On the Select Components to Install page, clear Citrix Receiver,
and then click Next. If your deployment uses streamed applications to
virtual desktops, the Citrix Receiver is used on the VM, and you can add the
functionality when it is needed.

@Xenl}sklop | 3 |

Select Components to Install

Virtual Desktop Agent

[]  Citrix Receiver
Installs Citrix Receiver and the Offline Plug-into enable access to XenApp applications.

Install location:  C:\Pregram Files\Citrix Change install location ...
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Step 6: On the Personal vDisk Configuration page, select No, don’t enable
personal vDisk right now, and then click Next.

@ XenDesktop 3

Personal vDisk Configuration

Perscnal vDisk retains the single image management of
pooled and streamed desktops while allowing people to
install apps and change their desktop settings.

Enable personal vDisk for Virtual Deskiop Agent?

@ Mo, don't enable personal vDisk right now

Select this option for standard installation without personal wDisk configuration.
You can configure personal vDisk later if necessary.

() Yes, enable personal vDisk
Select this option only if you want to create personal vDisk desktops from this master image.

Drive V: is reserved for system use when personal vDisk is enabled. The V: drive will be unavailable
for network mapping and must not be selected for end-user personal vDisk storage in Desktop
Studio. To choose a different drive for system use, see CTX131432,

| <Back || Net> || Cancel |

Step 7: On the Controller Location page, select Manually enter controller
location(s), enter the DNS names of the two Citrix XenDesktop servers,
separated by a space (Example: DDC.cisco.local DDCHA cisco.local), and
then click Check.

February 2013 Series

Step 8: On the “All the controller addresses have been resolved” message,
click OK, and then on the Controller Location page, click Next.

@XenDesktop 4
Controller Location

@ Manually enter controller location(s)

DDC cisco local DDCHA cisco local

() Select from Active Dje=st
XenDesktop Installation :

) Configure at a later{ All the controller addresses have been reselved.

Use Group Policy or

< Back ” Mext = l’ Cancel

Deployment Details



Step 9: On the Virtual Desktop Configuration page, click Next.

@ XenDesktop

Virtual Desktop Configuration

You must perferm the following actions to complete the installation:

XenDesktop Controller Communications
Enable TCP ports 80, 1494, 2598,

Optimize XenDesktop Performance
Allow XenDesktop specific optimizations to the Desktop.

User Desktop Shadowing
Enable Remote Assistance and cpen TCP port 3389,

Real Time Monitoring

Enable and secure Windows Remote Management service

Use Real-time Transport for Audic
Open UDP ports 16500 through 16509,

For more information, please visit the Citrix knowledge base,

< Back ” Mext > ]’ Cancel

Step 10: On the Summary page, click Install.

@ XenDesktop

Summary

Install Location
C\Program Files\Citrix
Components
Virtual Desktop Agent
QOpen Firewall Ports

TCP Ports 80, 1494, 2508, 3389
UDP Ports 16500 - 16509
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< Back ” Install

) [Gone
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Step 11: When the installation completes, click Close. H3-DesktopMaster Step 2: If the Active Directory domain requires setup of a certificate for
restarts. the SCEP service, a message is displayed. Click the taskbar icon, and then
N complete the certificate enroliment.

=

ﬂ Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.

Installation Successful

Components
/' Virtual Desktop Agent Installed

Step 3: In VMware vCenter, connect the Citrix PVS ISO image to the
H3-DesktopMaster virtual machine on Cisco UCS server 3, and then allow
the AutoPlay service to launch the installation. The Provisioning Services
installation wizard opens.

Provisioning Services

@ Console Installation

< Back “ Close ]’ Cancel !l%ierverlnstallation

Restart machine (required to complete install)

Target Device Installation

Install Citrix PVS Target Device Software mp | Help and Support

This deployment demonstrates streaming and access on a single network
interface. For additional performance and scale, dual NICs can be created, e
allowing for segmentation of vDisk streaming on a non-routed VLAN, sepa- L —
rate from the VLAN used for standard work communication with the VM.

Install the Consaole.

Step 1: In VMware vCenter, using a domain account with administrator
privileges (Example: cisco.local\administrator), log in to the console of
H3-DesktopMaster VM.
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Step 4: Click Target Device Installation, and then on the new window that
is displayed, click Target Device Installation. The installation launches, and
then a message appears.

12 Citrix Provisioning Services Target Device 164 Installer In...

Wirtual Adapter VMXMET 3 detected on a Windows

JA FfServer 2008 R2in a YMWare VM. Please install

— hotfix KB 2344941 for non-5P 1 or KB 2550978 for SP1
Windows version,

Step 5: Acquire the appropriate update from Microsoft (Example: 433809 _
intl_x64_zip.exe), and then apply the update, which may require temporarily
enabling the Windows Update service. After applying, the VM restarts in
order to finish applying the patch.

Step 6: In VMware vCenter, using a domain account with administrator
privileges (Example: cisco.local\administrator), log in to the console of the
H3-DesktopMaster VM.

Step 7: In VMware vCenter, reconnect the Citrix PVS ISO image to the
H3-DesktopMaster on Cisco UCS server 3, and then allow the AutoPlay
service to launch the installation. The Provisioning Services installation
wizard is displayed.
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Step 8: Click Target Device Installation, and then on the new window that
is displayed, click Target Device Installation.

With the Microsoft VMXNET 3 fix applied, the Installation Wizard for Citrix
Provisioning Services Target Device automatically launches.

13! Citrix Provisioning Services Target Device 164

Welcome to the Installation Wizard for Citrix
Provisioning Services Target Device x64

The InstallShield{(R) Wizard will install the Citrix Provisioning
Services Target Device x64 on your computer. Itis
recommended that you disable any Antivirus software before
continuing. To continue, dick Next,

WARMING: This program is protected by copyright law and
international treaties.

< Back [ Mext = ] [ Cancel
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Step 9: Complete the wizard as follows:
On the Welcome page, click Next.
On the License Agreement page, accept the license.
On the Customer Information page, click Next.
On the Ready to Install the Program page, click Install.
On the Installation Wizard Completed page, click Finish.

r

Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
Praovisioning Services Target Device x64, Click Finish to exit the
wizard.

Launch Imaging Wizard

ﬁl Citrix Provisioning Services Target Device w64 @

| < Back |I Finish | | Cancel
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The Provisioning Services Imaging Wizard launches.

B Pomonngsova g TT—|

Welcome to the Provisioning
Services Imaging Wizard

The ImagingWizard automates the process of imaging one or maore hard drives
into a vitual disk.

Mote: For attemative methods, refer to the Provisioning Services
Administrator's Guide.

CiTRIX

[ <Bock |[ Nea> | [ Cancel |

Do not continue with the Provisioning Services Imaging Wizard until you
have completed Procedure 6.

Remove any ghost network interfaces

Depending on version of the Citrix PVS Target Device Software, the
Provisioning Services Imaging Wizard may bind the vDisk created in the
next procedure to a “ghost” network interface, if one exists. If this happens,
you will not be able to successfully complete the vDisk creation. This proce-
dure checks for any ghost drivers first, and it removes them if they existin
order to ensure successful vDisk creation.

Step 1: While logged into the H3-DesktopMaster VM with administra-

tor credentials, click the Windows Start button, in the search box, enter
advanced system, and then when the View advanced system properties
option appears, press Enter.

Step 2: On the System Properties dialog box, on the Advanced tab, click
Environment Variables.
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Step 3: On the Environment Variables dialog box, under User Variables, Step 7: From the View menu, choose Show hidden devices, then in the

click New. navigation tree, expand Network adapters.
Step 4: In the Variable name box, enter devmgr_show_nonpresent_ Step 8: If any Ethernet adapter appears grayed out, signifying that it is
devices, and in the Variable value box, enter 1, and then click OK. not present, right-click the adapter, choose Uninstall, and then complete
the device removal. Repeat for all Ethernet interface hardware that is not
System Properties @ present.
JEF Metwork adapt
Computer Name | Hardware | Advanced |5}'stern Protection | Flernote| 4% Ork adapters
_ =~ I L LF RAS Async Adapter
Envircnment Variables @ ----- ¥ vmxnet3 Ethernet Adapter
-~ ymxnet3 Ethernet Adapter #2 |
User variables for Administrator [ | |1 L WAN Miniport (IKEv2) Update Driver Software...
——————————————————————— ' | L WAN Miniport (IP) Uninstall
Variable valee 0 |i i i WAN Minipart (IPvE)
ﬁ New User Variable Once no ghost Ethernet network interfaces exist, continue to the next
procedure.
Variable name: devmgr_show_nonpresent_devices
Variable value: 1 Create and acquire master target vDisk
Syst [ Ol ] [ Cancel ] The H3-DesktopMaster VM is now enabled in order to begin the first stage
of vDisk creation.
ValTaomE Tame Tl
- (M Step 1: If the Provisioning Services Imaging Wizard is not open, navigate to
ComSpec C:Windows'system32\cmd.exe Start > All Programs > Citrix > Imaging Wizard.
FP_MO_HOST_C... MO
NUMEER _OF_P... 1_ il Step 2: On the Welcome page, click Next. Information for connecting to the
05 Windows_NT farm is requested.
New.. || Edit.. || Deete |
[ K ] [ Cancel ]

Step 5: On the Environment Variables dialog box, click OK, and then on the
System Properties dialog box, click OK.

Step 6: Click the Windows Start button, in the search, enter Device
Manager, and then when Device Manager appears, press Enter,
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Step 3: On the Connect to Farm page, in the Server box, enter PVS, select
Use my Windows credentials, and then click Next.

@ Provisioning Services Imaging Wizard

Connect to Farm
Enter the name or address of a server in the farm to connect to.

Server information

Server: PVS
Port: 54321 |2
Credertials

@ Use my Windows credentials

() Use these credentials

Step 5: On the New vDisk page, in the vDisk name box, enter Win7x64,
keep the default value in the Store list, and in the VHD type list, choose
Fixed, and then click Next.

Step 4: On the Select New or Existing vDisk page, select Create new vDisk,
and then click Next.

@ Provisiening Services Imaging Wizard

Select New or Existing vDisk
Choose whether you want to create 3 new vDisk or use an existing cne.

@ Create new vDisk
() Use existing vDisk

@ Provisioning 5ervices Imaging Wizard

MNew vDisk
Enter the details for the new vDisk.

vDisk name: Win7x64

Stare: [Store - 40866 M Free -
Accessible by server: PVS

VHD type: [Foed -]

WHD block size: 2MB

[ <Back |[ Net> | [ Cancel |

Step 6: On the Microsoft Volume Licensing page, select Multiple Activation
Key (MAK), and then click Next.
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@ Provisioning Services Imaging Wizard

Microzoft Velume Licensing
Choose if the vDisk is to be configured for Microsoft KMS or MAK volume license management.

() None
) Key Managemert Service (KMS)
@ Multiple Activation Key (MAK)
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Step 7: On the Configure Image Volumes page, in the Free Space box,
enter approximately 8192 MB, keep the other values, and then click Next.

Step 8: On the Add Target Device page, in the Target device name box,
enter MasterlmageVM, leave the other default values, and then click Next.

Configure Image Volumes
Define the size of each volume.

@ Provisioning Services Imaging Wizard (23]

L Source Volume Used Space II Free Space [ Capacity File System
1|C: Boot hd 18331 MB hB % 13335 MB 42% 32666 MB NTFS

2 | Nene -

3 | None hd

4 | None -

v

[ Destination Volume I[ Used Space Il Free Space [ Capacity File System
C: Boot 188 ME 9% BEE}: 4% 19650MB  NTFS

[ vDisk Il Allocated Space Unallocated Space I[ Capacity |
Summary 19650 MB 100 % aMB 0% 19658 MB

[ <Back |[ Net> | [ Cancel

]

@ Provisiening Services Imaging Wizard

Add Target Device
Add this device to the farm.

Target device name: Masterimage VM|
Note: The target device name cannot be the same Active Directory name of this
machine.
MAC: [ Local Area Connection 00-50-56-22-1C-67 -]
Collection: [Colled.ion ']

Inthe SBA site of server: PVS

<Back || Ned> | [ Cancel
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Step 9: On the Summary of Farm Changes page, click Optimize for
Provisioning Services, and then on the Provisioning Services Device
Optimization Tool dialog box, click OK.

@ Provisiening 5ervices Imaging Wizard

Summary of Farm Changes

The Wizard has enough information to create]

Please review the information below and clich

Mame: Win 764
- Store: Store

- Type: Fied

- Size: 26412

- Microsoft Volume Licensing: Multiple]
- Volume: C:, 18214 MB used, 8152
(1 Add this machine to the fam

- Device name: MasterlmageM

- MAC: 00-50-56-A2-1C-67

- Callection: Collection

[]- Create new vDisk

Optimize for Provisioning Services ]

This page summarizes the changes to the farm.

(2 ] Provisioning Services Device Optimization Tool

Dizable Qffine Files

Dizable Defrag BootOptimizeFunction

Dizable Last Access Timestamp

Dizable CrashDump

Dizable Move to Recycle Bin

Feduce |E Temp File

Dizable Machine Account Pazsward Changes
Dizable Vista/7 Windows D efender

Dizable Vista/7 S cheduledDefrag

Dizable Windows 7 ProgramD atal) pdater

Dizable Windows Autoupds
Dizable Background Layoul
Dizable Hibernate

Dizable Indexing Service
FReduce Event Log Size to
Dizable Clear Page File at 5
Dizable Vistad7 Superfetch
Dizable Vistad/7? Windows S
Dizable Vista/7 System Re
Run MG en Executelueued

.

[ <Back ||

Fsh | [ Cancel |

The wizard optimizes the Windows setup and then returns to the Summary

of Farm Changes page.

Step 10: Click Finish. The Creating vDisk dialog box displays the status of

the configuration.

Creating vDisk

Creating vDisk, please wait...

X5
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When the image creation is complete, a reboot request message appears.

Provisicning Services Imaging Wizard E3

“-.I The Wizard has successfully created the vDisk. To continue the imaging
/' process, you must reboot, configuring the BIOS/VM settings for
PEE/network boot.

Reboot now?

ves | [ Mo

Do not make a selection yet. Before you continue, be aware that during the
reboot process, it is necessary to reconfigure the VM BIOS to boot from the
network by using PXE boot services. To change the BIOS, you use VMware
vCenter in order to force booting into the BIOS configuration utility.

Step 11: In VMware vCenter, right-click the H3-DesktopMaster VM, and
then choose Edit Settings.

Step 12: On the H3-DesktopMaster - Virtual Machine Properties dialog box,
on the Hardware tab, for CD/DVD drive 1, clear Connected.
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Step 13: Click the Options tab, under the Advanced category, select Boot Step 15: Navigate to the Boot tab, move Network boot from VMware
Options, and in the Force BIOS Setup pane, select The next time the virtual VMXNETS to the top of the list, and then press F10.
machine boots, force entry into the BIOS setup screen, and then click OK.

'Hardware  Options | Resources I Profiles I vServices I Wirtual Machine Yersion: 8
Setigs [Summery [ Fmere Network boot from UMuare UMKNET3
General Options H3-DeskkopMaster Specify the boot Firmware:
wApp Opkions Disabled
Whware Tools Shuk Diowin @ Blos
Pawver Management Standby (SRERT
Advanced

General A — —Power On Boot Delay
CPUID Mask Expose Mx flagto ... Whenever the virbual machin_e is powered on ar reset, H
Mernory{CPU Hotplug Disabled,Disabled delay the boot for the Following number of miliseconds:
Boot Options Boat to BIOS |
Fibre Channel NPTV Mone —Force BIOS Setup
CPUSMMU Virtualization Automatic . . . .
Swapfle Locatian Lise: default settings = The next time the virkual machine boots, force entry into the
BIOS setup screen.
—Failed Boot Recavery
r Wwhen the virtual machine Fails to find boot device,
automaticaly retry boot after IID 3: seconds

Step 14: Return to the H3-DesktopMaster VM console, and then on
the “Reboot now” message, click Yes. The VM reboots and enters the

PhoenixBIOS Setup Utility. 7+

Enter
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Step 16: Press Enter. This confirms and saves the changes. The virtual
machine reboots from the network, with access to the vDisk for creating the
initial vDisk image.

Network boot from UMware UMXNET3
Copyright (C) 2883-2888 UMware, Inc.
Copyright (C) 1997-2888 Intel Corporation

CLIENT MAC ADDR: B8 58 56 AZ 1C 67 GUID: 4222F569-413F-53C7-2C9C-56853F984382
CLIENT IP: 1B.4.57.64 MASRK: 255.255.255.8 DHCP IP: 168.4.48.18
GATEWAY IP: 18.4.57.1

If the virtual desktops are on a different broadcast domain from
the Citrix PVS servers that are running the BNPXE.exe PXE boot
service, then a network boot is possible by updating the DHCP

server servicing the VDI VLAN with the following two options:

Option 66, Boot Server Host Name = 10.4.57.7
Option 67, Bootfile Name = ARDBP32.BIN

These options allow the booting VM in the DHCP scope to find

a boot server beyond the local subnet. You can also use a DNS
host name and then configure DNS round-robin with multiple IP
addresses for additional resiliency. There are other alternatives,
but none are required if the virtual desktops share the broadcast
domain with the Citrix PVS servers, any of which can service the
boot requests with resilient service.
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Step 17: After booting of the H3-DesktopMaster VM is complete, log in
using domain administrator credentials. Because the virtual machine is
network-booted, connectivity to the H1-PVS VM for vDisk creation is avail-
able, and the XenConvert utility automatically launches upon login, initiating
the second stage of vDisk creation.

Citrix XenConvert 2.4.1 (==

CITRIX

Source C:
Destination  proyisioning Services vDisk

Status Converting files from volume C:...

e w . m

The conversion of the OS and all files on the VM C: drive into a Citrix PVS
vDisk takes place. This process takes many minutes to complete.

Step 18: When complete, click Finish. The XenConvert utility closes.
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Step 19: In the taskbar, click the Virtual Disk icon. Validate
H3-DesktopMaster has an active vDisk.

= Virtual Disk Status IE

General Statisticsl

Virtual Disk Information

Status: Active

Server: 104577 6925
Boot From: Local Hard Drive
Virtual Disk: Win 764 vhd
Mode:

v Disk: ReadWrite

Version
Provisioning Services Version 6.1
Build 1057
Copyright © 2001-2012 Citrix Systems, Inc. Al ights reserved.

Prefi

Prompt status message in System Tray
Show icon in System Tray

[ Virtual Disk - Active

Step 20: Start a proper shutdown of the H3-DesktopMaster VM. The shut-

down releases the lock that is engaged on the vDisk while the VM is running.

Step 21: Return to the console of the H1-PVS VM, open the Provisioning

Services Console, navigate to Farm > Sites > SBA > Device Collection >
Collection.

Step 22: From the Action menu, choose Refresh.

February 2013 Series

Step 23: Select the newly created virtual machine that appears (Example:
MasterimageVM), right-click the virtual machine, and then choose
Properties.

Step 24: On the Target Device Properties dialog box, in the Boot from list,
choose vDisk, and then click OK.

WEIET
{3 File Acton View Window Help |;|i|5|
B
{£2) Provisioning Services Console I Name | MAC I Type I Disk
B &4 Farm (PVS) MasterlmageVM  00-50-56-A2-1C-67 Production  vDisk
28 g
= [F] sBa
[ servers Gm&dlvﬂmlhﬁﬁmlFmﬂylﬁmlel
vDisk Pool
vDisk Update M
= Device Collecti
Collection
E’J Views
@ Views
[E; Stores
Type: IProdudion j
Bootfrom:  |vDisk =l
MAC: | 00-50-56-A2-1C - 67 |
| Fot: E=|
| Class: |

The PVS service on the H1-PVS VM directs the H3-DesktopMaster VM to
boot from the vDisk instead of the C:\ drive on the H3-DesktopMaster VM.
This configuration is used as an initial test of functionality.

Step 25: In VMware vCenter, power on the H3-DesktopMaster VM.
From the VM console, observe that the VM completes a network boot
and the OS now loads from the vDisk assigned by the H1-PVS VM to the
H3-DesktopMaster VM by its MAC address.

Step 26: Return to the H1-PVS VM, and within the Provisioning Services
Console navigate to Farm > Sites > SBA > Device Collections > Collection.
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Step 27: From the Action menu, choose Refresh. The Provisioning Services
Console shows the MasterlmageVM VM within Collection as in use.

ol
@HIE Action  View Window Help ‘_ 2| x|
#= | #m|d e

@ Provisioning Services Console Name MAC Type | Disk | vDisk
=1 8 Farm (PVS. dsco.local)
= 1] sites
=l [iE] sBa
@ Servers
vDisk Pool
vDisk Update Management
=] Device Collections
= Collection
EJ Views
E) Views
&=l (£} Stores

Store 4 | LI

P Addre | Server
:Q@EMasterlmageVM 00-50-56-A2-1C-67  Production vDisk Store\Win7x64 10457684 PVS

The vDisk generated for the master image is now available in the collection,
butitis in private mode by default, which means that it cannot be shared
with additional VMs.

Step 28: Starta proper shutdown of the H3-DesktopMaster VM. The
shutdown releases the lock that is engaged on the vDisk while the VM is
running, which gives you permission to change the mode.

Step 29: Once the shutdown is complete, in the Provisioning Services
Console, navigate to Farm > Stores > Store, select the Win7x64 vDisk,
right-click it, and then choose Properties.

3 Provisioning Services Console ] S|
@ File Action View ‘Window Help |_|- _Iﬂ 5'
&2
@ r\tisioning Services Console Connections | Size Class | Description

& & Farm (PVS.cisco.local) Win7xg4 SBA D 27,346 MB_ Private

= 15} sites
= E‘:Servers Load Balandng...
ication Status...
vDisk Pool :1‘5"""?“;;{ =
vDisk Update Management oun
=] Device Collections Show Usage...
L Collection Manage Locks...
D views Unassign from Selected Device(s). ..
E} Views Copy vDisk Properties. ..
[l (=) Stores Export vDisk...
Store Audit Trail...
a Copy o
Edit the vDisk properties. Delete
Y =F
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The vDisk Properties dialog box appears. To be able to use the vDisk across
multiple Windows VMs, you must change the image mode to Standard
Image mode and change the write cache.

Step 30: In the Access mode list, choose Standard Image (multi-device,
read-only access), and in the Cache type list, choose Cache on device
hard drive, leave the other default settings, and then click OK.

vDisk Properties x|

General | Identification I Microsaft Valume Licensing I futo Lbdatel
Site: SBA
Staore: Store
Flename:  Win7x64

Size: 27,346 MB
— Accoess mode

Access mode: IStandard Image {multi-device, read-only access) j

BIOS boot menu text (optional):

WV Enable Active Directony machine account password management

™ Enable printer management
V¥ Enable streaming of this vDisk

oK I Cancel Help

The mode of the vDisk is now changed.
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The storage device hard drive selected for the write cache is
used for information that is cleared upon VM reboot. Because this
is volatile information, an organization’s policies may allow for cost
savings by moving this cache off of the highly resilient SAN stor-
age and onto storage that is locally attached to the server blade
on the Cisco UCS system. Available solid state drives with high
I/0O performance are well suited for use as a volatile write cache.

Step 31: In VMware vCenter, right-click the H3-DesktopMaster VM, choose
Template > Convert to Template. A template is created from the selected
VM, and you can use this template in order to create additional VMs.

Install additional Citrix PVS VM

Table 6 - Citrix PVS configuration values for Cisco UCS server 2

Component Parameter Cisco SBA value

H2: Cisco UCS Name in VMware vCenter chas3-s2

server 2

PVS high- Name in VMware vCenter H2-PVS2

ava|lap|l|ty virtual Destination storage VDI shared-storage on
machine

NetApp

Hard disk 1 Virtual disk with default
40 GBdrive (C:\ drive)

Hard disk 2 Virtual disk with default
40 GB drive (E:\ drive)

DNS name PVS2

IP address 10.4.57.8

Subnet mask 255.255.255.0

Default gateway 10.4.571

DNS and Active Directory server 10.4.48.10

DNS and Active Directory domain cisco.local
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Additional Citrix PVS servers use the existing SQL database, making it
unnecessary to install those components.

Step 1: On Cisco UCS server 2, install a Microsoft Windows Server 2008 R2
virtual machine instance and VMware Tools, configure network connectivity
by using the values in Table 6, activate Windows, and then join the Active
Directory domain. When joining the domain, you will be prompted to reload
the VM. This is the virtual machine instance that runs the high-availability
Citrix PVS installation.

Step 2: After the reload for Active Directory changes is complete, log
in to the cisco.local domain, with an account that has local administrator
privileges.

Installing Citrix PVS while not logged in as a domain administra-
tor can cause setup issues resulting from incorrect domain
permissions.

Step 3: If the Active Directory domain requires setup of a certificate for the
SCEP service, a message is displayed. Click on the taskbar icon, and then
complete the certificate enrollment.

@ Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.

Step 4: Click Start, in the search box, enter server manager, and then click
Server Manager.

Step 5: In Server Manager, click Features > Add Features, select .NET
Framework 3.5.1 Features, and then at the prompt, click Add Required Role
Services.

Step 6: In the wizard, use the default values, and then on the last page, click
Install. When prompted, confirm the installation.
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Step 7: When the installation is complete, close the installation wizard.

Step 8: Launch Windows Update, apply any updates found, and then repeat
the check for updates until no updates remain. Because the installation adds
Windows components, those components should be updated with the latest
patches, usually requiring at least one reboot of the VM.

Step 9: In VMware vCenter, mount the Citrix PVS ISO image to the cre-
ated Windows Server virtual machine, and then allow the AutoPlay service
to launch the installation. The Provisioning Services installation wizard is
displayed.

Step 10: Select Console Installation, and then click Install.

Step 11: Complete the next three installation wizards for the Host
PowerShell, Broker, and Configuration Snap-Ins, and note the following for
each:

Select | accept the terms of the License Agreement.
Click Install.
When the module installation is complete, click Next.

Step 12: At the prompt for Customer Information, in the User Name box,
enter Administrator, and in the Organization box, enter SBA, and then click
Next.

Step 13: Use all of the defaults in order to finish the installation of
Provisioning Services Console.

Step 14: In the Provisioning Services installation wizard, select Server
Installation, and then click Install Server.

Step 15: Accept all the default settings and prompts, accept the licens-
ing agreement, in the User Name box, enter Administrator, and in the
Organization box, enter SBA, and then complete the Provisioning Services
server installation.

The Provisioning Services Configuration Wizard is automatically launched.
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Configure additional Citrix PVS VM

Step 1: Open the console of the H2-PVS2 VM (Example: PVS2.cisco.local).
The Provisioning Services Configuration Wizard should be open.

If the Provisioning Services Configuration Wizard has been closed, restart
it by selecting Start > All Programs > Citrix, Provisioning Services >
Provisioning Services Configuration Wizard.

Step 2: On the introduction page, click Next.

Step 3: Onthe DHCP Services page, select The service that runs on
another computer, and then click Next.

Step 4: On the PXE Services page, select The service that runs on this
computer, select Provisioning Services PXE service, and then click Next.

Step 5: On the Farm Configuration page, select Join existing farm, and
then click Next.

O Provisioning Services Configuration Wizard

Farm Configuration

Create a new Farm ar join an existing Farm. Can be skipped if already
configured.

I,

23

" Earm is already configured

" Create farm

< Back Mext > Cancel
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Step 6: On the Database Server page, in the Server name box, enter the Step 8: On the Site page, ensure the value in the Site Name list is SBA, and
Active Directory name of the H1-PVS VM (Example: PVS), in the Instance then click Next.
name box, enter SQLEXPRESS, and then click Next.

) Provisioning Services Configuration Wizard

) Provisioning Services Configuration Wizard

Site

Database Server Select a Site or enter a new Site and Collection.

Enter the Server and Instance names.

¥ Existing site
Serv : PVS ! .
Server name I Browse. . Site name: ISBP. j
Instance name: | SQLEXPRESS
Optional TCP port: |_ Step 9: On the Store page, ensure the value in the Store Name list is Store,

and click Next.
[~ specfy database mirror failover partner

O Provisioning Services Configuration Wizard

SEFYER Mame: I
= Store

Browse. ..
Select a Store or enter a new Store and default path.

i

Imstance name: I

Dptional TCP pork: I

{*' Existing store

Store name: Store j

< Back

Step 7: On the Existing Farm page, in the Farm name list, choose the farm
on the H1-PVS VM (Example: ProvisioningServices:Farm), and then click

Next.
{73 Provisioning Services Configuration Wizard x|
Existing Farm o
Select the Farm, 4
<[i=
Farm name: [ProvisioningServices:Farm
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Step 10: On the User account page, select Specified user account
(Required when using a Windows Share), in the User name box, enter
administrator, in the Domain box, enter cisco.local, and in the Password
and Confirm password boxes, enter the administrator password. Select
Configure the database for the account, and then click Next.

) Provisioning Services Configuration Wizard

User account

The Stream and Soap Services will run under a user account. Please select what
user account you will use.

" Metwork service account
¥ Spedfied user account (Required when using a Windows Share)

User name: I administrator
Dormain: I dsco.local
Password: I sEEBERER
Confirm password: I [TIITTIIY]

™ Local system account (Use with SAN)

[ Configure the database for the account

< Back I Mext = &! Cancel

Step 13: On the Stream Servers Boot List page, click Add, enter the IP
address of the H1-PVS VM (Example: 10.4.57.7), confirm the update, and
then click Next.

) Provisioning Services Configuration Wizard

Stream Servers Boot List
Spedfy at least 1 and at most 4 boot servers.

The bootstrap file specifies what servers target devices may contact to complete the

boot process.
IP Address | Subnet Mask | Gateway Port |
10.4.57.8 0.0.0.0 0.0.0.0 5910
i10.4.57.7 0.0.0.0 0.0.0.0 5910

Add | Edit | Remove | [awE Lm I
[Mowve down |
Advanced... |

< Back Mext = Cancel

Step 11: On the next two pages, accept the defaults, and then click Next.

Step 12: Onthe TFTP Option and Bootstrap Location page, select Use the
Provisioning Services TFTP Service, and then click Next.

O Provisioning Services Configuration Wizard

TFTP Option and Bootstrap Location
Typically only one TFTP server is deployed as part of Provisioning Services.

I‘ku.v.e the Provisioning Services TFTP service

I C:\ProgramData\Citrix\Provisioning Services\Tfipboot\ARDEF32.EIM Browse... |
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Step 14: On the Finish page, click Finish. The configuration is confirmed,
and the status is displayed as the Citrix PVS services start.
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Step 15: When the configuration is complete, click Done. Configuration of
the H2-PVS2 VM with the configuration wizard is complete.

) Provisioning Services Configuration Wizard x|

Finish
Confirm configuration settings. -

Stopping Metwork Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services
Starting Metwork Services

NEREE

< Barh

Cancel |

Step 16: Click Start, and then open the Provisioning Services Console.

Step 17: In the tree, right-click Provisioning Services Console, and then
choose Connect to Farm.

L=
@ File Acton View Window Help |_|_|- =l |

e [El= HE

E1}Provisioning Services Console I MName

| Description
% There are no items to show in this view.
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Step 18: On the Connect to Farm dialog box, in the Name box, enter PVS.
cisco.local, keep the other default settings, select Auto-login on applica-

tion start or reconnect, and then click Connect.

Connect to Farm

— Server Infarmation

x|

Mame: IF"'u"S.ciscu.IncaI

(Mame or |P address of a server on the fam )

Port: |54321

(Port configured for server access )

=~

— Credentials

i~ Uze my Windows credentials to login
¥ |ze these credentials to login

semame: Iadministlatur

Domain: Icis::o.local

Fassword: I--------

¥ Save passwaord

Help

Connect Cancel
L‘\;
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The created farm is displayed.

-io/x]
{3 File Acton View Window Help [} |;|g|5|

&= == H&E

| Descripti

MName
EFarm {PVS.dsco.local)

vDisk Pool
= @ vDisk Update Management
Hosts
vDisks
Tasks

i =] @ Device Collections

| @ Callection
E’J Views

E) Views

= [E;f Stores

@. Store

4 3 | KN | 2l
| I |

To allow the H2-PVS2 VM to serve the same Standard Image mode vDisk
as thatis on the H1-PVS VM, you must copy the E:\Store directory to the
H2-PVS2 VM.

Step 19: From your management machine, share the H1-PVS E:\ drive and
the H2-PVS2 E:\ drive, and copy all files with names ending in .vhd, .avhd,

and .pvp within the Store directory from the H1-PVS VM to the H2-PVS2 VM.

Do not copy any files with names ending in .lok.

After the file copy is complete, you can validate the replication status.
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Step 20: In the provisioning services console, navigate to Farm > Store >
Stores, in the right pane right-click the Win7x64 vDisk, and then select
Replication Status. Hovering the mouse pointer over the circles will reveal
the current status for vDisk replication.

[ Provisioning Services Console

() Fle Acton View Window Help

& 25 HE

@ Provisioning Services Console Name | site | con
S Farm.{P'u'S.Gsco.Ioal] = BT = vpisk Replication Status
Sites
Views
= E;r Stores Tooar I 0 |
{= store %)
PVS
PUS? e
Up to Date

Procedure 10 Create streamed VM collection

The Streamed VM Setup Wizard automates the creation of VMs managed by
Citrix XenDesktop, integrating vDisk streaming from Provisioning Services
and creating Microsoft Active Directory accounts for the VMs. The required
number of VMs is automatically cloned in VMware vCenter by using the
template previously created, and the VMs are made available in the catalog.
In order for any Provisioning Services VM to update Active Directory, it must
have permissions on the Active Directory server to do so.
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Step 1: Onthe H1-PVS VM, in the Provisioning Services Console, navigate
to Farm > Sites > SBA, right-click SBA, and then choose Streamed VM
Setup Wizard.

=
@ File — Acton View Window Help | 1= =]
CEIEEIEY

@ Provigioning Services Console Marme | Description

Bl 55 Farm (PVS.cisco.local) E‘Servers All servers defined for this site.
& I sites [ vpisk Pool All vDisks defined for ths site.
=] : [ omie] Update Man... Manage vDisk updates for this site,
Properties ; e Collections All device collections defined for this site,
Rebalance Devices... s Custom device views.

% Set Max Transmission Unit...
=] Import Devices...

B Audit Trail...

D views XenDesktop Setup Wizard. ..

= (=) stores Streamed VM Setup Wizard. .. k
Stol  Auto-Add Wizard...

View 3 |

New Window from Here

Start the Streamed \ | |

Step 2: In the Streamed Virtual Machine Setup wizard, on the Welcome
page, click Next.

Streamed Virtual Machine Setup x|

. - Welcome to the Streamed VM
CITR!X Setup Wizard

This wizard will create a number of virtual machines and
associated Provisioning Server devices in an existing
Collection. A standard mode virttual disk will be assigned to
each device.

Requirements:

* A hypervisor connection and a template virtual machine.
* An epdsting Provisioning Services Device Collection.

* A standard-mode vDisk for the selected VM template.

< Bacle Mend = Cancel
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Step 3: On the Hypervisor connection page, select VMWare vSphere/ESX,
in the Hypervisor box, enter vCenter.cisco.local, enter the administrator
credentials, and then click Next.

Streamed Virtual Machine Setup x|

Hypervisor connection —
Select the type and location of a hypervisor and supply credentials. El

= Citrix ¥enServer
i~ Microsoft SCVMM./Hyper-V
& VMWare vSphere/ESX

Hypervisor: IvCenter.cisco.Iucaﬂ

Usemame: |administ|ator

Pazgword: I

A Connection status dialog box displays. It may take a few minutes before
the connection is complete.

Connection status |

Connecting to hypervisor: IvCemter.cistocal

Cancel
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Step 4: On the Hypervisor cluster page, select the Cisco UCS server 3
hypervisor host (Example: chas3-s3.cisco.local), and then click Next.

x
Hypervisor cluster
Select the hypervisor host or cluster to host the YMs. El

Cluster or Host:

¥DHyp 10k datacenter\chas 1s1 cisco local host
¥DHyp M\ 10k datacenter'chas 1-s6.cisco local host
X¥DHyp 10k datacenter'chas 1s7 cizco local host
XDHyp 10k datacenter'chas 18 cisco local host
¥DHypM\10k datacenter'chas2-s1 cisco local haost
¥DHyp 10k datacenter'chas2-s3 cisco local host
¥DHyp 10k datacenter'chas2-s4 cisco local host
XDHyp 10k datacenter'chasZ-s5. cisco local host
¥DHypM\10k datacenter'chas2-s6 cisco local haost
¥DHyp 10k datacenter'chas?-s8 cisco local host
¥DHyp 10k datacenter'chas 351 cisco local host
XDHyp 10k datacenter'\chas3-s2 cisco local host

|

H:.rp:‘\1ﬂ{.datacenter\d1353—sd.uscc.loal.hnst LI

The template information is read from VMware vCenter.

Step 5: On the template listing, select the VM template created in the previ-
ous procedure (Example: H3-DesktopMaster), and then click Next.
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Step 6: On the Collection and vDisk page, in the Collection list, choose
Collection, in the Standard-mode vDisk list, choose Store\Win7x64, and
then click Next.

x
Collection and vDisk
Choose a Callection and standard-made vDisk. El

Collection:

Collection

Standard-mode vDisk:

Step 7: On the Virtual machines page, in the Number of virtual machines
to create box, enter 5, leave the remaining defaults, and then click Next.

Streamed Virtual Machine Setup x|
Virtual machines
Select your virtual machine preferences . El

Mumber of vitual machines to create:

vCPUs: 1 |1 5:
Memary: 2048 MB 2048 =~ MB
Local write cache disk: 32768 MB 32768 MB
Active Directary computer accounts:
¥ Create new accounts
™ Import existing accounts
< Back Mext > " Cancel
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Step 8: On the Active Directory accounts and location page, in the Domain
list, choose cisco.local, in the tree, select CitrixXen, in the Account naming

scheme box, enter VirtualDesk###, and then click Next.

Streamed Virtual Machine Setup

Active Directory accounts and location
Create Active Directory accourts.

X

Active Directory location for computer accounts:

Domain: |cisco local

[=)- cigco local

cisco local Citrcken

Account naming scheme: I‘uﬁrtualDeski#ﬂi

|VirtualDesk001

< Back Mext =

Cancel |
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Step 9: On the Summary page, click Finish. Progress of virtual machine

creation is indicated by the wizard. You can also observe the virtual machine

creation in VMware vCenter.

Streamed Virtual Machine Setup

Summary
Virtual machines and devices will be created with the following settings.

Hosts: wCenter cisco local

Virtual machine templatels): W564c3s3master
v Disk name: Win7x64

wCPLs: 1

Memorny per VM: 2048 MB

Hard Disk: 32768 ME

Active Directory accounts: Create 5

Progress
Curmrent virtual machine: ]
Crwverall: |

Creating desktop VitualDesk005, 5 aof 5
Approimately 11 minutes 47 seconds remaining

[ [ Cancel |

< Back Finish

Step 10: When the “Setup complete” message is displayed, click Done.
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Step 11: Return to the Provisioning Services Console, navigate to Farm >
Sites > SBA > Device Collections > Collection, and then from the Action
menu, choose Refresh. The created VMs are displayed.

Step 14: In the tree, select Collection, right-click the MasterimageVM

device, and then choose Move.

ol
1=k © Fie Acn Vien Uindom tip L1
@ File Acton ‘View Window Help |-|5|5| |$ = | £I|
|$ $ | £| | @ Provisioning Services Console MName MAC | Type Disk
© Provisioning Services Console Name | mac | Type | pisk | vDisk ’ g”;ig:ﬂ m Properties
& Farm (PVS) [DiMasterimageVil  00-50-56-A2-1C-67  Production vDisk Store = O VirtuaDesko0!  Disable vDisk
: % 'SSBA [ vitualDesk001  00-50-55-A2-1C-72  Production vDisk Store [ servers @ vintuaiDeskon2 Set Device as Template vDisk
[ Servers [@ virtualDesk002  00-50-56-A2-1C-73  Production vDisk Store vDisk Pool [ viruaDesko03 M vDisk
vDisk Pool [ VirtualDesk003  00-50-56-A2-1C-74 Production vDisk Store % vDisk Update Management [ VirtualDesk004 e Uik vDigk
vDisk Update Management [0 irtualDesk004  00-50-56-A2-1C-75  Production vDisk Store S Device Collections (@ virtuaDeskoos Audit Trail... vDisk
=] {2 Device Collections (@ virtualDesko05  00-50-56-A2-1C-76  Production vDisk Store &} Collection _ Copy Device Properties. ..
Collection EL) Master Collection
ED views ED views Boot...
D views [ views Active Directory
|E'j Stores E Stores o
opy
a [v] )2l | I
| | | Select Al
Delete
) . . . . . 4 I ILI 4 I Refresh LI
Step 12: Right-click Device Collections, and then choose Create Device
Collection. |I'\"Iove this device to another collection. Help
& Provisioning Services Console Step 15: In the Destination list, choose Master Collection, and then click
@ File Acton \View Window Help Move.

e x

@ Provisioning Services Console
&5 Farm (PVS)

MName

@Cullecﬁnn

I} sites
= [IF] sea

E,.' Servers
vDisk Pool
% vDisk Update Management

™ Favailable, apply device template to these devices

Maove Cancel Help

Create Device Collection. ..

The master VM is moved to the new collection, leaving only the VMs that

were provisioned by Citrix PVS in the original collection.
Step 13: On the dialog box, enter Master Collection as the name of the new

collection, and then click OK.
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Procedure 11 Create catalog in Citrix Desktop Studio

Step 1: In VMware vCenter, open the console to the H1-DDC VM (Example:
DDC.cisco.local), within the Citrix Desktop Studio plugin application, select
Machines, and then from the Actions menu, choose Create Catalog. The
Create Catalog wizard is launched.

= Citrix Desktop Studio 1= x|
@ File  Action WView Window Help |-|ﬁ'|5|
&= [FHlm|
@ Desktop Studio
1D Search
Machines
% Assignments Name Type With user Without... Assigned  Free C“’-T\{f Catzlog
A
= g M| Create Catalog 4
5
= Steps Machine Type: IExistimJ b l
=@ 2 ) Machine Type The Existing machine type allows VMs created outside XenDesktop to be managed as a
= Catalog within Desktop Studio.
% O VMs & users 4 e
é ) Administrators Use the Existing machine type to allow XenDesktop to manage the power state and
. wirtual desktop access to pre-created VMs.
B A @ summary
=24
— .
CiTRIX
K
m l Back l [ Next l [ Cancel l —

Step 2: On the Machine Type page, enter the following values, and then
click Next:

Machine Type—Streamed

Provisioning Services address—10.4.57.7 (do not use the DNS name)
Device collection domain—cisco.local

Target device type—Virtual
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Create Catalog

Steps Machine Type:  [Streamed -]
) Machine Type The Streamed machine type allows VMs created with Provisioning Server to be
managed as a Catalog within Desktop Studio.
) Device collection
) Administrators Use the Streamed machine type to import existing Provisioning Server based VMs or
physical machines into a XenDesktop Catalog. When using VMs it is necessary to add
© summary the host containing the VMs to XenDesktop.
Provisioning Services address: [ 104577 ]
Device collection domain:
Target device type: (®) Virtua
() Physical
CiTRIX
.

[ Back ][ Next Q[ Cancel ]

Step 3: Once the service connects and displays the information for the
H1-PVS VM, on the Device Collection page, expand SBA, select Collection,
and then click Next.

Steps Select PvS device collection

G Machine Type
) Device collection

= [T sea
¥ Collection
] Master Collection

) Administrators

D Summary
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Step 4: On the Administrators page, keep the default administrator setup,
and then click Next.

Steps Administrators permitted to use this Catalog:

© Machine Type CISCO\Administrator (Full
G Device collection
) Administrators

O summary

Step 5: On the Summary page, in the Catalog name box, enter Windows 7
x64 Task Worker, and then click Finish.

Steps Summary
@) Machine Type Catalog type: Streamed
a Device collection i
Catalog name: | Windows 7 x64 Task Worket

& Administrators

'ﬁ Summary

The new catalog is created and displayed in Citrix Desktop Studio.

I
@He Action View Window Help |-|E'|5|

&= = [Elm
@Desktopsmd\o

D sSearch
= Machines

Assignments MName

Applications
[= HX Policy
@1 Configuration
] Access

Type With user Without user Assigned = Free Create Catalog
Windows 7 x64 Task Worker  Streamed 0 5 o 5 Wiew 4

New Window fro...

|G Refresh
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Step 6: In the tree, select Assignments, right-click it, and then choose
Create Desktop Group.

@He Action  View Window Help

I EEN =

@ Desktop Studio
[0 search
g Machines
Assignments
Applications
[= HDX Policy
> Configuratior
[ Access

Mew Window from Here

Step 7: In the Create Desktop Group wizard, on the Catalog page, in the
Select machines for Assignment list, choose Windows 7 x64 Task Worker,
in the Add machines box, enter 5, and then click Next.

Create Desktop Group

Steps Select machines for Assignment:

) catalog Catalog Description Available
@ Users Windows 7 x64 Task Worker 5

) Delegation

O Summary

Unassigned machines

Total available: 5

»

Add machines: H

Specify the source and number of machines to be assigned

CiTRIX

o[t (e
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Step 8: On the Users page, click Add, select and include Active Directory
users you wish to include for access to the machines, and then click Next.

Create Desktop Group

Steps Select users:
@ cataiog CISCOwdi-user-1 (ST
© Users C[SCO\Vdf—Jser-; | Remove
() Delegation CISCO\vdi-user-3
®s CISCO\vdi-user-4

Y CISCO\vdi-user-3

Select users/groups that are permitted te use the machines.,
ci.l.Rlx, Desktops per user: 1 5
.
[ Back ] [ Next ] [ Cancel ]

Step 9: On the Delegation page, keep the default administrator selection,

and then click Next.

Steps

@ Catalog

@ users

0 summary

) Delegation

Create Desktop Group

Delegate to:

(ISCOVAdministrator (Full)
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Step 10: On the Summary page, in the Display name box, enter My
Desktop, in the Desktop Group name box, enter Task Workers, and then
click Finish.

Steps Summary
@ Catalog Type: Shared desktop
@ users Catalog: Windows 7 x64 Task Worker
@ Delegation Machines without users: 5
© Summary Users: CISCO\wdi-user-1; CISCOVwdi-user-2; CISCO\vdi-use...
Delegate to:
Display name: [ My Desktop l
Desktop Group name: | Task Workers ]
CiTRIX
O
Back ] [ Finish [\L [ Cancel

The assignment is created.

Citrix XenDesktop powers up VMs as required in order to meet its idle pool
requirement. Once a VM has been fully booted and its Virtual Desktop Agent
software communicates with a XenDesktop server, the VM shows as Active
in Citrix Desktop Studio.

(© Fle Acton View Window Help
e A el | [
@Desktopsmdio

[ search

Machines
Assignments MName Total d... | Available | Imuse Discon... Unregis.. Enabled
Appiications | .04 Workers 5 1 0 0 0 Enabled

= = uny Dalica
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Step 3: In the web browser, select My Desktop. Citrix Desktop Viewer
Procedure 12 Test connectivity to virtual desktops launches.

_ . . . o @ 1y Deeop - Decheon Viewer ==
Citrix Web Interface delivers virtual desktops to clients, and it is installed e -

as part of the Citrix XenDesktop installation procedure. The clients access
Citrix Web Interface directly and through the use of Citrix Receiver clients.

Step 1: In a web browser, connect to the URL for the Web Interface that
resides on an active Citrix XenDesktop server:

http://DDC.cisco.local/ Aol N ' : i
s . e
Note that the name or IP address in the URL is specific to one server for _ - .
testing, and if you are using a load balancer, you can replace the IP address 1
with a DNS name or virtual IP address that references all servers.
‘ Welcome to the virtual workstyle
Step 2: On the Log on page, in the User name box, enter vdi-user-1, enter Your desktop, apps and documents at your fingertips o e g
. . . . Say hello to your virtual desktop, and the freedom to do whatever, whenever, graphics over any network,
the password, and in the Domain box, enter cisco.local, and then click Log Whbrever - powersd by Gl XenDesiop mang Wl or 26

On.

Citrix XenDesktop

1200aM | |
117203 | |

LN=R5G F i)

The virtual desktop can now be used.

——
Log on
.,
—
—

- S

Your Windows desktops and apps on demand - from any PC, Mac, smartphane or tablet.
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Installing and Configuring Citrix XenApp

1. Install first Citrix XenApp VM
Install additional Citrix XenApp VM
Configure the Citrix XenApp farm

Publish a virtual application

o > DN

Configure and test application delivery

You use Citrix License Server and SQL database during the installation

of Citrix XenApp. Each installation of the XenApp software is installed into
a Microsoft Windows Server 2008 R2 operating system. The details of a
Windows Server installation vary by IT organization, and specific Windows
installation details are not included in this guide.

@ Reader Tip

For more information about installing Windows Server 2008 R2,
see the following:
http://technet.microsoft.com/en-us/library/dd379511.aspx

Install first Citrix XenApp VM

You install Microsoft Windows Server 2008 R2 virtual machine instances
(including VMware Tools) on the Cisco UCS hardware designated for
infrastructure services. The following information is used.
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Table 7 - Citrix XenApp configuration values for Cisco UCS server 4

Component Parameter Cisco SBA value
H4: Cisco UCS | Name in VMware vCenter chas3-s4
server 4 IP address 10.4.63.114
Subnet mask 255.255.255.0
Default gateway 10.4.63.1
XenApp virtual | Name in VMware vCenter H4-XA1
machine Destination storage VDI shared-storage
on NetApp

Hard disk 1

Virtual disk with
default 40 GB drive
(C:/ drive)

Network adapter 1

VMXNET 3 attached
to VDI_Servers VLAN

DNS name XA1

IP address 10.4.57.21
Subnet mask 255.255.255.0
Default gateway 10.4.57.1

DNS and Active Directory server | 10.4.48.10
DNS and Active Directory domain | cisco.local

For each Windows Server instance, ensure that:

Network connectivity is configured and available

- Windows OS license is activated

- Windows Server patches are applied

Microsoft Active Directory domain is joined (prerequisite for site-
configuration step)

The following Windows Server prerequisite for the Citrix XenApp instal-
lation does not need to be installed at this time, because the installation
software detects that it is not installed and then automatically launches the

installation:

Microsoft NET Framework 3.5 Service Pack 1
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Step 1: On Cisco UCS server 4, install a Microsoft Windows Server 2008 R2
virtual machine instance and VMware Tools, configure network connectiv-
ity by using the values above, activate Windows, and then join the Active
Directory domain and apply Windows Update patches. When joining the
domain and applying the patches, you will be prompted to reload the VM.
This virtual machine is the H4-XA1 instance.

Step 2: After reloading for updates and Active Directory changes is com-
plete, return to the H4-XA1 console, and then log in to the Active Directory
domain as a user with administrative privileges (Example: cisco.local\
administrator).

Step 3: If the Active Directory domain requires setup of a certificate for the
SCEP service, a message is displayed. Click on the taskbar icon, and then
complete the certificate enrollment.

@ Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date. Click here to enroll new certificates.
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x
&y sublect | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user ar computer that is receiving the certificate

Subject name:

CN=XA1.dsco.local

Add =

I : < Remove |

Alternative name:
Tpe: EM
|ons =l

Value:
I Add =

:

< Remove

Learn more about subject name

K. I Cancel Smply

Step 4: In VMware vCenter, mount the Citrix XenApp ISO image to the
H4-XAT1 virtual machine, and then allow the AutoPlay service to launch the
Citrix AutoSelect.exe XenApp installer. The first XenApp installation screen
is displayed.
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Step 5: Click Install XenApp Server, and then on the “Net 3.5 SP1 is not
installed on this system” message, click OK.

CITRIX" XenApp

@ View XenApp Documentation

\'ﬁb Install XenApp Server %
x

@ Net3.55P1is notinstalled on this system, Click O to install et
W' 3.55P1Framework.

o] cmm |

(L' Browse DVD € Exit

The .Net installation begins, and then the Citrix XenApp installation
launches.

CITRIX" XenApp

@ View XenApp Docurnentation

\'_;jllf} Install XenApp Server

{a =

£ Browse DVD @ Exit
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Step 6: When the Citrix XenApp Server Role Manager dialog box appears,

click Add server roles.

i Citrix XenApp Server Role Manager

XenApp
¥enApp enables IT to centrally manage a single %
instance of each application and deliver it to

users for online and offline use, providing a

better than installed experience.

CiTRIX

=10l x|

Review setup informati
Select this item to access the

latest setup information on
the Citrix XenApp Weh site,

Add server roles

You do not currently have
any server roles installed. {n)

Close |

Step 7: In the Citrix XenApp Server Roles wizard, select a Citrix XenApp
edition to use for the installation. This procedure uses the Platinum Edition.

Step 8: Accept the license agreement, and then click Next.
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Step 9: On the Choose XenApp roles page, select XenApp, and then click

Next.

[ ]
ClTR!X' XenApp Server Roles

Choose XenApp roles

Choose the roles you want to add to this server below. Whst rolss should I include in my farm?

=1olx]

4 |Common Roles
[ License Server
¥ XenApp
[T Receiver Storefront 0

= Merchandising Server @
{This is a virtual appliance and requires & virtual machine.)

4 Other Roles
[T single Sign-on Service @
[T Secure Gateway ©
" Power and Capacity Management Administration ©
[" Edgesight Server &
[” Provisioning Services ©
"' SmartAuditor Server ©
[” Web Interface ©

| v

4

< Back I Next = I

Cancel
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Step 10: On the Choose role subcomponents page, leave the default selec-
tions, and then click Next.

ol
[ ]
ClTR!X' XenApp Server Roles

Choose role subcomponents

The roles you selected have additional features you may wish to install.

4 XenApp
4 Default Components (3)
[ XenApp Server ©
[¢¥ XenApp Management ©
[¥ windows Desktop Experience Integration ©
4 Optional Components
[T XML Service IIS Integration &
[T EdgeSight Agent ©
[T SmartAuditor Agent ©
[ Single Sign-On Plug-in @
[C Power and Capacity Management Agent
[T Provisioning Services Target Device )

< Back I Next = I Cancel |

Step 11: On the Review Prerequisites page, review the prerequisites, and
then click Next.
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Step 12: On the Ready to install page, click Install.

ol
[ ]
ClTR!X' XenApp Server Roles

Ready to install

Setup is ready to install. Please review the notes and summary information belowr.

[Install now: Prerequisites
Remote Desktop Services Role
Application Server Role
Microsoft Visual C++ 2005 SP1 Redistributable (x64)
Group Policy Management Feature
Microsoft Visual C++ 2005 SP1 Redistributable
Microsoft Primary Interoperability Assemblies 2005
Desktop Experience Role
Windows XPS-Viewer Role

Install now: Roles and subcomponents
XenApp
XenApp Server
XenApp Management
Windows Desktop Experience Integration

< Back Install Cancel

The installation begins.

Step 13: Continue to follow the instructions to complete the wizard installa-
tion activity, and select Reboot whenever prompted.
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Step 14: Log in to the H4-XA1 VM with the same administrator credentials
that you used during installation.

After rebooting and logging in with administrator credentials, a Microsoft
Remote Desktop Services licensing message appears. You address this
message at a later time.

Remote Desktop licensing mode is not configured. x|
Remote Desktop Services will stop working in 120 days. Click this
message to launch the RD Session Host Server Configuration

tool to specify a Remote Desktop licensing mode and to specify
a license server for the RD Session Host server to use,

Log in using the full domain and username that you used during
the installation, replacing any alternative domain and username
that may be displayed. If you use credentials that are different
than the installation credentials, the continuation of the installa-
tion does not launch automatically, and future installation screens
are blank.

Step 15: Once the Citrix XenApp Server Role Manager dialog box automati-
cally launches, click Resume Install, and then on the pop-up window, click
Install.

& Citrix XenApp Server Role Manager - |ﬁ' 5[
XenA . . .
pp Review setup information
XenApp enables IT to centrally manage a single Select this item to access the latest setup information on the Citrix
instance of each application and deliver it to XenApp Web site.

users for online and offline use, providing a
better than installed experience.

Add or remove server roles
Mumber of roles installed: 1

Server Configuration Tasks

XenApp

£ Resume Install © Not Installed

The additional server roles and services being to install.
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Step 16: Follow the wizard installation instructions, including any required
reboots, until the Successfully updated XenApp server roles page appears,
and then click Finish.

ol
[ ]
ClTR!X' XenApp Server Roles

Successfully updated XenApp server roles

X¥enApp Platinum Edition has been successfully installed.

| v

@ Application Server Role installed successfully.
@ Micresoft Visual C++ 2005 5P1 Redistributable (x64) installed successfully.
@ Group Policy Management Feature installed successfully.
@ Micresoft Visual C++ 2005 5P1 Redistributable installed successfully.
@ Micresoft Primary Interoperability Assemblies 2005 installed successfully.
@ Windows XP5-Viewer Role installed successfully.
@ ¥enApp installed successfully.
@ ¥enApp Server installed successfully.
@ ¥enApp Management installed successfully.

d Windows Desktop Experience Integration will be installed. —

Note: Some server roles cannot be used until they are configured. Refer to the Server Role
Manager for the remaining tasks.

Step 19: On the “Connection to license server LicenseServer.cisco.local
successful” message, click Close, and then on the Enter License Server
Information page, click Next.

i XenApp Server Configuration

[ ]
ClTR!X' Licensing Configuration

Enter License Server Information

(% Connect to an existing license server

License server name: | LicenseServer.dsco.local

License server port (default 27000): IZ?DDD Test Connection
i XenApp Server Configuration k 5'

" Configure the i
Connection to license server
LicenseServer.cisco.local successful

License server versien is correct.

You are returned to the Citrix XenApp Server Role Manager.

Step 17: Click Specify Licensing.

Server Configuration Tasks

XenApp
£y Specify Licensing @

Mot configured

Step 18: In the Licensing Configuration wizard, on the Enter License Server
Information page, in the License server name box, enter LicenseServer.
cisco.local, and then click Test Connection.
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Step 20: On the “No product licenses found on license server” message,
click Continue. You install licenses at a later time.

im XenApp Server Configuration 5[

No product licenses found on license
server LicenseServer.cisco.local

Please install licenses on the license server and try again, or
continue and configure the license server at a later time using a

policy.

Try Again Continue

Deployment Details




Step 21: Onthe Select Licensing Model page, select Select the model Step 23: On the Citrix XenApp Server Role Manager dialog box, under

now, select XenDesktop concurrent system, and then click Apply. XenApp, click Configure.
i Server Configuration Tasks
L]
CITR!X Licensing Configuration XenApp
o &f  Licensing specified Edit Licensing @
Select Licensing Model
e e £y Configure @© Mot configured
€ Xentpp @
¥ ¥enDesktop concurrent system (3 L . . .
€ XenDesktop userfdevice () Step 24: In the Citrix XenApp Server Configuration wizard, on the Choose a
task to perform page, select Create a new server farm.
' Select the model at a later time
i
Visit the following web site for more information about licensing models: .
Licensing eDocs site ClTR!X' XenApp Server Configuration

Note: After clicking Apply, restart your system for the new settings to take effect

Choose a task to perform

4485 Reader Tip & Create a new server farm N

If this is your first installation, you must create a farm. This server will be added to the new farm.

Alternative licensing schemes may be better suited for some ) o
deployments. For more information, see the licensing information ® Add this server to an existing server farm

L . This server will join the selected farm on next reboot.
at the Citrix eDocs website:
http://support.citrix.com/proddocs/topic/infocenter/ic-how-to-use.html

Step 22: If licenses are not yet installed on your Citrix License Server, on
the “No product licenses found on the license server or the selected model”
message, click Continue.

x
No product licenses found on the
A license server for the selected model
You may either go back and select another model or continue

and add licenses at a later time.
Go Back | Continue I
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Step 25: On the Enter basic information about the new server farm page, in
the New XenApp Server farm name box, enter XA-Farm, and in the First
Citrix administrator account box, enter cisco.local\administrator, and then
click Next.

im Citrix XenApp Server Configuration

[ ]
CITR!X' XenApp Server Configuration

Enter basic information about the new server farm

Mew Xenfpp Server farm name:
I){A-Fanﬂ

First Citrix administrator account:
I cisco.local\administrator

Step 26: On the Choose a database for the new server farm page, select
New database, and then click Next.

Choose a database for the new server farm

Choose a database:

Step 27: On the Enter database credentials and test database connection
page, click Enter Credentials, update the administrator password, and then
click Next.

i Citrixc XenApp Server Configuration

L ]
CITR!X' XenApp Server Configuration

Enter database credentials and test database connection

Current Credentials

User name: administrator
Domain: cisco.local

Enter Credentials... I

Step 28: On the Configure shadowing page, select Allow shadowing of
user sessions on this server, and then click Next.

- New database
» Install and use a new Microsoft SQL Server Express database on this machine. This is not
recommended for large farms. %

Existing Microsoft SQL Server database

Use an existing Microsoft SQL Server database already present on your network.
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RE
.
CITR!X XenApp Server Configuration
Configure shadowing
If you allow shadowing, users may shadow other user sessions on this server. Remote control allows keyboard and

mouse interaction while shadowing.

" prohibit shadowing of user sessions on this server

[~ Prohibit remote control
[ Force a shadow acceptance popup

[~ Force logging of all shadow connections

IMPORTANT:
If you prohibit shadowing, the setting is permanent. If you allow shadowing now, you can change this sefting later or
override it with specific user policies.

Deployment Details




Step 29: On the Specify advanced server settings page, do not specify any

advanced server settings, and then click Next.

[ )
C"'R!x XenApp Server Configuration

Specify advanced server settings

W Citrix XenApp Server Configuration

The settings shown below are optional. If you do not change them, smart defaults will be used.

g [l

| i T | Data Collection Options

XML Service

Receiver ® Enable Controller and Session-host modes

Remote Deskiop Users = Enable Session-host mode only ©

[ Use a custom zone name

Zone name: |Default Zone
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Step 30: On the Ready to configure page, review the settings, and then
click Apply.

W Citrix XenApp Server Configuration i [ 4

[ ]
ClTR!X' XenApp Server Configuration

Ready to configure

Flease review the notes and summary information below. Click Apply to apply the configuration.

| v

Farm Information

Action: Create a new farm
Server farm name: XA-Farm
First Citrix administrator account: cisco.local\administrator

Database Credentials
Username: administrator
Domain: cisco.local

User Session Shadowing

Remote control: Allowed

Show shadow acceptance popup: No
Log all shadow connections: No

Zone: Default

XML Service port number: 30 (default)
Server name {or URL) for the Receiver: =

< Back I Apply ]'; Cancel |

The Citrix XenApp Server Configuration wizard applies the additional
settings.

Step 31: When the server configuration is completed successfully, click
Finish.
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Step 32: On the Citrix XenApp Server Role Manager dialog box, click
Reboot, and then click Yes.

Server Configuration Tasks

HenApp

=y

&f  Licensing specified Edit Licensing

s/  Configured Edit Configuration @

£ Reboot © Reboot required

Step 33: After the reboot is complete, log in with administrator credentials
and use the full domain format (Example: cisco.local\administrator).

Log in using the full domain and username that you used during
the installation, replacing any alternative domain and username
that may be displayed. If you use credentials that are different
than the installation credentials, the continuation of the installa-
tion does not launch automatically, and future installation screens
are blank.

Step 34: If alicense error displays, click OK.

Step 35: Before continuing, launch Windows Update, apply all updates, and
reboot. At minimum, patches to .NET Framework are required. Repeat until all
patches are applied.

The Citrix XenApp Server Role Manager dialog box automatically launches
again, showing that XenApp is configured.

Server Configuration Tasks

Xenfpp

=y

?.-f Licensing specified Edit Licensing &)

s/  Configured Edit Configuration &
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Install additional Citrix XenApp VM

Additional Citrix XenApp servers are installed on virtual instances of
Microsoft Windows Server 2008 R2. The virtual instances installed on the
same hardware and hypervisor can scale better than a single large VM.
For added resiliency, one or more of the additional Citrix XenApp VMs are
installed on another host server.

You install Microsoft Windows Server 2008 R2 virtual machine instances
(including VMware Tools) on the Cisco UCS hardware designated for
infrastructure services. The following information is used.

Table 8 - High availability Citrix XenApp configuration values for Cisco UCS server 6

Component Parameter Cisco SBA value

HG: Cisco UCS | Name in VMware vCenter chas3-s6

server 6 IP address 10.4.63.116
Subnet mask 255.255.255.0
Default gateway 10.4.63.1

HA XenApp Name in VMware vCenter H6-XA4

virtual machine

Destination storage VDI shared-storage on

NetApp

Virtual disk with
default 40 GB drive
(C:/ drive)

VMXNET 3 attached to
VDI_Servers VLAN

Hard disk 1

Network adapter 1

DNS name XA4

IP address 10.4.57.24
Subnet mask 255.255.255.0
Default gateway 10.4.57.1

DNS and Active Directory server | 10.4.48.10
DNS and Active Directory domain | cisco.local
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For each Windows Server instance, ensure that:
Network connectivity is configured and available
Windows OS license is activated
Windows Server patches are applied

Microsoft Active Directory domain is joined (prerequisite for site con-
figuration step)

The following Windows Server prerequisite for the Citrix XenApp instal-
lation does not need to be installed at this time, because the installation
software detects that it is not installed and then automatically launches the
installation:

Microsoft NET Framework 3.5 Service Pack 1

Step 1: On Cisco UCS server 6, install a Microsoft Windows Server 2008 R2
virtual machine instance and VMware Tools, configure network connectiv-
ity by using the values above, activate Windows, join the Active Directory
domain and apply Windows Update patches. When joining the domain and
applying the patches, you will be prompted to reload the VM. This virtual
machine is the H6-XA4 instance.

Step 2: After reloading for updates and Active Directory changes is
complete, return to the H6-XA4 VM console, and then log in to the Active
Directory domain as a user with administrative privileges (Example: cisco.
local\administrator).

Step 3: If the Active Directory domain requires setup of a certificate for the
SCEP service, a message is displayed. Click on the taskbar icon, and then
complete the certificate enrollment.

,ﬁ, Certificate Enrollment
You need additional certificates, or some of your certificates
are out of date, Click here to enroll new certificates.
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Certificate Properties x|

&y sublect | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user ar computer that is receiving the certificate

Subject name:

CN=XA4.dsco.local

Add = |

< Remove

Alternative name:
Type: m
|ons =l

Value:
I Add =

:

< Remove

Learn more about subject name

K. I Cancel Smply

Step 4: In VMware vCenter, mount the Citrix XenApp ISO image to the
H6-XA4 virtual machine, and then allow the AutoPlay service to launch the
Citrix AutoSelect.exe XenApp installer. The first XenApp installation page is
displayed.
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Step 5: Click Install XenApp Server, and then on the “Net 3.5 SP1 is not
installed on this system” message, click OK.

CITRIX" XenApp

@ View XenApp Documentation

\'ﬁb Install XenApp Server %
x

@ Net3.55P1is notinstalled on this system, Click O to install et
W' 3.55P1Framework.

o] cmm |

(L' Browse DVD € Exit

The .Net installation begins, and then the Citrix XenApp installation
launches.

CITRIX" XenApp

@ View XenApp Docurnentation

\'_;jllf} Install XenApp Server

{a =

£ Browse DVD @ Exit
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Step 6: When the Citrix XenApp Server Role Manager dialog box appears,

click Add server roles.

i Citrix XenApp Server Role Manager

XenApp
¥enApp enables IT to centrally manage a single %
instance of each application and deliver it to

users for online and offline use, providing a

better than installed experience.

CiTRIX

=10l x|

Review setup informati
Select this item to access the

latest setup information on
the Citrix XenApp Weh site,

Add server roles

You do not currently have
any server roles installed. {n)

Close |

Step 7: In the Citrix XenApp Server Roles wizard, select a Citrix XenApp
edition to use for the installation. This procedure uses the Platinum Edition.

Step 8: Accept the license agreement, and then click Next.
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Step 9: On the Choose XenApp roles page, select XenApp, and then click

Next.

[ ]
ClTR!X' XenApp Server Roles

Choose XenApp roles

Choose the roles you want to add to this server below. Whst rolss should I include in my farm?

=1olx]

4 |Common Roles
[ License Server
¥ XenApp
[T Receiver Storefront 0

= Merchandising Server @
{This is a virtual appliance and requires & virtual machine.)

4 Other Roles
[T single Sign-on Service @
[T Secure Gateway ©
" Power and Capacity Management Administration ©
[" Edgesight Server &
[” Provisioning Services ©
"' SmartAuditor Server ©
[” Web Interface ©

| v

4

< Back I Next = I

Cancel
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Step 10: On the Choose role subcomponents page, leave the default selec-
tions, and then click Next.

ol
[ ]
ClTR!X' XenApp Server Roles

Choose role subcomponents

The roles you selected have additional features you may wish to install.

4 XenApp
4 Default Components (3)
[ XenApp Server ©
[¢¥ XenApp Management ©
[¥ windows Desktop Experience Integration ©
4 Optional Components
[T XML Service IIS Integration &
[T EdgeSight Agent ©
[T SmartAuditor Agent ©
[ Single Sign-On Plug-in @
[C Power and Capacity Management Agent
[T Provisioning Services Target Device )

< Back I Next = I Cancel |

Step 11: On the Review Prerequisites page, review the prerequisites, and
then click Next.
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Step 12: On the Ready to install page, click Install.

ol
[ ]
ClTR!X' XenApp Server Roles

Ready to install

Setup is ready to install. Please review the notes and summary information belowr.

[Install now: Prerequisites
Remote Desktop Services Role
Application Server Role
Microsoft Visual C++ 2005 SP1 Redistributable (x64)
Group Policy Management Feature
Microsoft Visual C++ 2005 SP1 Redistributable
Microsoft Primary Interoperability Assemblies 2005
Desktop Experience Role
Windows XPS-Viewer Role

Install now: Roles and subcomponents
XenApp
XenApp Server
XenApp Management
Windows Desktop Experience Integration

< Back Install Cancel

The installation begins.

Step 13: Continue to follow the instructions to complete the wizard installa-
tion activity, and select Reboot whenever prompted.
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Step 14: Login to the H6-XA4 VM with the same administrator credentials
that you used during installation.

After rebooting and logging in with administrator credentials, a Microsoft
Remote Desktop Services licensing message appears. You address this
message at a later time.

Remote Desktop licensing mode is not configured. x|
Remote Desktop Services will stop working in 120 days. Click this
message to launch the RD Session Host Server Configuration

tool to specify a Remote Desktop licensing mode and to specify
a license server for the RD Session Host server to use,

Log in using the full domain and username that you used during
the installation, replacing any alternative domain and username
that may be displayed. If you use credentials that are different
than the installation credentials, the continuation of the installa-
tion does not launch automatically, and future installation screens
are blank.

Step 15: Once the Citrix XenApp Server Role Manager dialog box automati-
cally launches, click Resume Install, and then on the pop-up window, click
Install.

& Citrix XenApp Server Role Manager - |ﬁ' 5[
XenA . . .
pp Review setup information
XenApp enables IT to centrally manage a single Select this item to access the latest setup information on the Citrix
instance of each application and deliver it to XenApp Web site.

users for online and offline use, providing a
better than installed experience.

Add or remove server roles
Mumber of roles installed: 1

Server Configuration Tasks

XenApp

£ Resume Install © Not Installed

The additional server roles and services begin to install.
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Step 16: Follow the wizard installation instructions, including any required
reboots, until the Successfully updated XenApp server roles page appears,
and then click Finish.

ol
[ ]
ClTR!X' XenApp Server Roles

Successfully updated XenApp server roles

X¥enApp Platinum Edition has been successfully installed.

| v

@ Application Server Role installed successfully.
@ Micresoft Visual C++ 2005 5P1 Redistributable (x64) installed successfully.
@ Group Policy Management Feature installed successfully.
@ Micresoft Visual C++ 2005 5P1 Redistributable installed successfully.
@ Micresoft Primary Interoperability Assemblies 2005 installed successfully.
@ Windows XP5-Viewer Role installed successfully.
@ ¥enApp installed successfully.
@ ¥enApp Server installed successfully.
@ ¥enApp Management installed successfully.

d Windows Desktop Experience Integration will be installed. —

Note: Some server roles cannot be used until they are configured. Refer to the Server Role
Manager for the remaining tasks.

Step 19: On the “Connection to license server LicenseServer.cisco.local
successful” message, click Close, and then on the Enter License Server
Information page, click Next.

i XenApp Server Configuration

[ ]
ClTR!X' Licensing Configuration

Enter License Server Information

(% Connect to an existing license server

License server name: | LicenseServer.dsco.local

License server port (default 27000): IZ?DDD Test Connection
i XenApp Server Configuration k 5'

" Configure the i
Connection to license server
LicenseServer.cisco.local successful

License server versien is correct.

You are returned to the Citrix XenApp Server Role Manager.

Step 17: Click Specify Licensing.

Server Configuration Tasks

XenApp
£y Specify Licensing @

Mot configured

Step 18: In the Licensing Configuration wizard, on the Enter License Server
Information page, in the License server name box, enter LicenseServer.
cisco.local, and then click Test Connection.
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Step 20: On the “No product licenses found on license server” message,
click Continue.

im XenApp Server Configuration 5[

No product licenses found on license
server LicenseServer.cisco.local

Please install licenses on the license server and try again, or
continue and configure the license server at a later time using a

policy.

Try Again Continue
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Step 21: Onthe Select Licensing Model page, select Select the model
now, select XenDesktop concurrent system, and then click Apply.

=1l x|
[ )
crrn!x Licensing Configuration

Select Licensing Model

% Select the model now

€ XenApp @
¥ XenDesktop concurrent system (2
" XenDesktop user/device

" Selact the model at a later time

Visit the following web site for more information about licensing models:
Licensing eDocs site

Note: After clicking Apply, restart your system for the new settings to take effect

U Reader Tip

Alternative licensing schemes may be better suited for some
deployments. For more information, see the licensing information
at the Citrix eDocs website:
http://support.citrix.com/proddocs/topic/infocenter/ic-how-to-use.html
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Step 22: If licenses are not yet installed on your Citrix License Server, on
the “No product licenses found on the license server or the selected model”
message, click Continue.

x
No product licenses found on the
A license server for the selected model
You may either go back and select another model or continue

and add licenses at a later time.
Go Back | Continue I

Step 23: On the Citrix XenApp Server Role Manager dialog box, under
XenApp, click CGonfigure.

Server Configuration Tasks

XenApp
sf  Licensing specified Edit Licensing @

&y Confiqure @ Mot configurad

Step 24: In the Citrix XenApp Server Configuration wizard, on the Choose a
task to perform page, select Add this server to an existing server farm.

ol
[ ]
ClTR!X' XenApp Server Configuration

Choose a task to perform

Create a new server farm
If this is your first installation, you must create a farm. This server will be added to the new farm.

# Add this server to an existing server farm
This server will join the selected farm on next reboot. %
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Step 25: On the Choose a database for the existing server farm page,
select Existing Microsoft SQL Server Express database, and then click
Next.

W Citrix XenApp Server Configuration — | [m| |ﬁ|

[ ]
ClTR!X' XenApp Server Configuration

Choose a database for the existing server farm

Choose a database:

Existing Microsoft SQL Server Express database
Use an existing Microsoft SQL Server Express database already present on your network.

Existing Microsoft SQL Server database

Use an axisting Microsoft SQL Server database already present on your network.

Step 26: On the Configure the connection to the existing server farm page,
in the Database server name box, enter XA1l.cisco.local, and then click
Next.

& Citrix XenApp Server Configuration - | m] | 5'

L]
C"'R!x' XenApp Server Configuration

Configure the connection to the existing server farm

Database server name (server name or IP address):

I X¥Al.cisco.local _VI
Examples: myServer or AccountServer or 152.168.1.1
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Step 27: On the Enter database credentials and test database connec-
tion page, click Enter Credentials, enter the administrator username and
password (Example: cisco.local\administrator), click Next, and then on the
wizard page, click Test Connection.

i Citrixc XenApp Server Configuration

L ]
CITR!X' XenApp Server Configuration

Enter database credentials and test database connection

Current Credentials

User name: administrator
Domain: cisco.local

Enter Credentials... I Test Connecticn t%

The connection has not been tested.

Step 28: Onthe “Test completed successfully” message, click OK, and then
on the Enter database credentials and test database connection page, click
Next.

i® Citrbc XenApp Server Configuration

L ]
CITR!X' XenApp Server Configuration

Enter database credentials and test database connection

Current Credentials

User name: administrator
Domain: cisco.local

Enter Credentials... I
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Step 29: On the Configure shadowing page, select Allow shadowing of Step 31: On the Ready to configure page, review the settings, and then click

user sessions on this server, and then click Next. Apply.
JRE=TEY JRI=TE
L] L]
CITR!X' XenApp Server Configuration CITR!X' XenApp Server Configuration
Configure shadowing Ready to configure

Flease review the notes and summary information below. Click Apply to apply the configuration.
1f you allow shadowing, users may shadow other user sessions on this server. Remote control allows keyboard and
mouse interaction while shadowing.

| v

Farm Information
€ Prohibit shadewing of user sessions on this server

% pllow shadowing of user sessions on this server i Action: Join an existing farm

[™ Prohibit remote control _
Database server name: XAl.cisca.local
[ Force a shadow acceptance popup
[ Force logging of all shadow connections Database Credentials

Username: administrator

Domain: cisco.local
IMPORTANT:

1f you prohibit shadowing, the setting is permanent. If you allow shadowing now, you can change this setting later or . .
override it with specific user policies. User Session Shadowing

Remote control: Allowed
Show shadow acceptance popup: No

Step 30: On the Specify advanced server settings page, do not specify any Log all shadow connections: No
advanced server settings, and then click Next.

Enable Session-host only mode: No
Zone: Default

=0l x| XML Service port number: 20 (default) =
[ )
CITRIX XenApp Server Configuration
. < Back I Apply I Cancel |

Specify advanced server settings The Citrix XenApp Server Configuration wizard applies the additional

The settings shown below are optional. If you do not change them, smart defaults will be used. Settings'
Data Collecti = = . . . .

| ats Colecton || Data Collection Options Step 32: When the server configuration is completed successfully, click
XML Service FlnlSh
Receiver )

@ Enable Controller and Session-host modes

Remote Deskiop Users = Enable Session-host mode only ©

[ Use a custom zone name

Zone name: |Default Zone
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Step 33: On the Citrix XenApp Server Role Manager dialog box, click
Reboot, and then click Yes.

Server Configuration Tasks

XenApp
&f  Licensing specified Edit Licensing &

s/  Configured Edit Configuration @

£ Reboot © Reboot required

Step 34: After the rebootis complete, log in with administrator credentials
and use the full domain format (Example: cisco.local\administrator).

Log in using the full domain and username that you used during
the installation, replacing any alternative domain and username
that may be displayed. If you use credentials that are different
than the installation credentials, the continuation of the installa-
tion does not launch automatically, and future installation screens
are blank.

Step 35: If alicense error displays, click OK.

Step 36: Before continuing, launch Windows Update, apply all updates, and

reboot. At minimum, patches to .NET Framework are required. Repeat until all

patches are applied.

The Citrix XenApp Server Role Manager dialog box automatically launches
again, showing that XenApp is configured on the additional server.

Server Configuration Tasks

XenApp

?.-f Licensing specified Edit Licensing &

s/  Configured Edit Configuration &
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Step 37: If you choose to deploy additional Citrix XenApp servers, repeat
this procedure to create and add all remaining XenApp servers to the
XA-Farm farm.

Configure the Citrix XenApp farm

Step 1: From the console of the H4-XA1 VM (Example: XAl.cisco.local),
navigate to Start > Administrative Tools > Citrix > Management Consoles,
and then choose Citrix AppCenter. The Citrix AppCenter management
console appears.

Configure and run discovery

CiTRIX

Welcome
This is the discovery wizard for the AppCenter console. It will guide you through the discovery
Steps process.
* Welcome Before using AppCenter, youmust run discovery to establish contact | items in your
deployment and the console.

Select Products or

Components Select Next to continue or Cancel to stop the discovery process.

Configure Discovery

Discovery Progress

Step 2: In the Configure and run discovery wizard, on the Welcome page,
click Next.

Step 3: On the Select Products or Components page, clear Single
Sign-On, and then click Next.

Step 4: On the Select Servers page, click Add Local Computer.
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Step 5: Click Add, enter the DNS name of an additional XenApp server
that you want to manage (Example: XA4), and then click OK. Repeat adding
additional servers as configured in your environment.

CiTRIX

Specify at least one senver running Citrix XenApp in each farm that you want to administer.

Add Local Computer |

[ Fenss |

Remove

Preview Discovery

Discovery Progress

Step 6: On the Select Servers page, click Next.
Step 7: On the Preview Discovery page, click Next.

Step 8: On the Discovery Progress page, click Finish. You have completed
the Configure and run discovery wizard, and Citrix AppCenter appears.

Bk Citrix AppCenter (=]

File Acton View Help

= =H

[ Cirix AppCenter . . Adions
Search m Citrix AppCenter CITR!x Citrix AppCenter -

My Views
=] @ Citrix Resources
Bl > Configuration Tools Welcome
Hotfix Management d " : o o Other Tacks 4
AppCenter provides a centrallocation from which to manage yourXenA eployt
5 @ XenApp ] P gey pp deploy =
ated Tools -

=4 XAFarm begin, you mustfirstrun the discovery process to establishcontact between your

&5 Administrators console [ Citrix Knowledge Center

Configure and run discovery

-

iConfigure and run discoverd
() applications {Confiaure and nin djgcoveni ) )
[i# History Related Tools: [ Citrix eDocs Library

Load Balancing Policies || Citrix Knowledge Center
Load Evaluators CitrixeDocs Library
Policies

Servers

‘Worker Groups
[ Zones @ Configuration Tools ‘ @ XenApp

0 Single Sign-0n peEEIrlnjmg nntﬂecitri_xp:_ndy%ynu Administery_nuragpli:

Citrix Resources
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Publish a virtual application

The following steps show how to publish Windows Notepad as a virtual
application, and you can apply this procedure to any available application.

Step 1: In the tree, expand XA-Farm, right-click Applications, and then
choose Publish application. The Publish Application wizard launches.

Step 2: On the Welcome page, click Next.

Step 3: On the Name page, in the Display name box, enter Notepad, in the
Application description box, enter Windows Notepad, and then click Next.

x
CiTRIX'

Steps Enter the name and description that you want to be displayed to clients for this application.
v \elcome TEramEe
Basic INotepad|
» Name
Type Application description:
Location IWindows Notepad

Step 4: On the Type page, keep the default selections of Application,
Accessed from a server, and Installed application, and then click Next.

¥ Name & Application

v Type ~Application type
Location % Accessed from a server
Servers " Streamed if possible, otherwise accessed from a server
Users Server application type:
Shorteut Installed apj 0
presentation

Publish immediately  Streamed to client

0 Nete: To change the application type after publishing it, you must use the Change Application
Typetask.
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Step 5: On the Location page, for Command line, click Browse, navigate
to notepad.exe and select it, and in the Working directory box, enter C:\
Windows, and then click Next.

Basic Command line:
v Name IC:\‘I’\!‘Tndcwsmotepad.em
v Tyee Browse... |
Location
\wlorking directory:
Servers IC:\‘I’\!“lndcws
Users
Browse...

Step 6: On the Select Servers page, in the Look in list, choose XA-Farm,
click the Servers folder, and click Add All to select all the created servers,
including XA1 and XA4, and then click Next.

You have selected the servers on which you want to virtualize the notepad.
exe application.

Step 7: On the Users page, select Allow only configured users, click Add,
and then in the Select Users or Groups dialog box, select the appropriate
Active Directory users or groups for which you want to enable access,

and then click Next. This example adds users CISCO\vdi-user-1 through
CISCO\vdi-user-5.

Specify the users who can access this application. Select Users or Groups

Stey
ps To add users, choose a directory type at the bottom and | Add Listof N I
v \Welcome
Basic Look in:
N I QTDD Level Account Authorities
v Name
v Type £ Allow anonymous users BUILTIN
ype
v Location & Allow only configured users &cisco.LocAL
v Servers Configured users:
> Users
Shortcut
presentation
Publish immediately T Add | 4 Bemove
Configured Accounts
£ CISCO\wdi-user-1

5 CISCOwdiuser-2
5 CISCOwdi-user-3

. [Ctrx User Selector 5 CISCOwdi-user-4
Select directory type:
3 cISCOwdiuser-5
Add... I Remaove |

< Back Mext > Cancel
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Step 8: On the Shortcut presentation page, keep the default selections, and
then click Next.

Step 9: On the Publish immediately page, keep the default selections, and
then click Finish.

The published application appears in Citrix AppCenter.

e Citrix AppCenter -0l x|

File Acton View Help

Lo =] =] NN

E Citrix AppCenter

2 -
e Applications CITRIX" .. .
= {3 Citrix Resources Create folder

[ [#% Configuration Tools Contents |1Hﬁ)rmah'on I

Publish application
Hotfix Management r.npplicalion items in Applications Choose columns PP
= ? :ip_F 7 | Type | Stats | User C: ion T Save in My Views
[t arm —E
& Adninistrators _|Notzpad Installed Appl... Enabled Explicit Other Tasks N
B Related Taals A
|i# History

Configure and test application delivery

The Citrix Web Interface functionality installed with Citrix XenDesktop is also
used to access the applications published by Citrix XenApp, presenting a
unified view of virtual desktops and virtual applications. Citrix Web Interface
was automatically configured with the XenDesktop farm for virtual desktop
delivery, and the XenApp farm is now added for delivery.

Step 1: From the console of the H1-DDC VM (Example: DDC.cisco.local), log

in using the credentials for cisco.local\administrator, and then open Citrix
Desktop Studio.
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Step 2: In Citrix Desktop Studio, in the tree, navigate to Access > Citrix

Step 4: In the Add Farm dialog box, in the Farm name box, enter XA-Farm,
Web Interface, and then click XenApp Web Sites.

click Add, enter the XA1.cisco.local and XA4.cisco.local servers, and then

& Citrix Desktop Studic

== x|
() Fle Acton View Window Help | =1E] x|
— — Add Farm il
e 2[=|H
Desktop Studi § Actions
@‘5 Sa:rm © XenApp Web Sites I Farm name: I}U\—Farrn
=] - XenApp Web Sites - =
= Machines Site name | site URL . :
Assigrments B intemal Site hitp-//DIDC. cisco local/Citric/Desitop\Web Create Site Server Seftings
— Applications View » Servers {jn failover order):
= [ HoX Policy
% Machines New Window from Here ¥A1 cisco local Mowe U|:I |
#) Users .
Madeling I | |6 Refresh KAd cisco local
1 [§» Configuration d LI ﬂ Help 3
8 Administrators

Controllers

El] Internal Site

Internal Site - Edit Settings
= Hosts Summary | Secure ml
Server Farms
Licensing T | o =
=[] Access Farm1 Authentication Methods
= 6 Clm Wb Ir Web Site Appearance
XenApp Web Sites XML Service localhost A Edi =
XenApp Services Si XML port 20 Secure Access it EMOVE
XML transport HTTP Resource Types

Step 3: On the right, in the Actions pane, select Server Farms, and then

click Add. FommLrEen Seting
XML Service port: IBD
Transport type: IHTI'P j
S5L Relay port: IM3
i E
Configure the lifetime of client authenticationtickets.  Ticketing Settings..
ok | Concel |
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click OK.

j

Move Down

[~ Use the serverlist for load balancing

Bypass any failed server for: I‘I

ﬁ IHours j
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In Citrix Desktop Studio, in the Internal Site pane, the XA-Farm XenApp farm
is now listed with the Farm1 Citrix XenDesktop farm.

=1 Internal Site

MName | Value -
Fam1
¥ML Service localhost
XML port a0
¥ML transport HTTF
¥A-Farm
XML Service ¥A1 cisco local, XA4 ciscao loc
¥ML port 80
¥ML transport HTTF
Authentication -
1| | _"’l—l

Step 5: In Citrix Desktop Studio, in the tree, navigate to Access > Citrix
Web Interface, and then click XenApp Services Sites.

Step 6: On the right, in the Actions pane, select Server Farms, and then
click Add.

Step 7: On the Add Farm dialog box, in the Farm name box, enter XA-Farm,
and then click Add.

February 2013 Series

Step 8: On the Add Server dialog box, in the Server name box, enter XA1.
cisco.local, and then click OK.

i8]
@ Fle Action WView Window Help |_|_|- E'i||
I x
Desktop Studio _ | N
6 O Search [El] XenApp Services Si  Fam name: [XAFam
g Machines Server Settings
Assignments B Servers {in failover arder):
Applications
= rorrar [ty |
% Machines Add and edit farm b Move Down
Users and S5L server ports, tran
Modeling
= [E» Configuration Fams (in change passwort
£, Administrators Name
& o @ e — CETE— X
& Hosts Sul
Server i
- Licensing I Use e IXJ\'I cisco local
= Access
= (3 Citrix Web Interface D= _ID’ cel
XenApp Web Sites Communic
XenApp Services Sites 4
Lo s
Edit
Transport type: HTTP =
— Advanced Settings ——
Confi . J443
i g SSLRekypor: a3
Ticketing Settings
Configure the lifetime of client authenticationtickets.  Ticketing Settings... |
H
1 OK | Cancel

|Configure server farm details for the selected site I I

Step 9: For each additional XenApp server configured, click Add, enter the
Server name (Example: XA4 cisco.local), and then click OK.

Step 10: Once you have completed adding servers, on the Add Server dia-
log box, click OK. The additional application farm and servers are displayed.

Manage Server Farms - PNAgent Site il

Add and edit farm names and specify the order in which farms are contacted. ou can also specify XML
and SSL server ports, transport types, and enable ticketing for all servers.

Farms {in change password order):

Name | XMLport | XML transport | SSL Relay port | Servers | Mave Up |
Fam 80 HTTF localhost

XAFam 80 HTTP XA disco local, XAdcis. M

Step 11: On the Manage Server Farms dialog box, click OK. The applica-
tions published by Citrix XenApp are now available to be accessed in Citrix
Receiver, along with the published desktops from Citrix XenDesktop.

Step 12: In a web browser, open a connection to the H1-DDC VM (Example:
DDC.cisco.local).
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Step 13: In the User name and Password boxes, enter the user credentials
for a user that has access to the virtual application that you wish to test
(Example: vdi-user-1) and in the Domain box, enter cisco.local, and then
click Log On.

Citrix XenDesktop

Log on

Your Windows desktops and apps on demand - from any PC, Mac, smartphone or tablet.

The newly added Notepad application is displayed along with available
desktops, and you can launch any application or desktop from this interface
and also from installed Citrix Receiver clients.

a

o

Applications Desktops

Main _ Selectview: ¥ )

Motepad

CITRIX
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Installing and Testing Citrix Receiver Access

1. Enable SSL on the web servers
2. Configure Citrix Receiver

3. Observe optimized WAN for Citrix Receiver

The Citrix XenDesktop deployment uses the Internet Information Services
(IIS) web server role installed in Windows Server 2008 R2. For some Citrix
Receiver applications, an SSL connection is required, so you must enable
this connectivity on the web server.

Enable SSL on the web servers

Step 1: In VMware vCenter, log in to the console of the VM running the
Microsoft IS web server with administrator privileges (Example: DDC.cisco.
local), and then launch the Internet Information Services (IIS) Manager tool.
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Step 2: In the tree, navigate to DDC, at the bottom of the screen, click
Features View, and then in the DDC Home pane, double-click Server
Certificates.

"E Internet Information Services (IIS) Manager - |E il
&[S0 oo & @
Wiew Help
i @ DDC Home
@- | |& k4 Open Feature
&4 Start Page
-4 DDC (E1SCO\pvsadin) Filter: - Blco - gshowal | - 5 Manage Server
_;2 Application Pools - « Restart
El-[&] Sites B Start
B @ Default Web Site = ® stp
El-[] aspnet_dient (/] 404 .
. B[] system_web Default Directory Error Pages Failed Request View Application Pools
| Citrix Document Browsing Tracing Rules View Sites
¥ DesktopAppliand - - @ =
DesktopiWeb P =l =y ! 5_;% = -
-5 PNAgent = = AL = Online Help
(5,
1-SF DesktopDirector FastCGL Handler HTTP Redirect HTTP
= Settings Mappings Respo...
T @ 8
ISAPT and CGI  ISAPI Filters Logging MIME Types
Restrictions
e
" e o=
4= = o=
Modules Output Request Request and manage certificates for Web sites that use S5L
Caching Filtering Cef 5
- =
4 | » [= | Features View |- Content View

Step 3: In the Actions pane, double-click Create Certificate Request, fill
out the server information, save the request file, and then use it as a request
to your CA. If you are using a local Microsoft CA for proof-of-concept pur-
poses, the URL for the request is in the format http://ca.cisco.local/certsrv.

Step 4: Inthe IIS Manager Server Certificates Actions pane, select
Complete Certificate Request. This uses the signed certificate returned by
the CA and imports it into the web server.

Step 5: In IIS Manager, in the tree, navigate to DDC > Sites > Default Web
Site, and then in the Actions pane, click Bindings.

Step 6: Click Add, in the Type list, select https, and in the SSL certificate
list, select the new certificate, click OK to accept the changes, and then
click Close.

Step 7: In the Actions pane, click Restart. The web server can now be
accessed by using HTTPS with SSL.
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Step 8: Repeat all previous steps in this procedure on the web servers built
for the deployment. This enables the same functionality, for high availability.

Configure Citrix Receiver

Citrix Receiver is the application used to access virtual environments.
Android clients are available from Google Play, and iOS clients for the iPad
are available at the Apple App Store. Windows clients are available from the
Citrix website, here:

http://www.citrix.com

This guide uses the Windows version of Citrix Receiver on a test laptop in
this procedure.

Step 1: Onthe Windows test laptop, download the appropriate Citrix
Receiver for the remote client, and then install the Citrix Receiver application.

Step 2: Launch Citrix Receiver.
Step 3: If thisis the first time Citrix Receiver is launched, in the Enter your

work email or server address box, enter the server address to which you
wish to connect (Example: https://DDC.cisco.local), and then click Next.

.ﬂ\dd Account 1

Citrix Receiver™

Enter your work email or server address:

httpsDDC ciscolacalf

If ywou do not need o add an account, click Cancel, If you need
to add an account later, start Citrix Receiver and choose
Accounts,

RS ] [ Cancel

Deployment Details



Step 4: In the Domain\User box, enter a domain or user account (Example: Step 5: Click the plus sign.
cisco.local\vdi-user-2), enter the password, and then click Log On.

Citrix Receiver

Citrix Receiver (=@ ]=]

Citrix Receiver vdi-user-2 ~ Q|

Citrix Receiver

Citrix Recaiver

Please log on to ddc

DomairmtUser:  cisco.localvdiuser-2

Password: senrsned|

Secure connection

Step 6: Click All Applications, and then click the My Desktop virtual
desktop and Notepad virtual application. The virtual desktop and virtual
application icons are added to the selection screen.

Citriz Receiver

(o5 ]

Citrix Receiver’ vdi-user-2 v | Q

All Applications




Step 7: Click the Notepad icon. The virtual application launches. Step 8: On the Citrix Receiver window, click the My Desktop icon. The

virtual desktop launches.
Citriz Receiver || [=] [é]

Connecting...

D vty Desktop - Deskeop Viewer (S]]

| | Welcome to your Citrix XenDesktop.

Preparing to start Motepad. . 5y Eon

Access is sasy from any PG,
Mac, smartphone or tablet
The choice is yours:

B Untitled - Notepad Welcome to the virtual workstyle

High Definition

. . - Your desktop, apps and documents at your fingertips T
File Edit Faormat ‘iew Help 4 Say helo 1o your irual deskiop, and the freedom 1o do whatever, whenever, grapics overam nctuor,
whers ered by nDesktop. including Wi-Fi or 3G.
| [-

Wl Dont show the welcome screen again

E@ HEJ @ﬂ oo, 120AM ]
citrix:

1172013 |
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Example: Installation screens with an iOS device

8:41 PM iPad = &I 8:40 PM

Citrix Receiver

My Virtual Desktop

Address

Description My Virtual Desktop

Username vdi-user-5
Password

Domain cisco.local

Ignore certificate warnings




Any Device

Access is easy from any PC,
Wac, smariphone or tablet
The choice is yours.

Welcome to the virtual workstyle

High Definition

Blazing speed and stunning

atever, whenever, graphics over any network,
including Wi-Fi or 3G

Your desktop, apps and documents at your fingertips
S tual desktop, and the freedom to h,

February 2013 Series Deployment Details



Example: Installation screens with an Android device

H@ ' A % @ T .455%m 8:58 PM O Qe B % © 3 453 9:03 PM

) Citrix Receiver k  PoINTER (7)) MAGNIFIER KEYBOARD

@ Citrix Receiver - DDC.cisco.local

FAVORITES FEATURED SETTINGS : Welcome to your Citrix XenDesktop
Recycle Bin

DE] Page Up Page Down Copy Paste Alt+Tab

My Desktop
= e 0

YRR % © T 4528 9:05 PM

Citrix Receiver +  POINTER  (*)) MAGNIFIER KEYBOARD

B Welcome to your Citrix XenDesktop

Welcome to the virtual workstyle

High Definition
Your desktop, apps and documents at your fingertips -

W Don? show the welcome screen again.




Example: Installation screens with Cisco Virtualization
Exprience Client (VXC) 2212 device Procedure 3 Observe optimized WAN for Citrix Receiver

For Citrix Receiver clients at WAN-attached remote sites, the user experi-
ence for the virtualized sessions is improved when using Cisco WAAS
appliances in order to accelerate communication and reduce traffic over
the WAN. The default WAAS policy accelerates Citrix ICA protocols. In
the Cisco SBA architecture, this behavior is observed by using the WAAS

@ Remote Connections >

tup |yisual Experience | General Options ‘

.gf System Settings R O None (@ Citrix Xen O Microsoft Central Manager
QO Oother QO VMware View
Connectivity
Network Setup Broker Server: f10.3.57.4 Step 1: In a web browser, open the Cisco WAAS Central Manager URL
Enabl t ti i t | ) .
[evle utomati ecomnectionategon (example: https://10.4.48.100:8443), and then log in.

@ Connect to disconnected sessions only
O Connect to active and disconnected sessions

Central Configuration

If compression of Citrix ICA traffic is in the top 10 compressed application
protocols, it appears on the home dashboard.

— Enable automatic reconnection from button menu——

Local Settings
(@ Connect to disconnected sessions only
O Connect to active and disconnected sessions

System Preferences

Compression Summary 4 X

Display

Account Self-Service Server: |

Peripherals

Top 10 Cornpression | Top 10 Traffic by wolurme | Bottorn 10 Cormpression

Printer

File-Stystenn
Diagnostics

System Tools Oither Traffic

Network Tools

B o

Citrix (23.0%)

Cikri

[=
2
w
L Diirectory - Services
=
1 [=%
L
‘ Wb
Il System Information
. Conkent-Management
siliat]ie ‘general | Devices | Copyright/Patents | Event Log |
cisco
TCP In Packets: 772 TCP Out Packets: 291 Systems-Managernent
Errors: 0 Resends: 0
Ether In Pkts: 1940 Ether Out Pkts: 576 I T T T T T
Errors: 0 Errors: 0 p 2 4 B 8 4qp 12 14 16 1B 5 22 24 26 28 g 32 34 36 38 4 42 44 6 48 o B2
CPU Busy: 0% Free Memory: ELEA . -
System Up Time: 00:14:54 DHCP Lease: 23:45:14 Campression (%)
Power Source:  External Power Power Status:

=

@ NOTEPAD

+

X

Add Connection

Global Connection Settings

@ Reconnect Connections
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Step 2: Navigate to Devices, and select the Cisco WAAS appliance servic-
ing a site with an active Citrix Receiver. A graphical view showing the Citrix
accelerated traffic is displayed.

jon Serv

Home Device Groups  Devices  AppNav Clusters  Locations
- —_— e
RS200-WAVE7541-1| v  Configure |v  Monitor [ v Admin| v
Devices » RSZ00-WAVETS41- 1 » Dashboard

Time Frame: [ Timezone [ save [ savess | |l Custoize (3 Schedue | B Reports T PDF @ Export

Device Info 3 Traffic Summary X Effective WaN Capaciy X
- 15
= RS200-WAVE7541-1 i s original | Optimizerd [Oinclude Pass-Though
14
105738 135
¥5.0.1 (Upcate) i
Up for B waske, 1 day; 14 hous, 13 minutas, 28 seconds . — .
8
¥ Hardware Details L2
ol WAE-674-K9 Other Traffe - g1
Mernary: 4006MB “
105
Device ID 00:21:5€:76:4c:hc Web 85%
1o
RAID Level: RAID-5 935 90 W 951 a6 1001 1006 WL L6l 021 126 105
Disk Encrypion: Disabled Time (himmy
I i
Locd Disks 3/3 e AW
¥ Configuration Detals
Assignments: 1 Device Group(s) Traffic Volume and Redction X Compression Summary X
Gateway 10571 2 I Top 10 Compression | Top 10 Traffic by Volume | Battom 10
License: Enterprise » | Compressin
WAAS-GLOBAL (203 Optimization » |
Optirization Poiicy: Policy Rules) o 3 Othar Tafic
Interception WOGP P =
) Fl
Egress Methodt woep-gre S S
R E
-he 25 G 4 Citrix (18.0%)
En 2
" 1
¢ 1
o
+ s
z it
0

935 940 95 951 955 101 1006 10.11 1036 1021 1026 1031
Time (hemn)

R EEEEE

‘o Reducton (Al Trafc) [ Original (4l Traffi) [ Optinized (41 Trafic) Compression (%)

m
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Appendix A: Product List

Data Center Virtualization

Functional Area Product Description Part Numbers Software
Hypervisor VMware vSphere ESXi 5.0U1
Operating System Windows Server 2008 R2 Windows Server 2008 R2, SP1
Standard
Workspace Virtualization Citrix XenDesktop XenDesktop 5.6
Platinum
Citrix Provisioning Services Provisioning Services 6.1
Citrix Provisioning Services Target Device Software Provisioning Services TDS
Citrix XenApp XenApp 6.5
Computing Resources
Functional Area Product Description Part Numbers Software
UCS Fabric Interconnect Cisco UCS up to 48-port Fabric Interconnect UCS-FI-6248UP 21(1a)

Cisco UCS up to 96-port Fabric Interconnect

UCS-FI-6296UP

Cisco UCS Release

UCS B-Series Blade Servers

Cisco UCS Blade Server Chassis

N20-C6508

Cisco UCS 8-port 10GbE Fabric Extender

UCS-IOM2208XP

Cisco UCS 4-port 10GbE Fabric Extender

UCS-IOM2204XP

Cisco UCS B200 M3 Blade Server

UCSB-B200-M3

Cisco UCS B200 M2 Blade Server N20-B6625-1
Cisco UCS B250 M2 Blade Server N20-B6625-2
Cisco UCS 1280 Virtual Interface Card UCS-VIC-M82-8P
Cisco UCS M81KR Virtual Interface Card N20-AC0002

21(1a)
Cisco UCS Release
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Data Center Core

Functional Area

Product Description

Part Numbers

Software

Core Switch

Cisco Nexus 5596 up to 96-port 10GbE, FCoE, and Fibre Channel SFP+

NS5K-C5596UP-FA

Cisco Nexus 5596 Layer 3 Switching Module

N55-M160L30V2

Cisco Nexus 5548 up to 48-port 10GbE, FCoE, and Fibre Channel SFP+

N5K-C5548UP-FA

Cisco Nexus 5548 Layer 3 Switching Module

N55-D160L3

NX-OS 5.2(1)N1(1b)
Layer 3 License

Ethernet Extension

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T (enhanced) Fabric Extender

N2K-C2248TP-E

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T Fabric Extender

N2K-C2248TP-1GE

Cisco Nexus 2000 Series 32 1/10 GbE SFP+, FCoE capable Fabric Extender

N2K-C2232PP-10GE

Data Center Services

Functional Area Product Description Part Numbers Software
Firewall Cisco ASA 5585-X Security Plus IPS Edition SSP-40 and IPS SSP-40 bundle ASAB585-S40P40-K9 ASA 9.0(1)
Cisco ASA 5585-X Security Plus IPS Edition SSP-40 and IPS SSP-40 bundle ASA5585-S40P40-K9 IPS 71(6) E4
Cisco ASA 5585-X Security Plus IPS Edition SSP-20 and IPS SSP-20 bundle ASAB585-S20P20X-K9
Cisco ASA 5585-X Security Plus IPS Edition SSP-20 and IPS SSP-20 bundle ASAL5585-S20P20X-K9
Cisco ASA 5585-X Security Plus IPS Edition SSP-10 and IPS SSP-10 bundle ASAB585-S10P10XK9
Cisco ASA 5585-X Security Plus IPS Edition SSP-10 and IPS SSP-10 bundle ASAB585-S10P10XK9
WAAS Central Manager
Functional Area Product Description Part Numbers Software
Central Manager Cisco Wide Area Virtualization Engine 694 WAVE-694-K9 5.01
Appliance Cisco Wide Area Virtualization Engine 594 WAVE-594-K9
Cisco Wide Area Virtualization Engine 294 WAVE-294-K9
Central Manager Virtual WAAS Central Manager WAAS-CM-VIRT-K9 5.01

Virtual Appliance

License to manage up to 2000 WAAS Nodes

LIC-VCM-2000N

License to manage up to 100 WAAS Nodes

LIC-VCM-100N
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WAAS Aggregation

Functional Area Product Description Part Numbers Software
WAVE Aggregation Appliance | Cisco Wide Area Virtualization Engine 8541 WAVE-8541-K9 5.01
Cisco Wide Area Virtualization Engine 7571 WAVE-7571-K9
Cisco Wide Area Virtualization Engine 7541 WAVE-7541-K9
Cisco Wide Area Virtualization Engine 694 WAVE-694-K9
Cisco Wide Area Virtualization Engine 594 WAVE-594-K9
WAAS Remote Site
Functional Area Product Description Part Numbers Software
Remote Site WAVE Appliance Cisco Wide Area Virtualization Engine 694 WAVE-694-K9 5.01
Cisco Wide Area Virtualization Engine 594 WAVE-594-K9
Cisco Wide Area Virtualization Engine 294 WAVE-294-K9
Remote-Site WAVE SRE Cisco SRE 910 with 4-8 GB RAM, 2x 500 GB 7,200 rom HDD, RAID 0/1, SM-SRE-910-K9 5.0.1
dual-core CPU configured with ISR G2
WAAS software container for SRE SM 900 SM9-WAAS
WAAS Enterprise License for SRE Large deployment WAAS-ENT-SM-L
WAAS Enterprise License for SRE Medium deployment WAAS-ENT-SM-M
WAAS Enterprise License for SRE Small deployment WAAS-ENT-SM-S
Cisco SRE 710 with 4 GB RAM, 500 GB 7,200 rpm HDD, single-core CPU SM-SRE-710-K9
configured with Cisco ISR G2
WAAS software container for SRE SM 700 SM7-WAAS
WAAS Enterprise License for SRE Medium deployment WAAS-ENT-SM-M
WAAS Enterprise License for SRE Small deployment WAAS-ENT-SM-S
Remote-Site WAAS Express 1941 WAAS Express only Bundle C1941-WAASX-SEC/K9 15.1(4)Mb5

Data Paper PAK for Cisco 1900 series

SL-19-DATA-K9

securityk9 license
datak9 license
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Appendix B:
Data Center Network Infrastructure Configuration

CiSCO Nexus 5596UPa interface port-channel54

switchport mode trunk

[ ' [ rovi resilien
The Cisco Nexus 5500UP switches operate as a pair to provide a resilient switchport trunk allowed vlan 153-155,157

data center core for both Ethernet and Fibre Channel network transport.

This switch is also the Fibre Channel SAN-A switch. The Cisco SBA—Data speed 10000
Center Deployment Guide along with the Data Center Configuration Files service-policy type gos input DC-FCOE+1P4Q INTERFACE-DSCP-QOS
Guide provide the base network configuration guidance and platform vpc 54

configurations used for this deployment. Portions of the configuration that

deviate from the base configuration are shown here. router eigrp 100

vlan 157 router-id 10.4.56.254
name VDI Desktop redistribute static route-map static-to-eigrp
route-map static-to-eigrp permit 30 ip route 10.4.57.0/24 Vlanl53 10.4.53.126

match ip address 10.4.57.0/24

zone name VDI-Servers-SHARED-Storage-fc(O netapp-ela vsan 4

vsan database member pwwn 20:££:00:25:05:0a:00:5f
vsan 4 name “General-Storage” memb
zoneset activate name SAN 4 vsan 4
device-alias database er pwwn 50:0a:09:81:8d:90:dc:42
device-alias name Netapp-ela-fcoe pwwn 50:0a:09:81:8d:90:dc:42 ! [Netapp-ela-fcoe]
device-alias commit member pwwn 20:££:00:25:05:0a:00:2£
member pwwn 20:££:00:25:b5:0a:00:3f
interface port-channel53 member pwwn 20:££:00:25:05:0a:00:0f
switchport mode trunk member pwwn 20:££:00:25:05:0a:00:1f
switchport trunk allowed vlan 153-155,157 member pwwn 20:f£:00:25:b5:0a:00:6e
speed 10000
service-policy type gos input DC-FCOE+1P4Q INTERFACE-DSCP-QOS zoneset name SAN 4 vsan 4
vpc 53 member VDI-Servers-SHARED-Storage-fc(O netapp-ela

zoneset activate name SAN 4 vsan 4
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Cisco Nexus 5596UPD

The Cisco Nexus 5500UP switches operate as a pair to provide a resilient
data center core for both Ethernet and Fibre Channel network transport.
This switch is also the Fibre Channel SAN-B switch. The Cisco SBA—Data
Center Deployment Guide along with the Data Center Configuration Files
Guide provide the base network configuration guidance and platform
configurations used for this deployment. Portions of the configuration that
deviate from the base configuration are shown here.

vlan 157

name VDI Desktop

route-map static-to-eigrp permit 30
match ip address 10.4.57.0/24

vsan database

vsan 5 name “General-Storage”

device-alias database
device-alias name Netapp-elb-fcoe pwwn 50:0a:09:82:8d:90:dc:42

device-alias commit

interface port-channel53
switchport mode trunk
switchport trunk allowed vlan 153-155,157
speed 10000
service-policy type qgos input DC-FCOE+1P4Q INTERFACE-DSCP-QOS
vpc 53

interface port-channelb54
switchport mode trunk
switchport trunk allowed vlan 153-155,157
speed 10000
service-policy type gos input DC-FCOE+1P4Q INTERFACE-DSCP-QOS
vpc 54

router eigrp 100
router-id 10.4.56.253
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redistribute static route-map static-to-eigrp
ip route 10.4.57.0/24 Vlanl53 10.4.53.126

zone name VDI-Servers-SHARED-Storage-fcl netapp-elb vsan 5
member pwwn 20:££:00:25:b5:0b:00:5f
member pwwn 50:0a:09:82:8d:90:dc:42
! [Netapp-elb-fcoe]
member pwwn 20:££:00:25:05:00:00:2fF
member pwwn 20:f£:00:25:05:00:00:3fF
member pwwn 20:££:00:25:b5:0b:00:0£
member pwwn 20:££:00:25:05:00:00:1f
member pwwn 20:f£:00:25:05:00:00:6e

zoneset name SAN 5 vsan 5
member VDI-Servers-SHARED-Storage-fcl netapp-elb

zoneset activate name SAN 5 vsan 5

Cisco ASA 5585—Primary

The Cisco ASA 5585 firewalls for the Cisco SBA data center are provi-
sioned in pairs for resiliency. This is the primary firewall configuration. The
Cisco SBA—Data Center Deployment Guide along with the Data Center
Configuration Files Guide provide the base network configuration guidance
and platform configurations used for this deployment. The portion of the
configuration that deviates from the base configuration is shown here.
interface Port-channell(0.157

description DC VDI Desktop VLAN

vlan 157

nameif DC-VDI Desktop

security-level 75

ip address 10.4.57.1 255.255.255.0 standby 10.4.57.2
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Cisco ASA 5585—Secondary

The Cisco ASA 5585 Adaptive Security Appliances for the Cisco SBA data
center are provisioned in pairs for resiliency. Although this is the second-
ary Cisco ASA 5585, the configuration is the same as the primary Cisco
ASA 5585, with the exception of a few lines in the base configuration. The
Cisco SBA—Data Center Deployment Guide along with the Data Center
Configuration Files Guide provide the base network configuration guidance
and platform configurations used for this deployment. The portion of the
configuration that deviates from the base configuration is shown here.
interface Port-channell(.157

description DC VDI Desktop VLAN

vlan 157

nameif DC-VDI Desktop

security-level 75

ip address 10.4.57.1 255.255.255.0 standby 10.4.57.2
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Feedback

Please use the feedback form to send comments
and suggestions about this guide.
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