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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

- Systems engineers who need standard procedures for implementing
solutions

- Project managers who create statements of work for Cisco SBA
implementations

- Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in February 2013 is
the “February Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlan64
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide
.

Cisco SBA Solutions About This Guide

Cisco SBA helps you design and quickly deploy a full-service business This deployment guide contains one or more deployment chapters, which
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable, each include the following sections:

and flexible. - Business Overview—Describes the business use case for the design.
Cisco SBA incorporates LAN, WAN, wireless, security, data center, application Business decision makers may find this section especially useful.
optimization, and unified communication technologies—tested together as a « Technology Overview—Describes the technical design for the
complete system. This component-level approach simplifies system integration business use case, including an introduction to the Cisco products that
of multiple technologies, allowing you to select solutions that solve your make up the design. Technical decision makers can use this section to
organization’s problems—without worrying about the technical complexity. understand how the design works.

Cisco SBA Solutions are designs for specific problems found within the = Deployment Details—Provides step-by-step instructions for deploying
most common technology trends. Often, Cisco SBA addresses more than and configuring the design. Systems engineers can use this section to
one use case per solution because customers adopt new trends differently get the design up and running quickly and reliably.

and deploy new technology based upon their needs. You can find the most recent series of Cisco SBA guides at the following

ites:
Route to Success sites

To ensure your success when implementing the designs in this guide, you _
should first read any guides that this guide depends upon—shown to the Partner access: http://www.cisco.com/go/sbachannel

left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Customer access: http://www.cisco.com/go/sba

Prerequisite Guides You Are Here
‘

BYOD—Design Overview = LAN Deployment Guide = Data Center BYOD—Virtual
Deployment Guide Desktop Access

= Wireless LAN Deployment Guide

Deployment Guide = Unified Computing System
Deployment Guide
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Introduction

There is a trend in the marketplace today that is often referred to as Bring
Your Own Device (BYOD). BYOD is a spectrum of business problems that
can be solved in various ways. These range from accessing guest wireless
networks to providing device authentication and identification. The goal is to
provide a common work environment, regardless of the type of device being
used. This could be accomplished by providing a virtualized desktop or by
allowing users to self-register devices for use on the network.

Organizations are experiencing an unprecedented transformation in the
network landscape. In the past, IT typically provided network resources only
to corporate-managed PCs, such as laptops and desktops. Today, employ-
ees are requiring access from both corporate managed and unmanaged
devices, including mobile devices like smart phones and tablets. This rapid
proliferation of mobile devices capable of supporting applications drasti-
cally increases workforce mobility and productivity, but it also presents an
enormous challenge to IT organizations seeking to enforce security policies
across a growing population of devices, operating systems, and connectivity
profiles.

The distinction between a work device and a personal device has evolved.
This evolution of mobile device usage and the introduction of mobile
devices into the workplace has caused a paradigm shift in how IT views what
qualifies as a network “end point device” and also what it means to “be at
work.”

An organization needs to know not only who is accessing their wired and
wireless networks, but also when the networks are accessed and from
where. In addition, with the wide adoption of devices such as smart phones
and tablets, and people bringing their own devices to access the network,
organizations need to know how many of these devices are connecting. With
this information, the organization can create policy to prevent connection
by these devices, limit connection to approved devices, or make access to
network resources easier for these devices. This presents a challenge for

IT organizations that seek to provide end-users with a consistent network
access experience and the freedom to use any device, while still enforcing
stringent security policies to protect corporate intellectual property. Further
complicating the situation is delivering both consistent access and enforc-
ing proper security policy based on the specific user-access scenario
(wired, wireless, guest, local, branch, and remote users).
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To balance the productivity gains versus the security risks, IT needs to
implement a solution that allows for seamless on-boarding of users and
devices, simplicity of on-going operations, and the ability to extend end-
user applications to any user or any device at any time.

Other Cisco SBA Solutions guides addressing BYOD business problems
include:

- BYOD—Identity and Authentication Deployment Guide

- BYOD—Advanced Guest Wireless Access Deployment Guide
- BYOD—Remote Mobile Access Deployment Guide

- BYOD—Internal Corporate Access Deployment Guide

Business Overview

Organizations are being driven by industry and regulatory compliance
(PCI, Sarbanes-Oxley, HIPAA) to be able to report on who is accessing the
organization's information, where they are accessing it from, and what type
of device they are using to access it. Government mandates like Federal
Information Processing Standard (FIPS) and Federal Information Security
Management Act (FISMA) are also requiring agencies and entities work-
ing with government agencies to track this information. In some cases, an
organization may choose to limit access to certain information to adhere to
these regulations.

This information is also key data that can be used to generate advanced
security policies. Organizations see this as a daunting task requiring the use
of several advanced technologies and often delay implementing a solution
simply because they don’'t know where to begin.

This guide is the first step in deploying an architecture for accommodating
users who bring their own devices to access the network. The first phase is
to allow users to access the network with their personal device using their
existing network credentials. After authentication, the device is granted
access to the portions of the network required to access the Virtual Desktop
Infrastructure (VDI). VDI allows a client to access a virtual desktop hosted

in the data center. This allows the user to access the same desktop from a
variety of different endpoints. This simplifies network policies by providing

a common environment for users and then applying policy centrally in the
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data center. This guide assumes that the VDI environment has already been
installed in the data center and the clients are configured. The second
phase is to provision the device with a digital certificate and network con-
figuration prior to gaining network access. Once provisioned, the device has
full network access. The next phase is to limit access to the network based
on the user’s Active Directory group membership by using both standard
access lists as well as using Security Group Access.

Technology Overview

Cisco Identity Services Engine (ISE) is an identity and access control

policy platform that enables enterprises to enforce compliance, enhance
infrastructure security, and streamline their service operations. Cisco ISE

is a core component of Cisco TrustSec. Its architecture allows an organiza-
tion to gather real-time contextual information from the network, users, and
devices. This information helps IT professionals make proactive policy deci-
sions by tying identity into network elements like access switches, wireless
controllers, and VPN gateways.

This deployment uses Cisco ISE as the authentication, authorization, and

accounting server for wireless network users who connect using RADIUS.
Cisco ISE acts as a proxy to the existing Active Directory (AD) services to

maintain a centralized identity store for all network services.

In addition to using Cisco ISE for authentication, you can use Cisco ISE to
profile devices to determine the specific type of devices that are access-
ing the network. This is done by examining network traffic for certain
criteria based on certain characteristics. Cisco ISE currently has probes
for Dynamic Host Configuration Protocol (DHCP), HTTP, RADIUS, Domain
Name System (DNS), Simple Network Management Protocol (SNMP) traps
and queries, Nmap scans, and Cisco |IOS Netflow. To analyze the traffic, the
engine can be deployed as an inline policy enforcement device or the traffic
can be forwarded to the engine. As an example, the network infrastructure
is configured to send DHCP and Cisco Discovery Protocol (CDP) data via
RADIUS to Cisco ISE for analysis. The engine then evaluates the data sent
via RADIUS and can identify the device based off of the data in the RADIUS
packet. For example, Cisco IP phones are identified by a DHCP class
identifier.
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In the LAN, there are three modes for deploying Cisco TrustSec: monitor
mode, low-impact mode, and closed mode. Cisco recommends a phased
deployment model that can allow for limited impact on network access
while gradually introducing authentication and authorization on the network.
An organization’s goals might be met by implementing only some of the
overall functionality of Cisco TrustSec and a successful deployment does
not require all three modes to be deployed. This document covers the
deployment phases of monitor mode and low-impact mode both at the
headquarters site and the remote sites, with Cisco ISE being centralized in
the data center. To support BYOD, the deployment uses web-based authen-
tication for devices that are not 802.1X-capable. The deployment in use
deploys two features within Cisco IOS on the switches in the access layer
at both the headquarters sites as well as the remote sites. The firstis MAC
Authentication Bypass (MAB), which authenticates the device on the switch
port by the MAC address. Monitor mode logs the MAC addresses that con-
nect and grant access to any device that connects. The second feature is
802.1X open mode, which allows the switch port to give unrestricted access
to the network even though authentication and authorization have not been
performed. This enables the deployment of identity without affecting exist-
ing connectivity. This phased approach allows you to prepare for moving to
another mode in the future. In addition to these features, this deployment
also deploys the Security Group Access (SGA) features of Security Group
Tags (SGT) and Security Group Exchange Protocol (SXP) in low-impact
mode in order to enforce the access policy. Packets for a particular group
are marked with an SGT in the TrustSec header. SXP is used to pass tagged
packets across devices that do not support marking SGTs by binding the IP
address of the device to the SGT and then passing the packets along to a
device that does support SGTs. Devices then enforce a security policy using
these tags. In the organization, these switch configurations will be managed
by Cisco Prime LAN Management Solution (LMS) 4.2 and the new TrustSec
Work Center. Cisco Prime LMS simplifies the deployment of identity by
performing a network-readiness assessment for an identity deployment,
providing templates for the various modes—monitor, low-impact, closed—
and providing a step-by-step wizard to configure the various components
required.
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You integrate Cisco ISE into the wireless network by using Cisco ISE as the
AAA server for wireless 802.1X authentication, authorization, and account-
ing. After successful authentication, the user is redirected to the device

registration portal in order to initiate the provisioning process for the device.

You configure this on every wireless LAN controller (WLC) in the network, at
both headquarters and the remote sites that have local controllers. The one
exception is for the controller used for guest access.

Figure 1 - BYOD overview
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The deployment described here bases all IP addressing off of the Cisco
SBA—Borderless Networks LAN Deployment Guide. Any IP addresses

used in this guide are examples; you should use addressing that is appli-
cable to your architecture.

Cisco ISE has different personas, or modes, for which it can be configured:
administration, policy service, and monitoring. For a standalone configura-
tion where the appliance is all personas, the maximum number of endpoints
that can be supported is 2000. To support a greater number of endpoints,
you will need to divide the personas across multiple appliances. In this
example, there is a primary and secondary policy service and administra-
tion node and a primary and secondary monitoring node. This will allow

the deployment to scale to 10,000 endpoints. If your deployment does not
require support for more than 2000 endpoints, then you can just have a
primary and secondary set of engines that support all the personas.

Table 1 - Cisco ISE engine IP addresses and hostnames

Device IP address | Hostname

Primary Cisco ISE administration and 10.4.48.41 ise-1.cisco.local

policy service node

Secondary Cisco ISE administration and | 10.4.48.42
policy service node

ise-2.cisco.local

Primary Cisco ISE monitoring node 10.4.48.43 ise-3.cisco.local

Secondary Cisco ISE monitoring node 10.4.48.44 ise-4.cisco.local

Deploying Cisco ldentity Services Engine

1. Setup initial primary engine

Set up the remaining engines
Configure certificate trust list
Configure Cisco ISE deployment nodes
Install Cisco ISE license

Configure network devices in Cisco ISE

Configure Cisco ISE to use Active Directory

©® N O T~ 0N

Disable IP Phone authorization policy

Step 1: Boot the Cisco ISE and then, at the initial prompt, enter setup. The
installation begins.

Sk - eE e B b E- 3 BE B BE-E-BE BE B BEBEBEBESE-SESE BE S SESEE B S S-S S S RE BE S R
Please type 'setup’ to configure the appliance
30 E PE E-0E-3E -BE PE 3E-3E FE 636 -FE B I IEIEFEBEIEIEIEPEIEIEFEPE BB BEBE PP PENEDE PP I E BB

localhost login: setup_




Step 2: Enter the host name, IP address, subnet mask, and default router of
the engine.

Enter hostname[]: ise-1

Enter IP address[]: 10.4.48.41

Enter IP default netmask[]: 255.255.255.0

Enter IP default gateway[]: 10.4.48.1

Step 3: Enter DNS information.

Enter default DNS domain[]: cisco.local
Enter primary nameserver[]: 10.4.48.10
Add/Edit another nameserver? Y/N : n

Step 4: Configure time.
Enter primary NTP server([time.nist.gov]: ntp.cisco.local
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]: PST8PDT

Time zone abbreviations can be found in the Cisco Identity
Services Engine CLI Reference Guide, Release 1.1.x:

http://www.cisco.com/en/US/docs/security/ise/1.1/cli_ref_guide/
ise_cli_app_a.html#wp1571855

Step 5: Configure an administrator account.
You must configure an administrator account in order to access to the CLI
console. This account is not the same as the one used to access the GUI.
Enter username[admin]: admin
Enter password: [password]
Enter password again: [password]

Cisco ISE completes the installation and reboots. This process takes several
minutes. You are asked to enter a new database administrator password
and a new database user password during the provisioning of the internal
database. Do not press Control-C during the installation, or the installation
aborts.

Do not use 'Ctrl-C’ from this point on...

Uirtual machine detected, configuring UMware tools...
Installing applications...

Installing ise ...

Executed with privileges of root

The mode has been set to licensed.

Application bundle (ise) installed successfully
=== Initial Setup for fApplication: i
Welcome to the ISE initial setup. The purpose of this setup is to

provision the internal ISE database. This setup requires you create
a database administrator password and also create a database user password.

The primary engine is now installed.

Procedure 2

The procedure for setting up the remaining engines is the same as the
primary, with the only difference being the IP address and host name config-
ured for the engine. To set up the remaining engines, follow Procedure 1 and
use the values supplied in Table 1 for the remaining engines.

The engines use public key infrastructure (PKI) to secure communications
between them. Initially in this deployment, you use local certificates, and you
must configure a trust relationship between all of the engines. To do this, you
need to import the local certificates from the secondary administration node
and the two monitoring nodes into the primary administration node.

Step 1: In your browser, connect to the secondary engine’s GUI at http://
ise-2.cisco.local.

Step 2: In Administration > System, select Certificates.
Step 3: In the Local Certificates window, select the local certificate by

checking the box next to the name of the secondary engine, ise-2.cisco.
local, and then click Export.


http://www.cisco.com/en/US/docs/security/ise/1.1/cli_ref_guide/ise_cli_app_a.html#wp1571855
http://www.cisco.com/en/US/docs/security/ise/1.1/cli_ref_guide/ise_cli_app_a.html#wp1571855

Step 4: Choose Export Certificate Only, and then click Export.

Step 5: When the browser prompts you to save the file to a location on the
local machine, choose where to store the file and make a note of it. You will
be importing this file into the primary engine.

Step 6: In a browser, access the primary engine’'s GUI at http://ise-1.cisco.
local.

Step 7: In Administration > System, select Certificates.

Step 8: In the Certificate Operations pane on the left, click Certificate
Store, and then click Add.

Step 9: Next to the Certificate File box, click Browse, and then locate the
certificate exported from the secondary engine. It has an extension of .pem.
Click Submit.

Step 10: Repeat this procedure for the remaining engines, ise-3.cisco.local
and ise-4.cisco.local.

Configure Cisco ISE deployment nodes

You can configure the personas of Cisco ISE—administration, monitor-

ing, and policy service—to run all on a single engine or to be distributed
amongst several engines. For this example installation, you will deploy a pair
of engines for administration and policy service with one serving as primary
and the other secondary and another pair of engines for monitoring with one
serving as primary and the other secondary.

Step 1: Connect to http://ise-1.cisco.local.

February 2013 Series

Step 2: From the Administration menu, choose System, and then choose
Deployment. A message appears notifying you that the node is currently
stand-alone. Click OK.

This node is in Standalone made. To
register other nodes, you must first
edit this node and change its
Administration Role to Primary

Step 3: In the Deployment pane, click the gear icon, and then select Create
Node Group.

In order for the two Cisco ISE devices to share policy and state information,
they must be in a node group. The nodes use IP multicast to distribute this
information, so they need to be able to communicate via IP multicast.

CISCO  Identity Services Engine ise-l admin  logout  Feedback

6 Tagk Mavigator = €4

f Home Operstions »  Poicy v Administration v

—— =
%o System | &% Identity Management B Wetwork Resources |25 Guest Management

Deployment Licensing Certificates Logging Maintenance Admin Access Settings

Deployment Nodes
Deployment

Selected O | Total 1 @» !'.5.'5 -

= E &y
i Al -
» < Deployment Create Mode Group Register & Expore @a mport »  Show | ]
Hostname + | Node Type Personas Rol2(s)

O i1 ISE Adrinistration, Manitoring, Policy Service: STANDALOME

Step 4: Configure the node group with the node group name ISE-Group
and the default multicast address of 228.10.11.12, and then click Submit.

Step 5: A pop-up window lets you know the group was created success-
fully. Click OK.

Step 6: In the Deployment pane on the left, expand Deployment. A list of
the current deployment nodes appears.

Step 7: Clickise-1. This enables you to configure this deployment node.

Step 8: On the General Settings tab, in the Personas section, next to the
Administration Role, click Make Primary.
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Step 9: In the Include Node in Node Group list, choose ISE-Group.

st
CISCO  Identity Services Engine ise-1  admin  Logout  Feedback
A Home Operations v Policy ©0 Task Mavigator ~ €3
— = §
5 System l‘g‘ Identity Management B Metwork Resources |J:=K‘ Guest Managerment
Deployment Licensing Certificates Logging MMaintenance Admin Access Settings
Deployment Modes List = ise-1 -
Deployment =
== i, | Edit Node
= =22 Deployment
ﬁ (el Profiing Configuration
£, 15E-Group
Hostname jsa-1
FODM jse-1 cisco.local
P Address 10.4.48.41
o Hode Type: Tdentity Services Engine (ISE)
-
-
“  Personas
| administration Role PRIMARY | Make Standalone |
Monitaring Role| papispy Other Monitaring MNode,
Policy Service =
Enable Session Services
Include Node in Mode Group | B 25> L
<None= |
€ tep 1SE-Group L O@0 | A Notifications (0]

Next, you'll configure which methods are used to profile network endpoints.

Step 10: On the Profiling Configuration tab, select RADIUS, use the default
parameters, and then click Save.

v RADIUS

Description
| RADIUS |

Step 11: Select HTTP, use the default parameters, and then click Save.

v HTTP

Interface | (FigabitEthernet O - |

Description | HTTP |
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Step 12: In the Edit Node window, click Deployment Nodes List. The
Deployment Nodes window appears.

Step 13: Click Register, and then choose Register an ISE Node.

CISCO  Identity Services Engine ise-l  admin  Llogout  Feedback

0 Tagk Mavigator = €3

f Home Operations Pdiicy w

—
“f‘{’ System fg‘l Identity Management: MNetwork Resources |£)‘ Guest Management

Deployment | Licensing  Certifitates Logging  Maintenance  Admin Afcess  Settings

Deployment Nodes

Deployment p -
P & Selseted 0 | Totat 1 G 45,
> = F Diy
o Deployment /edt |[Dlregster ~ || @ Export @ Import » showl[d -9
4

> A ISE-Group [ Hostng Register an I5E Nods = Personas Roleis)
[ ise-1 (REGister an Infine Posture Nods admiristration, Moritoring, Polcy Serice PRI(A), PRI{M)

Step 14: Enter the IP address or host name of the primary monitoring Cisco
ISE engine from Table 1 (in this example, ise-3.cisco.local) and the creden-
tials for the admin account, and then click Next.

Step 15: Select Monitoring, and then in the Role list, choose Primary. Make
sure Administration and Policy Service are not selected.

Step 16: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.

ailialn
€ISEO  Identit

Services Engine ie-l admin  Logout Feedback

v Poicy ¥ A tion 0 Task Navigatar + €3

ol System | & Identity Management [ Metwork Resources [ wieb Portal Management

Deployment Licensing Certificates Logging Maintenance Adrmin Access Settings

Daplayment Nades Lit > Configure Node
Deployment

Er="E &, | Register ISE Node - Step 2: Configure Node

» =% Deployment

Hostrame jse-3
FQDN jse-3.cisco Jocal
1P Address 10.4.48.43

Mode Type Identity Services Engine (ISE)

Personas
[ adrministration Rele] SECONDARY
o
[ Monitaring Fole| prIvary - Other Monitoring Node ise-1

[CPalicy Service:

Enable Session Services
Include Node in Node Group | <None> | @

Enable Profiing Service

[ Carcel |

Step 17: In the Deployment Node window, click ise-1.
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Step 18: Clear Monitoring, and then click Save. The node updates, and a
message displays letting you know that the process was successful. Click
OK. The node restarts.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator + €3

of System | &% Identity Managemnent [ Metwork Resources  [2 Web Pertal Management

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List = ise-1
Deployment

$-= = i, | Edit Node

» =% Deployment

e e Profiing Configuration

Hostname jse-1
FQDN ise-1.cisco Jocal
1P Address 10.4.48.41

Hods Tyre Identity Services Engine (ISE)

Personas
/| admiristration Rele PRIMARY
[ Manitaring Role| sECoMDARY Other Manitoring Mode

Policy Service

Enable Session Services

Include Nade in Node Group | ISE-Graup ¥ @

Enable Profiing Service

Save Reset |

Step 19: Log into the console, and then in the Administration menu, in the
System section, choose Deployment.

Step 20: In the Deployment Node window, click Register, and then choose
Register an ISE Node.

Step 21: Enter the IP address or host name of the secondary administration
Cisco ISE from Table 1 (in this example, ise-2.cisco.local) and the credentials
for the admin account, and then click Next.

Step 22: Select Administration and Policy Service. In the Administration

section, in the Role list, choose Secondary, and then in the Policy Service
section, in the Node Group list, choose ISE-Group.
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Step 23: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator + €3

of System | &% Identity Managemnent [ Metwork Resources  [2 Web Pertal Management

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List > Configure Node
Deployment

== i, | Register ISE Node - Step 2: Configure Node

» =% Deployment

Hostname jse-2
FQDN ise-2.cisco Jocal
1P Address 10.4.48.42

Hods Tyre Identity Services Engine (ISE)

Personas
administration Rele SECONDARY
[ Manitaring Role| sECoMDARY Other Manitoring Mode

Policy Service

Enable Session Services

Include Mode in Made Group | ISE-Group + @
Enable Profiing Service
Gl

Next, you'll configure which methods are used to profile network endpoints
for the secondary policy service node.

Step 24: In the Deployment Nodes list, click ise-2.

Step 25: On the Profiling Configuration tab, select RADIUS, and use the
default parameters.

v RADIUS

Diescription
| RADIUS
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Step 26: Select HTTP, use the default parameters, and then click Save.

v HTTP

Interface | iGigahitEthernet O - |

Description | HTTP |

Step 27: In the Edit Node window, click Deployment Nodes List. The
Deployment Nodes window appears.

Step 28: In the Deployment Nodes window, click Register, and then choose
Register an ISE Node.

Step 29: Enter the IP address or host name of the secondary monitoring
Cisco ISE from Table 1 (in this example, ise-4.cisco.local) and the creden-
tials for the admin account, and then click Next.

Step 30: Select Monitoring, and then in the Role list, choose Secondary.
Make sure Administration and Policy Service are not selected.

Step 31: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator ~ €3

ol System | & Identity Management [ Metwork Resources [ wieb Portal Management

Deployment Licensing Certificates Logging Maintenance Adrmin Access Settings

Daplayment Nades Lit > Configure Node
Deployment

Er="E &, | Register ISE Node - Step 2: Configure Node

» =% Deployment

Hostrame jse-4
FQDN jse-4.cisco Jocal
IP Address 10.4.48.44

Hods Tyre [dentity Services Engine (ISE)

Personas

[ diministratian Rele| SECONDARY
o
[ Monitaring Role geconpaRy + Other Monitoring Node ise-2
[CPalicy Service:
Enable Session Services
Include Mode in Node Group | <None> .| @
Enable Profiing Service
=8
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You have now deployed all Cisco ISE nodes: a pair of redundant administra-
tion and policy service nodes and a pair of redundant monitoring nodes.

Install Cisco ISE license

Cisco ISE comes with a 90-day demo license for both the Base and
Advanced packages. To go beyond 90 days, you need to obtain a license
from Cisco. In a redundant configuration, you only need to install the license
on the primary administration node.

When installing a Base license and an Advanced license, the
Base license must be installed first.

Step 1: Mouse over Administration, and then, from the System section of
the menu, choose Licensing.

Notice that you only see one node here since only the primary administra-
tion node requires licensing.

Step 2: Click the name of the Cisco ISE server. This enables you to edit the
license details.

Step 3: Under Licensed Services, click Add Service.

Step 4: Click Browse, locate your license file, and then click Import.

CISCO  Identity Services Engine ise-l  admin  Logout  Feedback

o Task Navigator ~ €

f Home  Oper igtration v

(s rarwrerween] " =
5% System l‘g‘ Identity Management B8 Network Resources @ Guest Management

Deployment Licensing Cerificates Logging Maintenance Admin Access Settings

Current Licenses > ise-1
License Operations

Import new License File
& Current Licenses

*License File [CADownlaadslise-base-icense lic |

Cancel |

If you have multiple licenses to install, repeat the process for each.
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Configure network devices in Cisco ISE

Configure Cisco ISE to accept authentication requests from network
devices. RADIUS requires a shared secret key to enable encrypted com-
munications. Each network device that will use Cisco ISE for authentication
will need to have this key.

Step 1: Mouse over Administration, and then, from the Network Resources
section of the menu, choose Network Devices.

Step 2: In the left pane, click Default Device.

Each network device can be configured individually, or devices
can be grouped by location, by device type, or by using IP
address ranges. The other option is to use the Default Device

to configure the parameters for devices that aren’t specifically
configured. All network devices in this example use the same key,
so for simplicity, this example uses the Default Device.

Step 3: In the Default Network Device Status list, choose Enable.

Step 4: Enter the RADIUS shared secret, and then click Save.

CISCO  Identity Services Engine ise-l  admin  Llogout  Feedback

@ Tagk Navipator = £

0 ons ¥ ation
% System £ Identity Management i Network Resources |24 Guest Management

Metwork Devices Metwork Device Groups Esxternal RADIUS Servers RADIUS Server Sequences SGAAAA Servers NAC Managers

Network Devices Default Network Device

[ - p] The default device definition can optionally be used in cases where no specific device definition is found that matches a
device IP address

S b3 Default Netwark Device Status
[ Metwork Devices

BB Default Device

Enable =
Protocal  RADIUS
* Shared Secret [ show |
Enahle Keywrap [
* Key Encryption Key Show

* Message Authenticator Code
Key

Key Input Farmat = ASCIL

HEXADEC \VMAL

Show
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Configure Cisco ISE to use Active Directory

Cisco ISE will use the existing Active Directory (AD) server as an external
authentication server. First, you must configure the external authentication
server.

Step 1: Mouse over Administration, and then, from the Identity
Management section of the menu, choose External Identity Sources.

Step 2: In the left panel, click Active Directory.
Step 3: On the Connection tab, enter the AD domain (for example, cisco.
local) and the name of the server (for example, AD1), and then click Save

Configuration.

Step 4: Verify these settings by selecting the box next to the node, clicking
Test Connection, and then choosing Basic Test.

Step 5: Enter the credentials for a domain user, and then click OK.

Test Connection x

*UsgerName: [employee?

*Password

“ Cancel

Step 6: A message appears letting you know whether or not the test was
successful. Click Close.

Step 7: Select the box next each node, and then click Join.
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Step 8: Enter the credentials for a domain administrator account. Cisco ISE
is now joined to the AD domain.

Join Domain x

*User Name: |Administrator
*Password: [eessssss

m Cancel

Next, you select which groups from AD that Cisco ISE will use for
authentication.

Step 9: Click the Groups tab, click Add, and then click Select Groups from
Directory.

Step 10: Search for the groups you wish to add. The domain box is already

filled in. The default filter is a wildcard to list all groups. Click Retrieve
Groups to get a list of all groups in your domain.
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Step 11: Select the groups you want to use for authentication, and then click
OK. For example, for all users in the domain, select the group <domain>/
Users/Domain Users.

Select Directory Groups

This dialog is used o select groups from the Directory. Click Retrieve Groups.. to read directory.
Use * forwildcard search (.e. admin). Search filter applies to group name and notthe fully qualified path

Filter 0 Retrieve Groups... | Mumber of Groups Retrieved: 64 (Limit is 100)

O tame

cistolncaliUsersiDHCR Administrators e
ciscolocalilUsersIDHCP Users

cisco.localiUsers/Denied RODC Passward Replication Group
cigrolocaliUsersiDnsAdming
cisco.locallUsers/DnsUndateProxy

ciscolocaliUsersiDomain Admins

ciscolncaliUsersiDamain Computars
ciscalacalilUsersiDamain Controllers

cisca localilUsersiDomain Guests

tigro.localiUsers/Domain Users

tigeo.localilUsersiEnterprise Admins
cisco.localiUsers/Enterprise Read-only Domain Controllers

cisco.lotallUsersiGroup Folicy Creator Owners

ciseo.locallsersiPOS-Users _I;I
r

oo0orROoOoD0oooocooon

m Cancel

Step 12: Click Save Configuration.

Disable IP Phone authorization policy

There is a default policy in place for Cisco IP Phones that have been pro-
filed. This profile applies a downloadable access list on the port to which the
phone is connected. Since there is no policy enforcement taking place at
this point, this rule should be disabled.

Step 1: On the menu bar, mouse over Policy, and then click Authorization.
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Step 2: For the Profiled Cisco IP Phones rule, click Edit, click the green
check mark icon, choose Disabled, click Done, and then click Save.

il
O Identity Services Engine

ise-l admin  Logout  Feedback

f Home Opel 5 w  Pdicy

0 Task Mavigator « €3

|2 Authentication |&) Autharization |4 Profiing |®) Posture |&) Client Provisioning |=) Security Group Access & Poiicy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order,

| First Matched Rule Applies -

» Exceptions (0)

Standard

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Black List Default Blacklist Blacklist_sccess Edit |

- |Pmﬁ\ed Cisca IP Phones Cisco- & | | Condition(s) & | Do
" Gisco B Enabled
5 (@ Disabled
& Monitor Only
Save Reset

Enabling Visibility to the LAN

1. Configure MAC Authentication Bypass
Configure 802.1X for wired users
Enable RADIUS in the access layer
Enable identity and web authentication

Disable port security timers

o o s ® N

Configure identity on the Catalyst 4500

Cisco ISE now has a baseline configuration. The next step is to configure
Cisco ISE with an authentication policy and to configure the switches for
identity by using Cisco Prime LMS 4.2 and the Cisco TrustSec Work Center.
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Configure MAC Authentication Bypass

MAC Authentication Bypass (MAB) allows you to configure specific machine
MAC addresses on the switch to bypass the authentication process. You
configure MAB to allow any MAC address to authenticate for both the wired
and wireless networks.

Step 1: Mouse over Policy, and then choose Authentication. The Policy
Type is Rule-Based.

There are already two default rules in place, MAB and Dot1X.

Step 2: Nextto Wired_MAB, click the +. To the right of the Wired_MAB

condition name, click the gear symbol, and then select Add Condition from
Library.

I
©  Identity Services Engine sl admin Logout  Feedback

0 Task Navigator » €3

|2) Authentication |#) autharization | Profiing |® Posture |5 Client Provisioning |=) Security Group Access oY Policy Elements

Authentication Policy =
Define the Authentication Policy by selecting the protorois that 15E should use to communicate with the network devices, and the identity sources that it should use for authentication,
Policy Tyoe (O Simple (&) Rule-Based
v || meB SIf | wired_mas = | dlow protocdls [aliowed Protocol : Default Netwd® | and.. ) 0 actions -
. 21 | [B) Add Al Conditions Below to Library L
Condition Name Expression
Defait Rule (If no match) S wedee O R 8. T
add attributefvalie
Add Condition from Library
Delete

Step 3: In the Select Condition list, next to Compound Condition, click the
> symbol.

Step 4: Choose Wireless_MAB, and then click anywhere to continue.

Compound Condition

-

Ise-l  admin Logouk  Feedback

- 0 Tagk Mavigator + &3
u Wired_MAB

|2} Authentication |2, Authorization |4} Profiing ) Posture roup Access & Policy Elerments
W Wireless_MAB

L . © Wired 80218
Authentication Policy =
W Wireless_802.1%
Define the Authentication Policy by selecting the protocals that 1SE should use to g 1 the identity sources that it should use for authentication.

1 Switch_Local_Web_ALthentication
Policy Type () Simple  (3) Rule-Based e

& WLC_Web_Authentication

- | [mag I [ wirea_mag E! sfaut Netwd® | anel. D actiors -
S rr— L= V2 G g
Condition Name
Default Rule (If no match) | L N
T on @ [
Select Conditon || &,
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Step 5: For the MAB policy, click the black triangle to the right of the and....
This brings up the identity store used for the MAB rule.

oo
CISCO  Identity Services Engine sl admin Logout Feedback

§ o0 Task Navigator ~ €

f Home ns v Polcy v Adminstraton v

|5 Authentication | [g] Authorization 4] Profiing [ Posture  [6) Client Provisioning |5 Security Group Access g% Policy Elements

Authentication Policy =
Define the Authentication Poiicy by selecting the protocols that ISE should use to commuricate with the network devices, and the idertity sources that it should use for authentication.
Policy Type O Simple () Rule-Based
- | [Mas | o1 [ wired_mes < | allow protocols [ allowed protocol : Defadlt Netwe | and... | o £ actions -
Default i use [ Internal Endpoints ) Gk actions ~
+ [Dotx | 1 [ wired_g03.1x <> | allow protorois [ allowed Protocol : Default Netwi) | and... . 8 actions ~
[~] Dfault Rule (If no match) ¢ dlow protocols [Alowed Protocol: Default Netw( | and use dentity source [ intemalusers < i Actions v

Next, you change the options on the Internal Users database, which is used
for profiling.

Step 6: Next to Internal Endpoints, click the +.

Step 7: In this example deployment, all endpoints are allowed to authen-
ticate. Set the following values, click anywhere in the window in order to
continue, and then click Save:

If authentication failed—Continue
If user not found—Continue
If process failed—Drop

aluli
€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback.

§ o0 Task Navigator ~ €

f Home Cperations ¥ Poicy v Administration v

————
|5 Authentication | [g] Authorization 4] Profiing [ Posture  [6) Client Provisioning ) Security Group Access % Policy Elements

Configure 802.1X for wired users

There is already a Dot1X rule configured on the engine. Although in this
example deployment you aren’'t deploying any wired endpoints with 802.1X
supplicants at this point, you should still configure this rule to prepare for the
next phase of an identity deployment.

Step 1: Mouse over Policy, and then, from the menu, choose
Authentication.

Step 2: To differentiate this from a wireless 802.1X rule, rename the rule
Wired-Dot1X.

Step 3: For the Wired-Dot1X rule, click the black triangle to the right of the
and.... This brings up the identity store used for this rule.

The default identity store is the internal user database. For 802.1X, use the
Active Directory server that you defined earlier.

Step 4: Next to Internal Users, click the + symbol. This enables you to edit
the identity store and the parameters.

Step 5: In the Identity Source list, choose the previously defined AD server
AD1, use the default options for this identity source, click anywhere in the
window to continue, and then click Save.

aluli
CISCO  Identity Services Engine

Ise-l  admin  Logout  Fesdback

0 Task Navigatar + €3

|2, Authentication | [9) Authorization [ Profing  [®) Postue  [o) Cient Provisioning [ Security Group Access &, Policy Elements

Authentication Policy =

Define the Authentication Poiicy by selecting the protocols that ISE should use to commuricate with the network devices, and the idertity sources that it should use for authentication.
Policy Type O Simple  (®) Rule-Based

- | [Mas | o1 [ wired_mes < | dlow protocol [allgwed Protocol : Default Netwd® | ...+ O Actions v
Default i use [ Internal Endpoints = & actions ~
Identity Source | Internal Endpoints o
Options
If authentication faled [Contrue | ~
+ | [Dotx JIF [ wired | If user not found[Contirue | ~ | © Actions -

If process faied[orop | ~ |
[~] Defautt Rule (If no match) : allow prot i Actions v

Mote: Faor authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAR e
it I5 ot possile to continue processing when authentication fais or User is nat found.
If continue ootion is selected in these cases, requests wil be rejected,

Authentication Policy 2

Difirie the Authentication Poicy by selecting the protocols that ISE should Use to cormmunicats with the network devices, and the idertity soLrces that it should use for authentication.
Policy Type O Simple () Rule-Based

- [mas | o1 [ wired_mes <> | dlow protocok | allowed Protocol : Defadlt Netw® | and... ) i Actions v

+ [ wred-Dotix | 1 [ wirea_sozax < | dlow protocols [Alowed Protocol : Defadlt Netwd® | andh.. & o Actions -

(-] Default Dol

e [ ntemalusers = & Actions ~
Identity Source|AD1 Q

Options
If authentication failed[Reisct | + ]
If user ot found [Regect | v 8 actions v
If process failed =

Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP

it s not possible to continue processing when authentication fais or user i not found, o
If continuie option s selected in these cases, requests wil be rejected

=] Default Rule (If no match) + alow prot:
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Enable RADIUS in the access layer

Step 1: In a web browser, connect to Cisco Prime LMS, for example: https://
Ims.cisco.local.

Step 2: Mouse over Work Centers, and then, from the TrustSec section,
choose Getting Started. This shows the network’s Cisco TrustSec-
readiness assessment, which verifies that the software versions support the
identity features and that the switches are capable of running RADIUS.

admin | LogOut | ébout | Stemap | Feedback | Help
ion 3
4 MyMenu ¥ Monitor ¥ Iwentory ¥ Configwation ¥ Reports ¥ gdmin ¥ Work Certers ¥ > TH

Whork Centers > TrustSec > Gelting Started 07 Jun 2012, 12:35 PDT

Introduction to the Cisco TrustSec Solution Getting Started

Cisco TrustSec Identity-based Networking Services (IBNS) is an integrated solution consisting of several Cisco procucts that Introduction

offer authentication, access contral, and Lser policies to secure network connecthity and resources. Cisco TrustSec
Identity helps enterprises with the ability to increase user procuctivity, reduce operating costs, increase visiiity and % Getting Started
enforce policy compliance, For more infarmation on Cisco TrustSec and IENS, cick here,

0 TrustSec Limited Compatibility Devices
33 TrustSec Capable Devices

2 Software Incapable Devices

0 Hardware Incapable Devices

Cick on any of the pie chart sices to display device detais based on the TrustSec-readiness assessment for your netwark e T —

= Enable 802.1x
\TrustSec Software Incapable Devices

TrustSec-readiness assessment for your network

The selected TrustSec version is 2.0. Click here to change the TrustSec version.

TrustSec Capable Devices

31 devices are ready for provisioning 802, 1x
33 (94.28%)
2 (5.71%)

You have 33 TrustSec Capable devices
These devices have the supported TrustSec Capable 105 image.

TrustSec Capable Devices Selected 0 | Total 33

& Crimre s %

[ Devicename | I adcress Device type Rurning image ver...  Supported Featu

[0 cesng-z.isc.. 1044057  Cisco Catalyst 6509 Switch 15.0(1)871 802.1%,5KP,5GA.. &

O cesos-lesc. 1044053 Cisco Catalyst 6509 Switch 150010571 802, 1%,5KP, 5G4,

O waND37S0. 1044042 Cisco 3750 Stack 15.0(1)5E2 802, 1X,5KP

[0 A37S0K-FPR1. 1041540  Cisco 3750 Stack 15.0(1)5E2 802, 1,5KP

H Videos TaC Service Requests | alarms @ 70 ¥ 0 o

Cisco Prime LMS 4.2 supports Cisco TrustSec 2.0 features. The
TrustSec 2.0 feature set did not include support for the Cisco
Catalyst 4500 Series. Alternate procedures are listed in this guide
for configuring these switches.

Next, you configure identity by enabling RADIUS on the switch.
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Step 3: Mouse over Work Centers, and then, from the TrustSec section,
choose RADIUS Configuration.

Step 4: Inthe RADIUS-capable devices table, select the switches for which
you want to enable RADIUS, and then click Next.

Step 5: On the Configure RADIUS page, select RADIUS Group, and in the
RADIUS Group Name box, enter ISE-Group, and then in the Shared Key
box, use the value used in previous procedures.

Step 6: In the RADIUS Server Details section, click Add.

Step 7: In the pop-up window, for the RADIUS server IP address, enter
10.4.48.41, and then click Save and add another.

Step 8: For the second RADIUS server, enter 10.4.48.42, and then click
Save. The RADIUS server group has been configured.
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Step 9: In the AAA Configuration section, make sure that only Enable for
802.1X / MAB AAA is selected. A message about not configuring AAA for
web authentication appears. Click OK.

admin | LogOut | &bout | Stemap | Feedback | Help

4 MyMemu v Monitor v Inventory ¥ Configuration Y Reports v Admin v Work G P T &
Wrark Canters > TrustSec > RADIUS Configuration 07 Jun 2012, 13: 13 FOT
Navigator Configure RADIUS
Dashboard It is recommended to hawe RADIUS server configuration for authentication and autharization before configuring identity on the

devices. The following workflow faciitates RADIUS server configuration and make the dewices radius enabled.
Getting Started

Readiness Assessment Select Devices v

RADIUS Configuration Configure RADIUS Server

¥» Identity Configuration

» Secured Group Access
Configuration Ratlius Configuration

> Reports RADIUS host O Single (&) RADIUS Group

Jobs
Al fields are required.

“ou can create only single RADIUS group, which can contain multiple RADIUS servers.

RADIUS Group Name [[SE-Group Shared Key

Add the details of the RADIUS servers that will be part of this RADILUS group. The order of addition is important as the first
entry acts as the primary RADIUS, the second as the secondary and so on.

RADIUS Server Details

Edit Delete | A Add 7 Flter

Server Name or [P Address Authentication port Accounting port
O 104.48.41 1645 1646
O 10.4.48.42 1645 1646
AAA Configuration

Enable for 802, 1% / MAB ALA.
[ Enable mas for web Authentication,

Previous | [ Mext | | Finish Cancel |

Schedule Deployment

H videos TAC Service Requests | Alarms @ 71 T 0 (i)

Step 10: On the Configure RADIUS page, click Next.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.
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Step 11: Enter a job description, and then click Finish. Deployment begins
immediately.

Step 12: When you receive the message regarding the addition of AAA
commands, click Yes, and then on the pop-up window generated after the
job is created, click OK.

Enable identity and web authentication

The identity configuration enables MAB on the switch. Web authentication
allows users to access the network from a device that isn't configured for
802.1X and still be authenticated. The TrustSec Work Center supports
configuring local web authentication, however, in this deployment you use
centralized web authentication. During the MAB authentication, there is a
default rule that will send the client a URL redirect to the centralized web
authentication login portal. This is configured in Cisco ISE.

Step 1: Mouse over Work Centers, and then, under the TrustSec section,
choose ldentity Configuration.

Step 2: In the Navigator pane, click Enable Identity on Interfaces.

Step 3: In the Filter list, choose the switch that was previously configured
for RADIUS.
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Step 4: In the Port Group Selector pane, select All Groups, and then click
Next.

admin | LogOut | About | Stemap | Feedback | Help

4 MyMenu ¥ Montor v Inventory ¥ Configuration ¥ Reports ¥ Admin v Work G P T
Wrark Canters > TrustSec > Ideniity Carfiguration > Enable Identity on Interface 07 Jun 2012, 13:20 FOT
Navigator Enable Interfaces for Identity
Dashboard Select Dr s and Port Groups
Getting Started
Readiness Assessment Select devices from the list of Identity Capable devices, and Select the port groups assodiated with these devices.
RADIUS Configuration
Identity Capable Devices @,
¥ Identity Configuration
Marage Identity 57 Fiter Port Group Selector
Configuration [ Display Marne 1P Address Device Type v [Zal Groups
Enable Identity on o o208 ° -
Interface £29608.cisco Jocal stack B 1 Ghps Ethermet Ports
(m] RS204- 105,605 Cisco Catalyst 2960
Change of Authorization £29608.risco.local e stack 10 Ghps Ethernet Ports
RS211- Cisco Catalyst 2960
10 Mbps Ethernet Ports
b Secured Group Access u £29608.dsco.local 15 ERS stack "
Configuration " 0 RS20 105872 Cisoo Catalyst 2960 100 Mbps Ethernet Ports
£29608.csco.local e stack Acces Ports
¥ Reports RS232-
L pazso ceenoca MEEEE] G SESEE DMP Ports
Jobs RS208-A3560)- Cisco Catalyst 3560K-
u PR1.cisco.local 105,873 29P-L,5 Switch Endl Hosts
RS232- Cisoo Catalyst 3560K- 1P Phones
u A3560%.cisco.local sizkb2 24P-L,5 Switch 1PVSC Parts
A3750.cisco.Jocal 10.4.79.2 Cisco 3750 Stack
O Dssoovss.cscodoral 10,415,254 €60 Vitual Switching
System -
Previous Next | | Finish Cancel |
Review Port Groups o
Canfigure Identity
Schedule Deployment
H videos TAC Service Requests | Alarms @ 71 ¥ 0 B o
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Step 5: Select the check boxes next to the ports for which you want to
enable identity, and then click Next.

4 MyMenu ¥ Monitor ¥ Inventory ¥ Configuration v Reports v Admin v work G P T
07 Jun 2012, 13:20 POT

admin | LogQut | About | Sitemap | Feedback | Help

Wifork Centers = TrustSer = Identity Configuration = Enable Identity on Interface

Navigator Enable Interfaces for Identity

Dashboard Select Devices and Port: Groups =

Getting Started Review Port Groups ‘

Readiness Assessment

RADIUS Coriguration Wiewr the parts and unselect the ports that you wish to exclude.

Selected Devices
w Identity Configuration Associated Ports

Manage Identity Display MName Port Name Description

configuration @  A3750%,cisco.local Gitj0i38 GigabitEthemet1/0/36 ﬁ]
Enable Identity on Gitf0/37 GigabitEthermet1/0/37
Gi1f0/34 GigabitEthemet1/0/34
Change of Autharzztien Gi3/0/18 GigabitEthernet3/0/18
» Serured Group Access Gi3/0{19 GigabitEthernet3/0/19
Configuration Gilf0/35 GigahitEthernet1/0/35
» Reports Gi3/0/16 GigabitEthernet3/0/16
Jobs Gi3/0/17 GigabitEthernet3/0/17
Gi1f0/38 GigabitEthemet1/0/38

aini1A imahitEthornnt 2 (014

=l
Previous | | Mext | | Finish Cancel |

Configure Identity

Schedule Deployment

Next, you configure monitor mode.

Step 6: In the Identity mode to be configured section, move the Security
Mode slider to Monitor, which is the default.

Step 7: In the Authentication profile and host mode section, set the follow-
ing values:

- Define Authentication Profile—802.1X, then MAB
- Define Host Mode—MultiAuth
- Action to be taken on security violation—No Change

Step 8: In the MAC Configuration section, make sure only Enable MAC
Move is selected.

Step 9: In the Additional Configurations section, select Advanced Options.
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Step 10: In the Adhoc commands box, enter the following command, and
then click Next.

device-sensor accounting

For device profiling, you need to enable the Cisco IOS Sensor
feature on the switch to include DHCP and CDP information in
the RADIUS messages sent from the switch to Cisco ISE. The I0S
Sensor feature relies on information from the DHCP snooping
feature that was enabled in the LAN Deployment Guide. This
feature is not supported on the Cisco Catalyst 2960S access
layer switches. If you want to use device profiling in the access
layer, you will need to deploy Cisco Catalyst 3560, 3750, or 4500
Series Switches.

February 2013 Series

admin | LogCut | About | Skemsp | Fesdback | Hel

4 MyMemu Y Monitor ¥ Imventory ¥ Configuration ¥ Reports ¥ Admin v Work G P T
Work Centers = TrustSec = Idenlity Corfiguration = Enable Identity on Interface 07 Jun 2012, 13:30 POT
Navigator Enable Interfaces for Identity
Dashboard Select Devices and Part Groups <
Getting Started Review Port Groups o

Readiness Assessment Configure Identity

RADIUS Configuration

¥ Identity Configuration Identity mode to be configured
Manage Identity Choose the Security made based on the level of security required in the devices Values shown as selected are the defaultvalues
Configuration
;E:s;ﬁégentlty on Select the security mode based on the level of security you wish to implement in your netwark., More Detals
Change of Authorization Security Mode Q ; !
Monitar Low impact High
¥ Secured Group Access EERU
Configuration
* Reports Authentication profile and host mode
Johs Choose authentication profiles, host modes and action 1o be taken in case of violations
Define Authentication Profile | 02.1x, then MAB -
The host mode determines the number of hosts that can be authenticated on a given part., More Detals »
Define Host Mode Single Host Multiple Host @ Multisuth
Multicomain No Change

Select the action to be taken when a port security violation is detected due to the following reasons.. More
Details >

Action to be taken on security vidlation O Restrict O protect O Shutdown ® No change

MAC Configuration

Enable MAC move or replace.. More Detals  » Enable SMIMP notification for MAC addition or
remaval.. More Detals — »

Enable MAC rove
[ Motify MAC addition

[] Enable MAC replace
[ motify MAC remaoval

Additional Configurations

If you have selected low impact mode and if 2CL is not configured on the device, you.. Mare Detals
Advanced options

*
Adhoc commands® ¢ [deyice-sensor accounting

Previous Mext Finish Cancel

Schedule Deployment

Identity configuration is complete. Next, you create a deployment job in
order to deliver the configuration to the switch.
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Step 11: In the Job Description box, enter a description, click Finish, and
then click OK.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.

admin | LogOut | bout | Stemap | Feedback | Help

4 MyMeru ¥ Monitor ¥ Inventory ¥  Configuration ¥ Reports ¥ Admin Y Work G P G 8
Work Centers = TrustSec = Identity Configuration = Enable Identity on Interface 07 Jun 2012, 13:30 POT

Solution

Navigator Enable Interfaces for Identity

Dashboard Select Devices and Port GroUps &
Getting Started Review Port Groups o

Readiness Assessment Canfigure Identity o

RADIUS Canfiguration Schedule Deployment

¥ Identity Configuration

Manage Identity

Configuration Echeiiiley

* Indicates required field
Enable Identity on

Interface 8 Immediate Job Description® (43750 Maritor Mode Config
Orce
Change of Autharization O Daly E-mail l:l
O waskly
» Secured Group Access © Monthly

Configuration

Job Options
» Repiorts [ Enable job password

Jobs [ Fail an mismatch of config versions Login Username:
[ sync archive before job execution Login Passward
[ copy rurning config to startup

Failure palicy | Ignore falure and continue

Enable Password

Preview CLI | | Previous | | Hext Finish | | cancsl |

The global commands added to the switch configuration at the completion
of the previous two procedures are as follows.
radius-server host 10.4.48.41 auth-port 1645 acct-port 1646
radius-server host 10.4.48.42 auth-port 1645 acct-port 1646
radius-server key [key]

aaa group server radius ISE-Group

server 10.4.48.41 auth-port 1645 acct-port 1646

server 10.4.48.42 auth-port 1645 acct-port 1646

aaa authentication dotlx default group ISE-Group
aaa authorization network default group ISE-Group
aaa authorization configuration default group ISE-Group
aaa accounting dotlx default start-stop group ISE-Group
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radius-server vsa send accounting

radius-server vsa send authentication

authentication mac-move permit
dotlx system-auth-control
device-sensor accounting
The interface commands added at the completion of the previous two
procedures are as follows.
interface [interface]
authentication host-mode multi-auth
authentication open
authentication order dotlx mab
authentication port-control auto
mab
dotlx pae authenticator

Disable port security timers

The current Cisco SBA design incorporates the use of port security to
provide a level of security and prevent rogue devices from being connected.
However, TrustSec also provides this functionality and there can be conflicts
when both are enabled on a port at the same time. This is particularly true of
inactivity timers since both port security and TrustSec each have their own
set of timers. The conflict causes TrustSec to re-authenticate every time the
port security time out is reached. To avoid this issue, port security timers
need to be disabled.

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local.

Step 2: Navigate to Configuration > Tools > NetConfig. This opens the Job
Browser.

Step 3: Click Create. This enables you to configure a new job.

Step 4: Select Port based, and then click Go.
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Step 5: In the tree, next to All Devices, click the + symbol, select the switch
you are configuring, and then click Next.

In this example, only one switch is being configured, but you can
select multiple switches to accommodate a large deployment.
The Group Selector allows you to choose switches by pre-
defined groups or by model.

Step 6: Select Define an Ad-Hoc Rule. A new screen is displayed.
Step 7: For the ad-hoc rule, in the Object Type list, choose Port.
Step 8: In the Variable list, choose ldentity_Security_Mode.

Step 9: In the Operator list, choose =, and then in the Value list, choose
Monitor.

Step 10: Click Add Rule Expression, and then click Next.

admin | logOut | About | Stemep | Feedback | Hela
tion
4 MyMemu ¥ Monitor v Inventory ¥ Configuration ¥ Reports v Admin Y Work G P Gl 4

07 Jun 2012, 13:44 PDT

Mode: PORT Groups
& 1. Device and
Group Selectaor Port Groups
O 2. Groups € Select Custom Group(s) @ Define an Adhoc Rule
Adhoc Rule

O 3. Tasks
O 4. Add Tasks

O 5. Set Schedule
Options
0 6. View Jab Work Object Type: Variable: Operator: Value:

Identity_Security_Mods === [unsecued =]
¥ | Add Rule Expression \

Rule Text

Port.Identity_Security Mode = "Monitor"

[Check Syn@[ Inchude: I[ Exclude |

-Step 2 of 6 - Back | [Mext | | Firish | [ Cancel
H videos TAC Service Requests | Alarms @ 71 ¥ o 1}
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Step 11: In the Task Selector, select Adhoc Task, and then click Next.

Step 12: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to remove the port security configuration.

no switchport port-security aging time

no switchport port-security aging type

no switchport port-security violation

Step 13: Click Applicable Devices, select the switch to which you want to
apply this configuration, click Close, and then click Save.

Adhoc Task Configuration

108 Parameters
Commands

no switchport port-security aging time
no switchport port-security aging type

CLI Commands: . . . .
no switchport port-security violation

Rallback Commands:

[ Applicable Devices... ]

[ Save ][ Reset ][ Cancel]
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Step 14: After returning to the Add Tasks window, click Next.

admin | LogOut | About | Stemap | Feedback | Help

agement Solution
4 MyMenu ¥ Monitor ¥ Inventory ¥  Configwation ¥ Reports ¥ Admin v Work G P TP ¢

07 Jun 2012, 13:47 FOT
Mode: ADDING Add Tasks
& 1. Device and

Group Selector Add Tasks

E 2. Groups Applicable Tasks 7 r Added Instances
® 3. Tasks — —

O 4. add Tasks

O 5. Set Schedule
Options

O 6. Wiew Job Wark
Order

[ add nstance. [ Edt... [ view cur.. |[view ports |[ Delete \

=EEpddiB= Back | [Next| | Finish cancel |

H videos TAC Service Reguests | Alarms @ 71 ¥ 0 E 0

Step 15: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.

Step 16: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Configure identity on the Catalyst 4500

Cisco TrustSec Work Center supports TrustSec 2.0 features, but does not
support Cisco Catalyst 4500. However, Catalyst 4500 does support all of the
features in use. You have to configure these by using the NetConfig feature
of Cisco LMS. This procedure covers enabling RADIUS, configuring 802.1X
in monitor mode, and disabling port security.

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local:1741.

Step 2: Mouse over Configuration, and then, from the Tools section, choose
NetConfig.

Step 3: In the NetConfig Job Browser, click Create.

Step 4: Select Device Based for the NetConfig Job Type, and then click
Go.
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Step 5: In the Device Selector, expand All Devices, select the devices
where you want to enable identity.

Step 6: In the Task Selector, expand All Tasks, select Adhoc, and then click
Next.

Step 7: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to configure identity.
radius-server host 10.4.48.41 auth-port 1645 acct-port 1646
radius-server host 10.4.48.42 auth-port 1645 acct-port 1646
radius-server key [key]
aaa group server radius ISE-Group
server 10.4.48.41 auth-port 1645 acct-port 1646
server 10.4.48.42 auth-port 1645 acct-port 1646

aaa authentication dotlx default group ISE-Group
aaa authorization network default group ISE-Group
aaa authorization configuration default group ISE-Group
aaa accounting dotlx default start-stop group ISE-Group

radius-server vsa send accounting

radius-server vsa send authentication

authentication mac-move permit
dotlx system-auth-control

device-sensor accounting

Step 8: Click Applicable Devices, select the switch to which you want to
apply this configuration, and then click Close.

Step 9: For the command mode, choose Config, and then click Save.
Step 10: After returning to the Add Tasks window, click Next.

Step 11: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.

Step 12: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.
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Step 13: Navigate to Configuration > Tools > NetConfig. This opens the
Job Browser.

Step 14: Click Create. This enables you to configure a new job.
Step 15: Select Port based, and then click Go.

Step 16: In the tree, next to All Devices, click the + symbol, select the switch
you are configuring, and then click Next.

In this example, only one switch is being configured, but you can
select multiple switches to accommodate a large deployment.
The Group Selector allows you to choose switches by pre-
defined groups or by model.

Step 17: Select Define an Ad-Hoc Rule. A new screen is displayed.
Step 18: For the ad-hoc rule, in the Rule text section, click Include.

Step 19: In the Include List section, expand Devices, and then select the
switch you want to configure for identity.
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Step 20: Choose the ports you want to configure for identity, and then click
Include. The window closes.

@0 10.4.48,38:1741 frme/ncfgJobBrowser . do - "'.-.

Include List
==Search Input== > L .
Filter by Port Name:| |[ Filter |
ERal= [ — Showing 603 records
& [ paso7 cisco lacal o !_ EE'LET?.T%..Z E:fﬂlcegﬁﬂmo—u..uu..su Al
-
za0, [0 @iz)e--Uncontroled (GigabitEthernetz é--Uncontrolled
281, W Giz)? GigahitEthernetz(7
282, [0 Giz)?--Controlled GigabitEthernetz 7--Cantrolled
2a3 [0 @igl?--Uncontrolled GigabitEthernet2)7--Uncontralled ]
a4, W Gzl (GigabitEthernetz &
285, [0 @izfs--Contralled GigahitEthernetz (&--Controlled
286, [0 Giz/s--Uncontraled GigabitEthernet2/a--Uncontralled
za7. Wi Gizjo GigabitEthernetz/o
was l— 210 onkenllad inahitFtharnat? - onkrollad LI
Include || Cancel

Step 21: Move to step 3 of the wizard by clicking Next.
Step 22: In the Task Selector, select Adhoc Task, and then click Next.

Step 23: Click Add Instance, and then, in the new window, enter the CLI
commands necessary in order to enable monitor mode and remove the port
security configuration.

authentication host-mode multi-auth

authentication open

authentication order dotlx mab

authentication port-control auto

mab

dotlx pae authenticator

no switchport port-security aging time

no switchport port-security aging type

no switchport port-security violation
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Step 24: Click Applicable Devices, select the switch to which you want to
apply this configuration, click Close, and then click Save.

L 10.4,458.38: 1741 frme/ncfglobBrovser do

Adhoc Task Configuration

105 Parameters
Commands

authentication host-wode mwulti-auth
authentication open

authentication order dotlx mab
authentication port-control auto

is=la]

dotlx pae authenticator

no switchport port-security aging time
no switchport port-sSecurity aging type
no switchport port-security wiolation

CLI Comimands:

Rollback Commands:

[ Applicable Devices... ]

l Save ]’ Reset ][ Cancel]
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Step 25: After returning to the Add Tasks window, click Next.

admin | LogOut | About | Stemap | Feedback | Help

gement Solution

4 MyMenu ¥ Monitor ¥ Inventory ¥ Configration ¥ Reports ¥ Admin Y Work G P TF
07 Jun 2012, 13:47 FOT
Mode: ADDING Add Tasks
& 1. Device and
Group Selector Add Tasks
2. Groups applicable Tasks ——————  Added Instances
® 3. Tasks - -
O 4. add Tasks
O 5. Set Schedule
Options
O 6. Wiew Job Wark
[ add nstance. [ Edt... [ view cur.. |[view ports |[ Delete \
=EEpddiB= Back | [Next| | Finish cancel |
H videos TAC Service Reguests | Alarms @ 71 ¥ 0 E 0

Step 26: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.

Step 27: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Step 28: Repeat this procedure for each Cisco Catalyst 4500 switch where
you need to configure identity.
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Enabling Visibility to the Wireless Network

1. Configure 802.1X for wireless endpoints
Disable EAP-TLS on Cisco ISE

Add ISE as RADIUS authentication server
Add ISE as RADIUS accounting server

SIS

Enable client profiling

To authenticate wireless clients, you need to configure the wireless LAN
controllers (WLC) to use the new Cisco ISE servers as RADIUS servers for
authentication and accounting. The existing entry is disabled so that if there
are any issues after moving to Cisco ISE, you can quickly restore the original
configuration. Additionally, you configure the WLCs for DHCP profiling so
that profiling information can be obtained from the DHCP requests from
these clients and sent to the Cisco ISE.

Configure 802.1X for wireless endpoints

To differentiate wireless users in the authentication logs, create a rule to
identify when wireless users authenticate.

Step 1: On the ISE console, Navigate to Policy > Authentication to open the
Authentication Policy page.

Step 2: For the Default Rule, click the Actions button, and then choose
Insert new row above. A new rule, Standard Policy 1, is created.

Step 3: Rename Standard Policy 1 to Wireless-Dot1X. In the Condition(s)

box, click the + symbol, and then choose Select Existing Condition from
Library.
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Step 4: In the Select Condition list, next to Compound Condition, click the
> symbol.

Dictionaries
oo
o' Identity Services Engine ) i ot (O ey
s on = = - f o Task uvigator ~| €)
—— [ simple Condition »
|5 Authentication | [g] Authorization 4] Profiing [&) Pasture roup ccess &t Policy Elements
[ compound condition ¥
Authentication Policy =
Define the Authentication Policy by selecting the protocals that ISE should use to 4 “H the idertity sources that it should use for authentication,
Policy Type O Simple () Rule-Based
- [me8 |+ 1F [ wired_mag Sfadlt Netwd | and.. ) £ actions v
- [Wired-Dot1x | ¢ IF [ wired_soz.4% “fadlt Netwd) | and... ) G actions ~
+  [Wreless-Dotix JIf [ Condttion(s) = s © ] ad. ) 5 Actions v
Defauit Rule (If no match) o | B add all conditions S
Condition Name | =
Select Condtion | © | &

Step 5: Choose Wireless_802.1X, and then click anywhere to continue.

Compound Condition

€IS€o  [dentity Services Engine ise-l  admin  Logout  Feedback

@A Home  Operstons v Poicy v Admingtration v $EE - E 00 Task Navigator ~ €3
—— u Wirsd_MAB
|&) Authentication |=) authorization &) Profiing | Pasture roup Access o Policy Elements

W Wirsd_B02, 1%

L . 1 Wireless 02,1
Authentication Policy [a
 Switch_Local_tweh_Authentization
Define the Authentication Policy by selecting the protocols that ISE should use to g¢ “H the identity sources that it should use for authentication.
1 WLC_Web_Authentication
Policy Type (O Simple (8 Rule-Based

- [maB |+ 1f [ wired_meas “fadlt Netwd) | and... ) G actions ~
- | [Wired-Dotix | 1 [ wired_s02.1% Sfadlt Netw® | and... ), D Actions ~
« [ Wieless-Dot1x 2 1f [ Condition(s) E ds FIEC i actions

Default Rule (If no match) . ol B add Al Conditions

Condition Narme

Select Condton @,

Step 6: In the Select Network Access list, next to Allowed Protocols, click
the > symbol, and then select Default Network Access.

ise-l admin  Logout Feedback

Adrmiristration v f 0 Task Navigatar ~ €3

|&) Authentication |=) authorization <&} Profiing |7 Pasture [e Client Provisioning |£ Security Group Access & Policy Elements

Authentication Policy ‘

Define the Authentication Poiicy by selecting the protocols that ISE should use to communicate with the netwark devices, and the identity sources that it should use for authentication,
Policy Type O Simple (@ Rule-Based

- [Mee | o1 [ wired_tag <> | dlow protocols | Alawed Protocol ; Defadt Netw© | and... ) O Actions ~
- | [wired-Dot1x | o1 [ wired_s0z.1x <> | dlow protocok | llowed Protocol : Defadlt Netw | and... ) O Actions v
B - [wielssDotix | 1 [ Wireless_gn2.1x - | alow protocols [Select Network Access Q] ad.. i Actions «
Allowed Protacols
Default Rule (If no match) ¢ allow protocols | Alawed Protocal ; Default Netwis) | and use dentity sourre : [:] ctions ~
== -
& Default Metwork Access
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Step 7: For the Wireless-Dot1X rule, to the right of and..., click the black
triangle. This displays the identity store used for this rule.

Step 8: Next to Set Identity Source, click the + symbol.

Step 9: In the Identity Source list, choose the previously defined AD server,
for example, AD1.

Step 10: Use the default options for this identity source, continue by click-
ing anywhere in the window, and then click Save.

oo
CISCO  Identity Services Engine sl admin  Logout  Feechack
f Home COperatons v Poicy v Administration v § o0 Task Navigator ~ €
|2 Authentication | [g] Authorization  [4) Profiing
Identity Source
o ) Options
authentication Belcy If authentication faied[Feact | <] =
Define the Authentication Policy by selecting the protocols that 1 If user not found|[Reject | v | jse for authentication.
Policy Type O Simple @ Rule-Based If process faled(orop | <]
! e I wired | note: For authentications using PEAP, LEAP, EAP-FAST o RADIUS MSCHAP @ Actons ~
it is ot possible to continue processing when authentication fais or user is not found, -
- | Fowreionix 1f [wisg] 1TCoNtnue option s selectedn these cases, rectests wil be rejected B acios -
LB - | [wielessbotix I [ wirele £ Actions ~
Default i ouse | Internal Users = & actions v
Default Rule (IF ho match) i alaw protocds | Allowed Protocel : Default Netw(® | and use identity source [ intemal Users &> & Actions v

Disable EAP-TLS on Cisco ISE

For wireless deployments that aren't currently using digital certificates,
you need to disable EAP-TLS in order to allow clients to log in. You will be
deploying digital certificates in a later phase of this deployment.

Step 1: On the menu bar, mouse over Policy, and then, from the Policy
Elements section of the menu, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the
options.

Step 3: Double-click Allowed Protocols, and then select Default Network
Access.
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Step 4: Clear the global Allow EAP-TLS check box and under the PEAP
settings, clear the Allow EAP-TLS check box, and then click Save.

alialn
CISCO  Identity Services Engine isel adnn Logout  Feedback

Administration ¥ £ 00 TaskNavigator + €3

|2) Authentication  [@) Autharization  [5) Profiing  [@) Posture  [&) ClientProvisioning  [5) Security Group Access | Policy Elements

Dictionaries  Conditions  Resufts

Results [ Detect PAP as Host Laokup ]
[ P O MlowcHaP
== . [ Alow MS-CHAPYT
¥ [ Authentication ] Allow MS-CHAPY2
* [ Allowed Protocols - Allow EAP-MDS

5 Detaut Network Access

» 55 Authorization [ Detect EAP-MDS as Host Loakup

> [ proniig [ AlowEAP-TLS
» (] Fosture O Allow LEAP
» [ Client Provisioning - Allow PEAP

> [ Securiy Graw Access
PEAP Inner Methods

Allow EAP-MS-CHAPW

Allow Password Change Retries {valid Range 0ta 3)
Alow EAP-GTC

Allow Passward Change Refries (valid Range 010 3)

[ Allow EAP-TLS!

- Allow EAP-FAST

Add ISE as RADIUS authentication server

Perform this procedure for every wireless LAN controller (WLC) in the
architecture with the exception of the guest WLC in the demilitarized zone
(DM2).

Step 1: Navigate to the WLC console by browsing to https://wlc1.cisco.local.
Step 2: On the menu bar, click Security.

Step 3: In the left pane, under the RADIUS section, click Authentication.
Step 4: Click New. A new server is added.

Step 5: Inthe Server IP Address box, enter 10.4.48.41, and then enter your
RADIUS shared secret.
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Step 6: Next to Management, clear the Enable box, and then click Apply.

Cisco MONITOR

Add ISE as RADIUS accounting server

Security

~ AAA
General
- RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAR
Local Net Users

RADIUS Authentication Servers > Edit

Server Index

Server Address
Shared Secret Format
Shared Secret

Confirm shared Secret

MAC Filterin
ey Key Wran I (Designed for FIPS customers and raquirss & key wrap compliant RADIUS server)
User Login Policies Part Humber 1812
AP Policies
Password Policies Server Status Enabled x

b Local EAP Support for RFC 3576 Enabled x

b Priority Order Server Timeout 2 seconds

b Certificate netwark User ¥ Enable

b Access Control Lists Managerment ™ Enable

» Wireless Protection IPSec T Enable
Policies

Perform this procedure for every wireless LAN controller (WLC) in the

TROLLER ~ WIRELESS  SEC v g HELP
< Back Apply
z
10.4.48 41
ASCII =

architecture, with the exception of the guest WLC in the DMZ.

Step 1: Onthe menu bar, click Security.

Step 7: Repeat Step 4 through Step 6 in order to add the secondary engine,
10.4.48.42, to the WLC configuration.

After adding Cisco ISE as a RADIUS server, disable the current RADIUS
server in use. By disabling the server instead of deleting it, you can eas-
ily switch back if needed. Perform this procedure for every wireless LAN
controller (WLC) in the architecture with the exception of the guest WLC in

the DMZ.

Step 8: On the RADIUS Authentication Servers screen, click the Server
Index of the original RADIUS server, and then, for Server Status, select
Disabled. Click Apply.

Step 9: On the RADIUS Authentication Servers screen, click Apply.

Cisco

Security

w AAA
General
« RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Met Users
MAC Filtering
Disahled Clients
User Login Policies
AP Policies
Password Policies

MONITOR

ion

ONTROLLER  WIRELESS  SECURITY i HELP  FEEDBAC

RADIUS Authentication Servers Apply New...
Call Station ID Type 2 1P Address -
Use AES Key Wra [T (pecioned for FIPS custamers and requires a key wrap compliant RADIUS server)
MAC Delimiter Hyphen ~
Network Server
User Management Index Server Address  Port 1PSec Admin Status
~ r 1 10.4.48.15 1812 Disabled Disabled [~}
W - 2 10.4 48 41 1812 Disabled Enabled B
=2 r 3 1044842 1812 Disahled Enahled [~]
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Step 2: In the left pane, under the RADIUS section, click Accounting.

Step 3: Click New. This adds a new server.

Step 4: In the Server IP Address box, enter 10.4.48.41, enter your RADIUS
shared secret, and then click Apply.

' I| h I| h guration  Ping  Logout Refresh
Cisco MONITOR CONTROLLER  WIRELESS — SECURITY HELP  FEE
Security RADIUS Accounting Servers > Edit < Back Apply
RRGAR Server Index z
General
» RADIUS Server Address 1044641
Authentication
Accounting Shared Secret Format ASCII »
Felllzite Shared Secret [esenencas
» TACACS+
LDAR Confirm Shared Secret [sscsssnss
Local Net Users
WAC Filtering Port Humber 1813
e e e Server Status Enabled =
User Login Policies
AP Policies Server Timeout 2 seconds
Fassword Policies
Wetwark User M Enable
b Local EAP
IPSes T Enable
» Priority Order

Step 5: Repeat Step 3 through Step 4 to add the secondary engine,
10.4.48.42, to the WLC configuration.

Step 6: On the RADIUS Accounting Servers screen, click the Server Index
of the original RADIUS server, and then, for Server Status, select Disabled.

Click Apply.
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Step 7: On the RADIUS Accounting Servers screen, click Apply. Step 4: In the Client Profiling section, select HTTP Profiling, and then click
Apply.

CISCO MONITOR CONTRO 3 55 SECURITY MEN 5 HELP EEEDBACK
alvaln
Security RADIUS Accounting Servers apply New... cisco
WLANs WLANs > Edit "WLAN-Data' < Back Apply =
= “é‘“ ‘ MAC Delimiter  [Fiyphen 5
enera . TR p v p— . 5
General | Security | QoS | Advanced
- RADIUS _ WLANS | 1 | ‘
Authentication Network Server Admin K ad " :""F‘ Direct Clients Disabled = Load Balancing and Band Select =
Accounting user Index server Address  Port IPSec Status vance S i o 5
Fallback . Maximum Allowed itz e B
v 4.48. 200
yThCACEs 2 1 104.48.15 1813 Disabled Disabled -] Clients Fer AP Radio N, -
LDAF 2 z 1044841 1813 Disabled Enabled [ -] g\::ﬁrg:im:t [T T —
Lacal et Users =2 K 104.48.42 1813 Disabled Enabled [ -]
MAC Filtering Client user idle tmeout  [5o0 cotonds Passive Client (]
Disabled Clients (15-100000) voice
User Login Policies Client user idle threshald
AP Policies (0-10000000) o Bytes Media Session Snooping ™ Enabled
Feamand PelfEiss Off Channel Scanning Defer Re-anchor Roamed Vsice Clients [~ Ensbled
Scan Defer Priarity 01234567 KTS based CAC Policy ™ Enabled

FrCCFFFELC client Profiling
Scan Defer ( DHCP Profiling ~ )
WCHTECE) 10 HTTP Profiling I
- - FlexConnect -
Procedure 5 Enable client profiling —
Switching £

FlexConnect Local Auth 2 [ Enabled

Fi

You need to enable DHCP profiling on the WLC in order to send DHCP and B o
HTTP information to the engine for endpoint profiling.

Step 5: When a message appears saying that the WLANs need to be
Step 1: Onthe WLC, navigate to WLANSs, and then select the WLAN ID for disabled, click OK.
the SSIDs you wish to monitor.

Step 2: On the Advanced tab, in the Client Profiling section, select DHCP
Profiling.

Step 3: When the message appears about enabling DHCP Reqd and
disabling Local Auth, click OK.
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Enabling Authorization

The network infrastructure is now configured for 8021.X authentication in
monitor mode. Upon successful authentication, the endpoint is granted full
network access. However, monitor mode allows for endpoints that fail 802.1X
to access the network by using MAB. This is a good point in the deployment
to stop to verify that devices can access the network by using existing
credentials.

The next step would be to deploy some form of authorization to control what
authenticated endpoints can access on the network. This next phase is
called low-impact mode. In low-impact mode, endpoints are authenticated
with either 802.1X or MAB. MAB is used for devices that require network
access but either don't support 802.1X or don't have 802.1X configured.
After authentication, the endpoint is given full access to the network, but
prior to authentication, the endpoint will only have access to the services
necessary for authentication.

Enabling Authorization for Wired Endpoints

1. Create authorization profile

Create authorization policy

Enable low-impact mode

Enable low impact mode on Catalyst 4500
Enable change of authorization

Enable CoA on Catalyst 4500

o o s ® N

You will enable authorization for wired endpoints that authenticate using
802.1X. At this stage, once authenticated, the endpoint will be granted full
access to the network. This policy can be modified if you choose a more
restrictive policy in the future.
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Create authorization profile

An authorization profile defines the specific access policies granted to the
device. You will create a profile for wired endpoints to permit full access.

Step 1: On the ISE console, in the menu bar, mouse over Policy, and then in
the Policy Elements section, choose Results.

Step 2: Inthe panel on the left, double-click Authorization, and then
double-click Authorization Profiles.

Step 3: Click Add.
Step 4: Name the profile Wired_Dot1X and give a description.

Step 5: Select DACL Name and in the list, choose PERMIT_ALL_TRAFFIC,
and then click Submit.

alialn
€ISco  Identity Services Engine

ise-l  admin  logout Feedback

@ Task Navigator + €3

@ Home Operations v Poicy v Admi

|2) Authentication  [s) Authorization [4) Profiing @) Postwe &) Clent Provisioning | Security Group Access | o Policy Elements

Dictionaries  Conditions  Restits

Authorization Profiles = New Authorization Profile
Result: -
eoutts Authorization Profile
2]
e " Name | wired_Dot1x
Description [ profile For Wired Endpoints That Have Authenxticated With 802, 1x
* Access Tyoe  [ACCESS_ACCEPT -]
» £ Inline Posture Hode Profiles ¥ Comrmon Tasks
> & Arofiting W pacL name FERMIT_ALL_TRAFFIC [~]
v [ Posture
v L Cent Provisianing e
> [ Seanity Group Access I~ vioice Domain Permission
= T web suthentication
H
+ I suto smart Port
I Fiter-1D =l
v advanced Atributes Settings
[setect an tem O - ©
v attributes Details
Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_TRAFFIC
g [ cancel |
‘Y Help arms: jotifications
€3 e Al 1702 4 341@ 6 | £ Notifications (0
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Create authorization policy

Now you need to define an authorization policy for wired endpoints and
apply the authorization profile.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: For the Default rule, on the right, click the black triangle symbol, and
then choose Insert New Rule Above. A new rule named Standard Rule 1 is
created.

€ISCOo  Identity Services Engine ise-1 admin  Llogout Fesdback

0 Task Navigator ~ €3

|2) Authentication | |®, Authorization | [4) Profiing  [@) Paste |4 CientProvisioning | Security Group Access &, Policy Elements

Authorization Policy

Define the Authorization Policy by configuing rules based on identity groups andfor other conditions, Drag and drop rules to change the order.

[ Fitst matched Rule applies -

» Exceptions (0)

Standard
Status  Rule Name Comditions (identity oroups and other conditions) Permissions
Black List Default I Blacklist then Blacklist_Access Edit | v
Profiled Cisco 1P Phones i Cisco-IP-Phone ther Cisco_IP_Phones Edt | -
Profied Cisca APs I Cisco-Access-Point then  Cisca_APs Edt | v
DefaLit if no matches, then  PermitAczsss

Insert New Rule Ahove

Save Reset

Step 6: In the list, next to Compound Conditions, click the > symbol, and
then choose Wired_802.1X.

ised  admin Logout  Fesdhack

0 Task Navigator - €}

|2, Authentication | [®, Authorization | [4] Profiing  |@) Posture  [5) Cient Provisioning  |5) Security Group Access o, Policy Elements

Authorization Policy
Compound Conditions
Define the Authorization Policy by |

First Matched Rule Applies [ pe

W Wired_802.1%

‘|ancifor other convitions. Drag and drop ruies to change the order.

» Exceptions (0)
o Wired_MAB

Standard & Wireless_802.1%

W Wireless_MAG
Status  Rule Mame {Hentity aroups and other conditions) Permissions
W Catalyst_Switch_Local_eh_Authertica

Black Lst Defall - s authenscation then Blacklist_sccess Edit |+

Profiled Cisco 1R one then Cisco_IP_Phones Edt | =

Profiled Cisco A 13s-Point then  Cisco_APs Edit | +
wired DotLX Eni) &1 [ conditionts) = G [CaanzPon. < | Dane

B add Al Conditions Edit | =

Condition Name

Select Condiion ) @

Step 7: Under the Permissions column, next to AuthZ Profile, click the +
symbol.

Step 8: In the list, next to Standard, click the > symbol, and then choose
Wired_Dot1X.

Step 3: Rename the rule Wired Dot1X Endpoints.

Step 4: For the new rule, in the Conditions column, next to Condition(s),
click the + symbol.

Step 5: Click Select Existing Condition from Library.
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alialn
cisco

Identity Services Engine ise-1  admin  legout Feedback

0 Task Navigator ~ €3

|2} Authentication | [®, Authorization | [4] Profiing  |&) Postue  [5) Cient Provisioning  |5) Security Group Access o, Policy Elements

Standard
Authorization Policy
Define the Autharization Policy by configuring rules based on identity groups andfor other conditions, Drag and drop rules to cha
[ Fitst matched Rule applies - (@ Blacklist_Access
(@ Cisco_aps
» Exceptions (0) @ Cisco_IP_Phones
Standard (2 DenyAceess
(@ PermitAceess
Status  Rule Name Conditions (identity groups and other conditions) @ wired_Pot1x
Black List Default it Blacklist Edit | v
Profiled Cisco IP Phones if Cisco-IP-Phone Edit | »
Profiled Cisco APs ii  Cisco-Access-Point Edit | +
~ [ wired Dot1X Endpoints it [ Any < | e [ wired_g0z1x = | pane
Defait if no matches, then  PerrritAcces| _— Edit |+
Select an item 4] =4

Reset |
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Step 9: Click Done, and then click Save.

ised  admin Logout  Fesdhack

0 Task Navigator - €}

|2, Authentication | [®, Authorization | [4] Profiing  |@) Posture  [5) Cient Provisioning  |5) Security Group Access o, Policy Elements

Authorization Policy

Difine the uthorization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order.

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status  Rule Mame Canditions (identity aroups and ather conditions) Permissions
Black List Default it Blacklist then  Blacklist_sccess Edit | v
Profiled Cisco IP Phones if Cisco-IP-Phone then Cisco_IP_Phones Edit | »
Profiled Cisca APs i Cisco-Access-Point ther Cisco_APs Edit |+
Wired Dot1X Endpoints ii wired_802,1x then Wired_Dot1x Edit |+
Default if o matches, then PermitAccess Edit | v

Save Reset

Enable low-impact mode

You will now configure the switches for low-impact mode 802.1X using Cisco
Prime LMS 4.2 and the Cisco TrustSec Work Center. You need to create an
access list to limit what traffic is permitted on a port before it is authenti-
cated. You want to enable only what is required for the port to go through the
authentication process. Typically, this means allowing DHCP, DNS, and TFTP
to support Preboot Execution Environment, and access to the AD domain
controller. For troubleshooting, you also allow ICMP echo and echo-reply
traffic. You deny all other traffic and log the denials in order to determine if
there is legitimate traffic that is getting denied, and then make changes to
the access list.

Step 1: Connect to Cisco Prime LMS with a web browser, for example:
https://Ims.cisco.local.

Step 2: Mouse over Work Centers and in the TrustSec section, choose
Identity Configuration.

Step 3: In the Navigator panel on the left, click Manage ldentity
Configuration.

Step 4: In the pie chart, click the Monitor Mode slice. A list of the devices
that have ports configured for this mode appears.
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Step 5: Select each switch with ports that you wish to move from monitor
mode to low-impact mode, and then click Edit Mode.

admin | LogOut | About | Stemap | Feedback | Help

4 MyMenu ¥  Montor ¥ Irwertory Y Configuration ¥ Reports Y Admin v work Centers B T &
Wark Cantar: » TrusiSa: » Identity Configuration 141n 2012, 1010 POT

Navigator Manage Identity Devices

ion

Dashboard Distribution of Identity security mode in your network

Getting Started Click o any of the pie chart slices to displsy device detals based on the ports security mode of your

Readiness Assessment network.

Monitar mode

‘57 h

RADIUS Configuration

¥ Identity Canfiguration

Manage Identity
Configuration

Enable Identity on Interface

Low impact mode

Change of Authorization 100,29%)
* Secured Group Access Unsecured mode
Configuration 245 (71.42%)
* Reports Monitor mode
Jobs This mode enables authentication without enforcing any kind of authorization. It provides visiiity into end-user netwark access activities,

assessment, and policy evaluation information,
Monitor mode

Edit mode Disable identity | < Fiter

[ Device Name Nurrber of ports
A3TS0X cisca local o
O Rre201-429608.cisco.local 1

Step 6: Select the check boxes next to the ports that you want to edit, and
then click Next.

admin | LogOut | About | Stemap | Feedback | Help
4 MyMenu v Monitor ¥ Irwentory Y Configration Y Reports Y Admin v work Centers P T

Wark Centers » Trustges » Identity Configuration » Manage Identity Configuration 141un 2012, 1018 POT

Navigator Manage Identity Devices

Dashboard Review port selection on selected devices{optional)

Getting Started

Readiness Assessment Wiew the ports and unselect the ports that you wish to exciude.

RADIUS Configuration Selected Devices assoriated Parts
¥ Identity Configuration Display Name Port Name Description
E'S!.‘ﬁ;‘ﬁﬂfé'ﬁ"" ®  A3750¢.cisco.local Gi3/0/18 Gi3/0/18 i’
G3f0/19 Gi3f0y19
Enable Identity on Interface i s
i i
Change of Authorizatian —— o
Gi3f0/17 Gi3/0{17
» Secured Group Access M Gisfor isfo)
Configuratiom Gi2fof23 G2/023
* Reports Gi3fof14 Gi3f0y14
b Gi2f0/20 Gi2/0/20
iobs
Gi3fof15 Gi3f0/15
2 i fnmi =

Previous next | [ Finish Cancel |

Step 7: In the Identity mode to be configured section, move the Security
Mode slider to Low impact, and then in the Associated ACL box, enter
PreAuth.
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Step 8: In the Authentication profile and host mode section, set the follow-
ing values:

Define Authentication Profile—802.1X, then MAB
Define Host Mode—Multidomain
Action to be taken on security violation—No Change

Step 9: In the MAC Configuration section, make sure only Enable MAC
Move is selected.

Step 10: In the Additional Configurations section, select Advanced
Options.

Step 11: In the Adhoc commands box, enter the following commands, and
then click Next.

ip device tracking

ip http server

ip access-list extended PreAuth

permit ip any host 10.4.48.10

permit udp any eq bootpc any eq bootps

permit udp any any eq domain

permit udp any any eq tftp

permit icmp any any echo

permit icmp any any echo-reply
deny ip any any log

ip access-list extended WebAuth
deny udp any any eq domain
permit tcp any any eq www
permit tcp any any eq 443

deny ip any any

The WebAuth ACL is used to redirect web traffic to the Cisco ISE
to launch the web authentication portal. The logic of this ACL is
slightly different than a regular ACL. The permitted traffic is the
traffic you want to redirect and the denied traffic is the traffic that
will pass normally. This ACL name is passed to the switch from
Cisco ISE via RADIUS and invoked when the user authenticates.
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admin | LogGut | About | Stemap | Feedback | Help
4 MyMenu v Montor v Inventory ¥ configration * Reports v Admin v Workcent B T &

Wark Centers = TrustGec = Idently Configuration = Manage Identity Gonfiguration 22 Har 2013, 11104 PDT
Navigator Manage Identity Devices
Dashboard Review part selection on selected devices(optional) 4

Gatting Started Configure Identity

Readingss Assessment
RADIUS Configuration Identity mode to be configured

* Identity Configuration Choose the Security mode based on the level of security required in the devices Values shown as selected are the default values.
Manage Identity

Configuration Select the security mode based on the level of security you wish to implement in your network.. More Detals >

Enable Identity on Interface

Security Mode |

Y |
Change of Authorization oty Low impact High
security

* Serured Group Access

Configuration mssocisted ACL alows selective access contral., More Detals  »
¥ Rs t:
shert Associated ACL*  Preduth
Jobs

Authentication profile and host mode

Choose authentication profiles, host modes and action to be taken in case of violations

Define Authentication Profile | 802.1x, then MAB ~
The host mode determines the number of hosts that can be authenticated on a given port., More Detals  »
Define Host Mode: Single Host Multiple Host Multiguth
® Multidomain Ko Change:

Select the action to be taken when a port security violation is detected due to the folowing reasons.. More Detals  »

Action to be taken on security violation () Restrict () Protect (O Shutdown @ No change

MAC Configuration

MAC move,/ replace SNMP MAC notification

Enable SNMP notification far MAC addition ar remaval..
More Detaills — »

Enable MAC mave or replace.. More Detals  »

Enable MAC move

[ Hatify MAC addition
[ Enable MAC replace

[ Hatify MAC remaval

Additional Configurations

If you have selected low impact mode and if ACL is not configured on the device, you.. More Detals >
Advanced options

Adhoc commands™ ;- iy device tracking

b http server

ip access-ist extended Preuth
lpermit ip any host 10.4.48.10
permit udp any eq bootpc any eq bootps
permit udp any any eq doman
permit udp any any eq tftp
lpermit icmp any any echo
permit icmp any any echo-reply
deny ip any any log

ip accesslist extended Wehsuth
ideny udp any any eq domain
permit top any any eq wwu
permit top any any eq 443

ey ip ary any

Previous | | Mext | | Finih Cancel |
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Step 12: In the Job Description box, enter a description, and then click
Finish. The job is submitted and a confirmation message appears. Click OK.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.

admin | LogOut | About | Sitemap | Feedback | Help ~ Search
4 MyMenu ¥ Montor v Invertory v Corfiguration ¥ Reports ¥ Admin v Work cent P

= Idendity Configuration = Manage Identity Configuration 15 Par 2013, 03:00 PDT

Navigator Manage Identity Devices

Dashboard Review port selection on selected devices{optional) e

Getting Started Canfigure Identity <

Schedule Deployment

Scheduler

Readliness Assessment
RADIUS Configuration

* Identity Canfiguration
Manage Identity

Configuration @) Tmmediats Job Description* [a3750% Law Impact Mode

* Indicates required fiekd

Enable Identity on Interface O once Emal
O aly 1
Change of Authorization O Weskly
O Monthly
» Secured Group Access
Corfiguration Job Options
» Reports
[ Fail on mismatch of corfig versions [ Enable Job Password
ks [ Sync archive before ob exerution Logh Username
[] Copy running config to startup Login Password

Enable Password

Failure policy | Ionore faiure and continue +
Preview €L | [ Previous | | Mext | [Finsh | [ cancel |

The global commands added to the switch configuration at the completion
of this procedure are as follows.

ip device tracking

ip http server

ip access-list extended PreAuth

permit ip any host 10.4.48.10

permit udp any eq bootpc any eq bootps
permit udp any any eqg domain

permit udp any any eq tftp

permit icmp any any echo

permit icmp any any echo-reply
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deny ip any any log
ip access-list extended WebAuth
deny udp any any eq domain
permit tcp any any eq www
permit tcp any any eq 443
deny ip any any
The interface commands added at the completion of this procedure are as
follows.
interface [interface]
ip access-group PreAuth in
authentication host-mode multi-domain

Enable low impact mode on Catalyst 4500

The TrustSec Work Center supports TrustSec 2.0 features, which does

not include support for Cisco Catalyst 4500. However, Catalyst 4500 does

support all of the features in use. You will have to configure these using the
NetConfig feature of Cisco LMS. This procedure covers configuring 802.1X
in low impact mode.

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local:1741.

Step 2: Mouse over Configuration, and then, from the Tools section, choose
NetConfig.

Step 3: In the NetConfig Job Browser, click Create.

Step 4: Select Device Based for the NetConfig Job Type, and then click
Go.

Step 5: In the Device Selector, expand All Devices, select the devices
where you want to enable low impact mode.

Step 6: In the Task Selector, expand All Tasks, select Adhoc, and then click
Next.
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Step 7: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to configure low impact mode.

ip device tracking

ip http server

ip access-list extended PreAuth

permit
permit
permit
permit
permit
permit

ip any host 10.4.48.10

udp any eq bootpc any eq bootps
udp any any eq domain

udp any any eq tftp

icmp any any echo

icmp any any echo-reply

deny ip any any log

ip access-list extended WebAuth

deny udp any any eq domain

permit

permit

tcp any any eq www
tcp any any eq 443

deny ip any any

The WebAuth ACL is used to redirect web traffic to the Cisco ISE

to launch the web authentication portal. The logic of this ACL is
slightly different than a regular ACL. The permitted traffic is the

traffic you want to redirect and the denied traffic is the traffic that

will pass normally. This ACL name is passed to the switch from
Cisco ISE via RADIUS and invoked when the user authenticates.

Step 8: Click Applicable Devices, select the switch to which you want to

apply this configuration, and then click Close.

Step 9: For the command mode, choose Config, and then click Save.

Step 10: After returning to the Add Tasks window, click Next.

Step 11: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.
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Step 12: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Step 13: Navigate to Configuration > Tools > NetConfig. This opens the
Job Browser.

Step 14: Click Create. This enables you to configure a new job.
Step 15: Select Port based, and then click Go.

Step 16: In the tree, next to All Devices, click the + symbol, select the switch
you are configuring, and then click Next.

In this example, only one switch is being configured, but you can
select multiple switches to accommodate a large deployment.
The Group Selector allows you to choose switches by pre-
defined groups or by model.

Step 17: Select Define an Ad-Hoc Rule. A new screen is displayed.
Step 18: For the ad-hoc rule, in the Rule text section, click Include.

Step 19: In the Include List section, expand Devices, and then select the
switch you want to configure for low impact mode.
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Step 20: Choose the ports you want to configure for low impact mode, and
then click Include. The window closes.

@0 10.4.48,38:1741 frme/ncfgJobBrowser . do

Include List
==Search Input== > L —_—
Filter by Port Mame: [ Filter |
Search Results
Showing 609 recards
B © S oevices A ?
&0 [T Port Name < Description
L A4507 cizco local e | alej DUl Uy \algeILILE L IS I B U1 LT U ;I
za0, [0 @iz)e--Uncontroled (GigabitEthernetz é--Uncontrolled
281, W Giz)? GigahitEthernetz(7
282, [0 Giz)?--Controlled GigabitEthernetz 7--Cantrolled
2a3 [0 @igl?--Uncontrolled GigabitEthernet2)7--Uncontralled ]
a4, W Gzl (GigabitEthernetz &
285, [0 @izfs--Contralled GigahitEthernetz (&--Controlled
286, [0 Giz/s--Uncontraled GigabitEthernet2/a--Uncontralled
287, F Giz/d GigabitEthernetz/o
sma ™ Cil0eConbollad FirahitFtharnat 3 40_Cantrollad LI

Include || Cancel

Step 21: Move to step 3 of the wizard by clicking Next.
Step 22: In the Task Selector, select Adhoc Task, and then click Next.

Step 23: Click Add Instance, and then, in the new window, enter the CLI
commands necessary in order to enable monitor mode and to remove the
port security configuration.

ip access-group PreAuth in
authentication host-mode multi-domain
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Step 24: Click Applicable Devices, select the switch to which you want to
apply this configuration, click Close, and then click Save.

Adhoc Task Configuration

10S Parameters
Commands

no switchport port-security aging time
no switchport port-security aging type
no switchport port-security violation

Rollback Commands:

|_ Applicable Devices... ]

[ Save ] [ Reset ] [ Cancel ]

Step 25: After returning to the Add Tasks window, click Next.

admin | logOut | About | Stemep | Feedback | Hela
4 MyMemu ¥ Monitor v Inventory ¥ Configuration ¥ Reports v Admin Y Work G P Gl 4

07 Jun 2012, 13:47 PDT

Mode: ADDING Add Tasks
& 1. Device and
Group Selector Add Tasks
o 2. Graups applicable Tasks —— - Added Instances
® 3. Tasks - -

O 4. add Tasks

O 5. Set Schedule
Options
0 6. Yiew Job Work

add Instance... | [ Edlt.. |[ Wiew CLL.. |[ view Ports || Delete |
-Step 4 of 6 - Back | [Mext | | Firish | | Cancel
H videos TAC Service Requests | Alarms @ 71 ¥ 0o o

Step 26: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.
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Step 27: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Step 28: Repeat this procedure for each Cisco Catalyst 4500 where you
need to configure low impact mode.

Enable change of authorization

Authorization requires the use of RADIUS Change of Authorization (CoA) in
order to change the state of the port after authentication. This is not enabled
by default, and you will need to enable it. You can do this by using the
TrustSec Work Center of Cisco Prime LMS 4.2.

Step 1: In Cisco Prime LMS, mouse over Work Centers, and then, in the
TrustSec section, click Identity Configuration.

Step 2: In the Navigator panel on the left, click Change of Authorization.

Step 3: Select the built-in ldentity template, and then click Next.

admin | Llogout | About | Stemap | Feedhack | Help » Search

4 MyMenu Y Monitor ¥ Inventory Y Configuration Y Reports Y Achiin Y Wark Centers W

ork Centers » TrustSec » Idknfity Conhauration = Change of Authorization 21 1un 2012, 1408 POT
Navigator Deploy
Dashhoard ETrustSer Configuration

Gettng started Choose Templates

Readiness Assessment
Select templates to deploy configuration

RADIUS Configuration

Ternplate Selector Selected 1 | Total 1 &5
v Identity Configurstion P &
Manage Idertity Configuration Show -1
Enable Identity on Interface O Template Name  »  Features Type Role In Category Created Scope
» Identity - Change .. Authorizati.. Partial Access RADIUS client configurati..  System  Device

Change of Autharization
» Secured Group Access
Configuration
> Reparts

Jobs

Step 4: In the Device Selector, expand All Devices, select the switches you
want to enable for CoA, and then click Next.
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Step 5: Enter the IP address of the primary Cisco ISE administration node,
provide the RADIUS key, and then click Next.

admin | LlogOut | About | Stemap | Feedback | Help

4 MyMeru ¥ Moritor ¥ Inventory v Corfigration ¥ Reports v Admin v Work Centers P *

Work Centers » TrustSec = Identity Corfiguration = Change of Autherization 21 Jun 2012, 14: 15 PDT
Navigator Deploy
Dashboard ©TrustSec Configuration
Choose Templates v

Getting Started
Readiness Assessmant Choose Device Groups N4

RADIUS Configuration Configure Identity - Change of Authorization

~ Identity Configuration
Manage Identity Configuration Identity Commands @)

Enable Ickentity on Interface RADIUS client 1P address or Host name * [10.4.48.41

Change of Authorization Type of authorization the device uses for RADIUS clients * [an -
RADIUS Key shared between the device and RADIUS Clierts * [eesessses
> Serured Group Access Port on which the device listens for RADIUS recLiests [0 - 65535 * [1,700
Canfiguration
» Reports Previous | ((Next | | Finkh | [ cancel ]
Jobs

Adhoc Configuration Commands for Selected Devices

Schecule Deplayment

Step 6: The Adhoc Configuration page allows you to add commands to the
device in addition to the ones generated by the wizard. At this point, you
don't need additional commands. Click Next.

Step 7: Give the job a description, and then click Finish.

admin | LogOut | About | Stemsp | Feedhack | Hel » Search

4 MyMenu ¥ Monitor ¥ Inventory ¥ Configuration ¥ Reports Y Acmin Y Work Centers W
1 = Change of Authorization 21 Jun 2012, 14:15 PO T

Wark Cent

Navigator Deploy

DasHboard B Trustsec Canfiguration

Getting Started Chonsa Templates Y4

Feadiness Assessment Grmen DR G

RADIUS Configuration Configure Idertity - Change of Autharization

SN

v dentity Configuration #hoc Configuration Commands for Selected Devices

Marage Idertity Configuration schedule Deployment

Enable Identity on Interface

Change of Authorization Scheduler
* Indicates required field
¥ Secured Group Access ® Immediate Job Description® [43750X Cof Canfig
Configuration O once
3 oa I —
> Reports W
O Weekly
Jobs O Monthly
Job Options

[ copy Startup to Running Config upon falure
[ capy Rurring Config to Startup
[ Enate ob Passward

Login Usemame
Login Password

Enable Passward

Preview CLl | [ Previous | | Mext | [(Fnsh | [ Cancel |

Step 8: Repeat these steps for the secondary Cisco ISE administration
node.
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The global commands added to the switch configuration at the completion
of this procedure are as follows.
aaa server radius dynamic-author

client 10.4.48.41 server-key [key]

client 10.4.48.42 server-key [key]

auth-type any

Enable CoA on Catalyst 4500

The TrustSec Work Center supports TrustSec 2.0 features, which does

not include support for Cisco Catalyst 4500. However, Catalyst 4500 does
support all of the features in use. You will have to configure these using the
NetConfig feature of Cisco LMS. This procedure covers configuring RADIUS
change of authorization.

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local:1741.

Step 2: Mouse over Configuration, and then, from the Tools section, choose
NetConfig.

Step 3: In the NetConfig Job Browser, click Create.

Step 4: Select Device Based for the NetConfig Job Type, and then click
Go.

Step 5: Inthe Device Selector, expand All Devices, select the devices
where you want to enable change of authorization.

Step 6: In the Task Selector, expand All Tasks, select Adhoc, and then click
Next.

Step 7: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to enable change of authorization.
aaa server radius dynamic-author
client 10.4.48.41 server-key [keyl]
client 10.4.48.42 server-key [keyl]
auth-type any
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Step 8: Click Applicable Devices, select the switch to which you want to
apply this configuration, click Close, choose Config for the command mode,
and then click Save.

Step 9: After returning to the Add Tasks window, click Next.

Step 10: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.

Step 11: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Step 12: Repeat this procedure for each Cisco Catalyst 4500 switch where
you want to enable RADIUS change of authorization.

Enabling Authorization for Wireless Endpoints

1. Configure WLC for authorization

Configure WLC for authorization

Configure every WLC in the environment, with the exception of the guest
WLC in the DMZ, with access lists to support these newly defined poli-
cies. Each ACL that is referenced by the authorization profiles needs to be
defined on the WLC. When the clients in the campus, and at remote sites
with a local controller, connect to the WLC and authenticate, Cisco ISE
passes a RADIUS attribute requesting the ACL be applied for this client.

Step 1: In your browser, enter https://wlc1.cisco.local. This takes you to the
WLC console.

Step 2: On the menu bar, click Security.
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Step 3: In the left pane, expand Access Control Lists, and then click
Access Control Lists.

Save Configuration  Ping gout  Refresh
alialn

cisco MONITOR ~ Wl&Ns CONTROLLER WIRELESS SECURITY  MANAGEMENT  C( HELP  FEED
Security Access Control Lists New... Apply

v AARA
General Enable Counters ¥
» RADIUS
Authentication Name
Accounting
Fallback
» TACACS+
LDAP
Local Het Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

Step 4: Click New.
Step 5: Name the access list, and then click Apply.

Step 6: Click the name in the list. This allows you to edit the newly created
access list.

s g Ping  Llogout R
alvaln

cIsco MOMITOR  WlANs CONTROLLER WIRELESS SECURITY ANAGEMENT €O HELP  FEEDBACK
Security Access Control Lists New... Apply

- AAA
General Enable Counters @
» RADIUS
Authentication Name
Accounting
Fallback = -]
» TACACS+
LDAP
Local et Users
MAC Filtering
Disabled Clients
User Login Palicies
AP Policies
Password Policies

Step 7: Click Add New Rule.
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Step 8: Create a new access list rule based on your security policy, and
then click Apply. In our example deployment, members of the IT group are
only allowed access to the internal network (10.4.0.0/16) from their personal
devices.

Ping | Logout PRefresh

Security Access Control Lists > Edit < Back Add New Rule

v ARA
General General
» RADIUS
Authentication Access List Name T
Accounting
Fallback Deny Counters 185
» TACACS+
LDAP Destination
Local Net Users Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
TG g 10.4.16.0 104.0.0
Disabled Clients 1 Permt / Any Any Any Any  Inbound 0 a
ey Loin Fellis 255,255.255.0 255.255.0.0
an Falides 10.4.0.0 104.16.0
Passward Policies A0 e
2 Permit / / any Any Any any  Qutbound O [-]
» Local EAP 255.255.0.0 255.255.255.0
b Priority Order

The access list needs to have entries for the traffic in both direc-
tions, so make sure you have pairs of access list rules for both
inbound and outbound traffic. Also, there is an implicit “deny

all” rule at the end of the access list so any traffic not explicitly
permitted is denied.

Step 9: Repeat Step 4 through Step 8 in this procedure for each access list
that you defined in the authorization profiles in Cisco ISE.

agout  Refresh
alialn qout /B
Cisco
Security Access Control Lists New... Apply
¥ AAR
General Enable Gounters ¥
« RADIUS
Authentication Name
Accounting
IT
Fallback = e
» TACACS+ HR a
LDAP Research -]
Local Met Users
MAC Filtering Finance -]
Disabled Clients
User Login Palicies
AP Policies
Fassword Policies

Next, you enable the WLC to allow Cisco ISE to use RADIUS to override the
current settings, so that the access list can be applied to the wireless LAN.

Step 10: On the menu bar, click WLANS.
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Step 11: Click the WLAN ID of the wireless network that the wireless per-
sonal devices are accessing.

Step 12: Click Advanced, and then select Allow AAA Override.
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WLANs WLANs > Edit "WLAN-Data' __<Back | __ apply |
= WLANs | General | Security | QoS | Advanced |
WLANS =
» Advanced Bl
Allow AAA Override ¥ Enabled DHCP
Coverage Hole F Enabled DHCP Server ™ override

Detection

Enzble Session Timeout [ [1800

DHCP Addr. Assignment ™ Required
Session Timeout (secs)

Aironet 1E FlEnabled Management Frame Protection (MFP)

Diagnostic Channel CEnabled

Override Interface ova [oms — TPvs WFP Client protection € [Opfional =] B
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o - 1

Step 13: Click Apply, and then click Save Configuration.

Enabling Authorization Policy

1. Configure identity groups

Create profile to deny BlackBerry phones
Create authorization rule

Create downloadable access lists

Create profiles for user groups

o o s ® N

Create authorization rules for user groups

If you want to provide differentiated access for the BYOD devices, you
must create an authorization policy. This example describes how to create
a policy based on the user's AD group and also by the type of device that
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is connecting. The user authenticates by using their AD credentials but
gets different levels of access based on the type of device being used.
The policy described here denies all access to anyone using a BlackBerry
device. If the user is using a Windows, Mac OS X, iPad, or Android device,
the user gets limited access based on their AD group.

Configure identity groups

Cisco ISE has more in-depth options to give more details on the devices
connecting to the network. To help identify the endpoints, identity groups
are used to classify profiled endpoints. You use these identity groups to
create authorization policies.

The example below shows how this is done for an Apple iPad. The proce-
dure for other types of devices is similar.

Step 1: On the menu bar, mouse over Policy, and then click Profiling.
Step 2: Click Apple-iPad.

Step 3: Select Create Matching Identity Group, and then click Save.

alaln
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This can be done for other endpoint types as needed. In this example
deployment, this procedure was also performed for Android and Apple
iPhone. You can investigate the rules used to profile the endpoint to under-
stand the process. In the case of the Apple iPad, Cisco ISE uses two rules—
one is based on DHCP information, and the other is based on HTTP.
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Create profile to deny BlackBerry phones

In an authorization profile, you define the permissions to be granted for
network access. An organization may decide that they don't want to allow
certain devices on the network at all, regardless of whether the user has
valid credentials or not. The policy created in this procedure denies any

BlackBerry phones access to the network. This policy is an example and can

be modified to suit your environment.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authorization, and then select

Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name and description for the policy you are adding.

Step 5: Inthe Access Type list, choose ACCESS_REJECT, and then click

Submit.

Create authorization rule

An authorization rule is part of the overall authorization policy. The authoriza-
tion rule links the identity profile to the authorization profile. The following
steps describe how to create an authorization rule that uses the profile
created in Procedure 2, “Create profile to deny BlackBerry phones.”

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the Default Rule, click the arrow, and then choose
Insert new rule above. A new rule, “Standard Rule 1," is created.

Step 3: Rename “Standard Rule 1" to “Deny BlacKBerry.”
Step 4: In the Conditions section, next to Any, click the + symbol.
Step 5: In the list, next to Endpoint Identity Groups, choose the > symbol.

Step 6: Next to Profiled, click the > symbol, and then click BlackBerry.
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You will need to have followed Procedure 1, “Configure identity
groups,” to create an authorization profile for BlackBerry devices
for the profile to be shown as a choice in the Endpoint Identity
Groups list.

Step 7: In the Permissions section, next to AuthZ Profile(s), click the +
symbol.

Step 8: In the Select an item list, next to Standard, choose the > symbol.

Step 9: Choose the Deny_BlackBerry authorization profile that was created
in Procedure 2, “Create profile to deny BlackBerry phones.”
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Step 10: Click Done, and then click Save.
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Create downloadable access lists

An organization may decide to allow employees to bring in their own devices
and use them on the corporate network. However, they may wish to apply
some access controls to limit which parts of the network the user is allowed
to access from their personal device. This can be based on the AD group to
which the user belongs and also which services the user will need, such as
access to a virtualized desktop. For wired devices, the access list is defined
in Cisco ISE and it is pushed to the switch.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authorization, and then select
Downloadable ACLs.

Step 3: Click Add.
Step 4: Enter a name (example: BYOD-IT) and a description for the policy.

Step 5: Inthe DACL Content section, enter an access list using standard
Cisco 10S syntax.

Step 6: Click Submit.
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Create profiles for user groups

The policy in this procedure pushes an access list to the switch or WLC for
users in the IT group. The access list can only be deployed for access points
in the campus or at remote sites that have a local WLC. This policy is an
example and can be modified to suit your environment.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authorization, and then select
Authorization Profiles.

Step 3: Click Add.
Step 4: Enter a name (example: BYOD-IT) and a description for the policy.
Step 5: Inthe Common Task section, select DACL Name, and then choose

the access list defined in Procedure 4, “Create downloadable access lists.”
In this example deployment, the ACL is BYOD-IT.
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Step 6: Inthe Common Task section, select Airespace ACL Name, and
then enter the name of the ACL that you are applying to the WLC. In this
example, the ACL is IT.
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Step 7: Click Submit.

Create authorization rules for user groups

The following steps describe how to create an authorization rule that uses
the profile created in Procedure 5, “Create profiles for user groups.”

Step 1: On the menu bar, mouse over Policy and then choose
Authorization.

Step 2: Atthe end of the Default Rule, click the arrow, and then select Insert
new rule above. A new rule, Standard Rule 1, is created.

Step 3: Rename Standard Rule 1 to BYOD IT.
Step 4: In the Conditions section, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, choose the > symbol.
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Step 6: Next to Profiled, click the > symbol, and then select Apple-iPad.
Step 7: Next to Apple-iPad, click the + symbol.

Step 8: In the list, next to Endpoint Identity Groups, choose the > symbol.
Step 9: Next to Profiled, click the > symbol, and then choose Android.
Step 10: Next to Android, click the + symbol.

Step 11: In the list, next to Endpoint Identity Groups, choose the > symbol.

Step 12: Next to Profiled, click the > symbol, and then choose
Microsoft-Workstation.

Step 13: Next to Microsoft-Workstation, click the + symbol.
Step 14: In the list, next to Endpoint Identity Groups, choose the > symbol.

Step 15: Next to Profiled, click the > symbol, and then choose
OS_X-Workstation.
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Step 16: In the Condition(s) list, click the + symbol, and then click Create
New Condition (Advance Option).

Step 17: Under Expression, next to Select Attribute, click the arrow. The
menu opens.
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Step 18: Nextto AD1, click the > symbol, and then choose ExternalGroups.

Step 19: In the first drop-down list, choose Equals, and then, in the second
drop-down list, choose cisco.local/Users/IT.
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Step 20: In the Permissions section, next to AuthZ Profile(s), click the +
symbol.

Step 21: In the Select an item list, next to Standard, click the > symbol.
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Step 22: Select the BYOD-IT authorization profile that was created in
Procedure 5, “Create profiles for user groups.”
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Step 23: Click Done, and then click Save.

Step 24: For each group that you want to define a policy for, repeat
Procedure 5, “Create profiles for user groups” and Procedure 6, “Create
authorization rules for user groups.” In the example deployment described
here, you need to create policies for the Finance, HR, and Research groups.
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Enable Device Provisioning

Cisco ISE allows you to provision a device for network access by deploying
digital certificates and configuring the 802.1X supplicant. Digital certificates
are a Cisco best practice when deploying 802.1X, as they provide a higher
level of assurance than just a username and password. In this example
deployment, you deploy digital certificates to Microsoft Windows, Apple
Mac OS X, Apple iOS, and Google Android devices. The certificate authority
(CA) you use is the one built into Windows Server 2008 Enterprise, and you
enable it on the existing Active Directory (AD) server.

Deploying Digital Certificates

—_

Install certificate authority

Create template for auto-enrollment

Edit registry

Install trusted root certificate for domain
Install trusted root on AD server
Request a certificate for ISE from the CA
Download CA root certificate

Issue certificate for Cisco ISE

© © N o o & 0 N

Install trusted root certificate in ISE
10.Configure SCEP
11. Install local certificate in Cisco ISE

12.Delete old certificate and request
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Install certificate authority

There are six different role services that can be installed when configuring
the certificate authority. For this deployment, you will install all of them.

Step 1: Install an enterprise root certificate authority on the AD server.

@ Reader Tip

For more information about installing a certificate authority, see
the Microsoft Windows Server 2008 Active Directory Certificate
Services Step-by-Step Guide:

http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29.
aspx

Be sure to install all the latest patches and hotfixes. There are two
hotfixes that are required for this deployment, which can be found
at the following links:

http://support.microsoft.com/kb/2633200
http://support.microsoft.com/kb/2483564

Create template for auto-enroliment

You need to create a certificate template to enable auto-enroliment for
these devices.

Step 1: Onthe CA console, navigate to Start > Administrative Tools >
Certification Authority.
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Step 2: Expand the CA server, right-click Certificate Templates, and then
choose Manage. The Certificate Templates Console opens.

=10l x|

=2 |o=H
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| Failed Requests ' Exchange Enrolment Agent (OFfine req... Certificate Request Agent
== =t - fiiine request) 1P secunty IKE intermediate
v Email Replication Directory Service Email Replication
Controller Authentication Client Auth jon, Server Authenti
iew » [overy Agent File Recavery
Fs Encrypting File System
Refresh Controller Client Authentication, Server Authentication
Exportst...  fever Server Authentication
T her Client Authy v, Server Auth
Enaypting File System, Secure Emai, Clien...
] subordinate Certification Autharity <Al>
' Administrator Microsaft Trust List Signing, Encrypting Fie...

Starts Certificate Templates snapin [ [

Step 3: Right-click the User template, and then choose Duplicate
Template.

For compatibility with Windows XP, make sure that Windows 2003 Server
Enterprise is selected.

Step 4: In the template properties window, click General, and then enter a
name for the template.

Step 5: On the Request Handling tab, select Allow private key to be
exported, make sure Enroll subject without requiring any user input is
selected, and then click CSPs.

Step 6: Select Requests can use any CSP available on the subject’s
computer, and then click OK.
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Step 7: On the Security tab, click the user created to run SCEP, and then Step 10: Click Basic Constraints, and then make sure the subjectis an

make sure Allow is selected for all options: Full Control, Read, Write, Enroll, end-entity. These are both default settings so they shouldn't need to be
and Autoenroll. modified.
2lx Step 11: Click Issuance Policies, and then click Edit.
General | Request Handing | Subject Name | e Step 12: Click Add, choose All issuance policies, and then click OK.
Superseded Templates I Extensions Security | Server
. . x|
MOUp Or User names:
'E!, Autherticated Users An issuance paolicy descrbes the conditions under which
L SCEP User (scep_user@cisco Jocal) a cerificate is issued.
a-, Administrator

5!, Domain Admins (C1SC0O%Domain Admins)
:;!, Domain Users {CISCODomain Users)
‘3!, Erterprise Admins (CISCO\Enterprise Admins)

lssuance policies:

Allissuance policies

Add.. | Remove |

Pemissions for SCEP User Allow

Full Control
Read
Write
Enrall
Autoenroll

Add... Edit.. | Remove |

[T Make this extension critical

ooooo|s

ok | Cancel |

For special pemissions or advanced settings, click (] |
Advanced. Step 13: Click OK.

Leam about access control and pemissions

Step 14: Use the defaults for the remaining tabs, click Apply, and then click
OK.

ok [[ cancel spph | HeR |

Step 15: Close the Certificate Templates Console.

Step 8: On the Subject Name tab, select Supply in the request.

Step 9: On the Extensions tab, click Application Policies, and then make
sure Client Authentication is listed.
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Step 16: In the Certificate Authority console, right-click Certificate
Templates, and then navigate to New > Certificate Template to Issue.

FEJ certsrv - [Certification Authority (Local)\cisco-AD-CA\Certificate Templates]

=lol x|
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Domain Controller Authentication Client Authentication, Server Authenticatio. ..
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Manage
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Refresh ) -
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Export List... . .
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Enable additional Certificate Templates on this Certification Autharity
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Step 17: Choose the previously defined template, and then click OK.

[N Enable Certificate Templates x|

Select one Cerificate Template to enable on this Certffication Authority.

Maote: I a certificate template that was recently created does not appear an this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certfficate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name | Intended Pumpose :I
E Kerberos Authentication Client Authentication, Server Authentication, Smart Card Logon, KDC Authent

E Key Recovery Agent Key Recovery Agent

@ OCSP Responge Signing QCSP Signing

E RAS and IAS Server

E Router {Offline request)
I SCEP User
@ Smartcard Logaon
E Smartcard User

E Trust List Signing
.‘ﬁll User Signature Onby

Client Authentication, Server Authentication
Client Authentication
Client Authentication, Secure Email, Encrypting File System
Cliert Authentication, Smart Card Legion

Secure Email, Client Authertication, Smart Card Logon
Microsoft Trust List Signing

Secure Email. Client Authentication | _ILI
»

There are a few changes that need to be made to the registry to support
auto-enrollment in order to complete the installation.

Step 1: On the certificate authority, navigate to Start > Run, enter regedit,
and then click OK. The Windows Registry Editor opens.

During the installation of the Network Device Enrollment Service, you
created a user for the Simple Certificate Enrollment Protocol (SCEP). This
user needs to have full access to the HKEY_LOCAL_MACHINEASOFTWARE\
Microsoft\Cryptography\MSCEP key.

Step 2: Right-click HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Cryptography\MSCEP, and then select Permissions.
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Step 3: Select the user that you created for SCEP during installation, in the
Allow section select Full Control, and then click OK.

n Permissions for MSCEP x|

5emrﬂy|

Emup Or user names:

5% CREATOR OWNER

51 SYSTEM

R SCEP User {scep_user@cisco local)
.ELMministlatnrs (CISCOAdministrators)

82 Users (CISCOUsers)
Add. | Remove |
Permizsions for SCEP User Allow Dermy
Full Control O
Fead O
Special permissions O O

For special pemmissions or advanced settings. hrearer
click Advanced. —l'm”

Leam about access control and pemissions

ok | canced | sppp |

Step 4: There are three values for certificate templates in the HKEY_
LOCAL_MACHINEASOFTWARE\Microsoft\Cryptography\MSCEP key that
need to point to the template that you created in Procedure 2. Those values
are EncryptionTemplate, GeneralPurposeTemplate, and SignatureTemplate.

Step 5: Right click EncryptionTemplate, and then choose Modify.
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Step 6: In the Value Data box, enter the name of the template created in
Procedure 2, and then click OK.

Edit String x|

Walue name:
IEnc:ryptinnTemplate

Walue data:

s
[ ok | cancel

Step 7: Repeat Step 4 and Step 5 for GeneralPurposeTemplate and
SignatureTemplate.

&' Registry Editor =1of x|
File Edit View Favorite
; : il Mame | Type | Bitic]
- | CAType ;‘{l_ﬂ{Default} REG_5Z (value not set)
. CertsInt | ab|EncryptionTemplate REG_SZ SCEPUser
| Enforcet gﬂGeneralPurposeTemplate REG_SZ SCEPUser
Passwor | ab|gignatureTemplate REG_SZ SCEPUser
- UseSingI'
g | ' L
|Cornputh\‘—|lCEY_LDC#L_MAmD\IE\SDFFWAREWicmso&\C:yptograMyWSCEP v

You will need to disable the HKEY_LOCAL_MACHINEASOFTWARE\
Microsoft\Cryptography\MSCEP\UseSinglePassword key.

Step 8: Click on HKEY_LOCAL_MACHINEA\SOFTWARE\Microsoft\
Cryptography\MSCEP\UseSinglePassword.

Step 9: Right click on UseSinglePassword value, and then choose Modify.
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Step 10: In the Value Data box, enter 0 and then click OK.

Edit DWORD (32-bit) Value x|

Value name:

IUs&SngI&Passm:rd

Value data: Baze

Iﬂ * Hexadecimal

" Decimal

oK I Cancel

Install trusted root certificate for domain

Install a trusted root certificate on the AD controller in order to distribute it to
the clients so that certificates from the CA server will be trusted.

Step 1: Onthe CA console, launch a web browser, and then connect to the
certificate authority, https://ca.cisco.local/certsrv.

Step 2: Click Download a CA certificate, certificate chain, or CRL.

Step 3: Make sure the current certificate is selected and the DER encoding
method is selected.
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Step 4: Click Download CA Certificate, and then save the certificate file on
the AD controller.

Microsoft Active Directary C

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

#DER

 Base 64
Install CA certificate
Download CA cerificate
Download CA certificate chain
Dowinload latest base CRL
Download latest delta CRL

Step 5: On the CA console, navigate to Start > Administrative Tools >
Group Policy Management.

Step 6: Expand Forest > Domains > local domain > Group Policy Objects.
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Step 7: Right-click Default Domain Policy, and then choose Edit.

Step 8: Navigate to Computer Configuration > Policies > Windows
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Settings > Security Settings > Public Key Policies, right-click Trusted
=1oix| e L i i
e o = T [ 11 =1 Root Certification Authorities, and then choose Import. The Certificate
B EIEEIEE | Import Wizard launches.
[E _Ggun Policy Management Default Domain Policy
Bl A} Forest: disco.local
& B S |0t | St | g | =]
= 53 ;;?le‘enf:.]\tDomam Policy ks Fr fEm YR bEw
) Display links in this location: Iusm Jocal j =
(2] Domain Contrallers = = =
|27 Microsoft Exchange Security Grou | The following sites, domains, and OUs are linked to this GPO * * | =] ‘ =] | Q) = | ﬂ
= E qroup Policy Objects Location ~ | Erforced | Link Enabled | Path = fg C:_xmputar Configuration ;I Issued To = I Izsued By I Ex
=/ Default Domain Controllers Po 3 oscoloca = = e =71 Policies
4 Wﬂm [ Software Settings There are no items to show in this view.
=/ Supplicant Con =
o, . L] o & I N emton ok
(3 Starter GROs Back Up... ] = cy
Sites Essm(a e Bati ering ‘_—’ Scripts (Startup/Shutdown)
59 Group Policy Modeling b ) = Security Settings
- Group Policy Results Import Settings... this GPO can only apply to the fallowing groups, users, and computers: Account Policies
= Save Report...
I Local Policies
View p petodl e EventLog
New Window from Here  Pomputers (CISCO\Domain Computers) 4 Resticied Grous
Copy System Services
Delete : Registr
Remove Froperties gistry
Rename _I I | ] File System
Refresh la \Wired Network (IEEE 802.3) Policies
Help Inked ta the following WM fiter: [ Windows Firewall with Advanced Security
p— | Open ] Network List Manager Polices
| | _.l | I —I Wireless Metwork (IEEE 802. 11) Palides
|Open the GPO editor I =B Pl._lbhc Key Polices
[ Encrypting File System
[ BitLocker Drive Encryption
] Automatic Certificate Request Settings
i Auth 5
"] Enterprise Trust
[ Intermediate Certification Authorities
- »
| Trusted Publishers sEE
] Untrusted Certificates View »
] Trusted People
— em . - Refresh
< I - | >l
Export List...
‘Add a certificate to a store _— | |
I 0

Step 9: Click Next.
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Step 10: Click Browse, locate the trusted root certificate saved in Step 2,
and then click Next. Procedure 5

x| In addition to configuring AD server to distribute the trusted root certificate
File to Tmport to workstations, you need to install the certificate directly on the AD server.
Specify the file you want to import, A group policy ob_ject (GPO) update takes care of t_his automatically. In this
procedure, you will force the update to run immediately.
. Step 1: On the AD console, navigate to Start > Run.
File name:
 C:\Downdoads certnew. e ml Step 2: Type cmd, and then press Enter. A command window opens.

Maote: More than one certificate can be stored in a single file in the following formats:

Step 3: Update the group policy.

Personal Information Exchange- PKCS £12 (.PFX,.P12) C:\> gpupdate

[+ Administrator: Command Prompt

. . . Microsoft Windows [Uersion 6.1.76811
Microsoft Serialized Certificate Store (.55T) Copyright C(c)> 2009 Microsoft Corporation. All rights reserved.

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

C:sUserssAdministrator.BEB>gpupdate
Updating Policy...

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

C:wUserssAdministrator.BB8%
Learn more about certificate file formats

< Back Mext = Cancel |

Step 11: Place the certificate in the Trusted Root Certification Authorities
certificate store, and then click Next.

Step 12: Click Finish. The certificate imports.

In order to obtain a certificate from the CA, Cisco ISE needs to generate a
signing request that will be used by the CA to generate a certificate.

Step 13: Click OK to close the wizard.

Step 1: Connect to https://ise-1.cisco.local.

Step 2: Mouse over Administration, and then, from the System section of
the menu, choose Certificates.

Step 3: Under Certificate Operations, select Local Certificates.



Step 4: Click Add, and then choose Generate Certificate Signing
Request.

ls=-1 adwin Logout  Feedback

Admiristration v E 29 Task Navigator ~ €3

ol gystern | & Identity Management [ Network Resources (28 web Portal Management

e
Deployment  Licensing [ Cortificates | Logging  Mantenance  Admin Access  Settings

( Local Certificates
Certificate Operations

N
@ Local Certficates N

£ Cortiicats Sqning Reguests Jede ]| @bpot | Xockis A S |
A Certificate Store [ Frienct Import Local Server Certificate + Protocol Issued To Issued By vald From

{8 SCEP CA Profies [ Dty OSnerste Sef-igned Certifcate HTTPS EP ise-1.cisco.Jacal s L clsco,local Fri, 3 Aug 2012

Generate Certificate Signing Request
Bind CA Certificate

© OCEP Services

Step 5: In the Certificate Subject box, after the “CN=", enter the fully quali-
fied domain name (FQDN) of the Cisco ISE server, and then click Submit.

Identity Services Engine

is=-1 admn Logout Feedback

dicy v Administration ¥ 4 Task Navigator + €

ol systern | &R Identity Management [ Metwork Resorces [ wih Partal Management

—_— .
Deployment  Licensing [ Cortiieates | Logging  Mainterance  Admin Access  Settings

Locsl Centiicstar = Generate Certificate Siging Requast

Generate Certificate Signing Request

Certificate Operations
@ Local Certificaes

@ Certficate Signing Requests Certificate
& Cortfcate Store
© SCEP ChProfes
@ 0cPservices

* Certificate Subject [ Ch=iseL. cisco.local
*Key Length
* Digest to Sign With [SHA-256

Cearss)

Step 6: On the message acknowledging that the certificate was success-
fully generated, click OK.

Step 7: Click Certificate Signing Requests, select the check box next to
the new request, and then click Export.

iliiln
€ISCO  Identity Services Engine

isel admin Logoct  Fesdback

0 Task Navigator ~ €

ole Systemn | & Identity Management 8 Network Resources (28] web Portal Management

Deplyment  Licensing [ Cortiieates | Logging  Mainterance  Admin Access  Settings

[ Certificate Signing Requests
Certificate Operations gning ke

Selected 1| Total 1 & 43
@ Local Certficates
= @ al -
e ——— et | Ko o S "
F—— 1 Friendly Name + | Certificate Scbject Key Length Timestamp
@ SCEP ChProfiles iseL cisco.joca Ch=ise.ciseo focal 2048 Wed fug 15 08:48:18 PDT 2012

@ OC5P Services

Step 8: Save the file to your local machine. You will use this file to generate
a certificate on the CA for Cisco ISE.
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Download CA root certificate

Step 1: Browse to https://ca.cisco.local/certsrv.

Step 2: Click Download a CA certificate, certificate chain, or CRL.

Step 3: Make sure the current certificate is selected and the DER encoding

method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file on

the local machine.

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [CA

Encoding method:

“DER

 Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Diownload latest base CRL
Download latest delta CRL

Issue certificate for Cisco ISE

Step 1: Click Home. The CA's home screen displays.

Step 2: Click Request a certificate.

Step 3: Click advanced certificate request.

Step 4: In a text editor, such as Notepad, open the certificate file saved in

Procedure 6, “Request a certificate for ISE from the CA”
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Step 5: Select all the text, and then copy it to the clipboard.

Step 6: In the browser, on the Submit a Certificate Request or Renewal
Request page, in the Saved Request box, paste the certificate contents.

Step 7: In the Certificate Template list, choose Web Server, and then click
Submit.

Submit a Certificate Request or Renewal Request

To submit a saved reguest to the CA, paste a base-G4-encoded CMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as a VWeb server) in the Saved Request box.

Saved Request:

+r0lc/ yH44IK50YDE YIOHLYKhES Rud6 6HATj GaB3y a |
Base-f4-encoded |feWziIloM1JJ1x0kNaXerhitwill3 z4NnvEngdlop
certificate request WETFud3o0MSb INYgqo W5 6HoJ£iX¥1t35FPeQpt QieuHO

(CMC or RepCm2VVz9F 6EKI00 I ng T2 TkSS INQKGOAS 3 uPmPD:

PRCS#0ar  |-———- END CERTIFICATE REQUEST--——-—

PKCS #7): hd
4 | Ll

Cenrtificate Template:
Wb Server 'I

Additional Attributes:

Adtributes:

Submit > |

Step 8: Select DER encoded, and then click Download certificate. The
certificate saves to your local machine.

Install trusted root certificate in ISE

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then,
from the System section of the menu, choose Certificates.
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Step 2: Click Certificate Authority Certificates, and then click Import.

Al
€iS€0  Identity Services Engine

% System | &2 Identity Management B8 MNetwork Resources 4 Wb Partal Management

sl admin  Logour  Fesback

©0 Task Navigatar ~ €3

Deployment  Licensng | Cerfificates  Logging  Maintenance  Admin Access  Settinds

Certificate Store
Certificate Operations

© Local Certificates
Jedt pmport | @eExport | W oelete

[ Friendly Hame +  Issued To Issued By

O ise-1.cisco.loral#ise-1.cisco Jocal# 00001

@ Certficate Signing Requests
@ Cortficate Store
ise-1.cisco.local

& SCEP ChProfiles ise-1.cisco Jocal

@ ocsPservces O ez ise-2.cisco Jocal Is8-2.cisco Jocal
O kez ise-3.cisco local ise-3.ciscoJocal
O k4 ise-4.cisto local Isa-4 e ocal

setectedn | Tots1a B G,

B - —
walid From Expiration Dat
Fri, 3 Aug 2012 Sat, 3 Aug 20
Fri, 3 Aug 2012 Sat, 3 Aug 20
Fri, 3 Aug 2012 Sat, 3 Aug 20
Fri, 3 Aug 2012 Sat, 3 Aug 20

Step 3: Click Browse, and then locate the root CA certificate saved in

Procedure 7, “Download CA root certificate.”

Step 4: Select Trust for client authentication, and then click Submit.

il
€ISco  Identity Services Engine

ofe System | &2 Identity Management B8 Metwork Resources [24 Web Partal Management

is=1 admin Legout Feedback

© Task Navigator ~ €

Deployment  Licensng | Cerfificates  Looging  Maintenance  Admin Access  Settings

Certificate Stare > Import

Cerbificate Oueratians Import a new Certificate into the Certificate Store

© Locel Certificates

@ Certficate Signing Requests

* Certificate File [CADownloadsiootcert cer Browse.

@ Cortficate Stors Friendly Name |

@ SCEP CAProfiles
@ OCSP Services
admiristrative authentication below:
Trust for client authentication

[ Enable validation of Certificate Extensions {accept only valid certificate)

Al Trust Certificates are available for selection as the Root CA for secure LDAP connections. In addition, they may be enabled for EAP-TLS and

Description |

==

To support self-provisioning, you need to configure Cisco ISE to support
SCEP, in order to enable Cisco ISE to obtain and then provision certificates

for clients.

Step 1: On the menu bar, mouse over Administration, and then, in the

System section, choose Certificates.

Step 2: In the Certificate Operations pane, click SCEP CA Profiles, and

then click Add.
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Step 3: Enter a profile name and description, and then enter the URL for the
SCEP service. For this deployment, the URL is http://ca.cisco.local/certsrv/
mscep/mscep.dll.

Step 4: Click Submit.

€ISCO  Identity Services Engine ise-1  admin  Logout Feedback.

Administration ¥ E 9 Task Navigator ~ €

ol System S Identity Management B8 Metwork Resources [ web Portal Management

Deployment  Licensing | Certificates | Looging  Mantenance  Admin Access  Settings

SCEP Certficate Autharity Certiicates = New SCEP Profile

Add Profile

Certificate Operations
@ Local Certificates
@ certificate Signing Requests SCEP Certificate Authority

@ Certificate Store

* Marne \ CA \

@ SCEP CA Profiles

Description \ Certificate Authority ‘
@ OCSP Services

\ http:fyca.cisco.localicertsryimscep/mscep.dl \

*URL
| Test Cormecthity |

()

Procedure 11 Install local certificate in Cisco ISE

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then,
from the System section of the menu, choose Certificates.

Step 2: Click Local Certificates.

Step 3: Click Add, and then choose Bind CA Certificate.

Al
<

Identity Services Engine i1 admin Logour  Fesdback

©0 Task Navigatar ~ €3

% System | &2 Identity Management B8 Metwork Resources 4 Wb Partal Management

——
Deployment  Licensing [ Cerfificates | Loaging  Maintenance  Admin Access  Settings

f Local Certificates
Certificate Operations

Selected0 | Totat 1 & &,
@ Local Certificates = =
@ Cortficate Signing Requests Jedt Hpadd] | @oport | Xoskte show [ -9
@ Confiate store 0 Friend ‘Gm”“” L‘“‘;E“E’ d@"'ﬁtﬁa‘g | protocel Issued To Issued By vaid Fram
£ 5CEP CaProfies [ Defay Senerate Self Soned Certficate HTTPS,EAP ise- Lisco Jocal ise-1.cisco.local Fri, 3 Aug 2012

Generate Certificate Sigring Request
Bind CA Certificate

@ OCsP services

Step 4: Click Browse and locate the certificate saved from Procedure 8,
“Issue certificate for Cisco ISE”
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Step 5: In the Protocol section, select both EAP and Management
Interface. When you receive a message that selecting the Management
Interface check box will require the Cisco ISE appliance to restart, click OK,
and then click Submit.

€ISCO  Identity Services Engine el admin Legout  Feedback

©0 Task Navigatar ~ €3

% System | &2 Identity Management B8 MNetwork Resources 4 Wb Partal Management

(rm—
Deployment  Licensing [ Cerfificates | Loaging  Maintenance  Admin Access  Settings

Local Certficates = Bind CA Signed Certificate

P
CettificatelOnetations Bind CA Signed Certificate

© Local Certicates
@ Certficate Sianing Reuests Certifizate
* Certificate Fle [CADownloads\ISE cert.cer Browse..

Friencly Name: |

@ Cortfcate store

@ SCEP CAProfils

@ OCsP services

[ Enatle Validation of Certificate Extensions (accept only vald certificate)

Protocol

EAP: Use certfficate far EAP protorals that use SSL/TLS tunneling

Management Interface: Use certificate to authenticate the web server (GUI)

Override: Policy

© [ Replce A certificats being mported may be determined to abeady exit in the system when it hias sither the same Subdect of Issuer and seris
: @i number as an existing certificate. In such a case, selection of the "Replace Certificate” option wil alow the certificate contents to be
ertiicate teplaced whie retaining the existing protocol selections for the certificate.

==

Step 6: When you receive a message that the Cisco ISE appliance will
restart, click OK.

Procedure 12 Delete old certificate and request

Now that you have imported the local certificate into Cisco ISE, you need
to delete the old self-signed certificate as well as the certificate signing
request generated previously.

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then, in
the System section, choose Certificates.

Step 2: Click Local Certificates.
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Step 3: Select the box next to the self-signed certificate. This is the certifi-
cate issued by the Cisco ISE appliance and not the certificate issued by the
CA that was just imported.

mm
€IS€O0  Identity Services Engine ise-l  admin  Logout  Feedback

Policy w  Administration v £ 00 Task Navigator ~ €3

ofe System | &2 Identity Management [ Metwork Resources  [2Y Weh Partal Management

Deployment  Licensing | Certificates Logghg  Mantemance  Admin Access  Settings

N N Local Certificates
Certificate Dperations

Selected 0 | Totalz2 & 5,
@ Local Certiicates

4 d al -
@ Cortificate Signing Requests Jede dpadd | @epen | Koelete sow [ -][$

& Certificate Store [ Friendly Hame « | Protocol Issued To IssLied By
& SCEP CA Prefiles [ Default self-sgned server certificats isel.cisco.lacal ised cisco.local

& OCSP Servires O se-1.csc0 local#ca HTTPS,EAP ise-1.cisc0.jocal ca

Step 4: Click Delete, and then click OK.
Step 5: Click Certificate Signing Requests.

Step 6: Select the box next to the certificate signing request that was cre-
ated in Procedure 6, “Request a certificate for ISE from the CA.”

aliiln
€ISCO  Identity Services Engine ise-l admin Legout Feedback

4 Task Navigator = €3

% System | & Identity Management B Metwork Resources [28] web Portal Management

e e
Deployment  Licendng [ Cerificates | Loggng  Maintenance  Admin Access  Settings

— - Certificate Signing Requests
Certificate Operations &
selected 1 | Total 1 G G L
@ Local Certicates

g a1 -
2 Cothus Suri Ramets Gropor | Kodes ki) DI "
@ Certficate Store [ Friendly Name ~  Certificate Subject Key Length Timestamp
& SCEP CAProiles ise1 cise.docz CN=iseL.ciseo.docal 2048 Wed Aug 15 08:48:16 FDT 2012

@ OCsP services

Step 7: Click Delete, and then click OK.

Next, you configure Cisco ISE to provision digital certificates and the 802.1X
supplicant for Microsoft Windows, Apple OS X, Apple iOS and Google
Android devices. To do this, you create a client provisioning profile for each
operating system you wish to provision, and then apply this profile to the
authentication profile. You also create a new authorization profile for these
devices.
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Configuring Self-Provisioning

1.
2.
3.
4.
5.
6.
7.
8.

9. Modify wireless authentication policy

Create AD group for provisioning
Enable AD group in Cisco ISE
Enable EAP-TLS

Enable self-provisioning portal
Create user authentication policies
Create native supplicant profile
Define provisioning policy

Modify wired authentication policy

10.Create wired authorization profiles

11. Configure wired provisioning authorization
12.Create wireless authorization profile
13.Configure wireless provisioning auth. rule
14.Create Android authorization profile
15.Create Android provisioning rule
16.Create wired 802.1X authorization rule

17. Create wireless 802.1X authorization rule
18.Modify default rule

19.Configure WLCs

20.Enable captive portal bypass

21.Create authorization rules for user groups
22.Delete 802.1X rules

23.Provision a Windows workstation

24 Provision a Mac OS X workstation
25.Provision an Apple iPad

26.Provision an Android tablet
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Create AD group for provisioning

To simplify the deployment, you create a group in Active Directory for users
that are allowed to perform self-provisioning.

Step 1: Open the AD server console, and then navigate to Start >
Administrative Tools > Active Directory Users and Computers.

Step 2: From the Action menu, click New, and then select Group.

Step 3: Enter a name for the group, and then click OK.

New Object - Group x|

% Createin:  dsco.local/Users

Group name:
I BYOD Provisioning

Group name (pre-Windows 2000):

I BYOD Provisioning
Group scope Group type
{~ Domain local {* Security
&+ Global " Distribution
" Universal

K I Cancel

Step 4: Double-click the group name. This opens the group properties
window and allows you to add users to the group.

Step 5: Click the Members tab, and then click Add.

Step 6: Enter the users you wish to add, and then click OK.
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Step 7: Click Apply, and then click OK.

BYOD Provisioning Properties ed |

‘General  Members | Member OF | Managed By |

Members:
MName | Active Directory Domain Services Folder
L Alex Reed cisco Jocal/Users
?_‘; Chris Bemy cisco local/Users
?_‘; Pat Jones cisco Jocal/Users

Add_.. Remove |

ok | Cancdl Apply

Enable AD group in Cisco ISE

You must now configure Cisco ISE to use this new group for authentication.

Step 1: In your browser, enter https://ise-1.cisco.local.

Step 2: On the menu bar, mouse over Administration, and then, in the
Identity Management section, select External Identity Sources.

Step 3: In the left pane, click Active Directory, and then select Groups.
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Step 4: Click Add, and then choose Select Groups From Directory.

Step 5: Search for the group you wish to add. The domain field is already
filled in. The default filter is a wildcard to list all groups. You can click
Retrieve Groups if you want to get a list of all groups in your domain.

Step 6: Select the group you want to use for BYOD provisioning, and then
click OK.

Select Directory Groups x
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.
Use * forwildcard search {j.e. admin®). Search filter applies to group name and not the fully qualified path.
Damain: | cisco.local |
Filter: | * | Retrieve Groups... | Number of Groups Retrieved: 60 {Limitis 100}
[ name A Group Ty
[ ciseolocaliBuitintJsers LOCA;I
[ ciscolocaliBuilindindows Authorization Access Group LOCA
O ciscolocaliBuiltinivpn-user GLOB
O ciscolocalfiCitrix XenDesktopsiendeskiop-administrator GLOB
O ciscolocaliCitrix ¥enDeskiopsiendeskiop-user GLOB
[ ciscolocaliUsersisllowed RODC Password Replication Group LOCA
cisco.localiUsers/BY 0D Provisioning GLOB
[ ciscolocaliUsersiCert Publishers LOC
[ ciscolocalsers/DHCP Administrators LOCA
[ ciscolocaliUsersiDHCP Users LOCA
[ ciscolocaliUsers/Denied RODC Password Replication Group LOCA
[ ciscolocalilsersiDnsAdming LOCA
O ciscolocalillsersiDnsUpdateProxy GLOB
<|—|| cisco.locallsersiDomain Admins | GLO_ﬂﬂ
o JEEEEN

Step 3: Double-click Allowed Protocols, and then choose Default Network

Access.

Step 4: Select the global Allow EAP-TLS check box and, under the PEAP
settings, select the Allow EAP-TLS check box, and then click Save.
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~ [ Authentication
* [ lowed Protocols
3 Detauit Network Access
¥ [ Authorization

» [ Profiting

[ Allow MS-CHAPY2
- Hiow EAP-MDS

[ Detect EAP-MD as Host Lokup

Allow EAP-TLE

isel admin  Logout  Feedback

£ 00 TaskNavigator + €3

|5) Authentication  [s) Authorization [ Profing  [@ Postwre  [i ClientProvisioning |, Security GraupAccess | g Polcy Elements |

Dictionaries  Conditons | Resufts

Results [ Detect PAP as Host Laokup ]
[ o] O Allow CHaP

== . [ Alow MS-CHAPYT

In a previous section, you disabled EAP-TLS. Now that you are using digital
certificates, you need to enable it.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the
options.
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OO llow LEAP
- Alow PEAP

v [ Posture
» [ Client Provisianing

> [ Securiy Grawp Acosss
PEAP Inner Methods

Allow EAP-MS-CHAPY

Allow Password Change Retries {valid Range 0ta 3)
Alow EAP-GTC

Allow Passward Change Refries (valid Range 010 3)

Allow EAP-TLS

- Allow EAP-FAST

Enable self-provisioning portal

Self-provisioning uses the guest web portal, and you need to modify the
default guest portal to support self-provisioning.

Step 1: From the Administration menu, in the Web Portal Management
section, select Settings.

Step 2: In the Settings section, double-click Guest, double-click Multi-
Portal Configurations, and then click DefaultGuestPortal.
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Step 3: On the Operations tab, make sure Enable Self-Provisioning Flow is
selected, and then click Save.
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ise-l  adwin  Logout  Feedback
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B NetworkResources | [ Web Portal Management

Spongor Group Policy  Sponsor Graups

Settings

Settings
» £ General
» £ Sponsor
» 0 My Devices
v [ Guest
i Details Palicy
¥ [ Languae Template
¥ [ Multi-Portal Configurations
= DefaultGuestPortal

ortal Policy

= Passwrord Policy
» [ Time Profiles

= Username Policy

Mulli-Pertal Configuration List > DefaultGuestPortal
Multi-Portal
General

Customization authentication

Guest Portal Policy Configuration
Guest users should agree to an acceptable use policy

O NotUsed
@ FirstLogin
O EveryLogin

3]

Enable Self-Provisioning Flow

Allows guest users to change password

Renuire guest users to change password at expiration and first login

JOo0®

Guestusers should download the posture client
Guestusers should be allowed to do self serice =l

BB | et

Create user authentication policies

An authentication profile is used to determine how a certificate will be used
for authentication. You will create an authentication profile for user authenti-
cation using certificates.

Step 1: On the menu bar, mouse over Administration, and then, in the
Identity Management section, choose External Identity Sources.

Step 2: In the left pane, click Certificate Authentication Profile, and then

click Add.
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Step 3: Enter a name for the profile, and then, in the Principal Username
X509 Attribute list, choose Common Name.
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Step 4: Click Submit.

An identity source sequence allows certificates to be used as an identity
store, and also allows for a backup identity store if a primary identity store is
unavailable.

Step 5: Click Identity Source Sequences, and then click Add.
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Step 6: Give the sequence a meaningful name.

Step 7: In the Certificate Based Authentication section, select Select
Certificate Authentication Profile, and then choose the profile created in
Step 2 through Step 3.

Step 8: In the Authentication Search List section, in the Available list,
double-click the AD server. This moves it to the Selected list.
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Step 9: In the Advanced Search List Settings section, select Treat as if the
user was not found and proceed to the next store in the sequence, and
then click Submit.

Step 3: Click Add, and then choose Native Supplicant Profile.
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Create native supplicant profile

You need to create a native supplicant profile for each operating system that
is used for self-provisioning.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, select Results.

Step 2: In the Results section, double-click Client Provisioning, and then
click Resources.
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Step 4: Enter a name and description for the profile.
Step 5: Enter the SSID for your wireless network.

Step 6: In the Allowed Protocol list, choose TLS, for the remaining options,
use the default values, and then click Submit.
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Define provisioning policy

You create a provisioning policy for each operating system in order to
determine which supplicant profile to apply.

Step 1: On the menu bar, mouse over Policy, and then choose Client
Provisioning.

Step 2: Click Add.
Step 3: Enter a name for the rule.

Step 4: In the Operating Systems section, click the + symbol, and then
select Apple iOS All.
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Step 5: Nextto Result, click the + symbol, and then select the profile cre-
ated in Procedure 6.
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Step 6: Click Actions, and then select Insert new policy below.

Step 7: Create arule for Android devices by repeating Step 3
through Step 5.

Next, create a rule for Windows devices.
Step 8: Click Actions, and then select Insert new policy below.
Step 9: Enter a name for the rule.

Step 10: In the Operating Systems section, click the + symbol, and then
select Windows All.

Step 11: Next to Result, click the + symbol.
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Step 12: In the Config Wizard list in the Native Supplicant Configuration
section, click the gear icon, and choose Download Resource.
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Step 15: In the Config Wizard list in the Native Supplicant Configuration
section, choose WinSPWizard.

Step 16: In the Wizard Profile list in the Native Supplicant Configuration
section, choose the profile created in Procedure 6, “Create native supplicant
profile.”
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Step 13: Choose the latest version of the WinSPWizard and click Save. This
downloads the most current wizard.
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Step 14: Next to Result, click the + symbol.
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Next, create a rule for Mac OS devices.
Step 17: Click Actions, and then select Insert new policy below.
Step 18: Enter a name for the rule.

Step 19: In the Operating Systems section, click the + symbol, and then
select Mac OSX.

Step 20: Next to Result, click the + symbol.

Step 21: In the Config Wizard list in the Native Supplicant Configuration
section, click the gear icon, and choose Download Resource.

Step 22: Choose the latest version of the MacOsXSPWizard and click Save.
This downloads the most current wizard.

Step 23: Next to Result, click the + symbol.
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Step 24: In the Native Supplicant Configuration section, in the Config
Wizard list, choose MacOsXSPWizard.

Step 25: In the Native Supplicant Configuration section, in the Wizard
Profile list, choose the profile created in Procedure 6, “Create native sup-
plicant profile,” and then click Save.
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Step 3: Next to Default rule, in the Actions list, choose Insert new rule

above.
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Define the Authertication Policy by selecting the pratocdls that 1SE should use to cormunicate with the network devices, and the identity sources that it should use for authentication,

Modify wired authentication policy

Now that you have created a certificate authentication profile and identity
source sequence for digital certificates, you need to enable the 802.1X
authentication policies for wired users.

Step 1: On the menu bar, mouse over Policy, and then choose
Authentication.

For wired users, you should modify the authentication policy to first check if
the clientis using EAP-TLS and then, if not, to allow them to use an authenti-
cation method such as Protected Extensible Authentication Protocol (PEAP)
that uses a username and password for credentials. This allows users who
haven't gotten certificates yet to still access the network. When they connect
to the network, the provisioning process pushes a certificate to the device.

Step 2: On the Wired-Dot1X rule, to the right of the and..., click the black
triangle. This opens the identity store used for this rule.
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Step 4: Enter a name for the rule, and then, next to Enter Condition, click the
symbol. This opens the expression builder.

Step 5: Click Create New Condition (Advance Option).
Step 6: Under Expression, next to Select Attribute, click the arrow.

Step 7: Next to Network Access, click the arrow, and then select
EapAuthentication.

Network Access

[ »]
e EE @y

W AuthenticatiorMethod
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& EapAuthentication
u EapTunnel
W ISE Host Name
1 NetworkDevicehlame
& Protocel
W UseCass

Expression Builder u Userflame

[ acd A Conditions Below to Library

Condition Name Expression

& Select Attrbute | .
o [ Cancel
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Step 8: In the first list, choose Equals, in the second list, choose EAP-TLS,
and then click OK.

Expression Builder

[ acd all conditions Below to Library

Condition Name Expression
O network AccessEaf) | [Equds | [EAPTLS +] e

o EEe

Step 9: Next to Internal Users, click the + symbol.

Step 10: In the Identity Store list, choose the identity source sequence
created in Step 5 of Procedure 5, “Create user authentication policies,” use
the default options for this identity source, and then click anywhere in the
window to continue.
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Step 11: Click Save.
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Modify wireless authentication policy

Now that you have created a certificate authentication profile and identity
source sequence for digital certificates, you need to enable the 802.1X
authentication policies for wireless users.

Step 1: On the menu bar, mouse over Policy, and then choose
Authentication.

For wireless users, you should modify the authentication policy to first
check if the client is using EAP-TLS and then, if not, to allow them to use
an authentication method like PEAP that uses a username and password
for credentials. This allows users who haven't gotten certificates yet to still
access the network. When they connect to the network, the provisioning
process pushes a certificate to the device.

Step 2: To the right of the “and...” on the Wireless-Dot1X rule, click the black
triangle. This opens the identity store used for this rule.

Step 3: Next to Default rule, in the Actions list, choose Insert new rule
above.
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Step 4: Enter a name for the rule, and then, next to Enter Condition, click the
symbol. This opens the expression builder.

Step 5: Click Create New Condition (Advance Option).

Step 6: Under Expression, next to Select Attribute, click the arrow.
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Step 7: Next to Network Access, click the arrow, and then select
EapAuthentication.

Network Access

W Authenticationtethad
W Devics IP Addrass

W EapAuthentication
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Expression Builder
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Step 8: In the first list, choose Equals, in the second list, choose EAP-TLS,
and then click OK.
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Step 9: Next to Internal Users, click the + symbol.
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Step 10: In the Identity Store list, choose the identity source sequence
created in Step b of Procedure 5, “Create user authentication policies,” use
the default options for this identity source, and then click anywhere in the
window to continue.
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Define the Authentication Poiicy by selecting the protocols that ISE should use to commuricate with the network devices, and the idertity sources that it should use for authentication.
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Step 11: Click Save.

Procedure 10 Create wired authorization profiles

Create authorization profiles in order to configure the access switch to
redirect the client to the Cisco ISE provisioning page when the client authen-
ticates to the network without a certificate and also to provision the device
with a certificate.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the Results pane, double-click Authorization, and then click
Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name and description for the profile.
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Step 5: Select DACL Name and then, in the list, choose
PERMIT_ALL_TRAFFIC.

Step 6: Select Web Authentication, and then, in the list, choose
Centralized.

Step 7: Enter the name of the ACL that will be applied to the switch. This
was configured when you enabled low-impact mode in Procedure 3 and
Procedure 4 of the “Enabling Authorization for Wired Endpoints” section.

Step 8: In the Redirect list, choose Default.

Step 9: Click Submit.
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Step 10: Click Add.
Step 11: Enter a name and description for the profile.

Step 12: Select Web Authentication, and then, in the list, choose
Supplicant Provisioning.

Step 13: Enter the name of the ACL that will be applied to the switch. This

was configured when you enabled low-impact mode in Procedure 3 and
Procedure 4 of the “Enabling Authorization for Wired Endpoints” section.
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Step 14: Click Submit.
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Procedure 11 Configure wired provisioning authorization

Next, you configure authorization rules to apply the authorization profile cre-
ated in the previous step to provision devices not using certificates on the
wired network. You will create one policy to allow wired devices that don't
have 802.1X supplicants configured to access the network, but they will be
redirected to the provisioning portal. The second policy you create is used
after the user and device register on the portal and start the provisioning
process.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the first BYOD rule, click the black triangle, and then
select Insert New Rule Above. A new rule, Standard Rule 1, is created above
the BYOD rules that were created earlier.

Step 3: Rename Standard Rule 1 to Wired BYOD.
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Step 4: In the Condition(s) list, click the + symbol, and then choose Select
Existing Condition from Library.

Step 5: In the list, next to Compound Conditions, click the > symbol, and
then choose Wired_MAB.

Step 6: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 7: Next to Standard, click the > symbol, and then choose the authori-
zation profile created in Step 4 of Procedure 10, “Create wired authorization
profiles.”

Step 8: Click Done.

Step 9: Atthe end of the newly created rule, click the black triangle, and
then select Insert New Rule Above. A new rule, Standard Rule 1, is created
above the new rule.

Step 10: Rename Standard Rule 1 to Wired Provisioning.

Step 11: In the Conditions column, next to Any, click the + symbol.

Step 12: In the list, next to Endpoint Identity Groups, click the > symbol, and
then, next to Profiled, click the > symbol.

Step 13: Choose Microsoft-Workstation.
Step 14: Next to Microsoft_Workstation, click the + symbol.

Step 15: In the list, next to Endpoint Identity Groups, click the > symbol.
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Step 16: Next to Profiled, click the > symbol, and then choose
OS_X-Workstation.
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Step 17: In the Condition(s) list, click the + symbol, and then choose Select
Existing Condition from Library.
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Step 18: In the list, next to Compound Conditions, click the > symbol, and
then choose Wired_MAB.
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Define the Authorization Policy by configuring rules based on identity aroups andfor other conditions, Drag and drop rules to change the order,

Step 22: Under Expression, in the first list, choose Equals, and then, in the
second list, choose the BYOD group created in Procedure 2, “Enable AD
group in Cisco ISE”
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Step 19: Atthe end of this rule, click the gear icon, and then select Add
Attribute/Value.

Step 20: Next to Select Attribute, click the arrow. The menu opens.

Step 21: Nextto AD1, click the > symbol, and then choose ExternalGroups.
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Step 23: Next to AuthZ Profile(s), click the + symbol, and then, next to
Select an item, click the arrow.

Step 24: Next to Standard, click the > symbol, and then choose the authori-
zation profile created in Step 11 of Procedure 10, “Create wired authorization
profiles.”
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Step 25: Click Done, and then click Save.
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Step 6: Enter the name of the ACL that will be applied to the WLC. You will
configure this ACL on the WLC later in this guide.

Step 7: Select Airespace ACL Name, and then enter the name of the ACL
that will be applied to the WLC. This is the same ACL used in Step 6.

Step 8: Click Submit.
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Procedure 12 Create wireless authorization profile

Next, you create an authorization profile to configure the WLC to redirect the
client to the Cisco ISE provisioning page when the client authenticates to the
wireless network without a certificate.

Step 1: Onthe menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the Results pane, double-click Authorization, and then click
Authorization Profiles.

Step 3: Click Add.
Step 4: Enter a name and description for the profile.

Step 5: Select Web Authentication, and then, in the list, choose Supplicant
Provisioning.
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Procedure 13 Configure wireless provisioning auth. rule

Next, you configure authorization rules to apply the authorization profile
created in the previous step to provision devices not using certificates on
the wireless network.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the first BYOD rule, click the black triangle, and then

select Insert New Rule Above. A new rule, Standard Rule 1, is created above
the BYOD rules that were created earlier.
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Step 3: Rename Standard Rule 1 to Wireless Provisioning. Step 15: Next to Profiled, click the > symbol, and then choose
OS_X-Workstation.

Step 4: In the Conditions column, next to Any, click the + symbol.
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Step 13: Next to Microsoft-Workstation, click the + symbol. Step 16: In the Condition(s) list, click the + symbol, and then click Select

. _ _ Existing Condition from Library.
Step 14: In the list, next to Endpoint Identity Groups, choose the > symbol.
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Step 17: In the list, next to Compound Conditions, click the > symbol, and
then choose Wireless_802.1X.
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Step 25: Under Expression, in the first list, choose Equals, and then, in the
second list, choose the BYOD group created in Procedure 2.
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Step 18: Atthe end of the rule, click the gear icon, and then select Add
Attribute/Value.

Step 19: Next to Select Attribute, click the arrow. The menu opens.

Step 20: Next to Network Access, click the > symbol, and then choose
EapTunnel.

Step 21: Under Expression, in the first list, choose Equals, and then, in the
second list, choose PEAP.

Step 22: Atthe end of this rule, click the gear icon, and then select Add
Attribute/Value.

Step 23: Next to Select Attribute, click the arrow. The menu opens.

Step 24: Next to AD1, click the > symbol, and then choose ExternalGroups.
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Step 26: Next to AuthZ Profile(s), click the + symbol, and then, next to
Select an item, click the arrow.
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Step 27: Next to Standard, click the > symbol, and then choose the autho-
rization profile created in Procedure 12, “Create wireless authorization
profile.”
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Step 28: Click Done, and then click Save.
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Procedure 14 Create Android authorization profile

For provisioning, an Android device must download a supplicant provision-
ing wizard from the Google Play store. Because of this, you need to add an
authorization profile and an authorization rule for when the device is in the
state where it has started the self-provisioning process but hasn't down-
loaded the wizard yet.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the Results pane, double-click Authorization, and then click
Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name and description for the profile.
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Step 5: Select Web Authentication, and then, in the list, choose Supplicant
Provisioning.

Step 6: Enter the name of the ACL that will be applied to the WLC. You will
configure this ACL on the WLC later in this guide.

Step 7: Select Airespace ACL Name, and then enter the name of the ACL
that will be applied to the WLC. This is the same ACL used in Step 6.

Step 8: Click Submit.
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Procedure 15 Create Android provisioning rule

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the wireless provisioning rule, click the black triangle,
and then select Insert New Rule Above. This creates a new rule, Standard
Rule 1, above the wireless provisioning rule created in Procedure 13,
“Configure wireless provisioning auth. rule.”
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Step 3: Rename Standard Rule 1 to Android Provisioning.
Step 4: In the Conditions column, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, click the > symbol, and
then select RegisteredDevices.

Step 6: In the Condition(s) list, click the + symbol, and then click Create
New Condition (Advance Option).

Step 7: Next to Select Attribute, click the arrow. The menu opens.
Step 8: Next to Session, click the > symbol, and then choose Device-0S.

Step 9: Under Expression, in the first list, choose Equals, and then, in the
second list, choose Android.

Step 10: Next to AuthZ Profile(s), click the + symbol, and then, next to
Select an item, click the arrow.

Step 11: Next to Standard, click the > symbol, and then choose the authori-
zation profile created in Procedure 14, “Create Android authorization profile.”

Step 12: Click Done, and then click Save.

Procedure 16 Create wired 802.1X authorization rule

You need to create an authorization profile to grant devices full network
access, which authenticates using certificates on the wired network.

Step 1: Atthe end of the default rule, click the black triangle, and then
select Insert New Rule Above. A new rule, Standard Rule 1, is created.

Step 2: Rename Standard Rule 1 to Wired Dot1X.

Step 3: In the Conditions column, next to Condition(s), click the + symbol,
and then click Select Existing Condition from Library.

Step 4: In the list, next to Compound Conditions, click the > symbol, and
then choose Wired_802.1X.
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Step 5: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 6: Next to Standard, click the > symbol, and then choose
PermitAccess.

Step 7: Click Done, and then click Save.

Procedure 17 Create wireless 802.1X authorization rule

You need to create an authorization profile to grant devices full network
access, which authenticates using certificates.

Step 1: Atthe end of the default rule, click the black triangle, and then
select Insert New Rule Above. A new rule, Standard Rule 1, is created.

Step 2: Rename Standard Rule 1 to Wireless Dot1X.

Step 3: In the Conditions column, next to Condition(s), click the + symbol,
and then click Select Existing Condition from Library.

Step 4: Inthe list, next to Compound Conditions, click the > symbol, and
then choose Wireless_802.1X.

Step 5: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 6: Next to Standard, click the > symbol, and then choose
PermitAccess.

Step 7: Click Done, and then click Save.

Procedure 18 Modify default rule

The last step is to modify the default rule to deny network access to any
device that has not matched an existing authorization rule.

Step 1: Atthe end of the default rule, click Edit.

Step 2: Nextto PermitAccess, click the + symbol.
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Step 3: Next to PermitAccess, click the arrow, next to Standard, click the >
symbol, and then choose DenyAccess.

Step 4: Click Done, and then click Save.

Procedure 19 Configure WLCs

Next, you need to configure the WLCs to support device provisioning by
defining ACLs that are applied to the controller, and to enable a posture
state to be maintained to determine if a device has been provisioned.
Perform this procedure for every WLC in the architecture, including control-
lers deployed at remote sites, with the exception of the guest WLC in the
DMZ.

Step 1: In your browser, enter https://wici.cisco.local. The WLC console
opens.

Step 2: Navigate to WLANSs, and then select the WLAN ID for the SSIDs you
wish to support device provisioning.

Step 3: Click Advanced, and then, in the NAC section, in the list, choose
Radius NAC.

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT —COMMANDS HELP  FEED
WLANSs WLANs > Edit "WLAN-Data' < Back apply
= WLANs General | Security | QoS | advanced
WLANS =
» Advanced ml
Allow AAA Override ¥ Enabled DHCP
Coverage Hole Detection ¥ Enabled DHCP Server T override
Enable Session Timeout [ [£200
Session Timeoul it {secs) DHCP Addr. Assignment I Required
v
Aironst 12 ¥ enabied Management Frame Protection (MFP)
Diagnostic Channel [ Enabled
Override Interface ACL LEvC] a 1
1Pv4 [None - WFP Client Protection € [ optional L
Hone -
P2P Blocking Action [oeabed = DTIM Period {in beacon intervals)
Client Exclusion & W enapied |6t . | —
Timeout Walue (secs) G @ -5 |5
Maximurm allowed 802.11b/g/n (1 - 255) [t
8 o
Clients o
Static IP Tunneling Z£ CEnabled WAC State |Radms NAC =]
Disabled = oad Bala g and Band Select

ient Load Balancing [ m
Glient Band Select r

T enabled Passive Client _'j
B

200

Step 4: Click Apply, and then, on the dialog box that appears, click OK.

Step 5: Navigate to Security, and in the pane on the left, expand Access
Control Lists, and then click Access Control Lists.
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https://wlc1.cisco.local

Step 6: Click New.

Step 7: Name the access list the same name that was used in Procedure 12,
“Create wireless authorization profile,” and then click Apply.

Step 8: Clickthe name in the list. This allows you to edit the newly created
access list.

Step 9: Click Add New Rule.

Step 10: Create a new access list rule based on your security policy, and
then click Apply. In this example deployment, devices that need provisioning
only require access to the primary and secondary Cisco ISE nodes, as well
as the AD server that is providing DNS service. All other traffic is denied.

nfiguration  Bing  Logout

MONITOR

s CONTROLLER WIRELESS CUR NT €O DS HELP  FEEDBACK

< Back Add New Rule

Security Access Control Lists > Edit

~ AAA
General General
~ RADIUS
Authentication
Accounting
Fallback Deny Counters 0
» TACACS+
LDiP Destination
Seq Action  Source IP/Mask IP/Mask
0.0.0.0 1044841
1 Permit / / Any any Any any ARy 0 [~]
0.0.0.0 255,255 255,255

Atcess List Narne Provisioning_acL

Local Net Users
MAG Filtering
Disabled Clients
User Login Policies
AP Policies
Passward Policies

Protocol Source Port  Dest Port DSCP  Direction Number of Hits

10.4.48.41 0.0.0.0
2 Permit / / Any any any ARy ARy 0 [~]
255,255.255.255  0.0.0.0

» Priority Order 0.0.00 104.48.42
3 Permit [ / Any any any Any ANy 0 2

b Local EAP

» Certificate

~ Rccess Control Lists

0.0.00
10.4.48.42

0.0.00

255,255,255.255

0.0.0.0
/

0.0.00

PSS 4 Permit /255 s sseoms 000m Any Any Any any  Any a a
CPU Access Control Lists -
FlexConnect ACLs 0.0.0.0 10.4.48.10
Permit any any Any Any  Any 0 a
Wireless Protection 0.0.00 255.255.255.255
Policies 10.4.48.10 0.0.00
» web Auth & Permit / / any any Any any  Any 0 -]
255.255.255.255  0.0.0.0
TrustSec SXP 00,00 00,00
» Advanced 2 Deny [/ Any Any Any Any  Any 0 a

The access list needs to have entries for the traffic in both direc-

tions so make sure you have pairs of access list rules for both
inbound and outbound traffic. Also, there is an implicit “deny
all” rule at the end of the access list, so any traffic not explicitly
permitted is denied.
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Next, you need to create an ACL for Android provisioning.

Step 11: In the left pane, expand Access Control Lists, and then click
Access Control Lists.

Step 12: Click New.

Step 13: Name the access list the same name that was used in Procedure
14, “Create Android authorization profile,” and then click Apply.

Step 14: Click the name in the list. This allows you to edit the newly created
access list.

Step 15: Click Add New Rule.

Android provisioning requires that you permit access to the Google Play
store in addition to the primary and secondary ISE nodes and DNS server.

The actual addresses used for the Google Play store may change
depending on your location due to the DNS and content distribu-
tion services used by Google. The address blocks 74.125.0.0/16
and 173.194.0.0/16 are owned by Google and the Play store has
resolved to addresses in both. You should verify the correct
address range to use for your environment.
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Step 16: Create this new access list, and then click Apply.

il T s

cisco TROLLER ~ WIRELESS SECURITY  MANAGEMENT S HELP FEEDB:
Security Access Control Lists » Edit < Back Add New Rule
- AR
General General
~ RADIUS
Authentication hosess List Name Android
Accounting
Fallback Deny Counters 0
» TACACS+
LDAP Destination
Local Net Users Seq Action Source IP/Mask  1P/Mask Protocol  Source Port  Dest Port DSCP  Direction Number of Hits
RNE (AT 0000 / 1044841 /
Disabled Clients L permit g 55,255 255 255 Any Any Any Any  Any o [-]
User Login Policies . )
AP Policies 1044841 0.0.0.0
passward Policies £ Permt pesessessess  0.0.0.0 Any Any any any  any 0 -}
0000 / 1044842 /
b Local EAP
5 perme 000 e e | A any Any any  Any o a
i 4 permp  L0A4EAZ /o000 ! an an an any  an o a
) Certificate - 255.255.255.255  0.0.0.0 ¥ ¥ v ¥ v
s @ s permt 000 /1044810 ! an an an Ay an o o
ccess Control Lists 5 0000 255 255 255 255 ¥ ¥ y ¥ ¥
hcoess Contral Lists oasn " ann )
CPU Aceess Control Lists A8 0.0,
FlexConnect ACLS £ PRIt oee resosss5  0.0.0.0 Any Any Any Any  Any o o
: : 0000 / 7412500 /
Wireless Protection
) Wireles 7 perme 000 ki any any Any any  Any o a
& permp 112500 /o000 ! an an an any  an o a
RREDIEE = 255.255.0.0 0.0.0.0 " i v i v
Trustsec SXP 0000 / 17313400 /
& permit any any Any any  Any o a
b Aduvanced 0.0.00 255.255.0.0
10 permp 1319400 /0000 ! an an an any  an o a
= 255.255.0.0 0.0.0.0 4 " Y " v
0000 / 0.0.0.0 /
o ooeny 000 o Ay any Any any  Any o a

Procedure 20 Enable captive portal bypass

When connecting to a wireless network with an Apple iOS device, the
device sends a web request in order to initiate the process for logging into
a wireless guest portal, such as at a hotel or public Wi-Fi hotspot. However,
this can cause an issue when trying to use the redirect to the Cisco ISE
provisioning portal from the WLC. To correct this, you configure the WLC to
bypass the captive portal from the CLI of the WLC.

Step 1: Connect to the console of the WLC either directly using a console
cable and terminal emulator or using SSH to the management IP address.

Step 2: Once connected, enter the command:

config network web-auth captive-bypass enable

Step 3: Reset the controller by using the reset system command for the
new configuration to take effect.

Step 4: Repeat this procedure for every WLC in the architecture that will be
used for BYOD.
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Procedure 21 Create authorization rules for user groups

Previously, you created authorization rules that limited which parts of the
network an employee with a personal device could access, based on their
AD group. The current policy permits full network access to any device that
was provisioned.

Next, you create access rules for provisioned devices, which are similar to
the rules created earlier for personal devices that haven't been provisioned.
The provisioned devices use EAP-TLS and are registered, and you use that
to create the policy. The ACLs have already been created on the WLCs, and
you already have authorization profiles.

The policy in this procedure pushes an access list to the WLC for users in
the IT group who are using a provisioned device. The access list can only
be deployed for access points in the campus or at remote sites that have
alocal WLC. This policy is an example and can be modified to suit your
environment.

Step 1: In your browser, enter https://ise-1.cisco.local.

Step 2: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 3: Atthe end of the first BYOD rule, click the black triangle, and then
select Insert New Rule Above. This creates a new rule, Standard Rule 1, and
puts it above the BYOD rules created earlier.

Step 4: Rename Standard Rule 1 to BYOD IT Provisioned.

Step 5: In the Conditions column, next to Any, click the + symbol.

Step 6: In the list, next to Endpoint Identity Groups, click the > symbol, and
then select RegisteredDevices.

Step 7: In the Condition(s) list, click the + symbol, and then click Create
New Condition (Advance Option).

Step 8: Next to Select Attribute, click the arrow. The menu opens.

Step 9: Next to Network Access, click the > symbol, and then choose
EapAuthentication.
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Step 10: Under Expression, in the first list, choose Equals, and then, in the
second list, choose EAP-TLS.

Step 11: Atthe end of this rule, click the gear icon, and then select Add
Attribute/Value.

Step 12: Next to Select Attribute, click the arrow. This opens the menu.
Step 13: Nextto AD1, click the > symbol, and then choose ExternalGroups.

Step 14: Under Expression, in the first list, choose Equals, and then, in the
second list, choose the IT group.

alialn
€IS€O  Identity Services Engine ise-l odmin Logout Feedback

Admiristration v 0 Task Navigator ~ €3

[2] Authentication | [#) Authorieation | [5] Profing  [@) Posture [ Cient Provisioning [ Secunity Group Access o Palicy Elements

Authorization Policy =

Define the Authorization Policy by configuring rules based on identity aroups and/or other conditions. Drag and drop rules to change the order.

[ First Matched Rule Applies -

» Exceptions (0)

Standard

Status  Rule Name Conditions (iclentity groups and ather conclitions) Permissions |

Wireless Black List Default Blacklist /. Wireless_802, 1

Blackhale_Wireless_ccess Edit | »

Prafied Cisca IP Phones Gisco-IP-Phone Cisco_IP_Phaones Edit | v

Profied dsco APs Cisco-Access-Point Cisco_ARs Edit | v

Deny BlackBerry BlackBerry Deny_BlackBerry Edit |+

<

Wired_MAE Wired-Provisioring Edit | v

(-] wired Provisioning Microsoft 0S_)
AD1:Extermaliroups EQUALS cisco.local/Users/BYOD Provisioning

Wirad BYOD Wired_MAB Wired-BYOD Edit | v

Android Pravisioning RegisteredDevices /. Session Device-05 EQUALS Android Android-Proviioning Edit | v
wireless Pravisiaring Apple-iPad OF: Android OF. Microsoft-Workstation Wireless Provisianing Edit | v
05_X-workstation Wireless_B02, 1 1L Netwark
AcCessiEapTunnel EQUALS PEAP 1.0 ADLEtemalGroLps EQUALS
ciscaocal/Users/BYOD Provisioning
# [ ~ [BroD 1T Provsioned Regist. < | ' | Condition(s) = AuthZ Profil & (B2
YO0 IT Apple-iag [ add Al Conditions Below to Library =
05_X-worl
dsco.ocal/V Condition Marme Expression
EYOD HR vl B Network AccessiEaps) | [Equals < [EAPTLE 1o .
cscolocalil| [ T EE | (S| —
ADLExteralGroups) | [Equals  ~| [ciscolocalfUsers/iT- | G
BYOD Finance Apple-iPad e = e - =

Step 15: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 16: Next to Standard, click the > symbol, and then choose the authori-
zation profile BYOD-IT.

Step 17: Click Done, and then click Save.

February 2013 Series

Step 18: For each group that you want to define a policy, repeat this
procedure. In the example deployment described here, you need to create
policies for the Finance, HR, and Research groups.

Procedure 22 Delete 802.1X rules

Now that you have created specific authorization rules, you need to delete
the generic, catch-all rules that allowed any provisioned device full network
access.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the Wired Dot1X rule, click the black triangle, and then
select Delete.

Step 3: Verify that you want to delete the rule by clicking Delete.

Step 4: Atthe end of the Wireless Dot1X rule, click the black triangle, and
then select Delete.

Step 5: Verify that you want to delete the rule by clicking Delete, and then
click Save.

Procedure 23 Provision a Windows workstation

The infrastructure has been configured to support self-provisioning for
personally owned Microsoft Windows workstations using wired or wireless
connections.

Step 1: From a Windows workstation, connect to the network by connecting
an Ethernet cable for a wired connection. For wireless, open the Network
control panel and choose the wireless network name. Use your username
and password to connect to the wireless network.

Step 2: Once connected, open a web browser and browse to any site.
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Step 3: The browser gets redirected to the Guest Portal. Enter your user-
name and password, and then click Login.

sl Identity Services Engine

CISCO  Guest Poral U

Step 4: The browser will then connect to the Self-Provisioning Portal. Enter
a description of the device, and then click Register.

patjones@cisco.local

alaln -
€CISCO Self-Provisioning Portal

Device Registration
This device has not been registered

Please click the 'Register button to run the Cisco Network Setup Assistant. This application will install all of the required certificates and configure your device to use
the secure network.

Device IR |00:23:AEET:18:A5

Description |PatJones'5 Windows Waorkstation

The provisioning process begins.

February 2013 Series

Step 5: If a window displays asking if you want to run the application
CiscoSPWDownloadFacilitator, click Run. This launches the Network Setup

Assistant.

Security Information |

Do you want to run the application?

The application’'s digital signature has been verified. «

Hame: CiscoSPWDownloadFadilitator
Publisher: Cisco Systems

From: https: /fize-1.dsco.local: 8443

[+ Always trust content from this publisher,

Run Cancel

This application will run with unrestricted access which may put
your personal information st risk. The publisher’s identity has been
werified, Run this application only if you trust the publisher,

Maore Informaticn...
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Step 6: Click Start.

Network Setup Assistant

This application automatically configures LAN
device settings for the 'Local Area
Connection' network.

Start Cuit

® 2012 Cizco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo ars
registered trademarks of Cisco Systems, Inc andior its affilistes in the U.S. and
cartsin other countriss.

Step 7: As the Network Setup Assistant runs, you will be prompted to verify
you want to install the root certificate. Click Yes.

Step 8: When the process completes, click Exit.

The workstation reauthenticates to the network and then prompts you that
additional information is required to login.

Step 9: Click the message. This opens a window where you can select a
certificate.
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Step 10: Verify the certificate is the one that was just issued by the Network
Setup Assistant, and then click OK.

Select Certificate x|

|User name on cerificate:

Ipat jones j

Friendhy name:

lssuer: CA

Expiration date: 2/28/2014 6:10:22 FM
Connection user name:

pat jones

] Cancel View Cerificate

Procedure 24 Provision a Mac OS X workstation

The infrastructure has been configured to support self-provisioning for
personally owned Apple Mac OS X workstations using wired or wireless
connections.

Step 1: From a Mac OS X workstation, connect to the network by connect-
ing an Ethernet cable for a wired connection.

For wireless, open System Preferences, click Network, and then, in the
Network Name list, choose your network. Use your username and password
to connect to the wireless network.

Step 2: Once connected, open a web browser and browse to any site.

The browser gets redirected to the Guest Portal.

Step 3: Enter your username and password, and then click Login.
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Step 4:

alialne  Identity Services Engine

Usemane;

Change Password

CISCO  Guest Portal

The browser will then connect to the Self-Provisioning Portal.

Step 5: Enter a description of the device, and then click Register.

ifrafn _—
CISCO Self-Provisioning Portal
Device Registration

This device has not been registered.
Please click the 'Register’ button to run the Cisco Network Setup Assistant. This application will install all of the required certificates
and configure your device to use the secure network.

Device ID C4:2C:03:30:454E

Description Chris Berry's Mac OSX Workstation

The provisioning process begins.
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Step 6: If a window displays asking if you want to run the application
CiscoSPWDownloadFacilitator, click Run.

e
Do you want to run this application?
Name: CiscoSPWDownloadFacilitator
L= Publisher: Cisco Systems
From: https://ise-1l.cisco.local: 8443
This application will run with unrestricted access which may put your

computer and personal information at risk. Run this application only if
you trust the publisher.

[ | Always trust content from this publisher

{ Run ] [Cancel

e More Information
.

Step 7: On the warning that the file was downloaded from the Internet, click
Open. This launches the Network Setup Assistant.

A
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Step 8: Click Start.

800 Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures LAN device
settings for the "EAP-TLS Profile” profile.

| Start | | Quit |

© 2012 Jsco Systems, Inc. Jsco, Jsco Systems and Jsco Systems logo are registered
trademarks of Cisco Systems, Inc. and/lor its affliates in the U.5. and certain other countries.

As the Network Setup Assistant runs, you will be prompted to verify you want
to modify the system.

Step 9: Enter your username and password, and then click Modify
Configuration.

Step 10: When the process completes, click Exit.

The workstation connects using the new profile if it is configured for auto-
matic 802.1X connections.
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Step 11: If the workstation is not configured for automatic 802.1X connec-
tions, open System Preferences, and then click Network. The profile is
listed in the 802.1X section. Click Connect.

800 Network

[s2] Q )

Location: | Automatic )

e

@ Cisco...Console Qn\“\
Mot Configured

Status: Connected

Ethernet is currently active and has the IP
address 10.4.2.15.

o Wi-Fi = Configure IPv4: | Using DHCP :]
USB-Se...ntroller (j & IP Address: 10.4.2.15
Mot Configured &Q
Subnet Mask: 255.255.255.0
FireWire
Mot Connected = Router: 10.4.2.1
@ Bluetooth PAN @ DNS Server: 10.4.48.10
No IP Address
Search Domains: cisco.local
802.1X: EAP-TLS Profile | Connect |
| ” | _ |ﬁ'| Advanced... ®
n .
Click the lock to prevent further changes. | Assist me... | Revert Apply

Procedure 25 Provision an Apple iPad

The infrastructure has been configured to support self-provisioning for
personally owned Apple iPads.

Step 1: From an iPad, connect to the wireless network by opening Settings,

and then choosing the network from the list. Connect using your username
and password.
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Step 2: Once connected, open Safari and browse to any site.

aljonesg@ciscolocal
mis Etinasack

CISCO Identity Services Engine 1.1 Self-Provisioning Portal

Device Registration

This device has not been registered.
Please click the ‘Ragistar’ button to configure your device ta uss the securs network

D o TC:60:62:DE-05:8F |

D [ Pat Janes's Apple iPad

Safari gets redirected to the Self-Provisioning Portal and then a window
launches to start provisioning.

Step 3: Click Install. The trusted root certificate from the CA installs.

Step 6: Enter a description of the device, and then click Register.

paLjones@cisco.local

afaln . .
CISCO Self-Provisioning Portal
Device Registration

This device has not been registered.
Plaase click the ‘Ragistar’ button to configure your device ta uss the securs network

D o A0:30:04:24.EE.AD |

D [ Pat Jones's Apple iPad]

Step 7: Click Install. The user certificate installs.

“Cancel” Install Profile

(“Cancel” Install Profile

Not Trusted

Received Feb 28, 2013

Contains Certificate

More Details >

Profile Service
Cisco Systems.

@ Verified

Description Gather device information.
Signed ise-1.cisco.local
Received Feb 28, 2013

Contains Device enroliment challenge

More Details >

Step 4: On the warning message that appears, click Install.

Step 5: Click Done. The Self Provisioning Portal displays in Safari.
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Step 8: On the warning message that appears, click Install Now. The profile
installs.

Step 9: Click Done. You are automatically reconnected to the wireless
network using the new profile.
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Procedure 26 Provision an Android tablet

The infrastructure has been configured to support self-provisioning for
personally owned Google Android tablets.

Step 1: On an Android tablet, connect to the wireless network by opening
Settings, selecting Wi-Fi, and then choosing the network from the list.

Step 2: Open the browser and browse to any site.

Step 3: In the Self-Provisioning Portal, enter a description of the device,
and then click Register.

t jones @cisco local
Nmim L

C15CcO Identity Services Engine 1.1 Self-Provisioning Portal
Device Registration

This device has not been registered. ) )
Please click the 'Register’ button to be redirected to the android market place, where you can download the Cisco Network Setup Assistant application.

DeviceID | 2895 TB.DAZBEF

Desciit |Pa[Jones'sAndmld‘Table1

Step 4: Choose Play Store. The Google Play Store opens, where you can
download the Cisco Network Setup Assistant.

February 2013 Series

Step 5: In the Google Play Store, click Download, and then, on the verifica-
tion window, click Accept & download. The Cisco Network Setup Assistant
downloads.

Cisco Network Setup Assistant

Accept & download

PERMISSIONS

Storage
Modify/delete SD card contents >

System tools
Change Wi-Fi state, change network connectivity, change your Ul settings >

Network communication
Full Internet access >

See all v

Step 6: Run the setup assistant by clicking Open, and then clicking Start.

Network Setup Assistant

i
CIsco

Network Setup Assistant

This application automatically configures Wi-Fi device settings.
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Step 7: Click OK. The user certificate installs. Step 13: For EAP method, select TLS.

o Step 14: For CA certificate, select the certificate that was installed in Step
Certificate name 8.

Step 15: For User certificate, select the certificate that was installed in Step
7.

pat.jones

Step 16: Enter the username that matches the certificate for Identity, and
then click Connect.

EAP method | TLS “

Phase 2

authentication | el “

CA certificate | iseca “

User certificate | pat.jones 4‘
Step 8: Click OK. The trusted root certificate installs. Identity | patjones |

Anonymous identity [ I

Certificate name Password ( |

[ ] show password

[ ] show advanced options

‘ Connect | ‘ Cancel

Step 9: The tablet connects to the network using the new profile.

Step 10: If you need to connect to the network with the new profile manu-
ally, open Settings, and then select Wi-Fi.

Step 11: Choose the network from the list, and then click Forget.

Step 12: Select the network from the list. This allows you to configure the
options for connecting.
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Enabling Security Group Access

—

Define Security Group Tags

Add ASA as network device

Modify authorization policy

Configure SXP on I0OS devices

Configure SXP and SGT on the Nexus 1000v
Configure SXP on WLCs

Configure SXP on ASA

Configure firewall policy

Monitoring SGTs on Cisco ASA

© ® N @ O A LN

10.Monitoring SGTs on the switches
11. Monitoring SGTs on the WLC

Security Group Access (SGA) technology allows user identity information
to be associated with their network traffic and then passed throughout the
network. This information can then be used to enforce an access policy by
using Security Group Tags (SGT) and Security Group Access Control Lists
(SGACL).

The SGT Exchange Protocol (SXP) is used to propagate the IP-to-SGT
bindings across network devices that do not support SGTs. In this example,
we are passing SGT information from the access layer devices to Cisco ASA
in the data center.

SXP establishes a peering relationship between two devices in order to
exchange the IP-t0-SGT bindings. There are two roles in the relationship: the
speaker and the listener. The speaker passes the IP-to-SGT bindings to the
listener. In our example, the access layer switch needs to pass these bind-
ings to Cisco ASA in the data center. You could have the switch peer directly
with the ASA appliance, however, that may not scale well in larger environ-
ments. It is a best practice to minimize the number or peers a device has

by aggregating connections. For example, campus access layer switches
would peer with a distribution switch, which then would peer with the ASA
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appliance. Or, access layer switches at a remote site would peer with a distri-
bution switch at the site, which would peer with the WAN aggregation router
at the headquarters, which would then peer with the ASA appliance. For the
virtualized desktops, the Cisco Nexus 1000v is the access layer switch, and
it peers directly with the Cisco ASA appliance in the data center.

4 N\

Wireless LAN Access Distribution
Controller Switches Switch

Wireless LAN
Controller
Q0000000

istribution WAN

7
Switch Router 4 ' /
6 E=S

\
o

— SXP

Define Security Group Tags

Step 1: In a browser, access the primary engine’s GUI at http://ise-1.cisco.
local.

B

Step 2: On the menu bar, mouse over Policy, and then in the Policy
Elements section, choose Results.

Step 3: In the panel on the left, double-click Security Group Access, and
then click Security Groups.

Step 4: Click Add.

Step 5: Give the group a name and description, and then click Submit.
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Step 6: Repeat Step 4 and Step 5 for each tag you wish to create. In
this example deployment, you create tags for each of the following
groups: Finance_Users, HR_Users, IT_Users, Research_Users, and
Network_Devices.

Add ASA as network device

In order to allow Cisco ISE to provide SGT enforcement on Cisco ASA, the
ASA appliance needs to be added as a network device in ISE.

Step 1: Onthe menu bar, mouse over Administration, and then in the
Network Resources section, choose Network Devices.

Step 2: Click Add.

Step 3: Enter the hostname of the ASA appliance and give it a description.

Step 4: For the IP address, enter 10.4.53.126.

Metwork, Dewices List = New Network Device

Network Devices

* Name | a5a-55a5y
Description | Data Center A58

*IP Address: | 10.4.53.126 EAEE G

L ——
e 1]
Wersion

* MNetwork Device Group

Location [af Locations ©] [ Set ToDefault |

Device TYPe [all Device Types ©] | 5ot To Default |

Step 5: Select Authentication Settings.
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Step 6: Enter the RADIUS shared secret.

* tuthentication Settings

Enable authentication Settings
Protocol  RADIUS
* Shared SECret [ssessses | [ Show |

Enable Keywrap [
* Key Encryption Key Shiow

* Message Authenticator Code Key Shiow

Key Input Format = ASCII HEXADECIMAL

Step 7: Select Advanced TrustSec Settings.

Step 8: In the Device Authentication Settings section, make sure Use
Device ID for SGA ldentification is selected, and then enter a password.

Step 9: In the SGA Notifications and Updates section, accept the default
values.

= Advanced TrustSec Settings

¥ Device Authentication Settings

Use Device 1D for SGA
Identification

Device Id

* Password [sessseses | (Show )

¥ SGA Motifications and Updates

* Download environment data every | 1 | [Days [ ~]

* Download peer authorization policy every | 1 | [Days [ ~]
* Reauthentication every |1 | [Days [«]

* Downioad SGACL lists every [ 1 | [Days [ ~]

Other 5G4 devices to trust this device
Motify this device about SGA configuration changes [

Step 10: In the Out of Band (OOB) SGA PAC section, click Generate PAC.

Step 11: Enter an encryption key and the PAC time to live, and then click
Generate PAC.
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Step 12: You are prompted to save the file to your local machine. Choose a
location, click OK, and then click Submit.

Modify authorization policy

In Procedure 6, “Create authorization rules for user groups” of the previous
section, you created authorization policies that limited network access
based on Active Directory group membership by using access lists. In this
procedure, you modify those policies to instead use SGTs.

Step 1: Onthe menu bar, mouse over Policy, and then choose
Authorization.

Step 2: For the IT rule, click Edit.
Step 3: In the Permissions column, next to IT, click the + symbol.
Step 4: Click the + symbol. This adds a new permission.

Step 5: Expand the drop-down menu and then, next to Security Group, click
the > symbol.

Step 6: SelectIT_Users.
Step 7: Click Done, and then click Save.
Step 8: Repeat Step 2 through Step 7 for each policy you need to modify to

support SGTs. In this example deployment, you will edit the Finance, HR and
Research policies.

Configure SXP on I0S devices

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local:1741.

Step 2: Mouse over Configuration, and then, from the Tools section, choose
NetConfig.

Step 3: In the NetConfig Job Browser, click Create.
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Step 4: Select Device Based for the NetConfig Job Type, and then click
Go.

Step 5: In the Device Selector, expand All Devices, and then select the
devices where you want to enable SXP.

Step 6: In the Task Selector, expand All Tasks, select Adhoc, and then click
Next.

Step 7: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to enable SXP.

cts sxp enable

cts sxp default password <password>

cts sxp default source-ip <IP-address-of-switch>

cts sxp connection peer <IP-address-of-peer> password default

mode local {speaker|listener}

Step 8: Click Applicable Devices, select the switch to which you want to
apply this configuration, and then click Close.

Step 9: For the command mode, choose Config, and then click Save.
Step 10: After returning to the Add Tasks window, click Next.

Step 11: Fill in a description for the job, and then click Next. The job is
submitted for immediate deployment.

Step 12: Click Finish, and then when you receive a notice that the job was
submitted successfully, click OK.

Step 13: Repeat this procedure for each Cisco IOS device where you need
to configure SXP.

Configure SXP and SGT on the Nexus 1000v

The Cisco Nexus 1000v is used to support the virtualized desktops in the
data center. You configure SXP to peer with Cisco ASA in the data center in
order to share IP-SGT bindings. Each group is configured to use a port-pro-
file on the switch that assigns the VLAN and SGT for the virtualized desktop.
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Step 1: Access the console of the Nexus 1000v by using an ssh client and
connecting to 10.4.63.28.

Step 2: Enter configuration mode and enter the following commands.
cts sxp enable
cts sxp default password <password>
cts sxp default source-ip 10.4.63.28
cts sxp connection peer 10.4.53.126 password default mode

listener vrf management

port-profile type vethernet IT VDI users
vmware port-group
switchport mode access
switchport access vlan 157
cts sgt 3
no shutdown
state enabled

Step 3: This example shows the configuration for a user in the IT group
using the SGT value defined in Procedure 1, “Define Security Group Tags.”

Step 4: Repeat this procedure for every group you wish to create an SGT

policy for. In this deployment, the remaining groups are Finance, HR, and
Research.

Configure SXP on WLCs

Step 1: Navigate to the WLC console by browsing to https://wlc1.cisco.local.

Step 2: On the menu bar, click Security.
Step 3: In the left pane, click TrustSec SXP.
Step 4: In the SXP State list, choose Enabled.

Step 5: Enter the default password. This password must match what is
configured on the peer.

Step 6: Add a new peer by clicking New.
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Step 7: Enter the IP address of the peer, and then click Apply. The SXP
Configuration page appears.

Step 8: Click Apply.

cisco CONTROLLER  WIRELESS SECURITY M 5
Security SXP Configuration Apply New...
- AAA Tatal SKP
General Connections
w RADIUE SKP State IEnab\ed 'I

Authentication
Accounting
Fallback
» TACACSH
LDAP
Local Met Users
MAC Filtaring
Disahled Cliznts
User Lagin Palicies
AP Policies
Password Paolicies

SKP Mode
Default
Passwaord
Default
Source IP
Retry
Period

Speaker

10.5.587.10

120

Peer IP Address Source IP Address Connection Status

10.5.67.1

10,5.87.10

Off

b Local EAP

Configure SXP on ASA

You now configure SXP on Cisco ASA and create a policy that limits access
to servers in the data center based on the SGTs.

Step 1: In a browser, navigate to the Cisco ASA management console at
https://DC-ASAL585X cisco.local, and then click Run ASDM.

Step 2: Navigate to Configuration > Firewall > Identity by TrustSec.
Step 3: Select Enable SGT Exchange Protocol (SXP).

Step 4: In the Default Source box, enter the IP address of the interface of
the Cisco ASA appliance used for management.

Step 5: Enter a password, and then verify it.

Step 6: Inthe Server Group Setup section, click Manage.
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Step 7: In the Configure AAA Server Group window, click Add.

F= Configure AAA Server Groups

Ads Server Groups

I Server Group I Protocol

Depletion 10

ABA-SERVER TACACS+ Single
locaL ||

— |

Delete

Find:l () (0 [ Match Case

L

Servers in the Selected Group

Server Mame or IP Address I Intetface I Timeaut I

&dd
Edit
Delete
Move Up
[Move Do

Test

Find:l () (0 [ Match Case

LDAP Attribute Map

OF | Cancel | Help |

| LLLLE

Step 8: Inthe AAA Server Group box, enter ISE-Group.
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Step 9: For Accounting Mode, select Simultaneous, and then click OK.

= Add AAA Server Group x|

IISE-GrDup

IRF'.DILIS il I

AA5 Server Group:

Protocol;

Accounting Mode:

" Timed

¥ Depletion

I 10 minukes

Max Failed Attempts: E

Reactivation Mode:

Dead Time:

[~ Enable interim accounting update

[~ Enable Active Direckory Agent made

¥PM3K Compatibility Option

o]

<

Cancel Help

Step 10: In the Selected Group section, for Servers, click Add.

Step 11: In the list, choose the firewall interface outside.
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Step 12: In the RADIUS Parameters sections, enter the Shared Secret Key, Step 17: Enter the PAC password, confirm it, and then click Import.

accept the defaults for the remaining parameters, and then click OK.

&= Import PAC EI
% Add AAA Server P
rienane [cH\Downloads\DC-AsASSESK, pac Brc’Ll
ISE-izroup

I********

Server Group:

Passwiord:
Interface Mame: In:nutsiu:le ;I
Confirmn Password: I********

Server Mame or IP Address: Iise-l Jcisca,local

Timeout; I 10 seconds

RADIUS Parameters

Impart I Cancel Help

Server Authentication Pork: |1645 Next, you add SXP peers to Cisco ASA.

Server Accounking Paork: |1546

Step 18: Click Add.

Retry Inkerwval: |1EI seconds j

Server Secret Key: [ttt Step 19: Enter the IP address of the peer.

Zommon Password: || Step 20: For Password, choose Default, for Mode, choose Local, and for
ACL Metmask Comvert: IStandard j Role, choose Listener, and then click OK.

Microsoft CHAPwE Capable: v = Add Connection Peer |

501 Messages Peer IP Address: |1EI.4.63.28

<

Message Table Passwiord: Default | =

(874 I Cancel Help Mode: IL':":al 3
Role: IListener - I

Advanced Option

Step 13: Repeat Step 10 through Step 12 for the secondary Cisco ISE
administration node, ise-2.cisco.local.

<

Step 14: Click OK. The Configure AAA Server Groups window closes. (]'s I Cancel | Help

Step 15: Click Import PAC.

Step 21: Repeat Step 18 through Step 20 for each peer you need to add.
Step 16: Click Browse, and then locate the PAC file you saved to your P P P d P peery

machine in Step 12 of Procedure 2, “Add ASA as network device.”

February 2013 Series Deployment Details



Step 22: Click Apply.

i Cisco ASDM 7.0 for ASA - 10.4.53.126 =[]
Free topic to search o
. Nimm
=
@ Home D Mnmtnrlng| Q Save GREFrEsh‘ o Back Furward| ‘? Help‘ l cisco

Firewall =L Configuration > Firewall > Identity by TrustSec [m]

B Access Rules
- {3 NAT Rules
€y Service Policy Rules

Fle View Tools Wizards Window Help

2, configuration

¥ Enable SGT Exchange Protocol (S:P)

Connection Peers
& A8A Rules

B ey s Fitsr: [Pesr 10 address = | | -l R Clear
I E‘;‘i‘tiewei s | Source IP Address | Password | Mode Add
Bl i "IDefault Default |Local [Listener
gl dentity ontions 104.32.241  Default Default  Local Listener Edit
A 104.52.292  Defauk Default  Local Listener

Tder

[ Obiects
[ Unified Communications
-1 Advanced

Delete

10.4.15.254 Defaulk Default  Local  Liskener

Default Source:  [10.453.426
Default Password; [P
Confirm Password: [Fessrme
Retry Timer: m seconds
Reconcle Tmer: | 120 seconds

&a Device Setup
gﬂ Firewall

Remote Access WP
s Server Group Setup

@ Eileiiogialan Server Group Mame: |15E-Group - I Manage...

a“ﬁ Refresh Environment Data | Import FAC... |

% Device Management

» Apply Reset

& Active admin s | @R | | | &|uisnas2iazemest

Configure firewall policy

In the Cisco SBA--Data Center Deployment Guide, organizational servers
were defined. In this procedure, you will create policy to limit access to each
server based on SGTs. In this example, you will create a rule for the server
for the IT group.

Step 1: In Cisco ASDM, navigate to Configuration > Firewall > Access
Rules.

Step 2: Click Add.
Step 3: From the Interface menu, choose Any.
Step 4: Select the Permit action.

Step 5: In the Source Criteria section, enter any for the Source, and then
click the ellipses at the end of Security Group.
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Step 6: Choose Existing Security Group.

Step 7: SelectIT_Users, and then click Add.

& Browse Security Group

" Existing Security Group Object Groups: Selected Security Group:

M. Count | S ity T Dy ti
% add B Ede [ Delete ‘ @, Where Used £ L2 ) SERLLA7 I CESHEHE

Fiter: [ Fiter|Clear]

name 4| count [ Security...| Description [

Add =2
(% Existing Security Graup:
<< R
Filter: [ Fiter|Clear ﬂ

Security Name
& anv 65535
& Finance_Users 5

8 HR_users

& Network_Devices
& Research_Users
& Urknawn

Security Tag |

[SICAEN I

" Create new Security Group member:

Security Tag/Mame: |

Security Type: ITag =

4 L |
OK I

Concel | Help

Step 8: Click OK. The Add Access Rule window opens.

Step 9: In the Destination Criteria section, click the ellipses for the
Destination.

Step 10: Double-click IT_Web_Server, and then click OK. The Add Access
Rule window appears.
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Step 11: For the service, enter tcp/http, tcp/https, and then click OK.

g% Add Access Rule
I.. Any - - |

Ackion: % Permit  { Deny

Inkerface:

Source Crikeria

Source: Iany _I
Lser; I _I
Security Group: IIT_LIsers J

Destination Criteria

Destination: IIT_Web_Server

Security Group: I

L L L

Service! |tcp,|'htth tep/https

Descripkion:

[+ Enable Logging
Logging Level: IDeFauIt - l

More Options

<«

o]

Cancel | Help |

Step 12: Repeat Step 2 through Step 11 for each server that you wish
to create an SGT policy for. In this deployment, the remaining groups are
Finance, HR, and Research.
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Monitoring SGTs on Cisco ASA

You will use ASDM to verify SXP is working properly and SGTs are being
passed to Cisco ASA.

Step 1: In Cisco ASDM, navigate to Monitoring > Properties > Identity by
TrustSec > SXP Connections. This shows all the current SXP connections
to the ASA.

Monitoring = Properties > Identity by TrustSec > SXP Connections [m}

SGT Exchange Protocol (SXP) Connections:

SHP: Enabled
Highest version: z

Default password: get
Default local IP:  10.4.53.126
Reconcile period: 120 secs
Retry open period: 120 seos

Retry open timer: Hot Bunning
Total mumber of 3HP commections: §

Total mumber of SXP conmections showm: &

Peer Connection Status:

Filter: IPeer IF Address LI I

J Filter: Clzar |

Peer I Source | Statusl \-'Brswonl Rale I Instance #I Password | Reconcile Timer | Delete Hold-down T\marl Last Changed I
10,415,254 10,4,53,126 On 2 Liskener 3 Default Mot Running Mak Running 0:16:51:58 (dd:hrimm:sec)
10.4.46,64 10,453,126 On 2 Listener 2 Default Mot Running Mot Running 2117:05:54 {dd:hrimm:sec)
104.635.28 10.4.53.126 On i Listerer 1 Default Mot Running Mok Running 2:71:23:50 (dd:hr:mm:sec)
192,168.3.1 10.4.53.126 On 2 Liskener 1 Default Mot Running Mak Running 22112452 (dd:hr:mm:sec)
192,168.4.1 10,453,126 ©On 2 Listener 1 Default Mot Running Mot Running 212112452 {dd:hrimm:sec)

Step 2: In Cisco ASDM, navigate to Monitoring > Properties > Identity by
TrustSec > IP Mappings. This shows all the current IP to SGT mappings
passed to the ASA.

Monitoring = Properties = Identity by TrustSec = IP Mappings O

Security Group IP Mapping Table:
Tatal number af Security Group IP Mappings: z
Tokal number of Security Group IP Mappings shown: 2

Fier: [TaG =
Tag | hame I IP Address I

3 HR._Users 10,4.57.50
4 IT Users 10.4.2.14

Filter: | Clear |

irhere Used. .. |
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Procedure 10 Monitoring SGTs on the switches

From the command line of the switch, you monitor SXP connections and the
SGT assignments using a few show commands.

Step 1: Verify the SGT assigned to a switch port after user authorization on

an access layer switch.

show authentication session interface <interface>

A3750X#show authentication session interface GigabitEthernet

2/0/1

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

SGT:

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:
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GigabitEthernet2/0/1
0050.56b9.007c
10.4.2.13

alex.reed

Authz Success

DATA

Should Secure
Unsecure

multi-auth

both

Authentication Server
N/A

0004-0

N/A

N/A
0A040F06000001778A321722
0x00000B5D

0xCB000178

Step 2: Verify the SXP connections on a switch.

show cts sxp connections

D6500VSS#show cts sxp connections

SXP : Enabled

Highest Version Supported: 3

Default Password : Set

Default Source IP: 10.4.15.254
Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is not running

Peer IP 10.4.15.5
Source IP 10.4.15.254
Conn status : On

Conn version : 2

Local mode
Connection inst#
TCP conn fd

TCP conn password:

: SXP Listener

4
3
default SXP password

Duration since last state change: 11:20:31:22

Peer IP 10.4.15.6
Source IP 10.4.15.254
Conn status : On

Conn version 3

Local mode
Connection inst#
TCP conn fd

TCP conn password:

: SXP Listener

6
1
default SXP password

Duration since last state change: 11:20:31:22
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Peer IP 10.4.53.126 Step 3: Scroll down to the Security Information section.
Source IP 10.4.15.254 oo e
il o Eing ogout Refresh
Conn status On Cisco MONITOR TROLLER ~ WIR c ) s
. Monitor Clients > Detail <Back | Link Test | Remove |
Conn version 2
ST General | AVC Statistics |
Local mode SXP Speaker » Access Points _ _ z
A— Security Informatian
Connection inst# 1 > Statistics securty polcy Completed ves
» CDP Policy Type REM (WPAZ)
TCP conn fd 2 } Rogues Encryption Cipher CCMP (AES)

TCP conn password:

default SXP password

» Redundancy

EAP Type

FEAF

Clients SNMP HAC State Access
Duration since last state change: 11:20:31:22 (dd:hr:mm:sec) xﬂzzm éiiﬁj?;mgjw

Applion Brams Unavailable -
—————————————————————————————————————————————— Afd Override Flex ACL none
:M‘ O‘;’ES;”?E (s QL Unavailable
Al e
Peer IP 10.4.79.5 Redirect URL none
IPvd4 ACL Mame T
Source IP 10 . 4 . 15 . 254 IPvd ACL Applied Status  Yes
IPvE ACL Mame none
Conn S tatus On IPvE ACL Applied Status Unavailable
COHH vers ion 3 :Ex; Zrec:’f‘j\leter\lame default-mdns-profile
. Advertisement Count 0
Local mode SXP Listener d e
Connection inst# 1

ARA Override ACL Name
ALA Override ACL

nane

Next, verify SXP connections from the WLC.
TCP conn fd : 4

TCP conn password: default SXP password Step 4: In the web console, click Security.

Duration since last state change: 11:20:23:02 (dd:hr:mm:sec)

Step 5: In the navigation pane on the left, click TrustSec SXP.

"0 I 1ol I " onfiguration Ping Logout  Refresh
Total num of SXP Connections = 4 CISCO  MONITOR HELP  EEED
Security SXP Configuration Apply | _ New...
¥ AAR Total SXP
- = eneral Connections
Procedure 11 Monitoring SGTs on the WLC - RADILS swp stete  [Enabied 2]
Authentication
Accounting SHP Maode Speaker
. . Fallback Default
You use the GUI of the WLC to monitor the SGT assignments and SXP » TACACS+ Passors =
X LDAP etau 4.46,
connections. Local et Users sourcetp 1090
MAC Filtering e 120
. . . . . . Disabled Clients
First, verify the SGT assigned to a client after user authorization on a WLC. User Login polcies peer 17 Address Source Ip Address Connection Status
Fassword Policies 10.4.553.126 10.4.46.64 on -]

Step 1: In the web console, click Monitor, and then click Clients.

Step 2: Click the client MAC address. The Details window opens.
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Monitoring Network Access

1. View the Cisco ISE dashboard
Configure identity groups

Add a custom profile

Examining the authentication log
Create custom authentication reports

Identify endpoints

N @ o s N

Create device-type reports

The configuration of the network infrastructure is complete. Now it's time to
answer the what, when, where, and who questions regarding network access
by using the reporting functionality of Cisco ISE to gain a better understand-
ing of current activity on the network.

Cisco ISE is now configured to authenticate users and to profile endpoints
based on RADIUS and DHCP information. The reporting capabilities of
Cisco ISE allow you to determine what type of device is connecting to your
network, when it connects, and where it connects from. Also, you will know
who is connecting to your network and what authentication method was
used.

View the Cisco ISE dashboard

The first place to view this information is on the Cisco ISE home dashboard.
It gives a summary view of the health status of the servers in the group, how
devices are authenticating, and what types of devices have been profiled.

Step 1: On the menu bar, click Home.
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Step 2: If you want to view additional information for a section, click the
upper-right corner of that section. The section expands.

alvaln

CISCO  Identity Services Engine ise-1 admin Logout Feedback

@ Home Operations v  Policy v Administration v
Metrics a

Active Endacints Active Guests Pasture Compliance Mean Time To Remedicte Profiled Endpoirts
3 0 0% 0.0 sec. 2

il 1 =0~ T — e ] wah

System Summary 0 Identity Stores (PIP) 0 Authentications [
s Utilization and Latency 24k v Natne Authentications  24h v I
cPU Memory  Latsnoy = Internal Endpoints Tatal 200 s
a8 - B reemel Endpoint Al . 17s Last o4 Hows  Last 60 Minuees
@ w0 il 7 Distnbutan By

E ise-2
Authentication Faiure & Profled Endpoints ' Posture Compliance =3

Tatal © |I“.|m.\||m|| . ‘ Unique 2 | Passed 0%

v Last 60 Minutas Last 24 H Last 60 Minutas
MTTR 0.0sec
Distribution By Distibution by Last 24 Hours Last 60 Minutas
isert e e Mo Data Availabls Distribution of Failure by:
Profile [ R o8 Mo Data Available
tdentity Group [ Reason e Dats Avsilzble
€ Help Alarms @ 3 4 0@ 2 | 2 Notifications (0)

Configure identity groups

Cisco ISE has more in-depth reporting options to give more details on the
devices connecting to the network. To help identify the endpoints, you can
use identity groups to classify profiled endpoints and to generate reports.

The example below describes how to do this for an Apple iPad. The proce-
dure for other types of devices is similar.

Step 1: In the menu bar, mouse over Policy, and then choose Profiling.

Step 2: Click Apple-iPad. This enables you to edit this policy.
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Step 3: Select Create Matching Identity Group, and then click Save.

isel  admin  Logout  Feedback

Adrministration ¥ ©0 Task Mavigater + €3

|£) Authentication  [@] Authorization | [« Profing | [@) Posture  [5) Clent Provisoning [ Security Graup Access o, Policy Elements

Frofizr Policy List = Apple-iPad

p
Profiling Profiler Policy

( 2]
== & *Narme | Apple-Pad Description | Policy for spple iPads
» [ Profiing Policies Policy Enabled
* MMM Certaity Factor (valid Range 1 to 65535)

* Exception Action

* Netwiork Scan (NMAP) Action

@ Create Matching Identity Group
O Use Hierarchy

* Parent Policy | Apple-Device ~
o Rules
8
2 lirfconcition | Apple-iPadRule2Checkz < | Then [ Certainty Factor Incresses -] [0 || & -
| If Condition | (Apple-iPadRulet Checkl _AND_Apple-MacBo <> | Then [ certanty Factor Increases -]
G-
B (Rt |

You can repeat these steps for other endpoint types as needed. You can
also investigate the rules used to profile the endpoint to understand the
process. In the case of the Apple iPad, Cisco ISE uses two rules. One is
based on DHCP information, and the other is based on HTTP.

Add a custom profile

Although there are many pre-defined profiles, you may find that a device
you want to profile doesn't have an existing profile. You can create a new one
by using unique characteristics of the device. Review some of the existing
profiles to get an idea of the options and methods available to you for device
profiling.

The example below creates a profile for the Amazon Kindle Fire by using
information obtained from the device’'s DHCP request and from HTTP
requests.

Step 1: Connect to https://ise-1.cisco.local.

Step 2: Mouse over Policy, and then, from the drop-down menu, choose
Profiling.

Step 3: Click Add.

Step 4: Give the policy the name Kindle-Fire and a description.
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Step 5: In the rules section, next to Conditions, click the + symbol, and then
click Create New Condition (Advance Option).

Step 6: In the Expression list, next to DHCP, click the > symbol, and then
choose host-name.

afualn

€ISEO  Identity Services Engine ise-1  admin  Logout Fesdhad

f Home Operations v  Policy v Administration v 0 Tagk Navigater + €3

|2 Authentication  [@] Authorization | [ Profing | [) Postre  [&) Cllent Provisioning | 5) Security Group Access % Policy Elements

DHCP

Profier Policy List = New Prafiler Palicy
Profiler Policy

Profiling

AP .
e *Name | Kindle-Fire: | e
Palicy Enabled I w dhep-message-type
u dhep-p q
* Minimurn Certainty Factor | 10
w dhep-requested-address
* Exception Action | MONE
* Metwork Scan (MWAP) Action | HOKE

@ create Matching Identity G w host-name

» [ Profiling Policies :

u dhepuser-class-id

& domain-name:

O Use Herarchy o name-servers

* Barent Policy | NOKE | pxeedlient-arch

. pee-client-machine-id

© Rules w pre-client-networkeid
41 B serverid
o Elf Condtion | Conditions = | Then | Certainty Factor "
| B vendordass =
Condition Name Expression E———
¢ [select atmibute O | | I [ B

Step 7: In the second list, choose CONTAINS, and then, in the final box,
enter kindle.

Step 8: Choose Certainty Factor Increases, and then set the value to 10.

Step 9: Click the gear icon at the end of the rule, and then select Insert new
rule below.

il
€ISCO  Identity Services Engine iss1 admin Logout Feedback

© Task Navigator ~ €

() duthentication  [8] Authorization | |14 Profing | [ Posture [ Clent Provisioning  [) Security Group Access ¢ Policy Elements

Proflr policy Lt = New Profiler Palicy
Profil .
rofiling Profiler Policy
[ £l
&=z & *Name | Kindle-Firs Description | Policy for Kindle Fire
» [ Profiing Palicies Policy Enabled I
* Minimum Certainty Factor (valid Range 1 to 65535)
* Network Scan (NVAP) Action | NONE -
@ Create Matching Identity Group
O Use Hierarchy
* Parent Policy | NONE -
< Ruks
©  {1f Condition [ DHCP_hostname_CONTAINS_kindle < | Then [ Certainty Factor Increases ~][10 1| & ~
Insert rew rule abowe
Carcel | . Ineert e Ul ol
Delete
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Step 10: Next to Conditions, click the + symbol, and then click Create New
Condition (Advance Option).

Step 11: In the Expression list, next to IP, click the > symbol, and then
choose User-Agent.

Al
€IS€0  Identity Services Engine

sl admin  Logour  Fesback

©0 Task Navigatar ~ €3

|2) Authentication  [s) Authorization | |4 Frofiing | [@) Posture |5 Client Provisioning |2} Security Group Access @, Policy Elements

Frofiler Folicy List > New Brofiler Rolicy
Profiling

Profiler Policy
| L |
Policy Enbled e EE - |
* Miimum Certanty Factor (vl = EndPoitSouce
* Exception Action | NONE - R
& Host
* Network Scan (NMAR) Action | NONE B
eip
® (reate Matching Identity Group
 mask
O use Hierarchy
u Portallser
Parent Policy [ HONE - o Lser-fgert
o Rules
Condition | DHGP_hostname_CONTANS kindle <> | Then | 1 &~
&1f Condition | Conditions = | Then | Certainty Factor Increases| i
| Condition Name Expression —————
g ¢ [select attrbute © | | 1 By

Examining the authentication log

Step 1: On the menu bar, mouse over Operations, and then choose
Authentications. The authentication log displays. The default option is to
display the last 20 records from the last 24 hours.

For devices that authenticated via MAB, the MAC address of the client is
listed as the user name and the endpoint. For devices that authenticated via
RADIUS, the user name is displayed.

If the device was able to be profiled, that information is displayed.

Step 2: In the details column of a record, click the magnifying glass icon.
This displays detailed authentication information for the record.

In the Authentication Summary section, the network device lists the IP
address and the port of the switch that the endpoint is connected to. There
is additional information such as the authorization profile that was matched,
the SGA security group assigned, and the authentication protocol.

Step 12: In the second list, choose CONTAINS, and then, in the final box,
enter kindle.

Step 13: Choose Certainty Factor Increases, set the value to 20, and then
click Submit.

is=1 admn Logout  Feedback

& Task Navigator + €3

[2] Authentication  [8] Authorization | [:§ Profing | [@) Postre  [5) Client Provisioning  [=) Security Group Access ¢ Policy Elements

i Profiler Policy List = New Profiler Policy
Profil .
R Profiler Policy
[ o] ;
= = *Name [ Kindle-Fire Description | Policy for Kindle Fire:
» [ Profiing Policies policy Enabled I
* pinimum Certainty Factor (Valid Range 1 to 65535)
* Exception Action | NONE -
* Network Scan (NVAP) Action | NONE -
@ reats Matching Identity Groun
O use Hierarchy
* paent ey
 Rues
£1f Condition | DHGP_host-name_CONTAINS _kindle < | Then [ certainty Factar Increases ~][1m 1| & ~
If Condliton | |P_UserAgent_CONTAINS_kindle < | Then | Certanty Factor Increases ~|[z0 || s =
==

cisco dentity Services Engine e

== Launch Interactive Viewer |

RADIUS Authentication Details

Shawing Page 1 of 1 |

Goto Page: Go
AAA Protocol » RADIUS Authentication Detail =

RADIUS Audit Session ID : 0a058570a0000003%512fb337
AAA session ID ise-1/144790336/4152
Date February 282013

Generated on February 28, 2013 11:44:24 AWM PST

Actions

Troubleshaot Authentication =

View Diagnostic Meseages

Audit Network Device Configuration
View Network Device Confiquration
Wiew Server Canfiguration Changes

Authentication Summary

Logged At February 26 2013 11:42:62 520 AM
RADIUS Status: Authentication succeeded

MNAS Failure:

Usemame: pat.jones

MAC/P Address: 40:30:04- 24 FE:A9

Network Device: DefaultNetworkDevice : 10.5.87.10
Allowed Protocol Default Network Access

Identity Store

Autharization Profiles:  Finance_Users
SGA Security Group: Finance_Users
Authentication Protocol : EAP-TLS
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You can find additional details, such as the Identity Group and Identity
Policy, in the Authentication Details section.

" Identity Services Engine -

ST Launch Interactive ¥iewer T

RADIUS Authentication Details

Showing Page 1 of 1 Goto Page: Go
. . =
|§Authen(\:a(ion Details
Logged At February 28 2013 11:42:52 820 AM
Occurred Af February 28 2013 11:42:52 820 AM
Server ise-l
Authentication Method dotlx
EAF Authentication Method EAR-TLE
EAF Tunnel Method
Usemame Dpat jones
RADIUS Usemame pat jones
Calling Station ID A40:30:04: 24 EE: A3
Framed P Address:
Use Case
Network Device: DefauttietworkDevice
Netwark Device Groups Device Typed#all Device Types Location#All Locations
MNAS IP Address: 10,587 10
MAS Identifier RE208-WLC2504
MNAS Port: 13
MAS Port ID:
MNAS Port Type: ‘Wirelegs - IEEE 802.11
Allowed Protocol. Default Network Access
Senice Type: Framed
Identity Store
Authorization Profiles: Finance_Users
Active Directory Domain:
Identity Group RegisteredDevices
Allowed Protocol Selection Matched Rule: Wireless-Dot1X
Identity Policy Matched Rule: EAP-TLS
Selected Identity Stores
Authorization Policy Matched Rule Finance SGT
SGA Security Group: Finance_Users
ALA Session 1D ise-1/144780336/4152
Audit Session 1D 0a05670a0000003951 2337
Tunnel Details: Tunnel-Typ g=0) WLAN,TI -Medi Typi g=0) 802, Tunnel-Privats p-D=(tag=0) 104
Cisco-AFairs: audit-session-id=0a0557 00000003951 2fh337
D Port=1812 P I=Radius Framed-
00, State=37 CPMSessionlD=0a05670a0000003951 2fb337,30Session|D=ise-1/144790336/4162; Airespace-
Wian-ld=1 E: I cisco. o cisco ¥
Other Attributes: [t CETLeHHET

Jusers CPMSession|D=0305570a00000039512f337 EndPointMACAddre se=40-30-04-24-EE-A3 EndPointMatchedProfile=Apple-
iPad HostldentityGroup=Endpoint Identity Groups:RegisteredDevices Device Type=Device Type#All Device
Types Location=Location#All Locations Device IP Address=10.5 87 10 Called-Station-D=0c-85-25-df-76-d0: WLAN-
Data_LabB_RS208

Posture Status NotApplicable

EPS Status

< |_>l;I

Step 2: In the left pane, select AAA Protocol.
Step 3: Select RADIUS Authentication.

Step 4: Click Run. Different time ranges for producing the default report are
displayed.

Step 5: If you wish to use one of the default time ranges, choose that time
range.

alaln
€IsCo  Iden

ise-1 admin  Logout  Feedback

HD Authentications g Endpaint Protection Service & Mlams | Reports | 4 Troubleshoot

Favorites  Shared  [Catalog | System

AAA Protocol
Reports
u AdA Protocol
& lowed Protacol Fiter o | _ClearFiltsr
o Server Instance
Report Name = Tipe Modified At
o Endpaint
€ AAA Diagnostics Syster Report Mon Feh 27 23:41:09 PST 2012
o Fallurs Reason € Authentication Trend System Report Mon Feb 27 23 41:08 PET 2012
o Network Device ©  RADIUS Accounting Systermn Report Mon Feh 27 23:41:.08 PST 2012
o User g- EE i ﬁ EEEEAEEAEE
1 Security Group Access Run | Add ToFaverite | Deleis Reset Reports
W Session Directory Last 30 Min
o Fosture Last Hour of type 'System Report', hover mouse over the 'Report Name' to view the report description
W Endpoirk Probection Service Last12Hours b ot Name! to run repart for taday:
TOGEEL leport and click on "Run’ button to select additional options
: Yesterday
3 Last 7 days
o Last 30 days
Query And Run

Similar data can be found for endpoints that have authenticated with MAB.
The MAC address is displayed for these records as the identity.

Procedure 5 Create custom authentication reports

The default authentication log view is limited to displaying only the most
recent entries. To get in-depth reporting, you need to create a custom
report.

Step 1: Onthe menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.
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If you wish to select a time range that is not listed, choose Query and

Run. All the parameters available for the report display. After choosing the

parameters you want, click Run to generate the report.

Figure 2 - RADIUS report parameters

Run Report

User:

MAC Address
Identity Group:
Device Marne
Device IP

Device Graup
Allowed Protocol:
Identity Stare
Server:

Failure Reason

SGASGT

Include SGAEmvironment
Radius Audit Session ID
Session 1D
Authentication Status:
Authentication Method:
Time Range:

Start Date:

End Date

Run Cancel

Clear

Select | Clear
Clear
Clear
Clear

Show only SGASGT Assignments: [

a

Pass OrFail -

Today -

B (rmiddiyyy)
B (rmiddinend

Step 3: Select Endpoint Profiler Summary, and then click Run.

Step 4: Select the desired time period to run the report.

alualn
€ISCO  Identity Services Engine el admn Logout Feedback

A Home Operations v Policy v Adminstration ¥ ©0 Task Mavigatar + €3

|8 Authentications g Endpoint Protection Servica © alarms i Reports | 4 Troublashoot

Favarites Shared Catalog System

e Endpoint
o AL Protocol
& Allwed Protocol Filter: o | _clearFilter
o Server Inskance
Repart Name - Tipe Modified At
Endy ik
O] (AL € Endooint MAC Authentication Summa System Report  Mon Feh 27 23:41:00 PST 2012
W Failure Reason o
 Network Device ¢ Endpaint Time Ta Profie System Report  Mon Feb 27 23:41:08 PST 2012
o User C Tonn By Endpoint Calling Station 1D SysternReport  Mon Feb 27 23:41:08 PST 2012
W Security Group Access © Ton i By Machine Systern Report  Mon Fe 27 23:41:08 FST 2012
o Session Dirsctory Run ~| AddToFaverite | Delete Reset Reports
u Posture Today
& Endhoin Protection service Yesterday of type 'System Repart', hover mouse over the 'Report Name' to view the report description
Last7days oot Mame! to run repart for today.

1 Last30days lonnrt and click on 'Run’ button to select additional options

- Query And Run

|

Step 5: Once the report is generated, you can view the details of a profiled
endpoint by clicking the magnifying glass icon.

The details given in the summary section are the MAC address, the endpoint
policy, and the identity group for the endpoint. Additional details, such as IP
address and network access devices, are available in the Endpoint Details
section. For wireless and remote-access VPN endpoints that authenticated
with RADIUS, the user name is also listed.

Figure 3 - Endpoint profile summary

Identify endpoints

Using information gleaned from the RADIUS and DHCP requests, Cisco

Profiler Summary Profiler History

Logged At : Feb 28, 2013 11:39 AM Day Endpoint policy

Server ise-1 Feb 28, 2013 11:39 AM Apple-Device

Eeatl ifﬂtg‘” ‘St‘"GBS”"B Cra"ge ar Feb 28,2013 11:39 AM Apple-iPad
utharization Regues

Endpoint MAG Address R Ee e (R 2008 .58 P oilesbeiic

Endpoint Policy Apple-Pad Feh 27,2013 1:39 PM Apple-iPad

Certainity Metric

Endpoint Matched Policy : Apple-iPad

Identity Group Apple-iPad

ISE can identify what types of devices are connecting to the network. This
can assist in determining the network security policy based on the type of
device thatis in use.

Step 1: Onthe menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, click Endpoint. This displays the available endpoint
reports.
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Figure 4 - Endpoint Details

S ——————— Procedure 7 Create device-type reports

Generated on February 28, 2013 5:01:30 PM PST

[taIit Se=ET G § SEELPEEEaES You can create reports to identify specific devices based on the identity
[ — groups configured previously. This example uses the group created to

Endpoint S : H H .
Endooint OUI oo, identify Apple iPads.
Endpoint Host Mame :
Endpaint Subnet

Eraro- st Step 1: On the menu bar, mouse over Operations, and then, in the Reports
Enduoin:amesonr section, choose Catalog.
Endpoint Property CPMSession|D=0a05570a00000038512fh262

Event-Timestamp=1362080365
MetworkDeviceGroups=Device Typedall Device Types .
Location#All Locations N

cisco-av-pairaudit-session-id=0a05570400000035512fk262 Step 2' | n th e |eft pa ne,c | IC k AAA P rOtOCO I
dhep-option=host-name=5BA-Pad2

nas-update=true

e Step 3: Select RADIUS Authentication.
AcsSessionlD=ise-1/144790336/4 148

Device Type=Device Typed#all Device Types
Senice-Type=Framed .
Mg e Step 4: Click Run, and then choose Query and Run.
LastNmapScanTime=0

Acct-Delay-Time=0
AuthenticationMethad=MSCHAPY2 il

EapAuthentication=EAP-MICHAPY2 €ISCO  Identity Services Engine ise-1 admin  Logout Feedback
MetworkDeviceName=DefaultNetworkDevice

TunnekType=(tag=0) YVLAN
NAS-Part-Type=Wireless - IEEE 802.11 B Authertications @) Endpoint Protection Senvice & Alams | Reports | e Troubleshoat
RegistrationTimeStamp=0
Acct-Session-Id=512b26f40-30-04:24: e a9/27 Favortes  Shared [TCHERET) System
PastureAssessment Status=NotApplicable
IdentityGroupID=1104cball-237 o-11e2-all44-005056a25d5d ABA Protocol
Tatal Certainty Factor=30 Reparts
User-MNare=pat jones o Ad4 Protocol
Authenticationldentity Store=AD1
Allowed Pratocol -
WatchedPolicylD=70024e80-befb-11 e1-baE3-0050568e0020 & AlenedProiaco Fitier: o | _ ClearFilter
Bzg‘;a‘:ff‘w‘gmd’%s:m 4.48.41 ¢ SE:E' e Report Name - Tiee Modified At
-Pon= 0 Endpoint
_ AfA Diannostics
Class=CACS 0a05570a0000003051 216252 iss-1/14479033544148 & Falre Resson O baA Diaanostks EEEIREE Hon Feb 27 234109 PST 2012
Acct-Session-Time=1 € Authentication Trend System Report Mon Feb 27 23:.41:08 ST 2012
ADDomain=cisco. local  Network Device € RADIUS Accounting System Report Mon Feh 27 23:41:09 PST 2012
NmapScanCount=0 o User & RADIUS i
EndPointMACAddress=40-30-04-24-EE-A3
W Sacutity Group ACCess

Tunnel-Private- Group-ID={tag=0) 104 ¥ SR Run | AddTo Favorite | Delote | Reset Reports

erviceSel R badBEnl i, Dot1X W Session Directory Last 30 Min
PortalUser= o Posture Last Hour of type 'System Report', hover mouse over the 'Report Name' to view the report description.
Requestlatency=2 0 Endpoint Pratection Service Last12Hours §oport Name' to run report for taday
Tunnel-Medium-Type=(tag=C) 802 TGE leport and click on "Run' button to select additional options
EapTunnel=PEAP r ‘Yesterday
AuthState=Authenticated 5 Last 7 days
Airespace-Wilan-ld=1 : Last 30 days
Acct-Input-Octets=0 Query And Run
PostureStatus=Unknown

Acct-Authentic=RADIUS
host-name=SBA-Pad2
FirstCollection=136208037 2532

EndPariPolcylD=TO024e) b1 121-b383.00S0565:0025 Step 5: For the identity group you want to query, next the Identity Group
ol beaionlialy field, click Select. A search window appears.

attribute-52=00:00:00:00
t ionPalicy iRule=Finance SGT
IdentityPolicyMatchedRule=Default
MesgageCode=3002 . .
;a}\nmtm‘itgra(apzuuku?.uuuuu Step 6: Leave the search field empty, and then click Select. The search
returns all groups.

Acct-Output-Octets=0
DeviceR:

B d

SelectedAuthorizationProfiles=Finance_Users
Frarmed-MTU=1300
IdentityAccessRestricted=false
ionldentit D1
ExtemalGroups=cisco local/users/financel
cisco. localiusers/pos-userst
cisco. localfusers/hyod provisioning!
cisco. localfusers/domain userst
cisco. localfbuiltinfusers
Responge={User-Name=pat jones; State=ReauthSession:0a05570500000038512b262;
Class=CACS:0a05570a000000385121h262 ise-1/144790336/4148; Termination-Action=RADIUS-Request; cisco-
av-pair=cts:security-group-tag=0005-0; MS-MPPE-
Send-Key=56:3c:al:08:52:72:61:37 a3 4a:h1:f4:72:30:39:41:14:56: e8:d3:Bc:ad:28:d1:f4:f1 .67:05:37 :b5: 1b:bf;
M3-MPPE-
Recv-Key=eb:c8:e1:08:1a:ca:86:0f 1d:ae cd:0b:63:8b:02:2f 5a:60:8a:34:4a:86:74:38:d1:96:62:ae:08:23:27 Oc; }
Location=Location®All Locations
PalicyWersion=13
Device IP Address=10.5.87.10
State=37 CPMSession|D=0a05570200000038512fb2624 305ession|D=ise-1/144790336/4148\,
NrmapSubnetScanlD=0
Acct-Output-Packets=0
Called-Station-1D=3¢-ce-73-d9-9c-20

February 2013 Series Deployment Details



Step 7: Select the group Profiled:AppleiPad, and then click Apply.

Search Filter: | Searchl

Criteria
0 Blacklist |
© Guest
 Profiled
 Profiled:Android o
Q@ Profiled:Apple-iFad
Profiled:Apple-iPhone
-
Apply | Cancel |
@ Select Identity Groups
Step 8: Select a time range for the report, and then click Run. The report
generates.
Figure 5 - Sample report
AAA Protocol » RADIUS Authentication
Identity Group Profiled: Apple-iPad
Authentication Status : Pass or Fail
Date : January 29,2013 - February 27 2013 {Last 30 Minutes | Last Hour | Last12 Hours | Today | Yesterday | Last 7 Davs | Last 30 Days )
Generated on February 28, 2013 5:24:43 P PST
Y=pass  X=Fail X=click for details 1% =Mouse aver item for additional infarmation
RADIUS NAS MAC/P Authenticati
Logged At Status Failure Details Event Username Aaiess Allowed Frotocal Service Type . pfgl;aﬂlmn
Feb27 13 1:39:24.237 PM ¥ o ’::'égzg‘d';?m” patjones 403004 24-FE-AY Default Netwark Access Framed PEAP (EAP-MSCHAPYZ)
p Authentication
Feb 27,13 1:39:17.342 PM L4 2 uccesded pat.jones 40:30:0424EEAD Default Metwork Access Framed PEAP (EAP-MSCHAPY2)
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Appendix A: Product List

Network Management

Functional Area Product Description Part Numbers Software
Identity Management Cisco Identity Services Engine Virtual Appliance ISE-VM-K9= 11.2.145
Cisco ISE Base License for 2500 Endpoints L-ISE-BSE-2500=
Cisco ISE Base License for 3500 Endpoints L-ISE-BSE-3500=
Cisco ISE Base License for 5000 Endpoints L-ISE-BSE-5K=
Cisco ISE Base License for 10,000 Endpoints L-ISE-BSE-10K=
Cisco ISE Advanced 3-year License for 2500 Endpoints L-ISE-ADV3Y-2500=
Cisco ISE Advanced 3-year License for 3500 Endpoints L-ISE-ADV3Y-3500=
Cisco ISE Advanced 3-year License for 5000 Endpoints L-ISE-ADV3Y-5K=
Cisco ISE Advanced 3-year License for 10,000 Endpoints L-ISE-ADV3Y-10K=
Network Management Cisco Prime Infrastructure 1.1 R-PI-1.1-K9 4.2
Prime Infrastructure 1.1 Software — 50 Device Base License R-PI-1.1-50-K9
Prime Infrastructure 1.1 Software — 100 Device Base License R-PI-1.1-100-K9
Prime Infrastructure 1.1 Software — 500 Device Base License R-PI-1.1-500-K9
Prime Infrastructure 1.1 Software — 1K Device Base License R-PI-1.1-1K-K9
Prime Infrastructure 1.1 Software — 2.5K Device Base License R-PI-1.1-2.5K-K9
Prime Infrastructure 1.1 Software — 5K Device Base License R-PI-1.1-5K-K9
LAN Access Layer
Functional Area Product Description Part Numbers Software

Modular Access Layer

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Switch

Cisco Catalyst 4500 E-Series Supervisor Engine 7L-E

WS-X45-SUP7L-E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+ ports

WS-X4648-RJ45V+E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+ UPoE
ports

WS-X4748-UPOE+E

3.3.0.5G(15.1-1SG)
I[P Base license
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Functional Area

Product Description

Part Numbers

Software

Stackable Access Layer
Switch

Cisco Catalyst 3750-X Series Stackable 48 Ethernet 10/100/1000 PoE+ ports

WS-C3750X-48PF-S

Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 PoE+ ports

WS-C3750X-24P-S

Cisco Catalyst 37560-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE
I[P Base license

Standalone Access Layer
Switch

Cisco Catalyst 3560-X Series Standalone 48 Ethernet 10/100/1000 PoE+
ports

WS-C3560X-48PF-S

Cisco Catalyst 3560-X Series Standalone 24 Ethernet 10/100/1000 PoE+
ports

WS-C3560X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE
IP Base license

Stackable Access Layer
Switch

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Two
10GbE SFP+ Uplink ports

WS-C2960S-48FPD-L

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Four
GDbE SFP Uplink ports

WS-C2960S-48FPS-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Two
10GbE SFP+ Uplink ports

WS-C2960S-24PD-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Four
GbE SFP Uplink ports

WS-C2960S-24PS-L

Cisco Catalyst 2960-S Series Flexstack Stack Module

C2960S-STACK

15.0(2)SE
LAN Base license

Wireless LAN Controllers

Functional Area

Product Description

Part Numbers

Software

On Site, Remote Site, or
Guest Controller

Cisco 5500 Series Wireless Controller for up to 500 Cisco access points

AIR-CT5508-500-K9

Cisco 5500 Series Wireless Controller for up to 250 Cisco access points

AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points

AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points

AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points

AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points

AIR-CT5508-12-K9

Cisco 5500 Series Wireless Controller for High Availability

AIR-CT5508-HA-K9

7.4100.0
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Functional Area Product Description Part Numbers Software
On Site Controller, Guest Cisco 2500 Series Wireless Controller for up to 50 Cisco access points AIR-CT2504-50-K9 7.4.100.0
Controller Cisco 2500 Series Wireless Controller for up to 25 Cisco access points AIR-CT2504-25-K9
Cisco 2500 Series Wireless Controller for up to 15 Cisco access points AIR-CT2504-15-K9
Cisco 2500 Series Wireless Controller for up to 5 Cisco access points AIR-CT2504-5-K9
Wireless LAN Access Points
Functional Area Product Description Part Numbers Software
Wireless Access Points Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602I-x-K9 7.4.100.0
Internal Antennas
Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602E-x-K9
External Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP26021-x-K9
Internal Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP2602E-x-K9
External Antennas
Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n with | AIR-CAP1602]-x-K9
Internal Antennas
Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n with | AIR-CAP1602E-x-K9
External Antennas
Data Center Services
Functional Area Product Description Part Numbers Software
Firewall Cisco ASA 5585-X Security Plus IPS Edition SSP-40 and IPS SSP-40 bundle | ASAB585-S40P40-K9 ASA 9.0(1)
Cisco ASA 5585-X Security Plus IPS Edition SSP-20 and IPS SSP-20 bundle | ASA5585-S20P20X-K9 | IPS 71(6) E4
Cisco ASA 5585-X Security Plus IPS Edition SSP-10 and IPS SSP-10 bundle | ASA5585-S10P10XK9
Data Center Virtualization
Functional Area Product Description Part Numbers Software
Virtual Switch Nexus 1000V CPU License Qty-1 N1K-VLCPU-01= 4.2(1)SV2(1.1)

Nexus 1000V VSM on Physical Media

N1K-VSMK9-404512=
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This appendix summarizes the changes to this guide since the previous
Cisco SBA series.

- We upgraded the Cisco ISE appliances to software version 1.1.2.145.

- We upgraded the Cisco Wireless LAN Controllers to software version
7.4100.1.

- We modified the Cisco ISE deployment such that it now consists of four
appliances—a primary and secondary policy service and administration
node, and a primary and secondary monitoring node.

- We added BYOD support for wired devices.

- We deployed the DHCP Profiling feature on the wireless LAN controllers
to simplify the profiling configuration and eliminate the need to send
copies of DHCP requests to the Cisco ISE appliances.

- We added support for the provisioning of Microsoft Windows and Apple
Mac OS X devices on both wired and wireless networks using the self-
provisioning portal feature in Cisco ISE. Provisioning includes configur-
ing the 802.1X supplicant and deploying digital certificates.

- We added Security Group Access (SGA) support to our deployment,
using Security Group Tags (SGT), Security Group Tag Exchange
Protocol (SXP), and Security Group Firewall (SG-FW) to enforce our
access policy.

- We added Cisco Nexus 1000v to the architecture in order to support
using SGA with virtualized desktops.
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