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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in February 2013 is
the “February Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco IOS, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlanoc4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a
complete system. This component-level approach simplifies system integration
of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides

BORDERLESS I 3

NETWORKS

LAN Design Overview
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About This Guide

This deployment guide contains one or more deployment chapters, which
each include the following sections:

= Business Overview—Describes the business use case for the design.
Business decision makers may find this section especially useful.

= Technology Overview—Describes the technical design for the
business use case, including an introduction to the Cisco products that
make up the design. Technical decision makers can use this section to
understand how the design works.

= Deployment Details—Provides step-by-step instructions for deploying
and configuring the design. Systems engineers can use this section to
get the design up and running quickly and reliably.

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

Dependent Guides

You Are Here

Wireless LAN
Deployment Guide

Additional
Deployment Guides

LAN Deployment Guide

What's In This SBA Guide
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Introduction

Business Overview

In today’'s modern society, people are increasingly mobile in all aspects of
their life. With the adoption of smartphones and tablets, the need to stay
connected while mobile has evolved from a nice-to-have to a must-have.
The use of wireless technologies can improve our effectiveness and
efficiency by allowing us to stay connected, regardless of the location or
platform being used. As an integrated part of the conventional wired net-
work design that provides connectivity while users are stationary, wireless
technology allows connectivity while we are going about our daily respon-
sibilities. Wireless technologies have the capabilities to turn cafeterias,
home offices, classrooms, and our vehicles into meeting places with the
same effectiveness as being connected to the wired network. In fact, the
wireless network has in many cases become more strategic in our lives than
that of our wired networks of yesterday. Given the dependency of wireless
networks on wired infrastructure, both are equally important in an overall
end-to-end architecture.

Technology Overview

This deployment uses a wireless network in order to provide ubiquitous data
and voice connectivity for employees and to provide wireless guest access
for visitors to connect to the Internet.

Regardless of their location within the organization, on large campuses, or at
remote sites, wireless users can have a similar experience when connecting
to voice, video, and data services.

Benefits

« Productivity gains through secure, location-independent network
access—NMeasurable productivity improvements and communication.

= Additional network flexibility—Hard-to-wire locations can be reached
without costly construction.

» Cost effective deployment — Adoption of virtualized technologies
within the overall wireless architecture.
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- Easy to manage and operate—From a single pane of glass, an organi-
zation has centralized control of a distributed wireless environment.

« Plug-and-play deployment—Automatic provisioning when an access
point is connected to the supporting wired network.

« Resilient, fault-tolerant design—Reliable wireless connectivity
in mission-critical environments, including complete RF-spectrum
management.

= Support for wireless users—Bring your Own Device (BYOD) design
models.

= Efficient transmission of multicast traffic— Support for many group
communication applications, such as video and push-to-talk.

This Cisco Smart Business Architecture (SBA) deployment uses a controller-
based wireless design. Centralizing configuration and control on the Cisco
wireless LAN controller (WLC) allows the wireless LAN (WLAN) to operate

as an intelligent information network and support advanced services. This
centralized deployment simplifies operational management by collapsing
large numbers of managed endpoints.

The following are some of the benefits of a centralized wireless deployment:

= Lower operational expenses—A controller-based, centralized archi-
tecture enables zero-touch configurations for lightweight access points.
Similarly, it enables easy design of channel and power settings and
real-time management, including identifying any RF holes in order to
optimize the RF environment. The architecture offers seamless mobility
across the various access points within the mobility group. A controller-
based architecture gives the network administrator a holistic view of
the network and the ability to make decisions about scale, security, and
overall operations.

= Improved Return on Investment—\With the adoption of virtualization,
wireless deployments can now utilize a virtualized instance of the wire-
less LAN controller, reducing the total cost of ownership by leveraging
their investment in virtualization.

- Easier way to scale with optimal design—As the wireless deploy-
ment scales for pervasive coverage and to address the ever-increasing
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density of clients, operational complexity starts growing exponentially.
In such a scenario, having the right architecture enables the network to
scale well. Cisco wireless networks support two design models, local
mode for campus environments and Cisco FlexConnect for lean remote
sites.

Figure 1 - Wireless overview
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Deployment Components

The Cisco SBA WLAN deployment is built around two main components:
Cisco wireless LAN controllers and Cisco lightweight access points.

Cisco Wireless LAN Controllers

Cisco wireless LAN controllers are responsible for system-wide WLAN
functions, such as security policies, intrusion prevention, RF management,
quality of service (QoS), and mobility. They work in conjunction with Cisco
lightweight access points to support business-critical wireless applica-
tions. From voice and data services to location tracking, Cisco wireless
LAN controllers provide the control, scalability, security, and reliability that
network managers need to build secure, scalable wireless networks—from
large campus environments to remote sites.

Although a standalone controller can support lightweight access points
across multiple floors and buildings simultaneously, you should deploy
controllers in pairs for resiliency. There are many different ways to configure
controller resiliency; the simplest is to use a primary/secondary model
where all the access points at the site prefer to join the primary controller
and only join the secondary controller during a failure event. However,

even when configured as a pair, wireless LAN controllers do not share
configuration information. Each wireless LAN controller must be configured
separately.

The following controllers are included in this release of Cisco SBA:

= Cisco 2500 Series Wireless LAN Controller—This controller sup-
ports up to 75 lightweight access points and 1000 clients. Cisco 2500
Series Wireless LAN Controllers are ideal for small, single-site WLAN
deployments.

= Cisco 5500 Series Wireless LAN Controller—This controller supports
up to 500 lightweight access points and 7000 clients, making it ideal for
large-site and multi-site WLAN deployments.

= Cisco Virtual Wireless LAN Controller—vWLCs are compatible with
ESXi 4.x and 5.x and support up to 200 lightweight access points across
two or more Cisco FlexConnect groups and 3000 clients total. Each
vWLC has a maximum aggregate throughput of 500 Mbps when cen-
trally switched with additional capacity achieved horizontally through the
use of mobility groups. The virtualized appliance is well suited for small
and medium-sized deployments utilizing a FlexConnect architecture.

= Cisco Flex 7500 Series Cloud Controller—Cisco Flex 7500 Series
Cloud Controller for up to 6000 Cisco access points supports up to
64,000 clients. This controller is designed to meet the scaling require-
ments to deploy the Cisco FlexConnect solution in remote-site networks.
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Because software license flexibility allows you to add additional access
points as business requirements change, you can choose the controller that
will support your needs long-term, but you purchase incremental access-
point licenses only when you need them.

Cisco Lightweight Access Points

In the Cisco Unified Wireless Network architecture, access points are
lightweight. This means they cannot act independently of a wireless LAN
controller (WLC). The lightweight access points (LAPs) have to first discover
the WLCs and register with them before the LAPs service wireless clients.
There are two primary ways that the access point can discover a WLC:

= Domain Name System (DNS)—When a single WLC pair is deployed in
an organization, the simplest way to enable APs to discover a WLC is by
creating a DNS entry for cisco-capwap-controller that resolves to the
management IP addresses of WLCs.

= Dynamic Host Configuration Protocol (DHCP)—Traditionally, when
multiple WLC pairs are deployed in an organization, DHCP Option 43
was used to map access points to their WLCs. Using Option 43 allows
remote sites and each campus to define a unique mapping.

As the access point communicates with the WLC resources, it will download
its configuration and synchronize its software or firmware image, if required.

Cisco lightweight access points work in conjunction with a Cisco wireless
LAN controller to connect wireless devices to the LAN while supporting
simultaneous data-forwarding and air-monitoring functions. The Cisco
SBA wireless design is based on Cisco 802.11n wireless access points,
which offer robust wireless coverage with up to nine times the throughput
of 802.11a/b/g networks. The following access points are included in this
release of Cisco SBA:

- Cisco Aironet 1600 Series Access Points are targeted for small and
medium enterprises seeking to deploy or migrate to 802.11n technology
at a low price point. The access point features a 3x3 MIMO radio with
support for two spatial-streams.

Wireless networks are more than just a convenience; they are mission-crit-
ical to the business. However, wireless operates in a shared spectrum with
a variety of applications and devices competing for bandwidth in enterprise
environments. More than ever, IT managers need to have visibility into their
wireless spectrum to manage RF interference and prevent unexpected
downtime. Cisco CleanAir provides performance protection for 802.11n net-
works. This silicon-level intelligence creates a self-healing, self-optimizing
wireless network that mitigates the impact of wireless interference.
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This release of Cisco SBA includes two Cisco CleanAir access points:

- Cisco Aironet 2600 Series Access Points with Cisco CleanAir technol-
ogy create a self-healing, self-optimizing wireless network. By intelli-
gently avoiding interference, they provide the high-performance 802.11n
connectivity for mission-critical mobility and performance protection for
reliable application delivery.

- Cisco Aironet 3600 Series Access Points with Cisco CleanAir tech-
nology deliver more coverage for tablets, smart phones, and high-
performance laptops. This next-generation access point is a 4x4 MIMO,
three-spatial-stream access point, resulting in up to three times more
availability of 450 Mbps rates and performance optimization for more
mobile devices.

For more information on Cisco CleanAir, please read the Cisco SBA—
Borderless Networks Wireless LAN CleanAir Deployment Guide.

Introduction



Design Models

Cisco Unified Wireless networks support two major design models: local-
mode and Cisco FlexConnect.

Local-Mode Design Model

In a local-mode design model, the wireless LAN controller and access points
are co-located. The wireless LAN controller is connected to a LAN distribu-
tion layer at the site, and traffic between wireless LAN clients and the LAN is
tunneled in Control and Provisioning of Wireless Access Points (CAPWAP)
protocol between the controller and the access point.

Figure 2 - Local-mode design model
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A local-mode architecture uses the controller as a single point for managing
Layer 2 security and wireless network policies. It also enables services to be
applied to wired and wireless traffic in a consistent and coordinated fashion.

In addition to providing the traditional benefits of a Cisco Unified Wireless
Network approach, the local-mode design model meets the following
customer demands:

= Seamless mobility—In a campus environment, it is crucial that users
remain connected to their session even while walking between various
floors or adjacent buildings with changing subnets. The local control-
ler-based Cisco Unified Wireless network enables fast roaming across
the campus.

= Ability to support rich media—As wireless has become the primary
mode of network access in many campus environments, voice and video
applications have grown in significance. The local-mode design model
enhances robustness of voice with Call Admission Control (CAC) and
multicast with Cisco VideoStream technology.

= Centralized policy—The consolidation of data at a single place in the
network enables intelligent inspection through the use of firewalls,
as well as application inspection, network access control, and policy
enforcement. In addition, network policy servers enable correct classifi-
cation of traffic from various device types and from different users and
applications.

If any of the following are true at a site, you should deploy a controller locally
at the site:

- The site has a LAN distribution layer.
- The site has more than 50 access points.

- The site has a WAN latency greater than 100 ms round-trip to a pro-
posed shared controller.

In a deployment with these characteristics, use either a Cisco 2500 or 5500
Series Wireless LAN Controller. For resiliency, the design uses two wireless
LAN controllers for the campus, although you can add more wireless LAN
controllers in order to provide additional capacity and resiliency to this
design.
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Cisco FlexConnect Design Model

Cisco FlexConnect is a wireless solution for remote-site deployments. It
enables organizations to configure and control remote-site access points
from the headquarters through the WAN, without deploying a controller in

each remote site.

Figure 3 - Cisco FlexConnect design model

-

il

|
i

v -\
T4l ¥ VAl

-

Remote
Site

J

Remote
Site

-

J

\
Data

-

Remote
Site

J

m. CAPWAP

If all of the following are true at a site, deploy Cisco FlexConnect at the site:
The site LAN is a single access-layer switch or switch stack.

= \\/ireless Data
= \\/ireless Voice

The site has fewer than 50 access points.

The site has a WAN latency less than 100 ms round-trip to the shared

controller.

February 2013 Series

The Cisco FlexConnect access point can switch client data traffic out its
local wired interface and can use 802.1Q trunking in order to segment
multiple WLANSs. The trunk native VLAN is used for all CAPWAP communica-
tion between the access point and the controller.

Cisco FlexConnect can also tunnel traffic back to the controller, which is
specifically used for wireless guest access.

You can use a shared controller pair or a dedicated controller pair in order to
deploy Cisco FlexConnect.

If you have an existing local-mode controller pair at the same site as your
WAN aggregation, and if the controller pair has enough additional capacity
to support the Cisco FlexConnect access points, you can use a shared
deployment. In a shared deployment, the controller pair supports both local-
mode and Cisco FlexConnect access points concurrently.

If you don't meet the requirements for a shared controller, you can deploy
a dedicated controller pair by using Cisco 5500 Series Wireless LAN
Controller, virtual wireless LAN controller, or Cisco Flex 7500 Series Cloud
Controller. The controller should reside in and be connected to the server
room or data center switches. For resiliency, the design uses two control-
lers for the remote sites, although you can add more controllers in order to
provide additional capacity and resiliency to this design.

High Availability

As mobility continues to increase its influence in all aspects of our personal
and professional lives, availability continues to be a top concern. The Cisco
SBA design models continue to support high availability through the use of
resilient controllers within a common mobility group.

With the advent of access point stateful switchover (AP SSO), the resiliency
of the wireless network continues to improve. By adopting the cost effective
AP SSO licensing model, Cisco wireless deployments can improve the avail-
ability of the wireless network with recovery times in the sub-second range
during a WLC disruption. In addition, AP SSO allows the resilient WLC to be
cost-effectively licensed as a standby controller with its access point (AP)
license count being automatically inherited from its paired primary WLC.

Operational and policy benefits also improve as the configuration and
software upgrades of the primary WLC are automatically synchronized to
the resilient standby WLC. Support for AP SSO is available on Cisco 5500
Series Wireless LAN Controllers and on Cisco Flex 7500 Series Cloud
Controllers.
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Multicast Support

Video and voice applications are growing exponentially as smartphones,
tablets, and PCs continue to be added to wireless networks in all aspects
of our daily life. Multicast is required in order to enable the efficient delivery
of certain one-to-many applications, such as video and push-to-talk group
communications. By extending the support of multicast beyond that of

the campus and data center, mobile users can now use multicast-based
applications.

The Cisco SBA design modes now fully support multicast transmission for
the onsite controller through the use of Multicast-Multicast mode. Multicast-
Multicast mode uses a multicast IP address in order to communicate
multicast streams to access points that have wireless users subscribing to
a particular multicast group. Multicast-Multicast mode is supported on both
the Cisco 2500 and 5500 Series Wireless LAN Controllers.

Remote sites that utilized the Cisco Flex 7500 Series Cloud Controller or
vWLC using Cisco FlexConnect in local switching mode can also benefit
from the use of multicast-based applications. Multicast in Cisco SBA
remote sites leverages the underlying WAN and LAN support of multicast
traffic. When combined with access points in FlexConnect mode using
local switching, subscribers to multicast streams are serviced directly over
the WAN or LAN network with no additional overhead being placed on the
Wireless LAN Controller.

In all Cisco SBA wireless design models, the multicast support that users
are accustomed to on a wired network is available wirelessly for those
applications and user groups that require it.

Guest Wireless

Using the organization’s existing WLAN for guest access provides a conve-
nient, cost-effective way to offer Internet access for visitors and contractors.
The wireless guest network provides the following functionality:

Provides Internet access to guests through an open wireless Secure Set
Identifier (SSID), with web access control.

Supports the creation of temporary authentication credentials for each
guest by an authorized internal user.

Keeps traffic on the guest network separate from the internal network in
order to prevent a guest from accessing internal network resources.

Supports both local-mode and Cisco FlexConnect design models.
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Figure 4 - Cisco SBA wireless overview
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You can use a shared controller pair or a dedicated controller in the Internet
demilitarized zone (DMZ) in order to deploy a wireless guest network.

If you have one controller pair for the entire organization and that control-
ler pair is connected to the same distribution switch as the Internet edge
firewall, you can use a shared deployment. In a shared deployment, a VLAN
is created on the distribution switch in order to logically connect guest traf-
fic from the WLCs to the DMZ. The VLAN will not have an associated Layer
3 interface or switch virtual interface (SVI), and the wireless clients on the
guest network will point to the Internet edge firewall as their default gateway.

If you don't meet the requirements for a shared deployment, you can use
Cisco 5500 or 2500 Series Wireless LAN Controllers in order to deploy a
dedicated guest controller. The controller is directly connected the Internet
edge DMZ, and guest traffic from every other controller in the organization
is tunneled to this controller.

In both the shared and dedicated guest wireless design models, the Internet
edge firewall restricts access from the guest network. The guest network is
only able to reach the Internet and the internal DHCP and DNS servers.

February 2013 Series
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Deployment Detalls

This deployment guide uses certain standard design parameters and refer-
ences various network infrastructure services that are not located within the
wireless LAN (WLAN). These parameters are listed in the following table. In
the “Site-specific values” column, enter the values that are specific to your
organization.

Table 1 - Universal design parameters

Network service Cisco SBA values | Site-specific values

Domain name cisco.local

Active Directory, DNS server, |10.4.48.10
DHCP server

Network Time Protocol (NTP) | 10.4.4817
server

SNMP read-only community | cisco

SNMP read-write community | ciscol123

Many organizations use the RADIUS protocol to authenticate users to both
their wired and wireless networks. These access control systems (ACS)
often integrate to a common local directory which contains specific informa-
tion regarding the user. Common examples include an LDAP based user
directory as well as Microsoft's Active Directory.

In addition to providing user authentication services, network components
such as switches, wireless LAN controllers, routers, firewalls and so forth
require administrative authentication and authorization when used by the
network administrator to perform maintenance and configuration support.

In order to provide a customizable granular authorization list for network
administrators as to the level of commands that they are permitted to
execute, the TACACS+ (Terminal Access Control Access Control System)
protocol is commonly used. Both TACACS+ and RADIUS protocols are
available when deploying the Cisco Secure ACS solution.

If your organization has an existing Microsoft RADIUS server that is used
to authenticate end user access for remote VPN, dial-up modem and so
forth, it may be a good choice to deploy the wireless user authentication

February 2013 Series

using the existing Microsoft RADIUS server. If however, your organization
requires both TACACS+ for administrative access and RADIUS for wireless
user authentication, the Cisco Secure ACS solution is the recommend
choice. Cisco Secure ACS interfaces directly to an existing Microsoft Active
Directory eliminating the need to define users in two separate authentication
repositories.

If you don't require a comprehensive ACS system that spans the entire
organization’s management and user access, a simple RADIUS server can
be used as an alternative to Cisco Secure ACS.

Configuring the RADIUS Server: Cisco Secure ACS

1. Create the wireless device type group
Create the TACACS+ shell profile
Modify the device admin access policy
Create the network access policy
Modify the network access policy

Create the network device

N o o s ®oN

Enable the default network device

For information about configuring the RADIUS server on Windows Server
2008, skip to the next process.

Cisco Secure Access Control System (ACS) is the centralized identity and
access policy solution that ties together an organization’'s network access
policy and identity strategy. Cisco Secure ACS operates as a centralized
authentication, authorization, and accounting (AAA) server that combines
user authentication, user and administrator access control, and policy
control in a single solution.

Deployment Details



Cisco Secure ACS 5.3 uses a rule-based policy model, which allows for
security policies that grant access privileges based on many different
attributes and conditions in addition to a user’s identity.

This guide assumes that you have already configured Cisco Secure Access
Control System (ACS). Only the procedures required to support the inte-
gration of wireless into the deployment are included. Full details on Cisco
Secure ACS configuration are included in the Cisco SBA—Borderless
Networks Device Management using ACS Deployment Guide.

It has been found that certain browsers may render Cisco Secure
ACS differently. In some cases, a browser may omit fields that
are required for proper configuration. It is recommended that you
refer to the following Secure ACS 5.3 release notes in order to
obtain a list of supported browsers: http://www.cisco.com/en/US/
docs/net_mgmt/cisco_secure_access_control_system/5.3/release/
notes/acs_53_rn.html#wp222016

Create the wireless device type group

Step 1: Navigate to the Cisco Secure ACS Administration Page. (Example:
https://acs.cisco.local)

Step 2: In Network Resources > Network Device Groups > Device Type,
click Create.

Step 3: In the Name box, enter a name for the group. (Example: WLC)

Step 4: Inthe Parent box, select All Device Types, and then click Submit.

Network Resources » Nefwork Device Groups » Device Type > Create

Device Group - General
2z Name: WLC
Description

1z Parent: All Device Types

# = Required fields
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Create the TACACS+ shell profile

You must create a shell profile for the WLCs that contains a custom attribute
that assigns the user full administrative rights when the user logs in to the
WLC.

Step 1: In Policy Elements > Authorization and Permissions > Device
Administration > Shell Profiles, click Create.

Step 2: On the General tab, In the Name box, enter a name for the wireless
shell profile. (Example: WLC Shell)

Step 3: On the Custom Attributes tab, in the Attribute box, enter role1.
Step 4: In the Requirement list, choose Mandatory.

Step 5: In the Value box, enter ALL, and then click Add.

Step 6: In the Attribute Value drop down, select Static

Step 7: Click Submit.

Nm acsadmin  ace (Primany)  LogOut kot Help

cisco Cisco

Devi

» My Workspace Policy Elements = Authorization and Permissio ic8 Admiristration = Shiel Profiles = Ecit: "WWLC Shell*

» &) Netwark Resources e e N —
General | Common Tasks | Custom Attributes

» @8 Users and Identity Stores
Common Tasks Atributes

| | [Atribute Requirement i Value

~ Session Conditions
Date and Time:

Manually Entered

ects Attribute Requiremen it

Value
rolel Mandatary AL | =

» [ Monitoring and Reports
» # Systern Administration

Add A Editv |[Replacen ][ Delete
Attribute

Requirement. Mandatary ~

Atiribute

e Static v
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Modify the device admin access policy

First, you must exclude WLCs from the existing authorization rule.

Step 1: In Access Policies > Default Device Admin >Authorization, click
the Network Admin rule.

Step 2: Under Conditions, select NDG:Device Type, and in the filter list,
choose not in.

Step 3: In the box to the right of the filter list, select All Device Types:WLC,
and then click OK.

General
Name: Metwork Admin Status: Enabled - 0
@ The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
|dentity Group: in Al Groups:MNetwork Admins
] NDG:Location: -ANY-
NDG:Device Type: notin + All Device TypesWLC
[Tl Time And Date: ~ -ANY-
Results
Shell Profile: Level 15
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Next, you create a WLC authorization rule.

Step 4: In Access Policies > Default Device Admin >Authorization, click
Create.

Step 5: In the Name box, enter a name for the WLC authorization rule.
(Example: WLC Admin)

Step 6: Under Conditions, select Identity Group, and in the box, select All
Groups:Network Admins.

Step 7: Select NDG:Device Type, and in the box, select All Device
Types:WLC.

Step 8: In the Shell Profile box, select WLC Shell, and then click OK.

Step 9: Click Save Changes.

General
Name: WLC Admin Status: Enabled - 0
@ The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
|dentity Group: in  All Groups:MNetwork Admins
] NDG:Location: -ANY-
NDG:Device Type: in « All Device Types:WLC
[Tl Time And Date: ~ -ANY-
Results
Shell Profile: WLG Shell

Deployment Details



Step 6: On the Service Selection Rules pane, click Customize.
Procedure 4 Create the network access policy
alal . oot cosdmin e rimary)  Logou At Help

el
cisco Cisco Secure

>4
L. . . » 1) Network Resources o) ) Rule base
Step 1: In Access Policies > Access Services, click Create. ¥ - S
» & polcysimans Filr. Sais - wanit Eaus - i -
o ;
N N ~ fotess Services ] [ €Hp | mD Protocol ‘Compound Condition condtons Senvice fese
Step 2: In the Name box, enter a name for the policy. (Example: Wireless L T & o ey menae  vo6seie MO TRsEAS
LAN) :BR::::m:C?;“ 2 [ © RuleWielessRADIUS -ANY- (RADIUS-IETF:Senvice-Type match Framed And RADIUS-IETF:NAS-Port-Tyne match Wireless - IEEE 802.11)  Wireless LAN
B ey 3 0 © Ruet mateh Radius AN Defautt Network Access
:?mmm 4 0 -] Rule-2 ‘match Tacacs -ANY- Default Device Admin
v Max User Session Policy
Step 3: Inthe Based on Service Template box, select Network Access - e | B :
. . » (13 Monitoring and Reports = [ Defaut Ifno rules defined or no enabled rule matches. DenyAccess
Simple, and then click Next. 8 sysenpanisiain e o ) e e T

Access Policies > Access Services > Create

General Allowed Protocols

Step 7: Using the arrow buttons, move Compound Condition from the

Step 1 - General Available list to the Selected list, and then click OK.
General
5 Name Wireless LAN Customize Conditions
Description Availahle: Selected:
Access Service Policy Structure ACS Host Mame Frotocol
© Based on service template  Network Access - Simple Device Filter Compound Caondition

Device IP Address

(E) Based on existing service Select Dievice Port Filter
) User Selected Service Type | Nelwork Access End Station Filter
MDG: Device Type
NDG:Location

Tirme And Date

Lzeiaze

[ et J| e J[ coner

Step 4: On the Allowed Protocols pane, ensure Allow PEAP and Allow
EAP-Fast are selected, and then click Finish.

Step 5: On the “Access Service created successfully. Would you like to

modify the Service Selection policy to activate this service?” message, click
Yes.
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Step 8: On the Service Selection Rules pane, select the default RADIUS
rule.

acsadmin

acs (Primary)  LogOut  About  Help

alvaln
cisco Cisco Se

» S My Vorkspace Access Policies > Access Services > Wireless LAN > Authorization

» L MetwarkResources Standard Policy| Exception Policy

» @ Users and Identity Stores T - iy
» S Policy Elements
& Filter: Status - MathIt Eeuals  + ~| [ clearFiner -
1
Contiitions Results
v RSB EERIRED il Status  Mame Hit Count
= Service Selection Rules

MDG-Location  Time And Date  MDG:Device Type Authorization Profiles

» O Default Device Admin 1
> O Default Nebwork Access
» O Remote Access VPR
= O \ireless LAN

Idenity

-ANY- in All Dev

I

ffno rules defined or no enabled rule maiches Permit Access 0

Authorization * [ Default

~ Max User Gession Policy T WG

Max Session User Seflings

» . Monitaring and Reparts

» % system Administration | Savechances M DistardChanges |

Next, you create a new rule for wireless client authentication.
Step 9: Click Create > Create Above.

Step 10: In the Name box, enter a name for the rule. (Example: Rule
Wireless RADIUS)

Step 11: Under Conditions, select Compound Condition.

Step 12: In the Dictionary list, choose RADIUS-IETF.

Step 13: In the Attribute box, select Service-Type.

Step 14: In the Value box, select Framed, and then click Add V.
Step 15: Under Current Condition Set, click And > Insert.

Step 16: In the Attribute box, select NAS-Port-Type.

Step 17: In the Value box, select Wireless - IEEE 802.11, and then click
Add V.

February 2013 Series

Step 18: Under Results, in the Service list, choose Wireless LAN, and then
click OK.

General
Mame: Rule¥Wireless RADIUS  Status: Enabled r 0

The Customize hutton in the lower right area of the policy rules screen contrals which
policy conditions and results are available here for use in policy rules.

Conditions
[T Pratacal: -ANY-
Compound Sondition:
Condition:
Dictionany: Aftribute:
RADIUS-IETF + NAaS-Port-Type
Cperatar: Walue:
match A Static -
Current Condition Set:
Add v Edit ii Replace
And =
-—--RADIUS-IETF:Service-Type match Framed
---RADIUS-IETF:MAS-Port-Type match Wireless - IEEE 802.11
Delete Preview
Results
Service: Wireless LAN -

Step 19: On the Service Selection Rules pane, click Save Changes.
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Modify the network access policy

First, you must create an authorization rule that allows the WLCs to use
RADIUS in order to authenticate clients.

Step 1: Navigate to Access Policies > Wireless LAN > Identity.

Step 2: In the Identity Source box, select AD then Local DB, and then click
Save Changes.
Access Policies » Access Services > Default Network Access > Identity

1@ gingle result selection ' Rule based result selection

Identity SOUTCE: ap then Local DB

» Advanced Options

| save changes | | Discard Changes |

Step 3: Navigate to Access Policies > Wireless LAN > Authorization.
Step 4: On the Network Access Authorization Policy pane, click Customize.

Step 5: Using the arrow buttons, move NDG:Device Type from the
Available list to the Selected list, and then click OK.

Step 6: In Access Policies > Wireless LAN > Authorization, click Create.
Step 7: In the Name box, enter a name for the rule. (Example: WLC Access)

Step 8: Under Conditions, select NDG:Device Type, and then in the box,
select All DeviceTypes:WLC.

February 2013 Series

Step 9: In the Authorization Profiles box, select Permit Access, and then
click OK.

General

Name: WLC Access Status: Enabled - 0

@ The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions

] NDG:Location: ~ -ANY-
] Time And Date: ~ -ANY-
NDG:Device Type: In

7] identity Group: ~ -ANY-

Results
Authorization Profiles:

+ All Device Types:WLC

Permit Access

‘You may select multiple authorization profiles. Attributes
defined in multiple profiles will use the value from the first
profile defined.

m

Step 10: Click Save Changes.

Create the network device

The TACACS+ shell profile that is required when managing the controllers
with AAA must be applied to the controllers. This requires that for each
controller and/or AP-SSO controller pair in the organization; you create a
network device entry in Cisco Secure ACS.

If you are configuring a 2500 series WLC which does not support AP-SSO,
you will need to include both of their IP addresses in this step to authorize
them to use the ACS authentication services.

Step 1: In Network Resources > Network Devices and AAA Clients, click
Create.
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Step 2: In the Name box, enter the device host name. (Example: WLC-1)
Procedure 7 Enable the default network device

Step 3: In the Device Type box, select All Device Types:WLC.
Access points, when they are configured for Cisco FlexConnect operation
Step 4: Inthe IP box, enter the WLCs management interface IP address. and when the controller is unavailable, can authenticate wireless clients
(Example: 10.4.46.64) directly to Cisco Secure ACS. Enable the default network device for RADIUS
in order to allow the access points to communicate with Secure ACS without

Step 5: Select TACACS+.
Step 6: Enter the TACACS+ shared secret key. (Example: SecretKey)
Step 7: Select RADIUS.

Step 8: Enter the RADIUS shared secret key, and then click Submit.
(Example SecretKey)

Network Resources > Metwork Devices and AAA Clients > Create

= Mame: WLC-1
Description:
Network Device Groups
Location All Locations
Device Type All Device Types:WLC
IP Address Authentication Options
@ Single IP Address  (©) IP Range(s) v TACACS+

PN 10 .16 61 Shared Secret: Secretikey
"I single Connect Devica
(@) Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
v RADIUS
2t Shared Secret: Secretkey
CoAport: 1700
[C] Enable KeyWrap
Key Encryption Key
Message Authenticator Code Key:

Key Input Format ASCIl @ HEXADECIMAL

£ = Required fields
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having a network device entry.
Step 1: Navigate to Network Resources > Default Network Device.

Step 2: In the Default Network Device Status list, choose Enabled.

Next, you must show the RADIUS configuration.

Step 3: Under Authentication Options, click the arrow next to RADIUS.

Step 4: In the Shared Secret box, enter the secret key that is configured

on the organization’s access points, and then click Submit. (Example:
SecretKey)

Netvwrork Resources = Defaull Metwork Device

IF address.

Default Network Device Status: Enabled ~ @
Network Device Groups

Location All Locations
Device Type All Device Types

Authentication Options
~ TACACS+
Shared Secret: SecretKey
O Single Connect Device
©! Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
~ RADIUS
%t Shared Secret: Secretkey
CoAport: 1700
[T] Enable Keywrap
Key Encrypfion Key:
Message Authenticator Code Key:

Key Input Format ASCIl ©) HEXADECIMAL
# = Required fields

The default device definition can optionally be used in cases where no specific device definition is found that matches a device

m
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Configuring the RADIUS Server: Windows Server 2008

1. Install services
2. Adding the Certification Authority snap-in

3. Certificate Enrollment Wizard

For information about configuring the RADIUS server on Cisco Secure ACS,
use the previous process instead.

The following procedures describe the steps required in order to enable
RADIUS authentication for the WLC deployment. In this guide, the Windows
Server 2008 Enterprise Edition has already been installed.

This procedure assumes that this is the first certificate authority
(CA) in your environment. If it's not, you either don't need to install
this role or you can configure this server as a subordinate CA
instead.

Procedure 1 Install services

Step 1: Join the server to your existing domain (Example:cisco.local), and
then restart.

Step 2: After the server restarts, open Server Manager.

Step 3: Navigate to Roles >Add Roles. The Add Roles Wizard opens.
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Step 4: Follow the instructions in the wizard. Note the following:

On the Server Roles page, select Active Directory Certificate Services
and Network Policy and Access Services.

Add Roles Wizard [x]
E% Select Server Roles
Before You Begin Select one or more roles to install on this server,

Roles: Description:

Active Directory Certificate Services
{AD €34 is used to create certification
authotities and related role services
|:| Active Directory Federation Services that allow you to issue and manage
] Active Directory Lightweight Cirectory Services certificates used in a variety of

CA Type [7] Active Directory Rights Management Services applications.

[ application Server

AD TS

Role Services nstalled)

Setup Type

Private Key
DHCP Server {Installed)

Cryptography DMS Server (Instaled)

A Mame |:| Fax Server

Walidity Period L File Services

|:| Hyper-¥
Certificate Database Metwork Policy and Access Services (Installed)
Confitmation [ Print and Document Services

|:| Remate Deskkop Services

[] web Server (1I5)

Feesults [] windows Deployment: Services
[7] wWindows Server Update Services

Progress

More sbout server roles

< Previous | Next = I Install | Cancel |

On the Role Services page, select Network Policy Server and Access
Services, and then for Active Directory Certificate Services (AD CS),
leave the default Certification Authority role service selected. You may
not be able to select the Network Policy and Access Services option if it
has already been installed previously.

On the Setup Type page, for Active Directory Certificate Services,
choose Enterprise.

On the CA Type page, choose Root CA.
Follow the rest of the instructions in the wizard, making any changes you
want or just leaving the default values as appropriate. Note that there is a

warning at the end of the wizard, stating that the name of this server cannot
be changed after installing the AD CS role.

Now that you have a root CA and an NPS server on your domain, you can
configure the domain.
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Procedure 2 Adding the Certification Authority snap-in

Step 1: Open an MMC console, and then click File > Add/Remove Snap-in.

Step 2: Choose Certificates from the available snap-ins.

Add or Rernowve Snap-ins

extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:

=]

You can select snap-ins For this consale Fram those available on your computer and configure the selected set of snap-ins. Far

»

Microsoft Cor

e Component Services
A Computer Managem... Microsoft Cor...
fﬂDewce Manager Microsoft Corv, ||
(=4 Disk Management Microsoft and. ..
2] Event Viewer Microsoft Cor...

I Folder Wicrosoft Cor...,
_EjGroup Palicy Object ... Microsaft Car...
& 1P Security Monitor  Micrasoft Cor...
g IP Security Policy M...  Microsoft Cor...

Snap-in Vendor =t [ Console Rack Edit Extensions...

Remove

Maowve Up

Moree Down

%Link toWeb Address  Microsoft Cor... Advanced, .,

Description:

The Certificates snap-in allows you ta browse the contents of the certificate stores for yourself, a service, or a computer,

o ][ concel |

Step 3: On the Certificates snap-in page, select Computer account, and

then click Next.

Certificates snap-in

This snap-in will always manage cerficates for:
My user account
" Service account

' Computer account

< Back Mext =

Cancel
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Step 4: On the Select Computer page, select Local computer, and then
click Finish.

Select Computer x|

Select the computer you want this snap-n to manage.

r This snap-n will always manage:

¢ Local computer: the computer this console is running on)

" Anather computer: I Browse... |

[~ Alow the selected computer to be changed when launching from the command line. This
only applies i you save the console.

< Back I rElnish I Cancel

Hy

Next, add the Certification Authority snap-in.

Step 5: On the Add or Remove Snap-ins dialog box, in the Available snap-
ins list, choose Certification Authority, click Add >, choose Local computer
and then click Finish.

Add or Remove Snap-ins B

*fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | wendor ‘ = [ Console Roat Edit Extensions...
gnttive Directory Do...  Microsoft Cor... ] certificate Templates
Bibe__r.\\ctive Directaory Site..,  Microsoft Cor... ﬂCertificates (Local Computer) Remave
: Active Directory Use,,, Microsoft Cor,,, ;JCertificat\on Authority (Local)

" Actives Control Microsoft Car,,, — Waove Up
7 ADs] Edit

Microsoft Cor...
Authorization Manager Microsoft Cor... Imve Dowm
] Certificate Templates  Microsoft Cor...
ﬂCertlﬂcates Microsoft Cor..,
ﬁcartiﬂcation Authority  Microsoft Cor...
. Component Services  Microsoft Cor...
%Computer Managem... Micrasoft Caor,..,

%Device Manager Microsoft Cor...

% pHp Micrasoft Car.., adbvarced

"= Disk Manaasment: Microsoft and... 2| &I
Description:

Allows yau to configure certification authority properties and ko manage certificates issued by this CA.

Ok | Cancel
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Step 6: On the Add or Remove Snap-ins dialog box, choose Certificate

Templates in the available snap-ins list which will add the RAS/IAS template.

Step 7: Click Ok to complete the process of adding snap-ins.

Step 8: Expand Certificates (Local Computers) > Personal, right-click
Certificates, and then click Request new certificate.

cal Computer)\Personal]

=
es[s[E0ld:[EE

[ Console Roat
= [l Certificates (Local Computer)

Actions

o AdvancedOperations

More Actions

rust
Third-Party Rook Cer ification Authorl
Trusted Peaple

Certification Authority (Local)
& Certficate Templates

Kl ]

Request a n thority (CA) in your domain

Procedure 3 Certificate Enrolilment Wizard

Step 1: Follow the instructions in Certificate Enrollment wizard. Click Next
to advance past the Before You Begin introductory page. Select Active

Directory Enrollment Policy as the Enrollment policy for this certificate
request.

solel - [Console Root\Certificates (Local Computer)\Personall

Action View Favorkes Window Help |

Rot
Certiicates (Local Computer)
e ot Aubectes | Lol Crecote Envoliment
) Enterprise Trust

1 Intermedite Certiation Authortes
7 Trusted Pubishers
7 Untrusted Cartfica
(5 ThrdParty Rost Ce
] TrustedPeople

= Remote Deskiop
] Centficate Envolmert Requests
& Raots

Select Certificate Enrollment Palicy

Authori

el
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Step 2: Select Domain Controller and Domain Controller Authentication as
the type of certificates that are being requested, and then click Enroll.

= co tes (Local Computer)\Personal]

& Fe Ao Widow  Help [ISETET
Y EIEIENEEN 15

T Console oot [Objert Tune T

= Sl cert [E[{ B certificate Enroliment I 3

;] Certificate Enroliment

Request Certificates

Vou can request the following types of certficates. Select the certficates you wank ta request, and then dick Enral

Active Directory Enrollment Policy
mer I™Directory Emai Replcation A STATUS: Avalsble Detais®
[ Smrt Card Trusted Roots
] Trusted Devices 9 omain Cortroller ) STATUS: Avallble Detals(@
ﬁ Centification Authority (Local)
& certificate Templates ¥ Demain Cantroler Authentication &) sTATUS: Avallable Detais @
[T TPSec (Offline request) 1) STATUS: Avallable Detals (@)
N this certFcate, Click here to
[wieb Server & sTATUS: Avallable Detais @
A this certficate. Cick here to

I Shaw al templates

Learn more about certficates

tval | care

Step 3: Once the Certificate request has been completed successfully,
select Finish.

F= Console1 - [Console Root'\Certificates (Local Computer)\Personal]

< (Local Computer)

el
{1 Trusted Root Certfication Autherties
(] Enterprise Trust

Aetions |
= Personal -
Mare Actions »
Certificates -

Mere Actions >

Active Directory Enrollment Policy

[ Domain Controller  STATUS: Succeeded Detaiis(®

¥ Domain Cantirolr Adthentication  STATUS: Succseded Detais @
v
%; Cetiicate Templates

Y|

ersonal store contains 6 certificates.
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Step 4: Navigate to Certificate Authority (Local) > Issued Certificates, and Step 6: Select Windows Server 2008 Enterprise, and then click OK.

then verify that the Certificate Templates folder appears.
x|

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties, Select the

E certsryv - [Certification Authority (Local)\ADy\Issued Certificates] - |E| 5[

Fle Acton View Help

= |7lc=H

] C_erhﬁcahnn Authority (Local) ReguestID Reguester Name | Binary Certificate Certificate Template Ser version of Windows Server (l'l'lir'lil'l'lul'l'l mmted CAS] far the dudlﬁte
= ﬁ -‘\p‘!’ AEJZ CISCOVADYS ----BEGIM CERTI... Domain Controller Authentication (1.3.6.1.4.... 57: CE(tlﬁtZtE tEmdatE

_ Revoked Certificates El3 CISCOVADYS ——BEGIN CERTL... Domain Controller (DomainController) 57 '

| Issued Certificates

~| Pending Requests .

" Faied Requect " Windows Server 2003 Enterprise

| Certificate Templates

£+ Windows Server 2008 Enterprise

Lx%m more about Certificate Template Versions.

QK I Cancel

Step 7: In the Template display name box, enter a valid display name,
select Publish Certificate in Active Directory, click Apply, and then close

Step 5: Right click on the Certificate Templates folder, and in the right the MMC console.

pane, right-click RAS and IAS Server, and then click Duplicate Template.

- Properties of New Template 1[
| Certificate Templates | 5] Directory Email Replication Windows Server 2003 Ent...  11f e e
% Domain Controller Windows 2000 +1 More Actions N Issuance Requirements I Superseded Templates I Extensions I Security I
D Controller Authenticati Windows S 2003Ent... 11C " .
omain Controller Authentication indoys Server n Brnr | Request Handing I Ty I Subject Name I Server
E‘ EFS Recovery Agent Windows 2000 6.1 RAS and IAS Server 4
d
E‘ Enroliment Agent Windows 2000 4.1 Template display name:
5 Enroliment Agent (Computer) Windows 2000 5.1 More Actions »
E‘ Exchange Enroliment Agent (Offiine request)  Windows 2000 4.1 ICDD‘)’ of RAS and IAS Server for NPS
= Exchange Signature Only Windows 2000 6.1 Miri 5 ted CAs: Wind 5 Enternri
=) Exchange User Windows 2000 7.1 Sl LT - indows Server 2008 Enterprise
H psec Windaws 2000 8.1 S ;
5 tpSec (Offiine request) Windows 2000 7.1 Smplats rame:
' kerberos Authentication Windows Server 2003Ent...  11C ICDp}’D‘fRASandIASSeNerfDrNPS
E‘ Key Recovery Agent Windows Server 2003 Ent... 108
E‘ (QCSP Response Signing Windows Server 2008 Ent... 101
RAS S L — Validity period: Renewal period:
& Root Ce - E R Windows 2000 5.1
B Router |IReaEot A EolicalSHo o windows 2000 4.1 I 1 I‘,'ears 'l I 6 Iweeks 'I
5 smartc: Al Tasks » | Windows 2000 6.1
] smartez Windows 2000 1.
] Properties .
7] N e - - . : .
% ium:' tﬂ:m:m\s igg : i— IV Publish certificate in Active Directory
rustli Help indows .

) User Windows 2000 71 r Do not automatically reenroll f a duplicate certificate exists in Active

| | _I El‘ User Signature Only | Windows 2000 41 Directory

1 K r
For automatic renewal of smart card cerificates, use the existing key
if @ new key cannot be created

QK I Cancel Apply Help
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Step 8: Open the Network Policy Server administrative console by navigat-
ing to Start > Administrative Tools > Network Policy Server.

Step 9: Right-click the parent node NPS (Local), click Register server in
Active Directory, click OK to authorize this computer to read users’ dial-in
properties from the domain, and then click OK again.

%% Network Policy Server [- O[]
File Action  View Help
&= =]

| RADIUE Import Corfiguration
=] Palicies Eport Configuration
B, wetwar

fecoun  Start NPS Service

Folicy Server [MPS) allows you to creale and erforce rganizalion wide netwark access policies for client health, connection

* Templal thentication, and connection request authorization.
FEEiiEs infiguration -
View »
wation scenaio fram the list and then click the link below to apen the seenario wizard
Help
Metwork Access Protection [NAP) =

Network Access Protection (NAF)

When you configuie NP as s NAP health poliey seiver, you create health poiicies that allow NFS to validate the configuration of
MAF-capable client computers before they eonnect to pour network. Clients thal are not complent with health poliey can be placed on a
testicted network, and automatically updated to bring them into compliance.

B Configus NAP B Leanmoe
Advanced Configuration d
Templates Configuration =

Register server in Active Directary I I

Step 10: With the NPS (Local) node still selected, select RADIUS server for
802.1X Wireless or Wired Connections, and then click Configure 802.1X.

% Network Policy Server M=l E3
File  Action  View Help

& =]

[ D)

RADIUS Clients and Servers

Palicies Getting Started

B, Network Access Protection

B, Accounting Network Policy Server [NPS) allows wou to create and enforce organization-wide network access policies for client health, connection
i Templetes Management request authentication, and connection request authorization,

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard

RADIUS server for 802.1X Wireless or Wired Connections i |
Network Access Prolection [NAF)

autharize connections from wireless access paints and authenticating switches [ako called FADILS clients)

B} Configuie 802123 O Leanmoe
Advanced Configuration -
Templates Configuration -
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Step 11: In the Configure 802.1X wizard, under Type of 802.1X connections,
select Secure Wireless Connections, and in the Name box, enter an appro-
priate name for the policies that you want to create, and then click Next.

MNPS (Local)

Getting Started

Metwark Policy Server [MPS] allows you ta create and enforce organization-wide network. access policies for
' client health, connection request authentication, and connection request authorization.

Standard Configuration -

Select a configuration scenarnio from the list and then click the link below to open the zcenario wizard,

I RADIUS server for 802,13 Wireless or Wired Connections j

DANHIC nnmenw Frnwe ONTD 1% Midicnlnnn ne lificad MAamnandin;n

l Select 802.1X Connections Type

|

Type of 802.1X connections:
¢ Secure Wireless Connections >

When pou deploy 80213 wireless access points on your nebwark, MPS can authenticate and authorize
connection reguests made by wirelesz clients connecting through the access paints.

" Secure ‘Wired [Ethemet] Connections

When pou deploy 8021 authenticating switches on your network, MPS can authenticate and authorize
connection requests made by Ethernet clishts connecting through the switches,

Mame:

This default text iz uged as part of the name for each of the policies created with thiz wizard. You can use the
default text or modify it .

Secure Wireless Connections

le Chs ©

ns, includ

Frewvious | VR I Fimish Cancel
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Step 12: Add each of the wireless LAN controllers as RADIUS clients. Step 14: On the Configure an Authentication Method page, in the Type box,

Click Add and in the Friendly name box, enter a name for the controller select Microsoft: Protected EAP (PEAP), and then click Configure.
(for example, WLC5508), provide the IP address or DNS entry for SBAthe =
controller. Provide the Shared Secret (Example SecretKey) and then click

OK l Configure an Authentication Method

-

New RADIUS Client E
Select the EAP type for this policy.

Type (based on method of access and network configuration):

Settings |
Protected EAP (PEAP) Configure.... |

[ Select an existing template: s
| [~

— Mame and Address
Friendly name:

fw/LCE508
Addrezz [IP or DMS):
{10.4.46.64 Werify.. |
~ Shared Secret
Select an exizting Shared Secrets template: o | i | owes |

INDne j

Step 15: In the Certificate issued list, ensure that the certificate you

To manually type a shared gecret, click Manual. To automatically generate a shared . i .
enrolled in Step 5 is selected, and then click OK.

zecret, click Generate. v'ou must configure the BADILS client with the zame shared

zecret entered here. Shared secrets are caze-senzitive.
Edit Protected EAP Properties E3

Select the certificate the server should use to prove its identity to the dlient,
O b anual 8 [Fenerate 4 certificate that is configured For Protected EAP in Connection Request
Policy will owerride this certificate.

Shared secret:
Certificate issued

Confirm shared secret; Friendly name:

I--------| Issuer: AD, cisco, Jacal

Expiration date: 31502016 2:26:19 PM

ak. I Cancel |V Enable Fast Reconnect

™ Disconmect Clients without Cryprobinding

Eap Types

assword (EAP-MSCHAP w2) Maye g

Step 13: Click Next. |
i izeull

[ave Do

Add Edit Remowve | Ok I Cancel |




Step 16: If you would like to use a group that you have already created, in Step 18: Create a user named WirelessUser, and then add it to the group
Specify User Groups, click Add, select the desired group, and then skip to created in the previous step.

Step 18.
P SEA-Users Properties E

If you would like to create a new group, continue with this procedure. .
General Members | M ember Dfl M anaged Eyl

Step 17: Navigate to Start > Administrative Tools > Active Directory Users WMembers:
and Computers. In the Active Directory Users and Computers window, right- — - ,
. . . M ame | Active Directory Domain Services Falder
click cisco.local, and then navigate to New > Group. Create a group called 2 ur ;
% wireless User  ciscolocal/Users
SBA-Users.
File  Action  iew Help
LG EEIEREE B R AR
: Ackive Directary Users and Comput | Mame | Tvpe | Description |
_; Saved Queries ~| Builtin builtinDamain
B 3‘3@-;‘ ter Contral - ers Containgr Default container for upar,.,
:7 [ Fesga © EOnel Cont... Organizational ...  Default container For dom...
= Cll: Domai ecur... Container Default container for secu. .,
:_T f ands oma!n... d Ser... Conkainer Default container for marn...
|1 Change Domain Controller ... ) fait cont F
“|' 1 Raise domain Functional level,.. Container Default container for upr...
|| Operations Masters. ..
; Computer
All Tasks b Contact
-
View ' InetOrgPersan
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias
i Organizational Unit
Properties Printer
Add... Hemove |
Help Lser
Shared Folder
(] | Cancel Apply
K — 1]
Create a new object...

Step 19: Click Next, and then click Add. This enables use of an Active
Directory group in order to help secure your wireless network
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Step 21: Click Finish. This completes the configuration of 802.1X.

Configure 802.1X x|

Completing New IEEE 802.1X Secure Wired and
. . Wireless Connections and RADIUS clients
It is recommended that you add both the machine accounts

and user accounts to this group in order to allow the machine to

a Uth e nt|Cate befo re th e user |Og S | n) You have successfully created the following policies and configured the following RADIUS clients.

+ To view the corfiguration details in your default browser, click Corfiguration Details.
* To change the corfiguration, click Previous.
+ To save the configuration and close this wizard, click Finish.

7| =
2l x| Connection Roauest Pobicy

Secure Wirsless Connections 2

Select this object type: Network Policies:

IGmup Chiect Types... | Secure Wirsless Connections 2
From this location:

foscolocal _ Locdions.._|

Enter the object name to select (gxamples):
SBA-Users Check MNames

Configuration Details

Mvanc:ed...l ok | cancel |

Previous | [t | Firigh | Cancsl |

Step 20: On the next step of the wizard, configure VLAN information or

accept the default settings, and then click Next. Step 22: Restart the Network Policy Server service, and then navigate to

NPS (Local) > Policies.
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Note that the wizard has created a Connection Request Policy and a Step 25: On the Constraints tab, under Less secure authentication meth-
Network Policy containing the appropriate settings in order to authenticate ods, clear all of the check boxes.
your wireless connection.

Secure Wireless Connections Properties x|
Constraints
% Network Policy Server _lalx| Overview | Conditions | Settings |

Fle Action View Help Configure the constraints for this network policy.

¥ all consraints are not matched by the connection request, network access is denied
= FAmHE Constraints:
@ NP5 (Local) Hetwork Policies Constraints

= [ RADIUS Clients and Servers

Allow access only to those clients that autherticate with the specified methods

E| RADIUS Cients + Netwark policies allow you to designiate who is authorized to connedt to the network and the circumstances i Authenication Method:

5 Remote RADIUS Server G | | underwhich they can or cannot connect. o Idle Timeout EAP types are negotiated between NPS and the ciert in the order in which they are
EJES Foldes &, Session Timesut futed

71 Connection Request Polic e = ’ EAP Types

= :::;":;’;:“ ] re Wircless Connections Enabled 1 Gre ss U L) Called Siztion 1D ) %‘ Wicrosoft. Frotected EAF (PEAF) Mave Up
» NJEMNM((ESS orotection | [BT o Microsoll Fouing and Remots Aoosss sever— Enabled 999595 Dory Rooess U1 5 Day and time restrictitns ——

% Accounting T Connsctions to other acosss servers Ensbled 1000000 Deny Ascess Ul T NASPon Type
il Templates Management 4 |
add. || i Remove |

Less secure authentication methods
I Micrasoft Encrypted Authentication version 2 (MS-CHAPv2)

Conditions - F the following condtions are met.

I User can change password sfter it has sxpired
Condtion [ Valus ™ Microsoft Encrypted Authentication (MS-CHAF)
NAS Port Type  Wireless - Other OR Wireless - IEEE 80211 I User can chang passward aher it has expired
Windows Groups  CISCO"SBA-Users

I™ Encrypted authertication (CHAP)

I™ Unencrypted authertication (PAP, SPAF)

I Allow clients to connect without negotiating an authentication method
™ Perform machine heath check only

Setings - Then the following settings are =pplied

[Settng T Value |
o || Bitensible Authertcation Protocol Cerfiguration Cerfigured |__I|:| Cox | coes | i |
4 b |4 >
| [
Step 26: On the Settings tab, click Encryption, clear all check boxes except
Step 23: If you want to remove the less secure authentication methods and Strongest encryption (MPPE 128-bit), and then click OK.
increase the encryption methods in the network policy, continue with this _ : _
S
procedure' Overview | Conditions | Corstraints ~Settings |
. . . . Configure the settings for this n ik paoli
If you would like to use the default authentication and encryption methods, Fcoratan s ot e et o iy ars e, s 5.
skip to the next process. ==
P P [RADIUS Attributes The encryption settings are supported by computers running Microsoft Routing and
@ Standard Remote Access Service
Step 24: Under the Network Policies node, open the properties of the newly e RE s s ey s o o o e
created po“Cy W, AP Enforcement ¥ No encryption s the only option selected. traffc from access clients to the network

access serveris not secured by encryption. This configuration is not recommended
{8l Extended State

Routing and Remote Access

4ty Multlink and Bandvicth
Allocation Protocal (BAP) I~ Basic encryption (MPPE 4061)

T |PFilters I Strong encryption (MPPE 56bi)

7 Stungent ecopton (4PPE 12083)
fi Senings

™ No encryption

OK | Cancel Apply,

Step 27: Restart the Network Policy Server service.
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In an on-site local-mode deployment, the wireless LAN controller and
access points are co-located. The wireless LAN controller is connected to
a LAN distribution layer at the site, and traffic between wireless LAN clients
and the LAN is tunneled in Control and Provisioning of Wireless Access

Configuring On-Site Wireless Controllers Points (CAPWAP) protocol between the controller and the access point.

If you are deploying remote access points using FlexConnect, skip this
section and proceed to the FlexConnect section of the guide.

—

Configure the switch for the WLC

Configure wireless user authentication In AP SSO mode, configuration synchronization and keep-alive monitoring

Configure management authentication occurs over a dedicated redundancy port (labeled as RP) using a dedicated
straight through Ethernet cable.

2. Connecting the redundancy port This deployment guide supports both Cisco 5500 and 2500 Series WLCs
3. Configure the WLC platform for use in an on-site local-mode design. When installing 5500 Series WLCs,
) . a high availability feature known as access point stateful switchover (AP
4. Configure the time zone SS0) is available. In this high availability mode, the resilient, or secondary,
5. Configure SNMP WLC uses the redundancy port in order to negotiate with its configured
o . primary WLC and assumes the AP license count along with the configuration
6. Limit which networks can manage the WLC of the primary WLC.
7.
8.
9.

Enable multicast support
The Cisco 2500 Series WLCs do not support the AP SSO feature and

10.Create the WLAN data interface instead must be peered by using a mobility group in order to achieve resil-
11. Create the wireless L AN voice interface iency. Unlike AP-SSO paired Wireless LAN Controllers, each Cisco 2500

) ] Series WLC has a unique IP address on the management interface.
12.Configure the data wireless LAN

13.Configure the voice wireless LAN
14.Configure the resilient controller
15.Configure controller discovery
16.Connect the access points

17. Configure access points for resiliency
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Table 2 - Cisco on-site wireless controller parameters checklist

Parameter

Cisco SBA values
primary controller

Cisco SBA values
resilient controller (optional)

Site-specific values

Controller parameters

Switch interface number

1/0/3,2/0/3

1/0/4, 2/0/4

SSO)'

VLAN number 146 146

Time zone PST-80 PST -80

IP address 10.4.46.64/24 10.4.46.65/242
Default gateway 10.4.46.1 10.4.46.1
Redundant management IP address (AP |10.4.46.74 10.4.46.75

Redundancy port connectivity (AP SSO)'

Dedicated Ethernet cable!

Dedicated Ethernet cable'

Hostname

WLC-1

WLC-22

Local administrator username and
password

admin/C1sco123

admin/C1sco123

Mobility group name CAMPUS CAMPUS
RADIUS server IP address 10.4.48.15 10.4.48.15
RADIUS shared key SecretKey SecretKey
Management network (optional) 10.4.48.0/24 10.4.48.0/24
TACACS server IP address (optional) 10.4.48.15 10.4.48.15
TACACS shared key (optional) SecretKey SecretKey
Wireless data network parameters

SSID WLAN-Data WLAN-Data
VLAN number 116 116

Default gateway 10.4.16.1 10.4.16.1
Controller interface IP address 10.4.16.5/22 10.4.16.6/22
Wireless voice network parameters

SSID WLAN-Voice WLAN-Voice
VLAN number 120 120

Default gateway 10.4.201 10.4.201
Controller interface IP address 10.4.20.5/22 10.4.20.6/22

Notes:

1. AP SSO is only supported on the Cisco 5500 Series WLC.
2. The resilient Cisco 2500 Series WLC will require an IP address, as AP SSO is not supported on this platform.
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Configure the switch for the WLC

Step 1: On the LAN distribution switch, create the wireless VLANSs that
you are connecting to the distribution switch. The management VLAN can
contain other Cisco appliances and does not have to be dedicated to the
WLCs.
vlan 116
name WLAN Data
vlan 120
name WLAN Voice
vlan 146
name WLAN Mgmt

Step 2: Configure a switched virtual interface (SVI) for each VLAN. This
enables devices in the VLAN to communicate with the rest of the network.

interface Vl1anllé

description Wireless Data Network

ip address 10.4.16.1 255.255.252.0

no shutdown

!

interface V1anl20

description Wireless Voice Network

ip address 10.4.20.1 255.255.252.0

no shutdown

!

interface Vlanl4dé

description Wireless Management Network

ip address 10.4.46.1 255.255.255.0

no shutdown

Step 3: On both the server room distribution and access switches, create
the wireless management and data VLAN's.
vlan 116
name WLAN Data
vlan 120
name WLAN Voice
vlan 146
name WLAN Mgmt
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Step 4: On the server room distribution switch, configure two uplink ports
and an EtherChannel trunk to the server room access switches.
interface Port-channell2
description EtherChannel Link to Server Room Switch
switchport
switchport trunk allowed vlan 116,120,146
switchport mode trunk
logging event link-status
flowcontrol receive on

no shutdown

interface range tenGigabitEthernet [port 1], tenGigabitEthernet

[port 2]

description Link to Server Room Switch
switchport trunk allowed vlan 116,120,146
switchport mode trunk

channel group 12

logging event link-status

logging event trunk-status

no shutdown

Step 5: On the server room access switches, configure two ports and an
EtherChannel trunk that connects to the server room distribution switch.

interface range GigabitEthernetl/1/1, GigabitEthernet2/1/1

description Link to Distribution Switch

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 116,120,146

switchport mode trunk

logging event link-status

logging event trunk-status

logging event bundle-status

macro apply EgressQoS

channel-protocol lacp

channel-group 1 mode active

no shutdown

interface Port-channell
description EtherChannel Link to Distribution Switch
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switchport trunk encapsulation dotlg
switchport trunk allowed vlan 116,120,146
switchport mode trunk

logging event link-status

no shutdown

Step 6: Configure an 802.1Q trunk to be used for the connection to the
WLCs. This permits Layer 3 services to all the networks defined on the WLC.
The VLANSs allowed on the trunk are limited to only the VLANS that are active
on the WLC.

If you are deploying the Cisco Catalyst 4500 Series LAN distribution switch,
you do not need to use the switchport trunk encapsulation dot1g com-
mand in the following configurations.

interface GigabitEthernet [port 1]

description To WLC Port 1

interface GigabitEthernet [port 2]

description To WLC Port 2

!

interface range GigabitEthernet [port 1], GigabitEthernet

[port 2]

switchport

macro apply EgressQoS
channel-group [number] mode on
logging event link-status
logging event trunk-status
logging event bundle-status
!
interface Port-channel [number]
description To WLC
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 116,120,146
switchport mode trunk
logging event link-status
no shutdown
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Connecting the redundancy port

If you are using a Cisco 2500 Series WLC, skip this procedure. If you are
using a Cisco 5500 Series WLC and you wish to enable the high availability
AP SSO feature, continue with this procedure. When using the high availabil-
ity feature known as access point stateful switchover (AP SSO), a dedicated
special-purpose port is available on the Cisco 5500 Series WLC. This portis
located on the in the lower left of the front panel.

Step 1: Connect an ordinary Ethernet cable between the primary and
standby WLC, as shown below.

Cisco 5500 Series Wireless Controller

Model 5508

Port

Cisco 5500 Series Wireless Controller

Redundancy

Model 5508

Configure the WLC platform

After the WLC is physically installed and powered up, you will see the follow-
ing on the console. If you do not see this, press “-" a few times to force the
wizard to back up to the previous step.

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup
Would you like to terminate autoinstall? [yes]: YES

Step 1: Enter a system name. (Example: WLC-1)
System Name [Cisco 7e:8e:43] (31 characters max): WLC-1

Step 2: Enter an administrator username and password.
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Use at least three of the following four classes in the password:
lowercase letters, uppercase letters, digits, or special characters.

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): ****x*
Re-enter Administrative Password : *****

Step 3: If you are deploying a Cisco 5500 Series Wireless LAN Controller,
use DHCP for the service port interface address.

Service Interface IP address Configuration [none] [DHCP]: DHCP

Step 4: Enable the management interface.
Enable Link Aggregation (LAG) [yes][NO]: YES
Management Interface IP Address: 10.4.46.64
Management Interface Netmask: 255.255.255.0
Management interface Default Router: 10.4.46.1
Management Interface VLAN Identifier (0 = untagged): 146

If you are configuring the 2500 series Wireless LAN Controllers,
you will need to configure both WLC's individually as they do not
support AP-SSO and are therefore managed and configured
separately. (Example: 10.4.46.64 for WLC-1 and 10.4.46.65 for
WLC-2)

Step 5: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10

Step 6: If you are deploying a Cisco 5500 Series Wireless LAN Controller

enable AP SSO to enable high availability.

Enable HA [yes] [NO]: YES
Configure HA Unit [PRIMARY] [secondary]: PRIMARY
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Redundancy Management IP Address: 10.4.46.74
Peer Redundancy Management IP Address: 10.4.46.75

Step 7: The virtual interface is used by the WLC for mobility DHCP relay,
guest web authentication and intercontroller communication. Enter an IP
address that is not used in your organization’s network. (Example: 192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1

Step 8: If you are configuring a Cisco 2500 Series Wireless LAN Controller,
enter a multicast address for delivery of IP multicast traffic by using the
multicast-multicast method. This multicast address will be used by each

AP in order to listen for incoming multicast streams from the wireless LAN
controller. (Example: 239.1.1.1)

Multicast IP Address: 239.1.1.1

Step 9: Enter a name for the default mobility and RF group. (Example:
CAMPUS)

Mobility/RF Group Name: CAMPUS

Step 10: Enter an SSID for the WLAN that supports data traffic. You will be
able to leverage this later in the deployment process.

Network Name (SSID): WLAN-Data
Configure DHCP Bridging Mode [yes] [NO]: NO

Step 11: Enable DHCP snooping.
Allow Static IP Addresses {YES][no]: NO

Step 12: Do not configure the RADIUS server now. You will configure the
RADIUS server later by using the GUI.

Configure a RADIUS Server now? [YES][no]: NO

Step 13: Enter the correct country code for the country where you are
deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries)
[US]: US

Step 14: Enable all wireless networks.

Enable 802.11b network [YES][no]: YES
Enable 802.1la network [YES][no]: YES
Enable 802.11g network [YES][no]: YES
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Step 15: Enable the radio resource management (RRM) auto-RF feature.
This helps you keep your network up and operational.

Enable Auto-RF [YES] [no]: YES

Step 16: Synchronize the WLC clock to your organization’s NTP server.

Configure a NTP server now? [YES][no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400

Step 17: Save the configuration. If you respond with no, the system restarts
without saving the configuration, and you have to complete this procedure
again. Please wait for the “Configuration saved!” message before power-
cycling the Wireless LAN Controller.

Configuration correct? If yes, system will save it and reset.

[yes] [NO]: YES

Configuration saved!

Resetting system with new configuration

Step 18: After the WLC has reset, log in to the Cisco Wireless LAN
Controller Administration page by using the credentials defined in Step 2.
(Example: https://wlc-1.cisco.local/)
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Configure the time zone

Step 1: Navigate to Commands > Set Time.

Step 2: In the Location list, choose the time zone that corresponds to the

location of the WLC.

Step 3: Click Set Timezone.

n  Ping  Logout Refresh

MONITOR  WLANs

Commands Set Time
Download File
Upload File Current Time

Reboot bate

CONTROLLER ~ WIRELESS ~SECURITY ~MANAGEMENT ~ COMMAI HELP  FEEDBACK

Tue May 31 11:07:38 2011

Set Date and Time | _Set Timezone

Config Boot
Scheduled Reboot

Reset to Factory
Default

Set Time
Login Banner Time

Month

Day

May -
31w
2011

Timezone

Minutes

Seconds

1 v

Foot Notes

Delta

Location?

hours |0 mins |0

(GMT -8:00) Pacific Time (US and Canada) -

1. Automatically sets daylight ssvings time where used.
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Step 1: In Management > SNMP > Communities, click New.
Step 2: Enter the Community Name. (Example: cisco)

Step 3: Enter the IP Address. (Example: 10.4.48.0)

Step 4: Enter the IP Mask. (Example: 255.255.255.0)

Step 5: In the Status list, choose Enable, and then click Apply.

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1 / v2¢c Community > New < Back

ST Community Name cisco
b 1P Address 10.4.48.0

General

SNMP V3 Users 1P Mask 255.255.255.0

I Access Mode ReadOnly +

Trap Receivers

Trap Controls Status Enable ~

Trap Logs

HTTP-HTTPS

Telnet-55H

Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation

b Tech Support

Saye Configuration ~ Ping  Logout Refresh

Apply.

Step 6: In Management > SNMP > Communities, click New.
Step 7: Enter the Community Name. (Example: cisco123)
Step 8: Enter the IP Address. (Example: 10.4.48.0)

Step 9: Enter the IP Mask. (Example: 255.255.255.0)

Step 10: In the Access Mode list, choose Read/Write.
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Step 11: In the Status list, choose Enable, and then click Apply.

Saye Configuration ~ Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1 / v2c Community > New < Back Apply.
ST Community Name  gisco123
T SNmMP 1P Address 10.4.48.0
General
SNMP V3 Users 1P Mask 255.255.255.0
ETIEIEs Access Mode Read/Write
Trap Receivers
Status Enable ~

Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Managemeant
Users

User Sessions
» Logs

Mgmt Via Wireless
) Software Activation

» Tech Support

Step 12: Navigate to Management > SNMP > Communities.

Step 13: Point to the blue box for the public community, and then click
Remove.

Step 14: On the “Are you sure you want to delete?” message, click OK.

Step 15: Repeat Step 13 and Step 14 for the private community string. You
should only have the read-write and read-only community strings as shown

below.

T Saye Configuration  Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 I v2¢ Community New...
Summary
-~ SNMP Community Name 1P Address 1P Mask AccessMode  Status
General cisco 10.4.48.0 255.255.255.0 Read-Only Enable -]
ELPIE L cisco123 10.4.48.0 255.255.255.0 Read-Write Enable a

Communities
Trap Receivers
Trap Controls.
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
} Logs

Mgmt Via Wireless
) Software Activation

» Tech Support
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Limit which networks can manage the WLC

(Optional)

In networks where network operational support is centralized, you can
increase network security by using an access control list in order to limit the
networks that can access your controller. In this example, only devices on
the 10.4.48.0/24 network are able to access the controller via Secure Shell
(SSH) Protocol or Simple Network Management Protocol (SNMP).

Step 1: In Security > Access Control Lists > Access Control Lists, click
New.

Step 2: Enter an access control list name (Example: ACL-Rules), select IPv4
as the ACL type, and then click Apply.

Step 3: In the list, choose the name of the access control list you just cre-
ated, and then click Add New Rule.

Step 4: In the window, enter the following configuration details, and then
click Apply.

Sequence—1

Source—10.4.48.0 / 255.255.255.0
Destination—Any

Protocol—TCP

Destination Port—HTTPS
Action—Permit

Saye Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP EEEDBACK

Security Access Control Lists > Rules > New < Back

Apply

» ARA

1P Address
10.4.48.0

Netmask
255.255.255.0

b Local EAP
» Priority Order

b Certificate

, Wireless Protection
Policies

Destination Port HTTPS

» Web Auth DscP Any.
TrustSec SXP
b Advanced
Action Permit
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Step 5: Repeat Step 3 through Step 4 using the configuration details in the

following table.

Table 3 - Access Rule configuration values

Destin Destina
Sequence | Source ation Protocol | tion port Action
2 10.4.48.0/ Any TCP Other/22 Permit
255.255.255.0
Any Any TCP HTTPS Deny
Any Any TCP Other/22 Deny
5 Any Any Any Any Permit

MONITOR ~ WLANs ~ CONTROLLER

Security Access Control Lists > Edit

b ann

WIRELESS

SECURITY  MANAGEMENT

/255.255.255.0
/ 255.255.255.0
/0000
0000 /0000
/0000

A
permi
T : 2 perm
, Wireless Protection
Policies 3 pew 0000
» Web Auth 4 oeny
permi

TrustSec SXP 5

H
0000 /0000 Tcp &
0000 /0000 Tcp &
0000 /0000 Tep an
0.000 /0000 Tep &
0000 /0000 any &

COMMANDS  HELP  EEEDBACK

Protocol

z

umber
DSCP Direction of Hits

Add New Rule

Step 6: In Security > Access Control Lists > CPU Access Control Lists,

select Enable CPU ACL.

Step 7: In the ACL Name list, choose the ACL you created in Step 2, and

then click Apply.
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Configure wireless user authentication

Step 1: In Security > AAA > RADIUS > Authentication, click New.

Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret. (Example: SecretKey)

Step 4: To the right of Management, clear Enable, and then click Apply.

Saye Configuration  Eing

Logout Refresh

cisco
Security

v AAA
General
» RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Palicies

» Local EAP

b Priority Order

» Certificate

» Access Control Lists

Wireless Protection
» A
Policies

» web Auth
TrustSec SXP
» Advanced

MONITOR  WILANs CONTROLLER

Server Index (Priority)

Server IP Address

Apply

WIRELESS ~ SECURITY ~MAMAGEMENT ~COMMANDS HELP FEEDBACK
RADIUS Authentication Servers > New < Back

1 -

10.4.48.15

ASCIT

Shared Secret Format
Shared Secret
Confirm Shared Secret
Key Wrap

Port Number

Server Status
Support for RFC 3576
Server Timeout
Network User
Management

1PSec

[T] (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

1812
Enabled ~
‘Enabled ~
2 seconds
Enzble

[ Enable

[ Enable

Step 5: In Security > AAA > RADIUS > Accounting, click New.

Step 6: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 7: Enter and confirm the Shared Secret, and then click Apply.

(Example: SecretKey)

Save Configuration

Eing

Logout Refresh

CcISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT —COMMANDS FEEDBACK
Security RADIUS Accounting Servers > New < Back Apply
skl Server Index (Priority) 1.

General
« RADIUS Server IP Address 10.4.48.15
ST AT Shared Secret Format
Accounting
Fallback Shared Secret
DR Confirm Shared Secret
LDAP
T — Port Number 1813
MAC Filtering Server Status. Enabled
Disabled Clients —
User Login Folicies Server Timeout 2 seconds
AP Policies Network User Enable
Password Policies
IPSec [ Enable
» Local EAP
» Priority Order
b Certificate
} Access Control Lists
» Wireless Protection
Policies
» Web Auth
TrustSec SXP
b Advanced

You can use this procedure to deploy centralized management authen-
tication by configuring the Authentication, Authorization and Accounting
(AAA) service. If you prefer to use local management authentication, skip to
Procedure 9.

As networks scale in the number of devices to maintain, the operational bur-
den to maintain local management accounts on every device also scales. A
centralized AAA service reduces operational tasks per device and provides
an audit log of user access, for security compliance and root-cause analysis.
When AAA is enabled for access control, it controls all management access
to the network infrastructure devices (SSH and HTTPS).
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Access to the standby WLC when in HOT STANDBY mode via the
console port requires the locally configured administrator user
ID and password. Because the standby WLC does not have full IP
connectivity to the network, it is unable to communicate with the
configured TACACS server.

Step 1: In Security > AAA > TACACS+ > Authentication, click New.
Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Saye Configuration  Fing  Logout Refresh

alialn
cisco MONITOR ~WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK
Security TACAC S+ Authentication Servers > New < Back Apply
- AAA Server Index: (Priority) 1
General
» RADIUS Server IP Address 10.4.48.15
2 S Shared Secret Format asci -
Authentication
Accounting Shared Secret [R—.
Pl Confirm Shared Secret creseens
LDAP
Local Net Users Part Number 49
MAC Filtering Server Status Enabled +

Disabled Clients

User Login Policies Server Timeout 5 seconds

AP Policies
Password Policies

b Local EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

Step 4: In Security > AAA > TACACS+ > Accounting, click New.

Step 5: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 6: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

NI
cIsco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT ~COM HELP  FEEDBACK
Security TACAC S+ Accounting Servers > New < Back Apply
iy Server Index (Priority) 1
General
» RADIUS Server IP Address 10.4.48.15
» TACACS+

Shared Secret Farmat

Authentication

e Shared Secret

AT Confirm Shared Secret
Loap
e RS Port Number a8
MAC Filtering Server Status Enabled ~
Disabled Clients —

Server Timeout 5 seconds

User Login Policies
4P policies
Password Policies

» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

e Configuration = Ping  Logout Refresh

Step 7: In Security > AAA > TACACS+ > Authorization, click New.
Step 8: Enter the Server IP Address. (Example: 10.4.48.15)

Step 9: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

onfiguration  Ping  Logout Refresh

cisco
Security

v AAA
General
» RADIUS
~ TACACS+
Authentication
Accounting
Authorization
LoaP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
4P Policies
Password Policies

» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

MONITOR WLANs CONTROLLER WIRELESS

TACACS+ Authorization Servers > New

Server Index (Priority) 1
Server IP Address

Shared Secret Farmat

MANAGEMENT ~ COM

DS HELP FEEDBACK

< Back Apply

Shared Secret

Confirm Shared Secret

Port Number 48
Server Status. ‘Enabled ~
Server Timeout 5 seconds

Step 10: Navigate to Security > Priority Order > Management User.
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Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to
the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the firstin
the Order Used for Authentication list.

Step 13: Using the arrow buttons, move RADIUS to the Not Used list, and
then click Apply.

Configuration ~ Ping  Logout Refresh

]

CISCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security Priority Order > Management User Apply.
» ARA
o N E Authentication

~ Priority Order 3
Management User Not Used Order Used for Authentication

} Certificate =)
» Access Control Lists ot

Wireless Protection
Policies

»

» Web Auth IF LOCAL is selected as second priority then user will be suthenticated against

TS ETD LOCAL only if first priority is unreachable.

) Advanced

Enable multicast support

Some data and voice applications require the use of multicast in order to
provide a more efficient means of communication typical in one-to-many
communications. The Cisco SBA local mode design model tunnels all traffic
between the AP and WLC. As a result, the WLC issues all multicast joins on
behalf of the wireless client.
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Step 1: In Controller > Multicast, select Enable Global Multicast Mode
and Enable IGMP Snooping, and then click Apply.

YLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT € HELP  FEEDBA
Controller Multicast Apply
General
Inventory Enable Global Multicast Made
Interfaces Enable IGMP Snooping
Interface Groups 1GMP Timeout {seconds) 50
lliles: 1GMP Query Interval (seconds) 20
Network Routes
Enable MLD Snoaping ]
» Redundancy
MLD Timeout (seconds) 60

b Internal DHCP Server

» Mobility Management MLD Query Interval (seconds) |20
Ports

b NTP

b cDP

¥ PMIPVG

» IPYV6

» Advanced

Step 2: Navigate to Controller > General.

Step 3: If you are using Cisco 5500 Series wireless LAN controllers, in
the AP Multicast Mode list, choose Multicast, and then in the box, enter
the multicast IP address that is to be used for multicast delivery. (Example:
239.1.1.1) and then click Apply.

If you are using a Cisco 2500 Series wireless LAN controller, in the AP
Multicast Mode box, enter the multicast IP address that was configured in
Step 8 of the “Configure the WLC platform” procedure, and then click Apply.

"I"'I" Ping  Logout Refresh
cisco MONITOR  WI&Ns CONTROLLER WIRELESS SECURITY  MaN co
Controller General Apply
General Hame WLC-1-Primary
Leventary) 802.3 Flow Control Mode Disabled =
IS LAG Mode on next reboot Enabled = (LAG Mode is currently enabled).,
Interface Groups Broadesst Forwarding Disabled_~
Gulticact I AP Multicast Mode £ Multicast = 239.1.1.1 Multicast Group Address I
Netwark Routes AP Fallback Disabled ~
17 ey Fast SSID change Dissbled =
b Internal DHCP Server  pofaype popility Domain Name CAMPUS
» Mobility Management  RF Group Name Ccampus
Ports User Tdle Timeout (seconds) 300
» NTP ARP Timeaut (seconds) 300
» cop Web Radius Authentication pap -
» PMIPv6 ©perating Enviranment Commercial (0 to 40 C)
» IPvE Internal Temp Alarm Limits 0to 65 C
» mDNS Webauth Proxy Redirection Mode Disabled
- PritoEmesd] ‘WebAuth Proxy Redirection Port o

Global 1Pv6 Gonfig Enabled =
1. Multicast is not supported with FlexConnect on this platiorm,
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Procedure 10 Create the WLAN data interface

Configure the WLC to separate voice and data traffic, which is essential in
any good network design in order to ensure proper treatment of the respec-
tive IP traffic, regardless of the medium it is traversing. In this procedure, you
add an interface that allows devices on the wireless data network to com-
municate with the rest of your organization.

Step 1: In Controller>Interfaces, click New.
Step 2: Enter the Interface Name. (Example: Wireless-Data)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 116)

.Ill.lll. Sawe Configuration  Ping  Logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
General —
Interface Name wireless-data
Inventol e
+7 WVLAN Id 116

Interfaces
Interface Groups
Multicast
Network Routes
» Internal DHCP Server
» Mobility Management
Ports
» NTP
» CDP
» Advanced

Step 4: If you are deploying a Cisco 2500 Series Wireless LAN Controller, in
the Port Number box, enter the number of the port that is connected to the
LAN distribution switch. (Example: 1)

Step 5: Inthe IP Address box, enter the IP address assigned to the WLC
interface. (Example: 10.4.16.5)

Step 6: Enter the Netmask. (Example: 255.255.252.0)

February 2013 Series

Step 7: In the Gateway box, enter the IP address of the VLAN interface

defined in Procedure 1. (Example: 10.4.16.1)

Step 8: In the Primary DHCP Server box, enter the IP address of your
organization's DHCP server (Example: 10.4.48.10), and then click Apply.

Saye Configuration ~ Ping  Logout Refresh

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces > Edit

General

Inventory General Information

Interfaces
Interface Name
Interface Groups
. MAC Address
Multicast

Network Routes Configuration

wireless-data

00:24:97:69:dd:5F

» Internal DHCP Server
Guest Lan

» Mobility Management Quarantine
Ports Quarantine Vian Td

» NTP
Physical Information

b ]

» CoP

» Advanced
Enzble Dynamic AP
Management

Interface Address

The interface is attached to a LAG

VLAN Identifier
1P Address
Netmask

Gateway

DHCP Information

116
10.4.16.5
255.255.252.0

10.4.16.1

Primary DHCP Server

Secondary DHCP Server

Access Control List

10.4.46.10

ACL Name

none =

some clients.

Note: Changing the Interface parameters causes the WLANS to be
temporarily dissbled and thus may result in loss of connectivity for

< Back Apply

To prevent DHCP from assigning wireless clients addresses that
conflict with the WLC's addresses, exclude the addresses you

assign to the WLC interfaces from DHCP scopes.
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Procedure 11 Create the wireless LAN voice interface

You must add an interface that allows devices on the wireless voice network
to communicate with the rest of the organization.

Step 1: In Controller>Interfaces, click New.
Step 2: Enter the Interface Name. (Example: wireless-voice)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 120)

N I ' I I Saye Configuration ~ Bing  Logout Refresh
CISsCcOo MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
General
Interface Name  wireless-voice
Inventory
VLAN Id 120
Interfaces

Interface Groups
Multicast
Network Routes

» Internal DHCP Server

» Mobility Management
Ports

» NTP

» CDP

» Advanced

Step 4: If you are deploying a Cisco 2500 Series Wireless LAN Controller, in
the Port Number box, enter the number of the port that is connected to the
LAN distribution switch. (Example: 1)

Step 5: Inthe IP Address box, enter the IP address assigned to the WLC
interface. (Example: 10.4.20.5)

Step 6: Enter the Netmask. (Example: 255.255.252.0)

Step 7: In the Gateway box, enter the IP address of the VLAN interface
defined in Procedure 1. (Example: 10.4.20.1)
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Step 8: In the Primary DHCP Server box, enter the IP address of your
organization's DHCP server (Example: 10.4.48.10), and then click Apply.

" I " I N Saye Configuration ~ Ping  Logout Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > Edit < Back Apply
General
Inventory General Information
Interfaces
Interface Name wireless-voice
Interface Groups
. MAC Address 00:24:97:69:dd: 6f
Multicast
Network Routes Configuration
» Internal DHCP Server Guest Lan
» Mobility Management Quarantine

Ports Quarantine vlzn 1d ]
» NTP
Physical Information
» cop
» Advan Thal::'\terface \.S attached to a LAG.
Enable Dynamic AP -
Management

Interface Address

VLAN Identifier 120

1P Address 10.4.20.5
Netmask 255.255.252.0
Gateway 10.4.20.1

DHCP Information

Primary DHCP Server 10.4.48.10

Secandary DHCP Server

Access Control List

ACL Name none

MNote: Changing the Interface parameters causes the WLANSs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

To prevent DHCP from assigning wireless clients addresses that
conflict with the WLC's addresses, exclude the addresses you
assign to the WLC interfaces from DHCP scopes.
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Procedure 12 Configure the data wireless LAN

Wireless data traffic can tolerate delay, jitter, and packet loss more effi-
ciently than wireless voice traffic. Applications that require a one-to-many
communication model may require the use of multicast-based transmission.
Generally, for the data WLAN, it is recommended to keep the default QoS
settings and segment the data traffic onto the data wired VLAN.

Step 1: Navigate to WLANS.

Step 2: Click the WLAN ID number of the SSID created in Procedure 3.
(Example: WLAN-Data)

Si ‘Configuration Ping Logout Refresh
mm . G FLagsi (8

ciIsco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP  FEEDBACK

WLANs WLANs Entries 1-10f 1
v WLANS Current Filter:  None Change Filter] [Clear Filter] Create New . lGo
WLANS
» Advanced
) Wean Admin
™ Type Profile Name WLAN SSID Status  Security Policies
O1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]

Step 3: On the General tab, in the Interface/Interface Group(G) list, choose
the interface created in Procedure 10. (Example: wireless-data)

Step 4: If you want to enable multicast on the WLAN-Data wireless LAN,

select Multicast VLAN Feature, and then in the Multicast Interface list,
choose the WLAN data interface. (Example: wireless-data)
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Step 5: Click Apply.

WLANs

¥ WLANS
WLANS

b Advanced

LP  EEEDE,
WLANs > Edit "WLAN-Data" < Back Apply
General | Security | QoS | Advanced |

Profile Name WLAN-Data

Type WLAN

SEID WLAN-Data

Status Enabled

Security Palicies [wPaz][Auth(802.1x)]

{Modifications done under security tab will appear after applying the changes.)

Radia Palicy all -

Interface/Interface GrouplG)  wireless-data v

Multicast ¥lan Feature Enabled

Multicast Interface wireless-data v

Broadcast SSID Enabled
Foot Notes

1 Web Policy canaot bs used in combination with [Psec

2 FlexConnect Local Switching is not supported with IPsec, CRAMITE authertication, Override Interface ACLs
5 When client exclusion is enabled, = Timeout Value of zero means infinity (will require administrative override 1o reset excluded clients)
4 Client MFP is not active unfess WPAZ is configured

§ Laarn Glisnt 1P Is configurabie onty when FlaxConnect Logal Switshing Is anablad

& WHM and open or AES security should be enabled to support higher 11n rates

& Value zero implies there is no restriction on maximurm clients allowe:

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAG Filtsring shauld be snabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

12 Max-associated-clients feature is not supported with FlexConnect Local Authentication

13 ULAW based central switching is not supported with FlexConnect Local Authentication,

14 Ensbling gtk-vandorize will Drevent clients from decryoting broadsast and muticast backsts,

15 Fast Transition is supported with WPAZ and open security policy

16 4 value of zero (0) indicates that the value soecified in the selected GoS profile will take effect
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Step 6: If you want to enable multicast on the WLAN-Voice wireless LAN,
Configure the voice wireless LAN select Multicast VLAN Feature, and then in the Multicast Interface list,
choose the WLAN voice interface. (Example: wireless-voice)
Wireless voice traffic is different from data traffic in that it cannot effectively
handle delay and jitter as well as packet loss. Multicast may be required for Step 7: Click Apply.
some voice applications that require a one-to-many method of communica-
tion. One common example of a multicast voice use-case is a group-based cisco MOUTOR s conTrouER v : 5 kel Feeosac
push-to-talk, which is more efficient via multicast than over traditional WLANS WLANSs > Edit "WLAN-Voice' Lok | [ apty |
unicast transmissions. T Genoral | Security | Qos | advanced |

WLANS

figuration Pin
Nmm 2 i

¥ Advanced
Profile Name WLAN-Voice

To configure the voice WLAN, change the default QoS settings to Platinum
and segment the voice traffic onto the voice wired VLAN.

Status Enabled

Security Palicies [wraz][Auth(802.1x)]

Step 1: Onthe WLANS page, in the list, choose Create New, and then click (Moliications dan undar cacurty tat will s9pear aiar spplying the changee.)
GO Radio Policy Al -

Interface/Interface Group(G)  wireless-voice +

wlilie Save Confiuration  Ping  Logout Refresh D Ol (oo Enabled
CISCO MONITOR WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK Multcast Interface wireless-voice
Broadeast SSID Enabled
Entries 1 -1 of 1
WLANs WLANs f
- WLANS Current Fifter:  None (Change Filter] [Clear Filter] Create New =y
‘WLANs
» Advanced
&) WLAN Admin
D Type Profile Name WLAN SSID Status  Security Policies Foot Notes
1 WLAN WLAN-Data ‘WLAN-Data Enabled [WPA2][Auth(802.1X)] 1 Web Policy cannot be used in combination with IPsec

2 FlexConnect Local Switching is ot supported with IPsec, CRANITE suthentication, Cuerride Interface ACLs
3 When client exclusion is enabled, 3 Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP 15 not sctive uniess WPAZ fs configured

5 Learn Client IF is confiqurable only when FlexConnect Local Switching is enabled

& WMH and open or AES security should be enabied to support higher Lin rates

8 Valus zare Impliss there (s no restricticn on makimure clents allowed,

9 MAC Fitering fs not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

11 Guaest tunneling, Lacal switching, DHCP Required should be disabled,

12 Max-associated-clients feature is not supported with FlexConnect Local Authentication

13 VLAN based central switching is not supported with FiexConnect Local Authentication

14 Enabiing gik-randomize will prevent clients from decryeting broadeast and multicast packers,

15 Fast Transition is supported with WPA2 and open Ssourity policy

15 A value of zero (0) indicates that the value specified in the selected QoS profile will take effect.

Step 2: Enter the Profile Name. (Example: Voice)

Step 3: In the SSID box, enter the voice WLAN name, and then click Apply.
(Example: WLAN-Voice)

aleale Save Configuration  Ping  Logout Refresh
cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs ‘WLANSs > New < Back Apply
d = Type WLAN -
WLANs
Profile Name Voice
» Advanced
SSID WLAN-Voice
o) 2 -

Step 4: On the General tab, next to Status, select Enabled.

Step 5: In the Interface/Interface Group(G) list, choose the interface cre-
ated in Procedure 11. (Example: wireless-voice)
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Step 8: On the QoS tab, in the Quality of Service (QoS) list, choose
Platinum (voice), and then click Apply.

Si onfiguration  Ping Logout Refresh
NI - R

CcIsco MONITOR ~ WLA) CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit "Voice’ < Back Apply

- WLANs

| General ‘|’ Security ‘| ;" “
WLANs

" Advanced Quality of Service (QoS)  Platinum (voice) =

wrm

WMM Policy Allowed v
7920 AP CAC [ Enabled
7920 Client CAC [ enabled

Foot Notes

1 web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require sdministrative override to reset excluded clients)
< Client MFF is not active unless WPAZ i configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

6 WMM and open or AES security should be enabled to suppart higher 11n rates

7 Multicast Should Be Enabied For 1PVS.

8 Band Select is configurable enly when Radio Policy is set to ‘All.

9 Value zero implies there Is no restriction on maximum clients allowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-sssociated-clients feature is not supported with HREAP Local Authentication.

Procedure 14 Configure the resilient controller

If you are configuring Cisco 2500 Series WLCs, AP SSO is not supported.
You should therefore complete this procedure in order to join multiple
controllers to a mobility group. If you are configuring Cisco 5500 Series
WLCs, AP SSO is supported, and you should skip this procedure.

The local-mode design model can support lightweight access points across
multiple floors and buildings simultaneously, in all deployment scenarios,
you should deploy multiple controllers at each site, for resiliency.

This design, not based on AP SSO, uses two independently licensed con-
trollers. The first is the primary controller to which access points normally
register. The secondary controller, also called the resilient controller,
provides resiliency in case the primary controller fails. Under normal opera-
tion, no access points register to the resilient controller.

Even when configured as a pair, controllers do not share configuration
information as they do when using AP SSO, so you must configure each
controller separately.
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Because it is possible for a wireless client in your network to roam from an
access point joined to one controller to an access point joined to another
controller, both controllers should be deployed in the same mobility group.

A mobility group is a set of controllers, identified by the same mobility group
name that defines the realm of seamless roaming for wireless clients. By
creating a mobility group, you can enable multiple controllers in a network to
dynamically share information and forward data traffic when intercontroller
or intersubnet roaming occurs. Controllers in the same mobility group can
share the context and state of client devices as well as their list of access
points so that they do not consider each other’s access points as rogue
devices. With this information, the network can support intercontroller WLAN
roaming and controller redundancy.

Step 1: Repeat Procedure 3 through Procedure 13 for the resilient
controller.

Step 2: On the primary controller, navigate to Controller > Mobility
Management > Mobility Groups. The MAC address, IP address, and mobil-
ity group name for the local controller are shown.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members New... EditAll

General

T Local Mobility Group CAMPUS
Interfaces MAC Address IP Address Group Name Multicast IP Status
Interface Groups 00:24:97:69:dd:60  10.4.46.64 CAMPUS 0.0.0.0 up
Multicast

Network Routes

-

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
b NTP
» CDP

» Advanced

Step 3: On the resilient controller, navigate to Controller > Mobility
Management > Mobility Groups, and then click New.

Step 4: In the Member IP Address box, enter the IP address of the primary
controller. (Example: 10.4.46.64)
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Step 5: Inthe Member MAC Address box, enter the MAC address of the
primary controller, and then click Apply.

.Ill.lll. Saye Configuration ~ Ping  Logout Refresh

cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply
General Member IP Address 10.4.46.64
RN Member MAC Address  00:24:87:68:dd:60

s Group Name. CAMPUS
Interface Groups
Multicast

Network Routes

v

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Step 6: On the primary controller, navigate to Controller > Mobility
Management > Mobility Groups, and then click New.

Step 7: In the Member IP Address box, enter the IP address of the resilient
controller. (Example: 10.4.46.65)

Step 8: In the Member MAC Address box, enter the MAC address of the
resilient controller, and then click Apply.

Save Configuration  Ping Logout Refresh
alialn e Config Eing  Logout s

ciIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Controller Mobility Group Member > New < Back Apply
General Member IP Address 10.4.46.85
Inventory

Member MAG Address  00:24:97:68:27:20
e Group Name. CAMPUS
Interface Groups
Multicast
Network Routes
» Internal DHCP Server
~ Mobility Management
Mability Groups
Mability Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Step 9: On each controller, click Save Configuration, and then click OK.
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Step 10: Navigate to Controller > Mobility Management > Mobility
Groups on each controller, and then verify that connectivity is up between
all the controllers by examining the mobility group information. In the Status
column, all controllers should be listed as Up.

.Ill.lll. Saye Configuration ~ Ping  Logout Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members New... EditAll
General
Inventory Local Mobility Group CAMPUS
Interfaces MAC Address 1P Address Group Name Multicast TP Status
Interface Groups 00:24:97:69:dd:60 10.4.46.64 CAMPUS 0.0.0.0 Up
Multicast

00:24:07:68:37:20 10.4.45.65 campus 0,000 up ]
Network Routes

v

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Procedure 15 Configure controller discovery

You have three options to configure controller discovery, depending on the
number of controller pairs and the type of DHCP server you've deployed.

If you have only one controller pair in your organization, complete Option

1 of this procedure. If you have deployed multiple controller pairs in your
organization and you use Cisco |OS software in order to provide DHCP
service, complete Option 2. If you have deployed multiple controller pairs in
your organization and you use a Microsoft DHCP server, complete Option 3.

DHCP Option 43 maps access points to their controllers. Using DHCP
Option 43 allows remote sites and each campus to define a unique mapping.
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Figure 5 - Flow chart of WLC discovery configuration options

How many
wireless LAN
controllers?

Multiple
non-AP SSO
controller pairs

Use DHCP Option 43
to return the IP addresses
of the wireless LAN
controller pairs

l 1

Use DNS to resolve
cisco-capwap-controller
to the controller's
management IP address
using Option 1

One controller pair
or controller pair
using AP SSO

Do controller
sites have Microsoft
DHCP server?

\ J YES NO

l l

Configure Microsoft Configure I0S-based

DHCP Server DHCP Server
using Option 3 using Option 2
v v v

( Finished ) ( Finished ) ‘ Finished ’

February 2013 Series

Option 1. Only one WLC pair in the organization

Step 1: Configure the organization's DNS servers (Example: 10.4.48.10)

to resolve the cisco-capwap-controller host name to the management IP
address of the controller. (Example: 10.4.46.64) The cisco-capwap-controller
DNS record provides bootstrap information for access points that run
software version 6.0 and higher.

Step 2: If the network includes access points that run software older than
version 6.0, add a DNS record to resolve the host name cisco-lwapp-
controller to the management IP address of the controller.

Option 2. Multiple WLC pairs in the organization: Cisco 10S
DHCP server

In a network where there is no external, central-site DHCP server, you can
provide DHCP service with Cisco I0S software. This function can also be
useful at a remote site where you want to provide local DHCP service and
not depend on the WAN link to an external, central-site DHCP server.

Step 1: Assemble the DHCP Option 43 value.
The hexadecimal string is assembled as a sequence of the Type + Length +
Value (TLV) values for the Option 43 suboption, as follows:

Type is always the suboption code 0xf1.

- Length is the number of controller management IP addresses times 4, in
hexadecimal.

- Value is the IP address of the controller listed sequentially, in
hexadecimal.

For example, suppose there are two controllers with management interface
IP addresses 10.4.46.64 and 10.4.46.65. The type is Oxf1. The length is
2*4=8=0x08. The IP addresses translate to 0a042e40 (10.4.46.64)

and 0a042e41(10.4.46.65). When the string is assembled, it yields
f10802042e400a042e41.

Step 2: On the network device, add Option 43 to the pre-existing data
network DHCP Pool.

ip dhcp pool [pool name]
option 43 hex £1080a042e400a042e4l
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Option 3. Multiple WLC pairs in the organization: Microsoft
DHCP server

This procedure shows how the Microsoft DHCP server is configured in order
to return vendor-specific information to the lightweight Cisco Aironet 1600,
2600, and 3600 Series Access Points used in this deployment guide. The
vendor class identifier for a lightweight Cisco Aironet access point is spe-
cific to each model type. To support more than one access point model, you
must create a vendor class for each model type.

Table 4 - Vendor class identifiers

Access point Vendor class identifier
Cisco Aironet 1600 Series Cisco AP ¢1600
Cisco Aironet 2600 Series Cisco AP ¢2600
Cisco Aironet 3600 Series Cisco AP ¢3600

Step 1: Open the DHCP Server Administration Tool or MMC.

Step 2: Navigate to DHCP > ad.cisco.local, right-click IPv4, and then click
Define Vendor Classes.

Fle Action View Help

eo [ AEIRE = JE
DHCP

* K Name
B § fddscoliocal BPva
S BPve
p P More Actions »
New Scope.
New Superscope. ..
e

Set Predefined Options.

Refresh
Properties
Help

Define vendor specific option dasses.
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Step 3: In the DHCP Vendor Classes dialog box, click Add.

DHCP ¥endor Classes HE

Available clazses:

Mame | Description | Add.. [:
iciozoft Windows 20, Microzoft vendor-specific option...

ticrosoft Windows 98 . Microsoft vendor-specific option Edt..

Microsalt Dptions Microsoft vendar-specific option...
Bemove

Cloze

Step 4: In the New Class dialog box, enter a Display Name. (Example: Cisco
Aironet 1600 AP)

Step 5: In the ASCII section, enter the vendor class identifier for the appro-
priate access point series from Table 4, and then click OK. (Example: Cisco
AP ¢1600)

Step 6: Inthe DHCP Vendor Classes dialog box, click Close.

41 pHCP (O] x:
File  Action View Help

L EEEN ]

‘g DHCP Marne | I Actions
2 5 adciscolosal IPvd ad.ciscalocal -
%IM BIPvE
3

o IPve More Actions
DHCP ¥endor Classes 7| x|
Bwallable classes:
Mamme | Description | :I Add... I
bl 2| x
Min Edit....
i

" Display name:
Cis & I EMOYE
Cie JCisco Alronet 1600 AP

D; Diescription:
Cig I

= BT A5CI

0000 43 69 73 63 6F 20 41 50 [Cisco AP
0008 20 63 31 36 30 30 |clSUEI| I C'DLl

Cancel
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Step 7: Right-click the IPV4 DHCP server soot, and then click Set
Predefined Options.

Step 8: In the Option Class list, choose the class created in Step 4, and
then click Add.

The vendor class and suboption are now programmed into the DHCP server.
Now, you need to define the vendor-specific information for the DHCP
scope.

Step 13: Choose the DHCP scope that you will be installing Access Points
on then right-click Scope Options, and then click Configure Options.

Step 14: Click the Advanced tab, and in the Vendor class list, choose the
class created in Step 4.

Step 15: Under Available Options, select 241 Option 43.

Step 16: In the IP address box, enter the IP address of the primary control-
ler's management interface, and then click Add. (Example: 10.4.46.64)

Scope Options ﬂ E

| General Advanced |

Predefined Options and ¥alues EE
Ophion class: Cizco dironet 1600 AP A
Option niame; I 'I

Add.. Edi. | Delre |
Description: I
—Walue
ak. | Cancel |

Step 9: In the Option Type dialog box, enter a Name. (Example: Option 43)

Step 10: In the Data Type list, choose IP Address.

Step 11: Select Array.

Step 12: In the Code box, enter 241, and then click OK.

Change Option MName EH
Class: Cisco Aironet 1600 AP
Hame: [Option 43
[rata bpe: IIF' Address j ¥ fray
Cade: I 20
Descrption; ||
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Ok I Cancel

Vendor class: [ Cisco Airanet 1600 4P ~|
User clazs: IDefault Uszer Class j
Available Options | D ezcription
241 Option 43 |
4| |
= Data entry
Server name:
I Fezolye |
Add
Remove |
T
(e |

0k Cancel | Apply

Step 17: If you are not using the AP SSO feature, repeat Step 13 through
Step 16 for the resilient controller, and then click Apply. (Example:

10.4.46.65)
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Procedure 16 Connect the access points

On the LAN access switch, the switch interfaces that are connected to the
access points use the standard access switchport configuration, with the
exception of the QoS policy that you configure in this procedure.

Step 1: Configure the interface where the access point will be connected to
trust the QoS marking from the access point.
interface GigabitEthernet [port]

description Access Point Connection

switchport access vlan 100

switchport voice vlan 101

switchport host

macro apply EgressQoS

switchport port-security maximum 11

switchport port-security

switchport port-security aging time 2

switchport port-security aging type inactivity

switchport port-security violation restrict

ip arp inspection limit rate 100

ip dhcp snooping limit rate 100

ip verify source
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Procedure 17 Configure access points for resiliency

Step 1: For access points that are connecting to a WLC that is not using
AP-SSO, itis necessary to configure these access points with the IP
addresses of each of the non AP-SSO controllers. If you are installing
access points that will connect to a pair of WLC'’s using AP-SSO, please skip
this step.

Step 2: On the primary controller, navigate to Wireless, and then select the
desired access point.

Step 3: Click the High Availability tab.

Step 4: In the Primary Controller box, enter the name and management IP
address of the primary controller. (Example: WLC-1/ 10.4.46.64)

Step 5: In the Secondary Controller box, enter the name and management
IP address of the resilient controller, and then click Apply. (Example: WLC-2
/10.4.46.65)

Save Configuration Ping Logout Refresh
nmm & Canfia #ing - FLoait (8

ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP FEEDBACK

Wireless All APs > Details for A4507-1141N < Back Apply

~ Access Points
All APs
+ Radios

General | ials | | High Availability | |

802.11a/n Name
802.11b/g/n
Global Configuration

Management IP Address
Primary Controller WLC-1 10.4.46.64
Secondary Controller  'WLC-2 10.4.46.65
» Advanced i
Tertiary Controller
Mesh
HREAP Groups
. AP Failover priority  Low  ~

» 802.11b/g/n

» Media Stream
Country
Timers

b Qos

Foot Notes

1 DNS server IP Address and the Domain neme can be set only after = valid static IF is pushed to the AF.
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There are two methods of deploying remote site wireless LAN controllers,
shared and dedicated:

- Ashared WLC has both remote-site access points and local, on-site
access points connected to it concurrently. Use a shared WLC when

Configuring Remote-Site Wireless with Cisco FlexConnect the number of access points matches the available capacity of the
co-located WLCs near the WAN headend, and the WAN headend is
1. Install the vVWLC for FlexConnect designs co-located with a campus.
2. Configure the console port on the vVWLC - Adedicated WLC only has remote-site access points connected to
3. Confiqure the YWLC network adapters it. Use a dedicated WLC pair, such as Cisco Flex 7500 Series Cloud
' 9 P Controller using AP SSO, when you have a large number of access
4. Configure the data center switches points or remote sites. Alternately, for smaller deployments, the use of
. o . the VWLC is a cost-effective option, provided that you do not exceed
& Cenilgire e LAl elistrlouilen suitcl 200 APs across two or more Cisco FlexConnect groups or exceed 3000
6. Connecting the redundancy port wireless clients per vVWLC. You also use this option when the co-located
: WLCs near the WAN headend don't have the necessary capacity or the
70 Ceriflgle e B elaiier WAN headend is not co-located with a campus.
& Leniflglie e Hime 260 If you are using a shared WLC, this deployment guide assumes that
9. Configure SNMP you have already deployed the WLC following the instructions in the

“Configuring On-Site Wireless Controllers” process. To deploy remote-site

10.Limit which networks can manage the WLC wireless in a shared controller deployment, skip to Procedure 15.

UL el wlreleas Laer uieniicaten If you are using a dedicated WLC, perform all the procedures in this process
12.Configure management authentication in order to deploy remote-site wireless.
13.Configure the resilient WLC

14.Configure mobility groups

15.Configure the data wireless LAN

16.Configure the voice wireless LAN

17. Configure controller discovery

18.Configure the remote-site router

19.Configure the remote-site switch for APs

20.Enable licensing on the vVWLC

21.Configure the AP for Cisco FlexConnect

22.Configure access points for resiliency

23.Configure Cisco FlexConnect groups
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Table 5 - Cisco remote-site wireless controller parameters checklist

Parameter

Cisco SBA values
primary controller

Cisco SBA values
resilient controller not using AP SSO

Site-specific values

Controller parameters

Switch interface number

1/0/3,2/0/3

1/0/4,2/0/4

VLAN number 146 146

Time zone PST-80 PST-80

IP address 10.4.46.68/24 10.4.46.69/24
Default gateway 10.4.46 1 10.4.461
Hostname WLC-RemoteSites-1 WLC-RemoteSites-2
Mobility group name REMOTES REMOTES
RADIUS server IP address 10.4.48.15 10.4.48.15
RADIUS shared key SecretKey SecretKey
Management network (optional) 10.4.48.0/24 10.4.48.0/24
TACACS server IP address 10.4.48.15 10.4.48.15
(optional)

TACACS shared key (optional) SecretKey SecretKey
Remote site parameters

Wireless data SSID WLAN-Data WLAN-Data
Wireless data VLAN number 65 65

Wireless voice SSID WLAN-Voice WLAN-Voice
Wireless voice VLAN number 70 70

Default gateway 10.4.201 10.4.201
Controller interface IP address 10.4.20.5/22 10.4.20.6/22
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Install the vWLC for FlexConnect designs

The virtual Wireless LAN controller (vWLC) is ideal for small to medium
deployments where virtualized compute services are available within the
data center and the AP design model is using local switching using Cisco
FlexConnect.

The vWLC requires two physical network interface cards (NICs),
one dedicated to the management interface and one for wireless
client traffic. To provide full switch fabric redundancy, four physi-
cal NICs are required and are grouped into two pairs by using NIC
teaming.

If you are installing a virtual wireless LAN controller (vWLC), you must com-
plete the following steps in order to install it using the downloaded Open
Virtual Archive (OVA) file available online from Cisco. If you are using another
WLC to support your remote sites, you can skip to Procedure 5 “Configure
the LAN distribution switch.”

Step 1: Begin by preparing the VMware host machine networking environ-
ment. On the physical host machine, in vCenter, create three virtual switches
(vSwitch0, vSwitch1, and vSwitch?2), as follows:

On vSwitchO, allocate two physical NIC interfaces. These will be used
to provide management access to the vVWLC (Example: management
network mapped to VLAN ID: 148)

On vSwitch1 allocate two physical interfaces that will be used to provide
wireless VLAN access for each WLAN created on the vVWLC. (Example:
wireless VLANs mapped to VLAN ID: All 4095)

On vSwitch2, no physical interfaces need to be allocated unless the
service port will be used in the future. Failure to define this interface
may result in the wrong interface’s vSwitches being used for the wire-
less data VLANSs. The configuration of the service portis required in
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the event that the service port needs to be used for maintenance and
support functions during the controller’s lifecycle.

Jocal - vsphere Client.

ntory  Administration Plugns Help

@) Home b gf Inventory b [ Hosts and Clusters

 Server
5 10KTEST Viware Late Manag: | | * Networking

ca Storage Adapters
3 Exchange server Netuwork Adzpters
s FW_Inside_server_1
s FW_Inside_server 2

@ Prine Infrastructure 1.2

Prine
(0 Selarwinds HetFlory Licznsed Features
(B MeE: 00 e Corfiguration

Rsz00 Data D15 and RoLting

g

=
G vWCT 4122

Host Cache Corfiguration
Systam Resoures Albcstion
Agent V1 Settings
Advanced Settings

Kl Lol

View: [ vaphere Standard Swich vSphere Distrbuted Switch

Networking

Standard Switch: vSwitchD

AN D 143
Vi P P G

2 Server WAN 1 Q.
AN D 148
Unanalpor

3 Mansgement Network
kD ¢ 10.5.24.101 | YLAN ID: 148

Remove,., Properties...

Standard Switch: vSwicht

Itk Por Gr Phyicl Adspars
. BB w2 1000 Ful |
(5)| VLA I0: Al (4095) BB voricd 1000 Ful |
Vit i o Physisl Adrer:
’ @ 4o aepters
741
WWLCT 41 422

Next, you install the vWLC OVA file obtained from Cisco.

In vCenter, select the physical machine, click File, and then click Deploy
OVF Template.

Report

() Solarwinds NetFiow Licsnsed Features
Time Corfiguration
DHS and Routing
Authertication Services

[ rs00-e: local
a
B LCT A1 2
 wwcT 1422

Host Cache Configuration
System Resource llocation
‘Agert i Settings
Advanced Settings

Browse VA Marketplace. . il vi Switch
e R Processors Networking
—_— Wemery
X storage
5 UK TEST VCanter server — standard swkch: vawitcho Remove... Propertizs..
» Networking
S e O Server WAN2Z Q. B vrics 1000 Ful | 0
xd 8"9: erver Hetwork Adapters VLARID: 149 BB vonicé 1000 Full | 3
@ P Inside_Server_1 Advanced settings
(B FW _Inside_server 2 Virual Maching Pon Group
B o Power Management 1 [Sarver AN o
b Prime Infrastructure 1.2 o VLANID: 148
(p Prine Infrastructure 2.0 ikmal Pt

) Management Nstwork
kD 10.5.24.101 | VLAN ID: 148

Standard Swikch: vSitchi Remove.. Properties...

e Viachine Port Grou Phyi

rele: s Q. 1000 Ful | 2

virtu (5) | VLA ID: Al (4095) BB vmica 1000 Ful |
741 421

Remove,.,  Properties. .

Standard Swikch: vSwitchz

Vil Wschine Port Group Physical dsptars
G WLAN Service Port 6 4 1o adapters
& 2 vitud machine(s)

VWLCT_4 1 421

WWLCT 41 422
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Step 2: Complete the Deploy OVF Template wizard. Note the following: Step 4: On the Disk Format page, select Thick Provision Lazy Zeroed.

On the Source page, select the downloaded vWLC OVA file that you {2 Deploy OVF Template M=
obtained from Cisco. Disk Format

In which Farmat do you want to store the virkual disks?

On the Name and Location page, provide a unique name for the virtual
Wireless LAN controller. (Example: vVWLC-1) Source Bt =T

OWF Template Details

Mame and Location )
%) Deploy D¥F Template HEE [— Available space (GE): 1672.5
Name and Location Disk Fzrmat
Specify a name and location for the deployed template Netu;ur Mapp\r;g
Ready fo Complste (%' Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
Source Name; € Thin Provision
OVF Template Details IvWLC-l\
Name and Location
Storags The name can contain up ko 80 characters and it must be unique within the inventory Folder.
Disk Format
Metwork Mapping 5
Reeady to Complete Ireeentory Location:
|2 [Rs200 Data Center
Step 5: On the Network Mapping page, in the Destination Networks list,
choose the network defined on the VM host machine that will be used on the
vWLC management interface. (Example: Server VLAN 1)
ploy O¥F Template =] &3
Step 3: On the Storage page, select the storage destination of the virtual Network Mapping
. What networks should the deployed template use?
machine.
%) Deploy DYF Template =] Saurce
Storage OYF Template Details Map the networks used in this OVF kemplate to networks in your inventary
Wihere da you wank to stors the virtual machine files? lame and Location
Storage. Source Networks | Destination Metwarks |
Disk Format M Metwork, |5erver WLAN 1 '|
Network Mapping T
Source Selert a destination storage for the virtual machine files: Ready bo Complete Server YLAN 2
OMF Template Details 'WLAN Service Port
Wame and Location M Storage Profile: I j £ \ireless YLAMNS
Storage Name | Drive Type | Capacity | Provisioned | Free | Type | Thin Proy
Disk Format
Natwark Mapaing Openfiler(Soft .. Unknown 9.097B 6.07 TB 304TE NFS Supparte
Ready to Complats E RS200-ES5XiZ_.. Mon-35D 1.63TB 1004.00... 163TE VMFSS Supporte:
Descripkion:
The ¥M Network =
L4
4 | |

™| Disable Storage DRS For his virkual machine

Select & datastaore:

Marme Drive Type Capacity | Provisioned Free | Type Thin Provis
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Step 6: On the Ready to Complete page, review the settings, and then
press Finish. Deployment of the OVA file begins, and it may take a few

minutes to complete.

(%) Deploy DVF Template

Ready to Complete

Are these the options you want to use?

[H[=] E3

Source

OWF Template Details
Narne and Location
Storage

Disk Faormat

Network Mapping
Ready to Complete

When you click Finish, the deployment kask will be started.

Deployment settings:

OVF File:
Download size:
Size on disk:
Mame:

Falder:
HostCluster:
Datastare;

Disk provisioning:
Metwork Mapping:

r Pawer on after deplovment

CHAS_CTYM_7_4_1_4Z.ava
161.7 MB

8.2 GB

WWLC-1

R5200 Data Center
r5200-esxi2.cisco. local
RS200-E5¥iZ_Local

Thick Provision Lazy Zeroed

"W Network! to "Server YLAN 1"

Help
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= Back | Finish I Cancel

4

Configure the console port on the vWLC

When the vWLC starts, the Console tab within vSphere will display a repeti-
tive message stating to press any key in order to make the Console tab the
default terminal for console messages from the vVWLC. If a key is not pressed
during the vVWLC startup, console communication to the vWLC through the
vSphere client's console window will not be possible. This can be a problem
when troubleshooting IP connectivity issues, for example, and console
access is required. For this reason, in this procedure, you create a virtual
serial port. This will ensure access to the vVWLC console through the use of a
standard Telnet client.

Step 1: In vCenter, select the newly added vWLC (Example: vVWLC-1), click
Edit virtual machine settings, and then in the Virtual Machine Properties
dialog box, click Add.

What is a Virtual Machine?

Avirtual machine is a software compute
physical computer, runs an operating sy | Shaw All Devices

~Memory Configuration
| Memory C

applications. An operating system instal ==

machine is called a guest operating sysi [ Froare ST [ e
2i0me ]

Because every virtual maching is an iso 1 e

enviranment, you ean use vitual machir | g e

warkstation environments, as testing ert
cansolidate server applications

2ol

16 ca|
In vCenter Server, virtual machines run || & Herddsk 1

clusters. The same host can run many y | @ CO/DWD drive 1
L]
B e
& Flonp Floppy 1 268

Basic Tasks

[ Power on the virtual machine

5121
5 Edit virtual machine settings
256 )

contains: v Clear X
o o e
o T =
T T T AT
@ Conplted a —
@ Completed CISCOlsthigg... (5] vCenter.ciscol.. 10/31/2012 12:11:03 ... 10/31/2012 12:11:03PM 10/31/2012 12:11:03
R0 DataC.. @ Conplied CIsCOion. () vCertercicolh, 1012012 1211183 10[31/2012 1211103 P otz 1211103 =

Deployment Details



Step 2: Complete the Add Hardware wizard. Note the following:

On the Device Type page, select Serial Port.

[%) ¥WLC-1 - ¥irtual Machine Properties

Hardware |Options I Resources I Profiles | VSErVices |

— + 1 Memory Configuration

virtual Machine Yersion: 7

u (=) Add Hardware

Device Type

what sort of device do you wish ta add ko wour wirtual machine?

Device Type
Select Pork Type
Select Output File
Ready ko Complete

i & 8D M 6 11 17 m B

Choaose the type of device you wish to add.

—Information

This device can be added to this Wirtual Machine.

R SCSI Device

Help

= Back I Mext = I Cancel

On the Select Port Type page, select Connect via Network.

[7%) ¥WLC-1 - Virtual Machine Properties

Hardwiare IOpt\uns | Resources | Profiles I W¥IEIYICes I

—— + —Memory Configuration

Wirtual Machine Version: 7

B2 pdd Hardware [x]

Ha serial Port Type
E ‘What media should this virtual serial port access?
[=
= Device Type Select the type of media you would like the virtual serial port to access.
G Select Port Type )
o Sela;t Metwork Facklng Serial Port Gutput
g Ready to Complete
B " Use physical serial port on the hast
L}
& " Qutput ko file

" Connect to named pipe

@ Connect via Metwork

Help

= Back | Mext = I Cancel
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On the Network Backing page, select Server (VM listens for connec-
tion), and then in the Port URI box, enter telnet://[Host Machine IP
Address]:[Unique TCP Port]. (Example: telnet://10.5.24.101:9292) This
configures IP address and TCP port number that are used access the
console port via Telnet.

[ ¥WLC-1 - Yirtual Machine Properties

Hardware | Options | Resources | Profies | vservices | virtual Machine Yersion: 7

—— 1+ Memory Configuration
[x]

r (=) Add Hardware

Ha Network Serial Port Settings
E How should this serial pork connect via network?
[
| Devie Tupe —Metwork Backing
Select Port Typs
[ Szrecct ;’etwc:k Backing & Seryer (VM liskens For connection)
E Ready ta Complste " Client (%M initiates connection)
B Part URI: |ta|nat:jf1n.5.24.101:9292\
L
& I™ Use Virtual Serial Port Concentratar
VSPCLRE |
Device Status
’7 v connect at pOwWeEr on

— IO Mode
¥ wield CPU on poll

Allow the guest operating system ko use this serial port in palled mods
rather than in inkerrupt mode.

Help < Back | Mext I Cancel |

|— 1

On the Ready to Complete page, review the settings, and then click
Finish.
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Step 3: On the Virtual Machine Properties dialog box, click OK. The new
serial port has been successfully configured.

["-EJ ¥WLC-1 - ¥irtual Machine Properties == B

Hardware |Optiur|5 | Resources | Frofiles I ¥SErvices I
i Device Status
Renore | oo

Hardware | Summary ‘ ¥ Conmect at POWEL O

Wirtual Machine Yersion: 7

™ show &l Devices

Memory 2048 MB
PUs 1

— Connection
™ Use physical serial port:
I,fdev;’char;’serial,iuartﬂ j

Wideo card Yideo card
WMCT device Restricted
SC3I controller 0 L3I Logic Parallel e
Hard disk 1 Wirbual Disk.

Lse oukput file:

Step 2: Select Network adapter 2, and in the Network label list, choose
Wireless VLAN, and then press OK.

(%) vWLC-1 - Virtual Machine Properties [_10] x|
Hardware | optians | Resources | Profiles | vSersices | Wirkual Machine Version: 7
—Device Status

™ Show Al Devices Add... Remove | I~ | Gonmested
Hardware | Summary ‘ [V Conmect at POWEr On

[ 2048 MB
W remory Adapter Type
[ o ! Cl k adapt EL000

urrent adapter:

I;l Video card ¥ideo card g

WMCT device: Restricted
= —MAC Address
9 551 controller 0 LSI Logic Parallel

00:50:56:a2:5d:54

&= Harddisk 1 virtual Disk.

Metwork adapter 1

[RS200-ES¥IZ_Local] v...
Server VLAN L

~

Use named pipe:

Browse. .. |

[R3200-ESki2_Local] ...

WLAN Service Port |

CD/OVD drive 1
Network adapter 1 {edite...

B
B Network adapter 2 (edite...

% Automatic " Manual

Metwork adapter 2 Server YLAN 1

Floppy drive 1 Floppy 1 Fipe Mame:
Mew Serial Port {adding} telnet://10.5.24.101... Mear End: lﬁ
Far End: A virkual machine ¥

' Use netwark

T
=]
=
=
©
=
@ cofove drive L
]
-]
)
@

' Server (%M listens For connection)
" Client {¥Minitiates connection)

Port URT: belnet: {10,524, 101:9292

[ Use virtual Serial Part Concentrator
wSPC LIRI:

—If0 Mode
IV vield CPU on pall

Help | OF | Cancel |

Configure the network adapters that will be used for the WLAN service
port and the wireless VLAN interfaces. In this procedure, four physical NIC
interfaces are used in two EtherChannel pairs, and each interface in a pair
connects to separate redundant switches.

Step 1: In the Virtual Machine Properties dialog box, select Network
adapter 1, and then in the Network label list, choose WLAN Service Port.

Wireless ¥YLANs ] DirectPath iC:
& Floppy drive 1 Floppy 1 e Mot supperted @ ‘
@ serialport L telnet:{[10.5,24.101:92. .
[~ Metwork Connection
etwork label:
Wireless VLANS ﬂ

L Server YLAN 1

R SErvIce Port I

Help [o]4 | Cancel

4

Step 3: Start the virtual wireless LAN controller for the first time by select-
ing virtual machine just installed in the left column, and pressing the Power
on the virtual machine option shown within the console tab. Within the
Console tab you are prompted to “Press any key to use this terminal as the
default terminal.” You do not need to press any key as access via the serial
port that was created in Procedure 2 will be used.

| Gatig St iy e Mocaton Pefcrince | Va8 varee e [ Pssons | Fige S Ve | Updis Vst




In the event that you are unable to use Telnet to connect to
the serial port defined for the vVWLC, you can restart the vWLC
and press any key during the initial boot up in order to use the
VMware console port as the access method.

Using a Telnet client, such as Putty, access the vVWLC console port by
connecting via Telnet to the IP address and TCP port defined in the Add
Hardware wizard in the previous procedure.

ﬁ PuTTY Configuration E

Cateqory:

=8 Sesgion B asic aptions far your PuTTY session |

P L.':'gg'”g Specify the destination you wart to connect to
= Terminal

Hoszt Mame [or IF address) Port
- Feyboard
- Bell 10.5.24.10 9292

- Features
(= "Window

- SppEarance
- Behaviour
- Translation
- Selection

- Colours

[=- Connection

- Data Save
- Progy
- Telnet Delete
- Rlogin
- 55H

- Serial

Load, zave or delste a stored zession

Saved Seszionz

Default Settings

Load

Cloze window an exit:
() Alwapz ) Mewer @ Only on clean exit

G ) [
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Configure the data center switches

When using a dedicated design controller model with the Cisco Flex 7500
Series Cloud Controller, the controller resides within the data center. This

procedure configures the data center Cisco Nexus switch for connectivity to

the redundant Flex 7500 Series Cloud Controllers using redundant Ethernet
ports configured for link aggregation (LAG). For the virtual Wireless LAN
Controller, these steps are performed for the VM host machine during the
deployment of the VM environment.

Step 1: On the primary data center Cisco Nexus switch (Example:
DCb5596UPa), create the wireless management VLAN that you are going to
use to connect the redundant Cisco Flex 7500 Series Cloud Controller.
Vlan 146
name WLAN Mgmt

Step 2: On the primary data center Cisco Nexus switch (Example:
DCb5596UPa), create wireless port channels for the primary and resilient
Cisco Flex 7500 Series Cloud Controller.
interface port-channel65
description Link to WLC7500-1
switchport mode trunk
switchport trunk allowed vlan 146
no shutdown
interface port-channel66
description Link to WLC7500-2
switchport mode trunk
switchport trunk allowed vlan 146
no shutdown

Step 3: Configure a switched virtual interface (SVI) for the VLAN. This
enables devices in the VLAN to communicate with the rest of the network.
interface V1anl4dé

no shutdown

description Wireless Management Network

no ip redirects

ip address 10.4.46.2/24

ip router eigrp 100

ip passive-interface eigrp 100
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ip pim sparse-mode

hsrp 146
priority 110
ip 10.4.46.1

Step 4: Configure two ports on the data center switch as a trunk port. These
two ports will be connected to the redundant ports on the primary Cisco
Flex 7500 Series Cloud Controller.
interface Ethernet103/1/1
description Links to 7500-1
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 65
no shutdown
interface Ethernetl104/1/1
description link to 7500-1
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 65
no shutdown

Step 5: Configure two ports on the data center switch as a trunk port. These
two ports will be connected to the redundant ports on the resilient Cisco
Flex 7500 Series Cloud Controller.
interface Ethernet103/1/2
description link to 7500-2
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 66
no shutdown
interface Ethernetl104/1/2
description link to 7500-2
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 66
no shutdown
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Step 6: Repeat this procedure for the redundant Cisco Nexus data center
switch (Example: DC5596UPD). Failure to define these on both Cisco Nexus
switches results in a configuration inconsistency and prevents the ports
from coming active.

Configure the LAN distribution switch

Step 1: Onthe LAN distribution switch, create the wireless management
VLAN that you are connecting to the distribution switch.
vlan 146
name WLAN Mgmt

Step 2: Configure a switched virtual interface (SVI) for the VLAN so devices
in the VLAN can communicate with the rest of the network.

interface V1anl4dé

description Wireless Management Network

ip address 10.4.46.1 255.255.255.0

no shutdown

Step 3: For interface configuration in this procedure, an 802.1Q trunk is
used for the connection to the WLCs. This allows the distribution switch to
provide the Layer 3 services to all of the networks defined on the WLC. The
VLANSs allowed on the trunk are reduced to only the VLANSs that are active
on the WLC.

If you are deploying the Cisco Catalyst 4500 Series LAN distribution switch,
you do not need to use the switchport trunk encapsulation dot1g com-
mand in the following configurations.

If you are deploying a Cisco Flex 7500 Series Cloud Controller, configure a
10-Gigabit distribution switch interface as a trunk. Note that when deploying
a Cisco Flex 7500 Series Cloud Controller, it should not be connected to a
Cisco Catalyst 3750-X Series distribution switch.

interface TenGigabitEthernet [number]

description To WLC port 1

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 146

switchport mode trunk

macro apply EgressQoS
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logging event link-status
logging event trunk-status
no shutdown
If you are deploying a Cisco 5500 Series Wireless LAN Controller, configure
at least two distribution switch interfaces as an EtherChannel trunk.
interface GigabitEthernet [port 1]
description To WLC Port 1
interface GigabitEthernet [port 2]
description To WLC Port 2
!
interface range GigabitEthernet [port 1], GigabitEthernet
[port 2]
switchport

macro apply EgressQoS
channel-group [number] mode on
logging event link-status
logging event trunk-status
logging event bundle-status

!

interface Port-channel [number]
description To WLC

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 146
switchport mode trunk

logging event link-status

no shutdown

Connecting the redundancy port

If you are using a Cisco vVWLGC, skip this procedure. If you are using a Cisco
7500 Series WLC and you wish to enable the high availability AP SSO
feature, continue with this procedure. When using the high availability
feature known as access point stateful switchover (AP SSQO), a dedicated
special-purpose port is available on the Cisco 7500 Series WLC. This portis
located on the rear panel.
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Step 1: Connect an ordinary Ethernet cable between the primary and
standby WLC, as shown below.

C— oo B
B T Rt

Redundancy Port

|
Tl g gg

Configure the WLC platform

If you are installing a vVWLC, the console port may be accessed by using

a Telnet client as configured in Procedure 2. Alternately, you can use the
VMware Console tab within vSphere in order to access the vVWLC if the
vSphere console was selected as the default terminal when the vVWLC was
started.

|-

- -
o 3
o o

s Flex 7500 St

After the WLC is installed and powered on, you will see the following on the
console:

Welcome to the Cisco Wizard Configuration Tool
Use the '‘-' character to backup
Would you like to terminate autoinstall? [yes]: YES

Step 1: Enter a system name. (Example: WLC-RemoteSites-1)

System Name [Cisco d9:3d:66] (31 characters max): WLC-
RemoteSites-1

Step 2: Enter an administrator username and password.

Use at least three of the following four classes in the password:
lowercase letters, uppercase letters, digits, or special characters.
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Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****
Re-enter Administrative Password : *****

Step 3: Use DHCP for the service port interface address.

Service Interface IP address Configuration [none] [DHCP]: DHCP

Step 4: Enter the IP address and subnet mask for the management
interface.

If you are deploying a Cisco 5500 Series WLC or Cisco Flex Series Cloud
Controller, configure at least two interfaces as an EtherChannel trunk.
Enable Link Aggregation (LAG) [yes][NO]: YES
Management Interface IP Address: 10.4.46.68
Management Interface Netmask: 255.255.255.0
Management interface Default Router: 10.4.46.1
Management Interface VLAN Identifier (0 = untagged): 146

If you are deploying a virtual Wireless LAN Controller, select port 1 as the
management interface port.

Management Interface Port Num [1 to 1]: 1

Step 5: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10

Step 6: If you are deploying a Cisco 7500 Series Wireless LAN Controller
as a primary WLC in an AP-SSO redundant pair, complete the following
steps to enable AP SSO on the primary.

Enable HA [yes] [NO]: YES

Configure HA Unit [PRIMARY] [secondary]: PRIMARY

Redundancy Management IP Address: 10.4.46.78

Peer Redundancy Management IP Address: 10.4.46.79

Step 7: If you are deploying a Cisco 7500 Series Wireless LAN Controller
as a secondary WLC in an AP-SSO redundant pair, complete the following
steps to enable AP SSO on the secondary

Enable HA [yes] [NO]: YES

Configure HA Unit [PRIMARY] [secondary]: secondary

Redundancy Management IP Address: 10.4.46.79

Peer Redundancy Management IP Address: 10.4.46.78

February 2013 Series

Step 8: The virtual interface is used by the WLC for mobility DHCP relay
and intercontroller communication. Enter an IP address that is not used in
your organization's network. (Example: 192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1

Step 9: Enter a name for the default mobility and RF group. (Example:
REMOTES)

Mobility/RF Group Name: REMOTES

Step 10: Enter an SSID for the WLAN that supports data traffic. You will be
able to leverage this later in the deployment process.

Network Name (SSID): WLAN-Data
Configure DHCP Bridging Mode [yes][NO]: NO

Step 11: Enable DHCP snooping.
Allow Static IP Addresses {YES][no]: NO

Step 12: Do not configure the RADIUS server now. You will configure the
RADIUS server later by using the GUL.

Configure a RADIUS Server now? [YES][no]: NO

Step 13: Enter the correct country code for the country where you are
deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries)
[US]: US

Step 14: Enable all wireless networks.

Enable 802.11b network [YES][no]: YES
Enable 802.11la network [YES][no]: YES
Enable 802.11g network [YES][no]: YES

Step 15: Enable the RRM auto-RF feature. This helps you keep your network
up and operational.
Enable Auto-RF [YES] [no]: YES

Step 16: Synchronize the WLC clock to your organization's NTP server.

Configure a NTP server now? [YES][no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400

Deployment Details



Step 17: Save the configuration. If you respond with no, the system will
restart without saving the configuration, and you will have to complete this
procedure again.

Configuration correct? If yes, system will save it and reset.
[yes] [NO]: YES

Configuration saved!

Resetting system with new configuration

Step 18: After the WLC has restarted, access the console port on the WLC
and configure it to automatically convert the APs to Cisco FlexConnect
mode as they register.

config ap autoconvert flexconnect
Step 19: Log in to the Cisco Wireless LAN Controller Administration

page by using the credentials defined in Step 2. (Example: https://WLC-
RemoteSites-1.cisco.local/)

Configure the time zone

Step 1: Navigate to Commands > Set Time.

Step 2: In the Location list, choose the time zone that corresponds to the
location of the WLC.

Step 3: Click Set Timezone.

ation  Ping  Logout Refresh

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COM FEEDBACK

Set Date and Time | _Set Timezone

Commands Set Time

Download File

upload File Current Time Tue May 31 11:07:38 2011

Reboot Dpate

Config Boot

Month May -
» Scheduled Reboot

Day 31~
Reset to Factory
Default vear 2011
Set Time

Login Banner Time

Minutes 7

Seconds 38

Timezone

Delta hours |0 mins |0

Location? (GMT -8:00) Pacific Time (US and Canada) -

Foot Notes

1. Automatically sets daylight savings time where used.
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Step 1: In Management > SNMP > Communities, click New.
Step 2: Enter the Community Name. (Example: cisco)

Step 3: Enter the IP Address. (Example: 10.4.48.0)

Step 4: Enter the IP Mask. (Example: 255.255.255.0)

Step 5: In the Status list, choose Enable, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1 / v2c Community > New < Back Apply
SRy Community Name cisco
&L 1P Address 10.4.48.0
General
SNMP V3 Users IP Mask 255.255.255.0
Communities Access Mode Read Only =
Trap Receivers
Trap Controls Status Enable +
Trap Logs
HTTP-HTTPS

Telnet-SSH
Serial Port

Local Management
Usars

User Sessions
» Logs

Mgmt Via Wireless
» Software Activation

» Tech Support

Step 6: In Management > SNMP > Communities, click New.
Step 7: Enter the Community Name. (Example: cisco123)
Step 8: Enter the IP Address. (Example: 10.4.48.0)

Step 9: Enter the IP Mask. (Example: 255.255.255.0)

Step 10: In the Access Mode list, choose Read/Write.
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Step 11: In the Status list, choose Enable, and then click Apply.

Saye Configuration  Ping ~ Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1/ v2c Community > New < Back Apply
SEUIaEY} Community Name  cisco123
&L 1P Address 10.4.48.0
General
SNMP V3 Users 1P Mask 255.255.255.0
e Access Mode Read/Write v
Trap Receivers e
Trap Controls Status Enable ~
Trap Logs
HTTP-HTTPS
Telnet-SSH
Serial Port
Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation

» Tech Support

Step 12: Navigate to Management > SNMP > Communities.

Step 13: Point to the blue box for the public community, and then click
Remove.

Step 14: On the “Are you sure you want to delete?” message, click OK.

Step 15: Repeat Step 13 and Step 14 for the private community. You should
only have the read-write and read-only community strings as shown below.

Saye Configuration  Ping ~ Logout Refresh

MONITOR WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1 / v2c Community New...
Summary

« SNMP Community Name P Address 1P Mask AccessMode  Status
General cisco 10.4.48.0 255.255.255.0  Read-Only Enable a

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

ciscol23 10.4.48.0 255.255.255.0  Read-Write Enable -]

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
» Software Activation

b Tech Support
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Procedure 10 Limit which networks can manage the WLC

(Optional)

In networks where network operational support is centralized you can
increase network security by using an access control list in order to limit the
networks that can access your controller. In this example, only devices on
the 10.4.48.0/24 network are able to access the controller via SSH or SNMP.

Step 1: In Security > Access Control Lists > Access Control Lists, click
New.

Step 2: Enter an access control list name, and then click Apply.

Step 3: In the list, choose the name of the access control list you just cre-
ated, and then click Add New Rule.

Step 4: In the window, enter the following configuration details, and then
click Apply.

Sequence—1

Source—10.4.48.0 / 255.255.255.0
Destination—Any

Protocol—TCP

Destination Port—HTTPS
Action—Permit

Saye Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Rules > New < Back Apply.
Rpass Sequence 1
} Local EAP 1p Address Netmask
L Source 1P Address = 10.4.45.0 255.255.255.0
b Priority Order
b Certificate Destination any -
~ Access Control Lists —
Access Control Lists Pratoca! e e
CPU Access Control Lists I
FlexConnect ACLs Source Port Any hd
Wireless Protection  pegyination port Hres .
Policies
» Web Auth bsep Any -
TrustSec SXP
Direction Any -
» Advanced
Action permit v
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Step 5: Repeat Step 3 through Step 4 four more times, using the configura- Step 4: To the right of Management, clear Enable, and then click Apply.

tion details in the following table.

ul | i | " Saye Configuration ~ Ping  logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
DeStln DeStln Security RADIUS Authentication Servers > New < Back Apply
Sequence | Source ation Protocol |ation port |Action - ann
q Server Index (Priority) 1 -
General
2 10.4.48.0/ Any TCP Other/22 Permit « RADIUS Server IP Address 10.4.48.15
CfET I Shared Secret Format ASCIL -
255.255.255.0 L
- . - Fallback Shared Secret
DTS Confirm Shared Secret seresenne
3 Any Any TCP HTTPS Deny wy
MAC; F|It=r|:gars Key Wrap [C] (pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Disabled Clients Port Numb: 1812
Any Any TCP Other/22 Deny T e p . et -
g Server Status. Enabled ~
. AP Policies
5 Aﬂy Aﬂy Any Aﬂy Permit Password Policies Support for REC 3578 ECT
} Local EAP Server Timeout 2 seconds
} Priority Order Networic User Enable
} Certificate Management [ Enable
= » Access Control Lists [Psec 0 enable
Security Access Control Lists > Edit <Back Add New Rule A
ireless Protection
» ana Policies
» Local EAP General
» Priority Order Access List Name ACL-Rules » Web Auth
» Certificate Deny Counters o TrustSec SXP
¥ Access Control Lists
docess Comtrol st~ pestimaien  source Dest Number » Advanced
CPU ceess Contrsl  Seq_ Action _Source I /Mask ¥ ok protocol  port Port DscP birection of mits
LN 1 vemit loadse  /zssessasse 0000 /0000 Ter Ay wrres Ay Ay o (]
Wireless Protection 2 Permit  104.4.0 /2552552550 0.000 /0000 Tep any 2 Ay any o o
* Policies 5 Deny 0000 /0000 0000 /0000 Tep any HTTPS Any any o []
» web Auth 4 oemy 0000 /0000 0000 /0000 e Ay 2 Ay oy o o
Trustsec 5xP 5 permt 0000 /0000 0000 /0000 oy oy oy Ay ay o o
> fetree Step 5: In Security > AAA > RADIUS > Accounting, click New.

Step 6: In Security > Access Control Lists > CPU Access Control Lists, Step 6: Enter the Server IP Address. (Example: 10.4.48.15)
select Enable CPU ACL.
Step 7: Enter and confirm the Shared Secret, and then click Apply.

Step 7: Inthe ACL Name list, choose the ACL you just created, and then (Example: SecretKey)

click Apply.

Saye Configuration  Bing

Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMM, HELP  FEEDBACK
Security RADIUS Accounting Servers > New < Back Apply
Procedure 11 Configure wireless user authentication T semermeex prec) 1 -
« RADIUS Server IP Address 10.4.48.15
ST AT Shared Secret Format ASCII ~
Accounting
Fallback Shared Secret LILITTTTT
Step 1: In Security > AAA > RADIUS > Authentication, click New. e Confirm Shared Secret
el T s Port Number 1813
MAC Filtering Server Status Enabled «
Disabled Clients
Step 2: Enter the Server IP Address. (Example: 10.4.48.15) et ot server Timeont 2 seconss
AP Policies Network User Enable
Password Policies
1PSec ]  Enable

Step 3: Enter and confirm the Shared Secret. (Example: SecretKey)
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» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced
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Procedure 12 Configure management authentication

(Optional)

You can use this procedure to deploy centralized management authentica-
tion by configuring an authentication, authorization and accounting (AAA)
service. If you prefer to use local management authentication, skip to
Procedure 13.

As networks scale in the number of devices to maintain, the operational
burden to maintain local management accounts on every device also
scales. A centralized Authentication, Authorization and Accounting (AAA)
service reduces operational tasks per device and provides an audit log of
user access for security compliance and root-cause analysis. When AAA is
enabled for access control, it controls all management access to the net-
work infrastructure devices (SSH and HTTPS).

Step 1: In Security > AAA > TACACS+ > Authentication, click New.
Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Soye Configuration  Bing  Logout Refresh

alialn
cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security TACACS+ Authentication Servers > New < Back Apply.
iy Server Index (Priority) I
General
» RADIUS Server IP Address 10.4.48.15
o S Shared Secret Format Ascl
Authentication
Je— Shared Secret cresssens

Authorization

Confirm Shared Secret eerrerene
LDAP
i Port Number a9
MAC Filtering Server Status Enabled ~
Disabled Clients X

Server Timeout 5 seconds

User Login Policies
4P policies
Password Policies

» Local EAP

» Priority Order

} Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

Step 4: In Security > AAA > TACACS+ > Accounting, click New.

Step 5: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 6: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Saye Configuration  Ping  Logeut Refresh

cisco
Security

~ AAA
General
» RADIUS
~ TACACS+
Authentication
Accounting
Authorization
LoaP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
4P Policies
Password Policies

» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP

» Advanced

MONITOR ~ WLANs

server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status.

Server Timeout

ONTROLLER ~ WIRELESS SECURITY ~MANAGEMENT

TACACS+ Accounting Servers > New

1

10.4.48.15

COMMANDS ~ HELP  FEEDBACK

< Back Apply

sesesrans

43
Enabled +

5 seconds

Step 7: In Security > AAA > TACACS+ > Authorization, click New.

Step 8: Enter the Server IP Address. (Example: 10.4.48.15)

Step 9: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

cisco

MONITOR ~ WLANs

CONTROLLER ~ WIRELESS

SECURITY ~ MANAGEMENT ~ COMM.

Saye Configuration  Ping  Logeut Refresh

S HELP FEEDBACK

Security

~ AAA
General
» RADIUS
~ TACACS+
Authentication
Accounting
Authorization
LoaP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
4P Policies
Password Policies

» Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP

» Advanced

TACACS+ Authorization Servers > New

server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status.

Server Timeout

1
10.4.48.15

AsCI ~

< Back Apply

43
Enabled ~
5  seconds

Deployment Details




Step 10: Navigate to Security > Priority Order > Management User.

Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to
the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the firstin
the Order Used for Authentication list.

Step 13: Using the arrow buttons, move RADIUS to the Not Used list, and
then click Apply.

S uration Pin Logout Refresh
NI R

CcIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT — COMM. EEEDBACK

Security Priority Order > Management User Apply

b AAA
» Local EAP Authentication

 Priority Order

Not Used Order Used for Authentication
Management User

} Centificate !
b Access Control Lists -

Wireless Protection
Policies

»

» Web Auth IFLOCAL is selected as second priority then user will be suthenticated agsinst

TrustSec SXP LOCAL only if first prierity is unreachable.

» Advanced

Procedure 13 Configure the resilient WLC

Step 1: This design uses two WLCs. The first is the primary WLC, and the
access points register to it. The second WLC provides resiliency in case
the primary WLC fails. Under normal operation, there will not be any access
points registered to this WLC. Repeat Procedure 5 through Procedure 10 to
configure the resilient AP-SSO secondary WLC.
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Procedure 14 Configure mobility groups

In the event that you are using two WLCs using AP SSO mode of operation
(Cisco 5500 Series WLCs or Cisco Flex 7500 Series Cloud Controllers), you
should skip this procedure. If you are using two or more WLCs without AP
SSO (vVWLCs), then complete this procedure in order to create a mobility
group.

Step 1: On the primary controller, navigate to Controller > Mobility
Management > Mobility Groups. The MAC address, IP address, and
mobility group name for the local controller are shown on the Static Mobility
Group Members page.

Save Configuration Ping Logout Refresh
nmm & Canfia #ing - FLoait (8

CISCOo MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members New... Editall

General

Ty Local Mobility Group REMOTES

Interfaces MAC Address 1P Address Group Name Multicast 1P Status
Interface Groups 40:55:39:f6:1d:40  10.4.46.68 REMOTES 0.0.0.0 Up
Multicast

Network Routes

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mability Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Step 2: On the resilient controller, navigate to Controller > Mobility
Management > Mobility Groups, and then click New.

Step 3: Inthe Member IP Address box, enter the IP address of the primary
controller. (Example: 10.4.46.68)
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Step 4: In the Member MAC Address box, enter the MAC address of the
primary controller, and then click Apply.

wlialie Save Configuration  Ping  Logout Refresh
cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Mobility Group Member > New < Back Apply

General Member IP Address 10.4.46.66

RN Member MAC Address  40:55:38:f:1d:40

Interfaces

Group Name: REMOTES
Interface Groups

Multicast

Network Routes

v

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Step 5: On the primary controller, navigate to Controller > Mobility
Management > Mobility Groups, and then click New.

Step 6: Inthe Member IP Address box, enter the IP address of the resilient
controller. (Example: 10.4.46.69)

Step 7: In the Member MAC Address box, enter the MAC address of the
resilient controller, and then click Apply.

linlee Saye Configuration  Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply
General Member IP Address 10.4.45.69
Inventory

Member MAC Address  00:24:97:69:28:a0

Interfaces Group Name: REMOTES
Interface Groups

Multicast

Network Routes

=

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mability Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Step 8: On each controller, click Save Configuration, and then click OK.
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Step 9: Navigate to Controller > Mobility Management > Mobility Groups,
and then verify that connectivity is up between all the controllers by exam-
ining the mobility group information. In the Status column, all controllers
should be listed as Up.

il Saye Configuration  Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members New... EditAll
General
Inventory Local Mobility Group REMOTES
Interfaces MAC Address 1P Address Group Name Multicast TP Status
Interface Groups 40:55:39:f6:1d:40  10.4.46.68 REMOTES 0.0.0.0 Up
Multicast

00:24:07:68:38:20 10.4.45.69 RemoTES 0,000 up ]
Network Routes

v

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

» Advanced

Procedure 15 Configure the data wireless LAN

Wireless data traffic can handle delay, jitter, and packet loss more efficiently
than wireless voice traffic. For the data WLAN, keep the default QoS settings
and segment the data traffic onto the data wired VLAN.

Step 1: Navigate to WLANS.

Step 2: Click the WLAN ID number of the data SSID.

Step 3: On the General Tab, to the right of Status, select Enabled and then
click Apply.

aleale Save Configuration  Ping  Logout Refresh
cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs Entries 1 -1 of 1
- WLANS Current Filter:  None Change Filter] [Clear Filter] Creste New - | Ga
WLANs
» Advanced
@] WLAN Admin
D Type Profile Name WLAN SSID Status Security Policies
[ 1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]
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Step 4: On the Advanced tab disable mDNS Snooping as this is not sup-
ported with FlexConnect Local Switching. Next, enable FlexConnect Local
Switching by selecting Enabled, and then click Apply.

WLANs WLANs > Edit "WLAN-Data-R8201" < Back Apply
= LB [ General | security | Qos | Advanced |
WLANS —I—I—‘m—‘(]s'mmm) uuuuuuuu ; = -
L Advanced Client user idle threshold fredis Session Sneopng Enabled
(0-10000000) ] Bytes Re-anchor Roamed Vaice Clients [] Enabled
Off Channel Scanning Defer 5T (bewetd) @RE Paliey [ enabled
Scan Deferpriority 0 1 2 3 4 5 6 7 ARG PG
Oooomm&Ea DHCP Profiling =]
- HTTP Profiling =]
100
Time{msecs) mDNS
FlexConnect | mons snooping I] Enabled |
Flex Connect Local
Switching 2 1 enabled
FlexConnect Local Auth 22 [ Enabled
Learn Client I Address & Enabled =
Vlan based Central
[ Enabled
Switching £ naple
Central DHCP Processing ] Enabled
Override DNS 7] Enabled N
< i ] ¢

Procedure 16 Configure the voice wireless LAN

Wireless voice traffic is unique among other types of data traffic in that it
cannot effectively handle delay and jitter or packet loss. To configure the
voice WLAN, change the default QoS settings to Platinum and segment the
voice traffic onto the voice wired VLAN.

Step 1: Onthe WLANSs page, in the list, choose Create New, and then click
Go.

Configuration  Ping  Logout Refresh

CISco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT C DS HELP FEEDBACK
WLANs WLANs Entries 1-10f 1
- WLANSs Current Filter:  Nome Change Filter] [Clear Filter] Create New - Jéa
WLANS
» Advanced
) Wean Admin
o) Type Profile Name WLAN SSID Status  Security Policies
01 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]

Step 2: Enter the Profile Name. (Example: Voice)
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Step 3: In the SSID box, enter the voice WLAN name, and then click Apply.
(Example: WLAN-Voice)

aleale Saye Configuration  Ping  Logout Refresh
cisco MONITOR WLANS CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > New < Back Apply
= RN Type WLAN -
WLANs
Profile Name Voice
» Advanced
SsID WLAN-Voice
in) 2 -

Step 4: On the Advanced tab disable mDNS Snooping as this is not sup-
ported with FlexConnect Local Switching. Next, enable FlexConnect Local
Switching by selecting Enabled, and then click Apply.

ation | Bing  Logout | Refresh

WLANs WLANSs > Edit "Voice' < Back Apply =

LA General | Security | QoS | Advanced |
o T00000) 300 Seconds Passive Client
» Advanced
Client user idle threshold (0- 0 Passive Client [}
10000000) B Voi
0ff Channel Scanning Defer
[ enabled
Soan Deferpriority 0 1 2 3 4 5 6 7 rts! B Ensbled
menaEEen [ enabled
100 n
DHC o
HrTe B &l

mDNS.

MDNS Snooping [T _Enabled

FlexConnect Local Auth 42 7] Enabled
Learn Client IP Address £ [V] Enabled

Switchmg 8 [ enabled
Central DHCP Processin o O Enabled
Override Diis B Enobled
NAT-PAT Enabled (4

Step 5: On the QoS tab, in the Quality of Service (QoS) list, choose
Platinum (voice), and then click Apply.

w 1 HELP  EEEDBACK
WLANs WLANSs > Edit "Voice' <Back apoly |
- WLANS ¢
e General | Security | QoS | Advanced |
» Advanced M
Quality of Service (QoS)
Application Visibility 5] e
AVC Profile

Netflow Monitor

Override Per-User Bandwidth Contracts (kbps) &

Downstream  Upstream

Override Per-SSID Bandwidth Contracts (kbps) 4
DownStream  UpStream
Average Data Rate o o 4
Burst Dats Rate o o
o i ]
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Step 6: On the General tab, to the right of Status, select Enabled, and then
click Apply.

ration | Bing | Logout | Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'Voice' < Back Apply F|

T ( | Security | 0
e General | Security | QoS |

» Aadvanced
Profile Name. Voice

Type wLAN
sso WLAN-Voice
Status Enabled

Security Policies

Radio Policy.
Interface/Interface Grou
Multicast Vlan Feature
Broadcast SSID
NAS-ID.

Procedure 17 Configure controller discovery

You have three options to configure controller discovery, depending on the
number of controller pairs and the type of DHCP server you've deployed.

If you have only one controller pair in your organization, complete Option 1
of this procedure.

If you have deployed multiple controller pairs in your organization and you
use Cisco IOS software in order to provide DHCP service, complete Option
2.1f you have deployed multiple controller pairs in your organization and you
use a Microsoft DHCP server, complete Option 3.
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Figure 6 - Flow chart of WLC discovery configuration options

How many
wireless LAN
controllers?

Multiple
non-AP SSO — ]
controller pairs

Use DHCP Option 43
to return the IP addresses
of the wireless LAN
controller pairs

l 1

Use DNS to resolve
cisco-capwap-controller
to the controller's
management IP address
using Option 1

One controller pair
or controller pair
using AP SSO

Do controller
sites have Microsoft
DHCP server?

\ J YES NO

Configure Microsoft Configure I0S-based

DHCP Server DHCP Server
using Option 3 using Option 2
v v v

‘ Finished ) ‘ Finished ’ ‘ Finished ’
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Option 1. Only one WLC pair in the organization

If AP SSO is being used, the WLC pair is represented by a single IP address,
that being the management address of the primary WLC. The resilient
secondary controller will assume the IP address of the primary in the event
the primary WLC fails.

Step 1: Configure the organization's DNS servers (Example: 10.4.48.10)

to resolve the cisco-capwap-controller host name to the management IP
address of the controller. (Example: 10.4.46.64) The cisco-capwap-controller
DNS record provides bootstrap information for access points that run
software version 6.0 and higher.

Step 2: If the network includes access points that run software older than
version 6.0, add a DNS record to resolve the host name cisco-lwapp-
controller to the management IP address of the controller.

Option 2. Multiple WLC pairs in the organization: Cisco 10S
DHCP server

In a network where there is no external central site DHCP server you can
provide DHCP service with Cisco IOS software. This function can also be
useful at a remote-site where you want to provide local DHCP service and
not depend on the WAN link to an external central-site DHCP server.

Step 1: Assemble the DHCP Option 43 value.

The hexadecimal string is assembled as a sequence of the Type + Length +
Value (TLV) values for the Option 43 suboption, as follows:

- Type is always the suboption code Oxf1.

- Length is the number of controller management IP addresses times 4 in
hex.

- Value is the IP address of the controller listed sequentially in hex.

For example, suppose there are two controllers with management interface
IP addresses, 10.4.46.64 and 10.4.46.65. The type is Oxf1. The length is
2*4=8=0x08. The IP addresses translate to 0a042e44 (10.4.46.68)

and 0a042e45(10.4.46.69). When the string is assembled, it yields
f1080a042e440a042e45.
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Step 2: On the network device, add Option 43 to the pre-existing data
network DHCP Pool.

ip dhcp pool [pool name]
option 43 hex [£1080a042e440a042e45]

Option 3. Multiple WLC pairs in the organization: Microsoft
DHCP server

This procedure shows how the Microsoft DHCP server is configured to
return vendor-specific information to the lightweight Cisco Aironet 1600,
2600, and 3600 Series Access Points used in this deployment guide. The
vendor class identifier for a lightweight Cisco Aironet access point is spe-
cific to each model type. To support more than one access point model, you
must create a vendor class for each model type.

Table 6 - Vendor class identifiers

Access point Vendor class identifier
Cisco Aironet 1600 Series Cisco AP ¢1600
Cisco Aironet 2600 Series Cisco AP ¢2600
Cisco Aironet 3600 Series Cisco AP ¢3600

Step 1: Open the DHCP Server Administration Tool or MMC.
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Step 2: Navigate to DHCP > ad.cisco.local, right-click IPv4, and then click Step 6: Inthe DHCP Vendor Classes dialog box, click Close.
Define Vendor Classes.

“¥ DHCP = 5
File Action  Wiew Help
File Acion View Help
s *EIXD sk B €| #E|RE 6= | BE
%D;CP: e ';T:M I [ ‘? DHCP Harne | | Actions
@w‘umysmsm P More Actions . = j ad.cisco.local Pv4 ad.cisco.local -
e IPvd BIFvE
New Superscope. . B IPvé More Actions »
New Multicast Scope....
DHCP ¥endor Classes 7| x|
Reconcie Al Scopes, Avallable classes:
Set Predefined Options. Mame | Descriplion | ;! Add... I
Refresh s P 3 71 x
proparies ﬂ!l Ed.t_l
" Display name:
Help
—_— Cis EMOVE
Cis lCisco Aironet 1600 AP _I
Cis .
Cie  Description:
Ciz I
Cis
Ciz
~|D: Binary: ASCH
0000 43 69 73 63 6F 20 41 50 [Cisco AP
0008 20 63 31 36 30 30 | c1600] I C'DLl

Define vendor spedific option dasses.

Step 3: In the DHCP Vendor Classes dialog box, click Add.
Cancel

DHCP ¥endor Classes [x]
Avallable classes | |
Mame | Diescription | Add... [:
e aons 28 Moot ooy sher e o Eot. Step 7: Right-click the IPV4 DHCP server root, and then click Set
iciosaft Dptions Microzoft vendor-specific option... = P re d ef| n ed O pt | ons.

Close

Step 4: In the New Class dialog box, enter a Display Name. (Example: Cisco
Aironet 1600 AP)

Step 5: Inthe ASCII section, enter the vendor class identifier for the appro-

priate access point series from Table 6, and then click OK. (Example: Cisco
AP ¢1600)
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Step 8: In the Option Class list, choose the class you just created, and then
click Add.

Predefined Options and ¥alues EE
Ophion class: Cizco dironet 1600 AP A
Option niame; I 'I

Add.. Edi. | Delre |
Description: I
—Walue
ak. | Cancel |

Step 9: In the Option Type dialog box, enter a Name. (Example: Option 43)
Step 10: In the Data Type list, choose IP Address.
Step 11: Select Array.

Step 12: In the Code box, enter 241, and then click OK.

Change Option MName EH
Class: Cisco Aironet 1600 AP
Hame: [Option 43
[rata bpe: IIF' Address j ¥ fray
Cade: I 20
Descrption; ||

Ok I Cancel
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The vendor class and suboption are now programmed into the DHCP server.
Now, you need to define the vendor-specific information for the DHCP
scope.

Step 13: Choose the DHCP that you will be installing access points on then
Right-click Scope Options, and then click Configure Options.

Step 14: Click the Advanced tab, and then in the Vendor class list, choose
the class you created in this procedure. (Example: Cisco Aironet 1600 AP)

Step 15: Under Available Options, select 241 Option 43.

Step 16: In the IP address box, enter the IP address of the primary control-
ler's management interface, and then click Add. (Example: 10.4.46.68)

| General Advanced |
Il Cigzo Aironet 1600 AP b |I

User clazs: IDefault User Class j

Available Options

|5 241 Option 43 |
Jd | ]

Wendor clazs:

| D ezcription

= Data entry
Server name:
I Hezolve |
IP address:

[T Add

Femove

Up

[

) Ll

(1] Cancel Apply |

Step 17: If you are not using AP-SSO, it is necessary to repeat Step 16 for
the resilient controller, and then click Apply. (Example: 10.4.46.69)
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Procedure 18 Configure the remote-site router

Remote-site routers require additional configuration in order to support
wireless VLANS. If you have a single WAN remote-site router, complete
Option 1 of this procedure. If you have dual remote-site routers, complete
Option 2.

Option 1. Single WAN remote-site router

Step 1: Create wireless data and voice sub-interfaces on the router’s
interface that connects to the access layer switch. The interface will be a
physical interface when the connection is a single link, and it will be a logical
port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65

description Wireless Data

encapsulation dotlQ 65

ip address 10.5.42.1 255.255.255.0

ip helper-address 10.4.48.10

ip pim sparse-mode

|

interface GigabitEthernet0/2.70

description Wireless Voice

encapsulation dotlQ 70

ip address 10.5.43.1 255.255.255.0

ip helper-address 10.4.48.10

ip pim sparse-mode

Step 2: If application optimization is deployed at the remote site
as described in the Cisco SBA—Borderless Networks Application
Optimization Deployment Guide, configure Web Cache Communication
Protocol (WCCP) redirection on the router’'s wireless data interface.
interface GigabitEthernet0/2.65
description Wireless Data
ip wccp 61 redirect in

Step 3: If the network does not have a central-site DHCP server, configure
the Cisco 10S software DHCP service on the router.

ip dhcp excluded-address 10.5.42.1 10.5.42.10
ip dhcp excluded-address 10.5.43.1 10.5.43.10
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ip dhcp pool WLAN-Data

network 10.5.42.0 255.255.255.0
default-router 10.5.42.1
domain-name cisco.local
dns-server 10.4.48.10

ip dhcp pool WLAN-Voice

network 10.5.43.0 255.255.255.0
default-router 10.5.43.1
domain-name cisco.local
dns-server 10.4.48.10

Option 2. Dual WAN remote-site routers

Step 1: On the primary router, create wireless data and voice sub-interfaces
on the interface that connects to the access layer switch. The interface will
be a physical interface when the connection is a single link, and it will be a
logical port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65

description Wireless Data

encapsulation dotlQ 65

ip address 10.5.42.2 255.255.255.0

ip helper-address 10.4.48.10

ip pim dr-priority 110

ip pim sparse-mode

standby version 2

standby 1 ip 10.5.42.1

standby 1

standby 1
standby 1 authentication md5 key-string ciscol23

1

standby 1 track 50 decrement 10
|

priority 110
preempt

interface GigabitEthernet0/2.70
description Wireless Voice
encapsulation dotl1Q 70

ip address 10.5.43.2 255.255.255.0
ip helper-address 10.4.48.10

ip pim dr-priority 110

ip pim sparse-mode
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standby version 2 Step 3: If application optimization is deployed at the remote site

standby 1 ip 10.5.43.1 as described in the Cisco SBA—Borderless Networks Application
standby 1 priority 110 Optimization Deployment Guide, configure WCCP redirection on both the
standby 1 preempt primary and secondary router.

standby 1 authentication md5 key-string ciscol23 interface GigabitEthernet0/2.65

standby 1 track 50 decrement 10 description Wireless Data

ip wccp 61 redirect in
Step 2: On the secondary router, create wireless data and voice sub-inter-

faces on the interface that connects to the access layer switch. The interface

will be a physical interface when the connection is a single link, and a logical Procedure 19 Configure the remote-site switch for APs
port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65 Before remote-site switches can offer the appropriate trunk behavior to

description Wireless Data access points configured for Cisco FlexConnect wireless switching, you
encapsulation dotlQ 65 must reconfigure the switch interfaces connected to the access points.
ip address 10.5.42.3 255.255.255.0 For consistency and modularity, configure all WAN remote sites that have
ip helper-address 10.4.48.10 a single access switch or switch stack to use the same VLAN assignment
. . o scheme.

ip pim dr-priority 105

ip pim sparse-mode Step 1: On the remote-site switch, create the data and voice wireless
standby version 2 VLANS.

standby 1 ip 10.5.42.1 vlan 65

standby 1 priority 105 name WLAN Data

standby 1 preempt vlan 70 -

standby 1 authentication md5 key-string ciscol23
|
interface GigabitEthernet0/2.70 Step 2: Configure the existing interface where the router is connected to
allow the wireless VLANSs across the trunk. If there are two routers at the site,
configure both interfaces.

name WLAN Voice

description Wireless Voice
encapsulation dotl1Q 70
ip address 10.5.43.3 255.255.255.0 interface GigabitEthernet 1/0/24

ip helper-address 10.4.48.10 switchport trunk allowed vlan add 65,70

ip pim dr-priority 105 Step 3: Reset the switch interface where the wireless access point will
ip pim sparse-mode connect to its default configuration.

standby version 2 default interface GigabitEthernet 1/0/23

standby 1 ip 10.5.43.1

standby 1 priority 105 Step 4: Configure the interface to which the access point will connect to

standby 1 preempt allow a VLAN trunk for remote-site VLANS.

standby 1 authentication md5 key-string ciscol23
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The Inter-Switch Link trunking protocol is supported on Cisco
Catalyst 3750-X Series Switches but not supported on Cisco
Catalyst 2960s and 4500 Series Switches. As such, you do not
need to specify the trunk encapsulation type on Catalyst 2960
and 4500 Series switches, but you do need to specify it on
Catalyst 3750 Series switches.

interface GigabitEthernet 1/0/23
description FlexConnect Access Point Connection
switchport trunk encapsulation dotlg
switchport trunk native vlan 64
switchport trunk allowed vlan 64,65,70
switchport mode trunk
switchport port-security maximum 255
spanning-tree portfast trunk
macro apply EgressQoS
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Procedure 20 Enable licensing on the vWLC

The Wireless LAN Controller virtual Appliance OVA includes a temporary
60-day license that includes 200 access points. After you acquire a perma-
nent license from licensing@cisco.com, you must install and activate it, using
the same steps below. To activate the demo license included with the vVWLC
deployment, complete the following steps.

Failure to activate the demo licenses will result in the inability for
the access point to register with the vVWLC

Step 1: Onthe vWLC, navigate to Management > Software Activation >
Licensing.

Step 2: Change the Priority to High using the Set Priority button and press
Apply.

Step 3: Accept the License and click OK and Apply.

Step 4: Reboot the vVWLC by navigating to Commands > Reboot > Save
and Reboot.

Procedure 21 Configure the AP for Cisco FlexConnect

Step 1: Connect the access point to the remote-site switch, and then wait
for the light on the access point to turn a solid color.

Step 2: Onthe WLC's web interface, navigate to Wireless > Access Points.
Step 3: Select the AP Name of the access point you want to configure.
Step 4: If the access points were not previously registered to the WLC prior

to issuing the autoconvert command in Step 18 of Procedure 7, skip this
step.
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Step 7: In the Native VLAN ID box, enter the trunk’s native VLAN number as
configured in Procedure 17, and then click Apply. (Example: 64)

If the access points were registered to the WLC prior to issuing the
autoconvert command, on the General tab, in the AP Mode list, choose
FlexConnect, and then click Apply. Wait for the access point to reboot and
reconnect to the controller. This should take approximately three minutes.

Wireless All APs > Details for RS201-CAP3602I < Back Apply
" I I.I I I Saye Configuration  Ping  Logout Refresh a pointe
T e esspiiese i e
FlexConnect [[JAdvancedl]
cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK All APs
w Radios
- . 802.11a/n
Wireless All APs > Details for AP44d3.ca42.309d < Back Apply 802.11b/g/n AN
Global Configuration Support
52 s General | Gredentials | | wigh > Advanced Nove o L VUAMappings
s
Mesh
~ Radios FlexConnect
802.11a/n General Versions RF Profiles Group Name Nt Configured
802.11b/g/n FlexConnect
Global Configuration AP Name AP44d3.ca42.309d primary Software Version 7.2.104.18 CELS PreAuthentication Access Control Lists
FlexConnect ACL:
» Advanced Location default location Backup Software Version 0.0.0.0 exconnect ACk sl Wob At st ALY
G emal WebAuthentication
4 AP MAC Address 4a:d3ica:a2:30:8d predownload Status None
Mes R OfficeExtend AP
RF Profiles Base Radio MAC 64:d9:89:42:28:€0 Predownloaded Version None } Media Stream
TR e Admin Status Enable ~ predownload Next Retry Time  NA Country D O
FlexConnect ACLs AP Mode FlexConnect - Predownload Retry Count NA Timers a8
Enable Least
» 802.11a/n AP Sub Mode None - Boot Version 12424 » Qos Latency o
Controller
b 802.11b/g/n Operational Status REG 10S Version 12.4(20120312:184417)3 Join
} Media Stream Port Number LG Mini 10 Version 7.0.114.214 RESEEPErEoRaI D)
Country Venue Group Unspecified - IP Config
Timers SEIULD Unspedified ~ 1P Address 10.4.128.10
» QoS Venue Name Static 1P [a]
Language
Time Statistics
e 18551 SDDABZ79C16D6
Interface Key
UP Time 04d,00ha6mass
Controller Associated Time 0d,00h45m35s
Controller Association Latency 0 d, 00 h 01 m 09 5
Hardware Reset Set to Factory Defaults
Perform a hardware reset on this AP Clear configuration on this AP and reset it to factory
defaults
Reset AP Now
Clear All Config
Clear Config Except Static IP Foot Notes
1 DNS server IP Address and the Domain name can be set only after a valid static IP is pushed to the AP.
Foot Notes
1 DNS server IP Address and the Domain name can be set only after 3 valid static IP is pushed to the AP.

Step 9: For the data WLAN, in the VLAN ID box, enter the VLAN number

Step 5: In Wireless > Access Points, select the same access point as in from Procedure 17. (Example: 65)

Step 3.
Step 10: For the voice WLAN, in the VLAN ID box, enter the VLAN number

Step 6: On the FlexConnect tab, select VLAN Support. from Procedure 17, and then click Apply. (Example: 70)

cisco

Wireless All APs > RS201-CAP3602I > VLAN Mappings
~ Access Points
All APS AP Name RS201-CAP36021
~ Radios -
S Base Radio MAC  64:9:89:47:14:20
802.11b/g/n
Global Configuration WLAN VLAN
d ssID )
» Advanced
1 WLAN-Data 65
Mesh pa—
2 WLAN-Voice 70
RF Profiles
FlexConnect
Groups Centrally switched Wians
FlexConnect ACLs
WLAN Id ssID VLAN 1D
b 802.11a/n
» 802.11b/g/n AP level VLAN ACL Mapping
} Media Stream Vlan Id Ingress ACL Egress ACL
Country 145 none ~ none =
Timers
Group level VLAN ACL Mapping
» Qos
vian 1d Ingress ACL Egress ACL

February 2013 Series Deployment Details



Procedure 22 Configure access points for resiliency

If you are using the AP SSO high availability feature on a Cisco 5500 Series
WLC or Cisco Flex 7500 Series Cloud Controller, you can skip this proce-
dure, as the resilient controller automatically tracks the primary controller
and assumes its IP address in the event of a failure. The AP SSO feature is
not available on the virtual wireless LAN controller (vWLC).

Step 1: On the primary WLC, navigate to Wireless, and then select the
desired access point. If the access point is not listed, check the resilient
WLC.

Step 2: Click the High Availability tab.

Step 3: In the Primary Controller box, enter the name and management IP
address of the primary WLC. (Example: WLC-RemoteSites-1/10.4.46.68)

Step 4: In the Secondary Controller box, enter the name and management
IP address of the resilient WLC, and then click Apply. (Example: WLC-
RemoteSites-2 / 10.4.46.69)

guration  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT (i HELP  EFEEDBACK

Wireless All APs > Details for R§201-CAP3602I < Back Apply

~ Access Points T e
All AP * High Availability *
« Radios
802.11a/n

T Name Management IP Address

Global Configuration Primary Controller  WLC-RemoteSites-1 10.4.46.68

» Advanced Secondary Controller WLC-RemoteSites-2 10.4.46.69

Mesh Tertiary Controller
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

» 802.11a/n
» 802.11b/g/n
» Media Stream

AP Failover Priority  Low

Country
Timers
» Qos

Foot Notes
1 DS server IP Address and the Domain name can be set only after 3 valid static IP is pushed to the AP.
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Procedure 23 Configure Cisco FlexConnect groups

Step 1: Onthe WLC, navigate to Wireless > FlexConnect Groups, and then
click New.

Step 2: In the Group Name box, enter a name that will allow you to associ-
ate the group with the remote site, and then click Apply. (Example: Remote-
Site 1)

Step 3: Under Group Name, click the group you just created.

Step 4: Under Add AP, select Select APs from current controller.

Step 5: Inthe AP Name list, choose an access point that is located at the
site, and then click Add.

Step 6: Repeat the previous step for every access point at the site.

Step 7: Under AAA, enter the Server IP Address, Shared Secret and then
click Add, then click Apply.

Step 8: Repeat Procedure 23 for each remote site.
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Configuring Guest Wireless: Shared Guest Controller

1. Configure the distribution switch
Configure the firewall DMZ interface
Configure Network Address Translation
Configure guest network security policy
Create the guest wireless LAN interface
Configure the guest wireless LAN

Create the lobby admin user account

© N O O s N

Create guest accounts

Configure the distribution switch

The VLAN used in the following configuration examples is:
Guest Wireless—VLAN 1128, IP: 192.168.28.0/22

Step 1: Onthe LAN distribution switch, for Layer 2 configuration, create the
guest wireless VLAN.
vlan 1128
name Guest Wireless

Step 2: Configure the interfaces that connect to the Internet edge firewalls
by adding the wireless VLAN.

interface GigabitEthernetl/0/24

description IE-ASA5540a Gig0/1

|

interface GigabitEthernet2/0/24

description IE-ASA5540b Gig0/1

|

interface range GigabitEthernetl/0/24, GigabitEthernet2/0/24

switchport trunk allowed vlan add 1128
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Step 3: Configure the interfaces that connect to the WLCs by adding the
wireless VLAN.

interface Port-channel [WLC #1 number]

description WLC-1 LAG

!

interface Port-channel [WLC #2 number]

description WLC-2 LAG

!

interface range Port-channel [WLC #l1 number], Port-channel

[WLC #2 number]

switchport trunk allowed vlan add 1128

Configure the firewall DMZ interface

Typically, the firewall DMZ is a portion of the network where traffic to and
from other parts of the network is tightly restricted. Organizations place
network services in a DMZ for exposure to the Internet; these services are
typically not allowed to initiate connections to the inside network, except for
specific circumstances.

The guest DMZ is connected to Cisco Adaptive Security Appliances (ASA)
on the appliances’ internal Gigabit Ethernet interface via a VLAN trunk. The
IP address assigned to the VLAN interface on the appliance is the default
gateway for that DMZ subnet. The internal distribution switch’'s VLAN inter-
face does not have an IP address assigned for the DMZ VLAN.

Table 7 - Cisco ASA DMZ interface information

IP Address Security
Interface Label | & Netmask VLAN |Level Name
GigabitEthernet0/ | 192.168.28.1/22 | 1128 10 dmz-guests
0.1128

Step 1: Login to the Internet Edge firewall using Cisco Adaptive Security
Device Manager (Cisco ASDM).

Step 2: Navigate to Configuration -> Device Setup ->Interfaces.

Step 3: On the Interface pane, click Add > Interface.
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Step 4: In the Hardware Port list, choose the interface that is connected to

the internal LAN distribution switch. (Example: GigabitEthernet0/0)

Step 5: Inthe VLAN ID box, enter the VLAN number for the DMZ VLAN.
(Example: 1128)

Step 6: In the Subinterface ID box, enter the VLAN number for the DMZ
VLAN. (Example: 1128)

Step 7: Enter an Interface Name. (Example: dmz-guests)
Step 8: In the Security Level box, enter a value of 10.
Step 9: Enter the interface IP Address. (Example: 192.168.28.1)

Step 10: Enter the interface Subnet Mask, and then click OK. (Example:
255.255.252.0)

[2y Add Interface Ex2)
General | Advanced | IPvé

Hardware Port: | GigabitEthernetdf1 -

VLAN ID: 1128
Subinterface ID: 1128
Interface Name: |dmz-guests
Security Level: |10

[] Dedicate this interface to management anly

Channel Group:

Enable Interface

IP Address

(@ Use StaticIP (7 Obtain Address via DHCP (7 Use PPPoE

IP Address: |192.168.28.1

Subnet Mask: |255.255.252.0 -

Description:

[ ok ][ coneel |[ rHep |
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Step 11: Navigate to Configuration > Device Management > High
Availability > Failover.

Step 12: On the Interfaces tab, in the Standby IP address column, enter the

IP address of the standby unit for the interface you just created. (Example:
192.168.28.2)

Step 13: Select Monitored, and then click Apply.

C ion > Device = High Availability and Scalability = Failover O

[ Satup | Tnterfaces | Crteria | MAC Addresses

Defing interface standby IF addresses and monitaring status, Double-click on a standby address or click on & monitoring checkbox ta edt it, Press the Tab or Enter
key after editing an address,

Subnet Mask/

Inkerface Mame Name Active TP ddress 0 g NS Standoy TP Address Monitored
GigabitEthernetDj0.300  inside B, 1042430 255.255.255.224 (B} 10,4.24.29 |
GigahitEthernet0f1.1116  dmz-meb ﬂwz‘lsals‘l 255.255.255.0 EL 192,168.16.2
- B} z001:dba:... 64 5} zo0n:dbgza:..
GigabitEthernet0/1.1117  dmz-email E}‘192‘1ss‘17‘1 255,255.255.0 El‘ 192.168.17.2
GigabitEthernet0i1.111%  dme-dmvpn B} 192.166.15.1 255.255.255.0 B} 192.168.18.2
GigahitEthernet0f1.1119  drmz-wle ﬂ192‘168‘19‘1 255.255.255.0 Ek 192,168.19.2

HE= HH!!HH ==

hernet0j1.1123 d nt B} 192,168,231 255.255.255.0 B} 192,168.23.2
GigahitEthe sts Hl 192, 0
(=) GigabitEthernet0ia. 16 outside-16 ﬂ 172.16,13,,, 2595.255.255.0
=) 2000:db... 64 8} z001:db6:a::2
GigabitEthernetf2.17 outside-17 ﬂ 172.17.13,,, 255.255.255.0 a 172.17.130....
Managementa)o TPS-mgmt

Step 14: At the bottom of the window, click Apply. This saves the
configuration.

Configure Network Address Translation

The DMZ network uses private network (RFC 1918) addressing that is not
Internet-routable, so the firewall must translate the DMZ address of the
guest clients to an outside public address.

Step 1: Navigate to Configuration > Firewall > Objects > Network
Objects/Groups.

Step 2: Click Add > Network Object.
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Step 3: In the Add Network Object dialog box, in the Name box, enter a Step 10: In the Translated Addr list, choose the interface name for the

description for the guest network. (Example: dmz-guests-network-1SPa) primary Internet connection. (Example: outside-16)
Step 4: Inthe Type list, choose Network. [y Add Network Object @
Step 5: In the IP Address box, enter the guest DMZ network address. Mame: dmz-guest-network-15Pa
(Example: 192.168.28.0) Type: :NEtwmk _:
Step 6: Enter the guest DMZ netmask. (Example: 255.255.252.0) IP Yersion: @ TFvt (0 TPv6
) IP Address: 192,168.25.0

Step 7: Click the two down arrows. The NAT pane expands.

Metmask: 255.255.252.0 -
Step 8: Select Add Automatic Address Translation Rules. Description: DMZ outside PAT address for ISPa
Step 9: In the Type list, choose Dynamic PAT (Hide).

MAT ~

Add Automatic Address Translation Rules
Type: :Dvnamic PAT (Hide)
Translated Addr: |outside-16 E]
Use one-to-one address ktranslation
PAT Pool Translated address:
Round Rabin
Extend PAT uniqueness ko per destination instead of per interface
Translate TCP and UDP ports into flak range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest inkf): | IPS-magmk

[] Use IPv6 For interface PAT

[ [n] 4 H Cancel H Help

Step 11: Click Advanced.
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Step 12: In the Destination Interface list, choose the interface name for the
primary Internet connection, and then click OK. (Example: outside-16)

Advanced NAT Settings

[ Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :— Any - -
Destination Interface: :uutside-lﬁ v:
Service
Protocol: IM/ tcp -
Real Port:
Mapped Port:

[ oK ] [ Cancel ] [ Help I

Step 13: In the Add Network Object dialog box, click OK.

Configure guest network security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other
networks.

I T R G R =T R T

First, you enable the guests to communicate with the DNS and DHCP serv-
ers in the data center.

Step 3: Click Add > Insert.
Step 4: In the Interface list, choose Any.

Step 5: In the Source list, choose the network object automatically created
for the guest DMZ. (Example: dmz-guests-network/22)

Step 6: In the Destination list, choose the network object for the DNS
server. (Example: internal-dns)
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Step 7: In the Service list, enter udp/domain, tcp/domain, and then click
OK.

Insert Access Rule

Interface: — Any - -

Action: (@) Permit () Deny

Source Criteria

Source: dmz-guests-networkfzz
User:

Security Group:

B ®) E]

Destination Criteria

Drestination: internal-dns|

Security Group:

B ®) E]

Service: udp/domain, tcpfdomain

Allow Guest Wireless users to resalve DNS names.
Description:

Enable Logging

Logging Level: :DeFauIt -

"

Mare Options

[ OF ” Cancel ” Help

Step 8: Click Add > Insert.
Step 9: In the Interface list, choose Any.

Step 10: In the Source list, choose the network object automatically cre-
ated for the guest DMZ. (Example: dmz-guests-network/22)

Step 11: In the Destination list, choose the network object for the DHCP
server. (Example: internal-dhcp)
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Step 12: In the Service list, enter udp/bootps, and then click OK. Step 17: In the Service list, enter tcp/http, tcp/https, and then click OK.

%Add Access Rule @ %lnsertﬁccm Rule @
Interface: — Any - - Interface: — Any - -
Action: (@) Permit () Deny Action: (@) Permit () Deny
Source Criteria Source Criteria
Source: dmz-guests-networkfzz E] Source: dmz-guests-networkfzz E]
User: E] User: E]
Security Group: E] Security Group: E]
Destination Criteria Destination Criteria
Destination; internal-dhcp E] Destination; dmz-web-network 24 E]
Security Group: E] Security Group: E]
Service: udp/bootps E] Service: tepfhttp, topihtbps E]
Allow Hosts on DMZ Guest Mebwork access to DHCP server For IP address assignment. All wireless guest users access to DMZ based webservers, possibly for walled garden access
Description: Description:
Enahble Logging Enahble Logging
Logging Level: :DeFauIt v: Logging Level: :DeFauIt v:

"
"

Mare Options Mare Options

[ ok || concel |[ Help | [ ok || concel |[ Help |
Next, you enable the guests to communicate with the web servers in the Next, you remove the guest’s ability communicate with other internal and
DMZ. DMZ devices.
Step 13: Click Add > Insert. Step 18: Click Add > Insert.
Step 14: In the Interface list, choose Any. Step 19: In the Interface list, choose Any.
Step 15: In the Source list, choose the network object automatically created Step 20: To the right of Action, select Deny.

for the guest DMZ. (Example: dmz-guests-network/22)

Step 21: In the Source list, choose the network object automatically created
Step 16: In the Destination list, choose the network object automatically for the guest DMZ. (Example: dmz-guests-network/22)
created for the web DMZ. (Example: dmz-web-network/24)
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Step 22: In the Destination list, choose the network objects for the Next, you enable the guests to communicate with the Internet.
internal and DMZ networks, and then click OK. (Example: internal-network,

dmz-networks) Step 23: Click Add > Insert.
[ Edit Access Rule == Step 24: Inthe Interface list, choose Any.
Interface: -- Any - ) ) )
Action: @ Permit @ Deny Step 25: In the Source list, choose the network object automatically
created for the guest DMZ, click OK, and then click Apply. (Example:
Source Criteria dmz-guests-network/22)
Salrce: driz-guests-networkiz22 E]
s E] % Insert Access Rule
Security Group; E] Interface: — Any -- -
Action: (@) Permit () Deny

Destination Criteria
Source Criteria

Deestination: driz-rietwarks, inkernal-netwaork E] p ”
Source: mz-quests-networkfz2

Security Group: E]

Service: ip E]

Dery braffic From the wireless guest network to the internal and dmz resources

User:

B ®) E]

Security Group:

Description:
Destination Criteria
Enable Logging Destination: any E]
Logging Level: :DeFauIt - Security Group: E]
Service: ip E]

“®

More Options
Allow Wireless DMZ users access ko the internet

Description:

[0]4 H Cancel H Help

Enahble Logging

Logging Level: :DeFauIt -

Mare Options

OF ” Cancel ” Help

"
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Create the guest wireless LAN interface

The guest wireless interface is connected to the DMZ of the Cisco ASA
5500 Series Adaptive Security Appliances. This allows guest wireless traffic
only to and from the Internet. All traffic, regardless of the controller that

the guest initially connects to, is tunneled to the guest WLC and leaves the
controller on this interface. To easily identify the guest wireless devices

on the network, use an IP address range for these clients that are not part
of your organization’s regular network. This procedures adds an interface
that allows devices on the guest wireless network to communicate with the
Internet.

Step 1: In Controller>Interfaces, click New.
Step 2: Enter the Interface Name. (Example: Wireless-Guest)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 1126)

ST Saye Configuration  Ping  Logout Refresh
cisco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
General Interface Name  Wireless-Guest
e VLAN 14 1126

Interfaces
Interface Groups
Multicast
Network Routes
» Internal DHCP Server
» Mobility Management
Ports
» NTP
» CDP
» Advanced

Step 4: Inthe IP Address box, enter the IP address you want to assign to
the WLC interface. (Example: 192.168.28.5)

Step 5: Enter the Netmask. (Example: 255.255.252.0)
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Step 6: In the Gateway box, enter the IP address of the firewall's DMZ
interface, defined in Procedure 2. (Example: 192.168.28.1)

Step 7: In the Primary DHCP Server box, enter the IP address of your
organization's DHCP server, and then click Apply. (Example: 10.4.48.10)

"I' ..l I Sawe Configuration  Ping  Logout Refresh
CIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Controller Interfaces > Edit < Back Apply
General
Inventory .
General Information
Interfaces
Interface Groups Interface Name wireless-guest
Multicast MAC Address 80:43:e1:7e111:cF

Network Routes

Configuration
Internal DHCP Server

A4

» Mobility Management Guest Lan
Ports Quarantine
» NTP Quarantine Vian 1d ]
» COP . )
Physical Information
» IPVE
» Advanced The interface is attached to a LAG.

Enable Dynamic AP Management

Interface Address

VLAN Identifier 1128

1P Address 192168285 |
Netrmask 255.255.252.0
Gateway 192168281

DHCP Information

Primary DHCP Server 10.4.48.10

Secondary DHCP Server

Access Control List

ACL Name none ~

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

To prevent DHCP from assigning addresses to wireless clients
that conflict with the WLC’s addresses, exclude the addresses
you assign to the WLC interfaces from DHCP scopes.
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) Step 4: On the General tab, in the Interface/Interface Group(G) list, choose
Procedure 6 Configure the guest wireless LAN the interface created in Procedure 5. (Example: wireless-guest)

Save Configuration ~ Ping  Logout Refresh

cisco MONITOR NTROLLER ~ WIRELESS ~SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Step 1: Onthe WLANS page, in the list, choose Create New, and then click WLANS I — S —
G 0. - LLLE General | Security | Qos | Advanced |
wLANs
» Advanced
Configuration  Ping Logout Coealns Guest
Type wian
MONITOR ONTROLLER ~WIRELESS ~SECURITY MANAGEM HELP  FEEDBACK
ssio Guest
WLANs WLANs Entries 1-2 of 2 Saum Ensbled
- WLANS dter: M Change Filter] [Clear Fil P ——
o Current Filter;  fone anas Flter] [Clear flker] Create New > 6o Security Polcies [WPAZI[Auth(802.1X)]
s (Modifications done under security tab will appear after applying the changes.)
» Advanced
&) WLAN Admin —
Y Type Profile Name WLAN SSID Status  Security Policies Radio Policy Al -
1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)] e wireless-quest +
2 WLAN Vi WLAN-V: Enabled WPA2][Auth(802.1X]
B2 ice Ioice nable [ J[Auth( )] Multicast Vian Feature [ Enabled
Broadcast SSID Enabled
Foot Notes
1 Web Policy cannot be used in combination with IPsec
2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication
3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded ciients)
4 Client MFP is not active unless WPA2 is configured
5 Learn Client IP is configurable only when HREAP Local Switching is enabled
& WMM and open or AES security should be enabled to support higher 11n rates
7 Multicast Should Be Enabled For IPV6.
8 Band Select is configurable only when Radio Policy is set to 'All".
9 Value zero implies there is no restriction on maximum clients allowed.
10 MAC Filtering is not supported with HREAP Local suthentication
11 MAC Filtering should be enabled.
12 Guest tunneling, Local switching, DHCP Required should be disabled.
5 feature is with HREAP Local

. Step 5: Click the Security tab, and then on the Layer 2 tab, in the Layer 2
Step 2: Enter the Profile Name. (Example: Guest) Security list, choose None.

Save Configuration ~ Ping  Logout Refresh

Step 3: Inthe SSID box, enter the guest WLAN name, and then click Apply. T T R e
(Example: GUGST) WLANs WLANs > Edit "Guest' <Back Avply

M WLANS | General | security | Qos | Advanced |
WLANS
MONITOR ~WLANS CONTROLLER WIRELESS ~SECURITY ~MANAGEMENT HELP FEEDBACK » Advanced Laver2 | layer3 | AAAServers |
WLANs WLANSs > New < Back Apply Layer 2 Security € None -
] 18uac Fiktering
- LiLLE Type WLAN -
WLaNs

Profile Name Guest
» Advanced

SSID Guest

o) 3 -

Foot Notes
1 Web Folicy cannot be used in combination with TPsec
2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication
3 When client exclusion is ensbled, 5 Timeout Vslue of zero mesns infinity (wil require sdministrtive override to reset excluded clients)
< Client MF? is not active unless WPA2 is configured
5 tearn Client IP is configurable only when HREAP Local Switching is enabled
& WMM and open or AES security should be enabled to support higher 11n rates
7 Multicast Should Be Enabled For IPVG,
8 Band Select is configurable only when Radio Policy is set to 'All"
9 Value zera implies there is no restriction on maximum clients allowed,
10 MAC Filtering is ot supported with HREAP Local authenticatian
11 MAC Filtering should be enabled.
12 Guest tunneling, Local switching, DHCP Required should be dissbled.
with HREAP Local
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Step 6: On the Layer 3 tab, select Web Policy, and then click OK.

WLANs

WLANS.

- WLANS

» Advanced

Configuration

WIRELESS URITY  MANAGEMENT

WLANSs > Edit "Guest' < Back Apply

| General | security | Qos | Advanced |

[(Laver2 | Laver3 | AAAServers |

Layer 3 Security Nane v

Web Policy £

) Authentication
assthrough

onditional Web Redirect

©) Splash Page Web Redirect
© on mac Filter failurel

Preauthentication ACL Mone v

Over-ride Global Config ] Enable

Foot Notes
1 Web Policy cannot be used in combinstion with Psec

2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication

3 When ciient exclusion is enabled, 3 Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable anly when HREAP Local Switching is enabled

& WM and open or AES security should be ensbled to support higher 11n rates

7 iulticast Should Be Enabled For IPVS,

8 Band Select is configurable only when Radio Policy is set to 'All"

9 Value zero implies there is ne restriction on maximum clients allowed.

10 MAC Filtering is not supported with HREAP Locs! suthenticstion

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

15 feature is with HREAP Local

Step 7: Onthe QoS tab, in the Quality of Service (QoS) list, choose Bronze

(background), and then click Apply.

WLANs

WLAN:

»

WLANS
s

Advanced

Logout
CONTROLLER  WIRELESS ANAGE DBACK
WLANs > Edit "Guest' <mack | | awsly |
| General | security | Qos | Advanced |
Quality of Service (Q0S)  Bronze (background) +
WM
WM Policy Allowed
7920 AP CAC [ enabled
7920 Client CAC [ Enabled
Foot Notes

1 Web Folicy cannot be used in combination with TPsec
2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication

3 When client exclusion is ensbled, 5 Timeout Vslue of zero mesns infinity (wil require sdministrtive override to reset excluded clients)
< Client MF? is not active unless WPA2 is configured

5 tearn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to support higher 11n rates

7 Multicast Should Be Enabled For IPVG,

8 Band Select is configurable only when Radio Policy is set to 'All"

9 Value zera implies there is no restriction on maximum clients allowed,

10 MAC Filtering is ot supported with HREAP Local authenticatian

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be dissbled.

13 feature is with HREAP Local
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Step 8: On the General tab, to the right of Status, select Enabled, and then
click Apply.

Save Configuration ~ Ping  Logout Refresh

MONITOR s CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit 'Guest' < Back Apply
- WLLE General | Security | Qos | Advanced |
wLANs

L R Profile Name Guest

Type wian

ssio Guest

Status Enabled

Securty Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -
Interface/Interface
B management v
Multicast Vlan Feature  [] Enabled
Broadcast SSID Enabled

Foot Notes

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication
3 When client exclusion is enabled, a Timeout Vslue of zero means infinity (wil require sdministrstive overrice to reset excluded clients)
< Client MFP is not active unless WPAZ is configured

5 iearn Client I? is configurable anly when HREAP Local Switching is ensbled

6 WiM and apen or AES security should be enabled to support higher 11n rates

7 Multicast Should Be Enabled For IPVS.

& Band Select is cenfigurable only when Radio Policy is set to ‘All"

9 Valus zero implies there s no restriction on maximum clients sllowed.

16 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be ensbled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 feature is not supported with HREAP Local

Procedure 7 Create the lobby admin user account

Typically, the lobby administrator is the first person to interact with your
corporate guests. The lobby administrator can create individual guest user
accounts and passwords that last from one to several days, depending upon
the length of stay for each guest.

Step 1: In Management > Local Management Users, click New.

Step 2: Enter the username. (Example: Guest-Admin)

Step 3: Enter and confirm the password. (Example: C1sco123)
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Step 4: In the User Access Mode list, choose LobbyAdmin, and then click Step 3: Create a new username and password, or allow the system to create

alval Saye Configuration ~ Ping  Logout Refresh T
cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Management Local Management Users > New e Apply Guest Management  Guest Users List > New < Back Apply

SR User Name Guest-Admin User Name
» SNMP . "

asswort Generate Password
HEEELIIES Confirm Password aesecnne
ey — Password

Telnet-SSH User Access Mode Lobbyadmin ~

Serial Port Confirm Password

Local Management

Users Lifetime

earesing Guest User Role (] !: The generated password For this user is BiMcS4yY
b Logs

Mot Via Wireless AN sso P iy
} Software Activation D
} Tech Support

Step 4: Click Apply. The new user name and password are created.

With a wireless client, you can now test connectivity to the guest WLAN.
Without any security enabled, you should receive an IP address, and after
opening a web browser, you should be redirected to a web page to enter
a username and password for Internet access, which will be available to a
guest user for 24 hours.

Create guest accounts

Now you can use the lobby administrator account to create usernames and
passwords for partners, customers, and anyone else who is not normally
granted access to your network.

Step 1: Using a web browser, open the WLC's web interface (for example,
https://wlc-1.cisco.local/), and then log in using your LobbyAdmin account
with the username Guest-Admin and password C1sco123.

Step 2: From the Lobby Ambassador Guest Management page, click New.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management  Guest Users List _ﬁg

User Name WLAN SSID Account Remaining Time Description
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Configuring Guest Wireless: Dedicated Guest Controller

—

Configure the DMZ switch

Configure the firewall DMZ interface
Configure Network Address Translation
Create network objects

Configure WLC security policy
Configure guest network security policy
Configure the DMZ WLC

Configure the time zone

Configure SNMP

© ® NP oA LN

10.Limit which networks can manage the WLC
11. Configure management authentication
12.Create the guest wireless LAN interface
13.Configure the guest wireless LAN
14.Configure mobility groups

15.Create the lobby admin user account
16.Configure the internal WLCs for a guest

17. Create guest accounts

Configure the DMZ switch

The VLANs used in the following configuration examples are:
Guest Wireless—VLAN 1128, IP: 192.168.28.0/22
Wireless management—VLAN 1119, IP 192.168.19.0/24
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Step 1: Onthe DMZ switch, create the wireless VLANS.

vlan 1119
name WLAN Mgmt
vlan 1128

name Guest Wireless

Step 2: Configure the interfaces that connect to the Internet firewalls as
trunk ports and add the wireless VLANS.

interface GigabitEthernetl/0/24

description IE-ASA5545a Gig0/1

|

interface GigabitEthernet2/0/24

description IE-ASA5545b Gig0/1

|

interface range GigabitEthernetl/0/24, GigabitEthernet2/0/24

switchport trunk encapsulation dotlg

switchport trunk allowed vlan add 1119, 1128

switchport mode trunk

macro apply EgressQoS

logging event link-status

logging event trunk-status

no shutdown

Step 3: This deployment uses Layer 2 EtherChannels in order to connect
the WLCs to the DMZ switch. Connect the WLC EtherChannel uplinks to
separate devices in the DMZ stack.

On the DMZ switch, the physical interfaces that are members of a Layer 2
EtherChannel are configured prior to configuring the logical port-channel
interface. Doing the configuration in this order allows for minimal configura-
tion because most of the commands entered to a port-channel interface are
copied to its members’ interfaces and do not require manual replication.

Configure two or more physical interfaces to be members of the
EtherChannel. It is best if they are added in multiples of two.
Interface range GigabitEthernetl/0/13, GigabitEthernet2/0/13
description DMZ-WLC-Guest-1
|
Interface range GigabitEthernet 1/0/14,GigabitEthernet 2/0/14

description DMZ-WLC-Guest-2
|
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interface range GigabitEthernet 1/0/13, GigabitEthernet 2/0/13
channel-group 12 mode on

macro apply EgressQoS

logging event link-status

logging event trunk-status

logging event bundle-status
interface range GigabitEthernet 1/0/14, GigabitEthernet 2/0/14
channel-group 13 mode on

macro apply EgressQoS

logging event link-status

logging event trunk-status

logging event bundle-status

Step 4: Configure trunks.

An 802.1Q trunk is used for the connection to the WLC, which allows the
firewall to provide the Layer 3 services to all the VLANs defined on the
access layer switch. The VLANSs allowed on the trunk are reduced to only the
VLANSs that are active on the WLC.

interface Port-channell2

description DMZ-WLC-Guest-1

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1119,1128

switchport mode trunk

logging event link-status

no shutdown

interface Port-channell3

description DMZ-WLC-Guest-2

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1119,1128
switchport mode trunk

logging event link-status

no shutdown
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Configure the firewall DMZ interface

Typically, the firewall DMZ is a portion of the network where traffic to and
from other parts of the network is tightly restricted. Organizations place
network services in a DMZ for exposure to the Internet; these services are
typically not allowed to initiate connections to the inside network, except for
specific circumstances.

The various DMZ networks are connected to Cisco ASA on the appliances’
Gigabit Ethernet interface via a VLAN trunk. The IP address assigned to the
VLAN interface on the appliance is the default gateway for that DMZ subnet.
The DMZ switch's VLAN interface does not have an IP address assigned for
the DMZ VLAN.

Table 8 - Cisco ASA DMZ interface information

IP Address Security
Interface Label | & Netmask VLAN Level Name
GigabitEthernet0/ | 192.168.19.1/24 | 1119 50 dmz-wlc
11119
GigabitEthernet0/ | 192.168.28.1/22 | 1128 10 dmz-guests

1.1128

Step 1: Login to the Internet Edge firewall using Cisco ASDM.

Step 2: Navigate to Configuration > Device Setup > Interfaces, and
then click the interface that is connected to the DMZ switch. (Example:
GigabitEthernet0/1)

Step 3: Click Edit.
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Step 4: Select Enable Interface, and then click OK.

% Edit Interface @

Hardware Port:  GigabitEthernet0f1 [ Configure Hardware Properties. .. ]

Inkerface Marne:
Security Level:

[7] Dedicate this interface to management anky

Channel Group:
Enable Interface

IP Address

(@) Use Static P (7) Obtain Address via DHCP (7)) Use PPPoE

IP Address:

Subret Mask: |255.0.0.0 -

Description:

[ Ok ] [ Cancel ] [ Help ]

Step 5: On the Interface pane, click Add > Interface.

Step 6: In the Hardware Port list, choose the interface configured in Step 2
(Example: GigabitEthernet0/1)

Step 7: Inthe VLAN ID box, enter the VLAN number for the DMZ VLAN.
(Example: 1119)

Step 8: In the Subinterface ID box, enter the VLAN number for the DMZ
VLAN. (Example: 1119)

Step 9: Enter an Interface Name. (Example: dmz-wlc)
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Step 10: In the Security Level box, enter a value of 50.
Step 11: Enter the interface IP Address. (Example: 192.168.19.1)

Step 12: Enter the interface Subnet Mask, and then click OK. (Example:
255.255.255.0)

% Edit Interface @ .
General | pdvanced | IPvE

Hardware Port:  GigabitEthernet0/1.1119
WLAN ID: 1119

Subinterface ID: 1119

Interface Mame: | dmz-wic

Security Lewvel: |50

[ Dedicate this interface ko management only
Channel Group:

Enable Interface

IF Address

(@) Use Static P (7) Obtain Address via DHCP (7)) Use PPPoE

IP Address:  |192.168.19.1

Subnet Mask: |255.255.255.0 -

Description: |WLC DMZ Trunk to DMZ Switch

[ (o] 4 J [ Cancel ] [ Help ]

Step 13: Navigate to Configuration > Device Management > High
Availability and Scalability > Failover.

Step 14: On the Interfaces tab, in the Standby IP address column, enter the

IP address of the standby unit for the interface you just created. (Example:
192.168.19.2)

Deployment Details



Step 15: Select Monitored, and then click Apply.

Configuration > Device Management 3> High Availability and Scalabilit:

[[Satup | Trtsifaces | Crieria | MAC Adcresses

> Eailover

key after editing an address.

Define interface standby IP addresses and monitoring status, Double-click on a standby address or dick on a manitoring checkbox to edit it, Press the Tab or Enter

bitEthernet0j1.1119
igabitEthernet0/1.1123
igabitEthernet0)1.1126

iz e
dinz-management
dimz-quests

Active TP Address|  SUPMEEMasK o b 1p Address Monitored

Interfacs Hame Hame: Prefx Length
+GigabitEthernetdj0.300  insids ﬂ 10.4.24.30  255.255.255.224 EL 10.4.24.29
[=-GigabitEthernet0j1.1116  dmz-web B} 192,168,161 255.2585.255.0 (B} 192.166.16.2

) 2001:db6:... &4 =) 200t:dbsiai...
igabitEthernet0f1.1117  dmz-gmail ﬂwz‘lsa,ud 255.255.255.0 EL 192.168.17.2
igabitEthernet0f1,1116  dmz-dmwpn ﬂwzma.m& 255.255.255.0 El‘ 192.168.18.2

El 192.168.19.1
ﬂ192‘168.23.1 255,255.255.0
ﬂ192‘168.28.1 255.255.252.0

E 132 .2

5} 19z2.168.25.2
5} 192.168.28.2

=EE H!!HH! ==

Step 5: Inthe IP Address box, enter the guest DMZ network address.

(Example: 192.168.28.0)

Step 6: Enter the guest DMZ netmask. (Example: 255.255.252.0)

Step 7: Click the two down arrows. The NAT pane expands.

Step 8: Select Add Automatic Address Translation Rules.

Step 9: In the Type list, choose Dynamic PAT (Hide).

Step 10: In the Translated Addr list, choose the interface name for the

primary Internet connection. (Example: outside-16)

h-GigabitEthemet 03,16 outside-16 @ 172.16,13.., 255.255.255.0 8 172.16.130....

E ) 2001:db:... 64 B z001:dbaan?
-~ GigahitEthemet 03,17  outside-17 B 172.17.13... 255.255.255.0 [} 172.17.130....
- Management0j0 IPS-mgmt

Step 16: At the bottom of the window, click Apply. This saves the
configuration.

Step 17: Repeat Step b through Step 12 for the dmz-guests interface.

Configure Network Address Translation

The DMZ network uses private network (RFC 1918) addressing that is not
Internet-routable, so the firewall must translate the DMZ address of the
guest clients to an outside public address.

Step 1: Navigate to Configuration > Firewall > Objects > Network
Objects/Groups.

Step 2: Click Add > Network Object.

Step 3: In the Add Network Object dialog box, in the Name box, enter a
description for the guest network. (Example: dmz-guests-network-1SPa)

Step 4: Inthe Type list, choose Network.
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(23 Add Network Object =]
Mame: dmz-guest-nebwork-15Pa
Type: :Network -
IP Wersion: @ IPvd () IPvE
IP Address: 192,168.28.0
Netmask: 255.255.252.0 -
Description: DMZ outside PAT address for 1SPa

MAT %
#Add Automatic Address Translation Rules

Type: :Dynamic PAT (Hide)

Translaked Addr: |outside-16 E]

Use one-to-one address translation
PAT Pool Translated Address:
Round Raobin
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP parts inko Flak range 1024-65535 Include range 1-1023
Fall through to interface PAT{dest inkF): | IPS-mgmk

[] Use IPw6 For interface PAT

[ F, H Cancel H Help
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Step 11: Click Advanced.

Step 12: In the Destination Interface list, choose the interface name for the
primary Internet connection, and then click OK. (Example: outside-16)

[2y Advanced NAT Settings ==

Interface
Source Interface: By - |

Destination Interface: :Dutside-ls -

[ oK ][ Cancel ][ Help ]

Step 13: In the Add Network Object dialog box, click OK.

Create network objects

Step 1: Navigate to Configuration > Firewall > Objects > Network
Objects/Groups.

First, add a network object for the every internal WLC in your organization.
Step 2: Click Add > Network Object.

Step 3: In the Add Network Object dialog box, in the Name box, enter a
description of the WLC. (Examples: internal-wlc-5508, internal-wlc-flex-7500)

Step 4: In the Type list, choose Host.

February 2013 Series

Step 5: In the IP Address box, enter the WLC's management interface IP

address, and then click OK. (Example: 10.4.46.64, 10.4.46.68)

[2y Edit Metwark Ohject
Name! internal-wic-550&
Type: :Host
IP Wersion: @ IPvd () IPvE
IP Address: 10.4.46.64
Description: Internal 5508 WLC
MAT
’ [a]'4 ] [ Cancel ] ’ Help ]

==

"

Step 6: Repeat Step 2 through Step 5 for every WLC inside your

organization.

[y Edit Metwark Ohject
MName: internal-wie-flex-7500
Type: :Host
IP Yersion: @ IPvd () IPvE
IP Address: 10,4, 46,65
Description: Inkernal FlexiConnect 7500 WLC
MAT
’ OF ] [ Cancel ] ’ Help ]

=

@

Next, to simplify security policy configuration, you create a network object

group that contains every WLC inside your organization.

Step 7: Click Add > Network Object Group.

Step 8: In the Add Network Object Group dialog box, in the Group Name

box, enter a name for the group. (Example: internal-wlc-group)
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Step 9: In the Existing Network Objects/Groups pane, select every internal
WLC, click Add, and then click OK.

[ Add Netwark Object Group

Group Narme: | internal-wic-group

Description: | Inkernal Wireless LAM Controllers

@) Existing Hetwork Objects/Groups: Members in Group:
Name -t P Address Metmask TP Address HetmaskPrefiz Len
B dme-dmvpn-2 192.166.18.11 ~ 10.4.46.68
(@ dmz-guest-network-T5Pa 192.168.28.0 255.255.252.0
(i dmz-ipvé-natpool 192.166.16,32-192...,
i dmz-networks 192.165.16.0 255.255.248.0
- ) dmz-web-nst-vé 2001:dbaals 13

B dmz-webserver-ISPa  192.168.16,100
- B dmz-webserver-ispa-vt  192.168.16.111
B dmz-webserver-ISPb  192.168.16,100
- @l inkernal-netwark, 10.4.0.0 255.254.0.0
8 nternalnetwork15Pa 10.4.0.0 255.254.0.0
10.4.0.0 255.254.0.0

L) ousti r-isp... |2

- B outside-dmvprelsPa  172.16,13 3
® ouside-dmvpnISPb 172171301 .
@ outside-IPve-all i 0
® outside-webserver-15Pa 172,16, 130,100

=l outside-webserver-1h 172.17.130,100 -~
4 . 3

- @l internal-network-15P1

13
0.1

() Create niew Metwork Object member:

Name: (optional)

Type: Host -
IP Version: @ IPvd () IPw6
1P Address:
< I v
[ ok [ comel [ Hep |

Next, you create a network object group that contains the private DMZ
address of every WLC in the DMZ. (Example: 192.168.19.54)

Step 10: Click Add > Network Object Group.

February 2013 Series

Step 11: In the Add Network Object Group dialog box, in the Group Name
box, enter a name for the group. (Example: dmz-wlc-group)

2} Edit Netwark Object Group

Group Name: dmz-wle-group

Description: | Wireless LAN Controllers in the DMZ

@) Existing Hetwork Objects/Groups: Members in Group:
me o 1P Address Netmask 1P Address
B dmz-wic-netwark. 192,168.19.0 265.255.255.0 -
Bl inside-netwark. 10.4.24.0 255,255,255.224
- Bl outside-16-network 172.16,130.0 255,255,255.0
B outside-16-networké  2001:0bBiai: &4
B outside-17-network  172,17,130.0 255,255,255.0
= drz-dmypn-1 192.168,18.10 ]
~ B dmz-dmvpn-2 192,168.18.11
3B dmz-guest-netwerk-15Pa 192.168,28.0 255.256,252.0
- [ dmz-ipv6-niatpool 192.168.16.32-192. .. =
3B dmz-networks 192.168,16.0 255.255,248.0
- [ dmz-web-net-ve 2001:db8:a:1:: 64
) dmzwebserver-1SPa 192.168.16,100
- B} dmz-webserver-ispa-ve  192.168.16.111 Add o
B dmzwebserver-1SPh  192.168.16,100
- @l inkernal-network. 10.4.0.0 255.254.0.0
8 internalnetwork-15Pa 10.4.0.0 255.254.0.0
- @ inkermaknetwork-IsP 10.4.0.0 255.254.0.0 il
“ G . - =l 3

() Create new Metwork Object member:

Name: (optional)

Type: Host =
1P Version: @ Pvt () IPue
1P Address:
ol I v
ok | [ concel ][ hep |

Step 12: Choose the primary WLC from the Existing Network Objects/
Groups pane, and then click Add. (Example: 192.168.19.54). If using the 5508
as the anchor controller, only the IP address of the primary WLC needs to be
configured as this WLC model supports AP-SSO and the redundant pair use
a single IP address.

Step 13: If using a 2504 as a guest anchor controller, both the primary and
resilient WLC IP addresses are necessary as this WLC does not support
AP-SSO. Choose the resilient WLC from the Existing Network Objects/
Groups pane, click Add, and then click OK. (Example: 192.168.19.56

). You will also add the IP address of the secondary WLC's (Example:
192.168.19.57)

Step 14: The resilient Wireless LAN Controller when in standby mode when
using AP-SSO uses the Redundancy Port to communicate with the NTP
server. Since either of the WLC in AP-SSO mode could be in standby we
need to create a network object that is used to identify the RP ports. create
a Network Object for each of the WLC in the DMZ (Example: 192.168.19.54).
Click Add > Network Object.
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Step 15: In the Add Network Object dialog box, in the Name box, enter a
description of the WLC. (Example: dmz-wlc-primary-5508-RP)

Step 16: In the Type list, choose Host.

Step 17: In the IP Address box, enter the primary WLC's RP interface IP
address, and then click OK. (Example: 192.168.19.154)

[} &dd Network Object ==
Mame: Hrnz-wilc-primary-5505-RP
Type: :Host -
IP Yersion: @ IPvd () IPwE
IP address: 192.165,19.154
Description: Primary WL Redundancy Port
NAT ¥

[ ik, ” Cancel ][ Help ]

Step 18: Repeat for the resilient controllers Redundancy Port (Example
192.168.19.155)

[E) Add Netwark Object =
Marne:
Tvpe: :Host v:
IP Yersion: @ IPvd () IPvG
1P Address: 192,165.19.155
Description: Resilient WLC Redundancy Port
MAT ¥
Ck ] [ Cancel ] [ Help
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Step 19: Create a Network Object Group that will group the two
Redundancy Ports (RP) on the WLCs.

[ Add Netwark Object Group
Group Name: | dmz-wic-RP-group

Description: | DMZ Wireless LAN Controllers Redundanicy Part Group

@) Existing Hetwork Objects/Groups: Members in Group:

1

Name IP Address Hetmask

‘Iﬂ outside-16-network. 172.16.130.0 255.255.255.0  ~
(o outside-16-networkes 2001 :db8za: 64

- ofl outside-17-network  172.17,130.0 255.255.255.0
B dme-dmvpn-1 192.168.18,10
= dme-dmwpn-2 192.168.18.11 i
88 dmz-guest-network-15Pa 192.168.28.0 0
2 dmz-ipve-natpool 192.168.16,32-192.. .,

- mfh dmz-networks 192.168.16.0 255.255.248.0 |=
B dmz-web-net-ve. 2001 :dbzails 64

- B dmz-webserver-ISPa  192.168.16.100
B dmz-webserver-ispa-vé  192.168.16,111 =
- B dmz-webserver-ISPb  192.168.16.100

B dmz-wlc-2504-1 192.166.19.56 Add =
oo ) dmz-wlc-2504-2 192.168.19.57 -
B dmz-wlc-5508 192.168.19.54

- B internal-aza
= internal-dhcp H
< . »

() Create niew Metwork Object member:

Name: (optional)

Type: Host -
IP Version: @ IPvd () IPwb
1P Address:
< I v
ok | [ cancel ][ hep |

Step 20: In the Add Network Object Group dialog box, click OK.

Configure WLC security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other
networks.

S I S =T R T

Next, you insert a new rule above the rule you selected that enables the
WLCs in the DMZ to communicate with the AAA server in the data center for
management and user authentication.

Step 3: Click Add > Insert.
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Step 4: Inthe Insert Access Rule dialog box, in the Interface list, choose
Any.

Step 5: To the right of Action, select Permit.

Step 6: In the Source list, choose the network object group created in Step
7, “Create network objects.” (Example: wic-group)

Step 7: In the Destination list, choose the network object for the Cisco
Secure ACS server with AAA services. (Example: internal-aaa)

Step 8: In the Service list, enter tcp/tacacs, udp/1812, udp/1813, and then
click OK.

[2) Add Access Rule (=2

Interface: [-- Ay -- -

Action: (@ Permit () Deny

Source Criteria

Source: drmz-wlc-group E]

User: E]

Security Group: E]

Destination Criteria

Destination; internal-aaa E]

Security Group: E]

Service: tepftacacs, udpf1812, udp/1813 E]

Allow DMZ based WLC's to communicate with the ABAJACS Server on the internal network.|

Description:

Enable Logging

Logging Level: Default -
[Maore Options ¥

[ (o4 ] [ Cancel ] [ Help ]

Next, you must allow the WLCs in the DMZ to synchronize their time with the
NTP server in the data center.

Step 9: Click Add > Insert.

Step 10: In the Internet Access Rule dialog box, in the Interface list, choose
Any.

February 2013 Series

Step 11: To the right of Action, select Permit.

Step 12: In the Source list, choose the network object group created in
Step 10 of Step 13, “Create network objects.” (Example: dmz-wlc-group)

Step 13: In the Destination list, choose the network object for the NTP
server. (Example: internal-ntp)

Step 14: In the Service list, enter udp/ntp, and then click OK.

@ Edit Access Rule @

Interface:

Action: (@)

Source Criteria

Source: dmz-wlc-group E]

User: E]

Security Group: E]

Destination Criteria

Destination: internal-ntp E]

Security Group: E]

Service! udp/ntp E]

Allows WLC's ko communicate with the MTP server locate din the data center,

Description:

Enable Logging

Logging Level: :DeFauIt -
More Options ¥

[ [0]4 H Cancel H Help ]

Next, you allow the WLCs in the DMZ to be able to download new software
via FTP.

Step 15: Click Add > Insert.

Step 16: In the Internet Access Rule dialog box, in the Interface list, choose
Any.

Step 17: To the right of Action, select Permit.
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Step 18: In the Source list, choose the network object group created in Step 24: In the Service list, enter udp/16666, udp/5246, udp/5247, 97, and

Step 10 of Step 13, “Create network objects.” (Example: dmz-wlc-group) then click OK.
Step 19: In the Service list, enter tcp/ftp, tcp/ftp-data, and then click OK. [ Add Access Rule ()
Interface: :-— Ay -- -
% Add Access Rule @ Action: (@ Permit () Deny
Interface: [-- Ay -- -
. : Source Criteria

Ackion: @) Permit () Deny Source: dmz-wle-group E]
Source Criteria User: E]
Source: drmz-wlc-group E] ey gy E]
User: E]
Security Group: E] Destination Criteria

Destination: internal-wlc-group E]
Destination Criteria Security Group: E]
LestSLCT R anY (a Service: udp 16666, udp/5246, udp/5247, 97 (]
SEaUilsy @i E] Allow DMZ based WLC's bo communicate with the internal WLC's
Service: tepfftp, topiftp-data E] BescHiiking

Allows the WLC's b icake with FTP .
S v the 's ko communicate with any server ELnp—
Logging Level: jDeFauIt vj
Enable Logging
F , [Maore Options ¥
Logging Level: _DeFauIt - |
[ (o4 ] [ Cancel ] [ Help ]
[Maore Options ¥
QK i | Hell . .
[ | [ concsl [ ek ] Next, you enable the guest WLC to communicate with the DHCP server

inside your organization.
Next, you enable the DMZ guest WLC to communicate with the WLCs inside

the organization. Step 25: Click Add > Insert.
Step 20: Click Add > Insert. Step 26: In the Interface list, choose Any.
Step 21: In the Interface list, choose Any. Step 27: In the Source list, choose the network object group created in

Step 10 of Step 13, “Create network objects.” (Example: dmz-wlc-group)
Step 22: In the Source list, choose the network object group created in
Step 10 of Step 13, “Create network objects.” (Example: dmz-wlc-group) Step 28: In the Destination list, choose the network object group for the
internal DHCP server. (Example: internal-dhcp)
Step 23: In the Destination list, choose the network object group created in
Step 7 of Step 13, “Create network objects.” (Example: internal-wlc-group)
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Step 29: In the Service list, enter udp/bootps, click OK, and then click

Apply.

Interface: - Ay -

Action: (@) Permit  (7) Deny

Edit Access Rule

Source Criteria

Source: dmz-wlc-group E]
User: E]
Security Group: E]
Destination Criteria

Destination: internal-dhcp E]
Security Group: E]
Service! udp/bootps E]

Allows DMZ WLC's ko obtain IP address via internal DHZP server

Description:

Enable Logging

Logging Level: :DeFauIt -

“

More Options

[ [0]4 H Cancel H Help ]

Finally, enable the guest WLC configured for AP-SSO (5500 series) to com-

municate with the internal NTP server using its Redundancy Port (RP).
Step 30: Click Add > Insert.

Step 31: In the Interface list, choose Any.

Step 32: In the Source list, choose network group that was created for the

WLC RP ports (Example: dmz-wlc-RP-group)

Step 33: In the Destination list, choose the network object group for the

internal NTP server. (Example: internal-ntp)
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Step 34: In the Service list, enter udp/ntp, click OK, and then click Apply.

Edit Access Rule

Interface: - Ay -

Action: (@) Permit  (7) Deny

Source Criteria

Logging Level: :DeFauIt

More Options

Source: E]

User: E]

Security Group: E]

Destination Criteria

Destination: internal-ntp E]

Security Group: E]

Service! udp/ntp E]

Allow Standby AP-530 WLC's bo communicake ko inkernal NTP server using RP Port

Description:

Enable Logging

-

“

(04 H Cancel H Help

Configure guest network security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other

networks.

N T N O =T N T

First, you configure an access rule in the firewall in order to enable the guest
wireless users to communicate with the internal DNS and DHCP servers in

the data center.

Step 3: Click Add > Insert.

Step 4: In the Interface list, choose Any.
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Step 5: In the Source list, select the network object automatically created Step 12: In the Service list, enter udp/bootps, and then click OK.
for the guest DMZ. (Example: dmz-guests-network/22)

@ Insert Access Rule @
Step 6: In the Destination list, choose the network object for the DNS Interface: |~ A ]
server. (Example: internal-dns) Action: @ Permit @) Deny
Step 7: Inthe Service list, enter udp/domain, tcp/domain, and then click souree Crieris
Source: dmz-guests-networkiz22 E]
OK.
User: E]
@ Insert Access Rule @ Security Group: E]
Interface: [-- Ay -- -
B ) B ) Destination Criteria
Ackion: @) Permit () Deny
Destination: internal-dhcp E]
Source Criteria Sermuily s E]
Source: dmz-guests-networkiz22 E]
Service: udp/bootps E]
User:
= E] allows wireless guest users to obtain an IP address from the internal DHCP server|
Security Group: E] Description:
Destination Criteria Enable Logging
Destination: internal—dns| E] Logging Level: jDeFauIt -
Security Group: E] e ¥
Service: udp/domain, tcpfdomain E]
[ (o] 4 ] [ Cancel ] [ Help ]
Allow Guest Wireless users to resolve DMS names,
Description:
. Next, you enable the guests to communicate with the web servers in the
Enable Logging
: : DMZ.
Logging Level: _DeFauIt - |
Mare Options ¥ Step 13: Click Add > Insert.
| | .
Lo J(coned J[ kob Step 14: In the Interface list, choose Any.

Step 15: In the Source list, choose the network object automatically created

Step 8: Click Add > Insert. for the guest DMZ. (Example: dmz-guests-network/22)

Step 9: Inthe Interface list, choose Any. Step 16: In the Destination list, choose the network object automatically

Step 10: In the Source list, choose the network object automatically cre- created for the web DMZ. (Example: dmz-web-network/24)

ated for the guest DMZ. (Example: dmz-guests-network/22)

Step 11: In the Destination list, choose the network object for the DHCP
server. (Example: internal-dhcp)
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Step 17: In the Service list, enter tcp/http, tcp/https, and then click OK.

@ Insert Access Rule @

Interface: [-- Ay -- -

Action: (@ Permit () Deny

Source Criteria

Source: dmz-guests-networkiz22 E]

User: E]

Security Group: E]

Destination Criteria

Destination: dmz-web-network/24 E]

Security Group: E]

Service: tepfhittp, tepfhttps E]

All wireless guest users access to DMZ based webservers, possibly for walled garden access

Description:

Enable Logging

Logging Level: Default -
[Maore Options ¥

[ (o4 ] [ Cancel ] [ Help ]

Next, you remove the guests’ ability communicate with other internal and
DMZ devices.

Step 18: Click Add > Insert.
Step 19: In the Interface list, choose Any.
Step 20: To the right of Action, select Deny.

Step 21: In the Source list, choose the network object automatically created
for the guest DMZ. (Example: dmz-guests-network/22)
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Step 22: In the Destination list, choose the network objects for the

internal and DMZ networks, and then click OK. (Example: internal-network,

dmz-networks)

@ Edit Access Rule

Interface: - Ay -

Action: () Permit @) Deny

Source Criteria

=5

Source: dmz-guests-networkf22 E]
User: E]
Security Group: E]
Destination Criteria

Destination: dmz-networks, internal-network E]
Security Group: E]
Service! [in] E]

Deny traffic from the wireless guest network to the inkernal and dmz resources

Description:

Enable Logging

Logging Level: :DeFauIt -

More Options

[ [0]4 H Cancel H Help ]

“

Next, you enable the guests to communicate with the Internet.
Step 23: Click Add > Insert.

Step 24: In the Interface list, choose Any.
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Step 25: In the Source list, choose the network object automatically
created for the guest DMZ, click OK, and then click Apply. (Example:

dmz-guests-network/22)

@ Insert Access Rule

Interface: :-- Ay - -

Action: (@) Permit  (7) Deny

Source Criteria

==

Saurce: dmz-guests-nebwaork)22
User:

Security Group:

Destination Criteria

OO E

Destination: any
Security Group:
Service: ip

OB E

Description:

Allow wireless DMZ users access to the internet

Enable Logging

Logging Level: :Default -

More Options

Ok

] [ Caneel

) |

Help

February 2013 Series
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Configure the DMZ WLC

Configure the DMZ wireless LAN controller by using the following values.

Table 9 - Cisco DMZ wireless controller parameters checklist

Parameter

Cisco SBA values
primary controller

Cisco SBA values resilient controller

not using AP SSO

Site-specific values

Controller parameters

Switch interface number

1/0/13, 2/0/13

1/0/14,2/0/14

VLAN number

1119

1119

Time zone PST-80 PST-80

IP address 192168.19.54/24 192.168.19.55/24"
Default gateway 192.168.19.1 192.168.19.1
Redundant management IP address (AP SSO) | 192.168.19.154 192.168.19.155

Redundancy port connectivity (AP SSO)

Dedicated Ethernet cable

Dedicated Ethernet cable

Hostname

DMZ-WLC-Guest-1

DMZ-WLC-Guest-2?

Local administrator username and password

admin/C1sco123

admin/C1sco123

Mobility group name GUEST GUEST
RADIUS server IP address 10.4.48.15 10.4.4815
RADIUS shared key SecretKey SecretKey
Management network (optional) 10.4.48.0/24 10.4.48.0/24
TACACS server IP address (optional) 10.4.48.15 10.4.48.15
TACACS shared key (optional) SecretKey SecretKey

Wireless data network parameters

SSID

Wireless-Guest

Wireless-Guest

VLAN number 1128 1128
Default gateway 192.168.28 1 192.168.28 1
Controller interface IP address 192.168.28.5 192.168.28.6!

Notes:

1. If you're using AP SSO high availability, the IP address of the resilient WLC not required, as the secondary controller's management interface is offline until
the primary fails. During this time, the IP address of the RP (Example: 192.168.19.155) is used for outbound communication to the NTP server and to monitor
the status of its default gateway.

2. Ifusing AP SSO, the resilient standby controller does not have a unique hostname, as it inherits the continuation of its paired primary WLC.
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After the WLC is physically installed and powered up, you will see the follow-
ing on the console:

Welcome to the Cisco Wizard Configuration Tool
Use the ‘-' character to backup
Would you like to terminate autoinstall? [yes]: YES

Step 1: Enter a system name. (Example: GUEST-1)

System Name [Cisco 7e:8e:43] (31 characters max): DMZ-WLC-
Guest

Step 2: Enter an administrator username and password.

Use at least three of the following four classes in the password:
lowercase letters, uppercase letters, digits, or special characters.

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): ***x*x
Re-enter Administrative Password : ****x*

Step 3: Use DHCP for the service port interface address.
Service Interface IP address Configuration [none] [DHCP]: DHCP

Step 4: Enable the management interface. If you are deploying a Cisco
5500 or 2500 Series Wireless LAN Controller, configure at least two inter-
faces as an EtherChannel trunk.

Enable Link Aggregation (LAG) [yes][NO]: YES

Management Interface IP Address: 192.168.19.54

Management Interface Netmask: 255.255.255.0

Management interface Default Router: 192.168.19.1
Management Interface VLAN Identifier (0 = untagged): 1119

Step 5: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10
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Step 6: If you are deploying a Cisco 5500 Series Wireless LAN Controller
and you want to enable AP SSO, enable high availability.

Enable HA [yes] [NO]: YES
Configure HA Unit [Primary][secondary]: < Primary or
Secondary>
Redundancy Management IP Address: 192.168.19.154
Peer Redundancy Management IP Address: 192.168.19.155

Step 7: The virtual interface is used by the WLC for mobility DHCP relay
and intercontroller communication. Enter an IP address that is not used in
your organization’s network. (Example: 192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1

Step 8: If configuring a Cisco 2500 Series WLC, enter the multicast IP
address for communication of multicast traffic by using the multicast-
multicast method. This WLC does not support multicast using the multicast-
unicast method.

Multicast IP Address: 239.40.40.40

Step 9: Enter a name for the default mobility and RF group. (Example:
GUEST)

Mobility/RF Group Name: GUEST
Step 10: Enter an SSID for the WLAN that supports data traffic. You will be
able to leverage this later in the deployment process.

Network Name (SSID): Guest
Configure DHCP Bridging Mode [yes] [NO]: NO

Step 11: Enable DHCP snooping.

Allow Static IP Addresses [YES][no]: NO
Step 12: Do not configure the RADIUS server now. You will configure the
RADIUS server later by using the GULI.

Configure a RADIUS Server now? [YES][no]: NO
Step 13: Enter the correct country code for the country where you are
deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries)
[US]: US
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Step 14: Enable all wireless networks.
Enable 802.11b network [YES][no]: YES
Enable 802.1la network [YES][no]: YES
Enable 802.11g network [YES][no]: YES

Step 15: Enable the RRM auto-RF feature. This helps you keep your network
up and operational.

Enable Auto-RF [YES] [no]: YES

Step 16: Synchronize the WLC clock to your organization’s NTP server.
Configure a NTP server now? [YES][no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400

Step 17: Save the configuration. If you enter NO, the system restarts without
saving the configuration, and you have to complete this procedure again.
Configuration correct? If yes, system will save it and reset.
[yes] [NO]: YES
Configuration saved!
Resetting system with new configuration

Step 18: After the WLC has reset, log in to the Cisco Wireless LAN
Controller Administration page by using the credentials defined in Step 2.
(Example: https://dmz-wlc-guest.cisco.local/)
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Configure the time zone

Step 1: Navigate to Commands > Set Time.

Step 2: In the Location list, choose the time zone that corresponds to the
location of the WLC.

Step 3: Click Set Timezone.

e Configuration  Ping  Logout Refresh

ciIsco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP  FEEDBACK

Commands Set Time Set Date and Time | _Set Timezone

Download File
Upload File Current Time Tue May 31 11:07:38 2011

Reboot Dpate

Config Boot

Month May ~
Scheduled Reboot

Day 31 -
Reset to Factory
Default Year 2011
Set Time

Login Banner Time

Hour 11~
Minutes 7

Seconds. 36

Timezone

Delta hours |0 mins |0

Location? (GMT -8:00) Pacific Time (US and Canada) -

Foot Notes

1. Automatically sets daylight savings time where used.
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Step 11: In the Status list, choose Enable, and then click Apply.
Procedure 9 Configure SNMP
.||I.||I. Save Configuration  Ping Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
. X Management SNMP v1/v2c Community > New < Back Apply
Step 1: In Management > SNMP > Communities, click New. —
—
General
Step 2: Enter the Community Name. (Example: cisco) Py e
oo e -
Step 3: Enter the IP Address. (Example: 10.4.48.0) HrTP TS
Telnet-SSH
Serial Port
Step 4: Enter the IP Mask. (Example: 255.255.255.0) o
User Sessions
. . » Logs
Step 5: In the Status list, choose Enable, and then click Apply. et i e
» Software Activation
.|||.|||. Save Configuration ~ Ping  Logout Refresh » Tech Support
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1/v2¢c Community > New < Back Apply
Sy Community Name  cisco
- s;:::m‘ 1P Address 10.4.48.0
SNMP V3 Users 1P Mask 255.255.255.0
::a':';”az':::rs Access Mode Read Only =
Trap Controls Status Enable - . N
ity Step 12: Navigate to Management > SNMP > Communities.
HTTP-HTTPS
B Point to the blue box for the public community, and then click Remove.
Local Management
users
Step 13: On the “Are you sure you want to delete?” message, click OK.

} Logs
Mgmt Via Wireless

» Software Adivation Step 14: Repeat Step 12 and Step 13 for the private community.

b Tech Support

Saye Configuration ~ Ping  Logout Refresh

CciIsco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1/v2¢ Community New...

Summary

+ SNMP Community Name 1P Address P Mask Access Mode  Status

General dsco 10.4.48.0 255.255.255.0  Read-Only Enable -]
SNMP V3 Users

Step 6: In Management > SNMP > Communities, click New.

Trap Receivers

cisco123 10.4.48.0 255.255.255.0  Read-Write Enable -]

Trap Controls
Trap Logs

Step 7: Enter the Community Name. (Example: cisco123) e s

Step 8: Enter the IP Address. (Example: 10.4.48.0) T

User Sessions

b Logs

Step 9: Enter the IP Mask. (Example: 255.255.255.0) Homt Via Wireless

» Software Activation

» Tech Support

Step 10: In the Access Mode list, choose Read/Write.
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Step 5: Repeat Step 3 through Step 4, using the configuration details in the
Procedure 10 Limit which networks can manage the WLC following table.

Table 10 - Rule configuration values

(Optional)

In networks where network operational support is centralized, you can Dc.estin Dt-'zstin .

increase network security by using an access control list in order to limit the Sequence | Source ation Protocol | ation port | Action

networks that can access your controller. In this example, only devices on 2 10.4.48.0/ Any TCP Other/22 Permit

the 10.4.48.0/24 network are able to access the device via SSH or SNMP. 255.255.255 0

Step 1: In Security > Access Control Lists > Access Control Lists, click Any Any TCP HTTPS Deny

New. 4 Any Any TCP Other/22 Deny
5 Any Any Any Any Permit

Step 2: Enter an access control list name, and then click Apply.

€ DMZ-WLC-Guest - | = ]

Step 3: In the list, choose the name of the access control list you just cre-
ated, and then click Add New Rule.

alvaln
cisco MONITOR  WLANs CONTROLLER  WIRELESS cu
. . . . . . Security Access Control Lists » Edit < Back Add New Rule
Step 4: In the window, enter the following configuration details, and then
;
ClICk Apply . ::;Lﬂs‘ General
Authentication Access List Name SBA-DMZ-ACL
nnnnnnnnn ;
Sequence—1 achess ’
- De stination Source Dest Number
MAC Filtering Seq Action Source 1P /Mask IP/Mask Protocol Port Port DSCP Direction of Hits
Source—10.4.48.0 / 255.255.255.0 Dl Gl 2 e L0 o 7 e any HrTes any Ay 0 C]
. . besoaora polies R ‘e . w wy a0 M
Destination—Any Teamane e
» Priority Order 2 peny O oo Tep Any HITES any  Any 0 [}
» Certificate 0,000 s 0.0.0.0 s
P rOtOC O | TC P b Access Control Lists = Do 0.0.0.0 0.0.0.0 e A = Ay A ° a
) ) ) Wirslessprotection 5 ot 200 s oo [ any any oAy o
Policies
Destination Port—HTTPS S
. . TrustSec SXP
Action—Permit

bl Saye Configuration  Ping  Logout Refresh

CciIsco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Step 6: In Security > Access Control Lists > CPU Access Control Lists,

Security Access Control Lists > Rules > New < Back Apply.
select Enable CPU ACL.
RREuA Sequence 1
b Local EAP 1P Address Netmask
Source IP Address = 10.4.48.0 255.255.255.0

b Priority Order

Step 7: Inthe ACL Name list, choose the ACL you just created, and then

b Certificate Destination Any -

- e R click Apply.
Access Control Lists Protocol Tce v
CPU Access Control Lists S
FlexConnect ACLs Source Port Any -

Wireless Protection o, otation port wres -
Policies
» Web Auth DScP Any -
TrustSec SXP y
Direction Any -
» Advanced
Action Permit -
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Procedure 11 Configure management authentication

(Optional)

You can use this procedure to deploy centralized management authentica-
tion by configuring an authentication, authorization and accounting (AAA)
service. If you prefer to use local management authentication, skip to
Procedure 12.

As networks scale in the number of devices to maintain, the operational bur-
den to maintain local management accounts on every device also scales. A
centralized AAA service reduces operational tasks per device and provides

an audit log of user access, for security compliance and root-cause analysis.

When AAA is enabled for access control, it controls all management access
to the network infrastructure devices (SSH and HTTPS).

Step 1: In Security > AAA > TACACS+ > Authentication, click New.
Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Saye Configuration  Fing  Logout Refresh

Step 6: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Saye Configuration  Ping  Logout Refresh

cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security TACACS+ Accounting Servers > New < Back Apply
iy Server Index (Priority) 1
General
» RADIUS Server IP Address 10.4.48.15
AL Shared Secret Format ASCI
Authentication
M Shared Secret  sssessens
Authorization Confirm Shared Secret ~~ senserers
LDAP
i S Port Number as
MAC Filtering Server Status. Enabled ~
Disabled Clients —
Server Timeout 5 seconds

User Login Policies
4P policies
Password Policies

} Local EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
TrustSec SXP
» Advanced

Step 7: In Security > AAA > TACACS+ > Authorization, click New.
Step 8: Enter the Server IP Address. (Example: 10.4.48.15)

Step 9: Enter and confirm the Shared Secret, and then click Apply.
(Example: SecretKey)

Saye Configuration  Fing  Logout Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

alialn
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT — COM HELP  FEEDBACK
Security TACACS+ Authentication Servers > New < Back Apply
v AAA Server Index: (Priority) 1
General
» RADIUS Server I Address 10.4.48.15
o S Shared Secret Format AsCH
Authentication
frsrariTy Shared Secret eeene
Pt Confirm Shared Secret eeene
LoAP
. Port Number a8
MAC Filtering Server Status. Enabled ~

Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP

» Priority Order

b Certificate

) Access Control Lists

Wireless Protection
Policies

b Web Auth
TrustSec SXP
» Advanced

Server Timeout

Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP

» Priority Order

b Certificate

) Access Control Lists

Wireless Protection
Policies

b Web Auth
TrustSec SXP
» Advanced

Server Timeout

Security TACAC S+ Authorization Servers > New < Back Apply
iy Server Index (Priority) 1.
General
» RADIUS Server IP Address 10.4.48.15
2 TS Shared Secret Format AscH
Authentication
Accounting Shared Secret .ne.
Pl i Confirm Shared Secret o
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status. Enabled v

Step 4: In Security > AAA > TACACS+ > Accounting, click New.

Step 5: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 10: Navigate to Security > Priority Order > Management User.

Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to
the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the firstin
the Order Used for Authentication list.

Step 13: Use the arrow buttons to move RADIUS to the Not Used list, and
then click Apply.

cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMM
Security Priority Order > Management User Apply

b AAA

b Local EAP Authentication

~ Priority Order
Management User

» Certficats -
» Access Control Lists =

, Wireless Protection

Not Used Order Used for Authentication

b Web Auth IFLOCAL is selected 55 second priority then user will be suthenticated sgsinst

TrustSec SXP LOCAL only if first priority is unreachable.

» Advanced

If using Cisco Secure ACS in order to authenticate TACACS
management access to the WLC, you must add the WLC as an
authorized network access device. Failure to do so will prevent
administrative access to the WLC by using the Secure ACS
server.
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Procedure 12 Create the guest wireless LAN interface

The guest wireless interface is connected to the DMZ of the Cisco ASA
5540 security appliance. This allows guest wireless traffic only to and from
the Internet. All guest traffic, regardless of the controller to which the guest
initially connects, is tunneled to the guest WLC and leaves the controller on
this interface.

To easily identify the guest wireless devices on the network, use an IP
address range for these clients that is not part of your organization’s regular
network. This procedure adds an interface that allows devices on the guest
wireless network to communicate with the Internet.

Step 1: In Controller>Interfaces, click New.

Step 2: Enter the Interface Name. (Example: Wireless-Guest)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 1128)

CIsco TONITOR COMTROLLER  WIRELESS

Controller Interfaces > New < Back Apply

General Interface Name  Wireless-Guest

nUentohY YLAN Td 1128
Interfaces
Interface Groups
Multicast
Network Routes

» Redundancy

» Internal DHCP Server

» Mobility Management
Ports

» NTP

» cDP

» PMIPvG

» IPYE

» mDNS

» Advanced

Step 4: Inthe IP Address box, enter the IP address to assign to the WLC
interface. (Example: 192.168.28.5)

Step 5: Enter the Netmask. (Example: 255.255.252.0)

Step 6: In the Gateway box, enter the IP address of the firewall's DMZ
interface defined in Procedure 2. (Example: 192.168.28.1)
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Step 7: In the Primary DHCP Server, enter the IP address of your organiza- Step 4: Click Mobility Anchor Create, and then click OK.
tion's DHCP server, and then click Apply. (Example: 10.4.48.10)

Save Configuration Ping Logout Refresh
NI oo auigl el

CcIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

i

cisco M OLLER W y LP  F WLANs Mobility Anchors < Back

> Iy Back Appl! o
Controller Interfaces > Edit < Bacl pply il - T
WLANs 'WLAN SSID Guest
General
» Advanced .
ALy General Information Switch IP Address (Anchor) Data Path Control Path
Interfaces Interface Name wireless-guest DR o e
Tl Eoums MAC Address 80:43:21:70:0a16f
Multicast Switch IP Address (Anchor) (ocal) =
Network Routes Configuration
» Redundancy Guest Lan B
b Internal DHCP Server ~ Quarantine 8
» Mobility Management Quarantine Ulan 1d o] L
Ports NAS-1D DMZ-WLC-Guest
- Enable DHCP Option 62 [7]
» CDP Physical Information
L R The interface is attached to a LAG.
b IPY6 Enable Dynamic AP
Management
» mDNS
N — Interface Address
VLAN Identifier 1128
1P Address 192,168,285 Ste 5. Clle B Ck
Netmask 255.255.255.0 P p " a .
Gateway 192.168.28.1
pHeP Information Step 6: Click the WLAN ID of the SSID created in Procedure 7. (Example:
Prirnary DHCP Server 1044810
Secondary DHCP Server G u eSt)
DHCP Proxy Mode Global -

Step 7: Onthe General tab, in the Interface/Interface Group(G) list, choose
the interface created in Procedure 12. (Example: wireless-guest)

.|||.|||. Saye Configuration  Ping  Logout Refresh
cisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
. . . . WLANs WLANSs > Edit 'Guest' < Back Apply
To prevent DHCP from assigning addresses to wireless clients N

General | Security | Qos | Advanced |

that conflict with the WLC's addresses, exclude the addresses e

L L= Profile Name Guest
you assign to the WLC interfaces from DHCP scopes. e
Status “E:r\ah\ed
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -
Procedure 13 Configure the guest wireless LAN e s guest
Multicast Vian Feature  [] Enabled

Broadcast SSID Enabled

Step 1: Navigate to WLANS.

Foot Notes

Step 2: Hover over the blue list next to your guest WLAN, and then click 1 Wab P cannor e use I cominaton it [Psec
7 2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

oH 3 When client exclusion is ensbled, & Timeout Vslus of zero means infinity (will require sdministrative override to reset excluded clients)
Mobility Anchors. 5l 15 15 not s rless Wi 5 anfsured
5 Learn Client IP is configurable only when HREAP Local Switching is enabled
& WMM and open or AES security should be ensbled to support higher 11n rates
7 Multicast Should Be Enabled For IPVE.
. . 8 Band Select is configurabie enly when Radio Policy is set to 'All",
Step 3 | n th e SW'tCh I P Ad d ress (Anc ho r) | i St C h 0o0se (I oca I) 5 Value zero implies there is no restriction on maximurm clients allowed.

. ) . 10 MAC Filtering is not supported with HREAP Local authentication
11 MAC Filtering should be enabled.
12 Guest tunneling, Local switching, DHCP Required should be disabled.
13 Max-sssocisted-clients festure is not supported with HREAP Locsl Authentication.
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Step 8: Click the Security tab, and then on the Layer 2 tab, in the Layer 2

Security list, choose None.

cisco

WLANs

- WLANs
WLANS

» Advanced

Saye Configuration ~ Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'Guest’ < Back

Apply

General ] Security [HT W

Layer 2 |' Layer 3 T AAA Servers }

Layer 2 Security & None -

[7] 28MAC Filtering

Foot Notes
1 Web Policy cannot be used in combination with IPsec
2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zera means infinity (will require administrative override to reset excluded clients)

4 Client MFF i< not active unless WPAZ is configured
5 Learn Client IP is configurable only when HREAP Local Switching is enabled

6 WMM and open or AES security should be enabled to suppert higher 11n rates

7 Multicast Should Be Enabled For IPV6.

& Band Select is configurable only when Radio Policy is set to ‘All'.

9 Valu zero implies there is no restriction cn maximum clisnts allowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-associated-clients feature is not supported with HREAP Local Authentication.

Step 9: On the Layer 3 tab, select Web Policy, and then click OK.

6 DMZ-WLC-Guest -

alialn
cisco

WLANs
v WLANs

WLANS

» advanced

ONTROLLER ~ WIRELESS 2 N HELP  FEEDBACK
< Back

WLANSs > Edit 'Guest'

General | Security | QoS | Advanced |

[E=RE=E =

Apply

Layera| Loyers |[JAAASsrvers)

Layer 3 Security  None +

Web Palicy £

Authentication

Passthrough

) Conditional Web Redirect

Splash Page Web Redirect

) On MAC Filter failured2

Preauthentication ACL Ipva MNone v Ipws MNome v WebAuth Flexael Nome v

Over-ride Global Config [ Enable

Foot Nates
1 Web Policy cannot be used in combinstion with 1Psec

2 FlexConnect Local Switching is not supported with IPsec, CRANITE authentication, Override Interface A

S When it sxciosion s e, 5 inaont Vot of 5 b iy (nl 6wt SoSttve versids 1o roset sxcludd cherts)
4 Client MFP is not active unfess

5 dearn Client 1P s configurable only when FlexConnect Locs! Switching is enabled

& WM and open or AES security should be ensbled to sugport higher 11a rates

3 Value 7ero implies there is no restriction on maximum clients allowed,

5 MAZ Filtering is not supported with FlexConnect Local authentication

), DHCP Required should be disabled.
12 Mex-assoaated.clents feature is not supported it flexConnect Local Authentication

13 VLAN based central switching is not supported with FlexConnect Loos] Authenticatiol

1 Enabiing. e randormise Wil aravent clants from decrypling brosdesst sndl multics st packets,

G U~ s e e[ ] ]

e Favorites | (& DMZ-WLC-Guest

February 2013 Series

Step 10: On the QoS tab, in the Quality of Service (QoS) list, choose
Bronze (background), click Apply and then click OK.

€ DMZ-WLC-Guest -

cisco
WLANS
¥ WLANS

WLANS
b advanced

Saye Configuration  Ping

CONTROLLER ENA N & HELP  FEEDBACK

< Back

WLANS > Edit ‘Guest'

General | security | QoS

[E=8EcE =

O O T === | U

Vi Favorites | @ DMZ-WLC-Guest

apoly |

Quality of Servics (Qos)

Application Visibility [ enabled
AVC Profile none ~
Netflow Manitor nene ~

Override Per-User Banduwidth Gontracts (kbps) 22

Downstream  UpStream

Average Data Rate o
Burst Data Rate 0
Average Real-Time Rate 0
Burst Real-Time Rate 0

Override Per-SSID Bandwidth Gontracts (kbps) &

DownStream  UpStream

i

i

Average Dats Rate o o
Burst Data Rate [l [l -
< i D
Foot Notes

1 Web Policy cannot be used in combinshion with 1Psec
2 FlexConnect Local Switching is not supported with [Psec, CRANITE authentication, Override Interface ACLS
When client exclusion is enabled, = Timeout Value of zero means infinity (will require sdministrative override to reset excluded clients)
4 Client MFP is not active unfess WPAZ is configured
€ Learm Client 10 15 configurab onlp whern FlexConnice Lozl Sutching is ensbied
Security should be enabied 1o support higher 110 rates.

§ Vatat o ol e o e vesiiaon o masimarn lomse slowed
9 WAC Filtering is not supported with FlexConnect Local suthentication
10 MAC Fitering should be enabisd.
L1 Guesttarneing, Local siching) DHOP Roquired shouid be disabid

Max-associated-cilents feature is not supported wi Connect Locs! duthentication

2 VAN based contral switehing & ot sumported with FlexCannect tooal Auherioat
13 Erabing ok sandomise wil rovent Slants o docrypiing brasdeatt snd mucoet packets.
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Procedure 14 Configure mobility groups

Step 1: If you are not using AP-SSO then you need to add each of the
WLC's to the mobility group. On the guest controller, navigate to Controller
> Mobility Management > Mobility Groups.

Step 2: On the Static Mobility Group Member page, note the MAC address,
IP address, and mobility group name for the local controller. You need this
information for the following steps.

€ DMZWLC-Guest - oo s

Controller Static Mobility Group Members — o
General
Inventory Local Mobility Group  GUEST
D AED MAC Address 1P Address Group Name Multicast 1P Hash Key Status
MR s 83:43:01:70:00:60  192.168.19.54 GuEsT 0000 none w

Multicast
Network Routes

» Redundancy

» Internal DHCP Server

~ Mobility Management
Mobility Groups

Step 3: On every controller in your organization that is not a resilient WLC
and is providing DMZ guest access services, navigate to Controller >
Mobility Management > Mobility Groups, and then click New.

Step 4: In the Member IP Address box, enter the IP address of the
guest controller. (Example: 192.168.19.54 and/or 192.168.19.55 if not using
AP-SSO)

Step 5: Inthe Member MAC Address box, enter the MAC address of the
guest controller.
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Step 6: In the Group Name box, enter the mobility group name configured
on the guest controller, and then click Apply. (Example: GUEST)

/€ DMZ-WLC-Guest - =2 EGE =5
o0~

¢ Favorites | @ DMZAWLC-Guest

cisco ANS CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller Mobility Group Member > New < Back Apply
General Member IP Address 192.166.19.59
Inventor
Y Member MAC Address  86:43:e1:7ei13 64
Interfaces

Graup Name GUEST
Interface Groups

Multicast Hash

Network Routes

Redundancy

Internal DHCP Server

~ Mobility Management
Mability Groups
Mability Anchor Confi
Multicast Messaging

Ports
» NTP

» cop

b PMIPYVE
b 1Pve

» mDNS

» Advanced

Step 7: On the guest controller, navigate to Controller > Mobility
Management > Mobility Groups, and then click New.

Step 8: Inthe Member IP Address box, enter the IP address of a campus or
remote-site controller. (Example: 10.4.46.64)

Step 9: In the Member MAC Address box, enter the MAC address of the
campus or remote-site controller.

Step 10: In the Group Name box, enter the mobility group name configured
on the campus or remote-site controller, and then click Apply. (Example:
CAMPUS)

T =loles
QO

W faoits | @ovzwiceuet ||

OMMANDS ~ HELP  EEEDBACK

Controller Mobility Group Member > New < Back Apply

General Member IP Address. 10.4.46.64
Invent

nventory Mernber MAC Address  88:43:e1:7e:08:20
Interfaces

Group Name CAMPUS
Hash

Interface Groups
Multicast

Network Routes.
Redundancy

Internal DHCP Server

‘

Mobility Management
Hability Groups.
Hobility Anchor Config
Multicast Messaging

Ports
» NTR

» cop

» PMIPYE
b 1pv6

» mDNS

» advanced
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Step 11: On each controller, click Save Configuration, and then click OK.

Step 12: Repeat Step 7 through Step 11 on every controller in your
organization.

Step 13: Navigate to Controller > Mobility Management > Mobility
Groups, and then verify that connectivity is up between all the controllers by
examining the mobility group information. In the Status column, all control-
lers should be listed as Up.

CONTROLLER CURITY TG )S  HELP  FEEDBACK

Controller Static Mobility Group Members Newr... Editall

General

P Local Mobility Group  CAMPUS
MBS MAC Address 1P Address Group Name Multicast TP Hash Key Status
Interface Groups 543r01 70108100 10.4.46:64 campus 0.000 U,,

Multicast

R Eares BBi43ieLiTei00160  192.168.13 54 GUEsT 0.0.00 none up e

» Redundancy

-

Internal DHCP Server

~ Mobility Management
Makility Graups
Mobility Anchor Config
Multicast Messaging
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Procedure 15 Create the lobby admin user account

Typically, the lobby administrator is the first person to interact with your
corporate guests. The lobby administrator can create individual guest user
accounts and passwords that last from one to several days, depending upon
the length of stay for each guest.

You have two options to configure the lobby admin user account.

If you have not deployed Cisco Secure ACS and TACACS+ for management
access control to the controller, perform the steps in Option 1.

If you have deployed Cisco Secure ACS and TACACS+ for management
access control to the controller, perform the steps in Option 2.

Option 1. Local lobby admin user account

Step 1: In Management > Local Management Users, click New.
Step 2: Enter the username. (Example: Guest-Admin)

Step 3: Enter and confirm the password. (Example: C1sco123)

Step 4: In the User Access Mode list, choose LobbyAdmin, and then click
Apply.

(€ DMZ-WLC-Guest- o re s
GU-

i Favorites | 8 DMZ-WLC-Guest

cisco HONITOR  WUAN

Management Local Management Users > New < Back Apply

Summary
b SNMP

User Name Guest-Admin

HTTP-HTTPS
Telnet-SSH

Confirm Passware 4

: User Access Mode
Serial Port

Local Management

Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation
» Tech Support
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Option 2. Centralized lobby admin user account

Create groups in the Cisco Secure ACS internal identity store for network
device administrators and helpdesk users. Users in the network device
administrator group have enable-level EXEC access to the network devices
when they log in, while helpdesk users must type in the enable password on
the device in order to get enable-level access.

Step 1: Within Microsoft Active Directory, it is assumed that a lobby

ambassador group (Example: Lobby Admins) has been created. Within this
group is each of the lobby ambassadors employees within the organization.
(Example: Linda Lobby)

Linda Lobby roperties K E3

Dialin I Environment I Sessions I Remaote control
Remate Desktop Services Profile I Perzanal ¥irtual Desktop | COk+
General I Address I .&ccountl Prafile I Telephones I Organization  Member OFf

tdember of:
MHame Active Directory Domain Services Folder
Damain U i /

Lobby Adming

kg

cisco.local/Users

Add... | Remove |

Primnary group: Domain Uzers
. There iz no need to change Primary aroup unless
St Primary Graup | wou have Macintogh clientz or POSE<-compliant
applications.

QK I Cancel | Aol | Help

Step 2: In Cisco Secure ACS, navigate to Users and ldentity Stores >
External Identity Stores > Active Directory.
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Step 3: Select the Directory Groups tab, and in the Group Name box, enter

the lobby admin group (Example: cisco.local/Users/Lobby Admins), and

then click Add.
The lobby admin g

il Ci
CISCO  Eval(

» 3 Myworkspace

roup appears in the Selected Directory Groups list.

Users and Idertity Stores = External ldentity Stores = Active Directory

» L) Network Resources

Identity Groups

* Internal Identity Stores
Users
Hosts

~ Extetnal [dentity Stores
LDAP

Active Directary

RSA SecurlD Token Servers
RADIUS Idenity Servers
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

General | Directory Groups | Directory Attibutes

Direstory groups must be selected on this page to be available as options in group mapping conditions in policy rules. Click
‘Select to launch a dialog o select aroups from the directory,

Selected Directory Groups:

Group Name

ciscolocalBuilinMetvork Device Admins -
ciscolocallUsersivn-administratar
ciscoaealUsersipn-employes
ciscolocallUsersipn-partner

I

» Gb Policy Elements

» [ Access Folicies

» [1 Monitoring and Reports

» ¥ Gystem

Add Edty | [Replace n ][ Desslect
Groufiame

cisco.localiUsersiLobby Admins|

Exarnple far group farmat :
cisco.comUsersDomain Users

#= Required flelds

Next, the Active Directory group that was just added to Cisco Secure ACS
needs to be mapped to a Secure ACS policy.

Step 4: In Cisco Secure ACS, navigate to Access Policies > Access
Services > Default Device Admin > Group Mapping, and then at the bot-
tom of the screen, click Create.

e Ci
€ISCO  Ev

» €5 Wy Workspace Access Policies » Access Services > Default Device Ackini= Group Magping

» &) Network Resources.

» @B Users and Identity Stores.

() Single result selection © Rule based result selection

Group Mapping Policy

» S Policy Elements

- Actess Senices
& Benice Selection Rules
~ O Default Device Admin

Identity

Group Mapping
Authorization
» O Default Network Accass
» O Remote Access VPN
v O Wirsless LAN
Identity
Authorization
+ Max User Session Policy
Max Session User Setlings
Max Session Group Seftings

» [, Monitoring and Reports

» % system Administration

Filter: Status - Maichit, Equals - | [[clearFilter -
Conditions Results
[ Status Name Hit Count
Compound Cendition Identiy Group
1 0  © Ruel AD-ADI contains any cisea Device Admins  All GroupsNetwork Admins 13100

= [ Defaut 1o rules defined or no enabled rule matches All Groups 18

[L.Create..im)] Dupticate. |~ ][Eait][ Delete Hove to
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Step 5: Under Conditions, select Compound Condition, in the Dictionary
list, choose AD-AD1, and then in the Attribute box, click Select to select
External Groups.

Step 6: Under the Value box, click Select.
Step 7: In the String Enum Definition dialog box, select the lobby admin

Active Directory group (Example: cisco.local/Users/Lobby Admins), and then
click OK.

» -
Filter. - Maleh if ~ [50) =
Enum Name "
cisco localiBuiindNetwork Device Admins
cigtolocalilsersipn-administratar
cisco localiUsersivpn-employee
cigco.localilsersivpn-partner

ciscolocaliUsersile

EE Page—ﬂnﬁ BE

(o] Goncel
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Step 8: Under Current Condition Set, click Add. The new condition appears

in the Current Condition Set box.

Conditions

Compound Conditian:

Condition:
Dictionary: Attribute: il
AD-AD1 * ExternalGroups Select
Cperator: Value:
containg any
| Select |[ Deselect ][ Clear ]
Current Condition Set:
Add W Editi Replace v
AD-ADT ExternalGrol 3
Delete Preview
Results
Identity Group: W
=
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Step 9: Under Results, click Select, and then select the Cisco Secure ACS
identity group that will mapped to the Active Directory group specified in the
Current Condition Set and then click OK.

Conditions

Compound Condition:

Condition;

Dictionary: Aftribute:

AD-AD1 ~ ExernalGroups N
Operator: Walue:

containg any -

Current Condition Set:

Ing

m

el

Delete Preview
Results

Identity Group: All Groups:Lobby Admin

I,
Loy

You must create a shell profile for the WLCs that contains a custom attribute
that assigns the user lobby admin rights when the user logs in to the WLC.

Step 10: In Policy Elements > Authorization and Permissions > Device
Administration > Shell Profiles, click Create.

Step 11: Under the General tab, in the Name box, enter a name for the
wireless shell profile. (Example: Lobby Admins)

Step 12: On the Custom Attributes tab, in the Attribute box, enter role1.

Step 13: In the Requirement list, choose Mandatory.
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Step 14: In the Value box, enter LOBBY, and then click Add.

/€ Cisco Secure ACS - (= EER
G-

i Favorites | @ Cisco Secure ACS

alah, Ci ¢ acsadmin  aced (Primary)  LogOut About  Help

cisco

» € My Workspace Policy Elemerts = - Device » Shel Profiles > Creats

» &) Network Resaurces Y
General | Common Tasks | Custom Attributes

» @ Users and Identity Stores
Comman Tasks Attibutes

Atrigute Requirement

~ Session Conditions
Date and Time
Custam
» Network Canditions
+ Autharization and Permissions
> Netwark Access
= Device Administration

e Manually Entered

» Named Permission Objects Aftioute Requirernent
» [ Access Policies

» (1] Monitoring and Reports
» %, System Administration

Add A Edity |[Replacen || Delete

Afiribute rolel

Requirement: Mandatory ~

Aribute

KA Static v

LoBBY

Step 15: Click Submit.

Next, you create a WLC authorization rule.

Step 16: In Access Policies > Default Device Admin > Authorization, click
Create.

Step 17: In the Name box, enter a name for the WLC authorization rule.
(Example: Lobby Admin)

Step 18: Under Conditions, select Identity Group, and then in the box,
enter All Groups:Lobby Admins.

Step 19: Select NDG:Device Type, and then in the box, enter All Device
Types:WLC.
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Step 20: In the Shell Profile box, enter Lobby Admins, and then click OK. Step 1: Onthe WLANS page, in the list, choose Create New, and then click

Go.
General .|||.|||. Save Configuration ~ Ping  Logout Refresh
MName: Lobby Admin Status: Enabled > B CISCO MONITOR :M.ANS CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs Entries 1 -2 of 2
Thg Cuslomi_ze button in the lower nghl area of the po\i(_:y ruh_es screen controls which = WLANS Current Filter:  None [Change Filter] [Clear Filter] Create New i
policy conditions and results are available here for use in policy rules. WLANS.
» Advanced
Conditions o :;LAN Type Profile Name WLAN SSID :1':'.:2 Security Policies
Identity Group: in - All Groups'Lobby Admins B WLAN WLAN-Data WLAN-Data Enabled  [WPAZ][AUth(802.1X)]
D NDG:Location: ANY- =2 WLAN Voice WLAN-Voice Enabled  [WPA2][Auth(802.1X)]
MDG:Device Type: in + Al Device Types:WLC
[T Time And Date: ~ -ANY-
[T Protacal: -ANY-
Results
Shell Profile: Labby Admins
Step 2: Enter the Profile Name. (Example: Guest)
Step 3: In the SSID box, enter the guest WLAN name, and then click Apply.
(Example: Guest)
Step 21: Click Save Changes. Wl P ———

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS HELP FEEDBACK

WLANs WLANSs > New < Back Apply

T WLANS Type WLAN -
Procedure 16 Configure the internal WLCs for a guest s veg | Pletame

When a client connects to the guest SSID, the client must be anchored

to the controller in the DMZ. The guest clients’ traffic is tunneled from the
controller to which the access point is connected to the guest controller,
where the access pointis given an IP address for the DMZ. The clients’ traf-
fic is then redirected to the web authentication page located on the guest
controller. The client will not be authorized to connect with any IP protocol
until it presents credentials to this authentication page.
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Step 4: Click the Security tab, and then on the Layer 2 tab, in the Layer 2
Security list, choose None.

Step 6: On the QoS tab, in the Quality of Service (QoS) list, choose Bronze
(background), and then click Apply.

Save Configuration Ping Logout Refresh fi o Ping Lo
NI e Config T = Hmm

CcIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK Cisco RELES UR AGEMEN NDS  HELP  FEEDBACK

WLANs

v WLANs
WLANS

» Advanced

WLANSs > Edit

‘Guest’

| Gener

| security | os | ]

< Back Apply

Layer 2 | Layer 3 ‘|' AAA Servers ‘

Layer 2 Security & None -

[7] 28MAC Filtering

Foot Notes

1 Web Policy cannot be used in combination with IPsec
2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded cliznts)
4 Client MFF i< not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

6 WMM and open or AES security should be enabled to suppert higher 11n rates

7 Multicast Should Be Enabled For IPV6.

& Band Select is configurable only when Radio Policy is set to ‘All'.

9 Valu zero implies there is no restriction cn maximum clisnts allowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-associated-clients feature is not supported with HREAP Local Authentication.

Step 5: On the Layer 3 tab, select Web Policy.

cisco

WLANSs

- WLANS
WLANS

» Advanced

WLANSs > Edit ‘Guest’

figuration

DS HELP  FEEDB,

[ General | security | Qos | advanced |

< Back Apply

[ Layer2 ‘| Layer 3 | AAA Servers \

Layer 3 Security  None +

Web Policy £

) Authentication

O Conditional Web Redirest

Splash Page Web Redirect
©n MAC Filter failure®

Freauthentication ACL IPvd None »  IPv6 Mone v  WebAuth Flexacl None

Over-ride Global Config [ Enable
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WLANs

- WLANS
WLANS

» Advanced

WLANs > Edit 'Guest’

< Back

| General ‘|' Security ‘| Qos | Advanced ‘|

Apply

Quality of Service (Qus)
application Visibility
AWE Profile

Netflow Monitor

Branze (background)
Enabled
none v

none -

Override Per-User Bandwidth Gontracts (kbps) £

DownStream  UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Override Per-SSID Bandwidth Gontracts (kbps) 2
DownStream UpStream

Average Data Rate 0 0

I

o it

Step 7: On the General tab, to the right of Status, select Enabled, and then

click Apply.

cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT

HELP

FEEDBACK

Saye Configuration ~ Ping  Logout Refresh

WLANs

v WLANs
WLANS

» Advanced

WLANSs > Edit 'Guest’ < Back Apply
General | Security ‘|’ Qos. ‘|’ )
Profile Name Guest
Type WLAN
SSID Guest
Status Enabled

Security Policies [WPA2][Auth(802.1X)]

Radio Palicy Al -
Interface/Interface .
Group(G) management

Multicast Vlan Feature ] Enabled

Broadeast SSID Enabled

(Medifications dene under security tab will appear after applying the changes.)

Foot Notes
2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zere means infinity (will require administrative override to reset excluded clients)

4 Client MFP is not active unless WPA2 is configured

5 Lesm Client 1P is configursble only when HREAP Lacsl Switching is enabled

& WMM and open or AES security should be enabled to support higher 11n rates

7 Multicast Should Be Enabled For IPV6.

8 Band Select is configurable only when Radio Policy is set to All.

9 Value zero implies there is no restriction on maximum clients sllowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Fiftering should be enabled.

12 Guest tunneling, Local switching, DHCF Required should be disabled.

13 Max-associated-clients feature is not supported with HREAP Local Authentication.

Step 8: Click Back.
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Step 9: Hover over the blue list next to your guest WLAN, and then click
Mobility Anchors.

Step 10: In the Switch IP Address (Anchor) list, choose the IP address of
the guest controller. (Example: 192.168.19.54)

Step 11: Click Mobility Anchor Create, and then click OK.

CIsco MONITOR  WIANs CONTROLLER — WIRELESS
WLANs Mobility Anchors
¥ WLANS
WLANS WLAN SSID Guest-10k

» Advanced
Switch IP Address (Anchor) Data Path Control Path
192,168,19.54 up up a

Mobility Anchor Create |

Switch IP Address (Anchor) (lacal) ~

Step 3: Create a new username and password, or allow the system to create
a password automatically by selecting Generate Password.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List > New < Back Apply
User Name
Generate Password
Password

Confirm Password

Lifetime

Guest User Role (] ! } The generated password for this user is BiNcS4yV
WLAN SSID Any WLA
Description

Step 12: Repeat Step 1through Step 10 for every internal controller in your
organization.

Procedure 17 Create guest accounts

Now you can use the lobby administrator account to create usernames and
passwords for partners, customers, and anyone else who is not normally
granted access to your network.

Step 1: Using a web browser, open the DMZ wireless LAN controller’'s web
interface (for example, https://guest-1.cisco.local/), and then log in using
your LobbyAdmin account with the username and password created in
Active Directory. (Example: LindaLobby/c1sco123)

Step 2: From the Lobby Ambassador Guest Management page, click New.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List ne\v

Items 0 to 0 of 0

User Name WLAN SSID Account Remaining Time Description
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Step 4: Click Apply. The new user name and password are created.

With a wireless client, you can now test connectivity to the guest WLAN.
Without any security enabled, you should receive an IP address, and after
opening a web browser, you should be redirected to a web page to enter
a username and password for Internet access, which will be available to a
guest user for 24 hours.
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Appendix A: Product List

Wireless LAN Controllers

Controller

Cisco 2500 Series Wireless Controller for up to 25 Cisco access points

AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points

AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points

AIR-CT2504-5-K9

Functional Area Product Description Part Numbers Software
Remote Site Controller Cisco 7500 Series Wireless Controller for up to 6000 Cisco access points AIR-CT7510-6K-K9 7.4100.0

Cisco 7500 Series Wireless Controller for up to 3000 Cisco access points AIR-CT7510-3K-K9

Cisco 7500 Series Wireless Controller for up to 2000 Cisco access points AIR-CT7510-2K-K9

Cisco Flex 7500 Series Wireless Controller for up to 1000 access points AIR-CT7510-1K-K9

Cisco 7500 Series Wireless Controller for up to 500 Cisco access points AIR-CT7510-500-K9

Cisco 7500 Series Wireless Controller for up to 300 Cisco access points AIR-CT7510-300-K9

Cisco 7500 Series High Availability Wireless Controller AIR-CT7510-HA-K9

Cisco Virtual Wireless Controller for up to 5 Cisco access points L-AIR-CTVM-5-K9

Cisco Virutal Wireless Controller 25 Access Point Adder License L-LIC-CTVM-25A

Cisco Virtual Wireless Controller 5 Access Point Adder License L-LIC-CTVM-5A

Cisco Virtual Wireless Controller 1 Access Point Adder License L-LIC-CTVM-1A
On Site, Remote Site, or Cisco 5500 Series Wireless Controller for up to 500 Cisco access points AIR-CT5508-500-K9 7.4100.0
Guest Controller Cisco 5500 Series Wireless Controller for up to 250 Cisco access points AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points AIR-CT5508-12-K9

Cisco 5500 Series Wireless Controller for High Availability AIR-CT5508-HA-K9
On Site Controller, Guest Cisco 2500 Series Wireless Controller for up to 50 Cisco access points AIR-CT2504-50-K9 7.4100.0
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Wireless LAN Access Points

Functional Area Product Description Part Numbers Software
Wireless Access Points Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602I-x-K9 7.4.100.0
Internal Antennas
Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602E-x-K9
External Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP26021-x-K9
Internal Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP2602E-x-K9
External Antennas
Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n with | AIR-CAP16021-x-K9
Internal Antennas
Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n with | AIR-CAP1602E-x-K9
External Antennas
Access Control
Functional Area Product Description Part Numbers Software
Authentication Services ACS 5.3 VMware Software and Base License CSACS-5.3-VM-K9 53
Data Center Core
Functional Area Product Description Part Numbers Software

Core Switch

Cisco Nexus 5596 up to 96-port 10GbE, FCoE, and Fibre Channel SFP+

N5K-C5596UP-FA

Cisco Nexus 5596 Layer 3 Switching Module

N55-M160L30V2

Cisco Nexus 5548 up to 48-port 10GbE, FCoE, and Fibre Channel SFP+

N5K-C5548UP-FA

Cisco Nexus 5548 Layer 3 Switching Module

N55-D160L3

NX-OS 5.2(1)N1(1b)
Layer 3 License

Ethernet Extension

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T (enhanced) Fabric
Extender

N2K-C2248TP-E

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T Fabric Extender

N2K-C2248TP-1GE

Cisco Nexus 2000 Series 32 1/10 GbE SFP+, FCoE capable Fabric Extender

N2K-C2232PP-10GE
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LAN Access Layer

Functional Area

Product Description

Part Numbers

Software

Modular Access Layer

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Switch

Cisco Catalyst 4500 E-Series Supervisor Engine 7L-E

WS-X45-SUP7L-E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+ ports

WS-X4648-RJ45V+E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+,UPoE
ports

WS-X4748-UPOE+E

3.3.0.8G(15.1-1SG)
|P Base license

Stackable Access Layer

Cisco Catalyst 3750-X Series Stackable 48 Ethernet 10/100/1000 PoE+ ports

WS-C3750X-48PF-S

Switch

Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 PoE+ ports

WS-C3750X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE
|P Base license

Standalone Access Layer
Switch

Cisco Catalyst 3560-X Series Standalone 48 Ethernet 10/100/1000 PoE+
ports

WS-C3560X-48PF-S

Cisco Catalyst 3560-X Series Standalone 24 Ethernet 10/100/1000 PoE+
ports

WS-C3560X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE
|P Base license

Stackable Access Layer
Switch

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Two
10GbE SFP+ Uplink ports

WS-C2960S-48FPD-L

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Four
GbE SFP Uplink ports

WS-C2960S-48FPS-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Two
10GbE SFP+ Uplink ports

WS-C2960S-24PD-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Four
GbE SFP Uplink ports

WS-C2960S-24PS-L

Cisco Catalyst 2960-S Series Flexstack Stack Module

C2960S-STACK

15.0(2)SE
LAN Base license
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LAN Distribution Layer

Functional Area Product Description Part Numbers Software
Modular Distribution Layer | Cisco Catalyst 6500 E-Series 6-Slot Chassis WS-C6506-E 15.0(1)SY1
Virtual Switch Pair Cisco Catalyst 6500 VSS Supervisor 2T with 2 ports 10GbE and PFC4 VS-S2T-10G [P Services license

Cisco Catalyst 6500 16-port 10GbE Fiber Module w/DFC4

WS-X6816-10G-2T

Cisco Catalyst 6500 24-port GbE SFP Fiber Module w/DFC4

WS-X6824-SFP-2T

Cisco Catalyst 6500 4-port 40GbE/16-port 10GbE Fiber Module w/DFC4

WS-X6904-40G-2T

Cisco Catalyst 6500 4-port 10GbE SFP+ adapter for WX-X6904-40G module

CVR-CFP-4SFP10G

Modular Distribution Layer
Switch

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Cisco Catalyst 4500 E-Series Supervisor Engine 7-E, 848Gbps

WS-X45-SUP7-E

Cisco Catalyst 4500 E-Series 24-port GbE SFP Fiber Module

WS-X4624-SFP-E

Cisco Catalyst 4500 E-Series 12-port 10GbE SFP+ Fiber Module

WS-X4712-SFP+E

3.3.0.5G(15.1-1SG)
Enterprise Services
license

Stackable Distribution Layer
Switch

Cisco Catalyst 3750-X Series Stackable 12 GbE SFP ports

WS-C3750X-12S-E

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE
I[P Services license

LAN Core Layer

Functional Area Product Description Part Numbers Software
Modular Core Layer Switch | Cisco Catalyst 6500 E-Series 6-Slot Chassis WS-C6506-E 15.0(1)SY1
Cisco Catalyst 6500 VSS Supervisor 2T with 2 ports 10GbE and PFC4 VS-S2T-10G IP services license

Cisco Catalyst 6500 24-port GbE SFP Fiber Module w/DFC4

WS-X6824-SFP-2T

Cisco Catalyst 6500 4-port 40GbE/16-port 10GbE Fiber Module w/DFC4

WS-X6904-40G-2T

Cisco Catalyst 6500 8-port 10GbE Fiber Module w/ DFC4

WS-X6908-10G-2T
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WAN Remote Site

Functional Area

Product Description

Part Numbers

Software

Modular WAN Remote-site

Cisco 3945 Voice Sec. Bundle, PVYDM3-64, UC and SEC License PAK

C3945-VSEC/K9

Router

Cisco 3925 Voice Sec. Bundle, PVDM3-64, UC and SEC License PAK

C3925-VSEC/K9

Data Paper PAK for Cisco 3900 series

SL-39-DATA-K9

Cisco 2951 Voice Sec. Bundle, PYDM3-32, UC and SEC License PAK

C2951-VSEC/K9

Cisco 2921 Voice Sec. Bundle, PVYDM3-32, UC and SEC License PAK

C2921-VSEC/K9

Cisco 2911 Voice Sec. Bundle, PVYDM3-32, UC and SEC License PAK

C2911-VSEC/K9

Data Paper PAK for Cisco 2900 series

SL-29-DATA-K9

1941 WAAS Express only Bundle

C1941-WAASX-SEC/K9

Data Paper PAK for Cisco 1900 series

SL-19-DATA-K9

15.1(4)M5
securityk9 license
datak9 license

Fixed WAN Remote-site
Router

Cisco 881 SRST Ethernet Security Router with FXS FXO 802.11n FCC
Compliant

C881SRST-K9

15.1(4)M5
securityk9 license
datak9 license

Internet Edge

Functional Area Product Description Part Numbers Software
Firewall Cisco ASA 5545-X IPS Edition - security appliance ASA5545-1PS-K9 ASA 9.0(1)
Cisco ASA 5525-X IPS Edition - security appliance ASA5525-1PS-K9 IPS 71(6)E4
Cisco ASA 5515-X IPS Edition - security appliance ASAL515-IPS-K9
Cisco ASA 5512-X IPS Edition - security appliance ASA5512-IPS-K9
Cisco ASAB512-X Security Plus license ASAB512-SEC-PL
Firewall Management ASDM 7.0(2)
Internet Edge LAN
Functional Area Product Description Part Numbers Software
WS-C3750X-24T-S 15.0(2)SE

DMZ Switch

Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 ports

|P Base license
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Appendix B: Changes

This appendix summarizes the changes to this guide since the previous
Cisco SBA series:

- We added the 7.4 release of firmware for all WLCs.

- We added the virtual Wireless LAN Controller (vWLC) for use in remote
sites using Cisco FlexConnect.

- We added multicast support for sites with on-site controllers using the
multicast-multicast method.

- We added Cisco Aironet1600 Series Access Points, replacing the
Aironet 1040 Series APs.

- For Cisco 5500 and 7500 Series Wireless LAN Controller deployments,
we added a new high availability feature called access point stateful swi-
tchover (AP SSQO), which provides sub-second AP failover and automatic
configuration synchronization between two wireless LAN controllers.

- We added link aggregation (LAG) support to the Cisco 2500 and 7500
Series Wireless LAN Controllers.

- We added guest anchor controller support for the Cisco 2500 Series
Wireless LAN Controller by providing two choices of anchor controllers
(2500 and 5500 Series wireless controllers).
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Feedback

Please use the feedback form to send comments
and suggestions about this guide.
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