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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in February 2013 is
the “February Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

February 2013 Series

How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco IOS, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlanoc4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a

complete system. This component-level approach simplifies system integration

of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides

BORDERLESS I ——

NETWORKS

LAN Design Overview
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About This Guide

This deployment guide contains one or more deployment chapters, which
each include the following sections:

= Business Overview—Describes the business use case for the design.
Business decision makers may find this section especially useful.

= Technology Overview—Describes the technical design for the
business use case, including an introduction to the Cisco products that
make up the design. Technical decision makers can use this section to
understand how the design works.

= Deployment Details—Provides step-by-step instructions for deploying
and configuring the design. Systems engineers can use this section to
get the design up and running quickly and reliably.

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

You Are Here

Wireless LAN CleanAir
Deployment Guide

= LAN Deployment Guide

= Wireless LAN
Deployment Guide

What's In This SBA Guide
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Business Overview

The challenges of running a wired data network are beyond the expectations
of most other jobs. The challenges go beyond simply adding a machine and
handing it over to the desktop IT department or to the end user to leverage
as they desire. Of the numerous challenges that arise with any application,
the network is always the easiest entity to blame for failure. Now add a
wireless data network to the picture, and you triple the challenges and skill
set required to maintain and troubleshoot the network. Wireless networking
brings a new set of unknowns that an administrator of a wired network never
had to address.

Wi-Fiis no longer just a convenient technology used for casual web surfing
or simple connectivity from conference rooms; it has now become a stra-
tegic part of business, education, and government. With 802.11n, wireless
performance is now on par with wired networks, and businesses and orga-
nizations, such as hospitals, rely on the wireless network for mission-critical
and patient-critical applications. Without running expensive site surveys
with a spectrum analyzer every hour and minute of every day, the network
administrator cannot tell what is happening in the user space. With limited
IT resources and a lack of RF expertise, an organization requires tools to
alert for potentially negative issues before a user creates a call ticket in the
network call center.

February 2013 Series
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Technology Overview

Cisco CleanAir Technology

Cisco CleanAir technology is the integration of Cisco Spectrum Expert Wi-Fi
analysis tools with Cisco access points. Before CleanAir technology was
released, operators had to walk around with an instrument to detect signals
of interest and physically locate the device that generated them. CleanAir
helps to automate these tasks within the system management function

by adding additional intelligence over Cisco Spectrum Expert, thereby
augmenting the overall experience by proactively reclaiming control over
the radio spectrum. With the addition of the Cisco Mobility Services Engine
virtual appliance (MSE VA), historical CleanAir information is accessible by
network operators. This increased off-hours RF-based situational awareness
is ideally suited for those environments that require 24x7x365 RF spectrum
management, such as hospitals and manufacturing environments.

The components of a basic Cisco CleanAir solution are the Cisco wire-
less LAN controller and Cisco Aironet 2600 or 3600 Series access points.
To take advantage of the entire set of CleanAir features, Cisco Prime
Infrastructure 1.3 can display in real-time the data retrieved from CleanAir.

Cisco Prime Infrastructure 1.3 with Cisco CleanAir technology allows
network administrators to visually see how well their network is perform-
ing, remotely troubleshoot client connectivity, manage wireless network
resources, analyze interference devices from anywhere in the world, and
more. The real power of Prime Infrastructure 1.3 with CleanAir combined
with Cisco access points is the ability to visually represent the health of the
RF environment to the network administrator. This allows the administrator
to better manage and troubleshoot issues before they impact the end user.
With Cisco MSE included in the solution, the administrator can turn back
the clock and look at RF issues that occurred in the past—typically the case
encountered due to the delay in reporting such issues and second-level
support being engaged.

February 2013 Series

Cisco Prime Infrastructure 1.3

Cisco Prime Infrastructure enables you to configure and monitor one or
more Cisco wireless LAN controllers and associated access points, monitor
and troubleshoot radio technology, and visually display Cisco CleanAir data
to the network administrator. Cisco Prime Infrastructure 1.3 includes the
same configuration, performance monitoring, security, fault management,
and accounting options used at the controller level, and it adds a graphical
view of multiple controllers and managed access points.

Cisco Prime Infrastructure 1.3 is offered in both a physical and virtual appli-
ance deployment option, providing full product functionality, scalability, ease
of installation, and setup tailored to your deployment preference.

Technology Overview



Deployment Detalls

To manage the Cisco Wireless LAN Controller version 7.4 with Cisco Prime
Infrastructure, you must use version 1.3 of Cisco Prime Infrastructure. The
procedures for properly installing and configuring Prime Infrastructure 1.3
have been provided. Please complete the following process in order to
install Prime Infrastructure 1.3.

Installing and Configuring Cisco Prime Infrastructure 1.3

1. Obtain a license

Install software

Customize the VMware environment
Configure basic settings

Configure user authentication

Configure users and user groups

N o o N

Add devices and credentials

Obtain a license

Cisco Prime Infrastructure 1.3 offers a single software installation that can
manage up to 10,000 devices. Software licensing allows you to evaluate the
software before deciding how you want to proceed: purchasing the license,
piloting a small deployment before rolling it out organization-wide, or grow-
ing your network management system along with your network. Licensing
allows you to first evaluate the software without requiring that you reinstall
the software later.

February 2013 Series

There are two ways to acquire a license. If you are using physical media,
complete Option 1. If you are downloading an evaluation version of the
software, complete Option 2.

Option 1. Physical media

When you purchase a product DVD, it comes with a Product Authorization
Key (PAK). The PAK is normally printed on the software claim certificate
included with product DVD kit.

Step 1: In a web browser, go the following site:
http://cisco.com/go/license

Step 2: Select the Click here to continue to Product License Registration
button and enter the PAK license key that you were given.

Deployment Details
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Option 2. Evaluation software
Procedure 2 Install software

Step 1: Download an evaluation copy of Prime Infrastructure from the

following site: You can install the Cisco Prime Infrastructure 1.3 soft appliance by using
http://cisco.com/go/nmsevals the Prime Infrastructure Open Virtualization Archive (OVA) image. Before
installing, please note the following:
Uete' e PEMEE omem s TEES e - Make sure that your system meets the recommended hardware and
I software specifications listed in the Cisco Prime Infrastructure release
Cigco Store  Cisco Promational Softweare Store ems in Cal eckor
notes.
Network Management Trial Downloads . . .

e It takes approximately 30 minutes (deployment in the local system) or

T i [5] P AW g Soan (MOS8 52 Lind 50 minutes (deployment in the network) to install the soft appliance on a

g:’fge:;n‘i‘(;ij)we'mgs I - Parf EVAL-LMS-425K Rev. 0 - Release date: Oct 202012 Vlrtuallzed eﬂVIrOﬂmeﬂt

Sofware Download Cisca Prime LAM Management Solution (LMS) is an integrated suite of management functions that ) ) )

g"gﬂ\:ﬁ Cgmnmur'ga“glﬂsg; y E::W;;\g\lfnﬂ;;onﬂguratmn, administration, monitaring, and troubleshooting of Cisco® networks and . Soft appl |anCe OVA SOftWare Can be InSTaHed Only II"I a VMWare

(ELECTRONIC DELIVERY) H

| Free Download B AddtoCart™] env”-onment
EIENE

Al eme & Cisco Prime Infrastructure 1.3 New! )

Ciore Prime Network Fegistar 3 1 _ Patt EVAL-PIS-13 Rev. - Releage date: Feb 20 2013

(indows) Cisco Prime Infrastructure provides a single integrated solution for complets lifecycle and

Cisco Prime Network Registrar 8.1 compliance management of Cisco routers, switches, and wireless devices, along with deep vigihility

(Regiohal vinual Appliance for into end-user connectivity and application performance. Ci .. Read mare

WhilAare) TV e

Gisco Prime Collaboration [Frea Downinats B3 Addtocart ]

Provisioning 9.0 (Srally

Gieen Prime Colonreion = Giso Prmo LAN Managormant Soution 1.2-Vtual Applaco You do not need to install any sqft ap_pllance_ image on the vir-

:{I;izur;:!g:g?g?::ﬂ)atmn Cisco Prime LAN Management Solution (LMS) is anintegrated suite of management functions that tual machlne (VM) before Insta”lng C|SCO Prlme |nfrastructure,

simplify the configuration, X ing, and troubleshooting of Cisco® networks and . .
.E;h:n;:.’m ’ because the Prime Infrastructure OVA image has an embedded
. (Fre oo B] AddioCart | RedHat Enterprise soft appliance.

Via email, you will receive a PAK license key.

Itis recommended you do the following before installing the Cisco Prime

Step 2: Inaweb browser, go the following site: Infrastructure 1.3 soft appliance:

http://cisco.com/go/license
Configure DNS entries for each network device.

Step 3: Click Qlick here to continue to Product License Registration and . Enable Simple Network Management Protocol (SNMP) and Secure Shell

enter the PAK license key that you were given. (SSH) Protocol on the devices you are going to import.

Create an email address that Cisco Prime Infrastructure will use on your
internal email server in order to send reports to subscribed users.
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Step 1: Inthe VMware vSphere client, click File, and then choose Deploy Step 3: On the OVF Template Details page, review the OVF template details,
OVF Template. and then click Next.

cim s GED (o7 Deploy OVF Template o= =]

New

»
lentory b Hosts and Clusters 3
9 OVF Template Details
Deploy OVF Template..
Export S Verify OVF template detais,
Report Jgll chasi-si.ciscolocal YMware ESXi, 5. 768111 | Evaluation (42 days remaining)
Browse. A Marketplace. Getting Started
s | close tab [X]
| vwmatisakest =
i ource
T sz e e Ahost IS a computer that uses virtualizatian software, such f—
RS20 Data Center as ESX or ESXI, to run virtual machines. Hosts provide the Virtual Machines: OVF Template Details
CPU and memary resources that virtual machines use and Prodict: Cisoo Prime Network Control System Virtual Appliance
give virtual machines access to storage and network Name and Location
cannectiviy. m T,
Cluster Host f Cluster
Vergion: 1.3.0.20

Resource Pool

Disk Format Vendor: Cisco Systems, Inc
Ready to Complets

Basic Tasks

& Deploy from YA Marketplace

4 - . :
& Create a new virtual machine Datacenter ublkisher: o cerfificate prese

uCenter Server

uSphere Client Dowrioad size: 4.5G8

Size on disk: Unknown (thin provisioned)
Explore Further 195.3 GB (thick provisioned)

~I Learn more about hosts
=] Learn how to create virtual machines

| Enhance your datacenter

Learn aboutvSphere wiotion, H4 DRS, and more

Step 2: Inthe Deploy OVF Template wizard, on the Source page, browse to
the location of the Cisco Prime Infrastructure OVA file, and then click Next.

Help | < Back |m Cancel |

&

Step 4: On the Name and Location page, enter a unique and descriptive
name for the virtual appliance that you are installing (Example: PI-1-3),
choose a location to install the virtual appliance, and then click Next.

Step 5: On the Host /Cluster page, choose the host or cluster on which to
install this virtual machine, and then click Next.

Step 6: On the Storage page, choose where you want to store the virtual
machine files, and then click Next.

Step 7: On the Disk Format page, select Thick Provision Lazy Zeroed, and
then click Next.
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Step 8: On the Network Mapping page, in the Destination Networks column,
choose the appropriate network mapping group previously defined to the
VMware environment (Example: Servers_1), and then click Next.

|J-_-T,J Deploy O¥F Template

Network Mapping
‘what networks should the deploved template use?

IS[=] E3

Source

OWF Templabe Details
Mame and Location

IMap the networks used in this OVF template to networks in your inventory

| Destination Netwarks |

Host [ Cluster Source Networks
torage Default
Disk, Format

MNetwork Mapping
Ready to Camplete

Description:

Default Metwark

L

Help |

< Back | Mexk = I Cancel

Step 9: On the Ready to Complete page, review the selected options, and
then click Finish. The OVF installation of Cisco Prime Infrastructure 1.3

begins.
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Customize the VMware environment

(Optional)

It may be necessary to customize the VMware environment so that key-
strokes are not accidently repeated when typing in the console window. If
you find that key strokes are repeating when entering various settings, it
may be necessary to configure a keyboard delay value. This procedure is
optional butis included here in the event that it is required.

Step 1: Using the vSphere client access the VMware vCenter environment
and highlight the Prime Infrastructure virtual host just installed, and then on
the Getting Started tab, click Edit virtual machine settings.

Step 2: On the Virtual Machine Properties dialog box, click the Options tab,
select General, and then click Configuration Parameters.

@ PI-1-3-20 - Virtual Machine Properties
Hardware Opbons IREgouruegl Profiles | vServices |

e e@]=]

virtual Maching Version: 7

Settings Summary [ Settngs
General Options PI-1-3-20 I” Disable acceleration
vApp Optiors Enabled i
:Epem&e Configured b Enable loggng
TP Allacation Policy Fired, IPv4
OVF Sattings Enabled Debugging and Statistics
Advanced Configured # Run normaly
WMware Tools Shut Down 1 RewrdDe R
Power Managamen Standoy bugging
Advanced " Record Statistics
e | -
CPUID Mask Expose Nx flagto ...
Memory/CPU Hofplug Disabled/Disabled Configuration Parameters
Boot Options Mormal Boot
Fibre Channel NPTV None Click the Configuration Parameters button to edit the
P/ M MU Virtualization Automatic A =T
Swapfile Location Use default settings I Configuration Parameters. .. I
Help 0K Cancel
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Step 3: On the Configuration Parameters dialog box, click Add Row, in
the Name column, enter keyboard.typematicMinDelay, and in the Value
column, enter 2000000 (2 million), and then click OK.

(=) Configuration Parameters

Madify or 2dd configuration parameters as needed for experimental features or as instructed by technical support,
Entries cannot be removed.

Mame + | Walue -
ptiGridges.vir. peieRootFort

pciBridge5.fu. 8

peiBridge.pr.  true

pcigridgetuwir. poieRootfort

peiBridget.fu.. 8

pciBridge?.pre.  true

pciBridge? vir. poeRootfort

peiBridge7.fu. B8

vmwaretools.. 0

vmwaretools... 8389 =
vmwaretools... none

vmwaretools.. enknown

migratehast. none

migrate.migra.. 0

keyboard typ-. [2000000

L n t

Step 4: On the Virtual Machine Properties dialog box, click OK.

Step 5: On the newly installed virtual machine, click the Getting Started
tab, and then click Power on the virtual machine.

Step 6: To begin the setup wizard, access the Console tab and enter setup
as the localhost login user ID. This one time login with automatically start
the setup script.

localhost logi

Step 7: In the startup script, enter the following configuration details for the
server :

Hostname—Prime-Infra

IP address—10.4.48.35

IP netmask—255.255.255.0

Default gateway—10.4.48.1

DNS domain name—cisco.local

Primary name server—10.4.48.10
Add/Edit another name server? Y/N—N
Primary NTP server—10.4.48.17
Add/Edit secondary NTP server? Y/N—N
System time zone—PST8PDT



The default username is admin. You cannot use root as the
username because it is a reserved username. You can use only
alphanumeric characters for the username. Enter and confirm
the admin password. By default, this password is set as the shell
password.

18.4.48.17

Ctrl-C" to abort
mel]:

Step 8: Create a username and password for accessing the Cisco Prime
Infrastructure appliance console. This user will have the privilege to enable

10.4.48.17
the shell access.

Finging 1 .
Do not e r : point on...




Step 9: If you are planning to use this server as a standalone server or if this Step 11: Enter and confirm an FTP password, review the settings, and then
is the first or primary server, at the Will this server be used as a Secondary at the Apply these settings? prompt, enter Y.
for HA? prompt, enter no.

L

E t pe 0
Enter root sord again:

B L L L L L L L LT L T e

lection

T

PP BB MMM B0 MM MR 0 M M B O M M
Lmmary
263022

will not be a Sec

word
Post-install Process

Application bundle ( installed suc ully
=== [mitial Setup for Application: NCS ===

Running dat

JESAN0 Y ino

It takes 15 to 20 minutes to process the database engine, and then the
server automatically reboots.

Step 10: Enter and confirm the password for the root account that will be
used to access the GUI through a browser. This password must contain a
minimum of five characters and is also used for the System Identity account.

Wo
word again:

L
"

BB DE D BB BN B M

A S S S S S S

mi -

Application bundle

=== Initial Setup for fApplication: NCS

g dat > ¢ lowing
g dat




Configure basic settings

Prime Infrastructure supports the following browsers.

- Google Chrome—19.0 build
- Mozilla Firefox— ESR 10.x, 13.0 and 14.0
- Microsoft Internet Explorer 8.0 or 9.0 with Chrome plug-in.

Native Internet Explorer is not supported. The recommended
minimum resolution for each browser is 1280 x 800 pixels

Step 1: On the client machine, in a web browser, disable any pop-up
blockers.

Next, you enable JavaScript.
Step 2: If you are using Internet Explorer 8 or later, navigate to Tools >

Internet Options > Security > Custom level > Settings, and then under
Scripting of Java applets, select Enable.

If you are using Mozilla Firefox 9.x, navigate to Tools > Option > Content,
and then select Enable JavaScript.

If you are using Chrome 19 or later, navigate to Chrome > Preferences >
Privacy, click Content Settings, and then under JavaScript, select Allow all
sites to run JavaScript.

Step 3: In the web browser, open the Cisco Prime Infrastructure portal
(Example: https://prime-infra.cisco.local).

February 2013 Series

Step 4: Log in by using the username root and the password that you
provided during installation.

€« = C [ https//10448.35/webacs/pages/common/logingsp;sessionid=5077 250887 2B 3BB9A36B83A5077C 7B 1E =

Cisco Prime

Infrastructure
¥ersion: 1.3
Username mnt
Password
L gin

© 2013 Cisc SylmsI . Cisco, Cisc Sytms dc Sytmxlg are registered trademarks of Cisc .
Systerns Inc.andfor s sl in the L5 and cenain other cisco

Step 5: Navigate to Administration > System Settings > Mail Server
Configuration, and then in the Primary SMTP Server section, in the
Hostname/IP box, enter the host name of the SMTP server (Example: smtp.
cisco.local).

Step 6: Inthe Sender and Receiver section, in the From box, enter the email

address from which you want to send notifications, and then in the To box,
enter the email address to which you want notifications sent.

Deployment Details



Step 7: Select Apply recipient list to all existing alarm email notifications,
and then click Save. This enables you to receive email alerts about network
issues, job status, report generation, etc.

Mail Server Configuration
Administration > System Settings > Mail Server Configuration

Primary SMTP Server

Hostname/IP smtp.cisco.lacal Port 25

Username (Optional)

Password [ |

Confirm Password [ |

Secondary SMTP Server (Optional)

Hostname/IP Port 25

Username (Optional)

Password [ |

Confirm Password [ |

Sender And Receivers

Fram PI@Prime-Infra.cisco.local
To : Johnsmith@thiscompany.com
comma d email add

& Apply recipient list to all existing alarm email notifications.

Subject
e This text will be appended to the email subject

Configure email notification for individual alarm categories.

oat
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Configure user authentication

(Optional)

Cisco Prime Infrastructure can use its local database, RADIUS or TACACS+
in order to authenticate user logins. To enable a common authentication
experience for network administrators across network devices and the
network management system, this guide describes how to configure Cisco
Prime Infrastructure to use TACACS+ authentication.

Step 1: Navigate to Administration > Users, Roles & AAA, and then in the
left column, select AAA Mode.

Step 2: Select TACACS+ and Enable fallback to Local, and in the list,
choose ONLY on no server response, and then click Save.

virtual Domain ROGT-DOMAIN | rosty | O
Design ¥ Deploy Y  Operate ¥  Report ¥ Administration ¥
AAA Mode Settings

Administration > Users, Roles & Add > AAA Mode Settings

72y Home

Users, Roles & AAA

Change Password

Lorcal Passward Policy

288 Mode () @ Locd ©RaDIUS @ Tacacs+ O sso
Enable falback ta Local | OMLY o no server response =]

Users

User Groups

Active Sessions

TACACS+

RADIUS Servers

S50 Servers

Step 3: In the left column, click TACACS+. In the upper right drop down list,
choose Add TACACS+ Server, and then click Go.

“irtual Domain ROCT-DOMAIN | rosty | O
/) Home  Design v Deploy ¥  Operate ¥ Report ¥ Administration ¥

TACACS +
Adrinistration > Users, Roles B AAA » TACACS+ Servers

Users, Roles & AAA

Change Password

[add Tacacss server__[+] | Go |

o er
Delete TACACS+ Server(s,

Local Passwiord Policy
None detected
AAA Mode

Lsers

Lser Groups

Active Sessions

RADIUS Servers

S0 Servers
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Step 4: In the Server IP Address box, enter the IP address of the TACACS+
server (Example: 10.4.48.15), and in the Shared Secret and Confirm Shared
Secret boxes, enter the secret key (Example: SecretKey), and then click

wirtusl Domain ROOT-DOMAIN | rootw | [Or
4} Home Design ¥ Deply ¥ Operate ¥  Report ¥ Administration ¥

Add TACACS + Server
Administration > Users, Reles & Ak > TACACS+ > Add TACACS+ Server

Save.

Users, Roles & AAA

Charge Password
Local Password Policy

AR *Server Address 10.4.48.15

Users “part
Shared Secret Fomat [ &Scn
User GroLps
“ghared Secret @

Ia
&
ii‘I

Active Sessions

“Confirm Shared Secret

“Retransmit Timeout 5

“Retries 1
Autherttication Type PAP [=]

Local Interface 1P 1044835 [+]

RADILS Servers

S50 Servers

Step 2: In the Select a command list, choose Add User, and then click Go.

Users, Roles & AAA
-- Select a command --
Users
Administration > Users, Roles & AAA > Users Delete User(s)
. Lock User(s)
Status Unlock User(s}

Change Password

Local Password Palicy
() | UserName Member OF

AAA Mode O root Root Active

User Groups

Configure users and user groups

User groups (or roles) are collections of privileges that dictate the type of
system access the user has. Some predefined roles are:
= System Monitoring—These users can access network status informa-
tion only. They cannot perform any action on a device or schedule a job
on a network.
= Config Managers—Users can perform all system monitoring tasks and
tasks related to network data collection. They cannot perform any task
that requires write access on the network.

« Admin—Users can monitor and configure operations and perform all
system administration tasks.

« Super Users—Users can perform all Cisco Prime Infrastructure opera-
tions, including administration and approval tasks.

When using an authentication module other than the Cisco Prime
Infrastructure local database, Prime Infrastructure authenticates the user
against the external module. After the user is successfully authenticated,
Prime Infrastructure assigns the configured role to this user.

Step 1: Navigate to Administration > Users, Roles & AAA> Users.
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Step 3: Enter the username and password, under Groups Assigned to this
User, select the role for the user, and then click Save.

Users, Roles & AAA

Add User
Administration > Users, Roles B AAA > Users > Add User

m Virtual Domains
AAA Mode

£ F":' | EERERRER |

Mew Password

Change Password

Local Password Policy

User Groups

Confirm Password ':;’ ) [(snnnense |
Active Sessions Groups Assigned to this User
TACACS+ [ Admin
RADIUS Servers [ Config Managers
SS0 Servers Lobby Ambassador 7’

S50 Server AM Mode Monitor Lite (2

€]

Naorth Bound APT +*

()]

Root +*
o Super Users
] System Maonitoring
(0]

User Assistant +*

] lmee PimFimmd 4

Deployment Details



For any users who require different permissions than those included in
Super Users, create user accounts and assign Cisco Prime Infrastructure
user groups to each of the user accounts you create.

Users, Roles & AAA
User Groups
e e Administration > Users, Roles & AAA > User Groups
Local Password Policy
Group Name Members Audit Trail Export
AAA Mode Admin ) Task List
Config Managers ) Task List
Users
Lobby Ambassador &) Task List
North Bound APL & Task List
R EETS Root root = Task List
TACACS+ Super Users @ Task List
System Monitoring @ Task List
RADIUS Servers User Assistant e} Task List
User Defined 1 i) Task List
550 Servers
User Defined 2 = Task List
550 Server AM Mode User Defined 3 = Task List
User Defined 4 i) Task List

Add devices and credentials

Before Cisco Prime Infrastructure 1.3 can manage a device, the device must
be in the database. You can add devices to the database in three ways:

Discover the devices by using a discovery protocol
- Add devices manually
Import devices in bulk

Cisco Prime Infrastructure supports Layer 2 and Layer 3 protocols for
device discovery. Device discovery using Cisco Discovery Protocol is the
preferred protocol used by Prime Infrastructure in order to discover network
devices in the LAN.

Both Cisco Discovery Protocol and SNMP must be enabled on devices
before using this procedure. If you did not deploy your network by using the
Cisco SBA Borderless Networks Deployment Guides, which enable both of
these protocols, see the Cisco Prime Infrastructure guidance found on the
link below. This is found on the Cisco Prime product page within the Cisco
the Prime for IT tab. The Cisco Prime product page can be located at
WWW.Cisco.com/go/prime.

http://www.cisco.com/en/US/products/ps12239/index.html

This procedure uses a number of Cisco Prime Infrastructure Discovery
features including Layer 2 based Cisco Discover Protocol (CDP), SNMP v2
and SSH.
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Step 1: Navigate to Operate > Discovery.

Step 2: In the upper right corner, click Discovery Settings, and then

click New. The values that you enter are the default credentials that Prime
Infrastructure uses in order to manage the device inventory, configuration,
and software.

Discovery Settings

@RunNow [ Schedule i New B Copy Delete Edit

Name Date Created Date Modified
No data available

Step 3: Inthe Name box, enter SBA_Default, expand Layer 2, and then
next to CDP Module, click the + icon.

Step 4: In CDP Module, select Enable Cisco Discovery Protocol, click Add

Row, in the Seed Device box, enter the cored switch IP address (Example:
10.4.40.49), and then below the Seed Device box, click Save.
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Step 5: Under Credential Settings, next to SnmpV2 Credential, click the +
icon.

Step 6: Select Enable SnmpV2 Credential, click Add Row, enter the IP

If you leave the Hop Count column blank, the discovery process address (Example: ****) and read community string (Example: cisco123), and
continues until the end neighbor is reached. Depending on the then below the IP box, click Save.
network size, this could be a large number of network devices. -
In large networks, it is recommend to add a Hop count value to Discovery Settings x
restrict the size of the discovery.
*Name [ SBA_Default | Current Discovery
Settings
Protocol Settings CDP Modules::
Discovery Settings x | PingSweep Module ah | SnmpV2 Credential &5
*Name | SBA_Default | Current Discovery i I-a‘"Er 2 Protocols
Settings CDP Module a5
Protocol Settings er]
g CDP Module::s LLOP Module &
| PingSweep Module b |
w Layer 2 Protocols » Advanced Protocols
COP Module = |
Filters
Enable Cisca Discovery Protacaol IP Filter {} |
[] Enable Cross Router Boundry
Edit 3¢ Delete o= AddRow | ImportCSVFile » Advanced Filters
Seed Device Hop Count Credential Settings
I O 10.4.40.49 SnmpV2 Credential =
O 10.4.40.53 Enable SnmpV2 Credential
® | | | Edit Delete | o= Add Row
= P Read Community String
=\- @ | t_t_t_t | TEEREERE |
]
'SJK"\JII wTeaTTTaarT ‘-U-‘ o
SnmpV3 Credential qp k-
Preferred Management IP
Use Loopback -|

£ (Fnion ) (Gree)
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Step 7: Under Credential Settings, next to SSH Credential, click the + icon.

Step 8: Select Enable ssh Credential, enter the IP address (Example:

Step 9: On the Discovery Settings dialog box, click Run Now. This saves the
configuration and begins device discovery.

0.0.0.0), username, password, and enable password, select SSHv2, and then Discovery Settings
below the User Name box, click Save.
*Name | SBA_Default | Current Discovery
Discovery Settings Settings
*Name | SBA_Default | Current Discovery Protocol Settings CDP Moduled®:
Settings | PingSweep Module 9r | SnmpV2 Credential &
Protocol Settings CDP Moduled® SSH Cradential @
[ PingSweep Module & | SnmpV2 Credential & ¥ Layer 2 Protocols
SSH Credential &
¥ Layer 2 Protocols CDP Module &b
CDP Module > LLDP Module a5
LLDP Maodule P
» Advanced Protocols » Advanced Protocols
Filters Filters
IP Filter & |
IP Filter b |
» Advanced Filters
» Advanced Filters
Credential Settings
SnmpW2 Credential ar
SEhEECrent el o Credential Settings
S5H Credential = SnmpW2 Credential qF
Enable ssh Credential Telnet Credential 4P
/' Edit Delete | o= Add Row S55H Credential e
P User Name Password Enable Passw... | S5H Vers :
SnmpY3 Credential
0.0.0.0 | [aneere | [sesmenss | [ ssHvz P
[
Preferred Management IP
Use Loopback v|
23 (Ronow | (Gnce )
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Discovery Settings

Name
(® SBA_Default

{@New [ECopy 3¢Delete ./ Edit

Date Created
2012-Nov-17 22:14:12

Date Modified

2012-Nov-17 22:25:13

Prime Infrastructure starts discovering the devices on the network. The
amount of time this discovery process takes depends on the number of
devices on the network.

Step 10: If you want to view the discovery progress, click Operate >
Discovery. If you want to instantly update the in-progress results, click the
green refresh icon in the upper right corner.

@ Device Work Center | Discovery

# Quick Discovery ¥, Discovery Settings

Discovery Jobs 9.
sow[W ]9
Name Status Start Time End Time Discovery Settings Reacha... Filtered Credentia...
@ € Job_Discovery_18_28_0_0_18_.. RUNNING 2012-Nov-18 18:2... SBA_Default 22 0 1
Name Start Time End Time Discovery Settings Reachable Filtered Credential Errors
¥ Job_Discovery_18_28_0_0_18_.. 2012-Nov-18 18:2... SBA_Default 22 0 1
Filtered Credential Errors
1P Address SysObjectld SysName SysLocation New Device
192.168.18.10
10.4.32.161 .1.3.6.1.4.1.9.1.907 WAAS-7341-1.cisco.local false
10.4.15.6 .1.36.1.4.1.9.1.516 A3750X.cisco.local false
10.4.79.5 .1.36.1.4.1.9.1.1208 A2960S.cisco.local falsa
10.4.32 246 136.1.4191.1145 CVOAGG-3945F-1 . cisen_lncal false
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After the process is completed, the status changes from running to
completed.

Discovery Jobs &
sow[A 78
Name Status Start Time End Time Discovery Settings Reacha.. Filtered Credentia..
@ e Job_Discovery_18 28 0_0_18_.. COMPLETED  2012-Nov-18 18:2.. 2012-Nov-18 18:4.. SBA Default 38 0 28
Discovery Jobs Instances.
Name Start Time End Time Discovery Settings Reachable Filtered Credential Errors
¥ Job_Discovery 18 28 0_0_18_.. 2012-Nov-18 1B:2.. 2012-Nov-18 18:4.. SBA Default 38 0 28
Filtered Credential Errors
IP Address SysObjectld Syshame SysLocation New Device
10.4.32.162 .1.3.6.1.4.1.9.1.907 WAAS-7341-2 cisco.local false
10.4.32.161 -1.3.6.1.4.1.9.1.907 WAAS-7341-1 cisco.local false
10.4.15.6 .1.3.6.1.4.1.9.1.516 A3750X.cisco.local false
10.4.79.5 .1.3.6.1.4.1.9.1.1208 A2960S.cisco.local false
10.4.37.246 1.36.1.4.10.1.1145 CVOAGG-3945F-1 clern lacal falea

Devices on the network have now been discovered and are ready for
other management tasks such as asset, configuration, and software-image
management.

Adding Buildings and Floor Plans to Cisco Prime Infrastructure 1.3

1. Add the first campus and building

2. Place access points on the map

The real advantage of any management system is that it can present
information in a way that helps you make intelligent decisions. Cisco Prime
Infrastructure 1.3 brings visibility to the radio spectrum, which allows the
administrator to see the coverage that is being provided to users. By includ-
ing the building and floor maps in Cisco Prime Infrastructure 1.3, visibility

of this otherwise unknown or convoluted data that Prime Infrastructure 1.3
derives from the wireless network is enabled. You need to have an image

of your floor plan before you begin this procedure. The file can be in JPEG,
PNG, or GIF format; and it can also be in CAD DXF or DWG format.
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Add the first campus and building

Even though your organization may have only one building today, it may end
up with another building; or perhaps each campus is a single building today,
but it could have more buildings in the future. The campus, building, floor
approach makes it easy to understand and organize as you dig for more
information and peel away the layers to find what you are looking for.

You need to know the dimensions of the campus buildings that
you are bringing into the system so that you can appropriately
scale the drawing as each building and floor is added.

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Design >
Management Tools > Site Map Design.

ﬁj Harme Design v | Deploy v Operate ¥ Report v Administration v .

Q Configuration Mobility Services
Configuration Templates Mobility Services Engines

= Wireless Configuration Synchronize Services
Client Security Mesh Cleandir .
Monitoring Configuration

Synchronization History
" *
Filters  (E) *Time Frame | Past 1 Hour =

Custorn SMMP Terplates High Awailability
| [3 Automated Deployment Profiles Context sware Motifications
Metwork, Device Summary
Total Managed Device Count: 76 AP fivaila Fort Grouping

9&, Management Toaols Mabile Concierge
Site Man Design

Automatic Hierarchy Creation

Endpoint-Site Association

External Management Servers «

Incidents Performance Detail Dashboards

W Storage Metwarking Cisco UCS Series B Reachable Unified 2P Unreachable Unified 4P

W Routers Wirsless Controllzr I~
Content Metworking Bl Switches and Hubs l» =
Ciseo Interfaces and Modules

February 2013 Series

Step 2: In the Select a command list, choose New Building, and then click
Go.

mDesm v Deloy v Operate v Report v Admiristraton v

Maps
Maps Tree View [ site Maps 2w
onior > Site Maps ~ Sect a command v
v i Root Area = =
@& show:  Type Status ™ Incomplete Select a command
& System Campus
) System GRS Campus | Name Type A Incomplete Total aPs afn Radlios bfafn Radlios Critical Raclio Alarms.
a8 Unassigned System Campus Campus. 0 0 o o
System GPS Campus Campus 0 0 0 0
Unassigned Carnpus 0 0 0 0
Impert Maps
RF Calbration Matlels
Location Presence
it Map Editor

Step 3: Enter the following information about the building:
Building Name—Headquarters
Contact—SBA
Number of floors—1
Number of Basements—0
Horizontal Span (feet)—525
Vertical Span (feet)—325
Address—560 McCarthy Blvd
Latitude and Longitude—As appropriate
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It may be helpful to specify accurate latitude and longitude values
for sites that have multiple buildings across a diverse geographic
area, such as within a city or in multiple cities. These values can
be determined by using Google Maps (http://maps.google.com).
Enter the address of the location, right-click the pushpin icon, and
then click What’s here? The coordinates are shown in the search
bar.

=

ﬁ Home Design ¥ Deploy ¥ Operate ¥ Report ¥ Administration ¥ |

Monitor = Site Maps > System Campus > New Building

Maps

Maps Tree Yiew 9 New Building

v ﬁ Root Area

ﬁ Systern Campus Building Marme Headquarters
g8 System GRS Campus Contact SBA

Murnber of Floars

1
Murnber of Basernents a]

ﬂ Unassigned

Dirmensions (feet) Hotizontal Span 525
wertical Span 325
Address lm
Latitudle [y
Longitude [etome=z

gl

Step 4: Select your newly created building by clicking on its name.

4} Home Design ¥ Deploy v Operate Y  Report v Administration v
Maps Google Earth Haps
Maps Tree View [ site Maps 2w
iontor > Site Maps ~Soeet s o
~ @ Root Area
& show:  Type Status I Incomplete
> d System Campus
ol System GPS Campus ™ Name [Tps & rcompete | TotaAPs | ainRades | bjoin Rados @D s | Wrless Clents ® | status
@B Unassigned System Campus Campus 0 0 0 0 0
System GPS Campus Campus 0 0 0 0 0
Unassigned Campus 0 0 0 0 0
- | Sgstem (sméus > Heéauavtevs | Buiding i i i 0 i
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Step 5: In the Select a command list, choose New Floor Area, and then
click Go.

%) Home Desgn ¥ Deploy ¥ Operate ¥ Report ¥ Admiristration ¥

Maps Tree View Building View
IMoritor » Site Maps > System Campus > Headquarters

~ d§ Root Area
» @ System Campus Mone detscted -E-d\t .
@ System GPS Campus Eelste Building
8 Unassigned

Step 6: Enter the following information about the floor area:
Floor Area Name—First Floor
Contact—SBA
Floor—1
Floor Type (RF Model)—Cubes And Walled Offices
Floor Height (feet)—10.0
Convert CAD File to—PNG

ﬁ: Horme Design ¥ Deploy ¥ Operate ¥ Report ¥ Administration ¥

New Floor Area
Monitor = Site Maps > System Campus = Headguarters = New Floor Area

Floor Area Marne First Floor
Contact SBA

Fioor | EN—
Cubes And Walled Offices =
Flonr Height (feet) 10.0

Image or CAD File or Qualcomm(R) Map Extraction Tool Output Choose File | No file chosen
;

Floor Type (RF Madel)

Convert CAD File to

A
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Step 7: Click Choose File, and select the floor plan image filename stored
locally on your machine. Once selected, click Next.

=

() Home Design ¥ Deploy ¥  Cperate ¥ Report ¥ Administration ¥

New Floor Area
Monitor = Site Maps = System Campus = Headquarters = Mew Floor Area

Floor Area Mars First Floor

Contact SBA
Fioor |
Cubes And Waled Offices =
Floor Height (feet) 10.0
Image or CAD File or QualcommiR) Map Extraction Tool Output Convert CAD File to

Flonr Type (RF Model)

Step 8: Position the building such that its upper left corner is oriented

at the 0/0 feet position on the grid. Some floor plans may have additional
whitespace that does not represent the dimensions of your building. Verify
proper placement of your new floor area details and image, and then click
OK.

|

fﬁj Home Design ¥ Deploy * Operate ¥ Report ¥ Administration ¥

New Floor Area
Monitor = Site Maps > Systern Campus = Headquarters > New Floor Area First Floor

Floor Area Marns | First Floar

Contact SBA

Floor

Floor Type (RF Model} Cubes And Waled Offices
Floor Height (feet) | 10.0

Image File SIC23-AFP-1.png
¥ Maintain Aspect Ratio
Cimensions(feet) Coordinates of top left comer(feet)
Haorizontal Span 407.7 Harizontal Pasition i}
‘ertical Span ER wertical Position 0
Total Floor Area Size (sq. feet) : 1248734
™ Launch Map Editor after floor creation (To rescale floor and draw walls)

L
Use mouse to position the floor image by dragging it. And use CTRL key with mouse to resize the floar,

0 feet 100 |ZDD |BDD 400 500
| |

oo

00|

00|
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Place access points on the map

The final piece of the puzzle is to place the access points at the proper
locations on your individual floor plans. If you take the time to place your
access points where they are actually located, the wireless LAN controllers
that work in conjunction with Cisco Prime Infrastructure 1.3 give an accurate
view of your network and the devices located in it.

Step 1: Position the floor space so that the zoom and position make it easy
to locate the exact position of the access points being added.

Step 2: Select the Add Access Point crosshairs button.

mlﬁeiw' Deploy ¥  Operate ¥ Report ¥  Admrnistration ¥

Maps Tree View. 5 Floor View
@ Data may be delayed up to 15 minutes or more depending on background poling interval

R 5 om0 oo 52255 <5 [ty @
P & cuens - = T}
M () s02.11 Tags AR oW L)

0% | W

0%

X

0

b0

%0

2020

Show s
ShowMSE [ Cirrantly Detected !
Save Settings

Step 3: Select access points that are registered with the system but not yet
placed for the headquarters building.

moesm v Depoy v Operste v Report v Ackministration ¥

Add Access Points
Moritor > Site Maps > Systam Campus > Headauartrs > Firs Floor >Add Access Points.

@ APs can be selected/added over multple pagss. Use Next/Previous to navigate and ssiect APs to be added to Floor Ares, APs can be searched by [Name/MacAddress (Ethemet/Radio)fTP). IP search [primary by AP, falback by Controler]. Searches
are case insensitive

Searth AP [Name/MacAddess (Ethemet/Radio)/IP]:

cld checked access points to Floor area First Floor’

Existing AP # 0 Selected AP # 6 Total AP # 6

2P Name MAC Addess 2P Model Controler
W p442b.0392.9c3a Scicei73:1b:43:50 AIR-CAP26021-6-K3 10.4.46.64
¥ apdado f4s.4ael. 0:57:4c:09:c0:80 AIR-LAP1262N-A-K3 10.4.46.64
W apdndo fcb.base S8ibci27:0eici60 AIR-LAPLL42N-A-KS 10.4.46.64
W apesb7 4899.c820 ©8bai70:93:87:d0 AIR-CAP3SO11-A-K3 10.4.46.64
W apfof7.ssdf.ac77 236 B feid0 AIR-CAPISO1-4-K3 10.4.46.64
W apface.f244.5587 S8bci27:0f:97:c0 AIR-LAPL142N-A-KS 10.4.46.68
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Step 4: Carefully place each access point as close to its real position in the
building as possible by dragging each one to its proper location, and then
click Save.

V"'

/) Home Deson Y Deploy ¥ Operate ¥ Report ¥ Admiristration v

Selected 4P Details Floor View

ap APaazh 033332 Plonitar > Site Maps > System Campus > Headauarters > First Floor

MacAddress  3eicei73:lbie3isn [[2P442b.039a.5c3a (3c:ce:73:10:43:50) 7| @
P Modsl AIR-CAPZECRI-A-KS
Protocol 802.11b/g/n x
Horic 335.673
vert 34,7026 a3 a2 00 ft 150 ft 200 ft 250 ft 300 ft 350 ft 400 ft
* =K {arrass fzaa 5557]
apHeight  [10 | H i 5 e = S par——
= T T
antenna [ Internal2600-2.4GHz - = - - - :
- . s AP442b 0393 ,903a)

Antenna/ AP Image

ca—y
: F
f
100 ft;

150 ft;

e NI
| I

a

Aziuthe(de graes)

a

200 ft

e spplie: ) A =
2501t — s =

3001t

Wait while the system calculates the heat maps from the placement and
floor plan area.

Configuring the Wireless Network for Cisco CleanAir

1. Create a Cisco CleanAir AP template
2. Apply the Cisco CleanAir AP template
3. Create a controller EDRRM template

4. Create a Cisco CleanAir controller template
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A Cisco wireless LAN controller with connected Cisco Aironet 2600 or 3600
Series access points is immediately Cisco CleanAir-capable. The wireless
LAN controllers can give you immediate information about your environ-
ment. Where Cisco Prime Infrastructure 1.3 can present a complete network
view, the wireless LAN controller displays only data retrieved from the locally
connected CleanAir access points.

Cisco Prime Infrastructure 1.3 can handle all management tasks within the
network. You can still perform management tasks at each individual control-
ler, but that approach it is not recommended, as it often results in a frag-
mented configuration. With the Cisco CleanAir access point operating from
the wireless LAN controller, you can log in to Cisco Prime Infrastructure 1.3
and configure your controller to support CleanAir.

Create a Cisco CleanAir AP template

The first step in order to turn on Cisco CleanAir is to ensure that Cisco
CleanAir is enabled on each of the access points (APs) for both 2.4 and
5 GHz bands. The following steps outline how to create a template within
Cisco Prime Infrastructure 1.3 to enable CleanAir on an AP.

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Design >
Configuration > Wireless Configuration > Lightweight AP Configuration
Templates.

ﬁ Home: Design v Deploy v Operate ¥ Report ¥ Administration v

Mobility Services
Mobility Services Engines

.%; Configuration
Lightweight AP Templates Feature Design
Configure = Lightweight AP Templates Maoritor Configuration Synichronize Services
Configuration Groups Synchronization History
Hone deterted Shared Palicy Objects High &vallability
Wireless Configuration
Custom SNMP Templat
L§ Automated Deploym
g Management Tools
Port Grouping
Site: Map Design
Autoratic Hierarchy Crl
Endpoint-Site Association
External Managemnent Servers «
.T@ Network Services

ot Suiare Botifications
Lightweight AP Configuration Termnplates

Autonomous AP Configuration Templates
Switch Location Configuration Templates
Autonomous AP Migration Templates
Controller Configuration Groups

wIPS Profiles
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Step 2: In the Select a command list, choose Add Template, and then click
Go.

O~ termplates

—
Home  Design ¥ Deploy v Operate ¥ Report v Admiristration ¥

Lightweight AP Templates
<onfigure > Lightweight AP Templates

Add Template..
Select & cormmand

Nore detected

Step 3: In the Template Name box, enter a name, in the Description box,
enter a description, and then click Save.

O~ templates

—
Home  Desgn ¥ Deply ¥  Operate ¥ Report ¥ Admiristration v

New Lightweight AP Template

“Template Name [ iarcr - B

Description [Enable dleanair Suppart

Step 4: On the 802.11a/n tab, ensure that both CleanAir and Enable are
selected.

Virtual Domain ROGT-DOMA

—
Home Desion ¥ Deploy ¥ Operate v Report v Adminstration v

Lightweight AP Template Detail : 'CleanAir Enable’
AP Parameters 802118/n | 802.11a subBand | s0211b/g/n | cOP | FlexConnect | Select s | Apply/Schedule | *Report

Select 802.11a Parameters that needs to be applied.

[ channel assignment O Custom g | Pawer Assignment O Custom g

® Global ® Glabal
[ Admin Status & & Ensble [ WLAR Override 3 [oissble |+
[ Antenna Mode [& Antenna Selection 7

[l Antenna Diversity Left/Side B
[ Antenna Typs Internal

I

Antenna Name 2

I [ Cleansir & IEEnamel
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Step 5: On the 802.11b/g/n tab, ensure that both CleanAir and Enable are
selected.

Hirtual Damain ROOT-DOMALS

—
Home Desion ¥ Deploy v  Operate v Report v Administration ¥

Lightweight AP Template Detail : ‘CleanAir Enable*

AP Paramsters | Mesh || 80241s/n | 802.11a subband | 802.11b/a/n | cor | FlexConnest | SslectaPs | apply/scheduls | *Report

Select 802.11b Parameters that needs to be applied.

[ channel assignrent O Costorn ¢ [ Power Assignment Q Custom g
® oGlobal @ Global
[T Admin Status & M Enable [ wLaN Qverride 5 [pisable  |~]

[ Antenna Mode [ Tracking Optimized Manitor Mede [ Enabled
[ antenna Diversity __Left/S\da B [-]
[ antenna Type __[ntemal [-]
Antenna Hame 2

[ antenna Selection &

IBc\eanmr 7 [ Enable I

Step 6: On the Apply/Schedule tab, click Save.

Home  Design ¥ Depioy ¥  Operate ¥ Repot ¥  Administration ¥

Lightweight AP Template Detail ; ‘Cleanair Enable’

AP Parameters | Mesh | s02.11a/n | 802.11aSubBand | 8021lb/g/n |, CDP_ | FlexComnect | Selectaps J|_Applv/Schedule | #Report

Click 'Save® to save the template.

Click *Apply’ to save the template and start the provisioning of the template to selected APs.This
process will continue until completed euen if you leave this page and logout from WCS.

Click "Cancel" to cancel the template in progress

Schedule [l Enable schedule

Start Date
AP template saved suscessfully

Start Time

Recurrence @ Ho Recurrence O Hourly O Daily O Weskly

Click *Schedule’ to save the template and start the provisioning at a scheduled time.
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Apply the Cisco CleanAir AP template

Step 1: Navigate to Design > Configuration > Wireless Configuration >
Lightweight AP Configuration Templates.

ﬁj Home

Design ¥ I Deploy ¥ Operate ¥ Report ¥ Admiristration ¥

Muobility Services
Mohility Services Engines
Synchronize Services
Synchronization History
High Awailahility

Q Configuration
Feature Design
Monitor Configuration
Configuration Groups
Shared Policy Chjects
wireless Configuration
Custorn SMMP Termplat)

Lﬂ Automated Deployni

% Management Tools
Part Grouping
Site Map Design
Automatic Hierarchy Crl
Endpoint-Site Association
External Management Servers =

&% Network Services

Lightweight AP Templates
Corfigure = Lightweight AP Templates

Mone detected

oot ae gtifications
Lightwaight AP Configuration Templates

Autonomous AP Configuration Templates

Switch Location Configuration Templates
Autonomous AP Migration Ternplates
Controller Configuration Groups

wIPS Profiles

-

Step 2: From the list of defined templates, choose the template that you
created in Step 3 of the previous procedure (Example: CleanAir Enable).

Step 3: On the Select APs tab, in the Search APs list, choose All, and then
click Search. By default, all APs are selected.

If you want to enable only certain APs, click Unselect All, and then individu-
ally select the APs you want to enable.

/) Home  Design v Deploy Y Operate Y Report v Admiristration v

Lightweight AP Template Detail : *Cleansir Enable’

A Parameters | Mesh | 802ila/n | 80211asubband | 802i1b/g/n | COP | setectars | oapp
Search APs
Al < | 4P Name: | Ethemetmac e Map [
[T apdodn fda5 4ae1 d0:d0:fd:45:4are1 104.46.64 ol
(S rszo1-tapiadzn foi661f2:44:55:67 10.4.46.60
5] APach7 4699.082b | 5:b7:48:901c8:2b 10.4.46 64
P442b.0393.5038 | 44:2b:03:0a:50:3 1044664
IS aPfif?.55df 2077 f0iF7 1551 dFaci77 10.4.46.64
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Step 4: On the Apply/Schedule tab, click Apply. The CleanAir Enable
template is applied to the selected APs.

mm v Dedoy Y Operate Y Report Y Administraton ¥

Lightweight AP Template Detail : 'Cleanair Enable’
AP Parameters | Mesh | 802lon | 80211aSubBand | 80211b/g/n | CDP | FlexConnect | Selectaps | #Pph/Schedule | +Report

Clck Sover 0 save th template.

Click *Apply" to save the template and start the provisioning of the template to selected APs.This
R _Jl process will continue until completed even if you leave this page and logout from WCS.
A TP e G DD
Schedule [2] Enable schedule

Start Date i

(Current server time: 11/09/2012 08:02:13)

Start Tine e (2] win

Recurrence ® nioRecurrence O Hourly O Daily O Weskly

Step 5: On the Report tab, verify that the Template was successfully
applied.

Vitual Damain ROOT-DOMAIN | raat v

€Isco = /) Home Deson v Deploy Y Operate v Report v Administration ¥

Lightweight AP Template Detail : ‘Cleanair Enable*
4P Parameters | Mesh | 802.dla/n | 80211a SubBand | 80211b/g/m | cOP

Apply Status: Completed

FlexGonness |_Selsct APs | Apply/Scheduls | *Report

Applied On: 1179712 9:14 AM

AP Name Status Ethernet MAC Caontroller Hap

Success I

T+

AP442b.039a.9c3a 44:2b:03:8a:9c:3a 10.4.46.64

If the CleanAir Enable template is not successfully applied, ensure that:

1. In Cisco Prime Infrastructure 1.3, the SNMP Read/Write Community
string for the WLC is correct.

2. In Cisco Prime Infrastructure 1.3, under Operate> Device Work Center >
Device Type > Wireless Controller, the WLC Audit Status is Identical
and not Mismatched.

Create a controller EDRRM template

Event-driven radio resource management (EDRRM) is a feature that allows
an access point that is in distress to bypass normal RRM intervals and imme-
diately change channels. A Cisco CleanAir access point always monitors Air
Quality (AQ) and reports on AQ in 15-second intervals. AQ is a better metric
than normal Wi-Fi chip noise measurements because AQ only reports on
classified interference devices. That makes AQ a reliable metric in that you
know that what is reported is not caused by Wi-Fi energy (and hence is not a
transient, normal spike).

Deployment Details



The key benefit of EDRRM is very fast action time (30 seconds). If an inter-
ferer is operating on an active channel and is causing enough AQ degrada-
tion that it triggers EDRRM, clients cannot use that access point or channel.
The only thing to do is get the access point off that channel. The EDRRM
feature is not enabled by default. You must enable it in two steps: enable
Cisco CleanAir and then enable EDRRM.

In this procedure, you create a template that is used to enable EDRRM for
both the 2.4 and 5Ghz bands.

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Design >
Configuration Templates > Controller, and then in the tree, navigate to
802.11a or n > dot11a-RRM > DCA.

Step 2: Without using illegal characters such as */" or ", provide a meaning-
ful name for the template. In the Assignment Mode list, choose Automatic,
for Event Drive RRM, select Enable, and then in the Sensitivity Threshold
list, choose Medium.

Monitor Configuration  Configuration Groups — Shared Palcy Objects

Templates

o

FERAR-I Features and Technologies > Controler > 802.11a.r n > dot11a-RRM
v [ Fesresansrectooges ~ | DCA

> [ nerfaces .
] v Template Basic
~ [ Controler

> Ssten Name: | Enable 802 an EDRRIM author [root
» B Securiy Descrintion | Enable 802 an EDRRM Feature Category DCA
> wLas Tags

> mexComect

,
S sozss v validation Criteria
~ B sz roon

v [ dottsaRAM *Device Type [ CUWN (defauit) [
Thresholds
Intervals v Template Detail

Gereral

Dynamic Channel Assignment Algorithm

Assgnment Mode | Automatic -

Awoid Forelgn 4P Interfersnce [ Enable

osveson [ ]

EoCh Paramaters aweid Cisco 4P Ioad (7] Enable

Roaming Farameters Awveid non 802,11 Noise 7] Enable

g02.11h #woid Persistent Non-Wi Interference [ Enable
High Throughput (802,11 signal Strength Contribution |/ Enable

» [ ezmborgorn Chanrel Wiith

> B e Event Driven RRI

> [ aragement Evert Driven RN 9] Endble

: g L“’ . Sertivity Threshold [ Medium [<]

=

=

o ons

> [ Application Visbity And Co Footrotes

> [ nistsow I

> g sty 1 are supported for 7.0 orwards.

v [ wan Optinization
» 2 Appication ity
> 5 iarwnrk analeni i
R P —

(el
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Step 3: Click Save as New Template, and then, on the Save Template
dialog box, click Save. This saves the template in the My Templates folder.

Save Template x

*Folder |M~; Temnplates (] |

| Cancel |

Step 4: After saving the new template into the My Templates folder, at the
bottom of the screen, click Deploy, select each of the wireless LAN control-
lers to apply the template to, and then click OK.

Template Deployment- Prepare and schedule x
[C Description Type 1P Address. Vendor
@ val AllMembers
O WLCOERP2 WLC-0EAP-2 Wireless Controler  192.168.19.21  Cisco
[u] DMZ-WLC-Guest DMZ-WLC-Guest Wireless Controler  192.168.19.54  Cisco e
m] WLC-OEAP-1 WLC-OEAP-1 Wireless Controler  192.168.19.20  Cisco
WLCRemoteSites-1 WLCRemotestes-1 Wireless Controler 10.4.46.68 Cisco
WLC-LPrimary WLC-1-Primary Wireless Controllr  10.4.46.64 Csco
=] RS208-WLC2504 RS208-WLC2504 Wireless Controler  10.5.87.10 Cisco
YWLCT 41 42 WILCT 41 42 Wireless Controler  10.5.24.64 Csco
[ » Device Type Device Type

» Value Assignment

~ Schedule

Job Name [ iob_Config_Deploy_8_13_35_215_AM_11_15_2012
StatTme  © Now O Date | 11/15/z0i2 0813 an [ (HMM/cidfyyyy bhumm aM/PH)

» Summary

E3 (concel

Step 5: Repeat Step 2 through Step 4 for 802.11b/g/n.

Create a Cisco CleanAir controller template

The next step is to configure the controller for Cisco CleanAir, and then for
each band, you identify which types of interferers are important to report
and alarm on.

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Design >
Configuration Templates > Controller > 802.11a or n > CleanAir.
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Step 2: On the CleanAir template, do the following:

Provide a meaningful name and description (Example: CleanAir 11a or n).

Next to CleanAir, select Enable.

Next to Report Interferers, select Enable. The interferers selection box

for reporting appears.

Move the following interferer types to the Interferers Selected for
Reporting box: Continuous Transmitter, DECT-Like Phone, Jammer,

Video Camera.

Next to Interferers For Security Alarm, select Enable. The interferers

selection box for security alarms appears.

Move the following interferer types to the Interferers Selected for
Security Alarms box: Continuous Transmitter, DECT-Like Phone,

Jammer, Video Camera.

/) Home  Design ¥ Deploy ¥ Operate ¥ Report v Administration v

Monitor Configuration

Corfiguration Groups  Shared Policy Ohjects

Templates
(T B)  Features and Technokaes > Contoler >80211aorn
= Cleanair
G |E=vg -

v [ Features and Technolbgies
> [ Mterfaces

v Template Basic

*Name | Cleanair 113 or n
Description | Cleanair 113 orn

> £ Seaunty Tags |

> [0 Aexcomect
> S a0ir

<[ ez riaorn
SESTE
Parom:

ters €

~ validation Criteria

*Device Type [ CUWN (default) ©

~ Template Detail

Cleandir Enable
Reporting Configuration

Report Interforers (] Enable

= e
& e

Roaing Paameters

; Interferers Ignored for Reportin Interferers Selected for Reporting|
a0z.11

- Canopy B Corfinuous Transritter =
High Throughput (802, 1) SuperdG DECT-Like Phone
TOD Transritter Jammer
» [ seziborgorn
. gm i W Invalid Chamnel Viden Camera
.| W Iverted
= |
s B WIMAX Mobile
» (53 docation
> s
> e - -
> [ mons
* [ Appication Visbiity And Contrc Persistent Device Propagation (] Enable
> [ dtrow alarm Canfiguration
> Secumy

Air Qualty Alarm [T Enable
Air Quality Unclassified category alarm [ Enable
=
> 5 el rempiate Interferers Ignored for Security Alarms
[ My Tags Cariopy A
%5 Composite Templates
b 5 My Templates

> [ wan Gpiimization
> [ Appbication vibity

Interferers Selected for Security Alarms
Continuious Tramsmitter
SUperAG DECT-Like Phone

TOD Transmitter
WIFi Invalid Charnel
WIFi Inverted
WIMAX Fixed =
WIMAX Mchile

lammer
viden Camera

New Terplate |REgel)]

Author | root

Feature Categary CleanAir
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Step 3: Click Save as New Template, on the Save Template dialog box,

choose My Templates, and then click Save.

Save Template

*Folder |r'-'1y Templates

Q]

Step 4: After saving, at the bottom of the screen, click Deploy, select each
of the wireless LAN controllers to apply the template to, and then click OK.

Template Deployment- Prepare and schedule

[CR Description Tye P Address. Vendor
@ vaL AllMembers

=] WLCOERP2 WLC-OEAP-2 Wireless Controllr  192.168.19.21  Gsco
=] DMZ-WLC-Guest DMZ-WLC-Guest Wieless Controler  192.168.19.54  Cisco
m] WLC-OEAP-1 WLC-OEAP-1 Wireless Controler  192.168.19.20  Cisco
WLCRemotesites-1 WLCRemotestes-1 Wieless Controller  10.4.46.68 Csco
WLC-1-Primary WLC1-Primary Wireless Controllr  10.4.46.64 Csco
O RS208-WLC2504 RS208-WLC2504 Wireless Controler 10.5.87.10 Cisco
VWLCT_41 42 WILC7_4 142 Wireless Controllr  10.5.24.64 Cisco
O Device Type Device Type

» Value Assignment

v Schedule

Job Name [ iob_Config_Deploy_8_13_35 215 AM_11_15 2012

statTime @ Now O Date [11/15201208:13AM [ | (MM/cdfyyyy hhumm aM/PM)

» Summary

E3 (concel |

Step 5: In Cisco Prime Infrastructure 1.3, navigate to Design > Feature

Design > Controller > 802.11b or g or n > CleanAir.
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Step 6: On the CleanAir template, do the following:
Provide a meaningful name (Example: CleanAir 11b or g or n).
Provide a meaningful description (Example: CleanAir 11b or g or n).
Next to CleanAir, select Enable.

Next to Report Interferers, select Enable. The interferers selection box
for reporting appears.

Move the following interferer types to the Interferers Selected for
Reporting box: Bluetooth Discover, Bluetooth Link, Continuous
Transmitter, DECT-Like Phone, Jammer, Microwave Oven, Video
Camera, Xbox.

Next to Interferers For Security Alarm, select Enable. The interferers
selection box for security alarms appears.

Move the following interferer types to the Interferers Selected for
Security Alarms box: Bluetooth Discover, Bluetooth Link, Continuous
Transmitter, DECT-Like Phone, Jammer, Microwave Oven, Video
Camera, Xbox.

0 Brime
FED I S
e 4) Home Desgn ¥ Deploy Y Operate ¥ Report v Adwinstration ¥ I
OCIVT=gl)  Monitor Configurstion  Configuration Groups  Shared Policy Obiects
Templates
( D) | Festures and Technologies > Controller > 802.11b o g oF
— © Cleanair
@ Ere .
v ) Festwesond Fechnobaes © ~ | v Template Basic
B neraces *Name | Cleaniir 11b or gor o Author | oot
[E o] Description | Cleanair 11b or gor FeatLre Category CleanAir
b sumtem Tags [
> ey
» o s  validation Criteria
[ pe— *Device Type [ CUWN (default) [ ogveson [ ]
=
- v Template Detail
B Clsanair__[V] Enable
[ yp— Reporting Configuration
SR —— Report Interferers 7] Enable
Interferers Ignored for Reporting interferers Selected for Reporting
[ Media Parameters
B02.11FH B BlLgtooth Discovery =
% EDCA Parameters 802.15.4 Bluetooth Link
Canopy Continuous Transmitter
= Roaming Parameters SuperdG DECT-Like Phone
= TOD Transmitter Jarnmer
B Hioh Theoushout®02.L| | 5| uif i Channel Microwave Oven
e = WIFi Inverted < | video camera
B de] s [
Y mesh WINLAX Mobl:
> 5 Managenant
rE ow Z -
> B tocation
Persistent Device Propagation (] Enable
(= Alarm Configuration
g & Quaity alrm [ Enable
> mos Air Quality Unclassified category Alsm [JEnabls
» B0 Acpication Viabilty And < inter ferers For Security Alarm ¥/ Enable
YO Netiow Interferers Ignored for Security Alarms [interferers Selected for Security Alarm:
S 802 11FH Z BLtooth Discovery 7
. ooty 802.15.4 Blustooth Link
b W Optimiatin Canopy Continuos Transrritter
- SuperAG DECT-Like Phone
» B0 Appication istity TOD Transmitter Jammer
- WiFi Tnvali Chanrel Microwave Oven
P sistnark dnass sockee WIF Inverted Video Camera
6 (M @ WILAX Fixed
— o WIMAX Moble:
2 myTags
54 Composite Templates hd
< i D
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Step 7: Click Save as New Template, on the Save Template dialog box,
choose My Templates, and then click Save.

Save Template x

*Eolder |r'-'1y Templates S |

| Cancel |

Step 8: After saving, at the bottom of the screen, click Deploy, select each
of the wireless LAN controllers to apply the template to, and then click OK.

Installing the Cisco Mobility Services Engine Virtual Appliance

1. Install the Cisco MSE virtual appliance
Start the Cisco MSE virtual appliance

Configure the Cisco MSE virtual appliance

> WD

Verify installation of MSE virtual appliance

The Cisco MSE VA is deployed within a VMware environment hosted within
the data center or server room. This document assumes that a fully func-
tional VMware environment has been deployed and is operational.

Although capable of much more, the use of the Cisco MSE VA in this deploy-
ment guide is to provide historical Cisco CleanAir reporting. Through the
use of the MSE, historical information regarding the location and types of
interferers is visible through Cisco Prime Infrastructure 1.3.
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Install the Cisco MSE virtual appliance

Step 1: Using the VMware vSphere client, click File, and then choose
Deploy OVF Template.

Deploy OWF Terpiate.. |

Export v

Report @l chasi-si.ciscolocal YMware ESXi, 5.0.0, 768111 | Evaluation (42 days remaining)

Browse. WA Marketplace. s
Pt Haps > close ta
- What is a Host?
aszST o Tocal A hOst IS 3 COMpUEET that uses virtualization software, such
R5200 Data Certer a5 ESK or ESXI, to run virtual machines. HOsts provide the Virtusl Machines:

CPU and memary resources that virtual machines use and
give virtual machines access to starage and network

cannectivity. Cluster

Basic Tasks

G Deploy from YA Marketplace
&' Create a new virtual machine Detacenter
wCenter Server

usphere Client

Explore Further

= Learn more about hosts
= Learn how to create virtual machines

| Enhance your datacenter
Learn aboutvSphere vhaotion, HA, DRS, and more

L

Step 2: In the Deploy OVF Template wizard, on the Source page, browse to
the location of the Cisco MSE Open Virtual Appliance (OVA) file, and then
click Next.

Step 3: On the OVF Template Details page, review the OVF template details,
and then click Next.

Step 4: On the Name and Location page, enter a unique and descriptive
name for the virtual appliance that you are installing (Example: vYMSE-
VA-7-4-0-31), choose a location to install the virtual appliance, and then click
Next.

Step 5: On the Host /Cluster page, choose the host or cluster on which to
install this virtual machine, and then click Next.

Step 6: On the Storage page, choose where you want to store the virtual
machine files, and then click Next.

Step 7: On the Disk Format page, select Thick Provision Lazy Zeroed, and
then click Next.
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Step 8: On the Network Mapping page, in the Destination Networks column,
choose the appropriate network mapping group previously defined to the
VMware environment (Example: Servers_1), and then click Next.

%) Deploy D¥F Template BI=I B

Network Mapping
‘what networks should the deploved template use?

Source

OWF Templabe Details
Mame and Location

IMap the networks used in this OVF template to networks in your inventory

Host | Cluster Source Networks | Destination Netwarks |
Storage Default =.:. ers 1 ﬂ
Disk Format i
MNetwork Mapping
Ready to Camplete Q
Description:
Default Metwark ;I
[

Help | < Back. | Mext = I Cancel

4
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Step 9: On the Ready to Complete page, review the selected options, and
then click Finish. The OVF installation begins.

(% Deploy OVF Template

Ready to Complete
Are these the options you want to use?

‘Wwhen you click Finish, the deployment task will be started,
Deplayment settings:

1M[=] E3

OWYF File: C:\DownloadsiMSE-YA-7-4-0-31-Generic.ova
o Download size: 468.3 GB
Imlete Size on disk: 488.3GB
Mame: Cisco Mobility Services Engine Virtual Appliance
Folder: 10k
HostiCluster: chasl-s1.cisco.local
Datastore: chas1-s1-local
Disk provisioning: Thick Provision Lazy Zeroed
Metwork Mapping: “Default” to "Servers_1"

[~ Power on after deployment

Help I < Back | Finish I Cancel

|

Next, install the Cisco MSE software on the new virtual machine.

Step 1: In the VMware vSphere client, select the virtual machine just
installed (Example: vYMSE-7-4-0-31), and then select Power on the virtual
machine.

Step 2: On the Console tab, after you receive the “Cisco Mobility Services
Engine” banner, press Enter. The “ImportError: No module named gamin”
error appears.

4

Step 3: Atthe mse login prompt, enter the default username and password:
root/password. The installation begins and can take up to 45 minutes to
complete, depending on the performance of the VM host machine.

VMSE-7-4-0-31
Getting Started | Summary | Resource Alocation | Performance | Tasks & Events | Alarms [[EIRYO Permissions | Maps | Storage Views | Update Manager

la
d", line 48,

dule nmamcd gamin

Cisco Mobility Service Engine
mse login: root

g the Cisco
mplete

Mobility Service Engine installer. It may take several minutes

The installation process can take 45-60 minutes or more to com-
plete. At times during the automated installation process, there
may be times where no indication of progress is displayed. Your
installation time may vary depending on CPU resources available.

Step 1: After the virtual machine restarts, in VMware vSphere, navigate to
the Console tab.

Step 2: Atthe mse login prompt, enter root for the user ID and password
for the password and press <Enter>. The Setup Wizard will ask you if it
should be stared, enter YES and press Enter.

Setup parameters via Setup Wizard (yes/no) [yes]: YES



Step 3: Type Y for Yes, and then enter the host name of the Cisco MSE
virtual appliance.
Current hostname=[mse]
Configure hostname? (Y)es/(S)kip/ (U)se default [Yes]:
Enter a host name [mse]: vMSE-VA-7-4-0-31

Step 4: Type Y for Yes, and then configure the domain name. (Example:
cisco.local)
Current domain=[]
Configure domain name? (Y)es/ (S)kip/ (U)se default
[Yes] : <ENTER>

Enter a domain name for the network domain to which this
device belongs. It must contain only letters, digits, hyphens
[LDH rule] and dots.

It cannot begin and end with a hyphen.

Enter a domain name : cisco.local

Step 5: Type S for Skip. This skips the high availability configuration.

Current role=[Primary]
Configure High Availability? (Y)es/(S)kip/(U)se default [Yes]:
Skip <ENTER>

Step 6: Type Y for Yes, and then configure the ethQ interface parameters.

Current IP address=[1.1.1.10]

Current ethO netmask=[255.255.255.0]

Current gateway address=[1.1.1.1]

Configure eth0 interface parameters? (Y)es/(S)kip/ (U)se
default [Yes]: Yes

Enter an IP address for first ethernet interface of this
machine.

Enter eth0 IP address [1.1.1.10] : 10.4.48.40

Enter the network mask for IP address 10.4.48.40.

Enter network mask [255.255.255.0]: 255.255.255.0

Enter a default gateway address for this machine.

Note that the default gateway must be reachable from the first
ethernet interface.

Enter the default gateway address [1.1.1.1]: 10.4.48.1
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Step 7: Type S for Skip. This skips the configuration of a second Ethernet
interface.
The second ethernet interface is currently disabled for this
machine.
Configure ethl interface parameters? (Y)es/(S)kip/ (U)se
default [Yes]: Skip <ENTER>

Step 8: Type Y for Yes, and then configure the DNS (Example: 10.4.48.10).

Domain Name Service (DNS) Setup

DNS is currently enabled.

No DNS servers currently defined

Configure DNS related parameters? (Y)es/(S)kip/ (U)se default
[Yes]: Yes

Enable DNS (yes/no) [yes]: Yes

Enter primary DNS server IP address: 10.4.48.10

Enter backup DNS server IP address (or none) [none] : <ENTER>

Step 9: Configure the current time zone (Example: America/Los Angeles).

Current timezone=[America/New York]
Configure timezone? (Y)es/(S)kip/ (U)se default [Yes]: Yes
<ENTER>
Please identify a location so that time zone rules can be set
correctly.
Please select a continent or ocean.
1) Africa
Americas

N

Antarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Ocean
Pacific Ocean

—
O W © J o Ul W

UTC - I want to use Coordinated Universal Time.
12) Return to previous setup step (").
#? 2 <ENTER>
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3) Argentina

4) Aruba

5) Bahamas

6) Barbados

7) Belize

8) Bolivia

9) Brazil

10 Canada

11) Cayman Islands
12) Chile

13) Colombia

14) Costa Rica
15) Cuba

16) Dominica

17) Dominican Republic
18) Ecuador

19) El Salvador
20) French Guiana
21) Greenland
22) Grenada
23) Guadeloupe
24) Guatemala
25) Guyana
26) Haiti

#? 47 <ENTER>

Martinique

Mexico

Montserrat
Netherlands Antilles
Nicaragua

Panama

Paraguay

Peru

Puerto Rico

St Barthelemy

St Kitts & Nevis

St Lucia

St Martin (French part)
St Pierre & Miquelon
St Vincent

Suriname

Trinidad and Tobago
Turks & Caicos Is
United States
Uruguay

Venezuela

Virgin Islands (UK)
Virgin Islands (US)

Select your time zone from the country specific time zone

menu.

<SNIP>

20) Mountain Standard Time - Arizona

21) Pacific Time
22) Alaska Time

#? 21 <ENTER>

The following information has been given:

United States
Pacific Time
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Therefore TZ='RAmerica/Los Angeles’ will be used.

Local time is now: Fri Oct 5 07:54:52 PDT 2012.
Universal Time is now: Fri Oct 5 14:54:52 UTC 2012.
Is the above information OK?

1) Yes
2) No
#? 1 <ENTER>

Step 10: Choose the default option as to when Cisco MSE automatically
restarts.
Enter whether you would like to specify the day and time
when you want the MSE to be restarted. If you don’t specify
anything, then Saturday 1 AM will be taken as the default.
Configure future restart day and time ? (Y)es/(S)kip [Skip]:
<ENTER>

Step 11: Specify the remote syslog server used to publish the Cisco MSE
logs (Example: 10.4.48.15).

Selecting a priority level of 2 generates both warning and infor-
mation-level messages. The facility value is a way of determining
which process created the message. LOCALO through LOCAL7
are typically used for networking equipment.
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Configure Remote Syslog Server

A Remote Syslog Server has not
machine.

Configure Remote Syslog Server
es/ (S)kip/ (U) se default [Yes]:
Configure Remote Syslog Server

Configure Remote Syslog Server
select a priority level

1) ERROR (ERR)

2) WARNING

3) INFO

Enter a priority level (1-3)

Configure Remote Syslog Server’

Select a logging facility
0) LOCALO (16)

1) LOCALL (17)
2) LOCAL2 (18)
3) LOCAL3 (19)
4) LOCAL4 (20)
5) LOCAL5 (21)
6) LOCAL6 (22)
7) LOCAL7 (23)

to publish/MSE logs MSE logs.
been configured for this
Configuration parameters? (Y)

Yes

IP address 10.4.48.15

Priority parameter.

: 2 <ENTER>

s Facility parameter.

Enter a facility(0-7) :4 <ENTER>

Step 13: Configure Network Time Protocol (NTP), as shown below.

Network Time Protocol (NTP) Setup.

If you choose to enable NTP, the system time will be
configured from NTP servers that you select. Otherwise, you
will be prompted to enter the current date and time.

NTP is currently disabled.

Configure NTP related parameters? (Y)es/(S)kip/ (U)se default
[Yes] Yes

Enter whether or not you would like to set up the

Network Time Protocol (NTP) for this machine.

If you choose to enable NTP, the system time will be
configured from NTP servers that you select. Otherwise,

you will be prompted to enter the correct date and time.
Enable NTP (yes/no) [no]: Yes

Enter NTP server name or address: 10.4.48.17

Enter another NTP server IP address (or none) [none]: <ENTER>
Configure NTP Authentication ? (Y)es/(S)kip/ (U)se default
[Yes]: Skip

Step 14: Type S for Skip. This skips the configuration of the Cisco MSE
audit rules, login banner, and console access.

Audit rules Setup.

Configure audit rules and enable Audit daemon? (Y)es/ (S)kip/
(U) se default [Yes]: Skip <ENTER>

Current Login Banner = [Cisco Mobility Service Engine]
Configure login banner (Y)es/(S)kip/(U)se default [yes]: Skip
<ENTER>

Step 12: Type S for Skip. This skips the next step, which is used for modify-

. ) ) System console is not restricted.
ing the iptables for Cisco MSE.

Configure system console restrictions (Y)es/ (S)kip(U)se

Enter whether or not you would like to change the iptables for default value [Yes] : Skip <ENTER>

this machine (giving access to certain host).

Configure Host access control settings ?(Y)es/(S)kip [Skip]:
<ENTER>
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Step 15: Type Yes. This enables SSH root access.

SSH root access is currently enabled.

Configure ssh access for root (Y)es/(S)kip(U)se default [Yes]:
<ENTER>

Enter whether or not you would like to enable ssh

root login. If you disable this option, only console

root login will be possible.

Enable ssh root access (yes/no): Yes <ENTER>

Single user mode password check is currently disabled.
Configure single user mode password check (Y)es/(S)kip/ (U)se
default [Yes]: Skip <ENTER>

Configure root password (Y)es/(S)kip/(U)se default [Yes]:
<ENTER>

You can now choose the new password.

A valid password should be a mix of upper and lower case
letters,

digits, and other characters. You can use a 14 character long
password with characters from all of these classes. An upper
case letter that begins the password and a digit that ends it
do

not count towards the number of character classes used.

Enter new password: Hgt50N3181.5n2B <ENTER>

Cisco MSE requires the use of strong passwords, which must be
a minimum of 14 characters long with rigid requirements on the
use of various character classes. Choose a strong password and
document it according to your internal InfoSec policies.
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Step 16: Accept the default log-in parameters and GRand Unified
Bootloader (GRUB) settings.

Login and password strength related parameter setup

Maximum number of days a password may be used : 99999
Minimum number of days allowed between password changes : 0
Minimum acceptable password length : disabled

Login delay after failed login : 5

Checking for strong passwords is currently enabled

Configure login/password related parameters? (Y)es/ (S)kip/ (U)
se default [Yes]: Skip <ENTER>

GRUB password is not currently configured.

Configure GRUB password (Y)es/(S)kip/(U)se default [Yes]: Skip
<ENTER>

GRUB is used to password-protect the boot loader in Linux
systems. If you specify a GRUB password, each time the virtual
appliance is booted up, the GRUB password must be entered. If
the password is lost or forgotten, the virtual appliance cannot be
booted up. Configuring a GRUB password should be done with
consideration and documented accordingly in your organization’s
operations manual.
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Step 17: Configure the Cisco Prime Network Control System (NCS) com-
munications username by selecting Yes to configure it.
Configure NCS communications username? (Y)es/ (S)kip/ (U)se
default [Yes]: Yes <ENTER>
Enter an admin username.
This user is used by the NCS and other northbound systems
to authenticate their SOAP/XML session with the server.
Enter a username : vMSEuser
Configure NCS communication password? (Y)es/ (S)kip/ (U)se
default [Yes]: Yes <ENTER>
Enter a password for the admin user.
The admin user is used by the NCS and other northbound systems
to authenticate their SOAP/XML session with the server.
Once the password is updates, it must correspondingly be
updated
on the NCS page for MSE General Parameters so that the NCS can
communicate with the MSE.
Enter NCS communication password: ClscO!349@

Confirm NCS communication password : ClscO!349@
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Step 18: Confirm and approve the settings obtained through the Setup
Wizard.

Host name=vMSE-VA-7-4-0-31
Domain=cisco.local
EthO IP address=10.4.48.40, Eth0 network
mask=255.255.255.0
Default gateway=10.4.48.1
Enable DNS=yes, DNS servers=10.4.48.10
Time zone=America/Los Angeles
Enable NTP=yes, NTP Servers=10.4.48.17
Enable SSH root access=yes
Root password is changed.
NCS username is changed.
NCS password is changed.
Remote Systemlog Server IPAddress=10.4.48.15, Remote
Syslog Server Facility=Local0
Remote Syslog Server Priority=WARNING

You may enter “yes” to proceed with configuration, “no” to
make more changes, or “*” to go back to the previous setup.
Configuration Changed

Is the above information correct (yes, no, or "): Yes <ENTER>

Verify installation of MSE virtual appliance

Manually restart the Cisco MSE server and using the following steps,
confirm that the MSE processes have indeed started.

Step 1: In VMware vSphere, shutdown and restart the Cisco MSE VA host.
Step 2: On the Console tab, log in to the Cisco MSE by entering root

for the user ID and the password configured in Step 15 (Example:
Hgtb50N3181.5n2B).
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Step 3: When logged in, enter the getserverinfo command, and then note
the status of the Health Monitor.

VYMSE-7-4-0-31
| Getting Started | Summary | Resource Allcation | Performance | Tasks &Events | Alarms [EREEION Permissions | Maps | Storage Views | Update Manager

Cisco Mobi Engine

n: Traceback (most rec
pdatesd™, line 48, i

module named gamin
Service Engine

?-4-8-31 login: root

t running
31 "I _

Step 4: If the Cisco MSE Health Monitor is running, skip to the next
procedure.

If the Cisco MSE Health Monitor is not running, enter the service msed start
command. The MSE platform processes start.

B85 on ttyl
tserverinfo
Health
[rootlu
Starti
no c

384 bytes pe

1ly. Starting framework and services .................
Framework cessfully started

[root@vMSE-UA-7-4-B-31 ~1#

Step 5: Repeat Step 3 and verify that the MSE Health Monitor is running.

Configuring Cisco Prime Infrastructure 1.3 for the Cisco MSE VA

1. Log in to Cisco Prime Infrastructure 1.3
Add a user ID for the Cisco MSE VA

Add the Cisco MSE VA

Confirm Cisco MSE VA addition and license
Synchronize the WLCs to use Cisco MSE
Enable NMSP between MSE and WLCs

o O~ ® N

Cisco Prime Infrastructure1.3 must be configured with the relevant Cisco
MSE VA information. This configuration allows Prime Infrastructure 1.3 to
communicate with the MSE VA server.

Prime Infrastructure supports the following browsers.

- Google Chrome—19.0 build

- Mozilla Firefox— ESR 10.x, 13.0 and 14.0

- Microsoft Internet Explorer 8.0 or 9.0 with Chrome plug-in.

Native Internet Explorer is not supported. The recommended
minimum resolution for each browser is 1280 x 800 pixels.



Log in to Cisco Prime Infrastructure 1.3

Prime Infrastructure supports the following browsers.

- Google Chrome—19.0 build
- Mozilla Firefox— ESR 10.x, 13.0 and 14.0
- Microsoft Internet Explorer 8.0 or 9.0 with Chrome plug-in.

Native Internet Explorer is not supported. The recommended
minimum resolution for each browser is 1280 x 800 pixels

Step 1: Using a supported browser, access the Cisco Prime
Infrastructure 1.3 management interface (Example: https://10.4.48.38).

Step 2: Log on using the configured Cisco Prime Infrastructure 1.3 user ID
and password (Example: root/Prime13).

& =2 € [ https//104.48.38Avebacs/pages/common/loginjspyjsessionid=41C12880896802EFC8BACH9B33F13ECE =

Cisco Prime

Infrastructure
nnnnnnn
eeeeeee mut
ssssss
L 'W'I

92053 o Symenac, G, Caco Syt and o Systens oo e s ademak of o i,
ST andfor 5 aies 1 s 3 ond arie ot oo cisco
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Add a user ID for the Cisco MSE VA

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Administration >
Users, in the list, choose Add User, and then click Go.

Virtusl Domain ROOT-DOMAIN | roat v
/) Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥

Users, Roles & AAA

Change Password }ljn::\!r:ftvatmn > Users, Roles & AA4 > Users ] e GQ‘
Local Password Policy

I User Name Member OF Status Aucit Tral

T Ming Admin Active =]

C o user1 Super Users Active =

O oot Root Active €]

Step 2: Enter the username (Example: vYMSEuser) and password (Example:
C1scQ!349@) that you configured in Step 17 of Procedure 3, “Configure the
Cisco MSE virtual appliance.”

Step 3: Select Admin, Config Managers, Super Users, and System
Monitoring, and then click Save.

It may be necessary to modify the password policy in Cisco
Prime Infrastructure 1.3 in order to accept passwords that contain
variations of the word Cisco as used above. To do this, navigate to
Administration > Users, Roles & AAA > Local Password Policy,
and modify the necessary policy settings in order to match your
security policy.
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 (dHome Deson v Depy v Operate ¥ Report v Adminstiaton v

Users, Roles & AAA

Change Password Add User

Admiristration > Users, Roles & AAA > Users > Add User

Virtual Domains

Local Password Policy

Username I WMSELser
New Password @ [
Confirm Password i e —

Groups Assigned to this User

TACACS+ ' admin

RADIUS Servers ¥ Config Managers
S50 Servers I Lobby ambassador
S50 Server AAA Mode ™ Moritor Lite &

I North Bound 4P1 @
I Root &

W Super Users

™ system Moritoring
I User Assistant &

¥ User Defined 1 ]

[ Eavi\\l Cancel |

Add the Cisco MSE VA

Step 1: Navigate to Design > Mobility Services Engines.

@ Horne: Design v | Deploy ¥ Operate ¥ Report v Admiristration ¥ .

é Configuration Mobility Services

Feature Design nobilt: Sepvices Engnes

Monitor Configuration Synchroni ervices

Configuration Groups Synchronization History

Shared Policy Ohjects High Awailability

wireless Configuration = Context Aware MNotifications L

Custorn SMMP Ternplates Mobile Concierge
AF Bvailability: @ Automated Deployment Profiles '|'

ﬂ Management Tools

Port Grouging

Site Map Design

Autornatic Hisrarchy Creation

Endpoint-Site Assaciation

External Management Servers »
&% Network Services

Incidents Performance Detall Dashboards

Cliert Security Mesh Cleanair
Filters (L) *Time Frame | Past 1 Hour =

Metwork Device Summary
Total Managed Device Count: 24

]

Step 3: On the Add Mobility Services Engine page, enter the following
parameters:

Device Name—vMSE-VA-7-4-0-31

IP Address—10.4.48.40

Contact Name—SBA

Username—admin (do not change this)
Password—(do not change the auto filled value)
HTTP Enable—No

Note that enabling HTTP changes the default from HTTPS. It is
recommended that you leave HTTP disabled for added security.
It is not necessary to change the password.

L

Add Mobility Services Engine

Step 2: In the list, choose Add Mobility Services Engine, and then click Go.

o T e e e e I~ 3]

‘Add Mobiity Senvies Engne [<] [ Go

Mobility Services Engines
Servies > Mobilty Services Engines

Nane Detected
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Delete synchranized service assgnments I (Network designs, controliers, wired switches and event definitions)

Add MSE Configuration

—— Device Hame [Weeva740a1 |

Select Senvice

= 1P Address | FGEXERT]

Assign Maps Contact Name: 584 Admin] I

Hable App Ensblement Usemaret | —
Password 2/ ET—
HITR() I Enable

O selecting permanently

Existing location history ds ined, however you must use

© starting version 7.2.x of the MSE, Vtual IP (VIP) address support has been igh Availabilty and figured a VIP, add the MSE
using the YIP and not the health montor TP.
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Step 4: On the MSE License Summary page, review the Cisco Prime licens- Step 5: On the Select Mobility Service page, select Context Aware
ing for the Cisco MSE VA. If you do not have additional licenses to add, click Service, Wireless Intrusion Protection Service (WIPS), and Mobile
Next. Concierge Service, and then click Next.

MBSE License Summary

Edit MSE Configuration
= © Permanent icenses include instaled bcense counts and in-built icense counts. Select Mobility Service
Select Service MSE Name (UDI) | Service  Platform Limt | Type Installed Limit | Licerse Type Count | Unlicenssed Count | % Used Edit MSE Configuration
Tracki YMSE-WA-7-4-0-31 Not Activated ( AIR-MSE-VA-K9:v01:vMSE-VA-7-4-0-31.cisco.local ¢ 1e2-9dfi
cas 19000 CaS Bements 100 EEbEiEn(EEs () 0 Li i
M ft) icensing
= ’
wWIPS Monitor Mode 1 Evsbaton (80ders 5 Context Aware Service
Gid wPs S0 b eft) Select Service
WIPS Loca Mods 495 10 gy eer g 5 ) ) )
p ®  Cisco Context-aware Engine for Clents and Tags
Tracking

Aissign Maps (1 Partner Tag Engine @

Mohile App Enablement

<]

WIPS

<]

Mobile Concierge Service

O

Location Analytics Service

=3

If you have additional licenses for the MSE, click Add License. On the Add A

License File dialog box, click Choose File, select the Cisco MSE license file
that you received as part of the fulfillment process, and then click OK. On the
MSE License Summary page, click Next.

Step 6: On the Tracking page, enable the following real-time and historical
tracking services as shown in the following table, and then click Next.

Table 1 - Tracking and history parameters

Tracking History
Wired Client Wired Stations
x Wireless Clients Client Stations
MSE Mame: :\ B 7-4-D-42.ciscoocal_da311c74-747e-11e2-9d1b-005056a21c77)
e i (S oo ot Rogue Access Points Rogue Access Points
(- JE==n -
Rogue Clients Interferers
Active RFID Tags —
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Edit MSE Configuration
Licensing

Select Service
Tracking

Assign Maps

Mabile App Ensblement

gelect Tracking & History Parameters,

Tracking Histon
¥ wired Clients ¥ wired Stations
7 Wirsless Clents et Stations

¥ Rogue AccessPaints

™ Bxclude Adhoc Rogue APs
7 Rogue Cients
V' Interferers

W Rogue Access Paints
W Rogue dients
 Interferers

I Asset Tags
¥ Active RFID Tags

=)

Step 7: On the Assign Maps page, click Next.

Step 8: On the Mobile App Enablement page, do not enable Mobile App
Integration, click Done, and then on the “Your MSE Settings have been
saved” message, click OK.

Edit MSE Configuration
Licensing

Select Service

Tracking

Assign Maps

Mabile App Enablement

Mobile App Enablement

¥ General

T Enable Mabie App Integration &

‘The page at https://10.4.48.38 says:

Your MSE Settings have been saved.
Get the most from|

Provide indoor location
1o your users on their wireless devices.

Create location-based notifications and offers.

Powered by (@ meridian

[1Back ][ Dare |
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Confirm Cisco MSE VA addition and license

It may be necessary to limit the number of elements that are being tracked,
according to the license. If you are using the evaluation license, which allows
100 items to be tracked and expires in 180 days, you may have to limit what
those license elements are being used for. This procedure provides guid-
ance for manually configuring which items to track.

Step 1: Navigate to Design > Mobility Services Engines, and then verify
that configured IP address of the Cisco MSE VA is reachable and that each
of the mobility services are available.

= Virtual Domain ROOT-DOMAIN | rectw | O+
(> Home | Desgn v | Deploy * Operate ¥ Report v Administration v

Mobility Services Engines T SeCt 3 commmand — I

Services > Mobility Services Engines

Moty Service
Admin Service
Name Status Status

™ Device Name Device Type 1P Address Wersion Reachabiity Status = Secondary Server

Context Aware
Service
Wireless Intrusion
Cisco Mobility Services Engine - NfA (Cick here to Enabled up
o Applre 10.4.48.40 7.4.031 [Reachable it Protection Service
Mobile Concierge Enabled w
Service

Enabled Up

[0 wMsE-va-7-4-031

Step 2: If you do not want to manually configure which devices are tracked,
skip to the next procedure.

If you want to manually configure tracking, navigate to Design > Mobility
Services Engines, and then select the Cisco MSE.

Step 3: In the tree, navigate to Context Aware Services > Administration >
Tracking Parameters.
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Step 4: Enable only the Network Location Service elements necessary,

and then enter a limit value that conforms to your Licensed Limit (Example:
15 Wireless Clients + 45 Rogue Access Points + 10 Rogue Clients + 30
Interferers = 100 Licensed Elements). When appropriately valued, click Save.

Virtual Domain ROOT-DOMAIN | raa! P~
/) Home Desiogn ¥ Deploy ¥ Operate ¥  Report ¥ Admiistration v

System , Tracking Parameters: vMSE-VA-7-4-0-42
Services > Miobiity Services Engines > vMSE-VA-7-40-42 > Context Aware Service > Administration > Tracking Parameters
@ hen Cisco Tag Engine is enabled, the Licensed Limit for WNetwork Location Service elements also includes Asset Tracking elements,

& General Tracking Parameters

*  administration

Metwork Location Service Elements: Licenzed Limit = 100
{i Tracking Parameters
Enable Tracking Parameters Enable Limiting Lt Value Active value ot Tracked
Fitering Parameters
& “ Wired Clients a 0 a
. Hstory Parameters Wireless Ciertts 15 1
i Presence Parameters Rogue AccessPaints 45 S0
i Import Asset Information Excludde Adhor Rogue 4Ps
i, Export Asset Information Rogue Clents o 0
Interferers 30 0 0
v Advanced
& Morthbound Hotifications
Asset Tracking Elements:
# Location Parameters
i Enable  Tracking Parameters Enabla Limiting  Limit Vale Active Vaue Mot Tracked
Notification Parameters
Active RFID Tags ] 0 0

*  Partmer Engine
& Partnier Engine Status

&, notification Statistics

wIPS Service >

Synchronize the WLCs to use Cisco MSE

In order to establish and assign Cisco MSE to each of the wireless LAN
controllers, it is first necessary to synchronize them. In the following steps,
you assign the MSE VA to each of the wireless LAN controllers in Cisco
Prime Infrastructure 1.3.

Step 1: Navigate to Design > Mobility Services > Synchronize Services.

{2 Home | Design v | Deploy v  Operate v Report v Admristration v

z s G &% Configuration Mobility Services
Liziii Feature Design Mobility Services Engines
e " — - ¢ Monitor Configuration Synchronize Services A
Configuration Groups Synchronization
Fiters (D) *Time Frame [Past 1Howr ~ Shared Poicy Objects High Availability

Wireless Configuration Context Aware Notifications I
Custom SNMP Templates Motile Concierge zation @
&4 (@ automated Deployment Profiles B

Network Device Summary
Tokal Managed Device Count: 80

Device IP Average
Management Tools
2 i cd 10.4.156 | Em
Site Map Design | 15874 = L
Automatic Hierarchy Creation
Endpoint.Site Assodation oca 10:57:4 | ECN
g External Management Servers v ‘ 1057.2 -E
5 Network Services [Fal
104635 23%
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Step 2: On the left side of the page, in the list, click Controllers.

(D Home | Design v | Deploy ¥ Operate ¥ Report ¥  Administration v

Network Designs
Network Designs Services > Synchronize Services > Network Designs.

© Modifying assignments for Network Designs wil auto assign the Controlers for CAS. Modifying assignments at Campus or Building level ahways
il e kel

Event Groups

show: Tyge [Al 5 [
Wired Switches §

I Hame & Type Service | MSE Sync Status | Message
Third Party Elements 1 System GPS Campus Campus - -

T Unassigned Campus
- 5 i i

Change MSE Assignment | | Reset |

Step 3: Select each of the wireless LAN controllers that you want to assign
to the Cisco MSE, and then click Change MSE Assignment.

i 4rHome Desion v Deploy Y Operate T Repot Y Administraton v

Controllers
Network Designs. Services > Synchronize Services > Controllers
© For MSE versions prior to 7.0.x, modifying the assignment for one service wil ao modfy the assignment for the other service(s).
Controllers
Event Groups ¥ ame & 1P Address Version Senice | MSE Syne Status | Message
¥ DMz-WLCGuest 1921681954 74142 - z :
Wied Switches I Rs208-WLC2504 10.5.67.10 7.4.142
Third Party Elements P wica-Rrimary 10.4.46.64 7.4.142
¥ wiCOEAP-1 192168.19.20  7.3.10L0
Service Advertisements ¥ WiC-OBAP-2 1921681921  7.3.10L0
¥ WiCRemotesites-1 10.4.46.68 7.4.142
¥ wwic7_41 42 10.5.24.64 7.4.142
Change MSE Assignment | | Resat

Step 4: On the Choose MSEs dialog box, select CAS (Context Aware
Service) and wilPS, and then click Synchronize.

Choose MSEs x

Name IP Address | CAS wIPS MSAP
VMSE-VA-7-4-0-31 1044840 W W B

| Synchruni@[ Cancel |
15}
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The Cisco Network Mobility Service Protocol (NMSP) is a Transport Layer
Security (TLS) based protocol that manages the communication between
the Cisco MSE and the wireless infrastructure inclusive of controllers and
Cisco Catalyst switches. Information collected at chokepoints, along with
various telemetry and emergency information, is communicated by using
this protocol.

If the wireless LAN controller was discovered in Cisco Prime Infrastructure
by using the Read/Write SNMP community string, then Cisco NMSP should
be established automatically between the Cisco MSE and the WLC. If
however the WLC was discovered using the Read Only community string,
NMSP is likely in the inactive state, as shown in Step 3 below.

In order for Cisco MSE to communicate with the wireless
infrastructure by using NMSP, the clocks of all devices must be
synchronized. It is therefore recommend that all infrastructure
components utilize NTP for consistent clock synchronization.

Step 1: Navigate to Design > Mobility Services > Synchronize Services,
and then in the left column, click Controllers.

Step 2: On the Controllers page, for each of the wireless LAN controllers
that provide Cisco CleanAir information, click the [NMSP status] link.

Vitudl Domain FOOT-DOMAIN | rooty | £+

siliilie Cisco Prime

cisco  Infrastructure
Controllers

Netwark Designs ervices > Synchron Controllers

© For MSE versions prior to 7.0.x, modifying the assignment for one service wil also modify the assignment for the other service(s).

Controllers

Event Groups I Name & Ip Address

Service Sync Status | Message

L]

‘Wired Switches T DMz-WLC-Guest 192.168.19.54 7.4.1.42 cas

Third Party Elements s

Service Advertisements I Rs208WL

r Wi 1044864 ; s E]

8 8 n

() Home Desgn v Depoy Y Operate Y Report v Administration ¥ > Se.

Step 3: If any of the WLCs has an NMSP status of Inactive, note which
WLCs are not in an active state. Perform the steps below for each of the
inactive WLCs as noted.

If all of the WLCs have an NMSP status of Active, skip to the next procedure.

Vetus Doman ROOT-OOMAIN | roct v | o+

i, Cicco prime [ £
Infrastruct

o G Home Desgn v Depy v Opeate ¥ Report ¥ Admnistiation ¥ > 00.

EEXEEEEE] 5" Connection Status Details: 10.4.46.64
ervices > Mobikty Sarvices Engines > WMISE-VA7-40-31 :

& Generd

St > NMSP Connection Stavs > NMSP Connection Status Details

1P Address 10.4.46.64
Version 7.4.142

Controller

Inactive 8
[
0

5500

40:00::92:67:cf
il Server Events Capable NMSP Services NfA

Step 4: On the Cisco MSE VA, in the CLI, issue the cmdshell command. The
response is the cmd> prompt.

Step 5: At the cmd> prompt, issue the show server-auth-info command.

Step 6: Copy down the key hash value and MAC address as shown on the
Cisco MSE VA. Be careful not to transpose any digits in the hash string or
MAC address obtained.

Cisco Mobility Serwvice Engine

vMSE-VA-7-4-B-31 login: root

Password:

Last login: Wed Hov 7 B9:46:27 on ttyl
[rootBuMSE-UA-7-4-B-31 " 1# | cmdshell

cmd> show server-auth-info
invoke command: com.aes.server.cli.CmdGetServerfiuthInfo
AesLog gqueue high mark: 58888

AesLog gqueue low mark: 588

Server Auth

MAC Address: BA:58:56:a2:5d:96
Key Hash: bbZ2741abb695fbefI5e5a3fc?bB4496ee8I72cdBf
Certificate Tupe: SsC

cmd> exit
[root@uMSE-VUn-7-4-8-31 ~1# _

Next, you determine if the Cisco MSE is authorized in the WLC.



Step 7: From the console port, navigate to the CLI interface of a wireless
LAN controller that displayed as Inactive in Step 3, and then enter the show
auth-list command. In the example below, there are no MSEs currently
authorized to establish an NMSP session with the wireless LAN controller.
(Cisco Controller) >show auth-list
Authorize MIC APs against ARA . ....iiieeennennns disabled
Authorize LSC APs against Auth-List ............. disabled
APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes
AP with Self-Signed Certificate................ no
AP with Locally Significant Certificate........ no

Step 8: Authorize the Cisco MSE on the wireless LAN controller by using
the information obtained from the MSE VA in Step 6.

(Cisco Controller) >conf
(Cisco Controller) config>auth-list add ssc 00:50:56:a2:5d:96

b62741ab695f6e£95e5a3£fc7b84496ee8972cd8f
(Cisco Controller) config>

Step 9: Verify that the Cisco MSE has been authorized on the wireless LAN
controller.
(Cisco Controller) >show auth-list
Authorize MIC APs against Auth-list or ARA ...... disabled
Authorize LSC APs against Auth-List ............. disabled
APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes

AP with Self-Signed Certificate................ no
AP with Locally Significant Certificate........ no
Mac Add Cert Type Key Hash

00:50:56:a2:5d:96 SSC
b62741ab695f6ef95e5a3fc7b84496ee8972cd8f
(Cisco Controller) >
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Step 10: Repeat Step 7 through Step 9 for each of the wireless LAN con-
trollers that do not have an established NMSP connection.

After manually adding the Cisco MSE key hash value and MAC address to
the WLCs, you must verify that the NMSP status is now active.

Step 11: Within Cisco Prime Infrastructure 1.3, navigate to Design >
Mobility Services > Synchronize Services > Controllers, and then for
every WLC connected to Cisco MSE and used for CAS or wiPS, click on the
[NMSP Status] link.

/D Home Design Y Deploy Y Operate ¥ Report v  Adminstration v

Network Designs E ntrollers
mtifying the assignment for one service wil 5o modify the assgnment for the other service(s).
Controlers
Event Groups T Name & 1P address Verson Servce MSE Sync Status | Message
WSEVAT4-  [NMSP
Wired Switches T DMZ-WLC-Guest 192.168.19.54 7.4.142 cas 031 Status ] E-4
WSEVAT4. (MNP
Third Party Elements WIPS e statie ] 2
Service Advertisements. T RS208-WLC2504 10,567.10 7.4.142 cas sty (UL L4
03t status ]
WSEVAT4-  [NMSP
e 031 Status ] 2
wiseva74 [ [nwse
[SRr— 1044654 74142 s e e 2
wisEva74 | [nvsp
s 031 Status ] 2

The NMSP status should now be Active for each of the WLCs as shown
below.

Step 12: If the status does not change to an active state, verify that the
authorization list on the WLC has the proper MAC address and SSC key
hash of the Cisco MSE VA. Also, ensure IP connectivity exists between the
WLC, MSE, and Cisco Prime Infrastructure 1.3.

Gybome Dedn v Depby v Opsite v Report v Admnstation v

_ NMSP Connection Status Details: 10.4.46.64
Services > > status > NMSP €
) s
c Summary
1P address 1044664
& Advanced Paramaters Verson 74142
& Lo Target Type Controllr
v Services High Avalabity 7|
Echo Request Count 61
s Ha Configuration st o
& st Echa Response Count 61
atus
Last activty Tme 2012:Nov-03, 06:12:41 PST
¥ Aecounts Last Echo Request Message Recefverd At 2012-N0v-09, 06:12:34 PST
& Users Last Echo Response Message Received At 2012-Nav-09, 06:12:35 PST
i Goups Model S5m0
v status MAC Address d0:cl:f02:67:cf
s server Events Capable VP Services 1PV _CLIENTS_SUPPORT, RSSI, INFORMATION, STATISTICS, IDS, HANDOVER, AP MONITOR, SPECTRUM
s Audt Logs
s NS Alarms Subecrbed
Service Subsenvices
& s Events 4P MONITOR SUBSCRIPTION
s NMSP Connection Status DS WIRELESS IDS
+ Mantenance INFORMATION MOBILE_STATION, ROGUE
& Bacup Resl MOBILE_STATION, TAG, ROGUE
s Restore SPECTRUM AGGREGATED_INTERFERER_DEVICE_REPORT
. STATISTICS MOBILE_STATION, TAG
Download Software
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Troubleshooting with Cisco CleanAir

With the addition of the Cisco MSE VA, historical Cisco CleanAir informa-
tion is readably accessible through Cisco Prime Infrastructure 1.3. The
ability to determine the quality of the RF spectrum combined with the
ability to retrieve baseline historical information is key in most RF spectrum
troubleshooting.

The real power of Cisco CleanAir is that a network administrator, without
leaving their own desk, can analyze the Wi-Fi spectrum in any location which
they have connectivity to.

The Cisco Aironet 2600 and 3600 Series access points can be putin
Spectrum Expert-Connect mode and used as a virtual remote interface for
the knowledgeable engineer, no matter where this valuable human resource
is located. By changing the role of your CleanAir access point and con-
necting the Cisco Spectrum Expert Wi-Fi 4.0 (or later) software, the Wi-Fi
network administrator can view the environment directly. Your organization
no longer needs to fly expensive personnel onsite in order to troubleshoot
physical-layer issues that are challenging and, too often, intermittent.

Viewing and Analyzing Cisco CleanAir

1. View historical Cisco CleanAir information

2. Accessing CleanAir APs using Spectrum Expert
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View historical Cisco CleanAir information

Oftentimes it's imperative that a historical baseline for RF spectrum man-
agement is available. Using Cisco Prime Infrastructure 1.3 combined with
the Cisco MSE VA, you can easily view historical information.

Step 1: In Cisco Prime Infrastructure 1.3, navigate to Home > Overview >
CleanAir, in the Filters list, choose the desired time frame, and then click Go.

saranz o i . s e

e e

,,,,,,,,

Troubleshooting with Cisco CleanAir



Step 3: In the left pane, under Floor Settings, select Interferers. The list of
interferers is graphically displayed.

m:“‘gn v Dy v Openste v Report ¥ Aﬁm\stﬂl\a"—-

Ve Floor View
Meritor > Steops > Systen Cmpus > Hesdauarter > Firt loor

@ Data may be delayed up to 15 minutes or more dependng on background poling interval

R 11 T T 1T e T A k]

soft 100t 150t 200 ft 250 ft 300 ft 350 ft a0

If you find that Cisco CleanAir Air Quality graphs are not being
displayed as shown above, you may need to perform one or more
of the following troubleshooting steps:

=

mc@b

1. Ensure that CleanAir-capable APs have been configured on
the floor plan or map and that their radios are enabled.

ctive
iecend Channsi 13

Detecting AP() _ Apasc 39253 (ot Contr)
Duty Cycle

Severity

First Detected  2012.Nov-15, 10:26:49 PST

Last Reported  2012:Nov-15, 10:37:30 PST

2one of Impact  25.4 ft

2. Ensure that all CleanAir settings have been successfully

applied to the APs and wireless LAN controller via the tem- - GRS |
plates described in this document. i e b
Lot = (TN

3. Repeat Step 4 in Procedure 5 above by first clearing CAS
(Context Aware Services) and wlPS and then synchro- . -
nizing. Then go back again, select CAS and wiPS, and — .
re-synchronize.

4. Ensure that NMSP between the Cisco MSE and WLCs
is established within Prime Infrastructure as defined in
Procedure 6, “Enable NMSP between MSE and WLCs.”

EGEND c:5COSYSTEMS
S Py —— 523(51C23), 1STAL00R

5. Ensure that the Cisco MSE services are running as described

I [Freseeie 4, Ceniim Gisee M Vi eeklien ane lisense: Step 4: Navigate to Overview > Context Aware. This displays the historical
information on the number of rogues, wireless clients, and other context-
aware information obtained from the Cisco MSE VA.

Step 2: Click Worst Interferers. The corresponding floor plan is displayed.

o3e o o
rt® ity
o [t
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Step 5: Within Cisco Prime Infrastructure 1.3, navigate to Operate >
Operational Tools > Wireless > Interferers. A list of active interferers
discovered within the last 5 minutes is shown. If you click Edit Search, you
can alter the timeframe.

T oo e [ 5- —
Oeply v Oprats v Rept v kst v 005

affeted ard affoted rannts oy e ()
2.4 Gz @02 11000 n 1
2462 @32 11000

Step 6: Click the floor for any of the alarm conditions shown above. The
floor plan is displayed for the affected area.

me Design v Deploy ¥ Operate ¥ Report v Admiristration ¥ ‘

Maps Tree View. > | Floor view

Affected Channels
Detecting AP(s) AP4420.0392.3c33 (Cluster Center)

Duty Cycle 1
Severity 2
First Detected  2012-Nov-15, 10:26:49 PST

Monitor > Sie ps > System Canpus > Headauarters > First Floor
© Ostamybecolred o o 15 it e ceparie on g ple el

9] €8 Access Points > 1 Auto Refresh

2 " s ssan] NN LT TR B G il

% DR soft 100 1s0ft 200t 250 ft 300t 350ft 400ft

- K m—

(&F=} > ~ 2

(=] > T

oe g

Om . Interferer Detals 2

o\ Detected by MSE vMSE-VA-7-4-0-31 2

01 Bluetooth Discovery ,

=5 State active =

= 1

i}

B

o

e
H

Last Reported  2012:Nov-15, 10:37:30 PST
Zone of Impact 254 ft

Shon MSE Wi ot 24 s []
«
Swesetings] «
:

v Load Status

W T JEE L] E Jl
RS

=

HSE Assignment >

©:SCOSYSTEMS
523(54C23), 1STHLO0R

Step 7: In the Show MSE data list, choose Within the last 24 hours, and
then to the right of Interferers, click the arrow.
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Step 8: In the Interferer Filter pane, in the Interference Type list, choose All
Interferers, select Show Zone of Impact, and then click OK. Note the zone
of impact caused by all sources of interference.

(st command - T=] [ |
[E—l

] L]

s
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et 0@
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Accessing CleanAir APs using Spectrum Expert

When the call for assistance arrives, it almost certainly will originate from a
location that does not have the knowledgeable human resources to trouble-
shoot, identify, and fix the issue. Wi-Fi devices are designed to send and
receive Wi-Fi signals, but they do not have the capability to identify non-
Wi-Firadio interferers, such as microwave ovens, Digital Enhanced Cordless
Telecommunications (DECT) phones, analog wireless cameras, or even radio
jammers. The specialized radios in the Cisco CleanAir radio environment
can identify these devices and, with triangulation, can find where these
devices are located.

When the call comes in, you need to identify as many facts about the

issue as possible in order to make informed decisions. The information

can include the location of the problem (for example, the street side of the
building does not have connectivity) and time of day (for example, the issue
is pronounced at lunch time). With as much information from the end user
as possible, you can now look at the radio environment because the system
shows that clients are connecting and Cisco Prime Infrastructure 1.3 indi-
cates that AQ has dropped.
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The Cisco CleanAir-capable access point must be changed from either Step 6: Copy the Network Spectrum Interface Key and the IP address.
Monitor Mode or Local Mode of operation to Spectrum Expert Connect

Saye Configuration ~ Ping  Logout Refresh

Mode (SE-Connect). This change is disruptive to the wireless users that are cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
associated to the access point. Wireless All APs > Details for R$207-CAP36021 < Back e
) ) i ’:ﬁc:: Points General [ @ ials | | High Availability | i )\
Step 1: Login to the wireless LAN controller. (et 7
:gi:ﬁ:ﬁgm General Versions
. Global Configuration AP Name RS207-CAP36021 Primary Software Version 7.2.110.0
Step 2: Navigate to WIRELESS. — e R0 Backup Software Verson .00
Mesh AP MAC Address 70:ca:9b:86:30:b0 Predownload Status None
) ) R ) RF Profiles Base Radio MAC 64:d9:89:47:60:10 Predownloaded Version None
Step 3: Select the Cisco CleanAir access point that is closest to the sus- FloxConnect Groups | Admin Status nable - Predonnlosd Next Retry Time N
pected source Of Interference FlexConnect ACLs AP Mode SE-Connect - Frednwnlt':bad Retry Count A
» 802.11a/n AP Sub Mode None Boot Version 12.4.23.0
» 802.11b/g/n Operational Status REG 10S Version 12.4(25€)JA1%
Step 4: In the AP Mode list, choose SE-Connect, and then click Apply. > CECoGe e — s e
Country enue Group Unspecifie - 1P Config
) ) ) Timers EIE TR Unspecified - IP Address lw.s.zu.21l
Step 5: Wait for the access point to reboot and reconnect to the wireless » Qos venue tame static P &)
Language
LAN ContrO”er ;“;:‘Z:f:;dmm Iazmsccu:E 8 ‘Luwanasssscmalﬁme
UP Time 0d,00h06m 335
.|||.|||. Saye Configuration | Ping ' Logout Refresh Controller Associated Time 0d,00h05m30s
cisco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY ~MAMAGEMENT COMMANDS HELP  FEEDBACK Controller Association Latency 0 d, 00 h 01 m 02 5
Wireless All APs > Details for R$207-CAP3602I < Back Apply
T ceneral [ gt e e | T | Step 7: On a Supported Windows platform with Cisco Spectrum Expert
« Radios . . . .
i General s Wi-Fi (4.0 or later) installed, launch Cisco Spectrum Expert.
Ghﬁzclé,l‘:;i/,:tim AP Name RS207-CAP36021 Primary Software Version 7.2.110.0
» Advanced Location RS207 Backup Software Version 0.0.0.0 .
Mesh AP MAC Address 70:ca:9b:86:30:b0 Predownload Status None Step 8' SeleCt RemOte Sensor
RF Profiles Base Radio MAC 64:d9:89:47:60:10 Predownloaded Version None
FlexConnect Groups. | 0 S8 e S Step 9: Enter the IP address and the Network Spectrum Interface Key of the
» 802.11a/n 4P subpode P ot oot Version 124230 Cisco CleanAir access point that you copied in Step 6.
» 802.11b/g/n Operational Status moniter 10S Version 12.4(25€)IA1%
» Media Stream Port Number ::;::rmtmm Mini T0S Version 0.0.0.0 ) )
Country venue Group Edee - 1 Confia Step 10: If the access pointis on the 2.4 GHz band, select b/g/n, and then
Timers EE IR Unspecified - IP Address 10.5.20.21 C||Ck OK
©aE Venue Name Static IP ] )
Language

Network Spectrum Time Statistics

21E8BB3E88093C310D26256195493731
Interface Key

UP Time 0d, 04h36ma2s
Controller Associated Time 0d, 02h46mo0ls

Controller Association Latency 0d, 00 h 00 m 105

Hardware Reset Set to Factory Defaults

Perform a hardware reset on this AP Clear configuration on this AP and reset it to factory

defaults
Reset AP Now
Clear All Config

Clear Config Except Static IP

Foot Notes

1 DNS server IP Address and the Domain name can be set only after 2 valid static IP is pushed to the AP.
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If the access point is on the 5 GHz band, select a/n, and then click OK. Figure 1 - Cisco Spectrum Expert spectrum analysis

[ Cisco Spectrum Expert - WCS Compatible =@ =

File~ View~ Spectrum~ Tools~ Help~ : (= —_— File~ View~ Spectrum= Tools~ Helpr ' (£ @ @ ) Monlun0419:29:38

Active Devices ax ﬁ - i Active Devices ax
i

Waiting for devices...
Real Time FFT n2ex nrax

Center:2.450 GHz ‘Span:100.00 MHz w2 Span:100.00 MHz
Vertical Scale:10dBm / RBW-156 25 kHz = RBW:156 25 kHz
OTrace 1: Max Bl Trace 2: OF Ml Trace 2: Off
[ Trace 3: Off

i’M
] Pt 1/' i i vi‘w ‘IH m“
70 dBm [‘ H o 3 ’\ o F' “m r‘ MLA lth
" N i J "\l (‘ II\,

M
Cisco

(@) Sensor Card with Internal Antenna
nsor Card with External Antenna

@) Remote Sensor:

PAddess 10 . 5 .

W et ﬂ‘l\ ,J

Rado  @bjgh  Dah

Control Panel 7 x Key  821B3CCOETE0SSENRD Control Panel 7 x

Sensor Disconnected () Open Spectrum Capture File: -] Frequency |Center FregfSpan = | *
Band 24 - 25 GHz Band = Sweep Time: 1 secs RBW:156.25 cHz
[Trmce 1: Duty Cycle

[ |[eramse..

Center 2450 GHz
Span 100.00 MHz
Some sensor cards may select external vs. internal antenna
automatically in leu of above setting, = Amplitude
Reference L -20 dBm
Vestical Sca 10 dBm /
D Tracel @0n ©OFf [Clear | |

Automatically use this sensor next tme

v | R .

Type Max
E Trace2 O On @OF [Cler |
Type Average
E Trace3  ©On @Off [Clear |
Type Max Hold 18
For Help, press F1 Monitored: -none- Dormant Sensor Disconnected: 10.5.20.21 UpTime: - None For Help, press F1 Monitored: 240-2.50 Wireless LAN Card Not Detected Live Slave Remote Sensor: 10.5.20.21 UpTime: 2 Mins  Wi-Fi

The connected Windows machine now connects to the remote Cisco
CleanAir access point on UDP port 37540 (if you selected b/g/n in Step 10)
or on UDP port 37550 (if you selected a/n in Step 10). If connection prob-
lems occur, verify that you can ping the Cisco CleanAir access point and
that no network devices are blocking the necessary UDP port information.

Note that in the figure above, Cisco Spectrum Expert does not

detect a wireless LAN card and that the remote sensor is at
Remote Spectrum Analysis 10.5.20.21.

The remote sensor capability in Cisco Spectrum Expert gives you the ability
to get real-time, physical-layer spectrum data without having to drive or fly
onsite. The following figure illustrates this capability in a Wi-Fi-only environ-
ment and gives you an understanding of how it can show you what is really
happening in your remote environment.
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Appendix A: Product List

Wireless LAN Controllers

Controller

Cisco 2500 Series Wireless Controller for up to 25 Cisco access points

AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points

AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points

AIR-CT2504-5-K9

Functional Area Product Description Part Numbers Software
Remote Site Controller Cisco 7500 Series Wireless Controller for up to 6000 Cisco access points AIR-CT7510-6K-K9 7.4100.0

Cisco 7500 Series Wireless Controller for up to 3000 Cisco access points AIR-CT7510-3K-K9

Cisco 7500 Series Wireless Controller for up to 2000 Cisco access points AIR-CT7510-2K-K9

Cisco Flex 7500 Series Wireless Controller for up to 1000 access points AIR-CT7510-1K-K9

Cisco 7500 Series Wireless Controller for up to 500 Cisco access points AIR-CT7510-500-K9

Cisco 7500 Series Wireless Controller for up to 300 Cisco access points AIR-CT7510-300-K9

Cisco 7500 Series High Availability Wireless Controller AIR-CT7510-HA-K9

Cisco Virtual Wireless Controller for up to 5 Cisco access points L-AIR-CTVM-5-K9

Cisco Virutal Wireless Controller 25 Access Point Adder License L-LIC-CTVM-25A

Cisco Virtual Wireless Controller 5 Access Point Adder License L-LIC-CTVM-5A

Cisco Virtual Wireless Controller 1 Access Point Adder License L-LIC-CTVM-1A
On Site, Remote Site, or Cisco 5500 Series Wireless Controller for up to 500 Cisco access points AIR-CT5508-500-K9 7.4100.0
Guest Controller Cisco 5500 Series Wireless Controller for up to 250 Cisco access points AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points AIR-CT5508-12-K9

Cisco 5500 Series Wireless Controller for High Availability AIR-CT5508-HA-K9
On Site Controller, Guest Cisco 2500 Series Wireless Controller for up to 50 Cisco access points AIR-CT2504-50-K9 7.4100.0
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Wireless LAN Access Points

Functional Area Product Description Part Numbers Software
Wireless Access Points Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602I-x-K9 7.4.100.0
Internal Antennas
Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP3602E-x-K9
External Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP26021-x-K9
Internal Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with AIR-CAP2602E-x-K9
External Antennas
Wireless LAN
Functional Area Product Description Part Numbers Software
Wireless LAN Cisco Mobility Services Engine (Virtual Appliance) L-MSE-7.0-K9 7.4.100.0
MSE License PAK (E Delivery) L-MSE-PAK

1000 AP WIPS Monitor Mode licenses

L-WIPS-MM-1000AP

100 AP WIPS Monitor Mode licenses

L-WIPS-MM-100AP

1 AP WIPS Monitor Mode license

L-WIPS-MM-1AP
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Network Management

Functional Area Product Description Part Numbers Software
Network Management Cisco Prime Infrastructure 1.2 R-PI12-K9 1.3.0.20°

Cisco Prime Infrastructure 1.2 Base License and Software R-PI12-BASE-K9'

Cisco Prime Infrastructure 1.2 - Lifecycle - 10,000 Device License L-PI12-LF-10K!

Cisco Prime Infrastructure 1.2 - Lifecycle - 5000 Device License L-PI12-LF-5K

Cisco Prime Infrastructure 1.2 - Lifecycle - 2500 Device License L-PI12-LF-2.5K!

Cisco Prime Infrastructure 1.2 - Lifecycle - 1000 Device License L-PI12-LF-1K!

Cisco Prime Infrastructure 1.2 - Lifecycle - 500 Device License L-PI12-LF-500"

Cisco Prime Infrastructure 1.2 - Lifecycle - 100 Device License L-PI12-LF-100"

Cisco Prime Infrastructure 1.2 - Lifecycle - 50 Device License L-PI112-LF-50"

Cisco Prime Infrastructure 1.2 - Lifecycle - 25 Device License L-PI12-LF-25

Cisco Spectrum Expert Wi-Fi (CardBus) AIR-CSCO-SE-WIFI-C 4111

Notes:

' To obtain Cisco Prime Infrastructure 1.3, order Prime Infrastructure 1.2 with a service contract and download Prime Infrastructure 1.3 from Cisco.com. Existing
customers with a valid service contract can also download Cisco Prime Infrastructure 1.3. Customers without a valid service contract must purchase a service
contract to gain access to the Prime Infrastructure 1.3 download on Cisco.com.
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Appendix B: Changes

This appendix summarizes the changes to this guide since the previous
Cisco SBA series.

- We added Cisco Prime Infrastructure to support wireless LAN controller
version 7.4.

- We revised the configuration of Cisco CleanAir for APs and WLC to use
Cisco Prime Infrastructure 1.3.

- We added deployment details for the installation of a Cisco Mobility
Services Engine virtual appliance (MSE VA) version 7.4.

Historical Cisco CleanAir information is now available through the addi-
tion of the Cisco Mobility Services Engine virtual appliance (MSE VA).

Historical Cisco CleanAir information is now presented through Cisco
Prime Infrastructure 1.3.
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Feedback

Please use the feedback form to send comments
and suggestions about this guide.
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