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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in February 2013 is
the “February Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco IOS, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlanoc4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a

complete system. This component-level approach simplifies system integration

of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides

BORDERLESS I 3

NETWORKS

LAN Design Overview
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About This Guide

This deployment guide contains one or more deployment chapters, which
each include the following sections:

= Business Overview—Describes the business use case for the design.
Business decision makers may find this section especially useful.

= Technology Overview—Describes the technical design for the
business use case, including an introduction to the Cisco products that
make up the design. Technical decision makers can use this section to
understand how the design works.

= Deployment Details—Provides step-by-step instructions for deploying
and configuring the design. Systems engineers can use this section to
get the design up and running quickly and reliably.

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

You Are Here

Cisco Prime LMS
Deployment Guide

LAN Deployment Guide

What's In This SBA Guide
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Introduction

Business Overview

Organizations find it more challenging than ever to enable efficiency and
productivity for information technology staff due to data network manage-
ment complexity. Cisco’s Borderless Network can have multiple services
running on the infrastructure, and as the network and number of services
continue to evolve, data network management becomes even more criti-
cal for operational efficiency. IT staff must be able to adapt to an evolving
network while ensuring existing operations are monitored, and have the
flexibility to quickly isolate and fix network performance issues. These
management needs fall into different use cases, such as network configura-
tion, deployment, asset management, and troubleshooting. An IT staff's top
concern is to have a unified network management application that can help
them address these needs, thus increasing the staff's productivity.

Technology Overview

Cisco Prime LAN Management Solution (Prime LMS) is an integrated
approach to network management tools for configuration, deployment, asset
management, and troubleshooting. Prime LMS provides an intuitive GUI that
can be accessed from anywhere from within the network and gives you a full
view of a network use and performance.
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This guide adds to the example configuration already built in the core
Cisco Smart Business Architecture (SBA) guides. This supplemental guide
includes:

Step-by-step procedures for installing and deploying Prime LMS.

Detailed descriptions of how you can monitor and troubleshoot your
network.

- Templates that you can use to deploy global configurations across your
networks.

Figure 1 depicts the Cisco SBA architecture overview. With such a network
and services on top of it, network management applications like Prime LMS
play a critical role in day-to-day network operations. Prime LMS is an inte-
grated suite of management functions that simplify the configuration, admin-
istration, monitoring, and troubleshooting of Cisco solutions. Built on top of
the latest Web 2.0 standards, Prime LMS allows network administrators to
manage Cisco Borderless Networks for customers through a browser-based
interface that be accessed from anywhere at any time within the network.

Introduction



Figure 1 - SBA Borderless Networks Architecture Overview
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The following sections describe the tasks this guide covers.

Installation and Deployment

Most often, network administrators are unsure of the most efficient method
to configure Prime LMS. Prime LMS provides a very important feature: the
Getting Started workflow. This guided sequence eliminates configuration
guesswork and assists you in performing essential and optional configura-
tion and management tasks. It is a quick and sure way of getting Prime LMS
running with minimal human errors.

Configuration and Inventory Management

As networks grow, network administrators have a tedious job in keeping track
of devices being added to or removed from the network. Administrators
have to ensure that the devices are running proper software and that con-
figurations are archived, and they must also implement network compliance
by enforcing policies across the network. Prime LMS plays an important

role in the end-to-end management of business-critical technologies and
services. It aligns management functionality with the way that IT staff do
their jobs. The following primary functions are included in the workflow and
enable IT staff to achieve greater efficiency:

= Inventory Manager—Builds and maintains an up-to-date software and
hardware inventory, providing a detailed inventory report, which you can
customize, or a predefined inventory.

= Configuration Manager—Maintains an active archive of multiple itera-
tions of configuration files for every managed device and simplifies the
deployment of configuration changes. ConfigEditor is a utility to change,
compare, and deploy configurations on one device. NetConfig is a
similar utility to perform such tasks on multiple devices.

= Software Manager—Simplifies and speeds up software image analysis
and deployment. This feature helps in automatic upgrade analysis and
helps to select the right image. A network administrator can also use this
feature to import images, stage images (local or remote), and then install
them on a single device or group of devices.

= Syslog Analysis—Collects and analyzes syslog messages to help
isolate network error conditions. A network administrator can filter syslog
messages and designate an action based on the messages.
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« Audit Service—Continuously monitors incoming data versus stored
data to provide comprehensive reports on software image, inventory,
and configuration changes. It also tracks the changes made to Prime
LMS by the system administrator.

« Compliance Management—~Provides a way to enforce certain policies
(or configurations) to ensure that the network is compliant per internal or
government regulations.

Figure 2 - Inventory Dashboard
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Monitoring and Fault Management

A network administrator's most important tasks are to ensure high network
availability and to isolate and resolve any network issues before they affect

services. Prime LMS provides both monitoring and fault management

functionalities, using Simple Network Management Protocol (SNMP) polling
and traps. The Prime LMS auto-monitoring feature proactively monitors the
network for any indication of device or network fault, enabling quick network

repair turnaround time with minimum service degradation.

Figure 3 - Monitoring Dashboard
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Prime LMS Fault Monitor is a centralized browser where administrators can

read, in a single view, information on faults and events. Fault Monitor collects

information about faults from all devices in real time and can display it for

single devices or groups. After administrators have acted on a fault, they can

clear the alarms, as well.
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Figure 4 - Fault Monitor Dashboard
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Templates

Administrators often deploy configurations that are global to the network
(switch configurations, permissions, etc.), and they spend a fair amount of
time propagating these configurations manually on a device-by-device
basis. Prime LMS provides the Template Center feature, which can greatly
reduce the configuration deployment time by using predefined or custom-
ized templates. These templates can also be imported from machines and
then stored as system-defined templates in Prime LMS.

Reporting

Prime LMS provides a single launch point for all the reports—including
inventory, switch ports, technology, fault and event, performance, and audit
reports. Administrators can archive these reports and view them at a later

time.
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Figure 5 - Report Generation and View Layout
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Work Centers

The Work Centers feature allows administrators to access more advanced
features (such as EnergyWise, Smart Install, Identity, and Auto Smart ports)
for day 1 to day N operations.

Figure 6 - Work Center Layout
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Deployment Detalls

Installing and Configuring Cisco Prime LMS

1. Obtain a license

Install software

Configure basic settings

Configure Prime LMS user authentication
Configure Prime LMS user roles

Add devices and credentials

Manage administrator tasks

©® N O T s N

Configure syslog collection

Obtain a license

Cisco Prime LMS offers a single software installation that can manage up

to 10,000 devices. Software licensing allows you to evaluate the software
before deciding how you want to proceed: purchasing the license, piloting

a small deployment before rolling it out organization-wide, or growing your
network management system along with your network. Licensing allows you
to first evaluate the software without requiring that you reinstall the software
later.
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There are two ways to acquire a license:

= Physical Media—Ordering the product DVD that comes with a Product
Activation Key (PAK). The PAK is normally printed on the software claim
certificate included with product DVD kit. Use the PAK on http://cisco.
com/go/license in order to get the license.

= Downloading Cisco Prime LMS evaluation software and ordering a
digital PAK—Download an evaluation copy of Prime LMS from http://
cisco.com/go/nmsevals. You will receive a PAK via email. Use this PAK
on http://cisco.com/go/license in order to get the license.

You can install the Prime LMS soft appliance by using the LMS Open
Virtualization Archive (OVA) image from the LMS DVD. Before installing,
please note that the following:

Make sure that your system meets the recommended hardware and
software specifications listed in the Prime LMS release notes.

It takes approximately 30 minutes (deployment in the local system) or
50 minutes (deployment in the network) to install the soft appliance on a
virtualized environment.

- Soft appliance OVA software can be installed only in the VMware
environment.

You need not install any soft appliance image on the virtual
machine (VM) before installing Prime LMS, because the LMS OVA
image has an embedded RedHat Enterprise soft appliance.

Deployment Details
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Itis recommended you do the following before installing the Prime LMS soft
appliance:

- Configure DNS entries for each network device.

Enable SNMP and Secure Shell (SSH) Protocol on the devices you are
going to import.

Step 1: Install and power on the Prime LMS OVA on the VMware ESX/ESXi
server using VMware vSphere. The Welcome screen appears.

Step 2: Press Enter in the console window to continue with the next step.

Step 3: Enter the following configuration details of the server:
- Hostname (Example: LMS)
- IP Address (Example: 10.4.48.35)
- IP Netmask (Example: 255.255.255.0)
- Default Gateway (Example: 10.4.48.1)
- DNS Domain Name (Example: cisco.local)
- Primary Name Server (Example: 10.4.48.10)
- Add/Edit another name server? Y/N (Example: N)
- Primary NTP Server (Example: 10.4.48.17)
- System Time Zone (Example: America/Los_Angeles)

Step 4: Enter the username to access the Prime LMS appliance console.
This user will have the privilege to enable the shell access. The default
username is sysadmin. You cannot use root as the username because it is
areserved username. You can use only alphanumeric characters for the
username.

Step 5: Enter and confirm the sysadmin password. By default, this password
is set as the shell password.

Step 6: Enter and confirm the password for the admin account to use to log
in to Prime LMS using the browser. This password must contain a minimum
of five characters and is also used for the System Identity account.

The following message appears:

For security reasons, passwords are not displayed. Do you want to view
all the passwords? (Y/N) [N]:
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Step 7: Enter N.

It takes 15 to 20 minutes to process the database engine, and then the
server automatically reboots.

Configure basic settings

Step 1: On the client machine’s web browser, disable any pop-up blockers
and ensure that JavaScript is enabled.

To enable JavaScript:

In Internet Explorer 8 or later, navigate to Tools > Internet Options >
Security > Custom level > Settings, and then under Scripting of Java
applets, select Enable.

- In Mozilla Firefox 9.x, navigate to Tools > Option > Content, and then
select Enable JavaScript.

Step 2: Open the Prime LMS portal in your web browser. The browser
reaches the Prime LMS portal by appending the port number 1741 to the
DNS host name of the server on which you installed Prime LMS. Example:
Ims.cisco.local

Step 3: Log in using the username admin and the password that you
provided during installation.

¢ Q-\‘ Cisco Prime
Q , LAN Management Solution
| : Version 4.2
w

Problems logging in? "

Cookies  Enabled
Browser Supported Version
Hostname/IP Address 10.4.48.35

° I sl
affiatesin the U.S and certain ofher countries. cisco

The Getting Started pane shows you the workflow for configuring Prime
LMS.
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The configuration process described in this guide does not use
every step in the Getting Started workflow.

dmin > Getting Started 22 May 2012, 08:51 POT

Cisco Prime LMS Overview Getting Started

Cisco Prime LAN Mznagement Solution (LMS) has powerful features that enable vou to configure, monitor, troubleshoot Introduction

and administer Cisco networks, Cisco Prime Getting Started helps you in setting up LMS and in getting it ready to manage
your network infrastructure. 5 Getting Started with Cisco Prime LMS
New features in LMS 4.2
New Features in LMS 4.2 [=]
» Data Migration
[ Standard Discovery & compliance and Audit Management
» System Settings

» Device Management
Show more of LMS4.0 and LMS4.1 features

» User Management
5 .
(] Do not show Getting Started wizard at next login Software and Device Updates

Proceed to Data Migration

Skip the rest of the workflow and proceed ta Device Status dashboard

Step 4: Under Getting Started, click System Settings, enter values in the
SNTP Server and Administrator E-mail ID field, and then click Apply. You
will receive automatic email alerts about network issues, job status, report
generation, etc.

E-mail Settings

SMTP Server |smtp.cisco.local E-mail ID [Ims@disco.local
Enable E-mail Attachment  Max. Size Of Attachment

February 2013 Series

Step 5: To configure the Prime LMS portal to support HTTPS connections,
navigate to Admin > Trust Management > Local Server > Browser-Server
Security Mode Setup.

Admin > Trust Management > Local Server > Browser-Server Security Mode Setup

) Navigator Browser-Server Security Mode Setup
Current Settings Browser-Server Security Mode Setup
Browser-Server Security Current Setting: Enabled
Mode Setup Change Setting To: @ Enable ) Disable
Certificate Setup Apply |
Single-Server

Step 6: Select Enable, and then click Apply.

Configure Prime LMS user authentication

(Optional)

Prime LMS can use its local database, Active Directory, Lightweight
Directory Access Protocol (LDAP), TACACS+, and many other modules to
authenticate user logins. To enable a common authentication experience
for network administrators across network devices and the network man-
agement system, this guide describes how to configure Prime LMS to use
TACACS+ authentication.

Step 1: Navigate to Admin > System > Authentication Mode Setup.

Step 2: Select TACACS+, and then click Change.

dmin = System > Authentication Mods Setup

‘Authentication Mode Setu p

Authentication Mode Setup

Current Login Mode: Local Authentication

Available Login
1) Local Authentication

) Local UNIX System

MS Active Directory

RADIUS

5@ TACACS+

change |
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Step 3: Setthe Server (Example: acs.cisco.local) and Key (Example:
SecretKey), and then click OK.

Login Module Options
Selected Login Module:  TACACS+

Description: CiscoWorks TACACS+ login module
Server: acs.cisco.local

Port: 45

SecondaryServer:

SecondaryPort: 49

TertiaryServer:

TertiaryPart: 49

Key: [ I I YT Y]

Debug: ) True @ False

) allow all CiscoWarks local users to fallback to the
CiscoWorks Local login.

@ Only allow the following user(s) to fallback to the

Login fallback options: CiscoWorks Local login if preceding login fails:

admin (comma separated)
() Allow no fallbacks to the CiscoWorks Local login.

?] Cancel '|

Step 4: When the Login Module Change Summary window appears,
indicating the changes were updated successfully, click OK.

Configure Prime LMS user roles

Arole is a collection of privileges that dictates the type of system access the
user has. The predefined roles are:

« Help Desk—These users can access network status information only.
They cannot perform any action on a device or schedule a job on a
network.

« Network Operator—Users can perform all help-desk tasks and tasks
related to network data collection. They cannot perform any task that
requires write-access on the network.

= Approver—Users can approve all tasks.
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= Network Administrator—Users can perform all Network Operator tasks,
as well as configuration changes.

= System Administrator—Users can perform all Prime LMS system
administration tasks.

« Super Admin—Users can perform all Prime LMS operations, including
administration and approval tasks.

When using an authentication module other than the Prime LMS local
database, Prime LMS authenticates the user against the external module.
After the user is successfully authenticated, Prime LMS assigns the default
role to this user unless there is a pre-assigned role for this user.

Step 1: Navigate to Admin > System > User Management > Role
Management Setup.

Step 2: Select the check box next to the role you want to define as the
default role, and then click Set as default.

Choose the role that you will assign to the majority of users in your organiza-
tion. For example, if the majority of users should be able to use Prime LMS
to perform network configuration tasks but not administer the Prime LMS
system itself, assign Network Administrator as the default role.

Admin = System » User Hanagement = Role Management Setup

Navigator Role Management Setup
Local User Policy Setup Showing 6 records
Local User Setup [ | Roles Description Default Roles
Notify Users 1. [0 Approver Approver Role
Role Management Setup 2. [ Help Desk Help Desk Role
3. {7 Network Administrator Netwiork Administrator Role 4

4. [] Metwork Operator Network Operator Role
5. [ Super Admin Super Admin Role

6. [] System Administrator System Administrator Role

|.Add | Edit || Delete || Copy ||| Export || Import | 1| Setas default || Clear default |

For any users who require different permissions than those included in the
default role, create local user accounts and assign a Prime LMS role to each
of the local user accounts you create.

Step 3: Navigate to Admin > System > User Management > Local User
Setup.

Step 4: Click Add. The Add Users window opens.
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Step 5: Enter the username used in the TACACS+ login, configure a pass-
word (it does not have to match the TACACS+ login password and it is not
used during authentication), select the Super Admin check box, and then
click OK.

User Information

- User Login Details

Username: ExampleAdministrator

- Authorization Type
Select an option: ) Full Authorization @ Enable Task Authorization ' Enable Device Authorization

- Roles

- Device level Authorization
[ClHelp Desk Not Applicable

[ network COperator
[Clapprover

[Tl Network Administrator
] System Administrator
{Vsuper admin

- Network Level Login Credential:

Username:

Enable Password: l:l Verify Password: l:l

ok J( cancel |

Add devices and credentials

Before Prime LMS can manage a device, the device must be in the LMS
Device Credential Repository (DCR). You can add devices to the DCR in
three ways:

Discover the devices using a discovery protocol
Add devices manually
Bulk import of devices
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Prime LMS supports Layer 2 and Layer 3 protocols for device discovery.
Device discovery using Cisco Discovery Protocol is the preferred protocol
used by Prime LMS to discover network devices in the LAN.

Both Cisco Discovery Protocol and SNMP must be enabled on devices
before using this procedure. If you did not deploy your network by using the
Cisco SBA Borderless Networks Deployment Guides, which enable both of
these protocols, see http://cisco.com/go/Ims for guidance.

The example presented here uses the LMS Prime Discovery feature.

Step 1: Navigate to Admin > Getting Started > Device Management >
Device Addition.

Admin > Getting Started 22 May 2012, 09:16 PDT
Cisco Prime LMS Overview Getting Started
Cisco Prime LAN Mznagement Solution (LMS) has powerful features that enable you to configure, monitor, troubleshoot > Introduction
and administer Cisco networks. Cisco Prime Getting Started helps you in setting up LMS and in getting it rezdy to manage .
» Data Migration
your network infrastructure.

» System Settings
Device Management

I Device Allocation Settings
Auto allocate all devices: Enabled

New Features in LMS 4.2 [

{# Standard Discovery & Compliance and Audit Management

Show more of LM54.0 and LMS4.1 features

& Device Addition
[0 Do not show Getting Started wizard at next login Devices in DCR:

Proceed to Data Migration » User Management

Skip the rest of the workflow and proceed to Device Status dashboard > Sxtiivane aind Bace: Uikl

Step 2: Click Credential Sets. Credential sets allow Prime LMS to apply a
default set of credentials to devices after discovery. Prime LMS then uses
the credentials in order to manage the device inventory, configuration, and
software.

Admin » Getting Started
Device Addition
Using this page you can add devices to Device Credential Repository (DCR), and if required, create credential sets, and configure policies.
Devices can be added directly, using credential sets, or policies.
Adding Devices to DCR

You can create credential sets, and configure policies before adding devices to DCR. The appropriate credential set, based on the policies configured, will be
used for accessing the devices.

Step 1 : Create Credential Sets
You can 2dd, edit, or delete credential sets. You can assign these credential sets while adding devices.
Configure Credential Sets

Step 2 : Create Credential Set Policy

You can add, edit, order, or delete policies for credential sets. While adding devices you can assign the policy and based on the credentials, the devices
get accessed.

Configure Policies for credential sets
Step 3 : Add Devices
Total number of devices in DCR is
Devices can be added in any one of the following three ways,
Option 1 : Configure Device Discovery
You can add devices to DCR through Device Discovery.
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Step 3: Click Credential Set Name, and then set the Credential Set Name Step 6: In SNMP Credentials, configure the RO Community String
to SBA-Default. (Example: cisco) and RW Community String (Example: cisco123) that Prime
LMS should use to poll the network devices, and then click Next.

Default Credential Set - SBA-Default

Default Credentials —————— | Credential Set Default Credential Set - SBA-Default
~ Credential Sets ~ .
..Credentials Set Name Credential Set : Add New : | Default Crfedenhabi SNMPv2c/SNMPVL
+Standard Credentials Credential Set Name : * _ a7 oG ~ Credential Sets _ o o
+SNMP Credentizls SBA-Default a2 AZ 09 ] - Credentials Set Name RO Community String: |uuu.u | Verify: |nuucu |
Set Description : : . : o )
HTTP Credentials o Descrption E st Srongard Credentils RW Communty String: esssnane | Vet enesrasee |
-+ Auto Update Server Managed o +SNMP Cre ent_la s
Device Credentials ";";fp UCfsdtengalS " ;
--Rx-Boot Mode Credential +-Auto Update Server Manages
-= Device Credentizls Tl snmMpva —
--Rx-Boot Mode Credential Mode: | NoauthNoPriv AuthMoPriv (@) AuthPriv
Auth Password: | | Verify: | |
Auth Algorithm :
MNote : B
1. Enter at least one credential value to add new Credential Set. Privacy Password: | | Verify: | |
2. The Credential Set Name can have a maximum of 32 characters, Privacy Algorithm :
Note: * - Required Field [ Back ][ Mext | Finish [ Cancel || Remove
Note: * - Required Field [ Back |( wext! | Finish |[ cancel |( Remove |

Step 4: Click Next.
Step 7: In HTTP Credentials, configure the Username (Example: Ims) and

Step 5: In Standard Credentials, enter the Username (Example: Ims), Password that Prime LMS should use when configuring a device via HTTPS.
Password, and Enable Password that Prime LMS should use when logging
in via SSH, and then click Next. Step 8: In the Current Mode list, choose HTTPS, and then click Finish.
Default Credential Set - SBA-Default Default Credential Set - SBA-Default
Default Credentials — | | Primary Credential Default Credentials — | | Primary HTTP Credential
~ Credential Sets ~ Credential Sets
~-Credentials Set Name Usemame: DI ~-Credentials Set Name Usemame: DI
--Standard Credentials Password: Verify: --Standard Credentials Password: Verify:
+SNMP Credentials +SNMP Credentials
+HTTP Credentials Enable Password: Verify: +HTTP Credentials
--Auto Update Server Managed --Auto Update Server Managed | S dary HTTP Credential
Device Credentials Device Credentials

~Rx-Boot Mode Credential ~Rx-Boot Mode Credential Username: l:l

Username:

- Other Attri

HTTP Port: HTTPS Port: l:l
Current Mode: | 4TTPS

Password:

Enable Password:

I

Note: * - Required Field [ Back |( wext! | Finish |[ cancel ][ Remove | Note: * - Required Field [ Back |( wext! | Finish |[ cancel ][ Remove |

February 2013 Series Deployment Details



Step 9: On the Admin > Getting Started page, click Device Management.
The Module Settings pane appears. You use this pane to enable the
discovery protocols that Prime LMS will use to discover the devices on the
network.

Getting Started
» Introduction

» Data Migration
» System Settings

Device Management

5% Device Allocation Settings

Auto allocate al devices: Enabled

% Device Addition
Devices in DCR: 3

» User Management

» Software and Device Updates

Step 10: Select Device Addition, then scroll down to Edit Custom

Discovery Settings.

Standard Discovery Settings
Seed Device Settings
[¥] Use LMS Server Default Gateway as seed @

Current Default Gateway : 10.4.48.1
[[] Use DCR as seed @)

[ Seed Device

SNMP Settings

» Edit Policy Configuration

[ SNMPvZc to SMMPv1Falback [ SNMPv3 to SNMPy2 Fallback

(3] Use Policy Configuration Settings (Configured) () Use Custom Policy Configuration Settings

/! Edit Custom Discovery Settings

| Save || Cancel || StartDiscovery |

Step 11: Select Cisco Discovery Protocol, and then click Next.

Module Settings

r Layer 3 Discovery Protocols
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[T Address Resolution Protocol (ARP)

[T] Border Gateway Protocol (BGP)

| Open Shortest Path First Protocol (O5PF)
] Routing Table

r Layer 2 Discovery Protocols

Cisco Discovery Protocel {CDP)

L} Link Layer Discovery Protocol (LLDP)

Ping Di: y Option
’VD Ping Sweep on IP Range
r Others

7] Cluster Discovery Module
[ +ot standby Router Protocol (HSRP)
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The seed device setting page appears. A seed device is the start point from
which Prime LMS discovers the network. The seed devices should be the
core devices on the network and should reside in DNS. The Cisco SBA—
Borderless Networks LAN Deployment Guide presents core device options
for a range of performance and scale scenarios.

Step 12: Click CDP, click Add, and then configure the first seed device as
the LAN core switch (Example: C6509-1.cisco.local). Enter the maximum
number of hops under Hop Count for the first device.

Step 13: Click Add again, configure the second seed device as the other
core switch (Example: C6509-2.cisco.local), enter the maximum number of
hops under Hop Count for the second device, and then click Next.

Ensure hostnames have been added to the DNS, or use the
device’s loopback IP address when adding a device as a seed
device.

Seed Device Settings

Step 16: Enter the read-only SNMP community string configured on your
network devices (Example: cisco), and then click OK.

SNMP Settings
@ sumpvzcC) SNMPYE

SNMPv2c to SNMPvI Fallback

SNMPv2
Showing 1-1 of 1 records
SHMP Version | Target Read Community Timeout Retries Comments
1. v2c TEET FEEFEEFF 3 1
Rows per page: |€<Go to page: of 1 pages| Go P21
“2--Select an item then take an action--» Edit pelete | | | Add |

Step 17: Click Next for Global Settings, and under Preferred DCR Display
Name, select Host Name.

Step 18: Select Update DCR Display Name.
Step 19: In the Default Credential Set list, choose SBA-Default.

Step 20: Under Preferred Management IP, select Use LoopBack Address,
check Prefer IPv4 over IPv6 Address, and then click Finish.

Getting Started > Device Addition > Module Settings
Mode: ADDING Global Settings
# 1. Module Settings

¥ 2. Seed Device Global Settings
Settings

Seed Devices

Seed Devices CDP
~ Module Specific
~CDP
~ Global .
, Use DCR as Sead List
File to be Imported Browse Jump Router Boundaries

Showing 2 records
Hop Count

1. [] [c6509-1.cisco.local

|

2. [] [ce509-2.cisco.local

|

Delete | | [add

r Preferred DCR Device Name

® 3. SNMP Settings B
Sysname [Z] DNS Resolvable Host Name

® 4. Fiter Settings

O 5. Global Settings
O 6. Summary NOTE: If multiple options are selected, the falback order wil be

Append Domain Name to device name © yes @ No

Sysname, DNS resolvable hostname, and IP address.

DCR

Update DCR Device Name

Select a Default Credential Set:| SBA-defaul [~]

[ E-mail Notification

wp
@ Use LoopBack Address

Prefer IPv4 over IPv6 Address
@ Resolve by Name
@ Resolve by SysName

© MNone

r Add Discovered Devices to a Group 9
@) None

Step 14: On the SNMP settings configuration page, click Add. A new
window pops up.

Step 15: Enter the target value (***.*), which tells Prime LMS to use this
SNMP community string for all devices during discovery.
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© Al Devices
.

) Devices newly discovered during last run

Group Name: I:l Select

Delete Devices from Group
NOTE: If you select the option "Devices
newly discovered during last run” and
enter/select an existing Group Name, the
group rule wil be ovenwritten.

-Step50f 6 - |Back- | INext | | Finish I Cancel
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Step 21: In the message that informs you that discovery settings are suc-

cessfully configured, click OK.

SUCCESS

o Discovery setting configured successfully.

"0k

Step 22: Near the bottom of the Adding Devices to DCR page, click Start

Discovery.

Device Addition

Devices can be added drectly, usng credential sets, or poices.
‘Adding Devices to DCR

Step 1: Create Credential Sets.

Configure Credential Sets
Step 2 Create Credential Set Policy
You can add, edit, orces, credental sets. @n

wilbe used for

Configure Policies for regentil sets
Step 3 : Add Devices.
Total rumber of devices in OCR ' 48
Devices can be added in any one of the following three ways,
ption 1: Configure Device Discovery.
You can add devices to DCR through Device Discovery.

sumary
Standard Discovery Settings
A ——
G e 55 v et ey et @

CurrentDefaut Gateway : 10.4,45.1 7] Seed Device
] Use DR 25 seed @

SHHMP Settings.

® (Configured) O
» Edt Polcy Configuration

£ SNMPv2cto SNMPv1Falback [ SNMPV3 to SNMPv2 Falback

Save | (_Concel (_StartDscovery | [ Siop Dscovery

Getting Started
> Introduction
»Data Migration
»System Settings

4 Device Allocation Settings
Auto alocate ol devices: Enabled

S8 Device Addition
Devices InDCR: 8

> User Management
»Software and Device Updates

Prime LMS starts discovering the devices on the network. The amount of

time this discovery process takes depends on the number of devices on the

network. The Discovery window is refreshed every 5 seconds and updates
the number of devices being discovered.
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Step 23: If you want to view the discovery progress, click the discovery
Summary tab. The data automatically updates. If you want to instantly
update the in-progress results, click the blue refresh icon.

Standard Discovery

Discovery Summary @&

Discovery status Running
Discovery Type Custom
Discovery start time Thu Apr 26 14:56:36 PDT 2012
Discovery end time
Total devices discovered 25
Reachable devices 13
Unreachable devices 12
Devices newly added to DCR. 0
Devices updated in DCR. 13

p Start Custom Discovery

After the process is completed, the status changes from running to
complete.

Admin > Getting Started
Device Addition
Using this page you can add devices to Device Credential Repository (DCR), and if required, create credential sets, and configure polides.
Devices can be added directly, using credential sets, or policies.
Adding Devices to DCR
You can create credential sets, and configure policies before adding devices to DCR. The appropriate credential set, based on the polices configured, will be used for accessing the devices.
Step 1: Create Credential Sets
You can add, edit, or delete credential sets. You can assign these aredential sets while adding devices.
Configure Credential Sets
Step 2: Create Credential Set Policy
You can add, edit, order, or delete polides for credential sets. While adding devices you can assian the policy and based on the credentials, the devices get accessed,
Configure Policies for oredential sets
Step 3 : Add Devices
Total number of devices in DCR is 48
Devices can be added in any one of the following three ways,
Option 1: Configure Device Discovery
You can add devices to DCR through Device Discovery.

Standard Discovery
Discovery Summary @
Discovery status Completed
Discovery Type Custom

Discovery start tme Thu Apr 26 14:56:36 PDT 2012
Discovery end time Thu Apr 26 15:00:56 PDT 2012

Total devices discoversd 40

Reachable devices 26

Unreachable devices 14

Devices newly added to DER 5
Devices updated in DCR 21

) Start Custom Discovery

Devices on the network have been discovered and are ready for other

management tasks such as asset, configuration, and software image
management.
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Step 4: In the window that appears, set the time to a non-peak time on the
network, and then click OK.

Manage administrator tasks

Device configuration can occur on an as-needed or scheduled basis. Schedule
 Scheduling
Step 1: Navigate to Admin > Collection Settings > Config. Run Type: | Dally [ ]

Date: @] at [23[+] [30]+]

r Job Information
System Config Polling Job |

Step 2: Click Config Collection Settings, and then under Period Polling,
select Enable.

Job Description:

Config Collection Settings
E-mail: | |

Config Collection Settings

Periodic Polling [:J |
@ OK || Cance
Status: (@) gnable (/ Disable

JobID: Mot Available

Schedule: Mot Available [ schedule J .
(CApply. | -Cancel.) Step 5: Click Apply.
Periodic Collection

= e

Status: () Enable ‘@) Disable

JobID: Mot Available

Schedule: Mot Available Schedule

|. Apply | Cancel .|

Step 6: Repeat Step 2 through Step 5 for Periodic Collection.

Config Collection Settings

- VLAN Config Collecti Config Collection Settings

Ii‘ Disable YLAN Config Collection [ Pemodsc P‘_,“iw i
e | Statusi (@) Enable ' Disable
Job ID: 1143
Schedule: Apr 26 2012 05:15:00 | schedule ]
Step 3: Click Schedule. e Concets
- Periodic Collection
Status: 'éa' Enable '.\:,' Disable
Job ID: 1142
Schedule: Apr 28 2012 04:20:00 [ Schedule ]
LApoy | Cancel |
- VLAN Config Collection
D Disable VLAN Config Collection
ooy [ cancel |
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Step 7: Navigate to Admin > Network > Software Image Management > Step 8: Navigate to Admin > Collection Settings > Config > Config
View / Edit Preferences, select the Use SSH for software image upgrade Transport Settings.
and software image import through CLI (with fallback to TELNET) check

box, and then click Apply. Step 9: For each application in the Application Name list, adjust the

selected protocol order to be SSH, HTTPS, TFTP, and then click Apply.
View/Edit Software Management Preferences
Transport Settings
View/Edit Preferences
¥
Image Location =: L(varladmfcscopxfﬁ\es[rmefrepomtory[ Config Transport Settings
Distribution Application Name: | Archive Mgt [ ]
Available Protocols Selected Protocol Order
Script Location il == T
Script Timeout CI seconds #g_}rgs _IH_;:I-_IT:S
Available Protocols Selected Protocol Order TELMET add = Up
fig Fetch : = Z
RCP RCP. LI RCP
TFTP TFTP scp << Remove Down
scp 5cp
HTTP Add o> HTTP Up
Image Transfer Protocol Order
<< Remove Down
Available Protocals Selected Protocol Order
S5H SSH
- . = HTTPS HTTPS
Use 55H for software image upgrade and software image import through CLI{with fallback to TELNET). TETP TETP
i TELNET Add == Up
[T Indude Cisco.com images for image recommendation, Config Deploy : | RCP
[Tlinclude General deployment images. SCP << Remove Down
[ include latest maintenance release (of each major release),
[ Include images higher than running image.
[ include same image feature subset as running image.
Policy
["|Enable Job-based Password S
[] User Configurable [ Apply ” Cancel J
fRequured | Apply || Defaults || Cancel |
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Configure syslog collection

Step 1: Navigate to Monitor > Fault Settings > Syslog > Configure Syslog

on Device. The screen Devices and Tasks appears.

Step 4: Select Switches and Hubs, and then click Next.
Step 5: Click Add Instance.

Step 6: Setthe Logging Host Action to Add and set Hosts to the Prime
LMS server (10.4.48.35).

Step 7: Set the Logging On Action to Enable.

Step 8: Setthe Logging Facility Action to Enable and the Parameter to
local7.

Step 9: Setthe Trap Action to Enable and the Conditions to errors.

Step 10: Click Save.

Syslog Configuration

Monitor ¥ Inventory ¥  Configuration ¥ Reports ¥ Admin ¥  Work Centers ¥ i
B pashboards B2 Monitoring Tools +* Troubleshooting Tools
Monitoring Fault Monitor NetShow -
TrustSec Event Monitor Troubleshooting Workflows
EnergyWise Mini-RMON VRF Lite =
& Diagnostic Tools Topology Services 1% Performance Settings
Embedded Event Manager « B Fault Settings Setup «
Generic Online Diagnostics » Setup v Receiver Groups
{5,‘. Threshold Settings SMMP Traps « IPSLA »
Fault = Sysog e Sl
A - | Configure Syslog on Device |
Trendwatch Message Fiters
) | Automated Actions S
Devices And Tasks
Devices and Tasks
Device Selector Task Selector
=<Search Input=> 250 ==Search Input=>= >

Al ISearcﬁ.Resun_sI Selection |

il |search Resuts | selection |

»

E1E3 4t Devices

B 7 &3 evics Type Groups
[E1E content Netw orking
M8 routers
Dlj Security and VPN
W15 switches and Hubs
[FIE Unknow n Device Type
1 wietess

[F1 B8 yser Defined Groups

D = Medianet Endpoints Connected Gre ™

4 | 1 | 3

2 device(s) selected

m

View Configuration... |

- Step 10f4 -

EFE aTasks
FIC adhoc ‘

| »

[E 3 autrentication Proxy
0 D it Smartports
D D Banner

DD GCable BF and BFH

[

DD Cable DHCP-GiAddr and Helps
D D GCable Dow nstream
DD Cable nterface Bundling
DD Cable Spectrum Management
| Trap Source
DD Cable Upstream -

R — |

4 | m | 3

1 objec{s) select=d

Back [Nextl Finish [Cancel |

Step 2: Under Device Selector, expand Device Type Groups.

Step 3: Select Routers.
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Common Parameters
Logging Host
Action:  Add

~ Hosts (comma separated): 10.4.48 .35
10S Parameters
Logging On
Action: Enable -
Logging Facility
Action: Enable v Parameter: local/ -
Logging Level
Buffered
Action: Mo Change - Conditions: Default -
Console
Action: Mo Change ~ Conditions: Default -
Monitor
Action: Mo Change - Conditions: Default -
Trap
Action: Enable ~ Condiions: £rTors -

Step 11: Click Next.
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Step 12: Enter Job Description (Example: Configure Syslog Destination of

Devices), and then click Next.

Job Schedule and Options

Job Schedule and Options

Run Type:| Immediate : I
Date:|25 Apr 2012 16 ~ JooT =

- Job Info

Job Description *:{Config Syslog Destination of Devices |

E-mail| |
Comments: ]

*- Required

-Step 2 of 4 -

Job Opti

lz‘ Fail on Mismatch of Config Versions
D Sync Archive before Job Execution
l:‘ Copy Running Config to Startup
D Enzble Job Password

con e S 50 e
Enzble Password:

Failure Policy: | Ignore failure and continue EI

Q) Pamﬂeh::_:_u Sequential
| Device Order... |

| Back | |Next | | Finish |f:anoel. |

Step 13: Atthe Job Work Order screen, click Finish.

Step 14: Click Monitor. You can now view the syslog messages.
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Managing the Network

1. Distribute software images
Customize monitoring

Generate and view reports

> WD

Deploy templates

Using the Inventory Dashboard, you can view all information regarding
hardware, software, user tracking, device audit changes, device discovery,

and support devices.

Inventory > Dashboards > Inventory

Hardware Summary x
Cisco Interfaces and Modules
Wiraless

Unknown

Switches and Hubs

Security and VPN

Routers

EoDo@E@EO@

Content Netvorking

EH
Device Change Audit X
Device Name User Name Creation Time Message
A2960S.cisco.local  estg an 4227:320011 CONFIG_CHANGE
A2960S.cisco.local  estg g;:tgz]?szsnll CONFIG_CHANGE
A2960S.cisco.local  estg 003(52217:523011 CONFIG_CHANGE
A29605.cisco.local  estg 351267:229011 CONFIG_CHANGE
A29605.cisco.local  estg noact 0257:01011 CONFIG_CHANGE
Supported Device Finder x

[Display Name_[+] | | Csubmt | [Reset]

Software Summary
Software Version
15.1(4)M2
12.2(58)SE2
Generic Class
15.1(3)S02
15.0(1)sY
44.1.12
03.02.00.X0
03.02.01.56
12.2(55)EX2
8.4(2)
15.0(0.0.90)SE1

User Tracking Summary
Number of End hosts
Number of Active End hosts
Number of Connected End Hosts
Number of Dormant hosts in last 7 days
Number of New hosts in last 7 days
Number of Rogue hosts in last 7 days

Device Discovery Summary
Discovery Status
Discovery Start Time

Completed

21 Oct 2011, 11:24 PDT
21 Oct 2011, 11:24 PDT
Total Devices Discovered 4

Discovery End Time

Reachable Devices 3
Unreachable Devices 1
Devices Newly Added to DCR 0
Devices Updated to DCR 3

27 Oct 2011, 07:33 PDT

Count
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Step 4: Inthe Prime LMS inventory, select a device, and then click Next.
Procedure 1 Distribute software images
Add Images From Cisco.com

Software Image Management is a feature that enables you to push new Device Sclection
images periodically to managed devices. This feature compares a managed <<Search Input-> il
device’s existing image version with those in the Prime LMS local software ““dlsm”“”“s' Setecon |
. . . . . B [ E aj pevices =
image repository or on cisco.com. Available upgrade options are shown, and £ S e more ouns
Prime LMS allows you to upgrade a managed device to an image through E‘g |
Routers =
the G U | [F1E Cis oo 2500 Series Integrsted Services
2 [71E Cico ASR 1000 Series Aggregation €
You can add software images to the repository (from cisco.com or a device, Dﬁm
file system, or URL). IF1E] wrkno r Device Tyoe
[FIET Us er Defines Groups o
. . . ) Fe—— ’
Step 1: Navigate to Configuration > Tools > Software Image 1 cavica(s) siectes
Management > Software Repository. _Stepaofe- Back) (Next) Fneh | (Gancel)
My Menu v  Monitor ¥  Inventory v [EeNEMEGICAN Reports v Admin v Work Centers v
Contiuraton » Toos » Sftuare Inage Hanagarent| £ pesnboard x i % Configurtion Arcive Step 5: In the Device/Platforms pane, click the device name.
i Navigator Softw & Cl)rn:g)liar;ce NetC‘?}n}iq A 7 Views '
Bteh Dutrbuton conelance Tepltes - conta Seor v sinerroriton Step 6: In the Version pane, select the Software Version.
Software Distribution Out-of-Sync Summary Software Image Management Compare Confi
Repostory Synchronizstion Ez::q"jr“;m . . SO Step 7: In the Feature/Subset pane, select the Software Feature Set.
Upgrade Analysis Template Canter Virtual Switching System v Repository Synchronization
Jobs zne:‘:::z;lmge — f&: Configuration Center ;‘::sfade Analysis Step 8_ C||Ck Next
Config Editor
VRE Lite Add Images From Cisco.com
Job Approval ; i
Deavices, Version: Feature[Sul :.
Catalyst 2820 Series | 2 - | 6000-Supervisor? 20
Catalyst 2000 L2/L3 Series 6000-Supervisor7 20 —(|Catalyst 6000 Supervisor 720 Flash Code
. Catalyst 2948G-GE-TX S;IE};) Iﬂi Catalyst 6000 Supenvisor 720 Flash with
: Catalyst 2950 S (2
Step 2: Click Add. c:tglit;gﬁssz;:zg 8.7(2) s
Catalyst 3500x Series 8.7 (1
. . Catalyst 4000 Series 3-?(53,‘
Step 3: Choose the source (Example: cisco.com) from which to you want to Catalrst 4232 Seres E| 230
. . . atalyst 5x00/2 Series = 013}
acquire the image, and then click Next. Catalyst 6000 Seres [ ee@
Catalyst 8510c/8515¢c Series 8.6(3)
Catalyst 3510m/8515m Series 8.6(2)
Add Images Catalyst 8540¢ Series 8.6(1)
(Catalyst 8540m Series 8.5(9)
Image Source Catalyst4840G | 8.55) .L!
| images tobe Added
Devices/Platfiorms Version Subset
1 Catalyst 8000 Series 8 7(2a) Catalyst 8000 Supervisor 720 Flash with SSH support
["] Use generated Qut-of-sync Report
-Step Lof2- Back | [ Nexti] | Finish cancel |
Next you must select device(s) for software upgrade.
-Step3of 6- [Back | [Next | | Fiish | [Cancal |
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Step 9: Ensure that the check box in the Download column is selected, and
then click Next.

Add Images From Cisco.com

[Selected It
IDevice/Platform Version [ Devenioad
fnd Subset
57(23)
Catalyst 6000
[Catabpst Superveor7n | WA
(5000 Series | Figsh vith SSH
suppart

Step 10: Enter a Job Description, and then click Next.

Add Images From Cisco.com

3Job Control Information

.
R —

Commens:

= - Required Fiskd

-Stap Sof 6 - [Back | [Mext | | Finch | [Cancel |

Step 11: Onthe Image Import Work Order, view the software image job
summary, and then click Next.

Add Images From Cisco.com

Image Import Work Order
Wark Order: Job Summary

Job Description: Downlead Software
E-mail to:

Scheduled at: 30 Aug 2012 16:30
Approval: Disabled

Approver List: None

Job Based Password: Diszbled

The following images will be copied to the image repository.

Filz Name :cat6D00-sup720k9.8-7-2a . bin
Size 119482024
Dievice Name/Platform :Catalyst 5000 Series

4 | n | »

-Step 6 of 6 - |Badk | | Mext | | Finish- | | Ganeel |

Step 12: Click Finish.
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Step 13: Click the name of the software image that was added in the previ-

ous step and make sure that

the device requirements are set correctly.

Step 14: Set the Minimum Ram and Minimum Flash to the correct values if
they are incorrect, and then click Update.

Edit/View Image Attributes

File Mame :
Image Mame :
Image Versicn :
Image Family :
Image Type :
File Size :
Image Chedt Sum :
Creator
Updated At :
Location :
Comments :

£3800-universalkd-mz.SPA.151-4.M4.bin
C2800-UNIVERSALKS-M

15.1(4)M4

£2800

SYSTEM_SW

66546432

850eda d51e51da47f0

Apr 26 2012 13:49:40
SCOpx! i imISYSTEM_SW
Added s part of Job-1148

Minimum RAM [MB): 1024 -
Minimum Flash {MB): 256 -

Feature:

IP|SLA|IPVE|IS-IS|FIREWALL|PLUS| QoS HA| NAT|MPLS[VPNL
EGACY PROTOCOLS|3DES|SSHIAPFN|IFSEC

Minimum Boot ROM Version: UNKMNOWN

Step 15: Navigate to Configuration > Tools > Software Image
Management > Software Distribution.

Step 16: Click Software Distribution, select By devices [Basic], and then

click Go.

Distribution Method

Distribution Method

@ By devices [Basic]

) By devices [Advanced]
) By image

©) Use remote staging

d
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Step 17: Choose the device or devices for software image distribution, and
then click Next.

Distribute by Devices

Device Selection

==Search Input>> >0

(O s Devices
117 & Device Type Groups
OE cisco Interfaces and Moduies
[ Content Networking
B & Routers
[F1E3 cisco 1900 Series Integrated Services Rt
[F1E3 cisco 2900 Series Integrated Services Rt
= 7 & Giseo 3900 Series Integrated Services Rt
[EJ =3 isco 3925 Integrated Services Route
3 Cisco 3945 Integrated Senvices Route
[EJ= cisco ASR 1000 Series Agaregation Sen «
« . »
2 device(s) selecled

Step 18: On the page that appears, enter your cisco.com credentials, and
then click OK.

Prime LMS shows the images available in the software repository for the
selected device or devices.

Distribute by Devices

View Details
Showing 2 records

Module
Information

SYSTEM_SW | 3900-universalkd-mz.SPA.151-4.M2.bin(63.78 MB) [ | flash0:1(3860.38 M8/3092.55 ME[= |

Device Information Image Options Storage Options Errors

1
"RS200-3945-1.cisco.local

2 T SYSTEM_SW | 3900-universalkd-mz.SPA.151-4.M2.bin(63.78 MB) [ | flash0:1(843.61 MB/976.11 MB) [=]

Notes: (*)Read Only Flash  (2)Running Image for RFF device (~)Image in Cisco.com  (*)Recommended Option

Step 19: Select the image to which you would like to upgrade the device,
and then click Next.

Step 20: In the Notifications window, click any failures or warnings for the
software distribution, and then click Next.
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Step 21: If you want to select options based on your organization’s sched-
uling policy, you can do so on the Job Schedule and Options page, and then
click Next.

Distribute by Devices

Job Schedule and Options

Job Options

Run TW,E: E Reboot immediately after downloading.

Do not insert new boot commands into configuration file.
Date;27 Oct 2011 afos[-]15]-] [] use current running image as TFTP fallback image.

JobInfo [ 7] Backup current running image.
On error, stop processing subsequent devices.

Jab Description: {Software Upgrade o e g ubsea

ema | wertame] |

Enable Password:

ion: @ Parallel) Sequential | Execution Order
Reboot :@) Parallel”) Sequential  Boot Order

* - Required Field

A new page shows the work order that was just created.

Step 22: Click Finish. This completes the work order.

Customize monitoring

Monitoring plays a big role in any network management process, and the
Monitoring Dashboard provides a unified view of all the activities being
monitored by an administrator. Prime LMS has a comprehensive list of
monitoring portlets from a device level to the network level—such as device
and interface availability; high severity alerts; memory, CPU, and interface
use; performance threshold: fault summary; IPSLA violation reports; and
syslog information.

You can customize these activities based on your network needs. This
procedure describes one such activity, CPU utilization.

Step 1: Access the Monitoring Dashboard by navigating to Monitor >
Dashboards > Monitoring.

By default, you can view a list of devices with the top CPU utilization on the
dashboard.

TOP-N CPU Utilization X
Time Interval: 1 Hour
P
Device Name Instances Average % Graph
A3750X.cisco local 1 23.08 o]
RS200-A3750X.cisco.local 1 2108 2]
RS212-A2960S.cisco.Jocal 1 19.33 (2]
WAN-D3750X.cisco.local 1 1 2]
RS202-A3560X.cisco.local 1 10K ]
Wo-10 10-30  W30-80 MW 80-100

Click here to configure more Pollers.
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Step 2: Click the Graph icon. This displays the details of the CPU utilization
for a specific device.

Variable Name: cpmCPUTotalSminRey

10.00

—_—
7.50
500
250

Value in %

000
1340 1345 1320 1325 1330 1335 1340 1345 1350 1355 1400 1405 1410
Time

Start Time: Wed, Jan 19 2011, 13:11 PST End Time: Wed, Jan 19 2011, 1411 PST
— Device Name10.4.78.3 Instance 11 — Avg: 10.00 Latest 10.0

Generate and view reports

Prime LMS provides you a single launch point for all reports that you can
generate and view. The Reports menu provides the following options:

= Inventory Report—Contains reports pertaining to devices, hardware,
and end-of-sale and end-of-life information

= Switch Port—Contains reports on switch capacity, switch port summary,
and utilization history

= Technology—Contains reports for technologies like EnergyWise,
Identity, Power over Ethernet, and VRF Lite

= Fault and Event—Contains information about threshold violation, device
fault, syslog, and PSIRT

= Performance—Contains information about CPU and interface utiliza-
tion, interface error, and IPSLA

= System—Contains information about the number of users logged in,
collection detail, configuration file changes, and 24-hour change

= System Audit—Contains audit reports for software image distribution
and download history

= Report Designer—Generates custom reports, especially for syslog and
inventory

= cisco.com—Allows you to check contract information and bug status by
using the bug toolkit

February 2013 Series

« Compliance and Audit—Reports status of all services on the network,
lifecycle management, and regulatory compliance such as HIPAA, SOX,
etc.

« View Report Archives—Creates a report from a scheduled report and
stores it in the report archive

[

BRI e

MyMenu * Monitor ¥ Inventory ¥ Configuraton ¥ Reports ¥ LAdrm ¥  Work Centers v

[ inventory & switch Port I Technology [ Fault and Event
Detailed Device Capadty EnergyWwise « Best Practices «
Device Attributes Ports » TrustSec w Embedded Event Manager Syslogs
24-hour Inventory Change Recently Down Medianet Generic Online Diagnostics Syslogs
Hardware » Redaim « PoE » History =
Management Status » Summary WLAN PSIRT Summary
Software « Utilization History YRF Lite = Syslog =
User Tracking « »ik Cisco.com i_‘ System Threshold Violation
E Performance Bug Summary ANI Server Analysis i Report Archives

Device = Contract Connection Data Collection Metrics Inventory and Syslog
Interface » Locate Device Device Support IPSLA

IPSLA Detailed % Compliance and Audit Status = User Tracking

IPSLA Summary Service Reports » Users « WRF Lite

Poller Lifecyde Management Reports » i sSystem Audit Reports Layer2 Services
Custom Compliance Reports » System (i, Report Settings

IPSLA System Summary + Reports Job Browser Device Administration Report Publish Path

_?5, Report Designer Change Audit « IPSLA
User Tracking « Performance
Medianet Custom Layouts Inventory and Config
Syslog
Inventory

In this example, you generate an inventory report.
Step 1: Navigate to Reports > Inventory > Hardware > Detailed Hardware.

Step 2: Select All Devices, and then click Finish.

Reports = Inventory = Hardware > Detailed Hardware

Nasfowtiy: Inventory Hardware Report
* Inventory
Detailed Device . —
@) pevice Selector' Group Selector
Device Attributes Device Selactor a: i
24hour Inventory Change i FB || unTyes[Inmediate [¥ ]
E C e e

Chassis Slot Detsils ® 1@ i vevices L e

® DD Device Type Groups 3
@ [ 3 ser Detined Groups

8 (1@ medianet Endpoints Connect

Chassis Slot Summary

Chassis Summary Graph Job Dascription®;| |

Detailed Hardware Emit] |

Device Statistics 8 )@ subnet Groups o Atiachment Opten: | paport typs : (2 poF | Cov

Hardware Component Summary o LA R . TR bl [nssn]

Hardware Summary Graph 148 devicsis) selected

Multi Servics Port | (Fnish | [ Reset |

EoS/Eol Hardware
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Prime LMS generates a detailed hardware report, providing information Step 2: Choose the template that you would like to deploy, and then click

about the device, including system description, RAM, image running, etc. Next. You can sort how the templates are displayed by clicking the column
, titles.
Ciseo Catalyst 6500 Series Switches
Total Flash
Device Name Updated At System Description Locaton|Contact P71 | Crs Vendor o, ey FOM Version - Deploy
6509-1 Apr 24 2012 Gico 105 Softviare, 2154 Scit VICESKS-M), Version 15.0(1)5¥1, SMGI23INI57 couChassieCates0s 103400  D.00 12.2(50r)5Y523938.28
jed Thu 16-Feb-12 21:35 by
prod_r
€6509-2.cisco.local Apr 25 2012 Cxc}ﬂSScﬂuar 2254 Softuare (s2454-TPSERVT ) Version 15.0(1)5¥1, SMGIZIINZ59 cevChasssCateses 102400 000 12.2(50r}5Y521455.96
12:02:04 RELEASESOFI’WAEE\M}TE:h ical Suy ppaﬂ hit Select templates to deploy configuration
C6509-L.ciscolocal Apr 25 12 SMGIZIINES? covChassisCHES05 102600 0.0 122(sDSYS2IR 28 Template Selector seisceat [Tomss
120214 RELEASE SOFTWARE (fc#) Te
Conmrah 0 1555201 51 show K]
rod_rel_team
" L0 S e ] Template Name v | Features Type Role In b
— b 3750X 3560X Infrastructure Connectivity to Distribution Switch sBA Partial Acces *
Device Name Updated At System Description Locsion| Contact Seri Number ChasisVender Typs (O MM [LVRRE EVA e [] » 3750X 3560X Infrastructure Connectivity to WAN Router sBA Partial Acces
HQ-C3750%- Apr 25 2012 Giseo 105 Software, CI750E Softviare (C3750E-UNIVERSALKS-M), Version 15.0(1)SE2, FDOMAIZIOY cevChasssWsCI7SD4P2R2.00 51200 2635 5500 [0 »  Access Switch Global Configuration SBA Partial Acces
P seelec] et 0 156 Z;':fv) e e e B ey O > cat 29605 Infrastructure Configuration to Distribution Switches SBA partial Acces
prodrel feam I » cat6500 Connectivity to WAN Routers and LAN Core SBA Partial Distril
[J > cat6500 Distribution Layer Connectivity to Access Layer sBA Partial Distril
[J > Catalyst 2950-5 and 2750-X Platform Configuration sBa Partial Acces
[J » Catalyst 3560-X Platform Configuration SBA Partial Acces
[ » catalyst 3750 Distribution Layer Connectivity to Access SBA Partial Distril
O »  catalyst 3750 and 3750X Platform Configuration SBA Partial Distril
Pr re4d Depl mpl
ocedu e ep oy te p ates [ »  catalyst 3750G Distribution Layer Switch Global Configuration SBA Partial Distril
[J > catalyst 4500 Access Switch Global Configuration sBA Partial Acces
<[ m 3

Another important feature, templates, is specifically designed for deploy-

ing configurations in managed networks. Typically, a network consists Step 3:
of thousands of devices, and it is an enormous task for administrators to
configure each of these devices individually. Ideally, they would like to have
a set of templates with standard (or global) configurations that are common

In Device Selector, choose the devices to which you want to push
these templates, and then click Next.

. . . . . Device Selector
to certain devices in the network. Using these templates, administrators can )
quickly deploy the configuration, thus saving a lot of time as well as avoiding »W[w] = =

configuration errors that may happen during manual configuration. —
* [Jpevice Type Groups

Prime LMS provides system-defined or user-defined templates, which are in » [Jcontent Networking

the form of .xml files. You can customize these templates to accommodate » FRouters 3
your needs. This procedure focuses on importing and deploying templates » [Isecurity and VPN

that are specific to the Cisco SBA architecture. » [Jstorage Netwarking

» [switches and Hubs
*» [Junknown Device Type

Templates based on Cisco SBA—Borderless Networks LAN Deployment
Guide are included as part of Prime LMS. You can also edit the templates or
even create an entirely new template. If you choose to create a customized e

template, you do it manually by creating it in an .xml file. < o |

* [[1voice and Telephony

* Defauh Display: 500 records ]

Step 1: Inthe Prime LMS portal, navigate to Configuration > Template
Center. The Deploy screen appears.
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Step 4: In the list, choose to which device in the network you want to apply
the configuration.

Deploy
Choose Templates. L4
Choose Device Groups (2

Configure 3750X 3560 Infrastructure Connectivity to Distribution Switch

Unique Device Level Paramelers
7 Bt o import @ Export

Device Channel Group Number Interface Type Start Interface Number End Interface Number Voice Vian Data Vian Managemen

10502 .

10.5.148.5 i

10.5.168.2

10.5.180.5

10.5.1%.5

5525

105685 3

10.57.2

10.57.3

AT

PR1.cisco Jocal

D3750X.disco. local

IE-D3750X.ciseo Jloc

WAN-DI7S0X.cco. =
< i 3

000000000000 ®

[ Previous | (R [Freh | (Canee)

A page appears that requires you to provide the variables for the commands
for that particular template. In this example, LAN Switch Universal Template
displays the required variables.

Step 5: Fillin the required variables, and then click Save and Edit Next.

Edit Unique Parameters x

Channel Group Number *
Interface Type * -

Start Interface Number *
End Interface Number *

Voice Vian *

Data Vian *

Management Vian *

Unused Vian for Hopping *

Save | [ Saveand Edit Next | [ Cancel |
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Step 6: The Ad Hoc Configuration Commands for Selected Devices page
lets you enter configuration commands that will be deployed on the selected
devices in addition to the commands in the template.

Deploy
Choose Templates ~
Choose Device Groups. <
Configure 3750 3560X Infrastructure Connectivity to Distrbution Switch L4

Adhoc Configuration Commands for Selected Devices

u enter here will ot be validated.

You can enter configuration commands here that wil be deployed on the in additon to the tempiate.

Previous | [[Next] [ Fiish | (LCancel ]

Schedule Deployment

Step 7: Enter the desired deployment frequency and date(s), a Job
Description, and then click Finish. This deploys the template on the selected
device based on the scheduled settings. If you choose the email option,
Prime LMS sends a confirmation email to the specified administrator.

Deploy
Choose Templates

Choose Device Groups.

LNE SENES

Configure 3750X 3560X Infrastructure Connectuity to Distrbution Switch
‘Adhoc Configuration Commands for Selected Devices.

Seheduler
* Indicates required field

8 Immediate Job Description* [peploy Configuration

once
8o i) I
8&:::7 Start date [3/26/2012 =]
y strcuns erimy
Job Options

[ Copy Startup to Running Config upon faiure
[ Copy Running Config to Startup
[ Enable Job Password

Login Usermame
Log Passuord

Enable Passuord

(PreviewGil | (TPrevious | [Mext | (Finsh ) (“Gancel )
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Appendix A: Product List

Network Management

Functional Area Product Description Part Numbers Software
Network Management Cisco Prime Infrastructure 1.1 R-PI-1.1-K9 4.2

Prime Infrastructure 1.1 Software — 10K Device License R-PI-1.1-10K-K9

Prime Infrastructure 1.1 Software — 5K Device Base License R-PI-1.1-5K-K9

Prime Infrastructure 1.1 Software — 2.5K Device Base License R-PI-1.1-2.5K-K9

Prime Infrastructure 1.1 Software — 1K Device Base License R-PI-1.1-1K-K9

Prime Infrastructure 1.1 Software — 500 Device Base License R-PI-1.1-500-K9

Prime Infrastructure 1.1 Software — 100 Device Base License R-PI-1.1-100-K9
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Appendix B: Changes

Since the previous Cisco SBA series, we made no changes to this guide. m
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Feedback

Please use the feedback form to send comments
and suggestions about this guide.
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