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Preface

Who Should Read This Guide Release Series
This Cisco® Smart Business Architecture (SBA) guide is for people who fill a Cisco strives to update and enhance SBA guides on a regular basis. As
variety of roles: we develop a series of SBA guides, we test them together, as a complete

system. To ensure the mutual compatibility of designs in Cisco SBA guides,

- Systems engineers who need standard procedures for implementing , .
you should use guides that belong to the same series.

solutions
Project managers who create statements of work for Cisco SBA The Release Notes for a series provides a summary of additions and
implementations changes made in the series.

- Sales partners who sell new technology or who create implementation All Cisco SBA guides include the series name on the cover and at the
documentation bottom left of each page. We name the series for the month and year that we

. Trainers who need material for classroom instruction or on-the-job release them, as follows:

training month year Series
In general, you can also use Cisco SBA guides to improve consistency For example, the series of guides that we released in February 2013 is
among engineers and deployments, as well as to improve scoping and the “February Series”.

costing of deployment jobs. , _ . : .
You can find the most recent series of SBA guides at the following sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a
complete system. This component-level approach simplifies system integration
of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

You Are Here

BORDERLESS
NETWORKS

LAN Design Overview
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About This Guide

This design overview provides the following information:
- Anintroduction to a Cisco SBA design
- An explanation of the requirements that shaped the design

- A description of the benefits that the design will provide your
organization

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

Dependent Guides

|
= LAN Deployment Guide Additional Deployment Guides

= Wireless LAN
Deployment Guide
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http://www.cisco.com/go/sba
http://www.cisco.com/go/sbachannel

Introduction

Cisco Smart Business Architecture (SBA) is a comprehensive design that
incorporates LAN, WAN, security, application optimization, data center, and
unified communications technologies to provide a complete solution for an
organization’s business challenges. The Cisco SBA—Borderless Network
LAN architecture incorporates network access for wired and wireless users,
ranging from small remote sites with a few connected users to large loca-
tions with up to 5,000 connected users.

The Cisco SBA LAN provides the foundation network connectivity for users,
printers, WAN routers, security, and all of the other devices that connect
users to the applications they require to do their job. Because the LAN plays
such an important role in providing the backbone interconnects for network
communications, it's critical that the design is reliable, scalable, and interop-
erates transparently with devices connected to the LAN.

Cisco SBA tests network and user devices connected together to simu-
late an end-to-end deployment for your organization. This solution-level
approach reduces the risk of interoperability problems between different
technologies and components, allowing the organization to select the parts
needed to solve a business problem. Where appropriate, the architecture
provides multiple options based on network scalability or service-level
requirements.
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Cisco designed, built, and tested this architecture with the following goals:

= Ease of deployment—CQOrganizations can deploy the solution consis-
tently across all products included in the design. The reference configu-
rations used in the deployment represent a best-practice methodology
to enable a fast and resilient deployment.

= Flexibility and scalability—The architecture is modular so that organi-
zations can select what they need when they need it, and it is designed
to grow with the organization without requiring costly forklift upgrades.

« Resiliency and security—The design removes network borders in
order to increase usability while protecting user traffic. It also keeps the
network operational even during attacks or unplanned outages.

« Ease of management—Deployment and configuration guidance
includes configuration examples of management by a network manage-
ment system or by unique network element managers.

« Advanced technology ready—The network foundation allows easier
implementation of advanced technologies such as collaboration.

Introduction



Figure 1 - Cisco Smart Business Architecture overview
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Business Overview

Data networks are critical to an organization’s viability and productivity.
Online workforce-enablement tools are only beneficial if the data network
provides reliable access to information resources. The number of users and
locations in an organization can vary dramatically as an organization grows
and adapts to changes in business activity. Providing a consistent user
experience when users connect to the network increases their productivity.
Whether users are sitting in an office at headquarters or working from a
remote site, they require transparent access to the applications and files in
order to perform their jobs.

Users are no longer expected to sit at their desk, tethered to a wired network
connection for high-speed connectivity. Although wired network access to
the user desktop provides the best performance, wireless network access
provides the freedom of connecting the user to applications while in meet-
ing rooms, cafeteria, and other locations. The organization must build a LAN
environment that provides reliable desktop and mobile access to improve
user productivity.

Collaboration applications, such as those that use multimedia to bring users
together, help an organization control the delays and costs associated with
travel. Multimedia collaboration applications and content distribution rely

on a high-speed, low-latency network infrastructure to provide an effective
user experience. However, as networks become more complex, the level

of risk increases for network availability loss or poor performance due to
inadequate design, configuration errors, maintenance and upgrade outages,
or hardware and software faults.

The traffic from each collaboration application has different requirements.
This increases complexity for IT organizations when they deploy and man-
age many types of applications from different vendors and devices. As video
becomes pervasive, shrinking budgets and increasing quality expectations
of end users exacerbate the IT challenges.
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As organizations upgrade their IT infrastructure to support new business
requirements, new technology can impose significant costs, from the
perspective of the investment in the equipment, as well as the time and
workforce investment required to deploy the new technology and establish
operational readiness. When new technology is introduced, it takes time to
understand how the technology operates and to ascertain how to effectively
integrate the new technology into the existing infrastructure.

Why Is a Cohesive Approach to the Network
Architecture a Value to Your Organization?

Conducting business using information only stored locally in files on your
computer is declining. The trend is for users to access mission-critical
information by connecting to the network and downloading the information
or by using a network-enabled application. Users depend upon shared
access to common secured storage, web-based applications, and even
cloud-based services. Users may start their day at home, in the office,

or from a coffee shop, expecting to log on to applications that they need

in order to conduct business, update their calendar, or check email—all
important tasks that support your business. Connecting to the network to
do your work has become as fundamental as turning on a light switch to see
your desk; it's expected to work. Taken a step further, the network becomes
a means to continue to function whether you are at your desk, roaming over
wireless LAN within the facility, or working at a remote site, and you still have
the same access to your applications and information.

Now that networks are critical to the operation and innovation of organiza-
tions, workforce productivity enhancements are built on the expectation of
nonstop access to communications and resources. As networks become
more complex in order to meet the needs of any device, any connection
type, and any location, networks incur an enhanced risk of downtime

caused by poor design, complex configurations, increased maintenance, or
hardware and software faults. At the same time, organizations seek ways to
simplify operations, reduce costs, and improve their return on investment by
exploiting their investments as quickly and efficiently as possible.

Business Overview



There are many ways an organization can benefit by deploying a Cisco SBA
LAN architecture:

Reduced cost of deploying a standardized design based on Cisco-
tested and supported best practices

Multiple LAN scalability design models to address a variety of organiza-
tion sizes and locations, to allow easy migration

Focused approach on building a consistent and sound LAN foundation
for organizations with LAN connectivity requirements at sites ranging
from a few connected users to large locations with up to 5,000 con-
nected users

Wired and wireless LAN connectivity tested as a solution to address
connectivity, mobility, and performance requirements

Provide guest Internet access for visitors and contractors at your organi-
zation's locations in a convenient, cost-effective, and secure way

Resiliency and availability of network access through proper use of
network design and the hardening of link topology, platform features,
and system security

Summarized and simplified design choices so that IT workers with a
CCNA certification or equivalent experience can deploy and operate the
network

Video and voice perform better through the use of medianet technolo-
gies, Cisco's recommended approach for video and collaboration, which
simplifies, lowers the risks, cuts costs, and improves the quality of your
video and voice deployments.

Using a modular approach to building your network with tested, interoper-
able designs allows you to reduce risks and operational issues and to
increase deployment speed.
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Cisco SBA LAN Architecture

There is a tendency to discount the network as just simple plumbing, to
think that all you have to consider is the size and the length of the pipes or
the speeds and feeds of the links, and to dismiss the rest as unimportant.
Just as the plumbing in a large stadium or high rise has to be designed for
scale, purpose, redundancy, protection from tampering or denial of opera-
tion, and the capacity to handle peak loads, the network requires similar
consideration. As users depend on the network to access the majority of
the information they need to do their jobs and to transport their voice or
video with reliability, the network must be able to provide resilient, intel-
ligent transport. Even with the large amount of bandwidth available to LAN
backbones today, there are performance-sensitive applications affected by
jitter, delay, and packet loss. It is the function of the network foundation to
provide an efficient, fault-tolerant transport that can differentiate application
traffic to make intelligent load-sharing decisions when the network is tem-
porarily congested. Whether a user's network access is wired or wireless,
at the headquarters or at a remote site, the network must provide intelligent
prioritization and queuing of traffic along the most efficient route possible.

The Cisco SBA LAN design incorporates both wired and wireless connectiv-
ity for a complete network access solution. This document will first explain
the wired LAN foundation, and then second, how the wireless LAN extends
secure network access for your mobile workforce by using 802.11 Wi-Fi
technology, and finally how your 802.11 wireless LAN can provide guest
access for contractors and visitors to your facilities.

The Wired LAN

LAN access is typically provided at all of an organization’s locations; how-
ever, larger LANs are usually located at organization headquarters or large
campus locations. When located at headquarters, the LAN not only provides
connectivity for local users but becomes the core for interconnecting the
WAN, data center or server room, and Internet access, making it a critical
part of the network.

Large LANs and campus networks require a high availability design to
support the mission-critical applications and real-time multimedia communi-
cations that drive the organizational operations. In many other LAN designs,
the redundant links for resiliency stay in a backup status and remain unused.
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With the Cisco SBA LAN design, all links are actively forwarding traffic for
a higher-performance network while reducing the complexity involved in
traditional redundant designs.

To accommodate growth from a small number of users to a very large
number of users, network engineers build LANs in layers, as shown in Figure
2. Cisco designed the Cisco Smart Business Architecture—Borderless
Networks LAN to accommodate up to 5,000 users. It employs a layered
approach to allow intuitive and seamless scalability.

Figure 2 - LAN hierarchical design
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LAN Access Layer

The access layer is the point at which user-controlled and user-accessible
devices connect to the network. The access-layer design can provide
formerly expensive, high-speed connectivity like Gigabit Ethernet or 802.11n
wireless as a standard configuration. Because the access layer connects
client devices to network services, it plays an important role in protecting
users, application resources, and the network itself from human error and
malicious attacks. This protection includes making sure that the devices
connecting to the network do not attempt to provide services to any end
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users that are not authorized, that they do not attempt to take over the role
of any other device on the network, and, when possible, that they verify the
device is allowed on the network. The access layer also provides automated
services like Power over Ethernet (PoE), quality-of-service (QoS) settings,
and VLAN assignment for IP telephones in order to reduce operational
requirements. The Cisco SBA LAN access layer is a Layer 2 design to allow
organizations to accommodate those scenarios where a specific VLAN is
required to span multiple access-layer closets in order to satisfy an applica-
tion requirement.

In the access layer, Cisco Catalyst 3560-X or 2960-S Series Switches are
used for smaller density locations and can provide up to 48 access ports.
For higher density wiring closets, a Cisco Catalyst 2960-S Series switch
stack can provide up to 192 ports. For high-density wiring closets, modular
Cisco Catalyst 4500 and 3750-X Series Switches provide 48-200+ ports.
Cisco Catalyst 3750-X Series provides enhanced capabilities over Cisco
Catalyst 2960-S Series in a switch stack application, with Cisco StackPower,
Cisco Medianet, and Cisco IOS Sensor, where IOS Sensor is a required
component in Cisco SBA for configuring Bring Your Own Device (BYOD).
Cisco Catalyst 4500 Series provides modular upgrades, in-service software
upgrades (ISSU), and sub-second failover with dual supervisor applications,
Medianet and I0S Sensor.

LAN Distribution Layer

The distribution layer of the network serves primarily as an aggregation
point when multiple access-layer switches are needed to support the
required number of users at a location. Beyond simple aggregation, the dis-
tribution layer serves in many designs as the first point of IP Layer 3 packet
switching, routing, and services. Because the distribution layer serves a
larger number of users and access locations, it requires a high availability
design, which traditionally results in a highly complex interconnection of
redundant links as well as protocols, such as Spanning Tree Protocol (STP)
and First Hop Routing Protocol (FHRP), in order to manage availability and
path selection. In the traditional, two-box distribution-layer design, if the
same voice or data VLAN is used across multiple access-layer switches with
redundant uplinks, it creates a loop that STP detects and mitigates by shut-
ting down one of the redundant uplinks, as shown in Figure 3. The active STP
loop-avoidance has a few drawbacks—it can be much slower to recover
from link outages by unblocking redundant uplinks. It has to block redundant
paths in order to prevent loops, which reduces useable bandwidth, and it
can be error prone when misconfigured, misused, or subjected to one-way
communication failures.
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Figure 3 - Traditional design when sharing VLANs

F VLAN 30 %

VLAN 30
0€ NVIA

Interface
Blocked

Interface
Blocked

The Cisco SBA LAN architecture improves on the traditional design by
using a resilient virtual-switch design at the distribution layer. This virtual-
switch design provides distribution-layer device redundancy by making two
physical switches appear as a single switch or stack or by using a single
switch with redundant logic and power. This simplified design, as shown in
Figure 4, uses EtherChannel and Multi-Chassis EtherChannel to allow active
forwarding of redundant access-layer uplinks. EtherChannel and Multi-
Chassis EtherChannel (MCEC) provide sub-second failover for failed links
and eliminate bridging loops and associated STP blocked interfaces. The
resilient design also eliminates the need for FHRPs, reduces the complexity
of the configuration by over 50%, and makes the network easier to trouble-
shoot, while still providing fast recovery in the event of failures.

Figure 4 - Simplified design when sharing VLANs
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The simplified architecture provides the following benefits:

Resilient distribution layer provides reduced complexity while improving
failure recovery times

Intelligent access layer provides user and network protection from mali-
cious attacks while maintaining user transparency

Redundant links forward traffic without creating dangerous Layer 2 loops
in the network

Consistent design practices from the smaller remote-site LANs to the
larger high-density campus LANs reduce operational expenses

User services are consistent whether users connect at the headquarters’
LAN or a remote-site LAN

LAN Core Layer

The third and final layer of the LAN network is the core layer. This layer
provides aggregation when multiple distribution layers exist in a single,
collocated topology and is designed to use only point-to-point, Layer 3
IP-routed links. The core layer provides a natural migration from a smaller
two-tier network to a larger three-tier network, by keeping a consistent
distribution-layer design and adding the core layer for scalability.

Figure 5 - Two-tier to three-tier scalability
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Because it is the core layer of the expanded LAN, the interconnect for the
WAN and the Internet edge, and the connection point to a collocated data
center, it has a 24x7x365 design criteria, the highest possible availability.
Cisco designed the core layer to eliminate high complexity or high-touch
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services in order to reduce planned or unplanned outages for upgrades,
maintenance, or complex configuration changes. The core layer is based on
two high-performance physically and logically separate switches, providing
for increased availability without increasing the complexity of the distribu-
tion layer, where more access-layer services are delivered.

The Cisco SBA LAN architecture provides a modular approach with multiple
scale points in order to meet your organization's specific requirements.

Single-Tier LAN Design Model

Remote-site locations with a single wiring closet providing user connectivity
can utilize a single access-layer switch for wired user access, WAN router,
and wireless LAN access-point connectivity. Depending on the number of
LAN ports required, you can install single Cisco Catalyst 3560-X or 2960-S
Series Switch for up to 48 ports, and for higher density, a Cisco Catalyst
2960-S Series switch stack can provide up to 192 ports. For high-density
wiring closets, the Cisco Catalyst 3750-X Series switch stack or a modular
Cisco Catalyst 4500 Series switch can provide over 200 ports in a single
wiring closet. The same access-layer functions, such as PoE, network
security, and QoS, that are provided in larger locations are also provided in
remote-site locations in order to ensure the same experience for connected
users. The single or dual WAN router for the remote site provides all Layer 3
routing for the remote-site LAN.

Figure 6 - Single-tier remote-site LAN
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Two-Tier LAN Design Model Figure 8 - Two-tier collapsed LAN core

When a location has multiple wiring closets providing user connectivity, the (
distribution layer provides an aggregation point for connecting all of the

wiring closets. In the Cisco SBA LAN design, the distribution layer provides
Layer 3 services for the LAN according to the simplified design of a single
physical or logical Layer 3 switch. Connections from the access-layer
switches to the distribution layer use EtherChannel or MCEC for resiliency
and STP loop-free connectivity.
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At a remote site, the distribution layer also provides connectivity for the

WAN router or routers, and local wireless LAN controllers. Gisco ACE

Figure 7 - Two-tier remote-site LAN
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as a collapsed core, providing centralized connectivity for access-layer wir-
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The Cisco SBA LAN design provides the following Layer 3 distribution
layer platforms in order to provide a consistent, simplified distribution-layer
design with multiple scale points:

- A highly resilient and scalable distribution layer with two modular chas-
sis-based platforms using Cisco Catalyst 6500 Virtual Switching System
(VSS) 4T, which acts as a single logical distribution-layer platform. This
design allows for high-density aggregation of Gigabit Ethernet and
10-Gigabit Ethernet connected wiring closets and other platforms. Cisco
Catalyst 6500 VSS 4T provides the most advanced feature set and the
highest resiliency of the available platforms, and enables 40-Gigabit
Ethernet as an option for high-bandwidth connectivity to the core.

- Aresilient modular Cisco Catalyst 4507R+E Series distribution-

layer switch for locations where there is a mix of Gigabit Ethernet or
10-Gigabit Ethernet connected wiring closets and other platforms that
need to be aggregated. The Cisco Catalyst 4507R+E switch with dual
supervisors and dual power supplies provides resiliency with ISSU and
sub-second failover.

- A stackable Cisco Catalyst 3750-X Series distribution-layer switch

to accommodate locations where there is a small number of Gigabit
Ethernet connected wiring closets and other platforms that need to be
aggregated. Cisco Catalyst 3750-X Series provides a resilient platform
with Cisco StackWise and Cisco StackPower, and it provides near-
second failover from failed stack-member switches.

Three-Tier LAN Design Model

In larger LAN locations, a core layer is added to aggregate multiple distribu-
tion layers in order to accommodate the following situations:

- Alarge number of access-layer closets are spread over multiple floors
or buildings

- Geographically dispersed clusters of remote buildings where running
fiber from each access-layer switch to a central aggregation is not cost
effective

- The number of network-service devices, WAN routers, and separate
functional modules exceed the platform density or operational complex-
ity of a two-tier design
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Figure 9 - Three-tier LAN design
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In the three-tier model, the addition of a separate “services” distribution
layer provides:

Modular growth for high densities of WAN head end routers and WAN
services, such as a Cisco Wide Area Application Services appliance.

Wireless LAN controller termination in a central location for larger
campus populations.

Fault domains separate from the LAN access for a more resilient overall
network.

IP address summarization from WAN or Internet edge toward the core of
the network.

The core layer of the Cisco SBA LAN architecture uses two independent
Cisco Catalyst 6500 Supervisor 2T Series switches to provide resilient high-
density, high-bandwidth Layer 3 aggregation. The core also has 40-Gigabit
Ethernet ports available as a connectivity option to meet high-bandwidth
requirements.

The Wireless LAN

Providing the ability to stay connected regardless of employee location
improves the effectiveness and efficiency of employees. As an integrated
part of the wired-port networking design that provides connectivity when
users are at their desks or at another wired location, wireless allows connec-
tivity in transit to meetings and turns cafeterias or other meeting places into
temporary conference rooms. Wireless networks enable the users to stay
connected and the flow of information to continue regardless of physical
building limitations.

In Cisco Smart Business Architecture, wireless uses Wi-Fi technology
to transport data, voice, and even video traffic, rather than using cellular
technology.

Users at remote sites or headquarters can connect to voice and data
services via the same methods, creating a seamless environment for your
enterprise.

Employing a wireless network provides the following benefits:
Location-independent network access improves employee productivity
Hard-to-wire locations receive connectivity without costly construction

Centralized control of distributed wireless environment is easy to man-
age and easy to operate

Wireless network core is a plug-and-play deployment, preconfigured
to recognize new wireless access points that you connect to any wired
access port
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First-generation wireless LAN offerings were often unsecure, and network
administrators found them difficult to manage. Administrators configured
and operated wireless access points autonomously, which proved to be a
non-scalable deployment and operation model. This traditional, standalone
access-point model can be a very costly way of providing a secure wireless
infrastructure at remote sites and headquarters.

Figure 10 - Cisco SBA wireless topology
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The Cisco SBA wireless LAN design uses a centralized wireless LAN con-
troller (WLC), which can control all access points at the headquarters and
remote sites. The centralized approach of the WLC provides many benefits
beyond centralized management of the wireless access points. To ensure
secure access to the wireless LAN, the WLC enables all users to authen-
ticate against a corporate directory, thus removing the need to maintain a
separate username and password database on each access point. Using
an integrated guest controller, you can grant access to guest and partner
users who are important to the organization, and their traffic is kept separate
from authenticated internal user traffic. Clustering multiple WLCs together
provides additional load balancing, scalability, and redundancy, which is
useful during maintenance and unexpected outages.

While the WLC is centralized for headquarters and most remote sites, you
can install local WLCs in larger locations, to provide optimal roaming capa-
bilities while still managing from a central location. Wireless access points at
remote sites without local WLCs provide direct access to the local LAN for
non-guest traffic, avoiding traffic flow that would otherwise have to transit

to the central controller and back to the remote site, wasting precious WAN
pandwidth.

The Cisco SBA wireless LAN design uses the flexibility of the Cisco Unified
Wireless Network to support two major design models:

Local-Mode

Cisco FlexConnect

Local-Mode Deployment

In a local-mode deployment, as shown in Figure 11, the wireless LAN
controller and access points are co-located at the same site. The wireless
LAN controller is connected to a LAN distribution layer at the site, and
traffic between wireless LAN clients and the LAN is tunneled in Control and
Provisioning of Wireless Access Points (CAPWAP) protocol between the
controller and the access point.
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Figure 11 - Cisco SBA wireless local-mode deployment
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A local-mode architecture uses the controller as a single point for managing
Layer 2 security and wireless network policies. It also enables services to be
applied to wired and wireless traffic in a consistent and coordinated fashion.

In addition to providing the traditional benefits of a Cisco Unified Wireless
Network approach, the local-mode deployments have the following cus-
tomer demands:

= Seamless mobility—In a campus environment, it is crucial that users
remain connected to their session even while walking between various
floors or adjacent buildings with changing subnets. The local control-
ler-based Cisco Unified Wireless Network enables fast roaming across
the campus.

= Ability to support rich media—As wireless network access has become
pervasive in many campus environments, voice and video applications
have grown in significance. Local-mode deployments enhance robust-
ness of voice with Call Admission Control (CAC) and multicast with Cisco
VideoStream technology.

= Centralized policy—The consolidation of data at a single place in the
network enables intelligent inspection through the use of firewalls,
as well as application inspection, network access control, and policy
enforcement. In addition, network policy servers enable correct classifi-
cation of traffic from various device types and from different users and
applications.

If any of the following are true at a site, Cisco recommends deploying a
controller locally at the site:

- The site has a LAN distribution layer
- The site has more than 50 access points

- The site has a WAN latency greater than 100 ms round-trip to a pro-
posed shared controller

In a deployment with these characteristics, Cisco SBA recommends using
either a Cisco 2500 or 5500 Series Wireless LAN Controller. For resiliency,
the design uses two wireless LAN controllers, although you can add more
wireless LAN controllers to provide additional capacity and resiliency to this
design. Cisco FlexConnect Deployment

Cisco FlexConnect is a wireless solution for remote-site deployments. It
enables organizations to configure and control access points in a remote
site from the headquarters through the WAN without deploying a controller
in each remote site.
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If all of the following are true at a site, Cisco recommends deploying Cisco
FlexConnect at the site:

- The site LAN is a single access-layer switch or switch stack
The site has fewer than 50 access points

- The site has a WAN latency less than 100 ms round-trip to the shared
controller

Within the Cisco SBA FlexConnect deployment, the access points switch
wireless traffic onto the wired interface. WLAN segmentation is maintained
by using IEEE 802.1Q trunking to maintain separation of multiple WLANs

for transportation on the wired infrastructure. CleanAir and management
communication is passed to the controller using the CAPWAP protocol over
the trunk native VLAN.

Figure 12 - Cisco SBA wireless Cisco FlexConnect deployment
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Cisco FlexConnect deployments can also tunnel guest wireless traffic back
to the centralized controller. You can deploy Cisco FlexConnect using a
shared controller pair or a dedicated controller pair, to meet deployment
requirements.

If you have an existing local-mode controller pair at the same site as your
WAN aggregation, and if the controller pair has enough additional capacity
to support the Cisco FlexConnect access points, you can use a shared
deployment. In a shared deployment, the controller pair supports both local-
mode and Cisco FlexConnect access points concurrently.

If you don't meet these requirements, you can deploy a dedicated control-
ler pair using a Cisco 5500 Series Wireless Controller, or a Cisco Virtual
Wireless Controller, or a Cisco Flex 7500 Series Cloud Controller. The con-
troller should be connected to the server room or data center. For resiliency,
the design uses two controllers for the remote sites, although you can add
more controllers to provide additional capacity and resiliency to this design.

Guest and Partner Wireless Access

Organizations often have a wide range of visitors that require network
access while they are on site. Visitors can include customers, partners, and
vendors, and depending on their purpose, can vary in the locations they visit
in your organization. To accommodate the productivity of this wide range of
guest users and their roles, you should deploy guest access throughout the
network and not only in lobby or conference room areas.

Providing wireless access to guests and partners has many benefits:

Guests are more productive while on your premises to help your
organization

- Asingle infrastructure for employees and guests reduces cost and
complexity

Secure transport keeps guest traffic segmented from the internal
network

Guest access is controlled by IT, while administrative staff can grant
access requests for guests

The flexibility of the Cisco SBA LAN architecture allows the wireless network
to provide guest access over the same infrastructure of wireless access
points and controllers that provide employee wireless voice and data
access. This integrated ability simplifies network operations and reduces
capital and operational costs by leveraging a single infrastructure for
multiple services.
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Figure 13 - Cisco SBA guest access over wireless LAN
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The critical part of the architecture is to ensure that guest network access
does not compromise the security of the network. Every access point at the
headquarters and each remote site can be provisioned with controlled, open
access to wireless connectivity. From the wireless access point, guest traffic
is separately tunneled through the network to a guest wireless controller
located in the Internet edge demilitarized zone (DMZ). Traffic is passed from
the wireless guest network directly to the firewall protecting the organiza-
tion’s private assets.

To control guest and partner wireless connectivity, guest users are redi-
rected to a web login screen and must present a username and password
to connect to the guest network. Lobby ambassadors or other escorts can
assign temporary guest accounts that require a new password daily or
weekly. This design provides the flexibility to tailor control and administra-
tion for the organization’s requirements while maintaining a secure network
infrastructure.

Using the organization’s existing WLAN for guest access provides a conve-
nient, cost-effective way to offer Internet access for visitors and contractors.
The wireless guest network provides the following functionality:

Provides Internet access to guests through an open wireless Service Set
Identifier (SSID), with web access control

Supports the creation of temporary authentication credentials for each
guest by an authorized internal user

Keeps traffic on the guest network separate from the internal network to
prevent a guest from accessing internal network resources

Supports both local-mode and Cisco FlexConnect deployment models

You can deploy a wireless guest network using a shared controller pair or a
dedicated controller in the Internet DMZ.

If you have one controller pair for the entire organization and that controller
pair is connected to the same distribution switch as the Internet edge fire-
wall, you can use a shared deployment. In a shared deployment, a VLAN is
created on the distribution switch to logically connect guest traffic from the
WLCs to the DMZ. The VLAN will not have an associated Layer 3 interface or
Switch Virtual Interface (SVI), and the wireless clients on the guest network
will point to the Internet edge firewall as their default gateway.

If you don't meet the requirements for a shared deployment, you can
deploy a dedicated guest controller using the Cisco 5500 Series Wireless
Controllers or Cisco 2500 Series Wireless Controllers. The controller is
directly connected the Internet edge DMZ, and guest traffic from every
configured controller within the organization is tunneled to this controller
pair.
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In both the shared and dedicated guest-traffic deployment model, the
Internet edge firewall restricts access from the guest network. The guest
network is only able to reach the Internet and the internal Dynamic Host
Configuration Protocol (DHCP) and Domain Name System (DNS) servers.

Cisco SBA LAN Architecture



Summary

The flow of information is a critical component of how well an organization
runs. Organizations struggle with the ability to combine data, voice, and m
video on a single robust network and with the ability to deploy, operate,

troubleshoot, and manage complexity and costs.

The Cisco SBA—Borderless Networks LAN architecture provides a pre-
scriptive solution, based on best practices and tested topologies, to accom-
modate your organization’s requirements. The Cisco SBA LAN architecture
provides a consistent set of features and functionality for network access
whether the users are located at a large LAN location, or a smaller remote-
site, to improve user satisfaction and productivity and reduce operational
expense.

Figure 14 - Consistent user connectivity
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The Cisco SBA LAN architecture provides a consistent and scalable meth-
odology of building your LAN, improving overall usable network bandwidth
and resilience and making the network easier to deploy, maintain, and
troubleshoot.

The companion LAN Deployment Guide and LAN Configuration Files Guide
provide step-by-step guidance for deploying the solution. To enhance the
Cisco SBA LAN architecture, there are a number of supplemental guides
that address specific functions, technologies, or features that may be
important to solving your business problems.

Deploying Cisco Smart Business Architecture for your network helps ensure
areliable, robust, and secure network infrastructure to carry the flow of
information vital to your organization’'s success.
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