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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

- Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

- Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in August 2012 are
the “August 2012 Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlan64
ip address 10.5.204.5 255.255.255.0

Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide
N

Cisco SBA Solutions

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a
complete system. This component-level approach simplifies system integration
of multiple technologies, allowing you to select solutions that solve your
organization’s problems—without worrying about the technical complexity.

Cisco SBA Solutions are designs for specific problems found within the
most common technology trends. Often, Cisco SBA addresses more than
one use case per solution because customers adopt new trends differently
and deploy new technology based upon their needs.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides
‘

BYOD—Design Overview
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= LAN
Deployment Guide

= Wireless LAN

About This Guide

This deployment guide contains one or more deployment chapters, which
each include the following sections:

= Business Overview—Describes the business use case for the design.
Business decision makers may find this section especially useful.

= Technology Overview—Describes the technical design for the
business use case, including an introduction to the Cisco products that
make up the design. Technical decision makers can use this section to
understand how the design works.

= Deployment Details—Provides step-by-step instructions for deploying
and configuring the design. Systems engineers can use this section to
get the design up and running quickly and reliably.

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

You Are Here

BYOD—Virtual
Desktop Access
Deployment Guide

= Data Center
Deployment Guide

= Unified Computing System
Deployment Guide

What's In This SBA Guide n

Deployment Guide


http://www.cisco.com/go/sba
http://www.cisco.com/go/sbachannel

Introduction

There is a trend in the marketplace today that is often referred to as Bring
Your Own Device (BYOD). BYOD is a spectrum of business problems that
can be solved in various ways. These range from accessing guest wireless
networks to providing device authentication and identification. The goal is to
provide a common work environment, regardless of the type of device being
used. This could be accomplished by providing a virtualized desktop or by
allowing users to self-register devices for use on the network.

Organizations are experiencing an unprecedented transformation in the
network landscape. In the past, IT typically provided network resources only
to corporate-managed PCs, such as laptops and desktops. Today, employ-
ees are requiring access from both corporate managed and unmanaged
devices, including mobile devices like smart phones and tablets. This rapid
proliferation of mobile devices capable of supporting applications drasti-
cally increases workforce mobility and productivity, but it also presents an
enormous challenge to IT organizations seeking to enforce security policies
across a growing population of devices, operating systems, and connectivity
profiles.

The distinction between a work device and a personal device has evolved.
This evolution of mobile device usage and the introduction of mobile
devices into the workplace has caused a paradigm shift in how IT views what
qualifies as a network “end point device” and also what it means to “be at
work.”

An organization needs to know not only who is accessing their wired and
wireless networks, but also when the networks are accessed and from
where. In addition, with the wide adoption of nontraditional devices, such

as smart phones and tablets, and people bringing their own devices to
access the network, organizations need to know how many of these devices
are connecting. With this information, the organization can create policy to
prevent connection by nontraditional devices, limit connection to approved
devices, or make access to network resources easier for these non-
traditional devices. This presents a challenge for IT organizations that seek
to provide end-users with a consistent network access experience and the
freedom to use any device, while still enforcing stringent security policies to
protect corporate intellectual property. Further complicating the situation
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is delivering both consistent access and enforcing proper security policy
based on the specific user-access scenario (wired, wireless, guest, local,
branch, and remote users).

To balance the productivity gains versus the security risks, IT needs to
implement a solution that allows for seamless on-boarding of users and
devices, simplicity of on-going operations, and the ability to extend end-
user applications to any user or any device at any time.

Other Cisco SBA Solutions guides addressing BYOD business problems
include:

- BYOD—Internal Corporate Access Deployment Guide

- BYOD—Identity and Authentication Deployment Guide

- BYOD—Advanced Guest Wireless Access Deployment Guide
- BYOD—Remote Mobile Access Deployment Guide

Business Overview

Organizations are being driven by industry and regulatory compliance
(PCI, Sarbanes-Oxley, HIPAA) to be able to report on who is accessing the
organization’s information, where they are accessing it from, and what type
of device they are using to access it. Government mandates like Federal
Information Processing Standard (FIPS) and Federal Information Security
Management Act (FISMA) are also requiring agencies and entities work-
ing with government agencies to track this information. In some cases, an
organization may choose to limit access to certain information to adhere to
these regulations.

This information is also key data that can be used to generate advanced
security policies. Organizations see this as a daunting task requiring the use
of several advanced technologies and often delay implementing a solution
simply because they don't know where to begin.

This guide is the first step in deploying an architecture for accommodating
users who bring their own devices to access the network. The first phase is
to allow users to access the network with their personal device using their
existing network credentials. After authentication, the device is granted
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access to the portions of the network required to access the Virtual Desktop
Infrastructure (VDI). VDI allows a client to access a virtual desktop hosted

in the data center. This allows the user to access the same desktop from

a variety of different endpoints. This simplifies network policies by provid-
ing a common environment for users and then applying policy centrally in
the data center. This guide assumes that the VDI environment has already
been installed in the data center and the clients are configured. The sec-
ond phase is to provision the device with a digital certificate and network
configuration prior to gaining network access. Once provisioned, the device
has full network access. Future projects will address additional use cases
that focus on features that provide for things like device management and
Security Group Access (SGA).

Technology Overview

Cisco Identity Services Engine (ISE) is an identity and access control

policy platform that enables enterprises to enforce compliance, enhance
infrastructure security, and streamline their service operations. Cisco ISE

is a core component of Cisco TrustSec. Its architecture allows an organiza-
tion to gather real-time contextual information from the network, users, and
devices. This information helps IT professionals make proactive policy deci-
sions by tying identity into network elements like access switches, wireless
controllers, and VPN gateways.

This deployment uses Cisco ISE as the authentication, authorization, and

accounting server for wireless network users who connect using RADIUS.
Cisco ISE acts as a proxy to the existing Active Directory (AD) services to

maintain a centralized identity store for all network services.

In addition to using Cisco ISE for authentication, you can use Cisco ISE to
profile devices to determine the specific type of devices that are access-
ing the network. This is done by examining network traffic for certain

criteria based on certain characteristics. Cisco ISE currently has probes

for Dynamic Host Configuration Protocol (DHCP), HTTP, RADIUS, Domain
Name System (DNS), Simple Network Management Protocol (SNMP) traps
and queries, Nmap scans, and Netflow. To analyze the traffic, the engine
can be deployed as an inline policy enforcement device or the traffic can be
forwarded to the engine. As an example, the network infrastructure is config-
ured to send DHCP and Cisco Discovery Protocol (CDP) data via RADIUS to
Cisco ISE for analysis. The engine then evaluates the data sent via RADIUS
and can identify the device based off of the data in the RADIUS packet. For
example, Cisco IP phones are identified by a DHCP class identifier.
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You integrate Cisco ISE into the wireless network by using Cisco ISE as the
AAA server for wireless 802.1X authentication, authorization, and account-
ing. You configure this on every wireless LAN controller (WLC) in the net-
work, at both headquarters and the remote sites that have local controllers.
The one exception is for the controller used for guest access.

Figure 1 - BYOD overview

Virtual Workstations  , Vireless
on Cisco UCS LAN Controller 7
AR
‘ [ ]
T4 00000000
Access
I l Point Tablet
Active
@ \ J,
~ J
—— RADIUS —— LDAP
— DHCP ——— CAPWAP
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The deployment described here bases all IP addressing off of the Cisco
SBA—Borderless Networks LAN Deployment Guide. Any IP addresses

used in this guide are examples; you should use addressing that is appli-
cable to your architecture.

Cisco ISE has different personas, or modes, for which it can be configured:
administration, policy service, and monitoring. For a standalone configura-
tion where the appliance is all personas, the maximum number of endpoints
that can be supported is 2000. To support a greater number of endpoints,
you need to divide the personas across multiple appliances. In this example,
there is a primary and secondary policy service and administration node,
and a primary and secondary monitoring node. This allows the deployment
to scale to 10,000 endpoints. If your deployment does not require support
for more than 2000 endpoints, then you can just have a primary and second-
ary set of engines that support all the personas.

Table 1 - Cisco ISE engine IP addresses and host names

Device IP address Host name

Primary Cisco ISE administration 10.4.48.41 ise-1.cisco.local

and policy service node

Secondary Cisco ISE administration | 10.4.48.42
and policy service node

ise-2.cisco.local

Primary Cisco ISE monitoring node | 10.4.48.43 ise-3.cisco.local

Secondary Cisco ISE monitoring 10.4.48.44 ise-4.cisco.local

node

Deploying Cisco Identity Services Engine

1. Setup initial primary engine

Set up the remaining engines
Configure certificate trust list
Configure Cisco ISE deployment nodes
Install Cisco ISE license

Configure network devices in Cisco ISE

Configure Cisco ISE to use Active Directory

© N O O s N

Disable IP Phone authorization policy

Step 1: Boot the Cisco ISE and then, at the initial prompt, enter setup. The
installation begins.

b E S S BE S SE - E S BEEBE BE S BE-SE BE-BE S ESE BE B EE B E B BENEBEBE S -SE-SEBE BE BEBE-BE BB
Please type 'setup’ to configure the appliance
- -PE - E P E - E I EE P WE 6 BE-PEEE-PEBE PEE 0B E 2 E 6 BEBEIE-E-BEFE PENEE-ME M

localhost login: setup_




Step 2: Enter the host name, IP address, subnet mask, and default router of
the engine.

Enter hostname[]: ise-1

Enter IP address[]: 10.4.48.41

Enter IP default netmask[]: 255.255.255.0

Enter IP default gateway[]: 10.4.48.1

Step 3: Enter DNS information.

Enter default DNS domain[]: cisco.local
Enter primary nameserver[]: 10.4.48.10
Add/Edit another nameserver? Y/N : n

Step 4: Configure time.

Enter primary NTP server[time.nist.gov]: ntp.cisco.local
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]: PST8PDT

Time zone abbreviations can be found in the Cisco Identity
Services Engine CLI Reference Guide, Release 1.1.x:

http://www.cisco.com/en/US/docs/security/ise/1.1/cli_ref_guide/
ise_cli_app_a.html#wp1571855

Step 5: Configure an administrator account.

You must configure an administrator account in order to access to the CLI
console. This account is not the same as the one used to access the GUI.
Enter username[admin]: admin
Enter password: [password]
Enter password again: [password]
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Cisco ISE completes the installation and reboots. This process takes several
minutes. You are asked to enter a new database administrator password
and a new database user password during the provisioning of the internal
database. Do not press Control-C during the installation, or the installation
ends.

Do not use ‘Ctrl1-C° from this point on...

Uirtual machine detected, configuring UMware tools...
Installing applications...

Installing ise ...

Executed with privileges of root

The mode has been set to licensed.

Application bundle (ise) installed successfully

=== Initial Setup for Application: ise ===

Welcome to the ISE initial setup. The purpose of this setup is to
provision the intermal ISE database. This setup requires you create
a database administrator password and also create a database user password.

The primary engine is now installed.

Step 1: The procedure for setting up the remaining engines is the same as
when setting up the primary engine, with the only difference being the IP
address and host name configured for the engine. To set up the remaining
engines, follow Procedure 1 and use the values supplied in Table 1 for the
remaining engines.

Configure certificate trust list

The engines use public key infrastructure (PKI) to secure communications
between them. Initially in this deployment, you use local certificates, and you
must configure a trust relationship between all of the engines. To do this, you
need to import the local certificates from the secondary administration node
and the two monitoring nodes into the primary administration node.

Set up the remaining engines

Step 1: In your browser, connect to the secondary engine’'s GUI at http://
ise-2.cisco.local.

Step 2: In Administration > System, select Certificates.

Step 3: Inthe Local Certificates window, select the local certificate by
checking the box next to the name of the secondary engine, ise-2.cisco.

local, and then click Export.
Deployment Details n
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Step 4: Choose Export Certificate Only, and then click Export.

Step 5: When the browser prompts you to save the file to a location on the
local machine, choose where to store the file and make a note of it. You will
be importing this file into the primary engine.

Step 6: In a browser, access the primary engine’'s GUI at http://ise-1.cisco.
local.

Step 7: In Administration > System, select Certificates.

Step 8: In the Certificate Operations pane on the left, click Certificate
Store, and then click Add.

Step 9: Next to the Certificate File box, click Browse, and then locate the
certificate exported from the secondary engine. It has an extension of .pem.
Click Submit.

Step 10: Repeat this procedure for the remaining engines, ise-3.cisco.local
and ise-4.cisco.local.

Configure Cisco ISE deployment nodes

You can configure the personas of Cisco ISE—administration, monitor-

ing, and policy service—to run all on a single engine or to be distributed
amongst several engines. For this example installation, you deploy a pair of
engines for administration and policy service with one serving as primary
and the other secondary and another pair of engines for monitoring with one
serving as primary and the other secondary.

Step 1: Connect to http://ise-1.cisco.local.
Step 2: From the Administration menu, choose System, and then choose

Deployment. A message appears notifying you that the node is currently
stand-alone. Click OK.
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Step 3: In the Deployment pane, click the gear icon, and then select Create
Node Group.

In order for the two Cisco ISE devices to share policy and state information,
they must be in a node group. The nodes use IP multicast to distribute this
information, so they need to be able to communicate via IP multicast.

is=1 admin Logout Feedback

T -
ofe System | &R Identity Management [ Network Resources  [28 Guest Management

Deployment | Licensint g Certifcates  Logging  Maintenance  Admin Access  Settings

Deployment Nodes
Selected0 | Total 1 & B L
@ expot @ Inport > sow[@ ||
~ | Mode Type Personas Role(s)
I5E Administration, Monitoring, Policy Service  STANDALONE

Step 4: Configure the node group with the node group name ISE-Group
and the default multicast address of 228.10.11.12, and then click Submit.

Step 5: A pop-up window lets you know the group was created success-
fully. Click OK.

Step 6: In the Deployment pane on the left, expand Deployment. A list of
the current deployment nodes appears.

Step 7: Click ise-1. This enables you to configure this deployment node.

Step 8: On the General Settings tab, in the Personas section, next to the
Administration Role, click Make Primary.
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Step 9: In the Include Node in Node Group list, choose ISE-Group.

il
€ISCO  Identity Services Engine

H w v Poicy v Administration v ©9 Task Navigator ~ €3
7z System | G Identty Management [ Network Resources |2 Guest Management

el admin Logout  Feedbark

Deployment | Licensng  Certificates

logging  Mantenance  Admin Access  Settings

Deployment.

==

Deployment Nodes Lit » ise-1 B

Edit Node

3 Profing Configuration

HOStName joe-1
FQDN ise-1.cisco.local
1P Address 10.4.48.41

Node Type Identity Services Engine (ISE)
©  Personas

) Administration Role PRIMARY [ Make Standalone |

[ Meritering Role| primary Other Moritoring Node:

Policy Service =

Enable Session Services
Include Node in Nade Group [ BT

) e

| ISEGroup

0@ 0 | £ Notifications (0)

Next, configure which methods are used to profile network endpoints.

Step 10: On the Profiling Configuration tab, select RADIUS, use the default

parameters, and then click Save.

v RADIUS

Description
| RADIUS

Step 13: Enter the IP address or host name of the primary monitoring Cisco
ISE engine from Table 1 (in this example, ise-3.cisco.local) and the creden-

tials for the admin account, and then click Next.

Step 14: Select Monitoring, and then in the Role list, choose Primary. Make

sure Administration and Policy Service are not selected.

Step 15: Click Submit. The node registers, and a pop-up window displays

letting you know that the process was successful. Click OK.

alialn
€Is€o  Identity Services Engine

of System | &% Identity Management Network Resources

|2 Web Portal Management

ise-l admin  Logout Feedback

0 Task Mavigator + €3

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List > Configure Node
Deployment

== i, | Register ISE Node - Step 2: Configure Node

» =% Deployment

Hostname jse-3
FQDN ise-3.cisco Jocal
1P Address 10.4.48.43

Hods Tyre [dentity Services Engine (ISE)

Personas
[ diministratian Rele| SECONDARY
[ Moritaring Role| primapy - Other Moritoring Node ise-1

O rolicy Service

Enable Session Services (@
Include Mode i Node Group | <Mane .| @

Enable Profiing Service:

[cutrit | NP

Step 11: In the Edit Node window, click Deployment Nodes List. The
Deployment Nodes window appears.

Step 12: Click Register, and then choose Register an ISE Node.

il
€ISCO  Identity Services Engine

ofe system | &2 Identity Management

B Network Resources

ise-l  admin  Logoct Feedback

E 9 Task Navigator ~ €3

|28 Guest Management

Deployment | Licensing  Certificates

Loggng

Deployment
o Deployment

8, ISE-Group

Mantenance  Admin Access  Settings

Dreployment Nodes
Selectad 0 | Total 1 & G,
/et Dregster v || @ Export @ npent » sowl  ~)%

[ Hostrq Register an ISE Nads 2 Persanas Rolets)
[ ise-1 (Regiter an Inine Posture Nods admistratian, Maritorng, Policy Serice  PRI{A), PRI(M)
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Step 16: In the Deployment Node window, click ise-1.
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Step 17: Clear Monitoring, and then click Save. The node updates, and a
message displays letting you know that the process was successful. Click
OK. The node restarts.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator + €3

of System | &% Identity Managemnent [ Metwork Resources  [2 Web Pertal Management

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List = ise-1
Deployment

$-= = i, | Edit Node

» =% Deployment

e e Profiing Configuration

Hostname jse-1
FQDN ise-1.cisco Jocal
1P Address 10.4.48.41

Hods Tyre Identity Services Engine (ISE)

Personas

/| Adrinistration Role PRIMARY

[ Manitaring Role| sECoMDARY Other Manitoring Mode

Policy Service

Enable Session Services

Include Nade in Node Group | ISE-Graup ¥ @

Enable Profiing Service

Save Reset |

Step 18: Log in to the console, and then in the Administration menu, in the
System section, choose Deployment.

Step 19: In the Deployment Node window, click Register, and then choose
Register an ISE Node.

Step 20: Enter the IP address or host name of the secondary administration
Cisco ISE from Table 1 (in this example, ise-2.cisco.local) and the credentials
for the admin account, and then click Next.

Step 21: Select Administration and Policy Service.

Step 22: In the Administration section, in the Role list, choose Secondary,

and then in the Policy Service section, in the Node Group list, choose
ISE-Group.
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Step 23: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator + €3

of System | &% Identity Managemnent [ Metwork Resources  [2 Web Pertal Management

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List > Configure Node
Deployment

$-= = i3, | Redister ISE Node - Step 2: Configure Node

» =% Deployment

Hostname jse-2
FQDN ise-2.cisco Jocal
1P Address 10.4.48.42

Hods Tyre Identity Services Engine (ISE)

Personas

Administration Role SECONDARY

[ Manitaring Role| sECoMDARY Other Manitoring Mode

Policy Service

Enable Session Services

Include Nade in Node Group | ISE-Graup ¥ @

Enable Profiing Service

(e

Step 24: Next, configure which methods are used to profile network end-
points for the secondary policy service node.

Step 25: In the Deployment Nodes list, choose ise-2.

Step 26: On the Profiling Configuration tab, select RADIUS, use the default
parameters, and then click Save.

v RADIUS

Diescription
| RADIUS

Step 27: In the Edit Node window, click Deployment Nodes List. The
Deployment Nodes window appears.

Step 28: In the Deployment Nodes window, click Register, and then choose
Register an ISE Node.
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Step 29: Enter the IP address or host name of the secondary monitoring
Cisco ISE from Table 1 (in this example, ise-4.cisco.local) and the credentials
for the admin account, and then click Next.

Step 30: Select Monitoring, and then in the Role list, choose Secondary:.
Make sure Administration and Policy Service are not selected.

Step 31: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback

0 Task Mavigator + €3

of System | &% Identity Management MNetwork Resources  [24) Web Portal Management

Deployment  Licensing  Certifitates  Logging  Mantenance  Admin Access  Settings

Deployment Modes List > Configure Node
Deployment

$-

» =% Deployment

i, | Register ISE Node - Step 2: Configure Node

Hostname jse-4
FQDN ise-4.cisco Jocal
1P Address 10.4.48.44

Hods Tyre [dentity Services Engine (ISE)

Personas

[ diministratian Rele| SECONDARY
[ Moritaring Role| secompapy + Other Moritoring Node ise-3

O rolicy Service

Enable Session Services (@
Include Mode i Node Group | <Mane .| @

Enable Profiing Service:

(G

You have now deployed all Cisco ISE nodes: a pair of redundant administra-
tion and policy service nodes and a pair of redundant monitoring nodes.

Install Cisco ISE license

Cisco ISE comes with a 90-day demo license for both the Base and
Advanced packages. To go beyond 90 days, you need to obtain a license
from Cisco. In a redundant configuration, you only need to install the license
on the primary administration node.
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When installing a Base license and an Advanced license, the
Base license must be installed first.

Step 1: Mouse over Administration, and then, from the System section of
the menu, choose Licensing.

Notice that you only see one node here since only the primary administra-
tion node requires licensing.

Step 2: Click the name of the Cisco ISE server. This enables you to edit the
license details.

Step 3: Under Licensed Services, click Add Service.

Step 4: Click Browse, locate your license file, and then click Import.

et adnin Logout Fescbak

0 Task Navgator ~ €)

1
0 Identity Services Engine

Town) B [ B

Deployment (Licenaing ) Certficates  Logging ~ Mainteniance  AdminAccess  Sefings

Cumentcensas > ise 1

License Operations
& Curren icenses

Import new License File

[==s

If you have multiple licenses to install, repeat the process for each.

Configure network devices in Cisco ISE

Configure Cisco ISE to accept authentication requests from network
devices. RADIUS requires a shared secret key to enable encrypted com-
munications. Each network device that will use Cisco ISE for authentication
needs to have this key.

Step 1: Mouse over Administration, and then, from the Network Resources
section of the menu, choose Network Devices.
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Step 2: In the left pane, click Default Device.

Each network device can be configured individually, or devices
can be grouped by location, by device type, or by using IP
address ranges. The other option is to use the Default Device

to configure the parameters for devices that aren’t specifically
configured. All network devices in this example have to use the
same key, so for simplicity, this example uses the Default Device.

Step 3: In the Default Network Device Status list, choose Enable.

Step 4: Enter the RADIUS shared secret, and then click Save.

2 GuestManagement

aaaaaaaaaaa

Default Network Device

Configure Cisco ISE to use Active Directory

Cisco ISE uses the existing Active Directory (AD) server as an external
authentication server. First, you must configure the external authentication
server.

Step 1: Mouse over Administration, and then, from the Identity
Management section of the menu, choose External Identity Sources.

Step 2: In the left panel, click Active Directory.
Step 3: On the Connection tab, enter the AD domain (for example, cisco.

local) and the name of the server (for example, AD1), and then click Save
Configuration.
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Step 4: Verify these settings by selecting the box next to the node, clicking
Test Connection, and then choosing Basic Test.

Step 5: Enter the credentials for a domain user, and then click OK.

Step 6: A message appears letting you know whether or not the test was
successful. Click Close.

Step 7: Select the box next each node, and then click Join.

Step 8: Enter the credentials for a domain administrator account. Cisco ISE
is now joined to the AD domain.

Ioin Domain x

*User Name: [Administratar

*Password: e

Next, you select which groups from AD that Cisco ISE will use for
authentication.

Step 9: Click the Groups tab, click Add, and then click Select Groups from
Directory.
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Step 10: Search for the groups you wish to add. The domain box is already
filled in. The default filter is a wildcard to list all groups. Click Retrieve
Groups to get a list of all groups in your domain.

Step 11: Select the groups you want to use for authentication, and then click
OK. For example, for all users in the domain, select the group <domain>/
Users/Domain Users. In this example deployment, you add the groups for
cisco.local/Users/Finance, cisco.local/Users/HR, cisco.local/Users/IT,
and cisco.local/Users/Research.

Select Directory Groups
This dialog is used 1o select graups from the Directary. Click Retrieve Groups.. 1o read directary
Use * for wildcard search (ie. admin®). Search filter applies to group name and not the fully qualified path

Filter: - Retrieve Groups... | Number of Groups Retrieved: 64 (Limitis 100)

Name
cisco.lncallUsersDHCP Administrators =

cisco.localiUsersiDHCP Users
cisco.localiUsers/Denied RODC Password Replication Group
cisco.localiUsers/DnsAdmins
cisco.localiUsers/DnsUpdateProxy

cisco.localiUsers/Domain Admins

cisco.localiUsers/Domain Computers
cisco.localiUsers/Domain Controllers
cisco.localiUsers/Domain Guests

cisco.localiUsersiDomain Users
cisco.localiUsers/Enterprise Admins
cisco.localiUsers/Enterprise Read-only Domain Controllers

cisco.localiUsers/Group Policy Creator Owners

cisco.ocallUsers/POS-Users _Ij
»

O
O
O
O
O
O
O
O
O
O
O
O
O
r

o [R=m)

Step 12: Click Save Configuration.

Disable IP Phone authorization policy

There is a default policy in place for Cisco IP Phones that have been pro-
filed. This profile applies a downloadable access list on the port to which the
phone is connected. Since there is no policy enforcement taking place at
this point, this rule should be disabled.

Step 1: On the menu bar, mouse over Policy, and then click Authorization.
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Step 2: For the Profiled Cisco IP Phones rule, click Edit, click the green
check mark icon, choose Disabled, click Done, and then click Save.

et admin Logout  Feedback

©© Task Navigatar ~€)

& Folicy Elements

[} Profiing [ey Client Provisioning =) Security Group Access

2 Authenticstion | o] Authorzaton @) Posture

Authorization Policy

Define the Autharization Palicy by configuring rules based on identity groups andjor other conditions. Drag and drop rules to change the order
First Matched Rule Applies A
> Exceptions (3)
Standard

Status  Rule Name Conditions (identity aroups and other conditions) Permissions ]

Black List Defait i Blacklist ther Blacklst_Access Edit |~

Dare

~ [ Profled cisca 1 Phanes [ cisco- <] [ condition(s) < | then
Cisco (2 Enabled

= (@ Disabled T |
@ Maritor Only
Save Reset

Enabling Visibility to the Wireless Network

1. Configure 802.1X for wireless endpoints
Disable EAP-TLS on Cisco ISE

Add ISE as RADIUS authentication server
Add ISE as RADIUS accounting server
Enable DHCP profiling

G = @ N

To authenticate wireless clients, you need to configure the wireless LAN
controllers (WLC) to use the new Cisco ISE servers as RADIUS servers for
authentication and accounting. The existing entry is disabled so that if there
are any issues after moving to Cisco ISE, you can quickly restore the original
configuration. Additionally, you configure the WLCs for DHCP profiling so
that profiling information can be obtained from the DHCP requests from
these clients and sent to the Cisco ISE.
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Configure 802.1X for wireless endpoints

To differentiate wireless users in the authentication logs, create a rule to
identify when wireless users authenticate.

Step 1: Navigate to Policy > Authentication to open the Authentication

Policy page.

Step 2: For the Default Rule, click the Actions button, and then choose
Insert new row above. A new rule, Standard Policy 1, is created.

Step 3: Rename Standard Policy 1 to Wireless-Dot1X. In the Condition(s)
box, click the + symbol, and then choose Select Existing Condition from

Library.

Step 4: In the Select Condition list, next to Compound Condition, click the

> symbol.

alvali
€iS€O  Identity Services Engine

|2 suthentication | [#] Authorization

v Administration v

[ Prafiing

Dictionaries

() Simpie Congitinn »
@) Pasture

Authentication Policy

Policy Type O Simple @ Rule-Based

Define the Authenticatian Policy by selecting the protacols that 1SE should use to dt

[ Campound Condiin 5

v [mes

| 11 [ wired_mag

~ [ wired Dot1x

| 11 [ wired_soz.x

Defat Rule (IF ho matet)

v | [wireless Dot 1x 1 [ Condition(s) <

o B add al condtions

Condition Name

10Lp Access

&, Folicy Elements

ise-1 admin  Logour Feedback

©0 Task Navigator ~ €3

“H the identity sources that it should use for authentication.

Select Condition | |}

SFault Netwi© | and. & Actions ~

SFault Netwi© | and. & Actions ~

4 ©] ad.. @ Actions ~
G
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Step 5: Choose Wireless_802.1X, and then click anywhere to continue.

ilis
€O Identity Services Engine

Compound Condition
== E

Policy Type O Simple @ Rule-Based

1 wired_MAE
5, Authertication | [#] Autharization  [4) Profiing  [S) Pasture
& ko = = W wired_502.1%
o ) W Wireless_B0Z. 1%
Authentication Policy
1 Switch_Loal Web_Athentication
Define the Authentication Policy by selecting the protocols that 1SE should use to gt o

roup Access

&, Poicy Eements

ise-l  admin  Logout Feedhack

0 Task Navigator » €3

W WLC_SWeb_Authentication

- [mam

| 11 [ wired_map

H the identity sources that it should use for authentication,

“Fault NetwéD) | and.. ) £ Actions -
-+ [wiredbotix | +1F [wired_s02.1% St NetwiD | and & Actions ~
i@ v | wireless-Dotix If | Condition(s) = s © | and. » & Actions ~
Dafadlt Ruls (If no match) . o B Add Al Conditions 5
Condition Name
Select Condition &) Load

Step 6: In the Select Network Access list, next to Allowed Protocols, click
the > symbol, and then select Default Network Access.

aliali
CISCO  Identity Services Engine

is-1 admin  Logout  Feedback

6 Task Navigator v €3

|2) authentication | [®] Authorization  [4) Profiing @) Postre [ Client Provisioning  [5) Security Group Access 2, Palicy Elements.

Authentication Policy =

Define the Authentication Policy by selecting the protocols that 1SE shoLld Use to commurnicate with the network devices, and the identity sources that it should use for authentication.

Policy Type O Simple @ Rule-Based
- [ma | o1t [ wired_map < | allow protocols [Alowed Protocol ¢ Default Netwd® | and.. ) O Actions -
| [wiedDot1x | o1t [ wired_sozax < | dlow protocols [Alowed Protocol : Default Netwd | .. B Actions v
[ wireless.Dotax | :1f [wireless_gozax & | alow protocols [select Netwaork Access ©] ad.. & Actions +

Allowed Protocols
Default Ruls (If no match) + dllow protocols [alowed Protocol : Default Netw | and use identity source :

)

o= =

. Default Metwork Access

ctions ~

@,

Step 7: For the Wireless-Dot1X rule, to the right of and..., click the black
triangle. This displays the identity store used for this rule.

Step 8: Next to Set Identity Source, click the + symbol.

Step 9: In the Identity Source list, choose the previously defined AD server,

for example, AD1.
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Step 10: Use the default options for this identity source, continue by click-

ing anywhere in the window, and then click Save.

Step 4: Clear the global Allow EAP-TLS check box and under the PEAP

settings, clear the Allow EAP-TLS check box, and then click Save.

Disable EAP-TLS on Cisco ISE

For wireless deployments that aren't currently using digital certificates,
you need to disable EAP-TLS in order to allow clients to log in. You will be
deploying digital certificates in a later phase of this deployment.

Step 1: On the menu bar, mouse over Policy, and then, from the Policy
Elements section of the menu, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the
options.

Step 3: Double-click Allowed Protocols, and then select Default Network
Access.
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Allow Password Change Refries (valid Range 1 to 3)
Allow EAP-GTC

Allow Password Change Retries|[ 3 | (Valid Range 1103) -
J | ﬂ_l

Add ISE as RADIUS authentication server

Perform this procedure for every wireless LAN controller (WLC) in the
architecture with the exception of the guest WLC in the demilitarized zone
(DMZ).

Step 1: Navigate to the WLC console by browsing to https://wlc1.cisco.local.
Step 2: On the menu bar, click Security.

Step 3: In the left pane, under the RADIUS section, click Authentication.

Step 4: Click New. A new server is added.

Step 5: Inthe Server IP Address box, enter 10.4.48.41, and then enter your
RADIUS shared secret.
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Step 6: Next to Management, clear the Enable box, and then click Apply.

cisco

MONITOR  WLANS

CONTROLLER

" ping

WIRELESS  SECURITY  MAMAGEMEMT  COMMANDS  HELP  Ef

Logout | Refresh

alaln
cisco

MONITOR  WLANS

CONTROLLER

Step 10: On the RADIUS Authentication Servers screen, click Apply.

+ | ping  Legout Refresh

WIRELESS  SECURITY  MAMAGEMEMT  COMMANDS  HELP  Ef

Security

 AAA
General
» RADIUS
Autherdication
Accounting
Fallback
» TACACS+
LDAP
Local Het Users
MAC Filtering
Disabled Clients
User Login Policies
AP Palicies

b Local EAP

) Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

» web auth
b Advanced

RADIUS Authentication Servers > New

Server Index (Priority)
Server IF Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Key Wrap

Port Nurmber

Server Status

Support far RFC 3576
Server Timeout
Hetwark User
Management

IPSec

< Back

2 -
1044841

ASCID ~

[T (Desianed for FIPS customers and requires a key wrap compliant RADIUS server)

1812

Enabled «

Enabled «

2 seconds
Enable

[] Enable

] Enable

Apply

Security

 AAA
General
» RADIUS
Autherication
Accounting
Fallback
» TACACS+
LDAP
Logal Hat Users
MAC Filtering
Disabled Clients
User Login Policies
AP Palicies

» Local EAP

} Priority Order

} Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth
¥ Advanced

RADIUS Authentication Servers

Call Station ID Type 2

Use AES Key Wrap

MAC Delimiter
Network
User  Management
]
s
s

IP Address

[7] ¢Designed for FIFS customers and requires a key wrap complisnt RADIUS server)

Hyphen

Server
Index

1
2
3

Apply New...

Server Address  Port IPSec Admin Status

10.4.45.15 1812 Disabled Disabled [-]
1044541 1812 Disabled Enabled a
1044542 1612 Disabled Enabled a

1. Calt Station 10 Type will be appliceble oy for nan 802, 1x authsntication ony.

Step 7: Repeat Step 4 through Step 6 to add the secondary engine,
10.4.48.42, to the WLC configuration.

Step 8: After adding Cisco ISE as a RADIUS server, disable the current
RADIUS server in use. By disabling the server instead of deleting it, you can
easily switch back if needed. Perform this procedure for every wireless LAN
controller (WLC) in the architecture with the exception of the guest WLC in

the DMZ.

Step 9: On the RADIUS Authentication Servers screen, click the Server
Index of the original RADIUS server, and then, for Server Status, select
Disabled. Click Apply.
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Add ISE as RADIUS accounting server

Perform this procedure for every wireless LAN controller (WLC) in the
architecture, with the exception of the guest WLC in the DMZ.

Step 1: Onthe menu bar, click Security.

Step 2: In the left pane, under the RADIUS section, click Accounting.

Step 3: Click New. This adds a new server.
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Step 4: In the Server IP Address box, enter 10.4.48.41, enter your RADIUS )
shared secret, and then click Apply. Procedure 5 Enable DHCP profiling

cisco HONITOR OlLER  WIR v wnaGEMENT C T You need to enable DHCP profiling on the WLC in order to send DHCP
Security RADIUS Accounting Servers > New < back apoly information to the engine for endpoint profiling.
b “G“E“nml Server Index (Priority) 2 -
i e Step 1: Onthe WLC, navigate to WLANSs, and then select the WLAN ID for
ST Shared Secret Farmat ASCIT - . .
| o the SSIDs you wish to monitor.
LDAP Confirm Shared Secret ssssssses
Local Met Users
iltering Port Number 1813 . . e .
Bl thre e s < Step 2: On the Advanced tab, in the Client Profiling section, select DHCP
AP Policies Server Timeout 2 seconds i
b Local EAP Network User Enable PrOfIIIng
» Priority Order IPsec [l Ensble - —
) Certificate alialn S
» Access Control Lists SISEY
‘S’Jﬂilﬁi‘ Protection WLANSs WLANSs > Edit "10k-WLAN-Data' < Back Apply -
: ::,::::: T v\:\/‘i‘;:: [ General T Security ‘|’ Qos ‘| Hﬁ‘clv _
D xrmE !‘a‘:;’rgu;n Allowsd [T MAC State [None  v|

Load Balancing and Band Select

Static IP Tunneling
i I Enabled Client Load Balancing (|

Step 5: Repeat Step 3 through Step 4 to add the secondary engine, i | lient Band Select =

Passive Client

10.4.48.42, to the WLC configuration. e e P PO I ]

Radio
Off Channel Scanning Defer Yoice 5
. . Media Session Snooping Enabled
Step 6: On the RADIUS Accounting Servers screen, click the Server Index s ErrrEEEE Re-anchor Roamed uoie Clnts [~ Enatiad
of the original RADIUS server, and then, for Server Status, select Disabled. N —— Tt T _Enshicd
C||Ck Apply H;::T:iﬂ C DHEP Profiling ¥ Enabled
g‘fj&hﬁ”ngefma‘ ™ Enabled
Step 7: On the RADIUS Accounting Servers screen, click Apply. FloxConnect Local a2 7 gnabled =
Learn Client 1P Address & [F Enabled |
Hmin Bing  Logout Refres J .
cisco MONITOR CONTRO 2 RELESS  SECURITY M MEN C LP 2 ACK Foot Notes
I Web Policy cannot be used in combination with IPsec
Security RADIUS Accounting Servers Apply New... 2 FlexConnect Local Switching is not supported with IPsec, CRANITE suthentication, Override Interface ACLs B
b “G“E“neral MAC Delimitsr  Hyphen - )
RSN e o Step 3: When the message appears about enabling DHCP Reqd and
i T R PV oo e disabling Local Auth, click OK, and then click Apply.
'ISE::CH 2 10.4.48.41 1813 Disabled Enabled [~ ]
Local Net Users 3 10.448.42 1813 Disabled Enabled [ ~]

Db Chants Step 4: When a message appears saying that the WLANs need to be

b polics disabled, click OK.

» Local EAP

» Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

» Web Auth
b Advanced
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Enabling Authorization

1. Configure identity groups

Create profile to deny iPhones

Create authorization rule to deny iPhones
Create profiles for virtual desktops

Create authorization rules for VDI

o o s ® N

Configure WLC for authorization

If you want to provide differentiated access for the BYOD devices, you
must create an authorization policy. This example describes how to create
a policy based on the type of device that is connecting. The user authen-
ticates by using their AD credentials but gets different levels of access
based on the type of device being used. The policy described here denies
all access to anyone using an iPhone. If the user is using an iPad or Android
device, the user gets access to the VDI environment and the Internet.

Configure identity groups

Cisco ISE has more in-depth options to give more details on the devices
connecting to the network. To help identify the endpoints, identity groups
are used to classify profiled endpoints. You use these identity groups to
create authorization policies.

The example below shows how this is done for an Apple iPad. The proce-
dure for other types of devices is similar.

Step 1: On the menu bar, mouse over Policy, and then click Profiling.

Step 2: Click Apple-iPad.
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Step 3: Select Create Matching Identity Group, and then click Save.

[5) Authentication  [8] Authorizaton [ 4] Profing | [ Posture | Security Group Access ¢, Policy Elements

i) Client Provisioning

Profler Policy List = Apple-iPad
Profiler Policy

P
= = *Name [ Apple-Pad Description | Policy for Apple Pads
e EE &
¥ [ Profiing Policies Policy Enabled M
* MMM Certainty Factor tvalid Range 1 to 65535)

* Exception Action | NOME -
* Network Scan (NMAF) Action | NONE -

@ Creats Matching Identity Group
O Use Herarchy

* Parent Policy | Apple-Device -

o Rues

If Condition | Apple-PadRule2Check: & | Then [ Certainty Factor Increases <] [z0 ]

If Condition | (Apple-iPadRulet Gheck1_AND_Apple-MacBo < | Then [ Certanty Factor Increases -]

This can be done for other endpoint types as needed. In this example
deployment, this procedure was also performed for Android and Apple
iPhone. You can investigate the rules used to profile the endpoint to under-
stand the process. In the case of the Apple iPad, Cisco ISE uses two rules—
one is based on DHCP information, and the other is based on HTTP.

Create profile to deny iPhones

In an authorization profile, you define the permissions to be granted for
network access. An organization may decide that they don't want to allow
certain devices on the network at all, regardless of whether the user has
valid credentials or not. The policy created in this procedure denies any
iPhone access to the network. This policy is an example and can be modi-
fied to suit your environment.

Step 1: Onthe menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authorization, and then select
Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name and description for the policy you are adding.

Deployment Details n



Step 5: Inthe Access Type list, choose ACCESS_REJECT, and then click
Submit.
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Create authorization rule to deny iPhones

An authorization rule is part of the overall authorization policy. The authoriza-
tion rule links the identity profile to the authorization profile. The following
steps describe how to create an authorization rule that uses the profile
created in Procedure 2, “Create profile to deny iPhones.”

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the Default Rule, click the arrow, and then choose
Insert new rule above. A new rule, “Standard Rule 1,” is created.

Step 3: Rename “Standard Rule 1" to Deny iPhones.
Step 4: In the Conditions section, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, choose the > symbol.
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Step 6: Next to Profiled, click the > symbol, and then click Apple-iPhone.
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Step 7: In the Permissions section, next to AuthZ Profile(s), click the +
symbol.

Step 8: In the Select an item list, next to Standard, choose the > symbol.

Step 9: Choose the Deny-iPhone authorization profile that was created in
Procedure 2, “Create profile to deny iPhones.”

bl Standard
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Step 10: Click Done, and then click Save.
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Create profiles for virtual desktops

An organization may decide to allow employees to bring in their own devices
and use them on the corporate network. However, they may wish to apply
some access controls to limit which parts of the network the user is allowed
to access from their personal device. In this procedure, it is assumed that
you have deployed a Virtual Desktop Infrastructure (VDI). The policy in this
procedure pushes an access list to the WLC that allows access only to the
VDl infrastructure and the Internet for users who are using either an iPad or
an Android device. The access list can be deployed only for access points

in the campus or at remote sites that have a local WLC. This policy is an
example and can be modified to suit your environment.

Step 1: Onthe menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authorization, and then select
Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name (example: BYOD-VDI) and a description for the policy.
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Step 5: In the Common Task section, select Airespace ACL Name, and
then enter the name of the ACL that you are applying to the WLC. In this
example, the ACL is “VDI
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Step 6: Click Submit.

Create authorization rules for VDI

The following steps describe how to create an authorization rule that uses
the profile created in Procedure 4, “Create profiles for virtual desktops.”

Step 1: On the menu bar, mouse over Policy and then choose
Authorization.

Step 2: Atthe end of the Default Rule, click the arrow, and then select Insert
new rule above. A new rule, “Standard Rule 1,” is created.

Step 3: Rename “Standard Rule 1" to BYOD VDI.
Step 4: In the Conditions section, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, choose the > symbol.
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Step 6: Next to Profiled, click the > symbol, and then select Apple-iPad. Step 13: In the first drop-down list, choose Equals, and then, in the second

drop-down list, choose cisco.local/Users/Domain Users.
Step 7: Next to Apple-iPad, click the + symbol.

CISCO  Identity Services Engine sl admin Logout  Feedbac)

0 Task Navigator v €}

i Home Admiristration ¥

Step 8: In the list, next to Endpoint Identity Groups, choose the > symbol.

|2) Authentication | [#) Authorization | [.4) Profing [@) Posture  [5) Clent Provisioning  |) Security Group Access %, Policy Elements

Authorization Policy

St e p 9 : N e Xt -to P rofl | e d .C | | C k th e> Sy m bO | .an d th enc h 00se An d ro | d Define the Authorization Policy by configuring rules based on identity groups and/or other condltions. Drag and chop fuies to change the order

First Matched Rule Appies -
» Exceptions (1
il s ()
€ISE0  Identity Services Engine i1 admn Logout Feedback i
0 Task Navigator ~#)
|2) Authentication | [g] Authoization | [4) Profling  [7) Posture 5 Clent Proviioning  |] Securty Group Aceess oty Policy Elements Lt RUSINe e Eoocibonsl(dentitylg et shnd ot e dcondiiors) eEsos)
Profled Cisco P Phones i Cisca-1-Phone ihen Ciseo_IP_Phanes Edit | ~
Authorization Policy Wireless Black List Defalt ¥ Blacklist 41 Wireless_B02, 1% then Blackhole_‘Wireless_ccess Edit |
Define the Authrization Policy by configuring rules basee on identity aroups andifor ather conditions. Drag and ciap ruies to change the orcer.
Dery iPhares i Apple-iphone ihen Denyhccess Edit | -
First Matched Ruls Applies ~
~ [ BY0D vrtua Desktaps o[ At < |0 | conditionis) = o[ authz Prom % | Done
» Exceptions (@)
Default iFromatches, ther [ add Al Conditions Below ta Library
Standard
Candition Name Expression
Status  Rule Name: Conditions (identity groups and other conditions) Permissions [miestte] 4 ADLExtemalGoupsy | [Equal ) Mo .
) Profied Cisco TP Phanes It Cisco-IP-Phone then Gsco_IP_Phones Edt | v cisco locallsers/BY0D Provisioning
ciscoJocalfUsers/Domain Users
“Wireless Black List Default It Blacklist /1 Wireless_802, 1% ihen Blackhole_Wireless_Access Edit | v cisco.lncalfUsers/Finance
cisco IocalfUssrs/HR
Deny Phones " Apple-ibhone then DenyAccess Edit | cisco JocalfUsers/IT
cisco Jocal/Users/Research
2 |4 ~ [BvoD virtual Desktops o[ any = [ [ conditions) % | o[ authz Proi & | Done
Defait if Edit | v
e = o S 14: In the Permissi [ AuthZ Profil lick th
— T E— tep 14: In the Permissions section, next to Aut rofile(s), click the +
Android ] =4 b |

Step 10: In the Condition(s) list, click the + symbol, and then click Create Step 15: In the Select an item list, next to Standard, click the > symbol.

New Condition (Advance Option) Step 16: Select the BYOD-VDI authorization profile that was created in

Step 11: Under Expression, next to Select Attribute, click the arrow. The Procedure 4, "Create profiles for virtual desktops.

enu opens. I
0 Identity Services Engine ise-1  admin  Logout Feedback
. [2) Authentication | [e, Authorization | [.¢) Profiing  [@) Pesture [} Clent Provisioning | Security Group Access ¢, Policy Elements.
Step 12: Next to AD1, click the > symbol, and then choose ExternalGroups.
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to chal & .
First Matched Rule Applies v
@ plackhole_Wreless Access
» Exceptins (©) (@ o e
S @ peny-hone
@ Denyiccess
Status  Rule Name Conditions (identity groups and other conditions) @@ Permitaccess
Profied Cisco P Phones if Cisco-IP-Phone Edit | v
Wireless Black List Default I Blacklist “/\0 Wireless_802.1X Zpss. Edit | v
Deny Phones i* apple-iPhone Edit | v
~ [ BYOD virtusl Desktops [ anpte. & [SHEN D EQUALS ciscoll = Done
Defait if o matches, ther PermitAccesy Edit | v
=+
Reset |
i} | [v]
€ Hep Alarms @ 151 ¢ 10@ 3 | £ Notifications (0)
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Step 17: Click Done, and then click Save.

Al
<

Identity Services Engine i1 admin  Logour  Fesdback

0 Tagk Navigator » €

s v Poicy v Administration v

|2) Authentication | |@, Authorization | [ 4] Profiing [ Posture |5 Client Provisioning |} Security Group Access @, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity oroups andfor other conditions. Drag and crop rules to change the ordr,

[ First Matched rule Applies -

» Exceptions (0)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profied Cisco 1P Phones i Cisco-IP-Phone then Cisco_IP_Phones Edit | v
Wireless Black List Default It Blacklist *0) Wireless_802.1% ther Blackhole_Wireless_access Edit | »
Deny iPhones il Apple-iPhone then Denyhccess Edit | =
BYOD virtual Desktops it (Apple-iPad R Android) 410 AD1:ExtemalGraups EQUALS then  BYOD-VDI Edit |+

ciscolocalfUsers/Domain Users

Default if o matches, then  PermitAccess Edit | v

Configure WLC for authorization

Configure every WLC in the environment, with the exception of the guest
WLC in the DMZ, with access lists to support this newly defined policy. The
ACL that is referenced by the VDI authorization profile needs to be defined
on the WLC. When the clients on the campus and at remote sites with a local
controller connect to the WLC and authenticate, Cisco ISE passes a RADIUS
attribute requesting the ACL be applied for this client.

Step 1: In your browser, enter https://wlci.cisco.local. This takes you to the
WLC console.

Step 2: On the menu bar, click Security.

Step 3: In the left pane, expand Access Control Lists, and then click
Access Control Lists.

e Configuration  Ping  Legout Refresh

MONITOR CONTROLLER ~ WIRELESS ~ SECURITY  MARN, MEN C 5 HELP  FEEDBACK
Security Access Control Lists New... Apply
- AAR
General Enable Counters &
w RADIUS
Authentication Name Type
Accounting
Fallback
» TACACSH
LDAP

Local Net Users

Step 4: Click New.

Step 5: Name the access list, and then click Apply.
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Step 6: Clickthe name in the list. This allows you to edit the newly created
access list.

-Ill-lll- 2 onfig o Ping  Logout  Refi
CISco MONITOR  WLANs CONTROLLER WIRELESS SECURITY Mgl
Security Access Control Lists New... Apply
v AAL
General Enable Counters ¥
- RADIUS
Authentication Name Type
Accounting o1 pva
Fallback = i a
» TACACS+
LDAP

Local Met Users

Step 7: Click Add New Rule.

Step 8: Create a new access list rule based on your security policy, and
then click Apply. Create additional rules to complete the policy. In this
example deployment, the access list allows only access to services required
to use the VDI client on the user’s personal device and no other internal
resources. The policy also allows for access to the Internet.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEED!

Access Control Lists > Edit < Back Add New Rule
General
Access List Name vor
Deny Counters o
Destination
Seq Action Source IP/Mask IP/Mask Protocol  Source Port  DestPort  DSCP Direction Number of Hits
0,000 104480
1 permit / / any any any Ay Any o L]
0000 255 255.255.255
1044810 0,000
2 Permit / ’ any any any Ay Any o L]
» Local EaP 255.255.285.255  0.0.0.0
» Priority Order 0000 1044641
3 Permit / any any Any Ay Any o L]
» Certificate 0000 255 255.255.255
. . 1044641 0000
Access Control LIsts 4 permit / / any any Any Any  Any o L]
. 255.255.255.255  0.0.0.0
0.000 1044642
5 permit / any any any Ay Any 0 L]
, Wireless Protection 0000 255.255.255.255
icies 1044642 0.000
» web Auth & Permit / ’ Any Any Any Any  Any 0 Q
255.255.255.255  0.0.0.0
UHEEESD 0,000 10448217
» Advanced 2 permit / any any any any  any o ]
0000 255 255.255.255
10448217 0.000
& Permit / ’ any any Any Any  Any 0 L]
255.255.255.255  0.0.0.0
0.000 10,4570
S Permit / / v any Any Ay Any [l L]
0000 255.255.255.0
104570 0.000
0 Permit / ’ any any Any Any  Any 0 a
2552552550 0.0.00
104160 10400
i D 7 ’ any any Any Any  Any Ll a
2552552550 255.254.0.0
0,000 0.000
1z Permit / ’ Any Any Any Any  Any 0 -]
0000 0000
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The access list needs to have entries for the traffic in both direc-
tions, so make sure you have pairs of access list rules for both
inbound and outbound traffic. Also, there is an implicit “deny

all” rule at the end of the access list so any traffic not explicitly
permitted is denied.

Next, you enable the WLC to allow Cisco ISE to use RADIUS to override the
current settings, so that the access list can be applied to the wireless LAN.

Step 9: On the menu bar, click WLANS.

Step 10: Clickthe WLAN ID of the wireless network that the wireless
personal devices are accessing.

Step 11: Click Advanced, and then select Allow AAA Override.

figuration  Ping  Logout Refresh

cIsco MONITOR  WlANs CONTROLLER WIRELESS SECURITY GEMENT  CQ S HELP FEEDBAC
WLANs WLANSs > Edit "WLAN-Data' _«Back | | apply | T
= BHLAS [ General | security | Qos | advanced |
WLANS =
» advanced i
allaw Ana Override I Enabled DHCP
jon ¥ Enabled DHCP Server ™ override
= [1e00
Session Timeout (secs) DHCP Addr, Assignment [~ Required
P Enatled Management Frame Protection {(MFP)
" Enabled
[} MFP Client Protection ¥ [ optional [~
None = DTIM Period (in beacon intervals)
P2P Blocking Action [Disabled |

l—f'” 802.11a/n (1 - 255) 1
Timeout Value {secs)  802.11b/g/n (1 - 255) [1
Maximum Allowed
NAC
Clients & 2 S
HAC State | Mone hd
" Enabled

Load Balancing and Band Select

Client Exclusion 2 M Enabled

Static IP Tunneling 22

Off Channel 8

ning Defer

Client Load Balancing r
Scan Defer

Fity 0 1 2 3 4 5 6 7
FrrrereerC Client Band Select & r |

- . Passive Client 2
< B

Step 12: Click Apply, and then click Save Configuration.
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Enable device provisioning

Cisco ISE allows you to provision a device for network access by deploying
digital certificates and configuring the 802.1X supplicant. Digital certificates
are a Cisco best practice when deploying 802.1X, as they provide a higher
level of assurance than just a username and password. In this example
deployment, you deploy digital certificates to Apple iOS and Google
Android devices. The certificate authority (CA) you use is the one built into
Windows Server 2008 Enterprise, and you enable it on the existing Active
Directory (AD) server.

Deploying Digital Certificates

—_

Install certificate authority

Create template for auto-enrollment

Edit registry

Install trusted root certificate for domain
Install trusted root on AD server
Request a certificate for ISE from the CA
Download CA root certificate

Issue certificate for Cisco ISE

© © N o o & 0 N

Install trusted root certificate in ISE
10.Configure SCEP
11. Install local certificate in Cisco ISE

12.Delete old certificate and request
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Install certificate authority

Step 1: Install an enterprise root certificate authority on the AD server.

/RN  Reader Tip

For more information about installing a certificate authority, see
the Microsoft Windows Server 2008 Active Directory Certificate
Services Step-by-Step Guide:

http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29.
aspx

Create template for auto-enroliment

You need to create a certificate template to enable auto-enroliment for
these devices.

Step 1: Onthe CA console, navigate to Start > Administrative Tools >
Certification Authority.
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Step 2: Expand the CA server, right-click Certificate Templates, and then
choose Manage. The Certificate Templates Console opens.

{8 certsrv - [Certification Authority (Local)\cisco-AD-CA\Certificate Templates] =10l x|

Fle  Action  View telp

=%|2|o=H

5] Certification Authority (Local) Name [ tntended Purpose |
= @l csco-ADCA |2 Computer (2003 Template) Server Authentcation, Clent Authenticaton
| Revoked Certificates 5 User Auto-enroliment Client Authenfication, Secure Email, Encry. ..
| Tssued Certificates Hise Sarver Authentication
[ Pendng Requests J cer enaryption Certificate Request Agent
| Faled Requests 3] Exchange Enrolment Agent (Offine req..,  Certificate Request Agent
- RRERRGS I - ffiine request) 1P scunty IKE intermediate
Email Replicati Directory Service Email Replication
Dew * | Controller Authentication Client Authy 1, Server Auth
View » [Fovery Agent File Recovery
Fs Encrypting File System
Refresh Controier Client ication, Server A
Exportst..  Rrver Server Authentication
T ber Client Authentication, Server Authentication
Enaypting File System, Secure Emai, Clien...
E Subordinate Certification Autharity <Al>
Emjninislrm Microsaft Trust List Signing, Encrypting Fie...

Starts Certficate Templates snapin [ [

Step 3: Right-click the User template, and then choose Duplicate
Template.

For compatibility with Windows XP, make sure that Windows 2003 Server
Enterprise is selected.

Step 4: In the template properties window, click General, and then enter a
name for the template.

Step 5: On the Request Handling tab, select Allow private key to be
exported, make sure Enroll subject without requiring any user input is
selected, and then click CSPs.

Step 6: Select Requests can use any CSP available on the subject’s
computer, and then click OK.
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http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29.aspx

Step 7: On the Security tab, click the user created to run SCEP, and then Step 10: Click Basic Constraints, and then make sure the subjectis an
make sure Allow is selected for all options: Full Control, Read, Write, Enroll, end-entity. These are both default settings so they shouldn't need to be
and Autoenroll. modified.

2lxl Step 11: Click Issuance Policies, and then click Edit.

General | Reaquest Handing | Subject Name | lssuance Requirements Step 12: Click Add, choose All issuance policies, and then click OK.

Superseded Templates I Edensions Security | Server
- . x
roUp o USEr Names:
5‘_', Authenticated Users Ani issuance policy describes the conditions under which
& SCEP User (scep_user@cisco Jocal) a certificate is issued.
Z-, Administrator

5‘_', Domain Adming {CISCOYDomain Admins)
5‘_', Domain Users {C15C0%Domain Users)
:;l_', Erterprise Admins (CISCONEntemprise Adming)

lssuance policies:

Allissuance policies

Add... | Remove |
Permigsions for SCEP User Allow Dery
Full Cortrol O
Read O
White O Add... Edi. | [ Fenove |
Enrol O . o
Autosnrol O [T Make this extension critical
ok | Cancel |
For special permissions or advanced settings, click e |
Advanced. Step 13: Click OK.

Leam about access cortrol and pemissions

Step 14: Use the defaults for the remaining tabs, click Apply, and then click
OK.

ok || cancel s

Step 15: Close the Certificate Templates Console.

Step 8: On the Subject Name tab, select Supply in the request.

Step 9: On the Extensions tab, click Application Policies, and then make
sure Client Authentication is listed.
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Step 16: In the Certificate Authority console, right-click Certificate
Templates, and then navigate to New > Certificate Template to Issue.

EEJ certsrv - [Certification Authority (Local)\cisco-AD-CA\Certificate Templates]

=lol x|

File Action View Help

€2 X|d=H

iﬁ Certification Authority (Local) Name | Intended Purpose

=] 0:;1 cisco-AD-CA
71 Revoked Certificates
|| Issued Certificates
|| Pending Requests
| Failed Requests
=

| Computer (2003 Template) Server Authentication, Client Authentication
EI CEP Encryption Certificate Request Agent
| Exchange Enrollment Agent (Offine reg... Certificate Request Agent
5 tPsec {Offline request) IP security IKE intermediate
| Directory Email Replication Cirectory Service Email Replication
Domain Controller Authentication Client Authentication, Server Authenticatio...
= File Recovery
Encrypting File System

Manage

View ¥ || Domain Controller Client Authentication, Server Authentication
Web Server Server Authentication
Refresh ) -
- Computer Client Authentication, Server Authentication
Export List... . .
| User Encrypting File System, Secure Email, Clien...
Help Subordinate Certification Authority <All>
B Administrator Microsoft Trust List Signing, Encrypting File...

Enable additional Certificate Templates on this Certification Authority
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Step 17: Choose the previously defined template, and then click OK.
x|

Select one Cerificate Template to enable on this Certffication Authority.

Maote: I a certificate template that was recently created does not appear an this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certfficate templates in the organization may not be available to your CA.

Faor mare information, see Cedificate Template Concepts.

Name | Intended Pumpose :I
E Kerberos Authentication Client Authentication, Server Authentication, Smart Card Logon, KDC Authent

E Key Recovery Agent Key Recovery Agent

@ OCSP Responge Signing QCSP Signing

& RAS and IAS Server

E Router (Offline request)
I SCEP User
@ Smartcard Logaon
& Smartcard User

E Trust List Signing
.‘ﬁll User Signature Onby

Client Authentication, Server Authentication
Client Authentication

Client Authert
Cliert Authentication, Smart Card Legion
Secure Email. Client Authentication, Smart Card Logon
Microsoft Trust List Signing

Secure Email. Client Authentication | _ILI
»

There are a few changes that need to be made to the registry to support
auto-enrollment in order to complete the installation.

Step 1: On the certificate authority, navigate to Start > Run, enter regedit,
and then click OK. The Windows Registry Editor opens.

During the installation of the Network Device Enroliment Service, you
created a user for the Simple Certificate Enroliment Protocol (SCEP). This
user needs to have full access to the HKEY_LOCAL_MACHINEASOFTWARE\
Microsoft\Cryptography\MSCEP key.

Step 2: Right-click HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Cryptography\MSCEP, and then select Permissions.
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Step 3: Select the user that you created for SCEP during installation, in the

Allow section select Full Control, and then click OK.

Emup Or user names:

5% CREATOR OWNER

51 SYSTEM

R SCEP User {scep_user@cisco local)
.ELA.dministlatnrs (CISCOAdministrators)

x|

82 Users (CISCOUsers)
Add. | Remove |
Permizsions for SCEP User Allow Dermy
Full Control O
Fead O
Special permissions O O

For special pemmissions or advanced settings.
click Advanced.

Leam about access control and pemissions

Advanced |

ok | cance |

Apply

Step 4: There are three values for certificate templates in the HKEY_
LOCAL_MACHINEASOFTWARE\Microsoft\Cryptography\MSCEP key that
need to point to the template that you created in Procedure 2. Those values
are EncryptionTemplate, GeneralPurposeTemplate, and SignatureTemplate.

Step 5: Right-click EncryptionTemplate, and then choose Modify.
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Step 6: In the Value Data box, enter the name of the template created in

Procedure 2, and then click OK.

Edit String

Walue name:

x|

IEnc:ryptinnTemplate

s
o]

Cancel

Step 7: Repeat Step 4 and Step 5 for GeneralPurposeTemplate and

SignatureTemplate.

£ Registry Editor

=0l x|

MName | Type

| Data

ab]| {Default) REG_SZ
f,l_'JEncrypﬁonTemplate REG_S5Z
Enforcef gﬂGeneralPurposeTemplate REG_SZ
Passwor | lab|signatureTemplate REG_SZ

~JJ UseSingl _
- _>I_I «

CertsInt

(value not set)
SCEPUser
SCEPUser
SCEPUser

|Cornputh\‘—|lCEY_LDC#L_MAmD\IE\SDFFWAREWicmso&\C:yptograMyWSCEP

A=

Next, disable the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\

Cryptography\MSCEP\UseSinglePassword key.

Step 8: Click HKEY_LOCAL_MACHINEA\SOFTWARE\Microsoft\

Cryptography\MSCEP\UseSinglePassword.

Step 9: Right-click UseSinglePassword, and then choose Modify.

Deployment Details m




Step 10: In the Value data box, enter 0, and then click OK. Step 4: Click Download CA Certificate, and then save the certificate file on

the AD controller.
Edit DWORD (32-bit) Value x|

Microsoft Active Directory Certificate Services — cisco-AD-CA

Walue name:
IUS&SH;HEF‘E = Download a CA Certificate, Certificate Chain, or CRL
Value dat Ba To trust certificates issued from this certification authority, install this CA certificate chain.
e a: =3
Iﬂ o Hexadecimal To download a CA certificate, certificate chain, or CRL, select the cerfificate and encoding method.
=xd

. CA certificate:
" Decimal

[ ok | cancel

Encoding method:

& DER
 Base 64

Download CA cerfificate
- - Download CA certificate chain
Procedure 4 Install trusted root certificate for domain Download latest base CRL

Download latest delta CRL

Install a trusted root certificate on the AD controller in order to distribute it to
the clients so that certificates from the CA server will be trusted.

Step 5: On the CA console, navigate to Start > Administrative Tools >

Step 1: On the CA console, launch a web browser, and then connect to the Group Policy Management.

certificate authority, https://ca.cisco.local/certsrv. ) . )
Step 6: Expand Forest > Domains > <local domain >> Group Policy

Step 2: Click Download a CA certificate, certificate chain, or CRL. Objects.

Step 3: Make sure the current certificate is selected and the DER encoding
method is selected.
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Step 7: Right-click Default Domain Policy, and then choose Edit.

-oup Policy Management
|3 File  Action View Window Help

=loix|

IS

e EEEEIE I

|5, Group Palicy Management
Bl 4} Forest: decoulocal
(5 Domains
I 3 dsco.docal
i Default Domain Policy
|2 Domain Controllers

=1 [5r Group Palicy Objects

=] Supplicant Con
[ WMI Filters

[5] Microsoft Exchange Security Grou

=] Default Domain Caniroliers Po

Default Domain Policy
Scope | Detaiks | Settings | Delegation |
Links

Display links in this location: Iusco local

The following sites, domains, and OUs are linked to this GPO:

(5] starter GPOs
Sites

56 Group Palicy Modeling
(% Group Policy Resuits

Location = | Eforced [ Link Enabled | Path

i ciscolocal No Yes cisco local
GPO Status. 3 1]
Back Up... 1
Restore from Backup... ering
Import Settings... this GPO can only apply to the fallowing groups, users, and computers:
Save Report... I
View » pated Users

New Window from Here

Fomputers (CISCO\Domain Computers)

Copy
Delete ;
b Remove Fiopities
= - || ,
Refresh
]
Help hked to the following WMI iter:
| | <none:» =l Oper
4 |l
|Open the GPO editor
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Step 8: Navigate to Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies, right-click Trusted
Root Certification Authorities, and then choose Import. The Certificate

Import Wizard launches.

B Group Policy Management Editor

|| Software Settings
=[] windows Settings
(| Name Resolution Policy
il Scripts (Startup/Shutdown)
= E Security Settings
Account Policies
Local Policies
EventLog
|4, Restricted Groups
System Services

‘Wired Metwork (IEEE 802. 3) Palicies
| Windows Firewall with Advanced Security
" Metwork List Manager Policies
Wireless Network (IEEE 802, 11) Policies
[= || Public Key Palides

"] Encrypting File System

[ BitLocker Drive Encryption

] Automatic Certificate Request Settings

g Authe g
"] Enterprise Trust
[ Intermediate Certification Authorities
] Trusted Publishers
7] Untrusted Certificates

| Trusted People
| |

‘Add a certificate to a store

" E.aas

Step 9: Click Next.

o =] |
File Action View Help
e 2maldE [HE
=) & Computer Configuration a| | 1ssuedTo_ = | 1ssued By | Ex
= [ Policies

There are no items to show in this view.

2

All Tasks 3

View *

Refresh I

Export List... | |
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Step 10: Click Browse, locate the trusted root certificate saved in Step 2,
and then click Next. Procedure 5

x| In addition to configuring AD server to distribute the trusted root certificate
File to Import to workstations, you need to install the certificate dir_ectly on the AD server.
Specify the file you want to import. A group policy object (GPO) update takes care of this automatically. In this
procedure, you force the update to run immediately.
A Step 1: On the AD console, navigate to Start > Run.
ile name:
| C:\Pownloadscertnew. cer ml Step 2: Type cmd, and then press Enter. A command window opens.

Maote: More than one certificate can be stored in a single file in the following formats: Step 3: Update the group policy.

Personal Information Exchange- PKCS #12 (.PFX,.P12) gpupdate

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

[+ Administrator: Command Prompt

. . . Microsoft Windows [Uersion 6.1.76811
Microsoft Serialized Certificate Store (.55T) Copyright C(c)> 2009 Microsoft Corporation. All rights reserved.

C:sUserssAdministrator. ABB>gpupdate
Updating Policy...

Uzer Policy update has completed successfully.
Computer Policy update has completed successfully.

C:wUserssAdministrator.BB8%
Learn more about certificate file formats

< Back Mext = Cancel |

Step 11: Place the certificate in the Trusted Root Certification Authorities
certificate store, and then click Next.

Step 12: Click Finish. The certificate imports.

In order to obtain a certificate from the CA, Cisco ISE needs to generate a
signing request that will be used by the CA to generate a certificate.

Step 13: Click OK. The wizard closes.

Step 1: Connect to https://ise-1.cisco.local.

Step 2: Mouse over Administration, and then, from the System section of
the menu, choose Certificates.

Step 3: Under Certificate Operations, select Local Certificates.



Step 4: Click Add, and then choose Generate Certificate Signing
Request.

oo
CISCO  Identity Services Engine sl admin Logout Feedback

f Home ns v Polcy v Adminstraton v

f o Task Navigator ~ €3

of Systen | L% Identity Management [ Network Resources 14 Guest Management

T Cortiicates |
Deplyment  Licensing [ Certicates | Logging  Maiterance  Admin Access  Settings

f . y Local Certificates
Certificate Operations

@ Local Certicates B - serectad | Totel 4 G G L
@ Certficate Signing Requests At Hpadd] | @ ot | Woslete show [ ~||8
A Cartficate Authorky Certficates [ Friend mport Local Server Certificate: + | Protocal Issued To Issued By aid Fr
A 5P Servizes O Defyy Gonerats Self-Signed Certifcate HTTPS E4P is2-1.cisco Jacal ise-L.eisco Jocal i, 2M

Generate Certificate Sigring Request
Bind CA Certificate

Step 5: In the Certificate Subject box, after the “CN=", enter the fully quali-
fied domain name (FQDN) of the Cisco ISE server, and then click Submit.

€IS€0  Identity Services Engine sl admin Logout Feschack

Adrministration ¥ E o0 Task Navigator ~ €

ofe System | L% Identity Management g Metwork Resources  [& Guest Management

e
Deplayment Licensing Certificates Logging Maintenance Admin Access Settings

Local Certficates = Generate Certificate Signing Request

P
Certificate Dperation, Generate Certificate Signing Request

@ Local Certificates
@ Certficate Signing Requests Certificate

® certificate Authority Certificates * Certificate Subect | Ch=pe-1.cscolocal

*Key Length [2048 [~]
* Digest to Sign wWith [ SHA-256 -

=

1 OSP Services

Step 6: On the message acknowledging that the certificate was success-
fully generated, click OK.

Step 7: Click Certificate Signing Requests, select the check box next to
the new request, and then click Export.

CISCO  Identity Services Engine sl admin  Logout  Feechack

f Home ns w  Policy v Admin

E oo Task Navigator + )

of System | L% Identity Management [ Network Resources 14 Guest Management

—
Deployment  Licensing [ Certificates | logging  Maintensnce  Admin Access  Settings

f Certificate Signing Requests
Certificate Operations gning Req

Selected 1 | Totsl 4 G 45,
@ Local Certicates
@ Certficate Signing Requests Rpeport | HDokte o ]
@ Certficate Authorky Certficates [ Friendly Name + | Certificate Subject Key Length Timestamp
& OC3P Services ise-1.cisca Incal Ch=ise-L.clsco.local 2048 Thu Mar 08 13:16:35 PST

Step 8: Save the file to your local machine. You will use this file to generate
a certificate on the CA for Cisco ISE.
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Download CA root certificate

Step 1: Browse to https://ca.cisco.local/certsrv.
Step 2: Click Download a CA certificate, certificate chain, or CRL.

Step 3: Make sure the current certificate is selected and the DER encoding
method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file on
the local machine.

Microsoft Active Directory C

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA cerificate

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:

|
Encoding method:
*DER
 Base B4

Install CA certificate
Download CA certificate
Dovnload CA cerfificate chain
Download latest base CRL
Download latest delta CRL

Issue certificate for Cisco ISE

Step 1: Click Home. The CA's home screen displays.

Step 2: Click Request a certificate.
Step 3: Click advanced certificate request.

Step 4: In a text editor, such as Notepad, open the certificate file saved in
Procedure 6, “Request a certificate for ISE from the CA”

Step 5: Select all the text, and then copy it to the clipboard.
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Step 6: In the browser, on the Submit a Certificate Request or Renewal
Request page, in the Saved Request box, paste the certificate contents.

Step 7: In the Certificate Template list, choose Web Server, and then click
Submit.

Microsoft /

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CWC or PKCS #10 certificate request or PKCS #7 renewal request generated
by an external source {such as a Web server) in the Saved Request box

Saved Request:

[uhtfohivaCtnVtpHeTZnlgsGifnRySEcdudYB62 =]
Base-Bd-encoded [LbP/ xwsEi IX4pLoBXets 12 DThbw2e0Z ohodirfn
certificate request [CDUKFQV2voluFks3cOr 2QRISERPHYSr pgCQUARL A

MC ar EQvi34XNGH/ eF 12/ UQLITF3 jubn/ M tveEGH1KDO
PKCS #10 or ¥Hy1SBGNaXtnB4fHhEuSHT LStsX0uhhCdi61i42QF
PKCS#): |-=——- END CERTIFICATE REQUEST----- -

[T o[
Certificate Template:
['#eh Server =l

Additional Attributes:

Attributes

Submit >

Step 8: Select DER encoded, and then click Download certificate. The
certificate saves to your local machine.

Install trusted root certificate in ISE

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then,
from the System section of the menu, choose Certificates.

Step 2: Click Certificate Authority Certificates, and then click Import.

€IS€o  Identity Services Engine ise-l  admin  Logout  Feedback

E o0 Task Navigator ~ €)

% System L Identity Management B netwark Resources |24 Guest Management
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f N N Certificate Authority Certificates
Certificate Dperations

@ Local Certificates

Saleted0 | Tetaiz B 6 L

1@ Cortficate Sioning Requssts Jede dpmoor | @b | Xodes sow [l <]|§

é Certificate Authoriy Certficates [ Friendy Hame ~ | Issued To Issued By walid From Ex|

1 5P servies O ise-1.cisco.local#ise- L.cisco. local#00001 ise- L. ciseo. local ise-1.cisca local Fii, 2 Mar 2012 g2
O tse-2.cisco.Iocal#isa-2.clson. local#00002 ise-2.clac.lacal ise-2.cisco local Fii, 2 Mar 2012 sa
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Step 3: Click Browse, and then locate the root CA certificate saved in
Procedure 7, “Download CA root certificate.”

Step 4: Select Trust for client authentication, and then click Submit.
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0 Task Navigator » €3

s System i 1dentity Management B Network Resources |24 Guest Managerment:

e ]
Deployment  Licensing [ Cerfificates | Logging  Maintenance  Admin Access  Settings

Cartiicate Authority Cartiicates > Tmport

7
Certificate Dperatiane Import a new Trusted CA (Certificate Authority) Certificate

@ Local Certiicates

* Certificate Fle [CADownloadsirootcert cer Brawse.
@ Certificate Authority Certificates Friendly Mame \

@ Cemtfcate Sigring Requests

@ OCSF Services

Al Certificats Authority Certificates are avalable for selection a5 the Root C for secLre LDAP connections. In adeition, they may be enabled
for EAP-TLS and administrative authentication below:

Trust for client authentication

[0 Enable valdation of Certificats Extensions (accept only vald certificate)

Description |

: (o)

Procedure 10 Configure SCEP

To support self-provisioning, you need to configure Cisco ISE to support
SCEP, in order to enable Cisco ISE to obtain and then provision certificates
for clients.

Step 1: On the menu bar, mouse over Administration, and then, in the
System section, choose Certificates.

Step 2: In the Certificate Operations pane, click SCEP CA Profiles, and
then click Add.

Step 3: Enter a profile name and description, and then enter the URL for the
SCEP service. For this deployment, the URL is http://ca.cisco.local/certsrv/
mscep/mscep.dll.
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Step 4: Click Submit.
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ise-1  admin  Logout  Feedback
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Certificate Operations

@ Local Certificates

@ Certficate Signing Requests
@ Certificate Srors

@ SCEP CAFrofiles

@ OCSP Services

SCEP Certficate Autharity Certiicates = New SCEP Profile

Add Profile

SCEP Certificate Authority

* Marne \ CA \

Description \ Certificate Authority ‘

hittpe/ica.cisco localicertsrymscep/mscep.dl
oo Lot Vertsrvimatenmsten |

Step 5: In the Protocol section, select both EAP and Management
Interface. When you receive a message that selecting the Management
Interface check box will require the Cisco ISE appliance to restart, click OK,
and then click Submit.
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Certificate Operations
@ Local Certificates
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Procedure 11 Install local certificate in Cisco ISE

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then,
from the System section of the menu, choose Certificates.

Step 2: Click Local Certificates.

Step 3: Click Add, and then choose Bind CA Certificate.

CISCO  Identity Services Engine sl admin Logout Feedback

A Home on § o0 Task Navigator ~ €

of System | LU Identity Management [ Metwork Resources 24 Guest Management

Deployment  Licersing [ Certiicates | Loggng  Maimtenance  Admin Access  Settings

f . . Local Certificates
Certificate Operations

@ Local Certiicates

Selected 0 | Totsl 1 G & .

P -
P fen Gt | @ | Xode B E— ]

& Certificate Authorky Certficates [ Frieng mport Local Server Certificate + | Protacal Issued To Issued By ald Fr
& OCP Services [ Defay Conerate SelfSigned Certicate HTTPS,E2P ise-1.cisco ocal ise- Lisco.loeal Fri, 2M

Generate Certificate Sigring Reuest
Bind CA Certificate:

Step 4: Click Browse and locate the certificate saved from Procedure 8,
“Issue certificate for Cisco ISE”
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@ Certificate Signing Requests Certificate

* Certificate Fle [CADownloads\ISEcen cer Browse

Friendly Name: |

@ Certificate Authority Certificates
@ OCSP Services

[[] Enable validation of Certificate Extensions (accept only vaiid certificate)

Protocol

T

EAP: Use certificate for EAP protocols that use S5L/TLS tunneling
Management Interface: Use certificate to authenticate the web server (GUI)

Override Policy

[ Replace wertificate being imparted may be determined to akeady exist in the system when it has sither the same Subject or
et Issuer and serial umbter 2 an existing certificate. In such a case, selection of the “Replace Certificate’ option wil llow the
erticate certificate contents to be replaced whils retaining the existing protocal seiections for the certificate,

(Ceanca)

Step 6: When you receive a message that the Cisco ISE appliance will
restart, click OK.

Procedure 12 Delete old certificate and request

Now that you have imported the local certificate into Cisco ISE, you need
to delete the old self-signed certificate as well as the certificate signing
request generated previously.

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then, in
the System section, choose Certificates.

Step 2: Click Local Certificates.
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Step 3: Select the box next to the self-signed certificate. This is the certifi-
cate issued by the Cisco ISE appliance and not the certificate issued by the
CA that was just imported.
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Step 4: Click Delete, and then click OK.
Step 5: Click Certificate Signing Requests.

Step 6: Select the box next to the certificate signing request that was cre-
ated in Procedure 6, “Request a certificate for ISE from the CA””
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o Al -
e Sepot | Modete g D
@ Certficate Autharky Certiicates [ Friendly Name o Certificate Subject Key Length Timestamp
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Step 7: Click Delete, and then click OK.
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Configuring Self-Provisioning

—

Create AD group for provisioning
Enable AD group in Cisco ISE
Enable EAP-TLS

Enable self-provisioning portal
Create authentication profile
Create native supplicant profile
Define provisioning policy

Modify authentication policy

© ® NP O A N

Create authorization profile
10.Configure provisioning authorization rule
11. Create Android authorization profile
12.Create Android provisioning rule
13.Create 802.1X authorization rule
14.Modify default rule

15.Configure WLCs

16.Create profiles for user groups

17. Create authorization rules for user groups
18.Delete wireless 802.1X rule

19.Configure WLC for authorization
20.Provision an Apple iPad

21.Provision an Android tablet
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Next, you configure Cisco ISE to provision digital certificates and the 802.1X
supplicant for Apple iOS and Google Android devices. To do this, you create
a client provisioning profile for each operating system you wish to provision,
and then apply this profile to the authentication profile. You also create a
new authorization profile for these devices.

Create AD group for provisioning

To simplify the deployment, you create a group in Active Directory for users
that are allowed to perform self-provisioning.

Step 1: Open the AD server console, and then navigate to Start >
Administrative Tools > Active Directory Users and Computers.

Step 2: From the Action menu, choose New, and then select Group.

Step 3: Enter a name for the group, and then click OK.

New Dbject - Group x|

SE) Create in:  dsco.local/Users

Group name:
I BYOD Provisioning

Group name (pre-Windows 2000}
I BYOD Provisioning

Group scope Group type

™ Domain local ¥ Security
' Global " Distribution
" Universal

oK I Cancel

August 2012 Series

Step 4: Double-click the group name. This opens the group properties
window and allows you to add users to the group.

Step 5: Click the Members tab, and then click Add.

Step 6: Enter the users you wish to add, and then click OK.

Step 7: Click Apply, and then click OK.

BYOD Provisioning Properties ed |

‘General  Members | Member OF | Managed By |

Members:
MName | Active Directory Domain Services Folder
L Alex Reed cisco Jocal/Users
3_‘; Chris Bemy cisco local/Users
3_‘; Pat Jones cisco Jocal/Users

Add...

ok | Cancdl Apply
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Enable AD group in Cisco ISE

You must now configure Cisco ISE to use this new group for authentication.
Step 1: In your browser, enter https://ise-1.cisco.local.

Step 2: On the menu bar, mouse over Administration, and then, in the
Identity Management section, select External Identity Sources.

Step 3: In the left pane, click Active Directory, and then select Groups.
Step 4: Click Add, and then choose Select Groups From Directory.
Step 5: Search for the group you wish to add. The domain field is already
filled in. The default filter is a wildcard to list all groups. You can click

Retrieve Groups if you want to get a list of all groups in your domain.

Step 6: Select the group you want to use for BYOD provisioning, and then
click OK.

In a previous section, you disabled EAP-TLS. Now that you are using digital
certificates, you need to enable it.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the
options.

Step 3: Double-click Allowed Protocols, and then choose Default Network
Access.

Step 4: Select the global Allow EAP-TLS check box and, under the PEAP
settings, select the Allow EAP-TLS check box, and then click Save.

Select Directory Groups x

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory
Use * forwildcard search {j.e. admin®). Search filter applies to group name and not the fully qualified path.

Damain: | cisco.lacal |

Filter: | * | Retrieve Groups... | Number of Groups Retrieved: 60 {Limitis 100}
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Enable self-provisioning portal

Self-provisioning uses the guest web portal, and you need to modify the
default guest portal to support self-provisioning.

Step 1: From the Administration menu, in the Web Portal Management
section, select Settings.

Step 2: In the Settings section, double-click Guest, double-click Multi-
Portal Configurations, and then click DefaultGuestPortal.

Step 3: On the Operations tab, make sure Enable Self-Provisioning Flow is
selected, and then click Save.

€ISEO  Identity Services Engine el admin Llogout Feedback

£ Home Operaons v Policy ¥

§ oo TaskNavigator v €3

ol Gystem 52 |dentity Management B8 Network Resources |24 iwieb Portal Management

Spansor Group Policy  Sponsor Groups | Settings

MulliPortal Canfiguration List = DefaultGuestPortal

Settings

[ General Multi-Portal

» [ Spansar

» £ My Devices General Customization Authentication

v £ Guest -

Guest Portal Policy Configuration
i Details Policy Guest users should agree to an acceptable use policy

» 0 Language Tempiate

¥ [ Multi-Portal Configur ations O (i Ut
DefautGuestPortal ® FirstLogin
artal Policy O EveryLogin
assword Palicy
ime Prafiles Enable SelfProvisioning Flow
o
££ Username Policy 3 Allow guest users to change passward
: D Redquire guest users to change password at expiration and first login
D Guestusers should download the posture client
M Guest users should be allowed to do self service =
BB | et

Create authentication profile

Step 1: On the menu bar, mouse over Administration, and then, in the
Identity Management section, choose External Identity Sources.
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Step 2: In the left pane, click Certificate Authentication Profile, and then

click Add.
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Step 3: Enter a name for the profile, and then, in the Principal Username
X509 Attribute list, choose Subject Alternative Name.
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Certificate Authentication Profile
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Step 4: Click Submit.

An identity source sequence allows certificates to be used as an identity
store, and also allows for a backup identity store if a primary identity store is

unavailable.

Step 5: Click Identity Source Sequences, and then click Add.

Administration v

ise-l admin  Logout Feedback

E 0 Task Navigator = €3

% System L Identity Management B netwark Resources |24 Guest Management

Identity Source Sequence
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Internal Users
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Deployment Details m




Step 6: Enter a name for the sequence.

Step 7: In the Certificate Based Authentication section, select Select
Certificate Authentication Profile, and then choose the profile created
previously.

Step 8: In the Authentication Search List section, in the Available list,
double-click the AD server. This moves it to the Selected list.

Step 9: In the Advanced Search List Settings section, select Treat as if the
user was not found and proceed to the next store in the sequence.

Step 2: In the Results section, double-click Client Provisioning, and then
click Resources.

Step 3: Click Add, and then choose Native Supplicant Profile.
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Step 10: Click Submit.

Create native supplicant profile

You need to create a native supplicant profile for each operating system that

is used for self-provisioning.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, select Results.
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» [ Secunily Group Access .

Step 4: Enter a name and description for the profile.
Step 5: Enter the SSID for your wireless network.

Step 6: In the Allowed Protocol list, choose TLS, for the remaining options,
use the default values, and then click Submit.
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Procedure 7 Define provisioning policy

You create a provisioning policy for each operating system (in this example,
Apple iOS and Google Android) in order to determine which supplicant
profile to apply.

Step 1: On the menu bar, mouse over Policy, and then select Client
Provisioning.

Step 2: Enter a name for the rule.

Step 3: In the Operating Systems section, click the + symbol, and then
select Apple iOS All.

Identity Services Engine

admin  Logout  Feedhack
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Step 4: Next to Result, click the + symbol, and then select the profile cre-
ated in Procedure 6.
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Step 5: Click Actions, and then select Insert new policy below.

Step 6: Create a rule for Android devices by repeating Step 1 through Step
3.

Step 7: Click Save.
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Define the Client Prowisioning Policy to determine what users will receive Lpon login and user session initiation: -l
For Agent Configuration: version of agent, agent profile, agent compiiance module, andfor agent customization package
Far Mative Suppicant Configuration: wizard profile andjor wizard,

-

Fule Mame Identity Groups ~ Operating Systems Other Conditions Results
~ [ e 05 | 1F any < |and[ appteio & Jand [ conaitionts) & |then & actiors -
EAP-TLS Profile &
+ | [ androd | 1 any & Jand [_anaroia & Jand [ conaitionts) < |then o Artiors

EAP-TLS Profile i
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Modify authentication policy

Now that you have created a certificate authentication profile and identity
source sequence for digital certificates, you need to enable the 802.1X
authentication policies for wireless users.

Step 1: On the menu bar, mouse over Policy, and then choose
Authentication.

For wireless users, you should modify the authentication policy to first check
if the client is using EAP-TLS and then, if not, to allow them to use an authen-
tication method like Protected Extensible Authentication Protocol (PEAP)
that uses a username and password for credentials. This allows users who
haven't gotten certificates yet to still access the network. When they connect
to the network, the provisioning process pushes a certificate to the device.

Step 2: To the right of the “and...” on the Wireless-Dot1X rule, click the black
triangle. This opens the identity store used for this rule.

Step 3: Next to Default rule, in the Actions list, choose Insert new rule
above.

Identity Services Engine sl advin Legout Feedback

0 Tagk Navigator » €3

a v Poicy v | Admiistiation v

[&) Authentication | [@] Authorization [« Profiing Pasture Client Provisioning Security Group Access & Policy Elements

Authentication Policy =

Define the Authentication Policy by selecting the protocols that ISE shouid use to communicate with the network devices, and the identity sources that it should use for authentication.
Poicy Type O Simple @ Rule-Based

[1ee

17 [ wired_wag & ] dllow protocols [Alowed Protacl : Default Netwd | and... ) @ actions v

~ [ wiredDotix ] 1f [Cvvired_soz.1x | alow protocol [alowed Protocel : Default Netwe | and... & actions ~
[ Wireless Dat1x ] 1f [ Wireless_g021X <> | alow protoccks [allowed Protocel : Default Netwd | and... O Actiors ~
Defadlt use [ AD1 & i actions -

G Insert rew row above |

Default Rule (If no match) + allow protocols | Allowed Protocol : Default Netwis) | and use identity source @ [ intemal Users & & actions ~

Step 4: Enter a name for the rule, and then, next to Enter Condition, click the
symbol. This opens the expression builder.

Step 5: Click Create New Condition (Advance Option).

Step 6: Under Expression, next to Select Attribute, click the arrow.
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Step 7: Nextto Network Access, click the arrow, and then select
EapAuthentication.

Network Access

Expression Builder
B dd 4 Conditions Below to Library
Condition Name Expression

[select attibute © | [ (o8

[ [e==n)

Step 8: In the first list, choose Equals, in the second list, choose EAP-TLS,
and then click OK.

Expression Builder

). Add All Conditions Below to Library.

Condition Name Expression
Network Access €0 | [Equas  ~| [EapTLs ~] &,

[oc Ja==n)

Step 9: Next to Internal Users, click the + symbol.
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Step 10: In the Identity Store list, choose the identity source sequence
created in Procedure b “Create authentication profile,” Step 5, use the
default options for this identity source, and then click anywhere in the
window to continue.

nonm
CISCO  Identity Services Engine ise1 adnin Logout  Feedhack

©0 Task Navigator ~ €3

£ Home Operations v Policy Administration ¥

[2) Authentication | [g] Authorzation |4 Profing [ Posture [ Client Provisioning  [) Security Group Access @, Policy Elements

Authentication Policy =

Define the Authentication Policy by selecting the protacols that ISE should use to commuricate with the network devices, and the identity saurces that it should use for authentication,
Policy Type O Simple () Rule-Based

| [Mas | 1 [ wired_wag < | alow protoccls - [aliowed Protocol : Defadit Netwd® | and.. ) G Actions +

B - [wiedDotix | +1f [ wired_gaz.1x < | allow pratocls [Aloved Protocol : Defadt Netwd© | and... G Actions ~
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< [Bweis | | Network Accessiapauthenticati |5 use [ intemalUsers = | & Actions ~ j
e Identity Source|[DotlX_Certficates O] & atos v | 3

Options
If authentication faled [Reject | + |
If user not found [Reject | + |
If process faled

Note: For authentications sing PEAP, LEAR, EAP-FAST or RADIUS MSCHAP

it s ot possible to continue processing when authentication fais or user i not found,
If contindie option is sslected in these cases, requests wil be rejected.

Default Rule (If no

o[ intematusers & 9 Actions ~

Step 5: Select Web Authentication, and then, in the list, choose Supplicant
Provisioning.

Step 6: Enter the name of the ACL that will be applied to the WLC. You will
configure this ACL on the WLC later in this guide.

Step 7: Select Airespace ACL Name, and then enter the name of the ACL
that will be applied to the WLC. This is the same ACL used in Step 6.

Step 8: Click Submit.
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Step 11: Click Save.

Create authorization profile

Next, you create an authorization profile to configure the WLC to redirect the
client to the Cisco ISE provisioning page when the client authenticates to the
wireless network without a certificate.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the Results pane, double-click Authorization, and then click
Authorization Profiles.

Step 3: Click Add.

Step 4: Enter a name and description for the profile.
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Dictionaries Conditions Results

Autherization Profiles = New Authorization Profile

Results Authorization Profile
[ 2]
== . *Hame [ ireless-Provisioring

» [ Avthenticati i
—_ cation Description ‘ Wreless Profile For Self-Provisioning

~ [ Autharization
b [ Authorization Profiles N e

- Tyre  LACCESS_ACCEPT [~]

» [ Downloadable 4cLs

» [ Inine Posture Node Profils « Common Tasks

» (2 Frofing ; .
v B pasture 7 DacL hame =
v [ Gient Provisioning ;' WLAN

,

{ voice Damain Perrrission L

7 wieb Authentication Supplicant Provisioning | ™ ACL | Provisioning_ACL

Sasaa

T Auto Smart Part

T Filter-ID =

v advanced Atributes Settings

i [slect an item e

<

w attributes Details

Arcess Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=Provisioning_ACL
cisco-av-pait = url-redirect =https:ffipiport/guestoortal/gateway?sessionld =Sessionldvaluesaction=nsp
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Procedure 10 Configure provisioning authorization rule

Next, you configure authorization rules to apply the authorization profile
created in the previous step to provision devices not using certificates on
the wireless network.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.
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Step 2: Atthe end of the BYOD Virtual Desktops rule, click the black tri-
angle, and then select Insert New Rule Above. A new rule, “Standard Rule
1" is created above the BYOD rules that were created earlier.

Step 3: Rename “Standard Rule 1" to Wireless Provisioning.

Step 4: In the Conditions column, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, click the > symbol, and
then, next to Profiled, click the > symbol.

Step 6: Choose Apple-iPad.
Step 7: Next to Apple-iPad, click the + symbol.
Step 8: In the list, next to Endpoint Identity Groups, choose the > symbol.

Step 9: Next to Profiled, click the > symbol, and then choose Android.
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Authorization Policy

Define the Authorization Policy by configuring rules based on identity oroups andfor other conditions. Drag and crop rules to change the order,

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status  Rule Mame Conditions {dentity groups and other conditions) Permissions
@ Profied Cisca [P Phones i Cisco-IP-Phone then Cisca_IP_Phones Edit | v
Wireless Black List Defalit I Blacklist 0 Wreless_802,1% trern Blackhole_Wieless_Access Edit |+
Deny iPhanes i© Apple-iPhone then DenyAccess Edit |+
# [ ~ | wireless Provisioring | any = [ [ condiionts) & | o[ Authz Profil & | e
[~] BYOD Vitual Desktaps if Fri BYODADI Edit | v
) L
Defauit | lappePad © Edt |+
Andraid o =4
el [ Reset |

Step 10: In the Condition(s) list, click the + symbol, and then click Select
Existing Condition from Library.
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Step 11: In the list, next to Compound Conditions, click the > symbol, and
then choose Wireless_802.1X.
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Define the Authorization Plicy by configuring rules based on identity groups and/or other conditions. Drag |-

[ First Matched Rule Applies -

» Exceptions (0)

o Wired_MAB
Standard o Wireless_B02.1%
o Wireless_MAB
Status  Rule Mame Conditions (identity groups and other condi Jrmissions.
& Catalyst_Switch_Local_Web_suthentica
@ Profied Cisca [P Phones i Cisco-IP-Phone “bca_IP_Phones Edit | v
B WLC_Web_Authentication
Wireless Black List Defalit I Blacklist 0 Wreless_802,1% Jlackhole_Wieless_access Edit |+
Deny iPhones i Apple-iPhone JenyAccess Edit | »
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(-] EYOD Wirtual Desktops it (Apple-iPad 0| [ add all Condlitions
cisco.JocalfUser:
Default if no matches, ther Condition Name | =
Select Condition & 24
el [ Reset |

Step 12: Atthe end of the rule, click the gear icon, and then select Add
Attribute/Value.

Step 13: Next to Select Attribute, click the arrow. The menu opens.

Step 14: Nextto Network Access, click the > symbol, and then choose
EapTunnel.

Step 15: Under Expression, in the first list, choose Equals, and then, in the
second list, choose PEAP.

Step 16: Atthe end of this rule, click the gear icon, and then select Add
Attribute/Value.

Step 17: Next to Select Attribute, click the arrow. The menu opens.

Step 18: Nextto AD1, click the > symbol, and then choose ExternalGroups.
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Step 19: Under Expression, in the first list, choose Equals, and then, in the
second list, choose the BYOD group created in Procedure 2.
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Authorization Policy

Define the Authorization Policy by configuring rules based on identity aroups and/or other conditions. Drag and drop rules to change the order.

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conitions) Permissions
@ Profiled Cisco 1P Phones i Cisco-IP-Phone then  Cisco_IP_phones Edit |
Wirelless Black List Defalit ¥ Blacklist /1.0 Wireiess_802, 1% e Blackhole_Wireless_access Edit |
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Step 20: Next to AuthZ Profile(s), click the + symbol, and then, next to
Select an item, click the arrow.

Step 21: Next to Standard, click the > symbol, and then choose the authori-
zation profile created in Procedure 9.
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August 2012 Series

Step 22: Click Done, and then click Save.
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Authorization Policy

Define the Authorization Policy by configuring rules based on identity oroups andfor other conditions. Drag and crop rules to change the order,

[ First Matched Rule Applies -
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Procedure 11 Create Android authorization profile

For provisioning, an Android device must download a supplicant provision-
ing wizard from the Google Play store. Because of this, you need to add an
authorization profile and an authorization rule for when the device is in the
state where it has started the self-provisioning process but hasn't down-
loaded the wizard yet.

Step 1: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 2: In the Results pane, double-click Authorization, and then click
Authorization Profiles.

Step 3: Click Add.
Step 4: Enter a name and description for the profile.

Step 5: Select Web Authentication, and then, in the list, choose Supplicant
Provisioning.

Step 6: Enter the name of the ACL that will be applied to the WLC. You will
configure this ACL on the WLC later in this guide.
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Step 7: Select Airespace ACL Name, and then enter the name of the ACL
that will be applied to the WLC. This is the same ACL used in Step 6.

Step 8: Click Submit.
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Procedure 12 Create Android provisioning rule

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the wireless provisioning rule, click the black triangle,
and then select Insert New Rule Above. This creates a new rule, “Standard
Rule 1," above the wireless provisioning rule created in Procedure 10.

Step 3: Rename “Standard Rule 1" to Android Provisioning.

Step 4: In the Conditions column, next to Any, click the + symbol.

Step 5: In the list, next to Endpoint Identity Groups, click the > symbol, and
then select RegisteredDevices.
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Step 6: In the Condition(s) list, click the + symbol, and then click Create
New Condition (Advance Option).

Step 7: Next to Select Attribute, click the arrow. The menu opens.
Step 8: Next to Session, click the > symbol, and then choose Device-0S.

Step 9: Under Expression, in the first list, choose Equals, and then, in the
second list, choose Android.

Step 10: Next to AuthZ Profile(s), click the + symbol, and then, next to
Select an item, click the arrow.

Step 11: Next to Standard, click the > symbol, and then choose the authori-
zation profile created in Procedure 11.

Step 12: Click Done, and then click Save.

Procedure 13 Create 802.1X authorization rule

You need to create an authorization profile to grant devices full network
access, which authenticates using certificates.

Step 1: Atthe end of the default rule, click the black triangle, and then
select Insert New Rule Above. A new rule, “Standard Rule 1,” is created.

Step 2: Rename “Standard Rule 1" to Wireless Dot1X.

Step 3: In the Conditions column, next to Condition(s), click the + symbol,
and then click Select Existing Condition from Library.

Step 4: Inthe list, next to Compound Conditions, click the > symbol, and
then choose Wireless_802.1X.

Step 5: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 6: Next to Standard, click the > symbol, and then choose
PermitAccess.

Step 7: Click Done, and then click Save.
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Procedure 14 Modify default rule

The last step is to modify the default rule to deny network access to any
device that has not matched an existing authorization rule.

Step 1: Atthe end of the default rule, click Edit.
Step 2: Next to PermitAccess, click the + symbol.

Step 3: Next to PermitAccess, click the arrow, next to Standard, click the >
symbol, and then choose DenyAccess.

Step 4: Click Done, and then click Save.
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Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
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Procedure 15 Configure WLCs

Next, you need to configure the WLCs to support device provisioning by
defining ACLs that are applied to the controller, and to enable a posture
state to be maintained to determine if a device has been provisioned.
Perform this procedure for every WLC in the architecture, including control-
lers deployed at remote sites, with the exception of the guest WLC in the
DMZ.
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Step 1: In your browser, enter https://wici.cisco.local. The WLC console
opens.

Step 2: Navigate to WLANS, and then select the WLAN ID for the SSIDs you
wish to support device provisioning.

Step 3: Click Advanced, and then, in the NAC section, in the list, choose
Radius NAC.
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cisco MONITOR NTROLLER  WIRELESS — SECURITY
WLANs WLANSs > Edit “10k-WLAN-Data’ < Back Apply
" WLANS General | security | QoS | advanced |
WLANS =
» Advanced ml
Allow ARA Override M Enabled DHCP
Cowerage Hole Detection ¥ Enabled DHCP Server T override

Enable Session Timeaut 7 [1800

Session Timeout (secs)
aironet TE ¥ Enabled

DHCP Addr, Assignment I required

Management Frame Protection (MFP)

Diagnostic Channel T Enabled
IPv6

overnde Interfaes ACL 1o, [ore ] [omes] P ClientProtection ¢ [optionsl =
PZP Blocking Action Disabled hd

3

I —
Glion: B = Enabled 122 802.11a/n (1 -255) [t
Timeout Walue (secs)
" Alowed 802.11b/g/n (1 - 255) [t I
asirum Allowe: —
Clients & E NAC

NAC State [Radius NAC ~

Load Balancing and Band Select

DTIM Periad {in beacon intervals)

Static IP Tunneling £ Enabled

Wi-Fi Direct Clients [Gieabled =]
Palicy Disabled =

Client Load Balancing (m|
Mazimum Allomed o0
Clients Per &P Radio Client Band Select 2 r
0ff Channel Scanning Defer Passive Client _';I
B B

Foot Notes

I Web Policy cannet be used in combination with IPsec

2 FlexConnect Locs! Switching is not supported with IPsec, CRANITE authentication, Guervide Interface ACLS
3 When client exelusion is enabied, 3 Timeout Walue of zero means infinity (Wil require sdministrative oueride 1o reset sxveluded clents)
4 Client MFP Is not active untess WPAZ is configured

§ Learn Client P is configurable only when FlexConnect Local Switching Is enabled

& WM and apen or AES security should be enabled to support higher LLn rates

7 Band Selsat is canfigurable only when Radio Polisy 15 set to All’

& Value zero implies there is no restriction on maximum clients aflowsd.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabied.

11 Guest tunneling, Lacal switching, DHGP Required should be disabled,

12 Max-assaciated-clients feature s not supported with FlexConnect Local Authentication,

13 Fast Transition is supported with WPAZ and apen security poticy

Step 4: Click Apply, and then, on the dialog box that appears, click OK.

Step 5: Navigate to Security, and in the pane on the left, expand Access
Control Lists, and then click Access Control Lists.

Step 6: Click New.

Step 7: Name the access list the same name that was used in Procedure 9,
and then click Apply.

Step 8: Click the name in the list. This allows you to edit the newly created

access list.
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Step 9: Click Add New Rule.

Step 10: Create a new access list rule based on your security policy, and
then click Apply. In this example deployment, devices that need provisioning
only require access to the primary and secondary Cisco ISE nodes, as well
as the AD server that is providing DNS service. All other traffic is denied.

Step 14: Click the name in the list. This allows you to edit the newly created
access list.

Step 15: Click Add New Rule.

Android provisioning requires that you permit access to the Google Play
store in addition to the primary and secondary ISE nodes and DNS server.

The actual addresses used for the Google Play store may change
depending on your location due to the DNS and content distribu-
tion services used by Google. The address blocks 74.125.0.0/16
and 173.194.0.0/16 are owned by Google and the Play store has
resolved to addresses in both. You should verify the correct
address range to use for your environment.
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» Local EAP 255,255.255.255  0.0.0.0
b Priority Order 0.0.00 10.4.48.42
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b Certificate 0.0.00 255,255 255,255
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FlexConnect ACLs 0.0.0.0 10.4.48.10
Permit / any any Any Any  Any 0 a
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The access list needs to have entries for the traffic in both direc-
tions so make sure you have pairs of access list rules for both
inbound and outbound traffic. Also, there is an implicit “deny

all” rule at the end of the access list, so any traffic not explicitly
permitted is denied.

Next, you need to create an ACL for Android provisioning.

Step 11: In the left pane, expand Access Control Lists, and then click
Access Control Lists.

Step 12: Click New.
Step 13: Name the access list the same name that was used in Procedure

11, and then click Apply.
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Step 16: Create this new access list, and then click Apply.
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7412500 / 0.0.00
» web auth B Fermk o o 0000 Any Any Any Ay Any o -]
TrustSec SXP 0 permi  00OE / 17313400 N N N N N . a
- ] = Pt gnoa 255.255.0.0 n n v o Any
173.194.0.0 / 0.0.00
0 Permit e 0000 Any Any Any Any  Any 0 a
0000 / 0.0.00
11 Deny 0000 0000 Any Any Any Any  Any 0 a
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Procedure 16 Create profiles for user groups

The current policy permits full network access to any device that was provi-
sioned. Devices that have not been provisioned are limited to accessing the
virtual desktop infrastructure and the Internet. To refine the policy further,
limit the parts of the network the employee can access with a provisioned
device, based on their AD group.

The policy in this procedure pushes an access list to the WLC that allows
only access to the Internet and part of the internal network for users in the

IT group, who are using either an iPad or an Android device. The access list
can be deployed only for access points in the campus or at remote sites that
have a local WLC. This policy is an example and can be modified to suit your
environment.

Step 1: In your browser, enter https://ise-1.cisco.local.

Step 2: On the menu bar, mouse over Policy, and then, in the Policy
Elements section, choose Results.

Step 3: In the left pane, double-click Authorization, and then select
Authorization Profiles.

Step 4: Click Add.

Step 5: Enter a name (example: BYOD-IT-Provisioned) and a description for
the policy.
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Step 6: Inthe Common Task section, select Airespace ACL Name, and
then enter the name of the ACL that you are applying to the WLC. In this
example, the ACL is “IT”

alialn
€ISCO  Identity Serv

ise-1 adwin logout  Feedback

[2) Authentication  [g] Authorization [ 4) Profing  [@) Postwe [ Client Provisioning 5] Security Group Access & Policy Elements

Dictionaries Condiions | Resuits

Autharization Prefils = New Authorization Prafile

Authorization Profile

e | ByoD-IT

Description | Bring ¥/our Own Device Profile For The IT Graup

* access Type  [ACCESS_ACCEPT =

Elo
=
Fi

» [ Inine Posture Hod Profiles v Common Tasks

> (5 profiing "
» [ Postre I Reauthentication
> B Gent povisioning I MACSec Folicy

» [ Security Group Access o
NEAT

I~ wieb Authentication (Local Web Auth)
© ¥ aiespace ACL Name

I s wPN

¥ advanced Attributes Settings

! [select an item Q)= o]

¥ aftributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = IT

Step 7: Click Submit.

Procedure 17 Create authorization rules for user groups

The following steps describe how to create an authorization rule that uses
the profile created in Procedure 16, “Create profiles for user groups.”

Step 1: Onthe menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the BYOD Virtual Desktops rule, click the black
triangle, and then select Insert New Rule Above. This creates a new rule,
“Standard Rule 1," and puts it above the BYOD Virtual Desktops rule created
earlier.

Step 3: Rename “Standard Rule 1" to BYOD IT Provisioned.

Step 4: In the Conditions column, next to Any, click the + symbol.
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Step 5: In the list, next to Endpoint Identity Groups, click the > symbol, and
then select RegisteredDevices.

Step 6: In the Condition(s) list, click the + symbol, and then click Create
New Condition (Advance Option).

Step 7: Next to Select Attribute, click the arrow. The menu opens.

Step 8: Next to Network Access, click the > symbol, and then choose
EapAuthentication.

Step 9: Under Expression, in the first list, choose Equals, and then, in the
second list, choose EAP-TLS.

Step 10: At the end of this rule, click the gear icon, and then select Add
Attribute/Value.

Step 11: Next to Select Attribute, click the arrow. This opens the menu.

Step 12: Next to AD1, click the > symbol, and then choose ExternalGroups.

Step 13: Under Expression, in the first list, choose Equals, and then, in the
second list, choose the IT group.

Step 14: Next to AuthZ Profile(s), click the + symbol, and then, next to Select
an item, click the arrow.

Step 15: Next to Standard, click the > symbol, and then choose the authori-
zation profile BYOD-IT.

Step 16: Click Done, and then click Save.
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» Exceptions (0)
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Default
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@ Profied Cisco 1P Phones i Cisco-1P-Phone ther  Cisco_IP_Phones Edit | -
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Status  Rule Name
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Permissions

Wieless Black List Default I Blacklist A0 Wreless_802.1X ther Blackhole_Wieless_Access Edit | v
Profied Cisco IP Phares i Cisco-1P-Phone ther Cisco_IP_Phones Edit | v
Deny iPhones i* Apple-iPhone then Deny-Phore Edit | v
anchoid Provisioning ¥ RegisteredDevices (/0 Session:Device-05 EQUALS Ancroid ther Android-Provisioning Edit | v
“Wireless Provisioning iF (apple-iPad OR Android) 4rD (Wirelsss_802, 1X 10 Network ther Wirslsss-Provisioning Edit |~
AccessEanTurnel EQUALS PEAP 1110 ADT:ExternalGroups EQUALS
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EYOD Finance i© (Apple-iPad 0) Condition Name Expression
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‘Wieless Dot 1k I wireless_802, 1 thern Permitaccess Edit | v
Default if no matches, then  DenyAccess Edit | +
[~ Juc=n
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Reset |
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Step 17: For each group that you want to define a policy, repeat this
procedure. In the example deployment described here, you need to create
policies for the Finance, HR, and Research groups.

tity Services Engine i1 admin  Logour  Fesdback

Adrmiristration v 0 Task Navigatar ~ €3

|2) Authentication | |@, Authorization | [ 4] Profiing [ Posture |5 Client Provisioning |} Security Group Access @, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity oroups andfor other conditions. Drag and crop rules to change the ordr,

[ Frst Matched rule Applies -

» Exceptions (0)

Standard
Status  Rule Mame conditions {identity groups and other conditions) Permissions
@ Profiled Cisco IP Phones i Cisco-IP-Phone then Cisco_IP_Phones Edit | v
Wirgless Black List Defallt i Blacklist .0 Wireless_802.1% then Blackhole_Wieless_Access Edit | *

Deny iPhones il Apple-iPhone then Denyhccess Edit | =
Android Provioning i RegisteredDevices /. Session:Device-05 EQUALS Android then Android-Provisioning Edit |+
wireless Provisioning ii (Apple-ipad OR Android) 210 (Wireless_802.1X A0 Network ther Wireless-Provisioning Edit | =

Access:EapTunnel EQUALS PEAP 4110 AD1ExternalGroups EQUALS
cistonlocalfUsers/BYOD Provisioning

RegisteredDevices /.0 (Network AccessEapAuthentication EQUALS  ther BYODAT Edit | v
E&P-TLS “10) AD1 ExtemalGraups EQUALS cisco localfUsers/IT

EYOD IT Provisioned

EYOD IT HR i RegisteredDevices /[ (Network Access EapAuthentication EQUALS ther BYOD-HR Edit |+
EAR-TLS #110) AD1 ExternalGroups EQUALS cisco JocalfUsers/IT
BYOD IT Finance * RegisteredDevices *0 (Network Access EspAuthentication EQUALS  ther BYOD-Finance Edit |+
EAP-TLS /0 AD1:ExternalGroups EQUALS cisco localfUsers /1T
BYOD IT Research il RegisteredDevices /.00 (Network Access EapAuthentication EQUALS  ther BYOD-Research Edit | v
EAP-TLS /L) ADLEXtemalGraups EQUALS cisco JocalfUsers/IT
[~] BYOD Vitual Desktaps it (Apple-iPad OR Andraid! 2110 ADL:Extemalrouns EQUALS then BYOD-VDI Edit | -
cistalocalfUsers/Domain Users
wireless Dot1X i wireless_802,1% thern Permithccess Edit |+
(-] Default if rio matches, then Denyhccess Edit | »

Save Reset

Procedure 18 Delete wireless 802.1X rule

Now that you have created specific authorization rules, you need to delete
the generic, catch-all rule that allowed any provisioned device full network
access.

Step 1: On the menu bar, mouse over Policy, and then choose
Authorization.

Step 2: Atthe end of the Wireless Dot1X rule, click the black triangle, and
then select Delete.

Step 3: Verify that you want to delete the rule, click Delete, and then click
Save.
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Procedure 19 Configure WLC for authorization

Configure every WLC in the environment, with the exception of the guest
WLC in the DMZ, with access lists to support these newly defined poli-
cies. Each ACL that is referenced by the authorization profiles needs to be
defined on the WLC. When the clients on the campus and at remote sites
with a local controller connect to the WLC and authenticate, Cisco ISE
passes a RADIUS attribute requesting the ACL be applied for this client.

Step 1: In your browser, enter https://wlci.cisco.local. This takes you to the
WLC console.

Step 2: On the menu bar, click Security.

Step 3: In the left pane, expand Access Control Lists, and then click
Access Control Lists.

Step 4: Click New.
Step 5: Name the access list, and then click Apply.

Step 6: Click the name in the list. This allows you to edit the newly created
access list.

Step 7: Click Add New Rule.

Step 8: Create a new access list rule based on your security policy, and
then click Apply. Create additional rules to complete the policy. In our
example deployment, users in the IT group are prevented from accessing
a section of the internal network, but are allowed to access the rest of the
internal network and the Internet.

figuration  Ring  Logaut Refrssh
alnaln 0 Bing  Log:
cisco MONITOR . WIRELESS  SECURITY ] HELP  EEEDBACK
Security Access Control Lists > Edit < Back Add New Rule
- AAR
General General
v RADIUS
Authentication Access List Name T
Accounting
Fallback Deny Counters 0
» TACACS+
LDAP Destination
Local Net Users Seq Action Source IPfMask IP/Mask Protocel Source Port Dest Port DSCP Direction Number of Hits
DI Gzt . b 0.0.00 / 10.4.46.0 o N N N N . a
Cisabled Clients 4 Beny o 255 255.255.0 ny ny ny oy Any
User Login Palicies . )
AP Policies 10446.0 0.0.0.0
2 Den: An An A An An 0 -
Passward Palicies = T assassesso 00.0.0 " v Y vooA a
0.0.0.0 /00,00 /
b Local EAP
a permit 0000 Any any any Ay Any 0 [~]

b Priority Order
b Certificate

Deployment Details



https://wlc1.cisco.local

The access list needs to have entries for the traffic in both direc-
tions, so make sure you have pairs of access list rules for both
inbound and outbound traffic. Also, there is an implicit “deny

all” rule at the end of the access list so any traffic not explicitly
permitted is denied.

Step 9: Repeat Step 3 through Step 8 in this procedure for each access list
that you defined in the authorization profiles in Cisco ISE.

cisco MONITOR ~WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS —HELP  FEEDE,
Security Access Control Lists

v AAA
General Enable Counters 7
* RADIUS
Authentication Name Type
vor Fyd

Fallback

» TACACS+ Provisioning ACL IPva4
(et Android
Local Net Users

P

hi Pvd
HE Pv4
Finance Pvd

gooooon

Researct h Py

» Local EAP

Procedure 20 Provision an Apple iPad

The infrastructure has been configured to support self-provisioning for
personally owned Apple iPads.

Step 1: From an iPad, connect to the wireless network by opening Settings,
and then choosing the network from the list. Connect using your username
and password.

Step 2: Once connected, open Safari and browse to any site.
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Step 3: In the Self-Provisioning Portal, enter a description of the device,
and then click Register.

aljonesi@ciscolocal
M L alace

CISCO Identity Services Engine 1.1 Self-Provisioning Portal

Device Registration

This device has not bean .
Please click the "Register’ button to configure your device to use the secure network.

Device ID TC:6D:62:DE-05:8F

prrcli e [Psumaa'q Apple iPad

Step 4: Click Install. The trusted root certificate from the CA installs.

Install Profile

cisco-AD-CA

@ Trusted

Received Jun 28, 2012

Contains Certificate

More Details >

Step 5: On the warning message that appears, click Install.
Step 6: Click Done. The Safari and the Self-Provisioning Portal displays.

Step 7: Click Register.
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Step 8: To install the user certificate, click Install.

“Cancel | Install Profile

Profile Service
Cisco SySIDr'HS.

@ Verified

Description Gather device information.
Signed ise-1.cisco.local
Received Jun 28, 2012

Contains Device enroliment challenge

More Details >

Step 9: On the warning message that appears, click Install Now. The profile
installs.

Step 10: Click Done.

You now need to manually connect to the wireless network using the new
profile.

Step 11: On the iPad, open Settings, and then choose Wi-Fi.

Step 12: Next to the network, click the blue arrow, click Forget this
Network, and then, on the verification message, click Forget.

Step 13: Return to the wireless settings by clicking Wi-Fi, and then select
the network from the list.

Step 14: Click Mode, and then select EAP-TLS.

Step 15: Enter the username, and then click Identity.
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Step 16: Choose the profile for the user, and then click Enter Password.
You are returned to the previous screen.

R ————————|

Identity

0e9bb19320fba900b492fbd804e016fd0f2824ce
Issued by: cisco-AD-CA
Expires: June 28, 2013

pat.jones
v Issued by: cisco-AD-CA ©
Expires:  June 28, 2013

Step 17: Click Join. You are connected to the network using EAP-TLS and
the newly provisioned certificate.

Procedure 21 Provision an Android tablet

The infrastructure has been configured to support self-provisioning for
personally owned Google Android tablets.

Step 1: On an Android tablet, connect to the wireless network by opening
Settings, selecting Wi-Fi, and then choosing the network from the list.

Step 2: Open the browser and browse to any site.

Step 3: In the Self-Provisioning Portal, enter a description of the device,
and then click Register.

patjones@cisca local
vl

CI1scoO Identity Services Engine 1.1 Self-Provisioning Portal

Device Registration

This device has not been registered
Please click the 'Register button to be redirected to the android market place, where you can download the Cisco Netwerk Setup Assistant application.

Device 1D | 26:98.7B:DA:25:BF

Description |Pat Jones's Android Taclet
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Step 4: Choose Play Store. The Google Play Store opens, where you can Step 6: Run the setup assistant by clicking Open, and then clicking Start.
download the Cisco Network Setup Assistant. e m—
Step 5: In the Google Play Store, click Download, and then, on the verifica-
tion window, click Accept & download. The Cisco Network Setup Assistant afrar]e
downloads. CIsco

Network Setup Assistant

Cisco Network Setup Assistant

Accept & download

This application automatically configures Wi-Fi device settings.

PERMISSIONS

Storage
Modify/delete SD card contents >

System tools

Change Wi-Fi state, change network connectivity, change your Ul settings > ) o )
Step 7: Click OK. The user certificate installs.

Network communication

Full Internet access >

Certificate name

Seeall v

pat.jones
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Step 8: Click OK. The trusted root certificate installs. Step 16: Enter the username that matches the certificate for Identity, and
then click Connect.

Certificate name

EAP method [TLs 4
Phase 2

authentication | Lol “
CA certificate | iseca 4‘
User certificate | pat.jones 4‘
Identity ‘ pat.jones |

Anonymous identity [ I

Password [ I

[ ] show password

[ ] show advanced options

Step 9: The tablet connects to the network using the new profile.
‘ Connect ‘ ‘ Cancel

Step 10: If you need to connect to the network with the new profile manu-
ally, open Settings, and then select Wi-Fi.

Step 11: Choose the network from the list, and then click Forget.

Step 12: Select the network from the list. This allows you to configure the

options for connecting. Monitoring Network Access

Step 13: For EAP method, select TLS. 1. View the Cisco ISE dashboard

Step 14: For CA certificate, select the certificate that was installed in Step 2. Configure identity groups

8. 3. Add a custom profile

Step 15: For User certificate, select the certificate that was installed in Step 4. Examining the authentication log

7. 5. Create custom authentication reports
6. Identify endpoints
7. Create device-type reports

The configuration of the network infrastructure is complete. Now it's time to
answer the what, when, where, and who questions regarding network access
by using the reporting functionality of Cisco ISE to gain a better understand-
ing of current activity on the network.
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Cisco ISE is now configured to authenticate users and to profile endpoints
based on RADIUS and DHCP information. The reporting capabilities of
Cisco ISE allow you to determine what type of device is connecting to your
network, when it connects, and where it connects from. Also, you will know
who is connecting to your network and what authentication method was
used.

View the Cisco ISE dashboard

The first place to view this information is on the Cisco ISE home dashboard.
It gives a summary view of the health status of the servers in the group, how
devices are authenticating, and what types of devices have been profiled.

Step 1: Onthe menu bar, click Home.

Step 2: If you want to view additional information for a section, click the
upper-right corner of that section. The section expands.

sl admin Logout Feechack

©0 Task Navigator + €3

=]

Distribution By Distribution by:

ise-1 - 2 PIM
srofle -

No Data Auailable

MTTR 0.0sec

Last 24 Hours Last 60 Minutes

Distribution of Failure by:
os

@ Reason

Metrics
Active Endpoints Active Guests Posture Compliance: Mean Time To Remediate Profiled Endpoints
3 - 0 - 0% — 0.0 sec. — 2 -
il 1 =0~ 67— zan e 2w
System Summary & Identity Stores (FIP) O Authentications o
utilization and Latenc, - wthentications. -
e o~ o e Total 200 Ml
- ots Mnaman,
Py P [wemary Loty B treemsl Endpeines Mutiaann, . 275 Lose 24 Hows  Lase 60 Minures
LR o I A
ity Grove [ ¢
Cevice Tyoe [ «
Authentication Faire & Profled Endpoints & Posture Complance =
Total 9 [ ‘ Unique 2 1 passed D%
Last24 Hours  Last 60 Minutes Last2éHours  Last 60 Hinures

Mo Data Available

Mo Data Available

€ Help

Alarms @ 3 4 0@ 2 | £ Notifications (0}

August 2012 Series

Configure identity groups

Cisco ISE has more in-depth reporting options to give more details on the
devices connecting to the network. To identify the endpoints, you can use
identity groups to classify profiled endpoints and to generate reports.

The example below describes how to do this for an Apple iPad. The proce-
dure for other types of devices is similar.

Step 1: In the menu bar, mouse over Policy, and then choose Profiling.
Step 2: Click Apple-iPad. This enables you to edit this policy.

Step 3: Select Create Matching Identity Group, and then click Save.

bl
CISCO  Identity Services Engine

ise-l adwin  Logout  Feedback

©0 Task Navigator ~ €3

|£) Authentication  [#) Authorization | |-5) Prafing | @) Posture [0 Clent Provisoning | 5) Security Group Access @, Policy Elements

Profler Pelicy Lis - Appla-iPad

e
Profiling Profiler Policy

[ o)
e-= = G

» [ Profilng Policies

*Name | Apple-Pad Description | Policy for 2pple Pads
Policy Enabled !
* Mirimum Certainty Factor {valid Range 1 to 65535)
* Exception Action
* Network Scan (NMAP) Action

@ Create Matching Identity Group

O use Herarchy

* Parent Policy | Apple-Device M
o Rules
If Condition | Apple-iPadRule2Check2 < | Then [ Certainty Factor Increases <] [z || & ~

+If Condition | (apple-iFadRulel Check1_AND_Apple-MacBo, < | Then [ certanty Factor Increases -]

& -
Save Reset |

You can repeat these steps for other endpoint types as needed. You can
also investigate the rules used to profile the endpoint to understand the
process. In the case of the Apple iPad, Cisco ISE uses two rules. One is
based on DHCP information, and the other is based on HTTP.
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Add a custom profile

Although there are many pre-defined profiles, you may find that a device
you want to profile doesn’'t have an existing profile. You can create a new
one using unique characteristics of the device. Review some of the existing
profiles to get an idea of the options and methods available to you for device
profiling.

The example below creates a profile for the Cisco Cius using information
obtained from the device’'s DHCP request.

Step 1: Connect to https://ise-1.cisco.local.

Step 2: Mouse over Policy, and then, from the drop-down menu, choose
Profiling.

Step 3: Click Create.
Step 4: Give the policy the name Cisco-Cius and a description.

Step 5: In the rules section, next to Conditions, click the + symbol, and then
click Create New Condition (Advance Option).

Step 6: In the Expression list, next to DHCP, click the > symbol, and then
select dhcp-class-identifier.

Step 7: In the second list, choose CONTAINS, and then, in the final box,
enter Cisco Cius.

Step 8: Choose Certainty Factor Increases, set the value to 20, and then
click Submit.

il
<

Identity Services Engine sl admin  Logout  Feechack
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Profiling Profiler Policy

[ 2]
€ == .

» [ Profiing Policies

*Name [ Cisco-Clus Description | Cisco Cius
Paiicy Enabled ¥/
* Minimum Certanty Factar (vaid Range 1 to 65535)
* Exception Action
* Network Scan (MMAP) Action
® (reate Matching Identity Group
O se Herarchy

* Parent Palicy | NONE -
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B
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E,
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Profili .
e Profiler Policy
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== Qiv u boot-file =
» [ Profiing Policies Palicy Enabled ¥ w client-fodn il
* Minimum Certainty Factor | 10 ] © dlient-identifier
* Bnception Action | NONE hd u device-dass
* Network Scan (NMAP) Action | NONE - ©  dhep-class-identifier
dhep-client-identifi
@ Create Matching Identity Group | = “ePetenteniner
u dheper by
O Use Herarchy e
u dhepp q
* Parerit Policy | NONE -
© dheprequested-address
© dhepuser-class-id
-+ Rules
o . domain-name
:  IfConeition | Condifions = | Then [ Certainty Factor Incré: & host-name
Condition Name Expression
¢ [sekect Attribute © | | ] [

Carcal )

Examining the authentication log

Step 1: On the menu bar, mouse over Operations, and then choose
Authentications. The authentication log displays. The default option is to
display the last 20 records from the last 24 hours.

For devices that authenticated via MAB, the MAC address of the client is
listed as the user name and the endpoint. For devices that authenticated via
RADIUS over wireless or VPN, the user name is displayed.

If the device was able to be profiled, that information is displayed.
Step 2: In the details column of the MAB record, click the “paper with

magnifying glass” icon. This displays detailed authentication information for
the record.
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In the Authentication Summary section, the network device lists the IP
address and the port of the switch that the endpoint is connected to.

cisco Identity Services Engine

ise-1

255

Launch Interactive Viewer F

RADIUS Authentication Details

ALA session ID
Date

showing Page 1 of 1 |

AAA Protocel » RADIUS Authentication Detail
RADIUS Audit Session ID : 0AD52C0600000001B4E846C6

ise-1/112681645/20
December 13 201

Gota Page: Go

Generated on December 13, 2011 1:44:33 PM PST

Actions

Troubleshoot Authentication =7

“iew Diagnostic Messages

Audit Network Device Configuration =
Wiew Network Device Configuration =
Wiew Server Configuration Changes

Authentication Summary

Lagged At
RADIUS Status:
NAS Failure:
Usernarme

MAC/IP Address
Ietwork Device
Allowed Protocol
Identity Store!
Authorization Profiles:
SGA Security Group:

December 13,2011 11:42:30.740 AM
Authentication succeeded

Ef:04.62:EAG3:90
E8.04.62:EA G390

DefaulthetworkDevice : 10.5.44.5 : GigabitEthermet1/0/1

Default Metwork Access

PermitAccess

Authentication Protocol : Lookup

4]
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You can find additional details, such as the Identity Group and Identity
Policy, in the Authentication Details section.

cisco  Identity Services Engine -
EFEE] Launch Interactive Viewer 7]
RADIUS Authentication Details
Showing Page 1 of 1 Goto Page: Go
=F, Details J
Logged At December 13,2011 1:42:30.740 AM
Occurred At December 13,2011 11:42:30.740 AM
Server. ise-1
/Authentication Method: mab
EAP Authentication Method Lookup
EAP Tunnel Mathod
Usemarme: EB:04:62: EA:83:90

RADIUS Usemarne
Calling Station ID:
Framed IP Address:

EB:04:62:EA 83:90
EB:04.62.EA 390

Use Case: Host Lookup
Network Device: DefaultetworkDevice
Network Device Groups: Device Type#All Device Types Location#All Locations

NAS IP Address: 105445
NAS Identifir

NAS Por 50101

NAS Port ID. GigabitEthemnet170/1
NAS Port Type: Ethernet

Allowed Protoc ol Default Network Access
Senice Type Call Check

Identity Store:
Authorization Profes:
Active Directory Domain
Identity Group:

Allowed Protoc ol Selection Matched Rule: MAB

PermitAccess

Identity Policy Matched Rule: Default

Selected Identity Stores Irternal Endpoints

Authotization Policy Matched Rule Defautt

SGA Security Group:

ABA Session ID: ise-1/112681645/20 -

Audit Session ID:
Turnel Details:

0AD52C0500000001 B4BB4ECE

senicetype=Cal Check

Cisco-AvPairs: audit-session-id=0A052C0500000001 BABB4BCE

C D |  Framed-MTU=1500 EAP-

Key-Name=C D=0AD52C0500 6 462.E Device
Type=Desice TypeAll Device Types,Locatian=Location#al Locations Device P Address=10.5.44.5,Called- Station-
ID=EC:C8:82:37:59:01

MotApplicable

Other Attributes:

Pasture Status.
EPS Status:

<« Iﬂj

Similar data can be found for endpoints that have authenticated with
RADIUS. The user name is displayed in these records as well as the
Extensible Authentication Protocol (EAP) method used.

Create custom authentication reports

The default authentication log view is limited to displaying only the most
recent entries. To get in-depth reporting, you need to create a custom
report.

Step 1: On the menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, select AAA Protocol.
Step 3: Select RADIUS Authentication.

Step 4: Click Run. Different time ranges for producing the default report are

displayed.
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Step 5: If you want to use one of the default time ranges, choose that time

range.

il
€ISCO  Identity Services Engine

B Authentications i Endpoint Protection Service

ations v Poicy v Administration v

& alams  Reports | e, Troubleshoot

Ise-1 admin Logour  Feedback

0 Task Navigator » €3

Faorites  Shared [(Catdlog | System

Figure 2 - RADIUS report parameters

Run Report

User:

MAC Address

Select | Clear

AAA Protocol Identity Group: Clear

|
Reports
AR Protocol Device Mame Clear
® Alowed Protocol ,—
port Natme < Type odife
& Endpoint £ A Diagnostics System Report Mon Feh 27 23:41:08 PST 2012 Device Group Clear
u Faiure Reason ¢ Authentication Trend System Report Mon Feb 27 23:41:08 PST 2012
8 Metwork Device  RADIUS Accounting System Report Mon Feh 27 23:41:08 PST 2012 Allowed Frotocal: Clear
o User (o ol e el
|dentity Stare Select | Clear
© Secuity Group Access Run ~| AddTo Faverite | Delete Reset Reports
u Session Disctory Last 30 Min Server: Clear
u Fosture Last Hour of type 'System Report', hover mouse over the 'Report Narme' to view the report description
& Endpoint Protection Servics I‘FS;;;ZHDMS epart Name' to run report for today. Failure Reason Clear
[Eport and click on 'Run’ button to select additional options
VGERIE SGASGT Select | Clear
E Last 7 days I
b Last 30 days Show only SGASGT Assionments: []
Query And Run
Include SGAEnvironment. ]
Radius Audit Session ID Clear
Step 6: If you want to select a time range that is not listed, choose Query Session ID: Clear
and Run. All the parameters available for the report display. After choosing Authentication Status: Pass OrFall ~
H Authentication Method: Select | Clear
the parameters you want, click Run to generate the report.
Time Range: Today -

Start Date: [ (mmiddhnay)
End Date [ (rmiddinery)

Fun Cancel

Identify endpoints

Using information gleaned from the RADIUS and DHCP requests, Cisco
ISE can identify what types of devices are connecting to the network. This
can assist in determining the network security policy based on the type of
device thatis in use.

Step 1: On the menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, click Endpoint. This displays the available endpoint
reports.

Step 3: Select Endpoint Profiler Summary, and then click Run.
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Step 4: Select the desired time period to run the report. Figure 4 - Endpoint Details

A Endpoint> Endpoint Profiler Detail
€ISCO  Identity Services Engine iset sdmin Logout  Feedback
Generated on December 13, 2011 1:58:11 PM PST
. —_— Endpoint Session time : Not Applicable
B Authentications @) Endpaint Protection Service  ©F alams | i* Reports | 4 Troubleshoat
Endpoint Details
Favortes  Shared [ Catalog | System Endpoint Static Assignment
. Endpoint Source
REfr Endpoint Endpoint OUI Apple, Inc
o Aid Frotocel Endpoint Host Name
Endpoint Subnet
u Alloved Protorcl P[] 60| | ClearFiter Endpoint NAD Address 10445 65
W Server Inst
erver Thtenee Report Name - Twe Modified At Endpoint vLAN
u Endhoint Endpoint FQDN
sl Endpoint MAC Authentication Summal System Report Mon Feb 27 23:41:00 PST 2012 End, t N
& Falure Reason R nepoint hameserver
Endpoint Property CPMSession|D=0aD42e41000000494 ee 13638
W Metwork Device  Endpoint Time To Frofile System Report Mon Feb 27 23:41:08 PST 2012 StaticAssighment=false
u User € Top N By Endpoint Calling Station ID System Report  Mon Feb 27 23:41:09 PST 2012 ’“LE'WDVRD;K\"EBLGMUVS=DBWEE Type#all Device Types
& Serurity Group Access € Top N Authentiestions By Wachine System Report Mon Feb 27 2341100 PST 2012 :\SE:-‘:\I:;Ja\Faiéi‘-f&”ﬁsa\nn-\d:DaDAQEMDDDDDDABAEEHESB
9 Session Directory Run -| _AddTo Favorite | _Deleie Reset Reports Calling- Station- D=7 ¢-6d-52-de-05-8f
8 fomue L e ——
& Endpoit Protection Service Yesterday of type 'System Repart', hover mouse over the 'Report Name' to view the report description g‘:zdzst‘lu:m";?’
LASLT 835 hon ot Name! to run repart for today. Device Type=Device TypefAll Device Types
3 Last3082yS lapgrt and click on 'RUN' button 1o select additional options Senice-Type=Framed
. Query And Run NAS-Identifier=/L.C-2
B TimeToProfile=25

LasthimapScanTime=0
dhep-client identifie=01:7¢ 662: de:05:8f
StaticGroupAssignment=false

Step 5: Once the report is generated, you can view the details of a profiled e
endpoint by clicking the magnifying glass icon. NS Do Ty EEE BB

op=BOOTREGUEST
PostureAssessmentStatus=NotApplic able

The details given in the summary section are the MAC address, the endpoint R
User-Name=patjohes

policy, and the identity group for the endpoint. Additional details, such as IP £idi=0 000

AuthenticationldentityStore=AD1

address and network access devices, are available in the Endpoint Details dg"“‘""““mE‘E"'””“"“S‘:1
section. For wireless and remote-access VPN endpoints that authenticated e}
with RADIUS, the user name is also listed. éz‘zcheuPu‘hPcAyﬁzﬂaﬁausgr;éaﬂw1eW—aewc—UU5U§5992145
estinationl ress=

MNAS-Port=13

Figure 3 - Endpoint profile summary e
dhep-message-type=DHCPDISCOVER

htype=Ethemet (10Mb)

EndPaintMACAddress=7 C-6D-62-DE-05-6F
Profiler Summary Profiler History SeniceSelectionhatchedRule=Wireless-Dot1X
PortalUser=
Logged At Dec 8, 2011 2:20 PM Day Endpoint policy EndPanitchecProflespple-Derice
Server ise-1 Dec 8, 2011 220 PM Apple-iPad Eeqtesiluinciza
. . apTunnel=
Eient Pmﬂ'gfmpmm proflinglevent Dec 8, 2011 220 PM Apple-iPad AuthState=Autherticated
nCccurres Alrespace-¥¥lan-ld=1
Endpoint MAC Address 7CED E2DED58F (452 &, 0] ) L AFpeEiED hien=d
ops=:
Endpoint Policy Apple-iPad host-name=SBA-iPad
INECelic] (Rl EneamPoy B Er5E00.15b-11a1-2815 005025952145
ndPointPalicylD= H16b-1181-a81 L e
Certainity Matric an SelectedAccessSenice=Default Network Access
Endpoint Matched Palicy Apple-iPad secs=0
Endnoint Action Name AutharizatienPolicyMatchedRule=Default
P IdentityPolicyMatchedRule=Diefault
Identity Graup : Apple-iPad IesgageCode=5200

DeviceRegistrationStatus=D

IdentityAccessRestricted=false
SelectedAuthenticationldentityStores=AD1
flags=0x0000
chadd=7 c:Bd:62:08:05:87
yiadt=0.0.0.0

ponse={U patjones; State=F 05042641 000000494e ¢13838;
Class=CACS:0a042e41000000494 ee13838:ise-1/112681645/7, Termination-Action=RADIUS-Request, MS-MPPE-
Send-Key=49.7c:: bB:89:Bb: 18:b0: d1.91:ca 89:44 25:3a.Bf fo:ef 65.7c:45:98:3¢:59:1 b: 61 a3 67.dd: 42 2e:fl;
MS-MPPE-

RecvKey=c0:0b:04 1B:4e:90:24:48: 98¢ 5138 B5:Mc:3: 7 e b:0a 58:40.45:24: 1 braa ee D 07 A c:b4 Ta 9B |
Location=Locatior#ll Lacations

PalicyVersion=1

Device IP Address=10.4.46.65

NmapSubnetScan
Called-Station-ID="1c-17-03-cb-45-50:WWLAN-Data
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Create device-type reports

You can create reports to identify specific devices based on the identity
groups configured previously. This example uses the group created to
identify Apple iPads.

Step 1: Onthe menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, click AAA Protocol.
Step 3: Select RADIUS Authentication.

Step 4: Click Run, and then choose Query and Run.

Step 7: Select the group Profiled:AppleiPad, and then click Apply.

Search Filter: |

Search |

Criteria
Blacklist

Guest
Profiled
Profiled:Android

N © EeREe TS B’

FProfiled:Apple-iPhane

Apply | Cancel |

€ISCO  Identity Services Engine

Authentications

b Endpoint Protection Service & Alarms

ns v Policy v Administration v

I Reports

"4, Troubleshoat

st adnin Logout  Feedback

0 Task Mavigator ~ €3

Favorites  Shared  [Catalog | System

Reports
1 ARA Protocel

& Alowed Protocol

1 Hstwork Device.
o User
& Security Group Access

& Session Directory.

AAA Protocol

€ RADIUS Acsounting

Filter: Go | _ClearFiter
W Server Instance
Report Name - Type Modified At
& Endooint
€ Afh Diagnostics System Report Mon Feh 27 23:41:09 PST 2012
8 Failwre Reason © Authentieation Trend System Report Mon Feb 27 23:41:00 PST 2012

Run ~| AdgToFavente | Delete |

23:41:08 PST 2012

ResetRepotts |

Last 30 Win

@ Select ldentity Groups

Step 8: Select a time range for the report, and then click Run. The report

generates.

Figure 5 - Sample report

& Fosture Last Hour of type 'System Report, hover mause aver the 'Report Name' to view the report description

& Endpsint Protection Service Last12HourS jonort Name' to run report for today.
Today [eport and click on "Run’ button to select additional options
Yesterday
Last 7 days

Last 30 days
GQuery And Run

Step 5: For the identity group you want to query, next the Identity Group
field, click Select. A search window appears.

Step 6: Leave the search field empty, and then click Select. The search
returns all groups.
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AAA Protocol » Query and Run > RADIUS

Showing Page 1 of 1 |

Goto Page Go
AAA Protocol > RADIUS Authentication

Identity Group Profiled Apple-iPad
Authentication Status - Pass or Fail
Date Mowernber 13,2011 - December 12 2011 (Last 30 Minutes | Last Hour | Last 12 Howrs | Today | Yesterday | Last 7 Days | Last 30 Days)

Generated on Decernber 13, 2011 2:28:15 PM PST

Y=pPass X=Fail %=Click for details & =Mouse over item for additional infarmation
RADIUS NAS ] MACAP Authentication Authentication
Logged At it Faie Dedls  Event  Usemame P Allowed Protocol  Serice Type 15 e
Dec 8,11 43300576 PM v o f&‘:zzg‘d‘zz””” patjones  7C:BD:B2.DE05:BF Default Network Access Framed dotix PEAP (EAP-MSCHAPYZ)
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Appendix A: Product List
o

Network Management

Functional Area Product Description Part Numbers Software
Identity Management Identity Services Engine Virtual Appliance ISE-VM-K9= 11.1.268
Cisco ISE Wireless b-year License for 2500 Endpoints LS-ISE-AD5Y-W-2500=
Cisco ISE Wireless b-year License for 1000 Endpoints LS- ISE- ADBY-W-1K=
Cisco ISE Wireless b5-year License for 500 Endpoints LS-ISE-AD5Y-W-500=
Cisco ISE Wireless b-year License for 250 Endpoints LS-ISE-AD5Y-W-250=
Cisco ISE Wireless b-year License for 100 Endpoints LS-ISE-AD5Y-W-100=

Wireless LAN Controllers

Functional Area Product Description Part Numbers Software
On Site, Remote Site, or Cisco 5500 Series Wireless Controller for up to 500 Cisco access points AIR-CT5508-500-K9 7.2110.0
Guest Controller Cisco 5500 Series Wireless Controller for up to 250 Cisco access points AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points AIR-CT5508-12-K9
On Site Controller Cisco 2500 Series Wireless Controller for up to 50 Cisco access points AIR-CT2504-50-K9 7.2110.0

Cisco 2500 Series Wireless Controller for up to 25 Cisco access points AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points AIR-CT2504-5-K9
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Feedback

Click here to provide feedback to Cisco SBA.
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