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Newer Cisco SBA Guides Available

This guide is part of an older series of Cisco Smart Business Architecture designs.
To access the latest Cisco SBA Guides, go to http://www.cisco.com/go/sba

Cisco strives to update and enhance SBA guides on a regular basis. As we develop
a new series of SBA guides, we test them together, as a complete system. To ensure
the mutual compatibility of designs in Cisco SBA guides, you should use guides
that belong to the same series.
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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in August 2012 are
the “August 2012 Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlant4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a
complete system. This component-level approach simplifies system integration
of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides

BORDERLESS
NETWORKS

LAN Design Overview

August 2012 Series

About This Guide

This ecosystem partner guide presents solutions, products, or services—
provided by a Cisco SBA ecosystem partner—that are compatible with and
complementary to SBA.

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

You Are Here

SolarWinds Network
Management Guide

LAN Deployment Guide

What's In This SBA Guide
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Introduction

Business Overview

The complexity and challenges of managing the network are ever increas-
ing. IT staff is tasked with maintaining operational efficiency of the network.
The abilities to monitor, isolate, and fix network performance issues are
critical to minimizing network disruption and downtime. These abilities

fall into different use cases, such as network configuration, deployment,
monitoring, and troubleshooting. An IT staff's top concern is to have a unified
network management application that can help them address these needs,
thus increasing the staff's productivity. This guide is focused on our partner-
ship with SolarWinds and their products that meet Cisco's goal to deliver
affordable, easy-to-use network configuration, monitoring, and change
management.

Technology Overview

Deploying the configuration modules outlined in the Cisco Smart Business
Architecture (SBA) deployment guides in an efficient manner, while simulta-
neously maintaining the availability and performance of the network infra-
structure when everything is constantly changing, is not an easy challenge
to solve without the right tools. Network management systems can help by
allowing you to automate configuration tasks and monitor network health,
giving you the visibility required to quickly troubleshoot issues. In keeping
with the blueprint theme of Cisco SBA, this guide describes the SolarWinds'’
Orion family of network management products, which are designed with an
out-of-the-box deployment that is simple, fast, affordable, scalable, and flex-
ible. Additionally, the Orion family of products has been tested and validated
with the components described in the Cisco SBA deployment guides.
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This guide is comprised of two SolarWinds Orion products:

= Orion Network Configuration Manager (NCM)—Used for managing
and monitoring network configuration changes. Config management
operations are performed using Secure Shell (SSH) Protocol, Telnet,
Trivial File Transfer Protocol (TFTP), Secure File Transfer Protocol (SFTP),
or Secure Copy (SCP).

= Orion Network Performance Monitor (NPM)—Used for quickly
detecting, diagnosing, and resolving network performance problems
and outages. Availability and performance statistics are polled using
Internet Control Message Protocol (ICMP), Simple Network Management
Protocol (SNMP), and Windows Management Instrumentation (WMI).

You can download a free trial of NPM and NCM from http://www.solarwinds.
com/Cisco_Orion.

Introduction
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Figure 1 - Architectural overview of NPM and NCM in Cisco SBA
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Deployment Detalls

For clarity, this document organizes the network management deployment
process around the various tasks you'll complete on Day 0, Day 1, and Day
2+ in your Cisco SBA network deployment process. The actual setup of the
Orion products should take about an hour.

Day 0—Set Up Network Management Sys-
tem/Assess and Configure Network Devices

The Day 0 section guides you through the initial setup of the Orion network
management system and how to use the system to assess and manage the
device configurations for your Cisco SBA network. Perform the steps in this
section immediately following the universal and global settings procedures,
outlined in the Cisco SBA—Borderless Networks LAN Deployment Guide.
This enables you to use Orion NCM to inventory the existing network, assess
the differences in the network device configurations from Cisco baseline
configurations, and push the configuration changes required for subsequent
module deployments.

Day 1—Baseline the Network and Start Mon-
itoring

The Day 1 section guides you through the steps necessary to baseline the
network and start monitoring. Perform this section immediately following
the deployment of all required Cisco SBA modules and components, so that

you may back up your configurations and gain visibility into any problems
affecting network performance.

Day 2+—Optimize and Maintain the Health of
the Network

The Day 2+ section guides you through the steps necessary to optimize and
maintain the health of your network. This section can be performed at any
time, but is recommended that you perform this section immediately after
the Day 1 section tasks. This allows you to determine if there are opportuni-
ties to optimize the performance of your network and resolve any capacity
issues proactively.
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Figure 2 - Network summary view
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Before you begin the deployment process, ensure that you follow the steps
outlined in the universal and global settings procedures in the Cisco SBA—
Borderless Networks LAN Deployment Guide to set up IP addresses and
to configure standard management protocols for each device you want to
manage.

The SolarWinds Orion network management products leverage SNMP
for gathering availability and performance data, and SSH (Telnet or TFTP)
for executing configuration management operations across your network
devices.
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Orion requires a Windows Server with the following minimum specifications:

Hardware
Dual core processor, 3GHz
- 3 GB memory
- 20 GB available disk space

Software

- Windows 2003 Server SP2 (32-bit or 64-bit) including R2, with Microsoft
Internet Information Services (IIS) installed, running in 32-bit mode

- Windows 2008 Server Enterprise or Standard (32-bit or 64-bit) including
R2, with IIS installed, running in 32-bit mode

- NET Framework Version 3.5 or later (SP1 recommended)
Microsoft SNMP Trap Services

Database

- The Orion NPM evaluation automatically installs SQL 2005 Express by
default, which can be used by Orion NCM as well

- SQL Server 2005/2008 Standard or Enterprise for production
deployments

@ Reader Tip

Appendix A includes a table where you can record for future
reference the login credentials and community string information,
which you configure during the deployment process.
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Setting Up Network Management System (Day 0)

1. Install Orion NPM
2. Install Orion NCM

Download a fully functional 30-day trial of the Orion network management
software required to complete this module from http://www.solarwinds.com/
Cisco_Orion.

Install Orion NPM

Step 1: Log into the Windows server using an account with Administrator
privileges.

Step 2: Run the Orion NPM executable, and then select Express instal-
lation. This automatically installs Orion NPM and configures a SQL 2005
Express database server for monitoring data storage.

After Orion NPM Configuration Wizard has completed, the Orion Web
Console automatically opens in your default browser.

Deployment Details
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Step 3: Log in by entering admin and a blank password (you may change
this later).

The Network Sonar Wizard appears. This enables you to discover your
devices.

-
solarwinds %

1 product in evaluation. » Details
HOME NETWORK VIRTUALIZATION

n 10 new blog post(s) » More Details | Dismiss Msssage:\

Admin »  Discovery Certral »

Network Sonar Wizard
WhNITARE WIHD OWS HETUWORK DISCOVERY SETTINGS DISCOWVERY SCHEDULING

SNMP Credentials

Enter the SNMP credentials used on your netwark. The Discovery Engine automatically determines the community string and SNMP version to
use for each network device. Credentials are used in the order listed below.

See more information about SMMP

) Ak Mew Credzrtial

Order Credential “ersion Actions
1 public SHMP w1 or v2o LS 4
2 private SNMP 1 or v2e 43R
NEXT CANCEL |

Step 4: Enter optional credentials for vCenter or ESX hosts, and then click
Next.

Step 5: Enter optional WMI credentials for your Windows servers, and then
click Next.

Step 6: Enter an IP address range, and then click Next.

MNetwork Sonar Wizard

SHMP  VMGWARE  WINDOWS DISCOVERY SETTINGS  DISCOVERY SCHEDULING

Network Selection
Click one of the listed selection methods to define the portion of your network on which the devices you want to discover are located

. Discovering IPv6 Addresses? Use the Specific Modes method to add a list of IPvE nodes

Start address: End address
IP Ranges I I

Subnets
Specific Modes

Add hore |

BACK | [ MEXT CANCEL |
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Step 7: Leave the Discovery Settings unchanged, and then click Next.

Step 8: Leave the frequency at Once, and then click Discover.

Network Sonar Wizard
SHHP WARE WIND O'S HETWDR K DISCOVERY SETTINGS

Discovery Scheduling
Configure a schedule for your discovery.

Frequency: once -

@ Yeg, run this discovery now

Execute immediately: € No. dont
o, don't run now

BACK | [ DISCOVER CANCEL |

Step 9: Let the discovery run for a few minutes.

% Settings @Heln

solarwinds

1 product in evaluation. » Dstsis
HOME HETWORK VIRTUALIZATION

10 new hlog post(s) » lore Details | Dismiss Message (>

Admin b Discovery Certral b Exportto POF il Help

i Hop 0: Discovering: 10.199.4.234
Network Sonar Discovery

I Network Sonar Discovery ” Schedulec verall Progress: |
& Add New Discovery (%) Discovel
Name Status Last Run
~ Nodes Discovered: 23]
amin: £ 22012, 03:27 PM Uninown
Subnets Discovered: 1)
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Step 10: Clear the check box next to the device types that you do not want
to keep and monitor, and then click Next.

Step 14: Click Import. NPM imports all discovered objects.

Network Sonar Results Wizard
INTERFACES WOLUMES NFht IMFORT SETTINGS IMFORT FREWVIEW RESULTS

Device Types to Import
Select the device types to monitor,

W Count Device Type

W 1 e Cisco 2851

W 1 et Cizco 2505

W 2 ProCurve Swvitch S408z) JEBA7 A
W 1 EZE Fore Systems, Inc.

W 1 men Cigco 2811

W 1 Sk net-znmp - Linux

W 1 ety Cizco AlR-AP 12101230 series
W & m Whiwvare ESH Server

W 1 N Solaris

W 2 'lf Metwork Appliance Corporation
v 50 [ unknown

[ 3 HetApn Filer

W 1 et Cisco 2621 KM

W 1 o Wireless Cortroller MC1500

W 1 wty Cigco Catalyst 1900 Lite Fx

¥ 1 £ windows 2008 R2 Sarver

MEXT CANCEL

Network Sonar Results Wizard
DEVICEZ  INTERFACES  VOLUMES  NPMIMPORT SETTINGS RESULTS
Import Preview - FXC-001-2008R2

Select devices, interfaces, and volumes that you wish to ignore or import. All ignored items will be removed fram this list and will not be found during
any future network discowery, manual or scheduled. If you wish to ignore items, do so before importing.

BACK IGNORE IMPORT CANCEL

I P Address Mame Maching Type Wolumes Poling Method!  Irterfaces

i 1018941 bas-2621 Cisco 2621 XM SHMP Ethernet (2), Cther, Loopback

¥ et 1018343 Bas-2505 Cisco 2505 SMMP Ethernet, Loopback

[F it 1019944 bas-2851local Cisco 2651 SHMP Ethernet, Other (2), Digital Signal Lewel 1, voice Foreign Exchange
Office (2), voice Foreign Exchange Station (2), Serial (23), Link
Access Protocol D, ISDN and X.25, Group of ds0s on the same
ds1, voice encapsulation [2), vaice aver IP encapsulation (3)

[ dew 1019945 |ab-mplz-pe-bas Cizco 2811 ShMP Ethernet (2), Cther, Loophback (3), MPLS, voice aver IP
encapsulation

2 5 1n19adf 1048946 Linknnsn ICHP

Step 15: Click Finish, and then click Go To Orion Home.

Step 11: Clear the check box next to the interface types that you do not
want to keep and monitor, and then click Next.

Step 12: Clear the check box next to volume types that you do not want to
keep and monitor, and then click Next.

Step 13: Ensure the default option, Operationally Up, is selected, and then
click Next.

Network Sonar Results VWizard
DEVICES INTERFACES WOLUMES IMFPORT PREVIEW RESULTS

NPM Import Settings
Configure the following import settings

Interfaces with the following status will be imported:

¥ Operationally Up
I Operationally Down
r Administratively Shutdown

BACK MEXT CANCEL

¥ Welcome to Discovery Central

Get started managing your environment.

[ Hetwork Discovery

-\ﬁ Scan your network for devices like routers, switches and servers. Yolumes onthese devices will also be discovered.
“ou can run Metwork Sonar Discovery once, or create a profile and schedule your discovery to run in the background.
# Leam more about Metwork Sonar Discoweny

(2) 72 Modes are monitored

() 36 olumes are monitorec

DISCOWER b NETWORK ADD ASINGLE NODE

1]11 Interface Discovery

Find interfaces on netwoark devices and begin monitoring traffic.
“ou can run Metwork Sonar Discovery once, or create a profile and schedule your discovery to run in the background.
*» Leam more about Metwork Sonar Discoweny

() 160 Interfaces are monitored

DISCOWER b NETWORK

Virtualization Discovery

Dizcover YhiWiare infrastructure on your network including vCerters, Datacenters, Clusters, ES¥ Hosts and Yirtual
Machines. You can run Metwork Sonar Discovery once, or create a profile and schedule your dizcovery to run in the
background.

# Leam more about Metwork Sonar Discoweny

Q B virtual devices are monitored

DISCOWER b NETWORK ADD ASINGLE NODE

GO TO ORION HOME




Your discovered objects are now monitored by NPM.

& ADMIN (LOGOUT) #$emings @ Help

-
solarwinds 7

1 product in evaluation. » petails
HETWORK VIRTUALIZATION

Summary Groups Top10 Events Ales Syslog Traps Message Center Reports thwack  Custom Summary  Training

\Mware discovery: 6 ¥hware servers found. » boie Detals | 0miss Message | 10 e blog post(s) » More Detalls | Dismiss Message | o
WD v i Vi earwers sl crcariias e, s Datals | Dimis Wi |

Orion Sumrmary Home 1 Export to PDF [ ] Customize Page

Tuesday. June 12, 2012 3:39:39 P

All Nodes MANAGEMODES |EDT] HELA Map EO| HELP
GROUPED BY VENDOR, STATUS

+ ®Cisco

+ Fore Systems, Inc.
+ OHP

+ ©Meru Netwarks

+ @ret.srmp

+ ©MNetwork Appliance Corporation Lo
+ B Unknown

+ @ hware Inc

+ OWindows Fokye
All Triggered Alerts eom hee b
ALL UNACKNOWYLEDGED ALERTS
TWECFALERT  NEMDRKDEWDE CURRENTWALUE  MESenE X 1\‘-.5132‘
Sydroy
Event Summary e hee
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£ 1 NPhibodule Engine Started

Install Orion NCM

Step 1: Run the Orion NCM server executable on the same server where
you installed Orion NPM. The Configuration Wizard opens.

Step 2: In the Configuration Wizard, select Advanced, and then select the
same SQL Server that you configured for Orion NPM (by doing this, you
avoid installing a second SQL Server just for NCM).

Step 3: In Database Settings, ensure that the NPM SQL server is pre-
defined as (local\SOLARWINDS_ORION, and then click Next.

Step 4: Ensure that Create a new database is selected, and then keep the
default NCM database name (ConfigMgmt) and website settings.

You have just created a new Orion NCM database called ConfigMgmt.

Step 5: Keep all other options at the default value.
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Step 6: In System Default Settings, ensure you have entered the correct
community string and default authentication settings as configured in the
Global Configuration module.

The default authentication settings are used by Orion NCM to
connect to your devices and perform the initial device inventory
and configuration backups.

Step 7: On the last page of the wizard, click Finish. The Discovery Central
web page opens.

Step 8: In the Discovery Central window, scroll down to the Orion NCM
section.

NCM Nodes
To manage your node(s), select fram these options:

o

+ Discover Nodes.
lse this option if you are adding more than a few nodes

| NETWORK SONAR DISCOVERY = |

+ Add a New Node.
Use this option to add one or two nodes.

| ADD & SNGLE DEVICE » |

* Manage More Nodes.
Select nodes to manage in NCh.

0 0 of 75 monitored nodes are currently managed by NCM.
Wyith your license, you can manage an unlimited number of nodes with NChd.

# Leam more about licensing

MANAGE MORE NODES =

Deployment Details



Step 9: Click Manage More Nodes, select all your nodes, and then click
Add Nodes to NCM. This ensures that all the nodes previously discovered
and managed by NPM are also managed by NCM.

fcmin b Seftings > NCM Seftings > led Help.
Add or Manage Nodes
Use this resaurce to add Orion Core nodes to NCM, or ta remare nades from NCM Node Syne (%] Enable Import fram Discavery
Total Nodes:75  Nodes Managed by NCM:0 search by 1P acchess of node rame | Search
Group by: fjandd Nodes to N | " Edit Properties | $§Remove Hodes from T
Al Nodes (N Grouping) 7 Name ~ IP Address Licensed by NCM
10.189.4.202 10.199.4.202 No =1
10.189.4. 205 10.199.4.205 No
10.189.4.207 10.199.4.207 No
10.189.4.203 10.199.4.209 No
10.199.4.211 10.199.4.211 No
10.189.4212 10.139.4212 No
10.189.4214 10.139.4214 No
10.189.4.215 10.199.4215 No
10.189.4. 215 10.199.4216 No
10.189.4.217 10.199.4.217 No
10.189.4.218 10.199.4218 Na
10.199.4.221 10.199.4.221 Na
10.199.4 223 10.199.4.223 No
10.199.4.224 10.199.4.224 No
10.199.4.226 10.199.4.226 No
10.189.4.227 10.199.4.227 No -
10.189.4.228 10.199.4.228 No
10.189.4.233 10.199.4.233 No
10.189.4. 235 10.199.4.235 No
10.189.4.238 10.199.4.238 No =l
Page[l of3| b B | Displaying nodes 1 - 25 of 75

Step 10: Edit your node properties, including both NPM (example: polling
frequency) and NCM (example: device credentials) properties, and then click
Submit.

After you have installed NPM and NCM on the same server, the Orion view
should look like the following figure, with the NPM (Home and Networks and
Virtualization tabs) and NCM (Configs tab) integrated in the same pane of
glass.

Figure 3 - Orion home view

-
solarwinds 7

2 products in evaluation. » Deteis
NETWORK CONFIGS VIRTUAL IZATION

Summary Groups Top10 Events Alets Syslog Traps Message Genter Repots thwack  Gustom Summary  Training

Mware discovery: 6 VMware servers found. » liore Details | Dismiss Message | 15 new blog post{s) » hiore Details | Dismiss Message | (%]

Viware polling: 6 Viware Servers without credentials assigned. » 1072 Defails | Dismiss Message |

Orion Summary Home ] Exportto POF [ Customize Page
Friday, March 30, 2012 4 26.33 Pht

Getting Started with Network Configuration Manager EDIT] [HELP

(NCM) Map

‘Start managing your NCM nodes:
Setup the NCM &pproval System
Review NCM setings

REMOVETHIS RESOURCE

MANAGE NODES| [EDIT| [HELP
All Nodes

GROUPED BY VENDOR, STATUS

+ @3Com

+ @Cisco
+ OFare Systems, Inc.
+ OHP

+ OMeru Netwarks This map is ot fve.
+ Onet-snmp

+ ©Network Appliance Corporation
+ ©Unknown » Download Networe tias to adit your map

Use Orion Network Atlas to create your own network map.
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Assessing and Configuring Network Devices (Day 0)

1. Inventory existing network infrastructure
2. Deploy configuration snippets

3. Assess your variance

Next, you complete the final network preparation activities before finishing
the actual deployment.

Inventory existing network infrastructure

Before you begin the actual deployment process, inventory the existing
network infrastructure to determine compatibility with the Cisco SBA
architecture.

Step 1: Navigate to All Programs > SolarWinds Orion Network
Configuration Manager > Orion Network Configuration Manager, and then
log in to the Orion NCM client application.

Step 2: Select Schedule > Display/Edit Jobs.

Step 3: Right-click the default Nightly Network Inventory job, select Test
Job, and then click Start.

Step 4: If there are any devices with inventories that were unsuccessful, edit
each failing device and validate your SNMP credentials.

Step 5: After you have verified that the job completes for all devices,
navigate to Reports > View Reports, and then run the following reports to
help assess hardware and firmware compatibility of the existing devices:

« Cisco IOS Image Details—This report displays the feature level, image,
system description, and IOS version for each Cisco device.

» Cisco Card Data—This report displays the hardware details for each
Cisco device, including card name, description, class, position, hardware
revision, serial number, and model.
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Deploy configuration snippets

For this example, you enable Syslog and Traps on all Cisco Catalyst 3750
switches you configured in the universal and global settings procedures
of the Cisco SBA—Borderless Networks LAN Deployment Guide, without
having to manually log in to each device. Other global config snippets
referenced in the guide can be deployed in a similar fashion.

Step 1: Download the Cisco Catalyst 3750 Enable Syslog-Trap script from
the SolarWinds Thwack Content Exchange to your Orion server, from http://
solarwinds.hosted. jivesoftware.com/docs/DOC-75229.

Step 2: Navigate to All Programs > SolarWinds Orion Network
Configuration Manager > Orion Network Configuration Manager, and then
log in to the Orion NCM client application.

Step 3: Right-click the devices tree, and then select Execute Command
Script.

Step 4: Click Load Script. This allows you to browse and select the Cisco
Catalyst 3750 script that you downloaded above.

${EnterConfigMode}

service timestamps log datetime localtime

logging host <Orion server IP>

snmp-server enable traps

snmp-server host <Orion server IP> public

exit

write memory

Step 5: Select the Cisco Catalyst 3750 switches you discovered and
configured, and then click Execute Command Script.
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The S{EnterConfigMode} macro automatically enters into config
t mode for each target device. For a complete list of macros and
variables available for use with command line scripting, consult
the Orion NCM Administrator Guide here: http://www.solarwinds.
com/support/orionNCM/docs/orionNCMAdministratorGuide.pdf.

NCM Config Change Templates provide a GUI-based method of
generating and distributing configuration snippets. The change
templates can be created by extracting the relevant configuration
sections from the LAN Configuration Files Guide and parameter-
izing them as described in the NCM Administrator Guide.

Procedure 3 Assess your variance

If your organization has existing network infrastructure that is referenced in
the Cisco SBA—Borderless Networks LAN Deployment Guide, perform the
following steps to assess its variance from the Cisco baseline configurations
for those device types.

Step 1: Navigate to All Programs > SolarWinds Orion Network
Configuration Manager > Orion Network Configuration Manager, and then
log in to the Orion NCM client application.

Step 2: Download the Cisco SBA—Borderless Networks LAN Configuration
Files Guides from http://www.cisco.com/go/sba, and then import the
configurations into your Orion NCM server, following the instructions in the
Importing Configuration Files section of the NCM Administrator Guide here:
http://www.solarwinds.com/support/orionNCM/docs/orionNCMAdministra-
torGuide.pdf.

Step 3: Open the Orion Network Configuration manager application.

Step 4: Select the node in the node list to which you want to import a
configuration file.
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Step 5: Open the Windows Explorer file browser and browse to the folder
containing your configuration file.

Step 6: Drag the file from Windows Explorer to the Orion Network
Configuration Manager node list.

Step 7: Type a name for the configuration file, and then click OK,

Step 8: Select each imported config on the device navigation tree on the
left, and then select the Configs/Set/Clear baseline Settings.

Step 9: Right-click and select Download Configs.

Step 10: Add all devices you wish to compare against baseline configs you
set above, and then click Download. This downloads the running configura-
tion into Orion NCM for comparison.

Step 11: Navigate to Configs > Config Change Report, and then run the

Config Change Report. This compares each selected device against their
imported Cisco baseline configs.
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Step 12: Select your devices and Compare most recent Download to the
last Baseline Config, and then click Generate Report.

Config Change Report |
%
= EW-3750R
{z] Today 51472009 02:03 AM 37 adds 161 deletes 27 changes ul
EEFORE AFTER
& service timestamps debuy datetime msec service timestamps debug uptime
& service timestamps log datetime msec service timestamps log datetime localtime
< hostname EW-37S50B hostname EW-37504
nls gos
energywise domain Cisco secret 0 cisco_ energywise domain SolarWinds secret 0 test
energywise importance 80 energywise importance 100
energywise level 9 energywise name SolarWinds
energywise name test_for_chris energywise role Test
energywise role WS-C3750-24P energywise keywords test,testZ,testd

energywise keywords keyword, keywordl ke
Interface : FastEthernetl/0/1
energywise level 6 recurrence importan
energywise level 8 recurrence importan
energywise level 1

energywise importance 99

energywise role tebuh

energywise keywords key, key

Interface : FastEthernetl/0/Z
energywise level 10 recurrence importa

XXXXXXXXXXXESSESEED

energywise level 3 recurrence importan

Step 13: If you see discrepancies that need to be resolved, you may right-
click anywhere in the configuration and select Edit Config to see the full
configuration. From there you can make any changes necessary and upload
to the devices.
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Baselining the Network and Start Monitoring (Day 1)

1. Back up all of your network devices
Enable config change reporting
Configure fault and performance alerts
Configure custom monitoring

Create network maps

o o s ® N

Customize your dashboard (optional)

After you have completed the setup steps from any of the associated
modules, use Orion to quickly baseline your network configuration and
start monitoring performance. Baselining the network provides you with an
automated way to validate this network against recommended settings in
Cisco SBA guides in the future.

Back up all of your network devices

Step 1: Navigate to All Programs > SolarWinds Orion Network
Configuration Manager > Orion Network Configuration Manager, and then
log in to the Orion NCM client application.

Step 2: Select Schedule > Display/Edit Jobs.

Step 3: Right-click the default Nightly Config Backup job, select Test Job,
and then click Start. This downloads the configurations.

Step 4: If there are any devices with backups that were unsuccessful, edit
each failing device and validate your login credentials. After you have veri-
fied that the job completes for all devices, you may perform ad-hoc backups
as necessary through the Orion Web Console.
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@ Reader Tip

For additional information about the Orion product family, or to
connect with the SolarWinds Thwack community of over 50,000
network professionals, visit http://www.thwack.com.

Enable config change reporting

Step 1: Login to the Orion NCM client application.
Step 2: Navigate to Schedule > Display/Edit Jobs.
Step 3: On the Edit Nightly Config Backup Job page, on the Download

Config tab, under the Changed Configs section, select Last Config and
Send config change notifications details in a separate HTML email.

8|+ Edit "Nightly Config Backup' Job

Nightly Config Backup

Download Configs from Devices
General | Modes  Download Config |Noﬁfica{ions | Security |

Download Options

— Config Type:

Select the config types to download from the selected devices. If a particular device does not
support & config type, it will simply be skipped.

Running
[[] Startup

i Changed Config
Send a notification if the downloaded Config is different than the:
¥ Last Config
[~ Baseline Config
[~ Startup Config

[~ Send config change notification details in a separate text email

™ Only save Configs that have changed @ Edit Comparison Criteria |

()3 | Cancel |
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Step 4: On the Notifications tab, select E-mail results, and then enter the
appropriate information in the Email To, Email From, and SMTP Server
sections.

§+ Edit "Nightly Config Backup' Job X|

Nightly Config Backup

Download Configs from Devices

Generall Nu-dasl Download Config  Maotifications |Secur'rty|

[ Print Besults

[~ Save Results TaFile
¥ LogJob steps to Job-0000006 lag

Emai Setiings | Test Motifications

Email Ta | Email Frnml SMTP Server

E -t ail Recipient
To I
ce |
BeC |

Subject ISDIalWinds, Inc. Configuration Management Job Complstion M otification

[T &ttach copy of Beport in FDFE farmat

Attachrent Fils Mame

[~ Ornly E-Mail results if this Job encounters an eror during execution

oK Cancel

Step 5: Click OK.

Configure fault and performance alerts

By default, Orion provides a number of advanced alerts that are configured
atinstall. If, when you first log on to the Orion Web Console, there are any
devices on your network that trigger any of these alerts, the Active Alerts
resource on the Network Summary Home view displays the triggered alerts
with a brief description.
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Step 1: Navigate to All Programs > SolarWinds Orion > Alerting,
Reporting, and Mapping > Advanced Alert Manager, and then click
Configure Alerts. This allows you to view the configured alerts.

Step 2: If you are implementing Cisco SBA Wireless LAN Deployment
Guide, check the boxes next to the wireless alerts as appropriate. Note,
several alerts are enabled by default. Check additional alerts as necessary,
or create new ones.

+ Manage Alerts

& Add, delete, edit, copy, and test Advanced Alerts.

Alert me when a node goes down th New
Alert me when a node reboots

Alert me when a Rogue Access Point is detected B3 I
Alert me when a Thin Wireless Access Point goes down

Alert me when aWireless AP has more than 10 clients M Edit |
Alert me when an interface goes down

Alert me when someone shuts down an interface X 0
High bandwidth utilization by an Access Point -
High Packet Loss Monitoring

High Response Time Monitoring y
High Transmit Percent Utilization

10S Image Family Change

105 Version Change

O0ORREOO0O000RE

ﬂ Export I = Import I x

Step 3: Add an email notification action to the desired alerts by editing the
alert and selecting the Trigger Actions tab.

Step 4: Click Add New Action, and then, in the list of alert actions, select
Send an Email/Page.
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Step 5: Click OK.

&2 Edit E-Mail/Page Action ...

E-MailPager Addresses  Message | SMTP Server | Time of Day | Alert Escalation

Send the following E -Mail meszage
% Plain test

" Htal format

Subject

|

Meszage

Insert 'V ariable |
ak. | Cancel | Help with % ariables |

You may also use alert variables within the messages that are parsed
dynamically when an alert is triggered or reset. For example, the variable
S{AvgResponseTime} parses to the average response time of the node that
is triggering the alert.

For detailed information about alert variables, configuring
sustained state trigger and reset conditions, multiple condition
matching, and automatic alert escalation, see the online help
section here: http://www.solarwinds.com/NetPerfMon/SolarWinds/
wwhelp/wwhimpl/js/html/wwhelp.htm#href=OrionAGManagingAlert
sAdvanced.htm
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Configure custom monitoring

Optional

While Orion NPM comprehensively monitors a broad set of device statistics
and data out-of-the-box, there may be cases where additional monitoring of
certain device attributes may be desirable.

You can quickly configure a Universal Device Poller (UnDP) to support
these custom situations, or a UnDP may have already been created for the
information you're looking for by the extensive SolarWinds user community.
UnDPs and other community shared content are available in the Content
Exchange area on the SolarWinds thwack community site here: http://solar-
winds.hosted jivesoftware.com/community/content-exchange_tht.

As an example, download an UnDP to monitor licensing status on the ISR G2
here: http://solarwinds.hosted.jivesoftware.com/docs/DOC-92118.

Optional

Orion Network Atlas lets you create custom maps and network diagrams,
which can then be made visible in the Orion Web Console. You can use
Network Atlas to document the network deployment and print and export the
diagram so that you can refer to it later should you need it.

Step 1: Navigate to All Programs > SolarWinds Orion > Alerting,
Reporting, and Mapping > Orion Network Atlas.
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Step 2: Create a basic map by selecting a background image, dragging
nodes to the image, and connecting them with lines. You may assign a status
to each line to reflect the actual status of each link.

You can also use the ConnectNow™ feature in Network Atlas to automatically
draw links between directly connected nodes discovered on your network.
More information on ConnectNow can be found in the Orion Network Atlas
Administrator Guide here: http://www.solarwinds.com/support/orion/docs/
OrionNetworkAtlasAdminGuide.pdf.

@ B2Za”r s Orion Network Atlas _=x
d Home Edit View Help
R a *° Hollow Circle ~ N ¢ Sold v~ @ Mrosoft SansSerf_ ~|9 - gy *
" # Select Graphic... No Arrowheads v v B I uE=E = -
Add Straight  Curved Add Status&  Background
Object @ Obiject Properties. . Line Line © Line Properties... Label @ LabelProperties... Links -

Tools Objects Lines. Labels

Groupby  Vendor CiscoMed BusArch X

4

Drag objects below onto maps.

E1% Maps
@ Cisco Med Bus Arch
E-Nodes
@ Coed?50 v
@ 5yd-2621.ausla
@ EW-507E v
@ Tok-2621.ausla
@ Bas12008P v
@ Ew-37508 v
@ EW-37508 v
- Unknown Objects
@ OonNodes29 | | | L,
@ Eneigyiwise
@ Map1
=) - Cisco
@ AbbotWisM-2
@ Bas12004P v _
@ Bas1900
@ Bas2621.lab.tex local
@ Bas2926
@ Coed?s0 v
@ Cur-2621-test
@ Cur3500
@ Cu3725
@ Ew-37508 v
@ EW-37508 v

@ EW4SITE v -
4 »

Connected 26 netwark objects

- .

Zoom 1002 #]

For examples of network maps with drill-down and Orion View
customizations, watch the Orion online demo here:
http://oriondemo.solarwinds.com.
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Customize your dashboard (optional)

Views in the Orion Web Console are configurable presentations of network

information. A view can include maps, charts, summary lists, reports, events,
and links to other resources. Views can be assigned to menu bars and each
view can be customized. You may also select the charts and device proper-
ties that are displayed on each view.

Step 1: Edit a view from within the Orion Web Console by clicking
Customize Page in the upper right corner when viewing a page you would
like to customize.

Optimizing and Maintaining Network Health (Day 2+)

1. Run historical performance reports
2. Analyze future trends

3. Run policy compliance reports (optional)

Use Orion reporting to determine if there are opportunities for performance
optimization and if there are any capacity or security issues that need to be
resolved.
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Run historical performance reports Analyze future trends

Orion includes trend lines on charts to help with analyzing future require-

Step 1: Login to the Orion Web Console, and then, on the menu bar, click .
ments on network devices.

Reports. This allows you to access the list of built-in reports.

Step 1: Select Edit in the drop-down of any chart and customize the chart

Step 2: Review the following reports to determine if there are any anomalies 10 a future timeframe. This leverages trend lines.

worth exploring:

= Node Reports > Events > Triggered Alerts—Last 30 Days—This Average Response Time i S ] [EoiT | | HeLe
report displays a list of all triggered alerts over the last 30 days. For each TODAY View Options
triggered alert event, this report displays the date and time of the alert A"e;g?fgeﬁgfpggg%sn?" Lact 30 Days
trigger, the node that triggered the alert, and a message describing the TODAY T e
triggered alert event. @ Response Time View Chart Data in Excel
= NPM Reports > Historical Cisco Buffer Miss Reports > Cisco Buffer B00ms [
Misses—Last 7 Days—This report displays all buffer misses (small, 2
medium, big, large, and huge) on monitored Cisco devices over the last g S00ms
/ days. % 40.0 ms
= NPM Reports > Historical Traffic Reports > Average and Peak Traffic § —
Rates—Last 7 Days—This report displays the average and peak =
response times for the top ten monitored nodes over the last 7 days. g 20.0 ms
= NPM Reports > Historical Traffic Reports > 95th Percentile Traffic & I
Rate—Last 7 Days—This report displays the 95th percentile traffic
rates (receive, transmit, and maximum) for all monitored interfaces over 0.0 ms
the Iast 7 days. s 200911 Mon 3:00 &AM 6:00 AM 9:00AM  12:00PM  3:00 PM 6:00 PM 9:00 PM

95th Percentile: Response Time is 62.0 ms
Solarwinds Orion Network Performance Monitor v8.5.0

You can modify reports to suit your specific requirements.

For more information about using Orion Report Writer, see
Understanding Orion Report Writer here: http://www.solarwinds.
com/support/Orion/docs/UnderstandingOrionReportWriter.pdf.
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Run policy compliance reports (optional)

Orion NCM includes policy reporting which allows you to scan configura-
tion files and report any discovered rule violations. For example, a rule may
dictate that configurations should not include the read-only community
string, “public.”

Step 1: On the Configs tab, navigate to the Compliance view, and then
select, update, and view the desired report. This allows you to access the
built-in policy reports from the Orion Web Console.

Step 2: You can create new policy reports, policies, and rules, by navigating
to All Programs > SolarWinds Orion Network Configuration Manager >
Orion NCM Policy Reporter. This opens the Orion NCM Policy Reporter
application.

- Edit Rule...

Edit Rule ... Orion Network Configuration Manager Rules define the search pattem used to search device configs.
Pattems can be a RegEx Expression, or a simple find expression using ** and *?". The error level defines
Eﬁ how the violation will be noted on the Policy Report if the search criteria is found.

Name: |Disable Reverse-Telnet

Comment: |Prevents anyone initiating a reverse-telnet session

Pattern: |line con 0.*\n[.*\n)*.*transport input none

More Information about ReqgEx Pattems...

Pattern Type 1~ Rule is violated if pattemn is:
’7 % RegEx Expression " Find Stiing " Found ' NotFound
Error Level
€Y Informational  JWarning €3 Critical
Grouping: ICisco Console Settings _ﬂ

A Rule may test for the line to be found, such as an access list, or to be not found, such as ‘public’ for a community sting. If
the condition is not met, the policy will be marked with the error level set for this policy, and the error message will be shown in
the Policy Report.

oK l [ Cancel
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If you used the 30-day trial versions of the Orion products (http://
www.solarwinds.com/register/registration.aspx?program=901&c=701
50000000EmMKh&CMP=BIZ-CSCO-NMA-NPM_NCM-DL) for setting
up your network, be sure to convert them to a full license before
the end of the 30-day evaluation period. All settings are main-
tained in the conversion from the 30-day trial to the full license.
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Appendix A:
Network Detalls

Network Device Connectivity

Login username =

Login password =

Enable password =

Community string =

Orion Login Credentials

NCM Administrator password =

NPM Administrator password =
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Appendix B: SolarWinds
Contact Information

End Users
- Please contact sales@solarwinds.com with any questions.
- Submit an Inquiry about SolarWinds and the Cisco SBA initiative

Resellers
- Please contact reseller@solarwinds.com with any questions.

- For more information about how to become a SolarWinds reseller,
please visit the Partner Section of our website.

For more information about the SolarWinds and Cisco Partnership, please
visit the Cisco Resource Center.
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Feedback

Click here to provide feedback to Cisco SBA.
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