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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in August 2012 are
the “August 2012 Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel
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How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlant4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks About This Guide

Cisco SBA helps you design and quickly deploy a full-service business This deployment guide contains one or more deployment chapters, which
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable, each include the following sections:

and flexible. - Business Overview—Describes the business use case for the design.
Cisco SBA incorporates LAN, WAN, wireless, security, data center, application Business decision makers may find this section especially useful.
optimization, and unified communication technologies—tested together as a « Technology Overview—Describes the technical design for the
complete system. This component-level approach simplifies system integration business use case, including an introduction to the Cisco products that
of multiple technologies, allowing you to select solutions that solve your make up the design. Technical decision makers can use this section to
organization's problems—without worrying about the technical complexity. understand how the design works.

Cisco SBA Borderless Networks is a comprehensive network design = Deployment Details—Provides step-by-step instructions for deploying
targeted at organizations with up to 10,000 connected users. The SBA and configuring the design. Systems engineers can use this section to
Borderless Network architecture incorporates wired and wireless local get the design up and running quickly and reliably.

area network (LAN) access, wide-area network (WAN) connectivity, WAN

S S o You can find the most recent series of Cisco SBA guides at the following
application optimization, and Internet edge security infrastructure.

sites:
Route to Success Customer access: http://www.cisco.com/go/sba
To ensure your success when implementing the designs in this guide, you Partner access: http://www.cisco.com/go/sbachannel

should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

NETWORKS .

BORDERLES S | — S S

LAN Design Overview LAN Deployment Guide Wireless LAN Deployment Guide LAN and Wireless LAN
802.1x Authentication
Deployment Guide
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Introduction

Business Overview

With an increasingly mobile workforce and a diverse number of platforms
used to gain access to the network, organizations are looking for ways to
monitor and control network access. An organization needs to know not
only who is accessing their wired and wireless networks, but also when the
networks were accessed and from where. In addition, with the wide adoption
of nontraditional devices such as smart phones and tablets and with people
bringing their own devices to access the network, organizations need to
know how many of these devices are connecting. With this information, the
organization can create a policy to prevent connection by nontraditional
devices, limit connection to approved devices, or make access to network
resources easier for these nontraditional devices.

Organizations are being driven by industry and regulatory compliance (PCI,
Sarbanes-Oxley) to be able to report on who is accessing the organization’s
information, where they are accessing it from, and what type of device they
are using to access it. Government mandates such as Federal Information
Processing Standard (FIPS) and Federal Information Security Management
Act (FISMA) are also requiring agencies and entities working with govern-
ment agencies to track this information. In some cases, an organization may
choose to limit access to certain information in order to adhere to these
regulations.

This information is also key data that can be used to generate advanced
security policies. Organizations see this as a daunting task requiring the use
of several advanced technologies and often delay implementing a solution
simply because they don't know where to begin.

This guide is the first step in deploying a complete identity-based architec-
ture. Future projects will address additional use cases that will focus on the
features that will provide for things such as enforcement, guest access, and
confidentiality.
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Technology Overview

Cisco ldentity Services Engine (ISE) is an identity and access control policy
platform that enables organizations to enforce compliance, enhance infra-
structure security, and streamline their service operations. Cisco ISE is a
core component of Cisco TrustSec. Its architecture allows an organization to
gather real-time contextual information from the network, users, and devices
to make proactive policy decisions by tying identity into network elements
such as access switches, wireless controllers, and VPN gateways.

This deployment uses Cisco ISE as the authentication, authorization, and
accounting server for the wired and wireless networks using RADIUS. Cisco
ISE acts as a proxy to the existing Active Directory (AD) services to maintain
a centralized identity store for all network services.

In addition to authentication, this deployment uses Cisco ISE to profile
devices in order to determine the specific type of devices that are access-
ing the network. This is done by examining network traffic for certain
criteria, based on certain characteristics. Cisco ISE currently has probes

for Dynamic Host Configuration Protocol (DHCP), HTTP, RADIUS, Domain
Name System (DNS), Simple Name Management Protocol (SNMP) traps and
queries, Network Mapper (Nmap) scans, and Cisco |OS NetFlow. To analyze
the traffic, the engine can be deployed as an inline policy enforcement
device, or the traffic can be forwarded to the engine. As an example, the
network infrastructure is configured to send DHCP and Cisco Discovery
Protocol (CDP) data via RADIUS to Cisco ISE for analysis. The engine then
evaluates the RADIUS data and can identify the device based off of the data
in the RADIUS packet. For example, Cisco IP Phones are identified by their
DHCP class identifier.

In the LAN, there are three modes for deploying Cisco TrustSec: monitor
mode, low-impact mode, and closed mode. Cisco recommends a phased
deployment model that can allow for limited impact on network access while
gradually introducing authentication/authorization on the network. An orga-
nization's goals might be met by only implementing some of the overall func-
tionality of Cisco TrustSec and a successful deployment does not require all
three modes to be deployed. This document covers the deployment phases
of monitor mode and low-impact mode both at the headquarters site and
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the remote sites, with Cisco ISE being centralized in the data center. The
deployment in use deploys two features within Cisco I0S on the switches
in the access layer at both the headquarters sites as well as the remote
sites. The first is MAC Authentication Bypass (MAB), which authenticates the
device on the switch port by the MAC address. Monitor mode logs the MAC
addresses that connect and grant access to any device that connects. The
second feature is 802.1X open mode, which allows the switch port to give
unrestricted access to the network even though authentication and autho-
rization have not been performed. This enables the deployment of identity
without affecting existing connectivity. This phased approach allows you to
prepare for moving to another mode in the future. In the organization, these
switch configurations will be managed by Cisco Prime LAN Management
Solution (LMS) 4.2 and the new TrustSec Work Center. Cisco Prime LMS
simplifies the deployment of identity by performing a network-readiness
assessment for an identity deployment, providing templates for the various
modes—monitor, low-impact, closed—and providing a step-by-step wizard
to configure the various components required.

You accomplish integrating Cisco ISE into the wireless network by using
Cisco ISE as the RADIUS server for wireless 802.1X authentication, authori-
zation, and accounting. You configure this on every wireless LAN controller
(WLQ) in the network, at both headquarters and the remote sites. The one
exception is for the controller used for guest access. You can also configure
the WLCs to forward DHCP requests to Cisco ISE in order to enable the
profiling of wireless endpoints.
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Figure 1 - Cisco ISE integration into Cisco SBA
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Enable Authentication

The deployment described here bases all IP addressing off of the Cisco
SBA—Borderless Networks LAN Deployment Guide. Any IP addresses
used in this guide are examples; you should use addressing that is appli- y
cable to your architecture.

Deploying Cisco Identity Services Engine

. Setup initial primary engine
Cisco ISE has different personas, or modes, for which it can be configured: S G aos
administration, policy service, and monitoring. For a standalone configura-
tion where the appliance is all personas, the maximum number of endpoints
that can be supported is 2000. To support a greater number of endpoints,
you will need to divide the personas across multiple appliances. In this
example, there is a primary and secondary policy service and administra-
tion node and a primary and secondary monitoring node. This will allow

the deployment to scale to 10,000 endpoints. If your deployment does not
require support for more than 2000 endpoints, then you can just have a
primary and secondary set of engines that support all the personas.

Configure certificate trust list
Configure Cisco ISE deployment nodes
Install Cisco ISE license

Configure network devices in Cisco ISE

Configure Cisco ISE to use Active Directory

©® N O T AN

Disable IP Phone authorization policy

Table 1 - Cisco ISE engine IP addresses and hostnames

Device IP address | Hostname

Primary Cisco ISE administration and 10.4.48.41 ise-1.cisco.local
policy service node

Step 1: Boot the Cisco ISE and then, at the initial prompt, enter setup. The
installation begins.

Secondary Cisco ISE administration and | 10.4.48.42 ise-2.cisco.local
policy service node

Primary Cisco ISE monitoring node 10.4.48.43 ise-3.cisco.local

Secondary Cisco ISE monitoring node 10.4.48.44 ise-4.cisco.local

- -E 96 €06 BE PE € 3E BE 3 366 -3E E E EEBEBEE-EIEBE I IEIEBE B BEBE PP IE-E-DE PP IENENE MM
Please type 'setup’ to configure the appliance

Sk - eE e B b E- 3 BE B BE-E-BE BE B BEBEBEBESE-SESE BE S SESEE B S S-S S S RE BE S R

localhost login: setup_




Step 2: Enter the host name, IP address, subnet mask, and default router of
the engine.

Enter hostname[]: ise-1

Enter IP address[]: 10.4.48.41

Enter IP default netmask[]: 255.255.255.0

Enter IP default gateway[]: 10.4.48.1

Step 3: Enter DNS information.

Enter default DNS domain[]: cisco.local
Enter primary nameserver([]: 10.4.48.10
Add/Edit another nameserver? Y/N : n

Step 4: Configure time.

Enter primary NTP server[time.nist.gov]: ntp.cisco.local
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]: PST8PDT

Time zone abbreviations can be found in the Cisco Identity
Services Engine CLI Reference Guide, Release 1.1.x:

http://www.cisco.com/en/US/docs/security/ise/1.1/cli_ref_guide/
ise_cli_app_a.html#wp1571855
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Step 5: Configure an administrator account.

You must configure an administrator account in order to access to the CLI
console. This account is not the same as the one used to access the GUI.

Enter username[admin]: admin
Enter password: [password]
Enter password again: [password]

Cisco ISE completes the installation and reboots. This process takes several
minutes. You are asked to enter a new database administrator password
and a new database user password during the provisioning of the internal
database. Do not press Control-C during the installation, or the installation
aborts.

Do not use ‘Ctrl1-C° from this point on...

Uirtual machine detected, configuring UMware tools...
Installing applications...

Installing ise ...

Executed with privileges of root

The mode has been set to licensed.

Application bundle (ise) installed successfully

=== Initial Setup for Application: ise ===

Welcome to the ISE initial setup. The purpose of this setup is to
provision the intermal ISE database. This setup requires you create
a database administrator password and also create a database user password.

The primary engine is now installed.

The procedure for setting up the remaining engines is the same as the
primary, with the only difference being the IP address and host name config-
ured for the engine. To set up the remaining engines, follow Procedure 1 and
use the values supplied in Table 1 for the remaining engines.

Configure certificate trust list

The engines use public key infrastructure (PKI) to secure communications
between them. Initially in this deployment, you use local certificates, and you
must configure a trust relationship between all of the engines. To do this, you
need to import the local certificates from the secondary administration node
and the two monitoring nodes into the primary administration node.

Set up the remaining engines

Deployment Details
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Step 1: In your browser, connect to the secondary engine’s GUI at http://
ise-2.cisco.local.

Step 2: In Administration > System, select Certificates.

Step 3: Inthe Local Certificates window, select the local certificate by
checking the box next to the name of the secondary engine, ise-2.cisco.
local, and then click Export.

Step 4: Choose Export Certificate Only, and then click Export.

Step 5: When the browser prompts you to save the file to a location on the
local machine, choose where to store the file and make a note of it. You will
be importing this file into the primary engine.

Step 6: In a browser, access the primary engine’s GUI at http://ise-1.cisco.
local.

Step 7: In Administration > System, select Certificates.

Step 8: In the Certificate Operations pane on the left, click Certificate
Store, and then click Import.

Step 9: Next to the Certificate File box, click Browse, and then locate the
certificate exported from the secondary engine. It has an extension of .pem.
Click Submit.

Step 10: Repeat this procedure for the remaining engines, ise-3.cisco.local
and ise-4.cisco.local.

Configure Cisco ISE deployment nodes

You can configure the personas of Cisco ISE—administration, monitor-

ing, and policy service—to run all on a single engine or to be distributed
amongst several engines. For this example installation, you will deploy a pair
of engines for administration and policy service with one serving as primary

and the other secondary and another pair of engines for monitoring with one

serving as primary and the other secondary.

Step 1: Connect to http://ise-1.cisco.local.
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Step 2: From the Administration menu, choose System, and then choose
Deployment. A message appears notifying you that the node is currently
stand-alone. Click OK.

Step 3: In the Deployment pane, click the gear icon, and then select Create
Node Group.

In order for the two Cisco ISE devices to share policy and state information,
they must be in a node group. The nodes use IP multicast to distribute this
information, so they need to be able to communicate via IP multicast.

Al
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sl admin Logout Feedback
©0 Task Navigator » €3
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» <% Deployment
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Deployment Nodes
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& == Setected0 | Totat 1 B B,
r— Bl regist @ Expot @ Import » cshow[@ g

O] Hestrame

~  Made Type Personas Rakeis)

O kel ISE administration, Monitoring, Policy Service STANDALONE

Step 4: Configure the node group with the node group name ISE-Group
and the default multicast address of 228.10.11.12, and then click Submit.

Step 5: A pop-up window lets you know the group was created success-
fully. Click OK.

Step 6: In the Deployment pane on the left, expand Deployment. A list of
the current deployment nodes appears.

Step 7: Clickise-1. This enables you to configure this deployment node.

Step 8: On the General Settings tab, in the Personas section, next to the
Administration Role, click Make Primary.
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Step 9: In the Include Node in Node Group list, choose ISE-Group.

il
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&, 15E-Group
HOStName joe-1
FQDN ise-1.cisco.local
1P Address 10.4.48.41
Node Type Identity Services Engine (ISE)
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[ Meritering Role| privaRy Other Moritoring Node:
Policy Service b=
Enable Session Services
Include Node in Nade Group | EEREE
<Nones -
O rep 15 Group 0@ 0 | £ Notifcations (1)

Next, you'll configure which methods are used to profile network endpoints.

Step 10: On the Profiling Configuration tab, select RADIUS, use the default

parameters, and then click Save.

v RADIUS

Description

| RADIUS

Step 13: Enter the IP address or host name of the primary monitoring Cisco
ISE engine from Table 1 (in this example, ise-3.cisco.local) and the creden-
tials for the admin account, and then click Next.

Step 14: Select Monitoring, and then in the Role list, choose Primary. Make
sure Administration and Policy Service are not selected.

Step 15: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.
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Register ISE Node - Step 2: Configure Node

Hostname jse-3
FQDN ise-3.cisco Jocal
1P Address 10.4.48.43
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Step 11: In the Edit Node window, click Deployment Nodes List. The

Deployment Nodes window appears.

Step 12: Click Register, and then choose Register an ISE Node.
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Step 16: In the Deployment Node window, click ise-1.
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Step 17: Clear Monitoring, and then click Save. The node updates, and a
message displays letting you know that the process was successful. Click
OK. The node restarts.

€ISCO  Identity Services Engine ise-l  admin  Logout  Feedback
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General Settings

Profiing Configuration

Hostname jse-1
FQDN ise-1.cisco Jocal
1P Address 10.4.48.41

Hods Tyre Identity Services Engine (ISE)
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Policy Service

Enable Session Services

Include Nade in Node Group | ISE-Graup < i

Enable Profiing Service

Save Reset |

Step 22: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.
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Register ISE Node - Step 2: Configure Node

Hostname jse-2
FQDN ise-2.cisco Jocal
1P Address 10.4.48.42

Hods Tyre Identity Services Engine (ISE)

Personas

Administration Role SECONDARY

[ Manitaring Role| sECoMDARY Other Manitoring Mode

Policy Service

Enable Session Services

Include Nade in Node Group | ISE-Graup < i

Enable Profiing Service

(e

Step 18: Log in to the console, and then in the Administration menu, in the
System section, choose Deployment.

Step 19: In the Deployment Node window, click Register, and then choose
Register an ISE Node.

Step 20: Enter the IP address or host name of the secondary administration
Cisco ISE from Table 1 (in this example, ise-2.cisco.local) and the credentials
for the admin account, and then click Next.

Step 21: Select Administration and Policy Service. In the Administration

section, in the Role list, choose Secondary, and then in the Policy Service
section, in the Node Group list, choose ISE-Group.
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Step 23: Next, you'll configure which methods are used to profile network
endpoints for the secondary policy service node.

Step 24: In the Deployment Nodes list, click ise-2.

Step 25: On the Profiling Configuration tab, select RADIUS, use the default
parameters, and then click Save.

v RaDIUs

Diescription
| RADIUS

Step 26: In the Edit Node window, click Deployment Nodes List. The
Deployment Nodes window appears.

Step 27: In the Deployment Nodes window, click Register, and then choose
Register an ISE Node.
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Step 28: Enter the IP address or host name of the secondary monitoring
Cisco ISE from Table 1 (in this example, ise-4.cisco.local) and the creden-
tials for the admin account, and then click Next.

Step 29: Select Monitoring, and then in the Role list, choose Secondary.
Make sure Administration and Policy Service are not selected.

Step 30: Click Submit. The node registers, and a pop-up window displays
letting you know that the process was successful. Click OK.
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Hostname jse-4
FQDN ise-4.cisco Jocal
1P Address 10.4.48.44
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Personas

[ diministratian Rele| SECONDARY
[ Moritaring Role| secompapy + Other Moritoring Node ise-3

O rolicy Service

Enable Session Services (@
Include Mode i Node Group | <Mane .| @

Enable Profiing Service:

[cutrit | NP

You have now deployed all Cisco ISE nodes: a pair of redundant administra-
tion and policy service nodes and a pair of redundant monitoring nodes.

Install Cisco ISE license

Cisco ISE comes with a 90-day demo license for both the Base and
Advanced packages. To go beyond 90 days, you need to obtain a license
from Cisco. In a redundant configuration, you only need to install the license
on the primary administration node.
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When installing a Base license and an Advanced license, the
Base license must be installed first.

Step 1: Mouse over Administration, and then, from the System section of
the menu, choose Licensing.

Notice that you only see one node here since only the primary administra-
tion node requires licensing.

Step 2: Click the name of the Cisco ISE server. This enables you to edit the
license details.

Step 3: Under Licensed Services, click Add Service.

Step 4: Click Browse, locate your license file, and then click Import.

1
0 Identity Services Engine et adnin Logout Fescbak

0 Task Navgator ~ €)

Cumentcensas > ise 1

License Operations
& Curren icenses

Import new License File

(o)

If you have multiple licenses to install, repeat the process for each.

Configure network devices in Cisco ISE

Configure Cisco ISE to accept authentication requests from network
devices. RADIUS requires a shared secret key to enable encrypted com-
munications. Each network device that will use Cisco ISE for authentication
will need to have this key.

Step 1: Mouse over Administration, and then, from the Network Resources
section of the menu, choose Network Devices.
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Step 2: In the left pane, click Default Device.

Each network device can be configured individually, or devices
can be grouped by location, by device type, or by using IP
address ranges. The other option is to use the Default Device

to configure the parameters for devices that aren’t specifically
configured. All network devices in this example have to use the
same key, so for simplicity, this example uses the Default Device.

Step 3: In the Default Network Device Status list, choose Enable.

Step 4: Enter the RADIUS shared secret, and then click Save.

2 GuestManagement

aaaaaaaaaaa

Default Network Device

Configure Cisco ISE to use Active Directory

Cisco ISE will use the existing Active Directory (AD) server as an external
authentication server. First, you must configure the external authentication
server.

Step 1: Mouse over Administration, and then, from the Identity
Management section of the menu, choose External Identity Sources.

Step 2: In the left panel, click Active Directory.
Step 3: On the Connection tab, enter the AD domain (for example, cisco.

local) and the name of the server (for example, AD1), and then click Save
Configuration.
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Step 4: Verify these settings by selecting the box next to the node, clicking
Test Connection, and then choosing Basic Test.

Step 5: Enter the credentials for a domain user, and then click OK.

Step 6: A message appears letting you know whether or not the test was
successful. Click Close.

Step 7: Select the box next each node, and then click Join.

Step 8: Enter the credentials for a domain administrator account. Cisco ISE
is now joined to the AD domain.

Ioin Domain x

*User Name: [Administratar

*Password: e

Next, you select which groups from AD that Cisco ISE will use for
authentication.

Step 9: Click the Groups tab, click Add, and then click Select Groups from
Directory.
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Step 10: Search for the groups you wish to add. The domain box is already
filled in. The default filter is a wildcard to list all groups. Click Retrieve
Groups to get a list of all groups in your domain.

Step 11: Select the groups you want to use for authentication, and then click
OK. For example, for all users in the domain, select the group <domain>/
Users/Domain Users.

Select Directory Groups
This dialog is used 1o select graups from the Directary. Click Retrieve Groups.. 1o read directary
Use * for wildcard search (ie. admin®). Search filter applies to group name and not the fully qualified path

Filter: - Retrieve Groups... | Number of Groups Retrieved: 64 (Limitis 100)

Name
cisco.lncallUsersDHCP Administrators =

cisco.localiUsersiDHCP Users
cisco.localiUsers/Denied RODC Password Replication Group
cisco.localiUsers/DnsAdmins
cisco.localiUsers/DnsUpdateProxy

cisco.localiUsers/Domain Admins

cisco.localiUsers/Domain Computers
cisco.localiUsers/Domain Controllers
cisco.localiUsers/Domain Guests

cisco.localiUsersiDomain Users
cisco.localiUsers/Enterprise Admins
cisco.localiUsers/Enterprise Read-only Domain Controllers

cisco.localiUsers/Group Policy Creator Owners

cisco.ocallUsers/POS-Users _Ij
»

O
O
O
O
O
O
O
O
O
O
O
O
O
r

o [R=m)

Step 12: Click Save Configuration.

Disable IP Phone authorization policy

There is a default policy in place for Cisco IP Phones that have been pro-
filed. This profile applies a downloadable access list on the port to which the
phone is connected. Since there is no policy enforcement taking place at
this point, this rule should be disabled.

Step 1: On the menu bar, mouse over Policy, and then click Authorization.
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Step 2: For the Profiled Cisco IP Phones rule, click Edit, click the green
check mark icon, choose Disabled, click Done, and then click Save.

et admin Logout  Feedback

©© Task Navigatar ~€)

& Folicy Elements

[} Profiing [ey Client Provisioning =) Security Group Access

2 Authenticstion | o] Authorzaton @) Posture

Authorization Policy

Define the Autharization Palicy by configuring rules based on identity groups andjor other conditions. Drag and drop rules to change the order
First Matched Rule Applies A
> Exceptions (3)
Standard

Status  Rule Name Conditions (identity aroups and other conditions) Permissions ]

Black List Defait i Blacklist ther Blacklst_Access Edit |~

~ [ Profled cisca 1 Phanes | cisco- <] [ condition(s) < | then Dare i

Cisca [ Enabled

< | @ Dsated | _,l—
@ Maritor Only

Save Reset

Enabling Visibility to the LAN

1. Configure MAC Authentication Bypass
Configure 802.1X for wired users
Enable RADIUS in the access layer
Enable identity

G = @ N

Disable port security timers

Cisco ISE now has a baseline configuration. The next step is to configure
Cisco ISE with an authentication policy and to configure the switches for
identity by using Cisco Prime LMS 4.2 and the Cisco TrustSec Work Center.

Deployment Details



Configure MAC Authentication Bypass

MAC Authentication Bypass (MAB) allows you to configure specific machine
MAC addresses on the switch to bypass the authentication process. For
monitor mode, this is required, since you aren’'t enforcing authentication.
MAB will be configured to allow any MAC address to authenticate.

Step 1: Mouse over Policy, and then choose Authentication. The Policy
Type is Rule-Based.
There are already two default rules in place, MAB and Dot1X.

Step 2: For the MAB policy, click the black triangle to the right of the and....
This brings up the identity store used for the MAB rule.

aliali
€IS€O  Identity Services Engine

ise-1 admin  Logour Feedback

0 Task Navigator = €3

|2 Authentication | [#) Authorizaton [4) Profing [ Postwe [ Client Provisioning |5 Security Group Access &, Poicy Elements

Authentication Policy 2

Define the Authentication Policy by selecting the protocols that ISE should use to commuricate with the network devices, and the idertity sources that it should use for authentication
Poiicy Type O Simple (®) Rule-Based

v [mem | 1 [ wired_mag < | alow protocols [Alowed Protocal : Default Netwe® | &nd.. |« © Actions ~
~ [Dotx | +1F [ wired_802.1x & | dllow protocols [Alowed Protocol : Default Netwe | .. © Actions ~

Default Rule (If na match) alow protocols [alowed Protocel : Default Netwi | nd use idertity source [ intermal Users 4 & actons ~

Next, you change the options on the Internal Users database, which is used
for profiling.

Step 3: Next to Internal Endpoints, click the +.
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Step 4: In this example deployment, all endpoints are allowed to authen-
ticate. Set the following values, click anywhere in the window in order to
continue, and then click Save:

If authentication failed—Continue
If user not found—Continue
If process failed—Drop

aliln
CISCO  Identity Services Engine

ise-1 admin  Logout Feedback

ion v 6 Task Mavigator = €

|2 Authentication | [8) Authorization [ Profiing [@) Postre 5] Client Provisioning |5 Security Group Access o Policy Elements

Authentication Policy =

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication,
Policy Type O Simple @ Rule-Based

« [meg | 1 [ wired_wes < | allow protocols [ alowed Protocol : Defadlt Netwe) | and.. & actions +

&
&

Intemnal Endpoints = & Actions v
Identity Source|Internal Endpaints ©
Options

If authentication failed [Contiue | - |

g - oo i [l IF user ot fourd[Contrue L < ] & actors -
= If process faled[Dop | ~ ]

Default Rule (If na match) + alow prot & actions -
Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP | ——

it is not passibl to continue processing when authentication fals or user s not found.
If continue option s selected in these cases, requests wil be rejected.

Default

Configure 802.1X for wired users

There is already a Dot1X rule configured on the engine. Although in this
example deployment you aren’'t deploying any wired endpoints with 802.1X
supplicants at this point, you should still configure this rule to prepare for the
next phase of an identity deployment.

Step 1: Mouse over Policy, and then, from the menu, choose
Authentication.

Step 2: To differentiate this from a wireless 802.1X rule, rename the rule
Wired-Dot1X.

Step 3: For the Wired-Dot1X rule, click the black triangle to the right of the
and.... This brings up the identity store used for this rule.

The default identity store is the internal user database. For 802.1X, use the
Active Directory server that you defined earlier.
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Step 4: Next to Internal Users, click the + symbol. This enables you to edit
the identity store and the parameters.

Step 5: In the Identity Source list, choose the previously defined AD server
AD1, use the default options for this identity source, click anywhere in the
window to continue, and then click Save.

g
CISCO  Identity Services Engine

is-1 sdmin  Logout  Feedback

Achiristration v © Task Navigatar ~ €3

2 Authentication [2) Autharization [} Profiing @) Posture [k Client Provisioning |= security Group Access & Policy Elements

Authentication Policy =

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type O Simple @ Rule-Based

- [mes | 1f [ wired_maB < | dllow protocols [Alowed Protocol : Default Netwds) | ard.. ) & actions ~
~ [ wiredDotix | o1t [Cwirea_soz.1x < | dllow protocols [Alowed Pratocol : Defadlt Netwe™) | ad... o 0 Actions -
Default use [ Intemal Users = i actions v

Idertity Source [ADL ©
Options

If authertication faled[Reect | - |
If user ot found © Actons +
If process faied
Nate: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHEP

it is not possible 0 continue processing when authentication falls or user is not faund. Lo
If contirue cption s selected in these cases, requests wil be rejected.

Default Rule (If no match) allow prot

Enable RADIUS in the access layer

Step 1: In a web browser, connect to Cisco Prime LMS, for example: https://
Ims.cisco.local.
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Step 2: Mouse over Work Centers, and then, from the TrustSec section,
choose Getting Started. This shows the network’s Cisco TrustSec-
readiness assessment, which verifies that the software versions support the
identity features and that the switches are capable of running RADIUS.

admin | LogOut | About | Stemsp | Feedback | Help
ement Solution
g 4 MyMenu ¥ Moritor ¥ Inventory ¥ Configuration ¥ Reports Y Admin ¥ Work Centers ¥ b %

Wark Cert I5ec. > Gatting Started 07 Jun 2012, 1235 POT
the Gisco TrustSec Solution Getting Started

Cisco TrustSec Identity-based Networking Services (IBNS) is an integrated solution consisting of several Cisco products that Introduction

affer authentication, access control, and user polices to sectre network connectivity and resources, Cico TrustSec
Identity helps enterprises with the bty to increase user productivity, reduce perating costs, increase visbiity and! %5 Getting Started
enforce policy complance. Far more information on Cisco TrustSec and IBNS, cick here.

Introdug

0 TrustSec Limited Compatibilty Devices
33 TrustSec Capable Devices

2 Software Incapable Devices

0 Hardware Incapable Devices

Click on any of the pie chart siices to display device detals based on the TrustSec-readiness assessment for your network, Provision TrustSec in Network

& Enable 802.1x
\Trustsac Saftuars Incapable Device:
2 (5.71%)
You have 33 TrustSec Capable devices

31 devices are ready for provisioning 802.1x
These devices have the sLpported TrustSec Capable 10 image.

TrustSec-readiness assessment for your network

The selected TrustSec version is 2.0. Click here to change the TrustSec version.

Trustsec Capable Devicas
33 (54.28%)

TrustSec Capable Devices Selectad0 | Total 33
B confoue show k]

[ Devierame | IPadiess | Device type RUnning image ver...  Supported Featu

O cesoeadsc. 1044057  Cisco Catalyst 6509 Switch 15.0(1)5v1 602, 1X,54P,568.. &

O cesoelcsc. 1044053 Cisco Catalyst 6509 Switch 15.0(1)5v1 802, 1%,54P, 5G4,

O WeND37S0. 1044042  Cisco 3750 Stack 15.0(1)582 802, 1%,5:P

[ A3750CPRL. 1041540  Cisco 3750 Stack 15.0(1)5€2 802, 1%,5:P

H videos TAC Service Requests | Alarms @ 70 ¥ 0 B 0

Next, you configure identity by enabling RADIUS on the switch.

Step 3: Mouse over Work Centers, and then, from the TrustSec section,
choose RADIUS Configuration.

Step 4: Inthe RADIUS-capable devices table, select the switches for which
you want to enable RADIUS, and then click Next.

Step 5: On the Configure RADIUS page, select RADIUS Group, and in the
RADIUS Group Name box, enter ISE-Group, and then in the Shared Key
box, use the value used in previous procedures.

Step 6: In the RADIUS Server Details section, click Add.

Step 7: In the pop-up window, for the RADIUS server IP address, enter
10.4.48.41, and then click Save and add another.

Step 8: For the second RADIUS server, enter 10.4.48.42, and then click
Save. The RADIUS server group has been configured.

Deployment Details



Step 9: In the AAA Configuration section, make sure that only Enable for
802.1X / MAB AAA is selected. A message about not configuring AAA for
web authentication appears. Click OK.
admin | LegOut | About | Stemap | Feecback | Help
y < MyMenu v Monitor v Irwventory v Confwation v Reports v Admin v WorkCe P T &

Configure RADIUS

Navigator
Dashboard 1t Is recommended to have RADIUS server canfiguration for authentication and autharization before configuring identity on the
devices. The following workfow faclitates RADIUS server configuration and make the devices radlius enabled.
Getting Started

Readiness Assessment
Select Devices 2

RADILS Gonfiguration Configure RADIUS Server

> Identity Configuration

» Serured Group Access

Confiauration Radius Configuration
¥ Reports R&DIUS host O Single () RADIUS Group
J0bs

Al fieids are requirect,
You can create only single RADIUS aroup, which can contam multiple RADIUS servers

Add the detais of the RADIUS servers that wil be part of this RADIUS graup. The order of addition i important a5 the frst
entry acts as the primary RADIUS, the second as the secondary and so on.

RADIUS Server Detals

Edit Delete | A acd T Fiter

Server Name or 1P Address Authentication port Accounting port
O 144841 1645 1646
O 1044842 1645 1646
ARA Configuration

Enable for 802.1X { MAB AAA,
[ Enable A8 for Web Authertication,

Previous | (CNext ] [ Fnish | (Ccancel

Schedule Deployment

B videos TAC Service Requests | Alarms @ 71 ¥ 0 B 0

Step 10: On the Configure RADIUS page, click Next.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.

Step 11: Enter ajob description, and then click Finish. Deployment begins
immediately.

Step 12: When you receive the message regarding the addition of AAA

commands, click Yes, and then on the pop-up window generated after the
job is created, click OK.
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The identity configuration enables monitor mode on the switch. This enables
both 802.1X and MAC Authentication Bypass (MAB); however, no authentica-
tion policy is enabled. This allows the ports to be monitored with no disrup-
tion to current network activity.

Step 1: Mouse over Work Centers, and then, under the TrustSec section,
choose ldentity Configuration.

Step 2: In the Navigator pane, click Enable Identity on Interfaces.

Step 3: In the Filter list, select the switch that was previously configured for
RADIUS, in the Port Group Selector pane, select All Groups, and then click

oy e TR L
n
< MyMenu v Monitor v Iwentory ¥ Configurstion ¥ Reports v Acin v work G ® ax

Work Centers > TrusiSac » Identiy Corfiguration > Enable Identity on Tnterface 07 3un 2012, 13:20 POT

Navigator Enable Interfaces for Identity

Dashboard Select Devices and Port Groups v
Getting Started
Resdiness Assessment Select devices from the st of Identity Capable devices, and Select the port groups associated with these devices,

RADIUS Configuration

Ieentity Capable Devices r'
~ ettty Configurztion ?
Manage Identity 7 Fiter Port Group Selector
Canfiguration [ Display Name 1P Ackress Device Type - Dl Groups
nertata Y o1 - ezssesascoiocd Hes st El 1 Ghps Ethemet Ports
nterface RE204- J— Cisco Catalyst 2960
Change of Autharization 429605 ciscolocal e stack 10 Gbps Ethernet Parts
DR osimes Cisco Catayst 2060 10 Mbps Ethermet Ports
> Secred Group Aceess peooisscolbed e s Eth
o O Reae- - Cisco Catalyst 2060 100 Mbps Ethermet Ports
s23605.ccolocd stack scross Porte
» Repoits Rs232-
B oimovesolocd 10921525 Coco 3750 stk DMP Parts
Jabs RS208-A3560K- Cisco Catalyst 3960K-
]
O Siescoiond 105873 24P-L,5 Switch End Hosts
- = I? P
o I
A37SOXcicolocd 10,4782 (Cisco 3750 Stack
O Desoovss.ciscoocl  10.4.15.254 o VEISETED ||

Frevious | (CNext ) [ Finish | (CCancel )

Revisw Port Groups <
Configure Tdentity

Scheduie Deployment

¥ videos TAC Service Reguests | alarms @ 71 W 0 B 0
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Step 4: Select the check boxes next to the ports for which you want to
enable identity, and then click Next.

admin | LogOut | About | Skemap | Feedback | Help
4 MyMenu ¥ Monitor ¥ Inwentory ¥ Configuration ¥ Reports ¥ Admin v Work G P T &

» Ideniity Configuration > Enable Identity on Interface 07 Jun 2012, 13:20 POT

Wark Canters » TrustSec

Navigator Enable Interfaces for Identity

Dashboard Select Devices and Port Groups 87

Getting Started Review Port Groups v

Readiness Assessment

View the ports and unselect the parts that you wish to exclude.
RADIUS Configuration b " ¥
Selected Devices A ted Part:
¥ Identity Configuration S ———

Marage [dentity Display hame Port Name: Description
Configuration ©  A3750¥,dsco.ocdl Gi1/0j36 GigahitEthemat1/0/35 il
Enable Identity on Gitjo/a7 GigabitEthernet1/0/37
GiL/D/34 GigabitEthermet1/0/34
Change of Autharzaton Gi3/0j18 GigabitEthemet3/0/18
» Sorured Group Access Gi3/0j19 GigabitEthermet3/0/19
Configuration Gijo/as GigabitEthermet1/0/35
» Reports Gi3jo/ie GigabitEthermet3/0/18
Tobs Gi3/0j17 GigabitEthermet3/0/17
GiL/0j38 GigabitEthermet1/0/38
M ot ikttt aln i

=l
Previous | [ Next | | Firish | [ Cancel ]

Configure Identity

Scheciule Deployment

Next, you configure monitor mode.

Step 5: In the Identity mode to be configured section, move the Security
Mode slider to Monitor, which is the default.

Step 6: In the Authentication profile and host mode section, set the follow-
ing values:

Define Authentication Profile—802.1X, then MAB
Define Host Mode—MultiAuth
Action to be taken on security violation—No Change

Step 7: In the MAC Configuration section, make sure only Enable MAC
Move is selected.

Step 8: In the Additional Configurations section, select Advanced Options,
and then in the Adhoc commands box, enter the following command, and
then click Next.

device-sensor accounting
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For device profiling, you need to enable the IOS Sensor feature
on the switch to include DHCP and CDP information in the
RADIUS messages sent from the switch to Cisco ISE. The I0S
Sensor feature relies on information from the DHCP snooping
feature that was enabled in the LAN Deployment Guide.

admin | LogOut | About | Skemap | Feedback | Help | M- Search
4 MyMeru v Moritor ¥ Iwentory ¥ Configuration ¥ Reports ¥ Admin v work G P T
on > Enable Identity on Interface 07 un 2012, 13:30 POT

Enable Interfaces for 1dentity

ork

Navigator
Dashboard select Devices and POrt Groups =
Getting Started Review Port Groups =

Readiness Assessment [ —

RADIUS Configuration
» Identity Configuration Identity mode to he configured

"C"ﬂnéue I?EHUW Choose the Security mode based an the level of security required in the devices Values shown as selected are the default values.
onfiguration

Enable Identity on

Interface Select the security mode based on the level of security you wish to implement in your network.. More Detals  »

Changs of Authorization Security Mode |

| '
Maritor Low impact

Hih
> Secured troup Access CEER
Configuration
¥ Reports Authentication profile and host mode
Jobs Ghoose authentication profiles, host modes and action to be taken in case of violations
Define Authenticatian Profie
The host mode determines the number of hosts that can be authenticated on a given part,, More Detals  »
Define Host Mode Single Host Multiple Host ® muitisuth
Wultidormain No Change

Select the action to be taken when a port security vidlation is detected due to the folowing reasons.. More
etals >

Action to be taken on security violation (O Restrict O Protect O Shutdown @ o change

MAC Configuration

Enable: MAC move or replace., More Detals > Enable SNVP notification for MAC addition or
removal., More Detals  »

Enable MAC move
[ Matify MAC adcition

[ Enable MAC replace
[ Motify MAC removal

Addiitional Configurations

If you have selected low mpact mode and if ACL is nat configured on the device, you.. More Detals  »
Acvanced options

schoc commands™ ;- [device-sensor accounting

Previous | [ Next | | Finish cancel |

Schedle Deployment

Identity configuration is complete. Next, you create a deployment job in
order to deliver the configuration to the switch.
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Step 9: In the Job Description box, enter a description, click Finish, and
then click OK.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.

admin | LegOut | About | Sitemap | Feedback | Help | L. Search
4 MyMenu ¥ Moritor ¥ Irwventory ¥ Configuration ¥ Reports ¥ Admin Y Work G TN

rtity Configuration = Enable Ldentity on Interface 07 Jun 2012, 13:30 POT

Work Cent

Navigator Enable Interfaces for Identity

Dashboard Select Devices and Part Growps =
Getting Started Review Port Groups =

Readiness Assassment Configure Identity v

RADIVS Configuration Schedule Deployment

 Identity Canfiguration
Manage Identity

Configuration Scheduler

* Indicates required fiekd
Enable Identity on .
Interface @ Immediate Job Description™ [43750x Mornitor Mode Config

QO once 1
Change of Authorization O Daly Emal [ ]
O weekly
» Serured Group Access O Monthly
Configuration

Job Options
» Reports B [ Enable job password

Jobs [ Fail on mismatch of config versions Login Username:
[0 syne archive before job execution Login Password
[ Copy running config to startup

Faiure policy | Ignare falure and continue  ~

Enable Password

Preview CLI | [ Previous | | Mext Firish | [ Cancel |

The global commands added to the switch configuration at the completion
of the previous two procedures are as follows.

aaa group server radius ISE-Group

server 10.4.48.41

server 10.4.48.42

aaa authentication dotlx default group ISE-Group
aaa authorization network default group ISE-Group
aaa authorization configuration default group ISE-Group
aaa accounting dotlx default start-stop group ISE-Group

authentication mac-move permit

dotlx system-auth-control
device-sensor accounting
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radius-server host 10.4.48.41
radius-server host 10.4.48.42
radius-server key [key]
The interface commands added at the completion of this procedure are as
follows.
interface [interface]
authentication host-mode multi-auth
authentication open
authentication order dotlx mab
authentication port-control auto
mab
dotlx pae authenticator

Disable port security timers

The current Cisco SBA design incorporates the use of port security to
provide a level of security and prevent rogue devices from being connected.
However, 802.1X also provides this functionality and there can be conflicts
when both are enabled on a port at the same time. This is particularly true of
inactivity timers since both port security and 802.1X each have their own set
of timers. The conflict causes 802.1X to re-authenticate every time the port
security time out is reached. To avoid this issue, port security timers need to
be disabled.

Step 1: Connect to the Cisco Prime LMS server by browsing to https://Ims.
cisco.local.

Step 2: Navigate to Configuration > Tools > NetConfig. This opens the Job
Browser.

Step 3: Click Create. This enables you to configure a new job.

Step 4: Select Port based, and then click Go.
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Step 5: Inthe tree, next to All Devices, click the + symbol, select the switch Step 11: In the Task Selector, select Adhoc Task, and then click Next.
you are configuring, and then click Next.
Step 12: Click Add Instance, and then, in the new window, enter the CLI
commands necessary to remove the port security configuration.

no switchport port-security aging time

no switchport port-security aging type
In this example, only one switch is being configured, but you can no switchport port-security violation
select multiple switches to accommodate a large deployment.

The Group Selector allows you to choose switches by pre-
defined groups or by model.

Step 13: Click Applicable Devices, select the switch to which you want to
apply this configuration, click Close, and then click Save.

Adhoc Task Configuration

Step 6: Select Define an Ad-Hoc Rule. This brings up a new screen. 1215 [Plelatisiials

Commanids
Step 7: For the ad-hoc rule, in the Object Type list, choose Port. no SWitchport port-Security agihg Lime
cLc s no switchport port-security aging type
Step 8: In the Variable list, choose Identity_Security_Mode. OMMANES: |0 switchport port-security violation

Step 9: In the Operator list, choose =, and then in the Value list, select
Monitor.
Rollback Commands:

Step 10: Click Add Rule Expression, and then click Next.

admin | LogOut | About | Stemep | Feecback | Help ~ R
lution Applicable Devices...
4 MyMenu v Moritor ¥ Iwertory Y  Corfiguation Y Reports Y Admin T WorkG P T

07 Jun 2012, 13:44 PDT

Mode: PORT Groups

o 1. Device and
Group Selactor Port Groups

d 2. Groups " Select Custom Groupts)  Define an Adhoc Rule
a3 Tess Aikice Raie [ Save ] [ Reset ] [ Cancel ]
O 4. Add Tasks

0 5. Set Schedule
Cptions
O 6. View Job Wark Object Type: variable: Operator: Value:

[1dentity_Security_Mode === [unsecured =]
¥ [ Add Rule Expression

Rule Text

Port.Tdentity_Security Mode = "Monitor"”

Check Syntax || Incude || Exclude

- Step 20f 6 - Back | | mext | | Frish | | Cancel
H wvideos TAC Service Requests | Alarms @ 71 ¥ 0 i
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Step 14: After returning to the Add Tasks window, click Next. configuration. Additionally, you configure the WLCs for DHCP profiling so
that profiling information can be obtained from the DHCP requests from

o admin | LogOut | About | Stemap | Feodhack | Helo i C S
E!m. — e~ R e -, these clients and sent to the Cisco ISE.
0 Jon 201z, 1347 FOT
Mode: ADDING Add Tasks

& 1. Device and

Group Selector Add Tasks
2. Groups applicable Tasks ————————— Added Instances ———————————————— i i
PR S o [ = Procedure 1 Configure 802.1X for wireless endpoints
O 4. Add Tasks

0 5. Set Schedule
Options

O 6. View Job vark
Order

To differentiate wireless users in the authentication logs, create a rule to
identify when wireless users authenticate.

om—— (o e e e Step 1: Navigate to Policy > Authentication to open the Authentication
-step 015 - (eage] (o) (prv | (cancal) Policy page.
H vk TAC servca Rets | Alerms © 71 ¥ 0 B0 Step 2: For the Default Rule, click the Actions button, and then choose

Insert new row above. A new rule, Standard Policy 1, is created.
Step 15: Fill in a description for the job, and then click Next. The job is

submitted for immediate deployment. Step 3: Rename Standard Policy 1 to Wireless-Dot1X. In the Condition(s)
box, click the + symbol, and then choose Select Existing Condition from
Step 16: Click Finish, and then when you receive a notice that the job was Library.

submitted successfully, click OK.
Step 4: In the Select Condition list, next to Compound Condition, click the

> symbol.
Dictionaries

[&) futhenticaton | [g) Authorization 4] Profiing @) Pasture ‘EZ”,::Z:ZZ;M * touphccess @ Policy Blements

Enabling Visibility to the Wireless Network Authertication Policy W
I;l;‘ﬂtr’;e.rt:\;Aut)’Sﬂgﬁﬁﬁﬂ PD\C:SV EL/IES-BE‘:ESQD the: protacols that ISE should use to gt °H the identity sources that it should use for authentication,

1. Configure 802.1X for wireless endpoints (8 - [ )11t Loones oo kv - [ e o]

- [wiredDotax ]+ 1 [Cvared_so2.1% Fault Netwe© | anct. ) & actions ~
2- D|Sab|e EAP_TLS on ClSCO lSE | [Wireless Dot 1x 1t [ Condition(s) B % @] ad. & Actions -

3 2 = Default Rule (If na matd o B add el conditions -

3. Add ISE as RADIUS authentication server L R I
4. Add Cisco ISE as RADIUS accounting server
5. Enable DHCP profiling

To authenticate wireless clients, you need to configure the wireless LAN
controllers (WLC) to use the new Cisco ISE servers as RADIUS servers for
authentication and accounting. The existing entry is disabled so that if there
are any issues after moving to Cisco ISE, you can quickly restore the original

August 2012 Series Deployment Details



Step 5: Choose Wireless_802.1X, and then click anywhere to continue.

Compound Condition

) bt adnin Logot Feedback
e ECE v 0 Task Navigator » €3

Identity Services Engine

& ired MAB
|2 Authertication | [@] Autharzation  [4) Profing [@) Pasture roup Access @ Policy Elements
& wired_B02.1%
o ) W Wireless_B0Z. 1%
Authentication Policy 2
8 Switch_Local_Web_Authentication
Define the Authentication Policy by selecting the protocols that 1SE should use to gt “H the idderttity sources that it should use for authentication
o WLC_Web_Authentication
Policy Type O Simple @ Rule-Based
- [mam | 11 [ wired_map “Fault NetwéD) | and.. ) o Actions
B - [wiredDoux | +1F [wired_s02.1% St NetwiD | and & Actions ~
i@ - [wielesDatix If [ Condition(sy o s @] and.. 49 Actions ~

Dafadlt Ruls (If no match) . a) [ add Al conditions

Condition Mame

select Conditon @,

Step 6: In the Select Network Access list, next to Allowed Protocols, click
the > symbol, and then select Default Network Access.

CISCO  Identity Services Engine isel admin  Logout Fesdback

6 Task Navigator v €3

|2) authentication | [®] Authorization  [4) Profiing @) Postre [ Client Provisioning  [5) Security Group Access 2, Palicy Elements.

Authentication Policy u

Define the Authentication Policy by selecting the protocols that 1SE shoLld Use to commurnicate with the network devices, and the identity sources that it should use for authentication.
Policy Type O Simple @ Rule-Based

- [ma | o1t [ wired_map < | allow protocols [Alowed Protocol ¢ Default Netwd® | and.. ) O Actions -
| [wiedDot1x | o1t [ wired_sozax % | allow protocols [alawed Protocol : Default Netwi® | &,y i Actions ~
v [ wireless-Dot1x ] :1f [wireless_soz.ix & | alow protocols [select Netwaork Access ©] ad.. & Actions +
Allowed Protocols
Default Rule {If no match) + allow protocols (Alowed Protocol : Default Netw&) | and use identity source : [:] ctions -
SEE 8.
 Default Network Access

Step 7: For the Wireless-Dot1X rule, to the right of and..., click the black
triangle. This displays the identity store used for this rule.

Step 8: Next to Internal Users, click the + symbol.

Step 9: In the Identity Source list, choose the previously defined AD server,

for example, AD1.
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Step 10: Use the default options for this identity source, continue by click-
ing anywhere in the window, and then click Save.

€ISEO  Identity Services Engine s admin Logout Feschack

Adrministration ¥ E o0 Task Navigator » €3

|, Authentication | [g] authorizaton %) Profiing

Idertiy Scutce

Options
If authentication faled [Reect | ] =i

Ifuser not found [Reject | < | 5= for authentication.

If process faled

e - 1F | wired] note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP A Actions -

it is not possible to continue processing when authentication fails or user is not found.

Authentication Policy

Define the Authentication Poicy by selecting the pratocals that 1
policy Type O Simple @ Rule-Based

B - | [Fdooix it [vied If continue option is selected in thes cases, requests wil be rejected Frpr——
i + [ wireless-Daot1x SIF [ wirele: 5 actions

Defait ¢ Use | Internal Users = 9 actions

<] Defaut Rule (If no match)

- allow protocols - [Allowed Protocal ; Default Netwis) | and use idertity source [ intemal Users < G Actions ~

Disable EAP-TLS on Cisco ISE

For wireless deployments that aren't currently using digital certificates,
you need to disable EAP-TLS in order to allow clients to log in. You will be
deploying digital certificates in a later phase of this deployment.

Step 1: On the menu bar, mouse over Policy, and then, from the Policy
Elements section of the menu, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the
options.

Step 3: Double-click Allowed Protocols, and then select Default Network
Access.
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Step 4: Clear the global Allow EAP-TLS check box and under the PEAP
settings, clear the Allow EAP-TLS check box, and then click Save.

alvaln
CISCO  Identity Services Engine el admn Logout Fesdback

A Home ns v Policy v  Administration ¥

o0 Task Navigator + €3

|2) Authentication  [9) Authorization  [¢] Profling  [@) Posture [ ClientProvisioning |5 Securlty Group Access | &b Policy Elements

Dictionaries Conditions Results

( [0 Detect PAP as Host Loaku P
Results ’ A
[0 Allow CHAP
( »)
= = = O miow Ms-CHAPY
€= @

[ Allow MS-CHAP2

A Authentication
= - Allow EAP-MDS

v [ Allowed Protocols
454 Defaut Network Access
» [ Authorization
» [ Profiting
» [ Posture

[ Detect EAP-MDS a5 Host Lookup
[ MlowEAP-TLE
[0 miow LEAP
- Allow PEAP

Step 6: Next to Management, clear the Enable box,

cisco
Security

 AAA
General
» RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Met Usars
MAC Filtering
Disabled Clients

MONITOR
RADIUS Authentication Servers > New < Back Apply
Server Index (Priority) 2 -
Server IP Address 1044841
Shared Secret Format ASCIT ~
Shared Secret ~ essssssss
Confirm Shared Secret LLTTTTETYY
Key Wrap

[T (Desianed for FIPS customers and requires a key wrap compliant RADIUS server)

and then click Apply.

» [ Client Frovisioning
» [ Security Group Access PEAP Inner Methods
Allow EAP-ME-CHARYZ
Allow Password Change Retries (valid Range 0to 3)
Allow EAP-GTC
Allow Password Change  Refries (valid Range 0 to 3)

- Allow EAP-FAST

IEXEE

EAP-FAST Inner Methods
Allow EAP-MS-CHARYZ

Allow Password Change Refries (valid Range 1 to 3)
Allow EAP-GTC

Allow Password Change Refries (valid Range 1 to 3)

J _

Add ISE as RADIUS authentication server

Perform this procedure for every wireless LAN controller (WLC) in the
architecture with the exception of the standalone guest WLC, if you have
deployed one.

Step 1: Navigate to the WLC console by browsing to https://wlc1.cisco.local.
Step 2: On the menu bar, click Security.

Step 3: In the left pane, under the RADIUS section, click Authentication.

Step 4: Click New. A new server is added.

Step 5: Inthe Server IP Address box, enter 10.4.48.41, and then enter your
RADIUS shared secret.
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User Login Palicies Port Number 1812
AP Policies
Server Status Enabled =
b Local EAP
o Support for RFC 3576 Ensbled «
» Priotity Order
- Server Timeout 2 seconds
} Certificate
Hetwark User Enabh
} Access Control Lists naple
Management [ Enabl
Wireless Protection neple
Policies IPSec ] Enable
» web Auth
» Advanced

Step 7: Repeat Step 4 through Step 6 to add the secondary engine,
10.4.48.42, to the WLC configuration.

After adding Cisco ISE as a RADIUS server, disable the current RADIUS
server in use. By disabling the server instead of deleting it, you can eas-
ily switch back if needed. Perform this procedure for every wireless LAN
controller (WLC) in the architecture with the exception of the standalone
guest WLC, if you have deployed one.

Step 8: On the RADIUS Authentication Servers screen, click the Server
Index of the original RADIUS server, and then, for Server Status, select
Disabled. Click Apply.

Step 9: On the RADIUS Authentication Servers screen, click Apply.

alaln
cisco MONITOR ONTROLLER  WIRELESS ~ SECURITY K MENT  COM HELP  FEEDB,
Security RADIUS Authentication Servers Apply New...
v AR . 1
p— Call Station 10 Type 2 P Address -
- RADIUS
Authentication Use AES Key Wrap [ (pagigned for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Hyphen -
b TACACS+
LBFL Network Server
Local Het Users User Management Index Server Address  Port 1PSec Admin Status
MAC Filtering
Disabled Clients = 1 10.4.48.15 1812 Disabled Disabled [-]
User Login Policies i} 2 10.4.48.41 1812 Disabled Enabled [-]
&P Poli
olieies = 3 10,4 4842 1812 Disabled Enabled [-]
b Local EAP

b Priority Order
b Certificate

b Access Control Lists 1. Calf Station ID Type will be appiicable ony for non 802.1x authentication onty.

Wireless Protection

¥ Policies

» web Auth
» Advanced
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Add Cisco ISE as RADIUS accounting server

Perform this procedure for every wireless LAN controller (WLC) in the
architecture, with the exception of the standalone guest WLC, if you have
deployed one.

Step 1: Onthe menu bar, click Security.

Step 2: In the left pane, under the RADIUS section, click Accounting.

Step 3: Click New. This adds a new server.

Step 4: In the Server IP Address box, enter 10.4.48.41, enter your RADIUS
shared secret, and then click Apply.

K EreN o e Eeren

cisco MONITO s ol WIRELESS
Security RADIUS Accounting Servers > New < Back Apply
< Hh Server Index (Priarity) 2 .
General
» RADIUS Server IF Address 1044841
Authentication
Accounting Shared Secret Format ASCI] w»
rellinee Shared Secrat ssssasens
» TACACSH
LDAP Confirm Shared Seeret
Lacal Met Users
MAC Filtering Port Number 1813
Disabled Clients Server Status Enabled =
User Login Policies
AP Policies Server Timeout 2 secands
b Local EAP Hetwark User Enable
b Priority Order PSec [ Enable

» cCertificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth
b Advanced

Step 5: Repeat Step 3 through Step 4 to add the secondary engine,
10.4.48.42, to the WLC configuration.

Step 6: On the RADIUS Accounting Servers screen, click the Server Index
of the original RADIUS server, and then, for Server Status, select Disabled.
Click Apply.
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Step 7: Onthe RADIUS Accounting Servers screen, click Apply.

alaln
cisco MONITOR
Security RADIUS Accounting Servers Apply New...
v AR "
MAC Delirnit: -
P elimiter  Hyphen
w RADIUS
Authentication Network Server Admin
Accounting User Index Server Address Port IPSec Status
Fallback
V] 1 10.448.15 1813 Disabled Disabled
» TRCACS+ = 1esble 1sable a
LDAP 2 10.4.48.41 1813 Disabled Enabled [~ ]
Local Net Users 3 10.4.48.42 1813 Disabled Enabled [~]
MAC Filtering

Disabled Clients
User Login Palicies
P Policies

b Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

B Wireless Protection
Policies

» web auth
b Advanced

Enable DHCP profiling

You need to enable DHCP profiling on the WLC in order to send DHCP
information to the engine for endpoint profiling.

Step 1: Onthe WLC, navigate to WLANSs, and then select the WLAN ID for
the SSIDs you wish to monitor.
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Step 2: On the Advanced tab, in the Client Profiling section, select DHCP
Profiling.

Pinc Logout  Refresh
Nmm S

CIsco MONITOR 3 SECURITY o 5 LACK
WLANs WLANSs > Edit "10k-WLAN-Data' < Back Apply I
- LR General | Security | QoS | Adv
WLANs i
b Advanced e Alred | HAC State [None =l
Clients &
X Load Balancing and Band Select
SR TIMENS [ gnapieg Client Load Balancing {m]
Wi-Fi Direct Clients Client Band Select 2 r
Roiiny Disabled |~

Passive Client
Maximurm Allowed
Clients Per AP 200 Passive Client r
Radio

Voice
Off Channel Scanning Defer

Media Session Snoopin

Scan Defer 01 2 3 4 5 6 7 ping Enabled

[ Re-anchor Roamed Ynice Clients Enabled
FrrrrrEreFC

KT$ based CAC Palicy Enabled

Scan Defer Time Client Profiling
e 100 C

DHCP Profil W
FlexConnect Wty ¥ Enabled

FlexConnect Local

Switching 2 T Enabled

Learn Client IP Address S ¥ Enabled

< |

Foot Notes

M

1 Web Policy cannot be used in combination with IPsee
2 FlexConnect Locs! Switching is not supported with [Psec, CRANITE suthenticstion, Ouverrids Interface ACLS -

FlexConnect Local Auth 22 [ Enabled &

Step 3: When the message appears about enabling DHCP Reqgd and
disabling Local Auth, click OK, and then click Apply.

Step 4: When a message appears saying that the WLANs need to be
disabled, click OK.

The network infrastructure is now enabled for monitoring the network to
determine what types of devices are connecting. Additionally, authentication
using Cisco ISE is enabled for the wireless network. This is a good place in
the deployment to test the deployment and monitor network access. Some
organizations may not need to implement the next phase and choose to
stop here.
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Deploying Digital Certificates

1. Install certificate authority

Install trusted root certificate for domain
Install trusted root on AD server

Request a certificate for ISE from the CA
Download CA root certificate

Issue certificate for Cisco ISE

Install trusted root certificate in Cisco ISE

Install local certificate in Cisco ISE

© ® NP O A N

Delete old certificate and request

In the next phase of deployment, you configure the infrastructure to sup-
port the use of digital certificates for user and machine authentication.
Using digital certificates when deploying 802.1X is a Cisco best practice.

In this example deployment, you will be deploying digital certificates to
Microsoft Windows XP and Windows 7 endpoints as well as to Apple Mac
OS X devices. The certificate authority (CA) you will be using is the one built
into Windows Server 2008 Enterprise, and you will enable it on the existing
Active Directory (AD) server.
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Step 4: Click Download CA Certificate, and then save the certificate file on
Procedure 1 Install certificate authority the AD controller.

. P . Mic ft Active Directory Certificate Services —
Step 1: Install an enterprise root certificate authority on the AD server. sl

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.
Reader Tip _ _ _ ) _
To download a CA certificate, certificate chain, or CRL, select the cerfificate and encoding method.

CA certificate:
For more information about installing a certificate authority, see
the Microsoft Windows Server 2008 Active Directory Certificate
Services Step-by-Step Guide:
http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29. Freednd mm;_, DER
aspx  Base 64

Download CA cerificate
Download CA cerificate chain
Download latest base CRL
Download latest delta CRL

Install trusted root certificate for domain _ o )
Step 5: On the AD console, navigate to Start > Administrative Tools >

Install a trusted root certificate on the AD controller in order to distribute it to Group Policy Management.

the clients so that certificates from the CA server will be trusted. Step 6: Expand Forest > Domains > local domain > Group Policy Objects.
Step _1: Onthe C.A consgle, Iagnch a web browser, and then connect to the Step 7: Right-click Default Domain Policy, and then choose Edit.
certificate authority, http://ca.cisco.local/certsrv.

E Group Policy Management

Ecowroiatangement R -TE
i . Lpe g . <, Fle Action View Window Help (ST
Step 2: Click Download a CA certificate, certificate chain, or CRL. e nELE XEE

B . ) 3;;;4; Puh:y _ManTger‘nEﬂt Default Domain Policy
Step 3: Make sure the current certificate is selected and the DER encoding B B i o e
method is selected. TR g

52/ Default Domain Policy "

. local =
[ Domain Contralers Joico.oca =l
|2 Microsoft Exchange Security Grou | The following sites, domains. and OUs are finked to this GPO.

Display links in this location:

1 (55 Group Policy Objects Location_~ T Ecforced | Link Enabled | Path
=] Default Domain Controllers Po
) SE— [ ciscolocal No Yes cisco Jocal
= Suppicant con I
(% WMIFilters GPO Status > |+
= (3] starter GROs Back Up... s
:EZ"’ES Paloy Mocel Restore from Backup...  [efing
§#¥ Group Policy Modeling
2, Group Policy Resdlts Import Settings... this GPO can only apply to the following groups. users. and computers:
Save Report..

View } pated Users.
New Vindow FomHere  Fomputers (CISCO\Domain Computers)

Copy
ii:ze . Remove | Fiopeties |
Refrech
[ )
Help hiced to the following WMI fter:
| |<none> =l Open
< | Hlj

|Open the GPO editor
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http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29.aspx
http://technet.microsoft.com/en-us/library/cc772393%28WS.10%29.aspx

Step 8: Navigate to Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies, right-click Trusted
Root Certification Authorities, and then choose Import. The Certificate
Import Wizard launches.

B Group Policy Management Editor =10l x|

File Action View Help

N EIEEE S

= &l Computer Configuration ;I Issued To = | Issued By
= [ Policies
"] Software Settings
= || Windows Settings
(| Name Resolution Policy
= Scripts (Startup/Shutdown)
= g ecurity Settings
5 Account Polices
Local Policies
EventLog
7 Restricted Groups
4 System Services

| Ex

There are no items to show in this view.

75 wired Network (IEEE 802. 3) Policies
-] Windows Firewall with Advanced Security
] Network List Manager Policies

;‘j Wireless Metwork (IEEE 802. 11) Palides

[= || Public Key Palides
"] Encrypting File System
[ BitLocker Drive Encryption
] Automatic Certificate Request Settings
[Ba Trusted Root Certification Authorities
"] Enterprise Trust Import...
[ Intermediate Certification Authorites —
] Trusted Publishers sEE
7] Untrusted Certificates
|1 Trusted People

Al _ . —— Refresh

—
Export List... —’I

View *

‘Add a certificate to a store —_— | |

" E.aas

Step 9: Click Next.
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Step 10: Click Browse, locate the trusted root certificate saved in Step 2,
and then click Next.

Certificate Import Wizard x|
File to Import
Specify the file you want to import.

File name:
C:\Downloads\certnew. cer

Browse... I

Maote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back Mext = Cancel

Step 11: Place the certificate in the Trusted Root Certification Authorities
certificate store, and then click Next.

Step 12: Click Finish. The certificate imports.

Step 13: Click OK to close the wizard.

Deployment Details



Step 4: Click Add, and then choose Generate Certificate Signing
Procedure 3 Request.

In addition to configuring AD server to distribute the trusted root certificate U6’ 1dantiy Serviess naine
to workstations, you need to install the certificate directly on the AD server. _—r . Tt )
X . . X . =k System G2 Identity Management [ Network Resources [ Web Partal Management
A group policy object (GPO) update takes care of this automatically. In this P T —————
procedure, you will force the update to run immediately. AT Local Gertfcates e
Jen ]| @eoor | Koo T —
Step 1: On the AD con SO| e n avigate to Start > RUn. & Certfcate Store [ Friand Import Local Server Certificate + Protocol Issued To Tssied By valid From

{9 SCEP CA Profiles O Dty Sonerste Seff-Signed Certicats HTTPS,EP ise-L.iseo Jocal ise- L.cisco.local Frl, 3 Aug 2012
Generate Certificate Signing Request

@ OC3P Services Bind CA Certificate

Step 2: Type cmd, and then press Enter. A command window opens.

Step 5: In the Certificate Subject box, after the “CN=", enter the fully quali-

Step 3: Update the group policy. fied domain name (FQDN) of the Cisco ISE server, and then click Submit.

gpupdate

Mi soft Windows [Uersion 6.1.76811
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

€1S€0  Identity Services Engine is=-1 admn Logout Feedback

v Poicy v Administration v # Task Navigator ~ €3

Idertity Maragement B Network Resources [25 Web Portal Management

=%z System 5

Deployment  Licensing [ Cortiieates | Logging  Mainterance  Admin Access  Settings

C:sUserssAdministrator. ABB>gpupdate

Local Cantieates = Generate Certificate Signing Request
Updat in q Po licy — Cerbiicate Ouetations Generate Certificate Signing Request
@ Local Certificates
Uzer Policy update has completed successfully. @ Certficate Sianing Requssts Certificate
Computer Policy update has completed successfully. @ Certficate Store * Certicate Subject [ CN=peL ciscn.local
@ SCEP CAPrafiles * Key Length
@ OC3P Services .
C:~UserssAdministrator.BBB> s o San Wi
[Sirit JEEEE]

Step 6: On the message acknowledging that the certificate was success-
fully generated, click OK.

Step 7: Click Certificate Signing Requests, select the check box next to
the new request, and then click Export.

il
CISCO  Identity Services Engine ise-l  admin Logout Fesdback

4 Task Navigator » €3

=%z System 2 Identity Management  [§ Network Resources [2) Wb Portal Management

Deployment  Licensing [ Certificates | Logging  Mantenance  Admin Access  Settings

In order to obtain a certificate from the CA, Cisco ISE needs to generate a & cotrae st [ B —
signing request that will be used by the CA to generate a certificate. 9 o e S o e

AT Certificate Signing Requests

Selected 1| Total1 & £ .

@ OCSF Servicss

Step 1: Connect to https://ise-1.cisco.local.

Step 8: Save the file to your local machine. You will use this file to generate
Step 2: Mouse over Administration, and then, from the System section of a certificate on the CA for Cisco ISE.
the menu, choose Certificates.

Step 3: Under Certificate Operations, select Local Certificates.




Download CA root certificate

Step 1: Browse to https://ca.cisco.local/certsrv.
Step 2: Click Download a CA certificate, certificate chain, or CRL.

Step 3: Make sure the current certificate is selected and the DER encoding
method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file on
the local machine.

Microsodt Active Direc

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA cerificate
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:

|
Encoding method:
*DER
 Base B4

Install CA certificate
Download CA certificate
Dovnload CA cerfificate chain
Download latest base CRL
Download latest delta CRL

Issue certificate for Cisco ISE

Step 1: Click Home. The CA's home screen displays.
Step 2: Click Request a certificate.
Step 3: Click advanced certificate request.

Step 4: In a text editor, such as Notepad, open the certificate file saved in
Procedure 4, “Request a certificate for ISE from the CA”

Step 5: Select all the text, and then copy it to the clipboard.
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Step 6: In the browser, on the Submit a Certificate Request or Renewal
Request page, in the Saved Request box, paste the certificate contents.

Step 7: In the Certificate Template list, choose Web Server, and then click
Submit.

Microsoft Active Directory Certificat

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CWC or PKCS #10 certificate request or PKCS #7 renewal request generated
by an external source {such as a Web server) in the Saved Request box

Saved Request:

[uhtfohivaCtnVtpHeTZnlgsGifnRySEcdudYB62 =]
Base-Bd-encoded [LbP/ xwsEi IX4pLoBXets 12 DThbw2e0Z ohodirfn
certificate request [CDUKFQV2voluFks3cOr 2QRISERPHYSr pgCQUARL A

MC ar EQvi34XNGH/ eF 12/ UQLITF3 jubn/ M tveEGH1KDO
PKCS #10 or ¥Hy1SBGNaXtnB4fHhEuSHT LStsX0uhhCdi61i42QF
PKCS#): |-=——- END CERTIFICATE REQUEST----- -

g bl

Certificate Template:
|Weh Server =l

Additional Attributes:

Attributes

Submit >

Step 8: Select DER encoded, and then click Download certificate. The
certificate saves to your local machine.

Install trusted root certificate in Cisco ISE

Step 1: In the Cisco ISE interface, mouse over Administration, and then,
from the System section of the menu, choose Certificates.

Step 2: Click Certificate Store, and then click Import.

is=-1 admin Logout Feedback

O Task Mavigator ~ €)

ol Systen | &R Identity Management g8 Metwork Resources |28 Wieh Portal Management

Deployrent  Licersing | Certficates Logging  Malrterance  Admin Access  Settings

GCertificate Store
Certificate Operations sutesed | Touta & G
clected0 | Total 4 G G
© Local Centficates =
@ certicsts Saning Requests Jew o | @eopor | Kodere B ]
@ Certicate Store O Friendy Name + Tssued To Tssued By Vald From Expiration Dat
& SCEP Ch Profies O ise-1.cisco.localise-1.Csco.Jocal#00001 se-1.cisco Jocal ise-1.cisco.local Fii, 3 Aug 2012 Sat, 3 Aug 20
A — O =2 se-2.cisco Jocal ise-2.cisco.local Fri, 3 Aug 2012 Sat, 3 AL 20
. O ise3 ise-3.ci500 Jocal ise-3.ciseo. acal Fri, 3 Aug 2012 Sat, 3 Aug 20
O ised ise-4clsca Jacal ise-4hcisca. lacal Fri, 3 Aug 2012 Sat, 3 Aug 20
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Step 3: Click Browse, and then locate the root CA certificate saved in

Procedure 5, “Download CA root certificate.”

Step 4: Select Trust for client authentication, and then click Submit.

alualn
€IS€O  [dentity Services Engine
Admiristration v

%o System Z2 rdentity Managernent [ Network Resources |25 web Partal Management

ise1 advin Llogout Feedback

0 Tack Navigatar + €3

Deployment  Licensng | Certificates Loggng  Mantenance  Admin Access  Settings

Carlficats Store > Tmpork

Import a new Certificate into the Certificate Store

equests * Certificate Fle [CADownloadsrootoen.cer Browse.

tions

Friendly Name [

2 SCEP CAProl
£ OCSP Services
admiistrative authentication below:
Trust for dient authentication

[ Enable valdation of Certificate Extensions (accept only valid certificate)

All Trust Certificates are avalable for selection as the Root CA for secure LDAP connections. In addition, they may be enabled for EAP-TLS and

[e—

=)

Install local certificate in Cisco ISE

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then,

from the System section of the menu, choose Certificates.

Step 2: Click Local Certificates.

Step 3: Click Add, and then choose Bind CA Certificate.

alial
€IS€O  Identity Services Engine

v Admiristration v

%3 Identity Management

Hetwork Resources

|28 web Portal Management

is=1 admn Logout  Feedback

0 Task Navigator + | €

T
Deployment  Licensing [ Certificates | Logging  Mainterance  Admin Acress  Settings

f Local Certificates
Certificate Operations

@ Local Certficates
JEdt Headd|| @export | XDelete

1 Friong Import Lacal Server Cartificsts

Generate Self-Signed Certificate

@ Certficate Signing Requests
+ | Protacol Issued To
HTTPS,ESP

@ Cortficate Store
@ SCEP CAPrafiies O Defa
& 0CSP Services

ise-Lcisca.dacal
Generate Certificate Signing Reuest

Bind CA Certificate

Selected | Total 1 &

Show ]
Issuied By valid From

fse-1,0sc0.lncal Fr, 3 Aug 2012

Step 4: Click Browse and locate the certificate saved from Procedure 6,

“Issue certificate for Cisco ISE.”
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Step 5: In the Protocol section, select both EAP and Management
Interface. When you receive a message that selecting the Management
Interface check box will require the Cisco ISE appliance to restart, click OK,
and then click Submit.

Al
€IS€0  Identity Services Engine

ons v Polcy ¥

% System L Identity Management

el admin Logout  Feedback

0 Task Navigator » €3

Administeation v

B8 Metwork Resources  [4 Wb Portal Management

r—
Deployment  Licensig [ certificates

Logging  Mantenance  Admin Access  Settngs

( cortifcate Operations
@ Local Certificates
@ Centificate Signing Recuests
@ Cortfcate Store
1 SCEP CA Profies

@ OCSP Services

Local Certficates = Bind CA Signed Certificate
Bind CA Signed Certificate

Certificate

* Certificate Fle [CADownloadstSEcen.cer

Browse.

Friercly Name: |

[] Enable valdation of Certificate Extensions {accept only valid certificate)

Protocol

EAP: Use certificate for EAP protoccs that use SSL/TLS turneing
Management Interface; Use certificate to authenticate the web server (GUI)

Overricle Policy

© [l Rephcs A certiicats being mported may be dstermined to aready exist in the system when it has sither the same Subject or Issuer and seria
= number a5 an existing certificate. In such a case, selection of the "Replace Certificate” option wil alow the certificate cotents to be
SMMCAE  replaced while retaining the existing protocal selections for the certificate.

==

Step 6: When you receive a message that the Cisco ISE appliance will

restart, click OK.

Delete old certificate and request

Now that you have imported the local certificate into Cisco ISE, you need
to delete the old self-signed certificate as well as the certificate signing
request generated previously.

Step 1: Inthe Cisco ISE interface, mouse over Administration, and then, in
the System section, choose Certificates.

Step 2: Click Local Certificates.
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Step 3: Select the box next to the self-signed certificate. This is the certifi-

cate issued by the Cisco ISE appliance and not the certificate issued by the
CA that was just imported.

Al
€IS€0  Identity Services Engine

sl admin  Logour  Fesback

Adrmiristration v ©® Task Navigator ~ €3

B8 MNetwork Resources 4 Wb Partal Management

Deployment  Licensng | Cerfificates  Logging  Maintenance  Admin Access  Settinds

Local Certificates
Certificate Operations

Selected 1 | Totaiz & &,
© Local Certiicates
. Tiendly Name: ~  Protocol ssued To lssuied By ald From
@ Certficate store O Friendy n Protocol Issued T Issuied B valid F
" efault self-signed server certificate ise-1.cisco.local ise-1.cisco.local T, )
@ SCER CAProfies Defait self-signed ificats HTTPS L.cisco Jocal 1 ciseo ocal Fri, 3 Aug 2012
o — O ised.cisco.loca#isco-AD-CA#00001 EAP ise 1. cisco local cisco-AD-CA Thy, 16 Aug 2012

Step 4: Click Delete, and then click OK.
Step 5: Click Certificate Signing Requests.

Step 6: Select the box next to the certificate signing request that was cre-
ated in Procedure 4, “Request a certificate for ISE from the CA”

alialn
cisi Identity Services Engine

ise-1  admin  Logout  Feedback

£ 90 Task Navigator ~ €3

of System S Identity Management

Network Resources |24 Wb Partal Managerment

e ]
Deployment  Licensing (Certiicates | Loggng  Mantenance  Acmin Access  Settings

( Certificate Signing Requests
Certificate Operations gning Req

Selected 1 | Total 1 B G,
@ Local Certficates
o = Al -
B Corticais SringRamists Weepor | Kosere show [ B
@ Certficate Store O Friencly Hame ~ | Certificate Subject Key Length Timestarmp
@ SCEP CA Profiles ise1, cisco.local Ch=ise1.cieco focal 2048 Wed Aug 15 08:48:18 FDT 2012

@ OCSP Services

Step 7: Click Delete, and then click OK.
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Enabling 802.1X Authentication

1. Create Cisco ISE policies
2. Enable certificates
3. Enable EAP-TLS

You will configure Cisco ISE policies to support 802.1X authentication using
digital certificates for both wired and wireless users.

Create Cisco ISE policies

An authentication profile is used to determine how a certificate will be used
for authentication.

Step 1: In Cisco ISE, mouse over Administration, and then, in the Identity
Management section, choose External Identity Sources.

Step 2: In the left pane, click Certificate Authentication Profile, and then
click Add.

atlialn
€ISCO  Identity Services Engine

isel  admin  Logout  Feedback

E o0 Task Navigator ~ €

%o System £ Identity Management B network Resources |24 Guest Management

FETT———
Identities Groups External Identity Sources Identity Source Sequences Settings

f Certificate Authentication Profile
External Identity Sources P
selected 0 | Totato G
== @ |-
= = Jedt deadd Buoicae | Kockis b

[ Certificate Authentication Prafile 5
O Name | Description

Mo data avalable

<4 Active Directory

[ oar 3
(] RADIUS Teken 3
(] RSA SecurID B
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Step 3: Give the profile a meaningful name, and in the Principal Username
X509 Attribute list, choose Subject Alternative Name, and then click
Submit.

oo
CISCO  Identity Services Engine sl admin Logout Feedback

f o Task avigator ~ €3

f Home Cperatins ¥ Poicy v Administration v

of System | LU Idenfity Management | [ Network Resources 14 Guest Management

TExternal ldentitr Sources
Identites  Groups [ Externd Identity Sourees | Identity Source Sequences  Settings

Carlificate Authentication Profilss Lit > New Certificate Authentication Profile

-
External rentity Sources Certificate Authentication Profile

*‘ CE @' * Name

[ Centficate Authentication Profile o
‘g' Active Directory Description

£ Lo 5

[ RADIUS Token 3

(] RSA Securln 5

Principal Usermartie XS09 ARMDUNE | o 4ot alremative Name .

[ Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory

.
2 LDAP/AD Instance Name

: =

An identity source sequence allows certificates to be used as an identity
store and also allows for a backup identity store if a primary identity store is
unavailable.

Step 4: Click Identity Source Sequences, and then click Add.

ise-1 admin  Logout  Feedback

Adrministration v E 00 Task Navigator ~ €

o% System | L1 Identity Management | [ Network Resources |4 Guest Management

T ———
Identities  Groups  External Identity Sources [ Identity Source Sequences | Settings

Identity Source Sequence
Selected 0 | Total2 5

Jede draas Gyouplcate | Koekte show |$
O Hame a  Description Identity Stores
O Guest_Portal_Sequence A built-in Tdentity Sequence for the Guest Portal Internal Users
O Sponsor_Portsl_Sequence A bilt-in Identity Sequence for the Sponsar Partl Internal Users

Step 5: Give the sequence a meaningful name.

Step 6: In the Certificate Based Authentication section, select Select
Certificate Authentication Profile, and then choose the profile created
previously.

Step 7: In the Authentication Search List section, in the Available list,
double-click the AD server. It moves into the Selected list.
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Step 8: In the Advanced Search List Settings section, select Treat as if the
user was not found and proceed to the next store in the sequence, and
then click Submit.

CISCO  Identity Services Engine sl admin Logout Feedback
ons v Administration v | oo Task Navgator ~ €3 |
ofo Systerm | G (dentity Management | @ NetworkResources  [&5 GusstManagement
Identiies  Groups  Exernal Identity Sources [ Identity Source Sequences | Setlings
Identity Source Sequences List = New Identity Source Sequence -

Identity Source Sequence

~ Identity Source Sequence

"Name | pot1x_Certificates

Deseription

¥ Certificate Based Authentication

Select Certificate Authentication Profile [DotLe_Certs
* authentication Search List

Aset ofidentity sources that will be accessed in sequence until first authentication succeeds

Awailable Selected
Internal Endpoints - D1 =

Internal Users

5l
=

HE HE

* Achvanced Search List Settings
Selectthe action to be performed if a selected identity store cannot be accessead for authentication

() Do notaccess other stores in the sequence and sst the attriute to " d =

(@ Treatas ifthe userwas not found and proceed to the next store in the sequence

Enable certificates

Now that you have created a certificate authentication profile and identity
source sequence for digital certificates, you need to enable the 802.1X
authentication policies for both wired and wireless users.

Step 1: Mouse over Policy, and then choose Authentication.

Step 2: For the Wired-Dot1X rule, to the right of and..., click the black
triangle. This brings up the identity store used for this rule.

Step 3: Next to the AD1 identity store entry, click the + symbol.
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Step 4: In the Identity Source list, choose the identity source sequence
created in Procedure 1, “Create Cisco ISE policies,” use the default options
for this identity source, and then click anywhere in the window to continue.

mmm
CISCO  Identity Services Engine st admin Logout  Feerback

A Home Cperatons v Polcy v Adminstration v

E oo Task Navigator + )

Authentication | [g] Authorization  [4) Profiing Posture Client Provisiaring Security Group Access % Policy Elements

Authentication Policy =

Define the Authentication Poicy by selecting the protocols that ISE should use to communicate with the netwark devices, and the identity sources that it should use for authentication.
Policy Type O Simple  (® Rule-Based

- [me8 |+ 1F [ wired_mag <> | dlow protocol [ lowed Protocol : Defadlt Netwd | and.. ) i Actions v
- [Wired-Dot1x | ¢ IF [ wired_soz.4% <> | dlow protocols | Alowed Protocol : Default Netwds | andh..  « 8 Actions v
Default use [aD1 = O Actions -
Identity Source|Dot1¥_Certificates S
Options
= If authentication faled[peject | 7 ]
~ [ wreless-Dot1x I [ wirete: If user not fourd[Reject | ~ | i Actions -
- If process failed 7
Default Rule (IF ho match) i allow prot

Actions v
Hate: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP @7

it s not possible to continue processing when authentication fais or user i ot found.
If continue option is selected in these cases, requests wil be rejected

Next, for wireless users, you modify the authentication policy to first check if
the client is using EAP-TLS and then, if not, to allow them to use an authenti-
cation method, such as Protected Extensible Authentication Protocol (PEAP),
that uses a user name and password for credentials. This allows users who
haven't gotten certificates yet to still access the network. Once they connect
to the network, Windows clients get their certificates pushed to them, and
other endpoints can manually obtain a certificate.

Step 5: For the Wireless-Dot1X rule, to the right of and..., click the black
triangle. This brings up the identity store used for this rule. Next to the
Default rule, in the Actions list, choose Insert new rule above.

el advin  Logout Feedback

0 Task Navigatar + €3

| Security Group Access &, Policy Elernents

|4 Profiing

[&) Authentication | [8] Authorization Pasture Client Provisioning

Authentication Policy =

Define the Authentication Policy by selecting the protocols that ISE shoud Use to communicate with the network devices, and the identity sources that it shouid use for authentication,
Policy Type O Simple @ Rule-Based

[mee ] 1F [Cvvired_mes ] dllow protocols - [alowed Protocol: Defaut Netwd) | and.. ) & actiors ~

~ [ WiredDotix ] i1f [Cwired_802.1x | slow protorok - [alowed Protocol : Defadlt Netwd | and... O actions v

[wirsless Dotk ] :1f [vvireless_B0z1x <~ | alow protorok [alowed Protocel : Defaut Netwe | and.. £ actions -
Default use [aD1 > 0 Actions

e Irsert rew row sbove |

Defait Ruke (1f no match)  alow pratocais [alowed Protocol: Default Netw(@ | & use identity source i [ intemalUsers < | & actons +
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Step 6: Give the rule a name, and then next to the Enter Condition box,
click the + symbol. The Expression Builder opens.

Step 7: Click Create New Condition (Advance Option).
Step 8: In the Expression list, next to Select Attribute, click the arrow.

Step 9: Next to Network Access, click the arrow, and then select
EapAuthentication.

Network Access

Expression Builder
B 4dd 4 Conditions Below to Library

Candition Name Expression e
[select attibute © | [ (o8

[ [e==n)

Step 10: In the second list, choose Equals, and in the last list, choose EAP-
TLS, and then click OK.

Expression Builder

). Add All Conditions Below to Library.

Condition Name Expression
Network Access:Ear) | [Equas | [EapTLs ~] &,

[oc Ja==n)

Step 11: Next to Internal Users, click the + symbol.
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Step 12: In the Identity Source list, choose the identity source sequence Step 4: Select the global Allow EAP-TLS check box and, under the PEAP
created in Procedure 1, “Create Cisco ISE policies,” use the default options settings, select the Allow EAP-TLS check box, and then click Save.

for this identity source, and then click anywhere in the window to continue.

CISCO  Identity Services Engine sl admin Logout Feedback
_-.n-TaskNawgamrv €
et [ R ——c R [5) Authentication  [8] Authorization [ Profiing  [€)] Postre  [ig) ClientProvisioning | Security GroupAccess | & Palicy Elements
e —— o Dictionaries  Conditions [ Resufts
Defe the Authenticstion ol by selectig the potocls hat 1€ shoukd us to commurcats vt the etk derices, nd th denttyscurces tht o uss for .thantcatin
Foiey e O Smoe © e esat 5
) Results O] Allow M- CHAPY1 =
[ IR E— R NN pctor ( 5 [ Allow MS-CHAPY2
- | Voot ] [ires snzix G ctons - - = . Allow EAP-MDS
Er=EE v
- | [Wgez ot |1 [ Wrainss_s027% G cton ==
~ [ Authenticaton [ Dstect EAP-MDS as Host Lookup
Bl ] f [igtuaik i Ll g —— & actons ~ 7 Alned Profacols Allow EAP-TLS
TS Ksnity Sourcs [GotD_Certetss 0 & o] B G Defaut Network Aocess O AlewiERP
Options » [ Authorization
T authentication foled[Fect <] - - Allows PEAP
Osfut s (o iteser ot founlfeget 7] G ctons - > [ eratiing
* B Fosture PEAP Inner Methods
Noto:For uthgnticatocs s PEAS, LEAP, EAP FAST o RADILS MSCHAP —
o i s * S Client Pravisianing Alow EAP-MS-CHAPVZ
e s, 1o
L G As
K Soourity Group Accoss Hllow Passwors Change Retiss| 1 | (valld Range 010 3)
- Allow EAP-GTC
| Allow Password Chahge Retries (valid Range 0 o 3)

- Allow EAP-FAST

Step 13 C||Ck SaVe. EAP-FAST Innier Methods

Allow EAP-MS-CHAPYZ _
Allow Password Change Retries| 3 | (Valid Range 110 3)

Hiow EAP-GTC

Allow Password Change Remss (valid Range 1 1o 3)
Procedure 3 Enable EAP-TLS @ usepacs O Dontuse Pacs
Tunnel PAC Tirme Ta Live Days -] Jll
»

d |

In a previous section, you disabled EAP-TLS. Now that you are using digital - OO ST
certificates, you need to re-enable it.

Step 1: On the menu bar, mouse over Policy, and then in the Policy

Elements section, choose Results.

Step 2: In the left pane, double-click Authentication. This expands the Configuring Group Policy Objects

options.

1. Create template for workstations
Step 3: Double-click Allowed Protocols, and then choose Default Network
Access Create template for user auto-enrollment

Configure GPOs for wired endpoints

> WD

Configure GPOs for wireless endpoints

In this deployment, you will be using group policy objects (GPOs) to
distribute certificates and to configure the native 802.1X supplicant for
Windows XP and later endpoints that are members of the domain. Machine
certificates are distributed when the machine joins the domain, and user
certificates are deployed to the endpoint where the user logs in to the
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domain. The steps in this example deployment describe how to edit the
Default Domain Policy so that it will apply to all users, but you could create a
new policy object and apply it to a subset of users if you prefer.

Create template for workstations

You need to create a certificate template on the CA to be used to distribute
machine certificates to workstations that join the Active Directory (AD)
domain.

Step 1: Onthe CA console, navigate to Start > Administrative Tools >
Certification Authority.

Step 2: Expand the CA server, right-click Certificate Templates, and then
choose Manage. The Certificate Templates Console opens.

88 certsrv - [Certification Authority (Local)\cisco-AD-CA\Certificate Templates] I [=] 5|

Ble  Acton View Help

% | %o H

] Certification Authority (Local) Name [ intended Purpose |
= gi dsco-AD-CA 3| Computer (2003 Template) Server Authentication, Client Authentication
| Revoked Certificates Client Authentication, Secure Email, Encry. ..

5 user Auto-enrolment
Hise Server Authentication
T cep Enaryption Certificate Request Agent
T Exchange Ervolment Agent (Offine req.., Certificate Request Agent
— fiiine request) 1P secunty IKE intermediate

~| Issued Certificates
] Pending Requests

| Falled Requests

B C=riificate Templatss

frv Email Replication Directory Service Email Replication
Controller Authentication Client Auth 1, Server Authenti
kovery Agent File Recovery
ks Encrypting File System
i Controller Client Authentication, Server Authentication
Export List... bryer Server Authentication
T Client Authy 1, Server Auth
Help )
Enarypting File System, Secure Emai, Clien...
3 subordinate Certification Autharity <Al>
' administrator Microsaft Trust List Signing, Encrypting Fie...

Starts Certificats Templates snapin [ [

Step 3: Right-click the Computer template, and then choose Duplicate
Template.
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Step 4: For compatibility, make sure that Windows 2003 Server Enterprise
is selected.

Step 5: In the Properties of New Template window, click the General tab,
and then give the template a name.

Step 6: On the Request Handling tab, select Allow private key to be
exported, and then click CSPs.

Step 7: Select Requests must use one of the following CSPs and
Microsoft Enhanced Cryptographic Provider v1.0, and then click OK.

Properties of Hew Template EI

* Issuance Requirements | Superseded Templates | Extensions | Securty
General Request Handing |  Subject Name |  Server

Premnse- | Sinnat = and encnemtinn -|

CSP Selection x|

Choose which cryplographic service providers [C5Ps) can be used in
requests:

" Fequests can use any CSP available on the subject’s computer
% Requests must use one of the following CSPs:

C5Ps:

[ |Microscft Base Smart Card Cryplo Provider

[~ |Microsoft DH SChannel Cryptographic Provider
I Microsoft Enhanced Cryptographic Provider v1.0

[IMicrasoft Enkhanced 0SS and Difie-Hellman Cryptograpkes Provides
[ |Microsaft Enhanced RSA and AES Cryptographic Provider

[ Microscft RSA SChannel Cryptographic Provider

[ |Microsoft Strong Cryptographic Provider

[ ok | cance |
{CSPs) should be used. chck CSPs. ]
oK Cancel | oply | Heb |
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Step 8: On the Security tab, click Domain Computers, and then for both

Enroll and Autoenroll, make sure Allow is selected.

Properties of New Template EI

Generdl | ReguestHanding |  SubjectName | Sewer |
lssuance Requirements | Superseded Templates I Bdensions  Securty
Group or user names
B2, Authenticated Users
1 Administrator (Administrator@cisco local)

&2 Domain Admins (CI5C0 \Domain Adming)
#2 Domain Computers {CISCO"\Domain Computers)
82, Enterprise Admins (C15C0"\Entemrise Adming)

Pemissions for Domain Computers
Full Control

Mow
O
Fead O
Write O
|
il

Enroll
Autoenrol

Advanced

For special pemissions or advanced seitings. chick

| Helm |

Step 9: Use the defaults for the remaining tabs, and then click OK.

Step 10: Close the Certificate Templates Console.
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Step 11: In the Certificate Authority console, right-click Certificate
Templates, and then choose New > Certificate Template to Issue.

f_h certsry - [Certification Authority (Local)\cisco-AD-CA] = Ellil
File Acton View Help
L A EREREY b m
4l Certificaton Authority (Local) Name |
Bl a'i Revoked Certificates
Certificates ~ Issued Certificates
[ Issued Certificates | Pending Requests
| Pending Requests | Failed Requests
&l Failed Requests " Certificate Templates
= FF
Refresh
_beb |
[Enable additonal Certficate Templates on this Certification Authority
Step 12: Choose the previously defined template, and then click OK.
[N Enable Certificate Templates x|

Select one Certfficate Template to enable on this Certification Authority.

Note: if a cerfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

Al of the cerificate templates in the organization may not be available to your CA.

For mare information, see Cerificate Template Concepts.

Mame | Intended Purpose

E B802.1¢ User Client Authentication, Secure Email, Encrypting File System

E Cross Cerification Autharity
@ Enrollment Agent

E Enrollment Agent (Computer)
E Exchange Signature Only
.Fll Exchanae User

& Autherticated Session Client Authentication
E CA Exchange Private Key Archival
E Code Signing Code Signing

Server Authertication, Client Authentication

<Al

Certificate Request Agent
Certificate Request Agent
Secure Email

Secure Email
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When machines join the domain or when the GPO policy is refreshed (the
default period is 90 minutes), the machine receives a machine certificate to

allow for 802.1X machine authentication.

Create template for user auto-enroliment

This deployment uses group policy objects (GPOs) to have domain users
auto-enroll to obtain a certificate when they log in to the domain. To enable
auto-enrollment, you need to create a certificate template for these users.

Step 1: Onthe CA console, navigate to Start > Administrative Tools >

Certification Authority.

Step 2: Expand the CA server, right-click Certificate Templates, and then
choose Manage. The Certificate Templates Console opens.

f8 certsrv - [Certification Autherity (Local)\cisco-AD-CA\Certificate Templates]

Ble  Acton View Help

% | %o H

] Certificaton Authority (Local) Name [ intended Purpose
= di dsco-AD-CA 2| Computer (2003 Template) Server Authentication, Client Authentication
| Revoked Certificates 5 user Auto-enrolment Client Authentication, Secure Email, Enary...
| Issued Certificates Hise Sarver Authentication
[C] Pending Requests I cer eneryption Certificate Request Agent
| Pailed Requests ' Exchange Ervolment Agent (OFfine req... Certificate Request Agent
JC= Uhcat= Templates — fiiine request) 1P secunty IKE intermediate
frv Email Replication Directory Service Email Replication
Controller Authentication Client Auth 1, Server Authenti
kovery Agent File Recovery
& Encrypting File System
i Controller Client Authentication, Server Authentication
Export List... brver Server Authentication
T ber Client Authy 1, Server Auth
Enarypting File System, Secure Emai, Clien...
3 subordinate Certification Autharity <Al>
' administrator Microsaft Trust List Signing, Encrypting Fie...
Starts Certificats Templates snapin [

Step 3: Right-click the User template, and then choose Duplicate

Template.
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Step 4: For compatibility with Windows XP, make sure that Windows 2003
Server Enterprise is selected.

Step 5: In the Properties of New Template window, click the General tab,
and then give the template a name.

Step 6: On the Request Handling tab, select Allow private key to be
exported, make sure Enroll subject without requiring any user input is
selected, and then click CSPs.

Step 7: Select Requests must use one of the following CSPs and
Microsoft Enhanced Cryptographic Provider v1.0, and then click OK.
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Step 8: On the Security tab, click Domain Users, and then for Read, Enroll,

and Autoenroll, make sure Allow is selected.

Properties of New Template x|

General I Reguest Handling I Subject Name I Server
lzsuance Reguirements | Superseded Templat&al Edensions  Securty

Emup Qr User names.

SR Authenticated Users

a-, Administrator {Administrator@cisco local)

E‘_‘ Domain Admins (C1SCO%Domain Admins)

82 Domain Users {C1SCONDomain Users)

:;!, Erterprise Admins (CISCO\Enterprse Admins)

Add... | Remove |
Pemissions for Domain Users Allow Dery
Full Cortrol (M| O
Fead O
Write O O
Enroll O
Sytoenroll O

For special pemissions or advanced settings., click
Advanced.

Advanced |

Leam about access control and pemissions

Step 11: In the Certificate Authority console, right-click Certificate
Templates, and then choose New > Certificate Template to Issue.

EEJ certsrv - [Certification Authority (Local)\cisco-AD-CA\Certificate Templates]

=lol x|

File Action View Help

€2 X|d=H

iﬁ Certification Authority (Local) Name | Intended Purpose

=] 0:;1 cisco-AD-CA
| Revoked Certificates
| Issued Certificates
_| Pending Requests
| Failed Requests
-

| Computer (2003 Template) Server Authentication, Client Authentication
E CEP Encryption Certificate Request Agent
| Exchange Enrollment Agent (Offine reg... Certificate Request Agent
5 tPsec {Offline request) IP security IKE intermediate
| Directory Email Replication Directory Service Email Replication
Manage Domain Controller Authentication Client Authentication, Server Authenticatio. ..
File Recovery
Encrypting File System

View ¥ || Domain Controller Client Authentication, Server Authentication
Web Server Server Authentication
Refresh ) -
- Computer Client Authentication, Server Authentication
Export List... . .
| User Encrypting File System, Secure Email, Clien...
Help Subordinate Certification Authority <All>

B Administrator Microsoft Trust List Signing, Encrypting File...

Enable additional Certificate Templates on this Certification Authority

ok [ cance | mepy | Hen |

Step 9: Use the defaults for the remaining tabs, and then click OK.

Step 10: Close the Certificate Templates Console.
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Step 12: Choose the previously defined template, and then click OK.
]

Select one Certificate Template to enable on this Certification Authority.

Note: I a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cerdificate templates in the onganization may not be available to your CA.

For more information, see Cedificate Template Concepts.

MName | Intended Pumpose ;I
E Router (Offline request) Client Authentication
E SBA QCSP Response Signing QCSP Signing
E Smartcard Logon Client Authentication. Smart Card Logon
E Smartcard User Secure Email, Client Authentication, Smart Card Logon
E Trust List Signing Microsoft Trust List Signing
User Auto-enrollment Client Authentication, Secure Email, Encrypting File System
E User Autoenrollment Client Authentication, Secure Email, Encrypting File System
E User Signature COnhy Secure Email, Client Authentication
& Warkstation Authertication Client Authentication

4| | 3

ok | Cancel |

Users will have a certificate pushed to them the next time they log in to the
domain or after the GPO policy is refreshed. If the user logs in to multiple
endpoints, the certificate is deployed to each of them.

Configure GPOs for wired endpoints

This deployment uses GPOs to configure the 802.1X supplicant on wired
endpoints running Windows XP SP3 and higher.

Step 1: Onthe CA console, navigate to Start > Administrative Tools >
Group Policy Management.

Step 2: Expand Forest > Domain > local domain > Group Policy Objects.

Step 3: Right-click Default Domain Policy. The Group Policy Management
Editor opens.

Step 4: In the Group Policy Management Editor, navigate to Computer
Configuration > Policies > Windows Settings > Security Settings.
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Step 5: Right-click Wired Network (IEEE 802.3¢) Policies, and then
choose Create a New Wired Network Policy for Windows Vista and Later
Releases.

il

fle  Acton View Help
L EEEN =

El il Computer Configuration ;I Name |DM'1 |
= [ Polices
B[] Software Settings
£l ] Windows Settings
[# [ Mame Resolution Policy
! Scripts (Startup/Shutdown)
= Sequrity Settings
& (3 Account Policies

There are no items to show in this view.

5 Restricted Groups
4 System Services
1 Registry

4 File System

[ E B

| Metwork List M View b

2l Wireless Netw:
# | PublicKeyPolic  Refresn
® [ | Software Rest  Exportlist...
# [] Metwork Acces
% || Application CoL__ 5P

= 8, IP Security Policies on Active Directory (CISJ

@[] Advanced Audit Policy Configuration
[ gl Policy-based QoS
® -] Administrative Templates: Folicy definitions (ADMX

[# [ Preferences

Fl 4, User Configuration =
s . Ll_l

¥

Step 6: On the General tab, give the policy a name and description, and
then make sure Use Windows Wired Auto Config service for clients is
selected.

Step 7: On the Security tab, make sure Enable of IEEE 802.1X authentica-
tion for network access is selected.

Step 8: In the Network Authentication Method list, choose Microsoft:
Smart Card or other certificate.

Step 9: In the Authentication Mode list, choose User or computer
authentication.

Step 10: Click Properties.
Step 11: Make sure Use a certificate on this computer is selected, and

then make sure Use simple certificate selection and Validate server
certificate are selected.
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Step 12: In the Trusted Root Certification Authorities list, next to the root
certificate for the CA, select the check box.

Step 13: Click OK to close the certificate properties window.

Step 14: In the policy properties window, click Apply, and then click OK
again.

Configure GPOs for wireless endpoints

This deployment uses GPOs to configure the 802.1X supplicant for wireless
endpoints running Windows XP SP3 and higher.

Step 1: On the CA console, navigate to Start > Administrative Tools >
Group Policy Management.

Step 2: Expand Forest > Domain > local domain > Group Policy Objects.

Step 3: Right-click Default Domain Policy. The Group Policy Management
Editor opens.

Step 4: In the Group Policy Management Editor, navigate to Computer
Configuration > Policies > Windows Settings > Security Settings.

August 2012 Series

Step 5: Right-click Wireless Network (IEEE 802.11) Policies, and then
choose Create a New Wireless Network Policy for Windows Vista and

Later Releases.

File Action View Help

=10l x|

e 2Elcd=HE

F] fhl Computer Configuration a] [name | Desaription [ Type

B [ Polides
& [] Software Settings
51 ] Windows Settings
@& [ Mame Resolution Palicy
! Seripts (Startup/Shutdown)
5 T Seaurity Settings
@ 35 Account Policies
B g Local Polides
B G Eventlog
® [ Restricted Groups
B (L@ System Services
# | 4, Registry
® [ File System
o Wired Network (IEEE 802.3) Polices
& || Windows Firewall with Advanced Security
| Metwork List Manager Policies

There are no items to show in this view.

Create A Mew Wireless Network Policy for Windows Vista and Later Releases

S Wireless Network: (]
# ; _| Public Key Polices Cre
& [ Software Restricton Pc  Create A New Windows XP Policy
& || Metwork Access Protec
# || Application Control Polk

® {8, 1P Secusity Polides on ¥ Refresh
&[] Advanced Audit Policy | Export List...
= gy Policy-based QoS
# | Administrative polic__ Help

® [ Preferences

Bl & User Configuration =
i ' _’l_l -

|Create a new Windows Vista wireless group policy [

Step 6: On the General tab, give the policy a name and description, and
then make sure Use Windows WLAN AutoConfig service for clients is

selected.
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Step 7: Click Add, and then choose Infrastructure.

a1
General | Network Permissions |

Settings defined in this policy will apply to all wireless interfaces of dient
machines

Policy Name:
| EAP-TLS (Vista and later)

Description:
B021.X EAP-TLS for Vista and later

¥ Use Windows WLAN AutoConfig service for dients
Connect to available networks in the order of profiles isted below:

Profile Name | sso | Authentication | Encry

Infrastructure

Step 8: Give the profile a name, enter the name of the SSID for the wireless
network, and then click Add.

Step 9: On the Security tab, in the Authentication list, choose WPA2-
Enterprise, and then in the Encryption list, choose AES.

Step 10: In the Select a network authentication method list, choose
Microsoft: Smart Card or other certificate.
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Step 11: In the Authentication Mode list, choose User or Computer
authentication.

WLAN-Data (EAP-TLS) properties _EI

Select the security methods for this network
FPuthentication: WP AZ-Enterprise
Encryption:

Select a network authentication method:

| Microsoft: Smart Card or other certficate

=l F'mpaﬂiul
Authertication Mode:

I User or Computer authentication 3

Max Authentication Failures:

—

W Cache user information for subsaguent connections

to this network

oK I Cancel

Step 12: Click Properties.

Step 13: Make sure Use a certificate on this computer is selected, and
then make sure Use simple certificate selection and Validate server
certificate are selected.

Step 14: In the Trusted Root Certification Authorities list, next to the root
certificate for the CA, select the check box.

Step 15: Click OK to close the certificate properties window and then click
OK to close the profile properties window.
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Step 16: In the policy properties window, click Apply, and then click OK.

Next, you create a policy

for Windows XP clients.

Step 17: Right-click Wireless Network (IEEE 802.11) Policies, and then
choose Create a New Windows XP Policy.

H Group Policy Management Editor

Fle Acton View Help

e ?mc=HE

(=3}

F & Computer Configuration
= || Poldes
# [ Software Settings
E ] Windows Settings
[ | ] Name Resolution Policy
2] Scripts (Startup/shutdowm)
= g Security Settings
] ﬁ Account Polices
Gl Local Polices
i Eventlog
5 Restricted Groups
‘A System Services
& Registry
4 File System

EFEHHEEHEH

=

| Network List Manager Polides
)
Fh

£ wired Network (IEEE 802.3) Polios
] windows Firewall with Advanced 5

=] [ ame [ Description [ Type I

@Wflut\ﬁshamlh 8021, EAP-TLS for Vista an...  Vista and Later Releases

T EBportlist.

# | Administrative Templates: Policy defini
# || Preferences
H ¢, User Configuration

s

ton—

ol

|Create & new Windows XP wireless group policy

Step 18: On the General tab, give the policy a name and description, and

then make sure Use Windows WLAN AutoConfig service for clients is

selected.
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Step 19: In the Networks to access list, choose Any available network
(access point preferred).

B
General | preferred Networks |

¥P Policy Mame;
| EAP-TLS (XF)

Description:
I 802, 1X EAP-TLS profile for XP| I

Metworks to access:

IAn'.I avalable metwork (access pont preferred) ;I
¥ Use Windows WLAN AutoConfig service for dients
[T Automatically connect to non-preferred networks

oK cancel | Aply |

Step 20: On the Preferred Networks tab, click Add, and then select
Infrastructure.

Step 21: Enter the SSID for the network and give a description.

Step 22: In the Authentication list, choose WPA2, and then in the
Encryption list, choose AES.

Step 23: On the IEEE 802.1X tab, in the EAP type list, choose Microsoft:
Smart Card or other certificate.
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Step 24: In the Authentication Mode list, choose User or Computer Step 27: In the Trusted Root Certification Authorities list, next to the root

authentication. certificate for the CA, select the check box, and then click OK.
21 x|
'Network Properties IEEE 802. 1X I ~When connecting:

™ \se my smart card
% |se a cedfficale on this computer

V¥ | Enate metwork access conbral using IEEE 202, 1%

EAP Type: ¥ Lse simple cerficate selection (Recommended)
[mnsnﬂ: Smart Card or other certificate
~ ¥ Validate server cerificate
Eapol-Start Message:
[T Connect to these servers
[Transmt :] |
Authentication Mode:
|User of Computer authentication :]
W Authenticate as computer when computer information s available
[~ Authenticate as guest when user or computer information is ] Qass 3 Public Primary Certfiication Authorty
unavaiable [ Equifax Secure Cerificate Authority
—[EEE 802. Ix [ GTE CyberTrust Global Root
Max Eapol-Start Msgs: Held Period (saconds): [ Microsoft Root Authorty
[ Microsoft Roct Certficate Authorty
I : | ! O thawte Pimary Root CA vl
Start Period (seconds): Auth Period (seconds): | i B

[ [8 View Cefficate |

[ Do not prompt userto authorize new senvers or frusted cedification

[ Use a different user name for the connection

Cancel
Step 25: Click Settings. —l

Step 26: Make sure Use a certificate on this computer is selected, and
then make sure Use simple certificate selection and Validate server
certificate are selected.

Step 28: In the profile properties window, click Apply, and then click OK.

Step 29: In the policy properties window, click Apply, and then click OK.

At this point, all endpoints running Windows XP SP3 and later will have a
802.1X supplicant configuration pushed to them the next time they log in to
the domain or after the GPO policy is refreshed.
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Deploying Cisco AnyConnect on Windows Endpoints

1. Install Cisco AnyConnect
Install Profile Editor

Create wired profile

> WD

Create wireless profile

Cisco AnyConnect Secure Mobility Client 3.0 can be used as an 802.1X sup-
plicant on Windows endpoints, using the Network Access Manager module.
In this example deployment, the Network Access Manager is configured with
both wired and wireless profiles using digital certificates.

Install Cisco AnyConnect

To use Cisco AnyConnect Secure Mobility Client 3.0 as your 802.1X sup-
plicant on Windows endpoints, you need to download the latest version
from Cisco.com along with the Profile Editor. The client is distributed as an
ISO image and will need to either be burned to a disk or mounted as a disk
image by using a utility that provides this function. You need to be logged in
as an administrator to install AnyConnect Secure Mobility Client.

The latest Cisco AnyConnect Secure Mobility client and Profile Editor can
be downloaded from the following location:

http://www.cisco.com/cisco/software/release.htm!?mdfid=283000185&flow
id=17001&softwareid=282364313&release=3.0.08057&relind=AVAILABLE&r
ellifecycle=&reltype=latest
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To deploy the Cisco AnyConnect Secure Mobility Client to mul-
tiple workstations with the same policy, you can create a custom-
ized installation package. You need to copy all the files from the
installation disk to a folder on the hard drive, for example,
C\AnyConnect. Then, follow the procedure above to edit the
profile. Copy the file (C:\ProgramData\Cisco\Cisco AnyConnect
Secure Mobility Client\Network Access Manager\system\con-
figuration.xml) to C:\AnyConnect\Profiles\nam\configuration.xml.

Copy the contents of C:\AnyConnect to some form of removable
media, for instance, CD, DVD, USB drive, etc. You can then take
this new installer package and run the installation on a worksta-
tion. The custom configuration file is loaded and ready for use.

Step 1: Start the installer for the Cisco AnyConnect Secure Mobility Client
by launching the Setup program on the disk.
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Step 2: Select AnyConnect Diagnostic and Reporting Tool and
AnyConnect Network Access Manager, and then clear all of the other
check boxes.

i‘,‘ Cisco AnyConnect Secure Mobility Client Install Selector

Select the AnyConne

|| A%I}rCIOIﬁlcct"vPN

B AnyConnect VPN Start Before Login

E AnyConnect Diagnostic And Reporting Tool
E AnyConnect Network Access Manager

W AnyConnect Posture

B AnyConnect Telemetry

B AnyConnect Web Security

W Select All

B Lock Down Component Services

Install Selectad

Step 3: Click Install Selected, verify the components selected to install,
and then click OK.

Step 4: Click Accept to accept the license agreement.

Step 5: After the installation completes, click OK. You may be asked to
restart the computer.

August 2012 Series

Install Profile Editor

Step 1: Locate the Profile Editor Installer downloaded previously, and then
double-click it. The installation process starts.

The installation requires Java Runtime Environment 1.6 or higher. If you don't
have it installed, you are prompted to install it.

Step 2: If you are prompted to install Java Runtime Environment 1.6 or
higher, click Next. This installs it.

Step 3: Click Next. The installation of Profile Editor continues.
Step 4: Click Typical, and then click Install.

Step 5: Click Finish. The installation completes.

Create wired profile

Step 1: Launch the Profile Editor by navigating to Start > All Programs >
Cisco > Cisco AnyConnect Profiler Editor > Network Access Manager
Profile Editor.

Step 2: From the File menu, choose Open, and then select C:\
ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Network
Access Manager\system\configuration.xml.

Step 3: Click Networks.
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Step 4: Select the wired profile, and then click Edit.

Eﬁmmhumsﬁm:-uwo&mmmgu -E --B -g X
File Help
| Netwaork Access Manager Networks
{8} Client Policy .
e o A Profile: ...ility ClientiNetwork Access Managerisystem\configuration.xml
i Netbworks Network :
2 Network Groups .
Name Media Type Group®
wired Wred Gobal
Edit...

= A network in group 'Global is a member of afgroups.

Step 5: Enter a name for the profile, and then click Next.
Step 6: Select Authenticating Network, and then click Next.
Step 7: Select Machine and User Connection, and then click Next.

Step 8: For the machine authentication method, select EAP-TLS, and then
click Next.

Step 9: For machine identity, enter an unprotected identity pattern. In this
deployment, use host.[domain], and then click Next.

Step 10: For the user authentication method, select EAP-TLS, and then
click Next.
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Step 11: For user identity, enter an unprotected identity pattern. In this
deployment, use [username]@[domain].

Step 12: In the User Credentials section, select Prompt for Credentials,
and then select Remember while User is Logged On.

Step 13: Under Certificate Sources, select Smart Card or OS certificates,
and then click Done.

EE’-A@Cmmcthﬁl:Ed‘tm-NdwrkAuusMamgu @
File Help
| Network Access Manager MNetworks
- :u""ﬂ’:;x;‘;m s, | Profile: _.ility ClientiNetwork A Managerisystem\configuration.xml !
Metworks. User Identity Media Type ol
F Network Groups Unprotected Identity Pattern: [username] @[domain] Seaurity Level
B Connection Type
Machine Auth
Credentials
User Auth
User Credentials Credenicls
*) Use Single Sign On Credentials
@ Prompt for Credenals
() Remember Forever
(@ Remember while User is Logged On
Certificate Sources Remember Smart Card Pin
@) Smart Card or OS certificates | SAcrt P
=) Smart Card cartif 0 ~) Remember whike User is Logged On

@ Never Remember

Create wireless profile

Step 1: In the Profile Editor, click Add. This creates a new wireless profile.

Step 2: Enter a name for the profile, and then, for group membership, select
In all groups (Global).
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Step 3: In the Choose Your Network Media section, select Wi-Fi (wireless)
Network, enter the SSID of the wireless network, and then click Next.

Eﬁ AnyConnect Profile Editor - Network Access Manager 'EI@
File Help
MNetwork Access Manager MNetworks
2 Cuent Policy Profile: ...ility ClientiNetwork Access Managerisystem\configuration.xml
-4 Authentication Policy 2
M Wireless-TLS e tpe
" Network Groups ame: ireless- =
Group Membership s
In group: (auto-generated)

@ In all groups (Global)
Choose Your MNetwork Media

7) wired (802.3) Network
Select a wired network if the endstations will be connecting to the network with a traditional
ethernet cable,

@ WiFi (wireless) Network
Select a WiFi network i the endstations will be connecting to the network via a wireless
radio connecton to an Access Point.
SSID (max 32 chars): WLAN-Data|

m

[ Hidden Network
Assodation Timeout (sec) 5
Common Settings

Saipt or application on each user's machine to run when connected.

Browse Local Machine

Connection Timeout (sec.) 0

O relp

Step 4: Select Authenticating Network, for the association mode, choose
WPA?2 Enterprise (AES), and then click Next.

Step 5: Select Machine and User Connection, and then click Next.

Step 6: For the machine authentication method, select EAP-TLS, and then
click Next.

Step 7: For machine identity, enter an unprotected identity pattern. In this
deployment, use host.[domain], and then click Next.

Step 8: For the user authentication method, select EAP-TLS, and then click
Next.

Step 9: For user identity, enter an unprotected identity pattern. In this
deployment, use [username]@[domain].
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Step 10: In the User Credentials section, select Prompt for Credentials,
and then select Remember while User is Logged On.

Step 11: Under Certificate Sources, select Smart Card or OS certificates,
and then click Done.

Step 12: From the File menu, choose Save. This updates the configuration
file.

At this point, all Windows endpoints now have certificates deployed and are
enabled to use 802.1X authentication. On the wireless network, any device
that doesn't have a certificate uses PEAP to gain access to the network.
Monitor mode is running on the wired network, so endpoints that aren’t
configured for 802.1X still get access by using MAC Authentication Bypass
(MAB).

Configuring Mac Workstations for 802.1X Authentication

1. Install root certificate on Mac OS X
2. Request user certificate

3. Configure Mac OS X supplicant

If you have Apple Mac endpoints, you have to manually obtain a certificate
and configure 802.1X authentication. The example deployment shows how
you would do this for Mac OS X 10.6.

Install root certificate on Mac OS X

To install a trusted root certificate on Mac OS X 10.6, you need to manually
request the certificate from the CA and install the certificate in the keychain.

Step 1: On the Mac, browse to the CA at http://ca.cisco.local/certserv.

Step 2: Click Download a CA certificate, certificate chain, or CRL.
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Step 3: Make sure the current certificate is selected and the DER encoding
method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file.

Step 5: Locate the certificate file, and then double-click it. This launches
the Keychain Access utility.

Step 6: Click Always Trust.

You may be prompted for credentials of a user with permission to
change the certificate trust settings.

n Do you want your computer to trust certificates signed by “cisco-
AD-CA" from now on?

! This certificate will be marked as trusted for the current user only. To
- change your decision later, open the certificate in Keychain Access and edit
its Trust Settings.

=

- cisco-AD-CA
(Certifiectie
P Root certificate authority
' ‘.| Expires: Tuesday, October 18, 2016 1:27:28 PM ET
€3 This root certificate is not trusted

» Trust
» Details

(_ Hide Certificate 3]

(_Don't Trust :l E—ﬁdwayﬁmsl—}

A
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Request user certificate

Next, you need to obtain a user certificate for the Mac. To do this, first you
need to generate a certificate signing request, and then request the certifi-
cate from the CA.

Step 1: In the Keychain Access utility, from the Keychain Access menu,
choose Certificate Assistant > Request a Certificate from a Certificate
Authority.

ﬂl(eyl:hainm:r.ess File Edit View Window Help

About Keychain Access Keychain Access

Preferences... £

. Keychain First Aid N#A
Open...
Ticket Viewer LEK Create a Certificate...

S Create a Certificate Authority...
Services »  Create a Certificate For Someone Else as a Certificate Authority...
e p—
Hide Others ~CsH Set the default Certificate Authority... I
Show All Evaluate a Certificate...

!

Quit Keychain Access ®Q

Step 2: In the Certificate Assistant, enter the Mac user's email address and
common name (typically the user's first and last names), select Saved to
Disk, and then click Continue.

Certificate Information

Enter information for the certificate you are requesting.
Click Continue to request a certificate from the CA.

User Email Address: |taylorsmith@cisco.local ﬂ

Commaon Name: Taylor Smith

CA Email Address: [ ]

Request is: () Emailed to the CA
® saved to disk
] Let me specify key pair information
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Step 3: Enter a file name and location, and then click Save.
Step 4: Click Done.

Step 5: On the Mac, browse to http://ca.cisco.local/certsrv.

Step 6: Authenticate to the CA as the user for which you wish to obtain a
certificate.

If you still have the browser window open from when you down-
loaded the trusted root certificate, click Home in the upper right
corner to go back to the main page of the CA.

Step 7: Click Request a certificate.
Step 8: Click advanced certificate request.

Step 9: In a text editor, such as TextEdit, open the certificate request file
saved in Step 3.

Step 10: Select all the text, and then copy it to the clipboard.

Step 11: In the browser, on the Submit a Certificate Request or Renewal
Request page, in the Saved Request box, paste the certificate contents.
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Step 12: In the Certificate Template list, choose User, and then click
Submit.

Microsoft Active Di

Submit a Certificate Request or R I R

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

'tmGBqRIR4XgBimHZwZ 1M611DiqhgXy 1VMKS II30v —
Base-64-encoded okaRmWiE6MpArb0o1AIZIMWFHE +0sanrhwwmsxDL
certificate request | LFV49197X0PzpKiBkk0sUdOtMOrEEQLlStEJDOQN
(CMC or H2vndogdsuL¥g+meqC3/QqwieyndbIVEQPSGpST
PKCS #10 or 6eCoSzqxNBDOgzA cIoGEISABnIrES 9 3HNOFzFue, &
PKCS #7); === END CERTIFICATE REQUEST---—-
———————

E3
Jalrl

&

User B‘

Altributes: /J

Step 13: Select DER encoded, and then click Download certificate. This
saves the certificate.

Step 14: In Finder, locate the saved certificate, and then double-click it. The
Keychain Access utility imports the certificate.

Step 15: In the Keychain list, choose login, and then click Add.

Cortglocte Do you want to add the certificate(s) from the file
P “certnew.cer” to a keychain?

Keychain: [ login H-q

( Cancel :l (-——'Md"—-)

( View Certificates )
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Configure Mac OS X supplicant

Step 1: On your Mac, launch System Preferences.
Step 2: Double-click Network.
Step 3: Click Advanced, and then click the 802.1X tab.

Step 4: Click the + symbol, and then select Add User Profile.

Neolele) Network

T AirPort

! AirPort TCP/IP DNS WINS | 802.1X | Proxies Ethernet '

User Name:

Password:

Authentication: = Enable | Protocol
TTLS
TLS
EAP-FAST
PEAP

A = )

Configure. ..

Configure Trust...

Wireless Network:

qbll,l

Security Type: = WPA2 Enterprise

Add User Profile

Add Login Window Profile
® Add System Profile

Step 5: Give the profile a name, and then enter your user name and
password.

Step 6: In the Authentication section, select TLS, and then click Configure.

Step 7: Select the certificate for this user, and then click Continue.
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Step 8: If you are using a wireless connection, in the Wireless Network list,
choose the wireless network

Step 9: In the Security Type list, choose WPA2 Enterprise, and then click
OK.

=" AirPort

Cl

| AirPort = TCP/IP DNS WINS | 802.1X | Proxies Ethernet '

¥User Profiles
# WLAN-Data

User Name: taylorsmith

Password: essesses

|| Always prompt for password

Authentication: | Enable  Protocol
O TTLS

O PEAP

[ EAP-FAST =

( Configure Trust...

Wireless Network: |WLAN-Data ﬁ
Security Type: [ WPA2 Enterprise H']

® (Cancel) ( OK )

Step 10: Click Apply, and then exit System Preferences.

Repeat this process for all Mac OS X endpoints to deploy certificates and
to enable 802.1X authentication. On the wireless network, any device that
doesn’'t have a certificate uses PEAP to gain access to the network. Monitor
mode is running on the wired network, so endpoints that aren't configured
for 802.1X still get access by using MAC Authentication Bypass (MAB).
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Enable Authorization

The network infrastructure is now configured for 8021.X authentication in
monitor mode, and you have installed certificates on the endpoints and
configured their 802.1X supplicants. Upon successful authentication, the
endpoint is granted full network access. However, monitor mode allows for
endpoints that fail 802.1X to access the network using MAB. This is a good
point in the deployment to stop to verify that certificates are deployed to all
endpoints and supplicants are configured correctly without impacting the
users’ network connectivity. You can monitor the logs to determine who is
failing authentication and then correct those issues.

The next step would be to deploy some form of authorization to control
what authenticated endpoints can access the network. This next phase is
called low-impact mode. In low-impact mode, endpoints are authenticated
with either 802.1X or MAB. MAB is used for devices that require network
access but either don't support 802.1X or don't have 802.1X configured.

In this example, we are using MAB to authenticate IP phones and wireless
access points that we will identify with device profiling. Any other device
will have to successfully authenticate with 802.1X, or it will not have access
to the network. After authentication, the endpoint is given full access to the
network, but prior to authentication, the endpoint will only have access to the
services necessary for authentication.

Enabling Authorization for Cisco IP Phones

1. Enable Cisco IP Phone policy

There is a built-in policy in Cisco ISE for Cisco IP Phones that was disabled
in a previous section. You will enable this policy and create an authorization
profile for Cisco IP Phones.
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Enable Cisco IP Phone policy

Step 1: Connect to http://ise-1.cisco.local.

Step 2: From the Policy menu, select Authorization.

Step 3: For the Profiled Cisco IP Phones rule, click Edit.

Step 4: Click the grey circle icon at the front of the rule, and choose Enabled.

Step 5: Click Done, and then click Save.

Enabling Authorization for Wireless Access Points

1. Create an identity group
2. Create authorization profile

3. Create authorization policy

You will create an authorization profile for wireless access points (APs) that
is similar to the one for Cisco IP Phones.

Create an identity group

Step 1: On the menu bar, mouse over Policy, and then select Profiling.

Step 2: In the endpoint policies list, select Cisco-Access-Point.

Deployment Details



Step 3: Make sure Create Matching Identity Group is selected, and then
click Save.

ised  admin Logout  Fesdhack

o0 Tagk Navigatar + €3

|z) Authentication  [®] Authorization | [4] Profiing | |@) Postue  [5) Cient Provisioning  |5) Security Group Access o, Policy Elements

f Home Operations v Polcy

Profiler Policy List = Cisco-Access-Point

Profili i
roting Profiler Policy
[ o] i i
bv= & *Mame | Cisco-Access-Point Description | Policy for all Cisco Access Points
» [ Prefiing Policies Palicy Enabled M
* Minirum Certainty Factor (walid Range 1 to 65535)
* Exception Action | NONE ~
* Wetwork Scan (NMAP) Action | NONE ~

@ Create Matching Identity Group
O use Hierarchy
Parent Policy Cisco-Device

Rules
-
¢ ifCondition [ Cisco-Ascess-PoiniRuled Checkl <& | Then [ Certainty Factor Increases -]
| & -
“If Condition | Gisco-Access-PointRule3Checkd <& | Then [ certainty Factor Increases -]

Create authorization profile

An authorization profile defines the specific access policies granted to
the device. You will create a policy for access points to permit full access.
Although there is already a built-in profile like this, creating a new one will

allow you to modify the policy if you choose to make a more restrictive policy

in the future.

Step 1: On the menu bar, mouse over Policy, and then in the Policy
Elements section, select Results.

Step 2: In the panel on the left, double-click Authorization, and then
double-click Authorization Profiles.

Step 3: Click Add.

Step 4: Name the profile Cisco_APs and give a description.

August 2012 Series

Step 5: Select DACL Name and in the list, make sure PERMIT_ALL _
TRAFFIC is selected, and then click Submit.

A Home

|2} Authentication

€ISCO  Identity Services Engine

ise-l  admin  Logout  Feedback

©0 Task Navigator » €3

[&] utharization [ Profiing [ Posture [ Client Provisioning |2} security Group Access &, Policy Elements

i v Policy v Administration v

Dictionaries Conditions Results

Suthorization Prfils = New Authorization Profile
Result -
eouts Authorization Profile
[ 2]
e == o PlETE
> [ Authenticat
= cation Description | profie For Csco Access Points
~ [ Authorization
= £ Autharization Profils * Access Type  [ACCESS ACCEPT [~]
@ Blackist_access
(@ Cisco_1P_Phones ¥ Common Tasks
@ penyhcesss [eEoacL Hame FERMIT AL TRAFFIC | v] =
(&3 Permitccess
» (] Donnloadable ACLs ™ an
» [ Tnline Posture fiodz Profiles I oics Doméin Permission
> (£ Arofiling
> [ pasture . T web authentication
» [ chent Provisioning 4 r
b (B Securty Group Access = T suto smart Port
I~ Fiter-10 =l
¥ hdvanced Attributes Settings
 [seect antem AR V]
v attributes Details
Access Type = ACCESS_ACCEPT
DACL = FERMIT_ALL_TRAFFIC
o]

€) telp

Alarms @ 1702 4 0@ 6 | £ Notifications (0)
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Step 6: Choose Cisco-Access-Point.

Procedure 3 Create authorization policy
Hmim
cis Identity Services Engine ise-1 admin Logout Fesdback
Step 1: On the menu bar, mouse over Policy, and then select Authorization. (] Authertitin | (] Auerzaton | 4] Profing |5 Pestire. ) CintProvl Profied . paicy Eerments
)
. . . Authorization Policy = 8.
Step 2: For the Default rule, on the right, click the black triangle symbol, and Dot e Authorition Pole by coriurig s base o ity @roups anferaffer cortos, (& Andod
. w Apple-ipad
then select Insert New Rule Above. A new rule named Standard Rule 1 is [Fist e e apples - i —
Created . » Exceptions (EI) w Cisco-IP-Phone
orkstation
Standard 8 e
-élllslé't;. o 4 ) Status  Rule Name Conditons (dentity roups and othel Perrrissins
Qi Services Endlne RaCETT et Black List Default I Blacklist 1 Blackist_acess Edt |-
|%) Authentication | [@, Authorization | [4) Profing @) Postwe [o) ClentProvisioning  |) Security Group Access o Policy Elements et D P S 1 EEEARGIETD LIRS EEE (<
~ [ Profied Cisca APs [y = [ conditionts S [ manzeron., < | Dane
Authorization Policy !
Default if - Edit | ~
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order,
[ Fitst matched Rule applies - m (Reset. | A — —
» Exceptions (0)
Standard
Status  Rule Name Conditions (identity groups and ather conditions) Permissions
e i G i) G E3lle Step 7: Under the Permissions column, next to AuthZ Profile, click the +
Profied Cisca 1P Phones il Cisco-1P-Phone ther Cisco_IP_Phones Edit |+ Sym b Ol
Defallt if o matches, then ParmnitAccess okt Ly
{Insert hew Rule Above |
save | [ oot Step 8: In the list, next to Standard, click the > symbol, and then choose
Cisco_APs.
Step 3: Rename the rule Profiled Cisco APs. N
'é|'s.éc;. Identity Services Engine ise-1  admin  Logout  Feedback

. L. . A on ©0 Task Navigator ~ €3
Step 4 For the newru | e’ n th € CO n d ltlo ns co l umn, n eXt to Any' Cl IC k th €+ |2 Authentication | [ Authorization [+%) Profiing [@) Posture iy Client Provisioning | Security Grg Standard
symbol. )
Authorization Policy o E Gy
Define the Authorization Policy by confiourning rules based on identity groups andfor other conditions, Drag and drop rules to chaf, & Blackist access
. H H H H Cisco_AP:
Step 5: From the list, next to Endpoint Identity Groups, click the > symbol [ Matched Fle Apes 7 @ e
(@ Cisco_P_phones
and then next to Profiled, click the > symbol. [— @ Do
(@ PermitAcress
Standard
Status  Rule Name Conditions {identity groups and ather conditions)
Black List Default i Blacklist Edit | *
Profiied Cisco 1P Phones i© Gisco-IP-Phone Edit |
~ [ Profied Cisca 4Ps [ ciseo- < | 0 [ Conditiongs) = | Dore
Defalt if no matches, then  PerrnitAcces! P ——— Edit | v

Select anitem Q =4

| Reset |
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Step 9: Click Done, and then click Save.

€ISEO  Identity Services Engine iset admin Llogout Fesdback

0 Task Navigator - €}

|2) Authentication | [ Authorization | [4] Profiing @) Postwe &) Clent Provisioning | Security Group Access o, Policy Elements

Authorization Policy

Difine the uthorization Policy by configuing rules based on identity groups and/or other conditions, Drag and drop rules to change the order.

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Black List Default Blacklist Blacklist_&cress Edit |+
Profiled Cisco 1P Phones Cisco-IP-Phone Cisco_IP_Phones Edit | =
Profled Cisco APs Cisco-Access-Point Cisco_APs Edit | =
Default PermitAccess Edit | ~
Save Reset

Modifying the MAB Authentication Policy

1. Modify MAB authentication rule

Because you have deployed monitor mode, the current MAB authentication
policy allows endpoints access to the network even if they fail authentica-
tion. Now that you will be implementing low-impact mode, you need to
modify the MAB policy to reject endpoints that fail authentication. This
change works with the authorization policies for Cisco IP Phones and access
points to be the only devices allowed on the network without performing
802.1X authentication.

Modify MAB authentication rule

Step 1: On the menu bar, mouse over Policy, and then select
Authentication.

Step 2: On the MAB rule, to the right of the and..., click the black. This
displays the identity store for this rule.
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Step 3: Next to Internal Endpoints, click the + symbol.

Step 4: In the If authentication failed and If user not found lists, choose
Reject.

Step 5: Click anywhere in the window to continue, and then click Save.

€ISEO  Identity Services Engine iset admin Llogout Fesdback

stration v o0 Tagk Navigatar + €3

|2) Authentication | [g] Authorization [4] Profiing @) Postwe &) Clent Provisioning | Security Group Access o, Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to commuricate with the network devices, and the identity sources that it should use for authentication.
Policy Type O Simple @ Rule-Based

- [mag | 1f [ wired_mas £ | allows protoccls [Algwed Protocol : Defadt Netwd | and.. o & actons + 2
Default ¢ use [ intermalEndpoints = 0 Actions ~
Iddentity Source | Internal Endpaints (V]
Options
If authentication faled|Reiect d

~ [ wired-Dot1x SIF [ Wired | If user not found | Reject v b actions

If process falled [ Drop v
~ | [ wireless Dat1x IF [ yirete: i actions

Note: For authentications using PEAP, LEAP, EAP-FAST or RADILS MSCHAP
it & ot possible to continue processing when authentication fais or user is not found. .
Defautt Rule (If no match) © allow protd] If continue option i selected in these cases, requests wil be rejected, i mctions

“

Enabling Authorization for Wired Endpoints

1. Create authorization profile
Create authorization policy

Enable low-impact mode

> WD

Enable change of authorization

You will enable authorization for wired endpoints that authenticate using
digital certificates. At this stage, once authenticated, the endpoint will be
granted full access to the network. This policy can be modified if you choose
a more restrictive policy in the future.
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Create authorization profile

An authorization profile defines the specific access policies granted to the
device. You will create a profile for wired endpoints to permit full access.

Step 1: Onthe menu bar, mouse over Policy, and then in the Policy
Elements section, select Results.

Step 2: In the panel on the left, double-click Authorization, and then
double-click Authorization Profiles.

Step 3: Click Add.
Step 4: Name the profile Wired_Dot1X and give a description.

Step 5: Select DACL Name and in the list, make sure PERMIT_ALL _
TRAFFIC is selected, and then click Submit.

alialn
€ISco  Identity Services Engine

ise-l  admin  logout Feedback

@ Task Navigator + €3

) Home Operations v Polcy v Administration ¥

|2) Authentication  [@) Authorization  [4) Profiing [ Posture |5 Cient Provisioning | Security Group Access | ¢ Policy Elements

Dictionaries  Conditions  Restits

Autherization Profiles » New Authorization Profile

Results Authorization Profile
[ 2]
== . ii=re

» [ Authenticati
— catron Description [ profile For Wired Endpoints That Have Authenxticated With 802, 1x

w [ Autharization
» [ Autharization Profles * Access Type  [ACCESS ACCEPT [~]

» £ Dowrloadable AcLs

» £ Inline Posture Hode Profiles ¥ Comrmon Tasks

» £ Frofiting ¥ DAL Hame PERMIT_ALL_TRAFFIC [ ]
* ] Posture

¥ [ Cifent Provisioning e

» [ Security Group Access I~ vioice Domain Permission

= web suthentication

+ I suto smart Port
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v aftributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT _ALL_TRAFFIC

3 Hep Alarms @ 1702 3 341@ 6 | 2 Notifications (0)
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Create authorization policy

Now you need to define an authorization policy for wired endpoints and
apply the authorization profile.

Step 1: On the menu bar, mouse over Policy, and then select Authorization.
Step 2: For the Default rule, on the right, click the black triangle symbol, and

then select Insert New Rule Above. A new rule named Standard Rule 1 is
created.

€ISCOo  Identity Services Engine ise-1 admin  Llogout Fesdback

0 Task Navigator ~ €3

|2) Authentication | |®, Authorization | [4) Profiing  [@) Paste |4 CientProvisioning | Security Group Access &, Policy Elements

M Home Oy 5 Administration ¥

Authorization Policy

Define the Authorization Policy by configuing rules based on identity groups andfor other conditions, Drag and drop rules to change the order.

[ Fitst matched Rule applies M

» Exceptions (0)

Standard
Status  Rule Name Comditions (identity groups and other conditions) Perrissions
Black List Default Blacklist Blacklist_&cress Edit |+
Profled Cisco 1P Phones Cisco-1P-Phone Cisco_IP_Phaores Edit | =
Profiled Cisco APs Cisco-Access-Point Cisco_APs Edit | v
Default Permritaccess .

Insert New Rule Above

Save Reset

Step 3: Rename the rule Wired Dot1X Endpoints.

Step 4: For the new rule, in the Conditions column, next to Condition(s),
click the + symbol.

Step 5: Click Select Existing Condition from Library.
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Step 6: In the list, next to Compound Conditions, click the > symbol, and
then choose Wired_802.1X.

ons v

|2, Authentication

|, Authorization

€IS€O  Identity Services Engine

Palicy Ad tration v

(4] Profiing  [@) Posture

[ Client Provisioning

|= Serurity Group Access

ised  admin Logout  Fesdhack

0 Task Navigator - €}
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Authorization Policy
Define the Autharization Policy b

» Exceptions (0)

Standard

Status  Rule Name

Black List Defa

First Matched Rule Applies [

It

Compound Conditions

E—) | lancfor ather conditions. Drag and erop ruies to change the order.

e EE 2
w Wired_802.1%

W Wired_MAB
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0
o Catalyst_Swikch_Local_Web_authentica

Profiled Cisca 1R
Profied Cisco Al

wired DotLX End|
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1 WLC_Web_Authentication

Condition Name | —— oo

Select Condition &

Hentity groups and other conditions) Permissions
then Blacklist_sccess Edit | »
one then Cisco_IP_Phones Edit | »
‘s-Paint then Cisca_APs Edit |+
&1 [ conditionts) = e [ Atz Profi <> | Done

Edit |~

Step 7: Under the Permissions column, next to AuthZ Profile, click the +

symbol.

Step 8: In the list, next to Standard, click the > symbol, and then choose

Wired_Dot1X.
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Authorization Policy
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» Exceptions (0)

Standlard
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Black List Default
Profied Cisca 1P Phones
Profiled Cisco APs

Difine the Authorization Policy by configuing rules bassd on identity groups andfor other conditions, Drag and drap rules to cha

Conditions (identity groups and other conditions)
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Cisco-IP-Phone

Cisco-Access-Point
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Edit | ~
Edt | v
Edt | v

< | Done

Edit | =

Select anitem o
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Step 9: Click Done, and then click Save.

€ISCO  Identity Services Engine iset admin Llogout Fesdback
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istration w

[} Profiing

|, Authorization

|2, Authentication |® Posture  [&) Client Provisioning | Security Group Access

Authorization Policy

Define the uthorization Policy by configuring rules based on identity groups andfor other conditions, Drag and chop rules to change the orcer.

[ First Matched Rule applies -

» Exceptions (0)

Standard
Status  Rule Mame Canditions (identity aroups and ather conditions) Permissions
Black List Default i© Blacklist ther Blacklist_Access Edit | -
Profiled Cisco IP Phones if Cisco-IP-Phone then Cisco_IP_Phones Edit | »
Profiled Cisco APs ii  Cisco-Access-Point then  Cisco_APs Edit |+
wired Dot1X Endpoints ii wired_802.1% then Wired_Dot1x Edit | v
Defalt if no matches, then  ParrnitAccess Edit | »

Save Reset

Enable low-impact mode

You will now configure the switches for low-impact mode 802.1X using Cisco
Prime LMS 4.2 and the Cisco TrustSec Work Center. You need to create an
access list to limit what traffic is permitted on a port before it is authenti-
cated. You only want to enable what is required for the port to go through the
authentication process. Typically, this means allowing DHCP, DNS, and TFTP
to support Preboot Execution Environment. For troubleshooting, you also
allow ICMP echo and echo-reply traffic. You deny all other traffic and log

the denials in order to determine if there is legitimate traffic that is getting
denied and then make changes to the access list.

Step 1: Connectto Cisco Prime LMS with a web browser, for example:
https://Ims.cisco.local.

Step 2: Mouse over Work Centers and in the TrustSec section, click
Identity Configuration.

Step 3: In the Navigator panel on the left, click Manage ldentity
Configuration.

Step 4: In the pie chart, click on the Monitor Mode slice. A list of the devices
that have ports configured for this mode appears.
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Step 5: Select each switch with ports that you wish to move from monitor
mode to low-impact mode, and then click Edit Mode.

admin | LogOut | About | Stemap | Feedback | Help

4 MyMenu v Mantor ¥ Iwertory ¥ Configuration ¥ Reparts v Admin v work Centers P

work Centers = TrusiSes » Identity Configuration 14Jun 2012, 10:10 POT
Navigator Manage Identity Devices
Dashbaard Distribution of Identity security mode in your network
Getting Started Click o any of the pie chart slices to displsy device detals based on the ports security mode of your
Readiness Assessment el
Monitor mode
RADIUS Configuration 37 (28.27%)
¥ Identity Configuration
Manage Identity
Configuration
Erable Identity on Interface
Low impact made
Change of Authorization 100,29%)
* Secured Group Access Unsecured mode
Configuration 245 (71.42%)
* Reports Monitor mode
Jobs This mode enables authentication without enforcing any kind of authorization. It provides visiiity into end-user netwark access activities,

assessment, and policy evaluation information,
Monitor mode

Edit mode Disable identity [ 7 Filter

[ Device Name Nurrber of ports
A3TS0X cisca local o
O Rre201-429608.cisco.local 1

Step 6: Select the check boxes next to the ports that you want to edit, and
then click Next.

admin | LogOut | About | Stemap | Feedback | Help

4 MyMernu v Monitor ¥ Irwertory ¥ Configuration ¥ Reports v Admin v work Centers P

Wark Centers » Trustges » Identity Configuration » Manage Identity Configuration 141un 2012, 1018 POT

Navigator Manage Identity Devices

Dashboard Review port selection on selected devices{optional)

Getting Started

Readiness Assessment Wigw the parts and unselect the parts that you wish to exclude.
RADIUS Configuration Selected Devices P .
¥ Identity Configuration Display Name Part Name Description

Manage Identity ®  A3750¢.cisco.local Gi3/0/18 Gi3/0/18 i’

Configuration
G3f0/19 Gi3f0y19
Enable Identity on Interface

G30/16 GiEf0/16
Change of Authorizatian - o
V]
» Secured Group Access R G3/0f17
Configuratiom Gi2fof23 G2/023
* Reports Gi3fof14 Gi3f0y14
Tobs Gi2f0/20 Gi2/0/20
Gi3fof15 Gi3f0/15
2 i fnmi =

Previols gt Finish Cancel

Step 7: In the Identity mode to be configured section, move the Security
Mode slider to Low impact, and then in the Associated ACL box, enter
PreAuth.
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Step 8: In the Authentication profile and host mode section, set the follow-
ing values:

Define Authentication Profile—802.1X, then MAB
Define Host Mode—Multidomain
Action to be taken on security violation—No Change

Step 9: In the MAC Configuration section, make sure only Enable MAC
Move is selected.
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Step 10: In the Additional Configurations section, select Advanced
Options. In the Adhoc commands box, enter the following commands, and
then click Next.

ip access-list extended PreAuth

permit udp any eq bootpc any eq bootps

permit udp any any eq domain

permit udp any any eq tftp

permit icmp any any eq echo

permit icmp any any eq echo-reply

admin | LlegOut | Abot | Stemap | Fesdback | Help | L. Search

MyMenu ¥ Monitor ¥ Imventory ¥ Configration ¥ Reports Y Admin v Work Certers ¥

Work Centers » TrusiSec » Identiys Configuration > Manage Identity Configur ation 14 g 2012, 12:12 POT

Navigator Manage Identity Devices

Dashboard Review port selection on selected devices(optional) <

Getting Started Configure Identity

Readness Assessment:
RADIUS Canfiguration Identity mode to be configured

 entity Configuration Choose the Security mode hased on the level of security required in the devices Values shown as selected are the default values

Manage Identity Configuration

Enable Identity on Interface Select the security mode based on the level of security you wish to implement in your network., More Detals »

change of Autharization Security Mode | ]
Monitor Lovwy impact High

¥ Secured Group Access Configration secuity

* Reports Agsciated ACL dlows selective access control,, More Detals >

Jobs associated ACL*  [Preduth

Authentication profile and host mote

Choose authentication profiles, host modes and action to be taken in case of violations

Define Authentication Profie | 802, 1, then MAB -
The host made determines the number of hasts that can be authenticated on a given port.. More Detals  »

Define Host Mode Single Host Multiple Host Multisuth
® Multidomain Na Change

Select the action to be taken when a part security violation is detected due to the following ressons.. More Detals  »

Action to be taken on security violation @ Restrict O Protect O Shutdown O Mo change

MAC Configuration

MAC move;teplace SNMP MAC notification

Enable SNMP notification for MAC addition or remaval.. Mare
Detals >

Enable MAC move or replace.. More Detals  »

Enable MAC mave

[ Wotify MAC addition
[ Enable MAC replace

[ matify MAC removal

Additional Configurations

1f you have selected low impact made and if ACL is nat canfigured on the device, you,. More Detals  »
Advanced options

Adhoc commands™ : [ip access-list extended Prefuth

jpermit ud any eq bootpe any eq bootps
ppermit udp any any eq domain

permit udp any any eq titp

lpermit icmp ary any eq echo

permit icmp arty any eq echo-reply

Previous | [Next | [ Finch | [Cancel |

Sthedule Deployment
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Step 11: In the Job Description box, enter a description, and then click
Finish. The job is submitted and a confirmation message appears. Click OK.

You can review the CLI commands that will be pushed to the
switch by clicking Preview CLI.

admin | LogOut | About | Stemap | Feedback | Help

4 MyMenu v Maontor ¥ Dwentory ¥ Configuration ¥ Reparts ¥ Admin v wark Centers P T
work Centers = TrusiSes » 1d:ntey Configuration ~ Manage Identity Configuration 141un 2012, 12118 POT
Navigator Manage Identity Devices
Dashboard Revisw port selection on selected deviess(optional) [
Getting Started Configure Identity 12

Readiness Assessment Schedule Deplayment

RADIUS Configuration

¥ Identity Configuration Scheduler
Manage Itlentity

Configuration
g ® Immediate Job Description™ [43750x% Authenticated Mocde
Enable Identity on Interface O once E-mail
O osir L ]

* Inclicates recired field

Changs of Authorization O weekty
O Manthly
» Secured Group Access
Configuration Job Options
* Reports
[ Fal on mismatch of canfig versions [ Enatle Job Password
Jobs [ Syne archive before job execution Login Usemame
[] Copy running config to startup Login Passwaord

Enable Password

Faiure policy | Ignore failre and continue  ~
Preview CLI | | Previols | | Mext Firish | | Cancel |

The global commands added to the switch configuration at the completion
of this procedure are as follows.
ip access-list extended PreAuth
permit udp any eq bootpc any eq bootps
permit udp any any eq domain
permit udp any any eq tftp
permit icmp any any eq echo
permit icmp any any eq echo-reply
deny ip any any log
The interface commands added at the completion of this procedure are as
follows.
interface [interface]
ip access-group PreAuth in
authentication host-mode multi-domain
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Enable change of authorization

Authorization requires the use of RADIUS Change of Authorization (CoA)

to change the state of the port after authentication. This is not enabled by
default, and you will need to enable it. There is a wizard in Cisco Prime LMS
4.2 for this.

Step 1: In Cisco Prime LMS, mouse over Work Centers, and in then in the
TrustSec section, click Identity Configuration.

Step 2: In the Navigator panel on the left, click Change of Authorization.

Step 3: Select the built-in Identity template, and then click Next.

admin | LlogOut | About | Stemsp | Feedhack | Help

4 MyMenu ¥ Monitor ¥ Inventory ¥ Coefiguration * Reports v Admin v Work Centers W
ion = Change of Authorization 21 Jun 2012, 14:08 PDT

Navigator Deploy

Dashboard ©TrustSec Configuration

Gatting Started Choose Templates

Readiness Assessment
Select templates to deploy configuration

RADIUS Configuration

Template Selector Selected 1| Total 1 G
 Identity Configuration e
Manage [dentity Configuration Show ]
Enable dentity on Interfare O Template Hame = Features Type Role In Categary Created .. | Scope
> Identity - Charge .. Authorizsti.  Partisl Access RADIUS client configurati..  System  Device

Change of Authorization

» Secured Group Access
Canfiguration
¥ Reports

Jobs

Step 4: In the Device Selector, expand All Devices, select the switches you
want to enable for CoA, and then click Next.
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Step 5: Enter the IP address of the primary Cisco ISE administration node,
provide the RADIUS key, and then click Next.

admin | LlogOut | About | Stemap | Feedback | Help
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Work Centers » TrustSec = Identity Corfiguration = Change of Autherization 21 Jun 2012, 14: 15 PDT
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RADIUS Key shared between the device and RADIUS Clierts * [eesessses
> Serured Group Access Port on which the device listens for RADIUS recLiests [0 - 65535 * [1,700
Canfiguration
» Reports Previous | ((Next | | Finkh | [ cancel ]
Jobs

Adhoc Configuration Commands for Selected Devices

Schecule Deplayment

Step 6: The Adhoc Configuration page allows you to add commands to the
device in addition to the ones generated by the wizard. At this point, you
don't need additional commands. Click Next.

Step 7: Give the job a description, and then click Finish.

admin | LogOut | #bout | Stemsp | Feedhack | Hel ~ Search

4 MyMenu ¥ Monitor ¥ Inventory ¥ Configuration ¥ Reports Y Acmin Y Work Centers W

Work Centers » TrustSec » Idknlity Configuration = Change of Authorization 21 Jun 2012, 1415 PDT
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DasHboard B Trustsec Canfiguration

Getting Started Chonsa Templates Y4
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RADIUS Corfiguration Canfigure [dentity - Change of Autharization
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Change of Authorization Scheduler
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Step 8: Repeat these steps for the secondary Cisco ISE administration
node.

The global commands added to the switch configuration at the completion
of this procedure are as follows.
aaa server radius dynamic-author

client 10.4.48.41 server-key [key]

client 10.4.48.42 server-key [key]

auth-type any

Enabling Authorization for Wireless Endpoints

1. Create authorization profile

2. Create authorization policy

You will enable authorization for wireless endpoints that authenticate using
digital certificates. At this stage, once authenticated, the endpoint will be
granted full access to the network. This policy can be modified if you choose
a more restrictive policy in the future.

Create authorization profile

An authorization profile defines the specific access policies granted to the
device. You will create a policy for wireless endpoints to permit full access.
By default, a clientis given full access when joining the wireless network, so
you will not need to define an access list at this point.

Step 1: Onthe menu bar, mouse over Policy, and then in the Policy
Elements section, select Results.

Step 2: In the panel on the left, double-click Authorization, and then
double-click Authorization Profiles.

Step 3: Click Add.
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Step 4: Name the profile Wireless_Dot1X and give a description.

Step 5: Inthe Access Type list, make sure ACCESS_ACCEPT is selected,
and then click Submit.
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Create authorization policy

Now you need to define an authorization policy for wireless endpoints and
apply the authorization profile.

Step 1: On the menu bar, mouse over Policy, and then select Authorization.
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Step 2: For the Default rule, on the right, click the black triangle symbol, and Step 6: In the list, next to Compound Conditions, click the > symbol, and
then select Insert New Rule Above. A new rule named Standard Rule 1 is then choose Wireless_802.1X.
created.
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wired Dot1X Endpoints ii wired_802.1% then Wired_Dot1x Edit | v : e
Reset | &
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Step 3: Rename the rule Wireless Dot1X Endpoints.

< | ol
. L L. €3 telp Alarms @ 1702 4 356 @ 6 | £ Notifications (0)
Step 4: For the new rule, in the Conditions column, next to Condition(s),

click the + symbol.

Step 7: Under the Permissions column, next to AuthZ Profile, click the +

symbol.
Step 5: Click Select Existing Condition from Library. y
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Step 8: In the list, next to Standard, click the > symbol, and then choose

Wirel

ess_Dot1X.

afaln
cisco

|2) Aut

Identity Services Engine

@ Home  Operations v

hentication | &) Authorizaton | [«4) Profiing

ised  admin Logout  Fesdhack

0 Task Navigator - €}

|® Posture [ Clent Provisoning | Security Group Access gt Policy Elements

Authorization Policy

[ First Matched Rule Applies -

8

» Exceptions (0)

Standard

Status  Rule Mame

Define the uthorization Policy by configuring rules based on identity groups andfor other conditions, Orag and crap rules to cha

Canditions (identity aroups and ather conditions)

Black List Default Blacklist

Profied Cisco IP Phones Cisco-IP-Phone

Profiled Cisca APs Cisco-Access-Point

wired Dot1X Endpoints Wired_802,1%
~ [ wireless Dotix Endpoints Any < | Wireless_B02.1%

Default PermitAcces

Select an item

[CReset.]

Standard

(G2 Blacklst_access
(@ Cisca_APs

(@ Cisco_IP_Phones
(G Denyhccess

(@ PermitAceess
(@ wired_Dot1:
(G Wireless _Dot1:

Edit

Edit

Edit

Edit

Done

Edit

Step 9: Click Done, and then click Save.

aliln
cisco

Identity Services Engine

|2 Authentication | |, Authorization |4 Profiing

Bse-1 admin  Logout  Feedhack

0 Task Navigator ~ €3

|® Posture |& Client Provisioning |= Security Group Access &, Policy Elements

Authorization Policy

[ First matched Rule Applies -]

Standart

[ < < < T < < < ]

Save

» Exceptions ()

d

Status  Rule Mame

Black List Default

Profiled Cisca 1P Phones
Profied Cisco APs

wired DOtLX Endpoints
Wireless Dot1X Endpaints

Defavlt

Reset

Conditions (identity groups and other conditions)
Blacklist

Cisco-1P-Phone
Cisco-Access-Point
wired_802. 1%
WWireless_802, 1%

PermitAccess

Define the Authorization Policy by configuring rules based an identity aroups andlfor other conditions. Drag and drop rules to change the order,

Permissions

Blacklist_Access
Cisco_IP_Phones
Cisco_6Ps
wired_Dot1X

Wireless_Dot1X

Edit

Edit

Edit

Edit

Edit

Edit
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Modify Authorization Policy to be Closed

1. Modify default rule

The current authorization policy is an open policy. The default rule at the end
specifies that if an incoming authorization request doesn’'t match one of the
specific rules defined, it would then just permit access to the network. Now
that you have enabled low-impact mode, you will need to change this rule to
deny access to any request that doesn’'t match one of the specific rules.

Modify default rule

Step 1: On the menu bar, mouse over Policy, and then select Authorization.
Step 2: For the default rule, click Edit.

Step 3: In the Conditions column, next to PermitAccess, click the + symbol.
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Step 4: In the list, next to Standard, click the > symbol, and then choose

DenyAccess.
il
€IS€O  Identity Services Engine ise-l  odmin  Logout  Feedback
CR o [ ] oo | ) [ pore Il ot M ottt A S, <A s Monitoring Network Access
Authorization Policy . .
Define the Authorizstion Policy by configuring rules based on identity aroups andfor other conditions. Drag and drop rules to change the order. 1 ) V 1ew th e C ISCO | S E d as h b Oa rd
[ First Matched Rule Applies - Standard
r— = - 2. Configure identity groups
Sk (@) Blacklist_ficcess .
@ s 3. Add a custom profile
Status  Rule Mame: Conditions (identity oroups and other conditions) | @ Gisco_IP_Phones s
Black List DefaLit Blacklist Arcess Edit | = ER] H H
o ‘ 4. Examining the authentication log
[~] Profiled Cisco P Phones Cisco-IP-Phane @ Permiticcess Phones Edit | -
(@ wired Dottt
Profled dsco APs Cisco-Access-Point @ Wireless Dot i Edit | v 5. Create custom authentication reports
Wired Dot1x Endpoints Wired_802.1X fiis ks Edit | »
R — . e EBis 6. Identify endpoints
Defauit Permitaccess = Done .
7. Create device-type reports
Save Resat
PermitAccess o =

The configuration of the network infrastructure is complete. Now it's time to
answer the what, when, where, and who questions regarding network access
Step 5: Click Done, and then click Save. by using the reporting functionality of Cisco ISE to gain a better understand-
ing of current activity on the network.

vl
€IS€0  Identity Services Engine ise-l admin Logout  Feedback . . . . . X
- E—— Cisco ISE is now configured to authenticate users and to profile endpoints
|, Authentication | | Authorization | [4) Profing [@) Posture  [o) Chent Provisioning  [5) Security Group Access ¢, Policy Elements based on RAD'US and DHCP |nformat|on The reportlng Capabllltles Of
Authorization Policy Cisco ISE allow you to determine what type of device is connecting to your

Define the Authorization Policy by configuring rules based on identity graups andfor other canditions. Drag and drop rules to change the order.

network, when it connects, and where it connects from. Also, you will know
who is connecting to your network and what authentication method was

[ First Matched Rule applies -

» Exceptions (1)

— used.

Status  Rule Hame Conditions {identity groups and other conditions) Perrissions.

&2 Black List DefaLit Blacklist Blarklist_arress Edit | »

-] Profied Cisco 1P Phones Cisco-IP-Phone Cisco_IP_Phones Edit | =

Prcfled Coca APs Cisca-Access-Point G P . Procedure 1 View the Cisco ISE dashboard

wired Dot1x Endpoints wired_802.1X Wired_Dot1x Edit | »

Wireless Dot1X Endpoints Wireless_B02.1X Wireless_Dot1x Edit | = ) . ) ) ) . .

B S o The first place to view this information is on the Cisco ISE home dashboard.

It gives a summary view of the health status of the servers in the group, how

Save Reset

devices are authenticating, and what types of devices have been profiled.

Step 1: On the menu bar, click Home.
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Step 2: If you want to view additional information for a section, click the Step 3: Select Create Matching Identity Group, and then click Save.
upper-right corner of that section. The section expands.

lial
'CiSeo’ 1dentity Services Engine el edmin Logout Feedback
Al A rome
CISCO  Identity Services Engine Bl admin Logout Feecback sk risvasto - 6
s » icy T |£) Authentication [ Authorization | [4) Profing | @ Postre [0 Client Provisoning | ) Security Group Access @, Policy Elements
4 Prafiler Policy List = Apple-iPad
Metrics = Profiing Profiler Policy
Active Endpoints Active Guests Posture Compliance: Msan Time To Remediate Profiled Endpoinks. ( p]
3 0 0% 0.0 2 == = *Name [ Apple-Pad Descripton | Policy for Apple Pads
- - - .0 sec. — - == o
il . o o I . > [ Profilng Poiicies Palicy Enabled !
M T —— - M
i z4h 1 * Wirimum Certainty Factor (valid Range 1 to 65535)
System summary & Idenuty Stores (PIP) o' Authentcations =3 * Bxception Action
e Utilization and Latency 241, + Name Authantications  2ah + I * Network Scan (NMAR) Action
cru Memory  Latency (& tntemal Endpoints A, 175 Totsl 200 :!‘SL'Z‘;'LL'U"S e s @ Create Matching Identity Group
B & w0 A o I O use Herarchy
ge - istribution Bys
tiere o — “paent iy
Location —
 Rules
pevice Tve: | R
HIf Condition | Apple-IPadRule2Check? & | Then [ Certainty Factor Increases M & -
SIf Condition | (Apple-iPadRulet Gheck1_AND_Apple-MacBo < | Then [ Certanty Factor Increases -]
-
Authentication Failre o Profled Endpeints o' Pesture Complance =
Save Reset |
Total 9 B — | Unique 2 | passed 0%
Last24 Hours  Last 60 Minutes Last2é Howrs  Last 60 Minutes
MTTR  0.0sec :
You can repeat these steps for other endpoint types as needed. You can
Mo Data Ausilable Distribution of Failure by i 1 i i
T — also investigate the rules used to profile the endpoint to understand the
N process. In the case of the Apple iPad, Cisco ISE uses two rules. One is
pased on DHCP information, and the other is based on HTTP.
€ Help Alarms @ 3 4 0@ 2 | £ Notifications (0}

Add a custom profile
Configure identity groups _ _ _ _
Although there are many pre-defined profiles, you may find that a device

you want to profile doesn't have an existing profile. You can create a new
one using unique characteristics of the device. Review some of the existing
profiles to get an idea of the options and methods available to you for device
profiling.

Cisco ISE has more in-depth reporting options to give more details on the
devices connecting to the network. To help identify the endpoints, you can
use identity groups to classify profiled endpoints and to generate reports.

The example below describes how to do this for an Apple iPad. The proce-

. e The example below creates a profile for the Cisco Cius using information
dure for other types of devices is similar.

obtained from the device's DHCP request.

Step 1: In the menu bar, mouse over Policy, and then choose Profiling. Step 1: Connect to https://ise-1.cisco.local

Step 2: Click Apple-iPad. This enables you to edit this policy. Step 2: Mouse over Policy, and then, from the drop-down menu, choose

Profiling.
Step 3: Click Add.

Step 4: Give the policy the name Cisco-Cius and a description.
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Step 5: In the rules section, next to Conditions, click the + symbol, and then
click Create New Condition (Advance Option).

Step 6: In the Expression list, next to DHCP, click the > symbol, and then
select dhcp-class-identifier.

alaln
CISCO  Identity Services Engine

ise-l  admin  Logout  Feedback

f o Task avigator ~ €3

f Home  Operatons v Policy

|5) Authentication  [g] Authorization [ 4] Profiing | [ Posture  [6) Client Provisioning | Security Group Access g% Policy Elements

P Frofler Folicy List > News Profiler Policy
Profiling .
= Profiler Policy
[ ) | ; 1
= = ~ *Name [ Cisco-Cius
e == S ® boot-file 4|
» [ Profilng Policies Palicy Enabled ¥ w client-fodn il
* Minimum Certainty Factor | 10 | & clerteidentiier
* Exception ACtion | MONE - © device-class
* Network Scan (MMAP) Action | NONE 7] | 1§ dhepeclassidentifier

dhep-client-identifie
®  Create Matching Identity Growp | = oPrerRenie

O use Herarchy

* Parent Palicy | NONE -

U dhep-message-type
© dhepep:

1 dheperequested-address
u dhepeuser-class-id

o Rules
- U domain-name

If Conciition | Conditions = | Then | Certainty Factor Incre:  w host-name

Condition Name Expression

0 [Select Attrbute © ] [ J [

Step 7: In the second list, choose CONTAINS, and then, in the final box,
enter Cisco Cius.

Step 8: Choose Certainty Factor Increases, set the value to 20, and then
click Submit.

sl
€ISCO  Identity Services Engine

isel  admin  Logout  Feedback

E o0 Task Navigator = €3

|£) Authentication |=) authorization |5} Profiing | Posture [e dlient Provisioning |Z Security Group Access o Policy Elements

Profiler Policy Lit = News Profiler Policy

p
Profiling profiler Policy

[ 2]

== 8. *Mame [CscoCus | Description | Cisco Cis
Poiicy Enadled
* Minirmum Certainty Factor (vaid Range 1 to 65535)
* Exception Action
* Network Scan (NMAP) Action
@®  Create Matching Identity Group
O use Hierarchy

* Parent Policy | MONE -

» [ Frofilng Folcies

«  Rules

If Concition | DHCP_dhep-class-identiier_CONTAING_Cisea.. <> | Then | Certainty Factor Increases -

==
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Examining the authentication log

Step 1: On the menu bar, mouse over Operations, and then choose
Authentications. The authentication log displays. The default option is to
display the last 20 records from the last 24 hours.

For devices that authenticated via MAB, the MAC address of the client is
listed as the user name and the endpoint. For devices that authenticated via
RADIUS over wireless or VPN, the user name is displayed.

If the device was able to be profiled, that information is displayed.
Step 2: In the details column of the MAB record, click the “paper with

magnifying glass” icon. This displays detailed authentication information for
the record.

In the Authentication Summary section, the network device lists the IP
address and the port of the switch that the endpoint is connected to.

alvaln ise-1

cisco Identity Services Engine

ERENT Launch Interactive Yiewer T
RADIUS Authentication Details
Showing Page 1 of L | | Goto Page: Go

AAA Protocel » RADIUS Authentication Detail =

RADIUS Audit Session ID : 0A052C0500000001B4B84BC6

ALA session 1D ise-1/112681646/20

Date December 13 2011

Generated on December 13, 2011 1:44:33 PM PST
Actions
Troubleshoot Authentication =
Wiew Diagnostic Messages
Audit Netwark Device Confiquratian ™
Wiew Metwark Device Configuration =
Wiew Server Configuration Changes

Authentication Summary

Logged At December 132011 11:42:30.740 AM

RADIUS Status: Authentication succeeded

NAS Failure:

Usernarme E6:04.62:FAR3:90

MAC/P Address E:04:62:EAG3:90

Metwork Device [u] orkDevice : 10.5.44.5 : GigabitEthernet1/0/1

Allowed Protocol Default Metwork Access

Identity Store:

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocal : Lookup =

4] |_’|—I
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You can find additional details, such as the Identity Group and Identity
Policy, in the Authentication Details section.

cisco Identity Services Engine -
EFEE] Launch Interactive Viewer 7]
RADIUS Authentication Details
Showing Page 1 of 1 Goto Page: Go
=F, Details J
Logged At December 13,2011 11:42:30.740 AM
Occurred At December 13,2011 11:42:30.740 AM
Server. isel
/Authentication Method: mab
EAP Authenticaion Methad Lockup
EAP Tunnel Method
Usemarme: EB:04:62 EA83:90
RADIUS Username E8:04:62:EA:83:90
Calling Station ID: EB:04:62.EA:83:90
Framed [P Address:
Use Case, Host Lookup
Network Device: DefaultletworkDevice
Network Device Groups: Device Type#All Device Types Location#ll Locations
NAS IP Address 105445
NAS Idertifier
NAS Port: 50101
NAS Port ID: GigabitEthernet1/0/1
NAS Port Type Ethernet
Allawed Pratocal Defaut Network Access
Senice Type Call Check

Identity Store:

Authorization Profes: PermitAccess
Active Directory Domain

Identity Group:

Allowed Protoc ol Selection Matched Rule: MAB

Identity Policy Matched Rule Default

Selected dentity Stores: Internal Endpaints

Authorization Policy Matched Rule: Default

SGA Security Group

ABA Session ID: ise-1/112881645/20 -
Audit Session ID: 01AD52C0500000001B4BB4ECE

Tunnel Detals
senicedype=Cal Check

Cisco-AvPairs: audit-session-id=0A05200500000001 BABB4BCE

Ci D | Framed-MTU= 1500 EAP-
Key-Name= CPM! ID=0AD52C0500) 8, EndPointMA 04-52-EA-8390,Device

) M !

Other Atrbutes: Type=Desice Type#All Device Types,Location=Location#all Locations Device P Address=105 44 5 Called-Station-
ID=EC:C8:82:37:53:01

Posture Status: MotApplicable

EPS Status

Kl Iﬂj

Similar data can be found for endpoints that have authenticated with
RADIUS. The user name is displayed in these records as well as the
Extensible Authentication Protocol (EAP) method used.

Create custom authentication reports

The default authentication log view is limited to displaying only the most
recent entries. To get in-depth reporting, you need to create a custom
report.

Step 1: On the menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: Inthe left pane, select AAA Protocol.
Step 3: Select RADIUS Authentication.
Step 4: Click Run. Different time ranges for producing the default report are

displayed.
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Step 5: If you wish to use one of the default time ranges, choose that time
range.

Ise-1 admin Logour  Feedback

Administration v 0 Task Navigator » €3

B Authentications  lgd Endpoint Protection Service £ Alarms  Reports | e, Troubleshoot

E——

Faorites  Shared [(Catdlog | System

AAA Protocol

Reports
W AR Protocol
© Alowed Protocal Filler o | _clearFirter
 Server Instance
Report Name - Type Modified At
1 Endpoint
O ARA Diagnostics System Report Mon Feb 27 23:41:08 PST 2012
u Faiure Reason ¢ Authentication Trend System Report Mon Feb 27 23:41:08 PST 2012
8 Network Device © RADIUS Accounting System Repart Mon Feb 27 23:41:08 PST 2012
u User & RADIUS Authentication
& Secuity Greup Access Run ~| AddTo Faverite | Delete Reset Reports
1 Session Diectory Last 30 Min
u Posture Last Hour of type 'System Repart, haver mause aver the 'Report Name' ta view the report description
& Endpaint Protection Servics Last12Hours honort Mame to run report for today.
kY leport and click on 'Run’ button to Select additional options
d Yesterday
9 Last 7 days

Last 30 days
Query And Run

If you wish to select a time range that is not listed, choose Query and
Run. All the parameters available for the report display. After choosing the
parameters you want, click Run to generate the report.

Figure 2 - RADIUS report parameters

Run Report

User: Clear
MAC Address Clear
Identity Graug: Clear
Device Mame Clear
Device IP: Clear
Device Group Clear
Allowed Protocal Clear
Identity Stare: Clear
Server: Clear
Failure Reason: Clear
SGASGT Clear

Show only SGASGT Assignments: [[]

Include SGAEmvironment [}

Radius Audit Session ID: Clear
Session 1D: Clear
Authentication Status: Pags Or Fail =

Authentication Method: Cleat
Time Range Today -

Start Date: [ (mrmiddivend

End Date: [ (mrmiddivend

Deployment Details



Identify endpoints

Using information gleaned from the RADIUS and DHCP requests, Cisco
ISE can identify what types of devices are connecting to the network. This
can assist in determining the network security policy based on the type of
device thatis in use.

Step 1: On the menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, click Endpoint. This displays the available endpoint
reports.

Step 3: Select Endpoint Profiler Summary, and then click Run,

Step 4: Select the desired time period to run the report.

alvln
€IS€O  Identity Services Engine ise1  admin  Logout  Feedback

f Home Operations v  Polcy v  Administration ¥

0 Task Navigator » €}

B Authentications i) Endpaint Protection Service & alams | i Reports | ‘4 Troubleshoat

Favorites  Shared [ Catalbg | System

e Endpoint
1 AR Protocl
& Aloried Protocel Filter o | _ClearFier
w Server Instance
. Report Name - Twe Modified At
O Ereid ¢ Endpoint MAC Authentication Surnmar System Repot  Mon Fed 27 13.41:09 PST 2012
© Falwre Reason
® Metwork Device ¢ Endpoint Time To Profle System Report Mon Feb 27 23:41:09 PST 2012
o User £ TmN By Endpoint Calling Station 1D System Repodt  Mon Feh 27 23:41:08 PST 2012
1 Security Group Access € Top N Authentications By Machine System Report  Mon Fe 27 13:41:00 PST 2012
8 Session Directory Run -| AddToFaworite | Delete Reset Reports
u Posture Today
& Erdpoint Prokection Servics Yesterday of type 'System Report', hover mouse over the 'Report Name' to view the report description
Last7das b ot Name' to run report for today.
Last300ays lapo it and click on 'Run' button to select additional options
Query And Run

August 2012 Series

Step 5: Once the report is generated, you can view the details of a profiled
endpoint by clicking the magnifying glass icon.

The details given in the summary section are the MAC address, the endpoint
policy, and the identity group for the endpoint. Additional details, such as IP
address and network access devices, are available in the Endpoint Details
section. For wireless and remote-access VPN endpoints that authenticated
with RADIUS, the user name is also listed.

Figure 3 - Endpoint profile summary

Profiler Surnmary Profiler History

Logged At Dec 8, 2011 2:20 PM Day Endpuoint palicy

Server: ise-1 Dec &, 2011 2:20 PM Apple-iPad

Event F‘mﬁlerdEmdenl profiling event Dec 8, 2011 2:20 P Apple-iPad
oCCurre .

Endpoint MAC Address 7C.6D 62.DED5.6F 0w 8, 20 T P APt

Endpoint Policy Apple-iPad

Matched Rule

Certainity Metric 30

Endpoint Matched Palicy Apple-iPad

Endpoint Action Name

Identity Group : Apple-iPad
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Figure 4 - Endpoint Details

Endpoint> Endpoint Profiler Detail

Generated on December 13, 2011 1:58:11 PM PST
Endpaint Session time : Not Applicable

Endpoint Details

Endpoint Static Assignment
Endpoint Source

Endpoint OU|

Endpoint Host Name
Endpoint Subnet

Endpoint NAD Address
Endpoint YLAN

Endpoint FODN

Endpoint Nameserver
Endpoint Property

Apple, Inc

10.4.46 65

CPMSessionlD=0a042e41000000434 0013838
StaticAssignment=false
NetworkDeviceGroups=Device Typs#all Device Types
Location#ll Locations
cisco-aw-pairaudit-session-id=0a042¢41000000434ee13836
Calling-Station- D=7 c-6d-52-de-05-8f
DestinationPort=1812
AcsSessioniD=ise-1/112881645/7
giaddh=10.4.16.6
Device Type=Device Typgw Device Types
Senice-Type=F ram;
NAS-Identif
TimeToProfile=25
LasthimapScanTime=0
dhep-client identifie=01:7¢ 662: de:05:8f
StaticGroupAssignment=false

1

LCVQ

AuthenticationMethod
EapAuthentication=EAP-MSCHAPY2
NetworkDeviceName=DefaultNetworkDevice
NAS-Port-Type=Wireless - [EEE B02.11
op=BOOTREGUEST
PostureAssessmentStatus=NotApplic able
dentityGrouplD=36719a30-21 db-11e1-aebd-00B056450005
Total Certainty Factor=30

User-Name=patjones

ciadd=0.0.0.0

AuthenticationldentityStore=AD1
dhcp-parameter-request-list=1

3

6

15

119

252

MatchedPolicyID=7E79880-118b-11e1-ael ¢ 005058962145
Destination|PAddress=10.4.48.41

NAS-Port=13

ADDomain=cisco.local

NmapScanCount=0
dhcp-message-1ype=DHCPDISCOVER
htype=Ethemet (10Mb)
EndPaintMACAddress=7C-60-62- DE-05-8F
SeniceSelectionhatchedRule=Wireless-Dot1X
PortalUser=
EndPaintMatchedProfie=Apple-Device
RequestLatency=3

EapTunnel-PEAP

AuthState=Authenticated

Airespace-Wlan-ld=1

hlen=6

hops=2

host-name=5BAPad
FirstCollection=13233760866865
EndPintPolicylD={7679880-116b-11e1-ae 1005056962145
SelectedAceessSenice=Default Network Access
secs=0
AuthorizationPolicyMatchedRule=Default
IdentityPolicyMatchedRule=Default
MessageCode=5200

DeviceRegistrationStatus=D

IdentityAccessRestricted=false
SelectedAuthenticationldentityStores=AD1
flags=0x0000

chadd=7 c:Bd:62:08:05:87

yiadd=0000

MS-MPPE-

Location=Locatior#ll Lacations
PalicyVersion=1

Device IP Address=10.4.46.65
NmapSubnetScaniD=0
Called-Station-ID="1c-17-03-cb-45-50:WWLAN-Data

0al42e41000000494e213838;

C\aaﬁ—CACS EIaEIAZEMEIIJEIEIEIEIABAEEWSESE ise-1/112681645/7; Termination-Action=RADIUS-Request, MS-MPPE-
Send-Key=437c:f0:b6:83:6b:18:b0: d1:91:ca:B89:44:25:3a:5f of 85745 86:30:55 1 bi6t 4367 0d- 2 e 0,

Recy-Key=c3:0b04:B:4e:9h:24: 2898 c1:5f 38 66 fo:e3 7d eb:0a:5e: 40 46:24: 1 hraaee Oa d7 4o:b4 f2:96:61; )

August 2012 Series

Procedure 7 Create device-type reports

You can create reports to identify specific devices based on the identity
groups configured previously. This example uses the group created to
identify Apple iPads.

Step 1: On the menu bar, mouse over Operations, and then, in the Reports
section, choose Catalog.

Step 2: In the left pane, click AAA Protocol.
Step 3: Select RADIUS Authentication.

Step 4: Click Run, and then choose Query and Run.

il
€ISE6  Identity Services Engine ised adnin Logout  Feechack
B Authentications @ Endpoint Protection Service 1 Alams I Reports |y Troubleshoot
Favorites  Shared [ Catalog | Svstern
e ABA Protocol
1 ABA Protocol
& Aloned Frotocol fiter[ | Go | ClearFiter
1 Server Instance
Report Name Type Modified At
Endpoint
@ Endpon € AAA Dianostics System Report Man Feh 27 23:41:09 PST 2012
8 Failwre Reason © Authentieation Trend System Report Mon Feb 27 23:41:00 PST 2012
W Metwork Device € RADIUS Accounting System Report Mon Feb 27 23:41:08 PST 2012
 User g
1 Sexury Group Access Run ~| Add To Favorite | Delets | ResstRepots |
1 Session Directory Last 30 Min
w Fosture Last Hour of type ‘System Report,, hover mouse over the 'Report Name' to view the report description
& Endpsint Protection Service Last12HourS jonort Name' to run report for today.
Today [eport and click on 'Run’ button to select additional options
| Yesterday
| Last T days
B Lazt 20 daye
Cuery And Run

Step 5: For the identity group you want to query, next the Identity Group
field, click Select. A search window appears.

Step 6: Leave the search field empty, and then click Search. The search
returns all groups.
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Step 7: Select the group Profiled:AppleiPad, and then click Apply.

Search Filter: | Searchl

Criteria

0 Blacklist |

 Guest

¢ Profiled

0 Profiled:Andraid o

O

Profiled:Apple-iPhone

-
Apply | Cancel |
@ Select Identity Groups
Step 8: Select a time range for the report, and then click Run. The report
generates.
Figure 5 - Sample report
AAA Protocol > Query and Run > RADIUS
Showing Page 1 of 1 | Goto Page Go

AAA Protocel > RADIUS Authentication =
Identity Group Profiled Apple-iPad
Authentication Status : Pass or Fail
Date Movernber 13,2011 - December 122011 { Last 30 Minutes | Last Hour | Last 12 Hours | Today | Yesterday | Last 7 Davs | Last 30 Days )
Generated on December 13, 2011 2:28:15 PM PST
Y=pPass X=Fail %=Click for details & =Mouse over item for additional infarmation

Logged At RSA(E“EJSS F:ﬁe Detalls  Event  Usemame Lﬁg'& Allowed Protocol  Sewice Type A“‘:jé”&‘foz“”" A”‘gfo”(“;:;“””
Dec 8,11 43300576 PM v o Authentication . ooc 765062 DED5AF Default Network Actess Framed dotix PEAP (EAP-MSCHAPYZ)
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Appendix A: Product List

Network Management

Functional Area Product Description Part Numbers Software
Identity Management Cisco ldentity Services Engine Virtual Appliance ISE-VM-K9= 11.1.268
Cisco ISE Base License for 10,000 Endpoints L-ISE-BSE-10K=
Cisco ISE Base License for 5000 Endpoints L-ISE-BSE-5K=
Cisco ISE Base License for 3500 Endpoints L-ISE-BSE-3500=
Cisco ISE Base License for 2500 Endpoints L-ISE-BSE-2500=
Cisco ISE Advanced 3-year License for 10,000 Endpoints L-ISE-ADV3Y-10K=
Cisco ISE Advanced 3-year License for 5000 Endpoints L-ISE-ADV3Y-bK=
Cisco ISE Advanced 3-year License for 3500 Endpoints L-ISE-ADV3Y-3500=
Cisco ISE Advanced 3-year License for 2500 Endpoints L-ISE-ADV3Y-2500=
Network Management Cisco Prime Infrastructure 1.1 R-PI-1.1-K9 4.2
Prime Infrastructure 1.1 Software — 5K Device Base Lic R-PI-1.1-5K-K9
Prime Infrastructure 1.1 Software — 2.5K Device Base Lic R-PI-1.1-2.5K-K9
Prime Infrastructure 1.1 Software — 1K Device Base Lic R-PI-1.1-1K-K9
Prime Infrastructure 1.1 Software — 500 Device Base Lic R-PI-1.1-500-K9
Prime Infrastructure 1.1 Software — 100 Device Base Lic R-PI-1.1-100-K9
Prime Infrastructure 1.1 Software — 50 Device Base Lic R-PI-1.1-50-K9
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LAN Access Layer

Functional Area

Product Description

Part Numbers

Software

Modular Access Layer
Switch

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Cisco Catalyst 4500 E-Series Supervisor Engine 7L-E

WS-X45-SUP7L-E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+ ports

WS-X4648-RJ4BV+E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+ UPOE ports

WS-X4748-UPOE+E

3.3.0.5G(15.1-1SG)
|P Base

Stackable Access Cisco Catalyst 3750-X Series Stackable 48 Ethernet 10/100/1000 PoE+ ports WS-C3750X-48PF-S 15.0(1)SE2
Layer Switch Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 PoE+ ports WS-C3750X-24P-S P Base

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports network C3KX-NM-10G

module

Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G
Standalone Access Cisco Catalyst 3560-X Series Standalone 48 Ethernet 10/100/1000 PoE+ ports WS-C3560X-48PF-S 15.0(1)SE2
Layer Switch Cisco Catalyst 3560-X Series Standalone 24 Ethernet 10/100/1000 PoE+ ports WS-C3560X-24P-S IP Base

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports network C3KX-NM-10G

module

Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G
Stackable Access Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Two WS-C2960S-48FPD-L 15.0(1)SE2
Layer Switch 10GbE SFP+ Uplink ports LA

ase

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and Four GbE
SFP Uplink ports

WS-C2960S-48FPS-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Two
10GbE SFP+ Uplink ports

WS-C2960S-24PD-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and Four GbE
SFP Uplink ports

WS-C2960S-24PS-L

Cisco Catalyst 2960-S Series Flexstack Stack Module

C2960S-STACK
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Wireless LAN Controllers

Functional Area

Product Description

Part Numbers

Software

On Site, Remote Site, or
Guest Controller

Cisco 5500 Series Wireless Controller for up to 500 Cisco access points

AIR-CT5508-500-K9

Cisco 5500 Series Wireless Controller for up to 250 Cisco access points

AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points

AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points

AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points

AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points

AIR-CT5508-12-K9

7.2.110.0

On Site Controller

Cisco 2500 Series Wireless Controller for up to 50 Cisco access points

AIR-CT2504-50-K9

Cisco 2500 Series Wireless Controller for up to 25 Cisco access points

AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points

AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points

AIR-CT2504-5-K9

7.2.110.0
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Appendix B: Changes

This appendix summarizes the changes to this guide since the previous
Cisco SBA series.

- We upgraded the Cisco ISE appliances to software version 1.1.1.268.

- We upgraded the Cisco Wireless LAN Controllers to software version
7.2110.0.

- We upgraded the Cisco Catalyst 2960-S Series, 3560-X Series, and
3750-X Series switches to Cisco IOS version 15.0(1)SE2.

- We upgraded the Cisco Catalyst 4500 E-Series switches to Cisco 10S
XE version 3.3.0.SG (15.1-1SG).

- We upgraded Cisco Prime LMS to software version 4.2.

- We upgraded the Cisco ASA 5500 Series firewall to software version
8.6(1).

- We moved from a monitor mode deployment of 802.1X to a low-impact
mode deployment, to include authorization, which enables denying
network access to devices that do not authenticate, with an exception
made for Cisco IP Phones and access points.

- We modified the ISE deployment such that it now consists of four
appliances—a primary and secondary policy service and administration
node and a primary and secondary monitoring node.

- We deployed the Device Sensor feature on the switches and wireless
LAN controllers, to simplify the profiling configuration and eliminate the
need to send copies of DHCP requests to the Cisco ISE appliances.
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