-

Iy
CISCO.

Newer Cisco SBA Guides Available

This guide is part of an older series of Cisco Smart Business Architecture designs.
To access the latest Cisco SBA Guides, go to http://www.cisco.com/go/sba

Cisco strives to update and enhance SBA guides on a regular basis. As we develop
a new series of SBA guides, we test them together, as a complete system. To ensure
the mutual compatibility of designs in Cisco SBA guides, you should use guides
that belong to the same series.
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Preface

Who Should Read This Guide

This Cisco® Smart Business Architecture (SBA) guide is for people who fill a
variety of roles:

Systems engineers who need standard procedures for implementing
solutions

Project managers who create statements of work for Cisco SBA
implementations

Sales partners who sell new technology or who create implementation
documentation

- Trainers who need material for classroom instruction or on-the-job
training

In general, you can also use Cisco SBA guides to improve consistency
among engineers and deployments, as well as to improve scoping and
costing of deployment jobs.

Release Series

Cisco strives to update and enhance SBA guides on a regular basis. As

we develop a series of SBA guides, we test them together, as a complete
system. To ensure the mutual compatibility of designs in Cisco SBA guides,
you should use guides that belong to the same series.

The Release Notes for a series provides a summary of additions and
changes made in the series.

All Cisco SBA guides include the series name on the cover and at the
bottom left of each page. We name the series for the month and year that we
release them, as follows:

month year Series

For example, the series of guides that we released in August 2012 are
the “August 2012 Series”.

You can find the most recent series of SBA guides at the following sites:
Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

August 2012 Series

How to Read Commands

Many Cisco SBA guides provide specific details about how to configure
Cisco network devices that run Cisco I0S, Cisco NX-OS, or other operating
systems that you configure at a command-line interface (CLI). This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal

Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17

Commands with variables that you must define appear as follows:
class-map [highest class name]

Commands shown in an interactive example, such as a script or when the
command prompt is included, appear as follows:

Router# enable
Long commands that line wrap are underlined. Enter them as one command:

wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

Noteworthy parts of system output or device configuration files appear
highlighted, as follows:

interface Vlant4
ip address 10.5.204.5 255.255.255.0
Comments and Questions

If you would like to comment on a guide or ask questions, please use the
SBA feedback form.

If you would like to be notified when new comments are posted, an RSS feed
is available from the SBA customer and partner pages.
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What's In This SBA Guide

Cisco SBA Borderless Networks

Cisco SBA helps you design and quickly deploy a full-service business
network. A Cisco SBA deployment is prescriptive, out-of-the-box, scalable,
and flexible.

Cisco SBA incorporates LAN, WAN, wireless, security, data center, application
optimization, and unified communication technologies—tested together as a
complete system. This component-level approach simplifies system integration
of multiple technologies, allowing you to select solutions that solve your
organization’s problems—uwithout worrying about the technical complexity.

Cisco SBA Borderless Networks is a comprehensive network design
targeted at organizations with up to 10,000 connected users. The SBA
Borderless Network architecture incorporates wired and wireless local
area network (LAN) access, wide-area network (WAN) connectivity, WAN
application optimization, and Internet edge security infrastructure.

Route to Success

To ensure your success when implementing the designs in this guide, you
should first read any guides that this guide depends upon—shown to the
left of this guide on the route below. As you read this guide, specific
prerequisites are cited where they are applicable.

Prerequisite Guides

BORDERLESS — I
NETWORKS

Internet Edge Design Overview
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LAN Deployment Guide

About This Guide

This deployment guide contains one or more deployment chapters, which
each include the following sections:

= Business Overview—Describes the business use case for the design.
Business decision makers may find this section especially useful.

= Technology Overview—Describes the technical design for the
business use case, including an introduction to the Cisco products that
make up the design. Technical decision makers can use this section to
understand how the design works.

= Deployment Details—Provides step-by-step instructions for deploying
and configuring the design. Systems engineers can use this section to
get the design up and running quickly and reliably.

- You can find the most recent series of Cisco SBA guides at the following
sites:

You can find the most recent series of Cisco SBA guides at the following
sites:

Customer access: http://www.cisco.com/go/sba

Partner access: http://www.cisco.com/go/sbachannel

You Are Here

Firewall and IPS
Deployment Guide

IPv6 DMZ Web Service
Deployment Guide

What's In This SBA Guide


http://www.cisco.com/go/sba
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Introduction

Business Overview

IPv4 addresses are becoming harder to get and eventually will no longer
be available. The last IPv4 allocations have been handed out by the Internet
Assigned Numbers Authority (IANA), and the Regional Internet Registries
(RIRs) will run out of IPv4 addresses at some point. Technologies like
Network Address Translation (NAT) and the use of RFC 1918 addressing will
allow most organizations to continue operating on IPv4 for the foreseeable
future, but the transition to IPv6 is coming, and new devices and organiza-
tions will begin running on IPv6 soon.

Most customer interaction currently happens over IPv4, but the transition
to IPv6 is already occurring in some regions of the world and will quickly
spread worldwide. Many governments are mandating the use of IPvG in
government, education, and public Internet deployments. If you plan and
implement IPvG in parallel to IPv4 today, you can help ensure that you can
connect to new customers and markets tomorrow.

Technology Overview

Cisco Smart Business Architecture (SBA) easily accommodates IPv6
Internet Edge servers. This guide describes how your organization can stay
ahead of the technology curve by providing Internet server access via native
IPv6 without interruption to IPv4 clients. A network supporting dual stacks—
IPv4 and IPv6 simultaneously—allows for IPv4 and IPv6 to coexist.

This guide shows how to use existing hardware in the Internet Edge to
support native IPv6 access to Internet-facing services, a web server in this
example.

IPv6 can be added to the Cisco SBA Internet Edge through additional con-
figuration of existing software that is specified for the existing IPv4 Internet
Edge. After you perform the procedures in this guide, both IPv4 and IPv6

networks will coexist on the same equipment but will be logically separate.

IPv4 will be in use for years to come; during the migration to IPvG, it is
critical to support both address spaces. This configuration builds an IPv6
infrastructure upon the existing IPv4 network. This configuration is intended
to be an add-on to the existing foundation deployment; it will not function
properly on its own.
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The solution described in this guide accommodates IPv6 web traffic,
specifically HTTP and HTTPS web traffic to and from the Internet Edge. This
solution assumes:

- The ISP has provisioned an IPv6 Ethernet handoff.

- The Internet Edge routers in this diagram are in the provider network and
are not included as part of the configuration.

- The Internet Edge routers will have a route directing IPv6 traffic to the
networks that are hosted on the organization’s Cisco Adaptive Security
Appliances (ASA) firewall.

IPv6 connectivity from the ISP border router will terminate on a pair of
resilient Cisco ASA firewalls.

The Cisco ASA firewalls provide the following:
- Termination of the ISP IPv6 connection
- Static routing to the ISP network
- Security with IPv6 access control lists (ACLS)
Intrusion prevention for servers in the IPv6 DMZ

As you plan for your IPv6 deployment, you need to take your organization’s
security policy into account. IPvG is a different protocol, but applications
operate the same as they do over IPv4. The Cisco ASA firewall for IPv4
provides application inspection and IPS for applications running over IPv6G.
The IPv4 security policy deployed currently in the Internet Edge deployment
carries over to IPv6 networking. This design configures ACLs that permit
HTTP and HTTPS traffic.

Domain Name System for IPv6

Domain Name System (DNS) for IPv6 is handled by the ISP in the example
in this guide. IPv6 introduces the AAAA record, which maps an IPv6 address
to a host. This is similar to an A record in IPv4 DNS, which maps an IPv4
address to a host. In the configuration described in this guide, you do not
have to deploy IPv6 DNS on the server. However, the ISP does need to
deploy IPv6 DNS to propagate the web server’'s address to IPv6 clients on
the Internet.

Introduction



Deployment Detalls

The Cisco ASA firewalls configured in the Internet Edge are configured
and managed via IPv4, and this will not change with this configuration. The
Internet Edge guidance in the Firewall and IPS Deployment Guide provides
for IPv4 connectivity, high availability, and management. Existing IPv4 con-
nectivity is not affected by the configuration described in this guide.

Recommended Deployment Setup for IPv6
Internet Edge

This guide uses IPv6 addresses from the range 2001:0db8::/32, which is a
non-Internet-routable range, defined in RFC 3849, for use in documenta-
tion. Internet-routable IPv6 address space can be obtained from an ISP or
provider-independent space allocated by a local RIR.

Figure 1 - IPv6 Internet Edge deployment architecture

IPv6 Internet

Internet Edge Router
2001:db8:a:7206/64

ASA Outside Primary
2001:db8:a:1/64
ASA Outside Secondary
2001:db8:a:2/64

ASA DMZ Primary
2001:db8:a:1:1/64
ASA DMZ Secondary
2001:db8:a:1:2/64

IPv6
Switch Web Server
2001:db8:a:1:5/64
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Table 1 - IPv6 addresses for this configuration

Endpoint IPv6 address

ISP Internet Edge Router 2001:db8:a::7206/64

ASA Qutside Interface Primary 2001:db8:a:1/64

ASA Qutside Interface Secondary 2001:db8:a:2/64

ASA DMZ Interface Primary 2001:db8:a:1:1/64

ASA DMZ Interface Secondary 2001:db8:a:1::2/64

Web server in DMZ 2001:db8:a:1::5/64

Configuring IPv6 on the Cisco ASA Firewall

1. Configure IPv6 on Cisco ASA interfaces
2. Configure high availability for IPv6

3. Configure static routing for IPv6

Deployment Detalils




Configure IPv6 on Cisco ASA interfaces

Step 1: Connectto Cisco Adaptive Security Device Manager (ASDM) by
navigating to https://<ASA-IP-Address>/admin, and then logging in with
your username and password.

g% Cisco ASDM-IDM Launcher v1.5(50)

vl
CISCO

=1L, Cisco ASDM-IDM Launcher

Enter username and password for 10,4, 24,30

|Isername: Iadmin

Password: Iw

Ok I Close

=101 %]

B

Step 2: Navigate to Configuration > Device Setup > Interfaces.

Step 4: In the Edit Interface dialog box, click the IPv6 tab, select Enable
IPv6, and then, under Interface IPv6 Addresses, click Add.

= Edit Interface

Generall Advanced IPvE |
& [ Enforce EUI-64

DADAttempts: [T NSInterval: [1000 milliseconds
Reachable Time: ID— milliseconds
RA Lifetime: I:lB[.'l[J— seconds [~ Suppress RA
RA Interval: IZE.'ID— seconds [ RA Interval in Miliseconds
Interface IPv6 Addresses
Link-local address: I _I
[~ Enable address autoconfiguration
Address | ELI64 | Add |

Edit

Delete

Interface IPv6S Prefixes

[l

Address I Preferred Lifetime,/Date I Valid Lifetime,Date | Add

Edit

Delete

[l

oK I Cancel I Help |

@& Hume‘o%\ Cmﬁgwanw‘ [ wontorng | ([ save @ refiesn| Y sace () rorvara | D e |
— " riaces

Device Setup Er e Inter

p Wizard

Security Subret Mask
— TP Address Therh AN Group Type

faces Interface Name | State
+%» Routing
2 Device Name/Password

GobitEtheme0/o | native

B syatenTme GgabitEthemeto/0. 300 inside Enabled 100 10.4.24.30 255.255.255.224  vian300 Logcal
= EtherChamnel Gigabittherneto/ 1 Enabled native Harchvare
(Ggabitethemeto/ 1. 1116 dnzwed  Enbled 50 192.168.16.1 255,255,250 vienlils Logcal
(Ggabitethemeto/ 1. 1123 dnz-man... Enabled 50 192.168.23.1 255,255,250 vien1123 Logcal
Ggabitethemeto/2 Enabled native Harchvare
Gigabitetherneto/3 Enabled native Harchvare
Ggabitethemeto/3. 16 outside-t6  Enabled 0 172.16.130. 124 255,255,250 vianis Logcal
i outside-17  Enabled 0 172.17.130. 124 2552552550 vien17 Logcal
a E——— GgabitEthemeto/+ Disabled native Harchvare
= Dsabled natve Harchvare
g’ Firewal GigabitEtherneto/6 Disabled native Hardware
i Disabled natve Harchare -
% Remote Access VPN 4l >
@ Site-to-Site VN [V Enable two or
@ = [V Enable traffic between two or more hosts connected to the same interface
[ Enable jumbo frame reservation
[

» Apply Reset

Step 3: Select the primary outside interface, outside-16 in this example,
and then click Edit. The Edit Interface dialog box appears.
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Step 5: Enter the outside IPv6 address, 2001:db8:a::1/64, and then click
OK.

= Edit IPv6 Address for Interface x|

Address/Prefix Length: IEDDI:de:a: : 1,.’64{

[~ EUI 64

o]

Cancel | Help |
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In the Edit Interface dialog box, under Interface IPv6 Addresses, the IPv6

address appears.

[ Edit Interface

Generall Advanced
¥ Enable IPvs | Enforce EUI-64

DAD Attempts: Il NS Interval: |1000 milliseconds
Reachable Time: IU milliseconds

RA Lifetime: IlBUU seconds [~ Suppress RA

RA Interval: IZ[JU seconds [~ RA Interval in Miliseconds
Interface IPv6 Addresses

Link-local address: I _I

[~ Enable address autoconfiguration

Address | EUIG4

Add |

2001:db8:a:: 164 I

Interface IPvE Prefixes

Edit |
Delete |

Address Preferred Lifetime [Date valid Lifetime [Date

| Addl

Edit |
Delete |

[ oo |

Step 7: At the bottom of the window, click Apply. This saves the
configuration.

@ rone [0y Connan] [ orvores | () sove. Qe | Q) sk ()| ) v | cisco

Device Setup EXY i

nt

Startup viizard

Seauity Subnet Mask Add v
Interface teme | state | Sjor 1P Address PreheLength VAN Group. Type
GgabitEthemeto/0

B SretenTme GgabitEthemneto/0.300 inside Enabled 100 10.4.24,30 255,255.255.22¢  Vianaoa Logial
=2 EtherChannel (Gigabitetherneto/L Enabled native Hardware Delete
Ggabitethereto/L 1116 dmzwch  Enabled 5o 192.168.16.1 255,255,250 vian1115 Logical
Wbzt 1 2
(GgabitEthemeto/1. 1123 dmzman... Enabled 50 192.168.25.1 285.285.255.0  vian1123 Logeal
(Ggabitethemeto/2 Enabled natve Harcvare
Ggabitethemeto/3 Enabled natve Harchare
(GgabitEthemeto/3. 16 outsde-16 Enabled o 17216.130.124 255,255,250 vianis Logical
W0ucbgiant
3}, Devee setup Ggabitethemeta/3. 17 outsde-17  Enabled 0172.7.330,124 255,255,250 vian? Logial
Disabled natve
e Disabled native =
gemue Aceess VPN T - | _rl_l
ﬁ Site-to-Site VPN I~ Enable traffic between two or more interfaces which are configured with same security levels
s [V Enable two or more o
I Enable jumbo frame reservation
[, eviee wanagement

» Aoply Reset

Configure high availability for IPv6

High availability allows the firewall to continue operating in the event of a
failure. To ensure that failover works properly, for each interface configured

for IPv6 you must configure a high availability IPv6 address for the second-
ary Cisco ASA interface.

Step 1: Navigate to Configuration > Device Management > High
Availability > Failover > Interfaces. On the Interfaces tab, the interfaces
configured for IPv4 and IPv6 are displayed.

@ o

oy m@..;m‘ & vanitoring | [ sove Q¥ refiesh | Q) Bock () Fornerd| D e I c’lsc’o

Step 6: Repeat Step 3 through Step 5, selecting the dmz-web interface and

using the IPv6 address 2001:db8:a:1::1/64.

August 2012 Series

Device Management a & i Device > ility > Failover o
[y =
s et Toterfoces | G| A Adareses |

& g e ) Define interface standby IF addresses and monitoring status. Double-cick on a standby address or dick on a monitoring checkbox to edit it Press the Tab or Enter key after editing an address.
igh Avaiabiity
HA/Scalabilty Wizard
=

[ ioer Interface Name Name actve paddress | e NS sty e adcess | vontored
©-2:8 VPN Load Balanding . - . = . .
Logging GigabitEthernetd/0.300  inside ] 10.4.24.30 255.255.255.224 8} 10.4.24.29 2
Smart Cal-Home 1116 dmzweb 5 02168161 2553552550 3
1] Usersjana 5] 200ncbgrarti1 64
Certficate Management &l 123 d 8 192.168.23.1 4
s 15 outsde-16 | 172.16.130.124  255.255.255.0 2
o, peveesetp El o [—— |
7 outsde-17 B} 172.17.130.124  255.265.265.0 3
G Mersgenentfs BSment "
(3 Remote Access ven
G ste-toste ven
@

] oot
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Step 2: Select the IPv6 outside interface, outside-16 in this example, Step 2: In the Add Static Route dialog box, enter the values below, and then
click the empty Standby IP Address field, type the failover IPv6 address click OK.

2001:db8:a::2, and then press Enter. Interface—outside-16

[%_l--GigabitEﬁ"lErr‘lEﬁ]!S.lG outside-16 :L 172.16.132,124  255,255.255.0 :L 172.16.132.123 v

_ E 2001:db8:a::1 E 2001:db8:a::2

Network—any
Gateway IP—2001:db8:a::7206

Step 3: Select the IPv6 dmz-web interface, click the empty Standby IP

Add Static Rout X
Address field, type the failover IPv6 address 2001:db8:a:1::2, and then ]

r Enter. -
press knte Interface: M
E--GigabitEhernemfl.lllﬁ dmz-web :L 192,168.16.1 255,255,255.0 :L 192,168.16.2 |7

_ E 2001:db8:a:1::1 E!. 2001:db:a: 1::2 Metwork: IBFI}' _I

Gateway IP: |2001:db8:a::7206 | Distance: |1
Step 4: Atthe bottom of the window, click Apply. This saves the
configuration. Options
i+ None
Configure static routing for IPv6 i~ Tunneled (Default tunnel gateway for VPN traffic)
_ _ _ , . " Tracked
Next, on the Cisco ASA interface, configure static routing for IPv6 Internet
access. This setup uses a static default route to send IPv6 traffic to the ISP. Track 1D | Track IP Address: |
Step 1: Navigate to Configuration > Device Setup > Routing > Static SLa Il I Target Interface: IDM2 LI

Routes, select IPv6 only, and then click Add. The Add Static Route dialog

Maonitoring Options
box appears.

Enabling the tracked option starts a job for manitoring the
Lok o | = abaln state of the route, by pinging the track address provided.
@ Hnme‘()?:,} Cmﬁguranoﬂ‘ @ Mnnlmnngl B save @Refresh‘ o Back \_) Fory ald‘ ? He\p‘ l Lt LY L

Fle View Tools Wizards Window Help

cisco

Device Setup 3 7 lion > Device Setup > Routing > Static Routes

F4 Startup Wizard | Specify static routes, | DK I Canml | HElp
145 Fiter: ¢~ Both (~ IPvdonly (% IPv6only

iy = Netmaskf Metric/ Add
H éﬂnumlﬂaps Interface | 1P Address | Preh ot | Gatenay T | el | options

)42}, OSPF Edit
RIP

EIGRP Delete
Multicast

*..[9 Proxy ARPs
4 Device Name Password 4|

& Device Setup

% Frewal

Remote Access VPN
Site-to-Site VPN
@ P

E Device Management
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The static route table reflects the new values.

Fle View Tools Wizards Window Help Look For: | Go 'l ) 'l \

L} L} L}
1= ; Y roma
(@) ome 5%, Configuration D Moritoring | (i save Qb Refresh | ) Back () Forvard| B hei | l cisco
Device Setup a7 | G ion > Device Setup > Routing > Static Routes fal
Startup Wizard - Specfy statc routes.
Fitter:  Both ¢ IPvdonly  [Py&onii
e || o || BT Gateway P SEE | e b

Distance

OSPF

z 0 00 206 == Edit
RIP
EIGRP Delete
Multicast

*..[3 Proxy ARPs
4 Device Name/Password =

g% Device Setup

gﬂ Frewal

Remote Access VPN
Site-to-Site VPN
%=

E; Device Management

.~

Apply Reset

Step 3: Atthe bottom of the window, click Apply. This saves the
configuration.

Configuring Cisco ASA Interfaces to Permit Access to IPv6 Web
Servers

1. Add arule to permit HTTP/HTTPS traffic

Add a rule to permit HTTP/HTTPS traffic

When you perform this procedure to create a rule to permit HTTP and
HTTPS traffic to the IPv6-enabled web server, you create an object group
for the IPv6 network in the DMZ. Network objects make it easier to read the
firewall configuration and can help reduce errors; it is recommended that
you build network objects as you add firewall rules.

August 2012 Series

Step 1: Navigate to Configuration > Firewall > Access Rules, select IPv6
Only, select Global IPv6, and then click Add.

Fie Vien Tools Wizards Window Help Look For: [ Go

alvaln
@ rome | confgraton D wonitorng | (5] save (@ refesh | ) sack () Forva | D v | l cIsco
Firewall EER ion > Firewall > o
Gadd - e foses | 44| % B @ -] Qrnd | Eoagen (Jovert < gy cexiis B shonlog 7 PadetTrace
Q ServicePoey Rues [ [eomi] o = [ oeswason [ sevee [ ceon [ o [ oo Teme |
o ph s = 5% cinz-cvpn 1Pv6 (1 impicitincorning rule)
32 Fiter Rules
> & any L ne. > # Permi [Implicit rule: Per
£ Publc Servers T @ Joeeme] | | fmwictnd
28 LR Fiterng Servers =1 54 dmz-mai I°v6 (L impict incoming ruk)
7 Threat Detection i1 @ any @ Anyless seaure e == ip « Pemit Impiicit rule: Per
Identity Options = 5 dmz-management IPv6 (1 implicit incoming rule)
ﬂ"lﬁff 1 @ any @ Anylesssecure ne... e ip  Pemit Impiicit rule: Per
,@::L;c::m“"‘m""s = 5% dmz-web IPv6 (1 mpict incoming ruie)
1 @ any @ Anylesssecure ne... - ip  Permit Impiict rule: Per
= B inside Pv (1 implicit incoming rule)
1 @ any @ Anylesssecrene... 1 ip o Fermit Impiicit rule: Per

+ 3% management Pv (0 impiicitincoming rules)
| B® outside-16 TPV (0 implicit incoming rules)
. % outside-17 1Pv6 (0 implicit incoming rules)
= 5 Global 1Pv6 (1 implicit rule)
1 @ any @ any i @ Deny Impicit rule

g‘io Device Setup
£ Frenal

£ Remote Access ven d >

g Site-to-Ste VPN AccessRuleType (* PvdandIPV6 ( IPv4 Only (+ IPv6Only

@ dmz-dmvpp, lo
= =l

e ip

Permit
ﬂ Device Management. v

» aonly | Reset | Advanced

Step 2: In the Add IPv6 Access Rule dialog box, ensure that Interface is set
to Any, and then in the Destination text box, click the ellipsis button (...).

§% Add IPv6 Access Rule x|

Interface:

Action: {+ Permit  Deny

Source: Ian\,r

User: I

Destination Iany

L b

Service: Iip

Description:

¥ Enable Logging
Logging Level: IDefauIt vl

More Options

L

QK I Cancel | Help |

Step 3: In the Browse Destination dialog box, click Add, and then select
Network Object.
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Step 4: In the Add Network Object dialog box, enter the values listed below, Step 7: In the Browse Service dialog box, scroll down and double-click http
and then click OK. and https, and then click OK.
Name—dmz-web-net-v6

x
Type—Network
. e g oadd - [ Edit 'ﬂ Delete | @, Where Used
IP Address—2001:db8:a:1::
Preﬂx Leﬂgth—64 Filter:l Filter [Clear
Mame | Protocoll Source Ports IDesﬁnaﬁon...I ICMP Description I
. tcp default (1-6... 79 |
§% Add Network Object x| o demitpe |z =
----- tcp default (1-6... 20
Mame: Idmz—'.r-.'eb—net—uﬁ top default (1-6... 70
tep default (1-6... 1720
Type: INetwnrk LI tep default (1-6.., 101
_ tep default (1-6... 80
IP Address: IlDDl:de:a: 1 https tp
1 ident tep default (1-6... 113
Preﬁx Length: IEq'l [ ——— n Aafanlt F1_2 4142 LI
Selected Service
Description: I Service -> | Jtep/http, tep/https|
OK I Cancel
MAT ¥
0K I Cancel Help

Step 5: Double-click the network object that was just created, and then click
OK.

Step 6: Inthe Add IPv6 Access Rule dialog box, in the Service text box,
click the ellipsis button (...).
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Step 8: Verify that the Add IPv6 Access Rule dialog box resembles the
following illustration, and then click OK.

% Add IPv6 Access Rule x|

Interface:

Action: * Permit { Deny

Source: |an\,r

User: |

Destination |dmz -web-net-va

Service:  |tep/http, tep/https

Ld L] 1

Description:

¥ Enable Logging

Logging Level: IDefauIt - I

More Options

&

oK I Cancel | Help |

The rule that was just created will appear in the Global IPv6G rule table.

= 5% Global IPv5 (2 rules)
o |# any £ dm: -6 @ http # Permi ey
@ htips
‘2 @ any b Implicit rule

Step 9: At the bottom of the window, click Apply. This saves the
configuration.
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Configuring IPv6 on the DMZ Web Server

1. Configure IPv6 on a Windows 2008 Server

Configure IPv6 on a Windows 2008 Server

In this procedure, you configure the Cisco ASA network interface on a
Windows 2008 server to support IPvG.

Step 1: From the Windows Server 2008 GUI, click Start, right-click
Network, and then click Properties. The Network and Sharing Center opens.

Step 2: Click Change Adapter Settings.

@ Local Area Connection
= Unidentified network

,ﬁﬁf Intel(R) PRO/1000 MT Metwark Conn...

Step 3: Right-click the Ethernet interface, and then click Properties.
Step 4: If the Internet Protocol Version 6 (TCP/IPv6) check box is not
selected, select it, click OK, and then repeat Step 3.

If the Internet Protocol Version 6 (TCP/IPv6) check box is selected, pro-
ceed to the following step.

If you do not close and reopen the page the first time you enable
IPv6, you will get an error and be unable to provision an IPv6
address.

Deployment Details



Step 5: Click to highlight Internet Protocol Version 6 (TCP/IPv6), and then Step 6: In the Internet Protocol Version 6 (TCP/IPv6) Properties dialog box,

click Properties. select Use the following IPv6 address, enter the following values, and then
click OK.
K - IPyb Adchess—200 Tdbgiactss
Metworking | - Subnet Prefix Length—64

B e Default Gateway—2001:db8:a:1::1

[ el PO 1000 T NeorkCorrcton 2]
General |

You can get IPvE settings assigned automatically if your network supports this capability.

This connection uses the following tems: Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.
o&:Cliert for Microsoft Networks |
.@GDS Packet Scheduler " Obtain an IPv6 address automatically
JB| File and Printer Sharing for Microsoft Networks ¥ Use the following IPv6 address:
B8 Intemet Protocol Version & (TCP/1PwE) IPv6 address: I 2001:dba:a:1::5
<& |ntemet Protocol Version 4 [TCP/1Pv4) e ek e |_54
& i g . -
v |J.I'|k Layer Topology Dfscnver'_.r Mapper /0 Driver Defauilt gateway: [300 b s
<& link-Layer Topology Discovery Responder
" Obtain DK server address automatically

: : —{* Use the following DNS dd :
Install... [Trinztall Properties 5 fhe Tofowing HHEs server acdresses

Preferred DS server: I

— Description
TCP/IP version &. The latest version of the intemet protocol
that provides communication across diverse interconnected

networks. [~ validate settings upon exit el |
OK I Cancel |

Alternate DNS server: I

QK Cancel
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Step 7: On the Ethernet interface, click OK. The configuration is complete.

Step 8: Verify that the IPv6 configuration is correct by typing ipconfig in a
command-line window.

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix
IPu6 Address. . . . . . - :5
IPvb Address. . . . . . . 2001 :db8:a:1:2199:6cf8:93ch:6c3
Link-local IPv6 Address - feBB::2199:6cf8: h:bc3ixil
IPv4 Address. . . . . . . 192.168.16.111
Subnet Mask . . . . . . - 255.255.255.8
Default Gateway . . . . - fel8B::fabb:f2ff:febl 458711
28081 :dbB:az1::1
192.168.16.1

Tunnel adapter isatap.{3E?7D?95-2742-43D2-ACBA-FEED3B29FBEA2:

Media State . . .

P Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseuwdo—Interface:

Media State . . .

W e e mw o Media disconnected
Connection—specific DNS Suffix .

Users~Administrator>




Appendix A: Product List

Internet Edge

Functional Area

Product Description

Part Numbers

Software

Firewall

Cisco ASA 5545-X IPS Edition - security appliance

ASA5545-1PS-K9

Cisco ASA 5525-X IPS Edition - security appliance

ASABL25-IPS-K9

Cisco ASA 5515-X IPS Edition - security appliance

ASAB515-IPS-K9

Cisco ASA 5512-X IPS Edition - security appliance

ASA5512-IPS-K9

Cisco ASAGS512-X Security Plus license

ASABb12-SEC-PL

ASA 8.6(1)1, IPS 7.1(4) E4

Firewall Management

ASDM

6.6.114
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Appendix B:
CLI Configuration

Cisco ASA

interface GigabitEthernet0/1.1116

ipvé address 2001:db8:a:1::1/64 standby 2001:db8:a:l::2
ipv6 enable

!
interface GigabitEthernet0/3.16

ipve address 2001:db8:a::1/64 standby 2001:db8:a::2
ipv6 enable

!

object network dmz-web-net-v6

subnet 2001:db8:a:1::/64

!

object-group service DM INLINE TCP 1 tcp

port-object eqg www

port-object eqg https

I

ipv6 route outside ::/0 2001:db8:a::7206

ipv6 access-list global access ipv6 permit tcp any object dmz-
web-net-v6 object-group DM INLINE TCP 1
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Appendix C: Changes
| Notes _

This appendix summarizes the changes to this guide since the previous
Cisco SBA series.

- Updated IP addressing to align with current SBA release.
- Updated screen shots to show current ASA GUI.
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Feedback

Click here to provide feedback to Cisco SBA.
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