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Mediator Overview

This guide discusses network design considerations when deploying an energy management solution
consisting of Cisco Network Building Mediators onto a converged IP network infrastructure. More
specifically, the primary focus of this design guide is on enterprise network infrastructure design in order
to provide secure access to the management interface (often referred to as the north side) of the Mediator,
for managed service provider (MSP) partners and internal corporate facilities management personnel.

This guide does not discuss network design and connectivity of actual building systems devices
connected to what is often referred to as the south side interface of the Mediator; other than to
recommend isolation of this segment from the rest of the network infrastructure. The features and
functionality of the Mediator discussed within this document are primarily presented from the
perspective of how to support the underlying protocols, and not to provide an in-depth understanding of
the Mediator itself. This design guide discusses the deployment of the energy management solution both
with and without a separate virtual routing and forwarding (VRF) instance. The VRF method tested and
discussed in this document uses VRF-Lite with point-to-point GRE tunnels. This is considered scalable
for small to moderate-sized deployments. Future revisions of this design guide may discuss more
scalable VRF methods such as VRF-Lite end-to-end and VRFs with MPLS. Finally, this document does
not discuss interoperability of the Cisco Network Building Mediator with Cisco EnergyWise
technologies. Future revisions may address both designs for building systems devices (south side
designs) as well as integration with Cisco EnergyWise.

Problems of Traditional Building Systems

Traditional building systems consist of siloed networks built and maintained as individual systems, such
as lighting; heating, ventilating, and air conditioning (HVAC); metering; fire; uninterruptible power
supplies (UPS); video surveillance; physical access; and others. The duplication of networks for each of
these systems results in higher installation, commissioning, and maintenance costs. Many of the systems
that consume energy within buildings implement communication protocols and formats, limiting access
to important information and building functionality. Proprietary building automation systems and black
boxes provide access to only a subset of the energy consuming systems within a facility. The lack of
unification among all these disparate building systems and the lack of centralized monitoring and control
across global operations leads to inefficiencies and increased energy consumption.
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New Open Energy Management Systems

Cisco's Network Building Mediator is an open, any-to-any networked energy, facility, and sustainability
platform developed specifically to connect to the wide range of existing building systems and normalize
building system informational data. Since all points within the framework are identified by a unique
identifier (URI) and all information can be presented in common formats, such as HTML or XML-RPC,
the Mediator allows for a number of other parties to securely consume and manipulate this information.
These different parties might include both operations staff performing diagnostics and executives
examining customer reports via their browser. These benefits are also extended to value add service
providers that specialize in specific areas, such as building systems analytics, predictive maintenance,
or renewable energy solutions which rely solely on the Mediator as a systems aggregator to tenants
controlling their personal environment via their VoIP phone and other intelligent machines performing
automated operations. Once this data has been liberated by the Mediator and these disparate protocols
represented in a uniform IP-centric fashion, all of the information from these systems, which exist in
virtually every building in the world, can now be leveraged for the sole benefit of improving operations.
For example, using cloud services such as Automated Demand Response (ADR), this data can be
correlated across each system at a site, multiple systems at a site, and multiple sites over time.
Underperforming sites can be identified and adjusted, resulting in significant energy savings and cost
reductions. Through the use of controlled energy systems, it is also possible to participate in an ADR
and dynamic-pricing programs from utility companies, potentially gaining additional cost savings. The
Network Building Mediator will also provide critical energy usage and forecast information to Smart
Grid programs as they become available.

Cisco Network Building Mediator

Note

The Cisco Network Building Mediator is the centerpiece of the open sustainability and energy
management solution. It is a hardened network appliance connecting disparate building systems of
various communication protocols onto the IP network. Cisco routing platforms have connected
multiprotocol networks for years; now this functionality is extended to include building systems with the
Mediator. The Mediator is available in the two models shown in Table 1-1.

Table 1-1 Cisco Network Building Mediator Models

Building Control Protocol Licensing
Model Description Options
Cisco Network |Targeted for campus deployments, it Base, intermediate, and advanced
Building supports up to approximately 5,000 protocols
Mediator 4800 |points.
Cisco Network |Targeted for branch deployments, it Base and intermediate protocols
Building supports up to approximately 1,000

Mediator 2400 |points.

A point or datapoint is a generic term used to describe a single item of information in a building control
system. Examples of points include the temperature of a room, duct pressure of an air handling unit
(AHU), and chiller water flow rate.

Figure 1-1 shows a Cisco Network Building Mediator with the icon used in figures of this document.
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Figure 1-1 Cisco Network Building Mediator

Cisco Network Building Mediator
Graphical Icon
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Cisco Network Building Mediator

The Mediator aggregates and normalizes building systems data, making it available through an open
XML interface.

Network Design Implications

When designing a converged IP network infrastructure to support both traditional IT services (for
example, voice, video, and data applications) and energy management systems, the design engineer
should be particularly aware of the security implications. These security requirements must be balanced
against the business requirements of the energy management system itself, including its evolution over
time. The Cisco Network Building Mediator contains two 10/100 Base-T Ethernet ports, one of which
can be used for the management network segment, while the other can be used for the segment which
houses IP-based building systems devices. These interfaces are typically referred to as north-side for the
management interface and south-side for the building systems interface. In addition, the Mediator also
supports a variety of communications and I/O ports, including two RS-232 ports, four RS-485 ports, four
Dallas 1-Wire ports, four pulse counter inputs, and two solid-state single-pole relay outputs for
connecting to building systems devices. Figure 1-2 shows a closeup of the communication and I/O ports
of the Mediator.
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Figure 1-2 Close-up of Mediator Ports
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When the Mediator is integrated with critical energy and facility management systems, it is
recommended to improve security by isolating the 10/100 FastEthernet network segments connected to
the Mediator from the rest of the IP network infrastructure and tightly controlling access to these
network segments. The management network segment (for example, a north-side segment) should be
separated wherever possible from the network segment to which the building devices are connected (for
example, a south-side segment), especially when using IP-based energy management systems protocols
such as BACnet/IP, Modbus/TCP, etc. An example is shown in Figure 1-3.
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Figure 1-3 10/100 FastEthernet Connectivity Example on the Mediator
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Figure 1-3 shows an example of a Mediator connected to a number of floor, zone, or room controllers
by way of both traditional RS-232/RS-485 wiring and a dedicated Ethernet segment. The controllers are
in turn connected to the actual building energy management devices—meters, sub-meters, valves,
actuators, dampers, etc. The controllers on the Ethernet segment may be running open standards-based
protocols such as Bacnet/IP or Modbus/TCP. Although many of the open standards for IP-based energy
management systems protocols have security features such as encryption and authentication, actual
implementations by vendors may not offer these security features. Many offerings of IP-based energy
management systems protocols often use broadcast technologies, requiring the need for flat networks
and/or specialized broadcast servers. Therefore, isolating these network segments is considered prudent.

The Mediator can also interface with legacy management workstations, as shown in Figure 1-3. This
may be desirable in situations where application-specific controllers exist within the deployment. In
such cases the Mediator serves as a Web-based thin-client monitor solution, while application changes
are handled by the legacy management workstation. Alternatively, the programming for the
application-specific controllers may be duplicated within the Mediator and the legacy management
workstation removed.

Network isolation within the LAN infrastructure can be accomplished through several methods,
including separate physical switches dedicated to energy management systems. The preferred method is
to use separate logical VLAN segments provisioned off of a converged switch infrastructure. Using a
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converged switch infrastructure design has the advantage of lower overall hardware and reoccurring
maintenance costs. Access control to the energy management systems segments can be accomplished
through the following methods:

e Dedicated firewall appliances, such as the Cisco ASA 5500 Series.

e Firewall services integrated within a router or switch platform, such as the Context-Based Access
Control (CBAC) or Zone-Based Policy Firewall (ZBPF) features of Cisco ISR router platforms, or
the Firewall Services Module (FWSM) of the Cisco Catalyst 6500 Series switch platforms.

e Access-control lists (ACLs) within a Layer-3 switch or a router platform.
¢ Site-to-site or client-based IPSec VPN connectivity.

The deployment of path virtualization technology such as virtual routing and forwarding (VRF) can also
be used to isolate the energy management solution and limit access control to one or more strategic
locations within the IP network infrastructure. The application of the various access control methods
within different parts of the network infrastructure is discussed in detail within individual chapters of
this design guide. The following chapter discusses some of the information flows and network protocols
required on the energy management interface or north side of the Cisco Network Building Mediator for
operation over the IP network infrastructure.

Mediator Design Guide
[ 16 | |



	Mediator Overview
	Problems of Traditional Building Systems
	New Open Energy Management Systems
	Cisco Network Building Mediator
	Network Design Implications



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


