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TrustSec Phased Deployment Configuration
Guide

This document is designed to help focus and streamline Cisco TrustSec deployments. It includes the
following sections:

Phased Deployment Overview, page 3

Implementing Monitor Mode, page 11

Implementing Low Impact Mode, page 43

Implementing High Security Mode, page 91

Creating a Certificate for a Windows XP Browser, page 104
References, page 109

Phased Deployment Overview

This section includes the following topics:

Cisco TrustSec Overview, page 3

Cisco IOS Software Identity Enhancements, page 4

Cisco Discovery Protocol Enhancement for Second Port Disconnect, page 5
Cisco Secure Access Control System 5.x, page 5

Phased Implementation Strategy, page 6

Predeployment LAN Requirements, page 8

Cisco TrustSec Overview
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authentication, access control, and user policies to secure network connectivity and resources. Cisco
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Phased Deployment Overview

Having a secure TrustSec framework in place helps enterprises better manage employee mobility, reduce
network access expenses, and boost overall productivity while lowering operating costs.

The Cisco TrustSec solution provides the following benefits:

e Improves business capability without compromising security—Policies are associated with users
and not physical ports, which not only gives your users more mobility but also simplifies
administration for IT staff. Policy enforcement and dynamic provisioning ease management
functions and deliver greater scalability.

e Provides greater flexibility and mobility—Creating user or group profiles with policies that define
trust relationships between users and network resources helps easily authenticate, authorize, and
account for all wired and wireless network users.

¢ Increases efficiency and manage costs—Delivering secure network access to partners and vendors
though centralized policy-based administration decreases the time, complexity, and effort associated
with port security techniques at the media access control level.

¢ Increases visibility and enforces policy compliance—Tracking users and accounting for user
activities help safeguard your network.

Cisco IOS Software Identity Enhancements

This section describes Cisco IOS Software features that accommodate the deployment scenarios
described in this guide. It includes the following topics:

e [EEE 802.1X with Multiauth, page 4

e Flexible Authentication Sequencing, page 4

e IEEE 802.1X with Open Access, page 5

e [EEE 802.1X and MAB with Downloadable ACLs, page 5
e IEEE 802.1X and MAB with Downloadable VLAN, page 5

e Multidomain Authentication, page 5

|EEE 802.1X with Multiauth

Note

Multiple authentication allows more than one host to authenticate on an IEEE 802.1X-enabled switch
port. With multiauth, each host must authenticate individually before it can gain access to the network
resources.

When multiauth is enabled, your dynamic authorization options change. Because an Ethernet port can
be assigned to only one VLAN, you cannot have each authenticated session on a different VLAN.
Therefore, Cisco recommends that you consider using downloadable access control lists (dACLs) as
your authorization method. This is discussed later in this document.

Flexible Authentication Sequencing

Flexible authentication sequencing provides a flexible timeout and fallback mechanism among IEEE
802.1X, MAC authentication bypass (MAB), and web authentication methods. It also allows switch
administrators to control the sequence of the authentication methods. This simplifies the Cisco TrustSec
configuration by providing a single-set of configuration commands to handle different types of endpoints

r TrustSec Phased Deployment Configuration Guide



Phased Deployment Overview

connecting to the switch ports. In addition, flexible authentication sequencing allows users to configure
any authentication method on a standalone basis; that is, MAB can be configured without requiring IEEE
802.1X configuration.

|[EEE 802.1X with Open Access

This feature allows users to have limited network access, such as the Intel Preboot eXecution
Environment (PXE) boot server, before IEEE 802.1X authentication. The limited access is optionally
controlled by an access control list (ACL) or a virtual LAN (VLAN) that is defined by the switch
administrator and applied on the switch port.

|[EEE 802.1X and MAB with Downloadable ACLs

This feature allows per-user ACLs to be downloaded from the Cisco Access Control Server (ACS) as
policy enforcement after authentication using IEEE 802.1X, MAB, or web authentication.

[EEE 802.1X and MAB with Downloadable VLAN

This feature allows per-port VLAN to be downloaded from the Cisco ACS as policy enforcement after
authentication using IEEE 802.1X and MAB.

Multidomain Authentication

This feature allows an IP phone, either Cisco or non-Cisco, and a PC to authenticate on the same switch
port while it places them on appropriate voice and data VLANS.

For a full list of the new Cisco IOS Software enhancements and additional information, see the following
URLs:

e http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8802/ps6970/ps6017/ps9673/product_bulleti
n_c25-503086.html#wp9000607

e http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/dot1x.h
tml#wp1107452

Cisco Discovery Protocol Enhancement for Second Port
Disconnect

Cisco Discovery Protocol (CDP) is enhanced to add a new type-length-value (TLV) for the IP phone to
inform the switch in the event of the PC disconnecting from the IP phone. Upon receiving this
notification, the switch can clear the authenticated session security record for the PC. This enables end
users to move behind phones without validating security policies, and thus eliminating error disabling
of ports.

Cisco Secure Access Control System 5.x

Cisco Secure Access Control System 5.x (ACS 5.x) is the Cisco policy management system for
supporting comprehensive, identity-based access control and security. Cisco ACS 5.x is focused on
enhanced support for 802.1X. The following are the key enhancements for Cisco ACS 5.x:
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e Rules-based attribute-driven policy model

e Lightweight web GUI

¢ Centralized reporting, monitoring, and troubleshooting
e Linux-based system architecture

e Improved integration with identity and policy databases

e Available as physical appliance and virtual appliance for VMware

Phased Implementation Strategy

The depth and breadth of Cisco TrustSec accommodates a large number of use cases and deployment
scenarios. This section describes the following two aspects of the use cases discussed in this guide:

e Authentication and Authorization Modes, page 6

e Endpoint/User—Use Cases, page 7

Authentication and Authorization Modes

Cisco recommends a phased deployment model that can allow for limited impact on network access
while gradually introducing authentication and authorization on the wired network. The phases are as
follows:

e Monitor mode
e Low impact mode

e High security mode

Monitor Mode

Monitor mode allows for the deployment of the TrustSec authentication methods IEEE 802.1X, MAB,
and/or web authentication (WebAuth) without any effect to user or endpoint access to the network.
Monitor mode is basically like placing a security camera at the door to monitor and record port access
behavior.

With AAA RADIUS accounting enabled, you can log authentication attempts and gain visibility into
who and what is connecting to your network with an audit trail. You can discover the following:

¢ Which endpoints such as PCs, printers, cameras, and so on, are connecting to your network

e Where these endpoints connected

e  Whether they are 802.1X capable or not

e Whether they have valid credentials

¢ In the event of failed MAB attempts, whether the endpoints have known, valid MAC addresses

Monitor mode is enabled using 802.1X with the open access and multiauth mode Cisco IOS Software
features enabled, as follows:

sw(config-if) #authentication open
sw(config-if)#authentication host-mode multi-auth
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The open access feature transforms the normal behavior of blocking traffic on an 802.1X-enabled port
until authentication and authorization are successfully performed. The default behavior of 802.1X is still
to block all traffic accept Extensible Authentication Protocol over LAN (EAPoL). However, the open
access feature allows the customer/administrator the option of providing unrestricted access to all traffic,
even though authentication (802.1X, MAB, and/or WebAuth) is enabled.

All of this is accomplished with no impact to end users or network-attached hosts.

Low Impact Mode (also known as Selective Access Mode)

In this mode, you are able to incrementally increase the security by adding an ingress ACL to the
802.1X-enabled switchport that is configured in open mode. This ACL provides the ability to maintain
whatever basic connectivity is required for unauthenticated hosts while selectively providing
differentiated access for authenticated users.

An example of how this may be used is providing a host attached to a default port the ability to use
Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS), and perhaps get to the
Internet; all while blocking access to internal resources. When a device connected to that switchport
authenticates, a dACL is applied to permit all traffic.

High Security Mode

Another option for 802.1X-enabled switch ports is the strict use of the traditional closed mode in
conjunction with the use of dynamic VLAN assignment for differentiated access. This is the default
behavior of an 802.1X-enabled switch port.

This guide demonstrates how to configure these three identity-enabled modes, allowing you to determine
which mode works best for your environment.

Endpoint/User—Use Cases

Note

Most if not all customer environments have a mix of host and users types. These typically fall into the
following four primary categories:

e Managed Hosts/Assets
e Managed Users
¢ Unmanaged Host/Assets

¢ Unmanaged Users

Managed Hosts/Assets

The host device/asset is managed by the IT department and belongs to one of the following two classes
for the purpose of TrustSec:

e 802.1X capable—The device has a supplicant and can authenticate using 802.1X.

e Non-802.1X capable—The device does not have the ability to authenticate using 802.1X; that is,
there is no supplicant.

Because the devices are managed, the IT department has knowledge of the device and in most cases can
install and configure the prerequisite 802.1X supplicant software if it is available.

This guide uses Active Directory and the Cisco ACS internal database as the identity management (IdM)
systems for managed hosts.
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Managed Users

The end user has some affiliation with the company, either as an employee or subcontractor, and has been
provisioned with an identity (username/password, digital certificate, and so on) in the identity [dM
system of the company; typically, Microsoft Active Directory or Lightweight Directory Access Protocol
(LDAP). The Cisco TrustSec Policy Management Server (ACS) integrates with common IdM systems to
allow seamless authentication of user credentials.

Note  This guide uses Active Directory as the IdM system for managed user identities.

Unmanaged Host/Assets

Endpoints that belong to short-term guests or business partners such as consultants, contractors, and
customers. Because of legal or liability concerns, most IT departments cannot or are reluctant to install
client software such as 802.1X supplicants on these unmanaged host PCs.

Unmanaged Users

Users that are considered short-term guests or business partners such as consultants, contractors, and
customers, which are not or will not be provisioned into the traditional company IdM systems.

The key is to be able to accommodate all of the above endpoint/user use cases with a single switch port
configuration. This can be accomplished with Cisco IOS Software enhancements; specifically, flexible
authentication (FlexAuth) and flexible authentication sequencing. FlexAuth is used in conjunction with
a policy or procedure to register the PC MAC addresses of guests and contractors.

Predeployment LAN Requirements

This section includes the following topics:
e Assumptions and Prerequisites, page 8
e Pre-TrustSec Switchport Interface Configuration, page 9

e Verifying Network Infrastructure Before TrustSec is Deployed, page 11

Assumptions and Prerequisites

The following network services should be installed, configured, and ready for use:
e Microsoft Active Directory (AD)
e Certificate Authority (CA); this document assumes Microsoft CA
e DHCP
e DNS
For this configuration guide, the following have been preconfigured:
e AD domain demo.local
e AD users and passwords, as listed in Table 1

e Switch VLANs and DHCP scopes, as listed in Table 2.
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Table 1 AD Users and Passwords

Username Example Passwords Record Your Passwords Here
Administrator aPa$$word0

Userl uPa$$wordl

User2 uPa$$word2

Table 2 Switch VLANs and Scopes

VLAN NAME VLAN ID IP Description

Monitor Mode

DATA 210 10.200.10.x/24 All non-Voice

VOICE 211 10.200.11.x/24 Voice Only

High Security Mode (used later)

MACHINES 212 10.200.12.x/24 Managed Host/Assets
GUEST 213 10.200.13.x/24 Non-802.1X responsive Host
CONTRACTOR 214 10.200.14.x/24 Reserved for Contractors
AUTHFAIL 215 10.200.15.x/24 Failed 802.1X attempts

Figure 1 shows a diagram of the TrustSec components used in the Cisco testing lab.

Figure 1 TrustSec Lab Components
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Pre-TrustSec Switchport Interface Configuration

214188

The following is a typical switchport configuration before TrustSec implementation:
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Interface GigabitEthernet 2/1
switchport access vlan 210
switchport voice vlan 211
switchport mode access
spanning-tree portfast
spanning-tree bpduguard enable
ip verify source vlan dhcp-snooping
etc.

end

! Comments:
! Your configuration may vary. The main thing to note is that we are only using a DATA
! and VOICE VLAN initially and no TrustSec features are enabled.

The following global switch configuration needs to be applied to the switch to enable DHCP Snooping
on the port:

ip dhcp snooping vlan 210-215 <- your vlans may vary
no ip dhcp snooping information option
ip dhcp snooping

Verify that all hosts, except contractors and rogue APs, are online and working:
Cat6K#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
SEP001BD585391E Fas 2/16 161 HPM IP Phone Port 1
SEP0018BAC7BCEE Fas 2/12 175 HP IP Phone Port 1
SEP0018BAC7BCFA Fas 2/13 167 HP IP Phone Port 1
6506-1.identity.com Fas2/48 151 RS I WS-C6506 Gigl/43
O01DESEBESEF Fas 2/8 136 H CIVS-IPC- eth0
001DESEBF900 Fas 2/11 131 H CIVS-IPC- etho
Cat6k#show ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN
Interface

00:1B:D5:85:39:1E 10.200.11.202 613050 dhcp-snooping 211 FastEthernet2/16
00:18:F8:08:F8:38 10.200.10.203 450645 dhcp-snooping 210 FastEthernet2/13
00:18:F8:09:CF:C6 10.200.10.201 358850 dhcp-snooping 210 FastEthernet2/1
00:18:BA:C7:BC:FA 10.200.11.201 687677 dhcp-snooping 211 FastEthernet2/13
00:18:BA:C7:BC:EE 10.200.11.203 687690 dhcp-snooping 211 FastEthernet2/12
00:1D:E5:EB:F9:00 10.200.10.206 687692 dhcp-snooping 210 FastEthernet2/11
00:1D:E5:EB:F9:00 10.200.10.206 687692 dhcp-snooping 210 FastEthernet2/11
00:1D:E5:EB:E5:EF 10.200.10.204 687693 dhcp-snooping 210 FastEthernet2/8
00:21:86:58:DB:6B 10.200.10.205 444919 dhcp-snooping 210 FastEthernet2/12

Total number of bindings: 8
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Veritying Network Infrastructure Before TrustSec is Deployed

Verify the following before deploying TrustSec:
e DNS and DHCP are working
e Client machines have joined the AD domain
e The access switch can ping the Cisco ACS
e The Cisco ACS can ping the AD domain controller
e [P phones are working; check for dial tone
e All VLANSs are configured and routable on the network

e Devices such as IP cameras and printers are working; for example, browse to the IP camera
http://10.200.10.206

~

Note Do not enable TrustSec features such as 802.1X on the switch until you have configured your AAA
server, switch-to-AAA/RADIUS configurations, and so on.

Implementing Monitor Mode

This section describes the global configuration necessary to implement monitor mode. This section
includes the following topics:

e Monitor Mode Overview, page 11

e Installing Digital Certificates, page 12

¢ Adding a Certificate Authority, page 20
e Using Policy Elements, page 27

e Configuring the Access Switch, page 34
e Verifying Monitor Mode, page 36

Monitor Mode Overview

This section describes how to enable TrustSec authentication on the access switch ports and configure
the infrastructure to support authentication and accounting. Monitor mode does not disrupt any network
services for attached hosts, but enables you to account for and monitor network access attempts from the
hosts connecting to your network.

Note that configuration of 802.1X supplicants, or clients, is not a concern here because monitor mode
does not enforce authentication. However, if there are hosts with 802.1X enabled, you are able to detect
them via the RADIUS accounting logs.

TrustSec Phased Deployment Configuration Guide
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Installing Digital Certificates

To install digital certificates, complete the following steps.

Procedure

Step 1 Login to your newly installed Cisco Secure ACS 5.X (see Figure 2).

Unless otherwise configured, use the default username and password: acsadmin/default.

Figure 2 Cisco Secure ACS Login

Cisco Secure ACS

Version 5.2.0.26

Hostname: atw-acs02 (Primary)
Welcome to Cisco Secure ACS
For Authorized Use Only

214184

Step2  To create a digital certificate for ACS from your lab, trusted public, or enterprise certificate authority,
go to the Cisco Secure ACS System Administration > Configuration > Local Server Certificates >
Local Certificates, and select Add (see Figure 3).

Tip Best Practice Recommendation—Do not use self-signed certificates. Creating a digital certificate for
ACS that is signed by a trusted third-party or enterprise CA is highly recommended. It is the foundation
of trust for most browser-based (SSL) and EAP-based (RADIUS) protocols.

r TrustSec Phased Deployment Configuration Guide



Implementing Monitor Mode

Figure 3 Creating a Digital Certificate

% 4 My Workspace
» 1) Network Resources
» @ Users and Identity Stores
» S Policy Elements
» [ Access Policies
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214490

Step3  Check the Generate Certificate Signing Request and click Next (see Figure 4).
Figure 4 Selecting Generate Certificate Signing Request

o %enerate Certificate Signing Request

se this option to have the ACS server generate a cerificate signing request to present to your local Cerificate
Authority. Once you have generated the signing request, go fo the "Outstanding Signing Requests” list, select the
signing request, and export a copy of the signing request (save a copy on your client system). Once you receive a
certificate from your CA, you will use the "Bind CA Signed Certificate” option below to install it.

214192

Step4  In the Generate Certificate Signing Request screen (see Figure 5), do the following:

a. In the Certificate Subject text box, enter the fully qualified domain name of your ACS 5.0 server:
cn=acsS.demo.local.

b. In the Key Length text field, select 4096
c. Click Finish.
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Figure 5 Generate Certificate Signing Request

System Administration > Configuration > Local Server Certificates > Local Certificates > Create

' Select server certificate creation method Generate Certificate Signing Request

Step 2 -Generate Certificate Signing Request

# Certificate Subject: CN=acs5.demo.local
“ Key Length: 4096 |+)
2 Digest to Sign with: = SHA1 :]

3
A
Step5  To access the Certificate Signing Request (CSR), go to System Administration > Configuration >
Local Server Certificates > OQutstanding Signing Requests (see Figure 6).
Figure 6 Certificate Signing Request
System Administration > Configuration > Local Server Certificates > Outstanding Signing Reguests
 Certificate Signing Request Showing 1-10f1 | 50 4] pt
Filter: I+ Mateh if: o (Go) w
[ Name «  Certificate Subject Key Length Timestamp Friendly Name 3
(] Certificate Signing Request2  CN=acs5.demo.local 4096 08:40 27.06.2011 | g
Step 6

Select the CSR you created, click Export and then click Save (see Figure 7).
You will need to access this CSR from the CA in a later step.

Figure 7 Saving the Certificate Signing Request

File Download
1 Do you want to save this file?
=] Name: Certificate_Signing_Request1.pem
e

Type: Unknown File Type
From: acsS.idux.local

Save

O ‘While files from the Intemet can be useful, some files can potentially

harm your computer. If pou do not trust the source, do not save this
file. What's the risk?
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Step7  Open your enterprise or pilot/demo root CA server: http://ad.demo.local/certsrv.

The Welcome screen appears, as shown in Figure 8.
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Figure 8 Microsoft Certificate Services—Welcome Screen

Microsoft Certificate Services - mes-17

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending cettificate request
Download a CA certificate, certificate chain, or CRL

214196

Step8  Select Request a Certificate.

The Request a Certificate screen appears, as shown in Figure 9.

Figure 9 Request a Certificate Screen
Microsoft Certificate Senices -- mes-17

Request a Certificate

Select the certificate type:

User Certificate

Or, submit an advanced certificate request.

214197

Step9  Select advanced certificate request.

The Advanced Certificate Request screen appears, as shown in Figure 10.

Figure 10 Advanced Certificate Request Screen

Microsoft Cettificate Services - mes-17

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file

Request a certificate for a smart card on behalf of another user by using the smart card certificate enrollment station
Note: You must have an enrollment agent certificate to submit a request on behalf of another user.

214198

Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file, or submit a renewal
request by using a base-64-encoded PKCS#7 file (see Figure 11).
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Figure 11 Submitting a Certificate Request

Microsoft Certificate Services - mes-17

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved R

=
Base-64-encoded
certificate request
(CMC or
PKCS #10 or

PKCS #): -
‘ ,

Browse for a file to insert.

Certificate Templat.
| Adrninistrator ~|

Additional Attributes:

=
Attributes: -
J ;I—I k
Submit > I

214199

Step10  Open the CSR you created from ACS in the previous step in a text editor (see Figure 12).
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Figure 12 CSR Opened in a Text Editor

Bl Certificate_Signing_Request1.pem - WordPad
File Edit View Insert Format Help

Di=zlal sl sl

|——-——BEGIN CERTIFICATE REQUEST----- =
MIIExDCCAguCAQAWGIEYHEYGALUEAXMPYWNZNSSp ZHVALaxvY2FsNIICIjANBgky
hkiGOwOBAQEF AAOCAGSANIICCYKCAGEAXPIMLI/ Yhijuu/fN1s9viLLOQWhEI6 1m0
VZOTHF ixX6STGvBFMZTEX A4 I+rC7+LQOwt ZRXHFBSHLr BNt L 1HP=GOBUGPrpx+1L
F7RydTyns/hSCduxme 25 I904Wys6pgVYhEn4 MR/ ravnus+9Fu4 YL/ ywsS/ 2 PNOMOgy
4kSTrrwrwF 1W3 iHpe lZ3yXIgfHLZtRvE593rLegIR/ B+FVocuEt Ukt QxY¥sJ2ESzi
SHRYPxVynUmIyzCnoB8i72KSNJOIla/ /uQlpAQE0SPWiGt jTs/3ER/ 56ZalP0S8Fe
SxUplT3/KSZGtahrkevNT+UYTiZmallC/ 2kur A7cUvZ284an8 1uRnLhTFHr 63 AHmd+
rruk/DgOOGIGVPiLLEZEhpiLpAyW+veUY/ /aDhBUSQZ F nXSO0HIKxxWyRJX2sED3
£6bQGh3bK7zHOwvhNvHHOEP/ h3nASNK1o6PJéyvhwdaZmB3BP/ 57Thpids/ KCpviy
DMhSUVEUF6yN720pGlEik/LEALSevIAle7grUBY j+DGeVyRvIX7gqrFSDeyFIzJ 1T
YAgiON3xHEOFwCCF6VPnZSTTAMQCi9PoFey1VW599XoMB7unSLvr 6vbDYSI+ELYTU
lzRAGEQGLIistinOmnhvulT3glk+yrvZ 6HsP1ArSkosOEcSNge 12 y7+gqg3tCOan
av/rVzB5q08CAWE AAaB 1 NGNGCSgGS Ih3DQEJD JFWHF QuCuwYDVROPBAQD AgKsMEBOG
A1U0dDgQUBETa0aPulnt LD TIVv++VYB1Qr9gHC TATBgNVHSUEDD AKBggr BQEFEQcD
ATARBglghkgBhvhCAQEEBAMNCEKAWDQYJKoZIhvecNAQEFBQADGIBALAt3VJ iRV gy
ubvOLRFFApgFbJal6LERnFU6pcRENUGrZ28ZsV3acoGKWI9fdanhsYgqLHSukKn4ZsyG
TPhdFJb4HEOr 18nTrxme,/ 8y 1xSFIjySLNc2 IOvL3 #ThT4VVidinwl1h8J3zgHLZb
ColfJ+ccQZfyNFzomCiNlciwIS+br1GThaJLjwdK1768kUCipgSoP4HI9q0iMK1Sk
18PZ488nvhrLiHwel8FsZR7r+1lmyGFsJP4818yWi jdFOwGhT3 HaKbhCEL1+81043J
a73cp/LimTmd QkuVimQe XF8gUEaX0Qx idZGUOFT9aB1Q0yv1nIdGoJRs+Ngge Y4B Er
igNofyySZH1I1XT4YINVAFFG4AVLS 69cmSE98+wgAZ rFhDeh+sy3SECLNA dueWQs
DKP44ZU15dPVyHEWNSUISZhgDO4rMQHp IiywLkjLCE8M10Edge6G4Cib/ mCLeOCe/
sM5f++BR2 101 zg8EJCJEMBFURYi8mAAZ /DrecUCvS2KqFKsik1Q8r / WW9PDwas2o
Rj0O3ZcL1i0ODLuXPordCXBeQYulBFGGQNEpzKEKeLKIDIZ3n/vOQGOGuISnShQtrt
i8t540CnChvsbhigsGL7enZ G4 UHKEMTE620dCs 3/ YdXJpuhE2 2 paREYewW+1I9¢E
8qe3 JXDNSB3/K4wSvAaXErPbxnkSAHGL

————— END CERTIFICATE REQUEST----- ;I 2

For Help, press F1 ﬁﬁl"T i %

Step11  Ensure that word wrap is not enabled and select all of the text.

Step12 Paste the selected text into the CA window and click Submit (see Figure 13).
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Figure 13 Submitting a Certificate Request (2)

Microsoft Certificate Sewvices -- mcs-17

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved R

SMS£++BR2 Lo 1zgSEJCIENBFURY18mALZ / DERCCY o)
Base-b4-encoded |R3032¢L11i0DLuXPordCXBeQYulBFGGONED ZKEKCL
certificate request |18t 540CnCDvshigsGL7en2 G4 UHKENTX620dCs 3/

(CMC or Sce3 JXDNSE3 /K4wSyAaXEr Phxnk9AHGL

PKCS#0or  |----- END CERTIFICATE REQUEST-----

PKCS #7): -
« | »

Browse for a file to insed.

Certificate T

B
Attributes: v
4 »

214201

N

Step13 Download your certificate on your local computer in DER format for importing into ACS; for example,
ca-cert-DER.cer (see Figure 14).

Make a note of the filename and directory in which you saved it.

Figure 14 Certificate Issued

Microsoft Certificate Services -- mcs-17

Certificate Issued

The certificate you requested was issued to you

@« DER encoded or ¢ Base 64 encoded

Download certificate
=== Download certificate chain

214202

Step14  To install the new certificate in the Cisco ACS 5.0 interface, go to System Administration >
Configuration > Local Server Certificates > Local Certificates and select Add (see Figure 15).
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Figure 15 Adding a New Certificate

5 3 MyWorkspace

» 1) Network Resources

» & Users and Identity Stores
» S Policy Elements

» [5 Access Policies

—)

214204

214202

Step15 Select the Bind CA Signed Certificate option and click Next (see Figure 16.)
Figure 16 Bind CA Signed Certificate Screen

(" Bind CA Signed Cerlificate

After using the previous option to generate a cerificate signing request, this option is used to bindfinstall the
cerificate received from your CA. ACS will automatically match the certificate with the appropriate outstanding
signing request.

214208

Step16  Browse, locate, and select the file you created earlier, and make sure to check both the EAP and
Management Interface checkboxes (see Figure 17).
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Figure 17 Step 2 - Bind CA Signed Certificate Screen

System Administration = Configuration = Local Server Cedificates » Local Ceddificates = Create

- v STE’Cl server certificate creation method Bind CA Signed Certificate |

Step 2 -Bind CA Signed Certificate

|»

ile: |C,’lDocumer|ts and Settings\AdministratoniDeskiop!  Browse... |

Override Policy

A certificate being imported may be determined to already existin ACS when it has either the same Subject or Issuer
and serial number as an existing certificate. In such a case, selection of the "Replace Cerificate” option will allow the |
certificate contents to be replaced while retaining the existing protocol selections for the cerificate. oy

M Pecicee Al cie

214206

Step17 Click Finish.

You should now see the new digital certificate successfully installed (see Figure 18), and you may delete
the old self-signed certificate.

Figure 18 New Digital Certificate Installed

[~ Friendly Hame Issued To Issued By valid From Valid To (Expiration) Protacol

ACSS5-2 ACS5-2 ACS5-2 04:59 06.10.2008 04:59 06.10.2009 /A

[T  acsS.dux.ocal acsS.dux.ocal mes-17 01:14 15.11.2008 01:14 15.11.2010 EAP: Used for EAP protocols that use SSL/TLS tunneling HTTPS

214207

This completes the ACS certificate enrollment section.

Adding a Certificate Authority

To add a certificate authority, complete the following steps.

Procedure

Step1  Go to User and Identity Stores > External Identity Stores > Certificate Authorities and click Add.

Step2  In the Certificate File to Import screen, click Browse and select the .cer file of the root CA created
previously.

Step3  Click Open and ensure that the Trust for Client with EAP-TLS checkbox is checked (see Figure 19).
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Figure 19 Adding a Certificate Authority

Users and Identity Stores: Certificate Authorities > Create

 Certificate File To Import

Add (Import) a new Trusted CA (Certificate Authority) Certificate,
* Certificate File: IC:\Dncurnents and Settings\Administrator\Desktophidu { Brows
Trust for client with EAP-TLS: W

Description: |

* Required fields

214208

Step4  Click Submit and the new CA will be displayed in the Trust Certifcate List (Figure 20).

Figure 20 Trust Certificate List

Users and Identity Stores: Certificate Authorities

Trust Certificate list Items 1-1 of 1 | Rows per page: |~ Gt
Filter: I vl Match if: I -I Go| ¥
r Friendly Name Expiration Issued To Issued By Description | &
1 [}
r mes-17 07:32 11.04.2013 mcs-17 mcs-17 L‘. b5
[a]

Configuring Network Access Devices

To create an RADIUS entry for your access switch, complete the following steps.

Procedure

Step1  Go to Network Resources > Network Devices and AAA Clients.

Step2  Create an entry for RADIUS for your access switch (see Figure 21) by doing the following:
a. Provide a name and IP address that corresponds to your access switch.
b. Check the RADIUS box.

c. Provide a shared secret; this exercise uses ciscol23.
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Figure 21 Creating a RADIUS Entry for the Access Switch

Network Resources: Network Devices and AAA Clients > Create

* Name: |catek

Description: |Access Switch Running [0S 12.2(33)SXI

Network Device Groups

[Location [all Locations Select I
|Device Type |All Device Types Select I
IP Address Authentication Options

& Single IP Address " IP Range(s) v TACACS+ T

*1p: [10.200.1.155 Shared Secret; |

I™ single Connect Device

& Legacy TACACS+ Single Connect Support
© TACACS+ Draft Cornpliant Single Connect Support
» RADIUS 12

*Shared Secret: |cisco123

¥ TrustSec [

214210

*Required fields

Connecting to the Active Directory Domain

To connect to the Active Directory domain, complete the following steps.

Procedure

Step1  Go to Users and Identity Stores > External Identity Stores > Active Directory, and do the following:
a. Enter the appropriate domain name; for example, demo.local.

b. Provide a username and password that allow you to connect to the domain; for example,
administrator/yourpassword.

Step2  Click on the Test Connection button to validate joining the domain.

e If you get an error similar to the one shown in Figure 22, your clocks are not synchronized. In this
case, go to the “Setting the Clock for the New Cisco ACS 5.x Appliance” section on page 23.

Figure 22 Connection Failed Message

i Microsoft Internet Explorer
|
'j Connection to idux.local failed.
-
Further information on status:
- Clock Skew error.

214213

e If you were successful, select Save Changes and move to the “Creating Identity Groups and Identity
Store Sequences” section on page 25.
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Clock synchronization is extremely important to Active Directory operations. Always use NTP where
possible.

Setting the Clock for the New Cisco ACS 5.x Appliance

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

To set the clock on a new Cisco ACS 5.x appliance, complete the following steps.

Procedure

Access the command-line interface on the ACS appliance and enter the administratively defined login
credentials; for example, admin/password (see Figure 23).

S

Note  You configured the password in the setup process of the ACS appliance.

Figure 23 Login Screen

ACS5-2 login: _

214213

Determine the correct value for your timezone by typing the following command at the base prompt (not
in global configuration mode) to display the available options.

ACS5-2/admin# show timezone

Access global configuration mode by typing conf t.
Type the clock timezone value (for example, US/Pacific) and press the Enter key.
Use the following command to set your timezone:

ACS5-2/admin(config)# clock timezone <YOURTIMEZONE>

At the Do you want to restart now? prompt, type y.
Do one of the following:

a. To set the NTP server, from global configuration mode use the ntp server <server> command, as in
the following example:

ACS5-2/admin (config)# ntp server time.cisco.com

b. To set the time, use the clock set <month day time year> command, as in the following example:

ACS5-2/admin# clock set Jun 24 14:27:00 2011
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Your ACS appliance should now have the same timezone, time, and date as your Active Directory
domain controller.

Step8  Go back into the Cisco ACS web interface and finish your Active Directory setup.

If you had to adjust the timezone, date, and time, go back to the previous step and set up your Active
Directory as an external identity store. When you are complete, you should now be able to establish a
connection with the active directory, as shown in Figure 24.

Figure 24 Successful Connection to the Active Directory

Users and Identity Stores: External Identity Stores > Active Directory

General
- Connection Details

* Active Directory Domain Name: |idux.local

Please specify the credentials used to join this machine to the Active Directory Domain:

*Username: [administrator
*Password: [senssses
Microsoft Internet Explorer Eq
You may use the Test ¢ correct and Active Directory Domain is reachable.

! : Connection to idux.local succeeded.

1| Click on 'Save Change:

and save this configuration. Once you have successfully
connected to the Doma

Directory Attributes to be available for use in policy rules,

End User Authentication Settings
¥ Enable password change
¥ Enable machine authentication
" Enable Machine Access Restrictions %
* pging time (hours): ]U_

Connectivity Status
{ Joined to Domain: Connectivity Status:

214214
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Creating Identity Groups and Identity Store Sequences

This section includes the following topics:
e Creating Identity Groups, page 25
¢ C(Creating Identity Store Sequences, page 26

Creating Identity Groups

To create identity groups, complete the following steps.

Procedure

Implementing Monitor Mode

Step1  Go to Users and Identity Stores > Identity Groups and select Create.

Step2  Type in the name and description information and click Submit (see Figure

25).

Figure 25 Creating Identity Groups

» 3 My Workspace Users and Identity Stores > Identity Groups > Create

» ) Network Resources E ——

Users and Iden 7 Name: IP Phones
dentity Groups Description:  corporate Managed IP Phones

+ Intemal Identity Stores N « Paent [ (‘Select )
‘u-l'!dujiinlh‘.‘.'\i“‘ b [ ooups }\___/

## = Required fields

Users and Identity Stores > Identity Groups

Identity Groups

Sy —~ J
214216 B Sl

Filter: [ r%} Match if: [ ~=3 Go) w

() Name s Description

(0 v All Groups Identity Group Root

O IPPhones  Corporate Managed IP Phones
ﬁ

MACHINES Corporate Managed Machines (Printers, Cameras, etc.)

Step3  Repeat for the next group.

214217

Note
added in the next phase. which is low impact mode.

It is not necessary to create any internal identity stores as a host for MAB in monitor mode. These are
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Creating Identity Store Sequences

The identity store sequence allows you to add multiple identity stores to an access service. It attempts
each identity store in the sequence, which is extremely flexible. This allows having users such as IP
phones, temporary users, admin users, and so on, to be internally defined in ACS without having to add
them to the corporate Active Directory or other external LDAP database.

To create identity store sequences, complete the follow steps.

Procedure

Step1  Go to User and Identity Stores > Identity Store Sequences and select Create.
Step2  In the window shown in Figure 26, do the following:

a. Type the name 802.1X-TrustSec.

b. Type a description and select Internal Users and AD1.

c. Click Submit.

This is used later in the 802.1X access service.

Figure 26 Creating Identity Store Sequences

Users and Identity Stores > Identity Store Sequences > Create

General
2t Name: 802.1X-TrustSec

Description:

Authentication Method List
(] Certificate Based

¥ Password Based
Authentication and Attribute Retrieval Search List
A set of identity stores that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Hosts Internal Users
NAC Profiler _ |AD1

o
R T e T T T

©
N B P b mimmadl NS PO O et By

r TrustSec Phased Deployment Configuration Guide



Implementing Monitor Mode

Using Policy Elements

This section describes the configuration of policy elements. It includes the following topics:
e Creating Access Policies, page 27
¢ Defining Identity Sources and Authorization Profiles, page 29
¢ Creating Service Selection Rules, page 31

~

Note  You do not need to create any authorization profiles for monitor mode because the port allows all traffic
to flow, regardless of whether the endpoint successfully authenticates or not. You are only monitoring in
this mode.

Creating Access Policies
For this guide, two new access services are created: one for 802.1X, and one for MAC Authentication
Bypass (MAB).
Complete the following steps.

Procedure

Step 1 Go to Access Policies > Access Services and select Create.
Step2  In the window shown in Figure 27, do the following:

a. For the Name, type 802.1X.

b. For the Description, type IEEE 802.1X.

c. Select User Selected Policy Structure.

d. Click Next.

Figure 27 Creating Access Services—Step 1

» i My Workspace Access Policies > Access Services > Create

» ;) Network Resources
» @b Users and Identity Stores

General

- Polcy Elements Step 1 - General
25
v General

2] Service Selection Rules  Name:  802.1X

» © Default Device Admin

» O Default Network Access
» TrustSec Access Control
» g Monitoring and Reports () Based on service template Select
» & System Administration O Based on existing service Select
{2 User Selected Service Type |_Network Access B

User Selected Service Type
Policy Structure

™ Identity
() Group Mapping
™ Authorization

Description: |EEE 802.1X
Access Service Policy Structure

e et T P UL WP

e
—
Back Next 2

WALt PP ELEAL AL BTN e P 0 . el P o M A ot &‘-J &
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Step3  Select all of the check boxes shown in Figure 28 and click Finish.

Figure 28 Creating Access Services—Step 2

Access Policies > Access Services > Create ~ ™ Allow EAP-FAST
EAP-FAST Inner Methods
+ General  Allowed Protocols 4 Allow EAP-MS-CHAPv2
™ Allow Password Change  Retries: 1
Step 2 - Allowed Protocols S ER I
™ Allow Password Change  Retries: 1
- ™ Allow TLS-Renegotiation
[ Process Host Lookup
Authentication Protocols

» [ Aliow PAP/ASCII

® usePACs O Don't Use PACs

Proactive PAC update will occur after 10 % of PAC Time To Live has expired
™ Allow Anonymous In-Band PAC Provisioning
™ Allow icated In-Band PAC F ]
) Server Returns Access Accept After Authenticated Provisioning
™ Allow Machine Authentication
Machine PAC Time To Live: 1 Weeks %)
() Enable Stateless Session Resume
Authorization PAC Time To Live: |1 Hours

» [ Allow CHAP

» [ Allow MS-CHAPv1
» [ Allow MS-CHAPv2

> # Aliow EAP-MDS | (1 Preferred EAP protocol | LEAP

¢
;’
Tumnel PACTme ToLive: 90 | (Days  [% {
|

214221

» ¥ Allow EAP-TLS PP P ot b B o b i o gplnn ’

» [ Allow LEAP

~ ¥ Allow PEAP
PEAP Inner Methods
™ Allow EAP-MS-CHAPv2
™ Allow Password Change  Retries: 1

™ Allow EAP-GTC

214220

 Allow Password Change  Retries: 1
o e Y W N N T

e W PR P N S . PP e

Note Decline any messages requesting you create matching Service Selection Rules. This is done in a later
step.

Step4  Select Access Policies > Access Services again.

Repeat the process above to create a new access service for MAB. The MAB service allows you to
recognize network access requests, glean the MAC addresses, and record them in the AAA accounting
logs. This helps you monitor and determine what devices, via their MAC addresses, are connecting to
the network and where.

Step5  Select Create.
Step6  In the window shown in Figure 29, do the following:
a. For the name, type MAB.
b. For the description, type MAC-Auth Bypass.
c. Select User Selected Service Type.
d. Accept the defaults and click Next.
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Figure 29 Creating an Access Service for MAB—Step 1
Access Policies > Access Services > Create
General

Step 1 - General

General
& Name: MAB

Description: MAC-Auth Bypass
Access Service Policy Structure

() Based on service template Select
() Based on existing service Select

@ User Selected Service Type | Network Access 4]

User Selected Service Type
Policy Structure

# Identity
] Group Mapping
™ Authorization

e s, T S R N

214222

Ml st et bt s T e irtn bt st g,

Step7  For MAB, select only Process Host Lookup and Allow PAP/ASCII (see Figure 30).

Figure 30 Creating an Access Service for MAB—Step 2

Access Policies > Access Services > Create

v General Allowed Protocols
Step 2 - Allowed Protocols

™ Process Host Lookup
Authentication Protocols

» ™ Allow PAP/ASCII |
el e el bl i . sl TIPS i W el AN o

F L WP T W e L
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Y

Step8  Click Finish.

S

Note Decline any messages requesting you create matching Service Selection Rules. This is done in a later
step.

Defining Identity Sources and Authorization Profiles

After creating the 802.1X and MAB Access Services, define their respective identity sources and
authorization profiles by completing the following steps.

Procedure

Step 1 From within Access Policies > Access Services, select the previously created 802.1X access service.

Step2  Use the drop-down arrow to select Identity to set up the Identity Source.

TrustSec Phased Deployment Configuration Guide
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Step3  For 802.1X, specify 802.1X-TrustSec (see Figure 31).

This is the Identity Store Sequence you created previously, which contains both Active Directory and the
internal database.

Figure 31 Setting up the Identity Source

#,. Access Policles

W

214224

Step4  Accept the defaults and click Save Changes.
Step5  Select Authorization under the 802.1X Access Service.

Step6  In the window shown in Figure 32, for Monitor Mode, accept the Default Policy Rule for both 802.1X
and MAB Access Services, which is Permit Access.

Figure 32 Authorization

"+)Matchi:(Equals ][ (Enabled ) (ClearFilter ) (Go) v

‘Conditions Results
Compound Condition Authorization Profiles  Security Group

(] Staus Name

214225
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Creating Service Selection Rules

In this section, you create two service selection rules: one for 802.1X and a second for MAB. Service
selection is a means for Cisco ACS to identify an access service request and associate it with the proper
administratively defined access service such as 802.1X, MAB, TACACS+, and so on. This allows for the
specialized handling of different types of service requests, as listed in Table 3.

Table 3 Service Selection Rules

Service Compound Expression

Selection Rule

Name Dictionary Attribute Operator Value Result Service
Match-802.1X RADIUS-IETF |Service-Type |Match Framed 802.1X
Match-MAB RADIUS-IETF |Service-Type |Match Call-Check |MAB

Complete the following steps.

Procedure

Step 1 Go to Access Policies > Service Selection Rules.

Step2  Select the Customize button from the lower right corner and make sure Compound Condition is
selected (see Figure 33).

Figure 33 Customize Conditions Screen

Customize Conditions

Available: Selected:

ACS Host Name Protocol

Device Filter Compound Cendition
Device IP Address

Device Port Filter

3
End Station Filter
NDG:Device Type

NDG:Location (>>)
Time And Date S
UseCase

214226

(9K ) ( Cancel ) - ;

Step3  Click OK.
Step4  Select Create.
Step5  In the windows shown in Figure 34, do the following:
a. For the Name, type Match-802.1X.
b. Select the Protocol checkbox.
c. Select RADIUS.
d. Select the Compound Conditions checkbox.
e. Select RADIUS-IETF from the dictionary drop-down box.

f. Click the Select button to select Service-Type for the Attribute.
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g. Click OK.

Figure 34 Creating the Service Selection Rule (1)

| RADIUS Dictionary. Showing 1-25.0125 | 50_1+] per page ( Go )y
@y Fiter: %) Maten it ® (Go) v
Name: 'Match-802.1X Status: ( Enavled  1%) © R N — = T
U Logemrnos - 1P eSS euin e J ~
The Customize button in the lower right area of the policy rules screen controls which O Login-LAT-Group 36 String BOTH false
policy conditions and results are available here for use in policy rules. O  Login-LAT-Node 35 String BOTH false
O LoginLAT-Port 6 string BOTH faise
Conditions O LognlATSenice 34 st BOTH faise
( -ogl ing fal
Protocol: match %) Radi (Select )
@ = - O NAS-identifier 32 String INBOUND faise
B Compotid Concon: (O NAS-IP-Address 4 IPv4 Address INBOUND faise
Condition:
3 Attribute: O  NAs-Port 5 Unsigned Integer 322  INBOUND false
(RADUSTETF T2l seiceType O NasPortia 87 String INBOUND. =
jalue: O NAS-PortType 61 Enumeration INBOUND faise.
(match ] O PortLimit 62 Unsigned Integer 32 BOTH faise.
Current Condition Set: 1 Service-T 6 o B a
Add V' Edth ) (Replace V. () €% BOTH ,
O User-Name 1 string INBOUND faise
Page '—1 of 1
And > ~ ]
(oK) Cancer) (hep A 9
=) § ———t sl o A B i B bl s BT
PRSPV L TN N DU R e T W &

Step6  From the Operator drop-down menu, Select match and Select Framed for the value (see Figure 35).

Figure 35 Creating the Service Selection Rule (2)

Showing 117 of 17 p-rpqo@
General Enum Name [}
Name: Match-802.1X Status: |_Enal ®e O Logn 1
The Customize button in the lower right area of the policy rules screen controls which O  Caliback Login 3
policy conditions and results are available here for use in policy rules. ) O Callback Framed 4
Conditions © Cixm 5
# Protocol: match 7+ Radius ( () (LD S
P 7
& Compound Condition: O NASPromet
Condition: O Authenticate Only 8
Dictionary: Attribute: () Calback NAS Prompt 9
[ RADIUS-IETF %) service-Type O CallCheck 10
g Value: () Callback Administrative 11
Framed .’ O Voice 12
¢ [ 13
atA ) (ReplaceV J © 11 Modem Relay, " \
O IAPPRegister 15
) Page 101
== H 4
L B e TUPRV S g o PP VSOV I g
A VA S S DR o

Step7  In the window shown in Figure 36, do the following:
a. Select Add V.
b. In the Service drop-down menu under Results, select 802.1X.

c. Click OK.
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Figure 36 Creating the Service Selection Rule (3)
General
Name: Match-802.1X Status: | Enabled '+ O
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
# Protocol: maich 1+ Radius ("Select )
# Compound Condition:
Condition:
Dictionary: Attribute:
= . "
RADIUS-IETF %) senvice-Type Select )
Operator: Value:
= e
maich v Select )
Current Condition Set:
( addv )( Edtn ) (ReplaceV
RADIUS-IETF:Service-Type match Framed -
& =)
And > 1
Or> ~) I
4
v
Delete )( Preview )
Results
lservice: | 802.1X )
(oK )( Cancel )

"*-MMM‘J “"“"‘""“J"“
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You now see the newly created service selection rule Match-802.1X.

Select Save Changes to save the changes.

To create the MAB service selection rule, select Create.

In the window shown in Figure 37, do the following:

a
b.

C.

Give this rule the name of Match-MAB.
Select the RADIUS protocol.

In the Compound Condition section, select RADIUS-IETF from the Dictionary drop-down menu.

Click the Select button to select Service-Type for the Attribute value.

Click OK.

Select match from the Operator drop-down menu.

For the value, click the Select button and select Call-Check and then OK.

Select Add V.

From the Service drop-down menu in the Results section, select MAB.

Click OK and then Save Changes.
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Figure 37

Creating the MAB Service Selection Rule

General

Name: Match-MAB Status: | Enabled -:3 o]

@ The Customize button in the lower right area of the policy rules screen controls which

policy conditions and results are available here for use in policy rules.
Conditions
# Protocol: [ match 14 Radius
# Compound Condition:
Condition:
Dictionary: Attribute:
( RADIUS-IETF %) service-Type (select )
Operator: Value:
| match E Select

Current Condition Set:

~

-‘: Add V }( EditA ) [ ReplaceV

e, AN ANt B At Bt AR nte A A TR A
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RADIUS-IETF:Service-Type match Call Check -
And> ~
)
( Delete )( Pra\.riemmr]I
Results
Service: | MAB )
NGttt A P TP AR em i

Configuring the Access Switch

This section desc

ribes the configuration of the access switch. It includes the following topics:

e Configuring Global Identity Settings, page 34

e Configuring

Monitor Mode on the Switch Port, page 35

Configuring Global Identity Settings

Configure the global identity commands on the switch to enable TrustSec by using the following

commands as a g

o AAA setting

uide:

S:

! Enable AAA
aaa new-model

r TrustSec Phased Deployment Configuration Guide



Implementing Monitor Mode

! Create an 802.1X port-based authentication method list
aaa authentication dotlx default group radius

! Required for VLAN/JACL assignment
aaa authorization network default group radius

! Enables 802.1X Accounting and MAB
aaa accounting dotlx default start-stop group radius

e RADIUS settings:

! Define the Radius Server and establish the ports to use.
! The test keyword will proactively check that the RADIUS server (ACS 5) is still
responding.

radius-server host [ACS_Server_IP_Address] auth-port 1645 acct-port 1646 test username
test-radius

! Define the Shared-Secret to be used between ACS & the Switch.
! This must match what was entered in ACS.

radius-server key [user-defined-shared-key]

! ensure your RADIUS traffic is always sourced from the ip address entered in the
RADIUS server.
ip radius source-interface [interface_name]

! create the user in Global Config for the RADIUS server Test.
username test-radius password 0 ciscol23

¢ Globally enable 802.1X authentication:

dotlx system-auth-control

There are additional features to consider before going into production, such as Inaccessible
Authentication Bypass, also known as Critical Auth. For instructions on Inaccessible Authentication
Bypass, as well as other identity features, see the following URL:
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/dot1x.ht
ml#wp1054805

Configuring Monitor Mode on the Switch Port

To configure monitor mode on the switch, add the following TrustSec settings to the access ports:

! Enter the range of interfaces to apply the port configuration to
interface range g2/1-16

! Enable pre-authentication open access (non-restricted)
authentication open

! Enable port-based Authentication on the Interface
authentication port-control auto

! Enable 802.1X Authentication on the Interface
dotlx pae authenticator

! Enable MAC-Auth Bypass on the Interface
mab

! Enable multiauth Mode
authentication host-mode multi-auth

TrustSec Phased Deployment Configuration Guide
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Note

! multiauth Allows a single IP phone and one or more data clients to independently
authenticate
! on an authorized port. Each host, or MAC Address, is authenticated individually.

This is not an extensive list of the identity feature set, but just those necessary for the enabling of monitor
mode for the purposes of this guide.

Verifying Monitor Mode

Now that you have enabled the global settings in Cisco ACS and on the switch, as well as the
port-specific configuration to enable TrustSec monitor mode, run the validation steps described in this
section to verify proper operation.

This section includes the following topics:
e Verifying Access Switch-to-Cisco ACS Server Communication, page 36
e Verifying Authenticator-to-Authentication Server Communication, page 36
e Verifying that the Cisco ACS Server Can Communicate with the AD Domain Controller, page 38
e Verifying Host Network Connectivity and Network Services, page 38
e Verifying that IP Phones are Working, page 42
e Verifying that Devices such as [P Cameras Work, page 42

Verifying Access Switch-to-Cisco ACS Server Communication

~

Note

Access the switch console and ping the IP address of your Cisco ACS server.

This is an optional step because you should have already validated communications during the Cisco
ACS configuration steps earlier.

Verifying Authenticator-to-Authentication Server Communication

Step 1

This validation exercise verifies that the switch is sending RADIUS messages for those hosts attempting
to authenticate to those ports where you have enabled monitor mode. The easiest way to verify this is to
check the accounting logs on the Cisco ACS server. Because you are in monitor mode, you should see
failed authentication attempts from hosts.

Complete the following steps.

Procedure

From within the Cisco ACS web interface, select Monitoring and Reports (see Figure 38).
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Figure 38 Monitoring and Reports Screen

» 4 My Workspace

» }}) Network Resources

» @b Users and Identity Stores

» § Policy Elements

» [y Access Policies
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Select Launch Monitoring & Report Viewer.

Depending on your browser behavior settings, either a new browser window or tab within the existing
browser window is launched (see Figure 39).

Figure 39 Monitoring and Reports Dashboard

h .. Monitoring and Reports

Dashboard
= Alarms
Inbox
Thresholds
= Reports
Favorites
Shared
# Catalog
= Troubleshooting
Connectivity Tests
ACS Support Bundle

Monitoring and Reports: Dashboard

Monitoring I Reporting

-

¥ Authentication Lookup

ACS - System Errors - Today
Active Sessions - RADIUS

Active Sessions - TACACS

ACS Instance >ACS_System_Diagnostics
Session Directory >RADIUS_Active_Sessions

Session Directory>TACACS_Active_Sessions

futhentications - RADIVUS - Today

AAA Protocol >RADIUS_Authentication

Authentications - RADIUS - Yesterday AAA Protocol >RADIUS_Authentication

Protocol: Im
User: | Select | Clear
MAC Address: | Select | Clear
Time Range: m
Day: [ Emmddiyyyy)
I Run
N @ Note: Enter a value for user or MAC Address. Both fields cannot be blank.
w Favorite Reports
Favorite Narme Report Name Report Type
ACS - Configuration Changes - Today ACS Instance>ACS_Configuration_Changes Systern Report

Systern Report
Systern Report
System Report

Systern Report

Systern Report %
E li\ Monitoring Configuration | | LI_I
&) pone TS [ meemet 4

214234

From within the Monitoring and Report view screen, select Authentications — RADIUS - Today from
the Favorite Reports section.

You should see failed authentication attempts, as shown in Figure 40. However, remember that because
you are in monitor mode and using the Open Access Cisco IOS Software feature, those hosts still have

full network access.
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Figure 40 Failed Authentication Attempts
= =™ Launch Interactive Yiewer |
. Showing Page 1 of 14 dd b Goto Page: a
AAA Protocol > RADIUS Authentication ~
Authentication Status :  Pass or Fail
Date : January 8, 2009
Sreload
¥ =Pass X =Fail % =Click for details
‘ Logged At Status Detai\sl Failure Reason User Mame Calling Station ID | Authentication Method
11:17:11.573 AM x R 22041 Unknown User 00-1D-ES-EB-F9-00 00-1D-ES-EB-F9-00 Lookup
‘ 11:17:11.573 &AM x & 22041 Unknown User 00-1D-ES-EB-ES-EF 00-1D-ES-EB-ES-EF Lookup
11:17:10.546 AM x -] 22041 Unknown User 00-18-BA-C7-BC-FA 00-18-BA-C7-BC-FA Lookup
‘ 11:17:04.403 &AM x & 22041 Unknown User 00-21-86-58-DB-6B 00-21-86-58-DB-6B Lookup
11:16:52.736 AM x -] 12006 EAP-MDS authentication failed CP-7961G-SEP001BDS853%91E 00-1B-DS-85-39-1E CHAP/MDS
‘ 11:16:46.986 AM x & 22041 Unknown User 00-18-BA-C7-BC-EE 00-18-BA-C7-BC-EE Lookup
11:16:46.983 AM x ] 22041 Unknown User 00-18-F8-08-F8-38 00-15-F8-08-F8-38 Lookup
‘ 11:16:45.956 AM x «X 22041 Unknown User 00-18-F8-09-CF-C6 00-18-F8-09-CF-C6 Lookup v ﬁ
L | JIJ =
o™

Verifying that the Cisco ACS Server Can Communicate with the AD Domain

Controller

~

Note

Access a command-line prompt on the ACS server and ping the IP address of your Microsoft AD
Controller.

This is an optional step because you should have already validated communications during the Cisco
ACS configuration steps earlier.

Veritying Host Network Connectivity and Network Services

Step 1

Now that you have enabled 802.1X and MAB in Open Mode, once again verify that the hosts connected
to these ports still have network access as they did before enabling these TrustSec features.

Complete the following steps.

Procedure

Access the switch console perform the following:

conf t
int range f2/1-16 (or the range of ports you configured)
shut
no shut

end
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Notice the console messages on your terminal showing 802.1X and MAB authentication attempts and
failures as shown in Figure 41. This is normal output. Depending on the authentication order commands,
the switch ports first attempt 802.1X and then MAB, because these are the two TrustSec features you
enabled.

Figure 41 Console Message Output

arting ‘dotlx' for (8 Interface Fa2/1

Starting for cli (8818.b b n Interf Faz2/12
arting ‘dof for client ( Interface F

: XAUTHMGR-5-START: Starting ‘dotix' for client (©018.f588. ) Interfa

: XAUTHMGR-5-START: Starting ‘dotix' for client (8813.bac7.bcfa) Interface Fa2/13

g1 .831: % - : Starting 'dotix' for client (B8ib. 9le) Interface Fa2/16
id-4583-2#
*Jan © 11:54:12.859: T: Starting 'd ¢! for client (881d.e5eb.fo908) on Interface Fa2/11
*Jan 8§ 11:54:13 arting 'dotlx' for client (P@1d.eSeb.eSef) Interface Faz/8
id-4583-2#
11: . G T: Starting ‘dotix' for clien b e) on Interface Fa2/16
FAIL: Authentication failed for cliel . 1e) on Interface Fa2/16

‘fail' from ‘dotix' for client (B61b.d585.3%1e) on Interface Fa2/16

: Authentication failed for c
ULT: Authentication result r < g c6) on Interface F
Failing over fri aT 3 e 9 terface Fa2/1
TART: Starting 'mab’' for c 3

RESULT: Authentication result 'fail' from ‘mab' for (B6018.1 80
R-7-FAILOVER: Failing o from 'mab' for client (| fc6) on Interfac
¥AUTHMGR-7. OREMETHODS: Exhausted all authentication methods N
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However, because you have enabled open mode, connectivity should not be affected at all. To verify this,
perform the following steps.

To check the port authentication status on the switch for a given port, type the show authentication
session command for a specific interface from your console connection to the switch.

For example, show auth session int f2/1. You should notice an output similar to the one shown in
Figure 42, indicating that the host failed authentication where the status shows Authz Failed. You should
also notice that the port attempted 802.1X and then failed over to MAB, both indicating they failed over.

Figure 42 Sample Status Output

show auth
Interface:
MAC Addr

multi-auth
both

ailed
mab Failed

1d-4503-2;

214227
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Step3  To verify that there has been no disruption of network services for the hosts attached to this monitor
mode-enabled switch/network, verify that DNS/DHCP is working using the ipconfig and ping
commands on one of the PCs.

Step4  From one of the PCs connected to the port for which you just verified the failed authentication from the
previous exercise, access the command line dialogue.

For example, got to Start > Run > CMD and click OK (see Figure 43).

Figure 43 Accessing the Command Prompt

2]

Type the name of a program, fokder, document, or
Internet resource, and Windows wil open & for you.

: | omd

o

SSC-CLEAN

~ME U 10:16AM
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Step5  From the command prompt, type ipconfig.

Your output should be similar to that shown in Figure 44. Notice the host has an IP address.

Figure 44 Sample ipconfig Output

<+ Command Prompt EB

ft Windows XP [Version 5.1.26881]
Copyright 1985-2881 Microsoft Corp.

:\Documents and Settings“Administrator.IDUX>ipconfig

lindows IP Configuration

thernet adapter Connected to IP Phone 7968 on id—4583-2 F2-1:

Connection—specific DNS Suffix : idux.local
IP Nddress. . . 2 - 4 - 2. s : 19.299.18.283
Subnet Mask . ¢« « =« & = « = « = : 255.255.255.09
Default Gateway . . . . . . . . : 18.288.10.1

C:\Documents and Settings“\Administrator.IDUX> R

4
214238
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Step 7
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Verify network connectivity by typing ping <ip address>.

For example, type ping 10.200.1.117 for the Microsoft AD Server, or use the IP address you assigned
your AD server. Your output should be similar to that shown in Figure 45.

Figure 45

Verifying Network Connectivity

¢+ Command Prompt

dindows IP Configuration

[Ethernet adapter Connected to IP Phone 7968 on id-4583-2 F2-1:

Connection—specific DNS Suffix idux. local

IP

Address. . .

Subnet Mask . .

Default Gateway .

i 18.288.18.283
- & = 255.255.255.8
- 198.208.18.1

:\Documents and Settings\Administrator.IDUX>ping 10.200.1.117

inging 10.200.1.117 with 32 bytes of data:

bytes=32 time{ims TTL=127
bytes=32 time<{ims TIL=127
bytes=32 time{ims TIL=127
bytes=32 time<{ims TTL=127

eply from
eply from

eply from

18.2808.1.117:
18.200.1.117:
18.280.1.117:
18.280.1.117:

ing statistics for 10.2008.1.117:
Packets: Sent = 4, Received = 4
pproxiqate round trip times in milli-seconds:

Minimum = Bns.

:\Documents and Settin

Maximum = Bms.

s\Administrator.IDUX> =

Average = Bms

. Lost = B (Bx leoss),
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Verify that the client PC can still join the AD domain by logging out and logging back into the Windows
PC domain (see Figure 46).

Figure 46

Logging into Windows PC Domain

Log On to Windows

Liser namme:
Password:

Log on to:

L

: Log on using dial-up connection

Cancel

Shut Down... | | Options << |

214241

Using the Windows Internet Explorer, verify that you can access the web server hosted on your network
(see Figure 47).

This example uses a default page on the Windows AD Server.
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Figure 47 Accessing the Web Server

Fie Edt View Favortes Tools Help

9 O M@ G P Joroons @ 2- L3 B

Address | &) http: ffidux.Jocal]

e | » e
/5 Start 2} IDUX CORPORATE IN... = £ UPE 9s1am
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Verifying that IP Phones are Working

Check to see that the IP phones have obtained IP addresses and verify that they have a dial tone,
indicating they have associated with the Cisco Call Manager.

Verifying that Devices such as IP Cameras Work

To verify that your IP cameras work, complete the following steps.

Procedure

Step1  Using Internet Explorer, browse to the IP address of one of your Cisco MediaNet IP Video Cameras; for
example, http://10.200.10.202.

Step2  When prompted for login credentials, enter admin for the username and Cisco123 for the password.

After you have authenticated, you see whatever your camera is viewing (see Figure 48). You may need
to adjust the focus ring to focus the video.
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Figure 48 Accessing the IP Camera

/3 Cisco Internet Camera - Microsoft Internet Explorer
File Edt View Favorites Tools Help
() Back ~ 6 E G Search Favorites & - w3
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8

- [O]x]

3
"

Links **

Address |'Q http:/{10.200.,10.202/main.cgi?next_file=video.htm
MM
cisco
10.200.'10'202 Alarm Output Resolution
Www.Cisco.com i ‘ n
& Home
B san . B0
Day / Night
4
& Done 4 Internet

a

Implementing Low Impact Mode

This section includes the following topics:
e Low Impact Mode Overview, page 43
e Configuring Cisco ACS, page 44
e Configuring Access Policies, page 55
e Configuring the Switch, page 78
e Verifying Low Impact Mode, page 85

Low Impact Mode Overview

214243

Low impact mode enables you to incrementally increase the security level by configuring an ingress port

ACL on the Open Access TrustSec-enabled port. This provides basic connectivity for guests,
contractors, and unauthenticated hosts while selectively limiting access to introduce a higher level of

access security.

Additionally, differentiated access can be accommodated based on successful authentication and
authorization by combining downloadable ACLs (dACLs) with the Cisco TrustSec-enabled port, which

uses 802.1X, MAB, and/or WebAuth.
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Combined with dACLs for successfully authenticated users and hosts, you can create profiles to grant or
deny access to network resources based on need and your security policies, as shown in Table 4. This
enables differentiated services while still maintaining secure network connectivity for legacy hosts.

Table 4 Profiles

Low Impact or Selective Access Mode

Profile Name Description VLAN dACL

Phone-Authz Policy to map IP phones to voice |VOICE CorpAssetACL
VLAN

Managed-Asset-Authz Policy to be applied to managed |n/a CorpAssetACL
assets

MediaNet-Authz Policy for Cisco MediaNet n/a CorpAssetACL
endpoints

CorpUser-Authz Policy for valid AD n/a CorpUserACL
authenticated Users

Contractor-Authz Policy for short-term contractors |n/a ContractorACL

Configuring Cisco ACS

This section includes the following topics:
e Configuring Active Directory Groups, page 44
e Configuring ACS Policy Elements, page 47
e Configuring Authorization Profiles, page 50

Configuring Active Directory Groups

Before configuring policies, you need to select some Active Directory groups so they are available for
subsequent steps.

Complete the following steps.

Procedure

Step 1 Go to Users and Identity Store > External Identity Stores > Active Directory (see Figure 49).
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Step 2

Step 3

Figure 50

Figure 49

Implementing Low Impact Mode

Active Directory

» & My Workspace

A

Users and Identity Stores: External Identity Stores > Active Directory

» %) Network Resources

General | Directory Groups | Directory Attributes

h 48 users and Identity Stores

 Connection Details

* pctive Directory Domain Ildux.local

Identity Groups
= Internal Identity Stores
Users
Hosts
[ External Identity Stores
LDAP
Active Directory
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» S Policy Elements

» [ Access Policies

» .| Monitoring and Reports

» !5 Systern Administration

MNarne:

Please specify the credentials used to join this machine to the Active Directory Domain:

*Username: |administrator

*Password: [secescescene

You may use the Test Connection Button to ensure credentials are correct and Active Directory Domain is

reachable.
Test Connection |

1| Click on 'Save Changes' to connect to the Active Directory Domain and save this configuration. Once you
have successfully connected to the Domain, you can select the Directory Groups and Directory Attributes to
be available for use in policy rules.

-End User Authentication Settings -
¥ Enable password change
¥ Enable machine authentication

I” Enable Machine Access Restrictions
Aging time (hours):

(Connectivity Status
Tninad #a Parmsinddny laszsl  Cannertiviby Shabie COMMECTER

ve Changes | Discard Changes I Clear Configuration

Select the Directory Groups tab (see Figure 50).

Active Directory—Directory Groups

Users and Identity Stores: External Identity Stores = Active Directory

| | General Directory Groups = Directory Attributes |

Selected Directory Groups:

Directory groups must be selected on this page to be available as options in group mapping conditions in policy r
'Select' to launch a dialog to select groups from the directory.

* Required fields

a. Click Select.

In this window, do the following:

2142458

b. Scroll down and select /Users/Domain Computers and /Users/Domain Users (see Figure 51).

214244
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Figure 51 Selecting Group Names

Cisco Secure ACS Pre-Release -- Web Page Dialog E

| External User Groups =

Search Base DN IDC:idux,DC=IucaI

Search Filter | EI

m Group Name 4 Group Type

[T idux.local/Users/DHCP Users LOCAL F

[T idux.local/Users/DnsAdmins LOCAL

[T idux.local/Users/DnsUpdateProxy GLOBAL

[T idux.local/Users/Domain Admins GLOBAL

v idux.local/Users/Domain Computers GLOBAL }
idux.local/Users/Domain Controllers GLOBAL :
idux.local/Users/Domain Guests GLOBAL
idux.local/Users/Domain Users GLOBAL
idux.local/Users/Enterprise Admins GLOBAL o

[T idux.local/Users/Group Policy Creator Owners GLOBAL

[T idux.local/Users/HelpServicesGroup LOCAL %

OKI Cancel

G) Database: Active Directory
Use * for wildcard search (i.e. admin®*)
Search filter applies to group name and not the fully qualified path.

=l
4« | o

:https:,f,facsS.idt.bc.bcaUacsadninfﬁDGru.psLInputerim.do?cantextData.externdFiter=dDma‘n==DC=idux,DC=IDcd @ Internet
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Note  Your domain name will most likely be different than demo.local; for example, yourcompany.com.

c. Click OK.

The window shown in Figure 52 appears, showing the Directory Groups you selected.

Figure 52 Selected Directory Groups

Users and Identity Stores: External Identity Stores > Active Directory

JGenuraI Directory Groups = Directory Attributes |

Directory groups must be selected on this page to be available as options in group mapping conditions in policy rules. Click
'Select’ to launch a dialog to select groups from the directory.

Selected Directory Groups:

idux.local/Users/Domain Computers
idux.local/Users/Domain Users

Deselect

*Required fields

214247
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Configuring ACS Policy Elements

Note

Click Save Changes.

Implementing Low Impact Mode Il

This section describes how to create and/or modify the three ACS policy components listed in Table 5,
which are linked together for the authorization policies.

Table 5 Three ACS Policy Components

ACS Component Type

Section within the ACS GUI Comments

Downloadable ACLs
(dACL)

Policy Elements > Authorizations |Named ACLs that can be associated
and Permission > Named
Permission Objects

with different authorization profiles

Authorization profiles

Access Policies > Access
Services > Named Access Service |provide different permission or

Named profiles that allow you to

policies to different groups

Authorization profiles

Policy Elements > Authorizations |These authorization profiles are
and Permission > Network Access |created within the access service; for

example, 802.1X, MAB, and so on

This is an extensible approach that allows you to differentiate various types of request per access service,
and to create and apply different policy based on groups.

The three dACLs listed in Table 6 will be used in the authorization profiles.

These are only sample ACLs. Consult with the InfoSec or Security staff of your organization to
determine what is appropriate for your requirements.

Table 6 dACLs

Named dACL ACE Permissions

CorpAssetACL permit icmp any any log
permit ip any any

COI‘pUSCI’ACL permit icmp any any log
permit ip any any

ContractorACL remark Allow DHCP

permit

udp

remark Allow

permit

udp

remark Allow

permit
permit

tcp
tcp

remark Allow

permit
permit
permit
permit
permit
permit

udp
udp
udp
udp
esp

any eq bootpc any eq bootps

DNS

any any eq domain
access to internet

any any
any any

eq
eq

IPSEC VPN

any any
any any
any any
any any
any any

ah any any

eq
eq
eq
eq

wWwWw
443

62515
isakmp
10000
4500
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Complete the following steps.

Procedure

Step 1 To create the CorpAssetACL dACL, select Policy Elements > Authorization and Permissions >
Named Permission Objects > Downloadable ACLs from the ACS web interface (see Figure 53).

Figure 53 Downloadable Access Control Lists
| é/.‘ My Workspace Policy Elements : Authorization and Permissions > Named Permission Objects > Downloadable ACLs
iL ff_',"l Network Resources | Downloadable Access Control Lists Items 0-0 of 0 | Rows per page: I S ﬂl
!) S8 Users and Identity Stores Filter: [—ZI Mateh if: l—z co| &
h % Policy Elements ‘
— | ] Name « Description ‘
E Session Conditions I
Date and Time [T Mo data to display

Custom
= Authorization and Permissions

= Network Access
Authorization Profiles
Security Groups

[ Device Administration

= Named Permission Objects
Downloadable ACLs B
Security Group ACLs

‘Lb [o Access Policies

LP "il Monitoring and Reports

= Create Duplicate | E-j\r’ Delete Page l_l of 1 M J ﬂ ﬁ
ib #, System Administration ]
€] Done LTS [ toternet /
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Step2  Select Create.

Step3  In the window shown in Figure 54, enter the name, description, and the ACL permissions from Table 6
for the CorpAssetACL dACL.
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Figure 54 Creating a dACL

Policy Elements : Authorization and Permissions > Named Permission Objects > Downloadable ACLs > Create

~General

*Name: |CorpAssetACL

Description: |Fu|| Access for Corporate Assets

~Downloadable ACL Content

permit icrnp any any log ;j
permit ip any any|

* Required fields

Submit I Cancel |

214245

Step4  Click Submit.
Step5  Repeat the above steps to enter the CorpUserACL and ContractorACL dACLs.

After you have created all three dACLs, you should see the information shown in Figure 55 under the
Downloadable ACLs section.

Figure 55 Three dACLs

Policy Elements : Authorization and Permissions > Mamed Permission Objects > Downloadable ACLs

Downloadable Access Control Lists Hems 1-3 of 3 | Rows per page: Imj" ¢

Filter: | vl Match if: I 'I Go| ¥

I Name -« Description

[T ContractorACL Restricted Access for Contractors

[T CorpassetaCL Full Access for Corporate Assets

[T CorpUseradCL Full Access for Corporate Users g
&
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Configuring Authorization Profiles

For low impact mode, create the five authorization profiles listed in Table 7. These profiles will be
associated with identity groups and access services.

Table 7 Five Authorization Profiles

Profile Name Description VLAN dACL

Phone-Authz Policy to map IP phones to n/a CorpAssetACL
Voice VLAN

Managed-Asset-Authz Policy to be applied to Managed |n/a CorpAssetACL
Assets

MediaNet-Authz Policy for Cisco MediaNet n/a CorpAssetACL
Endpoints

CorpUser-Authz Policy for Valid AD n/a CorpUserACL
Authenticated Users

Contractor-Authz Policy for short term n/a ContractorACL

contractors

To create the five authorization profiles, complete the following steps.

Procedure

Step1  Go to Policy Elements > Authorizations and Permissions > Network Access > Authorization

Profiles and select Create.

Step2  In the screen shown in Figure 56, type Phone-Authz in the Name field and enter an appropriate

description.

Figure 56 Authorization Profiles—General Tab

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Phone-Authz"

General | Common Tasks || RADIUS Attributes |

General

* Name: |Phone-Authz

Description: [Policy for IP Phones]

""F‘.equn'ed fields

Step3  Select the Common Tasks tab (see Figure 57).

214251
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Figure 57 Authorization Profiles—Common Tasks Tab

Policy Elernents : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Phone-Au

[ General RADIUS Attributes ]

VLAN ID/Name: INut in Use - I
URL for Redirect: |Not in Use - I

URL Redirect ACL:
~ ACLS

Downloadable ACL Name: IStatic | wvalue ICorpAssetAC;j

10S ACL Filter 1D: [Notin use ~|
Proxy ACL: m
QoS-

QOS Profile Name: m
Input Policy Map: [m
Qutput Policy Map: [m
~Yoice YLAN -

Permission to Join: [m Yes (device-traffic-class=voice)
~Reauthentication

Reauthentication Timer: INot in Use vI

Maintain Connectivity during
Reauthentication:
;';F{E'q u“l r'e.d“i‘_l r3'|d_"
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Step4 Do the following:

a. For Downloadable ACL Name, select Static.

b. From the Value drop-down menu, select CorpAssetACL.

¢. In the Voice VLAN section, select Static from the Permission to Join drop-down menu.
Step5  Click the RADIUS Attributes tab.
Step6 In the RADIUS Attributes tab, accept the defaults and click Submit.

Step7  Create the Managed-Asset-Authz authorization profile by performing the above steps, using the
information shown in Figure 58 and Figure 59.

Figure 58 Authorization Profiles—General Tab

Policy Elements : Authorization and Permissions = Network Access = Authorization Profiles = Create

General = Common Tasks | RADIUS Attributes |
 General

* Name: |Managed-asset-Authz

Description: |Po|icy to be applied to Managed Assets|

214253

*.F'lequnred fields
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Figure 59 Authorization Profiles—Common Tab

Policy Elements : Authorization and Permissions > Metwork Access > Authorization Profiles > Create

General | common Tasks

RADIUS Attributes |

VLAN ID/Name:
URL for Redirect:
URL Redirect ACL:

|Not in Use 'I
INot in Use 'I

Mot in Use

~ACLS
Downloadable ACL Name:
10S ACL Filter ID:

Proxy ACL:

| static | wvalue | CorpAssetacC ~ |

]Nut in Use vl
]Not in Use -!

-QOS
QOS Profile Name:

Input Policy Map:
Output Policy Map:

]Not in Use - I
]Not in Use v’
lNot in Use v]

&7

~Yoice YLAN

Permission to Join: ]Nut in Use v]

~Reauthentication

Reauthentication Timer: ]Not in Use v!

Maintain Connectivity during
Reauthentication:

* Dannivad fialds

214254

Step8  Repeat the above steps to create the MediaNet-Authz profile.

Step9  Repeat the above steps to create the CorpUser-Authz profile, using the information shown in Figure 60
and Figure 61.

In the Value drop-down menu in the ACLS section, select CorpUserACL.

Figure 60 Authorization Profiles—General Tab

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Create

Common Tasks | RADIUS Attributes

* Name: |CorpUser-Authz

General

Description: IPuIicy for Valid AD Authenticated Users

214255

* Required fields
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Step 10

Figure 61

Implementing Low Impact Mode

Authorization Profiles—Common Tasks Tab

Policy Elernents :

Kks. RADIUS Attributes

Authorization and Permissions > Network Access > Authorization Profiles = Edit: “CorpUser:

|Not in Use -l
]Not in Use 'I

VLAN ID/Name:
URL for Redirect:
URL Redirect ACL:

Mot in Use

~ACLS

Downloadable ACL Name: | Static

[Not in Use vl

10S ACL Filter ID:
Proxy ACL:

=] walue |CorpuseracL x|

-QOS
QOS Profile Name:
Input Policy Map:

Output Policy Map:

|Not in Use 'I
INot in Use vI
[Not in Use vl

~Yoice YLAN
Permission to Join:

|Not in Use vl

~Reauthentication
Reauthentication Timer:

[Not in Use vl

Maintain Connectivity during
Reauthentication:

214256

*Required fields

Repeat the above steps to create the Contractor Authz profile, using the information shown in Figure 62

and Figure 63.

In the Value drop-down menu in the ACLS section, select ContractorACL.

Figure 62

Authorization Profiles—General Tab

Policy Elements : Authorization and Permissions > Metwork Access > Authorization Profiles > Create

General | Common Tasks | RADIUS Attributes

- General

* Name: |Contractor-authz

Description: ]Pulicy for short term contractors|

214257

*Required fields
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Figure 63 Authorization Profiles—Common Tasks Tab

Policy Elements : Authorization and Permissions = Metwork Access > Authorization Profiles > Create

General  common Tasks RADIUS Attributes

VYLAN ID/Name: Mot in Use 'I
URL for Redirect: [}s Mot in Use v|
URL Redirect ACL: Mot in Use - l

~ACLS
Downloadable ACL Name: | Static _»| walue |Contractorac_~ |

10S ACL Filter ID: |Not in Use vI
Proxy ACL: INnt in Use 'I

QoS

QOS Profile Name: INnt in Use 'I
Input Policy Map: |Not in Use 'I
Output Policy Map: |Not in Use 'I

~¥oice YLAN

Permission to Join: |Not in Use 'I

~ Reauthentication

Reauthentication Timer: |Not in Use 'I

Maintain Connectivity during
Reauthentication:

*Required fields
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Step 11 After you have created all the sample profiles, you should see the information shown in Figure 64 in your
Authorization Profiles section.

Figure 64 Authorization Profiles

Policy Elements : Authorization and Permissions > Metwork Access > Authorization Profiles

Authorization Profiles Items 1-6 of 6 | Rows per page: |5E| ']

Filter: | ~'| Match if: I -I Go| ¥

- Name « Description

[T  Contractor-Authz Policy for short term contractors

[T CorpUser-Authz Policy for Yalid AD Authenticated Users

[T Managed-Asset-Authz Policy to be applied to Managed Assets

[T MediaNet-Authz Policy for Cisco MediaMet Endpoints

[T Permit Access

[T Phone-Authz Policy to map IP Phones to Voice VLAN i
=T
&
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Configuring Access Policies
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This section includes the following topics:

e Configuring User and Identity Stores, page 55

¢ Adding Authorization Rules for 802.1X Service, page 60

e Adding Authorization Rules for MAB Service, page 68

Configuring User and Identity Stores

Step 1
Step 2
Step 3

Table 8 lists the identity groups used in this section.

Table 8 ldentity Groups

Group Description Comment

IP phones Corporate managed IP phones Added previously in monitor mode
MACHINES Corporate managed machines such as Added previously in monitor mode

printers, cameras, and so on

Contractor Contractors New group to be added

Adding a Contractor Identity Group

To create the Contractor identity group, complete the following steps.

Procedure

Go to Users and Identity Stores > Identity Groups and select Create.

Type in the group and description information listed for the Contractor identity group in Table 8.

Click Submit.

Creating Internal Identity Stores—Host for MAB

Next you will create entries for managed host devices and assign them to identity groups. These entries
are used to provide authentication and authorization using MAB.

The information listed in Table 9 is provided as an example.

Table 9 Identity Group Information

MAC Address Description Identity Group
00-18-BA-C7-BC-EE Cisco 7960 IP Phone (non-802.1X capable) IP Phone
00-18-BA-C7-BC-FA Cisco 7960 IP Phone (non-802.1X capable) IP Phone
00-1D-E5-EB-ES5-EF Cisco IP Video Camera MACHINE
00-1D-ES-EB-F9-00 Cisco IP Video Camera MACHINE
00-21-86-58-DB-6B Contractor PC (Non-managed host) Contractor
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~

Note  The Cisco 7961 Phone used in the example described in this guide is 802.1X-capable. Therefore, you do
not need to enter it in the host database. It is added in the Users database in the next section.
Use Table 10 to record your own MAC addresses to accommodate the use cases described in this guide.
Table 10 MAC Address Reference List
MAC Address Description Identity Group
Cisco IP Phone IP Phone
Cisco IP Phone IP Phone
Cisco IP Camera (or other non-dot1x MACHINE
host)
Cisco IP Camera (or other non-dotlx MACHINE
host)
Contractor PC CONTRACTOR
To create entries for managed host devices and assign them to identity groups, complete the following
steps.
Procedure
Step 1 Go to User and Identity Stores > Internal Identity Stores > Hosts (see Figure 65).
Figure 65 Users and Identity Stores—Hosts
Users and Identity Stores: Internal Identity Stores > Hosts > Create ”a“""'n"”“"‘"‘" Page Dislog
[00-18-BA-C7-BC-EE ritr: —] v s [ 2ol v
o 796D P phone C B e -
[All Groups [Select] ©  “*Corizadir Contractors
There :ff‘ ‘i"{fZJEI’:iZF"mm tiribtes deined for NAC hostrecods CHIET T LT
1
\
-
—
Cancel _Help |
[N o < 2z
Submit Cancel gm i . o (i %
Step2  In the Identity Groups screen, select Create.
Step3  In the screen shown in Figure 66, do the following:

a. Type the MAC address and description, using the information from Table 9.
b. Click the Select button for Identity Group selection and select the appropriate group.
¢. Click OK, then click Submit.
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Step 4

Note
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Figure 66 Users and Identity Stores—Create
 General
MAC address must be entered in the standard hyphen-separated format "01-23-45-67-89-ab"
“MAC Addresly [o0-18-BA-C7-BC-EE Status: [Enabled =] ©
Description: ICiscn 7960 IP Phone
*Identity Group: |all Groups:IP Phones

~MAC Host Information
[ There are no additional identity attributes defined for MAC host records

214262

*Required fields

Repeat the above steps to enter the other MAC addresses listed in Table 9.

After you have entered all the MAC addresses for your pilot, your host database should look like the
screen shown in Figure 67.

Figure 67 Internal Hosts

Users and Identity Stores: Internal Identity Stores > Hosts

Internal Hosts ftems 1-5 of 5 | Rows per page: |m b I_‘
Filter: I *I Match if: ' *‘l Go| ¥
u Status MAC Address Identity Group Description «
| o 01-18-ba-c7-bc-ee All Groups:IP Phones Cisco 7960 IP Phone
W] ] 00-18-ba-c7-be-fa All Groups:IP Phones Cisco 7960 IP Phone
W] &) 00-1d-eS5-eb-eS-ef All Groups:MACHINES Cisco MediaNet IP Video Camera
r (2] 00-1d-eS5-eb-f9-00 All Groups:MACHINES Cisco MediaNet IP Video Camera
o
N O 00-21-86-58-db-6b All Groups:Contractor Contractor PC §
o

Cisco offers products that can automate the process of building a database of profiled MAC addresses.
The installation and configuration of those products are covered in another document. Additionally, if
you already have a database of known valid MAC addresses from an asset management system, those
may be imported into the internal database of ACS. Consult the ACS User Guide for more information.
For more information on Cisco ACS 5.0, see the following URL:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.0/user/guide/ACS
_user_guide.html

Configuring Internal Identity Stores—Users for 802.1X

Next you will create entries for managed host devices and assign them to identity groups. These are used
to provide authentication and authorization, using 802.1X for identities that are not maintained in your
external identity management (IdM) system.
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http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.0/user/guide/ACS_user_guide.html

M Implementing Low Impact Mode

~

Note This internal database can be used to create accounts for 802.1X-capable phones, administration,
bootstrapping, troubleshooting, and other uses without having to add a user into your official IdM
system; for example, Microsoft AD. Where possible, the use of existing identity repositories such as AD
is recommended as a best practice. However, certain use cases may require the use of the internal
database within ACS. Follow the security policies of your company in this matter.

The information shown in Table 11 is provided as an example.

Table 11 Managed Host Device Information
MD5
Host ID Description Password Identity Group
CP-7961G-SEP001BD58539 |Cisco 7961G 802.1X-capable IP password IP Phones
1E Phone

Use Table 12 to record your own MAC addresses to accommodate the use cases described in this guide.

Table 12 Managed Host Reference List

Host ID Description MD5 Password |ldentity Group

To create entries for managed host devices and assign them to identity groups, complete the following
steps.

Procedure

Step 1 Go to User and Identity Stores > Internal Identity Stores > Users (see Figure 68).
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Figure 68 Internal Users
» 15 Network Resources Internal Users Iterns 0-0 of 0 | Rows per page: |l '] Go

!n 5} users and Identity Stores Filter: -| Match if: -I Go| ¥

Identity Groups . —
[ Internal Identity Stores o Status User Name ~ Identity Group Description ‘

Users [T No data to display
Hosts

B External Identity Stores
LDAP
Active Directory
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences b

S Policy Elements

5 Access Policies

“.i| Monitoring and Reports

Create Duplicate |ﬂ, Delete | [ Import Pagel_l of 1 MJ ﬂﬂ

214264

!5 System Administration

Step2  Select Create.

Step3  In the screen shown in Figure 69, do the following:
a. Type the UserID for example, CP-7961G-SEP001BD585391E
b. Type an appropriate description; for example, Cisco 7961G 802.1X Capable IP Phone.
c¢. Type a password; for example, pa$$Word4.

This password must match the one you configured on your host. In this case, pa$$Word4 is used for
the password on the Cisco 7961G IP Phone.

Figure 69 Creating an Entry
Users and Identity Stores: Internal Identity Stores > Users = Create
~General
* Name: [cP-7961G-5EP001BDSES39: Status: [Enabled -] ©
Description:  |Cisco 7961G 802.1X Capable IF Phone
*1dentity Group: |AII Groups:IP Phones Select

~ Authentication ]t\‘formation
[” Change password on next login

*Password: Ivco--oo- * Confirm Password: louco-u--

Enable Password: | Confirm Password: |

User Information
[ There are no additional identity attributes defined for user records

214265

*Required fields

Step4  For Identity Group, click Select and select the appropriate group; for example, All Groups:IP Phones
(see Figure 70). Then click OK.
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Step 5

Figure 70 Identity Groups
Identity Groups
Filter: | ~| match if: | = co|+=
Name & Description
" all Groups Identity Group Root
C * Contractor Contracted Staff
f? * IP Phones Corporate Managed IP Phones
C * MACHINES Corporate Managed Machines (Printers, Cameras, etc.) g
&
Click Submit.
You should now see your entry in the Internal Users database, as shown in Figure 71.
Figure 71 Internal Users Database
Internal Users Items -1 of I | Rows per page: |m 'I
Filter: | 'i Match if: 'I Go| ¥
I_ Status User Name & Identitv Group Description
- 0 CP-7961G-SEPO01BDSES391E All Groups:IP Phones Cisco 7961G 802.1% Capable IP Phone %

Adding Authorization Rules for 802.1X Service

Step 1

For low impact mode, you will now add new authorization rules to allow for differentiated services
between the various groups or classes of users and hosts.

Adding an 802.1X-Capable Phones Authorization Rule
Complete the following steps.

Procedure

Go to Access Policies > Access Services > 802.1X > Authorization (see Figure 72).
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Step 2
Step 3

Figure 72
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Network Access Authorization Policy

0 4 My Workspace

b ) Network Resources
|

EL s Users and Identity Stores

» %ﬂ Policy Elements

h [ = Access Policies

Access Policies: Access Services > 802.1X > Authorization

Standard Policy| Exception Policy
Network Access Authorization Policy |

= G| @

Filter: ~ | Match if: [Equals

Results

Service Selection
[E] Access Services
= 802.1X
Identity
Authorization
[# Default Device Admin
[ Default Network Access
Identity
Group Mapping
Authorization
[ MAB
[# TrustSec Access Control

|» i‘: System Administration

~| Monitoring and Reports

Conditions
r Status Name - I _ Hit Count

Profiles

Security Group.
No data to display

** [~ Default Default - if no rule is

defined in the table or

Permit Access Unknown o

none of the above enabled

rules are matched.

Create... | ~ I Duplicate... | = I Ed | Delete I A I WMove to | | Customize Hit Count

214268

To set up an authorization policy for 802.1X-capable IP phones, click Create.
In the screen shown in Figure 73, do the following:

a. For the Name, enter a new name; for example, Match-1X-Phone-Authz.
b. Select the Compound Condition checkbox.

¢. From the Dictionary drop-down menu, select System.
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Figure 73 Creating an Authorization Policy

/) Cisco Secure ACS Pre-Release -- Web Page Dialog

General

Name: IMatch-lx-Phone-Authz Status: |Enabled - ©

@ The Customize button in the lower right area of the policy rules screen controls which policy

conditions and results are available here for use in policy rules.
~ Conditions

¥ Compound Condition:

Condition:

Dictionary: Attribute:

[system | [1dentityGroup ﬂl
Operator: Value:

in =] |ll Groups:IP Phones

Current Condition Set:

Add W Edit / I

Systermn:Identity Group in All Groups:IP Phones

x\nd>v|
or = '|

-

Delete Preview

Results
Authorization Profiles:

A If desired, you can select more than one authorization
profile, to define a ‘'merged’ authorization result. Note that

A the order is significant for resolving any conflicts that -
0I<| Cancel I Help

https:/facsS.idux.localjacsadmin/PolicyInputAction. do

d. For Attribute, click Select and select IdentityGroup (see Figure 74).
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Figure 74

Attribute List
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'; Cisco Secure ACS Pre-Release -- Web Page Dialog E3

Attributes List

'
o
9]
O
o
O
-
o

OK| Cancel |

a

Mo ooo

AuthenticationMethod
AuthenticationStatus
Device IP Address
HostName

Identity Group
NACRadiusPolicyStatus
NACRadiusRole
MNACRadiusUserName
Protocol

Timne And Date
UseCase

UserName

WasMachine Authenticated

Attribute

Items 1-13 of I3 | Rows per page: ISD -I Go

Enumeration
Enurneration
IPv4 Address
String
Hierarchy
Enumeration
String

String
Enurneration
Date Time Period
Enurneration
String

Boolean

Type

1=

H

Page[ 1 of1 ﬂj J_l]

Help |
L+

:htl:ps:Hacss.idux.Ioca.fa:sadnin,-’OictionaryAcsLPlnputActm.do

© Internet

e.

f.

g. Click Select to select IP Phones from the Network Device Groups list (see Figure 75).

Click OK.

In the Operator drop-down menu, make sure that In is selected.

Figure 75 Network Device Groups

Network Device Groups

3 el

Description

Corporate Managed IP Phones

Corporate Managed Machines (Printers, Cameras, etc.)

Filter: | ;l Match if: |
Name
3 Al Groups Identity Group Root
o * Contractor Contracted Staff
(;' * IP Phones
c + MACHI%ES

OK| Cancel

<

Help
|»]

https: /JacsS.idux.localfacsadmin/MNetworkDeviceGroupLPInputAction.do

4 Internet
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Step4  Select Add.
Step5  In the Results/Authorization Profiles section, click Select.

Step6  Select the previously created Phone-Authz profile (see Figure 76).

Figure 76 Authorization Profiles List

3 Cisco Secure ACS Pre-Release -- Web Page Dialog [ x]
Authorization Profiles Items 1-7 of 7 | Rows per page: |50 ~| Go
Filter: | | Mateh if: | | v
I Name ~ Description
I— Contractor-Authz Paolicy for short term contractors ;I
[T CorpUser-authz Palicy for Valid AD Authenticated Users
[T Denyhccess
[T Managed-Asset-Authz Paolicy to be applied to Managed Assets
T Medialet-Authz Policy for Cisco MediaNet Endpoints
[T  Permit Access Q

Phone-authz Policy to map IP Phones to Voice VLAN

H
Create | Duplicate | ﬂl Delete Page| 1 of1 ﬂj JJ

OK| Cancel Help
i [ ]

https:ffacsS.idux.local/acsadmin/MetworkAccessLPInputiction. do?contextData.externalFilter=value=** © Internet

Step7  Click OK and then click OK again.
Click Save Changes.

Adding 802.1X-CorpUserRule
Complete the following steps.

Procedure

Step 1 In the screen shown in Figure 72, click Create.
Step2  In the screen shown in Figure 77, do the following:
a. For the Name, enter a new name; for example, 802.1X-CorpUserRule.
b. Select the Compound Condition checkbox.
¢. From the Dictionary drop-down menu, select AD-ADI1.
d. From the attribute list, press Select to select ExternalGroups.
e. Click OK.

f. In the Operator drop-down menu, make sure that contains any is selected.

214272
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Figure 77 Creating an Authorization Policy

/3 Cisco Secure ACS Pre-Release -- Web Page Dialog

General

Name: |802.1X-CoerserRuIe Status: IEnahIed vl ©

@ The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions

v Compound Condition:

Condition:

Dictionary: Attribute:

IAD—ADI - |ExternaIGroups Select I
Operator: Value:

|contains any = |

Deselect Clear

Current Condition Set:

Add \/

|»

And>-'|
Oor=>v~

4

O Delete | Preview _
K| Cancel Helpl
_I_

|https:n‘acss.idux.IocaljacsadmtholicyInputAction.da _'0 Internet
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Step3  Click Select and select /Users/Domain Users from the Network Device Groups screen (see Figure 78).
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Figure 78 Network Device Groups

String Enum Definition

items 1-2 of 2 | Rows per page: |50 r| Go|
Filter: > | Match if: od v

I Enum Name &
[T idux.ocal/Users/Domain Cornputers _‘I
¥ idux.Jocal/Users/Domain Users

|
Pegel_lufl HJ JJ
OK| Cancel
<

\I‘ktps:f,iacss.idux.lncaUacsadth'StlinuEnumDeFinitiunLPInputA.ctiun.do?cunlextl)ata.extarnalFIte1=name=Externde( # Internet

2
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Step4d  Click OK.
Step5  Click Add V (see Figure 79).

Figure 79 Clicking Add V

’3 Cisco Secure ACS Pre-Release -- Web Page Dialog

General
Name: [802.1X-CorpUserRule Status: | Enabled =le

@ The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions

¥ Compound Condition:

Condition:

Dictionary: Attribute:

|AD-AD1 ;I IExtemaIGroups Select
Operator: Walue:

contains any =

|D=se|ect| Clear I

Current Condition Set:

Add \/ Edit A eplacey =

AD-AD1:ExternalGroups contains any idux.

al/Users/Domaliey

And > =
or >~

-

Delete Preview =
Help

ﬂ] Cancel

https:fjacsS.idux.localfacsadmin/PolicyInputAction.do

4 Internet
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Step6  Scroll down to the Results/Authorization Profiles section and click Select.

Step7  Select the previously created CorpUser-Authz profile (see Figure 80).
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Figure 80 Authorization Profiles List
/=) Cisco Secure ACS Pre-Release -- Web Page Dialog E
Authorization Profiles Itemns 1-7 of 7 | Rows per page: m v | Go
Filter: -I Match if: -I 0| 7
I Name & Description
[T Contractor-authz Policy for short term contractors _‘l
r CorpUser-Authz Policy for Valid AD Authenticated Users
| DenvAccess
[T Managed-Asset-Authz Policy to be applied to Managed Assets
[T MediaWet-Authz Policy for Cisco MediaNet Endpoints
[T  Permit Access
[T Phone-authz Policy to map IP Phones to Yoice VLAN

£l
Create | iplicat I_I f Pagel_l of 1 ﬂj J—II

Cancel | Help
« |»]

Ihttps:;'j'acsS.idux.Iu:d,fa\:sadnianatwmkA:cesstP[ranltnctiun.da?l:urk:xtData.=xl:ernaFi|t=r=vqu==*"‘ 4 Internet
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Step8  Click OK and then OK again.
Step9  Click Save Changes.

Now you should see both the Match-1X-Phone-Authz and the 802.1X-CorpUserRules as authorizations
for 802.1X (see Figure 81).
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Figure 81 Network Access Authorization Policy

For now, this is all you will create for 802.1X in low impact mode. If your organization has more types
of wired 802.1X devices, you may want to try adding more.

As demonstrated in the previous exercises, you used the previously created dACLs and authorization
profiles in creating these specific authorization rules for 802.1X. Next, you will do a similar
configuration of authorization rules for MAB.

Adding Authorization Rules for MAB Service

Step 1
Step 2
Step 3

MAB IP Phones Rule

In this section you will set up an identity source and authorization rule to match IP phones in the MAB
access service. This ensures that the MAB authenticated phones are put into the voice VLAN for proper
access. All successfully authenticated non-802.1X phones obtain the Phone-Authz profile, which allows
full access to the voice VLAN with no ACL restrictions; that is, permit ip any any.

Complete the following steps.

Procedure

From the MAB Access Service section, select Identity (see the left-hand side of Figure §2).
Press Select.

In the screen shown in the right-hand side of Figure 82, do the following:

a. Select Internal Hosts.

b. Click OK.

c. Click Submit.
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Figure 82 Selecting Internal Hosts

Identity Store Showing 1-8 of 8 | 50 -:{perpaqo(sn]
Fite: [ WJMachit [ &) (Go) = !

(3
Name «  Description
4

802.1X-TrustSec

|
AD1

o

0

()  AILID_Stores

O CNL F Certificate i Profile
0

DenyAccess

O  Intemal Users

NAC Profiler Default Entry for NAC Profiler

214277
O

From the MAB Access Service section, select Authorization and click Create.

In the screen shown in Figure 83, do the following:

a. For the name, enter an appropriate name; for example, MAB-Phone-Authz.

b. Check the Compound Condition checkbox.

c¢. From the Dictionary drop-down menu, select System and then click Select.

Figure 83 Creating an Authorization Policy

’3 Cisco Secure ACS Pre-Release -- Web Page Dialog
General

name: [MAB-Phone-authz Status: |Disabled  ~| &

| »

@ The Customize button in the lower right area of the policy rules screen contrals which policy
conditions and results are available here for use in policy rules.

Conditions

2 Compound Condition:

Condition:

Dictionary: Attribute:

[System ;l ][dentityGroup Select |
Operator: Walue:

in s |all Groups:IP Phones

Current Condition Set:

addV | EditA | Replace

Systern:Identity GIRIJ ) in All Groups:IP Phones i
aAnd > ~
or >~
=
Delete Preview -

Results
Authorization Profiles:

Phone-authz

-
2 If desired, you can select more than one autharization
profile, to define a ‘'merged’ authorization result. Note that

A | the order is significant for resolving any conflicts that -
Help

b_K] Cancel |

[https:f,l‘acss.idux.IocalJacsadthPolicyInputActm.do [Q Internet

214279
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Step 6

Step 7
Step 8

From the Attribute List (see Figure 84), select Identity Group and click OK.

Figure 84 Attributes List

,; Cisco Secure ACS Pre-Release -- Web Page Dialog EB

Attributes List
Attribute
AuthenticationMethod
AuthenticationStatus
Device IP Address
HostName

IdentityGroup

NACRadiusPolicy Status

-~
-

C

.

IS

Ie

" NACRadiusRole

" MWACRadiusUserName
" Protocol

" Time And Date
" UseCase

" UserName
("

WasMachineAuthenticated

OK| Cancel

<

Itemns 1-13 of 13 | Rows per page: [SO0 x| Go
Type
Enurmneration ;l

Enumeration
IPv4 Address
String

Hierarchy
Enumeration
String

String
Enumeration
Date Time Period
Enumeration

String

Boolean k
=

page| 1 of1 MJ J_II

Help
|»]

https: jacsS.idux.localfacsadmin/DictionaryAcsLPInputAction. do

4 Internet

In the Operator drop-down menu, make sure that In is selected and click Select.

From the Network Device Groups list, select IP Phones (see Figure 85).

Figure 85

'a -- Web Page Dialog

Network Device Groups

Filter: = | Match if: :i' b

Name 4

¢ all Groups Identity Group Root

c * Contractor Contracted Staff
* IP Phones Corporate Managed IP Phones
* MACHINES

OK| Cancel
4

Network Device Groups

Corporate Managed Machines {Printers, Cameras, etc.)

Help
]

https:{/acsS.idux.local/acsadmin/NetworkDeviceGroupLPInputAction. do

214281

4 Internet
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Step9  Click Add.

Step10  In the Results/Authorization Profiles section, click Select and select the previously created
Phone-Authz profile (see Figure 86).

Figure 86 Authorization Profiles List

!a Cisco Secure ACS Pre-Release -- Web Page Dialog [ x]
Authorization Profiles Items 1-7 of 7 | Rows per page: ~| Go
Filter: 'l Match if: I :l' o) ¥
|_ Name -« Description
[T Contractor-Authz Policy for short term contractors ;I
[T CorpUser-Authz Policy for Walid AD Authenticated Users
[T DenyAccess
[T Managed-Asset-Authz Policy to be applied to Managed Assets
T MediaWet-Authz Palicy for Cisco MediaNet Endpoints
[T  Permit Access

<l

Phone-Authz % Palicy to map IP Phones to Voice VLAN

| |
Create | Duplicate |ﬂ| Delete F'aqel_l of 1 ﬂj ;]J

OK| Cancel I Help
4 2]

|https:ﬂacss.idux.Iocal.lacsadm'nlNetworkAccessLPInputAction.do?contextData.externaIFﬁtew-value-““ :0 Internet
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Step11  Click OK and then click OK again.
Step12 Click Save Changes.

Adding a MAB Contractor Rule
To add a MAB contractor rule, complete the following steps.

Procedure

Step 1 From the MAB Access Service section, select Authorization and click Create.

Step2  In the window shown in Figure 87, do the following:
a. For the Name, enter an appropriate name; for example, MAB-Contractor-Authz.
b. Select Compound Condition

c¢. From the Dictionary drop-down menu, select System and then press the Select button.
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Figure 87 Creating an Authorization Policy

‘; Cisco Secure ACS Pre-Release -- Web Page Dialog

General

Marne: [MAB-Contractor-Authz  Status: [Enabled -0

( The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions

¥ compound Condition:

Condition:

Dictionary: Attribute:

ISystem Ll IIdentityGroup Select I
Operator: Value:

in -

|AI| Groups: Contractor

Current Condition Set:

add v/ I Edit A ’ Replace /'

System:IdentityGroup in All Groups:Contractor

And > ~
Oor =~

-

Delete Preview -

Results
Authorization Profiles:

A ' 1If desired, you can select more than one authorization
profile, to define a 'merged' authorization result, Note that

A | the order is significant for resclving any conflicts that -
OK| Cancel Help

}ttps:HacsS.idux.IocaljacsadePolcyInputAction.do “ Internet

214283

Step3  From the Attribute List (see Figure 88), select Identity Group and then click OK.
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Figure 88 Attribute List

/) Cisco Secure ACS Pre-Release -- Web Page Dialog
Attributes List
Attribute
AuthenticationMethod
AuthenticationStatus
Device IP Address

HostName

Ol N I I

IdentityGroup
NACRadiusPolicy Status
NACRadiusRole
NACRadiusUserName
Protocol

Time And Date
UseCase

UserName

-
.
~
c
C
o
-
-

OK| Cancel

<

WasMachineAuthenticated
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Iterns 1-13 of 13 | Rows per page: |S0 x| Go
Type
Enurmeration ;l

Enumeration
IPv4 Address
String

Hierarchy
Enurmeration
String

String
Enumeration
Date Time Period
Enumeration

String
Boolean [:%
.2
Page| 1 of1 HJ J_I]

Help
|»]

https: jacsS.idux.localfacsadmin/DictionaryAcsLPInputAction. do

2142084

4 Internet

Step4  In the Operator drop-down menu, make sure In is selected.

Step5  From the Network Device Groups list (see Figure 89), click Select to select Contractor.

Figure 89

Network Device Groups

Network Device Groups

Filter: | ,j Match if: |

Name «
= all Groups

* Contractor

* IP Phones

c * MACHINES

OK| Cancel

2l

= B~
Description
Identity Group Root ;]
Contracted Staff
Corporate Managed IP Phones

Corporate Managed Machines (Printers, Cameras, etc.)

Help
[»]

\I'ktps:J'J'a:sS.idux.IucaUacsadmi'\,lNetwnlka:eGrmpLP[ruMctinn.do 4 Internet
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Step6  Click Add.
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Step7  In the Results/Authorization Profiles section, click Select and select the previously created

Contractor-Authz profile (see Figure 90).

Figure 90 Authorization Profiles List
';Cisco Secure ACS Pre-Release -- Web Page Dialog [ |
Authorization Profiles Items 1-7 of 7 | Rows per page: |50 Gnl
Filter: | j Match if: | ;j w
[ Name « Description
i Contractor-Authz Policy for short term contractors d
r CorpUser-Authz Policy for Valid AD Authenticated Users
[T Denyfccess
[T Managed-Asset-Authz Policy to be applied to Managed Assets
T MedialNet-Authz Policy for Cisco MediaMet Endpoints
] Permit Access
I Policy to map IP Phones to Voice VLAN

Create| Duplicate [ Edit| Delete

OK| Cancel

4|

Page[ 1 of1 14| 4] B| M|

Help
I»] g

https:ffacsS.idux.local/acsadmin/MetworkAccessLPInputaction. do?contextData, externalFilter=value=**

& Internet

2142

Step8  Click OK and then click OK again.
Step9  Click Save Changes.

Adding a MAB MediaNet Rule
To add a MAB MediaNet rule, complete the following steps.

Procedure

Step 1 From the MAB Access Service section, select Authorization and click Create.

Step2  In the window shown in Figure 91, do the following:

a. For the Name, enter an appropriate name; for example, MAB-MediaNet-Authz.

b. Select Compound Condition.

c. From the Dictionary drop-down menu, select System and then press the Select button.
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Figure 91 Creating an Authorization Policy

'3 Cisco Secure ACS Pre-Release -- Web Page Dialog X

General -

Name: |MAB-MediaNet-Authz Status: |Enabled -| (2]

@ The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

r Conditions

¥ compound Condition:

Condition:

Dictionary: Attribute:

[ systern | |1dentityGroup Select
Operator: Value:

in - |all Groups:MACHINES Select

Current Condition Set:

add W/ I Edit A Replace '/

System:IdentityGroup in All Groups:MACHINES

And>'|
Or>'|

Delete Preview .

- Results
Authorization Profiles:

A | If desired, you can select more than one authorization
profile, to define a 'merged' authorization result. Note that

A | the order is significant for resclving any qonflictslthat_ -
OKI Cancel Help

:https:Hacss.idux.Ioralfacsadrrinfpdicylnputktion.do

'Q Internet

d. From the Attribute List (see Figure 92) select Identity Group and click OK.
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Figure 92 Attribute List
/) Cisco Secure ACS Pre-Release -- Web Page Dialog
Attributes List Itemns 1-13 of 13 | Rows per page: [S0 ~| Go
Attribute Type
" AuthenticationMethod Enurmeration ;l
" AuthenticationStatus Enumeration
" Device IP Address IPv4 Address
" HostName String
IS IdentityGroup Hierarchy
" NACRadiusPolicyStatus Enurmeration
" NACRadiusRole String
" NACRadiusUserName String
@] Protocol Enumeration
" Time And Date Date Time Period
" UseCase Enumeration
" UserName String
" WasMachineAuthenticated Boolean [:%
page[ T of1 14| 4] o] M|
OK| Cancel Help
< _ ]
https: jacsS.idux.localfacsadmin/DictionaryAcsLPInputAction. do 4 Internet
Step3  In the Operator drop-down menu, make sure In is selected and click Select.
Step4  From the Network Device Groups list (see Figure 93), select MACHINES.
Figure 93 Network Device Groups
’a -- Web Page Dialog [ |
Network Device Groups
Filter: | | match if: | | b4
Name Description
2 all Groups Identity Group Root A
O * Contractor Contracted Staff
O * 1P Phones Corporate Managed IP Phones
* MACHINES Corporate Managed Machines (Printers, Cameras, etc.)
OK| Cancel Help
< | %
https:|facsS.idux.localfacsadmin/NetworkDeviceGroupLPInputAction. do @ Internet E
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Step5 Click Add.

Step6  In the Results/Authorization Profiles section, click Select button and select the previously created
MediaNet-Authz profile (see Figure 94).

Figure 94 Authorization Profiles List
’a Cisco Secure ACS Pre-Release -- Web Page Dialog [ |
Authorization Profiles Itemns 1-7 of 7 | Rows per page: |S0 -] Go
Filter: 'l Match if: x v
r Name « Description
r Contractor-Authz Policy for short term contractors d
[T CorpUser-Authz Policy for Valid AD Authenticated Users
[T Denyfcecess
[T Managed-Asset-Authz Palicy to be applied to Managed Assets
v | Medialet-Authz Palicy for Cisco MediaNet Endpoints
[T  Permit Access h
- Phone-Authz Policy to map IP Phones to Voice VLAN

=
Create | Duplicate |ﬂ| Delete Page| 1 of1 _IIJ JJ

OK| Cancel I Help
4 |+

|https:/facsS.idux.localfacsadminjNetworkAccessLPInputAction.do?contextData.externalFiler=value="* 4 Internet
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Step7  Click OK and then click OK again.
Step8  Click Save Changes.
You should have now three authorization rules for MAB, as shown in Figure 95:
e MAB-Phone-Authz
e MAB-Contractor-Authz
e MAB-MediaNet-Authz
These apply differentiated authorization policy per group type.

TrustSec Phased Deployment Configuration Guide gy



M Implementing Low Impact Mode

Figure 95 MAB Authorization Policies

Access Policies: Access Services > MABR > Authorization

Standard Policy| Exception Policy

Network Access Authorization Policy
Filter: [ Status | match if: [Equals =1
Conditions Results
- Status Name izati i Hit Count
Compound Condition Authorllzatlon Security I
P!'uﬁles_ Group | |
MaB-Phone- System:IdentityGroup in All . -
1 e Authz Groups:IP Phones Phone-Authz Unknown 2
MAB- Systemn:IdentityGroup in All .
2 r e Contractor-Rule  Groups:Contractor Contractor-Authz  Unknown 0
MAB-MediaNet- System:IdentityGroup in All . "
a8 [0 o Bule  Groups:MACHINES MediaNet-Authz  Unknown 0
=
k[T Default Default %f no rule is defined in the Permit Access Unknown ig
table or none of the above
enabled rules are matched.
Create... | vI Duplicate,,. | = ] E.:'J+| Delete I A I Move to,., | L4 | Customize Hit Count

214201

Configuring the Switch

This section includes the following topics:
e Global Switch Default ACLs, page 78
e Switch Port Configuration, page 79

Global Switch Default ACLs

Apply the following pre-authentication ACL to be applied to the TrustSec-enabled ports:

ip access-list extended PRE-AUTH
remark Allow DHCP
permit udp any eq bootpc any eq bootps
remark Allow DNS
permit udp any any eq domain
remark Allow Websense
permit tcp any any eq 15871
remark Deny access to HO
deny ip any 10.0.0.0 0.255.255.255
deny ip any 192.168.0.0 0.0.255.255
deny ip any 172.16.0.0 0.15.255.255
remark Allow access to internet
permit tcp any any eq www
permit tcp any any eq 443
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To enable dACLs, you must first configure your access switch to allow communications using the
cisco-av-pair attribute with the value aaa:event=acl-download. To enable this functionality, enter the
following command in the global configuration of the switch. Failure to add this command results in
failed authentication/authorization requests.

conf t

radius-server vsa send
end

Switch Port Configuration

Access your switch console and add ip access-group PRE-AUTH to the TrustSec-enabled ports you
have configured for this exercise:

interface range fa2/1-16
shut
switchport access vlan 210
switchport voice vlan 211
switchport mode access
ip access-group PRE-AUTH in
authentication host-mode multi-domain
authentication open
authentication port-control auto
mab
dotlx pae authenticator
ip verify source vlan dhcp-snooping
no shut

You are adding only one new line to the configuration (ip access-group PRE-AUTH in) and modifying
the host-mode from multiauth to multidomain, which restricts one host in the voice VLAN and one host
in the data VLAN. You can use the above configuration as a reference to the other configuration items
that should be enabled on the low impact identity-enabled ports.

Configuring the Endpoint Host

Step 1

Step 2

For the purposes of this TrustSec phased deployment demonstration, the 802.1X client configuration is
limited to Windows XP, the Cisco Secure Services Client (SSC), and PEAP as the authentication
protocol.

Before installing Cisco SSC on your Windows XP PC, make sure you do not have any other 802.1X
supplicant installed or configured. If you do, remove the supplicant and reboot before starting the next
procedure.

To configure the endpoint host, complete the following steps.

Procedure

Download the latest version of Cisco’s SSC (v5.1.1 or later) from
http://tools.cisco.com/support/downloads/ to your desktop on the Windows XP machine.

You need both of the following installation applications:
e Cisco_SSC-XP2K_5.1.1.3.zip—Required to install the supplicant on the host PC.
e Cisco_SSCMgmtUtil_5.1.1.4.zip—Required on by the Administrator to create profiles.

Unzip the archive, and run the Cisco SSC Installer (see Figure 96).
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Figure 96 Cisco SSC Installer
“p' Cisco Secure Services Client - InstallShield Wizard @ i"g Cisco Secure Services Client - InstallShield Wizard
wgloometo.thelnstalsﬁeldwizardfnrl:isco License Agreement |lllnl|l|
Secure Services Client Please read the following license agreement carefully. cisco
lllllllll
c I s c o ) Eﬁmmﬁ:ﬂ:‘:&a&:&%’d&mﬁ End User License Agreement ~

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

AGREEMENT.
WARNING: This program is protected by copyright law and CISCO IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY
international treaties. UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS

CONTAINED IN THIS LICENSE AGREEMENT. BY DOWNLOADING OR

THMETATT THA TUT SATTUANT AN NSTMA TUT TATTRNDNT TUMT

(®1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

iy o)

[ Net> [ Concel | [ <Back J[__Net> ][ Cancel

214202
214293

Step3  Accept the terms and default installation directory (see Figure 97) and click Install.

Figure 97 Installation Directory
|¢Dr Cisco Secure Services Client - InstallShield Wizard @ i'§ Cisco Secure Services Client - InstallShield Wizard E!
Destination Folder l'l'lllll Ready to Install the Program |li|l‘||l
ClickNexttohstaltutt'nsfoldet,amma'getoi\staltoaci‘ferentfddev.CIsco The wizard is ready to begin installstion. CIsco
= 7| Install Cisco Secure Services Client to: Click Install to begin the installation.
Ci\Program Fes}CizooiCisco Seaure i A If you want to review or change any of your installation settings, ciick Back. Click Cancel to
exit the wizard,
<tk J[ Mext> J [ comel ] |8 <ok [t ] [ coma |
&

The two screens shown in Figure 98 show the installation progress

Figure 98 Installation Progress
& Cisco Secure Services Client - InstallShield Wizard T i Cisco Secure Services Client - InstallShield Wizard
Installing Cisco Secure Services Client "h"l'l InstallShield Wizard Completed
TMD-RamFeatuesmsdectedae being installed. CISCO

Imir
= Please wait while the InstaliShield Wizard installs Cisco Secure Services The InstaliShield Wizard has successfully installed Cisco Secure
Client 5.0.2.3. This may take several minutes. CISC % Services Client 5.0.2.3. Click Finish to exk the wizard.

Status:

Cancel

214206
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Step 4 When the installation is complete, click Finish.

214295
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Step5  Select Yes to reboot.

You are required to reboot.

Figure 99 Reboot Screen

i@ Cisco Secure Services Client Installer Information g

You must restart your system for the configuration

! made to Cisco Secure Services Chient to take
effechalllick Yes to restart now or No if you plan to
restart later.

214208

Step 6 When the Windows XP PC has rebooted, log back in as the Administrator.
Step7  To configure the client for network access, run the sscManagementUtility.exe file.

Step8  Click Create New Configuration Profile > and select Cisco SSC 5.0 > (see Figure 100).

Figure 100 Welcome and Select Cisco SSC Version Screens
# Cisco SSC Management Utility ()]l & cisco S5 Management Utility (@]
alialn Welcome to Enterprise Deployment Configuration afraln Select Cisco SSC Version
cisco e o e e e L CISCO et oo oo o wichyoumaklis o st s Desoyment Configuration.

#Gives IT professionals the capabilty to enforce network security poices on end stations.

‘#Provides IT professionals with the flexibiity to configure various settings to support existing
enterprise standards and reduce support cals.

#Offers end users a hassle free networking experience.

Create New Configuration Profie >
Modify Existing Configuration Profile > |
Process Existing Configuration Profie > |

| Cisco SSC 5.0 >

SscManagementUtiity (5.0.1.6229)
© 200] 0 Systems, Inc.
[T Wiew Configuration XML while editing (advanced users)

Step9  In the Client Policy screen (see Figure 101), do the following:
a. Paste in your license key.
b. Select the Attempt connection before user logon radial button.
¢. Check the Allow Wired (802.3) Media checkbox.
d. Click Next.

Step10 In the Authentication Policy screen (see Figure 101) select all of the Association and Authentication
modes and click Next.
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Step 11
Step 12

Step 13

Step 14

Figure 101 Client Policy and Authentication Policy Screens
& Cisco SSC 5.0 Configuration Profile [2)(5) Jll £ Cisco SSC 5.0 Configuration Profile @@
Wl | i | 1+ Client Policy ol | 1l | 1+ Authentication Policy
CISCO e CISCO  esiomcs
[ Provide License [¥] Open (no encryption) ]
KQ-Y62P-OIWF-2T7L-2TNC-HRWQ-BXJZ-EEZR-PS4R-PPKL-3NMH-VZQ7-XT3M-MF40- JYMS-EBVY-L JP6-BPEC E Open (Static WEP) z
[ shared (WEP) Mewns
@ Attempt connection before user logon [] WP Personal TKIP M eapFast
Number of seconds to wak before allowing user tologon |30 WPA Personal AES z EAPGIC
O Attempt connection after user logon WPAZ Personal TKIP itep
WPA2 Personal AES ] EAP PEAP
Allowed Media Z e IS
[ Allow Wi (wireless) Media Open (Dynamic (802.1%) WEP)
Enab da P [V] WPA Enterprise TKIP
Allow Wired (802.3) Media [¥] WPA Enterprise AES
[¥] WPAZ Enterprise TKIP
[¥] WPA2 Enterprise AES
CCKM Enterprise TKIP
CCKM Enterprise AES
et > 5 Nest> §
To create a network profile for each network to which you connect, click Add Network.
In the Network Media screen (see Figure 102), accept the default and click Next.
Figure 102 Network Media and Wired Network Settings Screens

.|||.|||. Network Media
CiIsCo

Choose Your Network Media

® wired (802.3) Network

Salect & wired network ¥ the endstations mill be connecting to the network with &
traditional ethemet cabie.

Next > Cancel

14303

vifrer] e wired Network Settings
CIsSCO

Network Settings
Display Name: | 1dux.local Wired Network

Connection Timeout: 30
Security Level

O Open Network
Open networks have no security, and are open to anybody with physical access. This
5 the least secure type of network.

) Authenticating Network
Authentication networks provide the highest level of security and are perfect For
enterprise fevel networks. AUthantication networks require ragius servers, and other
network infrastructure.

®

[ <sok | [ met> J[ conce |

214304

In the Wired Network Settings screen (see Figure 102), do the following:

a. Enter a name for this network; for example, Demo.local Wired Network.

b. Change the Connection Timeout to 30.
c. Select Authenticating Network.
d. Click Next.

In the Connection Settings screen (see Figure 103), set the Connection Settings as shown and click

Next.

TrustSec Phased Deployment Configuration Guide




Implementing Low Impact Mode Il

Figure 103 Connection Settings and Network Connection Type Screens
£ Cisco S5C 5.0 Configuration Profile @@ & Cisco SSC 5.0 Configuration Profile @@
vilier] 1y Connection Settings vl 1e Network Connection Type
CISCO oz ixserngs CISCO network ComectionType
authPeriod 30 O Machine Connection
heldPeriod |60 Machine connection should be used ¥ the end station should log onto the network
bafore the user joge in. This & typicaly used for connacting to domains, to get GP0's

startPeriod |3 and other updates from the network before the user has access.
maxstart 3] O User Connection

User connection should be used when a machine connection & not necessary. A user
connection will make the network avallable after the user has logged on.

(® Machine and User Connection

This type of connection wall be madk automaticall mhen the maching boots. it wl then
be brought donn, and back up agan with Gfferent credentisls when the user logs i.

Coom e ) (o

oo J e (o

21435

214308

Step15 In the Network Connection Type screen (see Figure 103), select Machine and User Connection and
click Next.

Step16  In the Machine Authentication (EAP) Method screen (see Figure 104), select EAP PEAP and click the
Configure button.

Figure 104 Machine Authentication (EAP) Method and EAP PEAP Settings Screens

or :
1 EAP PEAP Settings X
vi]1er] 1y Machine Authentication (EAP) Method S
Cisco EAP Methods )

O Erp oS Validate Server Identity
O EAP MSCHAPYZ Enable Fast Reconnect
O Leap
O EarGTC
Oesets = Inner Methods based on Credentials Source
O eap LS Configure (® Authenticate using a Password
® eappeap [ Configure | EAP MSCHAPv2
O EmpFast Configure [¥] eap GTC

() EAP TLS, using a Certificate

R

[eoes | wee> QI con ]

Lo J[ con |

214307
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Step17 Inthe EAP PEAP Settings screen (see Figure 104), for the EAP PEAP setting, check the boxes as shown,
click OK, and click Next.

Step18 In the Machine Credentials screen (see Figure 105), select Use Machine Credentials radial box and
click Next.
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Figure 105 Machine Credentials and User Authentication (EAP) Method Screens
& Cisco SSC 5.0 Configuration Profile P | 2 Cisco SSC 5.0 Configuration Profite ﬂg‘
vi]1ii]iy Machine Credentials vil1et]1e User Authentication (EAP) Method
c I s co Machine Identity C I sco EAP Methods
Unprotected Identity Pattern:  host/[username] © EapMDS
Protected Identity Pattern: host/[username] ® C EAP MSCHAPYZ

QO LeaP

O eapeTC
@ Use Machine Credentials @

© Use Static Credentials O eapms
O eapTiLS
@ EAPPEAP | Configure
Q) EAPFast
iy
"
[_coot JI[ o> T coed ] [ cex I wor> JIl_co ]

214309
214310

Step19 In the User Authentication (EAP) Method screen (see Figure 105), select the EAP PEAP radio box and
then click Configure.

Step20 Select the check boxes and radio buttons as shown in Figure 106 for the EAP PEAP settings, click OK,
and then click Next.

Figure 106 EAP PEAP Settings and User Credentials Screens

& EAP PEAP Settings @@ £ Cisco SSC 5.0 Configuration Profile @@
E 5 vl I i I I+ User Credentials
EAP Peap Settings c ' Sc o
i 5 User Identit
. ! Unprotected Identity Pattern:  [username]]
Enable Fast Reconnect @

Protected Identity Pattern:  [username]
[ Disable when using a Smart Card User Credentisls
I - @ Use Single Sign On Credentials
er Methods based on Credentials Source © Promot for Credentials
(® Authenticate using a Password
EAP MSCHAPvZ
EAP GTC

(O Authenticate using a Token and EAP GTC © Use Static Credentials

(O EAP TLS, using a Certificate

[ ox J[ coma ] (C<sox [ ren ][ conmt |

214214
214312

Step21 In the User Credentials screen (see Figure 106), accept Use Single Sign On Credentials and click
Finish.

Step22 Click Next to validate the configuration (see Figure 107).
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Figure 107 Networks and Validation Screens

(&) (2 [X] & Cisco SSC 5.0 Configuration Profile PR

Forlian] e Networks viliar]iy validation

cisco CISCO e coniouation s been vaidated.
| Group | Network Security Level
= [Networks Avaiable to Al Groups]
Idux.local Wired Network ‘Wired (80¢ Authentication
Defaukt
View Configuration XML |

jon Data\CiscolCisco Secure Services ChentinewConfigFies\configuration.ml Browse |

‘ R @

‘ = —————

| | add Group Add Network | ico Secure Services ClentinewConfigFies\unprocessed_configuration_do_not_deploy.aml Browse |

| TSR S

i | <Back || Next> || cacet | g | <Bak Finish Cancel E %

Step23 Click Finish and you are finished with this PC.

Repeat the SCC and Management Utility configuration for other PCs that you are using in this
demonstration.

There is a way to create an administrative install MSI file with preconfigured settings for a mass
deployment. For more information, see the Cisco SSC documentation at the following URL:
http://www.cisco.com/en/US/products/ps7034/index.html.

Verifying Low Impact Mode

This section includes the following topics:
e Verifying Host Network Connectivity and Network Services, page 85
e Verifying 802.1X-Capable Managed Assets, page 88
e Verifying Non-802.1X-Capable Managed Assets, page 90

~

Note

Global AAA/RADIUS configuration verification should not be necessary because this was validated in
the previous sections.

Verifying Host Network Connectivity and Network Services

A quick way to gain insight into the IP addresses associated with the ports and MAC addresses is to run
the show ip dhcp snooping binding Cisco I0S Software CLI switch command (see Figure 108).
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Figure 108 show ip dhcp snooping binding Output

o
o D

=
@ @

=

binding

214215

Comparing this with the original lab diagram shown in Figure 1, you can see that all of the devices are
connected and have an IP address. You also see which VLAN they are in and their MAC addresses. The
only exception is the rogue AP on port f2/14.

Another useful IOS show command is show authentication sessions. This displays the state of all
TrustSec-enabled switch ports on that switch. Figure 109 and Figure 110 show port-specific derivatives
of this command.

Figure 109 show authenticated sessions Output

o o o

Running

2943485

Figure 110 show cdp neighbors Output

Another quick summary view is to look at the Authentication and Authorization logs within ACS
Reporting and Monitoring (see Figure 111).
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Authentication and Authorization Logs (1)

EEEYE

Launch Interactive Yiewer F

Showing Page 1 of 24 did b b

Goto Page: (> ]

AAA Protocol » RADIUS Authentication

Authentication Status : Pass or Fail

Date : January 9, 2009
@Reluad
v=Pa X=Fail R=Click for details

Logged At Istatus Detew\sl Failure Reason User Name Calling Station ID | Authentication Method Sele

Authorizat

3:29:01.610 PM v e #ACSACL#-1P-ContractorACL-49667635
3:29:01.600 PM v « 00-21-86-58-DB-6B 00-21-86-58-DB-6B Lookup Contracto
3:28:57.503 PM v 9 00-1D-ES-EB-F3-00 00-1D-ES-EB-F9-00 Lookup MediaNet-
3:28:56.480 PM v %€ 00-1D-ES-EB-ES-EF 00-1D-ES-EB-ES-EF  Lookup Mediahet-
3:28:32.913 PM v « 00-18-BA-C7-BC-FA 00-18-BA-C7-BC-FA Lookup Phone-aAut
3:28:32.910 PM v % 00-18-BA-C7-BC-EE 00-18-BA-C7-BC-EE Lookup Phone-Aut
3:28:31.886 PM x @ 22041 Unknown User 00-06-25-04-C2-95 00-06-25-04-C2-95 Lookup
3:28:21.413 PM v % IMAC-CLIENT-2\Administrator 00-18-F8-08-F8-38 MSCHAPWY2 CorpUser-
3:28:02.016 PM v Q CP-7961G-SEPO01BDS85391E 00-1B-DS5-85-39-1E CHAP/MDS Phone-Auf E
3:28:02.013 PM N «Q RACSACL#-IP-CorpAssetACL-496675ed =l ';E

The screenshot in Figure 112 is the same list of hosts, which has been scrolled to the right to show the

rest of the data available.

Figure 112

Authentication and Authorization Logs (2)

= B

Launch Interactive Viewer 7|

Showing Page 1 of 24 did bk

Goto Page: > |

D |Authentication Method Selected Selected Exception

Authorization Profiles | Authorization Profiles

& Lookup Contractor-Authz
10 Lookup MediaNet-Authz
tF  Lookup MediaNet-Authz
FA Lookup Phone-Authz

EE Lookup Phone-Authz

15 Lookup

3 MSCHAPVZ CorpUser-Authz
LE CHAP/MDS Phone-Authz

Metwork Device |[MAS IP Address |NAS Port|Access Service | [dentity Store Identity Group

id-4503-2 10.200.1.128

id-4503-2 10.200.1.128 50212 MAB Internal Hosts All Groups:Contractor
id-4503-2 10.200.1.128 50211 Mag Internal Hosts  All Groups:MACHINES
id-4503-2 10.200.1.128 50208 MAB Internal Hosts  All Groups:MACHINES
id-4503-2 10.200.1.128 50213 MAB Internal Hosts All Groups:IP Phones
id-4503-2 10.200.1.128 50212 MaB Internal Hosts All Groups:IP Phones
id-4503-2 10.200.1.128 50214 B Internal Hosts

id-4503-2 10.200.1.128 50213 802.1X AD1 g
id-4503-2 10.200.1.128 50216 802.1% Internal Users All Groups:IP Phones §

As shown, all of the administratively allowed devices have successfully authenticated and received the
authorization policy as prescribed. Note that the host with the MAC address 00-06-25-04-C2-95 failed
authentication. By having this log, we know that someone has plugged in a rogue device on switch
1d-4503-2 on port 50214 (i.e, F2/14). Per policy in Low Impact mode, this device is allowed to gain an
IP address and access limited resources per the PRE-AUTH ACL. However, this allows you to also send
someone out to determine what the device is and whether it should be on your network.
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Verifying 802.1X-Capable Managed Assets

802.1X Cisco IP Phone

This simple verification step verifies that the phone has an IP address and has connected to the Call
Manager. One easy test is to pick up the phone and see whether it has dial tone. If it does, chances are
everything is working just fine.

For further verification look at the switch port status, as shown in Figure 113.

Figure 113 Switch Port Status

Passwor
1d-45083-2#show authen session interface f2/16
Interfa FastEthern :
MAC Addre B881b .d585.
IP Address: 16.200.11.202
User-Name: CP-7961 8816058
Stat Authz !
Domain: VYOICE
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server

Session timeout: 36883 (local), Remaining:
Timeout action: Reauthenticate
Idle timeout: N/
Common Session ID: BACS618660086069D38907E4128
Acct ssion ID: ©x08889D3E
Handle: @x9ABaaDGF

Runnable methods list:
Method State
dotlx Authc
mab Not run

294349

Figure 113 shows that the phone successfully authenticated via 802.1X and was placed in the VOICE
VLAN.

Windows XP and Cisco SSC 802.1X Supplicant/Client
Complete the following steps.

Procedure

Step1  From the Windows XP interface, double-click the SSC icon (that is, the round green icon) in the tray bar
(see Figure 114).

Figure 114 SSC Icon in the Tray Bar

) & _PH zum

e

214320

This loads the SSC dialog window, showing the status of your connection (see Figure 115).
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Step 2

Implementing Low Impact Mode

Figure 115 Connection Status
£ Cisco Secure Services Client Q@@
Settings Help

Active Connection Group
Default v | |Configure Groups...

Available Connections

Configured connections appear in boldface

Connection Signal Security Status

Idux.local Wired Network = Connected

& &
Conect ||  Ed... Delete [ AddssmD... | [Connection Status...

Connection: Idux.local Wired... Status: Connected 1IP: 10.200.10.201

For further verification, look at the switch port status (see Figure 116).

Figure 116 Switch Port Status

id-4563-2#show authentication sessions interface f2/1
Interface: FastEthern
MAC Addre AA15.f809.
IP Address: 16.200.10.261
User-Name: administrator
Status: Authz Success
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vian Policy: N/A

Session timeout: 3688s (local), Remaining: 2278s
Timeout action: Reauthenticate

Idle timeout: N/SA
Common Si ion ID: 25987D4ERS
Acct Session ID: ]
Handle:

Runnable methods list:

214320

214321
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Verifying Non-802.1X-Capable Managed Assets

Cisco IP Phone (no 802.1X Supplicant)

Verify that the phone has dial tone and check the authentication status of the switch port. Two
non-802.1X phones are on ports F2/12 and F2/13. You can also determine where they are connected by
using the following Cisco [0S Software CLI commands:

e show cdp neighbors

e show ip dhcp snooping binding

e show authentication session

You can also check the AAA logs from ACS.

Figure 117 shows the output for show authentication sessions interface £2/12 & £2/13.

Figure117

MAC Address
IP Addre
User-Name :
Status:
Domain:
Oper host mode:
Oper control dir:
Authorized By:
Session timeout:
Idle ti
Common S
Acct Session ID:
Handle:

Runnable methods list:
Method St
dotix Faile

mab Authc S

Interface:
MAC Address:

IP Address:

Domain:
Oper host moc
Oper control dir
Authorized
Ylan Poli
Session timeo
Idle
Common &
Acct S on ID:
Hondle:

Runnable methods list:
Method St
dotlx
mab Authc

Authz

VOICE

multi-auth

both

Authentication Server
NZA

N/A
BACE616000009D3690DCO516
Bx008a9047

BxBABBADTS

over

FastEth
6821 .6

multi-auth
both
Authentication Server

18600006903A960D626C
00089046

show authentication sessions interface f2/12 & f2/13 Output

id-4503-2#show authentication sessions interface f2/13
Interface: FastEthernet2/13
MAC Addr a1
16.200.11.
User-Name: 88-18-BA-C7-BC-FA
S Al Si
Domain: VOICE
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Session timeout: N/A
N/A
Common Session I B8ACS815080889D37900C9518
Acct Session ID: ©x80089D48
Hondle: ©x2B0808076

Runnable methods list:
Method St
dotlx Failed over
mab Authc Success

Interfac FastEthernet2/13
MAC Addr p018.f808.7838

10.2008.18.283
IMAC-CLIENT-2%Admin
Su

multi-auth

Oper control di both

Authorized B uthentication Server

N/A
N/A
N/A

Common Se: BACS018680083D3698DDAS98

Acct Se

Handle:

Runnable methods (1

dotix Authc Success
mab Not run

294323
214324

As shown in the output from these Cisco IOS show commands, two devices are authenticated on each
port: a phone and a PC. The phones are placed in the VOICE VLAN and the PCs in the DATA VLAN.

For port F2/12, the phone and the PC are both authenticated via MAB. On port F2/13, the phone is
authenticated via MAB and the PC is authenticated via 802.1X. Both ports have the same configuration.
This is the power of FlexAuth combined with multiauth.
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You can also repeat the validation steps performed in the “Verifying Monitor Mode” section on page 36
for a complete validation.

Implementing High Security Mode

This section includes the following topics:
e High Security Mode Overview, page 91
e Modifying Authorization Profiles, page 91
e Verifying Global Switch VLAN Definition, page 97
e Configuring the Switch Port, page 98
e Verifying High Security Mode, page 98

High Security Mode Overview

Low impact mode may fulfill initial access security requirements for many organizations. For those that
need stricter access controls may choose to deploy high security mode.

High security mode returns to the traditional closed mode of 802.1X, in conjunction with dynamic
VLAN assignment for differentiated access. Although high security mode represents a more traditional
deployment model, the new Cisco IOS FlexAuth feature set can be used to create a flexible, adaptable
deployment.

FlexAuth allows you to configure secondary authentication methods to 802.1X, such as MAB and/or
Web Authentication for guest access. Additionally, FlexAuth allows you to re-order the sequence of
authentication. For example, you can try MAB before 802.1X.

Because you are moving from monitor or low impact mode, the base infrastructure configuration is
already in place. Here you need to modify only the authorization profiles and switch port configurations.

Modifying Authorization Profiles

For high security mode, you are going to modify the five existing authorization profiles. The
authorization is changed from dACLs to VLANSs.

Table 13 lists the authorization profiles for all three modes.

Table 13 Authorization Profiles

Profile Name Description VLAN dACL

Monitor Mode

No Authorization n/a n/a n/a
Profile Required

Low Impact or Selective Access Mode

Phone-Authz Policy to map IP phones to Voice n/a CorpAssetACL
VLAN

Managed-Asset-Authz |Policy to be applied to managed assets |n/a CorpAssetACL

MediaNet-Authz Policy for Cisco MediaNet endpoints |n/a CorpAssetACL
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Step 1

Step 2

Table 13 Authorization Profiles
CorpUser-Authz Policy for valid AD authenticated n/a CorpUserACL
users
Contractor-Authz Policy for short-term contractors n/a ContractorACL
High Security Mode
Phone-Authz Policy to map IP phones to Voice N/A n/a
VLAN
Managed-Asset-Authz  |Policy to be applied to managed assets | MACHINE n/a
MediaNet-Authz Policy for Cisco MediaNet endpoints |MEDIANET n/a
CorpUser-Authz Policy for valid AD authenticated DATA n/a
users
Contractor-Authz Policy for short-term contractors CONTRACTOR |n/a

To modify existing authorization profiles, first access the ACS web interface and go to Policy Elements
> Authorization and Permissions > Network Access > Authorization Profiles (see Figure 118).

Figure 118 Authorization Profiles Screen
Policy Elements : Authorization and Permissions > MNetwork = Authorization Profiles
Authorization Profiles Itemns 1-6 of & | Rows per page: |50 =
Filter: | ;I Match if: ;I Gol ¥
I_ MName & Description
[T Contractor-suthz Paolicy for short term contractors
T CorpUser-suthz Policy for Walid AD Authenticated Users
[T  Managed-Asset-Authz Policy to be applied to Managed Assets
T MediaMet-Authz Policy for Cisco MedialMet Endpoints
[T Permit Access
[T Phone-duthz Policy to map IP Phones to Voice VLAN

From here, modify the existing profiles by completing the following steps.

Modifying the Phone-Authz Profile

Select the Phone-Authz profile (see Figure 119).

Figure 119 Modifying the Phone-Authz Profile

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Phone-Authz™

{Ganeral. | Common Tasks | RADIUS Attributes |
General
* Name: |Phone-authz

214326

Description: [Policy for IP Phones

* Required fields

Select the Common Tasks tab.

r TrustSec Phased Deployment Configuration Guide



Implementing High Security Mode Il

Step3  Under the ACLS section, from the Downloadable ACL Name drop-down menu, change static to Not in
Use (see Figure 120).

Figure 120 Authorization Profiles—Common Tasks Tab

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Phone-Authz"

General Tasks | RADIUS Attributes |
VLAN ID/Name:
URL for Redirect:

URL Redirect ACL:
~ACLS

Downloadable ACL Name: Not in Use -
I0S ACL Filter ID: Not in Use -

Proxy ACL: lm
QoS
QOS Profile Name: Mot in Use -
Input Policy Map: Not in Use A
Output Policy Map: lm
Yoice YLAN
Permission to Join: m Yes (device-traffic-class=voice)
~ Reauthentication —

Reauthentication Timer: Not in Use -

Maintain Connectivity during
Reauthentication:

“;Requir'ed fields

214327

Step4  Click Submit to finish.

Repeat these steps for the rest of the Authz profiles created, using Table 13 to map the appropriate
VLANS to these profiles.

Modifying the Managed-Asset-Authz Profile

Step 1 Select the Managed-Asset-Authz profile (see Figure 121).

Figure 121 Modifying Managed-Asset-Authz Profile

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Managed-Asset-Authz™

General Common Tasks mi
- General

* Name: |Manaqed-nsset-nuthz

Description: |Po|icy to be applied to Managed Assets

214328

*Required fields &

Step2  Select the Common Tasks tab (see Figure 122) and do the following:
a. For the VLAN ID/Name drop-down option, select static.
b. In the Value input field, type MACHINE.

¢. Under the ACLS section, from the Downloadable ACL Name drop-down menu, change static to Not
in Use.
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Figure 122 Authorization Profiles—Common Tasks Tab

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Managed-Asset-Authz™

General RADIUS Attributes
VLAN ID/Name: | Static =] walue [MACHINE
URL for Redirect: | Not in Use v |
URL Redirect ACL: Not in Use
~ACLS

Downloadable ACL Name: | Mot in Use -I
10S ACL Filter ID: Mot in Use 'l

Proxy ACL: [NotinUse +]
~Qos

QOS Profile Name: ]m
Input Policy Map: ]m
Output Policy Map: ]m

Yoice ¥YLAN

’VPermissiun to Join: ]m
~ Reauthentication

Reauthentication Timer: Mot in Use 'I

Maintain Connectivity during
Reauthentication:

214329

*Required fields

Step3  Click Submit.

Modifying the MediaNet-Authz Profile

Step1  Select the MediaNet-Authz profile (see Figure 123).

Figure 123 Modifying the MediaNet-Authz Profile

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "MediaNet-Authz"
| Common Tasks | RADIUS Attributes

General
* Name: IMadiaNet-Authz

Description: |Pu|ic7 for Cisco MediaMet Endpoints

214330

;'“Requu'ed fields

Step2  Select the Common Tasks tab (see Figure 124) and do the following:
a. For the VLAN ID/Name drop-down option, select static.
b. In the Value input field, type MEDIANET.

¢. Under the ACLS section, from the Downloadable ACL Name drop-down menu, change static to Not
in Use.
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Figure 124 Authorization Profiles—Common Tasks Tab

Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "MediaNet-Authz"

Common Tasks RADIUS Attributes

VLAN ID/Name: | static ~| walue [MEDIANET]
URL for Redirect: Mot in Use vl
URL Redirect ACL:
- ACLS
Downloadable ACL Name: |Not in Use -i
10S ACL Filter 1D: INot in Use 'I
Proxy ACL: |Not in Use 'I
~Qos
QOS Profile Name: |Not in Use -I
Input Policy Map: |Not in Use vl
Output Policy Map: INnt in Use 'I
Yoice YLAN
|[Permissinn to Join: INnt in Use - I
- Reauthentication
Reauthentication Timer: INot in Use 'I
Maintain Connectivity during ﬁ
Reauthentication: =
o
*Required fields
Click Submit.
Modifying the CorpUser-Authz Profile
Select the CorpUser-Authz profile (see Figure 125).
Figure 125 Modifying the CorpUser-Authz Profile
Policy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "CorpUser-Authz™
General = Common Tasks_ii:RADIUS Attributes }
| General-
* Mame: corpUser-authz .
o
Description: IPuIicy for Valid AD Authenticated Users g
o

*Required fields

Select the Common Tasks tab (see Figure 126) and do the following:
a. For the VLAN ID/Name drop-down option, select static.
b. In the Value input field, type DATA.

¢. Under the ACLS section, from the Downloadable ACL Name drop-down menu, change static to Not

in Use.
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Figure 126 Authorization Profiles—Common Tasks Tab

Palicy Elements : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "CorpUser-Authz"

| General | common Tasks l RADIUS Attributes

YLAN ID/Name: | static | walue DaTA
URL for Redirect: lNut in Use -rI

URL Redirect ACL:

~ACLS

Downloadable ACL Name:

10S ACL Filter ID: INot in Use 'I

Proxy ACL: [Wotinuse -]
QoS

QOS Profile Name: Im
Input Policy Map: |Nnt in Use vl
Output Policy Map: Im
~¥Yoice ¥YLAN

Permission to Join: INnt in Use 'I

 Reauthentication

Reauthentication Timer: INut in Use vI

Maintain Connectivity during
Reauthentication:

214833

*Required fields

Step3  Click Submit.

Modifying the Contractor Authorization Profile

Step1  Select the Contractor-Authz profile (see Figure 127).

Figure 127 Modifying the Contractor-Authz Profile

Policy Elements : Authorization and Permissions > Metwork Access > Authorization Profiles > Edit: “Contractor-Authz”

General | Common Tasks | RADIUS Attributes |
-General
* Name: [lcontractor-authz

Description: IPnIicy for short term contractors

214334

*Required fields N

Select the Common Tasks tab (see Figure 128) and do the following:
a. For the VLAN ID/Name drop-down option, select static.
b. In the Value input field, type CONTRACTOR.

¢. Under the ACLS section, from the Downloadable ACL Name drop-down menu, change static to Not
in Use.
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Figure 128 Authorization Profiles—Common Tasks Tab

Policy Elernents : Authorization and Permissions > Network Access > Authorization Profiles > Edit: "Contractor-Authz™

General common Tasks | RADIUS Attributes

YLAN ID/Name: | static =] value [conTRACTOR
URL for Redirect: | Not in Use - |
URL Redirect ACL: Mot in Use -

ACLS
Downloadable ACL Name:

10S ACL Filter ID: Notin Use =

Proxy ACL: Mot in Use -
Qos
QOS Profile Mame: Mot in Use -
Input Policy Map: Mot in Use -
Output Policy Map: Notin Use =
Yoice YLAN
Permission to Join: Mot in Use >
Reauthentication
Reauthentication Timer: Notin Use =
Maintain Connectivity during §
Reauthentication: g
*Required fields
Step2  Click Submit.
Verifying Global Switch VLAN Definition
Verify that the VLANS listed in Table 14 are enabled on the TrustSec-enabled switch.
Table 14 VLANs
VLAN NAME VLAN ID IP Description
Monitor Mode
DATA 210 10.200.10.x/24 All non-Voice
VOICE 211 10.200.11.x/24 Voice Only
High Security Mode (Above plus those listed below)
MACHINES 212 10.200.12.x/24 Managed Host/Assets
GUEST 213 10.200.13.x/24 Non-802.1X responsive
Host
CONTRACTOR 214 10.200.14.x/24 Reserved for
Contractors
AUTHFAIL 215 10.200.15.x/24 Failed 802.1X attempts

Figure 129 shows the output for the show run | begin vlan internal command.
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Figure 129 show run [ begin vian internal Output

vlan internal allocation policy ascending
|

vlan 261
name MAIN
|

vlan 218
name DATA
|

vlan 211
name YOICE
|

vlan 212
name MACHINES
!

Qlun 213
name GUEST
|

vlan 214
name CONTRACTOR
|

vian 215
name AUTHFAIL
1

vlan 258
name RESTRICTED
1

214237

Configuring the Switch Port

Access your switch console and remove ip access-group PRE-AUTH in and authentication open on
all of the TrustSec-enabled ports you have configured in the previous monitor and low impact modes:

interface range fa2/1-16
shut
switchport access vlan 210
switchport voice vlan 211
switchport mode access

ip access-group PRE-AUTH in <- Remove this entry
no ip access group PRE-AUTH in

authentication open <- Remove this entry

no authentication open

authentication host-mode multi-domain
authentication port-control auto

mab

dotlx pae authenticator

ip verify source vlan dhcp-snooping
no shut

When complete, make sure you bounce the affected interfaces by using the shut and then the no shut
commands.

Verifying High Security Mode

This section includes the following topics:
e Verifying Host Network Connectivity and Network Services, page 99
e Verifying 802.1X-Capable Managed Assets, page 100
e Verifying Non-802.1X-Capable Managed Assets, page 102
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Note

Global AAA/RADIUS configuration verification should not be necessary because this was validated in
the previous sections.

Verifying Host Network Connectivity and Network Services

The show authentication sessions Cisco IOS command is useful to display the state of all
TrustSec-enabled switch ports on that switch. Figure 130 shows a port-specific derivative of this

command.

Figure 130

show authenticated sessions Output

1d-4583-2#show authenticotion sessions

Interface
Fa2/8
Faz/11
Faz/1

0016.13

Faz/16 B61b.d5

8815 .bac? .befa
8818 .bac

0086 .25
8621 .8

B815.f806.1

MAC Address
{unknown)
{unknown )

7.bcee

Method
dotix
dotix
dotdx
dotix
dot
dotix
dotdx
dotix
dotix

Status
Running
Running

Authz Success
Running
Running
Running
Running
Running
Running

Domai
UNKNOWN
UNENOWN
DATA
UNKNOWN
LINKENOWN
UNKNOWN
UNKNOWN
LINENOWN
UNKNOWN

Session ID
81808088903
2150000090

BDCEEDS

BACEa15000009
8ACEa18000089

BACS016000009D3696DDB596

214230

You can also see the authentication status for a specific port; for example, show authentication session
int £2/1 (see Figure 131).

Figure 131

IP Addre:
User-Name
Status:
Domain:
Oper host mode:
Oper control dir:
Authorized By:
Yian Policy:
Session timeout:
Timeout action:
Idle timeout:
Common Session ID:
ion ID:
Handle:

Runnable methods
Me
dotix
mab

list:
State

Authc Success
Not. run

show authentication session int f2/1 Output

nterface f2/1

admin

Authz Success
DATA
multi-domain
bath
Autl
218
3608s {local), Remaining:
Reauthenticate

tication Server

B0002403D4FD7C

Bx53000024

2143239

For another quick summary view, look at the Authentication and Authorization logs within ACS
Reporting and Monitoring (see Figure 132).
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Figure 132 Authentication and Authorization Logs (1)
ERENTNG Launch Interactive Viewer |
Showing Page 1 of 2 A4 > Goto Page:[ &
AAA Protocol > RADIUS Authentication =
Authentication Status : Pass or Fail
Date February 3, 2009
Preloa
' X=Fa =
Logged At Status | Details Failure Reason User Name Calling Station ID | Authentication Method Selected
Authorization Prc
2:12:30.070 PM v IMAC-CLIENT-Z\Administrator 00-18-F8-08-F8-38 MSCHAPYVZ Corplser-Authz
2:11:45.026 PM v 00-18-BA-C7-BC-FA 00-18-BA-C7-BC-FA Lookup Phone-Authz
2:11:37.863 PM v 00-18-BA-C7-BC-EE 00-18-BA-C7-BC-EE Lookup Phone-Authz
2:11:22.506 PM v 00-21-86-58-DB-6B 00-21-86-58-DB-6B  Lookup Contractor-Auth:
2:11:22.506 PM x 9 22041 Unknown User 00-18-F8-08-F8-38 00-18-F8-08-F8-38  Lookup
2:11:20.443 PM x °. 22041 Unknown User 00-06-25-04-C2-95 00-06-25-04-C2-95  Lookup
2:10:49.740 PM v CP-7961G-SEPO01BDSES391E 00-1B-DS-85-39-1F CHAP/MDS Phone-Authz
2:09:49.250 PM v administrator 00-18-F8-09-CF-C6 MSCHAPY2Z CorpUser-aAuthz 1]

214340

The screenshot shown in Figure 133 is the same list of hosts, which has been scrolled to the right to show
the rest of the data available.

Figure 133 Authentication and Authorization Logs (2)

Launch Interactive Yiewer £

= 3
Showing Page 1 of 2

4 b b Goto Page:

4l

Identity Group CTS NAC Role | ACS Instanc

Security Group

Selected Exception |Metwork Device |NAS IP Address

[ofiles | Authorization Profiles

NAS le‘t}‘ECC&SS Service | Identity Store

id-4503-2 10.200.1.128 50213 802.1% ADL ACSS-2
id-4503-2 10.200.1.128 50213 MAR Internal Hosts  All Groups:IP Phones ACSS5-2
id-4503-2 10.200.1.128 50212 MAB Internal Hosts  All Groups:IP Phaones ACSS-2

hz 1d-4503-2 10.200.1.128 50212 MAB Internal Hosts All Groups:Contractor ACSS-2
id-4503-2 10.200.1.128 50213 MAR Internal Hosts ACSS-2
id-4503-2 10.200.1.128 50214 MaAB Internal Hosts ACSS-2
id-4503-2 10.200.1.128 50216 802.1X Internal Users All Groups:IP Phones ACSS-2 g
id-4503-2 10.200.1.128 50201 802.1% ADL ACS5-2 E

As shown, all the administratively allowed devices have successfully authenticated and received the
authorization policy as prescribed. Note that the host with the MAC address 00-06-25-04-C2-95 failed
authentication. By having this log, you know that someone has plugged in a rogue device on switch
1d-4503-2 on port 50214 (that is, F2/14). Per policy in high security mode, this device is not allowed to
gain access to the network.

Verifying 802.1X-Capable Managed Assets

802.1X Cisco IP Phone

In this simple verification step, verify that the phone has an IP address and has connected to the Call
Manager. One easy test is to pick up the phone and see whether it has dial tone. If it does, chances are
everything is working just fine.

For further verification, you can look at the switch port status (see Figure 134).
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Figure 134 Switch Port Status

multi-domain
both

C

Runnable methods list:
Method State
dot1x

mab

Implementing High Security Mode Il

214242

As shown, the phone successfully authenticated via 802.1X, was placed in the VOICE VLAN, and the

host mode is multidomain.

Windows XP and Cisco SSC 802.1X Supplicant/Client

Step 1 From the Windows XP interface, double-click the SSC icon in the tray bar.

Figure 135 Cisco SSC Icon in the Tray Bar

= O _PH 31um

214343

This loads the SSC dialog window showing the status of your connection (see Figure 136).
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Figure 136 Connection Status
£ Cisco Secure Services Client Q@@
Settings  Help
Active Connection Group
Default ¥  |Configure Groups...
Available Connections
Configured connections appear in boldface
Connection Signal Security Status
Idux.local Wired Network - Connected
& 4
[ commect ][ Edk.. | oelet= [ addssm... ] [conmection status...|
Connection: Idux.Jocal Wired... Status: Connected  IP: 10.200.10.201 z

Step2  For further verification, look at the switch port status (see Figure 137).

Figure 137 Switch Port Status

id-4583-2#show auth s
Interface:

multi-domain
bath
Authent.

on tim

Timeout
Idle tim

Handle:

Runnable methods list:
Method
dotlx
mab

214245

Verifying Non-802.1X-Capable Managed Assets

Cisco IP Phone (no 802.1X Supplicant)

Verify dial tone and look at the authentication status of the switch port. From before, two
non-802.1X-capable phones are on ports F2/12 and F2/13. You can also determine where they are
connected from the following Cisco IOS commands:

e show cdp neighbors

e show ip dhcp snooping binding
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e show authentication session

You can also check the AAA logs from ACS.

Figure 138 shows the output for the show authentication sessions interface 2/12 & f2/13 command.

Figure 138

1d-4503-2#show auth session int f2/1:

Interface:
MAC Addr

IP Address:

User-Name :

Domain:
Oper host mode:
Oper control dir:
Authorized By:
Yian Policy:
Session timeout:
Idle timeout:
Common

Hand le:
Runnab le methods

Method
dotdx

FastEthernet.

16.200.
#8-18-B
Authz Si
VOICE
multi-domain

both

Authentication Server
211

N/A

N/A
AACSA1500ARARBZAR3D54554
BxAAaaaA31

BxCBaaaaZA

C7-BC-EE

Failed over

mab Authc Su

Interface:

MAC Addres
IP Address
User-Name :

Stat.

Doma
Oper host mode:
Oper control dir:
thorized By:
Vian Policy:
Session timeout:
Idle timeout:
Common Session ID:
on ID:
Handle:

Acct

Runnable metho
Stote

FastEthernet2/12

BB21 .8658 .dbbb
10.200.10.205
BB-21-86-55-DB-6B
Authz Suc

DATA

multi-domain

both

Authentication Server
214

N/A

N/A
BACG01500000002603D50545

Failed over

mab

As shown from the output of these Cisco IOS show commands, two devices are authenticated on each

Authc S

214345
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Oper host mode:
Oper control dir:
Authorized By
VYlan Policy:
Session timeou

Common Se
Acct S
Hand le :

Runnable methods list:
D A
Failed o

mab Authc Su

Interface:

MAC Address:
IP Addres:
User-Nam
Status:
Domai
Oper host mode:
Oper control di
Authorized
Vian Policy:
ion timeout:
Idle timeou
Common Session ID:
;ion ID:
Handle:

Runnab le methods list:
Method  State
dotlx
mab

show authentication sessions interface f2/12 and f2/13 Output

YOICE
multi-domain
both
entication Server

15060060002
BxPBBBAB32
Bx3AR00026

er
C

€38

L
C:

IMAC-CLIENT
Authz Succe
DATA
multi-domain
both
Authentication Server
218

N/ &

N/&
BACEO1G000BA0B2983D50554
BxPORBAB3A

Success
d over

S“administrator

214347

port: a phone and a PC. The phones are placed in the VOICE domain and the PCs in the DATA domain.

For port F2/12, the phone and the PC are both authenticated via MAB. On port F2/13, the phone is

authenticated via MAB and the PC is authenticated via 802.1X. Both ports have the same configuration.
This is the power of FlexAuth and multiauth.

Furthermore, using the show vlan command, you can see that interface f2/12 is in both the VOICE and
CONTRACTOR VLANS (see Figure 139).
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Figure 139 show vian Output

1d-4583-2#show vlan

N Name:

default

MAIN active
DATA active

VOICE active

MACHINES

GUEST

CONTRACTOR

AUTHFAIL active

Gi1/1, Gi
Fa2/5, Fa2/6, Fa2/?
Fa2/18, Fa2/17, Faz/18,
Faz/20, Faz/21, Faz/22,
» Fa2/26,
Faz

,» Faz/37,
Fa2/41, Faz/42,
Faz/44, Faz/45, Faz/46, Faz2/47

Faz/1, Faz az2/8, Faz/11
Faz/13, Fa2/14, Fa2/15, Fa2/16
Faz/1, Faz/2, Fa2/8, Faz/11

- 2/13, Faz/14, Faz/15
Faz/16

Faz/12

214340

The phone that is in the VOICE domain has been placed in the VOICE VLAN and the PC that is in the
DATA domain is in the CONTRACTOR VLAN.

You can also repeat the validation steps performed in the “Verifying Monitor Mode” section on page 36

for a complete validation.

Creating a Certificate for a Windows XP Browser

To create a certificate for your Windows XP browser, complete the following steps.

Procedure

Step3  Access your CA via your browser; for example, http://demo.local/certsrv/ (see Figure 140).
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Step 4

Creating a Certificate for a Windows XP Browser

Figure 140 Microsoft Certificate Services Screen
800 imac-mcs-20
Z} Microsoft Certificate Services - Microsoft Internet Explorer - [2]x]
File Edt View Favorites Tools Help ‘ '.r'
QBack ~ ) - [x] &) | S search Favorites € | (0 ' (3
Address [&] http:fjad.idux.localfcertsry | e ks
=
Microsoft Cettificate Services -- mcs-17 Home
Welcome
Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the ¥eb, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.
You can also use this VWeb site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request
For more information about Certificate Services, see Certificate Services Documentation
Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
—
|.'g’] Done ’7 ’7 ’7 ’7 ’7 ’6 Trusted sites. §
distat| | [2 @ | £&)cscosecure acs preRe... | [ £] Microsoft Certificate .. 29, =

Select Download a CA Certificate, Certificate Chain, or CRL (see Figure 141).
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Figure 141 Selecting a Certificate to Download

800 imac-mcs-20

/3 Microsoft Certificate Services - Microsoft Internet Explorer - [2]x]
File Edt View Favorites Tools Help ‘ "[r
QBack ~ )+ [x] (2] | P search ¢Favorites € =]

Address [£) http:/jad.idux.local/certsrv/certcarc asp ~| Go | Links

Microsoft Certificate Services -- mcs-17 Home

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:

hod

-
.

& DER

 Base 64
Download CA certificate
Download CA certificate chain
Download |atest base CRL
Download latest delta CRL

|

=3

o T T @ rusted sees

)
& start| | [ @& &1 Cisco Secure ACS Pre-Re. .. || £ ] Microsoft Certificate ... S, E

Step5 Download a CA Certificate (see Figure 142, Figure 143, Figure 144, Figure 145, and Figure 146).

Note  ACS supports only the DER certificate format. Save the certificate (demo-local-ca-cert.cer) for
installation into your browser or applications.
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Figure 142 Opening the Certificate

e00 imac-mcs-20

My Computer

Recycle Bin

MEDIANET
CAML

Open
Install Certificate

Open With
I Scan for viruses...
Send To

Cut
Copy

Create Shortcut
Delete
Rename

Properties

214351

& ] Cisco Secure ACS Pre-Re... | & | Microsoft Certificate Ser... ’ (‘E] Certificate_Signing_Req... _’J

&

Figure 143 Certificate Import Wizard and Select Certificate Store Screens

Certificate Import Wizard Select Certificate Store

Certificate Store

Select the certificate store you want to use,
Certificate stores are system areas where certificates are kept.

+_] Personal =
‘Windows can automatically select a certificate store, or you can specify a location for = Trusted Root Certification Authorities
-~ : : = ) Registry L |
Automatically select the certificate store based on the type of certificate BRELocal Computer
(% Place all certificates in the Following store; +-{_] Enterprise Trust
i + | Tntermediate Certificatinn Anthorities b
Certificate store: < I ! N

| Browse... I
¥ Show physical stores
Q | OK I Cancel |

2142832

< Back I Next > | Cancel

214362
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Figure 144 Completing the Certificate Import Wizard Screen

Certificate Import Wizard [ x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:

e el Automaticaly determined by t
Content Certificate

4 | ji

< Back I Finish I Cancel |

214354

Figure 145 Warning Message
[>]

1 You are about to install a certificate from a certification authority {(CA) claiming to represent:
o)

mes-17

Windows cannot validate that the certificate is actually from “mecs-17". You should confirm its origin by contacting
"mes-17", The Following number will assist you in this process:

Thumbprint (sha1): D975473D FCBDZFEZ 380B9090 8256BFDF CC74A125

Warning:

I you install this root: certificate, Windows will automatically trust any certificate issued by this CA. Installing a
certificate with an unconfirmed thumbprint is a security risk, If you click “Yes" you acknowledge this risk,

Do you want to install this certificate?

Figure 146 Success Message

Certificate Import Wizard E3

- \
1 / The import was successful,

214365

214355
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