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Solution Architecture

Introduction

The purpose of the Secure Wireless Solution Architecture is to provide common security services across
the network for wireless and wired users and enable collaboration between wireless and network security
infrastructure for a layered security architecture. This architecture is equally applicable in both campus
and branch deployments. The core components of this architecture are:

e Cisco Unified Wireless Network Architecture
e Cisco Campus Architecture
e (Cisco Branch Architecture

The Cisco Unified Wireless Network Architecture provides the core mobility services platform securing
the wireless environment as well as all the functions required to secure the wireless deployment itself.
The underlying campus and branch architectures provide a secure high performance, high availability
network platform for mobility services. This provides a common wired and wireless platform for the
integration of security services, allowing a common security architecture to be developed for all network
clients and traffic types.

Cisco Unified Wireless Network

WLAN:S in the enterprise have emerged as one of the most effective means for connecting to a network.
The Cisco Unified Wireless Network is a unified wired and wireless network solution that addresses the
wireless network security, deployment, management, and control aspects of deploying a wireless
network. It combines the best elements of wireless and wired networking to deliver secure, scalable
wireless networks with a low total cost of ownership. Figure 2-1 shows the elements of the Cisco Unified
Wireless Network.

The following five interconnected elements work together to deliver a unified enterprise-class wireless
solution:

e Client devices

e Access points

e Wireless controllers

e Network management

e Mobility services
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M Cisco Unified Wireless Network

Figure 2-1 Cisco Unified Wireless Architecture Overview
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Cisco Unified Wireless Network

Beginning with a base of client devices, each element adds capabilities as the network needs evolve and
grow to create a comprehensive, secure WLAN solution. The Cisco Unified Wireless Network
cost-effectively addresses the WLAN security, deployment, management, and control issues facing
enterprises. This framework integrates and extends wired and wireless networks to deliver scalable,
manageable, and secure WLANSs with the lowest total cost of ownership. The Cisco Unified Wireless
Network provides the same level of security, scalability, reliability, ease of deployment, and management
for wireless LANs that organizations expect from their wired LANs.

For more information about the Cisco Unified Wireless Network, refer to the following URL:
http://www.cisco.com/go/unifiedwireless

The components required for secure deployment and operations of a wireless network are built into the
Cisco Unified Wireless Network infrastructure. Leveraging Wireless LAN controllers, access points and
wireless management system provide comprehensive wireless security, reducing capital costs while
streamlining security operations. Cisco has the benefit of being both a wireless company as well as a
network security company. As such, Cisco brings many advanced network security technologies to bear
on securing wireless networks. Leveraging the features and functions of our network security portfolio
delivers a greater degree of control over wireless networks, users, and their traffic. Furthermore,
supplementing wireless security with wired network security provides layered defenses which deliver
more thorough protection, with greater accuracy and operational efficiency for both network operations
and security operations teams within IT departments.

Wireless, due to its over the air transmission, has unique security requirements. The primary security
concerns for a wireless network are:

¢ Rogue access points and clients that can create backdoor access to the company’s network.

e Hacker access points, such as evil twins and honeypots, that try to lure your users into connecting
to them for purposes of network profiling or stealing proprietary information.

e Denial of service that disrupts or disables the wireless network.

e Opver the air network reconnaissance, eavesdropping, and traffic cracking. This is now primarily a
legacy issue as the wireless industry has done a good job creating standard approaches to user
authentication and traffic encryption via 802.11i and WPA.

¢ Controlling the networks wireless users connect to, especially when they are outside of the office.
e  Wireless security for guest users.

Security event management and reporting on all of these functions, complete with physical location
tracking of where the security event took place on the network, is key to any robust wireless security
solution.

All of these concerns are addressed by security technologies built-in to the wireless controllers, access
points and WCS management system that comprise the Cisco Unified Wireless Network infrastructure.
The same wireless gear that provides connectivity to users also provides security for the entire
deployment. A built-in wireless intrusion prevention system detects and mitigates rogue access points
and clients, as well as DoS attacks, hacker access points, network reconnaissance, eavesdropping, and
attempted authentication and encryption cracking. Furthermore, Cisco can provide wireless IPS
monitoring from the same access points that service user traffic, as well as provide full-time dedicated
wireless IPS monitoring. Providing both approaches enables site-specific flexibility based on network
security policies, which reduces the high infrastructure costs associated with stand-alone wireless
intrusion prevention systems.

At Cisco, we believe networks should be self-defending. Providing a hardened network core that is
impenetrable to attacks is better than simply detecting an attack after the damage is done. To this end
Cisco’s Management Frame Protection renders most wireless attacks ineffective, providing a proactive
layer of attack prevention in addition to the wireless intrusion prevention system.
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Secure guest access management is also integrated in the Cisco Unified Wireless Network infrastructure,
providing captive guest user portal, network segmentation, and full guest management functionality.
Finally, wrapping all this together is the WCS management system that provides full configuration
management, security event aggregation, and security reporting for all of the embedded security
solutions outlined.

As mentioned earlier, Cisco can further supplement the built-in wireless security with technologies from
the Cisco network security portfolio, thus providing a layered approach to wireless security. Leveraging
network security platforms, such as Cisco wired intrusion prevention, Network Admission Control
Appliance, the Cisco MARS security information management system, and Cisco Security Agent for
advanced client security, delivers wired/wireless security collaboration that increases and extends
network protection against malware, such as worms and viruses, enforces client security posture, and
provides network-wide security event aggregation, analysis, and reporting.

Secure Wireless Architecture

The Secure Wireless Solution Architecture consists of a WLAN security component and network
security components. The Cisco Unified Wireless Network provides the WLAN security core that
integrates with other Cisco network security components to provide a complete solution. The Cisco
Unified Wireless Network Architecture provides a mechanism to tunnel client traffic to the wireless
LAN controller in a campus service block. The services block provides a centralized location for
applying network security services and policies such as NAC, IPS, or firewall. In addition to the
components protecting the network in the services block, the Cisco Security Agent provides addition
protection network, as well as protecting the mobile client.

At Cisco, wired/wireless collaboration does not just mean putting more boxes in the network. It is the
purpose-built linkages that have been built between Cisco’s wired and wireless security technologies to
deliver a superset of security functionality and protection.
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Figure 2-2 Secure Wireless Architecture Overview
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Campus Architecture

The overall campus architecture, as shown in Figure 2-3, is more than the fundamental hierarchical
router and switch design. While hierarchies such as access, distribution, and core are fundamental to how
to design and build campus networks, they do not address the underlying questions about what a campus
network does. The campus network provides services that are used to build the secure wireless solutions.
Services such as these provide the foundations for the Secure Wireless Solution:

¢ High availability

e Access services

e Application optimization and protection services
e Virtualization services

e Security services

e Operational and management services
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Figure 2-3 Campus Architecture
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Branch Architecture

The full service branch provides the same solutions and services to a branch as are available for the
campus. This includes security and wireless, and the Secure Wireless solution is equally applicable for
branch deployments as it is for the campus.

There are a number of WLAN, firewall, and NAC options for a branch, including either an H-REAP,
WLAN Controller Module (WLCM), 21XX WLC, or larger WLCs, PIX, ASA, or IOS Firewalls, NAC
appliances or NAC modules, and IPS appliances or IPS Modules. It is not possible to include all the
different permutations in this design guide, so the branch design focuses on using products that are more
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Branch Architecture 1l

typical for branch deployments and deployments and products that are substantially different from those
in campus examples. Therefore, this design guide uses H-REAP and the 2106 WLC, IOS firewall, and
the TIPS and NAC modules. A schematic of the architecture is shown in Figure 2-4.

Figure 2-4 Branch Architecture

Branches Application Farm Headquarters

v, e, e e
I Em) BNy BEa

Q
KN

Teleworker Partners

225265

Wireless and Network Security Integration Design Guide
[ oL-18316-01 .m



Chapter2  Solution Architecture |

I Branch Architecture

Wireless and Network Security Integration Design Guide
m. 0L-18316-01 |



	Solution Architecture
	Introduction
	Cisco Unified Wireless Network
	Secure Wireless Architecture
	Campus Architecture
	Branch Architecture



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


