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Preface

Cisco Validated Designs (CVDs) provide the framework for systems design based on common use cases or
current engineering system priorities. They incorporate a broad set of technologies, features, and applications to
address customer needs. Cisco engineers have comprehensively tested and documented each CVD in order to
ensure faster, more reliable, and fully predictable deployment.

CVDs include two guide types that provide tested and validated design and deployment details:

- Technology design guides provide deployment details, information about validated products and
software, and best practices for specific types of technology.

- Solution design guides integrate or reference existing CVDs, but also include product features and
functionality across Cisco products and may include information about third-party integration.

Both CVD types provide a tested starting point for Cisco partners or customers to begin designing and deploying
systems using their own setup and configuration.

How to Read Commands

Many CVD guides tell you how to use a command-line interface (CLI) to configure network devices. This section
describes the conventions used to specify commands that you must enter.

Commands to enter at a CLI appear as follows:
configure terminal
Commands that specify a value for a variable appear as follows:
ntp server 10.10.48.17
Commands with variables that you must define appear as follows:
class-map [highest class name]
Commands at a CLI or script prompt appear as follows:
Router# enable
Long commands that line wrap are underlined. Enter them as one command:

police rate 10000 pps burst 10000 packets conform-action set-discard-class-
transmit 48 exceed-action transmit

Noteworthy parts of system output or device configuration files appear highlighted, as follows:
interface Vlan64

ip address 10.5.204.5 255.255.255.0

Comments and Questions

If you would like to comment on a guide or ask questions, please use the feedback form.

For the most recent CVD guides, see the following site:

http://www.cisco.com/go/cvd
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CVD Navigator

The CVD Navigator helps you determine the applicability of this guide by summarizing its key elements: the use cases, the
scope or breadth of the technology covered, the proficiency or experience recommended, and CVDs related to this guide.
This section is a quick reference only. For more details, see the Introduction.

Use Cases

This guide addresses the following technology use cases:

- Network Access for Mobile Devices—At the headquarters
and remote sites, mobile users require the same accessibility,
security, quality of service (QoS), and high availability currently sy,
enjoyed by wired users. oEsion

- Guest Wireless Access—NMost organizations host guest user-
access services for customers, partners, contractors, and
vendors. Often these services give guest users the ability to alialn

cisco.

check their email and other services over the Internet. vauDATED

For more information, see the “Use Cases” section in this guide.

Scope SR

VALIDATED

DESIGN

This guide covers the following areas of technology and products:
- Onsite, remote-site, and guest wireless LAN controllers
- Internet edge firewalls and demilitarized zone (DMZ) switching
- Campus routing, switching, and multicast

- High availability wireless using access point stateful switchover
(AP SSO)

- Management of user authentication and policy

- Integration of the above with the LAN and data center
switching infrastructure

Proficiency

This guide is for people with the following technical proficiencies—or
equivalent experience:

- CCNP Wireless—3 to 5 years designing, installing, and
troubleshooting wireless LANs

- CCNP Security—3 to 5 years testing, deploying, configuring,
maintaining security appliances and other devices that
establish the security posture of the network

To view the related CVD guides,
- VCP VMware—At least 6 months installing, deploying, scaling, click the titles or visit the following site:
and managing VMware vSphere environments http://www.cisco.com/go/cvd
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Technology Use Cases

With the adoption of smartphones and tablets, the need to stay connected while mobile has evolved from a nice-
to-have to a must-have. The use of wireless technologies improves our effectiveness and efficiency by allowing
us to stay connected, regardless of the location or platform being used. As an integrated part of the conventional
wired network design, wireless technology allows connectivity while we move about throughout the day.

Wireless technologies have the capabilities to turn cafeterias, home offices, classrooms, and our vehicles into
meeting places with the same effectiveness as being connected to the wired network. In fact, the wireless
network has in many cases become more strategic in our lives than wired networks have been. Given our
reliance on mobility, network access for mobile devices, including guest wireless access, is essential.

Use Case: Network Access for Mobile Devices

At the headquarters and remote sites, the mobile user requires the same accessibility, security, quality of service
(QoS), and high availability currently enjoyed by wired users.

This design guide enables the following network capabilities:

Mobility within buildings or campus—Facilitates implementation of applications that require an always-on
network and that involve movement within a campus environment.

- Secure network connectivity—Enables employees to be authenticated through IEEE 802.1x and
Extensible Authentication Protocol (EAP), and encrypts all information sent and received on the WLAN.

- Simple device access—Allows employees to attach any of their devices to the WLAN using only their
Microsoft Active Directory credentials.

- Voice services—Enables the mobility and flexibility of wireless networking to Cisco Compatible
Extensions voice-enabled client devices.

- Consistent capabilities—Enables users to experience the same network services at main sites and
remote offices.

Use Case: Guest Wireless Access

Most organizations host guest user-access services for customers, partners, contractors, and vendors. Often
these services give guest users the ability to check their email and other services over the Internet.

This design guide enables the following network capabilities:
- Allows Internet access for guest users and denies them access to corporate resources
- Allows groups of users called sponsors to create and manage guest user accounts

Enables the use of shared and dedicated guest controller architectures
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Design Overview

This deployment uses a wireless network in order to provide ubiquitous data and voice connectivity for
employees and to provide wireless guest access for visitors to connect to the Internet.

Regardless of their location within the organization, on large campuses, or at remote sites, wireless users can
have a similar experience when connecting to voice, video, and data services.

Benefits:

Productivity gains through secure, location-independent network access—Measurable productivity
improvements and communication.

- Additional network flexibility—Hard-to-wire locations can be reached without costly construction.

- Cost effective deployment — Adoption of virtualized technologies within the overall wireless
architecture.

Easy to manage and operate—From a single pane of glass, an organization has centralized control of a
distributed wireless environment.

Plug-and-play deployment—Automatic provisioning when an access point is connected to the
supporting wired network.

Resilient, fault-tolerant design—Reliable wireless connectivity in mission-critical environments, including
complete RF-spectrum management.

- Support for wireless users—Bring your Own Device (BYOD) design models.

Efficient transmission of multicast traffic— Support for many group communication applications, such as
video and push-to-talk.

This Cisco Validated Design (CVD) deployment uses a controller-based wireless design. Centralizing
configuration and control on the Cisco wireless LAN controller (WLC) allows the wireless LAN (WLAN) to operate
as an intelligent information network and support advanced services. This centralized deployment simplifies
operational management by collapsing large numbers of managed endpoints.

The following are some of the benefits of a centralized wireless deployment:

Lower operational expenses—A controller-based, centralized architecture enables zero-touch
configurations for lightweight access points. Similarly, it enables easy design of channel and power
settings and real-time management, including identifying any RF holes in order to optimize the RF
environment. The architecture offers seamless mobility across the various access points within the
mobility group. A controller-based architecture gives the network administrator a holistic view of the
network and the ability to make decisions about scale, security, and overall operations.

Improved Return on Investment-\With the adoption of virtualization, wireless deployments can now
utilize a virtualized instance of the wireless LAN controller, reducing the total cost of ownership by
leveraging their investment in virtualization.

Easier way to scale with optimal design—As the wireless deployment scales for pervasive coverage and
to address the ever-increasing density of clients, operational complexity starts growing exponentially. In
such a scenario, having the right architecture enables the network to scale well. Cisco wireless networks
support two design models, local mode for campus environments and Cisco FlexConnect for lean
remote sites.
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Figure 1 - Wireless overview
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Deployment Components

The CVD WLAN deployment is built around two main components: Cisco wireless LAN controllers and Cisco
lightweight access points.

Cisco Wireless LAN Controllers

Cisco wireless LAN controllers are responsible for system-wide WLAN functions, such as security policies,
intrusion prevention, RF management, quality of service (QoS), and mobility. They work in conjunction with

Cisco lightweight access points to support business-critical wireless applications. From voice and data services
to location tracking, Cisco wireless LAN controllers provide the control, scalability, security, and reliability that
network managers need to build secure, scalable wireless networks—from large campus environments to remote
sites.

Although a standalone controller can support lightweight access points across multiple floors and buildings
simultaneously, you should deploy controllers in pairs for resiliency. There are many different ways to configure
controller resiliency; the simplest is to use a primary/secondary model where all the access points at the site
prefer to join the primary controller and only join the secondary controller during a failure event. However, even
when configured as a pair, wireless LAN controllers do not share configuration information. Each wireless LAN
controller must be configured separately.
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Introduction

The following controllers are included in this release of CVD:

- Cisco 2500 Series Wireless LAN Controller—This controller supports up to 75 lightweight access points
and 1000 clients. Cisco 2500 Series Wireless LAN Controllers are ideal for small, single-site WLAN
deployments.

- Cisco 5500 Series Wireless LAN Controller—This controller supports up to 500 lightweight access
points and 7000 clients, making it ideal for large-site and multi-site WLAN deployments.

- Cisco Virtual Wireless LAN Controller—v\WLCs are compatible with ESXi 4.x and 5.x and support up
to 200 lightweight access points across two or more Cisco FlexConnect groups and 3000 clients total.
Each vWLC has a maximum aggregate throughput of 500 Mbps when centrally switched with additional
capacity achieved horizontally through the use of mobility groups. The virtualized appliance is well suited
for small and medium-sized deployments utilizing a FlexConnect architecture.

- Cisco Flex 7500 Series Cloud Controller—Cisco Flex 7500 Series Cloud Controller for up to 6000
Cisco access points supports up to 64,000 clients. This controller is designed to meet the scaling
requirements to deploy the Cisco FlexConnect solution in remote-site networks.

Because software license flexibility allows you to add additional access points as business requirements change,
you can choose the controller that will support your needs long-term, but you purchase incremental access-
point licenses only when you need them.

Cisco Lightweight Access Points

In the Cisco Unified Wireless Network architecture, access points are lightweight. This means they cannot act
independently of a wireless LAN controller (WLC). The lightweight access points (LAPs) have to first discover
the WLCs and register with them before the LAPs service wireless clients. There are two primary ways that the
access point can discover a WLC:

- Domain Name System (DNS)—When a single WLC pair is deployed in an organization, the simplest way
to enable APs to discover a WLC is by creating a DNS entry for cisco-capwap-controller that resolves to
the management IP addresses of WLCs.

- Dynamic Host Configuration Protocol (DHCP)—Traditionally, when multiple WLC pairs are deployed in
an organization, DHCP Option 43 was used to map access points to their WLCs. Using Option 43 allows
remote sites and each campus to define a unique mapping.

As the access point communicates with the WLC resources, it will download its configuration and synchronize its
software or firmware image, if required.

Cisco lightweight access points work in conjunction with a Cisco wireless LAN controller to connect wireless
devices to the LAN while supporting simultaneous data-forwarding and air-monitoring functions. The CVD
wireless design is based on Cisco 802.11n wireless access points, which offer robust wireless coverage with up
to nine times the throughput of 802.11a/b/g networks. The following access points are included in this release of
the CVD:

- Cisco Aironet 1600 Series Access Points are targeted for small and medium enterprises seeking to
deploy or migrate to 802.11n technology at a low price point. The access point features a 3x3 MIMO
radio with support for two spatial-streams.

Wireless networks are more than just a convenience; they are mission-critical to the business. However, wireless
operates in a shared spectrum with a variety of applications and devices competing for bandwidth in enterprise
environments. More than ever, IT managers need to have visibility into their wireless spectrum to manage RF
interference and prevent unexpected downtime. Cisco CleanAir provides performance protection for 802.11n
networks. This silicon-level intelligence creates a self-healing, self-optimizing wireless network that mitigates the
impact of wireless interference.
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This release of the CVD includes two Cisco CleanAir access points:

- Cisco Aironet 2600 Series Access Points with Cisco CleanAir technology create a self-healing, self-
optimizing wireless network. By intelligently avoiding interference, they provide the high-performance
802.11n connectivity for mission-critical mobility and performance protection for reliable application
delivery.

- Cisco Aironet 3600 Series Access Points with Cisco CleanAir technology deliver more coverage for
tablets, smart phones, and high-performance laptops. This next-generation access point is a 4x4 MIMQO,
three-spatial-stream access point, resulting in up to three times more availability of 450 Mbps rates and
performance optimization for more mobile devices.

For more information on Cisco CleanAir, see the Campus CleanAir Design Guide.

Design Models

Cisco Unified Wireless networks support two major design models: local-mode and Cisco FlexConnect.

Local-Mode Design Model

In a local-mode design model, the wireless LAN controller and access points are co-located. The wireless
LAN controller is connected to a LAN distribution layer at the site, and traffic between wireless LAN clients and
the LAN is tunneled in Control and Provisioning of Wireless Access Points (CAPWAP) protocol between the
controller and the access point.

Figure 2 - Local-mode design model
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A local-mode architecture uses the controller as a single point for managing Layer 2 security and wireless
network policies. It also enables services to be applied to wired and wireless traffic in a consistent and
coordinated fashion.

In addition to providing the traditional benefits of a Cisco Unified Wireless Network approach, the local-mode
design model meets the following customer demands:

- Seamless mobility—In a campus environment, it is crucial that users remain connected to their session
even while walking between various floors or adjacent buildings with changing subnets. The local
controller-based Cisco Unified Wireless network enables fast roaming across the campus.

- Ability to support rich media—As wireless has become the primary mode of network access in many
campus environments, voice and video applications have grown in significance. The local-mode design
model enhances robustness of voice with Call Admission Control (CAC) and multicast with Cisco
VideoStream technology.

- Centralized policy—The consolidation of data at a single place in the network enables intelligent
inspection through the use of firewalls, as well as application inspection, network access control, and
policy enforcement. In addition, network policy servers enable correct classification of traffic from
various device types and from different users and applications.

If any of the following are true at a site, you should deploy a controller locally at the site:
- The site has a LAN distribution layer.
- The site has more than 50 access points.

- The site has a WAN latency greater than 100 ms round-trip to a proposed shared controller.

In a deployment with these characteristics, use either a Cisco 2500 or 5500 Series Wireless LAN Controller. For
resiliency, the design uses two wireless LAN controllers for the campus, although you can add more wireless
LAN controllers in order to provide additional capacity and resiliency to this design.

Cisco FlexConnect Design Model

Cisco FlexConnect is a wireless solution for remote-site deployments. It enables organizations to configure and
control remote-site access points from the headquarters through the WAN, without deploying a controller in
each remote site.

If all of the following are true at a site, deploy Cisco FlexConnect at the site:
- The site LAN is a single access-layer switch or switch stack.
- The site has fewer than 50 access points.

- The site has a WAN latency less than 100 ms round-trip to the shared controller.

The Cisco FlexConnect access point can switch client data traffic out its local wired interface and can
use 802.1Q trunking in order to segment multiple WLANSs. The trunk native VLAN is used for all CAPWAP
communication between the access point and the controller.
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Figure 3 - Cisco FlexConnect design model
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Cisco FlexConnect can also tunnel traffic back to the controller, which is specifically used for wireless guest
access.

You can use a shared controller pair or a dedicated controller pair in order to deploy Cisco FlexConnect.

If you have an existing local-mode controller pair at the same site as your WAN aggregation, and if the controller
pair has enough additional capacity to support the Cisco FlexConnect access points, you can use a shared
deployment. In a shared deployment, the controller pair supports both local-mode and Cisco FlexConnect
access points concurrently.

If you don’t meet the requirements for a shared controller, you can deploy a dedicated controller pair by using
Cisco 5500 Series Wireless LAN Controller, virtual wireless LAN controller, or Cisco Flex 7500 Series Cloud
Controller. The controller should reside in and be connected to the server room or data center switches. For
resiliency, the design uses two controllers for the remote sites, although you can add more controllers in order to
provide additional capacity and resiliency to this design.

High Availability

Introduction

As mobility continues to increase its influence in all aspects of our personal and professional lives, availability
continues to be a top concern. The Cisco Validated Design models continue to support high availability through
the use of resilient controllers within a common mobility group.

With the advent of access point stateful switchover (AP SSO), the resiliency of the wireless network continues
to improve. By adopting the cost effective AP SSO licensing model, Cisco wireless deployments can improve
the availability of the wireless network with recovery times in the sub-second range during a WLC disruption. In
addition, AP SSO allows the resilient WLC to be cost-effectively licensed as a standby controller with its access
point (AP) license count being automatically inherited from its paired primary WLC.
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Operational and policy benefits also improve as the configuration and software upgrades of the primary WLC are
automatically synchronized to the resilient standby WLC. Support for AP SSO is available on Cisco 5500 Series
Wireless LAN Controllers and on Cisco Flex 7500 Series Cloud Controllers.

Multicast Support

Video and voice applications are growing exponentially as smartphones, tablets, and PCs continue to be added
to wireless networks in all aspects of our daily life. Multicast is required in order to enable the efficient delivery
of certain one-to-many applications, such as video and push-to-talk group communications. By extending the
support of multicast beyond that of the campus and data center, mobile users can now use multicast-based
applications.

This design guide now fully supports multicast transmission for the onsite controller through the use of Multicast-
Multicast mode. Multicast-Multicast mode uses a multicast IP address in order to communicate multicast streams
to access points that have wireless users subscribing to a particular multicast group. Multicast-Multicast mode is
supported on both the Cisco 2500 and 5500 Series Wireless LAN Controllers.

Remote sites that utilized the Cisco Flex 7500 Series Cloud Controller or vVWLC using Cisco FlexConnect in local
switching mode can also benefit from the use of multicast-based applications. Multicast in remote sites leverage
the underlying WAN and LAN support of multicast traffic. When combined with access points in FlexConnect
mode using local switching, subscribers to multicast streams are serviced directly over the WAN or LAN network
with no additional overhead being placed on the Wireless LAN Controller.

In each of the wireless design models in this CVD, the multicast support that users are accustomed to on a wired
network is available wirelessly for those applications and user groups that require it.

Guest Wireless

Introduction

Using the organization’s existing WLAN for guest access provides a convenient, cost-effective way to offer
Internet access for visitors and contractors. The wireless guest network provides the following functionality:

Provides Internet access to guests through an open wireless Secure Set Identifier (SSID), with web
access control.

- Supports the creation of temporary authentication credentials for each guest by an authorized internal
user.

Keeps traffic on the guest network separate from the internal network in order to prevent a guest from
accessing internal network resources.

- Supports both local-mode and Cisco FlexConnect design models.
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Figure 4 - Wireless architecture overview
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You can use a shared controller pair or a dedicated controller in the Internet demilitarized zone (DMZ) in order to
deploy a wireless guest network.

If you have one controller pair for the entire organization and that controller pair is connected to the same
distribution switch as the Internet edge firewall, you can use a shared deployment. In a shared deployment, a
VLAN is created on the distribution switch in order to logically connect guest traffic from the WLCs to the DMZ.
The VLAN will not have an associated Layer 3 interface or switch virtual interface (SVI), and the wireless clients
on the guest network will point to the Internet edge firewall as their default gateway.

If you don’t meet the requirements for a shared deployment, you can use Cisco 5500 or 2500 Series Wireless
LAN Controllers in order to deploy a dedicated guest controller. The controller is directly connected the Internet
edge DMZ, and guest traffic from every other controller in the organization is tunneled to this controller.

In both the shared and dedicated guest wireless design models, the Internet edge firewall restricts access from
the guest network. The guest network is only able to reach the Internet and the internal DHCP and DNS servers.
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Deployment Detalls

This design guide uses certain standard design parameters and references various network infrastructure
services that are not located within the wireless LAN (WLAN). These parameters are listed in the following table.
In the “Site-specific values” column, enter the values that are specific to your organization.

Table 1 - Universal design parameters

Network service CVD values Site-specific values
Domain name cisco.local

Active Directory, DNS server, DHCP | 10.4.48.10

server

Network Time Protocol (NTP) server | 10.4.48.17

SNMP read-only community cisco

SNMP read-write community cisco123

Many organizations use the RADIUS protocol to authenticate users to both their wired and wireless networks.
These access control systems (ACS) often integrate to a common local directory that contains specific
information regarding the user. Common examples include an LDAP-based user directory as well as Microsoft
Active Directory.

In addition to providing user authentication services, network components such as switches, wireless LAN
controllers, routers, firewalls, and so forth require administrative authentication and authorization when used by
the network administrator to perform maintenance and configuration support.

In order to provide a customizable granular authorization list for network administrators as to the level of
commands that they are permitted to execute, the TACACS+ (Terminal Access Control Access Control System)
protocol is commonly used. Both TACACS+ and RADIUS protocols are available when deploying the Cisco
Secure ACS solution.

If your organization has an existing Microsoft RADIUS server that is used to authenticate end user access for
remote VPN, dial-up modem, and so forth, it may be a good choice to deploy the wireless user authentication
using the existing Microsoft RADIUS server. If however, your organization requires both TACACS+ for
administrative access and RADIUS for wireless user authentication, the Cisco Secure ACS solution is the
recommend choice. Cisco Secure ACS interfaces directly to an existing Microsoft Active Directory, eliminating
the need to define users in two separate authentication repositories.

If you don’t require a comprehensive ACS system that spans the entire organization’s management and user
access, a simple RADIUS server can be used as an alternative to Cisco Secure ACS.

Deployment Details August 2013 .
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Configuring the RADIUS Server: Cisco Secure ACS

1. Create the wireless device type group
Create the TACACS+ shell profile
Modify the device admin access policy
Create the network access policy
Modify the network access policy

Create the network device

N o o s W

Enable the default network device

For information about configuring the RADIUS server on Windows Server 2008, skip to the next process.

Cisco Secure Access Control System (ACS) is the centralized identity and access policy solution that ties
together an organization’s network access policy and identity strategy. Cisco Secure ACS operates as a
centralized authentication, authorization, and accounting (AAA) server that combines user authentication, user
and administrator access control, and policy control in a single solution.

Cisco Secure ACS 5.3 uses a rule-based policy model, which allows for security policies that grant access
privileges based on many different attributes and conditions in addition to a user’s identity.

This guide assumes that you have already configured Cisco Secure Access Control System (ACS). Only the
procedures required to support the integration of wireless into the deployment are included. Full details on Cisco
Secure ACS configuration are included in the Device Management Using ACS Design Guide.

:n Tech Tip

It has been found that certain browsers may render Cisco Secure ACS differently. In
some cases, a browser may omit fields that are required for proper configuration. It is
recommended that you refer to the following Secure ACS 5.3 release notes in order to
obtain a list of supported browsers:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/
release/notes/acs_53_rn.html#wp222016

Create the wireless device type group

Step 1: Navigate to the Cisco Secure ACS Administration Page. (Example: https://acs.cisco.local)
Step 2: In Network Resources > Network Device Groups > Device Type, click Create.

Step 3: In the Name box, enter a name for the group. (Example: WLC)

Deployment Details August 2013 .
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Step 4: In the Parent box, select All Device Types, and then click Submit.

Network Resources > Network Device Groups > Device Type > Create

Device Group - General

= Name: WLC
Description:
¢ Parent: All Device Types Select

# = Required fields

Create the TACACS+ shell profile

You must create a shell profile for the WLCs that contains a custom attribute that assigns the user full

administrative rights when the user logs in to the WLC.

Step 1: In Policy Elements > Authorization and Permissions > Device Administration > Shell Profiles, click

Create.

Step 2: On the General tab, In the Name box, enter a name for the wireless shell profile. (Example: WLC Shell)

Step 3: On the Custom Attributes tab, in the Attribute box, enter role1.
Step 4: In the Requirement list, choose Mandatory.

Step 5: In the Value box, enter ALL, and then click Add.

Step 6: In the Attribute Value list, choose Static, and then click Submit.

acsadmin  acs(Primary)  LogOut About  Help

"c||'s'éloh Cisco Secure AC

» < MyWorkspace Policy Elemerts = and = Device

General | Common Tasks | Custom Attributes

Common Tasks Alributes
Attribute Requirernent Value

= Shell Profiles = Edit: "WLC Shell”

» 1) Netwark Resources

» @ Users and Identity Stores

< Policy Elements

Manually Entered

Aftribute Requirement Value
e MELLCI
» [ Access Policies role1 Mandataty AL | [~

> Monitoring and Reports

» % System Administration

addn. ][ Editv |[Replace ][ Delete

Atribute:

Reguirement. handatory +

Aftribute
Walug

Static  ~

# = Required flelds
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Modify the device admin access policy

First, you must exclude WLCs from the existing authorization rule.
Step 1: In Access Policies > Default Device Admin >Authorization, click the Network Admin rule.
Step 2: Under Conditions, select NDG:Device Type, and in the filter list, choose not in.

Step 3: In the box to the right of the filter list, select All Device Types:WLC, and then click OK.

General
Name: Metwork Admin Status: Enabled > @
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
Identity Group: in ~ All Groups:Metwork Admins
[C] NDG:Location: ~ -ANY-
NDG:Device Type: notin ~ All Device Types:WLC
[C] Time And Date: ~ -ANY-
Results
Shell Profile: Level 15

Next, you create a WLC authorization rule.

Step 4: In Access Policies > Default Device Admin >Authorization, click Create.

Step 5: In the Name box, enter a name for the WLC authorization rule. (Example: WLC Admin)

Step 6: Under Conditions, select Identity Group, and in the box, select All Groups:Network Admins.
Step 7: Select NDG:Device Type, and in the box, select All Device Types:WLC.

Step 8: In the Shell Profile box, select WLC Shell, and then click OK.
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Step 9: Click Save Changes.

General
Name: WLC Admin Status: Enabled - @

policy conditions and results are available here for use in policy rules.
Conditions
[[] NDG:Location: ~ -ANY-

[C] Time And Date: ~ -ANY-
Results

Shell Profile: WLC Shell

@ The Customize button in the lower right area of the pelicy rules screen controls which

Identity Group: I ~ All Groups:Network Admins

NDG:Device Type: I + Al Device Types:WLC

Cancel

Create the network access policy

Step 1: In Access Policies > Access Services, click Create.

Step 2: In the Name box, enter a name for the policy. (Example: Wireless LAN)

Step 3: In the Based on Service Template box, select Network Access - Simple, and then click Next.

Access Policies > Access Services > Create

General Allowed Protocols

Step 1 - General

General
# Name Wireless LAN

Description:
Access Service Policy Structure

© Based on senvice template  Network Access - Simple

() Based on existing service Select

(©) User Selected Service Type | Network Access

[or [ ]| Foen ][ Gorc

Deployment Details
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Step 4: On the Allowed Protocols pane, ensure Allow PEAP and Allow EAP-Fast are selected, and then click
Finish.

Step 5: On the “Access Service created successfully. Would you like to modify the Service Selection policy to
activate this service?” message, click Yes.

Step 6: On the Service Selection Rules pane, click Customize.

lcllls«lzlol Cisco Secure ACS

» 3 MyWorkspace
* & O © Rule
+ &8 Users and ety Stores.
» G Poliy Elements Fiter: status - Wanit s - <) Corarie ) g ~
o Conditions Results
Status  Name
E] [ Protocol Compound Condition senice
1 8 ©  RemoleAccessVPN  match Radius NDG:Device Type in All Device Types:ASA Remote Access VPN
2 F]  © RueWrelssRADIUS -ANY- (RADIUS-IETF Senice-Tyne And RADIUS-IETF-NAS A1) Wireless LAN
3 B © et match Radius -ANY- Default Network Access
4 B © Rue2 match Tacacs. -ANY- Default Device Admin
< i J ,
» [3) Monitoring and Reports = [ Defaut 1fno rules defined or no enabled rule matches, Denyhccess
» % System Administiation (CreatBaakizy)| Duplicate...| + |(Edi)( Delete ) (A ] Moveto.. | V] [Ccustomize ] it Count ] |
Save Changes Discard Changes

Step 7: Using the arrow buttons, move Compound Condition from the Available list to the Selected list, and
then click OK.

Customize Conditions
Awailable: Selected:

ACS Host Marne Protocol

Device Filter Compound Condition
Device IP Address
Device Port Filter
End Station Filter
MDG:Device Type
MDG:Location
Time And Date
UseCase =

i
gl

BF
e

Step 8: On the Service Selection Rules pane, select the default RADIUS rule.

acsadmin

acs(Primaryy  LogOut  About  Help

'::I|'s'::|o" Cisco Secure ACS-

b 4 Myorkspace Access Policies » Access Services » Wirdless LAN = Authorization

» %) Nebwork Resources
» @B Users and Identity Stores
» S Policy Elements

Standard Policy| Excention Policy

~ Mathit Eguals  ~ ~ [ ClearFilter -

Filter: Status
2, Access Policies

Conditions Results
NDG:Location  TimeAnd Date  NDG Device Type Authorization Profiles

Status  Mame Hit Count

Authorization = Default Ifho rules defined or io enabled rule matches Permit Access 0

» [ Monitaring and Reports

» 2 System Administration Save Changes Discard Changes

Deployment Details August 2013 .
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Next, you create a new rule for wireless client authentication.

Step 9: Click Create > Create Above.

Step 10: In the Name box, enter a name for the rule. (Example: Rule Wireless RADIUS)
Step 11: Under Conditions, select Compound Condition.

Step 12: In the Dictionary list, choose RADIUS-IETF.

Step 13: In the Attribute box, select Service-Type.

Step 14: In the Value box, select Framed, and then click Add V.

Step 15: Under Current Condition Set, click And > Insert.

Step 16: In the Attribute box, select NAS-Port-Type.

Step 17: In the Value box, select Wireless - IEEE 802.11, and then click Add V.

Step 18: Under Results, in the Service list, choose Wireless LAN, and then click OK.

General
Mame: Rulewireless RADIUS  Status: Enabled * 0

The Customize buttan in the lower right area of the paolicy rules screen cantrals which
policy conditions and results are available here for use in policy rules.

Conditions
[C] Protocal: AN
Compound Condition:
Condition:
Dictionary: Aftribute:
RADIUS-IETF ~ MAS-PortType
Qperator: Walue:
match - Static -
Current Condition Set:
Add v Edit i Replace
And it
---RADIUS-IETF:Setvice-Type match Framed
---RADIUS-IETF:MAS-Port-Type match Wireless - [IEEE 802.11
Celete Freview
Results
Service: Wireless LAN -

Step 19: On the Service Selection Rules pane, click Save Changes.



Modify the network access policy

First, you must create an authorization rule that allows the WLCs to use RADIUS in order to authenticate clients.
Step 1: Navigate to Access Policies > Wireless LAN > Identity.

Step 2: In the Identity Source box, select AD then Local DB, and then click Save Changes.

Access Policies > Access Services > Default Network Access = Identity

@ single result selection (' Rule based result selection

Identity SOUTCE: Ap then Local DB

» Advanced Oplions

[ Save Changes ] [ Discard Changes ]

Step 3: Navigate to Access Policies > Wireless LAN > Authorization.
Step 4: On the Network Access Authorization Policy pane, click Customize.

Step 5: Using the arrow buttons, move NDG:Device Type from the Available list to the Selected list, and then
click OK.

Step 6: In Access Policies > Wireless LAN > Authorization, click Create.
Step 7: In the Name box, enter a name for the rule. (Example: WLC Access)
Step 8: Under Conditions, select NDG:Device Type, and then in the box, select All DeviceTypes:WLC.

Step 9: In the Authorization Profiles box, select Permit Access, and then click OK.

General
Name: WLC Access Status: Enabled - @

@ The Customize button in the lower right area of the policy rules screen controls which
palicy conditions and results are available here for use in policy rules.

Conditions
[C] NDG:Location: -ANY-
[T] Time And Date: ~ -ANY-

NDG:Device Type: in + All Device Types:WLC
[7] 1dentity Group: ~ -ANY-
Results

Authorization Profiles:

Permit Access

You may select multiple authorization profiles. Attributes
defined in multiple profiles will use the value from the first
profile defined

m

1

Step 10: Click Save Changes.
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Create the network device

The TACACS+ shell profile that is required when managing the controllers with AAA must be applied to the
controllers. For each controller and/or AP-SSO controller pair in the organization, you must create a network
device entry in Cisco Secure ACS.

If you are configuring a 2500 series WLC which does not support AP-SSO, you will need to include both of their
IP addresses in this step to authorize them to use the ACS authentication services.

Step 1: In Network Resources > Network Devices and AAA Clients, click Create.

Step 2: In the Name box, enter the device host name. (Example: WLC-1)

Step 3: In the Device Type box, select All Device Types:WLC.

Step 4: In the IP box, enter the WLCs management interface IP address. (Example: 10.4.46.64)
Step 5: Select TACACS+.

Step 6: Enter the TACACS+ shared secret key. (Example: SecretKey)

Step 7: Select RADIUS.

Step 8: Enter the RADIUS shared secret key, and then click Submit. (Example SecretKey)

Network Resources > Metwork Devices and AAA Clients = Create

2 Name: WLC-1
Description
Network Device Groups

Location All Locations
Device Type All Device Types:WLC

IP Address Authentication Options
© single IP Address () IP Range(s) < UAEAESS
Shared Secret Secretkey
1P 10.4.46.64
0 Single Connect Device
@ Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
» RADIUS
# Shared Secret: Secretkey
CoAport: 1700

[T Enable KeyWrap

Key Encryption Key:

Message Authenticator Code Key

Key Input Format ASCIl © HEXADECIMAL

# = Required fislds
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Enable the default network device

Access points, when they are configured for Cisco FlexConnect operation and when the controller is unavailable,
can authenticate wireless clients directly to Cisco Secure ACS. Enable the default network device for RADIUS in
order to allow the access points to communicate with Secure ACS without having a network device entry.

Step 1: Navigate to Network Resources > Default Network Device.

Step 2: In the Default Network Device Status list, choose Enabled.

Next, you must show the RADIUS configuration.
Step 3: Under Authentication Options, click the arrow next to RADIUS.

Step 4: In the Shared Secret box, enter the secret key that is configured on the organization’s access points,
and then click Submit. (Example: SecretKey)

Network Resources = Default Network Device

The default device definition can optionally be used in cases where no specific device definition is found that matches a device
IP address.

Default Network Device Status: Enabled ~ @
Network Device Groups

Location All Locations
Device Type All Device Types

Authentication Options
~ TACACS+
Shared Secret: Secretkey
(] Single Connect Device
(@) Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
~ RADIUS

m

%t Shared Secret: SecretKey
CoAport: 1700

[C] Enable Keywrap

Key Encryption Key I
Message Authenticator Code Key I

Key Input Format ASCIl © HEXADECIMAL
# = Required fields
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Configuring the RADIUS Server: Windows Server 2008

1. Install services
2. Add the Certification Authority snap-in
3. Enroll certificates

4. Register Server in Active Directory

If you want to configure the RADIUS server on Cisco Secure ACS, use the previous process instead of this one.

The following procedures describe the steps required in order to enable RADIUS authentication for the WLC
deployment. In this guide, the Windows Server 2008 Enterprise Edition has already been installed.

Tech Tip

-

This procedure assumes that this is the first certificate authority (CA) in your
environment. If it’s not, you either don’t need to install this role or you can configure
this server as a subordinate CA instead.

Procedure 1 Install services

Step 1: Join the server to your existing domain (Example: cisco.local), and then restart the server.
Step 2: After the server restarts, open Server Manager.

Step 3: Navigate to Roles >Add Roles. The Add Roles Wizard opens.

Deployment Details August 2013 .
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Step 4: Follow the instructions in the wizard. Note the following:

On the Server Roles page, select Active Directory Certificate Services and Network Policy and
Access Services.

Add Roles Wizard [ x|
EE}' Select Server Roles
Befare ou Begin Select one ar more roles ko install on this server.

Rales: Description:
Active Directory Cettificate Services

ADC3 —— . - " i AD C5) is used to create certification
Role Services Active Directory Domain Services (Instaled) iz el e s e s
Setup Tupe [l Act?ve D?rectory F.ederat.mn Se.rvices that allow you to issue and manage

[7] Active Directory Lightweight Directory Services certificabes used in a variety of
CA Type [] active Directory Righits Management Services applicatians,
Private Key [] application Server
CHCP Server {Installed)
Cryptography DMS Server (Installed)
CA Mame |: Fax Server
alidity Period L File services
|: Hyper-4
Certificate Database metwiork Policy and Access Services (Installed)
CorFirmation [ Print and Document: Services

|: Remote Deskkop Services

[] web Server (115)

Results [] windows Deployment Services

[ ] Windows Server Update Services

Progress

More about server roles

< Previous | Next = I Install | Cancel |

On the Role Services page, select Network Policy Server and Access Services, and then for Active
Directory Certificate Services (AD CS), leave the default Certification Authority role service selected.
You may not be able to select the Network Policy and Access Services option if it has been installed
previously.

On the Setup Type page, for Active Directory Certificate Services, choose Enterprise.

On the CA Type page, choose Root CA.

Follow the rest of the instructions in the wizard, making any changes you want or just leaving the default values
as appropriate. Note that there is a warning at the end of the wizard, stating that the name of this server cannot
be changed after installing the AD CS role.

Now that you have a root CA and an NPS server on your domain, you can configure the domain.



Add the Certification Authority snap-in

Step 1: Open an MMC console, and then click File > Add/Remove Snap-in.

Step 2: Choose Certificates from the available snap-ins.

Add or Rermove Snap-ins

(2]

‘ou can select snap-ins For this consale from those available on your computer and configure the selected set of snap-ins. Faor
extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins:

Snap-in

s Campanent Services

l-_éDevice Manager
=% Disk Management
@ Event Viewsr

| Folder

g IP Security Monitor

,%, Link ko Web Address

;Q'Computer Managem. ..

_%r Group Policy Object ..,

'.gIP Security Palicy M.,

“endor

Microsoft Car. ..

Microsoft Cor. ..

Microsoft Car. ..
Microsoft Car. ..
Microsoft Car. .,
Microsoft and...
Microsoft Car. ..
Microsoft Car. ..
Microsoft Car. ..
Microsoft Cor. ..
Microsoft Cor. ..
Microsoft Car. ..

Microsoft Car,,,

»

m

Drescription:

Selected snap-ins:

[ Consale Rook

Edit: Extensions...

Femove

Move Up

IMiove Down

The Certificates snap-in allows you ko browse the contents of the certificate stores for yourself, a service, or a computer,

Step 3: On the Certificates snap-in page, select Computer account, and then click Next.

QK || [ Cancel

Certificates snap-in

This snap4n will always manage cerificates for:

My user account

" Service accourt

' Computer account

X

< Back

Mext =

Cancel
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Step 4: On the Select Computer page, select Local computer, and then click Finish.

Select Computer x|

Select the computer you want this snap-in to manage.

r— Thig snap-n will always manage:

@+ Local computer: fthe computer this consale is running on)

™ Another computer; | Erowsze,.. |

[ Allow the selected computer to be changed when launching from the command line. This
only applies i you save the console.

< Back I rElnish I Cancel

M

Next, add the Certification Authority snap-in.

Step 5: On the Add or Remove Snap-ins dialog box, in the Available snap-ins list, choose Certification
Authority, click Add >, choose Local computer, and then click Finish.

Add or Remove Snap-ins

‘fau can select smap-ins For this consale From those available on vour computer and configure the selected set of snap-ins. Faor
extensible snap-ins, you can configure which extensions are enabled.

Awailable snap-ins: Selected snap-ins:
Snap-in | ‘endor | - [*] Console Root Edit Extensions. .. |
%Active Direckory Do, Microsoft Cor, .. .-i-| Certificate Templates
[ Active Directory Site... Microsoft Car. .. ﬂCertiFicates {Local Computer) Remaove |
: Active Directory Use... Microsoft Car. .. i_'_oJCertiFication Authariky (Local)
__ Activer Control Microsoft Car,., — Move Up |
2 ADSI Edit Microsaft Car. ..

Authorization Manager Microsoft Cor,.. Mt Do |
add =

-_-*T| Certificate Templates  Microsoft Cor. ..
HCertiFicates Microsaft Cor...
ﬁCertiFication Authority  Microsoft Cor, .,
fi”_Component Services Microsoft Cor...
!_&‘,Computer Managem... Microsoft Cor,.,

Device Manager Microsoft Cor...
¥ pHCP Microsoft Cor... Advanrad
=¥ Disk Mananement Microsoft and... LI *l
Descripkion:

Allows you to configure certification authority properties and ko manage certificates issued by this CA.

oK Cancel

Step 6: On the Add or Remove Snap-ins dialog box, in the Available snap-ins list, choose Certificate
Templates. The RAS/IAS template is added.

Step 7: Click OK. This completes the process of adding snap-ins.
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Step 8: Expand Certificates (Local Computers) > Personal, right-click Certificates, and then click Request new
certificate.

Console1 - [Cansole Root

ates {Lacal Compute:

e Action View Favorites Window  Help ‘ =@ x|
&= #mI00s]
] Console Root

<] ertificates (Local Computer)
1 Personal

1 Trusted Rook Certcaton Authorites " ew widom fromrers 1P
(] Enterprise Trust

(1 Intermedliate Certification Authorities Refresh

1 Trusted Publshers
| Untrusted Certificates Help
] Third-party Raok Certiication Authori
(1 Trusted People

1 Remote Destiop

(] CertFicate Envallnent Requests

(] smart Card Trusted Rocts

(] Trusted Devices

%1 Certfication Authoriy (Local)

] Cerificate Templates

Object Type | Actions

More Actions 3

Advanced Operations 3 Certificates

More Actions 3

] —— |

Request a new certificate from a certification authority (CA) in your domain [l |

Procedure 3 Enroll certificates
Step 1: Follow the instructions in Certificate Enrollment wizard. Note the following:

- On the Select Certificate Enrollment Policy page, select Active Directory Enrollment Policy as the
Enrollment policy for this certificate request.

onsolel - [Console Roat'Certificates (Local Computer)\Personal]

[ Fle Acton Wew Favortes Window Help | =l21x|
I EIEINEEY

(D grederot [ obe
=

[ Personal

(7] Trusted Root Certification Authorities,
(] Enterprise Trust

[ Intermediate Certiication Authoriies
[ Trusted Publishers

(] Untrusted Certificates

(] Third-Party Root Certification Autharil
(] Trusted People

(| Remote Deskkop

(] Certificate Envoliment Requests

[ Smart Card Trusted Roots

[ Trusted Devices

%1 Certification Authorky (Local)

] Certificzks Templates

L Certificate Enrollment

T
stificates (Local Computer) [ ate Enrollment =] E3

Select Certificate Enrollment Policy

Certificate enrolment policy enables enrclment For

enroliment policy may akeady be configured for you

Certificate

Configured by your admi

rator

Configured by you

Add New

Learn more about certificate enrolment policy

Cancel

Personal

Hore Actions

Certificates

More Actions >
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- On the Request Certificates page, select Domain Controller and Domain Controller Authentication as
the type of certificates that are being requested, and then click Enroll.

onso onsole Roo e a ocal Computer)'\Personal -10f x|
Fle Action Yiew Favorites ‘Window  Help | =18l
A HIENEEY
(] Console Root: Object Twna I

Certificates (Local Computer) [ B Cetificate Enrollment M[=] E3

| personal »
| Trusted Root certficaton Authories |~ Certificate Enrollment

Enterprise Trust
Intermeriate Certification Authorites:
Trusted Publishers

(] Untrusted Certificates

(] Third-Party Root Certification Authori
(] Trusted People

(] Remote Deskiop

Personal

More Actions

Certificates

Request Certificates

More Actions >

¥ou can request the Follwing types of certficates, Select the certificates you want to request, and then dick Enrall.

Active Directory Enrolliment Policy

(] Certfficate Enrollment Requests [ Directory Emal Repication ) STATUS: Avalable Detals @
(] smark Card Trusted Rots
& (7] Trusted Devices [¥ Domain Controler L) STATUS: Available Detais @)
§| Certification Authority (Local)
l Certificate Templates [V Damain Contraler LS, Detals (&)
[ 1PSec (Offline request) 3 STATUS: Avalable Detals @)

1 More information is required to enroll For this certificats, Click hers to configurs settings.

[ veb Server 1) STATUS: Avalable Detais @)
), More information is required ko envol For this certficate, Click here bo corfigure ssttings.

T show al templates

Learn more about certificates

Cancel

41 | &

ersanal store contains 6 cerkificates,

Step 2: Navigate to Certificate Authority (Local) > Issued Certificates, and then verify that the Certificate
Templates folder appears.

=101%]

File Action View Help

pale AR NEREY

féj Certification Authority (Local) Request ID Requester Name Binary Certificate | CernﬁmteTemgabe | Ser

B & AE_)Y 2 CISCOVADYS -----BEGIN CERTIL... Domain Controller Authentication (1.3.6.1.4.... 57:
_| Revoked Certificates 3 CISCO\ADYS -——BEGIN CERTL... Domain Controller (DomainContraller) 57¢

" Issued Certificates
| Pending Requests

| Failed Requests

| Certificate Templates

Step 3: Right-click the Certificate Templates folder, and in the right pane, right-click RAS and IAS Server, and
then click Duplicate Template.

] Certificate Templates [ | & Directory Email Replication Windows Server 2003 Ent...  11F Certificate Templat... 4
5 Domain Contraller Windows 2000 4.1
5 Domain Contraller Authentication Windows Server 2003 Ent...  11C Mare Actions 4
@ EFS Recovery Agent Windaws 2000

RAS and IAS Server

H Enrolment Agent Windaws 2000
' Enrolment Agent (Computer) Windows 2000 More Actions »
)| Exchange Enrollment Agent (Offine request)  Windows 2000
)| Exchange Signature Only Windaws 2000
)| Exchange User Windaws 2000
& 1PSec Windows 2000
H 1Psec (Offiine request) Windaws 2000
5 Kerberos Authentication Windows Server 2003 Ent. ..
E Key Recovery Agent Windaws Server 2003 Ent...
E QCSP Response Signing Windaws Server 2008 Ent...
. an —
H RootC
T Router Reenroll ertificate Holders \Windows 2000
T Smartci All Tasks b | Windows 2000
F smartce Windows 2000
' subordi HOITELES Windows 2000
HTrustli pepp Windows 2000
 user Windows 2000
E User Signature Only Windaws 2000
4] | K|
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Step 4: Select Windows Server 2008 Enterprise, and then click OK.

Duplicate Template x|

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties.Select the

version of Windows Server (minimum supported CAs) for the duplicate
certificate template.

" Windows Server 2003 Enterprise
% windows Server 2008 Enterprise

Le%m more about Certificate Template Versions.

Ok I Cancel

Step 5: In the Template display name box, enter a valid display name, select Publish Certificate in Active

Directory, click Apply, and then close the MMC console.
x

lssuance Reguirements I Superseded Templates I Bxensions I Security
General | Request Handling I Cryptography I Subject Name I Server

Template display name:
ICDW of RAS and 1AS Serverfor NP5

Minimum Supported CAs: Windows Server 2008 Enterprise

Template name:
ICDmﬂfHASandIASSewerfnrNPS

Validity period: Renewal period:

I 1 I‘_.rears vI I 6 Iweeks 'I

¥ Publish certificate in Active Directory
[ Do not automatically reenroll if 2 duplicate certificate exists in Active
Directory

For automatic renewal of smart card certificates, use the existing key
if a new key cannot be created

QK I Cancel Apphy Help




Procedure 4 Register Server in Active Directory

Step 1: Open the Network Policy Server administrative console by navigating to Start > Administrative Tools >
Network Policy Server.

Step 2: Right-click the parent node NPS (Local), click Register server in Active Directory, click OK to authorize
this computer to read users’ dial-in properties from the domain, and then click OK.

Network Palicy Server M= E|

Flle Action  View Help

o= Al 7 Mo

RADILE  Import Configuration
Ej Palicies  Export Canfiguration
B, Networ

% Accan  Start hPS Service l:'uhcy Server (NPS) allows you to create and enforce organization wide network access policies for client health, connection
) Termplal__ Stop iP5 Service ithentication, and conhection request suthorization,
& ‘emplal
Properties N— ~
Wiew
ration scenaria from the list and then click the link. below to open the scenario wizard,
Help

Metwork Access Protection (MAP) j

Network Access Protection (NAF)

“ihen you configure NPS as a NAP health policy server, pou create health policies that allow NP5 to validate the configuration of
MAP-capable client computers before they connect to pour netwark. Clisnts that are nat compliant with health policy can be placed on &
resticted network and automatically updated to bring them into compliance.

B3 Configurs NAP B Leammare
Advanced Configuration -
Templates Configuration -

Register server in Active Directory

Step 3: With the NPS (Local) node still selected, select RADIUS server for 802.1X Wireless or Wired
Connections, and then click Configure 802.1X.

5 Network Policy Server _[O]x

File Action Wiew Help
EEAE S

(@[PS (Local NPS
_ RADIUS Clients and Servers
= Palicies Getting Started
B, Metwark Access Protection
% dccourting Network Policy Server [NFS] alaws you to create and enfarce organization wids network access policies for client healh, connestion
request authentication, and connection request authorization.
i Templates Management

Standard Configuration =

Select & configuration scenario from the list and then click the link below to open the scenario wizard

IHADIUS server for 80214 Wireless or Wired Connections
Metwork Access Protection [HAF]

cate and
authorize connections from wireless access points and authenticating switches [also called RADIUS clients),

[ Confique 8021 B Leammoe

Advanced Configuration -

Templates Configuration =
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Step 4: In the Configure 802.1X wizard, under Type of 802.1X connections, select Secure Wireless

Connections, and in the Name box, enter an appropriate name for the policies that you want to create, and then
click Next.

MNPS (Local)

Getting Started

Metwork Policy Server [MPS] allows wou to create and enforce arganization-wide network. access policies for
' client health, connection request authentication, and connection request autharization.

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

IFE.-’-‘«DILIS server for 802,17 Wireless or Wired Connections j
DANMUNIC nnmens e ONT 1% Milicnalann e hificnd Mamonnadinana
Configure §02.1% |-5

Select 802.1X Connections Type
(]
‘_,,. ~

Type of 802 .1X connections:
¥ Secure Wireless Connections .

YWwhen pou deploy 8021 wirelezs access points on wour nebwork, NPS can authenticate and authorize
connection reguests made by wireless clients connecting through the access points.

" Secure Wired [Ethemnet] Connections

“When you deploy 8021 authenticating switches on your nebwark, MPS can authenticate and authorize
cohnection reguests made by Ethernet clients connecting through the switches.

Mame:

Thig default text iz used as part of the name for each of the policies created with thiz wizard. You can use the
default text or madify it .

Secure Wireless Connections

le Chs g

ns, inchad

Frevious | M ext I Firishy | Cancel

Next, add each of the wireless LAN controllers as RADIUS clients.
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Step 5: In the Friendly name box, click Add, enter a name for the controller (Example: WLC5508), provide the IP
address or DNS entry for the controller, provide the Shared Secret (Example: SecretKey), and then click OK.
New RADIUS Client
Settings |
I Select an existing template:
| |

 Mame and Address
Friendy narne:
[wiLCE506

Addrezs ([P or DMS)
J10.4.46.64 Weiify... |

~ Shared Secret
Select an exristing Shared Secrets template:

INone j

Ta manually type a shared secret, click Manual. To automatically generate a shared
secrel, click Generate. Yo must configure the RADIUS client with the same shared
zecret entered here. Shared zecrets are case-sensitive.

& Manual " Generate

Shared secret:

Confirmn shared secret:

Ok I Cancel

Step 6: Click Next.
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Step 7: On the Configure an Authentication Method page, in the Type box, select Microsoft: Protected EAP
(PEAP), and then click Configure.

Configure 802.1X x|

I Configure an Authentication Method

- |

Select the EAP type for this policy.

Type (based on method of access and network configuration):

soft: Protected EAP (PEAP) Configure. .. |

Previous | Next I Firizh Cancel

Step 8: In the Certificate issued list, ensure that the certificate you enrolled in Step 6 is selected, and then click
OK.

Edit Protected EAP Properties E3 |

Select the certificate the server should use to prove its identity ko the client,
A certificate that is configured For Protected EAP in Connection Request
Palicty will override this certificate.

Certificate issued

Frigndly name:

Issuer: AD.cisco.local

Expiration date: 3152016 2:26:19 PM

¥ Enable Fast Reconnect
[™ Disconnect Clients without Cryprobinding

Eap Types
Secured password (EAP-MICHAR w2 fowe U |
[Aare ot |

Add Edit Remove | Ik I Cancel |




Step 9: If you would like to use a group that you have already created, in Specify User Groups, click Add, select
the desired group, and then skip to Step 11.

If you would like to create a new group, continue with this procedure.

Step 10: Navigate to Start > Administrative Tools > Active Directory Users and Computers. In the Active
Directory Users and Computers window, right-click cisco.local, and then navigate to New > Group. Create a
group called Wireless-Users-Group.

B Active Directory Users and Computers =1 E3)
Fie Action View Help

A GIEEREE TS ek A=k

] Active Directory Users and Computers [AD.cisc | ame_~

[ Type | Description
| saved Queries = Buitin buikiDoman
E & disco.local 2 Citrixen Organizational Unit
‘ “" rr = ] Contairer Defalt cantainer For upgraded computer acce
ew Object - Grou,
L D Organizational Urit Default cantainer for domain controllers
Cantainer DiFalt container for security identfiers (SIDs
$ Gesoly  dmE] Container Default container For managed service accour
- : !
] Organizational Unit
Security Group - Global
Group name: Container Default container For upgradsd user accounts
[wireless-Users-Groupl Organizatiarial Lnit

Group name (pre-Windows 2000):

| Wireless-Lsers-Group

Group scope Group type

" Domain local % Security
' Glohal " Distribution
€ Universal

N _— i

Step 11: In the Active Directory Users and Computer management console, create a wireless user (Example:
Wireless User) by selecting the Action > New > User.

B Active Directory Users and Computers _[Ofx
File | pction View Help

@ oesmecn.. Koo Hol8auT0s

Find...
: o Inputers [aD.cisci | Name = . Tyvpe | DESEI’iDtiDI:I
i 13 Computer User
E & Al Tasks »  Contact User
B Grogp User
| el InetOrgPerson User
= Export Lisk... et A
msExchDynamicDistributionList User
B Properties msIrnaging-PSPs User
B 4‘ MSMG Queue Alias User
| Printer

User
[ =] Micrasaff Exch, k|

e A - -
sz
al oorthy User

= wisb-byod Shared Folder User

‘% Wirsless-Users-Group 4, vpn-administrator Security Group - Global
%vpn-emp\nyee Security Group - Glabal
%vpn-partner Security Group - Global -
4| | |k »

|Create anew object,.. | ‘
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Step 12: Provide the necessary user information, and then click Next..

New Object - User

;_} Create i cizcolocal/Users
Eirst name: I'W'ireless [ mitials: I
Last name: ILlser

Full narne: I'W'ireless Jszer

Uzer lagon name:
I'W'irelessLl el I (Acisco local h I

Ilzer logon name [prewindowes 2000];
||:|5|:m IWireIessLlser

< Black I Hest » I Cancel

Step 13: Enter a password, and then click Next.

New Object - User

J Create i cizco.local/lsers
Wi
Pazzword: I--------
Confirm pazsgword: quuu

™ User must change password at next logon
™ Uszer cannot change pazsword
¥ Pazsword never expires

[T Account is dizabled

< Back I Met » I Cancel




Step 14: Review the information about the new user being added, and click Finish.

New Object - User

a Create i cizco.local/lsers

i

YWhen pou click Finizh, the fallowing object will be created:

Full name: “ireless Lzer

The password never expires.

Lzer logon name: Wirelezsllser@cizco. local

[

< Back

Cancel |

Step 15: Within the Active Directory Users and Computer management console, select the users folder.

Step 16: Locate the wireless user (Example: Wireless User) that you want to add to the newly created Wireless-

Users-Group, and then right click on the user and select Add to a group...

4] I ®

.Zglvpn-emp\nyf
Sivpn-partner

Wit Lser

4

Help

B Active Directory Users and Computers H=] E3
File  Action ‘“iew Help
= | = = = == —_
e HEf0REcd=HEARETI&®
: AFtiva Directory Users and Computers [AD.ciso | Name = | Type | Dascrintiol;l
:_ Saved Queries SiSchema Admins Security Group - Universal Designate
(=1 54 ciscoulocal 2, stuart Higgins User
| Bulkin 1, systemMaibox{1F0S2927-cfb7-dcad-a039-437d0c471...  User
B CitrixXen 2, systemMaibn Copy... 8-e6c20d523 ... Lser
— CDmD.uters I 3_) Taylor Smith [EERETE oup. .. User
a| DDI‘m.EIH Contr:o s 3_) T2 5chuler Disable Account User
~| ForeignSecurityPrincipals
X £, User One Reset Password. .. User
_| Managed Service Accounts T i | U
= | Microsaft Exchange Security Groups ‘a-’v " !nance Have... e
(Ui ¥, wdi-finance-z Open Home Page User
= visb-byad i_, wdi-hr-1 Send Mail User
52, wireless-Users-Group £ vdihr-2 Find... User
?_,vd\—lt—l J— User
?_, widi-it-2 i User
?_, vdi-tesearch ¢yt User
?J wdi-research Delete User
?J Vignesh Satt Rename User
L PN ASASSZ pefresh User
s
_'givpn-adrmnist Security Group - Global
Properties

Security Group - Global
Security Group - Glabal

|Al\ows wou ko add the selected objects ta a group you select,

K19)



Step 17: Enter the name of the Wireless-Users-Group, and then click Check Names.

Select thiz object type:

IGru:uups or Built-in zecurity principals Object Types...

From thiz location:

In:isu:u:u.lu:u:al Locations. ..

Enter the object names to zelect [eramples]:
wireless-LU zers-Group Check Names

i

Advanced... | ] I Cancel

o

Step 18: Click OK. This completes the process of adding the user to the wireless group.

Select Groups EEd

Select thiz object twpe:

IGrn:nups of Built-in security principals Object Types...

Eram this location:

In::isc:n:n.ln:n::al Locations...

Enter the object names to zelect [examples]:

wireless-Users-Group| Check Mames

i

Advanced... | ] I Cancel |

4
n Tech Tip

It is recommended that you add both the machine accounts and user accounts to this
group (Example: Wireless-Users-Group) in order to allow the machine to authenticate
before the user logs in).

Step 19: On the next step of the Network Policy Server (NPS (Local)) wizard, configure VLAN information or
accept the default settings, and then click Next.



Step 20: Click Finish. This completes the configuration of 802.1X.

Configure 802.1X x|

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS clients

You have successfully created the following policies and configured the following RADIUS clients.

+ To view the configuration details in your default browser, click Corfiguration Details.
+ To change the configuration, click Previous.
+ To save the configuration and close this wizard, click Finish.

Connection Request Policy:
Secure Wireless Connections 2
Network Policies:

Secure Wirsless Connections 2

Corfiquration Details

Previous | [ent | Finish Cancel

Step 21: Restart the Network Policy Server service, and then navigate to NPS (Local) > Policies.

Note that the wizard has created a Connection Request Policy and a Network Policy containing the appropriate
settings in order to authenticate your wireless connection.

b Network Policy Server =10 x|

File Acton View Help
L A ol 2 B

@ 1es e

[= || RADIUS Clients and Servers

ﬂ RADIUS Clients [ Metwork policies allow you to designate who is authorized to connect to the network and the cincumstances
ﬂ Remots RADIUS Server G under which they can or cannot connect.
Bl [=] Polices -

L J Connection Reguest Polid
+_+ Network Policies
| Health Policies

MNECHONS 10 MICTOSaN NOUING Gand NEmole ACCEss server ElE Teny Aocess U
Network Access Protection 5
5 ,_dCannect\ons to other access servers Enabled 1000000 Deny Access L.

& Accounting
ol Templates Management

-

Conditions - If the following conditions are met:

Condition | Value |
MAS Port Typpe  Wireless - Other OR Wireless - IEEE 802 .11
Windows Groups  CISCO“\SBA-Users

Settings - Then the following settings are applied:

Setting | Value B
Extensible Authentication Protocol Configuration  Configured | =
| R | | _'l—l

Step 22: If you want to remove the less secure authentication methods and increase the encryption methods in
the network policy, continue with this procedure.

If you would like to use the default authentication and encryption methods, skip to the next process.
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Step 23: Under the Network Policies node, open the properties of the newly created policy.

Step 24: On the Constraints tab, under Less secure authentication methods, clear all of the check boxes.

Secure Wireless Connections Properties x|
" Overview I Conditions ~ Constraints | Settings I

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, networlc access is denied.

Allow access only to those clients that autherticate with the specified methods

oy Idle Timeout EAP types are negotiated between NPS and the cliert in the order in which they are
listed.
¥, Session Timeout e

} EAP Types:
|5 Called Station 1D

%—. Microsoft: Protected EAP (PEAF) Move g |
5 Day and time restrictiths

:_ NAS Port Type dove Down |
4] |

N Femove |

Less secure authentication methods:
™ Microscft Encrypted Authentication version 2 (MS-CHAP-v2)
IT User can chane password after it has espired
™ Microsoft Encrypted Authertication (MS-CHAP)
= User can change password after it has sxpired
™ Encrypted authentication {CHAP)
™ Unencrypted authentication (PAP, SPAF)
™ Allow clients to connect without negotiating an authentication method
™ Perform machine health check only

oK | cenced | e |

Step 25: On the Settings tab, click Encryption, clear all check boxes except Strongest encryption (MPPE 128-
bit), and then click OK.

Secure Wireless Connections Properties x|
" Overview | Cnnd'rlionsl Constraints  Settings |

Corfigure the settings for this network policy.
I conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Attributes

The encryption settings are supported by computers running Microsoft Routing and

@ Standard Remote Access Service.
Wendor Specific If you use different networkc access servers for dial-up or VPN connections, ensure that
N X _ the encryptions settings you select are supported by your servers.
etwork Access Prolection
& MAP Enforcement IF No encryption is the only option selected. traffic from access clients to the network

access server is not secured by encryption. This corfiguration is not recommended.
8 Extended State

Routing and Remote Access

2% Multilink and Bandwidth
Alloction Protocol (BAF) ™ Basic encryption (MPPE 40-bit)

T IPFiliers [ Strong encryption (MPPE 56-bit)

n

™ Mo encryption

’TI Cancel Apply

Step 26: Restart the Network Policy Server service.
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Configuring On-Site Wireless Controllers

—

Configure the switch for the WLC
Connecting the redundancy port

Configure the WLC platform

Configure the time zone

Configure SNMP

Limit which networks can manage the WLC
Configure wireless user authentication

Configure management authentication

© © N O O s 0N

Enable multicast support

10.Create the WLAN data interface

11. Create the wireless LAN voice interface
12.Configure the data wireless LAN
13.Configure the voice wireless LAN

14.Configure the resilient controller

15.Configure controller discovery
16.Connect the access points

17. Configure access points for resiliency

In an on-site local-mode deployment, the wireless LAN controller and access points are co-located. The
wireless LAN controller is connected to a LAN distribution layer at the site, and traffic between wireless LAN
clients and the LAN is tunneled in Control and Provisioning of Wireless Access Points (CAPWAP) protocol
between the controller and the access point.

If you are deploying remote access points using FlexConnect, skip this section and proceed to the FlexConnect
section of the guide.

This design guide supports both Cisco 5500 and 2500 Series WLCs for use in an on-site local-mode design.
When installing 5500 Series WLCs, a high availability feature known as access point stateful switchover (AP SSO)
is available. In this high availability mode, the resilient, or secondary, WLC uses the redundancy port in order to
negotiate with its configured primary WLC and assumes the AP license count along with the configuration of the
primary WLC.

In AP SSO mode, configuration synchronization and keep-alive monitoring occurs over a dedicated redundancy
port (labeled as RP) using a dedicated straight through Ethernet cable.

The Cisco 2500 Series WLCs do not support the AP SSO feature and instead must be peered by using a
mobility group in order to achieve resiliency. Unlike AP-SSO paired Wireless LAN Controllers, each Cisco 2500
Series WLC has a unique IP address on the management interface.
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Table 2 - Cisco on-site wireless controller parameters checklist

Parameter

CVD values
primary controller

CVD values
resilient controller
(optional)

Site-specific values

Controller parameters

Switch interface number

1/0/3, 2/0/3

1/0/4, 2/0/4

VLAN number 146 146

Time zone PST-80 PST-80

IP address 10.4.46.64/24 10.4.46.65/242
Default gateway 10.4.46.1 10.4.46.1
Redundant management IP 10.4.46.74 10.4.46.75

address (AP SSO)1

Redundancy port connectiv-
ity (AP SSO)'

Dedicated Ethernet
cable'

Dedicated Ethernet
cable'

Hostname WLC-1 WLC-2?
Local administrator username | admin/C1sco123 admin/C1sco123
and password
Mobility group name CAMPUS CAMPUS
RADIUS server IP address 10.4.48.15 10.4.48.15
RADIUS shared key SecretKey SecretKey
Management network 10.4.48.0/24 10.4.48.0/24
(optional)
TACACS server IP address 10.4.48.15 10.4.48.15
(optional)
TACACS shared key SecretKey SecretKey
(optional)
Wireless data network parameters
SSID WLAN-Data WLAN-Data
VLAN number 116 116
Default gateway 10.4.16.1 10.4.16.1
Controller interface IP 10.4.16.5/22 10.4.16.6/22
address
Wireless voice network parameters
SSID WLAN-Voice WLAN-Voice
VLAN number 120 120
Default gateway 10.4.20.1 10.4.20.1
Controller interface IP 10.4.20.5/22 10.4.20.6/22
address

Notes:

1. AP SSO is only supported on the Cisco 5500 Series WLC.

2. The resilient Cisco 2500 Series WLC will require an IP address, as AP SSO is not supported on this

platform.
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Configure the switch for the WLC

Step 1: On the LAN distribution switch, create the wireless VLANSs that you are connecting to the distribution
switch. The management VLAN can contain other Cisco appliances and does not have to be dedicated to the
WLCs.
vlan 116
name WLAN Data
vlan 120
name WLAN Voice
vlan 146
name WLAN Mgmt

Step 2: Configure a switched virtual interface (SVI) for each VLAN. This enables devices in the VLAN to
communicate with the rest of the network.

interface Vlanllé

description Wireless Data Network

ip address 10.4.16.1 255.255.252.0

no shutdown

!

interface V1anl20

description Wireless Voice Network

ip address 10.4.20.1 255.255.252.0

no shutdown

!

interface Vl1anl4dé

description Wireless Management Network

ip address 10.4.46.1 255.255.255.0

no shutdown

Step 3: On both the server room distribution and access switches, create the wireless management and data
VLANS.
vlan 116
name WLAN Data
vlan 120
name WLAN Voice
vlan 146
name WLAN Mgmt
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Step 4: On the server room distribution switch, configure two uplink ports and an EtherChannel trunk to the
server room access switches.

interface Port-channell2

description EtherChannel Link to Server Room Switch
switchport

switchport trunk allowed vlan 116,120,146
switchport mode trunk

logging event link-status

flowcontrol receive on

no shutdown

interface range tenGigabitEthernet [port 1],tenGigabitEthernet [port 2]
description Link to Server Room Switch

switchport trunk allowed vlan 116,120,146

switchport mode trunk

channel group 12

logging event link-status

logging event trunk-status
no shutdown

Step 5: On the server room access switches, configure two ports and an EtherChannel trunk that connects to
the server room distribution switch.

Deployment Details

interface range GigabitEthernetl/1/1, GigabitEthernet2/1/1
description Link to Distribution Switch
switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 116,120,146
switchport mode trunk

logging event link-status

logging event trunk-status

logging event bundle-status

macro apply EgressQoS

channel-protocol lacp

channel-group 1 mode active

no shutdown

interface Port-channell

description EtherChannel Link to Distribution Switch
switchport trunk encapsulation dotlg

switchport trunk allowed vlan 116,120,146

switchport mode trunk

logging event link-status

no shutdown
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Step 6: Configure an 802.1Q trunk to be used for the connection to the WLCs. This permits Layer 3 services
to all the networks defined on the WLC. The VLANSs allowed on the trunk are limited to only the VLANSs that are
active on the WLC.

If you are deploying the Cisco Catalyst 4500 Series LAN distribution switch, you do not need to use the
switchport trunk encapsulation dot1g command in the following configurations.

interface GigabitEthernet [port 1]

description To WLC Port 1
interface GigabitEthernet [port 2]

description To WLC Port 2
!
interface range GigabitEthernet [port 1], GigabitEthernet [port 2]

switchport

macro apply EgressQoS

channel-group [number] mode on

logging event link-status

logging event trunk-status

logging event bundle-status
!
interface Port-channel [number]

description To WLC

switchport trunk encapsulation dotlqg

switchport trunk allowed vlan 116,120,146

switchport mode trunk

logging event link-status

no shutdown

Connecting the redundancy port

If you are using a Cisco 2500 Series WLC, skip this procedure. If you are using a Cisco 5500 Series WLC and
you wish to enable the high availability AP SSO feature, continue with this procedure. When using the high
availability feature known as access point stateful switchover (AP SSO), a dedicated special-purpose port is
available on the Cisco 5500 Series WLC. This port is located on the in the lower left of the front panel.

Step 1: Connect an ordinary Ethernet cable between the primary and standby WLC, as shown below.

Cisco 5500 Series Wireless Controller

Model 5508

Cisco 5500 Series Wireless Controller

Redundancy
Port

Model 5508




Configure the WLC platform

After the WLC is physically installed and powered up, you will see the following on the console. If you do not see
this, press “-” a few times to force the wizard to back to the previous step.

Welcome to the Cisco Wizard Configuration Tool

Use the '‘-' character to backup

Step 1: Terminate the autoinstall process.

Would you like to terminate autoinstall? [yes]: YES

Step 2: Enter a system name. (Example: WLC-1)

System Name [Cisco 7e:8e:43] (31 characters max): WLC-1

Step 3: Enter an administrator username and password.

Tech Tip

Use at least three of the following four classes in the password: lowercase letters,
uppercase letters, digits, or special characters.

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****

Re-enter Administrative Password : **x*x**

Step 4: If you are deploying a Cisco 5500 Series Wireless LAN Controller, use DHCP for the service port
interface address.

Service Interface IP address Configuration [none] [DHCP]: DHCP

Step 5: Enable the management interface.

Enable Link Aggregation (LAG) [yes][NO]: YES

Management Interface IP Address: 10.4.46.64

Management Interface Netmask: 255.255.255.0

Management interface Default Router: 10.4.46.1
Management Interface VLAN Identifier (0 = untagged): 146

:n Tech Tip

If you are configuring the Cisco 2500 Series Wireless LAN Controllers, you will need
to configure both WLCs individually as they do not support AP-SSO and are therefore
managed and configured separately. (Examples: 10.4.46.64 for WLC-1 and 10.4.46.65
for WLC-2)

Step 6: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10
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Step 7: If you are deploying a Cisco 5500 Series Wireless LAN Controller, enable AP SSO in order to enable
high availability.

Enable HA [yes] [NO]: YES

Configure HA Unit [PRIMARY] [secondary]: PRIMARY

Redundancy Management IP Address: 10.4.46.74

Peer Redundancy Management IP Address: 10.4.46.75

Step 8: The virtual interface is used by the WLC for mobility DHCP relay, guest web authentication and
intercontroller communication. Enter an IP address that is not used in your organization’s network. (Example:
192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1

Step 9: If you are configuring a Cisco 2500 Series Wireless LAN Controller, enter a multicast address for
delivery of IP multicast traffic by using the multicast-multicast method. This multicast address will be used by
each AP in order to listen for incoming multicast streams from the wireless LAN controller. (Example: 239.1.1.1)

Multicast IP Address: 239.1.1.1

Step 10: Enter a name for the default mobility and RF group. (Example: CAMPUS)
Mobility/RF Group Name: CAMPUS

Step 11: Enter an SSID for the WLAN that supports data traffic. You will be able to leverage this later in the
deployment process.

Network Name (SSID): WLAN-Data
Configure DHCP Bridging Mode [yes][NO]: NO

Step 12: Enable DHCP snooping.
Allow Static IP Addresses {YES][no]: NO

Step 13: Do not configure the RADIUS server now. You will configure the RADIUS server later by using the GUI.
Configure a RADIUS Server now? [YES][no]: NO

Step 14: Enter the correct country code for the country where you are deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries) [US]: US

Step 15: Enable all wireless networks.

Enable 802.11b network [YES][no]: YES
Enable 802.11la network [YES][no]: YES
Enable 802.11g network [YES][no]: YES

Step 16: Enable the radio resource management (RRM) auto-RF feature. This helps you keep your network up
and operational.

Enable Auto-RF [YES] [no]: YES

Step 17: Synchronize the WLC clock to your organization’s NTP server.

Configure a NTP server now? [YES][no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400
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Step 18: Save the configuration. If you respond with no, the system restarts without saving the configuration,
and you have to complete this procedure again. Please wait for the “Configuration saved!” message before
power-cycling the Wireless LAN Controller.

Configuration correct? If yes, system will save it and reset. [yes][NO]: YES
Configuration saved!

Resetting system with new configuration

Step 19: After the WLC has reset, log in to the Cisco Wireless LAN Controller Administration page by using the
credentials defined in Step 3. (Example: https://wic-1.cisco.local/)

Configure the time zone

Step 1: Navigate to Commands > Set Time.
Step 2: In the Location list, choose the time zone that corresponds to the location of the WLC.

Step 3: Click Set Timezone.

s onfiguration  Pin Logout Refresh
alraln < Bing | Logout R

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Commands Set Time Set Date and Time | _Set Timezone
Download File
uUpload File Current Time Tue May 31 11:07:38 2011
Reboot Date
Config Boot
Month May -
» Scheduled Reboot
Day 31 -
Reset to Factory
Default Year 2011
Set Time
Login Banner Time
Hour 1 -
Minutes 7
Seconds 38
Timezone
Delta hous [0 | mins |0 |
Location? (GMT -8:00) Pacific Time (US and Canada) -

Foot Notes

1. Automatically sets daylight sevings time where used.
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Confgure SNMP

Step 1: In Management > SNMP > Communities, click New.
Step 2: Enter the Community Name. (Example: cisco)

Step 3: Enter the IP Address. (Example: 10.4.48.0)

Step 4: Enter the IP Mask. (Example: 255.255.255.0)

Step 5: In the Status list, choose Enable, and then click Apply.

Saye Configuration  Ping  Logout Refresh

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
Management SNMP v1 / v2Zc Community > New < Back Apply
Summary Community Name cisco
ELE IP Address 10.4.48.0
General
SNMP V3 Users IP Mask 255.255.255.0
Communil ities Access Mode W
Trap Receivers
Trap Controls Status Enable =
Trap Logs
HTTP-HTTPS
Telnet-ssH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
b Software Activation

» Tech Support

Step 6: In Management > SNMP > Communities, click New.
Step 7: Enter the Community Name. (Example: cisco123)
Step 8: Enter the IP Address. (Example: 10.4.48.0)

Step 9: Enter the IP Mask. (Example: 255.255.255.0)

Step 10: In the Access Mode list, choose Read/Write.
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Step 11: In the Status list, choose Enable, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2¢ Community > New < Back Apply
S Community Name  cisco123
v ELD 1P Address 10.4.48.0
General
SNMP V3 Users 1P Mask 255.255.255.0
Communities Access Mode Read/Write ~

Trap Receivers
Trap Controls
Trap Logs

Status Enable -

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support

Step 12: Navigate to Management > SNMP > Communities.
Step 13: Point to the blue box for the public community, and then click Remove.
Step 14: On the “Are you sure you want to delete?” message, click OK.

Step 15: Repeat Step 13 and Step 14 for the private community string. You should have only the read-write and
read-only community strings, as shown in the following screenshot.

Save Configuration  Ping  Logout Refresh

CISco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2¢ Community New...
Summary
+ SNMP Community Name TP Address IP Mask Access Mode Status
General gsco 10.4.48.0 255.255.255.0 Read-Only Enable ﬂ

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

cisco123 10.4.48.0 255.255.255.0  Read-Write Enable a

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
F Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support
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Limit which networks can manage the WLC

(Optional)

In networks where network operational support is centralized, you can increase network security by using an
access control list in order to limit the networks that can access your controller. In this example, only devices on
the 10.4.48.0/24 network are able to access the controller via Secure Shell (SSH) Protocol or Simple Network
Management Protocol (SNMP).

Step 1: In Security > Access Control Lists > Access Control Lists, click New.

Step 2: Enter an access control list name (Example: ACL-Rules), select IPv4 as the ACL type, and then click
Apply.

Step 3: In the list, choose the name of the access control list you just created, and then click Add New Rule.

Step 4: In the window, enter the following configuration details, and then click Apply.
Sequence—1
Source—10.4.48.0 / 255.255.255.0
Destination—Any
Protocol-TCP
Destination Port=HTTPS

- Action—Permit

aliali, Save Configuration  Ping  Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Rules > New < Back Apply
7 G5 Sequence 1
» Local EAP 1P Address Netmask

- Source 1P Address ~ 10.4.45.0 255,255.255.0
b Priority Order

b Certificate Destination Any -

 Access Control Lists
Access Control Lists
€PU Access Control Lists [
FlexConnect ACLs Source Port Any -

Protecal TCP -

Wireless Protection

fe Destination Port HTTPS -
Policies

» Web Auth DscP Any -
TrustSec SXP

Direction any -
¥ Advanced

Action Permit ~
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Step 5: Repeat Step 3 through Step 4 using the configuration details in the following table.

Table 3 - Access rule configuration values

Sequence Source Destination Protocol Destination port Action

2 10.4.48.0/ Any TCP Other/22 Permit
255.255.255.0

3 Any Any TCP HTTPS Deny

4 Any Any TCP Other/22 Deny

5 Any Any Any Any Permit

uration  Bing  Logout Refresh

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Security Access Control Lists > Edit < Back Add New Rule

» Ann

Destination
1P/Mask Protocol

Actio Port Port DSCP Direction of Hit:

Permi /255.255.255.0  0.0.0.0 /0000 TP Any HTTPS Any Ay 0 Q

Permi /255.255.255.0  0.00.0 /0000 TP Any 22 Any Ay 0 a

Deny /0000 0.00.0 /0000 Ter any HTTRS Any  Any 3 ]

Deny /0000 0.0.0.0 /0000 Tep any 2 any  Any 3 ]

TrustSec SXP = permt  o0m00 /0800 0.00.0 Joss0 Any sy any any  any o -]
» advanced

Step 6: In Security > Access Control Lists > CPU Access Control Lists, select Enable CPU ACL.

Step 7: In the ACL Name list, choose the ACL you created in Step 2, and then click Apply.

Procedure 7 Configure wireless user authentication

Step 1: In Security > AAA > RADIUS > Authentication, click New.
Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret. (Example: SecretKey)
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Step 4: To the right of Management, clear Enable, and then click Apply.

Security

¥ AAA
General
~ RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP
Priority Order

Certificate

* v v -

Access Control Lists

Wireless Protection
» -
Policies

¥ Web Auth
TrustSec SXP
» Advanced

RADIUS Authentication Servers > New < Back

Server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Key Wrap

Port Number

Server Status
Support for RFC 3576
Server Timeout
Network User
Management

PSec

[C] (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

1812
Enabled «
Enabled ~

2 seconds
Enable

[ Enable

[ Enable

Step 5: In Security > AAA > RADIUS > Accounting, click New.

Step 6: Enter the Server IP Address. (Example: 10.4.48.15)

Step 7: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

Cisco

Security

v AAA
General
= RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

»
b Priority Order
b Certificate

»

Access Control

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

sts

Server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status

Server Timeout
Network User

IPSec

1813

‘Enabled ~

2 seconds
Enable

[C]  Enable
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Configure management authentication

(Optional)

You can use this procedure to deploy centralized management authentication by configuring the Authentication,
Authorization and Accounting (AAA) service. If you prefer to use local management authentication, skip to
Procedure 9.

As networks scale in the number of devices to maintain, the operational burden to maintain local management
accounts on every device also scales. A centralized AAA service reduces operational tasks per device and
provides an audit log of user access, for security compliance and root-cause analysis. When AAA is enabled for
access control, it controls all management access to the network infrastructure devices (SSH and HTTPS).

:n Tech Tip

Access to the standby WLC when in HOT STANDBY mode via the console port
requires the locally configured administrator user ID and password. Because the
standby WLC does not have full IP connectivity to the network, it is unable to
communicate with the configured TACACS server.

Step 1: In Security > AAA > TACACS+ > Authentication, click New.
Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

Save Configuration Ping Logout Refresh
alvaln FEEEE SRR

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security TACAC 8+ Authentication Servers > New < Back Apply

s Server Index (Priority) 1~
General
» RADIUS Server IP Address 10.4.48.15

S Shared Secret Format ASCIT +

Shared Secret

Confirm Shared Secret

Port Number 49

Server Status Enabled ~

b Local EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 4: In Security > AAA > TACACS+ > Accounting, click New.

Step 5: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 6: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

Saye Configurstion  Bing  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security TACAC S+ Accounting Servers > New < Back Apply
SPAAA Server Index (Priority) 1

General
» RADIUS Server IP Address 10.4.48.15
SRl = Shared Secret Format ASCI v

Authentication

GrmmaTE Shared Secret sseassese

Authorization Confirm Shared Secret [

LDAP
T — Port Number 49
MAC Filtering Server Status Enabled

Disabled Clients
User Login Policies
AP Policies
Password Policies

Server Timeout 5  seconds

¥ Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 7: In Security > AAA > TACACS+ > Authorization, click New.
Step 8: Enter the Server IP Address. (Example: 10.4.48.15)

Step 9: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

Save Configurstion ~ Ping  Logout Refresh

cisco MONITOR ~WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security TACAC S+ Authorization Servers > New < Back Apply
L Server Index (Priority) 1~
General
» RADIUS Server IP Address 10.4.48.15
= EES: Shared Secret Format ASCIT +
Authentication
Accounting Shared Secret sssssssss
Autherization Confirm Shared Secret
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status ‘Enabled ~
Disabled Clients —
Server Timeout 5 seconds

User Login Policies
AP Policies
Password Policies

b Local EAP

b Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 10: Navigate to Security > Priority Order > Management User.
Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the first in the Order Used for Authentication
list.
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Step 13: Using the arrow buttons, move RADIUS to the Not Used list, and then click Apply.

|I|I|I|I| Save Configurstion ~ Ping  Logout Refresh
CcISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Priority Order > Management User Apply

» AAA

» Local EAP Authentication

~ Priority Order
Management User

b Certificate
b Access Control Lists -

Wireless Protection
Policies

Not Used Order Used for Authentication

TACACS + I

If LOCAL is selected a5 second priority then user will be suthenticated against
LOCAL only if first priority is unreachable.

b Web Auth
TrustSec SXP
¥ Advanced

Enable multicast support

Some data and voice applications require the use of multicast in order to provide a more efficient means of
communication typical in one-to-many communications. The local mode design model tunnels all traffic between
the AP and WLC. As a result, the WLC issues all multicast joins on behalf of the wireless client.

Step 1: In Controller > Multicast, select Enable Global Multicast Mode and Enable IGMP Snooping, and then
click Apply.

cisco MONITOR M CONTROLLER WIRELESS
Controller Multicast Apply
General
Inventory Enable Global Multicast Mode
Interfaces Enable IGMP Snooping
Interface Groups IGMP Timeout {seconds) &0
Multicast

IGMP Query Interval (seconds) 20
Network Routes
Enable MLD Snooping =]
» Redundancy

» Internal DHCP Server 0 |meet (secends)

b Mobility Management "1 Query Interval (seconds)
Ports

b NTP

» cop

» PMIPVE

b IPv6

¥ Advanced

Step 2: Navigate to Controller > General.
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Step 3: If you are using Cisco 5500 Series wireless LAN controllers, in the AP Multicast Mode list, choose
Multicast, and then in the box, enter the multicast IP address that is to be used for multicast delivery (example:
239.1.1.1), and then click Apply.

If you are using a Cisco 2500 Series wireless LAN controller, in the AP Multicast Mode box, enter the multicast
IP address that was configured in Step 8 of the “Configure the WLC platform” procedure, and then click Apply.

n Ping Logout efresh
alaln 1P Eine ke !

cISco MONITOR CONTROLLER  WIRELESS  Sf
Controller General Apply
Gepenal Harne WLC-1-Primary
M) 02.3x Flow Control Mode ‘Disabled v
Interfaces LAG Made on next reboot ‘Enabled (LAG Mode is currently enabled).
Interface Groups Broadcast Forwarding ‘Disabled -
Multicast AP Multicast Mode £ Multicast » 239.1.1.1 Multicast Group Address
Network Routes AP Fallpack Disabled +
b Redundancy Fast $51D changs Disabled +
b Internal DHCP Server  pocoi mobility Domain Name CAMPUS
» Mobility Management RF Group Narne CAMPUS
Ports User Idle Timeout {secands) 00
» NTP ARP Timeout (secands) 200
» coP Web Radius Authentication Pap -
» PMIPvG Operating Environment Commercial (0 to 40 C)
b IPv6 Internal Temp Alarm Limits OteesC
. WebAuth Proxy Redirection Mode  Disabled v
N WebAuth Proxy Redirsction Port o
Global Pve Config Enabled ~
1, Multicast is nat supported with Fiexconnedt on this piatform,

Mo [I[f- W1 Create the WLAN data interface

Configure the WLC to separate voice and data traffic, which is essential in any good network design in order to ensure
proper treatment of the respective IP traffic, regardless of the medium it is traversing. In this procedure, you add an
interface that allows devices on the wireless data network to communicate with the rest of your organization.

Step 1: In Controller>Interfaces, click New.

Step 2: Enter the Interface Name. (Example: Wireless-Data)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 116)

|I|I|I| " Sawe Configuration  Ping  Logout Refresh
CISCO MONITOR ~ WLANs CONTROLLER ~WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
Controller Interfaces > New < Back Apply
Gl Interface Name  wireless-data
Invento
MR WLAN 1d 116
Interfaces

Interface Groups
Multicast
Network Routes
» Internal DHCP Server
» Mobility Management
Ports
b NTP
» CoP

» Advanced
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Step 4: If you are deploying a Cisco 2500 Series Wireless LAN Controller, in the Port Number box, enter the
number of the port that is connected to the LAN distribution switch. (Example: 1)

Step 5: In the IP Address box, enter the IP address assigned to the WLC interface. (Example: 10.4.16.5)
Step 6: Enter the Netmask. (Example: 255.255.252.0)

Step 7: In the Gateway box, enter the IP address of the VLAN interface defined in Procedure 1. (Example:
10.4.16.1)

Step 8: In the Primary DHCP Server box, enter the IP address of your organization’s DHCP server (Example:
10.4.48.10), and then click Apply.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > Edit _ <Back | Apply
General
Laenizay General Information
Interfaces
Interface Name wireless-data
Interface Groups
) MAC Address 00:24:97:69:dd:6F
Multicast
Network Routes Configuration
» Internal DHCP Server Guest Lan
» Mobility Management Quarantine
T qurantnevinte [0
» NTP
Physical Information
» CoP
A— The interface is attached to a LAG.

Enzble Dynamic AP
Management

Interface Address

VLAN Identifier 116

IP Address 10.4.16.5
Netmask 255.255.252.0
Gateway 10.4.16.1

DHCP Information

Primary DHCP Server 10.4.45.10

Secondary DHCP Server

Access Control List

ACL Name none =

Note: Changing the Interface parameters causes the WLANS to be
temperarily dissbled and thus may result in loss of connectivity for
same clients.

Tech Tip

To prevent DHCP from assigning wireless clients addresses that conflict with the
WLC’s addresses, exclude the addresses you assign to the WLC interfaces from DHCP
SCOopes.
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1= [I[- Mk Create the wireless LAN voice interface

You must add an interface that allows devices on the wireless voice network to communicate with the rest of the
organization.

Step 1: In Controller>Interfaces, click New.
Step 2: Enter the Interface Name. (Example: wireless-voice)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 120)

Save Configuration Pin Logout Refresh
alraln Loy Bing | Logout R

CIsCOo MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
General
Interface Name  wireless-voice
Inventory
VLAN Id 120

Interfaces
Interface Groups
Multicast
Network Routes
» Internal DHCP Server
» Mobility Management
Ports
b NTP
» CDP

¥ Advanced

Step 4: If you are deploying a Cisco 2500 Series Wireless LAN Controller, in the Port Number box, enter the
number of the port that is connected to the LAN distribution switch. (Example: 1)

Step 5: In the IP Address box, enter the IP address assigned to the WLC interface. (Example: 10.4.20.5)
Step 6: Enter the Netmask. (Example: 255.255.252.0)

Step 7: In the Gateway box, enter the IP address of the VLAN interface defined in Procedure 1. (Example:
10.4.20.1)
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Step 8: In the Primary DHCP Server box, enter the |P address of your organization’s DHCP server (Example:

10.4.48.10), and then click Apply.

CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT
Controller Interfaces > Edit
General
Inventory General Information
Interfaces
Interface Name wireless-voice
Interface Groups
) MAC Address 00:24:97:69:dd:6f
Multicast
Network Routes Configuration
» Internal DHCP Server Guest Lan
b Mobility Management ¢, ooine
Ports Quarantine Vian Id o ]
» NTP
Physical Information
» CoP
N The interface is attached to a LAG.

Enable Dynamic AP
Management

Interface Address

VLAN Identifier 120

1P Address 10.4.20.5
Netmask 255.255.252.0
Gateway 10.4.20.1

DHCP Information

Primary DHCP Server 10.4.46.10

Secondary DHCP Server

Access Control List

ACL Name none =

Note: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

Saye Configuration ~ Ping  Logout Refresh

COMMANDS HELP FEEDBACK

< Back Apply

Tech Tip

scopes.

To prevent DHCP from assigning wireless clients addresses that conflict with the
WLC’s addresses, exclude the addresses you assign to the WLC interfaces from DHCP

OGPy Configure the data wireless LAN

Wireless data traffic can tolerate delay, jitter, and packet loss more efficiently than wireless voice traffic.
Applications that require a one-to-many communication model may require the use of multicast-based
transmission. Generally, for the data WLAN, it is recommended to keep the default QoS settings and segment

the data traffic onto the data wired VLAN.

Step 1: Navigate to WLANSs.
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Step 2: Click the WLAN ID number of the SSID created in Procedure 3. (Example: WLAN-Data)

e Configuration Pt Logout Refre:

A WLANSs
WLANS

» Advanced

WLANs Entries 1 -1 of 1
Current Filter:  None [Change Filter] [Clear Filter] Prenroe—
[ Wean Admin
D Type Profile Name WLAN SSID Status  Security Policies
|1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]

Step 3: On the General tab, in the Interface/Interface Group(G) list, choose the interface created in Procedure
10. (Example: wireless-data)

Step 4: If you want to enable multicast on the WLAN-Data wireless LAN, select Multicast VLAN Feature, and
then in the Multicast Interface list, choose the WLAN data interface. (Example: wireless-data)

Step 5: Click Apply.

cisco
WLANSs

> WLANS
WLAHS

¥ Advanced

WLANSs > Edit "WLAN-Data' < Back Apply

General \|’ Security ‘| QoS ‘|' Advanced “

Profile Name WLAN-Data

Type WLAN

SS1D WLAN-Data

Status Enabled

Security Policies [WPAZ][Auth(802.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy all -

Interface/Interface Group(G)  wireless-data

Multicast Vlan Feature Enabled

Multicast Interface wireless-data  +

Broadcast SSID Enabled
Foot Notes

1 Web Policy cannot be used in combination with IPsec
2 FlexConnect Local Switching s not supported with [PSec, CRANITE suthenticstion, Qverride Interface ACLS

3 When client exclusion is enabled, a Timeout Vake of zero means infinity (will require administrative override to resst sxchided clients)
< Chient MFE is not active unless WEAZ is configursd

5 Learn Chient I is configurable anly when FlexConnect Local Switching is enabled

& Wikt and open or AES security should be snabled to support higher 11n rates

£ Value zero impiies thers is oo restriction on maximum clients sltowed.

9 MAC Filtering fs not supported with AexConnest Local authemtisstion

10 MAC Filtering should be enabled.

11 Guest tunneling, Local switching, DHCE Required should be disabled.

FEp i s feature (s not with FlexConnect Local Authentication.

13 VLAM based central switching fs not supported with FlexConnect Local Authentication.

14 Enabling gtk-randomize wil prevent cients from decrypting broadeast and mutticast packets

15 Fast Transition is supported with WPAZ and open securtty policy

18 4 value of zera (0) indicates that the value specified in the selected GoS profile will take efect.
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LT [I[-WER Configure the voice wireless LAN

Wireless voice traffic is different from data traffic in that it cannot effectively handle delay and jitter as well
as packet loss. Multicast may be required for some voice applications that require a one-to-many method of
communication. One common example of a multicast voice use-case is a group-based push-to-talk, which is

more efficient via multicast than over traditional unicast transmissions.

To configure the voice WLAN, change the default QoS settings to Platinum and segment the voice traffic onto

the voice wired VLAN.

Step 1: On the WLANSs page, in the list, choose Create New, and then click Go.

Save Configurstion ~ Ping  Logout Refresh

CISCco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs Entries 1-10f 1
- WLANS Current Filter:  None [Change Filter] [Clear Filter] Create New - IES

WLANs
» Advanced
) Wean Admin
D Type Profile Name WLAN SSID Status  Security Policies
01 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]

Step 2: Enter the Profile Name. (Example: Voice)

Step 3: In the SSID box, enter the voice WLAN name, and then click Apply. (Example: WLAN-Voice)

s Configuration  Ping  Logout Refresh

cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > New < Back Apply
T nn Type wan -
WLANS
Profile Name Voice
» Advanced
SsSID WLAN-Voice
jn) 2 -

Step 4: On the General tab, next to Status, select Enabled.
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Step 5: In the Interface/Interface Group(G) list, choose the interface created in Procedure 11. (Example:
wireless-voice)

Step 6: If you want to enable multicast on the WLAN-Voice wireless LAN, select Multicast VLAN Feature, and
then in the Multicast Interface list, choose the WLAN voice interface. (Example: wireless-voice)

Step 7: Click Apply.

WLANS WLANs > Edit "WLAN-Voice' < Back Apply

T OWLANs General | Security | Qos | advanced |
WLANS
b advanced
Profile Name WLAN-Voice
Type WLAN
551D WLAN-Voice
Status Enabled
Security Policies [wWPAZ][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy Al -

Interface/Interface Group(G)  wirsless-voice =

Multicast lan Feature Enabled

Multicast Interface wireless-voice *

Broadoast SSID Enabled
Foot Notes

1 Web Policy cannat be used in combination with 1Psec
2 FlexConnect Local Switching is not supported with 1Psec, CRAMITE authentication, Override Interface ACLs
3 When client exclusion is enabled, a Timeout Value of zero means infinidy (will require administrative override to reset excluded clients)
& Client MFP is not active unless WPAZ2 is configured
§ Learn Client P is configurable only when FlexConnect Local Switching is enabied
& Wit and open or AES security should be enabled to support higher 11n rates
& Valug zero implies there IS 1o restriction on maimum cients sfiowed.
9 MAC Fittering is not supported with FlexConnect Locs! suthentication
10 MAC Fittering shouid be enabled.
11 Guest tunneling, Local switching, DHCF Required should be disabled,
P 's Feature is Aot with FlexConnect Local Authentication,
13 VEAN based central switching is not supported with FlexConnect Local Authentication,
14 Enabling gtt-randomize will prevent clients from decrypting broadeast and multicast packets.
15 Fast Transttion is supported with WPA2 and open security policy
16 A vaive of zero (0) indicates that the value specified in the sefected QoS profite Wil teke effect,

Step 8: On the QoS tab, in the Quality of Service (QoS) list, choose Platinum (voice), and then click Apply.

cisco S ER  WIRELE! GEMENT

WLANs WLANSs > Edit 'Voice' < Back Apply.

v WLANs

[ General | security | Qos | Advanced |
WLANs

L4 e Quality of Service (QoS)  Platinum (voice) -

WMM

WMM Policy Allowed
7920 AP CAC [ Enabled

7920 Client CAC [0 Enabled

Foot Notes

1 Web Policy cannot be used in combination with IPssc

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is ensbled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Clisnt MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

7 Multicast Should Be Enabled For IPVe.

8 Band Select is configurable only when Radio Poliey is set to 'All.

9 Vslue zero implies there is no restriction on maximum clients sliowed.

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-associsted-ciients feature is not supported with HREAP Local Authentication.
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LT I[N I:8 Configure the resilient controller

If you are configuring Cisco 2500 Series WLCs, AP SSO is not supported. You should therefore complete this
procedure in order to join multiple controllers to a mobility group. If you are configuring Cisco 5500 Series WLCs,
AP SSO is supported, and you should skip this procedure.

The local-mode design model can support lightweight access points across multiple floors and buildings
simultaneously. In all deployment scenarios, you should deploy multiple controllers at each site, for resiliency.

This design, not based on AP SSO, uses two independently licensed controllers. The first is the primary
controller to which access points normally register. The secondary controller, also called the resilient controller,
provides resiliency in case the primary controller fails. Under normal operation, no access points register to the
resilient controller.

Even when configured as a pair, controllers do not share configuration information as they do when using AP
SS0O, so you must configure each controller separately.

Because it is possible for a wireless client in your network to roam from an access point joined to one controller
to an access point joined to another controller, both controllers should be deployed in the same mobility group.

A mobility group is a set of controllers, identified by the same mobility group name that defines the realm of
seamless roaming for wireless clients. By creating a mobility group, you can enable multiple controllers in a
network to dynamically share information and forward data traffic when intercontroller or intersubnet roaming
occurs. Controllers in the same mobility group can share the context and state of client devices as well as
their list of access points so that they do not consider each other’s access points as rogue devices. With this
information, the network can support intercontroller WLAN roaming and controller redundancy.

Step 1: Repeat Procedure 3 through Procedure 13 for the resilient controller.

Step 2: On the primary controller, navigate to Controller > Mobility Management > Mobility Groups. The MAC
address, IP address, and mobility group name for the local controller are shown.

Saye Configuration  Ping  Logout Refresh

CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members New... EditAll

General

M Local Mobility Group CAMPUS
Interfaces MAC Address IP Address Group Name Multicast IP Status
Interface Groups 00:24:97:69:dd:60 10.4.46.64 CAMPUS 0.0.0.0 up
Multicast

Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
¥ NTP
» CoP
» Advanced

Step 3: On the resilient controller, navigate to Controller > Mobility Management > Mobility Groups, and then
click New.
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Step 4: In the Member IP Address box, enter the IP address of the primary controller. (Example: 10.4.46.64)

Step 5: In the Member MAC Address box, enter the MAC address of the primary controller, and then click
Apply.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cIsco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MAMAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply
General Member IP Address 10.4.46.64
ey Member MAC Address  00:24:97:69:4d:50
Interfaces Group Name CAMPUS

Interface Groups
Multicast

Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
¥ NTP
» CoP

» Advanced

Step 6: On the primary controller, navigate to Controller > Mobility Management > Mobility Groups, and then
click New.

Step 7: In the Member IP Address box, enter the IP address of the resilient controller. (Example: 10.4.46.65)

Step 8: In the Member MAC Address box, enter the MAC address of the resilient controller, and then click
Apply.

" | i I " Save Configuration  Ping  Logout Refresh
CISCO MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply
=l Member IP Address 10.4.46.65
Inventory

Member MAC Address 00:24:97:69:a7:20
M s Group Name CAMPUS
Interface Groups

Multicast

Network Routes

-

Internal DHCP Server

4

Mobility Management
Mability Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

¥ Advanced

Step 9: On each controller, click Save Configuration, and then click OK.
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Step 10: Navigate to Controller > Mobility Management > Mobility Groups on each controller, and then verify
that connectivity is up between all the controllers by examining the mobility group information. In the Status
column, all controllers should be listed as Up.

Save Configuration Pin Logout Refresh
alraln Loy Bing | Logout R

CIsCOo MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members New... Editall

General

ey Local Mobility Group CAMPUS
Interfaces MAC Address IP Address Group Name Multicast IP Status
Interface Groups 00:24:97:69:dd:60 10.4.46.64 CAMPUS 0.0.0.0 up
Multicast

00:24:97:69:37:20 10.4.46.65 CAMPUS 0.0.0.0 up -]
Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» COP
¥ Advanced

LT[R Configure controller discovery

You have three options to configure controller discovery, depending on the number of controller pairs and the
type of DHCP server you’ve deployed.

If you have only one controller pair in your organization, complete Option 1 of this procedure. If you have
deployed multiple controller pairs in your organization and you use Cisco |OS software in order to provide DHCP
service, complete Option 2. If you have deployed multiple controller pairs in your organization and you use a
Microsoft DHCP server, complete Option 3.

DHCP Option 43 maps access points to their controllers. Using DHCP Option 43 allows remote sites and each
campus to define a unique mapping.
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Figure 5 - Flow chart of WLC discovery configuration options

How many
wireless LAN
g controllers? g

Multiple
non-AP SSO —]
controller pairs

\4
Use DHCP Option 43
One controller pair to return the IP addresses
or controller pair of the wireless LAN
using AP SSO controller pairs
( A l
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Configure Microsoft Configure I0S-based
DHCP Server DHCP Server
using Option 3 using Option 2

v

\ 4 v
‘ Finished ’ ‘ Finished ’ ‘ Finished ’

Option 1: Only one WLC pair in the organization

Step 1: Configure the organization’s DNS servers (Example: 10.4.48.10) to resolve the cisco-capwap-controller
host name to the management IP address of the controller. (Example: 10.4.46.64) The cisco-capwap-controller
DNS record provides bootstrap information for access points that run software version 6.0 and higher.

Step 2: If the network includes access points that run software older than version 6.0, add a DNS record to
resolve the host name cisco-lwapp-controller to the management IP address of the controller.
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Option 2: Multiple WLC pairs in the organization: Cisco 10S DHCP server

In a network where there is no external, central-site DHCP server, you can provide DHCP service with Cisco I0S
software. This function can also be useful at a remote site where you want to provide local DHCP service and not
depend on the WAN link to an external, central-site DHCP server.

Step 1: Assemble the DHCP Option 43 value.

The hexadecimal string is assembled as a sequence of the Type + Length + Value (TLV) values for the Option 43
suboption, as follows:

Type is always the suboption code Oxf1.
- Length is the number of controller management IP addresses times 4, in hexadecimal.

Value is the IP address of the controller listed sequentially, in hexadecimal.
For example, suppose there are two controllers with management interface IP addresses 10.4.46.64 and

10.4.46.65. The type is Oxf1. The length is 2 * 4 = 8 = 0x08. The IP addresses translate to 0a042e40
(10.4.46.64) and 0a042e41(10.4.46.65). When the string is assembled, it vields f1080a042e400a042e41.

Step 2: On the network device, add Option 43 to the pre-existing data network DHCP Pool.

ip dhcp pool [pool name]
option 43 hex £1080a042e400a042e41l

Option 3: Multiple WLC pairs in the organization: Microsoft DHCP server

This procedure shows how the Microsoft DHCP server is configured in order to return vendor-specific
information to the lightweight Cisco Aironet 1600, 2600, and 3600 Series Access Points used in this design
guide. The vendor class identifier for a lightweight Cisco Aironet access point is specific to each model type. To
support more than one access point model, you must create a vendor class for each model type.

Table 4 - Vendor class identifiers

Access point Vendor class identifier
Cisco Aironet 1600 Series Cisco AP ¢1600
Cisco Aironet 2600 Series Cisco AP ¢2600
Cisco Aironet 3600 Series Cisco AP ¢3600

Step 1: Open the DHCP Server Administration Tool or MMC.

Step 2: Navigate to DHCP > ad.cisco.local, right-click IPv4, and then click Define Vendor Classes.

¥ pnce [_[&]x]
File Action View Help
I%-alz‘!%\x EEN- 1

DHCP [ [Actions

§
Brvs
»

P More Actions

New Scope...
New Superscope...
New Multicast Scope...
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Step 3: In the DHCP Vendor Classes dialog box, click Add.

DHCP ¥endor Classes EHE

Available clazses:

Microsoft Windows 95 ... Microsoft vendor-specific option... Edit...

Mame | Diescription | Add... [: |
Microzoft Windows 20...  Microzoft vendor-specific option... |
Microzoft Options Microzoft vendor-specific option. ..

Bemove |

Cloze |

Step 4: In the New Class dialog box, enter a Display Name. (Example: Cisco Aironet 1600 AP)

Step 5: In the ASCII section, enter the vendor class identifier for the appropriate access point series from Table
4, and then click OK. (Example: Cisco AP ¢1600)

Step 6: In the DHCP Vendor Classes dialog box, click Close.

' DHCP o=l

File  Action Yiew Help

€& | HEIRE <= HE

? DHCP Mame | | Actions
= j alj.cisco.local Pvd ad.cisco local -
B [P BIPve
IPvE Mare Actions 3
DHCP ¥Yendor Classes 2| x|
Available classes:
Mame | Description | :l Add... I
T |
Ml New Class i | Edit..
Wi .
Display name:
Ciz & I EMOVE
Ciz  JCisco Aironet 1600 &P _I
Ciz
Ciz  Description:
Cis I
Ciz
Ciz .
~ D Binary: ASCI:
0000 43 69 73 63 6F 20 41 50 |Cisco AF
noo0s 20 63 31 36 30 30 | 1600 I E'”LI

ok I Cancel |

—

Step 7: Right-click the IPV4 DHCP server soot, and then click Set Predefined Options.
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Step 8: In the Option Class list, choose the class created in Step 4, and then click Add.

Predefined Options and ¥alues EHE |

Optioh class: Cizco Aironet 1600 AP 7
Option name: I & |
Add.. Edi. || Dekie |
Dezcrption: I
—Yalue
(1]:4 Caticel |

Step 9: In the Option Type dialog box, enter a Name. (Example: Option 43)
Step 10: In the Data Type list, choose IP Address.
Step 11: Select Array.

Step 12: In the Code box, enter 241, and then click OK.

Change Option Name E

Class: Cizco Aironet 1600 AP

Mame: IEIptiu:un 43

[ata type: I IP &ddress j ¥ &nray
[Code; I 241

Dezcription: ||

] I Cancel

The vendor class and suboption are now programmed into the DHCP server. Now, you need to define the
vendor-specific information for the DHCP scope.

Step 13: Choose the DHCP scope that you will be installing Access Points on, right-click Scope Options, and
then click Configure Options.

Step 14: Click the Advanced tab, and in the Vendor class list, choose the class created in Step 4.

Step 15: Under Available Options, select 241 Option 43.



Step 16: In the IP address box, enter the IP address of the primary controller’'s management interface, and then
click Add. (Example: 10.4.46.64)

Scope Dptions K E3
| General Advanced |

Yendar class: [Cisco Aironet 1600 AP |

Uzer clazs: IDefauIt Usger Class

Available Options | Dezcription
p———

| 241 Option 43 I
1| ]

™ Data entry

Server name:

I Hesolve |
| Add I
B

Remove |
fw
oo |

Down

0K I Cancel | Apply |

Step 17: If you are not using the AP SSO feature, repeat Step 13 through Step 16 for the resilient controller, and
then click Apply. (Example: 10.4.46.65)

M1 [I[{-W [ Connect the access points

On the LAN access switch, the switch interfaces that are connected to the access points use the standard
access switchport configuration, with the exception of the QoS policy that you configure in this procedure.

Step 1: Configure the interface where the access point will be connected to trust the QoS marking from the
access point.

interface GigabitEthernet [port]
description Access Point Connection
switchport access vlan 100
switchport voice vlan 101
switchport host
macro apply EgressQoS
switchport port-security maximum 11
switchport port-security
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security violation restrict
ip arp inspection limit rate 100
ip dhcp snooping limit rate 100
ip verify source
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LT [I[- VA Configure access points for resiliency

Step 1: For access points that are connecting to a WLC that is not using AP-SSO, it is necessary to configure
these access points with the IP addresses of each of the non AP-SSO controllers. If you are installing access
points that will connect to a pair of WLC’s using AP-SSO, please skip this procedure.

Step 2: On the primary controller, navigate to Wireless, and then select the desired access point.
Step 3: Click the High Availability tab.

Step 4: In the Primary Controller box, enter the name and management IP address of the primary controller.
(Example: WLC-1/ 10.4.46.64)

Step 5: In the Secondary Controller box, enter the name and management IP address of the resilient controller,
and then click Apply. (Example: WLC-2 / 10.4.46.65)

.|||.|||. Save Configuration  Ping  Logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs > Details for A4507-1141N < Back Apply
+ Access Points - = T ) — -
. General T [ T ] High r v T W
~ Radios
802.11a/n Name Management IP Address
802.11b/a/n §
Global Configuration Primary Controller ~ WLC-1 10.4.46.64
» Advanced Secondary Controller WLC-2 10.4.46.85
a— Tertiary Controller
es
HREAP Groups
» 802.11a/n AP Failover Priority Low -

» 802.11b/g/n

b Media Stream
Country
Timers

» Qos

Foot Notes

1 DNS server IP Address and the Domain name can be set only sfter 3 valid static IP is pushed to the AP.
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Configuring Remote-Site Wireless with Cisco FlexConnect

—

Install the vVWLC for FlexConnect designs
Configure the console port on the vVWLC
Configure the VWLC network adapters
Configure the data center switches
Configure the LAN distribution switch
Connecting the redundancy port
Configure the WLC platform

Configure the time zone

Configure SNMP

© @ = @ O &5 W KN

10.Limit which networks can manage the WLC
11. Configure wireless user authentication
12.Configure management authentication
13.Configure the resilient WLC
14.Configure mobility groups

15.Configure the data wireless LAN
16.Configure the voice wireless LAN

17. Configure controller discovery
18.Configure the remote-site router
19.Configure the remote-site switch for APs
20.Enable licensing on the vVWLC
21.Configure the AP for Cisco FlexConnect
22.Configure access points for resiliency

23.Configure Cisco FlexConnect groups

There are two methods of deploying remote site wireless LAN controllers, shared and dedicated:

- A shared WLC has both remote-site access points and local, on-site access points connected to it

concurrently. Use a shared WLC when the number of access points matches the available capacity of
the co-located WLCs near the WAN headend, and the WAN headend is co-located with a campus.

- A dedicated WLC only has remote-site access points connected to it. Use a dedicated WLC pair, such

Deployment Details

as Cisco Flex 7500 Series Cloud Controller using AP SSO, when you have a large number of access
points or remote sites. Alternately, for smaller deployments, the use of the VWLC is a cost-effective
option, provided that you do not exceed 200 APs across two or more Cisco FlexConnect groups or
exceed 3000 wireless clients per VWLC. You also use this option when the co-located WLCs near the
WAN headend don’t have the necessary capacity or the WAN headend is not co-located with a campus.
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If you are using a shared WLC, this design guide assumes that you have already deployed the WLC following
the instructions in the “Configuring On-Site Wireless Controllers” process. To deploy remote-site wireless in a
shared controller deployment, skip to Procedure 15.

If you are using a dedicated WLC, perform all the procedures in this process in order to deploy remote-site
wireless.

Table 5 - Cisco remote-site wireless controller parameters checklist

CVD values
CVD values resilient controller not

Parameter primary controller | using AP SSO Site-specific values
Controller parameters
Switch interface 1/0/3, 2/0/3 1/0/4, 2/0/4
number
VLAN number 146 146
Time zone PST-80 PST-80
|P address 10.4.46.68/24 10.4.46.69/24
Default gateway 10.4.46.1 10.4.46.1
Hostname WLC-RemoteSites-1 | WLC-RemoteSites-2
Mobility group name | REMOTES REMOTES
RADIUS server IP 10.4.48.15 10.4.48.15
address
RADIUS shared key | SecretKey SecretKey
Management 10.4.48.0/24 10.4.48.0/24
network (optional)
TACACS server IP 10.4.48.15 10.4.48.15
address (optional)
TACACS shared key | SecretKey SecretKey
(optional)
Remote site parameters
Wireless data SSID WLAN-Data WLAN-Data
Wireless data VLAN | 65 65
number
Wireless voice SSID | WLAN-Voice WLAN-Voice
Wireless voice VLAN | 70 70
number
Default gateway 10.4.20.1 10.4.20.1
Controller interface 10.4.20.5/22 10.4.20.6/22
IP address
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Install the vVWLC for FlexConnect designs

The virtual Wireless LAN controller (vWLC) is ideal for small to medium deployments where virtualized compute
services are available within the data center and the AP design model is using local switching using Cisco
FlexConnect.

Tech Tip

The vVWLC requires two physical network interface cards (NICs), one dedicated to the
management interface and one for wireless client traffic. To provide full switch fabric
redundancy, four physical NICs are required and are grouped into two pairs by using
NIC teaming.

If you are installing a virtual wireless LAN controller (WWLC), you must complete the following steps in order
to install it using the downloaded Open Virtual Archive (OVA) file available online from Cisco. If you are using
another WLC to support your remote sites, you can skip to Procedure 5 “Configure the LAN distribution switch.”

Step 1: Begin by preparing the VMware host machine networking environment. On the physical host machine, in
vCenter, create three virtual switches (vSwitchO, vSwitch1, and vSwitch2), as follows:

On vSwitchO, allocate two physical NIC interfaces. These will be used to provide management access to
the vVWLC (Example: management network mapped to VLAN ID: 148)

On vSwitch1 allocate two physical interfaces that will be used to provide wireless VLAN access for each
WLAN created on the vVWLC. (Example: wireless VLANs mapped to VLAN ID: All 4095)

On vSwitch2, no physical interfaces need to be allocated unless the service port will be used in the
future. Failure to define this interface may result in the wrong interface’s vSwitches being used for the
wireless data VLANSs. The configuration of the service port is required in the event that the service port
needs to be used for maintenance and support functions during the controller’s lifecycle.

2 vCenter.ciscolocal - vsphere Client
Fie Edt View Inventory Administration Plugins Help

£ |@ Home b g mventory b Efl Hosts and Clusters (Gl search Invertory

prer.ciscoilocal rs200-esi2.ciscolocal YMware ESXi, 5.0.0, 623860 | Evaluation (25 days remaining)

10
£ ik
ue

Hard, iew: [vphere Standerd Switch _vSphere Distrbuted Switch

Processars Networking
Memory
Storage

Standard Switch: vawiche  Remove Properties

e sl Mahine Pon Group PhysiclAdspror:
2 Server YLANZ B vnics 1000 Ful |
ters
! VLAN D 149 @ vinicd 1000 Ful | 3
Ackvanced Settings
sl Wichine P Group
PowerManagement | lgareer AN 1
= AN D: 145
kel Pt
2 Management Network
V0 £ 10.5.24.101 | WANID: us

Standard Swikch: vSwitchi Remove Propertis.

Power Mansgement

Virtual Machine StartupiShutdonn ; :""
vitual epfie Location s (mgs)
VWLET 41 421
" VWLCT_4 1 427
System Alocation

‘Agent Y11 Settings
Advanced Settings Standard Switch: vSuitch? Remove..  Properties..
Bhysical Adspars

it Madin P Grous il Ado
Part @ I o steptars

vi ine(s)

ST 41tz

WCT_i 22

Next, you install the vWLC OVA file obtained from Cisco.

1000 Ful |3
1000 Ful |1
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Step 2: In vCenter, select the physical machine,

click File, and then click Deploy OVF Template.

Deploy OVF Template...

Eport

Report »
Browse VA Marketplace..,

Brint Maps v
Ext

#5 TUR TEST VCERter Server
() 10K TEST Wware Upate Managt
=

(i Exchange Server
B FW_Inside_Server 1
(D FW_Inside Server 2
@ MEo

b Prime Infrastructure 1.2
o

, 623860 | Evaluation (25 days remaining)

Configuration = [ dlams

Hardware [Vophere Standard swech
Processors Networking
Memary
Storage

» Hetworking
Storage Adapters
Network Adapters
Advanced Settings
Power Managsment:

Software

G Prime Infrastruct
@) Solarwinds MetFlow
D VMSEVA7-3-110-0

[ rs200-essit.ciscolocal

i
D YWLCT_4 %21

B e s 22

Licensed Features
Time Configuration
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Step 3: Complete the Deploy OVF Template wizard. Note the following:
- On the Source page, select the downloaded vVWLC OVA file that you obtained from Cisco.

- On the Name and Location page, provide a unique name for the virtual Wireless LAN controller.
(Example: vVWLC-1)
F Template H=] E3

Name and Location
Specify a name and location for the deployed template

Depl

Source Mame:
ONF Template Details |vWLC-1|
MName and Location
Storage

Disk Format

Mebwork Mapping
Feeady to Complete

The name can contain up ko 50 charackers and it must be unique within the inventory Folder,

Inventory Location:

- R5200 Data Ceriter

Help | = Back | Mext = I Cancel
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Step 4: On the Storage page, select the storage destination of the virtual machine.

Storage
Where do vou want to stare the virtual maching files?

Source Select a destination storage For the virtual machine Files:
OWF Termplate Detals
Mame and Location ¥M Starage Profile: I ﬂ &
Storage Marne ‘ Drive Type | Capacity | Provisioned ‘ Free | Tvpe | Thin Pravy
E'sé‘ F°'Kmn‘:t F Orenfier(Gaft.. Unknawn S.0976 607 16 30476 WS Supparts
lebwork, Mappin =
i fj R5200-ESKiZ_... MNon-55D 1.63TE 1004.00... 1.63TE VMFSS Supporte

Ready to Complete

0| | i

I™ Disable Storage DRS For this virtual machine

Select a datastore:

Mame ‘ Drive Type | Capacity | Provisioned | Free | Type | Thin Pravis

< | i

Help | = Back | Mext = I Cancel |
4

Step 5: On the Disk Format page, select Thick Provision Lazy Zeroed.

Disk Format
In which Format do you want to store the virtual disks?

Source Datastore:
OVF Template Details

Marne and Location ;

f— Available space (GE): I 16725
Disk Format
Metwork Mapping
Ready to Complete

% Thick Provision Lazy Zeroed
€~ Thick Provision Eager Zeroed
€ Thin Provision

Help | < Back Mext = | Cancel I
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Step 6: On the Network Mapping page, in the Destination Networks list, choose the network defined on the VM
host machine that will be used on the vVWLC management interface. (Example: Server VLAN 1)

F:_ Deploy O¥F Template = B

Metwork Mapping
What networks should the deployed template use?

Source

O¥F Terplate Details Map the networks used in this OYF template to networks in your inventary

MName and Location

Storsoe Source Metworks | Destination Networks ‘

MNetwork Mapping
Ready to Complete

Disk Format Y Metwark, Server YLAMN 1 hd

yLAP
YLAN &
WLAN Service Part
Wireless YLANS

Description:

The ¥M Metwark ;I

Help = Back | Mext = I Cancel

4

Step 7: On the Ready to Complete page, review the settings, and then press Finish. Deployment of the OVA file
begins, and it may take a few minutes to complete.

(=) Deploy O¥F Template M= B

Ready to Complete
Are these the options you want to use?

?ﬁmg\ate Details ‘when you click Finish, the deployment task will be started,
Mamne and Location Deployment settings:
torage OVF file: C\AS_CTYM_7_4_1_4Z.0va
m o Download size: 161.7 ME
mﬁlete Size: on disk: 8.2GE
Mame: wWLC-1
Folder: R5200 Data Center
HaostfCluster: rs200-esxi2, cisco.local
Datastore: RS200-ESxiZ_Local
Disk provisioning: Thick Provision Lazy Zeroed
Mebwork Mapping: "M Metwork! bo "Server YLAN 1"

™ Power on after deployment

Help | < Back | Finish I Cancel

4
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Configure the console port on the VWLC

When the VWLC starts, the Console tab within vSphere will display a repetitive message stating to press any
key in order to make the Console tab the default terminal for console messages from the VWLC. If a key is not
pressed during the vVWLC startup, console communication to the vVWLC through the vSphere client’s console
window will not be possible. This can be a problem when troubleshooting IP connectivity issues, for example,

and console access is required. For this reason, in this procedure, you create a virtual serial port. This will ensure

access to the VWLC console through the use of a standard Telnet client.

Step 1: In vCenter, select the newly added vVWLC (Example: vWLC-1), click Edit virtual machine settings, and
then in the Virtual Machine Properties dialog box, click Add.

What is a Virtual Machine?

Avirtual machine is a software compute
physical computer, runs an operating sy
applications. An operating system instal
machine is called a guest operating sys!

Because every virtual machine is an isa
environment, you can use virtual machir

=
warkstation environments, as testing ent |

cansolidate server applications

In vCenter Server, virtual machines run
clusters. The same host can run many y

Basic Tasks

[ Power on the virtual machine

5 Edit virtual machine settings

aroet

R5200DataC... @ Completed

~Memory Configuraton
568
128 G|
o4 G|
a2l
166y

ac

S

S

N = o

[T Tosats [
© Conpleted a
@ Completed CISCO\sthigg.

CISCOlsthigg.

ol 10/31/2012 12111:03 .. 10/31/2012 12:11:03 PM
ol 10/31/2012 12111:03 .. 10/31/2012 12:11:03 PM

/|

x

Y I j
10/31/2012 12:11:03

10/31/2012 12:11:03

Step 2: Complete the Add Hardware wizard. Note the following:
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On the Device Type page, select Serial Port.

[ ¥WLC-1 - ¥irtual Machine Properties

Hardware |Opti0ns I Resources | Prafiles I vServices I
— 4 —Memory Configuration

r (= Add Hardware

Device Type

Wwhat sort of device do you wish to add to your virtual machine?

Yirbual Machine Version: 7

Device Type
Select Port Type
Select Cutput File
Ready ko Complete

fitn & & @ N e i rE =

Choose the kype of device you wish ko add,

Serial Port

&) Parallel Part

) Floppy Drive

(25C0/DVD Drive

) LISE Conkroller

UISE Device (unawailable)
PI Device {unavailable)
Ethernet Adapter

&3 Hard Disk

§2, 551 Device

—Information

This device can be added ko this Yirtual Machine,

Help | < Back | Mext = I Cancel |
o
oK Cancel

On the Select Port Type page, select Connect via Network.

[~ vWLL-1 - ¥irtual Machine Properties

4

Hardware |Options | Resources | Profiles I ¥Services I

. 4 —Memory Configuration

r FF Add Hardware E3

Serial Port Type

‘Wwhat media should this virtual serial port access?

Wirtual Machine Yersion: 7

Device Tvpe

Select Port Type
Seleck Metwork, Backing
Ready to Complete

it & & [ 0 6 017 s E

Select the bype of media you would like the wirtual serial port ko access.,

—Serial Port Oubput

" Output ko file
" Connect ko named pipe

' Connect via Metwork

" Use physical serial part on the host

Help | % Back | Mext = I Cancel |
o
ok Cancel
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On the Network Backing page, select Server (VM listens for connection), and then in the Port URI box,
enter telnet://[Host Machine IP Address]:[Unique TCP Port]. (Example: telnet://10.5.24.101:9292) This
configures IP address and TCP port number that are used access the console port via Telnet.

% vWLC-1 - Yirtual Machine Properties

Hardware IOptlons | Resources | Profiles I WIErVICes I

—

r (=] Add Hardware [x]

Wirtual Machine Version: 7
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B
£ ™ Use Virbual Serial Port Concentrator

vSPCURT, |
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Help

< Back | Mext = I

Cancel |

7| -

Help |

(84 | Cancel

¥

On the Ready to Complete page, review the settings, and then click Finish.

Step 3: On the Virtual Machine Properties dialog box, click OK. The new serial port has been successfully

configured.

[ vWLC-1 - ¥irtual Machine Properties
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Configure the vVWLC network adapters

Configure the network adapters that will be used for the WLAN service port and the wireless VLAN interfaces.
In this procedure, four physical NIC interfaces are used in two EtherChannel pairs, and each interface in a pair

connects to separate redundant switches.

Step 1: In the Virtual Machine Properties dialog box, select Network adapter 1, and then in the Network label
list, choose WLAN Service Port.

Step 2: Select Network adapter 2, and in the Network label list, choose Wireless VLAN, and then press OK.

rF ¥WLC-1 - ¥irtual Machine Properties
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Step 3: In the left column, start the virtual wireless LAN controller for the first time by selecting the virtual machine
you just installed, and then clicking the Power on the virtual machine option shown within the console tab.

Within the Console tab you are prompted to “Press any key to use this terminal as the default terminal.” However,
you do not need to press any key because access via the serial port that was created in Procedure 2 will be used.

B WACT 41422

ey to use
ey to use

ng Linux. . .done.
kernel.

pping tables up to 186998868 @ 880G-A080

Recent Tasks Name, Target or Status contains: + Oear X

e Taot Tets [otals  [Twitedby | vCerterserver | Reauested Start Ti.. — | Stat Tme Complted Tive T
) Power On virtual mach... @ vWLC-L @ Completed CISCOisthigg... () vCenter.ciscol.. 10/31/2012 12:50:01 ... 10/31/2012 12:50:01 PM 10/31/2012 12:50:01

ﬂ Tech Tip

In the event that you are unable to use Telnet to connect to the serial port defined for
the VWLGC, you can restart the vVWLC and press any key during the initial boot up in
order to use the VMware console port as the access method.

Using a Telnet client, such as Putty, access the VWLC console port by connecting via Telnet to the IP address
and TCP port defined in the Add Hardware wizard in the previous procedure.

rﬁ PuTT¥ Configuration @

Cateqory:

—I- Session B azic optiots for your PuTTY session

i Llcugglng Specify the destination you want to connect to
—I- Terminal
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- K.epboard
- Bel 10524101 q292

- Features Connection lwpe:
- window Raw Rlogin () S5H Seial

- Bppearance

- Behaviour
. Tranelation Saved Sessions

Load, save or delete a stored session

- Selection

- Colours ST
. Load

= Connection

=
- Data Save
[ Delete |

Default Settings

- Prosy
- Telnet Delete
- Rlogin
+-55H

e Serial

Cloge window on ext;
Always Mewver @ Only on clean ext

Abaut Open ] | Cancel




Configure the data center switches

When using a dedicated design controller model with the Cisco Flex 7500 Series Cloud Controller, the controller
resides within the data center. This procedure configures the data center Cisco Nexus switch for connectivity to
the redundant Flex 7500 Series Cloud Controllers using redundant Ethernet ports configured for link aggregation
(LAG). For the virtual Wireless LAN Controller, these steps are performed for the VM host machine during the
deployment of the VM environment.

Step 1: On the primary data center Cisco Nexus switch (Example: DC5596UPa), create the wireless
management VLAN that you are going to use to connect the redundant Cisco Flex 7500 Series Cloud Controller.
Vlan 146
name WLAN Mgmt

Step 2: On the primary data center Cisco Nexus switch (Example: DC5596UPa), create wireless port channels
for the primary and resilient Cisco Flex 7500 Series Cloud Controller.
interface port-channelé5
description Link to WLC7500-1
switchport mode trunk
switchport trunk allowed vlan 146
no shutdown
interface port-channel66
description Link to WLC7500-2
switchport mode trunk
switchport trunk allowed vlan 146

no shutdown

Step 3: Configure a switched virtual interface (SVI) for the VLAN. This enables devices in the VLAN to
communicate with the rest of the network.
interface Vl1anl4é

no shutdown

description Wireless Management Network

no ip redirects

ip address 10.4.46.2/24

ip router eigrp 100

ip passive-interface eigrp 100

ip pim sparse-mode

hsrp 146
priority 110
ip 10.4.46.1
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Step 4: Configure two ports on the data center switch as a trunk port. These two ports will be connected to the
redundant ports on the primary Cisco Flex 7500 Series Cloud Controller.
interface Ethernetl103/1/1
description Links to 7500-1
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 65
no shutdown
interface Ethernetl104/1/1
description link to 7500-1
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 65
no shutdown

Step 5: Configure two ports on the data center switch as a trunk port. These two ports will be connected to the
redundant ports on the resilient Cisco Flex 7500 Series Cloud Controller.
interface Ethernetl103/1/2
description link to 7500-2
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 66
no shutdown
interface Ethernetl104/1/2
description link to 7500-2
switchport mode trunk
switchport trunk allowed vlan 146
channel-group 66
no shutdown

Step 6: Repeat this procedure for the redundant Cisco Nexus data center switch (Example: DC5596UPD). Failure
to define these on both Cisco Nexus switches results in a configuration inconsistency and prevents the ports
from coming active.

Configure the LAN distribution switch

Step 1: On the LAN distribution switch, create the wireless management VLAN that you are connecting to the
distribution switch.

vlan 146
name WLAN Mgmt

Step 2: Configure a switched virtual interface (SVI) for the VLAN so devices in the VLAN can communicate with
the rest of the network.

interface Vl1anl4é
description Wireless Management Network
ip address 10.4.46.1 255.255.255.0

no shutdown
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Step 3: For interface configuration in this procedure, an 802.1Q trunk is used for the connection to the WLCs.
This allows the distribution switch to provide the Layer 3 services to all of the networks defined on the WLC. The
VLANS allowed on the trunk are reduced to only the VLANSs that are active on the WLC.

If you are deploying the Cisco Catalyst 4500 Series LAN distribution switch, you do not need to use the
switchport trunk encapsulation dot1g command in the following configurations.

If you are deploying a Cisco Flex 7500 Series Cloud Controller, configure a 10-Gigabit distribution switch
interface as a trunk. Note that when deploying a Cisco Flex 7500 Series Cloud Controller, it should not be
connected to a Cisco Catalyst 3750-X Series distribution switch.

interface TenGigabitEthernet [number]

description To WLC port 1

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 146

switchport mode trunk

macro apply EgressQoS

logging event link-status

logging event trunk-status

no shutdown

If you are deploying a Cisco 5500 Series Wireless LAN Controller, configure at least two distribution switch
interfaces as an EtherChannel trunk.
interface GigabitEthernet [port 1]
description To WLC Port 1
interface GigabitEthernet [port 2]
description To WLC Port 2
!
interface range GigabitEthernet [port 1], GigabitEthernet [port 2]
switchport
macro apply EgressQoS
channel-group [number] mode on
logging event link-status
logging event trunk-status
logging event bundle-status
!
interface Port-channel [number]
description To WLC
switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 146
switchport mode trunk
logging event link-status

no shutdown
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Connecting the redundancy port

If you are using a Cisco VWLC, skip this procedure. If you are using a Cisco 7500 Series WLC and you wish to
enable the high availability AP SSO feature, continue with this procedure. When using the high availability feature
known as access point stateful switchover (AP SSO), a dedicated special-purpose port is available on the Cisco
7500 Series WLC. This port is located on the rear panel.

Step 1: Connect an Ethernet cable between the primary and standby WLC, as shown below.

[ R —— |

Redundancy Port

|
Tl g g

o
°
o

o0

Bocm:mynes ;| 00:| @0

. Cisco Flex 7500 Serie
e T ==

Configure the WLC platform

If you are installing a VWLC, the console port may be accessed by using a Telnet client as configured in
Procedure 2. Alternately, you can use the VMware Console tab within vSphere in order to access the VWLC if the
vSphere console was selected as the default terminal when the VWLC was started.

After the WLC is installed and powered on, you will see the following on the console:

Welcome to the Cisco Wizard Configuration Tool

Use the ‘-' character to backup

Step 1: Terminate the autoinstall process.

Would you like to terminate autoinstall? [yes]: YES

Step 2: Enter a system name. (Example: WLC-RemoteSites-1)
System Name [Cisco _d9:3d:66] (31 characters max): WLC-RemoteSites-1

Step 3: Enter an administrator username and password.

Tech Tip

Use at least three of the following four classes in the password: lowercase letters,
uppercase letters, digits, or special characters.

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****

Re-enter Administrative Password : *x*x**

Step 4: Use DHCP for the service port interface address.

Service Interface IP address Configuration [none] [DHCP]: DHCP
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Step 5: Enter the IP address and subnet mask for the management interface.
If you are deploying a Cisco 5500 Series WLC or Cisco Flex Series Cloud Controller, configure at least two
interfaces as an EtherChannel trunk.
Enable Link Aggregation (LAG) [yes][NO]: YES
Management Interface IP Address: 10.4.46.68
Management Interface Netmask: 255.255.255.0
Management interface Default Router: 10.4.46.1
Management Interface VLAN Identifier (0 = untagged): 146
If you are deploying a virtual Wireless LAN Controller, select port 1 as the management interface port.

Management Interface Port Num [l to 1]: 1

Step 6: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10

Step 7: If you are deploying a Cisco 7500 Series Wireless LAN Controller as a primary WLC in an AP-SSO
redundant pair, complete the following steps. This enables AP SSO on the primary.

Enable HA [yes] [NO]: YES

Configure HA Unit [PRIMARY] [secondary]: PRIMARY
Redundancy Management IP Address: 10.4.46.78

Peer Redundancy Management IP Address: 10.4.46.79

Step 8: If you are deploying a Cisco 7500 Series Wireless LAN Controller as a secondary WLC in an AP-SSO
redundant pair, complete the following steps. This enables AP SSO on the secondary

Enable HA [yes] [NO]: YES

Configure HA Unit [PRIMARY] [secondary]: secondary
Redundancy Management IP Address: 10.4.46.79

Peer Redundancy Management IP Address: 10.4.46.78

Step 9: The virtual interface is used by the WLC for mobility DHCP relay and intercontroller communication.
Enter an IP address that is not used in your organization’s network. (Example: 192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1

Step 10: Enter a name for the default mobility and RF group. (Example: REMOTES)
Mobility/RF Group Name: REMOTES

Step 11: Enter an SSID for the WLAN that supports data traffic. You will be able to leverage this later in the
deployment process.

Network Name (SSID): WLAN-Data
Configure DHCP Bridging Mode [yes] [NO]: NO

Step 12: Enable DHCP snooping.
Allow Static IP Addresses {YES][no]: NO

Step 13: Do not configure the RADIUS server now. You will configure the RADIUS server later by using the GUI.
Configure a RADIUS Server now? [YES][no]: NO

Step 14: Enter the correct country code for the country where you are deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries) [US]: US
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Step 15: Enable all wireless networks.

Enable 802.11b network [YES] [no]: YES
Enable 802.11a network [YES][no]: YES
Enable 802.11g network [YES][no]: YES

Step 16: Enable the RRM auto-RF feature. This helps you keep your network up and operational.
Enable Auto-RF [YES][no]: YES

Step 17: Synchronize the WLC clock to your organization’s NTP server.

Configure a NTP server now? [YES][no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400

Step 18: Save the configuration. If you respond with no, the system will restart without saving the configuration,
and you will have to complete this procedure again.

Configuration correct? If yes, system will save it and reset. [yes][NO]: YES
Configuration saved!
Resetting system with new configuration

Step 19: After the WLC has restarted, access the console port on the WLC and configure it to automatically
convert the APs to Cisco FlexConnect mode as they register.

config ap autoconvert flexconnect

Step 20: Log in to the Cisco Wireless LAN Controller Administration page by using the credentials defined in
Step 2. (Example: https://WLC-RemoteSites-1.cisco.local/)

Configure the time zone

Step 1: Navigate to Commands > Set Time.

Step 2: In the Location list, choose the time zone that corresponds to the location of the WLC.

Step 3: Click Set Timezone.

Saye Cenfiguration Pin Logout Refresh
alvaln e Config Bing  Logout X

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Commands Set Time Set Date and Time | Set

Download File

upload File Current Time Tue May 31 11:07:38 2011
Reboot

Config Boot
Scheduled Reboot

Reset to Factory —
Default Year 2011

Set Time

Date

-

Login Banner Time

Hour 11 -

Minutes 7

Seconds 38

Timezone

Delta hours 0 | mins[0 |

Location? (GMT -8:00) Pacific Time (US and Canada) -

Foot Notes

1. Automatically sets daylight savings time where used.

Deployment Details August 2013 .
87




Confgure SNMP

Step 1: In Management > SNMP > Communities, click New.
Step 2: Enter the Community Name. (Example: cisco)

Step 3: Enter the IP Address. (Example: 10.4.48.0)

Step 4: Enter the IP Mask. (Example: 255.255.255.0)

Step 5: In the Status list, choose Enable, and then click Apply.

Saye Configuration  Ping  Logout Refresh

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
Management SNMP v1 / v2Zc Community > New < Back Apply
Summary Community Name cisco
ELE IP Address 10.4.48.0
General
SNMP V3 Users IP Mask 255.255.255.0
Communil ities Access Mode W
Trap Receivers
Trap Controls Status Enable =
Trap Logs
HTTP-HTTPS
Telnet-ssH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
b Software Activation

» Tech Support

Step 6: In Management > SNMP > Communities, click New.
Step 7: Enter the Community Name. (Example: cisco123)
Step 8: Enter the IP Address. (Example: 10.4.48.0)

Step 9: Enter the IP Mask. (Example: 255.255.255.0)

Step 10: In the Access Mode list, choose Read/Write.
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Step 11: In the Status list, choose Enable, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

CcIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2¢ Community > New < Back Apply
Summary Community Name  cisco123
v ELD 1P Address 10.4.48.0
General
SNMP V3 Users 1P Mask 255.255.255.0

Communities Access Mode Read/Write
Trap Receivers
Trap Controls
Trap Logs

Status Enable -

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support

Step 12: Navigate to Management > SNMP > Communities.
Step 13: Point to the blue box for the public community, and then click Remove.
Step 14: On the “Are you sure you want to delete?” message, click OK.

Step 15: Repeat Step 13 and Step 14 for the private community. You should have only the read-write and read-
only community strings, as shown in the following screenshot.

Saye Configuration  Ping  Logout Refresh

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2c Community New...
Summary
+ SNMP Community Name P Address 1P Mask AccessMode  Status
General cisco 10.4.48.0 255.255.255.0  Read-Only Enable a
e U cisco123 10.4.48.0 255.255.255.0 Read-Wwrite Enable -]

Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-S5H
Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
¥ Software Activation

» Tech Support
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T[T Limit which networks can manage the WLC

(Optional)

In networks where network operational support is centralized you can increase network security by using an
access control list in order to limit the networks that can access your controller. In this example, only devices on
the 10.4.48.0/24 network are able to access the controller via SSH or SNMP.

Step 1: In Security > Access Control Lists > Access Control Lists, click New.
Step 2: Enter an access control list name, and then click Apply.
Step 3: In the list, choose the name of the access control list you just created, and then click Add New Rule.

Step 4: In the window, enter the following configuration details, and then click Apply.
Sequence—1
Source—10.4.48.0 |/ 255.255.255.0
Destination—Any
Protocol-TCP
Destination Port=HTTPS

Action—Permit

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
Security Access Control Lists > Rules > New < Back Apply
17 st Sequence 1
b Local EAP 1P Address. Netmask

P Source 1P Add - 10.4.48.0 255.255.255.0
¥ Priority Order ress

b Certificate Destination Any -

~ Access Control Lists —
Access Control Lists protoca ee T
€PU Access Control Lists

FlexConnect ACLs Source Port Any -

Wireless Protection

= Destination Port HTTPS -
Policies

» Web Auth DscP Any -
TrustSec SXP

Direction Any -
» Advanced

Action Permit -
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Step 5: Repeat Step 3 through Step 4 four more times, using the configuration details in the following table.

Sequence

Source

Destination Protocol

Destination Port

Action

2

10.4.48.0/

255.255.255.0

Any TCP

Other/22

Permit

Any

Any TCP

HTTPS

Deny

Any

Any TCP

Other/22

Deny

Any

Any Any Any

Permit

alvaln
cisco

Security

» Ann

» Local EAP

¥ Priority Order

» Certificate

~ Access Control Lists
Access Cantral Lists

CPU Access Cantrol
Lt

FlexCannect ACLs

) Wireless protection
Policies

b Web Auth
TrustSec SXP
b Advanced

Access Control Lists > Edit

ECURITY  MANAGEMENT

General
Access List Nam ACL-Rules
Deny Count o

Seq Action source 1P /Mask
1 Permit 104480 / 255,255 255.0
2 Permt 104480 /255,255 255.0
3 Deny 0000 /0.0.0.0
4 Deny 0000 /0.00.0
5 Permt  0.0.00 /0.00.0

Destination Source Dest Number
1P/Mask Protocol  Port Port DSCP Direction of Hits

0.0.0.0 /0000 Tee Any HTTPS any  Any o a
0.0.0.0 /0.0.0.0 Ter Any 22 Any  Any o a
0.0.0.0 /0.0.0.0 Ter Any HTTPS Any  Any o a
0.0.0.0 /0000 Tee Any 22 Any  Any 0 Q
0.0.0.0 /0000 any Any any Any  Any 0 Q

Step 6: In Security > Access Control Lists > CPU Access Control Lists, select Enable CPU ACL.

Step 7: In the ACL Name list, choose the ACL you just created, and then click Apply.

OGN Configure wireless user authentication

Step 1: In Security > AAA > RADIUS > Authentication, click New.

Step 2: Enter the Server IP Address. (Example: 10.4.48.15)

Step 3: Enter and confirm the Shared Secret. (Example: SecretKey)

Step 4: To the right of Management, clear Enable, and then click Apply.

CIsco

MONITOR ~ WLANs  CONTROLLER

we Configuration ~ Ping  Logout Refresh

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security

v AAA
General
~ RADIUS
Authentication
Accounting
Fallback
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
b Priority Order

b Certificate

Policies
¥ Web Auth
TrustSec SXP
» Advanced

Server Index (Priority)

Server IP Address

RADIUS Authentication Servers > New < Back Apply
1 -
10.4.48.15
ASCIT »

Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Port Number

Server Status

Support for RFC 3576
Server Timeout
Network User
Management

PSec

» Access Control Lists

Wireless Protection

[Tl (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

1812
Enabled «

Enabled =
2 seconds
Enable
[ Enable
]  Enable
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Step 5: In Security > AAA > RADIUS > Accounting, click New.
Step 6: Enter the Server IP Address. (Example: 10.4.48.15)

Step 7: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

S Configuration Pin Logout Refresh
alraln < Bing  Logout R

CcISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers > New < Back Apply

v AAA
General
~ RADIUS Server IP Address 10.4.48.15
Authentication
Accounting
Fallback Shared Secret

Server Index (Priority) 1 -

Shared Secret Format ASCII v

¥ TACACS+ Confirm Shared Secret
LDAP
Local Net Users
MAC Filtering Server Status Enabled
Disabled Clients _—
User Login Policies
AP Policies Network User Enable
Password Policies

Port Number 1813

Server Timeout 2 seconds

IPSec [C]  Enable
» Local EAP

» Priority Order
b Certificate
¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP

» Advanced

T (1WA Configure management authentication

(Optional)

You can use this procedure to deploy centralized management authentication by configuring an authentication,
authorization and accounting (AAA) service. If you prefer to use local management authentication, skip to
Procedure 13.

As networks scale in the number of devices to maintain, the operational burden to maintain local management
accounts on every device also scales. A centralized Authentication, Authorization and Accounting (AAA) service
reduces operational tasks per device and provides an audit log of user access for security compliance and
root-cause analysis. When AAA is enabled for access control, it controls all management access to the network
infrastructure devices (SSH and HTTPS).

Step 1: In Security > AAA > TACACS+ > Authentication, click New.

Step 2: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 3: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

" I " I B e Configuration  Ping  Logout Refresh
CcIsco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COl HELP  FEEDBACK
Security TACAC S+ Authentication Servers > New < Back Apply
SPAAA Server Index (Priority) 1.
General
» RADIUS Server IP Address 10.4.48.15
R Shared Secret Format ASCIL v
Authentication
GrmmaE Shared Secret ™
Authorization Confirm Shared Secret ™
LDAP
T — Port Number 49
MAC Filtering Server Status “Enabled ~

Disabled Clients
User Login Policies
AP Policies
Password Policies

Server Timeout 5  seconds

¥ Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 4: In Security > AAA > TACACS+ > Accounting, click New.
Step 5: Enter the Server IP Address. (Example: 10.4.48.15)

Step 6: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

" | " I " Save Configuration  Ping  Logout Refresh
CcISco MONITOR Wi CONTROLLER  WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Security TACACS+ Accounting Servers > New < Back Apply
L Server Index (Priority) 1~
General
» RADIUS Server IP Address 10.4.48.15
= EES: Shared Secret Format ASCT v
Authentication
Accounting shared Secret [
Authorization Confirm Shared Secret wessssans
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status ‘Enabled ~
Disabled Clients =
Server Timeout 5 ‘seconds

User Login Policies
AP Policies
Password Policies

b Local EAP

b Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 7: In Security > AAA > TACACS+ > Authorization, click New.

Step 8: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 9: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

e Configuration ~ Ping  Logout Refresh

CIsco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security TACAC 8+ Authorization Servers > New < Back Apply
SPAAA Server Index (Priority) 1.

General
» RADIUS Server IP Address 10.4.48.15
SRl = Shared Secret Format ASCIL v
Authentication
GEmmaE Shared Secret ™
Authorization Confirm Shared Secret ssssssnns
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status Enabled =

Disabled Clients
User Login Policies
AP Policies
Password Policies

Server Timeout 5  seconds

¥ Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 10: Navigate to Security > Priority Order > Management User.
Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the first in the Order Used for Authentication
list.

Step 13: Using the arrow buttons, move RADIUS to the Not Used list, and then click Apply.

s Configuration  Ping  Logout Refresh

CISCO MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COM S HELP FEEDBACK
Security Priority Order > Management User Apply

b AAA

+ Local EAP Authentication

~ Priority Order
Management User

b Certificate
b Access Control Lists -

Wireless Protection
Policies

Not Used Order Used for Authentication

TACACS+ I

IF LOCAL is selected as second priority then user will be authenticated against
LOCAL only if first priority is unreachable.

¥ Web Auth
TrustSec SXP
» Advanced
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LI [I[-WER Configure the resilient WLC

This design uses two WLCs. The first is the primary WLC, and the access points register to it. The second WLC
provides resiliency in case the primary WLC fails. Under normal operation, there will not be any access points
registered to this WLC.

Step 1: Configure the resilient AP-SSO secondary WLC by repeating Procedure 5 through Procedure 10.

T (1Y Configure mobility groups

In the event that you are using two WLCs using AP SSO mode of operation (Cisco 5500 Series WLCs or Cisco
Flex 7500 Series Cloud Controllers), you should skip this procedure. If you are using two or more WLCs without
AP SSO (VWLCs), then complete this procedure in order to create a mobility group.

Step 1: On the primary controller, navigate to Controller > Mobility Management > Mobility Groups. The MAC
address, IP address, and mobility group name for the local controller are shown on the Static Mobility Group
Members page.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cisco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members New... Editall
General
P Local Mobility Group REMOTES
Interfaces MAC Address 1P Address Group Name Multicast IP Status
Interface Groups 40:55:39:f6:1d:40  10.4.46.68 REMOTES 0.0.0.0 Up

Multicast

Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CoP
b Advanced

Step 2: On the resilient controller, navigate to Controller > Mobility Management > Mobility Groups, and then
click New.

Step 3: In the Member IP Address box, enter the IP address of the primary controller. (Example: 10.4.46.68)
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Step 4: In the Member MAC Address box, enter the MAC address of the primary controller, and then click
Apply.

aliali, Save Configuration  Ping  Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply.
=] Member IP Address 10.4.46.65
Inventory

Member MAC Address ~ 40:55:39:f6:1d:40
M s Group Name REMOTES
Interface Groups

Multicast

Network Routes

-

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CDP

¥ Advanced

Step 5: On the primary controller, navigate to Controller > Mobility Management > Mobility Groups, and then
click New.

Step 6: In the Member IP Address box, enter the IP address of the resilient controller. (Example: 10.4.46.69)

Step 7: In the Member MAC Address box, enter the MAC address of the resilient controller, and then click
Apply.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

ciIsco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Group Member > New < Back Apply
General Member IP Address 1044688
Inventory Member MAC Address 00:24:97:69:a38:a0
Interfaces Group Name ReMoTES

Interface Groups
Multicast

Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» CoP
b Advanced

Step 8: On each controller, click Save Configuration, and then click OK.
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Step 9: Navigate to Controller > Mobility Management > Mobility Groups, and then verify that connectivity is
up between all the controllers by examining the mobility group information. In the Status column, all controllers
should be listed as Up.

Cisco
Controller

General
Inventory
Interfaces
Interface Groups
Multicast

Network Routes

—

Internal DHCP Server

4

Mobility Management
Mobility Groups

Mobility Anchor Config
Multicast Messaging

Ports
» NTP
» COP
¥ Advanced

MONITOR  WIANs CONTROLLER

Static Mobility Group Members

Local Mobility Group REMOTES

MAC Address 1P Address

40:55:39:f6:1d:40  10.4.46.68

00:24:97:69:38:30 10.4.46.69

Save Configuration = Ping ~ Logout Refresh

WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

Group Name Multicast IP Status
REMOTES 0.0.0.0 up
REMOTES 0.0.0.0 up (-]

LT[R Configure the data wireless LAN

Wireless data traffic can handle delay, jitter, and packet loss more efficiently than wireless voice traffic. For the
data WLAN, keep the default QoS settings and segment the data traffic onto the data wired VLAN.

Step 1: Navigate to WLANSs.

Step 2: Click the WLAN ID number of the data SSID.

Step 3: On the General Tab, to the right of Status, select Enabled, and then click Apply.

cisco

Saye Configurstion  Bing  Logout Refresh

WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs

- ‘WLANs
WLANS

13 Advanced

MONITOR  WILANs CONTROLLER
WLANs
Current Filter: ~ Mone
[ WLaN

n Type Profile Name
1 WLAN WLAN-Data

Change Filter] [Clear Filter]

Entries 1-1of 1

Creste New -~ | Go

Admin
WLAN SSID Status Security Policies
WLAN-Data Enabled  [WPAZ][Auth(802.1X)]
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Step 4: On the Advanced tab, disable mDNS Snooping as this is not supported with FlexConnect Local
Switching.

Step 5: Enable FlexConnect Local Switching by selecting Enabled, and then click Apply.

alvaln s uration  Ping  Logout Refresh
cisco
WLANs WLANs > Edit "WLAN-Data-RS201" < Back ol
- NS General | security | QoS | advanced
WLAMs D e s
¢ (15-100000) P : = =
3 Advanced edia Session Snooping Enabled
Client user idle thrashold - fonts B
(0-10000000) ytes Re-anchor Roamed Vaice Clients Enabled
Off Channel Scanning Defer KTS based CAC Policy [T Enabled
Scan Defer Priority 01234567 Client Profiling
o i e DHCP Profiling [
Sean Defer HTTP Prfiling B
100
Time(msecs) mDNS
FlexConnect | mons snoaping I] Enabled |
FlexConnect Local
Switching 2 ) enabled
FlexConnect Local Auth 22 [ Enabled
Learn Client [P Address ¥ Enabled =
Vlan based Central a
Switching 12 Gonefilad
Central DHCP Processing [ Enabled
Override DNS [ Enabled il
g = .

LT (1N B Configure the voice wireless LAN

Wireless voice traffic is unique among other types of data traffic in that it cannot effectively handle delay and
jitter or packet loss. To configure the voice WLAN, change the default QoS settings to Platinum and segment the
voice traffic onto the voice wired VLAN.

Step 1: On the WLANS page, in the list, choose Create New, and then click Go.

alile Saye Configuration  Ping  Logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs Entries1-1of 1
- WLANSs Current Filter:  None [Change Filter] [Clear Filter] Pera—
WLANS
» Advanced
) wian Admin
U Type Profile Name WLAN SSID Status Security Policies
1 WLAN WLAN-Data WLAN-Data Enabled  [WPAZ][Auth(802.1X)]

Step 2: Enter the Profile Name. (Example: Voice)
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Step 3: In the SSID box, enter the voice WLAN name,

CIsCo

ONTROLLER ~ WIRELES! CURITY ~ MANAGEMENT

and then click Apply. (Example: WLAN-Voice)

ol
WLANSs
-
WLAN:
»

WLANSs > New < Back Apply
WLANS Type WLAN -
s
Profile Name Voice
Advanced
SSID WLAN-Voice
D 2 -

Step 4:

Step 5:

cisco

On the Advanced tab, disable mDNS Snooping as this is not supported with FlexConnect Local Switching.

Enable FlexConnect Local Switching by selecting Enabled, and then click Apply.

HELP  FEEDBACK

WLANs

~ WLANs
WLANS

» Advanced

ety | [

WLANSs > Edit "Voice'

< pack

General | Security | QoS | Advanced |
200

Learn Client IP Address £

Vlan based Central
Switching 42

Central DHCP Pracessing
Override DNS

NAT-PAT

Enabled

Enabled

o
]
[ enabled
(]
o

Enabled

Enabled

S Seconds Fassive Client A
Glient user idle threshold (0~ Passive Client [&]
0000 o Bytes
Voice
Off Channel Scanning Defer
Medis Session Snooping E Enabled
can Defer priori 01234
Sean Defer Prierty Re-anchor Roamed Veice Clients []  Enabled
opoo KTS based CAC Policy 1 Enabled
o ocfr Time Moo | Client profiling L
oHeR Profiing 5]
FlexConnect
HTTP Profiing B
FlexConnest Local
= | DN
FlexConneet Local Auth 42 Enabled [ mons snooping ] enabled |

I

Step 6:

cisco

On the QoS tab, in the Quality of Service (QoS) list, choose Platinum (voice), and then click Apply.

Quality of Service (Qos)
Application Visibility
AVC Profile

Netflow Manitor

[T Enabled

Override Per-User Bandwidth Gontracts (kbps) 42

Average Data Rate

Burst Data Rate

DownStream

[

o

DownStream  UpStream
Average Data Rate [ [

Burst Data Rate o

Average Real-Time Rate 0 o

Burst Real-Time Rate [ [

Override Per-SSID Bandwidth Gontracts (kbps) &

Upstream

[

o

WLANS WLANSs > Edit "Voice' <Back Apply
T WLANS General | Security | QoS | Advanced |
» Advanced

i

I

Step 7: On the General tab, to the right of Status, select Enabled, and then click Apply.

cisco

Security Policies

Radio Palicy
Interface/Interface Group(G)
Multicast lan Feature
Broadcast SSID

NAS-ID

[WPAZI[Auth(802.1X)]
(Modifications dane under security tab will appear after applying the changes.)

Al -
management ~
[ Enabled
Enabled
WLC-RemoteSites-1

WLANs WLANS > Edit "Voice" < Back Apply
T WLANs General | Security | Qos | Advanced |
» Advanced

Profile Name veice

Tree wLAN

ssi WLAN-Voice

Status Enabled

I
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T[Tl Configure controller discovery

You have three options to configure controller discovery, depending on the number of controller pairs and the
type of DHCP server you’ve deployed.

If you have only one controller pair in your organization, complete Option 1 of this procedure.

If you have deployed multiple controller pairs in your organization and you use Cisco IOS software in order to
provide DHCP service, complete Option 2. If you have deployed multiple controller pairs in your organization and
you use a Microsoft DHCP server, complete Option 3.

Figure 6 - Flow chart of WLC discovery configuration options

How many
wireless LAN
g controllers?

Multiple
non-AP SSO  — ]
controller pairs

Use DHCP Option 43
One controller pair to return the IP addresses
or controller pair of the wireless LAN
using AP SSO controller pairs
( A l

Use DNS to resolve
cisco-capwap-controller
to the controller's
management IP address
using Option 1

Do controller
sites have Microsoft
. DHCPserver?

\ J YES NO
Configure Microsoft Configure |0S-based
DHCP Server DHCP Server
using Option 3 using Option 2
v v v

‘., Finished ’ ‘ Finished ’ ‘ Finished ’
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Option 1: Only one WLC pair in the organization

If AP SSO is being used, the WLC pair is represented by a single IP address, that being the management
address of the primary WLC. The resilient secondary controller will assume the IP address of the primary in the
event the primary WLC fails.

Step 1: Configure the organization’s DNS servers (Example: 10.4.48.10) to resolve the cisco-capwap-controller
host name to the management IP address of the controller. (Example: 10.4.46.64) The cisco-capwap-controller
DNS record provides bootstrap information for access points that run software version 6.0 and higher.

Step 2: If the network includes access points that run software older than version 6.0, add a DNS record to
resolve the host name cisco-lwapp-controller to the management IP address of the controller.

Option 2: Multiple WLC pairs in the organization: Cisco 10S DHCP server

In a network where there is no external central site DHCP server you can provide DHCP service with Cisco 10S
software. This function can also be useful at a remote-site where you want to provide local DHCP service and
not depend on the WAN link to an external central-site DHCP server.

Step 1: Assemble the DHCP Option 43 value.

The hexadecimal string is assembled as a sequence of the Type + Length + Value (TLV) values for the Option 43
suboption, as follows:

Type is always the suboption code Oxf1.
- Length is the number of controller management IP addresses times 4 in hex.

Value is the IP address of the controller listed sequentially in hex.

For example, suppose there are two controllers with management interface IP addresses, 10.4.46.64 and
10.4.46.65. The type is Oxf1. The length is 2 * 4 = 8 = 0x08. The IP addresses translate to 0a042e44
(10.4.46.68) and 0a042e45(10.4.46.69). When the string is assembled, it yields f1080a042e440a042e45.

Step 2: On the network device, add Option 43 to the pre-existing data network DHCP Pool.

ip dhcp pool [pool name]
option 43 hex [£1080a042e440a042e45]

Option 3: Multiple WLC pairs in the organization: Microsoft DHCP server

This procedure shows how the Microsoft DHCP server is configured to return vendor-specific information to the
lightweight Cisco Aironet 1600, 2600, and 3600 Series Access Points used in this design guide. The vendor
class identifier for a lightweight Cisco Aironet access point is specific to each model type. To support more than
one access point model, you must create a vendor class for each model type.

Table 6 - Vendor class identifiers

Access point Vendor class identifier
Cisco Aironet 1600 Series Cisco AP ¢1600
Cisco Aironet 2600 Series Cisco AP ¢2600
Cisco Aironet 3600 Series Cisco AP ¢3600
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Step 1: Open the DHCP Server Administration Tool or MMC.

Step 2: Navigate to DHCP > ad.cisco.local, right-click IPv4, and then click Define Vendor Classes.

¥ phce M= B
Fle Action View Help

Iéubla%\xm e

DHCP Name [ [Actions
S § [
HE™ 5 Brvs
| mmsEmes | More Actions »
New Scope..
New Superscope...

New Multicast Scape...

Define User Classes.

Reconcile All Scopes...

Set Predefined Options.
Refresh

Properties

Help

[Define vendor spedfic option dasses

Step 3: In the DHCP Vendor Classes dialog box, click Add.

DHCP ¥endor Classes EHE

Available clazses:

Mame | Diescription | Add...
Microzoft Windows 20...  Microzoft vendor-specific option... ;
Microzoft Windows 98 .. Microzoft vendor-specific option... Edit... |
Microzoft Options Microzoft vendor-specific option. .. |

Bemove

Cloze

d

Step 4: In the New Class dialog box, enter a Display Name. (Example: Cisco Aironet 1600 AP)

Step 5: In the ASCII section, enter the vendor class identifier for the appropriate access point series from Table
6, and then click OK. (Example: Cisco AP ¢1600)



Step 6: In the DHCP Vendor Classes dialog box, click Close.

“I' pHCP =[0]x]
File  Action View Help
= | #@E|XRE o= | HE
& Drcp Hame [ [ actions
Cl-| ad.cisco.local 1P ad.cisco.local -
Pyt Beve . “
o IPve Mare Actions »

DHCP ¥endor Classes

Available clagses:

i

Name | Description | i! Add...
hit —I
jNew Class Il E3 |3 |

EMOVE. |

" Dizplay name:
is
Cis lCiscoAironet‘IBDDAP I
Ciz
Cie  Description:
Cis I
Ciz
Ciz .
~ D Binary: ASCI:
ooo0o0 43 69 F3 63 6F 20 41 50 |CiSCD AF I
ooog 20 63 31 36 30 30 c1600| ElDLl
oK I Cancel |

Step 7: Right-click the IPV4 DHCP server root, and then click Set Predefined Options.

Step 8: In the Option Class list, choose the class you just created, and then click Add.

Predefined Options and ¥alues EHE
Option class: Cigzo Aironet 1800 AP -
Option name: I - l

Add.. Edt. || Deee |
Description: I
—Walue
Ok Cancel

Step 9: In the Option Type dialog box, enter a Name. (Example: Option 43)

Step 10: In the Data Type list, choose IP Address.
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Step 11: Select Array.

Step 12: In the Code box, enter 241, and then click OK.

Change Option Mame EE
Class: Cisco Aironet 1600 AP
Mame: [Dption 43
[ata tupe: Im [ fray
Code: 24
Drescription; ||

ak I Cancel |

The vendor class and suboption are now programmed into the DHCP server. Now, you need to define the
vendor-specific information for the DHCP scope.

Step 13: Choose the DHCP that you will be installing access points on, right-click Scope Options, and then click
Configure Options.

Step 14: Click the Advanced tab, and then in the Vendor class list, choose the class you created in this
procedure. (Example: Cisco Aironet 1600 AP)

Step 15: Under Available Options, select 241 Option 43.

Step 16: In the IP address box, enter the IP address of the primary controller's management interface, and then
click Add. (Example: 10.4.46.68)

Scope Options ﬂ E
| General Advanced |
Wendor class: [IEisccu Airanet 1600 AP | |
User class: IDefauIt UJzer Class j
Awailable Optiong | Drescription
| 241 Option 43 I
1] [+
= Data entry
Server name;

I Fezalve |

IP address:
(1. Add

Remove

]

v

o [

ok Cancel | Apply |

Step 17: If you are not using AP-SSO, it is necessary to repeat Step 16 for the resilient controller, and then click

Apply. (Example: 10.4.46.69)



1T (1M E: 3 Configure the remote-site router

Remote-site routers require additional configuration in order to support wireless VLANS. If you have a single
WAN remote-site router, complete Option 1 of this procedure. If you have dual remote-site routers, complete
Option 2.

Option 1: Single WAN remote-site router

Step 1: Create wireless data and voice sub-interfaces on the router’s interface that connects to the access
layer switch. The interface will be a physical interface when the connection is a single link, and it will be a logical
port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65

description Wireless Data

encapsulation dotlQ 65

ip address 10.5.42.1 255.255.255.0

ip helper-address 10.4.48.10

ip pim sparse-mode

!

interface GigabitEthernet0/2.70

description Wireless Voice

encapsulation dotlQ 70

ip address 10.5.43.1 255.255.255.0

ip helper-address 10.4.48.10

ip pim sparse-mode

Step 2: If application optimization is deployed at the remote site as described in the Application Optimization
Using Cisco WAAS Design Guide, configure Web Cache Communication Protocol (WCCP) redirection on the
router’s wireless data interface.
interface GigabitEthernet0/2.65
description Wireless Data

ip wccp 61 redirect in

Step 3: If the network does not have a central-site DHCP server, configure the Cisco I0S software DHCP
service on the router.
ip dhcp excluded-address 10.5.42.1 10.5.42.10
ip dhcp excluded-address 10.5.43.1 10.5.43.10
ip dhcp pool WLAN-Data
network 10.5.42.0 255.255.255.0
default-router 10.5.42.1
domain-name cisco.local
dns-server 10.4.48.10
ip dhcp pool WLAN-Voice
network 10.5.43.0 255.255.255.0
default-router 10.5.43.1
domain-name cisco.local
dns-server 10.4.48.10
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Option 2: Dual WAN remote-site routers

Step 1: On the primary router, create wireless data and voice sub-interfaces on the interface that connects to
the access layer switch. The interface will be a physical interface when the connection is a single link, and it will
be a logical port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65

description Wireless Data

encapsulation dotlQ 65

ip address 10.5.42.2 255.255.255.0

ip helper-address 10.4.48.10

ip pim dr-priority 110

ip pim sparse-mode

standby version 2

standby 1 ip 10.5.42.1

standby 1 priority 110

standby 1 preempt

standby 1 authentication md5 key-string ciscol23

standby 1 track 50 decrement 10

!

interface GigabitEthernet0/2.70

description Wireless Voice

encapsulation dotlQ 70

ip address 10.5.43.2 255.255.255.0

ip helper-address 10.4.48.10

ip pim dr-priority 110

ip pim sparse-mode

standby version 2

standby 1 ip 10.5.43.1

standby 1

standby 1

standby 1 authentication md5 key-string ciscol23

standby 1 track 50 decrement 10

priority 110
preempt

Step 2: On the secondary router, create wireless data and voice sub-interfaces on the interface that connects
to the access layer switch. The interface will be a physical interface when the connection is a single link, and a
logical port-channel interface when the connection is EtherChannel.

interface GigabitEthernet0/2.65

description Wireless Data

encapsulation dotlQ 65

ip address 10.5.42.3 255.255.255.0

ip helper-address 10.4.48.10

ip pim dr-priority 105

ip pim sparse-mode

standby version 2

standby 1 ip 10.5.42.1

standby 1 priority 105

standby 1 preempt
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standby 1 authentication md5 key-string ciscol23
!

interface GigabitEthernet0/2.70

description Wireless Voice

encapsulation dotlQ 70

ip address 10.5.43.3 255.255.255.0

ip helper-address 10.4.48.10

ip pim dr-priority 105

ip pim sparse-mode

standby version 2

standby 1 ip 10.5.43.1

standby 1 priority 105

standby 1 preempt

standby 1 authentication md5 key-string ciscol23

Step 3: If application optimization is deployed at the remote site as described in the Application Optimization
Using Cisco WAAS Design Guide, configure WCCP redirection on both the primary and secondary router.

interface GigabitEthernet0/2.65
description Wireless Data

ip wccp 61 redirect in

T (W Configure the remote-site switch for APs

Before remote-site switches can offer the appropriate trunk behavior to access points configured for Cisco
FlexConnect wireless switching, you must reconfigure the switch interfaces connected to the access points. For
consistency and modularity, configure all WAN remote sites that have a single access switch or switch stack to
use the same VLAN assignment scheme.

Step 1: On the remote-site switch, create the data and voice wireless VLANSs.

vlan 65

name WLAN Data
vlan 70

name WLAN Voice

Step 2: Configure the existing interface where the router is connected to allow the wireless VLANs across the
trunk. If there are two routers at the site, configure both interfaces.

interface GigabitEthernet 1/0/24
switchport trunk allowed vlan add 65,70

Step 3: Reset the switch interface where the wireless access point will connect to its default configuration.
default interface GigabitEthernet 1/0/23
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Step 4: Configure the interface to which the access point will connect to allow a VLAN trunk for remote-site
VLANS.

:ﬂ Tech Tip

The Inter-Switch Link trunking protocol is supported on Cisco Catalyst 3750-X Series
Switches but not supported on Cisco Catalyst 2960s and 4500 Series Switches. As
such, you do not need to specify the trunk encapsulation type on Catalyst 2960 and
4500 Series switches, but you do need to specify it on Catalyst 3750 Series switches.

interface GigabitEthernet 1/0/23
description FlexConnect Access Point Connection
switchport trunk encapsulation dotlqg
switchport trunk native vlan 64
switchport trunk allowed vlan 64,65,70
switchport mode trunk
switchport port-security maximum 255
spanning-tree portfast trunk

macro apply EgressQoS

LT [1]d- W18 Enable licensing on the vVWLC

The Wireless LAN Controller virtual Appliance OVA includes a temporary 60-day license that includes 200
access points. You can activate the demo license included with the vVWLC deployment by completing the
following steps. After you acquire a permanent license from licensing@cisco.com, you must install and activate it,
using the same steps below.

Caution

If you do not activate the demo licenses, you will be unable to register the access point
with the VWLC.

Step 1: On the VWLC, navigate to Management > Software Activation > Licensing.
Step 2: Change the Priority to High by using the Set Priority button, and then click Apply.
Step 3: Accept the License, click OK, and then click Apply.

Step 4: Reboot the vVWLC by navigating to Commands > Reboot > Save and Reboot.
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1T 1WA Configure the AP for Cisco FlexConnect

Step 1: Connect the access point to the remote-site switch, and then wait for the light on the access point to
turn a solid color.

Step 2: On the WLC’s web interface, navigate to Wireless > Access Points.

Step 3: Select the AP Name of the access point you want to configure.

Step 4: If the access points were not previously registered to the WLC prior to issuing the autoconvert
command in Step 18 of Procedure 7, skip this step.

If the access points were registered to the WLC prior to issuing the autoconvert command, on the General
tab, in the AP Mode list, choose FlexConnect, and then click Apply. Wait for the access point to reboot and
reconnect to the controller. This should take approximately three minutes.

cisco

Wireless

~ Access Points
All APs
= Radios.
802.11a/n
802.11b/g/n
Global Configuration

-

Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

-

802.11a/n

-

802.11b/g/n

-

Media Stream
Country
Timers

» QoS

Save Configuration = Ping ~ Logout Refresh

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Details for AP44d3.ca42.309d < Back _ melv |
" T - - T \l, i v ~|
General Versions
AP Name APadd3.cad2.309d Frimary Software Version 7.2.104.16
Location default location Backup Software version 0.0.0.0
AP MAC Address 44:d3:ca:42:30:9d Predownload Status MNone
Base Radio MAC 64:d9:89:42:25:e0 Predownloaded Version MNone
Admin Status ‘Enable ~ Predownload Next Retry Time  MA
AP Mode FlexConnect = Predownload Retry Count NA
AP Sub Mode “Nome - Baot Version 12.4.2.4
Operational Status REG 108 Version 12.4(20120312:184417)§
Port Number LAG Mini I0S Version 7.0.114.214
Venue Group ‘Unspecified v 1P Config
Venue Type unspecified + 1P Address 10.4.128.10
venue Name S &
Language
r;;':z:‘j:;dmm 185517 B9B90500FEFCIODDABZTICIEDE e
UP Time 0d,00h46m4a5s
Controller Associated Time 0,00 h 45 m 35

Controller Association Latency 04, 00 h 01 m 09 s

Hardware Reset Set to Factory Defaults

Perform a hardware reset on this AP Clear configuration on this AP and reset it to factory

defaults
Reset AP Now
Clear All Config

Clear Config Except Static IP

Foot Notes

1 DNS server IP Address and the Domain name can be set only after 3 valid static IP is pushed to the AP.

Step 5: In Wireless > Access Points, select the same access point as in Step 3.

Step 6: On the FlexConnect tab, select VLAN Support.
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Step 7: In the Native VLAN ID box, enter the trunk’s native VLAN number as configured in Procedure 17, and
then click Apply. (Example: 64)

Pinc Lc
alia] R
cISco MONITOR ~ WLANs ONTROLLER ~ WIRELESS ~ SECURITY : C HELP  FEEDB
Wireless All APs > Details for R$201-CAP36021 <Back Apply
Y [ General | Credentials | Interfaces | High Avallability | Inventory | Flexconnect | Advanced |
All APs
» Radios
802.11a/n
802.11b/g/n VLAN _
Global Configuration Support
» Advanced Native 4| il
e 64 VLAN Mappings
Mesh
FlexCs ot -
R Profiles Gf;‘u:agfne Mot Configured
FlexConnect
Groups PreAuthentication Access Control Lists
FlexConnect ACLs
» BDZ.llaln External WebAuthentication ACLs
» 802.11b/g/n OfficeExtand AP
» Media Stream
Enable
Country OfficeExtend [ |
AP
Timers
Enable Least
» Qos Latency O
Controller
Join
ResetPersonal S510
Foot Notes

1 DNS server IP Address and the Domain name can be set only after a valid static IP is pushed to the AP.

Step 8: Click VLAN Mappings.
Step 9: For the data WLAN, in the VLAN ID box, enter the VLAN number from Procedure 17. (Example: 65)

Step 10: For the voice WLAN, in the VLAN ID box, enter the VLAN number from Procedure 17, and then click
Apply. (Example: 70)

Saye Configuration  Ping  Logout Refresh

CISCO MONITOR OLLER WIRELESS  SECURITY N > HELP  EEEDB
Wireless All APs > R5$201-CAP3602I > VLAN Mappings < Back Apply
* Access Points

All APs AP Name RS201-CAP36021
» Radios
802.11a/n Base Radio MAC  64:d9:89:47:14:20
802.11b/g/n
Global Configuration WLAN VLAN
d SSID n
» Advanced
1 WLAN-Data 65
Mesh
2 WLAN-Voice 70
RF Profiles
FlexConnect
Groups Centrally switched Wlans
FlexConnect ACLs
WLAN Td SSID VLAN ID
» 802.11afn
» 802.11b/g/n AP level VLAN ACL Mapping
b Media Stream Vlan 1d Ingress ACL Egress ACL
Country 146 none v none -
Timers B
Group level VLAN ACL Mapping
P QoS
Vian 1d Ingress ACL Egress ACL
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1T [1[-W¥3 Configure access points for resiliency

If you are using the AP SSO high availability feature on a Cisco 5500 Series WLC or Cisco Flex 7500 Series
Cloud Controller, skip this procedure, as the resilient controller automatically tracks the primary controller and
assumes its IP address in the event of a failure. The AP SSO feature is not available on the virtual wireless LAN
controller (VWLC).

Step 1: On the primary WLC, navigate to Wireless, and then select the desired access point. If the access point
is not listed, check the resilient WLC.

Step 2: Click the High Availability tab.

Step 3: In the Primary Controller box, enter the name and management IP address of the primary WLC.
(Example: WLC-RemoteSites-1 / 10.4.46.68)

Step 4: In the Secondary Controller box, enter the name and management IP address of the resilient WLC, and
then click Apply. (Example: WLC-RemoteSites-2 / 10.4.46.69)

Saye Configuration  Ping  Logout Refresh

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT NDS HELP  EEEDBACK

Wireless All APs > Details for R$201-CAP36021 < Back Apply

¥ Access Points ‘- R
All APs ﬂ High Availability *

» Radios
802.11a/n

802.11b/g/n Name Management IP Address

Global Configuration Primary Controller WLC-RemoteSites-1 10.4.46.68

b Advanced Secondary Controller WLC-RemoteSites-2 10.4.46.69

Mesh Tertiary Controller

RF Profiles

FlexConnect AP Failover Priority  Low  ~
Groups
FlexConnect ACLs
802.11a/n
802.11b/g/n

Media Stream

v v v

Country
Timers
b QoS

Foot Notes
1 DNS server IP Address and the Domain name can be set only after a valid static IP is pushed to the AP.
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1T [1[-WEB Configure Cisco FlexConnect groups

Step 1: On the WLC, navigate to Wireless > FlexConnect Groups, and then click New.

Step 2: In the Group Name box, enter a name that will allow you to associate the group with the remote site, and
then click Apply. (Example: Remote-Site 1)

Step 3: Under Group Name, click the group you just created.

Step 4: Under Add AP, select Select APs from current controller.

Step 5: In the AP Name list, choose an access point that is located at the site, and then click Add.
Step 6: Repeat the previous step for every access point at the site.

Step 7: Under AAA, enter the Server IP Address and Shared Secret, click Add, and then click Apply.

Step 8: Repeat Procedure 23 for each remote site.

Configuring Guest Wireless: Shared Guest Controller

1. Configure the distribution switch
Configure the firewall DMZ interface
Configure Network Address Translation
Configure guest network security policy
Create the guest wireless LAN interface
Configure the guest wireless LAN

Create the lobby admin user account

@ N o O & W N

Create guest accounts

Configure the distribution switch

The VLAN used in the following configuration examples is:

Guest Wireless—VLAN 1128, IP: 192.168.28.0/22

Step 1: On the LAN distribution switch, for Layer 2 configuration, create the guest wireless VLAN.

vlan 1128
name Guest Wireless
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Step 2: Configure the interfaces that connect to the Internet edge firewalls by adding the wireless VLAN.
interface GigabitEthernetl/0/24
description IE-ASA5540a Gig0/1
!
interface GigabitEthernet2/0/24
description IE-ASA5540b Gig0/1
|
interface range GigabitEthernetl/0/24, GigabitEthernet2/0/24
switchport trunk allowed vlan add 1128

Step 3: Configure the interfaces that connect to the WLCs by adding the wireless VLAN.
interface Port-channel [WLC #1 number]
description WLC-1 LAG
!
interface Port-channel [WLC #2 number]
description WLC-2 LAG
!
interface range Port-channel [WLC #1 number], Port-channel [WLC #2 number]
switchport trunk allowed vlan add 1128

Configure the firewall DMZ interface

Typically, the firewall DMZ is a portion of the network where traffic to and from other parts of the network is
tightly restricted. Organizations place network services in a DMZ for exposure to the Internet; these services are
typically not allowed to initiate connections to the inside network, except for specific circumstances.

The guest DMZ is connected to Cisco Adaptive Security Appliances (ASA) on the appliances’ internal Gigabit
Ethernet interface via a VLAN trunk. The IP address assigned to the VLAN interface on the appliance is the
default gateway for that DMZ subnet. The internal distribution switch’s VLAN interface does not have an IP
address assigned for the DMZ VLAN.

Table 7 - Cisco ASA DMCZ interface information

Interface Label IP Address & Netmask VLAN Security Level Name

GigabitEthernet0/0.1128 192.168.28.1/22 1128 10 dmz-guests

Step 1: Login to the Internet Edge firewall using Cisco Adaptive Security Device Manager (Cisco ASDM).
Step 2: Navigate to Configuration -> Device Setup ->Interfaces.
Step 3: On the Interface pane, click Add > Interface.

Step 4: In the Hardware Port list, choose the interface that is connected to the internal LAN distribution switch.
(Example: GigabitEthernet0/0)

Step 5: In the VLAN ID box, enter the VLAN number for the DMZ VLAN. (Example: 1128)
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Step 6: In the Subinterface ID box, enter the VLAN number for the DMZ VLAN. (Example: 1128)

Step 7: Enter an Interface Name. (Example: dmz-guests)
Step 8: In the Security Level box, enter a value of 10.
Step 9: Enter the interface IP Address. (Example: 192.168.28.1)

Step 10: Enter the interface Subnet Mask, and then click OK. (Example: 255.255.252.0)

Add]nterlace -
General | Advanced | IPvs

Hardware Port: :G»gabltEmemetUIl v:

VLAN ID: 1128
Subinterface ID: 1128
Interface Mame: |dmz-guests

Security Level: |10

[] Dedicate this interface to management only

Channel Group:

Enable Interface

IP Address

(@ Use StaticIP  (7) Obtain Address via DHCP (7} Use PPPoE

IP Address: |192.168.28.1

Subnet Mask: |255.255,252.0 -

Description:

oK H Cancel H Help

Step 11: Navigate to Configuration > Device Management > High Availability > Failover.

Step 12: On the Interfaces tab, in the Standby IP address column, enter the IP address of the standby unit for

the interface you just created. (Example: 192.168.28.2)
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Step 13: Select Monitored, and then click Apply.

Confiquration : Device Management > High Availability and Scalability > Failover m}

[setup | Ineerfaces | riceria | MAC Addresses

Define interface standby IP addresses and monitoring status, Double-click on a standby address or click on a monitoring checkbox to edit it, Press the Tab or Enter
key after editing an address.

Interface Name MName Active IP Address STt e ]

Prefix Length Standby IP Address Monitored
- GigabitEthernst/0.300  inside B} 10.4.2430 255.255.295.224 B} 1042428 |
[=-GigabitEthernetDf1.1116  dmz-web ﬂ 192.168.16.1 255.255.255.0 ﬂ 192.168.16.2
&) zo01:dbe:... B4 &) zo01:db8:a:. ..
~-GigabitEthernetdf1,.1117  dmz-email EL 192.165.17.1 255.255.255.0 EL 192.165.17.2
~-izigabitEthernet0/1,1116  dmz-dmvpn EL 192,165,158, 1 255.255.255.0 Ek 192,168.18.2
- GigabitEthernet/1.1119  dmz-wic B} 192,168.19.1 255.255.255.0 B} 192.168.19.2

GigabitEthernet0f1.1123  dmz-management ﬂ 192,168,231 255,255,255,

il
GigahitEthernetof1,1128 0

) 192.166.23.2

255.255.255.0

=l-GigabitEthernet/3. 16 B 1721613, B 172.16.130....
B} zo01:dba:., B4 B} z001:dbianz
--GigabitEthernet/3.17  outside-17 B} 172.17.13,,, 255.255.255.0 B} 172,17.130....

=E !H!H!! EE

Management00 IPS-tgmt

Step 14: At the bottom of the window, click Apply. This saves the configuration.

Configure Network Address Translation

The DMZ network uses private network (RFC 1918) addressing that is not Internet-routable, so the firewall must
translate the DMZ address of the guest clients to an outside public address.

Step 1: Navigate to Configuration > Firewall > Objects > Network Objects/Groups.
Step 2: Click Add > Network Object.

Step 3: In the Add Network Object dialog box, in the Name box, enter a description for the guest network.
(Example: dmz-guests-network-ISPa)

Step 4: In the Type list, choose Network.

Step 5: In the IP Address box, enter the guest DMZ network address. (Example: 192.168.28.0)
Step 6: Enter the guest DMZ netmask. (Example: 255.255.252.0)

Step 7: Click the two down arrows. The NAT pane expands.

Step 8: Select Add Automatic Address Translation Rules.

Step 9: In the Type list, choose Dynamic PAT (Hide).
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Step 10: In the Translated Addr list, choose the interface name for the primary Internet connection. (Example:

outside-16)
Add MNetwork Object |
Name: drnz-guest-network-15Pa
Tvpe: Metwiork -
IP Yersion: @ IPv4 () IPv6
IP Address: 192.163.28.0
Metmask: 255,255.252.0 -
Description: DMZ outside PAT address For 15Pa
MAT *x

Add Autarnatic Address Translation Rules
Tvpe: :Dynamic PAT (Hide) -
Translabed Addr: outside-16

Use one-to-one address kranslation
PAT Poal Translated Address:
Round Robin

Extend PAT uniqueness to per destination instead of per interface

Fall through to interface PAT(dast inkF): | IPS-mgmt

[]Use IPve For interface PAT

l K, H Cancel H Help

Translate TP and UDP ports inta Flat range 1024-65535 Include range 1-1023

Step 11: Click Advanced.

Step 12: In the Destination Interface list, choose the interface name for the primary Internet connection, and

then click OK. (Example: outside-16)

[y Advanced NAT Settings (=3l

[ frar
[] Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :— Any — -
Destination Interface: :oumda—lﬁ -
Service

Protocol: Tk tep -
Real Port:

Mapped Port:

OK H Cancel ]I Help

Step 13: In the Add Network Object dialog box, click OK.



Configure guest network security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other networks.
| 241 B [fldmenetwos | [y [@p [ Deny |

First, you enable the guests to communicate with the DNS and DHCP servers in the data center.
Step 3: Click Add > Insert.
Step 4: In the Interface list, choose Any.

Step 5: In the Source list, choose the network object automatically created for the guest DMZ. (Example:
dmz-guests-network/22)

Step 6: In the Destination list, choose the network object for the DNS server. (Example: internal-dns)

Step 7: In the Service list, enter udp/domain, tcp/domain, and then click OK.

Insert Access Rule
Interface: = ANy - =
Action: @) Permit () Deny
Source Criteria
SOUFCE: dmz-guests-network(22 E]
User; E]
Security Group: E]
Destination Criteria
Destination: internal-dns| E]
Security Group: E]
Service: udpfdomain, tcpfdomain E]

Allow Guest \Wireless users ta resolve DNS names.
Descripkion:

Enable Logaging

Logging Level: :Default -

“©

Mare Opkions

Ok ][ Cancel ][ Help

Step 8: Click Add > Insert.
Step 9: In the Interface list, choose Any.

Step 10: In the Source list, choose the network object automatically created for the guest DMZ. (Example:
dmz-guests-network/22)
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Step 11: In the Destination list, choose the network object for the DHCP server. (Example: internal-dhcp)

Step 12: In the Service list, enter udp/bootps, and then click OK.

@ Add Access Rule

Interface: :-- Any - -

Action: @ Permit () Deny

=5

Source Criteria

Source: dmz-guests-network/22 E]
User: E]
Security Group: E]
Destination Criteria

Destination: internal-dhcp E]
Security Group: E]
Service: udp/boatps E]

Descripkion:

Allow Hosts on DMZ Guest Metwork access bo DHCP server For IP address assignment,

Enable Logging

Logging Level: :DeFauIt -

Mare Cptions

[ [0]4 H Cancel H Help ]

Next, you enable the guests to communicate with the web servers in the DMZ.

Step 13: Click Add > Insert.

Step 14: In the Interface list, choose Any.

Step 15: In the Source list, choose the network object automatically created for the guest DMZ. (Example:

dmz-guests-network/22)

Step 16: In the Destination list, choose the network object automatically created for the web DMZ. (Example:

dmz-web-network/24)



Step 17: In the Service list, enter tcp/http, tcp/https, and then click OK.

@ Insert Access Rule

Interface: = ANy - =

Action: @) Permit () Deny

=)

Source Criteria

Mare Opkions

Source: dmz-guests-networkf22 E]
User; E]
Security Group: E]
Destination Criteria

Destination: dmz-web-network/24 E]
Security Group: E]
Service: tepfhttp, topfhttps E]

All wireless guest users access to DMZ based webservers, possibly for walled garden access|

Descripkion:

Enable Logaging

Logging Level: :Default v:

o4

] [ Cancel

J

Help

“©

Next, you remove the guest’s ability communicate with other internal and DMZ devices.
Step 18: Click Add > Insert.

Step 19: In the Interface list, choose Any.

Step 20: To the right of Action, select Deny.

Step 21: In the Source list, choose the network object automatically created for the guest DMZ. (Example:

dmz-guests-network/22)



Step 22: In the Destination list, choose the network objects for the internal and DMZ networks, and then click
OK. (Example: internal-network, dmz-networks)

@ Edit &ccess Rule
Interface: -- ANy --
Action: (7) Permit @) Deny
Source Criteria
Source: dmz-guests-networkf22
User:

Security Group:

Destination Criteria

Destination: dmz-networks, internal-network
Security Group:

Service: ip

e

B
B
B

==l

Description:

Deny traffic from the wireless guest network o the internal and dmz resources

Enable Logaing

Logging Level: :DeFauIt -

Mare Options

[0]4 ] [ Cancel

J

Help

Next, you enable the guests to communicate with the Internet.

Step 23: Click Add > Insert.

Step 24: In the Interface list, choose Any.

Step 25: In the Source list, choose the network object automatically created for the guest DMZ, click OK, and
then click Apply. (Example: dmz-guests-network/22)

@ Insert Access Rule
Interface: :-- ANy -~ -
Action: (@ Permit (") Deny
Source Criteria
Source: dmz-guests-networkf22
User:

Security Group:

Destination Criteria

Destination: any
Security Group:

Service: ip

e

e

==l

Allow Wireless DMZ users access to the internet
Description:

Enable Logaing

Logging Level: :DeFauIt -

Mare Options

“®

[0]4 ] [ Cancel

J

Help




Create the guest wireless LAN interface

The guest wireless interface is connected to the DMZ of the Cisco ASA 5500 Series Adaptive Security
Appliances. This allows guest wireless traffic only to and from the Internet. All traffic, regardless of the controller
that the guest initially connects to, is tunneled to the guest WLC and leaves the controller on this interface. To
easily identify the guest wireless devices on the network, use an IP address range for these clients that are not
part of your organization’s regular network. This procedure adds an interface that allows devices on the guest
wireless network to communicate with the Internet.

Step 1: In Controller>Interfaces, click New.
Step 2: Enter the Interface Name. (Example: Wireless-Guest)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 1128)

Saye Configuration Ping Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Controller Interfaces > New < Back Apply |

General Interface Name Wireless-Guest

Inventory VLAN Id 1128
Interfaces

Interface Groups

Multicast

Network Routes

-

Mobility Management
Ports

b NTP

» CDP

¥ IPv6

» mDNS

» Advanced

Step 4: In the IP Address box, enter the IP address you want to assign to the WLC interface. (Example:
192.168.28.5)

Step 5: Enter the Netmask. (Example: 255.255.252.0)

Step 6: In the Gateway box, enter the IP address of the firewall’s DMZ interface, defined in Procedure 2.
(Example: 192.168.28.1)
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Step 7: In the Primary DHCP Server box, enter the IP address of your organization’s DHCP server, and then
click Apply. (Example: 10.4.48.10)

Ccisco

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes

—

Internal DHCP Server

-

Mobility Management
Ports

k¥ NTP

» CDP

b IPVG

b Advanced

MONITOR ~ WLANS CONTROLLER ~WIRELESS SECURITY  MAN

Interfaces > Edit

General Information

Interface Name wireless-guest

MAC Address 88:43:e1:7e:11:cf

Configuration

Guest Lan

Quarantine

Quarantine Vlan 1d

Physical Information

The interface is attached to a LAG.

Enable Dynamic AP Management

Interface Address

VLAN Identifier 1128

1P Address 192.168.285 |
Netmask 255.255.252.0
Gateway 192.168.28.1

DHCP Information

Primary DHCP Server 10.4.48.10

Secondary DHCP Server

Access Control List

ACL Name none ~

Mote: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in foss of connectivity for
some clients.

ENT

figuration ~ Ping

Logout Refresh

COMMANDS HELP  FEEDBACK

< Back

Apply

Tech Tip

scopes.

To prevent DHCP from assigning addresses to wireless clients that conflict with the
WLC’s addresses, exclude the addresses you assign to the WLC interfaces from DHCP
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Configure the guest wireless LAN

Step 1: On the WLANSs page, in the list, choose Create New, and then click Go.

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cIsco MONITOR CONTROLLER ~ WIRELESS ~SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs Entries 1-20f 2
- WLANS Current Filter:  None [Change Filter] [Clear Filter] Create New = GS
WLANS
» Advanced
D WLAN Admin
D Type Profile Name WLAN SSID Status  Security Policies
M1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1)]
o2 WLAN Voice WLAN-Voice Enabled  [WPA2][Auth(802.1X)]

Step 2: Enter the Profile Name. (Example: Guest)

Step 3: In the SSID box, enter the guest WLAN name, and then click Apply. (Example: Guest)

Save Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANSs > New < Back Apply
v WLANS Type WL
WLANS
Profile Name Guest
» Advanced
SSID Guest
D I
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Step 4: On the General tab, in the Interface/Interface Group(G) list, choose the interface created in Procedure
5. (Example: wireless-guest)

nl|lnl|ln Save Configuration Ping  Logout Refresh
CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'Guest' < Back Apply
= PR General r Security T QoS T Advanced ]
WLANS
" Svanced Profile Name Guest
Type WLAN
SSID Guest
Status Enabled

Security Pol [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -
Interface/Interface “wireless-guest =
Group(G) wireless-guest =

Multicast Vlan Feature | Enabled

Broadoast 551D Enabled

Foot Notes

1 Web Policy cannot be used in combinstion with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

5 When client exclusion is enabled, a Timeout Value of zero means infinity (will require sdministrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is confiqured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and epen or AES security should be enabled to support higher 11n rates

7 Muiticast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Folicy is set to All"

9 Value zero implies there is no restriction on maximum clients aliowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-sssociated-clients feature is not supported with HREAP Local Authentication.

Step 5: Click the Security tab, and then on the Layer 2 tab, in the Layer 2 Security list, choose None.

alvaln Saye Configuration  Ping  Logout Refresh
CISCo MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Guest' < Back Apply
b pRERRE General ] Security [ QoS T Advanced ]
WLANS
» Advanced Layer 2 f Layer 3 T AAA Servers ]

Layer 2 Security 2 None -

[] 48MAC Filtering

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zere means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be ensbled to suppart higher 11n rates

7 Multicast Should Be Enabled For 1PV,

& Band Select is configurable only when Radio Policy is set to 'All"

9 Valus zero implies there is no restriction on maximum clients silowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required shouid be dissbled.

15 Max-associated-clients feature is not supported with HREAP Local Authentieation.
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Step 6: On the Layer 3 tab, select Web Policy, and then click OK.

CIsCo

WLANSs

A WLANSs
WLANS

» Advanced

Save Configuration ~ Ping  Logout Refresh
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit "Guest' < Back Apply

General ‘I Security I’FT Advanced ]

Layer 2 ] Layer 3 |' AAA Servers ]

Layer 3 Seeurity None =

Web Policy

Authentication

) passthrough

) Conditional web Redirect
) Splash Page Web Redirect
) On MAC Filter failurel2

Preauthentication ACL Nene ~

Over-ride Global Config || Enable

Foot Notes

1 Web Policy eannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication

3 When elient exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to support higher 11n rates

7 Multieast Should Be Enabled For IPVS.

& Band Select is configurable cnly when Radio Policy is set te 'All'

9 Vslue zero implies there is no restriction on maximum clients aliowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-associsted-ciients feature is not supported with HREAP Local Authentication.

Step 7: On the QoS tab, in the Quality of Service (QoS) list, choose Bronze (background), and then click Apply.

cisco

WLANs

- WLANs
WLANS

13 Advanced

Saye Configuration ~ Ping  Logout Refresh
MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK

WLANs > Edit Guest <Back | | Al |
General T Security ‘| Qos |' Advanced ]
Quality of Service (QoS) bronze (backaround)
wrM
WMM Policy allowed  +
7920 AP CAC [ Enabled
7920 Client CAC [ Enabled
Foot Notes

1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPses, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clisnts)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to suppart higher 11n rates

7 Multicast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Policy is set to 'All"

9 Value zere implies there is no restriction on maximum clients allowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

15 Max-sssocisted-ciients feature is not supported with HREAP Locsl Authentication.
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Step 8: On the General tab, to the right of Status, select Enabled, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Guest' < Back Apply
- WLANS General r Security T Qos T Advanced ]

WLANS
" 2ovnced Profile Name Guest
Type wLAN
SSID Guest
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -

Interface/Interface 7t
aroun(e) management =
Multicast Vlan Feature "] Enabled

Broadcast SSID Enabled

Foot Notes

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clisnts)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to suppart higher 11n rates

7 Multicast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Policy is set to 'All"

9 Value zere implies there is no restriction on maximum clients allowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

15 Max-sssocisted-ciients feature is not supported with HREAP Locsl Authentication.

Create the lobby admin user account

Typically, the lobby administrator is the first person to interact with your corporate guests. The lobby administrator
can create individual guest user accounts and passwords that last from one to several days, depending upon the
length of stay for each guest.

Step 1: In Management > Local Management Users, click New.

Step 2: Enter the username. (Example: Guest-Admin)

Step 3: Enter and confirm the password. (Example: C1sco123)

Step 4: In the User Access Mode list, choose LobbyAdmin, and then click Apply.

Save Configuration  Ping  Logout Refresh

CcISCo MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management Local Management Users > New < Back Apply
Summary User Name Guest-Admin
> SNMP password
HTTP-HTTPS Confirm Password
Telnet-SSH User Access Mode Lobbyadmin ~
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
¥ Software Activation

» Tech Support
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Create guest accounts

Now you can use the lobby administrator account to create usernames and passwords for partners, customers,
and anyone else who is not normally granted access to your network.

Step 1: Using a web browser, open the WLC’s web interface (for example, https://wlc-1.cisco.local/), and then
log in using your LobbyAdmin account with the username Guest-Admin and password C1sco123.

Step 2: From the Lobby Ambassador Guest Management page, click New.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List uc\-

User Name WLAN SSID Account Remaining Time Description

Step 3: Create a new username and password, or allow the system to create a password automatically by
selecting Generate Password.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List > New < Back Apply
User Name
Generate Password
Password

Confirm Password

Lifetime

Guest User Role [m] !: The generated password for this user is BiMCS Y

WLAN SSID Any WLAT
Description

Step 4: Click Apply. The new user name and password are created.

With a wireless client, you can now test connectivity to the guest WLAN. Without any security enabled, you
should receive an IP address, and after opening a web browser, you should be redirected to a web page to enter
a username and password for Internet access, which will be available to a guest user for 24 hours.
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Configuring Guest Wireless: Dedicated Guest Controller

—

Configure the DMZ switch

Configure the firewall DMZ interface
Configure Network Address Translation
Create network objects

Configure WLC security policy
Configure guest network security policy
Configure the DMZ WLC

Configure the time zone

Configure SNMP

© © N O O s WP

10.Limit which networks can manage the WLC
11. Configure management authentication

12. Create the guest wireless LAN interface
13.Configure the guest wireless LAN
14.Configure mobility groups

15.Create the lobby admin user account

16.Configure the internal WLCs for a guest

17. Create guest accounts

Procedure 1 Configure the DMZ switch

The VLANSs used in the following configuration examples are:
- Guest Wireless—VLAN 1128, IP: 192.168.28.0/22
- Wireless management—=VLAN 1119, IP 192.168.19.0/24

Step 1: On the DMZ switch, create the wireless VLANS.

vlan 1119
name WLAN Mgmt
vlan 1128

name Guest Wireless
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Step 2: Configure the interfaces that connect to the Internet firewalls as trunk ports and add the wireless VLANS.

interface GigabitEthernetl/0/24

description IE-ASA5545a Gig0/1

!

interface GigabitEthernet2/0/24

description IE-ASA5545b Gig0/1

!

interface range GigabitEthernetl/0/24, GigabitEthernet2/0/24
switchport trunk encapsulation dotlg
switchport trunk allowed vlan add 1119, 1128
switchport mode trunk

macro apply EgressQoS

logging event link-status

logging event trunk-status

no shutdown

Step 3: This deployment uses Layer 2 EtherChannels in order to connect the WLCs to the DMZ switch. Connect
the WLC EtherChannel uplinks to separate devices in the DMZ stack.

On the DMZ switch, the physical interfaces that are members of a Layer 2 EtherChannel are configured

prior to configuring the logical port-channel interface. Doing the configuration in this order allows for minimal
configuration because most of the commands entered to a port-channel interface are copied to its members’
interfaces and do not require manual replication.

Configure two or more physical interfaces to be members of the EtherChannel. It is best if they are added in
multiples of two.
Interface range GigabitEthernetl/0/13, GigabitEthernet2/0/13
description DMZ-WLC-Guest-1
!
Interface range GigabitEthernet 1/0/14,GigabitEthernet 2/0/14
description DMZ-WLC-Guest-2
!
interface range GigabitEthernet 1/0/13, GigabitEthernet 2/0/13
channel-group 12 mode on
macro apply EgressQoS
logging event link-status
logging event trunk-status
logging event bundle-status
interface range GigabitEthernet 1/0/14, GigabitEthernet 2/0/14
channel-group 13 mode on
macro apply EgressQoS
logging event link-status
logging event trunk-status

logging event bundle-status
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Step 4: Configure trunks.

An 802.1Q trunk is used for the connection to the WLC, which allows the firewall to provide the Layer 3 services
to all the VLANSs defined on the access layer switch. The VLANSs allowed on the trunk are reduced to only the
VLANS that are active on the WLC.

interface Port-channell2

description DMZ-WLC-Guest-1

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 1119,1128

switchport mode trunk

logging event link-status

no shutdown

interface Port-channell3

description DMZ-WLC-Guest-2

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1119,1128
switchport mode trunk

logging event link-status

no shutdown

Configure the firewall DMZ interface

Typically, the firewall DMZ is a portion of the network where traffic to and from other parts of the network is
tightly restricted. Organizations place network services in a DMZ for exposure to the Internet; these services are
typically not allowed to initiate connections to the inside network, except for specific circumstances.

The various DMZ networks are connected to Cisco ASA on the appliances’ Gigabit Ethernet interface via a
VLAN trunk. The IP address assigned to the VLAN interface on the appliance is the default gateway for that DMZ
subnet. The DMZ switch’s VLAN interface does not have an IP address assigned for the DMZ VLAN.

Table 8 - Cisco ASA DMZ interface information

Interface Label IP Address & Netmask VLAN Security Level Name
GigabitEthernet0/1.1119 192.168.19.1/24 1119 50 dmz-wic
GigabitEthernet0/1.1128 192.168.28.1/22 1128 10 dmz-guests

Step 1: Login to the Internet Edge firewall using Cisco ASDM.

Step 2: Navigate to Configuration > Device Setup > Interfaces, and then click the interface that is connected to
the DMZ switch. (Example: GigabitEthernet0/1)

Step 3: Click Edit.
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Step 4: Select Enable Interface, and then click OK.

Edit Interface

;Genera|§| Advanced | IPV6|

Hardware Port:  GigabitEthernetof1 l Configure Hardware Properties. ..

Interface Mame:
Security Level:

[7] Dedicate this interface ta management only

Channel Group:
Enable Interface

IP Address

(@ Use Skakic IP () Obkain Address via DHCP () Use PPPoE

1P Address:

Subnet Mask: |255.0.0.0 -

Description:

Ok H Cancel ][ Help

Step 5: On the Interface pane, click Add > Interface.

Step 6: In the Hardware Port list, choose the interface configured in Step 2. (Example: GigabitEthernet0/1)
Step 7: In the VLAN ID box, enter the VLAN number for the DMZ VLAN. (Example: 1119)

Step 8: In the Subinterface ID box, enter the VLAN number for the DMZ VLAN. (Example: 1119)

Step 9: Enter an Interface Name. (Example: dmz-wlc)

Step 10: In the Security Level box, enter a value of 50.

Step 11: Enter the interface IP Address. (Example: 192.168.19.1)



Step 12: Enter the interface Subnet Mask, and then click OK. (Example: 255.255.255.0)

Edit Interface @

General | advanced | IPve

Hardware Port:  GigabitEthernetnf1.1119
VLAM I0: 1119
Subinkerface ID: 1119

Interface Mamne: |drnz-wic

Security Level: |50

[7] Dedicate this interface ko management only
Channel Group:

Enable Inkerface

IP Address

(@ Use Skakic IP () Obtain Address via DHCP (7 Use PPPoE

IP Address:  [192.168.19.1

Subnet Mask: |255.255.255.0 -

Description: WLC DMZ Trunk to DMZ Swikch

Ok, H Cancel ][ Help

Step 13: Navigate to Configuration > Device Management > High Availability and Scalability > Failover.

Step 14: On the Interfaces tab, in the Standby IP address column, enter the IP address of the standby unit for
the interface you just created. (Example: 192.168.19.2)



Step 15: Select Monitored, and then click Apply.

Configuration = Device Management > High Availability and Scalability > Failover

- Interfaces | crieria | MaC Addresses

key after editing an address.

Define interface standby IP addresses and monitaring status. Double-click on a standby address or click on a monitoring checkbox to edit it. Press the Tab ar Enter

Interface Name

~-(GigabitEthernet0y0, 300
[=)-GigabitEthernet0f1.1116

~-GigabitEthernetdf1, 1117
- GigabitEthernet0f1.1116

GigabitEthernet0fl,1119
~-GigabitEthernetdf1, 1123

Hame Active [P Address g:_";?:ig‘nagsg
insice B} 1042430 255255255224 [B) 10.4.24.20
dmz-web ) 192.168.16.1 255.255.255.0
=) zo01:dbe:... 64
dmz-email B, 192.168.17.1 295,255,250

dmz-dmvpn

=} 192,168,15.1 255.255.255.0

dmz-management

Standby IP Address Monitored

B 192,168.16.2
5 zo01:dba ...
B 192.168.17.2
B 192,168.18.2
£ 192.168.19.2

B 192.168.23.2

= !HHHH! EE

Step 16: At the bottom of the window, click Apply. This saves the configuration.

~-GigabitEthernet0f1.1126  dmz-guests ﬂ 192.1658.25.1 255.255.252.0 a 192.168.28.2

[=)-GigabitEthernet0f3, 16 outside-16 ﬂ 172.16.13.,. 255.255.255.0 E}, 172.16.130....

) z001:dba:,., 64 B zo01idbgianz

- GigabitEthernet0f3.17 outside-17 ﬂ 172.17.13... 255.255.255.0 a 172.17.130....
Management0f0 IPS-mgmt

Step 17: Repeat Step 5 through Step 12 for the dmz-guests interface.

Configure Network Address Translation

The DMZ network uses private network (RFC 1918) addressing that is not Internet-routable, so the firewall must

translate the DMZ address of the guest clients to an outside public address.

Step 1: Navigate to Configuration > Firewall > Objects > Network Objects/Groups.

Step 2: Click Add > Network Object.

Step 3: In the Add Network Object dialog box, in the Name box, enter a description for the guest network.

(Example: dmz-guests-network-ISPa)

Step 4: In the Type list, choose Network.

Step 5:
Step 6:
Step 7:
Step 8:

Step 9:

Deployment Details

In the IP Address box, enter the guest DMZ network address. (Example: 192.168.28.0)
Enter the guest DMZ netmask. (Example: 255.255.252.0)
Click the two down arrows. The NAT pane expands.
Select Add Automatic Address Translation Rules.

In the Type list, choose Dynamic PAT (Hide).
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Step 10: In the Translated Addr list, choose the interface name for the primary Internet connection. (Example:
outside-16)

F2j Add Network Object (23w
harme: dmz-guest-network-I15Pa
Type: :Netwu:urk -
IP Wersion: @ IPvd () IPve
IP Address: 192.165.28.0
Metrmask: 255.255.252.0 -
Descripkion: DMZ outside PAT address For [SPa

MAT 2

Add Automatic Address Translation Rules
Tvpe: :D\,.fnamic PAT (Hide)
Translated Addr: |outside-16 B
Ise one-to-one address translakion
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translake TCP and IUDP ports inko Flak range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest inkf): | IPS-mgmk

[] Use IPw For interface PAT

[ I H Cancel H Help

Step 11: Click Advanced.



Step 12: In the Destination Interface list, choose the interface name for the primary Internet connection, and
then click OK. (Example: outside-16)

- =

[} Advanced MAT Settings ==

[] Translate DMS replies For rule

Intetrface
Source Interface: - Ay -- -
Destination Interface:  outside-16 -

K H Zancel ][ Help

Step 13: In the Add Network Object dialog box, click OK.

Create network objects

Step 1: Navigate to Configuration > Firewall > Objects > Network Objects/Groups.

First, add a network object for the every internal WLC in your organization.
Step 2: Click Add > Network Object.

Step 3: On the Add Network Object dialog box, in the Name box, enter a description of the WLC. (Examples:
internal-wlc-5508, internal-wlc-flex-7500)

Step 4: In the Type list, choose Host.

Step 5: In the IP Address box, enter the WLC’s management interface IP address, and then click OK. (Example:
10.4.46.64, 10.4.46.68)

[ Edit Network Object (223w
Marnme: inkernal-wlc-5508
Type: :chst v:
IF Wersion: @ IPvd () IPvE
IP Address: 10.4 46,64
Description: Internal 5508 WLC
MAT ¥
(0] 4 ] [ Cancel l [ Help




Step 6: Repeat Step 2 through Step 5 for every WLC inside your organization.

.,

[ Edit Network Object (23w
Marmne: internal-wlc-flex-7500
Tvpe: iHu:nst -
IF Wersion: @ IPvd () IPve
IP Address: 10.4.46.68
Descripkion: Internal FlexCannect 7500 WO
NAT ¥
(ol ] [ Cancel l [ Help

Next, to simplify security policy configuration, you create a network object group that contains every WLC inside
your organization.

Step 7: Click Add > Network Object Group.

Step 8: In the Add Network Object Group dialog box, in the Group Name box, enter a name for the group.
(Example: internal-wlc-group)

Step 9: In the Existing Network Objects/Groups pane, select every internal WLC, click Add, and then click OK.

[ Add Network Object Group ==

Group Name: internal-wic-group

Description: | Internal wireless LAN Controllers

(@ Existing Metwork ObjectsiGroups: Members in Group:
Name ot P Address Ntmask Mame 1P Address MetmaskPrefiz Len
o 8 dimz-dwpr2 192.168.18.11 o = inkernal-wlc-Flex-7500 10.4.46,68
B dmz-guest-netwark-15Ra 192.168.28.0 255,255,252.0 1 intel
ﬂ dmz-ipv6-natpaol 192.168.16.32-192....
ﬂ dmz-networks 192.168.16.0 255.255.248.0
5B dmz-web-net-ve 2001 dbdai a4

® dmz-webserver-ISPa 182.168.16.100

- ) dmz-webserver-ispa-vs  192.168.16,111

- B dmz-webserver-ISFb  192.168.16,100

- mfh internal-network 10.4.0.0 255.254.0.0
B internal-network-IsPa  10.4.0,0 255.254.0.0
w8 internal-network-IsPb  10.4.0,0 255.254.0.0

- B outside-dmvpn-IsPa  172.16,130,1 3

- B outside-drvpn-ISPh 172.17.130.1

=B outside-TPve-all ]
=) outside-webserver-1sPa 172.16.130.100 1]
= outside-webserver-15Pb 172,17,130,100 -
N T — r
7) Create new Network Object member:

Name: (optional)

Type: Host =

IP Version: @ IPvd () IPv6

IP Address:

< 0 v

oK ][ Cancel ][ Help ]




Next, you create a network object group that contains the private DMZ address of every WLC in the DMZ.
(Example: 192.168.19.54)

Step 10: Click Add > Network Object Group.

Step 11: In the Add Network Object Group dialog box, in the Group Name box, enter a name for the group.
(Example: dmz-wlc-group)

Edit Network Object Group ==

Group Hame: dmz-wic-group

Description:  |wireless LAN Controllers in the DMZ |

@ Existing Network Objects/Groups: Members in Group:

T ot Ip Address Netrask Mame 1P Address MetmaskPrefix Len
188 drz-wlc-network 192.168.13.0 255.255.255.0 - = &
28 inside-netwark 10.4.24.0 255.255.255.224 =}
88 outside-16-netwark. 172,16,130.0 255.255.255.0 =] Z

(@ outside-16-networks  2001:db@:a:: 64

o outside-17-network  172,17.130.0 255.255.255.0

B} dmz-dmvprr-1 192.168.18.10

= dmz-drvpr-2 192,168.18.11

8 dmz-guest-network-1sPa 192.168.26.0 255.255.252.0

@8 dmz-ipvé-natpoal 192.168.16.32-192.... =

& dmz-networks 192,168.16.0 255.255.248.0

8 drmz-webnet-ve 2001 :db8:ai1:: [

B dmz-webserver-ISPa 192,168,16.100

) dmz-webserver-ispavs  192,168.16.111 FYRESS

= dmz-webserver-1sPb 192.168.16.100

8 internalnetwork 10.4.0.0 255.254.0.0

38 internalnetwork-SPa 10.4.0.0 255.254.0.0
38 internal-network-ISPb 10.4.0.0 255.254.0.0 il
< T [ - 7 3
(%) Create new Network Object member:
Name: {optianal) | |
Type: | Host -
1P ersion; @ P () IPvE
IP Address: | ]
< 0 v
oK ] [ Cancel ] [ Help ]

Step 12: In the Existing Network Objects/Groups pane, choose the primary WLC, and then click Add. (Example:
192.168.19.54). If you are using the 5508 as the anchor controller, only the IP address of the primary WLC needs
to be configured because this WLC model supports AP-SSO and the redundant pair uses a single IP address.

Step 13: If using a 2504 as a guest anchor controller, both the primary and resilient WLC IP addresses are
necessary because this WLC does not support AP-SSO. In the Existing Network Objects/Groups pane, choose
the resilient WLC, click Add, and then click OK. (Example: 192.168.19.56 ). You will also add the IP address of the
secondary WLC’s (Example: 192.168.19.57)

When in standby mode and using AP-SSO, the resilient Wireless LAN Controller uses the redundancy port to
communicate with the NTP server. Since either of the WLCs in AP-SSO mode could be in standby, we need to
create a network object that is used to identify each of the redundancy ports.

Step 14: Create a Network Object for each of the WLCs in the DMZ (Example: 192.168.19.54) by clicking Add >
Network Object.

Step 15: In the Add Network Object dialog box, in the Name box, enter a description of the WLC. (Example:
dmz-wlc-primary-5508-RP)

Step 16: In the Type list, choose Host.
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Step 17: In the IP Address box, enter the primary WLC’s redundancy-port interface IP address, and then click
OK. (Example: 192.168.19.154)

Marne: Hrnz-wlc-primary-5508-RP

Type: [Hu:ust

IP Wersion: @ IPvd () IPve

IF address: |192.168.19.154

Descripkion: |F‘rimary WLC Redundancy Port

Step 18: Repeat the steps in Procedure 4for the resilient controller’s redundancy port. (Example 192.168.19.155)

Mame: | dmz-wlc-resilient-5508-RP

Tvpe: [Host

IP Yersion: @ IPvyd () IPvG

IF address: |192.168.19.155

Descripkion: |Resilient WL Redundancy Port

i o] i Cancel HeIE
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Step 19: Create a Network Object Group to group the two redundancy ports on the WLCs.

[} Add Network Object Group ==

aroup Name: | dmz-wlc-RP-group |

Descriptian: | DMZ Wireless LA Cantrollers Redundancy Port Group, |

@ Existing Network Objects/Groups: Members in Group:
Name ot P address Netmask Marme: 1P Address MetmaskPrefix Leni
s oLtside-16-network 172.16.130.0 255,755.255.0 - = 17 =
- o outside-16-netwarké  2001:db&an 64 = =
- o oltside-17-netwark 172,17,130.0 255,255,255.0
=) dmz-dmvprr-1 182.168.18.10
= dmz-dmvpr-2 182.168.18.11
- b dmz-guest-network-ISPs 192.168.28.0 255,255.252.0
- s dmz-ipve-niatpool 192.168.16,32-192....
- b dmz-networks 192.168.16.0 255.255.248.0 |2
5B dmz-web-net-ve 2001 dbda a4

® dmz-webserver-IsPa 192.168.16.100
= dmz-webserver-ispavs  192.168.16.111
- B dmz-webserver-ISFb  192.168.16,100

- B dmz-wic-2504-1 192,168,19.56 add =
- B dmz-wlc-2504-2 192.168,19.57
=) dmz-wlc-5508 192,168.19.54

= internal-aaa
- B internal-dhep
< m 3

() Create new Metwork Object member:

Mame: (optional) | J

Type: Host -
1P version; @ IPvé () TPV
1P Address: | ]
4 n 3
oK ] [ Cancel ] [ Help ]

Step 20: In the Add Network Object Group dialog box, click OK.

Configure WLC security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other networks.

e N S = S

Next, you insert a new rule above the rule you selected that enables the WLCs in the DMZ to communicate with
the AAA server in the data center for management and user authentication.

Step 3: Click Add > Insert.
Step 4: In the Insert Access Rule dialog box, in the Interface list, choose Any.
Step 5: To the right of Action, select Permit.

Step 6: In the Source list, choose the network object group created in Step 8, “Create network objects.”
(Example: wlc-group)

Step 7: In the Destination list, choose the network object for the Cisco Secure ACS server with AAA services.
(Example: internal-aaa)
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Step 8: In the Service list, enter tcp/tacacs, udp/1812, udp/1813, and then click OK.

Interface:

Source Criteria

More Options

[Z) Add Access Rule

= Ary - =

Action: @) Permit () Deny

(5]

Source: driz-wlc-group E]
User: E]
Security Group: E]
Destination Criteria

Destination: inkernal-aaa E]
Security Group: E]
Service; tepjtacacs, udpf181Z2, udp/1513 E]

Allowy DMZ based WLC's to communicate with the AAAJACS Server on the internal network.|

Description:

Enahble Logging

Logging Level: :Default -

<

OK

][ Cancel ][

Help

Next, you must allow the WLCs in the DMZ to synchronize their time with the NTP server in the data center.

Step 9: Click Add > Insert.

Step 10: In the Internet Access Rule dialog box, in the Interface list, choose Any.

Step 11: To the right of Action, select Permit.

Step 12: In the Source list, choose the network object group created in Step 11 of Step 13, “Create network
objects.” (Example: dmz-wlc-group)

Step 13: In the Destination list, choose the network object for the NTP server. (Example: internal-ntp)



Step 14: In the Service list, enter udp/ntp, and then click OK.

@Edit.ﬂ\ccess Rule @

Interface: -- Any --

Action: @) E () Deny

Source Criteria

Source: dmz-wlc-group

User:

B E]) &)

Security Group:

Destination Criteria

Destination: inkernal-ntp E]
Security Group: E]

Service: udp/ntp E]

Allow WLC's bo communicate with the MTP server locate din the data center,
Descripkion:

Enable Logging

Logging Level: DieFault -

<%

More Options

O H Cancel ][ Help

Next, you allow the WLCs in the DMZ to be able to download new software via FTP.
Step 15: Click Add > Insert.
Step 16: In the Internet Access Rule dialog box, in the Interface list, choose Any.

Step 17: To the right of Action, select Permit.

Step 18: In the Source list, choose the network object group created in Step 11 of Step 13, “Create network

objects.” (Example: dmz-wlc-group)



Step 19: In the Service list, enter tep/ftp, tcp/ftp-data, and then click OK.

[2) Add Access Rule (=

Interface: - Any - -

Action: @) Permit () Deny

Source Criteria

Source: driz-wlc-group E]

User: E]

Security Group: E]

Destination Criteria

Destination: any E]

Security Group: E]

Service; tepjftp, topfftp-data E]
Allowy the WLC's to communicate with ary FTP server,

Description:

Enahble Logging

Logging Level: :Default -

<

More Options

[ OF J[ Cancel ][ Help

Next, you enable the DMZ guest WLC to communicate with the WLCs inside the organization.
Step 20: Click Add > Insert.
Step 21: In the Interface list, choose Any.

Step 22: In the Source list, choose the network object group created in Step 11 of Step 13, “Create network
objects.” (Example: dmz-wlc-group)

Step 23: In the Destination list, choose the network object group created in Step 8 of Step 13, “Create network
objects.” (Example: internal-wlc-group)



Step 24: In the Service list, enter udp/16666, udp/5246, udp/5247, 97, and then click OK.

[2) Add Access Rule (=

Interface: - Any - -

Action: @) Permit () Deny

Source Criteria

Source: driz-wlc-group E]
User: E]
Security Group: E]
Destination Criteria

Destination: inkernal-wlc-group E]
Security Group: E]
Service; udp/ 16666, udp/S246, udpiS247, 97 E]

Allow DMZ based WLC's bo communicate with the internal WLC's

Description:

Enahble Logging

Logging Level: :Default -

More Options

<

OF ][ Cancel ][ Help

Next, you enable the guest WLC to communicate with the DHCP server inside your organization.
Step 25: Click Add > Insert.
Step 26: In the Interface list, choose Any.

Step 27: In the Source list, choose the network object group created in Step 11 of Step 13, “Create network
objects.” (Example: dmz-wlc-group)

Step 28: In the Destination list, choose the network object group for the internal DHCP server. (Example:
internal-dhcp)



Step 29: In the Service list, enter udp/bootps, click OK, and then click Apply.

@Edit.ﬂ\ccess Rule

Interface: -- Any --

Action: @) Permit () Deny

Source Criteria

Source: dmz-wlc-group E]
User: E]
Security Group: E]
Destination Criteria

Destination: inkernal-dhcp E]
Security Group: E]
Service: udp/bootps E]

Allowe DMZ WLC's to obtain IP address via internal DHCP server

Descripkion:

Enable Logging

Logging Level: :Default -

<%

More Options

Ok H Cancel ][ Help ]

Finally, enable the guest WLC configured for AP-SSO (5500 series) in order to communicate with the internal
NTP server using its redundancy port.

Step 30: Click Add > Insert.
Step 31: In the Interface list, choose Any.

Step 32: In the Source list, choose network group that was created for the WLC RP ports (Example:
dmz-wlc-RP-group)

Step 33: In the Destination list, choose the network object group for the internal NTP server. (Example:
internal-ntp)



Step 34: In the Service list, enter udp/ntp, click OK, and then click Apply.

Edit.ﬂ\ccess Rule E
Interface: -- Any --

Action: @) Permit () Deny

Source Criteria

Source: | dmnz-wilc-RP-group E]|
User: | E]|
Security Group: | E]l

Destination Criteria

Destination: |internal-ntp E]|
Security Group: | E]|
Service: |ud|3,|'nt|3 E]l
Allowe Standbey AP-550 WLC's bo communicate to internal NTP server using RP Port
Descripkion:
Enable Logging

Logging Level: | Defaul: -

More Options

<%

[ O H Cancel ][ Help

Configure guest network security policy

Step 1: Navigate to Configuration > Firewall > Access Rules.

Step 2: Click the rule that denies traffic from the DMZ toward other networks.
[ 24 1 F] ot dnznetworks I N T T

First, you configure an access rule in the firewall in order to enable the guest wireless users to communicate with
the internal DNS and DHCP servers in the data center.

Step 3: Click Add > Insert.
Step 4: In the Interface list, choose Any.

Step 5: In the Source list, select the network object automatically created for the guest DMZ. (Example:
dmz-guests-network/22)

Step 6: In the Destination list, choose the network object for the DNS server. (Example: internal-dns)
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Step 7: In the Service list, enter udp/domain, tcp/domain, and then click OK.

@ Insert Access Rule
Interface: - Any - -
Action: @) Permit () Deny
Source Criteria
Source: driz-guests-network22
User:

Security Group:

Destination Criteria

Diestination: internal-drs|
Security Group:

Service; udp/domain, kcp/domain

B &) E]

B &) E]

(5]

Description:

Allow Guest Wireless users to resolve DNS names,

Enahble Logging

Logging Level: Default -

More Options

OK

] [ Cancel

J

Help

<

Step 8: Click Add > Insert.

Step 9: In the Interface list, choose Any.

Step 10: In the Source list, choose the network object automatically created for the guest DMZ. (Example:

dmz-guests-network/22)

Step 11: In the Destination list, choose the network object for the DHCP server. (Example: internal-dhcp)



Step 12: In the Service list, enter udp/bootps, and then click OK.

@ Insert Access Rule

Interface: - Any -

Action: @) Permit () Deny

Source Criteria

Source: driz-guests-network22 E]
User: E]
Security Group: E]
Destination Criteria

Destination: internal-dhep E]
Security Group: E]
Service; udp/bootps E]

Description:

Allowy wireless guest users to obtain an IP address From the internal DHCP server|

Enahble Logging

More Options

Logging Level: Default -

OK

] [ Cancel

J

Help

<

Next, you enable the guests to communicate with the web servers in the DMZ.
Step 13: Click Add > Insert.

Step 14: In the Interface list, choose Any.

Step 15: In the Source list, choose the network object automatically created for the guest DMZ. (Example:

dmz-guests-network/22)

Step 16: In the Destination list, choose the network object automatically created for the web DMZ. (Example:

dmz-web-network/24)



Step 17: In the Service list, enter tcp/http, tcp/https, and then click OK.

@ Insert Access Rule
Interface: :—— Any - -
Action: @) Permit () Deny

Source Criteria
Source: driz-guests-network22

User:

Security Group:

Destination Criteria

B &) E]

(5]

More Options

Destination: drnz-web-network)24 E]
Security Group: E]
Service; tepfhtkp, bopfhttps E]
All wireless guest users access to DMZ based webservers, possibly for walled garden access
Description:
Enahble Logging
Logging Level: :Default -

OK

] [ Cancel

J

Help

<

Next, you remove the guests’ ability communicate with other internal and DMZ devices.

Step 18: Click Add > Insert.

Step 19: In the Interface list, choose Any.

Step 20: To the right of Action, select Deny.

Step 21: In the Source list, choose the network object automatically created for the guest DMZ. (Example:

dmz-guests-network/22)



Step 22: In the Destination list, choose the network objects for the internal and DMZ networks, and then click

OK. (Example: internal-network, dmz-networks)

@ Edit Access Rule
Interface: - Any -
Action: () Permit @) Deny
Source Criteria
Source: dmz-guests-networkf22

User:

o=

Security Group:

Destination Criteria

Destination: dmz-networks, internal-network E]
Security Group: E]

Service: ip E]

(==l

Denvy trafFic from the wireless guest network to the internal and dmz resources
Descripkion:

Enable Logging

Logging Level: :DeFauIt -

More Options

[ K ][ Cancel ][ Help ]

“®

Next, you enable the guests to communicate with the Internet.

Step 23: Click Add > Insert.

Step 24: In the Interface list, choose Any.

Step 25: In the Source list, choose the network object automatically created for the guest DMZ, click OK, and

then click Apply. (Example: dmz-guests-network/22)

@ Insert Access Rule
Interface: — Any -- -
Action: @) Permit  (7) Deny
Source Criteria
Source: dmz-guests-networkf22

User:

o=

Security Group:

Destination Criteria

Destination: any
Security Group:

Service: ip

)

=)

Allow Wireless DMZ users access ko the internet
Diescripkion:

Enable Logaing

Logging Level: :DeFauIt -

More Options

[ OF ][ Cancel ][ Help




Configure the DMZ WLC

Configure the DMZ wireless LAN controller by using the following values.

Table 9 - Cisco DMZ wireless controller parameters checklist

CVD values
CVD values resilient controller not
Parameter primary controller | using AP SSO Site-specific values
Controller parameters
Switch interface number | 1/0/13, 2/0/13 1/0/14, 2/0/14
VLAN number 1119 1119
Time zone PST-80 PST-80
IP address 192.168.19.54/24 192.168.19.55/24
Default gateway 192.168.19.1 192.168.19.1
Redundant management | 192.168.19.154 192.168.19.155
IP address (AP SSO)
Redundancy port Dedicated Ethernet Dedicated Ethernet cable
connectivity (AP SSO) cable
Hostname DMZ-WLC-Guest-1 DMZ-WLC-Guest-2?
Local administra- admin/C1sco123 admin/C1sco123
tor username and
password
Mobility group name GUEST GUEST
RADIUS server IP 10.4.48.15 10.4.48.15
address
RADIUS shared key SecretKey SecretKey
Management network 10.4.48.0/24 10.4.48.0/24
(optional)
TACACS server IP 10.4.48.15 10.4.48.15
address (optional)
TACACS shared key SecretKey SecretKey
(optional)
Wireless data network parameters
SSID Wireless-Guest Wireless-Guest
VLAN number 1128 1128
Default gateway 192.168.28.1 192.168.28.1
Controller interface IP 192.168.28.5 192.168.28.6'
address
Notes:

1. If you're using AP SSO high availability, the IP address of the resilient WLC not required, as the
secondary controller’s management interface is offline until the primary fails. During this time, the IP
address of the RP (Example: 192.168.19.155) is used for outbound communication to the NTP server and
to monitor the status of its default gateway.

2. If using AP SSO, the resilient standby controller does not have a unique hostname, as it inherits the
continuation of its paired primary WLC.
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After the WLC is physically installed and powered up, you will see the following on the console:

Welcome to the Cisco Wizard Configuration Tool

Use the '‘-' character to backup

Step 1: Terminate the autoinstall process.

Would you like to terminate autoinstall? [yes]: YES

Step 2: Enter a system name. (Example: GUEST-1)
System Name [Cisco 7e:8e:43] (31 characters max): DMZ-WLC-Guest

Step 3: Enter an administrator username and password.

Tech Tip

Use at least three of the following four classes in the password: lowercase letters,
uppercase letters, digits, or special characters.

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****

Re-enter Administrative Password : **x*x**

Step 4: Use DHCP for the service port interface address.

Service Interface IP address Configuration [none] [DHCP]: DHCP

Step 5: Enable the management interface. If you are deploying a Cisco 5500 or 2500 Series Wireless LAN
Controller, configure at least two interfaces as an EtherChannel trunk.

Enable Link Aggregation (LAG) [yes][NO]: YES

Management Interface IP Address: 192.168.19.54

Management Interface Netmask: 255.255.255.0

Management interface Default Router: 192.168.19.1
Management Interface VLAN Identifier (0 = untagged): 1119

Step 6: Enter the default DHCP server for clients. (Example: 10.4.48.10)
Management Interface DHCP Server IP Address: 10.4.48.10

Step 7: If you are deploying a Cisco 5500 Series Wireless LAN Controller and you want to enable AP SSO,
enable high availability.

Enable HA [yes] [NO]: YES
Configure HA Unit [Primary][secondary]: < Primary or Secondary>
Redundancy Management IP Address: 192.168.19.154

Peer Redundancy Management IP Address: 192.168.19.155

Step 8: The virtual interface is used by the WLC for mobility DHCP relay and intercontroller communication. Enter
an IP address that is not used in your organization’s network. (Example: 192.0.2.1)

Virtual Gateway IP Address: 192.0.2.1
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Step 9: If configuring a Cisco 2500 Series WLC, enter the multicast IP address for communication of multicast
traffic by using the multicast-multicast method. This WLC does not support multicast using the multicast-unicast
method.

Multicast IP Address: 239.40.40.40

Step 10: Enter a name for the default mobility and RF group. (Example: GUEST)
Mobility/RF Group Name: GUEST

Step 11: Enter an SSID for the WLAN that supports data traffic. You will be able to leverage this later in the
deployment process.

Network Name (SSID): Guest
Configure DHCP Bridging Mode [yes][NO]: NO

Step 12: Enable DHCP snooping.
Allow Static IP Addresses [YES][no]: NO

Step 13: Do not configure the RADIUS server now. You will configure the RADIUS server later by using the GUI.
Configure a RADIUS Server now? [YES][no]: NO

Step 14: Enter the correct country code for the country where you are deploying the WLC.

Enter Country Code list (enter ‘help’ for a list of countries) [US]: US

Step 15: Enable all wireless networks.

Enable 802.11b network [YES][no]: YES
Enable 802.11la network [YES] [no]: YES
Enable 802.11g network [YES][no]: YES

Step 16: Enable the RRM auto-RF feature. This helps you keep your network up and operational.
Enable Auto-RF [YES] [no]: YES

Step 17: Synchronize the WLC clock to your organization’s NTP server.
Configure a NTP server now? [YES] [no]:YES
Enter the NTP server’s IP address: 10.4.48.17
Enter a polling interval between 3600 and 604800 secs: 86400

Step 18: Save the configuration. If you enter NO, the system restarts without saving the configuration, and you
have to complete this procedure again.
Configuration correct? If yes, system will save it and reset. [yes][NO]: YES
Configuration saved!

Resetting system with new configuration

Step 19: After the WLC has reset, log in to the Cisco Wireless LAN Controller Administration page by using the
credentials defined in Step 3. (Example: https://dmz-wlc-guest.cisco.local/)
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Configure the time zone

Step 1: Navigate to Commands > Set Time.
Step 2: In the Location list, choose the time zone that corresponds to the location of the WLC.

Step 3: Click Set Timezone.

Y Cenfiguration Pin Logout Refresh
alvaln 9 Bing  Logout X

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COM S HELP FEEDBACK

Commands Set Time Set Date and Time | Set

Download File

upload File Current Time Tue May 31 11:07:38 2011
Reboot Date
Config Boot
Month May -
b Scheduled Reboot —
Day 31w
Reset to Factory —
Default Year 2011
Set Time
Login Banner Time
Hour 11 -
Minutes 7
Seconds 38
Timezone
peta bos | mine 5|
Location? (GMT -8:00) Pacific Time (US and Canada) -
Foot Notes

1. Automatically sets daylight savings time where used.

Configure SNMP

Step 1: In Management > SNMP > Communities, click New.

Step 2: Enter the Community Name. (Example: cisco)
Step 3: Enter the IP Address. (Example: 10.4.48.0)
Step 4: Enter the IP Mask. (Example: 255.255.255.0)

Step 5: In the Status list, choose Enable, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

CcIsco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management SNMP v1 / v2¢ Community > New < Back Apply

Summary Community Name  cisco
AP SHHE IP Address 10.4.48.0

General

SNMP V3 Users 1P Mask 255.255.255.0

Communities Access Mode Read Only =

Trap Receivers

Trap Controls Status Enable -

Trap Logs

HTTP-HTTPS

Telnet-SSH

Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support
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Step 6: In Management > SNMP > Communities, click New.
Step 7: Enter the Community Name. (Example: cisco123)
Step 8: Enter the IP Address. (Example: 10.4.48.0)

Step 9: Enter the IP Mask. (Example: 255.255.255.0)

Step 10: In the Access Mode list, choose Read/Write.

Step 11: In the Status list, choose Enable, and then click Apply.

Saye Configuration  Ping  Logout Refresh

cIsco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2¢c Community > New < Back Apply
e Community Name ciscol23
S SHHE IP Address 10.4.48.0
General
SNMP V3 Users IP Mask 255.255.255.0
(CEBISIETS Access Mode Read/Write v

Trap Receivers
Trap Controls
Trap Logs

Status Enable =

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
» Software Activation

» Tech Support

Step 12: Navigate to Management > SNMP > Communities.

Point to the blue box for the public community, and then click Remove.
Step 13: On the “Are you sure you want to delete?” message, click OK.

Step 14: Repeat Step 12 and Step 13 for the private community.

Save Configuration = Ping ~ Logout Refresh

CISco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2¢ Community L _|
Summary
- =TT Community Name IP Address IP Mask AccessMode  Status
General disco 10.4.48.0 255.255.255.0  Read-Only Enable -]
ETPE = disco123 10.4.48.0 255.255.255.0  Read-Write Enable -]

Communities
Trap Receivers
Trap Contrals
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
» Software Activation

b Tech Support

Deployment Details August 2013



T[T Limit which networks can manage the WLC

(Optional)

In networks where network operational support is centralized, you can increase network security by using an
access control list in order to limit the networks that can access your controller. In this example, only devices on
the 10.4.48.0/24 network are able to access the device via SSH or SNMP.

Step 1: In Security > Access Control Lists > Access Control Lists, click New.
Step 2: Enter an access control list name, and then click Apply.
Step 3: In the list, choose the name of the access control list you just created, and then click Add New Rule.

Step 4: In the window, enter the following configuration details, and then click Apply.
Sequence—1
Source—10.4.48.0 |/ 255.255.255.0
Destination—Any
Protocol-TCP
Destination Port=HTTPS

Action—Permit

Saye Configuration Ping Logout Refresh
alvaln e Config Bing  Logout R

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK
Security Access Control Lists > Rules > New < Back Apply
17 st Sequence 1
b Local EAP 1P Address. Netmask

P Source 1P Add - 10.4.48.0 255.255.255.0
¥ Priority Order ress

b Certificate Destination Any -

~ Access Control Lists —
Access Control Lists protoca ee T
€PU Access Control Lists

FlexConnect ACLs Source Port Any -

Wireless Protection

= Destination Port HTTPS -
Policies

» Web Auth DscP Any -
TrustSec SXP

Direction Any -
» Advanced

Action Permit -
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Step 5: Repeat Step 3 through Step 4, using the configuration details in the following table.

Table 10 - Rule configuration values

Destination
Sequence Source Destination Protocol | port Action
2 10.4.48.0/ Any TCP Other/22 Permit
255.255.255.0
3 Any Any TCP HTTPS Deny
4 Any Any TCP Other/22 Deny
5 Any Any Any Any Permit
1€ DMZ-WLC-Guest - [E=3 E=8 =)
G-
Sz Fovorites | DMZ-WLC-Guest ]
N | ) | " E figuration  Ping  Logout Refresh
cisco MOMITOR ~ WIAMs CONTROLLER WIRELESS SECURITY MANAGEMEMT —COMMANDS HELP  FEEDBACK
Security Access Control Lists > Edit < Back Add New Rule
General General

Deny Counters 0

Destination Source Dest Number
1P /Mask o ort DSCP Direction of Hits

Seq Action  Source IP/Mask

104480 /0000 /
1 Permit TCP Any HTTPS Any  Any o -]
255.255.255.0 0.0.0.0
2 permp 04480 /o oano ! e any 2z any  Any [ a
255.255.255.0 0.0.0.0
b Local EAP
0.0.0.0 /0000 / a
» Priority Order ER . 0000 TP Any HTTPS Any - Any 0
¥ Certificate 0.0.0.0 /0 0.0.0.0 4
4 Deny TCP Any 22 Any  Any o -]
¥ Access Control Lists 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
/ / a

Wireless Protection 5 permit an an an Ay an o
L icies 0.0.0.0 0.0.0.0 " ¥ i " v

Poli
» Web Auth
TrustSec SXP

» Advanced

Step 6: In Security > Access Control Lists > CPU Access Control Lists, select Enable CPU ACL.

Step 7: In the ACL Name list, choose the ACL you just created, and then click Apply.

OGN EE Configure management authentication

(Optional)

You can use this procedure to deploy centralized management authentication by configuring an authentication,
authorization and accounting (AAA) service. If you prefer to use local management authentication, skip to
Procedure 12.

As networks scale in the number of devices to maintain, the operational burden to maintain local management
accounts on every device also scales. A centralized AAA service reduces operational tasks per device and
provides an audit log of user access, for security compliance and root-cause analysis. When AAA is enabled for
access control, it controls all management access to the network infrastructure devices (SSH and HTTPS).

Step 1: In Security > AAA > TACACS+ > Authentication, click New.

Step 2: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 3: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

" I " I B e Configuration  Ping  Logout Refresh
CcIsco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COl HELP  FEEDBACK
Security TACAC S+ Authentication Servers > New < Back Apply
SPAAA Server Index (Priority) 1.
General
» RADIUS Server IP Address 10.4.48.15
R Shared Secret Format ASCIL v
Authentication
GrmmaE Shared Secret ™
Authorization Confirm Shared Secret ™
LDAP
T — Port Number 49
MAC Filtering Server Status “Enabled ~

Disabled Clients
User Login Policies
AP Policies
Password Policies

Server Timeout 5  seconds

¥ Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 4: In Security > AAA > TACACS+ > Accounting, click New.
Step 5: Enter the Server IP Address. (Example: 10.4.48.15)

Step 6: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

" | " I " Save Configuration  Ping  Logout Refresh
CcISco MONITOR Wi CONTROLLER  WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
Security TACACS+ Accounting Servers > New < Back Apply
L Server Index (Priority) 1~
General
» RADIUS Server IP Address 10.4.48.15
= EES: Shared Secret Format ASCT v
Authentication
Accounting shared Secret [
Authorization Confirm Shared Secret wessssans
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status ‘Enabled ~
Disabled Clients =
Server Timeout 5 ‘seconds

User Login Policies
AP Policies
Password Policies

b Local EAP

b Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 7: In Security > AAA > TACACS+ > Authorization, click New.

Step 8: Enter the Server IP Address. (Example: 10.4.48.15)
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Step 9: Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

e Configuration ~ Ping  Logout Refresh

CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security TACAC 8+ Authorization Servers > New < Back Apply
SPRAA Server Index (Priority) 1.

General
» RADIUS Server IP Address 10.4.48.15
SRl = Shared Secret Format ASCIL v
Authentication
AEme Shared Secret A
Authorization Confirm Shared Secret seasssens
LDAP
Local Net Users Port Number 49
MAC Filtering Server Status Enabled =

Disabled Clients
User Login Policies
AP Policies
Password Policies

Server Timeout 5  seconds

¥ Local EAP

» Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
» Advanced

Step 10: Navigate to Security > Priority Order > Management User.
Step 11: Using the arrow buttons, move TACACS+ from the Not Used list to the Used for Authentication list.

Step 12: Using the Up and Down buttons, move TACACS+ to be the first in the Order Used for Authentication
list.

Step 13: Use the arrow buttons to move RADIUS to the Not Used list, and then click Apply.

s Configuration  Ping  Logout Refresh

CISCO MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COM S HELP FEEDBACK
Security Priority Order > Management User Apply

b AAA

+ Local EAP Authentication

~ Priority Order
Management User

» Certificate
b Access Control Lists -

Wireless Protection
Policies

Not Used Order Used for Authentication

TACACS+ I

IF LOCAL is selected as second priority then user will be authenticated against
LOCAL only if first priority is unreachable.

¥ Web Auth
TrustSec SXP
» Advanced

Tech Tip

If using Cisco Secure ACS in order to authenticate TACACS management access to
the WLC, you must add the WLC as an authorized network access device. Failure to do
so will prevent administrative access to the WLC by using the Secure ACS server.
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T[T PR Create the guest wireless LAN interface

The guest wireless interface is connected to the DMZ of the Cisco ASA 5540 security appliance. This allows
guest wireless traffic only to and from the Internet. All guest traffic, regardless of the controller to which the
guest initially connects, is tunneled to the guest WLC and leaves the controller on this interface.

To easily identify the guest wireless devices on the network, use an IP address range for these clients that is not
part of your organization’s regular network. This procedure adds an interface that allows devices on the guest
wireless network to communicate with the Internet.

Step 1: In Controller>Interfaces, click New.

Step 2: Enter the Interface Name. (Example: Wireless-Guest)

Step 3: Enter the VLAN Id, and then click Apply. (Example: 1128)

ion Ping Logout  Refresh
vl R

cisco MONITOR ~ WIANs CONTROLLER WIRELESS SECURITY —MANAGEMENT HELP  FEEDBACK

Controller Interfaces > New L —
General Interface Name  Wireless-Guest
Inventory VLAN 1d 1128

Interfaces
Interface Groups
Multicast
Network Routes
» Redundancy
» Internal DHCP Server
» Mobility Management
Ports
F NTP
» CDP
¥ PMIPV6
» IPV6

» mDNS

» Advanced

Step 4: In the IP Address box, enter the IP address to assign to the WLC interface. (Example: 192.168.28.5)
Step 5: Enter the Netmask. (Example: 255.255.252.0)

Step 6: In the Gateway box, enter the IP address of the firewall’'s DMZ interface defined in Procedure 2.
(Example: 192.168.28.1)
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Step 7: In the Primary DHCP Server, enter the IP address of your organization’s DHCP server, and then click
Apply. (Example: 10.4.48.10)

ST e R e
alialn 3 Ping  Logout Refr

cisco MONITOR c v 5 c X
Controller Interfaces > Edit < Back Apply -
General
Inventory General Information
Interfaces Interface Name wireless-guest

Interface Groups MAC Address 88:43:el:7e:0a:6f

Multicast

Network Routes Gonfiguration

» Redundancy Guest Lan a
» Internal DHCP Server Quarantine a
» Mobility Management ~ Quarantine Vlan Id C L
Ports NAS-ID DMZ-WLC-Guest
TP Enable DHCP Option 82 []
» CDP Physical Information
| RIS The interface is attached to a LAG.
» IPv6 Enable Dynamic AP B
Management
» mDNS
e Interface Address
WLAN Identifier 1128
1P Address 192.168.28.5
Netmask 255,255.255.0 b
Gateway 192.168.28.1

DHCP Information

Primary DHCP Server 1044810
Secondary DHCF Server

DHCP Proxy Mode Global =

Tech Tip

To prevent DHCP from assigning addresses to wireless clients that conflict with the
WLC’s addresses, exclude the addresses you assign to the WLC interfaces from DHCP
SCopes.

T[T - ER Configure the guest wireless LAN

Step 1: Navigate to WLANSs.
Step 2: Hover over the blue list next to your guest WLAN, and then click Mobility Anchors.

Step 3: In the Switch IP Address (Anchor) list, choose (local).

Step 4: Click Mobility Anchor Create, and then click OK.

alraln Save Configuration ~ Ping ~ Logout Refresh
cisco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Mobility Anchors < Back
- WLANSs

WLANs WLAN SSID Guest
13 Ad ed

vane Switch IP Address (Anchor) Data Path Control Path
Mobility Anchor Create
Switch IP Address (Anchor) (local) -

Deployment Details August 2013



Step 5: Click Back.

Step 6: Click the WLAN ID of the SSID created in Procedure 7. (Example: Guest)

Step 7: On the General tab, in the Interface/Interface Group(G) list, choose the interface created in Procedure
12. (Example: wireless-guest)

nl|lnl|ln Save Configuration Ping  Logout Refresh
CcISsco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT — COMMANI HELP  FEEDBACK
WLANs WLANSs > Edit "Guest' < Back Apply
- AN General r Security T Qos T Advanced ]
WLANS
L Rovenced Profile Name Guest
Type WLAN
SSID Guest
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -
Interface/Interface “wireless-guest =
Group(G) wireless-guest =

Multicast Vlan Feature | Enabled

Broadcast 551D Enabled

Foot Notes

1 Web Policy cannot be used in combinstion with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

5 When client exclusion is enabled, a Timeout Value of zero means infinity (will require sdministrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is confiqured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and epen or AES security should be enabled to support higher 11n rates

7 Muiticast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Folicy is set to All"

9 Value zero implies there is no restriction on maximum clients aliowed.

10 MAC Filtering is not supported with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-sssociated-clients feature is not supported with HREAP Local Authentication.

Step 8: Click the Security tab, and then on the Layer 2 tab, in the Layer 2 Security list, choose None.

onfiguration  Ping  Logout Refresh

MONITOR NTROLLER ~ WIRELESS CURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'Guest’ < Back Apply
b pRERRE General ] Security [ QoS T Advanced ]
WLANS
» Advanced Layer 2 f Layer 3 T AAA Servers ]
Layer 2 Security 2 None -

[] 48MAC Filtering

Foot Notes
1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zere means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPA2 is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be ensbled to suppart higher 11n rates

7 Multicast Should Be Enabled For 1PV,

& Band Select is configurable only when Radio Policy is set to 'All"

9 Valus zero implies there is no restriction on maximum clients silowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Local switching, DHCP Required shouid be dissbled.

15 Max-associated-clients feature is not supported with HREAP Local Authentieation.
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Step 9: On the Layer 3 tab, select Web Policy, and then click OK.

& DMZ-WLC-Guest - (=5 EcB |
G-
i Favorites | 8 DMZ-WLC-Buest ‘:‘—

NTROLLER W U EMENT HELP  FEEDBACK
WLANs WLANs > Edit 'Guest' < Back Apply m
+ WLANSs e o
e General | security | Qos | Advanced |
b Advanced Layer2 | Layer3 | AAAServers |

Layer 3 Security  None +
web Palicy 4
Authentication
Passthrough

Conditional Web Redirect

Splash Page Web Redirect

© on mac Filter failure2

Preauthentication ACL IPu4  Mone v IPv6 None v urebAuth Flexad Nome v

Over-ride Glabal Config Enable

Foot Notes

I Web Folicy cannot be used in combination with IPsec
2 FlexConnect Local SWRThing Is ot supperted with IPsee, CRANITE authentication, Override Interfase ACLS

3 When clisnt exclusion is enabled, a Timeout Valus of zera means infinity (will require administrative Guerrids to reset excluded alisnts)
4 Client MFF is ot active unless WEAZ is configured

& Learn Client 50 is configurable only when FlexCopnect Local Switching fs enabled

€ WPt and cpen or AES security should be enabled to support higher 11 rates

& Vatue zero implies there is no restriction on maximum clients alfowe

2 MAC Fittering is ot supported with FlexConnect Local authentication

10 MAC Filtering should be enabled,

12 Guest tunneling, Local s witching, DHCP Required shoutd be disabled.

12 Max-associated-clients feature is not supported with FlexConnect Loval Authentication.

13 WeAN based central switching is not supported with FlexConnect Locst Authentication

14 Enabling gtk-randomize will prevent clients from decrypting broadeast snd multicast packets.

Step 10: On the QoS tab, in the Quality of Service (QoS) list, choose Bronze (background), click Apply, and
then click OK.

& DMZ-WLC-Guest - (E=5 B =
GU-~
i Favorites | 8 DMZ-WLC-Buest \:‘—

alvaln S U
cisco
WLANS WLANs > Edit ‘Guest' < Back Apply o
TN General | security | Qos | Advanced |
» advanced

Quality of Service (Qo%)

Apalication Visibility Enabled
AVC Profile none

Netflow Monitor none

Override Per-User Bandwidth Contracts (kbps) &

i

DownStream  UpStream

Average Data Rate [ 0
Burst Data Rate [

Average Real-Time Rate 0 0
Burst Real-Time Rate [ 0

Override Per-SSID Bandwidth Contracts (kbps) &
DownStream  UpStream
Average Data Rate o 0

Burst Data Rate [

Foot Notes

I Web Policy cannot be used in combination with [Psec
2 FlexConnect Local Switching is not supported with IPsec, CRANITE authentication, Override Interfave ACLS

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFF is ot active uniess WEAZ is configured

5 Learn Client IP is configurable only when FlexCopnect Local Switching fs enabied

& WPt and cpen or AES security should be snabled to support higher 11n rates

& Vatue zero implies there is 1o restriction on maximur chents allowed.

9 MAC Fittering is ot supported with FlexConnect Local authentication

10 MAC Filtering should be enabisd,

12 Guest tunnaling, Locat switching, DHCP Required shoutd be disabled. I
12 Max-associated-clients feature is not supported with FlexConnect Local Authenticstion.

13 VLAN based central switching is not supported with FlexConnect Locat Authentication

14 Enabling gtk-randomize will prevent cliemts from decrypting broadeast and mublicast packets,
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T[TV B Configure mobility groups

If you are not using AP-SSQO, then you need to add each of the WLCs to the mobility group.
Step 1: On the guest controller, navigate to Controller > Mobility Management > Mobility Groups.

Step 2: On the Static Mobility Group Member page, note the MAC address, IP address, and mobility group name
for the local controller. You need this information for the following steps.

€ DMZ-WLC-Guest =8 EoR =
00+ B Tl
e Frvorites |8 DMZWLC-Guest |
alaln - . -
CISCco JEl CONTROLLER  WIR
Controler Static Mobility Group Members Newi | Ledwsn]
General
Inventory Local Mobility Group GUEST
Interfaces MAC Address 1P Address Group Name Multicast IP Hash Key Status
Interface Groups 88:43:e1 o100 152.168.19.54 GUEST 0.0.0.0 none Up
Multicast

Network Routes

-

Redundancy
Internal DHCP Server

-

Ll

Mobility Management
mobility Groups
Mobility Anchor Canfig
Multicast Messaging

Ports
» NTP

» cpp

» PMIPYG
» IPVE

» mMDNS

» advanced

Step 3: On every controller in your organization that is not a resilient WLC and is providing DMZ guest access
services, navigate to Controller > Mobility Management > Mobility Groups, and then click New.

Step 4: In the Member IP Address box, enter the IP address of the guest controller. (Example: 192.168.19.54
and/or 192.168.19.55 if not using AP-SSO)

Step 5: In the Member MAC Address box, enter the MAC address of the guest controller.

Step 6: In the Group Name box, enter the mobility group name configured on the guest controller, and then click
Apply. (Example: GUEST)

[ ovz-on e o e |
6@- & ] Hx
¢ Favorites ‘ & DMZWLC-Guest ‘7
alraln
cisco O 5
Controller Mobility Group Member > New < Back Apply
General TR TR E—
Member IP Address 192.168.19.55
TN Mermber MAC Address  88:43e1:7e:13:64
Interfaces
Group Narme GUEST
Interface Groups
Multicast Hash none
Network Routes
» Redundancy
b Internal DHCP Server

4

Mobility Management
Mability Groups
Makility Anchor Gonfig
Hulticast Messaging

Ports
» NTP
» CDP
» PMIPVG
b 1Pv6
» mDNS
¥ advanced
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Step 7: On the guest controller, navigate to Controller > Mobility Management > Mobility Groups, and then
click New.

Step 8: In the Member IP Address box, enter the IP address of a campus or remote-site controller. (Example:
10.4.46.64)

Step 9: In the Member MAC Address box, enter the MAC address of the campus or remote-site controller.

Step 10: In the Group Name box, enter the mobility group name configured on the campus or remote-site
controller, and then click Apply. (Example: CAMPUS)

1 DML G =
G-

e Favorites | (@ DMZ-WLC-Guest

cisco 2 : .
Controller Mobility Group Member > New ek et
General Member P Address 10.4.46.64
lovertony] Member MAC Address  88:431e1172:08:30
Interfaces
Graup Name CANPUS
Interface Groups
Multicast Hash e
Network Routes
» Redundancy

Internal DHCP Server

4

Mobility Management
Mability Groups
Mability Anchor Corfig
Multicast Messaging

Ports
b NTP

» cDp

} PMIPVG
) IPV6

» mDNS

» Advanced

Step 11: On each controller, click Save Configuration, and then click OK.
Step 12: Repeat Step 7 through Step 11 on every controller in your organization.

Step 13: Navigate to Controller > Mobility Management > Mobility Groups, and then verify that connectivity is
up between all the controllers by examining the mobility group information. In the Status column, all controllers
should be listed as Up.

uration  Ping  Logout Refresh

Controller Static Mobility Group Members New... Editall

General
ARG Local Mobility Group  CAMPUS

Interfaces

MAC Address IP Address Group Name Multicast IP Hash Key Status
Interface Groups B8:43ieli7e08:a0 104.46.64 CAMPUS 0.0.0.0 none up
Multicast
Network Routes szl zemas0 1921651954 GUEST 0s.00 wn o
» Redundancy
¥ Internal DHCP Server

Ll

Mobility Management
Mobility Groups
Mobility Ancher Canfia
Multicast Messaging
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1T [I[-W W Create the lobby admin user account

Typically, the lobby administrator is the first person to interact with your corporate guests. The lobby administrator
can create individual guest user accounts and passwords that last from one to several days, depending upon the
length of stay for each guest.

You have two options to configure the lobby admin user account.

If you have not deployed Cisco Secure ACS and TACACS+ for management access control to the controller,
perform the steps in Option 1.

If you have deployed Cisco Secure ACS and TACACS+ for management access control to the controller, perform
the steps in Option 2.

Option 1: Local lobby admin user account

Step 1: In Management > Local Management Users, click New.
Step 2: Enter the username. (Example: Guest-Admin)

Step 3: Enter and confirm the password. (Example: C1sco123)

Step 4: In the User Access Mode list, choose LobbyAdmin, and then click Apply.

G ==
G0~

i Fovortes | @ DMZ-WLC-Guest

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

< Back Apply

HTTP-HTTPS

Telnet-SSH

Serial Port

Local Management

Users

User Sessions
} Logs

Mgmt Via Wireless
) Software Activation
» Tech Suppert
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Create groups in the Cisco Secure ACS internal identity store for network device administrators and helpdesk
users. Users in the network device administrator group have enable-level EXEC access to the network devices
when they log in, while helpdesk users must type in the enable password on the device in order to get enable-

level access.

Step 1: Within Microsoft Active Directory, it is assumed that a lobby ambassador group (Example: Lobby Admins)

has been created. Within this group is each of the lobby ambassadors employees within the organization.

(Example: Linda Lobby)

Linda Lobby *roperties EHE

Dial-in I E nvironment I Sezzions | Femote contral

Remaote Dezktop Services Prafile | FPerzonal Wirtual Desktop | COM+
G emeral | Address | Acocount | Prafile I Telephones | Organization  Member OF

b4 ember of:
Mame Active Directory Domain Services Folder

Dramain L

Lobby Adming

g

cizoolocal/Uszers

Add... | Remove |

Frimary group: Domain Ugers

There iz no heed to change Primarny group unless
you have Macintozsh clients or POSE=-compliant
applicationz.

St Frimary Group |

Ok I Cancel Apply Helm

Step 2: In Cisco Secure ACS, navigate to Users and Identity Stores > External Identity Stores > Active

Directory.



Step 3: Click the Directory Groups tab, and in the Group Name box, enter the lobby admin group (Example:
cisco.local/Users/Lobby Admins), and then click Add.

The lobby admin group appears in the Selected Directory Groups list.

ahali Cisco Secure ACS
CISCO  EvAL(D

> Sp My Warkspace Users and Identity Stores = External Idertity Stores = Active Directory
» 4 Metwork Resources

General | Directory Groups " Directary Attributes

| Directory groups must be selected on this page to be available as options in group mapping conditions in policy rules. Click
‘Select'to launch a dialog to select groups from the directary.

! Users and Identity Stores N

Selected Directory Groups:

Group Name
ciscolocaliBuiltin/MNetwork Device Admins ol
risco.localilUsersivpn-administrator
riscolocaliUsersivpn-employvee
riscolocaliUsersivpn-pariner

» % Palicy Elements

> E; Access Policies

» [} Monitaoring and Reports

» S systern Adrinistration Addn. ][ Edity | [Replacen | [ Deselect |[Select

GroupiName

cisco \m:alsterathhthdmma\

Example for group format :
clsco.comiiserslomain Users

= Required fields

Next, the Active Directory group that was just added to Cisco Secure ACS needs to be mapped to a Secure ACS
policy.

Step 4: In Cisco Secure ACS, navigate to Access Policies > Access Services > Default Device Admin > Group
Mapping, and then at the bottom of the screen, click Create.

alaln Cisco Sec
CISCO EvAL[Da

» &4 hiyiiorkspace
» ) Netwark Resources
» &8 Users and Identity Stores
» S Folicy Elements

2 Access Policies

Access Poliies > Access Services = Defaull Device Admin > Group Mapping

() Single result selection © Rule based result selection

Filter Status ~ Matchif Equals - - [ ClearFiter -
Conditions Results

Status  Mame Hit Gount
Compound Conditian Iderity Group

1 e Rule-1  AD-AD1:ExternalGroups contains any cisco.localiBuiltin/Network Device Admins Al Groups Network Admins 13100

» [ Monitoring and Reports
» % system Administration

- Default 1fna tules defined o no enabled rule matches. Al Groups 18

Create...| ~ ove 1o

Duplicate. .| ~

Step 5: Under Conditions, select Compound Condition, in the Dictionary list, choose AD-AD1, and then in the
Attribute box, click Select. This selects External Groups.

Step 6: Under the Value box, click Select.
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Step 7: In the String Enum Definition dialog box, select the lobby admin Active Directory group (Example: cisco.
local/Users/Lobby Admins), and then click OK.

v Match if e e

Enum Name -

cisco.local/BuiltiniNetwork Device Adming
ciscolocal/Usersivon-administrator

ciscolocallUsersivon-emplovee

BEEEOl sz

ciscolocallUsersivon-partner

<

ILobby Admins

G Gancal

Step 8: Under Current Condition Set, click Add. The new condition appears in the Current Condition Set box.

Conditions

Cornpound Condition:

Condition:

Dictionary: Aftribute:

AD-AD1 * ExtemalGroups Select F
Operator: Walue:

contains any -

[ Select ][ Ceselect ][ Clear ]

Current Condition Set:

Add W Edit Replace v

Delete Presign
Results
|dentity Group: W
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Step 9: Under Results, click Select, select the Cisco Secure ACS identity group that will mapped to the Active

Directory group specified in the Current Condition Set, and then click OK.

Conditions

Condition:
Dictionary:
AD-AD
Operataor:
contains any

Results

Compound Condition:

Aftribute:

« ExternalGroups

Yalua:

Current Condition Set:

Al . Groups ise

Exterr

-

Identity Group: All Groups:Lobby Admin

Delete Preview:

m

1|

I,
Lag’

You must create a shell profile for the WLCs that contains a custom attribute that assigns the user lobby admin
rights when the user logs in to the WLC.

Step 10: In Policy Elements > Authorization and Permissions > Device Administration > Shell Profiles, click

Create.

Step 11: Under the General tab, in the Name box, enter a name for the wireless shell profile. (Example: Lobby

Admins)

Step 12: On the Custom Attributes tab, in the Attribute box, enter rolel.

Step 13: In the Requirement list, choose Mandatory.
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Step 14: In the Value box, enter LOBBY, and then click Add.

/& Cisco Secure ACS - ==

alualne Cisco S o - acsadmin  acs-1 (Primary)
Cisco .

» @ Wy Warkspace Policy Elemerts = and i = Device ; = Shell Profles = Creste
» ) Network Resources

General | Common Tasks | Custorn Attributes

» @ Users and ldentity Stores
o o Common Tasks Attributes

—t Aftribute Requirement
~ Session Conditions

Date and Time
Custom
» Netwark Conditions
= Authorization and Permissions
» Metwork Access
+ Device Administration
Shell Profiles
Command Sets

Manually Entered

» Mamed Permission Objects Aftribute Requirement
» £ Access Policies

» [ Wonitoring and Reports

» B Gystem Administration

e e e

Aftribute: rolet

Reguirement: Mandatory ~

Affribute

Value: Static -

Loegy

Step 15: Click Submit.

Next, you create a WLC authorization rule.

Step 16: In Access Policies > Default Device Admin > Authorization, click Create.

Step 17: In the Name box, enter a name for the WLC authorization rule. (Example: Lobby Admin)

Step 18: Under Conditions, select Identity Group, and then in the box, enter All Groups:Lobby Admins.

Step 19: Select NDG:Device Type, and then in the box, enter All Device Types:WLC.
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Step 20: In the Shell Profile box, enter Lobby Admins, and then click OK.

General

Mame: Lobby Admin

Conditions

- 0

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

|dentity Group: N
[C] NDG:Location:  -ANY-

~ All Groups:Lobby Admins Select

NDG:Device Type: in ~ All Device Types:WLC Select
[C] Time And Date: ~ -ANY-

[T Protocol: -ANY-

Results

Shell Profile: Lobby Admins Select

Cancel

Step 21: Click Save Changes.

HOLELT W[ Configure the internal WLCs for a guest

When a client connects to the guest SSID, the client must be anchored to the controller in the DMZ. The guest
clients’ traffic is tunneled from the controller to which the access point is connected to the guest controller,
where the access point is given an IP address for the DMZ. The clients’ traffic is then redirected to the web
authentication page located on the guest controller. The client will not be authorized to connect with any IP
protocol until it presents credentials to this authentication page.

Step 1: On the WLANSs page, in the list, choose Create New, and then click Go.

Cisco MONITOR  WLANSs
WLANs WLANSs
- PRIANS Current Filter:
WLANS
» Advanced
WLAN

D1

01

02

Saye Configuration ~ Ping  Logout Refresh

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Entries 1 -2 of 2

[Chanae Filter] [Clear Filter] Crestenew  +] BEB

Admin

WLAN SSID Status  Security Policies
WLAN-Data Enabled  [wPA2][Auth(802.1X)]
WLAN-Voice Enabled  [WPA2][Auth(802.1X)]
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Step 2: Enter the Profile Name. (Example: Guest)

Step 3: In the SSID box, enter the guest WLAN name, and then click Apply. (Example: Guest)

Saye Configuration  Ping  Logout Refresh
MONITOR NTROLLER ~ WIRELESS CURITY ~MANAGEMENT ~COMMANDS HELP FEEDBACK
WLANs WLANSs > New < Back Apply
- WLANS Type WLAN -
WLANs
profile Name Guest
» Advanced
ssID Guest
D 3 -

Step 4: Click the Security tab, and then on the Layer 2 tab, in the Layer 2 Security list, choose None.

onfiguration ng  Logout Refresh
MONITOR NTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANI HELP  EEEDBACK
WLANs WLANSs > Edit "Guest’ < Back Apply.
o PREREE General ] Security [ QoS T Advanced ]
WLANs
» Advanced Laver2 | Laver3 | Aaaservers |
Layer 2 Security & None -

[] 40MAC Filtering

Foot Notes
1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPses, CRANITE authentication

3 When clisnt exclusion is enabled, & Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to suppart higher 11n rates

7 Multicast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Policy is set to ‘Al

9 Value zere implies there is no restriction on maximum clients allowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

15 Max-sssocisted-ciients feature is not supported with HREAP Locsl Authentication.
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Step 5: On the Layer 3 tab,

cisco
WLANs

v WLANS
WLANS

13 Advanced

WLANSs > Edit 'Guest'

General ] Security |' QoS T Advanced }

select Web Policy.

< Back Apply

Layer 2 ] Layer 3 [ AAA Servers ]

Layer 3 Security  None =

web Policy £

Authentication

assthrough
Conditional Web Redirect

Splash Page Web Redirect

© on MAC Filter failure?®

Preauthentication ACL

Over-ride Global Config [ Enable

IPv4 Mone w  IPv& Mone w  WebAuth FlexAcl MNone v

Step 6: On the QoS tab, in the Quality of Service (QoS) list, choose Bronze (background), and then click Apply.

- WLANS
WLANS

» Advanced

WLANSs > Edit 'Guest'

General T Security ] QoS [ Advanced }

< Back Apply

Quality of Service (QoS)

Bronze (background) v

Application Wisibility [C] Enabled
AWC Profile none -
Netflaw Manitar none v

Override Per-User Bandwidth Contracts (kbps) %

DownStream  UpStream

Average Data Rate 0 0
Burst Data Rate 0
Average Real-Time Rate 0
Burst Real-Time Rate o o

Override Per-SSID Bandwidth Contracts (kbps) £
DownsStream  UpStream

Average Data Rate [ [

e

L >
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Step 7: On the General tab, to the right of Status, select Enabled, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

alraln
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Guest' < Back Apply
- EANE General r Security T Qos T Advanced ]
WLANS
L Rovmnzed Profile Name Guest
Type WLAN
SSID Guest
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -

Interface/Interface

Group(G) management -

Multicast Vlan Feature "] Enabled

Broadcast SSID Enabled

Foot Notes
2 H-REAP Local Switching is not supported with IPsec, CRANITE authentication

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clisnts)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to suppart higher 11n rates

7 Multicast Should Be Enabled For IPVS.

& Band Select is configurable only when Radio Policy is set to 'All"

9 Value zere implies there is no restriction on maximum clients allowed,

10 MAC Filtering is not supperted with HREAP Local authentication

11 MAC Filtering should be enabied.

12 Guest tunneling, Local switching, DHCP Required should be disabled.

15 Max-sssocisted-ciients feature is not supported with HREAP Locsl Authentication.

Step 8: Click Back.
Step 9: Hover over the blue list next to your guest WLAN, and then click Mobility Anchors.

Step 10: In the Switch IP Address (Anchor) list, choose the IP address of the guest controller. (Example:
192.168.19.54)

Step 11: Click Mobility Anchor Create, and then click OK.

alraln
cisco R OLLER URITY y HELP
WLANs Mobility Anchors
¥ WLANS
WLANS WLAN SSID Guest-10k
» Advanced
Switch 1P Address (Anchor) Data Path Control Path
192,168.19.54 up up a

Mability Anchor Create |

Switch IP Address (Anchor) (local) ~

Step 12: Repeat Step 1through Step 10 for every internal controller in your organization.
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LT (1A Create guest accounts

Now you can use the lobby administrator account to create usernames and passwords for partners, customers,
and anyone else who is not normally granted access to your network.

Step 1: Using a web browser, open the DMZ wireless LAN controller’s web interface (for example, https://
guest-1.cisco.local/), and then log in using your LobbyAdmin account with the username and password created in

Active Directory. (Example: LindaLobby/c1sco123)

Step 2: From the Lobby Ambassador Guest Management page, click New.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List mc\-

Items 0 to 0 of 0

User Name WLAN SSID Account Remaining Time Description

Step 3: Create a new username and password, or allow the system to create a password automatically by
selecting Generate Password.

cisco Lobby Ambassador Guest Management Logout | Refresh | Help

Guest Management Guest Users List > New < Back Apply
user Name
Generate Password
Password

Confirm Password

Lifetime

Guest User Role O !: The generated password for this user is BINCSyY

WLAN SSID Any WLAT
Description

Step 4: Click Apply. The new user name and password are created.

With a wireless client, you can now test connectivity to the guest WLAN. Without any security enabled, you
should receive an IP address, and after opening a web browser, you should be redirected to a web page to enter
a username and password for Internet access, which will be available to a guest user for 24 hours.
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Appendix A: Product List

Wireless LAN Controllers

Functional Area Product Description Part Numbers Software
Remote Site Controller | Cisco 7500 Series Wireless Controller for up to 6000 Cisco access AIR-CT7510-6K-K9 7.4.100.0

points

Cisco 7500 Series Wireless Controller for up to 3000 Cisco access AIR-CT7510-3K-K9

points

Cisco 7500 Series Wireless Controller for up to 2000 Cisco access AIR-CT7510-2K-K9

points

Cisco Flex 7500 Series Wireless Controller for up to 1000 access AIR-CT7510-1K-K9

points

Cisco 7500 Series Wireless Controller for up to 500 Cisco access AIR-CT7510-500-K9

points

Cisco 7500 Series Wireless Controller for up to 300 Cisco access AIR-CT7510-300-K9

points

Cisco 7500 Series High Availability Wireless Controller AIR-CT7510-HA-K9

Cisco Virtual Wireless Controller for up to 5 Cisco access points [-AIR-CTVM-5-K9

Cisco Virutal Wireless Controller 25 Access Point Adder License [-LIC-CTVM-25A

Cisco Virtual Wireless Controller 5 Access Point Adder License [-LIC-CTVM-5A

Cisco Virtual Wireless Controller 1 Access Point Adder License [-LIC-CTVM-1A
On Site, Remote Site, or | Cisco 5500 Series Wireless Controller for up to 500 Cisco access AIR-CT5508-500-K9 | 7.4.100.0
Guest Controller points

Cisco 5500 Series Wireless Controller for up to 250 Cisco access AIR-CT5508-250-K9

points

Cisco 5500 Series Wireless Controller for up to 100 Cisco access AIR-CT5508-100-K9

points

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points | AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points | AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points | AIR-CT5508-12-K9

Cisco 5500 Series Wireless Controller for High Availability AIR-CT5508-HA-K9
On Site Controller, Cisco 2500 Series Wireless Controller for up to 50 Cisco access points | AIR-CT2504-50-K9 7.4.100.0
Guest Controller Cisco 2500 Series Wireless Controller for up to 25 Cisco access points | AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points | AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points AIR-CT2504-5-K9
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Wireless LAN Access Points

Functional Area Product Description Part Numbers Software
Wireless Access Points | Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir AIR-CAP3602[-x-K9 7.4.100.0
with Internal Antennas
Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir AIR-CAP3602E-x-K9
with External Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir AIR-CAP26021-x-K9
with Internal Antennas
Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir AIR-CAP2602E-x-K9
with External Antennas
Cisco 1600 Series Access Point Dual-band controller-based AIR-CAP1602I-x-K9
802.11a/g/n with Internal Antennas
Cisco 1600 Series Access Point Dual-band controller-based AIR-CAP1602E-x-K9
802.11a/g/n with External Antennas
Access Control
Functional Area Product Description Part Numbers Software
Authentication Services | ACS 5.3 VMware Software and Base License CSACS-5.3-VM-K9 53
Data Center Core
Functional Area Product Description Part Numbers Software

Core Switch

Cisco Nexus 5596 up to 96-port 10GbE, FCoE, and Fibre Channel
SFP+

N5K-C5596UP-FA

Cisco Nexus 5596 Layer 3 Switching Module

N55-M160L30V2

Cisco Nexus 5548 up to 48-port 10GbE, FCoE, and Fibre Channel
SFP+

N5K-C5548UP-FA

Cisco Nexus 5548 Layer 3 Switching Module N55-D160L3
Cisco Nexus 5500 Layer 3 Enterprise Software License N55-LANTK9
Cisco Nexus 5500 Storage Protocols Services License, 8 ports N55-8P-SSK9

NX-0S 5.2(1)N1(3)
Layer 3 License

Ethernet Extension

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T (enhanced)
Fabric Extender

N2K-C2248TP-E

Cisco Nexus 2000 Series 48 Ethernet 100/1000BASE-T Fabric
Extender

N2K-C2248TP-1GE

Cisco Nexus 2000 Series 32 1/10 GbE SFP+, FCoE capable Fabric
Extender

N2K-C2232PP-10GE
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LAN Access Layer

Functional Area

Product Description

Part Numbers

Software

Modular Access Layer
Switch

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Cisco Catalyst 4500 E-Series Supervisor Engine 7L-E

WS-X45-SUP7L-E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45) PoE+
ports

WS-X4648-RJ45V+E

Cisco Catalyst 4500 E-Series 48 Ethernet 10/100/1000 (RJ45)
PoE+,UPOE ports

WS-X4748-UPOE+E

3.4.0.5G(15.1-2SG)
IP Base license

Stackable Access Layer
Switch

Cisco Catalyst 3850 Series Stackable 48 Ethernet 10/100/1000 PoE+
ports

WS-C3850-48F

Cisco Catalyst 3850 Series Stackable 24 Ethernet 10/100/1000 PoE+
Ports

WS-C3850-24P

Cisco Catalyst 3850 Series 2 x 10GE Network Module

C3850-NM-2-10G

Cisco Catalyst 3850 Series 4 x 1GE Network Module

C3850-NM-4-1G

3.2.1SE(15.0-1EX1)
IP Base license

Cisco Catalyst 3750-X Series Stackable 48 Ethernet 10/100/1000 PoE+
ports

WS-C3750X-48PF-S

Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 PoE+
ports

WS-C3750X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports | C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE2
IP Base license

Standalone Access
Layer Switch

Cisco Catalyst 3560-X Series Standalone 48 Ethernet 10/100/1000
PoE+ ports

WS-C3560X-48PF-S

Cisco Catalyst 3560-X Series Standalone 24 Ethernet 10/100/1000
PoE+ ports

WS-C3560X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports | C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.0(2)SE2
IP Base license

Stackable Access Layer
Switch

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and
Two 10GbE SFP+ Uplink ports

WS-C2960S-48FPD-L

Cisco Catalyst 2960-S Series 48 Ethernet 10/100/1000 PoE+ ports and
Four GbE SFP Uplink ports

WS-C2960S-48FPS-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and
Two 10GbE SFP+ Uplink ports

WS-C2960S-24PD-L

Cisco Catalyst 2960-S Series 24 Ethernet 10/100/1000 PoE+ ports and
Four GbE SFP Uplink ports

WS-C2960S-24PS-L

Cisco Catalyst 2960-S Series Flexstack Stack Module

C2960S-STACK

15.0(2)SE2
LAN Base license
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LAN Distribution Layer

Functional Area Product Description Part Numbers Software
Modular Distribution Cisco Catalyst 6500 E-Series 6-Slot Chassis WS-C6506-E 15.1(1)SY
Layer Virtual Switch Pair | cie; Catalyst 6500 VSS Supervisor 2T with 2 ports 10GbE and PFC4 | VS-52T-10G P Services license

Cisco Catalyst 6500 4-port 40GbE/16-port T0GbE Fiber Module w/
DFC4

WS-X6904-40G-2T

Cisco Catalyst 6500 4-port 10GbE SFP+ adapter for WX-X6904-40G
module

CVR-CFP-4SFP10G

Cisco Catalyst 6500 24-port GbE SFP Fiber Module w/DFC4

WS-X6824-SFP-2T

Modular Distribution
Layer Switch

Cisco Catalyst 4507R+E 7-slot Chassis with 48Gbps per slot

WS-C4507R+E

Cisco Catalyst 4500 E-Series Supervisor Engine 7-E, 848Gbps

WS-X45-SUP7-E

Cisco Catalyst 4500 E-Series 24-port GbE SFP Fiber Module

WS-X4624-SFP-E

Cisco Catalyst 4500 E-Series 12-port 10GbE SFP+ Fiber Module

WS-X4712-SFP+E

3.4.0.5G(15.1-2SG)
Enterprise Services
license

Stackable Distribution
Layer Switch

Cisco Catalyst 3750-X Series Stackable 12 GbE SFP ports

WS-C3750X-12S-E

15.0(2)SE2
IP Services license

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports | C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G
LAN Core Layer
Functional Area Product Description Part Numbers Software
Modular Core Layer Cisco Catalyst 6500 E-Series 6-Slot Chassis WS-C6506-E 15.1(1)SY
switeh Cisco Catalyst 6500 VSS Supervisor 2T with 2 ports 10GbE and PFC4 | VS-S2T-10G P services license

Cisco Catalyst 6500 4-port 40GbE/16-port T0GbE Fiber Module w/
DFC4

WS-X6904-40G-2T

Cisco Catalyst 6500 4-port 10GbE SFP+ adapter for WX-X6904-40G
module

CVR-CFP-4SFP10G

Cisco Catalyst 6500 24-port GbE SFP Fiber Module w/DFC4

WS-X6824-SFP-2T
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WAN Remote Site

Functional Area

Product Description

Part Numbers

Software

site Router

Modular WAN Remote-

Cisco 3945 Voice Sec. Bundle, PVDM3-64, UC and SEC License PAK

C3945-VSEC/K9

Cisco 3925 Voice Sec. Bundle, PVYDM3-64, UC and SEC License PAK

C3925-VSEC/K9

Data Paper PAK for Cisco 3900 series

SL-39-DATA-K9

Cisco 2951 Voice Sec. Bundle, PVYDM3-32, UC and SEC License PAK

C2951-VSEC/K9

Cisco 2921 Voice Sec. Bundle, PVYDM3-32, UC and SEC License PAK

C2921-VSEC/K9

Cisco 2911 Voice Sec. Bundle, PVYDM3-32, UC and SEC License PAK

C2911-VSEC/K9

Data Paper PAK for Cisco 2900 series

SL-29-DATA-K9

1941 WAAS Express only Bundle

C1941-WAASX-SEC/
K9

Data Paper PAK for Cisco 1900 series

SL-19-DATA-K9

15.2(4)M3
securityk9 license
datak9 license

Router

Fixed WAN Remote-site

Cisco 881 SRST Ethernet Security Router with FXS FXO 802.11n FCC
Compliant

C881SRST-K9

15.2(4)M3
securityk9 license
datak9 license

Internet Edge

Functional Area Product Description Part Numbers Software
Firewall Cisco ASA 5545-X IPS Edition - security appliance ASA5545-1PS-K9 ASA 9.0(1)
Cisco ASA 5525-X IPS Edition - security appliance ASA5525-1PS-K9 IPS 7.(7) E4
Cisco ASA 5515-X IPS Edition - security appliance ASA5515-IPS-K9
Cisco ASA 5512-X IPS Edition - security appliance ASAB512-IPS-K9
Cisco ASA5512-X Security Plus license ASA5512-SEC-PL
Firewall Management ASDM 7.0(2)
Internet Edge LAN
Functional Area Product Description Part Numbers Software
DMZ Switch Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 WS-C3750X-24T-S 15.0(2)SE2

ports

IP Base license
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