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Introduction:

This manual covers the Splunk Cisco IronPort WSA Reporting Application for users of the application. This
application provides reports and dashboards that can give you insight into data from the IronPort Web Security
Appliance (WSA).

Supplement to Existing Splunk Documentation:

This guide serves a supplement to the existing body of documentation existing at http://docs.splunk.com.

It is not intended to replace existing Splunk materials or techniques regarding user experience. This guide will serve
as a supplement by reviewing functionality as it relates to this application.

Logging In:

Information regarding login credentials and URL should be procured from the Splunk administrator(s). The credential
should be entered at the Splunk Login page to access the SplunkforCiscolronportWSA application.

Report Usage:

Choosing a Time Range:

Each report contains a Time Range Picker. This dropdown box (located in the report’s upper left hand corner) allows
you to specify the time range from which to pull reports. You may choose from pre-defined ranges or select a custom
range. Smaller time range are generally more preferred — especially on the Web Tracking (ad hoc search) and L4ATM
reports which do not leverage summarized data optimization and report directly against raw data.

Find Data:
There are many pre-defined reports (described in below “Report Descriptions” section).

Additionally, the drilldown reports will allow you to specify specific information. For example, the User Drilldown
report allows you to type the name of a specific user and re-run the report. Alternatively, this may be accomplished
by clicking on a user ID wherever it is displayed in a table on any report. This is true of all drilldown reports.

Another way to search data is to navigate to the Web Tracking report. The advanced link will present more options
narrow the scope of your search compared to the simple version which contains fewer options

Export Data

There are two options for manually exporting data.

Option 1

You may go to the Web Tracking form, search for desired data, and click the Export button in the upper right hand
corner.

Option 2

If your Splunk administrator enabled PDF you may save any report as a PDF by choosing that option in the upper left
corner of the report.
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Tables:

Sorting Columns
You may click on any column header to sort by that column. Clicking on a column header again will reverse
the order of the sort.

Choosing Fields

You may use the Pick fields link anywhere it exists to choose the columns displayed in a report’s table. This
is especially useful on the web tracking report to display individual URLSs visited for specific domains and
other information that is initially hidden to make the layout easier to navigate.

Drilling In

All tables that contain hyperlinked data may be clicked on to drilldown further. The target page will vary
based on which column in the table was clicked (e.g. clicking on a user will take you to the user drilldown).

Report Descriptions:

Overview

The Overview report contains a high level view of appliances reporting to Splunk. The top of the report contains
graphs and tables aggregating information received from access logs and L4TM logs. The bottom portion of the
report details usage by user ID or IP address.
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Anti-Malware
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Web Reputation Filters
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L4 Traffic Monitor

The L4 Traffic Monitor report is a aggregate and drilldown report in one. Drilldowns from this page will refresh this
page with the targeted drilldown information loaded. This report has tips for more powerful uses (i.e. correlating
L4ATM data using accesslog data using this report).
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Reports by Drilldown

Below is a list of the drilldown reports available. They have detailed information compared to the aggregate parent
reports from which they came. In addition to accessing them by clicking into them from parent reports — they may
also be accessed via the menu system and manual searches may be done for individual components...

Malware Category Drilldown
Malware Threat Drilldown
Application Drilldown
Application Type Drilldown
Domain Drilldown

URL Category Drilldown

User Drilldown

Reports by Location

These reports are available via the menu and are similar to their parent reports PLUS they contain information as
broken down by location of user...

Overview by Location

URL Categories by Location
Anti-Malware by Location

Web Reputation Filters by Location
Application Visibility by Location
Users by Location

Websites by Location

12
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Web Tracking (form based search)
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Sample Usage Scenarios

Finding information

The following usage scenarios illustrate how to use Splunk to find information.

Example 1: Investigating a User

This example demonstrates how a system administrator would investigate a particular user at a company. In this
scenario, a manager has gotten a complaint that an employee is visiting inappropriate web sites at work. To
investigate this, the system administrator now needs to look at the employee’s web usage trends and transaction
history. The administrator generates reports about the employee’s browsing history.

7.

Choose Users from the Splunk for Cisco IronPort WSA dropdown menu (click on Splunk for Cisco
IronPort WSA at the top left corner of the page to get the drop down menu). The Users page appears.

. In the Users table, click on the User ID or Client IP address you want to investigate. The User Drilldown

page appears for the User ID or Client IP.

If you cannot see the User ID or Client IP address you want to investigate in the Users table, click on any
User ID or Client IP to be led to the User Drilldown page. Enter in all or part of the User ID or Client IP
address in the text box and click Search.

. From the User Drilldown page you can determine the URL Categories by Total Transactions, Trend by

Total Transaction, URL Categories Matched, Domains Matched, Applications Matched, Malware Threats
Detected, and Policies Matched for a particular User ID or Client IP.

These categories allow you to find out if, for example, user “johndoe” was trying to access blocked URLSs,
which could be viewed in the Transactions Blocked column under the Domains section on the page.

. If you want to print the data, click on Actions next to the User Drilldown title. Select Print from the

dropdown menu.

The administrator now wants to see the user’s transaction history. They follow the steps below:

. Click on Splunk for Cisco IronPort WSA at the top of the page to access the dropdown menu. Select Web

Tracking at the bottom of the menu.

. In the User/Client IP Address text field type in the user name or IP address, then click Search.

The users transaction history appears. Click on “Pick fields” above the transaction list to change the
information displayed for each transaction.

Export the data to a CSV file by clicking Export at the top right corner.

Example 2: Tracking a URL

In this scenario, a Sales manager wants to find out what the top five visited web sites are at their company are for the
last week. Additionally, the manager wants to know which users are going to those websites.

1.

2.
3.

On the Splunk application, choose Web Sites from the Splunk for Cisco IronPort WSA dropdown menu
(click on Splunk for Cisco IronPort WSA at the top left corner of the page to get the drop down menu).
The Web Sites page appears.

From the Time Range drop-down list, choose Week.

Scroll down to the Domains Matched table to view the top 25 domains that have been visited. Click on
a domain you want to investigate. This leads to the Domain Drilldown page, which shows the users
who have visited that domain in order of frequency.

Example 3: Investigating Top URL Categories Visited

In this scenario, the Human Resources manager wants to know what the top three URL categories her employees
are visiting over the 30 days. Additionally, a network manager wants to get this information to monitor bandwidth

15
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usage, to find out what URLs are taking up the most bandwidth on her network. The example below is to show how
you can gather data for several people covering several points of interest, while only having to generate one report.

1. On the Splunk application, choose URL Categories from the Splunk for Cisco IronPort WSA dropdown
menu (click on Splunk for Cisco IronPort WSA at the top left corner of the page to get the drop down
menu). The URL Categories page appears.

From the URL Categories page, you can see the top 10 URL Categories by Total Transactions graph.

At this point you can export this report to PDF, by clicking Actions (next to the URL Categories title at the
top of the page) and selecting Schedule for PDF Delivery. This file can be sent to the Human
Resources manager. But remember, your network manager wants to know the bandwidth usage by each
URL.

2. Scroll down to the URL Categories Matches table to view the Bytes Allowed column. This shows the
bandwidth usage for each URL Category. You can select Schedule for PDF Delivery to send this file to
the Network Manager.

For finer granularity, click on a specific URL Category. You will be led to a URL Category Drilldown
page that shows which users have the most transactions in a category. Scroll down to see the Web
Users table. The Bytes Allowed column shows you which users have used the most bandwidth.

FAQ

Why does the overview report show more events than are in Splunk?

The summary information exists in a separate index. Information in the summary index is a condensed version of the
raw data where superfluous data (i.e. data not needed to present reports) has been quelled. This allows reports to
load quicker. As this information is stored in a separate index — the raw data may ‘roll off’ per the settings configured
by the Splunk administrator(s) but its aggregated information may still exist in the summary index and therefore be
available for reports.

How may | improve performance when | perform ad hoc queries?

Craft your ad hoc searches to be as specific as possible so that they return only information needed.
Returning superfluous event data is more costly in terms of searching and retrieving all the rows. Searching
for a specific user will be quicker than searching for all users. Searching for a specific user who visited a
specific domain will be quicker still

Narrow your time range to an appropriate window. Do not select 90 days when 30 days will meet the
reporting need

Why am | missing hosts?
Why do | see extra hosts?
How do | change the label of hosts?

Only Splunk administrators are able to control the hosts you see on the Overview report and Web Tracking report.
Contact your Splunk administrator with details of host you would like to add, remove, or rename.

How do | change the dropdown options on the web tracking report?

Only Splunk administrators are able to control the options you see in the dropdown fields in the Web Tracking form.
Contact your Splunk administrator with details of changes you would like to make regarding hosts, malware
categories, transaction types, and URL categories

16
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Why do I not see trafmon (L4TM) logs?
Why do I only see data for specific departments?

The SplunkforCiscolronportWSA application may be configured for role-based access. In this configuration users
may be restricted to viewing data from specific departments (or groups). If this configuration is enabled L4TM data
will only be available to administrators (as LATM data is not linked to a department or role). Please contact your
Splunk administrator for additional details.
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