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AVC Signature Release 1.1.0.17
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 
Cisco Systems, Inc.
www.cisco.com



  AVC Signature Release 1.1.0.17
 • Added in Release 1.1.0.17

 • Changed in Release 1.1.0.17

 • Removed in Release 1.1.0.17

Added in Release 1.1.0.17

Applications 

Application Types

—

Behaviors

—

Application Description Application Type/Policy UI Granular Controls

RenRen A Chinese social networking site Social Networking  • Upload

 • Post

 • Like/Tag

Kaixin001 A Chinese social networking site Social Networking  • Upload

 • Post

 • Like/Tag

 • Send email

 • Download

FC2 Blog A blogging service provided by FC2 Blogging  • Upload

 • Post

Amazon S3 An enterprise cloud storage solution Enterprise Application  • Upload

Fetion A Chinese instant messaging service Instant Messaging  • File Transfer

Zhihu A Chinese question and answer site Social Networking  • Post

 • Sharing

 • Upload
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  AVC Signature Release 1.1.0.15
Changed in Release 1.1.0.17

Applications

Application Types

—

Behaviors

—

Removed in Release 1.1.0.17

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.15
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.15

 • Changed in Release 1.1.0.15

Application Changes

Facebook General Corrects a bug in Facebook General in which posts in Facebook Messages and Chat 
were blocked if Facebook General -> Block Posting Text was selected. 

Hotmail Renamed to Outlook.com.

Yandex SafeSearch Added signature to fix to bug CSCul32294.

Google Calendar Added granular controls:

 • Post

 • Upload

 • Download

 • Send Email
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  AVC Signature Release 1.1.0.15
 • Removed in Release 1.1.0.15

Added in Release 1.1.0.15

Applications 

Application Types

—

Behaviors

—

Application Description Application Type/Policy UI Granular Controls

Sohu Weibo Chinese microblogging site. Social Networking  • Upload

 • Download

500px Online community for photographers. Media  • Upload

 • Download

 • Like/Tag

Tencent Weibo Chinese microblogging site. Social Networking  • Upload

 • Download

 • Like/Tag

Hangame.co.jp The Japanese affiliate of Hangame, a 
South Korean gaming portal.

Games —

Weiyun Chinese file hosting service that offers 
cloud storage and file synchronization.

File Sharing  • Upload

 • Download

 • Sharing
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  AVC Signature Release 1.1.0.14
Changed in Release 1.1.0.15

Applications

Application Types

 • The "File transfer" application type was renamed to "File Transfer" to have consistent capitalization 
with the other application types

Behaviors

—

Removed in Release 1.1.0.15

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.14
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.14

 • Changed in Release 1.1.0.14

 • Removed in Release 1.1.0.14

Application Changes

PPS Improved to cause a normal EUN to display where there was previously a silent 
failure in Block mode. There is no change in the UI. However, if PPS is being 
blocked, end users will see an EUN where they used to experience silent failure on 
certain message posting activities
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  AVC Signature Release 1.1.0.14
Added in Release 1.1.0.14

Applications 

Application Types

—

Behaviors

 • High Definition — Used in the YouTube signature to provide a granular control for HD video.

Changed in Release 1.1.0.14

Applications

Application Types

—

Application Description Application Type/Policy UI Granular Controls

PPTV Popular chinese video streaming 
portal.

Media  • Post

 • Upload

Weibo Very popular chinese microblogging 
website, as known as the chinese 
Twitter clone.

Social Networkng  • Post

 • Upload

PPS.tv Popular chinese video streaming 
portal.

Media  • Post

 • Upload

56.com Popular chinese video portal. Media  • Post

 • Upload

Yahoo! Box Web-based cloud file storage 
solution offered by Yahoo! Japan.

File Sharing —

Application Changes

Gyao Enhanced to also match traffic from Yahoo! Douga (AKA streaming.yahoo.co.jp). 
Yahoo Douga is the paid-content side of Gyao. They share a common login, and both 
will receive a verdict of Gyao.

YouTube HD (covers 720p, 1080p, and 3072p) bandwidth controls have been added to 
YouTube.

Google+ Chat has been renamed to Google+ Hangouts/Chat.
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  AVC Signature Release 1.1.0.12
Behaviors

—

Removed in Release 1.1.0.14

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.12
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.12, page 7

 • Changed in Release 1.1.0.12, page 8

 • Removed in Release 1.1.0.12, page 8

Added in Release 1.1.0.12

Applications 

Application Types

—

Application Description Application Type/Policy UI Granular Controls

Gyao Video streaming site operated by 
Yahoo! Japan

Media  • Post

Quora People can ask questions and get 
answers from a real person

Social Networking  • Upload 

 • Post 

 • Tag

 • Sharing
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  AVC Signature Release 1.1.0.11
Behaviors

—

Changed in Release 1.1.0.12

Applications

—

Application Types

—

Behaviors

—

Removed in Release 1.1.0.12

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.11
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.11, page 9

 • Changed in Release 1.1.0.11, page 9

 • Removed in Release 1.1.0.11, page 9
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  AVC Signature Release 1.1.0.11
Added in Release 1.1.0.11

Applications 

Application Types

—

Behaviors

—

Changed in Release 1.1.0.11

Applications

—

Application Types

—

Behaviors

—

Removed in Release 1.1.0.11

Applications

—

Application Types

—

Behaviors

—
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  AVC Signature Release 1.1.0.10
AVC Signature Release 1.1.0.10
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. These 
release notes include all AVC signatures that originally appeared in AVC signatures 1.1.0.9, a version 
which was never released. All AVC signatures from Release 1.1.0.9 are included in Release 1.1.0.10. 

 • Added in Release 1.1.0.10, page 10

 • Changed in Release 1.1.0.10, page 11

 • Removed in Release 1.1.0.10, page 11

Added in Release 1.1.0.10

Applications 

Application Types

—

Behaviors

—

Application Description Application Type/Policy UI Granular Controls

AxiFile Web-based file sharing service File Sharing  • Upload 

 • Download

Deezer French web-based music streaming 
service

Media —

dl.free.fr Web-based file sharing service File Sharing  • Upload

 • Download

Filemail Web-based file sharing service File Sharing —

Flickr Yahoo!’s photo and video hosting 
website

Social Networking  • Post text

 • Upload

Livestream Web-based video streaming service Media —

Rayfile Chinese web-based file sharing service File Sharing  • Download

Reddit Social news and entertaining service File Sharing —

Youku Chinese video sharing portal Media  • Like/tag

 • Post text

 • Upload

Zbigz Web-based torrent sharing File Sharing —
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  AVC Signature Release 1.1.0.8
Changed in Release 1.1.0.10

Applications

—

Application Types

—

Behaviors

—

Removed in Release 1.1.0.10
 • Google Buzz

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.8
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.8, page 12

 • Changed in Release 1.1.0.8, page 12

 • Removed in Release 1.1.0.8, page 13
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  AVC Signature Release 1.1.0.8
Added in Release 1.1.0.8

Applications 

Application Types

—

Behaviors

—

Changed in Release 1.1.0.8

Applications

—

Application Description Application Type/Policy UI Granular Controls

ADrive Web-based file sharing service File Sharing —

Avoidr Anonymizing HTTP proxy service Proxy —

eSnips Israeli web-based file sharing service File Sharing  • Upload 

 • Download

Fluxiom Web-based file sharing service File Sharing —

GMX E-Mail German web-based email service Webmail  • Block Sending Email

 • Block File 
Attachment Upload

 • Block File 
Attachment 
Download

Guardster Anonymizing HTTP proxy service Proxy —

Hushmail Web-based email service Webmail  • Block Sending Email

 • Block File 
Attachment Upload

 • Block File 
Attachment 
Download

Mediafire Web-based file sharing service File Sharing —

Megashares Web-based file sharing service File Sharing —

Pastebin Web-based text storing service Collaboration  • Post 

 • Download

TransferBigFiles Web-based file sharing service File Sharing —
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  AVC Signature Release 1.1.0.7
Application Types

—

Behaviors

 • Tag Behavior was renamed to Like/Tag.

Removed in Release 1.1.0.8

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.7
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.7, page 14

 • Changed in Release 1.1.0.7, page 15

 • Removed in Release 1.1.0.7, page 15
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  AVC Signature Release 1.1.0.7
Added in Release 1.1.0.7

Applications 

Application Types

—

Application Description Application Type/Policy UI Granular Controls

Amazon Cloud Drive1 

1. See Additional Information related to this signature.

Additional Information

The signature for Amazon Cloud Drive is limited to the amazon.com domain only. Support for the following Amazon country 
domains will be addressed in the next AVC signature release:

amazon.ca

amazon.cn

amazon.co.jp

amazon.co.uk

amazon.com.br

amazon.de

amazon.es

amazon.fr

amazon.it

Web-based cloud storage service File Sharing  • Upload 

 • Download

 • Sharing 

bonpoo Web-based file sharing service File Sharing —

Datei.to German web-based file sharing service File Sharing  • Upload 

 • Download

DivShare Web-based cloud storage service File Sharing —

FileServe Web-based file sharing service File Sharing  • Upload

Issuu Digital publishing service File Sharing —

netload German web-based file sharing service File Sharing  • Upload 

 • Download

Okurin Japanese web-based file sharing 
service

File Sharing  • Upload 

 • Download

PutLocker Web-based cloud storage service File Sharing —

sendspace Web-based file sharing service File Sharing —

WeTransfer Web-based file sharing service File Sharing —
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  AVC Signature Release 1.1.0.7
Behaviors

—

Changed in Release 1.1.0.7

Applications 

Application Types

 • Facebook now has bandwidth controls for all applications.

Behaviors

 • Post and Like behaviors were consolidated into a single point of control under Facebook General.

Removed in Release 1.1.0.7

Applications 

 • Facebook Questions

 • Facebook Business

 • Facebook Education

 • Facebook Community

 • Facebook Places

 • Facebook Videos

 • Meebo

Application Types

—

Behaviors

 • Like and Post from Facebook Photos

 • Like and Post from Facebook Videos

 • Like and Post from Facebook Events

 • Like and Post from Facebook Notes

Application Changes

Facebook Videos Moved from the Media application type to the Facebook application type.

Facebook Photos and Facebook Videos Consolidated into a single application: Facebook Photos & Videos 
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  AVC Signature Release 1.1.0.6
AVC Signature Release 1.1.0.6
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • AVC Signature Release 1.1.0.6-500, page 16

 • Added in Release 1.1.0.6, page 17

 • Changed in Release 1.1.0.6, page 17

 • Removed in Release 1.1.0.6, page 18

AVC Signature Release 1.1.0.6-500
This AVC Signature minor release contains changes to some application descriptions for the WSA but 
does not impact functionality in Release 1.1.0.6. 
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  AVC Signature Release 1.1.0.6
Added in Release 1.1.0.6

Applications 

Application Types

—

Behaviors

—

Changed in Release 1.1.0.6

Applications

—

Application Description Application Type/Policy UI Granular Controls

ASProxy Anonymizing HTTP proxy for the 
purpose of evading firewall policies

Proxies —

CoralCDN Peer-to-peer content distribution 
network. Appending CoralCDN's 
hostname to any url enables it to evade 
firewall policies.

Proxies —

Picsearch

Note This application 
intentionally does 
not show up in the 
AVC Applications 
Access Policies

Web search engine for images Supported in Safe Search —

Proxono Web-based PHP proxy script (branched 
from PHProxy when development 
stopped)

Proxies —

Surrogafier Web-based PHP proxy script that can 
be installed locally and used as-is or 
modified. This signature supports only 
the surrogafier.net/org domains.

Proxies —

Symantec LiveUpdate Generic software and signature update 
mechanism for all Symantec solutions

Software Updates —

Windows Update Related to bugs fixes, patches, service 
packs and software updates

Software Updates —

Zelune Old PHP script that is still available and 
maintained by phpphantom

Proxies —
17
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  AVC Signature Release 1.1.0.5
Application Types

—

Behaviors

—

Removed in Release 1.1.0.6

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.5
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.5, page 19

 • Changed in Release 1.1.0.5, page 19

 • Removed in Release 1.1.0.5, page 20
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  AVC Signature Release 1.1.0.5
Added in Release 1.1.0.5

Applications 

Application Types

—

Behaviors

—

Changed in Release 1.1.0.5

Applications

—

Application Types

—

Application Description Application Type/Policy UI Granular Controls

Camo-proxy Anonymizing HTTP proxy service Proxies —

Dogpile Metasearch engine Supported in Safe Search —

Glide Cross-platform web desktop, including 
an integrated office suites, media 
players, photo editor, calendar, 
publishing platform and more

Presentation/Conferencing —

Nico Nico Douga Popular Japanese video sharing site, 
which also has an English-language 
site: niconico.com

Media —

Twiddla Online collaboration tool that allows 
sharing of content and whiteboarding

Presentation/Conferencing —

Suresome Anonymizing HTTP proxy service Proxies —

Techinline Remote desktop and collaboration 
service

Presentation/Conferencing —

Vimeo Online video sharing web application Media  • Upload

 • Download

 • Post text
19
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  AVC Signature Release 1.1.0.4
Behaviors

—

Removed in Release 1.1.0.5

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.4
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.4, page 21

 • Changed in Release 1.1.0.4, page 21

 • Removed in Release 1.1.0.4, page 22
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  AVC Signature Release 1.1.0.4
Added in Release 1.1.0.4

Applications 

Application Types

—

Behaviors

—

Changed in Release 1.1.0.4

Applications

—

Application Description Application Type/Policy UI Granular Controls

eBay Adult Items Adult items on eBay Supported in Safe Search —

eBay Auction and store website Internet Utilities —

FileDropper Web-based file sharing and download 
service

File Sharing —

Mixi Japanese social networking site Social Networking —

AOL Mail Free webmail service by AOL that also 
supports free IMAP and POP access

Webmail  • Download 
attachment

 • Upload attachment

 • Send email

Photobucket Online platform for sharing and 
creating images and videos

Media  • Upload file

 • Download file

 • Share

Dailymotion Video sharing website Media  • Upload file

 • Post

 • Site Content 
Enforcement

Answers.com Online knowledge exchange website Collaboration Post

DocStoc Electronic document repository and 
online store, aimed at providing 
professional, financial and legal 
documents for the business community

File Sharing  • Upload file

 • Download file
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  AVC Signature Release 1.1.0.3
Application Types

—

Behaviors

—

Removed in Release 1.1.0.4

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.3
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.3, page 23

 • Changed in Release 1.1.0.3, page 24

 • Removed in Release 1.1.0.3, page 24
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  AVC Signature Release 1.1.0.3
Added in Release 1.1.0.3

Applications 

Application Types

—

Behaviors

—

Application Description Application Type/Policy UI Granular Controls

Duck Duck Go Web search engine Supported in Safe Search —

Winamp Remote Allows streaming of music and videos 
from a PC to a Winamp remote client

Media —

Gree Japanese social networking and gaming 
site

Social Networking —

Google Drive (formerly 
Google Docs)

Free web-based office suite and cloud 
storage service

File Sharing  • Upload

 • Download

 • Post

Scribd Online document sharing website that 
allows users to upload documents in 
various formats, as well as download 
them into various formats via 
on-the-fly conversion.

Social Networking  • Upload

 • Download

 • Post

SkyDrive Microsoft’s website that allows users to 
download and upload files

File Sharing  • Upload

 • Download

 • Editing

SmugMug Photo-sharing and photo-print service Media  • Upload

 • Download

 • Like

 • Sharing
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  AVC Signature Release 1.1.0.2
Changed in Release 1.1.0.3

Applications 

Application Types

—

Behaviors

—

Removed in Release 1.1.0.3

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.2
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.2, page 25

 • .Changed in Release 1.1.0.2, page 25

 • Removed in Release 1.1.0.2, page 26

Application Changes

Google Docs Renamed to Google Drive to reflect Google's rebranding of that service.
24
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  AVC Signature Release 1.1.0.2
Added in Release 1.1.0.2

Applications 

Application Types

—

Behaviors

—

.Changed in Release 1.1.0.2

Applications

—

Application Types

—

Behaviors

—

Application Description Application Type/Policy UI Granular Controls

Ameba Japanese Bulletin Board Service (BBS) 
/social networking/ gaming /portal/ 
blogging site. This covers parts of 
Ameba not covered by a more specific 
Ameba signature.

Social Networking —

Yahoo! Mobage Japanese social networking/social 
gaming site powered by DeNA's 
Mobage platform

Social Networking —

2Channel Japanese BBS/social networking/ 
gaming/portal/blogging site

Social Networking —

Pinterest Social photo-sharing website that 
allows users to share media in pin board 
style

Social Networking  • Block File Upload

 • Block Posting Text

 • Block Like

Yandex Web search engine Supported in Safe Search —

Baidu Web search engine 

Note Private signatures. Not visible 
to customers. 

Not Supported in Safe 
Search

—
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  AVC Signature Release 1.1.0.1
Removed in Release 1.1.0.2

Applications

—

Application Types

—

Behaviors

—

AVC Signature Release 1.1.0.1
This AVC Signature release is pertinent to the Cisco Web Security Appliance Release 7.x.x. 

 • Added in Release 1.1.0.1, page 27

 • Changed in Release 1.1.0.1, page 29

 • Removed in Release 1.1.0.1, page 29
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  AVC Signature Release 1.1.0.1
Added in Release 1.1.0.1

Applications 

Application Description Application Type/Policy UI Granular Controls

Dropbox Web-based file hosting and cloud 
storage service

File Sharing  • Block File Upload 

 • Block Dropbox 
Folder Sharing 

 • Block Download 
Documents

eRoom.net Web-based collaboration software suite Presentation/Conferencing —

Eyejot Web-based video mail service Media —

Facebook Messages and 
Chat

Web-based instant messaging service Facebook  • Block File 
Attachment Upload

 • Block File 
Attachment 
Download–Block 
Video Chat

Filer.cx Web-based file sharing and download 
service

File Sharing —

Google Groups Web-based Usenet group archive and 
search facility (formerly Deja News). 
Google Groups also hosts native 
non-Usenet groups.

Social Networking —

iCloud (formerly 
MobileMe)

Apple's cloud-based storage and 
application network 

File Sharing  • iCloud Mail

 • iCloud Calendar

 • iCloud Photos

 • iCloud Contacts

 • iCloud Bookmarks

MSN Messenger Windows Live Messenger (formerly 
MSN Messenger) is an instant 
messaging client that supports text 
chat, voice chat, video chat, and file 
transfer.

Instant Messaging Block File Transfer

iFile.it Web-based file sharing and download 
service

File Sharing —

Leapfile Business-oriented, web-based secure 
file transfer service

File Sharing —

Myspace General Social networking service Myspace  • Block Posting Text

 • Block Like/Tag

Myspace Photos Social networking service. These 
signatures provide granular control 
over Myspace's photo-sharing service.

Myspace  • Block File Upload

 • Block Like/Tag
27
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  AVC Signature Release 1.1.0.1
Application Types

 • Collaboration

 • Myspace

 • Software Updates

Behaviors

 • iCloud Mail

 • iCloud Calendar

 • iCloud Bookmarks

 • iCloud Contacts

 • iCloud Photos

 • Dropbox Sharing

 • Facebook Video Chat

 • Eicar

Myspace Music Social networking service. These 
signatures provide granular control 
over Myspace's music service.

Myspace —

RapidShare Web-based file hosting and sharing 
service

File Sharing —

VTunnel Anonymizing HTTP proxy Proxies —

Wikipedia Web-based encyclopedia Collaboration Block Posting Text

XING Social networking service for business 
professionals

Social Networking —

Application Description Application Type/Policy UI Granular Controls
28
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  AVC Signature Release 1.1.0.1
Changed in Release 1.1.0.1

Applications 

Application Types

 • P2P / File Sharing was renamed to File Sharing

Behaviors

 • Block Download documents was renamed to Block Download Documents

Removed in Release 1.1.0.1
 • Facebook Messages

 • Facebook Chat and Video Chat

 • Myspace

Application Types

—

Behaviors

—

Application Changes

Facebook  • Added support for Timeline 

 • Added support for Facebook Groups 

Google Apps Implemented Safe Search 

Google+ Granular control for posting text 

LinkedIn Added support for LinkedIn Content Distribution Network (CDN)

McAfee AutoUpdate Moved from Internet Utilities to Software Updates

Sophos Update Moved from Internet Utilities to Software Updates

Trendmicro Antivirus Update Moved from Internet Utilities to Software Updates

YouSendIt Added support for HTTPS 

YouTube  • Added site content enforcement for m.youtube.com

 • Granular control: Block File Upload

 • Granular control: Block Posting Text
29
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  Related Documentation
Related Documentation
For documentation on the Cisco Web Security Appliance, see: 
http://www.cisco.com/en/US/products/ps10164/tsd_products_support_series_home.html

Service and Support
You can contact support using one of the following methods:

Cisco IronPort Support: http://www.cisco.com/en/US/products/ps11169/serv_group_home.html

U.S. Toll-Free Number: 1-800-553-2447 or 1-4008-526-7209

International Contacts: http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of 
Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The 
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

Google, Google Play, Android and certain other marks are trademarks of Google Inc.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any 
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. 
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2013 Cisco Systems, Inc. All rights reserved.
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