I
CISCO.

Application Note

Configuring a Zone-Based Firewall on the Cisco ISA500
Security Appliance

This application note describes how to configure a zone-based firewall on the Cisco ISA500 security
appliance. This document includes the following sections:

= Understanding Zones

= Configuring Zones

= Configuring Firewall Rules
= ACL Rules Case Study

= Troubleshooting

= For More Information

A zone-based firewall can permit or deny inbound or outbound traffic to the Internet based on the zone,
service, source and destination address, and time of day. Zone-based security is a powerful and flexible
method of managing both internal and external network segments that allows you to separate and
protect critical internal network resources from unapproved access or attacks.

Understanding Zones

A zone is a group of interfaces to which a security policy can be applied. The interfaces (such as VLAN,
DMZ, WAN, and VPN) in a zone share common functions or features. For example, two interfaces that

belong to the internal network might be placed in one security zone and the interfaces connected to the
Internet might be placed in another zone. Security policies are used to control the transit traffic between
the different zones that protects the different services.

Zone Security Levels

The zone security level is the level of trust given to that zone. Table 1 lists the security levels that the
ISA500 supports.The greater the value, the higher the permission level.

Table 1. Supported Security Levels

Trusted (100) Highest level of trust. By default, the LAN zone is trusted.

VPN (75) Higher level of trust than a public zone, but a lower level of trust than a trusted
zone. This security level is only used by the predefined VPN and SSLVPN zones.
All traffic to and from a VPN zone is encrypted.

Public (50) Higher level of trust than a guest zone, but a lower level of trust than a VPN zone.
The Demilitarized (DMZ) zone is a public zone.

Guest (25) Higher level of trust than an untrusted zone, but a lower level of trust than a public
zone. Guest zones can only be used for guest access.

Untrusted (0) Lowest level of trust used by both the WAN and the virtual multicast zones. The
WAN port can only be mapped to an untrusted zone.
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Predefined Zones

The default behaviors for all predefined zones and new zones are determined by their security levels.
Table 2 lists the predefined zones that the ISA500 supports. The default behavior is as follows:

= Traffic from a higher security zone to a lower security zone is permitted.
« Traffic from a lower security zone to higher security zone is blocked.
= Traffic between zones with the same security level is blocked.

For example, all traffic from the LAN (trusted zone) to the WAN (untrusted zone) is permitted, and traffic
from the WAN (untrusted zone) to the DMZ (public zone) is blocked.

If you create a new trusted zone such as a data zone, firewall rules are automatically generated to permit
or block traffic from the data zone to other zones or vice-versa. This permit or block action is determined
by the security levels.

Table 2. Predefined Zones

WAN Untrusted zone. By default, the WAN port is mapped to the WAN zone and can only be
mapped to an untrusted zone.

LAN Trusted zone. You can map one or multiple VLANS to a trusted zone. By default, the
DEFAULT VLAN is mapped to the LAN zone.

DMZ Public zone. Zone used for the public servers that you host in the DMZ networks.

SSLVPN | Virtual zone. Zone used for simplifying secure and remote SSL VPN connections. The
SSLVPN zone does not have an assigned physical port.

VPN Virtual zone. Zone used for simplifying secure IPsec VPN connections. The VPN zone
does not have an assigned physical port.

GUEST Guest zone. Only used for guest access. By default, the GUEST VLAN is mapped to this
zone.

VOICE Trusted zone. Security zone designed for voice traffic. Incoming and outgoing traffic from
this zone is optimized for voice operations. If you have voice devices, such as a Cisco IP
Phone, we recommend that you place devices into the VOICE zone.
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Default Firewall Settings

By default, the firewall prevents all traffic from a lower security zone to a higher security zone, and allows
all traffic from a higher security zone to a lower security zone. These rules are also referred to as access
control lists or ACLs.

After you create a new zone, the default firewall rules are automatically generated to permit or block
traffic from the new zone to another zone or vice-versa. Table 3 shows the default access control settings
for traffic between zones with the same or different security levels.

Table 3. Default ACL Settings

From/To Trusted (100) | VPN (75) Public (50) Guest (25) Untrusted (0)
Trusted (100) | Deny Permit Permit Permit Permit

VPN (75) Deny Deny Permit Permit Permit
Public (50) Deny Deny Deny Permit Permit
Guest (25) Deny Deny Deny Deny Permit
Untrusted (0) | Deny Deny Deny Deny Deny

The default behaviors for all predefined zones and new zones are determined by their security levels. For
example, by default, all traffic from the LAN (trusted zone) to the WAN (untrusted zone) is permitted. All
traffic from the WAN (untrusted zone) to the DMZ (public zone) is blocked.

Table 4 lists the default ACL settings for the predefined zones.

Table 4. Predefined ACL Settings

From/To LAN Voice | VPN SSLVPN | DMZ GUEST | WAN

LAN Permit Deny Permit Permit Permit Permit Permit
Voice Deny Permit Permit Permit Permit Permit Permit
VPN Deny Deny Permit Deny Permit Permit Permit
SSLVPN Deny Deny Deny Permit Permit Permit Permit
DMZ Deny Deny Deny Deny Permit Deny Deny

GUEST Deny Deny Deny Deny Permit Permit Permit
WAN Deny Deny Deny Deny Permit Deny Permit

NOTE All predefined zones (except for the VOICE zone) cannot be deleted. Only the associated ports and
VLANS for the predefined zones (except for the VPN and SSLVPN zones) can be edited.
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Configuring Zones

Follow these steps to add a new zone, specify its security level, and map the interface to the zone:

Step 1.
Step 2.

Step 3.
Step 4.

Step 5.

Step 6.

From the ISA500 Configuration Utility main page, choose Networking > Zones.

To add a new zone, click Add.

Zone — Add/Edit Help

Name: Employee (Length: 1 to 63 characters)

Security Level: () Untrusted{0)
) Guest(25)
) Public{50)
() VPN(75)
(®) Trusted(100)
Map interfaces to this zone:

Available Interfaces Mapped to Zone
DEFAULTIVLAN) VLANGO{WVLAN)
GUEST(VLAN)

VOICE[VLAN)

VLANTO(VLAN)

II

i (o)

344783

Enter a name for the new zone. For example: Employee.
Specify the zone security level.

For VLANS, all security levels are supported. In this example, the security level is set to
Trusted (100).

For DMZs, choose Public (50).
For WAN ports, choose Untrusted (0).
Map interfaces to this zone.

Choose the existing VLANs or WAN ports from the Available Interfaces list and then click the
right arrow to add them to the Mapped to Zone list. Up to 16 VLANSs can be mapped to a zone.

Click OK to apply your settings.

After you create a new zone, the firewall rules are automatically generated between zones. To
customize your own rules, see Configuring Firewall Rules, page 5.
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NOTE if you enabled services such as Intrusion Prevention (IPS), Anti-Virus, and Application Control on
the ISA500, you will need to apply the security services on these zones. For more information,
see the Cisco ISA500 Series Integrated Security Appliances Administration Guide at:
www.cisco.com/go/isa500resources.

Configuring Firewall Rules
The ISA500 supports three types of firewall rules:

«  Default Firewall Rules
= Custom Firewall Rules

= Automatically Generated Firewall Rules

This page shows the different types of firewall rules.

ACL Rules
From Zone : | Any |_._'| To Zone : | Any |E| | apply |

- Access Control List |
cbAdd M Delata ) Reset 4 Refresh |

[]| Priority Enable| FromZone | ToZome Services Source Address | Destination Address | Hit Count  Log | Action

Detail | Configure T |

0 1 @  SSLVPN  LAN  HTTP  user Any 0 &  |Deny -] @ JXGIE ™
m i VEN LAN Any Any Any 0 [ Q@ /XAg-dEE m:
3 v Any Any TELNET Any Telnet_Server @ |
4 v SSLVPN LAN ssivpnSession1  Any @
5 v SSLVPN WAN ssivpnSession  Any n L o |
6 v SSLVPN DMZ ssivpnSession1  Any @ ssIVPN ACL l
7 v SSLVPN VPN sslvpnSession1  Any (i ] {
8 v SSLVPN GUEST sslvpnSessiont  Any L ]
9 v SSLVPN VOICE sshpnSessiont  Any @
10 v LAN WAN [}
1 v LAN DMZ er ] |
12 v LAN VPN 2 :

Default Firewall Rules

These are rules that are defined on the ISA500 for all predefined zones and new zones based on their
security levels. You cannot edit, delete, or move these rules up or down. For more information, see
Default Firewall Settings, page 3.

Custom Firewall Rules

There may be situations when you need to create your own custom firewall rules. Custom rules override
the default and autogenerated firewall rules. For example, you can set a rule to allow or deny traffic, and
apply it to a specific zone, service, group, IP address, or time of day. You can also log traffic for each rule
that you define.

NOTE The ISA500 supports up to 100 custom firewall rules.
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Scenario. You want to restrict user Internet access during work hours. By default, the DEFAULT VLAN is
mapped to the LAN zone and the LAN to WAN ACL rule is set to Permit. This means that all users in the
default VLAN can access the Internet at any time.

Solution. Create an ACL rule to deny access at a specific time of day as follows:

Step 1. Choose Firewall > Access Control > ACL Rules.

Step 2. Click Add.

Rule - Add/Edit Help
Enable: ® on O of

Fram Zone: LAN [L]

To Zane: VAR [3

Services: HTTP

| 4

Source Address: CEFALLT_METWORK [3|

Destination Address: Ay B

Schedule: wark_hours [3
Log: O on @ off
Match Action:

o [

344680

Step 3.  Click On to enable the firewall rule.

Step 4. Enter the following information:

From Zone: Choose LAN.

To Zone: Choose WAN.

Services: Choose HTTP.

Source Address: Choose DEFAULT_NETWORK.
Destination Address: Choose Any.

Schedule: Create a New Schedule. When selected, the Schedule - Add/Edit window
opens that allows you to specify when the firewall rule is active. In this example, a schedule
was created called “work_hours” so that the user can only access the Internet during
working hours.

Log: To log the event when the firewall rule is hit, select On. In this example, event logging
is set to off.

Match Action: Choose Permit.

Step 5. Click OK to save your settings.

The new work_hours rule is added to the ACL Rules list.
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Prioritizing Rules

If a firewall policy contains more than one rule that permits traffic, you can reorder them by priority. The
rules are sorted in this order: Custom rules (highest priority), system automatically generated rules, and
the default rules (lowest priority). You can move a rule up, move a rule down, or move it to another
location in the Access Control List.

Priority : 9 Move To ..

row [ ]

Automatically Generated Firewall Rules

You can configure the ISA500 so that the firewall rules are automatically generated for features such as
port forwarding and VPN. For example, firewall rules can be automatically generated for port forwarding
to allow access from the Internet to an internal server, or to allow an SSL VPN user to access all trusted
zones automatically.

The following examples show different configurations of autogenerated rules. In each configuration, a
rule is automatically generated by clicking the Create Firewall Rule box.

= ACL Generated by Using Port Forwarding
= ACL Generated by a Site-to-Site IPsec VPN
= ACL Generated by Remote Access IPsec VPN

NOTE You cannot edit or delete an autogenerated rule. You can only override it by creating a custom
firewall rule. See Custom Firewall Rules, page 5.
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ACL Generated by Using Port Forwarding

In this example, a new port forwarding rule was added from the Firewall > NAT > Port Forwarding
page.

Port Forwarding Rule - Add/Edit Help

E
[«

“ Original Service:

* Translated Service: HTTP E]

“ Translated IP: | hitpserver_incoming E]'

VVAN: WANT

i

WAN1_IP
* WAN IP: P[]

Enable Port Forwarding: ) On(") Off
Create Firewall Rule: V] |

(Length: 0 to 255 characters)

H

Description:

By clicking the Create Firewall Rule box, the ACL rule was automatically created to allow access from the
Internet to the internal server.

From Zone : [ Any [=]] ToZone:[Any (=] [Aesty |

doage Moats g Rast 4 Ravern

] Priolty Enable  FromZone  ToZone | Sanvices | Source Address | Destination Address  HilCount | Log | Aclion g
1=hi Y WAN Any HTTP Any hiipserver_in [Parmit ] |& )
l 5 i1 am AR [ ) 1]

ACL Generated by a Site-to-Site IPsec VPN

In this example, a site-to-site VPN was enabled for an existing IPsec Policy (VPN > Site-to-Site >
IPsec Policies).

Enabla VPN: &) an ) off

ofengd M oatee P Remesn
[ Mame  Enable  Sfalus WAN Interface  Peers - Local Remote IKE Tran: @
O s2s s Down WAN1 10.74.10.100 "DEFAULT_NETWORK  rmemote_subnat Defaultike Dihlﬁ
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ACL rules were automatically generated to allow site-to-site VPN access.

mezuna: Thzane: [aesiy |

drase M patste D Resst P Resesn

(] Priofty Enable  FromZone ToZone | Serd. Source Address | Destination Address  Hit | L Action

i v] WAN Ay HTTP  Any hitpserver_in |
L[z VPN Ay Temote_subnet DEFAULT_NETWORK [Pemit_ - §
i3 i Any VPN DEFAULT_NETWORK remote_subnet [Pammit g

ACL Generated by Remote Access IPsec VPN

In this example, IPsec remote access was enabled to allow remote VPN clients to establish the VPN con-
nections.

IPsec Remote Access: (&) on () Off

Jradd M patete
| Group | WAN Interface | Authentication Method | Mode B
[ ezvn_server WAN1 Preshare Key client

The access control settings were specified on the Basic Settings page.

IPsec Remote Access - Add/Edit

GEESEIVEE Zone Access Control | Mode Configuration Settings ]

Zone Access Setting

LAN @ Permit () Deny
WAN @ Permit ¢ Deny
DMz @ Permit

GUEST @ Permit

SSLVPN O Permit

VOICE @ Permit () Deny

285441
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The VPN ACLs for remote client access were automatically generated and added to the Access Control

List.

FlumZone:|.hmr;-| TOZGHBZ|N1'|"_—| Apphy
o = T = = - _ S S _
SEadd Moeste S Resst £ Refrash
[]  Priority = Enable From Zone  To Zong Servi... Source Address Destination Address Hit L Action
1 ] AN Any CHTTE  Any httpserver_in [—'
2 VEN LAN EDFN_ezvpn_sener  Any
3 VPN WAN EZVPN_ezvpn_server  Any ;
4 ] oMZ EZVPN_ezvpn_server  Any [Femiit ]
5 VPN GUEST EZVPN_ezvpn_server  Any By ]
B VPN SSLVPN EZVPN_ezpn_server  Any ]
7 VRN VOICE EZVPN_ozvpn_server  Any [Fermit ~] g

Intrazone ACL Rules

Intrazone ACL rules (ACLs between VLANS in a zone) are supported by the ISA500. These are two
examples:

NOTE

Two different VLANSs in the same zone. See Figure 1.

SSLVPN-to-SSLVPN: You can create a VPN to VPN ACL rule to deny access between two
ezVPN clients (the default is permit) or two SSL VPN/L2TP clients.

IntraVLAN ACLs or ACLs within a VLAN are not supported.

Figure1 Example of an IntrazoneTopology

Host1
192.168.201.100

VLAN201

»
>
o
o
S

LAN

!
-

Host2
192.168.202.100

285477

Scenario. The switch has two VLANs: VLAN201 and VLAN202. You want to deny traffic from VLAN202
to VLAN201 but allow traffic from VLAN201 to VLAN202.

Solution.

Step 1. From the Firewall > NAT > VLAN page, add two new VLANs (VLAN201 and VLAN202) and

assign them both to the LAN zone.
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VLAN - Add/Edit

el oHor Pool Seftings | Py Setting |

* Mame:

FNMLAN (D

*IP Address:

* Metmask:

Spanning Tree:

woice YLAMN:
Fort

GEZ(LAM)
GE3(LAN)
GE4{LAN)
GES(LAN)
GEB(DMZ)
GET(LAMN)
GES(LAN)
GEG(LAN)

|

Zone:
(Create Zonge)

| vLanz1

| 201

[ 192.168.201.1

| 255.255.255.0

Enable
(|
Member

{Length: 1 t0 12 characters)

(Range: 3-4089)

o K

VLAN - Add/Edit

"Basic settings . I B |

* Mame:

FLAN D

* P Address:

* Metmask:

Spanning Tree:

Woice WLAMN:
Fort

GEZ(LAN)
GEI(LAR)
GE4(LAN)
GES(LAN)
GEG(DMZ)
GET(LAM)
GES(LAN)
GES(LAN)

| ¥

Zone:
{Create Zone)

[ wLaMz02

[ zoz

[ 192.168.202.1

| 255.255.255.0

Enahle
O
Member

H
I

f{Length: 1 to 12 characters)

{Range: 3- 4089)

344707

344708
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Step 2. Choose Networking > Ports > Physical Interface and set the LAN port to Trunk mode (for
example: GE7). Then assign the VLAN to the port.

Ethernet Configuration - Add/Edit Help

Mame: GEY
Part Type: LAM

Port: ® on O of
Awailable WLAMN (Create VLARY WLAMN

wian DEFAULT
VLANZ01

Flow Control: ) On (&) Of

Speed:

Duplex: Full

4

344702

Step 3. Choose Firewall > Access Control > ACL Rules. Add a rule to block (Deny) traffic from
VLAN202 to VLAN201.

Rule - Add/Edit Help
Enable: ®

on O Off
From Zone:
To Zone:
Services: Ay [~

Source Address: | VLANZ02_NETWORK [~ |

Destination Address: | VLANZ01_METWORK [+ |

Schedule: Abways on EJ
Log: ) on
Ceny

® of
Match Action:

344710
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Step 4. Click OK to save your settings.

NOTE You do not need to create a rule to permit traffic. Intrazone traffic is permitted by default.

ACL Rules Case Study

The following case study describes how ACLs might be used in a company network to permit or deny
access to their network. Figure 2 shows the company network diagram with following details:

= The company accesses the Internet through the WANL1 interface.
=  Employees are connected to the Default VLAN network, which is a highly secured Intranet.

= The Telnet server (192.168.75.5), SMTP server (192.168.75.10), and Web Conference server
(192.168.75.15) are all hosted on the Default VLAN network, whose access is only restricted to
the company employees in the Default VLAN.

= The FTP server (192.168.100.10) and Web server (192.168.101.10) are hosted on the DMZ
network that can be accessed by any user on the less secured networks, such as the Internet.

= The FTP and Web servers are hosted on the DMZ network. Non-employees can connect to the
Guest VLAN (192.168.25.0). Any non-employees visiting the company can be added to the
Guest network who have access to the Internet and DMZ network, but not to the company
Intranet (Default VLAN).

= A site-to-site tunnel exists between an ISA500 with WAN IP address (214.56.101.2) and another
ISA500 with WAN IP address (214.56.115.2) so that the remote office can securely connect to
the main office.

= The company has a branch office physically away from the main office. Employees in the branch
office can connect to the company’s network on a secured site-to-site VPN connection.

= Employees (such as 214.56.105.100) can connect to the company from their home or from any
hot-spots by using AnyConnect (SSL VPN) or the Cisco VPN (IPsec VPN) client.
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Figure 2 Company’s Network Diagram

Company’s Network Diagram

OME1 b Default Default
VLAN VLAN
FTP Server WWW Server ' '
IP: 192,168.100.10 IP: 192.168.101.10 Telnet Server SMTP Server

Ip: 192.168.75.5 IP: 192.168.75.10

'y 214.56.105.100

Guest VLAN Default N

IP: 192.168.25.100 IP: 192,168.75.14
Default VLAN
Web Conference
Server
IP: 192.168.75.15

-56.110.100
IP: 214.56.101.2 s
ISA500
IP: 214.56.115.2
Site-to-Site VPN

344714

How Default ACL Rules are Applied to the Company Network

The following sections describe the behavior of the default ACL rules. These rules are created by default.

Default VLAN Network ACL Policies

= Access to network resources such as Telnet, SMTP, and Web Conference Servers from any
other network is denied.

= The host (192.168.75.100) on the Default VLAN can access the network resources on other
networks such as the Internet, DMZ, Guest VLAN, and so forth.
Guest VLAN Network ACL Policies

= The host (192.168.25.100) on the Guest VLAN can access network resources on the less
secured networks such as the WAN and DMZ.

= The host (192.168.25.100) on the Guest VLAN is unable to access the network resources on the
more secured networks, such as the Default VLAN.
DMZ Network Access Policies

= The host on the WAN (214.56.110.100) cannot access the services hosted on the DMZ network.
In this case, you must change the default ACL rules to allow the hosts on the less secured
networks to access the DMZ network services.

= The FTP server and Web server cannot initiate connections to the high security Default VLAN
network.
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WAN Network Access Policies

= The hosts on the company networks (192.168.75.100, 192.168.25.100, Web, FTP, SMTP, Web

Conference and Telnet servers) are allowed access to the Internet.

= The hosts on the Internet (214.56.110.100 and 238.56.105.100) are denied access to the
company networks.

Configuring ACL Policies

The company’s network administrator needs to change some of default ACL rules to allow access to
certain network hosts or services from the less secure networks, and to deny access to certain network

hosts or services from the more secure networks to the less secure services.

In this example, the network administrator must configure the following ACL policies to override the

default policies to make the company network fully functional.

Default VLAN ACL Settings

The company wants to allow the hosts on the Default VLAN to access the Internet, DMZ, Guest VLAN,
and VPN endpoints, but wants to deny access to the DMZ and Guest and Internet access to the default

VLAN. In this case, the default ACL rules will remain as-is.

ACL Rules

Access Control List

[T1| Priarity | Enable From Zone
[ v GUEST
O il GUEST

FromZone: To Zone [ Apnly ]

aFadd Mopelete 0 Resst 45 Refresh

To Zone

DMz
LAN

Sevices

Any
WehCaonf

Soutce Address | Destination Address  HitCount | Log  Action

Any
Ay

Any
Ay

]
1]

)

Perit 5]

Fermit j

LAR
LAN
LAR
LAM
LAR

@ m o e L R

AR
DMZ
YRR
GUEST
SELYPH

Permit
Pe|
Permit

LAN

WOICE

Deny

Detail | Configure

[ ]
]
(]
]
[ ]
(]
(]
(]

/%

344691
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Guest VLAN ACL Settings

Hosts in the Guest VLAN (192.168.25.100) can only access the WAN network as shown here. However,
the company wants the Guest VLAN host to access the Web Conference services hosted on the server
in Default VLAN network.

From Zone To Zone © Apply

epdd Mpede o Reset 45 Refresh

D‘ Priotity | Enable ‘F‘mmznha- "Tnzzune ‘Eewmea | Source Address |Deaiinaﬂnri Address | Hit Count ‘ Log ‘Aﬁii‘nn ‘Dmaw‘l_ ‘ Canfigure ‘
— .

T WPN GLUEST [ ]
(- VPN SSLVPN L]
| % VRN VOICE [ ]
(MR:rs GUEST LAN Deny |~

| @8 BUEST AN Permit [~ [ ]
| 93 GUEST DMZ [ ]
1 100 GUEST VRN [Deny [-] [ ]
L] “101 GUEST SSLYPN Deny |~ ] o
1 o2 GUEST VOICE [Deny [-] [
L] 03 SSLVPN LAM o
1 “104 SSLVPN AN [Permit [~] [ ]
L] 105 SSLVPN  DMZ [Pemi[<] [ ]

345061

To allow the Guest VLAN host access, a new rule was created from the Firewall > Access Control >
ACL Rules > Rule- Add/Edit page.

Rule - Add/Edit

Enahle; ® on O oF
Fram Zone: GUEST E]
To Zone: LAN B
Serices: WiebCanf E]

Source Address:

Destination Address:

==
2| |2

Schedule: Always on E]
Log: ® on O of
Match Actian: Permit E]

344800
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The new rule was successfully added and appears on the ACL Rules page.

From Zone " To Zone

dlads Mpslete SPResst

] ‘Fiioﬁi\f | Enable ‘ Fromn Zang | To Zone | Senices | Source Address | Destination Address |+%1tc'ourit | Log |,Ai:'ﬁon | Detail |~b’an"t:[gure ‘;
11 GUEST AN WehConf Ay Ay o Permit . o F XAl 22 .
DMZ ACL Settings

The company wants to host the FTP and Web servers on the DMZ network. It does not want any host on
the DMZ network to access to any other networks for network resources.

The default DMZ ACL rules are shown here.

From Zﬂné‘- To Zone

drads Mpstste P Resst G Retresn
O ‘ Priarity | Enahle ‘ From Zong |T'n'ZoneA | Senices |:§'aurca'.§{ddress- ‘ Destination Address | Hit Count | Log |Actmn |'Ifietaf'l [t}onﬁ'gum ‘
L1 13 WIAN SELYPN Deny |~ (]
O 14 AN VOICE [Deny 7] (]
[l 45 DMZ LAN Dery |~ [
1B DMz AN ]
[l i DMz VPRI Dery | -] (]
Lo DMz GUEST o
L) o DMz S5LYEN [Deny -] (]
] 20 DMz VOICE [Deny (=] (]
(1] YRR LAN ]
B 2 VPN VAR Permit| | @
[l 23 VPN DMZ (]
O 2¢ VPN GUEET Permit] ~] ]
- : g -

In this example, the Administrator changed the DMZ ALC rules to deny access to all the networks from
DMZ.

From Zone © To Znne-;

“acd  Mpeete o Reset b Refresh

(]| Priority | Enable  FromZone  ToZone  Services : Al Destination Addr. Hit Count | Log  Action De.. Configure _

[ 4 Eil OMZ WAN Ay Any Any i} Deny 0 JXiEE &

0 2 il DMZ GUEST Any Any Any (] Deny 0 JXMdEE !

0O& LA AN Pemit| - [ P

0 4 = LAN DMZ (]

= LA PN Pormit | -] @

B = LAN GUEST (]

fosE LAn SBLVPN e

(] = LAN VOICE (]

g VAN LA L]

[ 10 = WA DMZ (]

{0 it WAN VPN [Ceny. [~] (]

i 2 el VAR GUEST (] o
——
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Two ACL rules were added to permit the host on any network to access the HTTP and HTTPS services
on the Web server (192.168.101.10). In this example, the Destination Address DMZ_WEB_IP is the
address object for the Web server address (192.168.101.10).

Rule - Add/Edit Help
Enable: ® on O of

From Zone:

To Zone:

Senvices: HTTP [ =]

Soaurce Address: Ary E]

Destination Address: | DMZ_WEB_IP [~]

. I
2
2

Schedule: Always on B
Log:
Match Action: Permit E]
C I
K] g
&
Rule - Add/Edit Help
Enable: ® on O oF
From Zone: Ay [3
To Zone:
Services:
Source Address: Ay E]

Diestination Address: DZ_WWEB_IP E]

T [
2 &
[«

Schedule: Always on E]
Log: O on @ of
hatch Action:

3 (e

344697
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Two more rules were added to permit hosts on any network to access the FTP server (192.168.100.10)

and to permit FTP control and FTP data ports on the FTP server.

Rule - Add/Edit
Enahle:

Fram Zone:

To Zone:

Services:

Source Address:

Destination Address:

Schedule;
Log:

Match Action:

Rule - AddiEdit

Enable:

From Zone:

To Zone:
Services:

Source Address:

Destination Address:

Schedule:
Log:
Match Action:

Any | v

OMZ [ -]

FTP-CONTROL [ =]

OMZ_FTP_IP [ =]

i II@
= g
[ 9 2

g

Always an E]
O on @ of

Permit E]

Ay

OMZ [ =]

FTP-DATA [~

OMZ_FTP_IF [ -]

i II@
= g
a A

g

Abways on E]
G on @ of

Fermit E]

Help

&

L (oo |8
Help

Gl (el | 8

=

[+]
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The newly configured DMZ ACL rules are shown here.

From Zone ? To Zone Z

“lagd  MDelete ) Reset O Refresh

O | Priority | Enable ‘ From Zone ‘Tn Zane | Semices "‘Sa"u}ce Address ‘ Destination Addr... ‘ Hit Gount | Log ‘ Action ‘ De... ‘ Configure
01 1] DMZ. VAN Any Any Any 0 Deny . (] 7 XALEE
0z E]] DMZ GUEST Any Any Any i [Deny =] 0 /XAl
TT 3 £ Ry DMZ HTTe Any DWZ WEB [P i T Permit =] o /7

4 £ Any DMZ HTTPS Any DMZ_WEE_IP i [Parmit =] 0 /XAl
O s £ Any DMZ FTP-CONTROL  Any DMZ_FTP_IP i [Femit [+] 0/ XALEE
& E]] Any DMz FTP-DATA Any DMZ_FTP_IP i [Permit  [+] 0 J/Xi-LEE
0z AN WAN Fermit] - []
8 LAN DMz P (]
L) g LAN VPN ]
O LAN GUEST (]
(= LAN SELYPN (]
O VOICE ]

WAN ACL Settings

By default, access from the hosts on the WAN to any subnet in the company network is denied, however
the company allows the host on the Internet to access the FTP and Web servers on the DMZ. These
rules were already configured in the previous section (see DMZ ACL Settings, page 17), so no changes
to the WAN ACL settings are required.

Frongne‘ To Zone ;| &
Memsscomollst
ghadd Mpeiste 4P Resat G Retresh
Ol | Priorty | Enable  FromZone ToZone  Semices | Source Audress | DestinaionAddress | HiCount  Log | Action |Detall | Configus |
g 12 LAN S5LYFN [ ]
L] 48 LAN YOICE [Deny [~] L]
14 VAN AN (]
O 15 AN DMZ (]
e AN VPN °
O 4E WIAN GUEST L]
[ 18 AR S5LYPN [ ]
[ 18 AN VOICE [ ]
2o 8]0 7N [ ]
O] 21 DMZ WAN (]
0 22 DMz YPN [ ]
O] 23 DMZ GUEST ®

Save || Cancel

344713
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SSL VPN ACL Settings

By default, remote access users are permitted to access all the available networks. If needed, you can
change the permissions from the Zone-based Firewall Settings tab on the SSL VPN Group Policy page
as shown here.

SSL VPN Group Policy - Add/Edit Help

Basic Settings I |E Proxy Settings I ey AN =l kRS-l | Zone-based Firewall Settings

Zone | Access Setting

LAN @pParmit I Deny
YAR @pParmit C'Deny
DMZ @parmit C'Deny
WPN @permit CDeny
GUEST @parmit CDeny
YOICE @Permit CDeny

o [

344711

The ACL rules for each SSL VPN session are automatically generated when the session is established.

— e

From Zone : [ any [~ ToZone:[ any [=]| [ &pay

dbadd Moelete %) Reset &b Retresh
] Friority |Enable | FromZone ToZane | Senices ‘Source Address | Destination Address | HitCount | Log  Action
] 14 S5LYPIN LA sshpnSessiond  Any
] 15 [¥] SELYFM AN sshvpnSessiond  Any
Ll 186 SELVPH Lz sslvpnSessiond Ay
B SSLVPN YRR sskpnSessiond  Any
R SELVPM GUEST sshpnSessiond  Any
Ol 19 SSLVPN  WOICE sshpnSessiond  Any
- . —rm
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Site-to-Site ACL Settings

ACL rules for site-to-site VPN are automatically generated when the IPSec tunnel is established between
the ISA500 in the main office (214.56.101.2) and the ISA500 in the branch office (214.56.115.2).

ACL Rules

From Zone -\_ny_-v_ To Zone : E;_:I Apply

Access Control List
SFagd M Delete ) Resst 45 Refresh

(] Priority Enable | FromZone ToZone Servi..  Source Address Destination Address Hit | L Action

1 VAN Any HTTP Arry hitpserver_in [
et

[2 VPN Ay remote_subnet DEFAULT_NETWORK |Bamit < 3
|3 Any VPN DEFAULT_NETWORK  remate_subnet Faumi ~ | &

ACL rules permit any host on the Default VLAN (192.168.75.0) in the main office to access hosts on the
subnet in the branch office and vice versa (The local network and remote network settings are configured
on the VPN > Site-to-Site > IPsec Policies page). After the IPSec tunnel is established, any host on

the chosen DEFAULT_VLAN (192.168.75.0 in the example) can access any host in remote_network on

the other side of tunnel.

Troubleshooting

When you create a rule, you can log the firewall events by enabling logging (Firewall > Access Control
> ACL Rules). These logs can be used for troubleshooting and for tracking potential security threats. A

variety of events can be captured

Rule - Add/Edit

Enable:

From Zone:

To Zone:
Services:
Source Address:

Destination Address:

and logged for review.

®

on () Off

(4]

(4

HTTP

(4

DEFAULT_NETWORK [~ ]|

Any [~

Schedule: Always on |Z|
Log: @® on O off
Match Action:

Help

285437

W| Cancel |
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To view the log information, select Device Management > Logs > View Logs. This example shows the
log information for the firewall rule we just created.

Logs |
==Clear b Retresh b Export
| Date | Severity | Facllity LogData Source |P Addr...  Destination IP Ad|.. |
- . e Sl - = - e e @
2012-04-13 _ . type=ACL Rule;action=Deny,Proto=TCP, ~| 2
14:55:45 Warning  Firewal SrePori=58206 DtPor=80;Len=48; 19216875100 7412523514 )
N4 N 43 am— A Dislacssbae—Fsee Deate—TO 0 o

Troubleshooting Example

A user on the network (identified as 192.168.75.101 in the default VLAN) is unable to access an external
FTP server (10.74.10.194). To isolate the problem, enable firewall logging on the ISA500 as follows:

Step 1. Choose Device Management > Logs > Log Settings.

Step 2. Under Log Settings, click On to enable logging.

Small Business =
&' 1SAS00 Series Configuration Utilty in(ainiy Lo Abo
v%g:\ég:ratlon ﬁﬁﬁ symngs
Status Log Settings
Metwarking Log: ® an ) Of
iWireless * Log Buffer: bytes (Range:100000-10000000, Default: $09600)
Firgwall
Sec_urity Systemn Logs
sences Unicast Traffic: O on @ of
VPN

BroadeastiMutticast Trafic: O On (&) Of

AIC Local Log
Device Pr o Severity: | Debug [+]
» Diagnost
» Discoven Email Server
Firrmware Set Email Alert
License h Email Alert: Qe aff
v Logs From Email Address:
Wiew Lt
LogSe _ To Email Address:
LogFa

SMTF Server:
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Step 3. Choose Device Management > Logs > Log Facilities.

ISA500 Series Configuration Utility : gy

Configuration |
Wizards
Status Loy Facilities
Metworking MName Email Alert Remate Log [ Lacal Log
Wireless e

Systemn
Firewvall

Firewall
Security
Services LA

Metwark
VP

Wireless
Users

Site-to-Site YRR
I IPsec Remote Access
Telewarker WPN Client

I Management
Device Pra

FEEEEEEEEGEEENEEFEEFEEE

» Diagnost BELEl
» Discoven User
Fitrmware License
License b Intrusion Prevention (IPS)
» Logs Application Contral
Wiew Lt Anti-Virus
Log Se ‘Wieh URL Filtering
LogFa ‘Weh Reputation
REROILE = Metwork Reputation
Schedule g Spam Filter

¥ I a

Step 4. Check Local Log next to the Firewall Log Facility.
Step 5. Click Save.

Step 6. Initiate the FTP connection again. If the connection fails, view the firewall log from the from the
Device Management > Logs > View Logs page.

Step 7.  Specify the source IP address and destination IP address and click the Query button. In this
example, the log indicates that the FTP connection (DstPort=21) is blocked by an ACL rule.
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Device |
» Diagno:
» Discove

Firmmwa =

License.

ew
Log £ |
=Tl

Step 8.

Application

| | >

Step 9.

Log Severity:
Log Facility
Hesword | |

Source IP Addrees: [192188.75.101 |

Destination IP Address: [ 10.74.10.194 |

Logs

=cClear ¥hRefresh  (fp Export

Date | Severity | Facilty | Log Data Source IP Address

type=ACL Rule;action=Deny;Proto=TCF,SrcFor=51528;

Destination [P Ad...

2012-07-30

131858 Warning  Firewal DstPort=21,Len=48;SrcMacAddr=00:23:ae:08:da:43; 192.168.75.101 10.74.10.194
o DstMacAddr=f0:17:55:d7:c3:h3;
2012-07-30 type=ACL Ruleaction=Deny,Proto=TCP;SrcPort=51528;
e Warning Firewal DstPor=21,Len=42,5rcMacAddr=00.23.ae.08:da 43, 192 168.75.101 107410194
DsthacAddr=T0:17:55:047:c3h3;
2012-07-30 type=ACL Rule;action=Deny,Proto=TCF;SrcPort=51528;
13:18:49 Warning  Firewal DstPor=21;Len=52;SrcMacAddr=00:23:5e:08:da:43; 192 168.75.101 107410194

DstacAddr=0:17:55:d7:c3:b3;

To isolate the problem, choose Firewall > Access Control > ACL Rules to view the list of
rules. As shown here, the FTP ACL is set to Deny.

adminfzdming Lo

From Zone [ any (=] ToZone [ any [=]] Capsty |

hadd  Moeiste 0 Reset 4% Refsn
] | Prictity | Enahle ‘ From Zone |Ta Zone Senvices Source Address | Destination Address | Hit Gount | Lag |Actmn
1 LA WiAN FTP-CONTROL DEFAULT MET.. Any G
B LAN AN
[ = LAM oMZ
O] 4 Lan YPN
[l 5 LM GUEET
El & LAM SELYPN
O r LAM YOICE
0] 8 AN Lan
L] @ YA oMZ
C1 40 AN VPN
e AN GUEST
19 e oo

2 [ - i

Change Deny to Permit and click Save.
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Firewall Accounting

You can check if a certain packet matches the ACL rule by creating an ACL Rule (Firewall > Access
Control > ACL Rules) with Match Action set to Accounting. This option increases the hit count
number by one when it hits the firewall rule. Accounting does not deny or permit traffic. It only checks the
number of times that a rule is matched.

This example shows an ACL rule configured to check traffic originating from Any zone to the LAN
interface.

Rule - Add/Edit

Enable: ® on O off

From Zone:

To Zone:

Services: | ICMP Ping Request E]|
Source Address: Any E]

Destination Address:

O >
o) =
® [«]
g

Schedule: Always on |- |
Log:
Match Action: Accounting [ -]

i (ool

344784

After you configure the rule, you can view its hit count on the ACL page. This page shows the log data for
the rule that you just created.

Access Control List

Add Delate ) Reset 4 Refresh
deadd X 2] &

[]  Priority Enable FromZone | ToZone Services Source Address Destination Address | Hit Count | Leg | Action ,%
Il ™ Any LAN ICMP Ping Reguest  Any Any 191 O Accounting -| 5
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For More Information

Product Resources Location

Product Documentation www.cisco.com/go/isa500resources
Cisco Small Business Support Community www.cisco.com/go/smallbizsupport
Cisco Small Business Support and Resources www.cisco.com/go/smallbizhelp
Phone Support Contacts WWW.cisco.com/go/sbsc

Firmware Downloads www.cisco.com/go/isa500software
Cisco Partner Central for Small Business www.cisco.com/web/partners/sell/smb
(Partner Login Required)

Cisco Small Business Home WwWw.cisco.com/smb

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view
a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company.
(1110R)
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