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Upgrade Paths 
You can upgrade to Release 7.7.0-213 from the following releases: 

 • 7.2.2-107 

 • 7.7.0-204

 • 7.7.0-206

 • 7.7.0-207

 • 7.7.0-210
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  Resolved Issues
Resolved Issues 

New and Changed Information 
This release is governed under a new End User License Agreement and supplement. The text of this 
agreement is available in the User Guide for your release, available from 
http://www.cisco.com/en/US/products/ps10155/products_user_guide_list.html. 

Additional Information
For additional information about Cisco IronPort AsyncOS 7.7.0 for Security Management, see the 
Release Notes at http://www.cisco.com/en/US/products/ps10155/prod_release_notes_list.html.

Service and Support 
Use the following methods to obtain support:

U.S.: Call 1 (408) 526-7209 or toll-free 1 (800) 553-2447 

International: http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html 

Support Site: http://www.cisco.com/en/US/products/ps11169/serv_group_home.html 

You can also access customer support from the appliance. For instructions, see the User Guide or online 
help. 
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Defect ID Description 

CSCzv24579 Fixed: Web Framework Authenticated Command Injection Vulnerability

A vulnerability in the appliance could have allowed an authenticated, remote 
attacker to execute arbitrary commands on the underlying operating system with 
elevated privileges.

For more information, see the Cisco security advisory at 
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20
130626-sma. 
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