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Introduction
The following release notes apply to Network Admission Control (NAC), Release 1.0 (formerly referred 
to as Phase One or Phase 1 Solution). NAC was released in June, 2004.

Document Purpose
This document describes the limitations of Network Admission Control, Release 1.0.  For detailed 
release notes about the individual NAC components, refer to the links in Table 1.
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  NAC Overview
Audience
The target audience for this document is the system engineers and network administrators responsible 
for the implementation of Network Admission Control (NAC).

NAC Overview
Virus infection on data networks has become an increasingly serious problem. The resources consumed 
during just one disinfection process are much greater than the resources necessary to implement an 
anti-virus feature in the network such as Network Admission Control. Cisco's Network Admission 
Control (NAC) is such a feature and is deployed to ensure the health of all client workstations prior to 
those workstations being granted network access. NAC is a technology that works in conjunction with 
anti-virus vendor's software to assess the condition or "posture" of a client prior to granting network 
access. This ensures a workstation has an up-to-date virus signature set and has not been infected prior 
to gaining access to a data network. If the workstation requires a signature update an action is sent back 
to the workstation directing it to complete the update or, if the workstation has been compromised or a 
network outbreak has occurred, places it into a quarantined network segment until the update or 
disinfection process can be completed.

Figure 1 NAC Solution Architecture
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  IOS
IOS 

Production Enhancements
While 12.3(8)T was released with NAC support in May, 2004 and is currently available, the first IOS 
rebuild (12.3(8)T.1) has several enhancements and is the version that customers should look at for 
production deployment.

Auth Proxy
See also the AAA Release Notes located at: 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfauthp.h
tm#1001143) 

Protection Against Denial-of-Service Attacks

NAC proxy monitors the level of incoming hosts.. For each request, NAC requests the host for posture 
information. A high number of open requests could indicate that the router is the subject of a 
denial-of-service (DoS) attack. The authentication proxy limits the level of open requests and drops 
additional requests until the number of open requests has fallen below 100. 

If the router is experiencing a high level of host connection requests requiring posture validation, 
legitimate hosts may experience delays before posture validation completes.

Risk of Spoofing with NAC

When NAC succeeds, it creates a temporary dynamic access control entry for the host. While this entry 
exists, another host might spoof the validated host's address to gain access behind the router. NAC does 
not cause the address spoofing problem; the problem is only identified here as a matter of concern to the 
user. Spoofing is a problem inherent to all access lists, and NAC does not specifically address this 
problem.

NAT and NAC
Because EAPoUDP is initiated from a router rather than a host, NAT issues may arise where NAT is 
deployed between host and router. NAT implementations that depend on a host first having sent an 
EAPoUDP packet before forwarding an EAPoUDP request from the router are not supported.

However, NAC and NAT can co-exist on the same router. 

PAT and NAC
NAC does not support deployments where PAT is enabled between host and the router. 
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  Cisco Trust Agent (CTA)
Cisco Trust Agent (CTA) 
There have been several minor improvements made to CTA.  To take full advantage of these 
improvements, we strongly recommend that you use CTA version 1.0 or later for production 
deployments.

Cisco Access Control Server (ACS)
ACS version 3.3 is available on www.cisco.com for upgrades. Refer to Table 1 for links to more 
information.  The ACS Appliance is scheduled to be available in July, 2004. 

CiscoWorks SIMS
Ciscoworks SIMS version 3.1.2 is available on www.cisco.com for upgrades. Refer to Table 1 for links 
to more information. The Ciscoworks SIMS appliance is scheduled to be delivered at a later date.

Cisco Security Agent (CSA)
CSA can protect the other NAC components on the host (posture plug-ins and CTA) and requires a 
special configuration. Refer to Table 1 for links to more information.

System Caveats and Performance 

Language Support for Operating Systems
Currently the US English version of the supported Microsoft operating systems has been fully qualified1.  
The following additional language versions of the supported Microsoft operating systems will be 
qualified in the Summer 2004 timeframe: 

• UK

• French, Italian, German, Spanish

• Japanese

• Chinese

• Korean

Additional Information
Table 1 Links to Code and Documentation

1. Cisco intends to support (through TAC) CTA on any of the supported Microsoft operating
  systems, not just those that are qualified.
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  Software Version Matrix
Software Version Matrix
Refer to the following table to find the system requirements for NAC.

Table 2 System Requirements

NAC 
Component Code User Documentation Release Notes

Cisco Trust 
Agent (CTA)

http://www.cisco.co
m/cgi-bin/tablebuild.
pl/cta

http://www.cisco.co
m/en/US/products/p
s5923/products_ad
ministration_guide_
book09186a008023f
7a5.html 

http://www.cisco.com/cgi-b
in/tablebuild.pl/cta 

IOS http://www.cisco.co
m/public/sw-center/s
w-ios.shtml

http://www.cisco.co
m/univercd/cc/td/do
c/product/software/i
ndex.htm 

http://www.cisco.com/unive
rcd/cc/td/doc/product/softw
are/ios123/123relnt/xprn12
3t/index.htm 

Access Control 
Server (ACS)

http://www.cisco.co
m/kobayashi/sw-cen
ter/ciscosecure/cs-ac
s.shtml

http://www.cisco.co
m/univercd/cc/td/do
c/product/access/acs
_soft/ 

http://www.cisco.com/unive
rcd/cc/td/doc/product/acces
s/acs_soft/ 

Ciscoworks 
SIMS

http://www.cisco.co
m/en/US/products/s
w/cscowork/ps5209/
ps5280/index.html

http://www.cisco.co
m/en/US/products/s
w/cscowork/ps5209/
ps5280/index.html 

http://www.cisco.com/en/U
S/products/sw/cscowork/ps
5209/ps5280/index.html 

Solution Deploying Network 
Admission Control  
http://www.cisco.co
m/application/pdf/e
n/us/guest/netsol/ns
466/c654/cdccont_0
900aecd800fdd7b.p
df

This document represents 
the Release Notes for NAC, 
Release 1.0.

Component Minimum Version

Cisco IOS IOS  (12.3(8)T) or later (recommend 12.3(8)T.1 
or later)

Cisco Trust Agent CTA 1.0 or later

Cisco Access Control Server ACS 3.3 or later

Cisco Security Agent CSA 4.0.2 or later

CiscoWorks NMS CiscoWorks SIMS 3.1.2 or later

Trend Micro AV Trend OfficeScan Enterprise 6.5
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  Cisco NAC Platform Support
Cisco NAC Platform Support
Refer to Table 3 to find the platforms supported by NAC. Table 4 lists specific platforms that are not 
supported by the current solution.

Table 3 Supported Platforms

McAfee AV McAfee VirusScan Enterprise 7.0, 7.1 and 8.0i

Symantec AV Symantec AntiVirus 9.0 and SCS 2.0 (Enterprise 
Development Alliance Program only)

Component Minimum Version

Supported 
Platform Models IOS Images

Cisco 7XXX 7200 IP IPSec 3DES 

IP FW/IDS

IP FW/IDS IPSec 3DES

Enterprise IPSec 3DES 

Enterprise FW/IDS

Enterprise FW/IDS IPSec 3DES

Cisco 37XX 3745, 3725 Advanced Security

Advanced Services

Advanced Enterprise

Cisco 36XX 3640/3640A
3660-ENT Series

ENTERPRISE/FW/IDS PLUS IPSEC 3DES 

IP/FW/IDS 

IP/FW/IDS PLUS IPSEC 3DES 

IP/IPX/APPLETALK PLUS FW/IDS

Cisco 26XX 2600XM, 2691 Advanced Security

Advanced Services

Advanced Enterprise

Cisco 17XX 1701, 1711, 1712, 1721
1751, 1751-V, 1760

IP/ADSL/IPX/AT/IBM/VOX/FW/IDS Plus IPSec 
3DES

IP/ADSL/IPX/AT/IBM/FW/IDS Plus IPSec 3DES

IP/ADSL/VOX/FW/IDS Plus IPSec 3DES

IP/ADSL/FW/IDS PLUS IPSec 3DES

Advanced Security

Advanced Services

Advanced Enterprise

Cisco 83x 831, 836, 837  IP/Firewall/IPSec 3DES PLUS 

 IP/Firewall/IPSec 3DES/ PLUS/dial backup
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  Cisco NAC Platform Support
Table 4 Platforms Not Supported

This document is to be used in conjunction with the documents listed in the “Additional Information” section.

Copyright © 2004 Cisco Systems, Inc. All rights reserved.

Platform
Unsupported 
Models

Cisco 17XX 1750, 1720, 
1710

Cisco 26XX 2600 
non-XM 
models

Cisco 36XX 3620, 
3660-CO 
series
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a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
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7
Release Notes for Network Admission Control, Release 1.0

OL-6276-01



  Cisco NAC Platform Support
8
Release Notes for Network Admission Control, Release 1.0

OL-6276-01


	Release Notes for Network Admission Control, Release 1.0
	Contents
	Introduction
	Document Purpose
	Audience

	NAC Overview
	IOS
	Production Enhancements
	Auth Proxy
	Protection Against Denial-of-Service Attacks
	Risk of Spoofing with NAC

	NAT and NAC
	PAT and NAC

	Cisco Trust Agent (CTA)
	Cisco Access Control Server (ACS)
	CiscoWorks SIMS
	Cisco Security Agent (CSA)
	System Caveats and Performance
	Language Support for Operating Systems

	Additional Information
	Software Version Matrix
	Cisco NAC Platform Support



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


