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B Cisco Clean Access Releases

Cisco Clean Access Releases

Cisco Clean Access Release Availability
3.5.11.1 GD January 19, 2007
3.5(11) GD June 26, 2006
3.5(10) GD March 7, 2006
3.5(9) GD January 30, 2006
3.5(8) GD November 29, 2005
3.5(7) ED October 27, 2005
3.5.6.1ED October 12, 2005
3.5(6) ED September 28, 2005
3.5.51ED October 12, 2005
3.5(5) ED August 31, 2005
3.54.1ED September 6, 2005
3.5(4) ED August 10, 2005
3.5.3.2ED September 6, 2005
3.5.3.1ED July 27, 2005
3.5(3) ED July 20, 2005
3.5.22ED September 6, 2005
3.5.2.1ED June 15, 2005
3.5(2) ED June 2, 2005
3.5(1)ED May 20, 2005
3.5(0) ED April 14, 2005

Cisco NAC Appliance Service Contract/Licensing Support

For complete details on licensing, including service contract support, new licenses, evaluation licenses,
legacy licenses and RMA, refer to the following web page:

http://www.cisco.com/en/US/products/ps6128/prod_pre _installation guide09186a008073136b.html

System and Hardware Requirements

This section describes the following:
» Hardware Supported
« VPN Components Supported for Single Sign-On
» Supported Switches for Cisco Clean Access

Release Notes for Cisco Clean Access Version 3.5(11)
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System and Hardware Requirements 1l

Hardware Supported

See Supported Hardware and System Requirements for Cisco NAC Appliance (Cisco Clean Access) for
details on:

» Supported server hardware configurations

« Custom installation instructions

» Clean Access Manager System Requirements
» Clean Access Server System Requirements

» Clean Access Agent System Requirements

VPN Components Supported for Single Sign-On

Table 1 lists VPN components supported for SSO with Cisco Clean Access. Elements in the same row
are compatible with each other.

Table 1 VPN Concentrators/Clients Supported By Cisco® Clean Access 3.5(3) (and above)

Cisco Clean
Access Version |[VPN Concentrator/Wireless Controller VPN Clients

3.5(11) Cisco Airespace Wireless LAN » Cisco SSL VPN Client (Full Tunnel)

212&3?) Controllers - Cisco VPN Client (IPSec)

3.5(8)

3.5(11) Cisco ASA 5500 Series Adaptive
3.5(10) Security Appliances

3.5(9) Cisco VPN 3000 Series Concentrators,

3.5(8) Release 4.7
3.5(7)

3.5.6.1
3.5(6)
3.5.5.1
3.5(5)
3.5.4.1
3.5(4)
3.5.3.2
35.3.1
3.5(3)

Note  Only the SSL Tunnel Client mode of the Cisco WebV PN Services Module is currently supported.

For further details, see:
e Multi-Hop L3 In-Band Deployment Support, page 34
« VPN Integration and Single Sign-On (SSO), page 35
« VPN/L3 Access for Clean Access Agent (3.5.3+), page 56
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Supported Switches for Cisco Clean Access

See Switch Support for Cisco NAC Appliance for complete details on:
» Switches and NME service modules that support Out-of-Band (OOB) deployment
« Switches /NMEs that support VGW VLAN mapping
- Known issues with switchesWLCs

« Troubleshooting information

Software Compatibility

This section describes software compatibility for releases of Cisco Clean Access:
- Software Compatibility Matrixes
« Determining the Software Version
» Web Browser Compatibility
For details on Clean Access Agent client software versions and AV integration support, see:
» Clean Access Agent Enhancements, page 52

» Clean Access Supported Antivirus Product List, page 64

Software Compatibility Matrixes

This section describes the following:
» Release 3.5(x) Upgrade Compatibility Matrix
» Release 3.5(x) Compatibility Matrix
» Clean Access Agent Feature Compatibility Matrix
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Software Compatibility

Release 3.5(x) Upgrade Compatibility Matrix

Table 2, “Release 3.5(x) Upgrade Compatibility Matrix” shows 3.5 upgrade compatibility. You can
upgrade from the release(s) shown to the latest 3.5 release.

Table 2 Release 3.5(x) Upgrade Compatibility Matrix
Clean Access Manager Clean Access Server Clean Access Agent
Upgrade From: To: Upgrade From:  |To: Upgrade From: |To:
3.5(11) 3511.1° 3.5(11) 3511.1° 3.5.12 578910 |3 5 13 78910
3.5(10) ! 3.5(10) ! 3.5.11 8789
3.5(9) 3.5(9) 3.5.10 78910
3.5(8) 3.5(8) 3.5.9 78910
3.5(7) 3.5(7) 3.5.8 78910
356.1 356.1 3.5.7 78910
3.5(6) 3.5(6) 3.5.6 78910
355.1 355.1 3.5.58°
3.5(5) 3.5(5) 35489
3.5(4) 35414 3.5.389
3531 3.5(4) 35.2°
3.5(3) 3.53.2% 35.1°
35212 35.3.1 3.5.0 1112
3.5(2) 3.5(3)
3.5(2) 35.224
3.5(0) 3.5(2)
3.5(1)
3.5(0)
3.4(x) 3.4(x) 3.4.1121
3.3(x) 3.3(x) 3.4.01213
3.2(6) 3.2(6) 3.3.0 121314
323 12,13,14
3.2.2 12,13,14
1. If planning to migrate to CCA 3.6(x), you can migrate from release 3.5(10) only to release 3.6(2) or above.
2. Upgradeto 3.5.2.1 patch is only performed on the CAM. Version 3.5.2.1 is compatible with release 3.5(2) on the CAS.
3. 3.5.11.1 patch can only be applied to 3.5(x) CAM/CAS. See Enhancements for Release 3.5.11.1, page 10 and Resolved
Caveats - Release 3.5.11.1, page 78 for details.
4. Upgradeto 3.5.4.1/3.5.3.2/3.5.2.2 patch is only performed on the CAS.
5. If planning to migrate to CCA 3.6(x), upgrade the 3.5.12 Agent directly to 3.6.2.0 or above Agent.
6. If planning to migrate to CCA 3.6(x), upgrade the 3.5.11 Agent directly to 3.6.1.0 or above Agent.
7. 3.5.5+ Agents only support multi-hop L3 operation starting with 3.5(5) CAM/CAS. L3 discovery will not work with prior
CAM/CAS versions.
8. Only 3.5(3) and above CAM/CAS/Agent support VPN/L3 access. Agent must be installed from CAS (via Download CCA

10.

11.
12.
13.
14.

Agent or Auto-Upgrade). See VPN/L3 Access for Clean Access Agent (3.5.3+), page 56.
Only 3.5.1+ Agents support Agent Auto-Upgrade. See Clean Access Agent Auto-Upgrade (3.5.1+), page 57 for details.

3.5.6+ Agentsare only compatible with 3.5(5) or greater CAM/CAS, or 3.5.2.2/ 3.5.3.2/ 3.5.4.1 patches of the CAS. See Web
Browser Compatibility for details.

3.5.0 Agent supports Supported Antivirus Product List, but does not support “ANY” vendor/product AV rules/requirements.
3.5.0 and below Agents do not support Agent Auto-Upgrade.

3.4.1 Agent and below do not support AV Rule integration features nor the Supported Antivirus Product List.

3.3.0 Agent and below do not support network policy URL page and 3.3 clients will not work if CAM/CAS have it enabled.

| oL-7564-01
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M Software Compatibility

A

Caution  You cannot upgrade to 3.5 directly from 3.1. In this case, upgrade from 3.1 to 3.2.6 then upgrade to 3.5.

Release 3.5(x) Compatibility Matrix

Table 3, “Release 3.5(x) Compatibility Matrix” shows release 3.5.x CAM/CAS/Agent compatibility for
the latest version of the Clean Access Agent (3.5.6 and above). Releases listed in the same row are

compatible with one another. Cisco recommends synchronizing your software imagesto match the latest
shown as compatible in the table

Table 3 Release 3.5(x) Compatibility Matrix

Clean Access Manager

Clean Access Server

Clean Access Agent

3.5.13

3.5.11.1 GD 3.5.11.1 GD
3.5(11) GD 3.5(11) GD
3.5(10) GD 3.5(10) GD
3.5(9) GD 3.5(9) GD
3.5(8) GD 3.5(8) GD
3.5(7) ED 3.5(7) ED
3.5.6.1 ED 3.5.6.1 ED
3.5(6) ED 3.5(6) ED
3.5.5.1 ED 3.5.5.1 ED
3.5(5) ED 3.5(5) ED
3.5(4) ED 3.5.4.1 ED
3.5.3.1 ED 3.5.3.2 ED
3.5(3) ED

3.5.2.1 ED 3.5.2.2 ED
3.5(2) ED
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Software Compatibility

Clean Access Agent Feature Compatibility Matrix

Table 2, “Agent Compatibility Matrix” showsgeneral feature compatibility of Agent versionsfor release

3.5.

Table 4 Agent Compatibility Matrix

Clean Access Manager |Clean Access Server Clean Access Agent

3.5(x) GD 3.5(x) GD 3.5.13 3456

3.5.12 13456
3.5.11 23456
3.5.10 3456
3.5.9 3456
3.5.8 3456
3.5.7 3456
3.5.6 3456
3.5.556
3.5.456
3.5.356
35.2°
35.1°

350 "8
3.4.18°
3.4.08°
3.3.08910

If planning to migrate to CCA 3.6(x), upgrade the 3.5.12 Agent directly to 3.6.2.0 or above Agent.
If planning to migrate to CCA 3.6(x), upgrade the 3.5.11 Agent directly to 3.6.1.0 or above Agent.

3.5.6+ Agentsare only compatible with 3.5(5) or greater CAM/CAS, or 3.5.2.2/ 3.5.3.2/ 3.5.4.1 patches of the CAS. See Web
Browser Compatibility for details.

3.5.5+ Agents only support multi-hop L3 operation starting with 3.5(5) CAM/CAS. L3 discovery will not work with prior
CAM/CAS versions.

Only 3.5(3) and above CAM/CAS/Agent support VPN/L3 access. Agent must be installed from CAS (via Download CCA
Agent or Auto-Upgrade). See VPN/L3 Access for Clean Access Agent (3.5.3+), page 56.

Only 3.5.1+ Agents support Agent Auto-Upgrade. See Clean Access Agent Auto-Upgrade (3.5.1+), page 57 for details.
3.5.0 Agent supports Supported Antivirus Product List, but does not support “ANY” vendor/product AV rules/requirements.
3.5.0 and below Agents do not support Agent Auto-Upgrade.

3.4.1 Agent and below do not support AV Rule integration features nor the Supported Antivirus Product List.

3.3.0 Agent does not support network policy URL accept page and 3.3 clients will not work if CAM/CAS have it enabled.

| oL-7564-01
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M Software Compatibility

Web Browser Compatibility

» The 3.5(x) Clean Access Manager web admin console supports the Internet Explorer 6.0 browser.

- The CAM web console requires high encryption (64 or 128 bit) and does not accept 56-bit
encryption (release 3.5(7) and above)

« Highencryptionisalso required for client browsers for web login and Agent authentication (release
3.5(7) and above).

» Release 3.5(x) does not support |E 7.0.

~

Note  Cisco NAC Appliance does not support beta versions of third-party software.

Determining the Software Version

Clean Access Manager

» From the web administration console, you can determine the version of the CAM from
Administration > CCA Manager > System Upgrade. The software version and date are listed in
the Current Version field.

» From an SSH connection to the machine, you can determine the version of code running on a Clean
Access server image by entering: cat /perfigo/build

Clean Access Server

« From the CAM web administration console, you can determine the version of the CAS by going to
Device Management > CCA Server, clicking the Manage icon for the Server in the List of
Servers, then clicking the Misc tab, which displays the Update page by default. The software
version and date are listed in the Current Version field.

» From an SSH connection to the machine, you can determine the version of code running on a Clean
Access server image by entering: cat /perfigo/build

« From the CAS's direct access web console (https://<CAS_ethO_I P>/admin), you can determine
the version of the CAS by going to Administration > Software Update. The software version and
date are listed in the Current Version field.

Clean Access Agent
» From the web admin console, you can determine the version of the Clean Access Agent from either:

— Monitoring > Summary, or
— Device Management > Clean Access > Clean Access Agent > Distribution, or
— Device Management > Clean Access > Clean Access Agent > Updates (3.5.1 and above)

» From the Clean Access Agent itself, you can determine the version of the client by right-clicking
the Clean Access Agent icon from the task bar and choosing About.

Release Notes for Cisco Clean Access Version 3.5(11)



New and Changed Information

This section describes any new features or enhancements added to the following releases of the Cisco

Clean Access Manager and Cisco Clean Access Server. For additional details, see also Clean Access

New and Changed Information

Agent Enhancements, page 52 and Clean Access Supported Antivirus Product List, page 64.

Enhancements for Release 3.5.11.1, page 10
Enhancements for Release 3.5(11), page 10
Enhancements for Release 3.5(10), page 11
Enhancements for Release 3.5(9), page 12
Enhancements for Release 3.5(8), page 14
Enhancements for Release 3.5(7), page 16
Enhancements for Release 3.5.6.1, page 18
Enhancements for Release 3.5(6), page 20
Enhancements for Release 3.5.5.1, page 22
Important Notes for Release 3.5(5), page 24
Enhancements for Release 3.5(5), page 24
Enhancements for Release 3.5.4.1, page 28
Enhancements for Release 3.5(4), page 29
Enhancements for Release 3.5.3.2, page 32
Enhancements for Release 3.5.3.1, page 33
New Features in Release 3.5(3), page 34
Enhancements for Release 3.5(3), page 37
Enhancements for Release 3.5.2.2, page 40
Enhancements for Release 3.5.2.1, page 41
Enhancements for Release 3.5(2), page 43
Known Issues for Release 3.5(2), page 44
New Features in Release 3.5(1), page 44
Enhancements for Release 3.5(1), page 47
New Features in Release 3.5(0), page 48
Enhancements from Release 3.4, page 50
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Enhancements for Release 3.5.11.1

Release 3.5.11.1 isageneral and important bug fix release for the Clean Access Manager and Clean
Access Server that resolves the caveats listed in Resolved Caveats - Release 3.5.11.1, page 78. No new
features are added.

S

Note + Release3.5.11.1isan upgrade-only patch applied to the CAM and CAS, and isamandatory upgrade
for 3.5(x) systems.

= Your CAM/CAS must already be running 3.5(x) to apply the 3.5.11.1 patch upgrade. CD installation
is not supported. If running 3.4(x) or below, you must upgrade to 3.5(x) first before you can apply
the 3.5.11.1 patch.

For additional details refer to the following sections;
« Upgrade Instructions for 3.5.11.1
» Resolved Caveats - Release 3.5.11.1, page 78
» Web Browser Compatibility, page 8

Upgrade Instructions for 3.5.11.1

To upgrade your CAM/CAS to 3.5.11.1, perform the following steps.

Stepl  Download the cca_upgrade 3.5.x.tar.gz upgrade file to your local computer from the
http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.11 folder.

Step2  Upgradeyour 3.5(x) Clean Access Manager and Clean Access Serversusing theinstructionsin Installing
or Upgrading to a New Software Release, page 97.

Step3  If upgrading high-availability (failover) CAM or CAS pairs, refer to Upgrading High Availability Pairs,
page 107

Enhancements for Release 3.5(11)

Release 3.5(11) is ageneral and important bug fix release for the Clean Access Manager and Clean
Access Server, which also includes the following enhancements:

« New “service perfigo maintenance” CLI Command for CAS

» Clean Access Agent

- Supported AV Product List (Version 42)
See Resolved Caveats - Release 3.5(11), page 79 for caveats that are resolved with this release.
See Installing or Upgrading to a New Software Release, page 97 for upgrade instructions.

Release Notes for Cisco Clean Access Version 3.5(11)
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New “service perfigo maintenance” CLI Command for CAS

~

Note

Release 3.5(11) providesanew service perfigo maintenance CLI command that can beissued on the
CAS machine to maintain network connectivity when bringing the CAS into maintenance mode. In
mai ntenance mode, only the basic CAS router runs and continues to handle VLAN-tagged packets. The
new command allows communication through the management VLAN to the CAS, and is intended for
environments where the CAS isin trunk mode and the native VLAN is different than the management
VLAN. This command provides a better alternative to the service perfigo stop command, which when
issued and the management VLAN is set, causes the CAS to lose network connectivity.

service perfigo maintenance iSavailable onthe CAS CLI only (does not apply to CAM).

Clean Access Agent

The version of the Clean Access Agent remains at 3.5.13 for Cisco Clean Access release 3.5(11) See
Clean Access Agent Enhancements (3.5.13), page 12.

See Supported AV Product List Versions, page 72 and Enhancements per Agent Version, page 52 for
additional details.

Supported AV Product List (Version 42)

» See Supported AV Product List Versions, page 72 for details on each version of the list.

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

Enhancements for Release 3.5(10)

Release 3.5(10) is a general and important bug fix release for the Clean Access Manager and Clean
Access Server, and which adds AV support for the Clean Access Agent:

- Upgrade Enhancements, page 11

- CASHA (Falover) Ul Enhancements, page 12

- CASIP Page Ul Enhancement, page 12

» Supported AV Product List (Version 31), page 12

» Clean Access Agent Enhancements (3.5.13), page 12

» Clean Access Agent Enhancements (3.5.12), page 12
See also Resolved Caveats - Release 3.5(10), page 80.

Upgrade Enhancements

With SSH upgrade to release 3.5(10) and above, when upgrading the CAM, the script provides an
additional prompt to choose whether or not to upgrade the Clean Access Agent files inside the Clean
Access Manager. Choosing ves upgrades the Agent Setup Installation and Patch Installation files to the
latest Agent version bundled with the release (for example, Agent 3.5.12 for release 3.5(10)). Choosing
No leavesthe original Agent Setup and Patch Installation files that were on your CAM prior to upgrade.
See Perform SSH Upgrade on the CAM, page 105 for details.

| oL-7564-01
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S
Note  Oncerelease 3.5(10) isinstalled on the CAM/CAS, an “Upgrade Agent” checkbox option will be
displayed on the CAM/CAS web consoles when performing web upgrade to a future release.

CAS HA (Failover) Ul Enhancements

For an HA-Primary Mode or HA-Standby Mode Clean Access Server, the Disable Serial Login feature
is now presented as a checkbox option to display the current status of serial login on the CAS direct
access console. This affects the following page:

- CASdirect access console: Administration > Network Settings > Failover

CAS IP Page Ul Enhancement

The L3 support checkbox is changed from “Enable L3 support for Clean Access Agent” to “Enable L3
support” on the CAS IP page to more accurately reflect the setting. For multi-hop L3 in-band
deployments, this setting enables/disables L 3 discovery of the CAS for both web login users and Clean
Access Agent users at the CAS level. This affects the following web consol e page:

- Device Management > CCA Servers> List of Servers> Manage [CAS_IP] > Network > |P

Supported AV Product List (Version 31)

» See Supported AV Product List Versions, page 72 for details on each version of the list.

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

Clean Access Agent Enhancements (3.5.13)

Version 3.5.13 of the Clean Access Agent resolves caveat CSCsd84272, page 80. See also Supported AV
Product List Versions, page 72 and Enhancements per Agent Version, page 52 for details.

Clean Access Agent Enhancements (3.5.12)

Version 3.5.12 of the Clean Access Agent provides additional AV product support (Windows X P/2000).
See Supported AV Product List Versions, page 72 for details.

See also Enhancements per Agent Version, page 52.

Note  If planning to migrate to CCA release 3.6(x), you can upgrade the 3.5.12 Agent directly to 3.6.2.0 or
above Agent only.

Enhancements for Release 3.5(9)

This section details enhancements to existing features delivered with release 3.5(9) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

- OOB Port Profile Page Enhancement

Release Notes for Cisco Clean Access Version 3.5(11)
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- Supported AV Product List (Version 26)
» Clean Access Agent Enhancements (3.5.11)
See also Resolved Caveats - Release 3.5(9), page 80.

OOB Port Profile Page Enhancement

The Port Profile page layout is enhanced to be more user-friendly and now includes the ability to switch
amachine to either a User Role-based VLAN or Initial Port VLAN if the device is certified and not on
the Out-of-Band Online User List.

This affects the following web consol e pages:
- Switch Management > Profiles > Port > New
« Switch Management > Profiles> Port > List | Edit

Supported AV Product List (Version 26)

» See Supported AV Product List Versions, page 72 for details on each version of the list.

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

Note  For 3.5(x), if you have auto-updates enabled on your CAM, and have downloaded Version 26 of the
Supported AV List prior to downloading version 3.5.11 of the CCA Agent Upgrade Patch, make sure to
perform a Clean Update to enable the latest product support for the 3.5.11 Agent.

Clean Access Agent Enhancements (3.5.11)

Version 3.5.11 of the Clean Access Agent provides the following enhancements:

- Additional AV product support (Windows XP/2000). See Supported AV Product List Versions,
page 72 for details.

» The Clean Access Agent can how be run by arestricted user on the local machine (user is not an
administrator or power user). Administrator privileges are still necessary to perform the initial
Agent installation.

- Theevent.log file used for Clean Access Agent debug logging is now stored in the user’s home
directory (e.g. C:\Documents and Settings\<username>\Application Data\CiscoCAA\event.log)
instead of the Agent installation directory, and the path of the registry key changes to
HKEY_CURRENT_USER. See Enable Debug Logging on the Clean Access Agent, page 112 for
details.

See also Enhancements per Agent Version, page 52, and Resolved Caveats - Release 3.5(9), page 80.

Known Issue for Symantec/Norton Products (3.5.11)

When AV definition updates are performed from the 3.5.11 Clean Access Agent, Symantec/Norton

Productswill launch their own update Ul to perform the update, instead of performing the update behind
the scenes as in previous versions of the Agent. When the Symantec/Norton Product Ul islaunched and
is updating, any more clicks on the Update button of the CCA Agent will create a considerable load on

Release Notes for Cisco Clean Access Version 3.5(11)
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the machine to launch more windows and cause the update process to fail. With a higher number of
clicks, this can also cause the updater to fail. Cisco advises waiting until the Symantec/Norton Ul
launched completes its update and closes on its own.

Enhancements for Release 3.5(8)

This section details enhancements to existing features delivered with release 3.5(8) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

« APl Enhancements
« Support for Single Sign-on (SSO) with Cisco Airespace Wireless LAN Controller
» Cisco Clean Access OOB Support for Catalyst 4000
» Clean Access Agent Enhancements (3.5.10)
» Supported AV Product List
See also Resolved Caveats - Release 3.5(8), page 82.

API Enhancements

With release 3.5(8), the Cisco Clean Access API utility script, cisco_api.jsp, provides three new
functionsthat will allow administratorsto create, delete, and view local user accountsonthe CAM (local
users are those internally validated by the CAM as opposed to an external authentication server):

» getlocaluserlist —Returns a list of local users with user name and role name.
» addlocaluser —Takes user name, password, and role name. Returns success or failure.
» deletelocaluser—Takes user name or “ALL" (to delete entire list). Returns success or failure.

The Clean Access API for your Clean Access Manager is accessed from aweb browser as follows:
https.//<cam-ip-or-name>/admin/cisco_api.jsp.

These APIs areintended to support guest access for dynamic token user access generation, providing the
ability to:

- Use awebpage to access Cisco Clean Access API to insert a visitor username/password (for
example, jdoe@visitor.com, jdoel112805), and assign a role (for example, guestlday).

« Delete all guest users associated with that role for that day (for example, guestlday)
» List all usernames associated with that role (for example, all users for guestlday)

These APIswill support most implementations of guest user access dynamic token/password generation
and allow the removal of those users for a guest role.

Note  Youwill still need to create the front end generation password/token. For accounting purposes, Cisco
Clean Access provides RADIUS accounting functionality only.

Support for Single Sign-on (SSO) with Cisco Airespace Wireless LAN Controller

Cisco Clean Access release 3.5(8) extends RADIUS Accounting support for Single Sign-On (SSO) to
include the Cisco Airespace Wireless LAN Controller. The Clean Access Server can acquire the client's
IP address from either Calling_Station_ID or Framed |IP_address RADIUS attributes for SSO purposes.

Release Notes for Cisco Clean Access Version 3.5(11)
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For SSO to work with Cisco Clean Access, the Cisco Airespace Wireless LAN Controller must send the
Calling_Station_IP attribute as the client's | P address (as opposed to the Framed_|P_address attribute
that the VPN concentrator uses).

Cisco Clean Access OOB Support for Catalyst 4000

Release 3.5(8) adds out-of-band switch management support for the Cisco Catalyst 4000.

Clean Access Agent Enhancements (3.5.10)

Version 3.5.10 of the Clean Access Agent resolves caveats CSCsc44051 (antivirus) and CSCsc44335
(uninstall). See Resolved Caveats - Release 3.5(8), page 82 for details or Enhancements per Agent
Version, page 52.

Supported AV Product List

The Supported AV Product List remains at Version 20. There are no enhancements for release 3.5(8).

See Clean Access Supported Antivirus Product List, page 64 and Supported AV Product List Versions,
page 72 for information on previous versions.
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Enhancements for Release 3.5(7)

This section details enhancements to existing features delivered with release 3.5(7) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

» OOB Support for Cisco Catalyst 5500, 2960 Series Switches
» QOB Virtual Gateway Enhancements
» NAT Gateway Notification
« Enhanced Security
« Clean Access Agent Enhancements (3.5.9)
- Supported AV Product List (Version 20)
See also Resolved Caveats - Release 3.5(7), page 83.

OOB Support for Cisco Catalyst 5500, 2960 Series Switches

Release 3.5(7) adds out-of-band switch management support for the following switches:
- Cisco Catalyst 5500
- Cisco Catalyst 2960

~

Note  Cisco Catalyst 5500 does not support mac-notification SNMP traps.

See also Supported Switches for Cisco Clean Access, page 4.

OOB Virtual Gateway Enhancements
For OOB Virtual Gateway mode, there is anew option in the Port Profile to prevent the switch port from
being bounced when:
» Users are removed from the Out-of-Band Online Users List, or
» Devices are removed from the Certified Devices list
Instead, the port VLAN will be changed to the Authentication VLAN.

This option is intended to prevent bouncing of a switch port when a client machine is connected to the
switch port through a Vol P phone. The feature allows Cisco Clean Access to authenticate/assess/
guarantine/ remediate a client machine (laptop/desktop) without affecting the operation of a Vol P phone
connected to the switch port. This enhancement results in a new option “Remove Out-of-Band online
user without bouncing the port” added to following pages:

- Switch Management > Profiles > Port > New or Edit

Discovery Host Field

The “CAS Discovery Host” field is renamed to Discovery Host on the following web console page:
» Device Management > Clean Access > Clean Access Agent > Distribution
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NAT Gateway Notification

Administrators will be shown the following notification when choosing NAT Gateway or Out-of-Band
NAT Gateway for the operating mode of a CAS: “NAT Gateway is only recommended for demo/testing
purposes. For production deployments, Virtual or Real-IP Gateway is recommended.” This affects the
following web console page:

- Device Management > CCA Servers> New Server

Enhanced Security

Starting with release 3.5(7), the Clean Access Manager web consol e requires high encryption (64 or 128
bit) and does not accept 56-bit encryption. See Web Browser Compatibility, page 8.

Clean Access Agent Enhancements (3.5.9)

For in-band configurations, release 3.5(7) of Cisco Clean Access with version 3.5.9 of the Agent
provides a new option to enable/disable the Clean Access Agent from logging the user off the Clean
Access system when the user logs off from the Windows domain or shuts down the Windows
workstation. This allows the administrator to configure whether or not logged-in users remain logged
into the network when the machine is shut down/restarted. Note that:

- 3.5.7 and below Agent will leave the Agent logged in when machine is shut down.
- 3.5.8 Agent will log out the user when machine is shutdown or user logs off.
« 3.5.9 Agent combined with 3.5(7) CAM/CAS will make this option configurable.

Note » Thisfeature only applies to new Agent logins. For example, if the administrator checks the option
to force users to log off at Windows shutdown, this will not apply to users who are already |ogged
in. The feature only immediately applies to new user logins after the option is checked in the web
console.

» This Agent logout feature does not apply to OOB deployments.

« If the Agent is terminated by Windows prior to successfully logging off from the Clean Access
environment, the Clean Access logoff attempt may not succeed.

This enhancement results in a new checkbox for “L ogoff Clean Access Agent usersfrom network on
their machine logoff or shutdown” added to the following web console page:

- Device Management > Clean Access > General Setup

See also Clean Access Agent Enhancements (3.5.8), page 21 and Enhancements per Agent Version,
page 52.

Supported AV Product List (Version 20)

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

» See Supported AV Product List Versions, page 72 for details on each version of the list.
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Enhancements for Release 3.5.6.1

Release 3.5.6.1 is a general and important bug fix release and patch for the Clean Access Manager and
Clean Access Server. No new features are added.

A

Warning  Because this patch is related to database syncing on the CAM, please carefully follow the upgrade
instructions. A CAM upgrade that is not performed correctly may result in configuration loss.

~
Note + The 3.5.6.1 patch is amandatory patch for all 3.5(6) systems. All customers on 3.5(6) should apply
this patch.

» Thispatch will run only on 3.5(6) systems.
» The patch isatar ball that must be applied to both the CAS and the CAM.

- Instead of rebooting the machine, you may simply restart the service by issuing the service perfigo
restart command.

Information for the 3.5.6.1 patch is in the following sections:
» Upgrade Instructions for 3.5.6.1
« Resolved Caveats - Release 3.5.6.1

Upgrade Instructions for 3.5.6.1

Please execute the steps for the following patch update procedures on your CAM and CAS.
« 3.5.6.1 Patch Upgrade Procedure for CAM
« 3.5.6.1 Patch Upgrade Procedure for CAS

3.5.6.1 Patch Upgrade Procedure for CAM

Carefully execute the following patch update procedure on your CAMs. After the steps are completed,
the database of the current active CAM will be propagated to both CAMs, and the CAMswill bein sync.

Stepl1  Loginto Cisco Secure Software and download the cca-3.5.6-t0-3.5.6.1-upgrade.tar.gz patch file to your
local computer from the 3.5.6 folder under
http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.6

Step2  Open an SSH terminal to the Inactive (Standby) CAM and login as the root user with root password
(default password is cisco123)

Step3  Copy the cca-3.5.6-t0-3.5.6.1-upgrade.tar.gz file to the /store directory:
Step4  Untar the tar file:

tar -xzf cca-3.5.6-to-3.5.6.1-upgrade.tar.gz

Step5  Change directory to the patch folder:

cd cca upgrade 3.5.6.1

Step6  Execute the upgrade:
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Step 7
Step 8
Step 9
Step 10

Step 11

Step 12

New and Changed Information

. /UPGRADE. sh

Do NOT restart the perfigo service on the inactive machine.

SSH to the Active CAM, and login as the root user with root passwor d (default password is cisco123).
Repeat steps 3 through 6 on the Active CAM.

Restart the service on the Active CAM:

service perfigo restart

After the Active CAM isrestored and functioning properly, go to the SSH terminal of the Inactive CAM
and restart the service on the Inactive CAM:

service perfigo restart

Follow the 3.5.6.1 Patch Upgrade Procedure for CAS to upgrade each CAS.

3.5.6.1 Patch Upgrade Procedure for CAS

Step 1

Step 2

Download the cca-3.5.6-t0-3.5.6.1-upgr ade.tar.gz patch file to your local computer from the 3.5.6
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.6

Upgrade each CAS using one of the following procedures. Carefully follow instructions to upgrade each
CAS:

— Upgrade CAS from CAS Management Pages (3.5.5 and above), page 102
— Upgrade CAS from CAS Web Console (3.5.3/3.5.4), page 103
— Upgrade via Console/SSH, page 105

| oL-7564-01
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Enhancements for Release 3.5(6)

This section details enhancements to existing features delivered with release 3.5(6) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

» Case Insensitivity for Max Sessions per User Account
< API Enhancements

« Nessus Plugin Default View

« Clean Access Agent Distribution Enhancements

« Clean Access Agent Enhancements (3.5.8)

» Supported AV Product List (Version 18)

For additional details, see also Clean Access Agent Enhancements, page 52 and Clean Access Supported
Antivirus Product List, page 64. For configuration details, refer to the product documentation.

Case Insensitivity for Max Sessions per User Account

The Max Sessions per User Account feature adds a new option for case insensitivity. The
Case-Insensitive checkbox (3.5.6 and above) allows the administrator to allow/disallow case-sensitive
user names towards the max session count. For example, if the administrator chooses to allow
case-sensitivity (box unchecked; default), then jdoe, Jdoe, and jDoe are al treated as different users. If
the administrator chooses to disable case-sensitivity (box checked), then jdoe, Jdoe, and jDoe are treated
as the same user.

This enhancement results in a new “Case-l nsensitive” checkbox added to these web console pages:
« User Management > User Roles > New Role or Edit Role

APl Enhancements

With release 3.5(6), the Cisco Clean Access API utility script, cisco_api.jsp, providestwo new functions
and enhances an existing function.

e kickoobuser —(New) Removes the OOB user session and bounces the port if the user is currently
connected to the port

e getcleanuserinfo —(New) Gets the certified device(s) information.

- removecleanmac—(Enhanced) Removes certified device from Certified List, and enhanced to
remove out-of-band users from the Online Users list in addition to in-band users.

In addition, the descriptions for addcleanmac, removecleanmac, and removemac have been updated on
the cisco_api.jsp pageitself, which describes all the available API functions. The Clean Access API for
your Clean Access Manager is accessed from a web browser as follows:
https://<cam-ip-or-name>/admin/cisco_api.jsp

Nessus Plugin Default View

With release 3.5(6), the default view on the Nessus plugin page is changed from “All” to “ Selected.”
Notethat if Nessus plugins have not yet been checked and updated for the user role, the default view (i.e.
Selected Plugins) shows no plugins. To select plugins, the administrator must choose one of the other
views (for example, “All,” “Backdoors,” etc.) from the “ Show...Plugins” dropdown.

This enhancement results in changes to the following web console page:
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- Device Management > Clean Access > Network Scanner > Scan Setup > Plugins

Clean Access Agent Distribution Enhancements

With release 3.5(6), the Clean Access Agent Distribution page of the CAM web console provides a new
option to disable upgrade notifications (mandatory or optional) to 3.5.1+ Agent users, even when anewer
Agent update becomes available on the CAM.

Note  After CAM/CASupgradeto 3.5(6), thisfeatureisavailablefor all 3.5.1 and above Clean Access Agents.

Prior to thisfeature, if an Agent update was available, the user was always shown a prompt, whether the
upgrade was optional or mandatory. This additional Distribution option will cause the user not to be
informed of an Agent upgrade even if an Agent update is available. Enabling this option in effect
prevents distribution of the Agent Patch upgrade to users when a newer Agent is downloaded to the
CAM.

This enhancement results in the following change to the web console:

« Device Management > Clean Access > Clean Access Agent > Distribution -- new checkbox for
“Do not offer current Clean Access Agent Patch to usersfor upgrade”

See also Clean Access Agent Enhancements, page 52 for additional details

Clean Access Agent Enhancements (3.5.8)

For in-band configurations, version 3.5.8 of the Clean Access Agent now attemptsto log the user off the
Clean Access system prior to Windows user logout or Windows shutdown. This enhancement takes
effect when the user logs off from the Windows domain (i.e. Start->Shutdown->L og off current user) or
shuts down the machine (Start->Shutdown->Shutdown machine). Prior to the 3.5.8 Agent, alogged-in
user remained logged into the network when the machine was shut down/restarted.

Note that the attempt to log off from the Clean Access environment may be unsuccessful if the Agent is
terminated by Windows prior to successfully logging off from the Clean Access system.

Note  This Agent logout feature does not apply to OOB deployment.

See Clean Access Agent Enhancements, page 52 for additional details on version 3.5.6 and 3.5.7 of the
Clean Access Agent (released post 3.5(5)).

Supported AV Product List (Version 18)

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

» See Supported AV Product List Versions, page 72 for details on each version of the list.
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Enhancements for Release 3.5.5.1

Release 3.5.5.1 isa general and important bug fix release and patch for the Clean Access Manager and
Clean Access Server. No new features are added.

A

Warning  Because this patch is related to database syncing on the CAM, please carefully follow the upgrade
instructions. A CAM upgrade that is not performed correctly may result in configuration loss.

~
Note + The 3.5.5.1 patch isamandatory patch for all 3.5(5) systems. All customers on 3.5(5) should apply
this patch.

» Thispatch will run only on 3.5(5) systems.
» The patch isatar ball that must be applied to both the CAS and the CAM.

- Instead of rebooting the machine, you may simply restart the service by issuing the service perfigo
restart command.

Information for the 3.5.5.1 patch is in the following sections:
» Upgrade Instructions for 3.5.5.1
« Resolved Caveats - Release 3.5.5.1

Upgrade Instructions for 3.5.5.1

Please execute the steps for the following patch update procedures on your CAM and CAS.
» 3.5.5.1 Patch Upgrade Procedure for CAM
» 3.5.5.1 Patch Upgrade Procedure for CAS

3.5.5.1 Patch Upgrade Procedure for CAM

Carefully execute the following patch update procedure on your CAMs. After the steps are completed,
the database of the current active CAM will be propagated to both CAMs, and the CAMswill bein sync.

Stepl  Loginto Cisco Secure Software and download the cca-3.5.5-t0-3.5.5.1-upgr ade.tar.gz patch file to your
local computer from the 3.5.5 folder under
http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.5

Step2  Open an SSH terminal to the Inactive (Standby) CAM and login as the root user with root password
(default password is cisco123)

Step3  Copy the cca-3.5.5-t0-3.5.5.1-upgrade.tar.gz file to the /store directory:
Step4  Untar the tar file:

tar -xzf cca-3.5.5-to-3.5.5.1-upgrade.tar.gz

Step5  Change directory to the patch folder:

cd cca upgrade 3.5.5.1
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Step 6

Step 7
Step 8
Step 9
Step 10

Step 11

Step 12
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Execute the upgrade:

. /UPGRADE. sh

Do NOT restart the perfigo service on the inactive machine.

SSH to the Active CAM, and login as the root user with root passwor d (default password is cisco123).
Repeat steps 3 through 6 on the Active CAM.

Restart the service on the Active CAM:

service perfigo restart

After the Active CAM isrestored and functioning properly, go to the SSH terminal of the Inactive CAM
and restart the service on the Inactive CAM:

service perfigo restart

Follow the 3.5.5.1 Patch Upgrade Procedure for CAS to upgrade each CAS.

3.5.5.1 Patch Upgrade Procedure for CAS

Step 1

Step 2

Download the cca-3.5.5-t0-3.5.5.1-upgr ade.tar.gz patch file to your local computer from the 3.5.5
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.5

Upgrade each CAS using one of the following procedures. Carefully follow instructionsto upgrade each
CAS:

— Upgrade CAS from CAS Management Pages (3.5.5 and above), page 102
— Upgrade CAS from CAS Web Console (3.5.3/3.5.4), page 103
— Upgrade via Console/SSH, page 105

| oL-7564-01
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Important Notes for Release 3.5(5)

OOB Switch Management MAC Address Table Aging Time

The MAC address table aging-time must be set to a minimum of 3600 seconds on the switch when
mac-notification SNMP traps are used for switch management. For details, see “Example Switch
Configuration Steps” in the Cisco Clean Access Manager Installation and Administration Guide,
Release 3.5.

Enhancements for Release 3.5(5)

This section details enhancements to existing features delivered with release 3.5(5) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

« New Enable/Disable L3 Option on CAS

» CASDiscovery Host Enhancements

» Clean Access Agent Enhancement (3.5.5)

» OOB Switch Management SNMP Receiver Enhancements

- OOB Switch Management MAC Address Table Aging Time
- OOB Switch Management Respects Device Filters

» Automatic Update of Default Host Policies

» Supported AV Product List (Version 17)

» System Upgrade Enhancements

- Event Log Enhancements

For additional details, see also Clean Access Agent Enhancements, page 52 and Clean Access Supported
Antivirus Product List, page 64. For configuration details, refer to the product documentation.

New Enable/Disable L3 Option on CAS

Note

Release 3.5(3) introduced support for multi-hop L3 in-band deployments, and with release 3.5(3) and
3.5(4), this feature was enabled by default. With release 3.5(5), the administrator has the option of
enabling or disabling the L 3 feature at the CAS level. L3 capability will be disabled by default after
upgrade or new install of 3.5(5), and enabling the feature will require an update and reboot of the Clean
Access Server.

To Enable L3 Capability:

1. Go Device Management > CCA Servers> Manage [I P address] > Network and click the
checkbox for “Enable L3 support for Clean Access Agent.”

2. Click Update.
3. Click Reboot.

The CAS Discovery Host field still automatically populates with the | P address of the CAM by default
after new install or upgrade to 3.5(5).
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To Disable L3 Capability:
To disable L3 discovery of the Clean Access Server at the CAS level for all Clean Access Agents:

1. Go Device Management > CCA Servers > Manage [I P address] > Network and uncheck the
option for “Enable L3 support for Clean Access Agent.”

2. Click Update.

3. Click Reboot.

To disable L3 discovery of the Clean Access Server for NEW installs of the Clean Access Agent (3.5.3+)
1. Go Device Management > Clean Access > Clean Access Agent > Distribution.

2. Change the CAS Discovery Host field from your CAM’s IP address to 127.0.0.1.

3. Click Update.

Note  Todisable L3 discovery for releases prior to 3.5(5), the CAS Discovery Host field should be set to either
127.0.0.1 or to a hostname/I P in your network that is behind the CAS (on the trusted side).

This feature results in the following enhancements to the web console:

- Device Management > CCA Servers > Manage [I P address] > Network (new checkbox for
“Enable L3 support for Clean Access Agent.”

See Clean Access Agent Enhancements, page 52 for additional details.

CAS Discovery Host Enhancements

With release 3.5(5), the Clean Access Agent will now send use a proprietary, encrypted, UDP-based
protocol, instead of HTTP, to the Clean Access Manager to discover the Clean Access Server. This
changes the behavior of the 3.5.5 Clean Access Agent, but does not affect the web console interface or
Agent dialogs. See Software Compatibility Matrixes, page 4 and Clean Access Agent Enhancements,
page 52 for further details.

Clean Access Agent Enhancement (3.5.5)
With release 3.5(5), the Clean Access Agent installer now installs by default for all users on a client
machine, as opposed to only the current user.

Note that 3.5.5 Agent will only support multi-hop L 3 operation with the 3.5(5) CAM/CAS. L 3 discovery
will not work with older CAM/CAS versions. See Software Compatibility Matrixes, page 4 and Clean
Access Agent Enhancements, page 52 for further details.

00B Switch Management SNMP Receiver Enhancements

Release 3.5(5) enhances the Clean Access Manager SNMP Receiver to support simultaneous use of
different versions of SNMP (V1, V2c, V3) when controlling groups of switches in which individual
switches may use different versions of SNMP.

This enhancement results in changes to the following web console page:
- Switch Management > Profiles > SNM P Receiver > SNMP Trap
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OOB Switch Management Respects Device Filters

With release 3.5(5), the Clean Access Manager now respects the global Device Filterslist (under Device
Management > Filters> Devices > New) for Out-of-Band deployments. In OOB, the rules configured
for MAC addresses on the global Device Filter list will have the highest priority for user/device
processing (just as for In-Band deployments). For OOB, the priority of rule processing is as follows:

1. Device Filters (if configured with a MAC address, and if enabled for OOB under Switch
M anagement > Profiles > Port > New or Edit)

2. Certified Devices List
3. Out-of-Band Online User List
MAC address device filters configured for OOB have the following options and behavior:
« alow—The deviceis put in the Default Access VLAN.
» deny—The deviceis put in the Default Auth VLAN.
- userole—The deviceis put in the Access VLAN configured for the user role.
This enhancement results in changes to the following web console page:

- Switch Management > Profiles > Port > New or Edit (Ul isclarified, and new option “ Switch
VLAN if thedeviceisin the global device filter list” is added)

Automatic Update of Default Host Policies

As a convenience for administrators, Cisco Clean Access will provide updates to default host-based
traffic policies for the Unauthenticated, Temporary, and Quarantine user roles.

~

Note  Administrators always have the option of creating their own host-based traffic policies for any update
sitesviaUser Management > User Roles > Traffic Control > Host.

Updates to default host-based policies for default system user roles will be distributed when an Update
or Clean Update is performed from Device Management > Clean Access > Clean Access Agent >
Updates. Note that default host policies are disabled by default, and you must enable them for each role.
The following default allowed hosts are provided with release 3.5(5):

Microsoft Windows Update
e microsoft.com

- windowsupdate.com

Symantec AntiVirus Update
» liveupdate.symantecliveupdate.com (HTTP)

 liveupdate.symantec.com (HTTP)
- update.symantec.com (FTP)

McAfee AntiVirus Update
e update.nai.com (HTTP)

« ftp.nai.com (FTP)
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TrendMicro AntiVirus Update
e pccreg.antivirus.com

« activeupdate.trendmicro.com
This enhancement results in the following changes in the web console:

- Device Management > Clean Access > Clean Access Agent > Updates (new entry “Current
Version of Default Host Policies”)

- User Management > User Roles > Traffic Control > Host (for 3.5.5, default host policies are
added for TrendMicro AntiVirus Update)

Supported AV Product List (Version 17)

» See Supported AV Product List Versions, page 72 for details on each version of the list.

» See Clean Access Supported Antivirus Product List, page 64 for the latest Supported AV Product
List as for the latest release.

System Upgrade Enhancements

Release 3.5(4) introduced the capability of upgrading the CAM viathe CAM web console and the CAS
viathe CAS web console, as follows:

« CAM web admin console: Administration > CCA Manager > System Upgrade
» CAS (direct access) web admin console: Administration > Software Update

Release 3.5(5), installed, will additionally allow for web console upgrade of the CAS viathe CAS
management pages for future upgrades (e.g. 3.5.6), as follows:;

» CAM web admin console: Device Management > CCA Servers> Manage [l P address] > Misc >
Update

Event Log Enhancements

Starting with release 3.5(5), Switch Management events for notifications received by the CAM from
switches are no longer written to the event log. They will instead be written only to the logs on the file
system (/perfigo/logs/perfigo-log0.10g.0). Furthermore, these events are written to disk only when the
log level is set to INFO or finer (using the loglevel utility found in /perfigo/control/bin).
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Enhancements for Release 3.5.4.1

Release 3.5.4.1isageneral, important bug fix release and patch for the CAS. No new features are added.

The 3.5.6 Clean Access Agent uncovered a hidden bug in the SWISS (CAS discovery) implementation
on the Clean Access Server which caused the 3.5.6 Agent not to be able to log into 3.5(4) and prior
CASes. Thispatch resolvesthisissue and allows 3.5.6 and above Agentsto log in. See Resolved Caveats
- Release 3.5.4.1, page 86, and Clean Access Agent Enhancements, page 52 for details.

Note » The 3.5.4.1 patch isamandatory patch for all 3.5(4) systems. All customers on 3.5(4) should apply
this patch to their Clean Access Servers.

» Thispatch will run only on 3.5(4) systems.
» The patch is atar ball that must be applied to the CAS(es) only.
« You must reboot the machine after applying the patch.

Upgrade Instructions for 3.5.4.1

Use the steps below to apply the 3.5.4.1 patch to each Clean Access Server in your system.

Stepl1  Download the cas-3.5.4-t0-3.5.4.1-upgr ade.tar.gz patch file to your local computer from the 3.5.4
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.4.

Step2  Useone of the following sets of instructions to upgrade your CAS(es):

- To upgrade viaweb console (from 3.5(3) and above only), see Upgrade CAS from CAS Web
Console (3.5.3/3.5.4), page 103.

» Toupgrade an HA CAS pair, see Upgrading High Availability Pairs, page 107.
» To upgrade via SSH, use Upgrade Instructions for 3.5.4.1 CAS Patch via SSH, page 28.

Upgrade Instructions for 3.5.4.1 CAS Patch via SSH

Stepl  Open an SSH terminal and copy the cas-3.5.4-to-3.5.4.1-upgrade.tar.gz patch fileinto the /store
directory on each Clean Access Server.

Step2  Change directory to /store on each machine:

cd /store
Step3  Untar the patch file on each machine:

tar xzvf cas-3.5.4-to-3.5.4.1-upgrade.tar.gz
Step4  Cd to the upgrade directory:

cd cca upgrade 3.5.4.1
Step5  Execute the patch on each machine:

. /UPGRADE. sh
Step6  Reboot each machine:

reboot
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Enhancements for Release 3.5(4)

This section details enhancements to existing features delivered with release 3.5(4) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

» OOB Support for Cisco Catalyst 3500 XL, 2900 XL, 2940 Series Switches
« OOB Switch Management Ports Configuration Enhancements

« API Support Enhancement

- Agent-AV Support Info Page Enhancements

- Supported AV Product List (Version12)

» Clean Access Agent (3.5.4) Auto-Upgrade

- System Upgrade Enhancements

« Logging Enhancements

For additional details, see also Clean Access Agent Enhancements, page 52 and Clean Access Supported
Antivirus Product List, page 64. For configuration details, refer to the product documentation.

OO0B Support for Cisco Catalyst 3500 XL, 2900 XL, 2940 Series Switches

Release 3.5(4) adds out-of-band switch management support for the following switches:
» Cisco Catalyst 3500 XL
» Cisco Catalyst 2900 XL
» Cisco Catalyst 2940

See Supported Switches for Cisco Clean Access, page 4 for details.

00B Switch Management Ports Configuration Enhancements

Release 3.5(4) provides anew button option from the web consol e to make switch configuration changes
permanent on the switch. Prior to 3.5(4), the web console only allowed changing the running
configuration of the switch and saving the switch configuration had to be done on the switch itself.

This enhancement results in the following modifications to the Switch M anagement > Devices >
Switch [I P address] > Ports page of the web admin console:

« New Save button for “ Save the switch running configuration into non-volatile memory:”

» Setup button replaces “ Update Switch Running Configuration” button for “ Set up mac-notification
on managed switch ports:”

« Thefollowing buttons are renamed and moved to the top of the page for “ Set the initial VLANsfor
the ports to the current VLAN settings of the switch:”

— Reset All button replaces “Reset initial VLANs for ALL ports’
— Set New Ports button replaces “ Set initial VLANs for NEW ports”

API Support Enhancement

Cisco Clean Access provides a utility script called cisco_api.jsp that allows you to perform certain
operations using HTTPS POST. The Clean Access API for your Clean Access Manager is accessed via:
https://<cam-ip-or-name>/admin/cisco_api.jsp

Release Notes for Cisco Clean Access Version 3.5(11)
I oL-7564-01 .m



M New and Changed Information

This APl was originally designed to provide unauthenticated access. However, due to information
available through this API, this API will be protected by authentication starting with release 3.5.4.
Release 3.5.4 will require authentication over SSL for access to the API. (Note that this also resolves
caveat CSCsb48572).

Since it is now necessary to authenticate before accessing the API, this enhancement results in two new
authentication methods:

» Authentication by Session

This method requires the administrator to create an authentication shell script that will set a cookie
with the session ID to be accessed for the rest of the admin session. If asession ID cookieis not set,
the user will be prompted to login. This method results in two new functions being added:
adminlogin and adminlogout. The administrator login function returns a session 1D which has to be
set as acookie for usage of any API. The adminlogout function should then be used to terminate the
session. However, if adminlogout is not used, the session will still be terminated by admin session
timeout.

« Authentication by Function

If the administrator does not want to create a shell script using cookies, this method is provided as
an alternative. With this method, authentication is performed every time a function is used. This
results in two new optional parameters added to every function: admin, and password. If
authenticating by function, you will need to add the admin and password parametersto all functions
that you are using in your existing script. In this case, you do not use the adminlogin and
adminlogout functions.

Agent-AV Support Info Page Enhancements

Release 3.5(4) further integrates the dynamic AV checking provided with release 3.5(3) (see Dynamic
AV Definition Checks, page 37) to make this process more transparent for the administrator. Starting
with version 3.5.3 and 3.5.4 of the Clean Access Agent, the Agent automatically returns its version
number to the Clean Access Manager. This allows the CAM to determine on-the-fly the method of AV
checking to perform (version or date) when sending the requested AV definition checks to the Agent.

Note « The CAM aways attempts to first use the virus definition version for AV checks. If version is not
available, the CAM uses the virus definition date instead.

- The3.5.0,3.5.1, and 3.5.2 Agents do not send their version information to the CAM (asthisisanew
feature for 3.5.3 and above). If the CAM does not know the Agent version, the CAM always selects
support for the earliest Agent asthe baselinefor AV checks. For example, if using a3.5.2 Agent with
an AV product that has a Minimum Agent version of 3.5.0 for Def Date and 3.5.1 for Def Version,
the CAM will use the Def Date to perform the check. If a3.5.3/3.5.4 Agent is used, the CAM uses
the Def Version.

This enhancement modifies the following page of the web admin console:
- Device Management > Clean Access Agent > Rules > Agent-AV Support Info

The “Support AV Products for Agent Version []” portion of the page, added for release 3.5(3), is
removed for release 3.5(4) as this function is now automatically performed by the CAM going
forward.

See also Supported AV Product List Versions, page 72.
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Supported AV Product List (Version12)

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

» See Supported AV Product List Versions, page 72 for details on each version of the list.

Clean Access Agent (3.5.4) Auto-Upgrade

Note

With release 3.5(4), the Clean Access Agent will no longer check for newer Agent versions at application
startup, and will instead check for Agent updates at every login request. Note that 3.5.1/3.5.2/3.5.3
Agentswill still check for Agent updates only at application restart or on client machine reboot.

New installs of 3.5.4 or above automatically set the “Current Clean Access Agent Patch is a mandatory
upgrade” option by default under Device Management > Clean Access > Clean Access Agent >
Distribution. If the option is disabled in a system being upgraded, then the current setting (disabled) will
be carried over to the upgraded system.

See Clean Access Agent Enhancements, page 52 for further details.

System Upgrade Enhancements

Note

Release 3.5(3) introduced the ability to perform software upgrade on the CAM and CAS by uploading
the upgrade file in .tar.gz format via the web console. This means with release 3.5(4), you can now
upgrade to 3.5(4) viathe web console Ul. For upgrade instruction details via the web console, see
Installing or Upgrading to a New Software Release, page 97.

The Clean Access Manager will automatically perform all the upgrade tasks that are currently done
manually (for example, create snapshots before and after upgrade, untar file, cd to /store, run upgrade
script).

You must have 3.5(3) installed and running before you can use this feature to upgrade to 3.5(4).

In addition the upgrade process has been enhanced as follows:

= You can now upload upgrade .tar.gz files (with date/version information) before applying them to
the CAM or CAS. You will also have the ability to upload multiple patch files at the same time.

» Once the .tar.gz upgrade files are uploaded to the CAM, you can manage them by viewing their
attached Notes (if any), deleting the files from the CAM, or clicking Apply to perform the upgrade.

» The new Apply button performs the upgrade then automatically reboots the server machine after
upgrade is complete. This new feature is only available by using the Apply button from the web
console.

» Upgrades for future releases will now check atable of contents file to ensure that all pieces of the
build are there.

« A Notesfile can now be attached with the upgrade file to provide important information about the
upgrade.
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» The Shutdown button shuts down the service on the box without shutting down the box itself
(equivalent to the service perfigo stop command). To restart the service, you must use the service
perfigorestart or reboot CLI command from acommand shell (since stopping the service stopsthe
web console).

These enhancements result in modifications to the following pages in the web admin console:
» CAM web admin console: Administration > CCA Manager > System Upgrade
» CAS (direct access) web admin console: Administration > Software Update

Logging Enhancements

L ogging enhancements have been made to support Agent AV check implementation.

Enhancements for Release 3.5.3.2

Release 3.5.3.2 isageneral, important bug fix release and patch for the CAS. No new features are added.

The 3.5.6 Clean Access Agent uncovered a hidden bug in the SWISS (CAS discovery) implementation
on the Clean Access Server which caused the 3.5.6 Agent not to be able to log into 3.5(4) and prior
CASes. Thispatch resolvesthisissue and allows 3.5.6 and above Agentsto log in. See Resolved Caveats
- Release 3.5.3.2, page 88, and Clean Access Agent Enhancements, page 52 for details.

Note The 3.5.3.2 patch isamandatory patch for all 3.5.3.1 systems. All customerson 3.5.3.1 should apply

this patch to their Clean Access Servers.
- This patch will run only on 3.5.3.1 systems.
» The patch is atar ball that must be applied to the CAS(es) only.
» You must reboot the machine after applying the patch.

Upgrade Instructions for 3.5.3.2

Use the steps below to apply the 3.5.3.2 patch to each Clean Access Server in your system.

Stepl  Download the cas-3.5.3.1-t0-3.5.3.2-upgrade.tar.gz patch file to your local computer from the 3.5.3
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.3.

Step2  Use one of the following sets of instructions to upgrade your CAS(es):

» To upgrade viaweb console (from 3.5(3) and above only), see Upgrade CAS from CAS Web
Console (3.5.3/3.5.4), page 103.

- Toupgrade an HA CAS pair, see Upgrading High Availability Pairs, page 107.
» To upgrade via SSH, use Upgrade Instructions for 3.5.3.2 CAS Patch via SSH, page 33.
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Upgrade Instructions for 3.5.3.2 CAS Patch via SSH

Stepl  Openan SSH terminal and copy thecas-3.5.3.1-to-3.5.3.2-upgrade. tar.gz patch fileinto the/store
directory on each Clean Access Server.

Step2  Change directory to /store on each machine;

cd /store
Step3  Untar the patch file on each machine:

tar xzvf cas-3.5.3.1-to-3.5.3.2-upgrade.tar.gz

Step4  Cd to the upgrade directory:

cd cca upgrade 3.5.3.2
Step5  Execute the patch on each machine:

./UPGRADE. sh
Step6  Reboot each machine:

reboot

Enhancements for Release 3.5.3.1

Release 3.5.3.1 isageneral and important bug fix release and patch for the Clean Access Manager and
Clean Access Server. No new features are added.

S,
Note e The 3.5.3.1 patch is a mandatory patch for all 3.5.3 systems. All customers on 3.5.3 should apply
this patch.

« This patch will run only on 3.5.3 systems.
» The patch isatar ball that must be applied to both the CAS and the CAM.

» Instead of rebooting the machine, you may simply restart the service by issuing the service perfigo
restart command.

Without the 3.5.3.1 patch, systems running Cisco Clean Access 3.5.3 might experience service outages
with very little load on the systems. Information for the 3.5.3.1 patch is in the following sections:

e Upgrade Instructions for 3.5.3.1
» Resolved Caveats - Release 3.5.3.1

Upgrade Instructions for 3.5.3.1

Use the following steps to apply the 3.5.3.1 patch to the CAM and CAS:

Stepl  Download the cca-3.5.3-t0-3.5.3.1-upgrade.tar.gz patch file to your local computer from the 3.5.3
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.3.

Step2  Open an SSH terminal and copy the cca-3.5.3-to-3.5.3.1-upgrade.tar.gz patch file into the /store
directory on the Clean Access Manager and each Clean Access Server.

Step3  Change directory to /store on each machine;

cd /store
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Step4  Untar the patch file on each machine:

tar xzvf cca-3.5.3-to-3.5.3.1-upgrade.tar.gz
Step5  Execute the patch on each machine:

./cca-3.5.3-to-3.5.3.1-upgrade.sh
Step6  Restart the service on each machine:

service perfigo restart

New Features in Release 3.5(3)

This section details the new additional features delivered with release 3.5(3) of the Cisco Clean Access
Manager and Cisco Clean Access Server.

Multi-Hop L3 In-Band Deployment Support

VPN Integration and Single Sign-On (SSO)

System Upgrade via Web Console (3.5(3) and Above)
Automated Daily Database Backups

Database Recovery Tool

Support Logs

See also Enhancementsfor Release 3.5(3), page 37 for additional details. For configuration details, refer
to the product documentation.

Multi-Hop L3 In-Band Deployment Support

Release 3.5(3) of Cisco Clean Access enables administrators to deploy the Clean Access Server (CAS)
in-band behind aVPN concentrator, or router, or multiple routers. Prior to 3.5(3), Clean Access Server(s)
needed to be deployed either as a bridge (Virtual Gateway) or first-hop default gateway with Layer 2
proximity to users, in order for user MAC addresses to be visible to the CAS. Release 3.5(3) adds the
capability of multi-hop Layer 3 in-band deployment by allowing the Clean Access Manager (CAM) and
CASto track user sessions by unique IP address when users are separated from the CAS by one or more
routers. Note that you can have a CAS supporting both L2 and L 3 users. With layer 2-connected users,
the CAM/CAS continue to manage these user sessions based on the user MAC addresses, as before.

For users that are one or more L3 hops away, note the following considerations:

User sessions are based on unique | P address rather than MAC address.

If the user’s | P address changes (for example, the user loses VPN connectivity), the client must go
through the Clean Access certification process again.

In order for clients to discover the Clean Access Server when they are one or more L3 hops away,
the 3.5.3 (or above) Clean Access Agent must be initially installed by being downloaded from the
CAS (viaDownload Agent button (i.e. web login), or client auto-upgrade). Acquiring and installing
the 3.5.3 Agent by any means other than direct download from the CAS (for example, Cisco
Downloads) will not provide the necessary CAM information to the Agent and will not allow those
Agent installations to operate in a multi-hop Layer 3 deployment. See Clean Access Agent (3.5.3),
page 39 and Clean Access Agent Enhancements, page 52 for details.

Since the Certified List tracks L2 users by MAC address, multi-hop L3 users do not appear on the
Certified Devices List and the Certified Devices Timer does not apply to these users. The L3 users
will only be on the Online User list (In-Band).
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» All other user audit trails, such as network scanner and Clean Access Agent logs, are maintained for
multi-hop L3 users.

» The Session Timer will work the same way for multi-hop L3 In-Band deploymentsand L2 (In-Band
or Out-of-Band) deployments.

Note that when the Single Sign-On (SSO) feature is configured for multi-hop L3 VPN concentrator
integration, if the user’s session on the CAS times out but the user is still logged in on the VPN
concentrator, the user session will be restored without providing a username/password.

» The Heartbeat Timer will not function in L3 deployments, and does not apply to Out-of-Band
deployments.

Note that the HeartBeat Timer will work if the CAS is the first hop behind the VPN concentrator.
Thisisbecausethe VPN concentrator responds to the ARP queriesfor the | P addresses of its current
tunnel clients.

This new feature results in the following enhanced page in the web admin console:

- Device Management > Clean Access > Clean Access Agent > Distribution (new “CAS Discovery
Host” field)

VPN Integration and Single Sign-On (SSO)

In addition to being deployable with VPN concentrators, Cisco Clean Access provides the best user
experience possible for Cisco VPN concentrator users through Single Sign-On (SSO). Userslogging in
through the VPN Client do not have to login again to Cisco Clean Access. Cisco Clean Access leverages
the VPN login and any VPN user group/class attributes to map the user to a particular role.

Thislevel of integration is achieved using RADIUS Accounting with the Clean Access Server acting as
a RADIUS accounting proxy.

Release 3.5(3) of Cisco Clean Access supports the following VPN clients for the purposes of Single
Sign-On:

» Cisco SSL VPN Client (Full Tunnel)
« Cisco VPN Client (IPSec)
See VPN Components Supported for Single Sign-On, page 3 for details.
This new feature results in the following new pages or enhancements in the web admin console;
» User Management > Auth Servers> New Server (new “Cisco VPN Server” Authentication Type)
» Device Management > CCA Servers > | Paddress > Authentication (new tab)

- Device Management > CCA Servers > | Paddress > Authentication > VPN Auth (incorporates
new configuration subpages: General, VPN Concentrators, Accounting Servers, Accounting
Mapping)

System Upgrade via Web Console (3.5(3) and Above)

Going forward from version 3.5(3) of the Cisco Clean Access software, administrators will be able to
perform software upgrade on the CAM and CAS by uploading the upgrade file in .tar.gz format via the
web console. The Clean Access Manager will automatically perform all the upgrade tasks that are
currently done manually (for example, create snapshots before and after upgrade, untar file, cd to /store,
run upgrade script).
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~

Note  Youwill need to have 3.5(3) installed and running before you can use this feature for your next upgrade.

The software upgrade pages have a new Shutdown button that shuts down the service on the box without
shutting down the box itself (equivalent to the service perfigo stop command). To restart the service,
use the service perfigo restart or reboot command from acommand shell. The software upgrade pages
now also display how many upgrades have been done, and the list of upgrades and logs from each.
Upgrade L ogs are the same as a stdout from a manual upgrade, and Upgrade Details display alist of
actions performed by the upgrade for the purpose of customer support troubleshooting.

This new feature results in the following enhanced pages in the web admin console:
« CAM web admin console: Administration > CCA Manager > System Upgrade
» CAS (direct access) web admin console: Administration > Software Update

Automated Daily Database Backups

Starting with 3.5(3), Cisco Clean Access automatically creates daily snapshots of the Clean Access

Manager database and preserves the most recent from the last 30 days. It also automatically creates

snapshots before and after software upgrades, and before and after failover events. For upgrades and
failovers, only the last 5 backup snapshots are kept.

Database Recovery Tool
The Database Recovery tool is anew command line utility (3.5.3+) that can be used to restore the
database from the following types of backup snapshots:
» Automated daily backups (the most recent 30 copies)
» Backups made before and after software upgrades
- Backups made before and after failover events
- Manual snapshots created by the administrator via the web console

Although the web console already allows you to manually create and upload snapshots (via
Administration > Backup), the CLI tool presents additional detail. The tool provides a menu that lists
the snapshots from which to restore, and the uncompressed size and table count. Note that a file which
is corrupt or not in the proper format (e.g. not .tar.gz) will show a remediation warning instead of an
uncompressed size and a table count.

Once the administrator confirms the restore, the database is replaced with the chosen snapshot.

A

Caution  The CAM must be stopped before you can run this utility and must be rebooted after the utility is run.

To run the command utility:

Access your Clean Access Manager by SSH.

Login as user root With the root password (default password is cisco123)
Cd to the directory of the database recovery tool: cd /perfigo/dbscripts
RuUN service perfigo stop t0 stop the Clean Access Manager.

Run . /dbbackup.sh to start the tool.

I S o

Follow the prompts to perform database restore.
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7. Run reboot to reboot the Clean Access Manager after running the utility.

Support Logs

There are two new Support L ogs web console pages for the CAM and CAS to facilitate TAC support
when a customer has issues. The Support L ogs page allows administrators to combine a variety of
system logs (such asinformation on open files, open handles, and packages) into one tarball that can be
sent to TAC to beincluded in the support case. Administrators should download these support logs when
sending their customer support request.

This feature results in the following new pages in the web admin console:
- Administration > CCA Manager > Support L ogs
» Device Management > CCA Servers > | Paddress > Misc > Support Logs

Enhancements for Release 3.5(3)

This section details enhancements to existing features delivered with release 3.5(3) of the Cisco Clean
Access Manager and Cisco Clean Access Server.

» Upgrade Script Enhancements

« Dynamic AV Definition Checks

» Supported AV Product List (Version 9)
» Clean Access Agent (3.5.3)

See also New Features in Release 3.5(3), page 34 for additional details. For configuration details, refer
to the product documentation.

Upgrade Script Enhancements

The upgrade script for release 3.5(3) now enables direct upgrades to 3.5(3) from 3.2(x) and 3.3(x) in
addition to 3.4(x), and previous 3.5(x) releases. See Installing or Upgrading to a New Software Release,
page 97 for specific instructions.

Dynamic AV Definition Checks

Cisco Clean Access flexibly allows multiple versions of the Clean Access Agent to be used on the
network. Each new version of the Clean Access Agent adds support for the latest AV products as these
products are released. With release 3.5(3) of Cisco Clean Access, the system picks the best method to
execute AV definition checks based on the AV product support at the time of execution.

This dynamic AV definition checking means the Clean Access Manager will now decide at runtime,
based on the supported AV product list, whether to use the virus definition date or version to execute AV
Rule checks. This frees the customer from having to reconfigure AV rules when the check method
changes based on updates to the AV support chart.

Previousto 3.5(3), the use of virus definition date or version in executing checksfor AV Definition Rules
was determined at the time of rule configuration. This required customer reconfiguration of AV Rules
when checking methods changed with the supported AV product list updates.
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Because Cisco Clean Access allows concurrent use of multiple Agent versions, a new page has been
added to web console that details AV product/version support per Clean Access Agent version. It is
intended to help the administrator pinpoint AV product version support in order to troubleshoot failed
AV definition requirements on clients in environments where multiple Agent versions are deployed.

Note that you must configure Mandatory Agent upgrade on clients to ensure latest AV product support.

Warning

For 3.5(3), to ensure proper functioning of enhanced features such as AV product support, Clean
Access Agent Auto-update must be set to Mandatory (i.e. “Current Clean Access Agent Patch is a
mandatory upgrade®) under Device Management > Clean Access > Clean Access Agent > Distribution.
Failure to do so may cause these features to fail.

The dynamic AV definition check feature results in the following enhancements to the web admin
console:

» Device Management > Clean Access Agent > Rules > Agent-AV Support Info (new page)

» Device Management > Clean Access Agent > Rules > New AV Rule (version/date information
previously on this page is moved to new Agent-AV Support I nfo page)

AV Support Changes

~

Note

New installations or upgrades to release 3.5(3) do not have the following issue.

Customers running release 3.5(0), 3.5(1), or 3.5(2) who configured AV Definition Update Rules for the
following products will need to perform a Clean Update to get the latest AV product list and reconfigure
any existing AV definition rules based on these products:

» Computer Associates eTrust EZ Antivirus 6.1.x (Windows XP/2000/M E/98)
» Computer Associates eTrust EZ Armor 6.1.x (Windows X P/2000/M E/98)

« Panda Antivirus 6.0 Platinum (Windows X P/2000)

» Sophos Anti-Virus version3.80 (Windows X P/2000)

You can perform a Clean Update under Device Management > Clean Access > Clean Access Agent
> Updates to get the latest Supported AV Product list.

AV virus definition rules are not supported for Computer Associates eTrust EZ Antivirus 6.1.x and
eTrust EZ Armor 6.1.x products (although AV installation rules are supported). AV virus definition rules
for the specified Panda and Sophos products are supported but require a Clean Update of the supported
AV list to correct the version numbering information and a reconfiguration of any existing rules for these
products.

See Supported AV Product List Versions, page 72 for details.

Supported AV Product List (Version 9)

Version 9 of the Supported AV list resolves a number of bugs including McAfee Engine 9.x version fix
(CSCei46351) and BitDefender definition date issue (CSCei46336). See the following for details:

» Resolved Caveats - Release 3.5(3), page 89

» Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as of the
latest release.
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» Supported AV Product List Versions, page 72 for details on each version of the list.

Clean Access Agent (3.5.3)

~

Note

A

Warning

Version 3.5.3 of the Clean Access Agent incorporates support for the multi-hop L3 deployment feature.
VPN/L 3 access from the Clean Access Agent is only supported with the 3.5.3 (or above) Agent.

In order for clients to discover the Clean Access Server when they are one or more L3 hops away, the
3.5.3 (or above) Clean Access Agent must beinitially installed by being downloaded from the CAS. This
can be done in two ways:

« From the Download Clean Access Agent web page (i.e. viaweb login)

« By client auto-upgrade to the 3.5.3 Agent. For thiswork, you must be running 3.5(3) on your CAM
and CAS, and clients must have the 3.5.2 or 3.5.1 Agent already installed.

Either method provides clients with the CAM information needed for subsequent logins when users are
one or more L3 hops away from the CAS. Acquiring and installing the 3.5.3 Agent by other means than
direct download from the CAS (for example, Cisco Downloads) will not provide the necessary CAM
information to the Agent and will not allow those Agent installations to operate in a multi-hop Layer 3
deployment.

See Clean Access Agent Enhancements, page 52 for further details.

In 3.5.3, the “Current Clean Access Agent Patch is a mandatory upgrade” option under Device
Management > Clean Access > Clean Access Agent > Distribution is enabled by default.

To ensure proper functioning of enhanced features such as AV product support, Clean Access Agent
Auto-update must be set to Mandatory (i.e. “Current Clean Access Agent Patch is a mandatory
upgrade®) under Device Management > Clean Access > Clean Access Agent > Distribution. Failure to
do so may cause these features to fail.
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Enhancements for Release 3.5.2.2

Release 3.5.2.2 isageneral and important bug fix release and patch for the Clean Access Server. No new
features are added.

The 3.5.6 Clean Access Agent uncovered a hidden bug in the SWISS (CAS discovery) implementation
on the Clean Access Server which caused the 3.5.6 Agent not to be able to log into 3.5(4) and prior
CASes. Thispatch resolvesthisissue and allows 3.5.6 and above Agentsto log in. See Resolved Caveats
- Release 3.5.2.2, page 91, and Clean Access Agent Enhancements, page 52 for details.

Note » The 3.5.2.2 patch isamandatory patch for all 3.5(2) systems. All customers on 3.5(2) should apply
this patch to their Clean Access Servers.

» Thispatch will run only on 3.5(2) systems.
» The patch is atar ball that must be applied to the CAS(es) only.
« You must reboot the machine after applying the patch.

Upgrade Instructions for 3.5.2.2

Use the steps below to apply the 3.5.2.2 patch to each Clean Access Server in your system.

Step1  Download the cas-3.5.2-t0-3.5.2.2-upgrade.tar.gz patch file to your local computer from the 3.5.2
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.2.

Step2  Useone of the following sets of instructions to upgrade your CAS(es):
» To upgrade via SSH, use Upgrade Instructions for 3.5.2.2 CAS Patch via SSH, page 40.
» Toupgrade an HA CAS pair, see Upgrading High Availability Pairs, page 107.

Upgrade Instructions for 3.5.2.2 CAS Patch via SSH

Use the following steps to apply the 3.5.2.2 patch to each Clean Access Server in your system:

Stepl  Open an SSH terminal and copy the cas-3.5.2-to-3.5.2.2-upgrade. tar.gz patch file into the /store
directory on each Clean Access Server.

Step2  Change directory to /store on each machine:

cd /store
Step3  Untar the patch file on each machine:

tar xzvf cas-3.5.2-to-3.5.2.2-upgrade.tar.gz

Step4  Cd to the upgrade directory:

cd cca upgrade 3.5.2.2
Step5  Execute the patch on each machine:

./UPGRADE. sh
Step6  Reboot each machine:

reboot
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Enhancements for Release 3.5.2.1

Overview

This section describes enhancements for the 3.5.2.1 release and patch for the Cisco Clean Access
Manager:

» Overview

« 3.5.2.1 Update/Upgrade Matrix

« Supported AV Product List (Version 8)
« Upgrading from 3.5(2) to 3.5.2.1

For additional details, see also Clean Access Agent Enhancements, page 52 and Supported AV Product
List Versions, page 72. For configuration details, refer to the product documentation.

Release 3.5.2.1 is a general and important bug fix release and patch for the Clean Access Manager. No
new features are added. If you are running release 3.5(2) and using ANY AV definition rules, install the
3.5.2.1 patch. Without the patch, you will not be able to get updates of vendors’ definition version/date
for ANY definition rules by Update or Auto-Update. You will only be able to get the definition
version/date update for ANY definition rules by performing periodic Clean Updates. Note that
version-specific (non-ANY) AV definition rules and other checks and rules are not affected.

For further details, see:
» 3.5.2.1 Update/Upgrade Matrix, page 42—for details on the upgrade.
» Resolved Caveats - Release 3.5(3), page 89—for a description of the issue fixed with this release.

» Upgrade via Web Console (from 3.5.3 and Above Only), page 101—for general upgrade
instructions. Note the following:

— You can only upgrade to 3.5.2.1 from 3.5(2).

— Download the cam-3.5.2-t03.5.2.1-upgrade.tar.gz patch file from the 3.5.2 folder under
http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.2

— The cam-3.5.2-t03.5.2.1-upgrade.tar.gz patch is applied only to the Clean Access Manager.

— Instead of rebooting the machine, you may simply restart the service by issuing the service
perfigo restart command.

» Known Issues for Release 3.5(2), page 44—If, prior to updating to Version 8 of the supported AV
list, you created AV Definition Update Rulesin release 3.5(0), 3.5(1), 3.5(2) (or 3.5.2.1) for
Symantec ME/98 and Computer Associates X P/2000/ME/98, you must update to Version 8 of the
supported AV list and reconfigure these rules before they can be used. It is recommended to do this
prior to upgrading to 3.5.2.1. Note that this issue does not affect new AV Definition Update rules
that are created after updating to Version 8 of the supported AV list.
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3.5.2.1 Update/Upgrade Matrix

Table 5 explains what action is needed depending on the version of Clean Access being run.

Table 5

Software Release and AV Definition Rule Matrix

If

Running
Release

And Using AV Definition
Rules for

Required Action

3.5(1)

ANY Antivirus Vendor

Action: Upgrade to 3.5(2) to fix issue CSCei10529. ANY
Antivirus Vendor definition rules will always fail for AV
products for which “version” is used in the virus definition
check.

Thisissue doesnot affect ANY AV installation rules.
This issue does not affect Symantec (Norton)
products or AV products for which “date” isused in
the virus definition file check. For these products, the
ANY Antivirus Vendor definition rule successfully
detects virus definition updates on the client.

Note

Specific product version of:
» Symantec (ME/98)

« Computer Associates
(XP/2000/ME/98)

Action: Update to Version 8 of the supported AV list to get
the correct definition checks for these products, then
reconfigure vendor-specific AV definition rules you created
for Symantec ME/98 (if created prior to AV list Version 7) or
Computer Associates X P/2000/ME/98 (if created prior to AV
list Version 8). This affects 3.5(0), 3.5(1), 3.5(2), 3.5.2.1.

3.5(2)

ANY Antivirus Vendor
or

ANY product version for a
specific vendor

Action: Upgradeto 3.5.2.1 if using or planning to use ANY
AV definition rules.

Specific product version of:
» Symantec (ME/98)

- Computer Associates
(XP/2000/M E/98)

Action: Update to Version 8 of the supported AV list to get
the correct definition checks for these products, then
reconfigure vendor-specific AV definition rules you created
for Symantec ME/98 (if created prior to AV list Version 7) or
Computer Associates X P/2000/ME/98 (if created prior to AV
list Version 8). This affects 3.5(0), 3.5(1), 3.5(2), 3.5.2.1.

Supported AV Product List (Version 8)

» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.

» See Supported AV Product List Versions, page 72 for details on each version of the list.

Upgrading from 3.5(2) to 3.5.2.1

Release 3.5.2.1 was ageneral and important interim bug fix release and patch to beinstalled on the 3.5(2)
Clean Access Manager only. If running release 3.5(2), and using ANY AV definition rules, install the
3.5.2.1 patch. See Enhancements for Release 3.5.2.1, page 41 and 3.5.2.1 Update/Upgrade Matrix,
page 42 for further details.
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Step 1

Step 2
Step 3

Step 4

Step 5

New and Changed Information

« You can only upgrade to 3.5.2.1 from 3.5(2).
« The cam-3.5.2-t03.5.2.1-upgrade.tar.gz patch is applied only to the Clean Access Manager.

» Instead of rebooting the machine, you may simply restart the service by issuing the service perfigo
restart command.

To upgrade from Cisco Clean Access Manager 3.5(2) to 3.5.2.1 follow the instructions below:

Download the cam-3.5.2-t03.5.2.1-upgrade.tar.gz patch file to your local computer from the 3.5.2
folder under http://www.cisco.com/cgi-bin/tablebuild.pl/cleanaccess-3.5.2.

Copy the .tar.gz file to the /store directory on the Clean Access Manager.

Unzip the file with the following command:

tar zxvf <filename>

Run the following command:

sh ./<filename.sh>

After this has completed, issue the following command:

service perfigo restart

Enhancements for Release 3.5(2)

This section describes enhancements for the 3.5(2) release:
« Licensing Changes
- AV Enhancements
« Supported AV Product List (Version 7)
« Clean Access Agent (3.5.2)

Licensing Changes

As of release 3.5(2), customers with Out-of-Band (OOB) licenses can add In-Band (I1B) Clean Access
Servers to the Clean Access Manager. Note that you must have an OOB license to enable Out-of-Band
features and Clean Access Servers.

AV Enhancements

If an AV Definition Update requirement with “ANY” vendor is used, then only the first AV product in
the discovered AV list is updated. Hence, if a machine has multiple AV products installed, all the AV
products are detected but only the first AV product will be updated. Note that the “ANY” featureis
mainly intended to support the validation of machines with asingle AV product installed where the
vendor is unknown (e.g. guest access, visitor access), as opposed to situations with a single machine
having more than one AV installed.
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In 3.5(1) when mapping AV Definition Update requirements to rules on the Rules-Reguirement page,
only AV definition rules for the applicable vendor were shown. This meant AV definition rules could
only be mapped to the AV Definition Update requirement type. The AV Definition Update requirement
allowsthe user to update client virus definition files viathe Clean A ccess Agent by clicking the“ Update”
button when the requirement is not met (virus definition files are not up-to-date). In 3.5(2), the
Rules-Requirement page displays all rules by applicable client operating system only and does not filter
out non-AV definition rules for the AV Definition Update requirement type. This allows mapping AV
definition rules to other requirement types (such as File or Link Distribution) in cases where AV
definition update will not be performed directly viathe Agent on the client. Note that AV installation
rules continue to be mapped to Link Distribution, File Distribution, or Local Check requirement types.

See also Supported AV Product List Versions, page 72 for further details.

Supported AV Product List (Version 7)
» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.
» See Supported AV Product List Versions, page 72 for details on each version of the list.

Clean Access Agent (3.5.2)

Version 3.5.2 of the Clean Access Agent clarifies some messages in the installation setup dialogs from
3.5.1. The 3.5.2 Clean Access Agent also incorporates the auto-upgrade feature (available as of release
3.5.1). When Auto-Upgradeis configured in the Clean Access Manager, clients running the 3.5.1 Agent
can automatically upgrade to the 3.5.2 Agent. See Clean Access Agent Enhancements, page 52 for
additional details.

Known Issues for Release 3.5(2)

If you created AV Definition Update Rulesin release 3.5(0) or 3.5(1) (whether ANY or vendor-specific)
for the following vendors and client operating systems, after upgrading to release 3.5(2), you will need
to edit and save such rules before they can be used. Thisissue does not affect new AV Definition Update
rules that are created after updating to version 8 of the supported AV list.

Note that this only affects AV definition updates for the specified vendor and client OS.
- Computer Associate AV Definition Update Rules (Windows X P/2000/M E/98)
- Norton AV Definition Update Rules (Windows ME/98 only)
See caveat CSCei10529, page 93 for details. See also Supported AV Product List Versions, page 72

New Features in Release 3.5(1)

This section details new additional features delivered with release 3.5(1) of the Cisco Clean Access
Manager and Cisco Clean Access Server.

» Clean Access Agent Auto-Upgrade (3.5.1)

« Clean Access Agent Displays VPN Information (3.5.1)

» Login Session Limit

« Ability to Assign Original VLAN to Authenticated/Certified Devices on Out-of-Band Ports
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- Ability to Specify Complex Auth Server Mapping Rules

For configuration details, refer to the product documentation.

Clean Access Agent Auto-Upgrade (3.5.1)

Note

With release 3.5(1), Cisco Clean Access introduces easy, on-the-fly auto-upgrade of deployed Clean
Access Agent client software. Whenever a newer version of the Agent is available, the running Clean
Access Agent informs the user and automatically performs the upgrade, relieving the administrator and
end-user of the chore of manually downloading the new Agent, uninstalling the previous Agent, and
installing the new Agent. The Clean Access Manager (CAM) automatically fetches new Agent updates
(or Agent patches, bug fixes, and so on) from a centralized remote site and automatically deploys the
updated Agent to all the managed Clean Access Servers (CASs) without administrator intervention. In
addition, administrators can make the Agent upgrades mandatory (end-user has no choice but to update)
or optional (end-user can choose to upgrade immediately or later).

Cisco Clean Access 3.5(1) must be installed on the CAM and CAS, and Cisco Clean Access Agent 3.5.1
must be installed on the client to start using the Auto-Upgrade feature. Although 3.5.0 and prior Clean
Access Agent versions are compatible with release 3.5(1) of Cisco Clean Access, the Auto-Upgrade
feature is not enabled until the 3.5.1 Clean Access Agent isinstalled on the client.

Onceversion 3.5.1 of the Clean Access Agent isinstalled on clients, it will automatically detect when a
Agent upgradeisavailable (3.5.2 or above), download the Agent upgrade from the Clean Access Server,
and upgrade itself on client systems. Users will see a confirmation prompt to start the auto-upgrade —
OK (mandatory upgrade), or Yes (non-mandatory upgrade)

To upgrade from 3.5.0 or below, users must manually install the Agent. However, the new installer for
the 3.5.1 Agent makes the process simpler for users than before and does not need to be executed twice
(once to remove, second time to install). The 3.5.1 installer auto-detects if a previous version of the
Clean Access Agent isinstalled, removes the old version and installs the new version in one pass. It is
also capable of shutting down the previous version of the application if it isrunning on the client during
upgrade. See Upgrading Agent to 3.5.1 for further details.

The new Auto-Upgrade feature results in the following enhancements to the web admin console;

» TheDevice Management > Clean Access > Clean Access Agent > Distribution page now displays
the mandatory/optional client auto-upgrade option.

- The Device Management > Clean Access > Clean Access Agent > Updates now displays the
Clean Access Agent version and the “check for automatic update” option.

The Clean Access Agent installs to C:\Program Files\Cisco Systems\Clean Access Agent\ on the client.

See Clean Access Agent Enhancements, page 52 for additional details.

Clean Access Agent Displays VPN Information (3.5.1)

The Clean Access Agent now displays the same VPN information that is currently available to
VPN-connected web login users via the logout page. When an Optional or Enforce VPN Policy is
configured for the Clean Access Server (CAS) and/or user role, VPN information appears in a separate
dialog to Clean Access Agent users. The VPN Info dialog is available both from alink in the Successful
Login dialog, and by right-clicking the “ Show VPN Info” option from the system tray taskbar menu.lf
available, VPN server, IPSec Key, PPP ID, and PPP Key information will be displayed.
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Login Session Limit

This new feature allows administrators to limit the number of login sessions per user ID to a configured
maximum for the user role. If the user exceeds this limit, the user is alerted on the web login page or
Clean Access Agent dialog and prompted to remove the oldest session before re-logging in. A warning
message “ Too many users using this account” appears and the user can either log in as a different user
or check an option to remove the oldest user login session.

This new feature results in the following enhancements to the web admin console:

- The“Max Sessions per User Account” option is now available from User M anagement > User
Roles > New Role or Edit Role.

Ability to Assign Original VLAN to Authenticated/Certified Devices on Out-of-Band Ports

This new feature allows administrators to switch Out-of-Band clients back to theinitial VLAN after
authentication and certification of adevice. Theinitial VLAN isthe value saved for the port by the Clean
Access Manager when the switch isadded. Instead of specifying an AccessVLAN, theclient is switched
from theinitial VLAN to an Auth VLAN for authentication and certification, then switched back to the
initial VLAN when the client is certified.

This new feature results in the following enhancements to the web admin console:

- “Switch Initial VLAN” is now adropdown option under Switch Management > Profiles > Port >
New and Edit pages and appears under the Access VL AN column on the List page when selected.

« The Switch Management > Devices > Switches > List > Ports configuration page now displays
Initial VLAN and Current VLAN columns, aswell as“Reset initial VLANsfor ALL ports’ and “ Set
initial VLANSs for NEW ports” buttons at the bottom of the page.

Ability to Specify Complex Auth Server Mapping Rules

This new feature allows the administrator to specify complex boolean expressions when defining
mapping rules for Kerberos, LDAP, and RADIUS authentication servers. You can use boolean
expressions to combine multiple user attributes and multiple VLAN IDs to map users to user roles.
Mapping rules can be created for arange of VLAN IDs, and attribute matches can be made
case-insensitive. This allows multiple conditions to be flexibly configured for a mapping rule.

This new feature results in the following enhancements to the web admin console;

« The Add Mapping Rule / Edit Mapping Rule pages are considerably changed under User
Management > Auth Servers > Mapping Rules.
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Enhancements for Release 3.5(1)

This section describes enhancements for release 3.5(1) of the Cisco Clean Access Manager and Cisco
Clean Access Server.

» Upgrade Script Enhancement

« Event Log Simplified for Rule Auto-Updates

« Clean Access Agent Rule Categorization

« Enhancement to AV Definition Rules and Requirements
» Supported AV Product List (Version 6)

» Supported Out-of-Band Switches List Updated

Upgrade Script Enhancement

The 3.5 upgrade script is now modified to perform 3.5(1) upgrades and 3.4(x) upgrades. The upgrade
script also incorporates a DHCP script which regenerates all ARP entries upon upgrade. This DHCP
script is an upgrade-time enhancement to account for aresolved caveat (CSCeh31769) that might have
caused deletion of some DHCP-related ARP entries from the database in certain cases.

Event Log Simplified for Rule Auto-Updates

With 3.5(1), checks and rules modified from auto-update are condensed into a single event log entries.
This enhancements results in following modification to the web admin console:

- Monitoring > Event Logs > View L ogs

Clean Access Agent Rule Categorization

Display and usability isimproved by categorizing the display of rules on the Clean Access Agent rule
and requirement configuration pages. The Ul is made more intelligent by only showing AV definition
rules when displaying AV definition requirements.

Enhancement to AV Definition Rules and Requirements

Starting with version 3.5.1 of the Clean Access Agent, thereisanew “ANY” Antivirus Vendor category
available on the configuration pages for New/Edit AV Rule and New/Edit AV Definition Update
Requirement. This enhancement allows the administrator to create a single AV definition rule to check
for antivirus definition filesfor any supported vendor. Additionally, you can now select “ANY” Antivirus
Vendor when configuring an AV Definition Update requirement. When mapping AV definition rules to
an AV Definition Update requirement configured for ANY vendor, this displays the “ANY” vendor AV
definition rules as well as those configured for individual vendors and products. Note that while AV
definition rules are mapped to AV Definition Update requirements, AV installation rules are mapped to
reguirements of type Link Distribution, File Distribution, or Local Check.

This enhancement results in the following modifications to the web admin console:

» On Device Management > Clean Access > Clean Access Agent > Rules> New AV Rule, thereis
now an ANY option on the Antivirus Vendor dropdown, and under “ Checks for Selected Operating
System” when a particular AV Vendor is chosen.
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» On Device Management > Clean Access > Clean Access Agent > Requirements > New
Requirement, thereisnow an ANY option in the Antivirus Vendor Name dropdown list for the AV
Definition Update requirement type.

» On Device Management > Clean Access > Clean Access Agent > Requirements >
Requirements-Rules, when choosing an AV Definition Update requirement for which “ANY”
Antivirus Vendor is configured, all supported AV definition rules for the selected OS will display.

See also Clean Access Supported Antivirus Product List, page 64.

Supported AV Product List (Version 6)
» See Clean Access Supported Antivirus Product List, page 64 for the Supported AV Product List as
of the latest release.
» See Supported AV Product List Versions, page 72 for details on each version of the list.

Supported Out-of-Band Switches List Updated

Support for the Cisco Catalyst 3560 switch is now added for release 3.5(1) OOB. See Supported
Switches for Cisco Clean Access, page 4.

New Features in Release 3.5(0)

This section details the new features delivered with release 3.5(0) of the Cisco Clean Access Manager
and Cisco Clean Access Server.

- Switch Control-Based Out-of-Band (OOB) Product Module
» Anti-Virus Software Integration

- SNMP Agent Monitoring Services

e FlexLM Integration

For configuration details, refer to the product documentation.

Switch Control-Based Out-of-Band (OOB) Product Module

With release 3.5, Cisco Clean Access expands its capabilities to provide a choice of out-of-band
deployment and/or traditional in-band deployment. The Cisco Clean Access Manager (CAM) can
manage both in-band Clean Access Servers and out-of-band Clean Access Servers at the same time, as
well as switches used for out-of-band deployment.

Thisisanew product offering that requires the purchase of an Out-of-Band (OOB) Clean Access Server
(CAS). When you import an OOB CAS license following the purchase of an OOB CAS, the CAM web
admin console automatically displays an additional module menu for Switch Management.

In the Cisco Clean Access in-band solution, the CAS is deployed inline with user traffic. The CAS can
be deployed in Virtual Gateway configuration between the layer 2 and layer 3 devices on the network
edge, or in Real-IP Gateway or NAT Gateway configuration as the first layer-3 hop at the network edge.
Inline deployment has the advantage of providing fine-grained control of user traffic, access, and
bandwidth.
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If it is preferable not to deploy the CASinline with user traffic after client assessment and certification,
the new Cisco Clean Access Out-of-Band (OOB) product provides customers with three additional
deployment modes: out-of-band Virtual Gateway, out-of-band Real-1P Gateway, and out-of-band NAT
Gateway. With out-of-band deployment, user traffic is directed to the CAS only during the process of
initial authentication, posture assessment, and remediation. Following the certification of the device
based on the network access policy, user traffic no longer flows through the CAS until the time that the
user machine needs to be authenticated/certified again.

Out-of-band deployment is achieved by using the CAM to control switches on the network edge using
SNMP. SNMP v1, v2c and v3 are supported for maximum compatibility and security. The CAM uses
SNMP to assign/change the VLAN setting on switch portsthereby routing the traffic to the CAS or away
from the CAS as needed.

Currently, the OOB product includes support for the following Cisco switches:
- Catalyst 2950
- Catalyst 3550
- Catalyst 3750
» Catalyst 450x
- Catalyst 650x
For further details, see Supported Switches for Cisco Clean Access, page 4.

In addition to the new Switch M anagement module, the new OOB product results in the addition of the
following three new Server Typesin the Add New Server page of the web admin console (Device
Management > CCA Servers> New Server):

» Out-of-Band Virtual Gateway
e Out-of-Band Real-IP Gateway
» Out-of-Band NAT Gateway

The new OOB product also results in the addition of an Out-of-Band Users list in the M onitoring >
Online Users > View Online Users > Out -of-Band page on the web admin console. The Out-of-Band
Userslist containsalist of all the users that authenticated to the network through an Out-of-Band Clean
Access Server.

For details, see Chapter 4, “ Switch Management and Cisco Clean Access Out-of-Band (OOB)” of the
Cisco Clean Access Manager Installation and Administration Guide, Release 3.5.

Anti-Virus Software Integration

With release 3.5, Cisco Clean Access expands and adds new Clean Access Agent-based support for the
detection of Anti-Virus (AV) software and subsequent checking of AV application status and virus
definition status. Thisis achieved through communicating with the installed AV software (if thereisany
installed AV software) through an API on the client device.

This new mode of direct communication between the Clean Access Agent and the AV software allows
Cisco Clean Access to support many more AV vendors and versions and also enables the Agent to
perform auto-update of AV virus definitions for several supported AV products. The hourly updates of
Cisco Clean Access checks/rules now reflects the latest published virus definitions of most AV vendors
including Symantec, McAfee, TrendMicro, Sophos Panda, Softwin (BitDefender) and others. For further
details, see Clean Access Supported Antivirus Product List, page 64.

The new AV integration results in the following enhancements to the web admin console:
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- The Rule Updates link is removed and replaced by the Device Management > Clean Access >
Clean Access Agent > Updates page.

- ThereisaNew AV Rule page under Device Management > Clean Access > Clean Access Agent
> Rules > New AV Rule.

- Thereisanew Requirement Type, AV Definition Update, under Device M anagement > Clean
Access > Clean Access Agent > Requirements > New Requirement or Edit Requirement.

For details, see the “Clean Access Agent” chapter of the Cisco Clean Access Manager Installation and
Administration Guide, Release 3.5.

SNMP Agent Monitoring Services

New SNMP monitoring support in release 3.5 (M onitoring > SNM P) enables the Cisco Clean Access
Manager to be monitored from an existing SNMP manager such as HP OpenView, Sun Enterprise
Manager, and others. It also provides the capability for the Clean Access Manager to alert the SNMP
manager through SNMP traps. However, note that for non-basic monitoring / reporting / configuration /
management, the administrator will still have to use the web admin console of the Clean Access
Manager.

For details, see the “Monitoring” chapter of the Cisco Clean Access Manager Installation and
Administration Guide, Release 3.5.

FlexLM Integration
Release 3.5 introduces a new licensing mechanism based on the industry leading FlexLM license
manager product. This allows for the support of flexible licensing schemes.

Release 3.5 also introduces anew license status page in the web admin console (Administration > CCA
Manager > Licensing) which allows administrators to install licenses, view the set of features
associated with FlexLM licenses, and remove all FlexLM licenses.

For details, see the “Introduction” and “Administration” chapters of the Cisco Clean Access Manager
Installation and Administration Guide, Release 3.5.

Enhancements from Release 3.4

This section describes enhancements to features from release 3.4 that are delivered with release 3.5(0)
of the Cisco Clean Access Manager and Cisco Clean Access Server.

 RADIUS Accounting Enhancements

« Network Scanning Enhancements

« Clean Access Agent Configuration Enhancements
« Clean Access Agent Dialog Enhancements (3.5.0)
» Clean Access Server Proxy Settings

RADIUS Accounting Enhancements

RADIUS Accounting is modified in release 3.5 so that the Clean Access Manager sends a Start
accounting message on user login and a Stop accounting message on user logout (instead of sending
Accounting-on and Accounting-off messages).
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RADIUS Accounting has been made highly configurable in release 3.5 (User Management > Auth
Servers > Accounting). Prior to this release, RADIUS accounting was limited both in the information
that was sent to the accounting server, and the formatting of that information. Release 3.5 greatly
improves this by allowing the administrator to configure the kinds of events/data to be sent to the
accounting server on user login/logout. It also allows the administrator to customize the formatting of
that information to suit specific needs.

For details, see the “User Management: Auth Servers’ chapter of the Cisco Clean Access Manager
Installation and Administration Guide, Release 3.5.

Network Scanning Enhancements

The Device Management > Networ k Scanner > Scan Setup > Test page is enhanced with a Show L og
button that brings up a debug log for the target computer tested (sourced from
/var/nessus/logs/nessusd.messages). The log shows which plugins were executed, the results of the
execution, which plugins were skipped and the reason (dependency, timeout, etc). Administrators can
check thislog to debug why a scan result is not as expected.

The “Automatic Update” option under Device M anagement > Networ k Scanner > Plugin Updatesis
removed. Due to alicensing requirement by Tenable, Cisco will no longer be able to bundle pre-tested
Nessus plugins or automated plugin updates to Cisco Clean Access, effective Release 3.3.6/3.4.1.
Customers can still download Nessus plugins selectively and manually through http://www.nessus.org.
For details on Nessus plugin feeds, see http://www.nessus.org/plugins/index.php?view=feed.

For details, see the “Network Scanning” chapter of the Cisco Clean Access Manager Installation and
Administration Guide, Release 3.5.

Clean Access Agent Configuration Enhancements

The Clean Access Manager automatically publishesthe Clean Access Agent to all Clean Access Servers.
Asaresult, the “ Select Clean Access Serversto Publish the Clean Access Agent” checkbox is removed
from Device Management > Clean Access > Clean Access Agent > Distribution.

Verification of Clean Access Agent rules and requirements is now performed automatically and the
“Verify All” button and “Verify” icon next to each entry in the Clean Access Agent Rule List and
Requirement List have been removed and replaced with a Validity column which displays the integrity
status of the rule or requirement. Blue checks in the column indicate the rule or requirement isvalid and
red crosses indicate the rule or requirement needs to be reconfigured. Highlighting either icon with the
mouse pointer displays the validity message.

The following pages of the web administration console are modified accordingly:
» Device Management > Clean Access > Clean Access Agent > Rules > Rule List
- Device Management > Clean Access > Clean Access Agent > Requirements> Requirement List

For details, see the “Clean Access Agent” chapter of the Cisco Clean Access Manager Installation and
Administration Guide, Release 3.5.

Clean Access Agent Dialog Enhancements (3.5.0)

The taskbar menu for the Clean Access Agent is modified to enable the L ogin option only if a Clean
Access Server is detected by the Agent. If a CASis not detected, the Agent does not allow the user to
attempt alogin.
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B Clean Access Agent Enhancements

For details, see Clean Access Agent Enhancements, page 52 and 3.5.0 Agent and Below, page 62. See
also the “Clean Access Agent” chapter of the Cisco Clean Access Manager Installation and
Administration Guide, Release 3.5.

Clean Access Server Proxy Settings

You can configure additional ports (for example, 3128, 8080, 8000, 6588, 3382, 3127) from which to
redirect proxied HTTP reguests to the login page from Device M anagement > Clean Access Servers >
| Paddress > Advanced > Proxy.

For details, see Chapter 4, “Clean Access Server Managed Domain” of the Cisco Clean Access Server
Installation and Administration Guide, Release 3.5.

Clean Access Agent Enhancements

This section provides information for the Clean Access Agent client software:

» Enhancements per Agent Version
» VPN/L3 Access for Clean Access Agent (3.5.3+)
» Clean Access Agent Auto-Upgrade (3.5.1+)

» Agent Setup vs. Agent Upgrade Files

» Auto-Upgrade Compatibility
« Upgrading Agent to 3.5.1
» Manually Uploading the Agent to the CAM

Enhancements per Agent Version

Table 6 lists the latest enhancements per version of the Clean Access Agent. Unless otherwise noted,
enhancements are cumul ative and apply both to the version introducing the feature and to later versions.
See also Software Compatibility Matrixes, page 4 for additional details.

Table 6

Clean Access Agent Versions

Agent Version

Feature / Enhancement

3.5.13

» Resolves caveat CSCsd84272 (Trend Micro). See Resolved Caveats - Release
3.5(10), page 80.

« Enhancements for AV Rule (XP/2000) support. See Supported AV Product List
Versions, page 72.

See also Clean Access Agent Enhancements (3.5.13), page 12.

3.5.12

» Resolvescaveat CSCsd53315 (F-Secure). See Resolved Caveats - Release 3.5(10),
page 80.

» Enhancements for AV Rule (XP/2000) support. See Supported AV Product List
Versions, page 72.

See also Clean Access Agent Enhancements (3.5.12), page 12.
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Clean Access Agent Versions

Agent Version

Feature / Enhancement

3511

« Resolves avariety of caveats.

« Enhancements for AV Rule (XP/2000) support.

« Can be run by restricted user (non-administrator or power-user).

- Event.log is now stored in user’s home directory instead of installation directory.

See Resolved Caveats - Release 3.5(9), page 80, Enhancements for Release 3.5(9),
page 12, and Known Issue for Symantec/Norton Products (3.5.11), page 13

3.5.10

Resolves caveats CSCsc44051 (antivirus) and CSCsc44335 (uninstall)

See Resolved Caveats - Release 3.5(8), page 82 and Enhancements for Release 3.5(8),
page 14.

3.5.9

« Enhancements for AV Rule support

» With 3.5(7) CAM/CAS, 3.5.9 Agent can enable/ disable Agent logging off from
the Clean Access network when a user logs off from the Windows domain or shuts
down a Windows workstation. This feature does not apply for OOB deployments.

Important Notes:
- 3.5.7and below Agent will leave the Agent logged in when machineis shut down.
« 3.5.8 A gent will log out user when machine is shutdown or user logs off.
« 3.5.9 Agent combined with 3.5(7) CAM/CAS will make this option configurable.
See also Enhancements for Release 3.5(7), page 16.

3.5.8

» Enhancements for AV Rule support

» For in-band configurations, the Agent now attempts logoff from Clean Access
network prior to Windows user logout (Start->Shutdown->L og off current user) or
Windows shutdown (Start->Shutdown->Shutdown machine). This feature does
not apply to OOB deployment.

Note  The Clean Access system log-off attempt may be unsuccessful if the Agent is
terminated by Windows prior to successfully logging off from Clean Access .
Important Notes:
- 3.5.8 A gent will log out user when machine is shutdown or user logs off.

» Release 3.5(6) provides anew disableto prevent upgrade notifications (mandatory
or optional) to 3.5.1+ Agent users when an Agent update becomes available on the
CAM. See Disabling Agent Patch Upgrade Distribution to Users, page 57.

See also Enhancements for Release 3.5(6), page 20.

3.5.7

Enhancement for AV Rule support (McAfee Enterprise 8.0 virus def updates; see
caveat CSCsh79391, page 86).

Important Notes:

» 3.5.6/3.5.7 Agents are only compatible with 3.5.5/3.5.4.1/3.5.3.2/3.5.2.2
CAM/CAS.

- 3.5.7 and below Agents leave the Agent logged in when machine is shut down.

See Clean Access Agent Feature Compatibility Matrix, page 7.
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Table 6

Clean Access Agent Versions

Agent Version

Feature / Enhancement

3.5.6

3.5.6 Agent optimizes discovery in multi-hop L3 deployments for release 3.5(5)
Important Notes:

3.5.6/3.5.7 Agents are only compatible with 3.5.5/3.5.4.1/3.5.3.2/3.5.2.2 CAM/CAS.
For further details, see:

« Clean Access Agent Feature Compatibility Matrix, page 7
» Enhancements for Release 3.5.4.1, page 28
« Enhancements for Release 3.5.3.2, page 32
» Enhancements for Release 3.5.2.2, page 40

355

« Agent behavior is changed to send proprietary encrypted UDP-based protocol to
the CAM (instead of HTTP) to discover the CAS.

- CAM web console now has enable/disable L3 option for the CAS (requires update
and reboot)

- Agent installer now installs by default for all users on aclient PC instead of only
the current user.

See Enhancements for Release 3.5(5), page 24 and VPN/L3 Access for Clean Access
Agent (3.5.3+), page 56.

Important Notes:

3.5.5+ Agents only support multi-hop L3 operation with 3.5(5)+ CAM/CAS. L3
discovery will not work with older CAM/CAS versions.

3.54

Agent now checks for newer Agent upgrades at every login request instead of at
application startup. See Enhancements for Release 3.5(4), page 29.

3.5.3

» 3.5(3) and above CAM/CAS/Agent support multi-hop L3 deployment and
VPN/L 3 accesswith Single Sign-On (SSO). See VPN/L 3 Accessfor Clean Access
Agent (3.5.3+), page 56 for details.

« 3.5(3)+ CAM/CAS new installs set mandatory Agent Auto-Upgrade by default
(software upgrades maintain previous settings). See Enabling Mandatory
Auto-Upgrade on the CAM, page 58.

Important Notes:

3.5.1/3.5.2/3.5.3 Agents check for auto-upgrade only at Agent restart or client reboot.

3.5.2

Agent clarifies some messages in the installation setup dialogs (from 3.5.1). See
Enhancements for Release 3.5(2), page 43.

Important Notes:

3.5.1/3.5.2/3.5.3 Agents check for auto-upgrade only at Agent restart or client reboot.
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Clean Access Agent Versions

Agent Version

Feature / Enhancement

351

« Agent supports Auto-Upgrade with 3.5(1) or aboveinstalled of CAM/CAS/Agent.
See Clean Access Agent Auto-Upgrade (3.5.1+), page 57

« Agent displays available VPN information (VPN server, |PSec Key, PPP ID, and
PPP Key) when an Optional or Enforce VPN Policy is configured for the CAS
and/or user role. The VPN Info dialog is available both from alink in the
Successful Login dialog, and by right-clicking the “ Show VPN Info” option from
the system tray taskbar menu.

Important Notes:

- Actual upgradeto 3.5.1 requires manual install of the Agent. See Upgrading Agent
to 3.5.1 for further details.

- 3.5.1/3.5.2/3.5.3 Agents check for auto-upgrade only at Agent restart or client
reboot.

3.5.0

Agent taskbar menu only enables the L ogin option if a CAS is detected by the Agent.
Important Notes:
» Usersupgrading to 3.5.0 Agent (or prior versions of the SmartEnforcer), must
select Remove and not Repair when prompted by theinstaller. The user then needs

to go back and double-click the Setup.exe file to install the newer version. See
3.5.0 Agent and Below, page 62 for further details.

» SmartEnforcer 3.2.x isnot supported with Cisco Clean Accessrelease 3.5(x). You

must upgrade to 3.5.x Agent to use it with CAM/CAS 3.5(x).
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VPN/L3 Access for Clean Access Agent (3.5.3+)

Note

Releases 3.5(3) and above of the CAM/CAS/Agent introduce support for multi-hop L3 deployment.
VPN/L3 access from the Clean Access Agent is only supported with the 3.5.3+ Agent.

Starting with release 3.5(3)+ of the CAM/CAS/Agent, the Agent will:
1. Check the client network for the Clean Access Server (same as previous versions), and if not found,

2. Send IP traffic to the Clean Access Manager (new behavior for 3.5.3+) if the Agent has the runtime
IP address information of the CAM.

In order for clients to discover the CAS when they are one or more L3 hops away, clients must initially
download the 3.5.3+ Agent from the CAS (via download web page or auto-upgrade). Either method
allows the Agent to acquire the | P address of the CAM in order to send traffic to the CAM/CAS over the
L3 network. Once installed in this way, the Agent can be used for both L3/VPN concentrator
deployments or regular L2 deployments.

Acquiring and installing the 3.5.3+ Agent on the client by means other than direct download from the
CAS (e.g. from Cisco Downloads) will not provide the necessary CAM information to the Agent and
will not allow those Agent installations to operate in a multi-hop Layer 3 deployment.

To support VPN/L3 Access, you must:
» Berunning 3.5(3) or above CAM/CAS/Agent.

» For 3.5(5) or above CAM/CAS, you must check the option for “ Enable L3 Support for Clean Access
Agent” and perform an Update and Reboot under Device Management > CCA Servers > Manage
[IP address] > Network > | P. See New Enable/Disable L3 Option on CAS, page 24 for additional
details.

S
Note  3.5.5+ Agentsonly support multi-hop L3 operation with 3.5(5)+ CAM/CAS. L 3 discovery will
not work with older CAM/CAS versions.

e There must be avalid CAS Discovery Host under Device M anagement > Clean Access > Clean
Access Agent > Distribution (set by default to the trusted 1P address of the CAM).

» Clients must initially download the 3.5.3+ Agent from the CAS, in one of two ways:
— “Download Clean Access Agent” web page (i.e. viaweb login)

— Auto-Upgrade to 3.5.3 or above Agent. You must be running 3.5(3) or above CAM/CAS, and
clientsmust have 3.5.1 or above Agent already installed (see Clean Access Agent Auto-Upgrade
(3.5.1+), page 57 for details).

» SSO isonly supported when integrating Cisco Clean Access with the Cisco VPN Concentrator
(3000 series, release 4.7)

Uninstalling a 3.5.3+ Agent while still on the VPN connection does not terminate the connection.

» For VPN-concentrator SSO deployments, if the 3.5.3+ Agent is not downloaded from the CAS and
is instead downloaded by other methods (e.g. Cisco Downloads), the Agent will not be able to get
the runtime I P information of the CAM and will not pop up automatically nor scan the client.

- Ifa3.5.00r prior version of the Agent isalready installed, or if the 3.5.3+ Agent isinstalled through
non-CA S means (e.g. Cisco Downloads), you must perform web login to download the 3.5.3+ Agent
setup files from the CAS directly and reinstall the Agent to get the L3 capability.
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Clean Access Agent Auto-Upgrade (3.5.1+)

Note

Auto-Upgrade of the Agent is available starting with release 3.5(1) of the CAM/CAS/Agent.

Oncethe 3.5.1+ Agent isinstalled on clients, it automatically detectswhen an Agent upgradeisavailable
(3.5.2+), downloads the upgrade from the CAS, displays a user confirmation prompt, and upgradesitself
on the client. Administrators can make Agent Auto-Upgrade mandatory or optional for users.

With upgrade to 3.5(6) CAM/CAS, the Clean Access Agent Distribution page provides a“Do not offer
current Clean Access Agent Patch to usersfor upgrade” option to prevents upgrade notifications to
all 3.5.1+ users (mandatory or optional), when an Agent update becomes available on the CAM.
Enabling this option in effect prevents distribution of the Agent Patch upgrade to users when a newer
Agent is downloaded to the CAM.

You must be running 3.5(1) or above on the CAM/CAS and the 3.5.1 Agent must be installed on the
client to use the Auto-Upgrade feature. Although 3.5.0 and prior Agent versions are compatible with
3.5(1)+ CAM/CAS, Auto-Upgrade is not enabled until the 3.5.1+ Agent isinstalled on the client.

This section describes the following:
- Enabling Agent Auto-Upgrade on the CAM
- Disabling Agent Patch Upgrade Distribution to Users
» Enabling Mandatory Auto-Upgrade on the CAM
» User Experience for Auto-Upgrade
- Uninstalling the Agent

Enabling Agent Auto-Upgrade on the CAM

To enable Auto-Upgrade of the Clean Access Agent on clients, you must:
1. Berunning 3.5(1) or above CAM/CAS/Agent.

2. Require use of the Clean Access Agent for the role and client OS (from Device M anagement >
Clean Access > General Setup)

3. Retrieve the latest version of the Agent Upgrade patch from Device M anagement > Clean Access
> Clean Access Agent > Updates (click Update to get the Agent Upgrade and all Cisco Updates)

S
Note  For mandatory or optional auto-upgrade, the latest Agent patch (3.5.2+) must be downloaded to
the CAM via Updates, or 3.5.1+ users will not be prompted to upgrade to the newer Agent.

Disabling Agent Patch Upgrade Distribution to Users

With the 3.5(6)+ CAM/CAS, you can disable notification (therefore distribution) of the Agent Patch
upgrade to users as follows:

1. Upgrade your CAM/CAS to release 3.5(6) or above.

2. Go to Device Management > Clean Access > Clean Access Agent > Distribution

3. Click the checkbox for “Do not offer current Clean Access Agent Patch to users for upgrade.”
4, Click Update.
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Enabling Mandatory Auto-Upgrade on the CAM

New installs of the 3.5(3)+ CAM/CAS automatically enable mandatory Auto-Upgrade by default. For
CAM/CAS upgrades, the current setting (enabled or disabled) will be carried over to the upgraded
system. To enable/disable mandatory Agent Auto-Upgrade for all users:

1. Make sure you have the latest Agent Upgrade patch (see Enabling Agent Auto-Upgrade on the
CAM, page 57).

2. Go to Device Management > Clean Access > Clean Access Agent > Distribution. The page
displays the most current Agent Setup and Agent Upgrade versions (see Agent Setup vs. Agent
Upgrade Files, page 59 for details.)

3. Check (to enable) or uncheck (to disable) the option for “Current Clean Access Agent Patch isa
mandatory upgrade.”

4, Click Update.

A

Caution  To ensure proper functioning of enhanced features such as AV product support, Clean Access Agent
Auto-Upgrade must be set to Mandatory (i.e. “Current Clean Access Agent Patch is a mandatory
upgrade") under Device Management > Clean Access > Clean Access Agent > Distribution. Failure to
do so may cause these features to fail.

User Experience for Auto-Upgrade

With Agent auto-upgrade (and patch distribution) enabled in the CAM, the user experienceisasfollows:
» New usersdownload and install the newest version of the Agent after theinitial one-time web login.
« In-Band (IB) users with 3.5.4+ Agent installed will be prompted to auto-upgrade at login.

« Out-of-Band (OOB) users with 3.5.4+ Agent installed must be on the Authentication VLAN to be
prompted to auto-upgrade at login.

« |B userswith 3.5.1/3.5.2/3.5.3 Agent installed must exit the application from the taskbar menu and
restart the Agent from the Desktop shortcut to be prompted to auto-upgrade the Agent. When the
user clicks OK (mandatory upgrade), or Yes (non-mandatory upgrade) the client will automatically
install the newer version of the Agent.

» OOB users with 3.5.1/3.5.2/3.5.3 Agent installed must do the following to auto-upgrade the Agent:
— Beon the Authentication VLAN
— Exit the application from the taskbar menu and restart the Agent from the Desktop shortcut.

» For users with Agents older than 3.5.1, see Upgrading Agent to 3.5.1, page 61 for how to upgrade.

Uninstalling the Agent

The Clean Access Agent can be uninstalled on the client from either:
» Start Menu > Programs > Cisco Systems > Cisco Clean Access > Uninstall Clean Access Agent, or
» Start Menu > Control Panel > Add or Remove Programs > Clean Access Agent

The 3.5.1+ Agent installs to C:\Program Files\Cisco Systems\Clean Access Agent\ on the client.

The 3.5.0 Agent installs to C:\Program Files\Cisco\Clean Access\ on the client.

(Version 3.3 and below of the SmartEnforcer install to C:\Program Files\Perfigo\SmartEnforcer\)
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Agent Setup vs. Agent Upgrade Files

Clean Access Agent Auto-Upgrade (3.5.1 and above) introduces a distinction between the Agent Setup
version and the Agent Upgrade (or Patch) version of the client installation files. These reflect the two
installers of the same Agent that are used under different conditions:

» Agent Setup Installer
Used for fresh installs on clients that do not have a previous version of the Agent already installed.
Users download the Agent Setup file from the “Download Clean Access Agent” page after aninitial
one-time web login.

« Agent Upgrade (or Patch) Installer
Downloaded by an already-installed Clean Access Agent (i.e. older version) to upgrade itself. Users
are prompted to download the Agent Upgrade file after user login (3.5.4+) or after restart of the
Agent or PC reboot (3.5.1/3.5.2/3.5.3).

Loading Agent Installation Files to the CAM

The Agent Setup or Upgrade file is placed on the CAM as described below. Once either of thesefilesis
in the CAM, it can be published to the Clean Access Servers, then distributed to clients/users.

Agent Setup

The Agent Setup isthe complete Agent Setup installation file that comeswith the Clean Access Manager
software release. It is not distributed by Internet updates. It can only be:

1. Installed from the CAM CD aong with the CAM
2. Installed by a CAM Upgrade

3. Installed by manually uploading CCAAgentSetup.tar.gz to the CAM viathe web console.
For details, see Manually Uploading the Agent to the CAM, page 62.

Agent Upgrade
The Agent Upgrade (or Patch) can only be:

1. Installed from the CAM CD (from 3.5.3 onwards) along with the CAM
2. Installed by a CAM Upgrade (from 3.5.3 onwards)

3. Installed by Cisco Updates from the Internet (via Device M anagement > Clean Access > Clean
Access Agent > Updates)

Auto-Upgrade Compatibility

The newest version of the Clean Access Agent Setup Installation file and Upgrade (Patch) installation
fileis automatically included with the CAM software for each Cisco Clean Access software release.

Every major and minor version of the Clean Access Agent is intended to have basic compatibility with
the same major and minor version of the server product. For example:

« 3.5(x) Agent works with 3.5(x) CAS/CAM
« 3.4(x) Agent works with 3.4(x) CAS/ICAM
« 3.3(x) Agent works with 3.3(x) CAS/ICAM

Basic compatibility means the Agent is able to perform basic functions such as login, logout, ook for
configured requirements, and report vulnerabilities.
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S

Note

Note

Note

In addition, new versions of the Clean Access Agent may add additional functionality (e.g. L3 discovery)
or additional AV Rule support in conjunction with updates to the Supported Antivirus Product List (e.g.
support for new AV product ClamWin).

« 3.5.5and above Agents are only compatible with 3.5(5) and greater CAM/CASor 3.5.2.2/3.5.3.2/
3.5.4.1 patches of the CAS.

« 3.5.5+ Agents only support multi-hop L3 operation with the 3.5(5)+ CAM/CAS. L3 discovery will
not work with older CAM/CAS versions. See Web Browser Compatibility, page 8.

Higher Versions

Release 3.5.1 and above of the CAM/CAS/Agent support Agent Auto-Upgrade, which allows the CAM
to pull down the Agent Upgrade version via Updates from the Internet. In this case, any 3.5(1)+
CASI/ICAM can pull down any latest 3.5.x Upgrade release of the Agent if it isalso 3.5.1+.

By design, the system will typically support Agent versions that are higher than the CAM/CAS version
as the result of Agent auto-upgrade, minus any added features that are non-AV related. For example, if
the CAM/CAS are running 3.5(1), and a user auto-upgrades to the 3.5.3 Agent, the user would have
support for the latest AV products (e.g. Symantec 10.x) but the L3/VPN feature would not be supported
as thisrequires a 3.5(3) CAM/CAS.

Do not install a3.6.x.x Agent on a 3.5(x) CAM/CAS.

Note that the 3.5.3 Agent user on the 3.5(1) CAM/CAS in this case will have the same AV support as if
on a3.5(3) CAM/CAS, because the AV support istied to the version of the Supported AV Product List
and Agent, rather than the CAM/CAS version.

AV Rule support may entail major and minor version compatibility restrictions. For example, the 3.5.0
Agent supports the Supported Antivirus Product List, but does not support “ANY” vendor/product AV
rules/requirements, as thisis a feature of 3.5.1 and above Agents.

Lower Versions

Where possible, some software releases may provide basic compatibility with older Agent versions, for
example, release 3.5(3) supports the 3.4.1 Agent. In this case, the older Agent can perform the basic
functions for the CAS/CAM on the new software release, but cannot support the new features such as
AV Rules. Refer to the Software Compatibility Matrixes, page 4 for details on which Agent versions
support which specific platform features.
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Upgrading Agentto 3.5.1

To upgrade to 3.5.1 or above from 3.5.0 Agent and Below, users must manually install the Agent.
However, the 3.5.1 installer does not need to be executed twice (once to remove, second timeto install).
The 3.5.1 installer auto-detects if a previous Agent version isinstalled, removes the old version and
installs the new version in one pass. It also shuts down the previous version of the application if it is
running on the client during upgrade.

You can have users upgrade from previous versions of the Clean Access Agent to version 3.5.1in several
ways, including:
- CDinstal
Distribute the setup executable (.exe) to usersvia CD.

» Web login/ download Clean Access Agent
Inform all usersto performweb login, which will redirect usersto the Clean Access Agent download
page if Agent useisrequired for that user role and client OS.

» Create aFile Distribution requirement that distributes the newest 3.5.x setup executable
This last method is described in Agent Upgrade Through File Distribution Requirement.

Agent Upgrade Through File Distribution Requirement

Note

Step 1

Step 2

Step 3
Step 4

The following steps show how to create a software package requirement to enforce download and
installation of the Clean Access Agent (3.5.1+) for usersin a specified user role. Usersin the role will
be required to download and install the required package (in this case, the Agent setup file) before they
can log onto the network.

For this procedure (requirement for clients) the .exe file is uploaded.

Log into the Clean Access Agent download page on
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and download the
CCAAgentSetup-3.5.x.tar.gz file to an accessible location on your machine (replace the .x in the
filename with the applicable version number).

S

Note  If you want to enable VPN/L 3 capability for your userslater via auto-upgrade to 3.5.3 or above,
make sure you only download the 3.5.1 or 3.5.2 Agent here. Distributing a 3.5.3+ Agent
downloaded from Cisco Downloads via File Distribution Requirement will not enable clientsto
acquire the CAM IP information that enables VPN/L3 capability.

Untar the file (change the .x in the filename respectively):

> tar xzvf CCAAgentSetup-3.5.x.tar.gz

The CCAA folder will contain the CCAAgent_Setup.exefile.

On the CAM web admin console, go to Device Management > Clean Access > Clean Access Agent >
Rules> New Check. Create a Registry Check (Type: Registry Value) that checksfor aVersion later than
3.5.(x-1) intheregistry of the client (HKLM\SOFTWARE\Cisco\Clean Access Agent\). For example, if
you want to distribute 3.5.1, make the registry check look for a Version later than 3.5.0. Make sure to
select “Automatically create rule based on this check” in addition to a client OS for the check/rule.
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Step 5

Step 6

Step 7

Step 8

Step 9

Go to Device Management > Clean Access > Clean Access Agent > Requirements > New
Requirement. Create a File Distribution requirement, browse to the CCAA folder, and upload the
untarred CCAAgent_Setup.exefilein the “File to Upload” field. Make sure to select a client OS, and
type a requirement name and instructions for the user.

Select your Agent upgrade requirement and map it your registry check rule under Device M anagement
> Clean Access > Clean Access Agent > Requirements > Requirement-Rules.

Select your Agent upgrade requirement and map it to user roles under Device M anagement > Clean
Access > Clean Access Agent > Requirements >Role- Requirements.

Make sure to add traffic policies to the Temporary user role to allow HTTP and HTTPS access to only
the 1P address of your Clean Access Manager. This allows clients to download the setup executable file.

Test asauser. If all iscorrectly configured, you will be able to download, install, and login with the 3.5.x
Clean Access Agent.

3.5.0 Agent and Below

Note

Users with new installs of the 3.5.0 Agent (from web download) will see the “Welcome to the Clean
Access Agent Setup Wizard” dialog the first time they Run the Setup.exe file.

Userswho upgradeto the 3.5.0 Clean Access Agent (from prior versions of the Agent or SmartEnforcer)
must select the Remove option and not the Repair option when prompted by the installer. The user
should then follow the installer dialogs to remove the old version. Once the old version is removed, the
user needs to go back to the download location of the installer Setup.exe file and double-click this
executable again to install the newer version of the Agent. At this point the upgrade user sees the
“Welcome to the Clean Access Agent Setup Wizard” dialog.

The setup wizard installsthe Clean Access Agent to C:\Program Files\Cisco\Clean Access\ on the client.

SmartEnforcer 3.2.x is not supported with Cisco Clean Access 3.5(x). If you are currently running
SmartEnforcer 3.2.x, you will need to upgrade to the 3.5.x Agent to use it with the 3.5(x) CAM/CAS.

Manually Uploading the Agent to the CAM

A

When performing a software upgrade to the CAM and CAS, it is not necessary to upload the installation
file for the Clean Access Agent since it is automatically included with the CAM software. However in
certain cases, it ispossible to manually upload the Clean Access Agent Setup installation fileto the CAM
directly, for example, if you are not performing a CAM/CAS software upgrade but need to upgrade the
version of the Agent to be distributed to clients. (See Software Compatibility, page 4 for details.)

The CAM will automatically publish the Agent Setup file to the connected CAS(es) when the Agent
Setup file is uploaded manually. There is no version check while publishing, so the Agent Setup can be
downgraded or replaced.

The following steps describe how to manually upload the Agent setup file to the CAM.

Caution

With release 3.5(1) and above, you must upload the Clean Access Agent installation setup fileasatar.gz
file (without untarring it) to the CAM. Make sure you do NOT extract the .exe file before uploading.
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Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Clean Access Agent Enhancements [l

Log into the Clean Access Agent download page on
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and download the
CCAAgentSetup-3.5.x.tar.gz file to an accessible location on your machine (replace the .x in the
filename with the applicable version number).

Go to Device Management > Clean Access > Clean Access Agent > Distribution.

In the Clean Access Agent Setup to Upload field, click Browse, and navigate to the folder where the
Clean Access Agent installation file is located.

Select the .tar.gz file and click Open. The name of the file should appear in the text field.

In the Version field, type the version of the Agent to be uploaded (for example, 3.5.2). The Version you
enter should be the same as the version for the .tar.gz file, and should be in the form “x.y.z".

Click Upload.

| oL-7564-01
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Clean Access Supported Antivirus Product List

Note

Note

This section describes the Supported Antivirus Product List that is downloaded to the Clean Access
Manager via Device Management > Clean Access > Clean Access Agent > Updates to support AV
integration in release 3.5. The Supported Antivirus Product Listisaversioned XML file distributed from
a centralized update server that provides the most current matrix of supported AV vendors and product
versions used to configure AV Rules and AV Definition Update requirements.

The Supported AV list contains information on which AV products and versions are supported in each
Clean Access Agent release and CAM/CAS release along with other relevant information. It is updated
regularly to bring the relevant information up to date and to include newly added products for new
releases. Cisco recommends that you keep your list current, especially when you upload a new Agent
Setup version or Agent Patch version to your CAM. Having the latest Supported AV list ensures your
AV rule configuration pages list all the new products supported in the new Agent.

Cisco recommends that you keep your Supported Antivirus Product List up-to-date on your CAM by
configuring the Update Settings under Device Management > Clean Access > Clean Access Agent >
Updates to “Automatically check for updates every 1 hour.”

For 3.5(x), if you have auto-updates enabled on your CAM, and have downloaded the latest version of
the Supported AV List prior to downloading the corresponding version of the CCA Agent Upgrade Patch,
make sure to perform a Clean Update to enable the latest product support for that version of the Agent.

The following charts summarize the AV product/version support per client OS as of the latest Cisco
Clean Access release:

» Supported AV Products (Windows XP / 2000), page 65
» Supported AV Products (Windows ME / 98), page 70

For details on what is added per version of the Supported AV Product List, see:
» Supported AV Product List Versions, page 72

The charts show which AV product versions support virus definition checks and automatic update of
client virus definition files via the user clicking the Update button on the Clean Access Agent.

You can access additional AV product support information from the CAM web console under Device
Management > Clean Access > Clean Access Agent > Rules > Agent-AV Support Info.

Where possible, it is recommended to use AV Rules mapped to AV Definition Update Requirements
when checking antivirus software on clients. In the case of a hon-supported AV product, or if an AV
product/version is not available through AV Rules, administrators always have the option of using Cisco
provided pc_ checksand pr_rulesfor the AntiVirus vendor or of creating their own custom checks, rules,
and requirements through Device M anagement > Clean Access > Clean Access Agent (use New
Check, New Rule, and New File/Link/Local Check Regquirement). See the Cisco Clean Access Manager
Installation and Administration Guide, Release 3.5 for configuration details.

Note that Cisco Clean Access worksin tandem with the installation schemes and mechanisms provided
by supported Antivirus vendors. In the case of unforeseen changes to underlying mechanisms for AV
products by Antivirus vendors, the Cisco Clean Accessteam will upgrade the Supported AV Product List
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and/or Clean Access Agent in the timeliest manner possible in order to support the new AV product
changes. In the meantime, administrators can always use the “custom” rule workaround for the AV
product (such as pc_checks/pr_ rules) and configure the requirement for “Any selected rule succeeds.”

Supported AV Products (Windows XP / 2000)

Table 7 lists Windows X P/2000 Supported AV Products as of the latest release of the Cisco Clean Access
software. (See Table 8 for Windows ME/98).

Table 7 Cisco Clean Access Antivirus Product Support Chart (Windows XP/2K)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 1 of 5)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation ‘Virus Definition  |Update?
Authentium, Inc.
Command Anti-Virus Enterprise 4.x yes (3.5.0) yes (3.5.0) yes
Command AntiVirus for Windows 4.X yes (3.5.0) yes (3.5.0) yes
Command AntiVirus for Windows Enterprise |4.x yes (3.5.2) yes (3.5.2) yes
ClamWin
ClamWin Antivirus 0.x yes (3.5.2) yes (3.5.2) yes
ClamWin Free Antivirus 0.x yes (3.5.4) yes (3.5.4) yes
Computer Associates International, Inc.
CA eTrust Antivirus 7.X yes (3.5.0) yes (3.5.0) yes
eTrust EZ Antivirus 6.1.x yes (3.5.3) yes (3.5.8) yes
eTrust EZ Antivirus 6.2.x yes (3.5.0) yes (3.5.0) yes
eTrust EZ Antivirus 6.4.x yes (3.5.0) yes (3.5.0) yes
eTrust EZ Antivirus 7.X yes (3.5.0) yes (3.5.0) yes
eTrust EZ Armor 6.1.x yes (3.5.0) yes (3.5.8) yes
eTrust EZ Armor 7. yes (3.5.0) yes (3.5.0) yes
Eset Software
NOD32 antivirus system ‘2.x \yes (3.5.5) ‘yes (3.5.5) ‘y&s
Frisk Software International
F-Prot for Windows 3.14e yes (3.5.0) yes (3.5.0) yes
F-Prot for Windows 3.15 yes (3.5.0) yes (3.5.0) yes
F-Secure Corp.
F-Secure Anti-Virus 5.x yes (3.5.0) yes (3.5.0) yes
F-Secure Internet Security 2006 Beta 6.x yes (3.5.8) yes (3.5.8) yes
Grisoft, Inc.
Antivirussystem AVG 6.0 6.x yes (3.5.0) yes (3.5.0) -
AVG 6.0 Anti-Virus - FREE Edition 6.x yes (3.5.0) yes (3.5.0) -
AVG 6.0 Anti-Virus System 6.X yes (3.5.0) yes (3.5.0) -
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Table 7 Cisco Clean Access Antivirus Product Support Chart (Windows XP/2K)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 2 of 5)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation Virus Definition  |Update®
AV G Antivirensystem 7.0 7.X yes (3.5.0) yes (3.5.0) yes
AVG Anti-Virus 7.0 7. yes (3.5.0) yes (3.5.0) yes
AV G Free Edition 7. yes (3.5.0) yes (3.5.0) yes
H+BEDV Datentechnik GmbH
AntiVir/XP ‘G.X ]yas (3.5.0) ‘yes (3.5.0) -
Kaspersky Labs
Kaspersky Anti-Virus 2006 Beta 6.0.x yes (3.5.8) yes (3.5.8) -
Kaspersky Anti-Virus Personal 4.5.X yes (3.5.0) yes (3.5.0) yes
Kaspersky Anti-Virus Personal 5.0.x yes (3.5.0) yes (3.5.0) yes
Kaspersky(TM) Anti-Virus Personal 4.5 4.5.x yes (3.5.0) yes (3.5.0) yes
Kaspersky(TM) Anti-Virus Personal Pro 4.5 |4.5.x yes (3.5.0) yes (3.5.0) yes
McAfee, Inc.
McAfee VirusScan Professional 8.x yes (3.5.1) yes (3.5.1) yes
McAfee VirusScan Professional 8XXX yes (3.5.0) yes (3.5.0) yes
McAfee Internet Security 6.0 8.x yes (3.5.4) yes (3.5.4) yes
McAfee Managed VirusScan 3. yes (3.5.8) yes (3.5.8) yes
McAfee VirusScan 10.x yes (3.5.4) yes (3.5.4) yes
McAfee VirusScan 4.5.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan 8.x yes (3.5.1) yes (3.5.1) yes
McAfee VirusScan 8XxX yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan 9.x yes (3.5.1) yes (3.5.1) yes
McAfee VirusScan OXXX yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Enterprise 7.0.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Enterprise 7.1.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Enterprise 7.5.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Enterprise 8.0.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Professional 9.x yes (3.5.1) yes (3.5.1) yes
McAfee VirusScan Professional Edition 7.X yes (3.5.0) yes (3.5.0) yes
Panda Software
Panda Antivirus 6.0 Platinum 6 yes (3.5.0) yes (3.5.0) yes
Panda Antivirus Lite 1.x yes (3.5.0) yes (3.5.0) -
Panda Antivirus Lite 3. yes (3.5.9) yes (3.5.9) -
Panda Antivirus Platinum 7.04.x |yes(3.5.0) yes (3.5.0) yes
Panda Antivirus Platinum 7.05.x |yes(3.5.0) yes (3.5.0) yes
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Table 7 Cisco Clean Access Antivirus Product Support Chart (Windows XP/2K)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 3 of 5)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation Virus Definition  |Update®
Panda Antivirus Platinum 7.06.x |yes(3.5.0) yes (3.5.0) yes
Panda Platinum 2005 Internet Security 9.x yes (3.5.3) yes (3.5.3) yes
Panda Platinum Internet Security 8.03.x |yes(3.5.0) yes (3.5.0) yes
Panda Titanium Antivirus 2004 3.00.00 |yes(3.5.0) yes (3.5.0) yes
Panda Titanium Antivirus 2004 3.01x |yes(3.5.0) yes (3.5.0) yes
Panda Titanium Antivirus 2005 4.x yes (3.5.1) yes (3.5.1) yes
Panda TruPrevent Personal 2005 2.X yes (3.5.3) yes (3.5.3) yes
SalD Ltd.
Dr.Web ‘4.32.x ’ya; (3.5.0) ‘yes (3.5.0) ‘yes
SOFTWIN
BitDefender 8 Free Edition 8.x yes (3.5.8) yes (3.5.8) -
BitDefender 8 Professional Plus 8.x yes (3.5.0) yes (3.5.0) -
BitDefender 8 Standard 8.X yes (3.5.0) yes (3.5.0) -
BitDefender 9 Professional Plus 9.x yes (3.5.8) yes (3.5.8) -
BitDefender 9 Standard 9.x yes (3.5.8) yes (3.5.8) -
BitDefender Free Edition 7.X yes (3.5.0) yes (3.5.0) -
BitDefender Professional Edition 7.X yes (3.5.0) yes (3.5.0) -
BitDefender Standard Edition 7.X yes (3.5.0) yes (3.5.0) -
Sophos Plc.
Sophos Anti-Virus 3.x yes (3.5.3) yes (3.5.3) -
Sophos Anti-Virus 5.x yes (3.5.3) yes (3.5.3) yes
Sophos Anti-Virus version 3.80 3.8 yes (3.5.0) yes (3.5.0) -
Symantec Corp.
Norton AntiVirus 2003 9.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 10.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2002 8.00.x |yes(3.5.0) yes (3.5.0) yes
Norton AntiVirus 2002 8.x yes (3.5.1) yes (3.5.1) yes
Norton AntiVirus 2002 Professional 8.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2002 Professional Edition |8.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2003 Professional 9.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2003 Professional Edition |9.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2004 10.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2004 Professional 10.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2004 Professional Edition |10.x yes (3.5.0) yes (3.5.0) yes
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Table 7 Cisco Clean Access Antivirus Product Support Chart (Windows XP/2K)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 4 of 5)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation Virus Definition  |Update?
Norton AntiVirus 2004 (Symantec 10.x yes (3.5.0) yes (3.5.0) yes
Corporation)
Norton AntiVirus 2005 11.0x |yes(3.5.0) yes (3.5.0) yes
Norton AntiVirus 2006 12.0x |yes(3.5.5) yes (3.5.5) yes
Norton AntiVirus 2006 12.x yes (3.5.5) yes (3.5.5) yes
Norton AntiVirus Corporate Edition 7.X yes (3.5.1) yes (3.5.1) yes
Norton Internet Security 7. yes (3.5.0) yes (3.5.0) yes
Norton Internet Security 8.0.x yes (3.5.0) yes (3.5.0) yes
Norton Internet Security 8.2.x yes (3.5.1) yes (3.5.1) yes
Norton Internet Security 8.x yes (3.5.1) yes (3.5.1) yes
Norton SystemWorks 2003 6.x yes (3.5.3) yes (3.5.3) yes
Norton SystemWorks 2004 Professional 7.X yes (3.5.4) yes (3.5.4) yes
Norton SystemWorks 2005 8.x yes (3.5.3) yes (3.5.3) yes
Norton SystemWorks 2005 Premier 8.X yes (3.5.3) yes (3.5.3) yes
Symantec AntiVirus 10.x yes (3.5.3) yes (3.5.3) yes
Symantec AntiVirus 9.x yes (3.5.0) yes (3.5.0) yes
Symantec AntiVirus Client 8.X yes (3.5.0) yes (3.5.0) yes
Symantec Client Security 10.x yes (3.5.3) yes (3.5.3) yes
Symantec Client Security 9.x yes (3.5.0) yes (3.5.0) yes
Trend Micro, Inc.
PC-cillin 2002 9.x yes (3.5.1) yes (3.5.1) -
PC-cillin 2003 10.x yes (3.5.0) yes (3.5.0) -
Trend Micro Antivirus 11.x yes (3.5.0) yes (3.5.0) yes
Trend Micro Internet Security 11.x yes (3.5.0) yes (3.5.0) yes
Trend Micro Internet Security 12.x yes (3.5.0) yes (3.5.0) -
Trend Micro OfficeScan Client 5.x yes (3.5.1) yes (3.5.1) yes
Trend Micro OfficeScan Client 6.x yes (3.5.1) yes (3.5.1) yes
Trend Micro OfficeScan Client 7.X yes (3.5.3) yes (3.5.3) yes
Trend Micro PC-cillin 2004 11.x yes (3.5.0) yes (3.5.0) yes
Trend Micro PC-cillin Internet Security 2005 |12.x yes (3.5.3) yes (3.5.3) -
Trend Micro PC-cillin Internet Security 2006 |14.x yes (3.5.8) yes (3.5.8) -
Zone Labs LLC
ZoneAlarm Anti-virus 6.x yes (3.5.5) yes (3.5.5) -
ZoneAlarm Security Suite 5.x yes (3.5.0) yes (3.5.0) -
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Table 7 Cisco Clean Access Antivirus Product Support Chart (Windows XP/2K)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 5 of 5)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation Virus Definition  |Update®
ZoneAlarm Security Suite 6.x yes (3.5.5) yes (3.5.5) -
ZoneAlarm with Antivirus 5.x yes (3.5.0) yes (3.5.0) -

1. “Yes' inthe AV Checks Supported columnsindicates the Agent supportsthe AV Rule check for the product starting from the

version of the Agent listed in parentheses (CAM automatically determines whether to use Def Version or Def Date for the
check).

2. The Live Update column indicates whether the Agent supports live update for the product via the Agent Update button
(configured by AV Definition Update requirement type). For products that support “Live Update,” the Agent launches the
update mechanism of the AV product when the Update button is clicked. For products that do not support this feature, the
Agent displays a message popup. In this case, administrators can configure a different requirement type (such as “L ocal
Check”) to present alternate update instructions to the user.
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Supported AV Products (Windows ME / 98)

Table 8 lists Windows ME/98 Supported AV Products as of the latest release of the Cisco Clean Access
software. (See Table 7 for Windows XP/2000.)

Table 8 Cisco Clean Access Antivirus Product Support Chart (Windows ME/98)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 1 of 2)

AV Checks Supported

Product (Minimum Agent Version Needed)* Live
Product Name Version |Installation ‘Virus Definition  |Update?
Computer Associates International, Inc.
CA €eTrust Antivirus 7.X yes (3.5.3) yes (3.5.3) yes
eTrust EZ Antivirus 6.1.x yes (3.5.0) yes (3.5.8) yes
eTrust EZ Antivirus 6.2.x yes (3.5.0) yes (3.5.0) yes
eTrust EZ Antivirus 6.4.x yes (3.5.0) yes (3.5.0) yes
eTrust EZ Antivirus 7.X yes (3.5.3) yes (3.5.3) yes
eTrust EZ Armor 6.1.x yes (3.5.3) yes (3.5.8) yes
McAfee, Inc.
McAfee Managed VirusScan 3.X yes (3.5.8) yes (3.5.8) yes
McAfee VirusScan 10.x yes (3.5.4) yes (3.5.4) yes
McAfee VirusScan 4.5.x yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan 8.x yes (3.5.3) yes (3.5.3) yes
McAfee VirusScan 9.x yes (3.5.3) yes (3.5.3) yes
McAfee VirusScan Professional 8.x yes (3.5.3) yes (3.5.3) yes
McAfee VirusScan Professional 8XXxX yes (3.5.0) yes (3.5.0) yes
McAfee VirusScan Professional 9.x yes (3.5.3) yes (3.5.3) yes
McAfee VirusScan Professional Edition 7.X yes (3.5.0) yes (3.5.0) yes
SOFTWIN
BitDefender 8 Free Edition 8.x yes (3.5.8) yes (3.5.8) -
BitDefender 8 Professional Plus 8.x yes (3.5.0) yes (3.5.0) -
BitDefender 8 Standard 8.X yes (3.5.0) yes (3.5.0) -
BitDefender 9 Professional Plus 9.x yes (3.5.8) yes (3.5.8) -
BitDefender 9 Standard 9.x yes (3.5.8) yes (3.5.8) -
BitDefender Free Edition 7.X yes (3.5.0) yes (3.5.0) -
BitDefender Professional Edition 7.X yes (3.5.0) yes (3.5.0) -
BitDefender Standard Edition 7.X yes (3.5.0) yes (3.5.0) -
Symantec Corp.
Norton AntiVirus 10.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2002 8.00.x |yes(3.5.0) yes (3.5.0) yes
Norton AntiVirus 2002 8.x yes (3.5.1) yes (3.5.1) yes
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Table 8 Cisco Clean Access Antivirus Product Support Chart (Windows ME/98)
Version 49, Release 3.5(11) and 3.5.13 Agent (Sheet 2 of 2)

AV Checks Supported

Product (Minimum Agent Version Needed)! Live
Product Name Version |Installation Virus Definition  |Update®
Norton AntiVirus 2003 9.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2003 Professional Edition |9.x yes (3.5.3) yes (3.5.3) yes
Norton AntiVirus 2004 10.x yes (3.5.0) yes (3.5.0) yes
Norton AntiVirus 2004 (Symantec 10.x yes (3.5.0) yes (3.5.0) yes
Corporation)
Norton AntiVirus 2005 11.0x |yes(3.5.0) yes (3.5.0) yes
Norton Internet Security 8.0.x yes (3.5.0) yes (3.5.0) yes
Norton Internet Security 8.x yes (3.5.1) yes (3.5.1) yes
Symantec AntiVirus 9.x yes (3.5.8) yes (3.5.3) yes
Symantec AntiVirus Client 8.x yes (3.5.9) yes (3.5.9) yes
Trend Micro, Inc.
PC-cillin 2003 10.x yes (3.5.0) yes (3.5.0) -
Trend Micro Internet Security 11.x yes (3.5.0) yes (3.5.0) -
Trend Micro Internet Security 12.x yes (3.5.0) yes (3.5.0) -
Trend Micro PC-cillin 2004 11.x yes (3.5.0) yes (3.5.0) -
Trend Micro PC-cillin Internet Security 2005 |12.x yes (3.5.3) yes (3.5.3) -

1. “Yes' inthe AV Checks Supported columnsindicates the Agent supportsthe AV Rule check for the product starting from the
version of the Agent listed in parentheses (CAM automatically determines whether to use Def Version or Def Date for the
check).

2. TheLive Update column indicates whether the Agent supports live update for the product via the Agent Update button
(configured by AV Definition Update requirement type). For products that support “Live Update,” the Agent launches the
update mechanism of the AV product when the Update button is clicked. For products that do not support this feature, the
Agent displays a message popup. In this case, administrators can configure a different requirement type (such as “Local
Check”) to present alternate update instructions to the user.
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Supported AV Product List Versions

Table 9 details enhancements made per version of the Supported Antivirus Product List. See Clean
Access Supported Antivirus Product List, page 64 for the latest Supported AV list as of the latest rel ease.
See New and Changed Information, page 9 to return to the features list per release.

Table 9

Supported AV Product List Versions

Version

‘Enhancements

Release 3.5(11) —3.5.13 Agent

Version 49,
48, 47, 46,
45, 44, 43,
42, 41, 40

Minor internally used data changes.

Release 3.5(10)—3.5.13 Agent

Version 39

AV Chart (Windows X P/2000/M E/98):
Removed virus def version support for CA eTrust Antivirus 7.x (def date used instead).

Version 38

Minor internally used data change,

Version 37

AV Chart (Windows XP/2000):
Added Live Update support for Trend Micro OfficeScan Client 5.x, 6.x and 7.x

Release 3.5(10) —3.5.12 Agent

Version 36,
35,34

Minor internally used data changes.

Version 33

Live update support removed for Trend Micro OfficeScan Client 5.x and 6.x

Version 32

Minor internally used data change.

Version 31

AV Chart (Windows XP/2000):
Adds support to the 3.5.12 Agent for the following new products:
» Ahnlab V3Pro 2004, 6.x (def date support)
» AOL Safety and Security Center Virus Protection, 1.x
- BitDefender 9 Internet Security AntiVirus, 9.x
e CA eTrustiITM Agent, 8.x
- Dr.Web, 4.33.x
« F-Prot for Windows, 3.16x
» F-Secure Anti-Virus 5.44 (resolves caveat CSCsd53315).
» Microsoft Windows OneCare Live, 0.8.x
« Rising Antivirus Software AV, 17.x
» Rising Antivirus Software AV, 18.x
« Trend Micro Client/Server Security Agent, 7.x
AV Chart (Windows ME/98) — No changes

Version 30

AV Chart (Windows XP/2000)—Adds support for Norton AntiVirus 2006, 12.x

Version 29

Minor internally used data change.
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Table 9 Supported AV Product List Versions (continued)
Version Enhancements
Version 28 No changes to AV support charts for 3.5.x Agents.
Version 27 Minor internally used data change.
Release 3.5(9) —3.5.11 Agent
Version 26 |AV Chart (Windows XP/2000)—Adds support for the following new products:
» CA eTrust Internet Security Suite AntiVirus, 7.x
e F-Prot for Windows, 3.16¢
« F-Prot for Windows, 3.16d
» Kaspersky Anti-Virus Personal Pro, 5.0.x
 WebAdmin Client Antivirus, 3.x
AV Chart (Windows M E/98) — No changes
Version 25, |No changesto AV support charts for 3.5.x Agents.
24,23,23,21
Release 3.5(8) —3.5.10 Agent,
Release 3.5(7) —3.5.9 Agent
Version 20  |Windows XP/2000—Adds support for Panda Antivirus Lite, 3.x
Windows M E/98—Adds support for Symantec AntiVirus Client, 8.x
Windows XP/2000—Removes support for:
« Sereniti Security Suite 1.x
» The River Home Network Security Suite 1.x
Version19  |Windows XP/2000—Adds def version support for:
« AVG Anti-Virus 7.0, 7.x
» AVG Antivirensystem 7.0, 7.x
» AVG Free Edition 7.x
Release 3.5(6) —3.5.8 Agent
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M Clean Access Supported Antivirus Product List

Table 9 Supported AV Product List Versions (continued)

Version Enhancements
Version 18  |Windows XP/2000—Adds support for:
» F-Secure Internet Security 2006 Beta, 6.x
» Kaspersky Anti-Virus 2006 Beta, 6.0.x
- McAfee Managed VirusScan, 3.x
- BitDefender 8 Free Edition, 8.x
- BitDefender 9 Standard, 9.x
- BitDefender 9 Professional Plus, 9.x
e Trend Micro PC-cillin Internet Security 2006, 14.x
Windows M E/98—Adds support for :
» McAfee Managed VirusScan, 3.x
- BitDefender 8 Free Edition, 8.x
- BitDefender 9 Standard, 9.x
- BitDefender 9 Professional Plus, 9.x
« Symantec AntiVirus, 9.x

Release 3.5(5)
Version 17 |Windows X P/2000—Adds support for:
» Authentium Sereniti Security Suite, 1.x

» Eset NOD32 antivirus system, 2.x
e ZoneAlarm Anti-virus, 6.x
e ZoneAlarm Security Suite, 6.x
» Norton AntiVirus 2006, 12.0.x
Windows XP/2000—Removes support for:
» NOD32 antivirus system
« NOD32 Antivirus System
« NOD32 antivirus System
Version 16  |Windows XP/2000—Adds support for Trend Micro OfficeScan Client, 6.x

Version 15  |Windows X P/2000—Removes support for Norton AntiVirus Corporate Edition 7.0 for
WindowsNT, 7.x (The Clean Access Agent does not support Windows NT.)

Note  Customersshould perform aClean Updateto removethe product from the CAM
database and web console.

Version 14  \Windows X P/2000/M E/98—Adds support for:

- Norton AntiVirus 2002, 8.x

« Norton Internet Security, 8.x

Version 13 |Windows XP/2000—Adds support for Norton Internet Security, 8.2.x
Release 3.5(4)
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Table 9

Clean Access Supported Antivirus Product List 1l

Supported AV Product List Versions (continued)

Version

Enhancements

Version 12

Windows XP/2000—Adds support for:
« ClamWin Free Antivirus, 0.x
- McAfee VirusScan, 10.x
» McAfee Internet Security 6.0, 8.x
» Norton SystemWorks 2004 Professional, 7.x
Windows M E/98—Adds support for McAfee VirusScan, 10.x

Version 11

Windows XP/2000/M E/98—Set Live Update to “no” for BitDefender Free Edition 7.x

Version 10

Windows XP/2000— Sophos Anti-Virus 5.x
AV list updated to use virus definition date instead of version for AV definition check.

Note  The3.5(3) CAM Ul displayed thischeck asunavailableif using version 9 of the
supported AV list. There is no impact for other releases.

Release 3.5(3)

Version 9

Resolves M cAfee Engine 9.x version fix (CSCei46351) and BitDefender definition date
issue (CSCei46336). See Resolved Caveats - Release 3.5(3), page 89 for details.

Windows XP/2000—Adds support for 12 new products:
» eTrust EZ Antivirus, 6.1.x
- Panda Platinum 2005 Internet Security, 9.x
» Panda TruPrevent Personal 2005, 2.x
» Sophos Anti-Virus, 3.x
» Sophos Anti-Virus, 5.x
e Symantec AntiVirus, 10.x
» Symantec Client Security, 10.x
» Norton SystemWorks 2003, 6.x
» Norton SystemWorks 2005, 8.x
« Norton SystemWorks 2005 Premier, 8.x
» Trend Micro OfficeScan Corporate Edition, 7.x
« Trend Micro PC-cillin Internet Security 2005, 12.x

| oL-7564-01
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M Clean Access Supported Antivirus Product List

Table 9 Supported AV Product List Versions (continued)

Version Enhancements

Windows 9x/M E—Adds support for 9 new products:
« CA eTrust Antivirus, 7.x
e eTrust EZ Armor, 6.1.X
» eTrust EZ Antivirus, 7.x
» McAfee VirusScan Professional, 8.x
» McAfee VirusScan, 8.x
» McAfee VirusScan, 9.x
- McAfee VirusScan Professional, 9.x
- Norton AntiVirus 2003 Professional Edition, 9.x
- Trend Micro PC-cillin Internet Security 2005, 12.x
« Trend Micro PC-cillin 2005

Release 3.5.2.1
Version 8 Windows XP/2000/M E/98— Computer Associates products.
AV list updated to use virus definition date instead of version for AV definition check.

Release 3.5(2)
Version 7 Windows XP/2000—Adds support for new product ClamWin.

Windows M E/98— Symantec M E/98 products.

AV list updated to use virus definition date instead of version for AV definition checks.

Release 3.5(1)

Version 6 Windows XP/2000—Adds support for 7 new product versions to existing vendors
McAfee, Panda, Symantec, and Trend Micro.
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Caveats

Note

This section describes the following caveats:

Open Caveats - Release 3.5.11.1, page 78
Resolved Caveats - Release 3.5.11.1, page 78
Resolved Caveats - Release 3.5(11), page 79
Resolved Caveats - Release 3.5(10), page 80
Resolved Caveats - Release 3.5(9), page 80
Resolved Caveats - Release 3.5(8), page 82
Resolved Caveats - Release 3.5(7), page 83
Resolved Caveats - Release 3.5.6.1, page 83
Resolved Caveats - Release 3.5(6), page 84
Resolved Caveats - Release 3.5.5.1, page 84
Resolved Caveats - Release 3.5(5), page 84
Resolved Caveats - Release 3.5.4.1, page 86
Resolved Caveats - Release 3.5(4), page 87
Resolved Caveats - Release 3.5.3.2, page 88
Resolved Caveats - Release 3.5.3.1, page 88
Resolved Caveats - Release 3.5(3), page 89
Resolved Caveats - Release 3.5.2.2, page 91
Resolved Caveats - Release 3.5.2.1, page 91
Resolved Caveats - Release 3.5(2), page 92
Resolved Caveats - Release 3.5(1), page 93
Resolved Caveats - Release 3.5(0), page 96

Caveats W

If you are aregistered cisco.com user, you can view Bug Toolkit on cisco.com at the following website:

http://www.cisco.com/cgi-bin/Support/Bugtool/home.pl

To become aregistered cisco.com user, go to the following website:

http://tools.cisco.com/RPF/register/register.do
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W cCaveats

Open Caveats - Release 3.5.11.1

Table 10

List of Open Caveats

Software Release 3.5.11.1

DDTS Number Corrected |Caveat

CSCsd90433 No Apache does not start on HA-Standby CAM after heartbeat link is
restored.

CSCeh96620 No Agent Installer Does Not Have Signature
When the user downloads the 3.5.1 or above Clean Access Agent,
most security alert O/S software will indicate that the installer
doesn't have a known publisher and avalid digital signature.

CSCsi07595 No DST fix will not take effect if generic MST, EST, HST, etc. options

are specified

Due to a Java runtime implementation, the DST 2007 fix does not
take effect for Cisco NAC Appliances that are using generic time
zone options such as “EST,” “HST,” or “MST” on the CAM/CAS Ul
time settings.

Workaround

If your CAM/CAS machine time zone setting is currently specified
viathe Ul using a generic option such as “EST,” “HST,” or “MST.”
change this to a location/city combination, such as
“America/Denver.”

Note ~CAM/CAS machines using time zone settings specified by
the “service perfigo config” script or specified as
location/city combinations in the Ul, such as
“America/Denver” are not affected by thisissue.

Resolved Caveats - Release 3.5.11.1

Table 11

List of Resolved Caveats

DDTS Number

Software Release 3.5.11.1

Corrected

Caveat

CSCsd52349

Yes

Viewing details in Agent reports returns viewer to first page

When viewing the CCA Agent report, if the admin clickson a
specific user to view details, the report refreshes back to the first

page.
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Resolved Caveats - Release 3.5(11)

Table 11

Caveats M

List of Resolved Caveats (continued)

DDTS Number

Software Release 3.5.11.1

Corrected

Caveat

CSCse53459

Yes

Heartbeat modul e needs to be up before getting peer node status.
Note  Caveat CSCse53459 is not resolved if you upgrade from

3.5(x) to 3.5(11) and from 3.6(x) to 3.6(3) or 4.0(0).
Temporary Workaround: SSH to the CAM and manually copy the
following file:

cp /perfigo/control/bin/perfigo /etc/init.d/perfigo

CSCsf18821

Yes

Linux-HA Heartbeat Remote Denial of Service Vulnerability

Linux-HA heartbeat version older than 1.2.5 and 2.0.7 are subject to
remote DOS attack. http://www.securityfocus.com/bid/19516/info

CSCsg44268

Yes

Need to accommodate for new daylight saving time regime from
2007

DST is changing to Mar (second sunday) and Nov (first sunday)
starting from 2007 instead of Apr and Oct

CSCsg92130

Yes

Windows Vista should not be recognized as Windows NT in 3.5.x
and 3.6.x

Windows Vista machines should be categorized under
“Windows_ALL” instead of “Windows_NT” when userslogin.

CSCsh15238

Yes

Memory Leak in Radius Authentication/Accounting Module

If you are using a Radius server to perform
authentication/accounting functionsin your network (set up in either
User Management > Auth Server > Auth Server or User
Management > Auth Server > Accounting), a slow memory leak
exists that can eventually cause the server to run out of memory.

Table 12

List of Resolved Caveats

Software Release 3.5(11)

DDTS Number Corrected |Caveat

CSCsd59430 Yes Upgrade summary & detail cannot be viewed on CAS due to missing
jsp extension for “perfigo_update” in the hyperlink under
Administration > Software Update | “List of Upgrade Logs” or “List
of Upgrade Details”

CSCse39644 Yes Heartbeat timer and the timing out of zero MAC entries from the
online user list

CSCse56062 Yes OOB online users are not deleted when timer removes certified

devices
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W cCaveats

Resolved Caveats - Release 3.5(10)

Table 13 List of Resolved Caveats

Software Release 3.5(10)
DDTS Number Corrected |Caveat

CSCsd53056 Yes Failed login attempts should be logged in CAM event log with the
remote |P address, username and time of login attempt. The failed
login event log entry would be quite similar to that of afailed login
attempt [from untrusted side] on the CAS.

CSCsd53315 Yes Add support for F-Secure Anti-Virus 5.44

3.5.11 Agent does not currently recognize F-Secure Anti-Virus 5.44.
The support for this product needs to be added.

CSCsd84272 Yes Agent Update button not successfully triggering virus definition file
update for TrendMicro OfficeScan Client 5.x, 6.x and 7.x.

This problem existed in the 3.5.12 and prior releases for 3.5 agent,
3.6.2.0 and prior releases for 3.6 agent.

Resolved Caveats - Release 3.5(9)

Table 14 List of Resolved Caveats

Software Release 3.5(9)

DDTS Number Corrected |Caveat
CSCsc64719 Yes CA AV configured to use alocal http server, Agent cause CA to
check FTP

The customer hasthe CA AV configured to only check alocal HTTP
server. When the agent attempts to update, the agent is causing the
CA software to check a FTP server on the Internet instead of the
customer custom configure local http server.

Symptom: CA Antivirus fails to update from locally configured http
server. When the CCA Agent is starting the update connection.

Conditions: CA Antivirusis configured to download its update from
alocal http server instead of the ftp server on the Internet. CCA agent
detectsthat the AV software isn't up to date. User select for the CCA
agent to update the AV client.

Workaround: Use default setting for the CA AV or manually start the
update from CA AV.
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Table 14

Caveats M

List of Resolved Caveats (continued)

DDTS Number

Software Release 3.5(9)

Corrected

Caveat

CSCsc72195

Yes

DHCP options cannot be added to Managed CAS through Clean
Access Manager

Thisissue was found in 3.5.8 in Real-IP Gateway mode. When
setting up the DCHP options on a Managed CAS, the options show
upinthe GUI, but are not reflected in the dhcpd.conf file onthe CAS.

Example: '‘option netbios-node-type 2;' shows up in the CAM's GUI,
but not in the dhcpd.conf file of the CAS.

CSCsc85316

Yes

Firefox has problems with the scan reports link

The “user info” box is checked for the successfully authenticated
users. When a Firefox client clicks on the Scan Report link on the
page that opens with the Logout button, a Javascript error message

appears.

CSCsc85405

Yes

Obsol ete JSPs can cause DoS attack

Note  This caveat is resolved with security patch-CSCsc85405,
whichisincluded in the 3.5(9) upgrade. The security patchis
not required if upgrading to 3.5(9), but is required for all
other versions of 3.5(x). For further details, refer to:
http://www.cisco.com/en/US/products/ps6128/products_sec
urity _notice09186a00805b87a7.html

CSCsc88240

Yes

Users can login using CCA Agent and is allowed on the network
without accepting the “Network Usage Terms & Conditions”.

Steps to reproduce:

1. Configurethe CAM to check the software and run nessus scans on
clients.

2. Launch CCA Agent and perform the login.

3. When the “Accept/Reject” Dialog box for network usage policy
shows up, right click on CCA Agent iconintray and click “Exit”

4. Launch CCA Agent again and perform the login. The user is not
shown the “Network Usage Terms & Conditions” and does bypass
the “Accept/Reject” these terms.

Technically, the user never accepted the “Network Usage Terms &
Conditions” and was allowed to access the network.

CSCsc91332

Yes

Spaces not stripped from username/password while creating new
local user

Spaces [left and right] are not stripped from username / password
while creating or modifying local users. However, the [left & right]
spaces are stripped from the username/password entered into the
CCA agent or in the web form.

CSCsc97952

Yes

H+BEDV AntiVir/XP 6.32.x def date/version couldn't be detected

CSCsd12491

Yes

CAM sets trunk ports on switch to administratively down (“shut”)
state
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W cCaveats

Table 14

List of Resolved Caveats (continued)

Software Release 3.5(9)

DDTS Number Corrected |Caveat

CSCsd17858 Yes Agent login pops up after user assigned to quarantine role
Assigned quarantine role when agent failed network scan, CAM side
online user show user login as quarantine role, but Agent side login
window pops up.

CSCsd19177 Yes SNMP trapsink settings are lost after performing upgrade

CSCsd20418 Yes HA problem with both servers being active when switch is rebooted

HA state of power cycled standby unit comes up as active if the
switch it is connected to is down during its reboot. When the switch
comes up, both CAS units are then active, and stay active.

Resolved Caveats - Release 3.5(8)

Table 15 Resolved Caveats
Software Release 3.5(8)

DDTS Number Corrected |Caveat

CSCsc18842 Yes FlexLM licenses are not always removed correctly using the GUI

CSCsc44051 Yes Clean Access agent 3.5.9 when used with Sophos 5.x causes the
Agent to crash.

CSCsc44335 Yes Uninstall of Agent failsif performed from Start > All Programs >
Cisco Systems > Cisco Clean Access > Uninstall Clean Access
Agent. However, Agent can still be removed from Add or Remove
Programs.

CSCsc47598 Yes CAM incorrectly categorizes the “access’ port as “trunk” port
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Caveats M

Resolved Caveats - Release 3.5(7)

Table 16 Resolved Caveats

Software Release 3.5(7)

DDTS Number Corrected |Caveat

CSCsh55488 Yes CCA - Latest Anti-virus versions are not recognized as valid (unable
to authenticate with newest version of AVG antivirus definitions
installed)

Symptom: McAfee 10.0.25 does not get properly detected by the
Cisco Clean Access Agent for installation nor for update rules

Conditions: McAfee antivirus 10.0.25; CCA Agent version 3.5.8 or
prior; possible other Antivirus signature are also not detected
properly.

Workaround: Possible workaround of using pr-based signatures.
CSCsc08063 Yes The SWISS protocol handler on the CAS causes discovery

(therefore, authentication) to fail when the CAS receives certain
spurious/malformed packets from aclient.

CSCsc16424 Yes In 3.5.5 and 3.5.6 CAM failover setups, synchronization may not
occur properly in certain situations due to failed communication
between the failover peers.

CSCsc20736 Yes Daily database backup incorrectly numbers snapshot version

CSCsc29739 Yes Distribution/Update CAM pages do not respect admin user privileges

The Clean Access Agent Distribution page and the Clean Access
Agent Rules update pages on the CAM Ul do not respect the admin
user privileges, i.e. even if the user is aread-only user, it allows the
user to modify fields on the page.

Resolved Caveats - Release 3.5.6.1

Table 17 Resolved Caveats

Software Release 3.5.6.1
DDTS Number Corrected |Caveat

CSCsc08063 Yes The SWISS protocol handler on the CAS causes discovery
(therefore, authentication) to fail when the CAS receives certain
spurious/malformed packets from a client.

CSCscl6424 Yes In 3.5.5 and 3.5.6 CAM failover setups, synchronization may not
occur properly in certain situations due to failed communication
between the failover peers.

Release Notes for Cisco Clean Access Version 3.5(11)
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W cCaveats

Resolved Caveats - Release 3.5(6)

Table 18

Resolved Caveats

DDTS Number

Software Release 3.5(6)

Corrected

Caveat

CSCsh91210

Yes

McAfee 9.1 Updates on Windows 98/ME do not show up as clean

Windows 98/ME devices running Cisco Clean Access 3.5.7 may not
show correct clean status for McAfee 9.1 even if the server hasiit
configured. The Agent complains of missing anti-virus software
even when rule has been applied correctly.

CSCsh98431

Yes

Manual updates will no longer pull down Agent update filesif the
option to check for Agent updates is not checked.

CSCsh98484

Yes

It is possible, under certain network conditions, to 'partially’ log a
user off from CCA. In such situations, the user session isended at the
CAM but isnot ended at the CAS. Hence, the CCA Agent shows such
users as being logged in when they really are not.

Note CSCej01028 is a duplicate of thisissue.

Resolved Caveats - Release 3.5.5.1

Table 19

Resolved Caveats

Software Release 3.5.5.1

DDTS Number Corrected |Caveat

CSCsc08063 Yes The SWISS protocol handler on the CAS causes discovery
(therefore, authentication) to fail when the CAS receives certain
spurious/malformed packets from aclient.

CSCscl6424 Yes In 3.5.5 and 3.5.6 CAM failover setups, synchronization may not

occur properly in certain situations due to failed communication
between the failover peers.

Resolved Caveats - Release 3.5(5)

Table 20

Resolved Caveats

Software Release 3.5(5)

DDTS Number Corrected |Caveat

CSCei86991 Yes Enhancement option to configure both SNMPV1 & SNMP V3 onthe
CAM. The SNMP Trap Receiver can now accept all versions of
notifications (v1/v2c/v3)

CSCej00935 Yes Agent should stop issuing HTTP thread from sending any more

requests after client machine haslogged in
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Caveats M

Table 20 Resolved Caveats (continued)

Software Release 3.5(5)

DDTS Number Corrected |Caveat

CSCej01013 Yes Under some situations, the postgres process does not start correctly
because a database lock file is kept around. Thisisfixed in release
3.5(5).

CSCej01021 Yes Change the CASto provide an option to disable the L 3 discovery for
the agent

CSCsh56270 Yes Clean Access Agent only respects and displays the auth providersin

the login page set for ALL or WINDOWS_ALL operating systems.

Note  Thisissueisfixed in release 3.5(5).
This issue does not affect web login users.

When you configure auth providers in user pages for specific
Windows OSes rather than ALL or WINDOWS ALL (e.g.
WINDOWS_XP) Clean Access Agent users will not be able to use
the auth providers from that page.

Workaround (if not upgrading to 3.5.5):

A default login page must be present to allow all users (web login or
Clean Access Agent) to log in. Put all auth providers you want to
make available for Agent usersinaWINDOWS_ALL login page. To
edit the user login page:

1. Goto Administration > User Pages | Login Page | List

2. Click the Edit button for the desired login page for Agent users.
3. Click the General sublink.
4

Select WINDOWS_ALL from the Operating System dropdown
menu.

Click Update.
6. Click the Content sublink.

o

7. Click the checkboxesfor Available Providersto allow these auth
providers for Agent users.

8. Make sure you have a Default Provider selected from the
dropdown menu.

9. Click Update.

Release Notes for Cisco Clean Access Version 3.5(11)
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W cCaveats

Table 20

Resolved Caveats (continued)

DDTS Number

Software Release 3.5(5)

Corrected

Caveat

CSCsh65542

Yes

Nessus plugins fail to install

Symptom: Trying to install the NESSUS plugins, the browser
eventually times out and the plugins are never installed.

Workaround:

1. Perform “service perfigo restart” on CAM CLI / or reboot CAM
2. Disconnect all CASes from the CAM GUI

3. Upload plugins from the CAM GUI

4, Reconnect (manage) all CASes from the CAM GUI

All steps are required and must be in the above order.

CSCsh72670

Yes

Change L3 HTTP-based discovery to SWISS-based discovery for
CAM/CAS

CSCsbh72687

Yes

Instead of using the Windows_ALL tag, the Agent should provide
complete and accurate O/S information to the CAS.

Note  Thisisaduplicate of CSCsb56270.

CSCsh74632

Yes

The Switch Management events for notifications received by the
CAM from switches are no longer written to event log. Most of the
logging is now moved from event log (database) to only
Iperfigo/logs/perfigo-1og0.10g.0 by default.

CSCsh74642

Yes

Now, OOB respects entries in the Filters -> Devices list. If devices
are entered there, then no clean access policies are applied to it.

CSCsb74650

Yes

RADIUS Accounting Failover now interprets the timeout value in
seconds as it should instead of the earlier interpretation (ms).

CSCsb79391

Yes

Cannot update DAT files after upgrading Agent to 3.5.6
Note Issue affects 3.5.5/3.5.6 Agent and is fixed with 3.5.7 Agent.

Symptom: After upgrading the Agent to 3.5.6, McAfee Enterprise
8.0 updates cannot be installed

Workaround: 1. Downgrade to 3.5.4; 2. Take the PC off the clean
access network, disable the Agent and then update M cafee

Resolved Caveats - Release 3.5.4.1

Table 21

Resolved Caveats

DDTS Number

Software Release 3.5.4.1

Corrected

Caveat

CSCsbh79166

Yes

Agent 3.5.6 patch breaks client communication to CAS.
Note  Thisissue resolved by 3.5.4.1, 3.5.3.2,3.5.2.2 CAS patches.
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Resolved Caveats - Release 3.5(4)

Table 22

Caveats M

Resolved Caveats

DDTS Number

Software Release 3.5(4)

Corrected

Caveat

CSCei62255

Yes

HTTP 503 Error
Users might see “503 Service Unavailable” occasionally when they
try to access the login page or admin GUI on both CAS and CAM.

CSCei72195

Yes

In OOB, when “require usersto certify at every login” isselected, the
action of a user logging out due to alink-down trap being received
does not cause the certified device entry to be deleted. This causes
subsequent connection attempts to pass through unchallenged. Also,
the behavior is not consistent with the in-band version of the product.

CSCsb31070

Yes

Clean Access Agent, GrisSoft AVG version 7 update scanning.
If a customer isusing AVG version 7, Clean Access Agent will not
detect if it has the correct version/update of the virus definition file.

CSCsb45063

Yes

DHCP renew does not work, but DHCP release and renew works
Description: When multiple managed subnets are used and the CAS
is used as a DHCP server, a DHCP renew from the client does not
work and just hangs. However, if you do a DHCP release and then a
renew, everything works asit should. A capture of the DHCP packets
showsthat the DHCP ACK from the CASis sourced from the trusted
interface in the case where it fails and it the case when it worksit is
sourced from the untrusted interface as it should.

Symptom: The CAS DHCP server may not respond from the correct
managed subnet when dhcp renew is performed.

Workaround: Perform a dhcp /release then /renew, OR Add a new
route to the CAS viathe 'route add' command:

% route add -net 192.168.183.0 netmask 255.255.255.0 fakel

One route needs to be added per managed subnet per affected CAS.
Adding aroute to the CAS for the subnet will address thisissue. e.g:
For a managed subnet 192.168.183.0

route add -net 192.168.183.0 netmask 255.255.255.0 ethl

To make sure the route exists after rebooting the CAS create the file
[etc/sysconfig/static-routes and add the following line;

any net 192.168.183.0 netmask 255.255.255.0 ethl

CSCsh48572

Yes

Authentication enhancement for APl JSP.

CSCsh53655

Yes

When there is any floating device configured, no MAC address will
be added into the certified device list.
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W cCaveats

Resolved Caveats - Release 3.5.3.2

Table 23 Resolved Caveats

Software Release 3.5.3.2

DDTS Number Corrected |Caveat

CSCsh79166 Yes Agent 3.5.6 patch breaks client communication to CAS.
Note  Thisissueresolved by 3.5.4.1, 3.5.3.2,3.5.2.2 CAS patches.

Resolved Caveats - Release 3.5.3.1

Table 24 Resolved Caveats

Software Release 3.5.3.1

DDTS Number Corrected |Caveat

CSCei62255 Yes HTTP 503 Error

Users might see “503 Service Unavailable” occasionally when they
try to access the login page or admin GUI on both CAS and CAM.

Release Notes for Cisco Clean Access Version 3.5(11)
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Caveats M

Resolved Caveats - Release 3.5(3)

Table 25 Resolved Caveats

Software Release 3.5(3)
DDTS Number Corrected |Caveat

CSCei11049 Yes Add server type to List of Server Window

Today, the following information is shown in the List of Servers: IP
Address | Location | Status | Manage | Disconnect | Reboot | Delete.
Server Type should be added to list to reflect OOB and IB servers.

CSCei14927 Yes Upgrade from 3.5.0.1 to 3.5(2) fails; Integer expression expected
Problem: Upgrading from Cisco Clean Access version 3.5.0.1 to
version 3.5(2) will fail with the following message:

sh ./UPGRADE.sh

./UPGRADE.sh: [: 0.: integer expression expected

This package will upgrade from 3.4.x or 3.5.x to 3.5.2.
This server is running 3.5.0.

How to determine if you are hitting this bug:

SSH tothe CAM or CASand view file/perfigo/build. If build version
isreported as 3.5.0.1, then you will hit this bug when upgrading.
Below is an example of a build file from an affected version.

[root@camanagerl perfigol# cat /perfigo/build
VERSION=3.5.0.1

NAME=Clean Access Manager

DATE=2005/06/02

[root@camanagerl perfigol#

Workaround: Edit the /perfigo/build file, so VERSION line reads as:
VERSION=3.5.0.

After doing this the upgrade should complete successfully.

CSCei29275 Yes Failover issue when both devices are active

If two machines fail over and the failover heartbeat link between
them fails, both machines stay active until the administrator
manually reboots them. The configuration is either direct connect
and/or switches for the heartbeat link.

CSCei32812 Yes OOB Server limit is not correct if Perfigo-style license is used

If a Perfigo-style license key is used with a Server limit (SSSL) set
to a positive number (e.g. 3), then it is not possible to add an OOB
server. Thisisbecause the SecureSmartOBServerLimit (SSSL) is not
being set correctly in SmartM anagerConf.java. It is not being set but
is being used to make a decision.

CSCei35778 Yes Need documentation for installing CCA 3.5.2.1

To upgradefrom Cisco Clean Access Manager 3.5.2t03.5.2.1 follow
the instructions below:

1) Download the cam-3.5.2-t0-3.5.2.1-upgrade.tar.gz file to /store on
the server

2) Unzip the file with 'tar zxvf cam-3.5.2-t0-3.5.2.1-upgrade.tar.gz'
3) Run 'sh ./cam-3.5.2-t0-3.5.2.1-upgrade.sh'
4) After this has completed, issue 'service perfigo restart’

Release Notes for Cisco Clean Access Version 3.5(11)
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Table 25

Resolved Caveats (continued)

DDTS Number

Software Release 3.5(3)

Corrected

Caveat

CSCei38494

Yes

A filter with MAC 00:00:00:00:00:00 is created automatically

Problem: In certain situations, afilter will automatically be created
on the Clean Access Manager that will exempt all devices. Thefilter
will have a MAC address of 00:00:00:00:00. Thiswill allow all
traffic to match this filter, and no users will be prompted for
authentication. The filter is created when “ Exempt certified devices
from web login requirement” is enabled under “Clean Access ->
General Setup” and a client attempts to login, and thereis alayer 3
device between the client and the CAS.

Workaround: Disable the “Exempt certified devices from web login
requirement” option.

CSCei46336

Yes

Bit Defender 7.x not detecting the correct virus definition date from
the client

CSCei46351

Yes

Certain versions of McAfee not working correctly with Agent

Because the agent didn't discover the AV engine version correctly,
certain versions of McAfee didn't work correctly.

CSCpe00158

Yes

Preview button on User Pages
Administration -> User Pages -> Login Page -> Edit

The unsaved modifications will be lost if “Preview” button is
pressed. The preview window doesn't use the unsaved values, it uses
the saved valuesinstead. For now, the button will be changed in 3.5.3
to indicate “View” (rather than Preview) in order to mitigate
confusion

The“Preview” button isabit misleading as the original intention for
this button isto view the current state of the user pages. If this button
is clicked without committing any changes, then changes that were
made will be backed out.

CSCsb30690

Yes

NTLM authentication/Transparent Windows login isn't functioning
in 3.5(1), 3.5(2).

CSCsh32620

Yes

When a PC network interface card has any 169.x.x.x address, Clean
Access Agent 3.5.2 login button is greyed out. This affects version
3.5(2).

CSCsh32913

Yes

LDAP multival ue attributes mapping isn’'t working

Symptom: User who belongs to multiple groups gets authenticated
but will not be placed in the appropriate role except in the case where
the attribute is checked for the last group in the list. For example, if
user belongs to admin, student, vpn groups he gets placed in the
appropriate role only when attribute mapping is done for vpn group
in the memberOf attribute. All othersfail.

Conditions: Thiswill work if auser belongsto only one group. Fails
when the same user belongs to multiple groups and you check the
attribute from any group other than last group.
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Resolved Caveats - Release 3.5.2.2

Table 26

Caveats M

Resolved Caveats

DDTS Number

Software Release 3.5.2.2

Corrected

Caveat

CSCsh79166

Yes

Clean Access Agent 3.5.6 patch breaks client communication to
CAS.

Note  Thisissueisresolved by the 3.5.4.1, 3.5.3.2, and 3.5.2.2
patches to the CAS.

Resolved Caveats - Release 3.5.2.1

Table 27

Resolved Caveats

DDTS Number

Software Release 3.5.2.1

Corrected

Caveat

CSCeil7273

Yes

AV ANY definition rule not updating
Note  This affects 3.5(2).

Although vendor-specific AV rules are updated when performing an
Update or Auto-Update to the Supported AV product list, AV
definition versions/dates are not updated for AV definition rules
configured with ANY Antivirus Vendor or ANY product version for
aspecific vendor. To update ANY AV def rules, you must perform a
Clean Update at regular intervals.

This does not affect other checks (pc_) and rules (pr_).

CSCei35778

Yes

Need documentation for installing CCA 3.5(2).1
To upgrade from Cisco Clean Access Manager 3.5(2) to 3.5.2.1
follow the instructions below:

1) Download the .tar.gz file to /store on the server

2) Unzip the file with 'tar zxvf <filename>

3) Run 'sh ./<filename.sh>

4) After this has completed, issue 'service perfigo restart’

See Upgrade via Web Console (from 3.5.3 and Above Only).
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Resolved Caveats - Release 3.5(2)

Table 28

Resolved Caveats

DDTS Number

Software Release 3.5(2)

Corrected

Caveat

CSCei03402

Yes

CAM Apache/Tomcat processes die when monitored by a 3rd party app
Note  Thisonly affects the 3.5(0) and 3.5(1) releases.

If athird party monitoring application connects to the Clean Access
Manager on port 80 to determine if the webserver isrunning, itis
possible that repeated connections can cause the Manager to freeze up
or stop responding. The only errors are problems with Tomcat and
Apache in the system logs.

Symptom: Clean Access M anager keeps shutting down periodically, and
the Clean Access Servers cannot be correctly managed.

Conditions: Running an application that connects to port 80 on the
Manager to check to see if the webserver is up will cause this to occur.
Specifically, something as little as running the “HEAD/1.1" command
periodically can cause the system to crash.

Workaround: Turn off any monitoring tool until 3.5(2)

CSCei04375

Yes

Re-tag Trusted Side VLAN ID does not work correctly in Real-1P mode
This affects 3.5(0) Clean Access Server in Real-IP mode.

When vlan retag is used for the trusted side in Real-1P mode, the return
packet is also retagged onto the untrusted network. In doing so, the end
device on the untrusted cannot communicate to the external (trusted)
network.

CSCei07657

Yes

Clean Access Agent New AV Rule Antivirus vendor dropdown has
“--Please update AV list--"

With new installs or upgrade to 3.5(1), and with the current version of
Clean Access agent installed, the New AV Rule dropdown for Antivirus
vendor only lists “--Please update AV list --".

CSCei08915

Yes

Replacing all occurrences of $user$ in filters (LDAP auth)

The first occurrence was changed, others had been left unaltered.

CSCei08925

Yes

Input validation on LDAP Attribute Mapping rule.
The name parameter in mapping rule conditions should not be empty.

CSCeil0242

Yes

Crashes when closed by clicking X when timer expires

When creating a rule on the server so the client won’'t pass through it,
and logging in from the client, if the requirement is not finished and the
client times out from temporary role, and instead of clicking the OK
button uses the window x button on the top right corner to close the
window, the client crashes.
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Table 28

Caveats M

Resolved Caveats (continued)

DDTS Number

Software Release 3.5(2)

Corrected

Caveat

CSCei10529

Yes

Any Rule failsif vendor is not Norton and using def version
Note  This affects 3.5(1) and isfixed in 3.5(2). If you created AV
definition rulesin 3.5(1), see Known Issues for Release 3.5(2),
page 44 for additional details.
The ANY definition rule will only succeed if:
- It'saNorton product because there is special handling for Norton

« |f we check date instead of version for virus definition file for the
product on the client

Otherwise it will fail. The ANY installation check is not affected.

Resolved Caveats - Release 3.5(1)

Table 29

Resolved Caveats

DDTS Number

Software Release 3.5(1)

Corrected

Caveat

CSCeh31769

Yes

Note  The 3.5(1) upgrade script incorporates a DHCP script which
regenerates all ARP entries upon upgrade. This issue was fixed
starting with version 3.4(3). However, customers on prior
versions may have been affected if upgrading from arelease
affected by thisissue.

Devices on managed subnets do not respond to ARP queries from the
untrusted interface in trunked VLAN mode. The Clean Access Server
will send the ARP request originating from the managed subnet default
gateway. Some devices will not respond to the ARP request.

This affects version 3.3 and 3.4 of the Clean Access Server Software.
The list of ARP entries will have been removed.

The work-around is to auto generate the DHCP subnet lists again after
the 3.5(0) upgrade.
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Table 29 Resolved Caveats (continued)

Software Release 3.5(1)
DDTS Number |Corrected |Caveat
CSCeh33102 |Closed Note  Thisproblem is not reproducible.

Cisco Clean Accessfield overflow - Require Use of Clean Access Agent
(SmartEnforcer). Seen in Cisco Clean Access release 3.3.5, 3.4.1. This
problem is currently found in Internet Explorer 6.

In Device Management > CleanMachines | General Setup | Require use
of Clean Access Agent (SmartEnforcer) field has no bounds limit but
gives a perfigo_validate.jsp error when certain HTML scripting is
placed inside of the field.

Conditions: Having too many charactersin your field entry with HTML
tags:

<html><head><title>Quarantined</title></head><body>
<centers><p>Sorry!

You computer has been found to be vulnerable or has been
compromised.

</p><p>Please correct this condition before attempting access
to this network.</p></centers</body></html>

Workaround: Shortening the field entry with less information with
HTML code/tags:

<html><head><title>Quarantined</title></head><body>
<centers><p>Sorry!

You computer has been found to be vulnerable or has been
compromised.

</p><p>Please correct this network.</p></center></body></html>
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Table 29

Caveats M

Resolved Caveats (continued)

DDTS Number

Software Release 3.5(1)

Corrected

Caveat

CSCeh35509

Yes

service perfigo config default value inconsistencies

Symptom: In certain cases, the option presented by 'service perfigo
config' dialog does not reflect the currently configured settings. This
only happens when the 'service perfigo config' command isrun on a
previously configured CA Server. The dialog of the 'service perfigo
config' script isinconsistent with its pre-set values. When assigning a
gateway to an interface, the dialog does not display the existing value as
the default value. Instead, the value offered as the default is the lowest
available address on the same subnet as the interface.

For example, assume an interfaceis configured with 10.1.1.5/24 and has
agateway of 10.1.1.99. When the 'service perfigo config' script is run,
the suggested | P address of the interface will be 10.1.1.5 and the subnet
will be 255.255.255.0, but the gateway will be 10.1.1.1 even though the
current configuration hasit set as 10.1.1.99.

This inconsistency also exists for the hosthame. Instead of using the
currently configured hostname, the dialog defaults the value to be
‘caserver'. This could potentially cause problems with certificates
generated with the server's hostname.

Workaround: Be very careful when running the 'service perfigo config'
command to change the settings on the CA Server. Verify that the
suggested value for all questions are correct and reflect the desired
configuration. If the hostname is different than before running the
'service perfigo restart' command, the certificate may need to be
re-generated.

Note  Thisisonly trueif the certificate was generated with the
hostname, not if it was generated with the | P address.

CSCeh51673

Yes

CAM Login Failure Message Security Issue

After entering an incorrect login or password into a Clean Access
Manager, the CAM's error message specifies which isincorrect. If the
username does not exist, the cam responds with:

Invalid admin account:bob or invalid admin group

If the username exists, but the password is wrong, CAM responds:

Invalid password for admin:admin

CSCeh81643

Yes

When editing the Description field for a Link-type Requirement, the
changes are not saved. The text reverts to the initial text entered when
the requirement was created. However, if text is deleted from the
Description field when editing a requirement (link), the changes are
saved.

CSCeh96638

Yes

3.5.0 Agent Gets Error When Detecting New Agent

The 3.5.0 Clean Access Agent informs the user when it detects that the
CAS has a newer version of the Agent. When it does, it attempts to
download the new agent and gets an error.
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Resolved Caveats - Release 3.5(0)

Table 30 Resolved Caveats

Software Release 3.5(0)
DDTS Number |Corrected |Caveat
CSCeh48638 | Yes User rejects network policy, placed in temp role policy not applied

If auser on aclient running the Clean Access Agent rejects the network
policy, the user is placed into the temporary role. However, the
temporary role policies may not be applied upon the second login.

CSCeh49766  |Yes Automatic Update option for Nessus plugins has been removed for
release 3.5(0)

Prior to release 3.5(0), the Automatic Update option was available on the
user interface, but did not work for plugins. Trying to automatically
update network scanner plugins failed. Occurs on all versions of Clean
Access Manager.

Workaround: Manually updating the plugins, or migrating to using the
Clean Access Agent for network checking and authentication.

CSCeh60554  |Yes Nessus plugin update fails to show plugin in Clean Access Manager

After uploading a new Nessus plugin for the Network Scan component
in the Clean Access Manager, the plugin is not visible via the web GUI
in the Plugin configuration page although the plugin does get
successfully uploaded to /usr/lib/nessus/plugins on the manager's file
system.

Conditions: Must have tried to upload the same plugin twice.

Workaround: Remove all existing plugins from /usr/lib/nessus/plugins
on the Clean Access Manager and then upload a collection of new
plugins.

Further Problem Description: plugin_id isaprimary key in the database.
If plugins are uploaded with duplicate plugin IDs, for example, two
plugins of id 12109 the database will cause errors when it tries to load
plugins with the same ID (and therefore same primary key) into the
database. Thiswill also cause the database to stop loading the remaining
plugins.

This will be fixed by only loading one of the plugins into the database
and preventing a duplicate ID from loading in the upcoming rel eases.

Known Issues for Cisco NAC Appliance

This section describes known issues when integrating Cisco NAC Appliance with third-party elements.

Known Issues with Switches

For complete details, refer to Switch Support for Cisco NAC Appliance.
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Installing or Upgrading to a New Software Release

This section provides the following software installation and upgrade information:

General Procedure, page 97

New Installation of 3.5(x), page 98

Upgrade Procedure for 3.5(x), page 99

Upgrading High Availability Pairs, page 107

Cisco NAC Appliance Service Contract/Licensing Support, page 2

General Procedure

A

Caution

The Clean Access Manager database changes considerably with release 3.5. The upgrade script will
automatically migrate the contents of your old database when it upgrades your system to release 3.5(x).
Do NOT import any snapshot you made prior to 3.5 migration after you have upgraded to release 3.5, or
you will impede the functioning of your Clean Access Manager.

Cisco recommends that you:

1.

Back up your current Clean Access Manager installation and save the snapshot on your local
computer, as described in Create CAM DB Backup Snapshot, page 100.

Upgrade your Clean Access Server(s) to the latest version of 3.5 (from 3.2.6 and above) using either:
— New Installation of 3.5(x), page 98, or
— Upgrade Procedure for 3.5(x), page 99

Upgrade your Clean Access Manager to the latest version of 3.5 (from 3.2.6 and above) using either:
— New Installation of 3.5(x), page 98, or
— Upgrade Procedure for 3.5(x), page 99

Take a database snapshot from the upgraded 3.5 Clean Access Manager and download it to your
desktop/laptop for saf ekeeping. Remove any previous snapshots from the CAM and do NOT restore
any previous snapshots that are prior to 3.5.

Update the Clean Access Manager to obtain the latest Cisco Checks & Rules, CCA Agent Upgrade
Patch, Supported Antivirus Product List, and Default Host Policies (From the web admin console,
go to Device M anagement > Clean Access > Clean Access Agent > Updates.)
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New Installation of 3.5(x)

If you purchased and are performing afirst installation of Cisco Clean Access, use the following steps.

For New Installation:

1.

~

Follow theinstructions on your welcomeletter to obtain alicensefilefor your installation. See Cisco
NAC Appliance Service Contract/Licensing Support, page 2 for details. (If you are evaluating Cisco
Clean Access, visit http://www.cisco.com/go/license/public to obtain an evaluation license.)

Do one of the following:

a. Insert the product CD in the CD-ROM drive for each installation machine, and follow the
auto-run procedures.

b. Or, download the two 3.5.x.1SOs from
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and burn them onto
two CD-Rs. Insert them into the respective CD-ROM drive of each of your installation servers.
Follow the instructions in the auto-run installer.

After software installation, access the Clean Access Manager web admin console by opening aweb
browser and typing the | P address of the CAM asthe URL. The Clean Access Manager Licenseform
will appear the first time you do this to prompt you to install your FlexL M license files.

Install avalid FlexLM license file for the Clean Access Manager (either evaluation, starter kit, or
individual license).

At the admin login prompt, login with the default user name and password admin/cisco123 or with
the username and password you configured when you installed the Clean Access Manager.

Inthe web console, navigateto Administration > CCA Manager > Licensingif you need to install
any additional FlexLM license files for your Clean Access Servers.

Note  Clean Access Manager 3.5(11) is bundled with Clean Access Agent 3.5.13.

For detailed software install ation steps, see the following guides:

Cisco Clean Access Manager Installation and Administration Guide, Release 3.5

Cisco Clean Access Server Installation and Administration Guide, Release 3.5
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Upgrade Procedure for 3.5(x)

Before You Upgrade

Before upgrading to 3.5 from 3.2.6 or above, carefully read the following instructions:

Before You Upgrade

Create CAM DB Backup Snapshot

Download the Upgrade File

Upgrade via Web Console (from 3.5.3 and Above Only), or

Upgrade via Console/SSH (standard instructions for standal one machines)

If upgrading failover pairs, you must use the procedure described in:

A

Upgrading High Availability Pairs, page 107

Caution  Please review this section carefully before you commence the upgrade process.

A

Homogenous Clean Access Server Software Support

You must upgrade your Clean Access Manager and all your Clean Access Servers concurrently. The
Clean Access architecture is currently not designed for heterogeneous support (i.e., some Clean
Access Servers running 3.5 software and some running 3.4 software).

Upgrade Downtime Window

Depending on the number of Clean Access Servers you have, the upgrade process should be
scheduled as downtime. Our estimates suggest that it takes approximately 15 minutes for the Clean
Access Manager upgrade and 10 minutes for each Clean Access Server upgrade. Use this
approximation to estimate your downtime window.

Clean Access Server Effect During Clean Access Manager Downtime

While the Clean Access Manager upgrade is being conducted, the Clean Access Server (which has
not yet been upgraded, and which loses connectivity to the Clean Access Manager during Clean
Access Manager restart or reboot) continues to pass authenticated user traffic.

Caution  New users will not be able to logon or be authenticated until the Clean Access Server re-establishes
connectivity with the Clean Access Manager.

Database Backup (Before and After Upgrade)

For safekeeping, it is recommended to back up your current Clean Access Manager installation
(using Administration > Backup) both before and after the upgrade and to save the snapshot on
your local computer. Make sure to download the snapshots to your desktop/laptop for safekeeping.
Backing up prior to upgrade enables you to revert to your previous 3.4 or 3.3 database should you
encounter problems during upgrade. Backing up immediately following upgrade preserves your
upgraded tables and provides a baseline of your 3.5 database. After the migration is completed, go
to the database backup page (Administration > Backup) in the CAM web console. Download and
then delete all earlier snapshots from there as they are no longer compatible. See also Create CAM
DB Backup Snapshot, page 100.
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Warning

Installing or Upgrading to a New Software Release

You cannot restore a 3.4 or earlier database to a 3.5 Clean Access Manager.

- Software Downgrade

Once you have upgraded your software to 3.5, if you wish to revert to 3.4 or 3.3, note that you will
need to reinstall 3.4 or 3.3 from the CD and recover your configuration based on the backup you
performed prior to upgrading to 3.5.

« Passwords

For upgrade via SSH, you will need your CAM and CAS root user password (default password is
cisco123). For web console upgrade (release 3.5(3) and above), you will need your CAM web
console admin user password (and, if applicable, CAS direct access console aamin user password).

Create CAM DB Backup Snapshot

A

Perform a full backup of your CAM database by creating a backup snapshot both before and after the
upgrade. M ake sure to download the snapshots to your desktop/laptop for saf ekeeping. Backing up prior
to upgrade enables you to revert to your previous database should you encounter problems during
upgrade. Backing up immediately following upgrade preserves your upgraded tables and provides a
baseline of your 3.5 database.

Warning

Step 1
Step 2

Step 3

Step 4

Step 5

Back up your database BEFORE you upgrade.

From the CAM web console, go to the Administration > Backup page.

The Snapshot Tag Name field automatically populates with a name incorporating the current time and
date (e.g. 01_16 07-15:12 snapshot). You can also either accept the default name or type another. To
facilitate backup file identification, it is recommended to insert the release version in the snapshot, for
example, 01_16 07-15:12 3.5.11 snapshot. You can also either accept the default name or type another.

Click Create Snapshot. The Clean Access Manager generates a snapshot file, which is added to the
snapshot list.

S
Note  Thefilestill physically resides on the Clean Access Manager machine. For archiving purposes,

it can remain there. However, to back up a configuration for use in case of system failure, the
snapshot should be downloaded to another computer.

To download the snapshot to another computer, click the Tag Name or the Download button for the
snapshot to be downloaded.

In the file download dialog, select the save file to disk option to save the file to your local computer.
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Download the Upgrade File

Step 1

Step 2

Step 3

For Cisco Clean Access 3.5 release upgrades, asinglefile, cca_upgrade_3.5.x.tar.gz, is downloaded to
each Clean Access Manager (CAM) and Clean Access Server (CAS) installation machine. The upgrade
script automatically determines whether the machineisa CAM or CAS.

For Cisco Clean Access patch upgrades, the upgrade file can be for the CAM only, CAS only, or for both
CAMI/CAS, depending on the patch upgrade required.

Loginto Cisco Downloads (http://www.cisco.com/kobayashi/sw-center/sw-ciscosecure.shtml) and click
the link for Cisco Clean Access Software.

On the Cisco Secure Software page for Cisco Clean Access, click the link for the appropriate release.
Upgrade files use the following format (replace the .x in the file name with the minor version number to
which you are upgrading, for example, cca upgrade 3.5.11.1.tar.gz):

— cca_upgrade 3.5.x.tar.gz (CAM/CAS release upgrade file)
— cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file)
— cam-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM-only patch upgrade file)
— cas-3.5.x-to-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file)
Download the file to the local computer from which you are accessing the CAM web console.

Upgrade via Web Console (from 3.5.3 and Above Only)

Note

If running release 3.5(3) or above of the Cisco Clean Access software on standal one machines,
administrators have the option of performing software upgrade on the CAS and CAM via web console:

« CAM web console: Administration > Clean Access Manager > System Upgrade

« CAS management pages (in CAM web console): Device Management > CCA Servers > Manage
[CAS IP_address] > Misc

- CASdirect web console: https://[<CAS_ethO_| P>/admin

For web upgrade, you must upgrade each CAS first, then the CAM.
« You can always upgrade the CAS from the CAS direct web console for any release above 3.5(3).

» Release 3.5(3) or above must be installed and running on your CAM/CAS(es) before you can
upgrade via web console.

« If running 3.5(2) or below, you must use the upgrade procedure described in Upgrade via
Console/SSH, page 105.

- If upgrading failover pairs, refer to Upgrading High Availability Pairs, page 107.

Note the following:

« If running release 3.5(5) or above, you can upgrade the CAS from the CAS management pages (or
CAS direct web console), and upgrade the CAM from the CAM web console.

« If running release 3.5(3) or 3.5(4), you can upgrade the CAS from the CA S direct web console, and
upgrade the CAM from the CAM web console.
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« If running arelease prior to 3.5(3), you must follow the instructions in Upgrade via Console/SSH,
page 105.

With web upgrade, the CAM and CAS automatically perform all the upgrade tasks that are done
manually for SSH upgrade (for example, untar file, cd to /store, run upgrade script). The CAM also
automatically creates snapshots before and after upgrade (see Database Recovery Tool, page 36 for
details). When upgrading via web console only, the machine automatically reboots after the upgrade
completes. The steps for web upgrade are as follows:

1. Upgrade CAS from CAS Management Pages (3.5.5 and above), or
2. Upgrade CAS from CAS Web Console (3.5.3/3.5.4), and
3. Upgrade CAM from CAM Web Console

Upgrade CAS from CAS Management Pages (3.5.5 and above)

Oncerelease 3.5(5) isinstalled on the CAS, web upgrades to the CAS (e.g. to 3.5(6) and above) can be
performed viathe CAS management pages as described below. If you are running release 3.5(3) or 3.5(4)
you must follow the instructions in Upgrade CAS from CAS Web Console (3.5.3/3.5.4).

Stepl  Download the Upgrade File.

Step2  From the CAM web console, access the CAS management pages as follows:
a. Goto Device Management > CCA Servers> List of Servers
b. Click the Manage button for the CAS to upgrade. The CAS management pages appear.
c. Click the Misc tab. The Update form appears by default.

Step3  Click Browse to locate the upgrade file you just downloaded from Cisco Downloads, for example:
cca_upgrade 3.5.x.tar.gz (CAM/CAS release upgrade file), or
cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file)

Step4  Click the Upload button. Thisloads the upgrade file into the CAM’s upgrade directory for this CAS and
all CASesinthe List of Servers. (Note that at this stage the upgrade file is not yet physically on the
CAS.) Thelist of upgrade files will display the newly-uploaded upgrade file with its date and time of
upload, file name, and notes (if applicable).

Step5  Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. The CAS will show a status of “Not connected” in the List of Servers during
the upgrade. After the upgrade is complete, the CAS automatically reboots.

Note  When upgrading via web console only, the machine automatically reboots after upgrade.

Step6  Wait 2-5 minutes for the upgrade and reboot to complete.The CAS management pages will become
unavailable during the reboot, and the CAS will show a Status of “ Disconnected” in the List of Servers.

Step7  Accessthe CAS management pages again and click the Misc tab. The new software version and date will
be listed in the Current Version field. (See also Determining the Software Version)

Step8  Repeat steps 2, 5, 6 and 7 for each CAS managed by the CAM.
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The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT"). The “state after upgrade” should be free of any warning or error messages.

Upgrade CAS from CAS Web Console (3.5.3/3.5.4)

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Note

Step 7

Step 8

Step 9

Note

If running release 3.5(3) or 3.5(4), you must use the CAS direct web console to upgrade the CAS via
web. If running release 3.5(5) or above, you can follow the instructions to Upgrade CAS from CAS
Management Pages (3.5.5 and above), or optionally use the instructions below.

Download the Upgrade File.
To access the Clean Access Server’s direct access web admin console:

a. Openaweb browser and typethe | P address of the CAS'strusted (eth0) interfacein the URL/address
field, asfollows: https://<CAS_ethO_IP>/admin (for example, https://172.16.1.2/admin)

a. Accept the temporary certificate and log in as user aamin (default password is cisco123).

In the CAS web console, go to Administration > Software Update.

Click Browse to locate the upgrade file you just downloaded, for example:
cca_upgrade 3.5.x.tar.gz (CAM/CAS release upgrade file), or
cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAS-only patch upgrade file), or

Click the Upload button. This loads the upgrade file to the CAS and displaysit in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. The CAS will show a status of “Not connected” in the List of Servers during
the upgrade. After the upgrade is complete, the CAS will automatically reboot.

« If upgrading from 3.5(3), click Open to load the upgrade .tar.gz file as the Upload Patch File, then
click Update.

- When upgrading via web console only, the machine automatically reboots after upgrade.

Wait 2-5 minutes for the upgrade and reboot to complete. The CAS web console will become unavailable
during the reboot.

Access the CAS web console again and go to Administration > Software Update. The new software
version and date will belisted inthe Current Version field. (See also Determining the Software Version)

Repeat steps 2 to 8 for each CAS managed by the CAM.

The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “ state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT"). The “state after upgrade” should be free of any warning or error messages.
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Upgrade CAM from CAM Web Console

Step 1
Step 2

Step 3

Step 4

Step 5

Note

Step 6

Step 7

Note

After you have upgraded each CAS, upgrade your CAM as described below.

Download the Upgrade File.

Log into the web console of your Clean Access Manager as user admin (default password iScisco123),
and go to Administration > CCA Manager > System Upgrade.

Click Browse to locate the upgrade file you just downloaded from Cisco Downloads, for example:
cca_upgrade 3.5.x.tar.gz (CAM/CAS release upgrade file)
cca-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file)
cam-3.5.x-t0-3.5.x.y-upgrade.tar.gz (CAM-only patch upgrade file)

Click the Upload button. This loads the upgrade file to the CAM and displays it in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAM upgrade. After the upgrade is complete, the CAM will automatically reboot.

« If upgrading from 3.5(3), click Open to load the upgrade .tar.gz file as the Clean Access M anager
Patch File, then click Apply Patch.

« When upgrading via web console only, the machine automatically reboots after upgrade.

Wait 2-5 minutesfor the upgrade and reboot to complete. The CAM web console will become unavailable
during the reboot.

Accessthe CAM web console again. You should now seethe new version, “ Cisco Clean Access M anager
Version 3.5.x", at the top of the web console. (See also Determining the Software Version, page 8.)

The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT"). The “state after upgrade” should be free of any warning or error messages.
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Upgrade via Console/SSH

Use the instructions in this section to upgrade your standalone CAM/CAS using the standard
console/SSH upgrade procedure.

If running release 3.5(2) or below, you must use SSH to perform upgrade.

Starting from release 3.5(3) and above, the upgrade script allows you to upgrade directly to the latest
major version of 3.5(x) from release 3.2(6), 3.3(x). 3.4(x), and previous 3.5(x) versions. You cannot
upgrade directly to 3.5(x) from 3.1.

Your CAM/CAS must already be running 3.5(x) to apply the 3.5.11.1 patch upgrade. If running 3.4(x)
or below, you must upgrade to 3.5(x) first before you can apply the 3.5.11.1 patch.

For release 3.5 upgrades, a single file, cca_upgrade_3.5.x.tar.gz, is downloaded to each installation
machine. The upgrade script automatically determines whether the machine is a Clean Access Manager
(CAM) or Clean Access Server (CAS), and executes if the current system is running release 3.2(6) and
above.

Download the Upgrade File and Copy to CAM/CAS

Step 1
Step 2

Download the Upgrade File.

Copy thefile (with the .x in the filename corresponding to the proper version) to the Clean Access
Manager and Clean Access Server(s) respectively using WinSCP, SSH File Transfer or PSCP, as
described below.

If using WinSCP or SSH File Transfer (replace .x with minor upgrade version number):
a. Copy cca_upgrade 3.5.x.tar.gz to the /store directory on the Clean Access Manager.

b. Copy cca_upgrade_3.5.x.tar.gz to the /store directory on each Clean Access Server.

If using PSCP (replace .x with minor upgrade version number):
a. Open acommand prompt on your Windows computer.
b. Cd to the path where your PSCP resides (e.g, C:\Documents and Settings\desktop).

c. Enter thefollowing command to copy the file (replace .x with minor upgrade version number) to the
CAM:

pscp cca_upgrade 3.5.x.tar.gz root@ipaddress manager:/store
d. Enter thefollowing command to copy the file (replace .x with minor upgrade version number) to the
CAS (copy to each CAS):

pscp cca_upgrade_3.5.x.tar.gz root@ipaddress_server:/store

Perform SSH Upgrade on the CAM

Step 3

Connect to the Clean Access Manager to upgrade using Putty or SSH.
a. SSH to the Clean Access Manager.
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Login as the root user with root password (default password iS cisco123)
Change directory to /store:

cd /store
Uncompress the downloaded file (replace .x with minor upgrade version number):

tar xzvf cca upgrade 3.5.x.tar.gz
Execute the upgrade process (replace .x with minor upgrade version number):

cd cca upgrade 3.5.x
sh ./UPGRADE.sh

Note  With upgrade to release 3.5(10) and above, when upgrading the CAM, the script provides an additional
prompt to choose whether or not to upgrade the Clean Access Agent files inside the Clean Access
Manager. Choosing ves upgrades the Agent Setup Installation and Patch Installation files to the latest
Agent version bundled with the release (for example, Agent 3.5.13 for release 3.5(11)). Choosing no
leaves the original Agent Setup and Patch Installation files that were on your CAM prior to upgrade.

At the following prompt enter ¥ to upgrade the Agent on your CAM to the version bundled with the
CCA release, or enter N to keep the version of the Agent currently on your CAM.

Upgrade CCA Agent version to 3.5.x? (y/n)? [yl
When the upgrade is complete, reboot the machine at the prompt:

reboot

Perform SSH Upgrade on the CAS

Step4  Connect to the Clean Access Server to upgrade using Putty or SSH:

a
b.

C

SSH to the Clean Access Server.
Login as the root user with root password (default password is cisco123)/
Change directory to /store;

cd /store
Uncompress the downloaded file (replace .x with minor upgrade version number):

tar xzvf cca_upgrade 3.5.x.tar.gz
Execute the upgrade process (replace .x with minor upgrade version number):

cd cca upgrade 3.5.x
sh ./UPGRADE.sh

When the upgrade is complete, reboot the machine:

reboot

Repeat steps a-e for each CAS managed by the CAM.
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Upgrading High Availability Pairs
If upgrading an existing high-availability (failover) pair of Clean Access Managers or Clean Access
Servers to 3.5(x), you must use the instructions in this section.
This section describes the following:
« Accessing Web Consoles for High Availability
- Instructions for Upgrading High Availability CAM and CAS

Accessing Web Consoles for High Availability
CAM High Availability (failover) is configured in the CAM web console under Administration > CCA
Manager > Network & Failover | High Availability M ode
e ThePrimary CAM isthe CAM you configured as the HA-Primary when you initially set up HA.
» The Secondary CAM isthe CAM you configured as the HA-Standby when you initially set up HA.

CAS High Availability (failover) is configured in the CAS direct access web console under
Administration > Network Settings > Failover | Clean Access Server Mode.

» ThePrimary CASisthe CASyou configured in HA-Primary-M ode when you initially set up HA.

» The Secondary CAS isthe CAS you configured in HA-Standby-M ode when you initially set up
HA.

Determining Active and Standby Clean Access Manager

For a Clean Access Manager High-Availability pair:
« Access the primary CAM by opening the web console for the Primary’s | P address.
» Access the secondary CAM by opening the web console for the Secondary’s | P address.
The web console for the standby (inactive) CAM will only display the Administration module menu.

Determining Active and Standby Clean Access Server

For a Clean Access Server High-Availability pair:

» Access the primary CAS by opening a web console for the trusted-side (ethO) I P address of the
primary CAS:
https://<primary CAS (eth0)IP>/admin
For example, https://172.16.1.2/admin

» Access the secondary CAS by opening aweb console for the trusted-side (eth0) | P address of the
secondary CAS:

https://<secondary CAS (eth0)IP>/admin
For example, nttps://172.16.1.3/admin

For failover CAS pairs, Device Management > CCA Servers > List of Serversinthe CAM web
console displays the Service IP of the CAS pair first, followed by the IP address of the active CASin
brackets. When the secondary CAS takes over, its |P address will be listed in the brackets as the active
server.
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Instructions for Upgrading High Availability CAM and CAS

Thefollowing is the generally recommended way to upgrade an existing high-availability (failover) pair
of Clean Access Managers or Clean Access Servers.

A

Warning  Make sure to follow this procedure to prevent the database from getting out of sync.

~

Note  For details about CAS HA requirements, see also Supported Hardware and System Requirements for
Cisco NAC Appliance (Cisco Clean Access).

Stepl  SSH into each machine in the failover pair. Login as the root user with the root password (default is
ciscol23)

Step2  Verify that the upgrade package is present in the /store directory on each machine. (Refer to Download
the Upgrade File and Copy to CAM/CAS, page 105 for instructions.)

Step3  Determine which box is active, and which is in standby mode, and that both are operating normally, as
follows:

a. Untar the upgrade package in the /store directory of each machine (replace .x with minor upgrade
version number):

tar xzvf cca_upgrade 3.5.x.tar.gz
b. CD into the created “cca_upgrade_3.5.x” directory on each machine.

¢. Run the following command on each machine:

./fostate.sh
The results should be either “My node is active, peer nodeis standby” or “My node is standby, peer node
is active.” No nodes should be dead. This should be done on both boxes, and the results should be that
one box considers itself active and the other box considers itself in standby mode. Future referencesin
these instructions that specify “active” or “standby” refer to the results of this test as performed at this
time.

Note  The fostate.sh command is part of the upgrade script for 3.5(3) and above only. You can always
determine which box is active or standby by accessing the web console as described in Accessing Web
Consoles for High Availability, page 107.

Step4  Bring the box acting as the standby down by entering the following command via the SSH terminal:

shutdown -h now

Step5  Wait until the standby box is completely shut down.

Step6  CD intothecreated “cca_upgrade 3.5.x” directory on the active box (replace .x with minor upgrade the
version number, for example, cca_upgrade 3.5.11.1).

Step7  Run the following command on the active box:

./fostate.sh
Make sure this returns “My node is active, peer node is dead” before continuing.

Step8  Perform the upgrade on the active box, as follows:
a. Make sure the upgrade package is untarred in the /store directory on the active box.

b. Fromtheuntarred upgrade directory created on the active box (for example“cca_upgrade 3.5.11"):,
run the upgrade script on the active box:
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. /UPGRADE. sh

With upgrade to release 3.5(10) and above, when upgrading the CAM, the script provides an additional
prompt to choose whether or not to upgrade the Clean Access Agent files inside the Clean Access
Manager. Choosing ves upgrades the Agent Setup Installation and Patch Installation files to the latest
Agent version bundled with the release (for example, Agent 3.5.13 for release 3.5(11)). Choosing no
leaves the original Agent Setup and Patch Installation files that were on your CAM prior to upgrade.

Caution

Step 9

Step 10
Step 11
Step 12

A

For HA-CAM upgrade, make sure to use the same upgrade option for the CCA Agent on both the
HA-Primary and HA-Standby CAM.

c. At thefollowing prompt enter ¥ to upgrade the Agent on your active CAM to the version bundled
with the CCA release, or enter N to keep the current version of the Agent.

Upgrade CCA Agent version to 3.5.x? (y/n)? [yl
After the upgrade is completed, shut down the active box by entering the following command via the
SSH terminal:

shutdown -h now
Wait until the active box is done shutting down.

Boot up the standby box by powering it on.
Perform the upgrade to the standby box:
a. Make sure the upgrade package is untarred in the /store directory on the standby box.

b. CD into the untarred upgrade directory created on the standby box (replace .x with minor upgrade
version number, for example “cca_upgrade 3.5.11"):

cd cca upgrade 3.5.x

¢. Run the upgrade script on the standby box:

./UPGRADE. sh

Caution

Step 13

Step 14
Step 15

Note

For HA-CAM upgrade, make sure to use the same upgrade option for the CCA Agent on both the
HA-Primary and HA-Standby CAM.

d. At thefollowing prompt enter y to upgrade the Agent on the standby CAM to the version bundled
with the CCA release, or enter N to keep the version of the Agent.

Upgrade CCA Agent version to 3.5.x? (y/n)? [yl
Shut down the standby box by entering the following command via the SSH terminal:

shutdown -h now
Power up the active box. Wait until it is running normally and connection to the web console is possible

Power up the standby box.

There will be approximately 2-5 minutes of downtime while the servers are rebooting.
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Troubleshooting

This section discusses the following:
- No Web Login Redirect / CAS Cannot Establish Secure Connection to CAM
« CAM/CAS Support Logs
« Agent AV Rule Troubleshooting
e |E 7.0 Beta and Clean Access Agent
- Enable Debug Logging on the Clean Access Agent
» Recovering Root Password for CAM/CAS (Release 3.5.x or Below)
» Troubleshooting Switch Support Issues
» Troubleshooting Network Card Driver Support |ssues

» Other Troubleshooting Information

No Web Login Redirect / CAS Cannot Establish Secure Connection to CAM

« Clean Access Server is not properly configured, please report to your administrator

» Clean Access Server could not establish a secure connection to the Clean Access Manager at
<|P/domain>

Clean Access Server is not properly configured, please report to your administrator

A login page must be added and present in the system in order for both web login and Clean Access
Agent usersto authenticate. If adefault login page is not present, Clean Access Agent userswill see the
following error dialog when attempting login:

Clean Access Server is not properly configured, please report to your administrator
Toresolvethisissue, add adefault |ogin page on the CAM under Administration > User Pages> Login
Page > Add.

Clean Access Server could not establish a secure connection to the Clean Access Manager at <IP/domain>
The following client connection errors can occur if the CAS does not trust the certificate of the CAM,
or vice-versa:
« No redirect after web login— users continue to see the login page after entering user credentials.
- Agent users attempting login get the following error:

Clean Access Server could not establish a secure connection to the Clean Access
Manager at <IPaddress or domains>

These errors typically indicate one of the following certificate-related issues:
» Thetime difference between the CAM and CAS is greater than 5 minutes.
e Invalid IP address
e Invalid domain name
« CAM isunreachable
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To identify common issues:

1. Check the CAM’s certificate and verify it has not been generated with the IP address of the CAS:
(under Administration > CCA Manager > SSL Certificate > Export Certificate Request)

2. Check thetime set on the CAM and CAS. The time set on the CAM and the CAS must be 5 minutes
apart or less:
(under Administration > CCA Manager > System Time, and
Device Management > CCA Servers > Manage [CAS |IP] > Misc > Time

To resolve these issues:

1. Set the time on the CAM and CAS correctly first.

Regenerate the certificate on the CAS using the correct | P address or domain.
Reboot the CAS.

Regenerate the certificate on the CAM using the correct 1P address or domain.
Reboot the CAM.

o o~ LN

CAM/CAS Support Logs

Starting with release 3.5(3), there are two new Support L ogs web console pages for the CAM and CAS
to facilitate TAC support when a customer has issues. The Support L ogs page allows administrators to
combine a variety of system logs (such as information on open files, open handles, and packages) into
one tarball that can be sent to TAC to be included in the support case. Administrators should download
the following support logs from the CAM web console when sending their customer support request:

» Administration > CCA Manager > Support Logs
- Device Management > CCA Servers > | Paddress > Misc > Support L ogs

For releases prior to 3.5(3), contact TAC for assistance on manually creating the support logs.

Agent AV Rule Troubleshooting

To view administrator reports for the Clean Access Agent go to Device Management > Clean Access
> Clean Access Agent > Reports.

When troubleshooting AV Rules, please provide the following information:

Version of CAS, CAM, and Clean Access Agent.

Client OS version (e.g. Windows XP SP2)

Name and version of AV vendor product.

What is failing—AV installation check or AV update checks? What is the error message?
What is the current value of the AV def date/version on the failing client machine?

Wheat is the corresponding value of the AV def date/version being checked for on the CAM? (see
Device Management > Clean Access > Clean Access Agent > Rules > Agent-AV Support I nfo)

o g~ w NP

IE 7.0 Beta and Clean Access Agent

Internet Explorer 7.0 Betais not supported when using the Clean Access Agent. The Agent will not be
able to login and perform other operations if the user has |E 7.0 installed.
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Problem User sees“Invalid parameter: 87" error from the Windows API.
Solution Uninstall |E 7.0 Beta 2.
See also Web Browser Compatibility, page 8.

Enable Debug Logging on the Clean Access Agent
~

Note  For the 3.5.11 and above Agent:

» Theregistry key path changes from HKEY _LOCAL_MACHINE\Software\Cisco\Clean Access
Agent\ to HKEY_CURRENT_USER\Software\Cisco\Clean Access Agent\.

« The event.log path changes from the installation directory (e.g. C:\Program Files\Cisco
Systems\Clean Access Agent\event.log) to the user’s home directory (e.g. C:\Documents and
Settings\<username>\A pplication Data\CiscoCAA\event.log)

You can enable debug logging on the Clean Access Agent by adding a registry value on the client in
HK CU\Software\Cisco\Clean Access Agent\LogL evel with value “debug.”

The event log will be created in the directory <user home directory>\ Application Data\CiscoCAA\. You
can copy this event log to include it in a customer support case.

To generate the Clean Access Agent debug log:
1. Exit the Clean Access Agent on the client by right-clicking the taskbar icon and selecting Exit.

2. Edit the registry of the client by going to Start > Run and typing regedit in the Open: field of the
Run dialog. The Registry Editor opens.

3. IntheRegistry Editor, navigate to HKEY_ _CURRENT_USER\Software\Cisco\Clean Access Agent\

a~

Note  For 3.5.10 and below thisisHKEY_LOCAL_MACHINE\Software\Cisco\Clean Access Agent\

4, 1f “LogLevel” isnot already present in the directory, go to Edit > New > String Value and add a
String to the Clean Access Agent Key called LogLevel.

5. Right-click LogL evel and select Modify. The Edit String dialog appears.

6. Type debug in the Value data field and click OK (this sets the value of the LogL evel string to
“debug”).

7. Restart the Clean Access Agent by double-clicking the desktop shortcut.
8. Re-login to the Clean Access Agent.
9. When arequirement fails, click the Cancel button in the Clean Access Agent.

10. Take the resulting “event.log” file from the home directory of the current user (e.g. C:\Documents
and Settings\<username>\Application Data\CiscoCAA\event.log) and send it to TAC customer
support:

a. Open Start > Run
b. Inthe Open: field, type: sappDATA%/CiscocaA

c. You will find event.log file there.
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Note « For 3.5.10 and below, the event.log file is located in the Agent installation directory (e.g.
C:\Program Files\Cisco Systems\Clean Access Agent)).

« For 3.5.0 and below, the Agent installation directory is C:\Program Files\Cisco\Clean Access\.

11. Remove the newly added “LogLevel” string from the client registry by opening the Registry Editor,
navigating to HKEY_CURRENT_USER\Software\Cisco\Clean Access Agent\, right-clicking
LogL evel, and selecting Delete.

Recovering Root Password for CAM/CAS (Release 3.5.x or Below)

To recover the root password for CAM/CAS on release 3.5(x), you can use the Linux procedure to boot
to single user mode and change the root password:

1. Connect to the CAM/CAS machine via console.
2. Power cycle the machine.

3. After power-cycling, the GUI mode displays. Press Ctrl-x to switch to text mode. This displays a
“boot:” prompt.

At the prompt type: 1inux single. This boots the machine into single user mode.
Type: passwd.
Change the password.

N o o &

Reboot the machine using the reboot command.

Troubleshooting Switch Support Issues

To troubleshoot switch issues, see Switch Support for Cisco NAC Appliance.

Troubleshooting Network Card Driver Support Issues

For network card driver troubleshooting, see:

http://www.cisco.com/en/US/products/ps6128/products_device_support_table09186a008043a8d9.html
#wp44095

Other Troubleshooting Information

For general troubleshooting tips, see the following Technical Support webpage:
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html
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Documentation Updates

Table 31 Updates to Release Notes for Cisco Clean Access (NAC Appliance) Version 3.5(x)
Date Description

6/28/07 Added caveat CSCsd90433 to Open Caveats - Release 3.5.11.1, page 78

3/16/07 Moved caveat CSCsi07595 to Open Caveats - Release 3.5.11.1, page 78

3/9/07 Added caveat CSCsi07595 to address the DST 2007 fix

19-Jan-07 Release 3.5.11.1

» Updated Software Compatibility Matrixes, page 4

» Added Enhancements for Release 3.5.11.1, page 10

» Updated Supported AV Product List Versions, page 72
» Updated Open Caveats - Release 3.5.11.1, page 78

» Added Resolved Caveats - Release 3.5.11.1, page 78

» Added Recovering Root Password for CAM/CAS (Release 3.5.x or Below),
page 113

» Updated template and boilerplate information.

18-Aug-06 » Updated all switch support information to point to Switch Support for Cisco NAC
Appliance

» Updated general Cisco support boilerplate
14-Jul-06 Moved CSCse53459, page 79 to Open Caveats table for 3.5(11)

7-Jul-06 Updated Resolved Caveats - Release 3.5(11), page 79 (for CSCse53459)
27-Jun-06 Supported Switches for Cisco Clean Access, page 4 - updates for 4000/4500 and
6000/6500

26-Jun-06 Release 3.5(11)
» Updated Supported Switches for Cisco Clean Access, page 4

» Added Switch Support for CAS Virtual Gateway/VLAN Mapping (1B and OOB),
page 5
» Updated Software Compatibility, page 4

» Added Enhancements for Release 3.5(11), page 10

» Updated Clean Access Supported Antivirus Product List, page 64
» Added Resolved Caveats - Release 3.5(11), page 79

» Updated Troubleshooting, page 110

7-Mar-06 Release 3.5(10)

30-Jan-06 Release 3.5(9)

29-Nov-05 Release 3.5(8)

27-Oct-05 Release 3.5(7)

12-Oct-05 Release 3.5.6.1

12-Oct-05 Release 3.5.5.1
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Table 31 Updates to Release Notes for Cisco Clean Access (NAC Appliance) Version 3.5(x)

Date Description
28-Sep-05 Release 3.5(6)
6-Sep-05 Release 3.5.4.1
6-Sep-05 Release 3.5.3.2
6-Sep-05 Release 3.5.2.2
31-Aug-05 Release 3.5(5)
10-Aug-05 Release 3.5(4)
27-Jul-05 Release 3.5.3.1
20-Jul-05 Release 3.5(3)
15-Jun-05 Release 3.5.2.1
2-Jun-05 Release 3.5(2)
20-May-05 |Release 3.5(1)
14-Apr-05 Release 3.5(0)

Related Documentation

For the latest updates to Cisco NAC Appliance (Cisco Clean Access) documentation on Cisco.com see:
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html
or simply http://www.cisco.com/go/cca
» Cisco Clean Access Installation Quick Start Guide, Release 3.5
» Cisco Clean Access Manager Installation and Administration Guide, Release 3.5
» Cisco Clean Access Server Installation and Administration Guide, Release 3.5
» Release Notes for Cisco Clean Access Version 3.5(x)
» Supported Hardware and System Requirements for Cisco NAC Appliance (Cisco Clean Access)
» Switch Support for Cisco NAC Appliance
See the latest updates to the 3.5(x) Cisco Clean Access documentation at:

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca3s/index.htm

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. This section explains the
product documentation resources that Cisco offers.

Cisco.com

You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport
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You can access the Cisco website at this URL:
http://www.cisco.com
You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Product Documentation DVD

The Product Documentation DV D isalibrary of technical product documentation on a portable medium.
The DV D enables you to access installation, configuration, and command guides for Cisco hardware and
software products. With the DVD, you have access to the HTML documentation and some of the

PDF files found on the Cisco website at this URL :

http://www.cisco.com/univercd/home/home.htm

The Product Documentation DVD is created and released regularly. DV Ds are available singly or by
subscription. Registered Cisco.com users can order a Product Documentation DVD (product number
DOC-DOCDV D= or DOC-DOCDVD=SUB) from Cisco Marketplace at the Product Documentation
Store at this URL:

http://www.cisco.com/go/marketplace/docstore

Ordering Documentation

You must be aregistered Cisco.com user to access Cisco Marketplace. Registered users may order Cisco
documentation at the Product Documentation Store at this URL:

http://www.cisco.com/go/marketplace/docstore
If you do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Documentation Feedback

You can provide feedback about Cisco technical documentation on the Cisco Support site area by
entering your comments in the feedback form available in every online document.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/U S/products/products_security_vulnerability _policy.html
From this site, you will find information about how to do the following:

- Report security vulnerabilities in Cisco products

- Obtain assistance with security incidents that involve Cisco products

» Register to receive security information from Cisco
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Product Alerts and Field Notices 1l

A current list of security advisories, security notices, and security responses for Cisco productsis
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Ciscoiscommitted to delivering secure products. Wetest our productsinternally before werelease them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

- For emergencies only — security-al ert@cisco.com

An emergency is either acondition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

» For nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone;
- 1877 228-7302
» 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use arevoked encryption key or an expired encryption key. The correct public key to use in your
correspondence with PSIRT is the one linked in the Contact Summary section of the Security
Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products_security vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT to find other means of encrypting the data before sending
any sensitive material.

Product Alerts and Field Notices

M odificationsto or updates about Cisco products are announced in Cisco Product Alertsand Cisco Field
Notices. You can receive these announcements by using the Product Alert Tool on Cisco.com. This tool
enables you to create a profile and choose those products for which you want to receive information.

To access the Product Alert Tool, you must be aregistered Cisco.com user. Registered users can access
the tool at this URL:

| oL-7564-01
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M Obtaining Technical Assistance

http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do? ocal=en
To register as a Cisco.com user, go to this URL:

http://tools.cisco.com/RPF/register/register.do

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The

Cisco Support website on Cisco.com features extensive online support resources. In addition, if you
have avalid Cisco service contract, Cisco Technical Assistance Center (TAC) engineers provide
telephone support. If you do not have avalid Cisco service contract, contact your reseller.

Cisco Support Website

Note

Tip

The Cisco Support website provides online documents and tools for troubleshooting and resolving
technical issues with Cisco products and technologies. The website is available 24 hours a day at
this URL:

http://www.cisco.com/en/US/support/index.html

Accessto all toolson the Cisco Support website requires a Cisco.com user 1D and password. If you have
avalid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Before you submit arequest for service online or by phone, use the Cisco Product Identification Tool
to locate your product serial number. You can access this tool from the Cisco Support website

by clicking the Get Tools & Resources link, clicking the All Tools (A-Z) tab, and then choosing
Cisco Product Identification Tool from the alphabetical list. Thistool offers three search options:

by product ID or model name; by tree view; or, for certain products, by copying and pasting show
command output. Search results show an illustration of your product with the serial number |abel
location highlighted. Locate the serial number label on your product and record the information
before placing a service call.

Displaying and Searching on Cisco.com

If you suspect that the browser is not refreshing a web page, force the browser to update the web page
by holding down the Ctrl key while pressing F5.

To find technical information, narrow your search to ook in technical documentation, not the
entire Cisco.com website. After using the Search box on the Cisco.com home page, click the
Advanced Search link next to the Search box on the resulting page and then click the
Technical Support & Documentation radio button.

To provide feedback about the Cisco.com website or a particular technical document, click
Contacts & Feedback at the top of any Cisco.com web page.
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Submitting a Service Request

Using the online TAC Service Request Tool isthefastest way to open S3 and S4 servicerequests. (S3 and
4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411
Australia: 1 800 805 227
EMEA: +32 2704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is“down” or thereisacritical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network isimpaired while most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.
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Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis available from various online
and printed sources.

The Cisco Online Subscription Center is the website where you can sign up for avariety of Cisco
e-mail newsletters and other communications. Create a profile and then select the subscriptions that
you would like to receive. To visit the Cisco Online Subscription Center, go to this URL:

http://www.cisco.com/offer/subscribe

The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice ayear and includes
thelatest Cisco channel product offerings. To order and find out more about the Cisco Product Quick
Reference Guide, go to this URL :

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes awiderange of general networking, training, and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Internet Protocol Journal isaquarterly journal published by Cisco for engineering professionals
involved in designing, developing, and operating public and private internets and intranets. You can
access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco, as well as customer support services, can be obtained at
this URL:

http://www.cisco.com/en/U S/products/index.html

Networking Professionals Connection is an interactive website where networking professionals
share gquestions, suggestions, and information about networking products and technologies with
Cisco experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

“What's New in Cisco Documentation” is an online publication that provides information about the
latest documentation releases for Cisco products. Updated monthly, this online publication is
organized by product category to direct you quickly to the documentation for your products. You
can view the latest release of “What's New in Cisco Documentation” at this URL:

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm

World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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This document is to be used in conjunction with the documents listed in Related Documentation, page 115.
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