
 
P r o b l e m  D e s c r i p t i o n 
A recently published Cisco NAC rule contained a bug that may result in a loss of service 
for NAC S ervers ( Clean Access S ervers or CAS ) . Customers w ith NAC M anagers ( Clean 
Access M anagers or CAM )  w hich updated their Cisco U pdates rule-sets betw een 
3 : 15 AM  P S T  11/11/2 0 0 8  and 11: 15 AM  P S T  11/11/2 0 0 8  are affected and subseq uent 
updates w ill not be dow nloaded. T he affected version of the rule is O S  D etection 
F ingerprint V ersion 7 .  
 
B y default a NAC M anager installed w ithin a customer environment w ill automatically 
poll Cisco U pdates for O perating S ystem detection fingerprinting.  
 
Note:  ‘ O S  D etection F ingerprint’  is referred to as ‘ O S D F ’  for the remainder of this 
document. NAC M anager and CAM  as w ell as NAC S erver and CAS  are synonymous 
and are used interchangeably throughout this document. 
 
B a c k g r o u nd  
O S D F  version 7  has a softw are bug that may result in a loss of service for NAC S ervers. 
T his version has been removed from the update server.  
T his documentation is intended to be a complete step-by-step procedure for repairing any 
impacted O S D F  v7  NAC Appliances.  P lease contact Cisco T echnical Assistance Center 
if you ex perience anything not covered by this procedure. 
 
T his field notice affects only customers w ith O S  D etection F ingerprint ( O S D F )  V ersion 7  
on their NAC M anagers. Customers w ith O S D F  V ersion 6 and prior or V ersion 8  and 
later on their NAC M anagers are not affected. 
 
P r o b l e m  S y m p t o m  
a)  A NAC M anager w hich dow nloads O S D F  version 7  w ill subseq uently stop receiving 
new  rules and check s published via Cisco U pdates.  
 
b)  A new  NAC S erver added to the NAC M anager w ith O S D F  version 7  w ill not be 
displayed in the NAC M anager U I .  
 
c)  Any NAC S erver that disconnects from the NAC M anager w ith O S D F  version 7  
cannot be re-connected.  
 
d)  A 5 0 3  E rror appears and block s H T T P  access to the NAC M anager U I  if the NAC 
M anager w ith O S D F  version 7  is in H igh Availability mode and fails over.  
 
e)  T his issue affects all releases of Cisco NAC Appliance S oftw are ( Cisco Clean Access 
S oftw are) .  
 
 
 



P r o b l e m  V e r i f i c a t i o n 
P lease verify the version of O S D F  currently installed on your NAC M anager w hether 
you’ re ex periencing any of the above symptoms or not. V erification can be done through 
a standard w eb brow ser and is not business impacting. 
 
V erification steps:  
 
1. L og into NAC M anager interface via standard w eb brow ser 
 
2 . Navigate to D e v i c e  M a na g e m e nt  >  C l e a n A c c e s s  >  U p d a t e s  >  S u m m a r y  
 
3 . Compare your screen to the screen below . I f O S  D etection fingerprint:  7  is displayed,  
your system req uires repair. T he remediation steps req uired I S  business impacting. Cisco 
recommends a scheduled maintenance w indow  before proceeding. 
 

  
4. I f your current O S D F  update lists any version other than 7  your NAC solution is not 
impacted. No further action is req uired. 
 
R e s o l u t i o n 
AT T E NT I O N:  T his resolution involves restarting your NAC system and should only be 
attempted during a scheduled maintenance w indow . T he ex pected resolution time is 
roughly 2 0  minutes for NAC M anager and NAC S erver pair. F or each additional NAC 
S erver pair add 5  minutes. P lease do not begin any part of the follow ing resolution 
procedure until you have appropriately planned for the ex pected dow n time. 
 
CCO  login w ill be req uired to access the dow nload. P lease have all of your service 
contract information on hand to begin. Y ou can find additional information on S ervice 
Contracts in the footnote section of this document. I f at any time you have difficulty w ith 
this procedure please open a service req uest w ith Cisco T echnical Assistance center:  
 
http: //tools.cisco.com/S erviceR eq uestT ool/create/launch.do 



 
P r e p a r a t i o n 
1. F rom your w ork station please close all open applications and dow nload the file:  
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2 . U pload the patch file in to the /store directory on each NAC M anager in your 
environment using S F T P /S CP  as per Cisco' s normal NAC patching process.  
P lease note your NAC Console administrative credentials w ill be req uired to complete 
the copy. F ollow  the instructions for your S S H  capable file transfer utility for the 
necessary steps to provide them. 
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4. V erify each of your NAC units has properly copied by entering the follow ing 
command at the /store directory:  
 
l s  
 
Y ou should see $ � � 	 � �� � � � % & ' ( & ) � � � � � � * �� � � � � � �� 
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5 . E x tract the contents of the dow nloaded patch file by running the follow ing command:  
 
t a r  x v z f  P a t c h -C S C s v 6 9 4 6 2 . t a r . g z   
 
 

 
 
 
 
T his w ill ex tract one file - CAM S igP atch.sh in the /store folder as show n above. 
 



6. V erify that the file has been properly ex tracted to the /store directory w ith the 
follow ing command:  
 
l s  
 
Y ou should see CAM S igP atch.sh listed under the /store directory. 
 
I f you do not see this file please verify that steps 1-5  in this section completed properly. 
 
NAC Manager (CAM) Repair:  
1.    S S H  to the NAC M anager ( Active CAM  for H A setup)  .   
U se the follow ing command to verify that you are logged into the Active NAC M anager:  
 
/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
F or the Active NAC M anager the command should respond w ith:  
M y node is active,  peer node is standby 
 
2 .   Change directory to /store and use the follow ing commands to start the 
CAM S igP atch.sh script on the Active NAC M anager from the /store folder as follow s:   
 
c d  / s t o r e  
. / C A M S i g P a t c h . s h  
 
3 .   E x ecuting the above command returns one of the follow ing:  
I f the NAC M anager w as not impacted you w ill receive the follow ing message:  
 
" T h i s  C A M  i s  no t  a f f e c t e d  b y  t h e  b a d  O S  f i ng e r p r i nt  s i g na t u r e ! "  
 
No other action is req uired for this appliance. P lease continue to check  remaining NAC 
components. 
 
I f your NAC M anager w as impacted you w ill receive the follow ing message:  
 
“ T h i s  C A M  i s  a f f e c t e d  b y  t h e  b a d  O S  f i ng e r p r i nt !   
D o  y o u  w a nt  t o  c o nt i nu e  t o  c l e a n t h e  b a d  O S  f i ng e r p r i nt  o n t h i s  C A M ?  ( y / n) ?  [ y ] ? ”  
 
Note:  I f you do not see either message please verify that steps 1-6 in the P reparation 
section above completed properly.  
 
4. E nter ‘ y ’  at the prompt to continue,  enter ‘ n’  to abort this procedure.  
 
5 . T he console w ill display ‘ C l e a ni ng  s u c c e s s f u l l y  c o m p l e t e d ’  follow ing ex ecution of 
the script and cleanup of the NAC M anager.  
 



E x pected time to clean is typically less than one minute. I f after ten minutes you have not 
received a success message or you receive any other message back  please contact the 
Cisco T echnical Assistance Center. 
 
N o t e : D o  no t  r e s t a r t  e i t h e r  t h e  A c t i v e  o r  S t a nd b y  M a na g e r  a t  t h i s  t i m e .  Y o u  m u s t  
f i r s t  c o m p l e t e  N A C  S e r v e r  R e p a i r  b e f o r e  i ni t i a l i z i ng  a  r e s t a r t .  
 
6. Continue to step 7  if you are running a redundant ( H A)  configuration. S k ip to NAC 
S erver Cleaning if you only have a single NAC M anager.  
 
7 . S S H  to the S tandby NAC M anager.   
U se the follow ing command to verify that you are logged into the S tandby NAC 
M anager:  
 
 / p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
T he command should respond w ith:  
M y node is standby,  peer node is active 
 
8 . Change directory to /store and use the follow ing commands to start the 
CAM S igP atch.sh script on the S tandby NAC M anager from the /store folder as follow s:   
 
c d  / s t o r e  
. / C A M S i g P a t c h . s h  
 
9 . E x ecuting the above command returns one of the follow ing:  
I f the NAC M anager w as not impacted you w ill receive the follow ing message:  
 
" T h i s  C A M  i s  no t  a f f e c t e d  b y  t h e  b a d  O S  f i ng e r p r i nt  s i g na t u r e ! "  
 
No other action is req uired for this appliance. P lease continue to check  remaining NAC 
components. 
 
I f the NAC M anager w as impacted you w ill receive the follow ing message:  
 
“ T h i s  C A M  i s  a f f e c t e d  b y  t h e  b a d  O S  f i ng e r p r i nt !   
D o  y o u  w a nt  t o  c o nt i nu e  t o  c l e a n t h e  b a d  O S  f i ng e r p r i nt  o n t h i s  C A M ?  ( y / n) ?  [ y ] ? ”  
 
Note:  I f you do not see either message please verify that steps 1-6 in the P reparation 
section above completed properly. 
  
10 .  E nter ‘ y ’  at the prompt to continue,  enter ‘ n’  to abort this procedure. 
 
11.  T he console w ill display ‘ C l e a ni ng  s u c c e s s f u l l y  c o m p l e t e d ’  follow ing ex ecution of 
the script and cleanup of the NAC M anager. 
  



E x pected time to clean is typically less than one minute. I f after ten minutes you have not 
received a success message or you receive any other message back  please contact the 
Cisco T echnical Assistance Center. 
 
N o t e : D o  no t  r e b o o t  t h e  S t a nd b y  N A C  M a na g e r  a t  t h i s  t i m e .  
 
12 . Continue to NAC S erver R epair 
 
NAC S erv er (CAS ) Repair: 
P lease ensure that you have completed the previous steps for NAC M anager ( CAM )  
R ecovery before you proceed 
 
1.    S S H  to the Active NAC S erver.   
U se the follow ing command to verify that you are logged into the Active NAC S erver:  
 
/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
T he command should respond w ith:  
M y node is active,  peer node is standby 
 
2 .    R eboot the active NAC S erver by ex ecuting the follow ing command 
s e r v i c e  p e r f i g o  r e b o o t  
W ait 5  to 10  minutes for the NAC S erver to complete the boot cycle. T his w ill become 
standby NAC server. M ak e sure it becomes standby by check ing via the command  
 / p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h . 
 
T he command should respond w ith:  
M y node is standby,  peer node is active 
 
3 .    Now  reboot the new  active NAC S erver. U se the follow ing command to verify that 
you are logged into the Active NAC S erver:  
 
/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
T he command should respond w ith:  
M y node is active,  peer node is standby 
 
4.   R eboot the active NAC S erver by ex ecuting the follow ing command 
s e r v i c e  p e r f i g o  r e b o o t  
W ait 5  to 10  minutes for the NAC S erver to complete the boot cycle. T his w ill become 
standby NAC server. M ak e sure it becomes standby by check ing via the command  
 / p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h . 
 
T he command should respond w ith:  
M y node is standby,  peer node is active 
 



4.    R epeat steps 1-4 for each NAC S erver pair in the environment.  
 
  
 
F inal  S t eps :  
 
Note:  F or a S tandalone NAC M anager setup,  proceed directly to step 3  
 
1.   S S H  to the S tandby NAC M anager.   
U se the follow ing command to verify that you are logged into the S tandby NAC 
M anager:  
  
/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
T he command should respond w ith:  
M y node is standby,  peer node is active 
 
2 .   E x ecute the s e r v i c e  p e r f i g o  s t o p  command 
  
3 .  S S H  to the active NAC M anager and use the follow ing command to verify the standby 
peer is dead.   

 
/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
T he command should respond w ith:  
M y node is active,  peer node is dead 
 
4. R estart the active NAC M anager by issuing the follow ing command:  
 
s e r v i c e  p e r f i g o  r e b o o t  
 
W ait 5  to 10  minutes for the NAC M anager to complete the boot cycle. 
 
5 . L og into the Active NAC M anager interface w ith a standard w eb brow ser. 
 
6. Navigate to D e v i c e  M a na g e m e nt  >  C l e a n A c c e s s  >  U p d a t e s  >  S u m m a r y  
T he O S  D etection F ingerprint version should show  6  as below : 
 



 
 
 
7 . Navigate to D evice M a na g e m e nt >  C l e a n A c c e s s  >  U p d a t e s  >  U p d a t e .  Click  on the 
update button to get the latest update. T his may tak e up to 10  minutes. 
 
8 . Navigate to D e v i c e  M a na g e m e nt  >  C l e a n A c c e s s  >  U p d a t e s  >  S u m m a r y  
Confirm the O S  D etection F ingerprint id is set to 8.  
 

  
 
 
9 . I f your current O S D F  update lists any version other than 8  please verify all previous 
steps have been completed properly. 
 
10 . S S H  to the S t a nd b y  NAC M anager and ex ecute the follow ing command to 
reinitializ e the NAC M anager:  
 
s e r v i c e  p e r f i g o  s t a r t  
 
F inal  V erif ic at io n 
1.V erify that all NAC Appliances are in their ex pected H A state. S S H  to each and 
ex ecute the follow ing command:  



/ p e r f i g o / c o m m o n/ b i n/ f o s t a t e . s h  
 
2 . L og into the Active NAC M anager interface w ith a standard w eb brow ser. 
 
3 . Navigate to D e v i c e  M a na g e m e nt > C C A  S e r v e r s  
  
4. V erify management connectivity of all NAC S ervers from the NAC M anager U I  by 
click ing on the ‘ M anage’  button listed nex t to each of the listed NAC S ervers.  
. 

  
5 .  I f the NAC S erver is properly connected click ing the ‘ M anage’  button w ill display the 
S erver P roperties screen as show n below :  
 

  
6.  I f you are not able to see the property screen as show n above,  then go to back  to N A C  
S e r v e r  ( C A S )  R e p a i r  section of this document and verify the process again  
 
 
Footnote 
Customers with Service Contracts 
Customers with contracts should obtain upgraded software through their 
regular update channels. F or most customers,  this means that upgrades 
should be obtained through the S oftware Center on Cisco' s worldwide 
website at http: / / www.cisco.com. 
 Customers using  T hird  P arty  Sup p ort O rg aniz ations 
Customers whose Cisco products are prov ided or maintained through prior 
or ex isting agreements with third-party  support organiz ations,  such as 
Cisco P artners,  authoriz ed resellers,  or serv ice prov iders should contact 



that support organiz ation for guidance and assistance with the appropriate 
course of action in regards to this adv isory . 
T he effectiv eness of any  work around or fix  is dependent on specific 
customer situations,  such as product mix ,  network  topology ,  traffic 
behav ior,  and organiz ational mission. D ue to the v ariety  of affected 
products and releases,  customers should consult with their serv ice 
prov ider or support organiz ation to ensure any  applied work around or fix  is 
the most appropriate for use in the intended network  before it is deploy ed. 
 Customers without Service Contracts 
Customers who purchase direct from Cisco but do not hold a Cisco serv ice 
contract,  and customers who purchase through third-party  v endors but are 
unsuccessful in obtaining fix ed software through their point of sale should 
acq uire upgrades by  contacting the Cisco T echnical A ssistance Center 
( T A C) . T A C contacts are as follows. 
 + 1  8 0 0  5 5 3  2 4 4 7  ( toll free from within N orth A merica)   
 + 1  4 0 8  5 2 6  7 2 0 9  ( toll call from any where in the world)   
 e-mail:  tac@ cisco.com  
Customers should hav e their product serial number av ailable and be 
prepared to giv e the U R L  of this notice as ev idence of entitlement to a free 
upgrade. F ree upgrades for non-contract customers must be req uested 
through the T A C. 
 
R efer to 
http: / / www.cisco.com/ en/ U S / support/ tsd_ cisco_ worldwide_ contacts.html 
for additional T A C contact information,  including localiz ed telephone 
numbers,  and instructions and e-mail addresses for use in v arious 
languages. 
 


