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= CHAPTER

Getting Started with the Cisco IronPort
Email Security Plug-in

This chapter contains the following sections:

What’s New in this Release, page 1-1
Supported Configurations, page 1-2
How to Use This Guide, page 1-3

Cisco IronPort Email Security Plug-in Overview, page 1-8

What's New in this Release

This release includes the following new features:

Support for Cisco IronPort Desktop Encryption. Desktop encryption uses
an SDK to encrypt email from within your email program. You may want to
use this if you want “end-to-end” encryption (with Flag encryption, the email
is encrypted after it exits the mail server, so emails routed within your
company are not encrypted). This form of encryption is particularly useful if
you want to send encrypted email within your organization. For example, a
member of the financial services group needs to send a secure financial report
to the company CEO, she would choose Desktop Encryption to ensure that
the document is secured at her desktop before being sent to the CEO.

[ oL-22158-02
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¢ Support for Multiple Languages. The Cisco IronPort Email Security
Plug-in can now be viewed in the following languages: German, English,
Spanish, French, Japanese and Chinese (traditional). The Administrator can
select the language from the Cisco IronPort Email Security Plug-in main
menu.

¢ Saved Desktop Encryption passwords. End users can configure the plug-in
to remember their encryption passwords so that they do not need to re-enter
passwords every time they open encrypted messages.

¢ Desktop Encryption Secure Envelope Options. End users can configure
multiple options for the encrypted email they send.

Default Expiration dates. An expiration date for the email. If the mail
is not opened within a specified period of time, the encrypted message
expires.

Default Read-by date. This option specifies the default duration, in
days, by which the recipient is expected to read the message. If the
message is not read, the sender is notified. The sender could then choose
to delete the message or take other actions.

-Request a Decryption Notification. When this option is chosen, a
notification is sent to the sender once the recipient has decrypted the
message.

Language Options for Notification Text. You can select the language
to use for the notification text that the recipient will view when he or she
receives an encrypted envelope. You can choose from German, English,
Spanish, French, Japanese and Chinese (traditional).

Supported Configurations

The following configurations are supported:

Cisco IronPort Email Outlook 2003 | Outlook 2007 Outlook 2010 Outlook 2010
Security Plug-in 7.2.x (32 bit) (32 bit) (32 bit) (64 bit)

XP 32 bit certified certified certified not supported
XP 64 bit compatible compatible compatible not supported
Vista 32 bit certified certified certified not supported
Vista 64 bit compatible certified certified not supported
Win 7 32 bit certified certified certified not supported

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Cisco IronPort Email Outlook 2003 | Outlook 2007 Outlook 2010 Outlook 2010
Security Plug-in 7.2.x (32 bit) (32 bit) (32 bit) (64 bit)

Win 7 64 bit compatible certified certified not supported
Citrix not supported | not supported not supported not supported

Related Documents

To use the Encryption plug-in, you need to have a Cisco IronPort Encryption
appliance running and properly configured to work with the Encryption plug-in.
To understand how to configure the Cisco IronPort Encryption appliance, you
may want to review the following guides:

e [ronPort Encryption Appliance Installation Guide. This guide provides
instructions for installing and configuring email encryption, and it may help
you to understand how to configure your encryption appliance settings to
work with the plug-in settings you configure.

To better understand how Cisco IronPort Email Security works, you may want to
review some basic information about how email is classified as spam, virus, or as
non-spam. For more details on these subjects, you may want to review the
following guide:

e Cisco IronPort AsyncOS for Email Configuration Guide. This guide contains
information on spam and virus protection. Users can improve the efficacy of
the SenderBase network by employing the spam and virus plug-in. When
users marks an email as “spam,” “virus,” or “not spam,” they can train the
filters to become more effective and improve the performance of all Cisco
IronPort appliances.

How to Use This Guide

Use this guide as a resource to learn about the features in your Cisco IronPort
Email Security Plug-in. The topics are organized in a logical order, but you might
not need to read every chapter in the book. Review the Table of Contents and the
section called How This Book Is Organized, page 1-5 to determine which chapters
are relevant to your particular configuration.

[ oL-22158-02
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This guide is distributed electronically as a PDF. The electronic versions of the
guide are available on the Cisco IronPort Customer Support Portal. You can also
access an HTML online help tool in the appliance GUI by clicking Tools >
Options > Cisco Email Security, and clicking the Help button in Outlook, and
clicking Actions > Cisco Email Security.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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How This Book Is Organized

Chapter 1, “Getting Started with the Cisco IronPort Email Security Plug-in”
provides an introduction to the Cisco IronPort Security plug-in and defines its key
features and role in network security configurations. New features of the current
release are described along with information about other resources for
information and support contact information.

Chapter 2, “Overview” introduces the Reporting Plug-in and the Encryption
plug-in. This section provides an overview of each of these tools.

Chapter 3, “Performing a Mass Installation” describes how to perform a mass
installation. The instructions provide steps for creating a response file, running
the install, and files you may wish to modify prior to installation.

Chapter 4, “Configuring and Using the Cisco IronPort Email Security Plug-in for
Outlook” provides instructions for configuring the Cisco IronPort Email Security
Plug-in for Outlook. It includes steps for configuring the reporting plug-in and the
encryption plug-in.

Appendix A, “Cisco IronPort Systems, LLC Software License Agreement”
contains detailed information about the licensing agreements for Cisco IronPort
products.

Where to Find More Information

IronPort offers the following resources to learn more about the Cisco IronPort
Email Security Plug-in.

Security Training Services & Certification

Cisco Security Training Services deliver exceptional education and training for

Cisco security products and solutions. Through a targeted curriculum of technical
training courses, the program provides up-to-date knowledge and skills transfer

to different audiences.

Use one of the following methods to contact Cisco Security Training Services:
Training. For question relating to registration and general training:

® http://training.ironport.com

e stbu-trg@cisco.com

[ oL-22158-02
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Certifications. For questions relating to certificates and certification exams:
® http://training.ironport.com/certification.html

e stbu-trg@cisco.com

Knowledge Base

You can access the Cisco IronPort Knowledge Base on the Cisco IronPort
Customer Support site at the following URL:

http://www.cisco.com/web/ironport/knowledgebase.html

The Knowledge Base contains a wealth of information on topics related to Cisco
IronPort products.

Articles generally fall into one of the following categories:

e How-To. These articles explain how to do something with a Cisco IronPort
product. For example, a how-to article might explain the procedures for
backing up and restoring a database for an appliance.

¢ Problem-and-Solution. A problem-and-solution article addresses a
particular error or issue that you might encounter when using a Cisco IronPort
product. For example, a problem-and-solution article might explain what to
do if a specific error message is displayed when you upgrade to a new version
of the product.

¢ Reference. Reference articles typically provide lists of information, such as
the error codes associated with a particular piece of hardware.

¢ Troubleshooting. Troubleshooting articles explain how to analyze and
resolve common issues related to Cisco IronPort products. For example, a
troubleshooting article might provide steps to follow if you are having
problems with DNS.

Cisco Support Community

Cisco Support Community is an online forum for Cisco customers, partners, and
employees. It provides a place to discuss general email and web security issues,
as well as technical information about specific Cisco products. You can post
topics to the forum to ask questions and share information with other Cisco and
Cisco IronPort users.

You access the Cisco Support Community at the following URL:

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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https://supportforums.cisco.com

Cisco IronPort Customer Support

~

Note

You can request our support by phone, email, or online 24 hours a day, 7 days a
week.

The level of support available to you depends upon your service level agreement.
Cisco IronPort Customer Support service level agreement details are available on
the Support Portal. Check this page for details about your level of support.

To report a critical issue that requires urgent assistance outside of Customer
Support hours, contact Cisco IronPort using one of the following methods:

U.S. Toll-free: 1 (877) 646-4766
Support Site: http://www.cisco.com/web/ironport/index.html

If you purchased support through a reseller or another supplier, please contact that
supplier directly with your product support issues.

Third Party Contributors

Some software included within IronPort AsyncOS is distributed under the terms,
notices, and conditions of software license agreements of FreeBSD, Inc.,
Stichting Mathematisch Centrum, Corporation for National Research Initiatives,
Inc., and other third party contributors, and all such terms and conditions are
incorporated in IronPort license agreements.

The full text of these agreements can be found here:
https://support.ironport.com/3rdparty/AsyncOS_User_Guide-1-1.html.

Portions of the software within IronPort AsyncOS is based upon the RRDtool
with the express written consent of Tobi Oetiker.

Portions of this document are reproduced with permission of Dell Computer
Corporation. Portions of this document are reproduced with permission of
McAfee, Inc. Portions of this document are reproduced with permission of
Sophos Plc.

[ oL-22158-02
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Cisco IronPort Welcomes Your Comments

The Cisco IronPort Technical Publications team is interested in improving the
product documentation. Your comments and suggestions are always welcome.
You can send comments to the following email address:

docfeedback@ironport.com

Cisco IronPort Email Security Plug-in Overview

The Cisco IronPort Email Security Plug-in installs reporting and encryption
menus onto Outlook Email. The reporting plug-in enables users to submit
feedback about the type of mail they receive (for example, users can report spam,
phishing, and virus emails), and the encryption plug-in places an “encrypt
message” button on the toolbar which enables users to either send encrypted email
from their email programs or to flag the email to be encrypted before it leaves
their organizations.

When the Cisco IronPort Email Security Plug-in is installed, it enables
components on anOutlook mail client. This single interface allows end-users to
seamlessly report emails or send encrypted email. Combining these plug-ins
simplifies installation and provides a single interface for users and Administrators
to install and modify.

The reporting and encryption plug-ins provide a convenient interface that enables
you to submit feedback and send encrypted messages by using toolbar buttons and
right-click context menus. If you are using the reporting plug-in to report a
message, a dialog box appears indicating that the message was submitted. The
Encryption Plug-in places an Encrypt Message button in the menu bar of an
email message to provide an easy way for senders to email encrypted messages.
The Encryption plug-in requires the presence and proper configuration of a Cisco
IronPort Encryption appliance.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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The Cisco IronPort Email Security Plug-in framework supports several Cisco
IronPort Email Security Plug-ins, including the Reporting plug-in and the
Encryption plug-in.

This chapter contains the following sections:
e The Cisco IronPort Email Security Plug-in, page 2-9
e Installing the Plug-in, page 2-11

e Configuring Settings for the Cisco IronPort Email Security Plug-in,
page 2-11

The Cisco IronPort Email Security Plug-in

The Cisco IronPort Email Security Plug-in consists of two commonly used email
security plug-ins: the Reporting plug-in and the Encryption plug-in. You may
deploy the Cisco IronPort Email Security Plug-in on your Outlook email program.
When you deploy the Cisco IronPort Email Security Plug-in, it installs one or both
of the following applications:

¢ The Reporting Plug-in. The Reporting Plug-in enables Outlook users to
submit feedback to Cisco IronPort Systems about unsolicited and unwanted
email messages, such as spam, viruses, and phishing messages. For details,
see The Reporting Plug-in, page 2-10.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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¢ The Encryption Plug-in. The Encryption Plug-in places an Encrypt Message
button in the menu bar of an email message to provide an easy way for a
sender to mark a message to be encrypted. For details, see The Encryption
Plug-in, page 2-10.

The Reporting Plug-in

The Reporting Plug-in enables Outlook users to submit feedback to Cisco
IronPort Systems about unsolicited and unwanted email messages, such as spam,
viruses, and phishing messages. Cisco IronPort uses this feedback to update its
filters to stop unwanted messages from being delivered to your inbox.

You can also report false positives, which are legitimate email messages that are
marked as spam, to IronPort Systems by using the Not Spam button. Legitimate
email messages are often referred to as “ham.” Cisco uses reports about false
positives to adjust its spam filters to avoid misclassifying legitimate email in the
future. Any valid email can be reported as Not Spam and will help to increase
filter efficacy.

This plug-in provides a convenient interface that enables you to submit feedback
by using toolbar buttons and right-click context menus. When you report a
message, a dialog box appears indicating that the message was submitted. The
message data that you submit is used by automated systems to improve the Cisco
IronPort filters. By submitting message data, you help to reduce the volume of
unsolicited email in your inbox.

The Encryption Plug-in

The Encryption Plug-in places an Encrypt Message button in the menu bar of an
email message to provide an easy way for senders to mark messages to be
encrypted and secured before it leaves the organization.

There are two types of encryption available: Flag Encryption and Desktop
Encryption. The Flag Encryption option allows you to flag the email for
encryption, and the email is encrypted by the Cisco IronPort Encryption appliance
or Email Security appliance before the email is sent out of the network. Desktop
Encryption allows you to encrypt email from within your email program using the
Cisco IronPort encryption technology. Then, it sends the encrypted email from
your desktop. You may want to use Desktop Encryption if you want to ensure that
mail sent within your organization is encrypted.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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The Encryption plug-in is designed to work with a functioning and configured
Cisco IronPort Encryption appliance or a Cisco [ronPort Email Security appliance
(if you have one in your network). The configuration you use for the Encryption
plug-in should be developed in conjunction with the settings on these appliances.
If you do not use the same configurations for these appliances, issues may occur
when sending encrypted messages.

Installing the Plug-in

To install the Cisco IronPort Email Security Plug-in for groups of users, you will
likely want to perform a silent installation. A silent installation allows you to
perform an installation without prompting the end user for input. To perform a
silent installation of the Cisco IronPort Email Security Plug-in, you’ll need to
create a response file (a text file that contains the answers to all of the questions
posed during the installation process). You then use the response file to run an
installation via Systems Management software, such as Systems Management
Server (SMS) or System Center Configuration Manager (SCCM). For instructions
on performing the silent installation, see Chapter 3, “Performing a Mass
Installation”.

Configuring Settings for the Cisco IronPort Email
Security Plug-in

After you install the Cisco IronPort Email Security Plug-in, you can make
configuration changes from the Tools > Options > Cisco Email Security menu
in Outlook.

You can make changes to the Reporting plug-in installation or the Encryption
plug-in installation; Or, you can make changes to general options that affect both
plug-in installations. For example, you may want to enable logging for both the
Encryption and Reporting plug-ins, or you may want to change the method for
marking email for Encryption (these settings must be compatible with your Cisco
IronPort Encryption appliance).

To make configuration changes on an Outlook installation, see Chapter 4,
“Configuring and Using the Cisco IronPort Email Security Plug-in for Outlook™.

[ oL-22158-02
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Performing a Mass Installation

This chapter describes how to perform a mass installation on multiple desktops.
This chapter contains the following sections:

e Overview, page 3-13

e Creating the Response File, page 3-14

e Performing the Mass Installation Using SCCM, page 3-16
e Using Custom Configuration Files, page 3-29

To install the Cisco IronPort Email Security Plug-in for groups of users, you will
need to prepare by performing a local silent installation to generate the response
file you will use during installation. A silent installation allows you to perform an
installation without prompting the end user for input. To perform a mass
installation of the Cisco IronPort Email Security Plug-in, you’ll need to create a
response file (a text file that contains the answers to all of the questions posed
during the installation process). You then use the response file to run an
installation via Systems Management software, such as Systems Management
Server (SMS) or System Center Configuration Manager (SCCM).

The basic steps to perform a mass installation include:

1. Uninstall any older versions of the plug-ins that make up the Security plug-in
(including Desktop Encrypt Plug-in for Outlook, Flag Encryption Plug-in for
Outlook). Or, uninstall any current running version of the Cisco IronPort
Email Security Plug-in.

[ oL-22158-02
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2. Shut down Outlook prior to installation.

3. Run alocal version of the installation, selecting all features and settings you
you want to deploy to create a response file. Then, verify that the response
file was properly created. See Creating the Response File, page 3-14.

4. After the response file is created, uninstall the Cisco IronPort Email Security
Plug-in that you installed in step 3. You will re-install the plug-in during the
next step to test the response file.

5. Run the installation on your local machine using the response file you
created. Verify that the program installed correctly in Outlook.

6. After you verify the installation, run the mass installation on the target
computers using Systems Management software, such as System Center
Configuration Manager (SCCM). To perform the installation using SCCM,
see Performing the Mass Installation Using SCCM, page 3-16.

Creating the Response File

To create the response file, you run the plug-in installation with a special option
that records your responses to a file. Once you create the response file with the
recorded answers, you can use it during installations to automatically respond to
the sequence of installation questions for all the computers where you want to
install the Cisco IronPort Email Security Plug-in.

Step1  To create a response file, perform the installation from the Command line with
the /r key option. The /r key option instructs InstallShield to record the results
to a response file. By default, InstallShield saves the response file with the
following name and location:

c:\windows\setup.iss.

Step2  To specify a location for the response file, use the /f1 option. The /f1 option
allows you to specify an alternate response filename and path. For example,
running the following command from the command line instructs InstallShield to
write the responses to the response_file.iss file on the C Drive:

CA\Users\user\Desktop\CiscoEmailSecurity.7.1.0.34.exe /r
/f1"C:\response_file.iss”

where C:\Users\user\Desktop\CiscoEmailSecurity.7.1.0.34.exe is the path to
the.exe file.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Tip

Step 3
Step 4

Step 5

Step 6

Note

The.exe file name and.iss file name are example file names. If your.exe file name
differs from the one listed above, it will not affect the installation performance.

As you perform each installation step, your responses are saved to the response
file to be used as the response during the mass installation.

Cisco IronPort recommends you enter an absolute path if you use the /f1 option
to change the path and file name. In addition, if you use the /f1 option when
creating the response file, note that you will need to specify the path to the
response file when running the silent installation (using the /s option).

Verify that the response_file.iss was created.

After you verify that the response_file.iss was created, uninstall the plug-in
(without using any command line parameters and keys).

Test the response file by running the installer on your local computer. To do this,
run the following from the command line:

CA\Users\user\Desktop\CiscoEmailSecurity.7.1.0.34.exe /s /v /qn
/f1"C:\response_file.iss"

where /s - causes setup.exe to be silent,

/v - passes parameters to MSI package, and

/qn - causes everything but setup.exe to be silent

/f1 - causes the program to use response file located here.
A

Note  Ensure that there are spaces between keys (before every slash): /s /v /gn
/f1

Open Outlook, and verify that the Cisco IronPort Email Security Plug-in installed
correctly.

Once the response_file.iss is created, you can also use it when you update the
Cisco IronPort Email Security Plug-in.

[ oL-22158-02
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Performing the Mass Installation Using SCCM

Before you begin, ensure that you have completed the following steps on the
client machines where you want to install the Cisco IronPort Email Security
Plug-in:

¢ Install .Net 3.5 on the client machine (the installation process will download
and install missing framework if necessary, but the installation runs more
quickly if you have pre-installed .Net 3.5).

¢  Shut down Outlook.

e Uninstall the current version of the Cisco IronPort Email Security Plug-in (if
it is installed).

e Uninstall any older versions of the plug-ins that make up the Security plug-in
(including Desktop Encrypt Plug-in for Outlook, Desktop Flag Plug-in for
Outlook, IronPort Plug-in for Outlook).

¢ Ensure you have created the response_file.iss file. See Creating the Response
File, page 3-14.

Before you begin installation, ensure that the following conditions exist on
SCCM:

* You created a collection with the list of clients where the Cisco IronPort
Email Security Plug-in should be installed.

To Perform the Installation:

Step 1 Create a network shared folder and give users access to it.
Step2  Put the installer and the response_file.iss file into this folder.
Step3  Open the SCCM administrative tool.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step4  Create a new software distribution package.
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Format (MIF) makching. IF the fields are empty, the source program For the stalus MIF
cannot be uniquely idantified, in which case the advertised program status might be
inaccurately reported,
Finish Cancel
Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step6  Specify the network source directory that you created in Step 1 by entering the
path to the network shared folder. You can enter the path or browse to the folder.

Click Next.
Mew Package Wizard B I
g;g Data Source
General -
Specify whether this package conkains source files, IF it does, specfy the initial location of the files
INCHESEOEEN ond set acdtionsl source Fe options.
Data Arcess
Distribution Settings ¥ This package contains source Files
Reporting Source version:
Security — Source directory
Summary I 0[_5«;___'
e
g " Use a compressed
Confimztion Specify the location of the source Files For the package, The source
(% Always obtain files  directory must be accessible to the site server computer account.
(T Updatedstrbution o drectory location
% Network path (UNC name)
i L
™ ) " Local drive on site server
™ Enable binary diff
Source directory:
[sc2007Shared|MC.Install Browse,.. |
Example: \iservername|sharenamelpath
[k | coce | b |

Step7  Continue to the next step in the New Package wizard, and click Next.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step8  View the confirmation that the New Package Wizard completed successfully, and

click Close.
New Package Wizard
gj Wizard Completed
General
Diata So { :
s @ The New Package \Wizard completed successfully.
Diata Access
Distribution Settings Detals:
Reporting |9 success: Package Infarmation o
Security . Nam_e-. Cisco Email Security Plug-in
+ Version:
Summary + Publisher:
+ Language:
Progress

m @ success: Data Source Information

+ Source Location: 1\sc2007\Shared|MSC. Instal
+ Update Schedule: Not configured

+ Cache Persistence: No

‘@ Success: Data Access Information:

Share Name:

Enable Automatic Disconnect: No
Disconnect Retries: Mot configured
Disconnect Grace Period: Mot configured

. =

To dlose this wizard, click Close,

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step9  Create a new distribution point, and click Next on the Welcome page.

£ configuration Manager Console

) Fle  Action  View Window Help
e | %[m| 3lm
W o Corprae T
= ) e Database (001 - SC2007, Amay)

% L) Site Management

= L& Computer Management
2] Collections

Look for: | =

. [iste | Type
-_-.__ap,:::r There are no kems |

® 4 Cisco Cisco Emal Security 7.1,34 7.1, 34 &1
% Cisco EmalSecurity Plug-n 7.1.0.30 en
1 Cisco Email Security Phug-in

LB Access Accounts

_:i‘ Programs
@ {i4) Package Status

L=)
& {5 Software Updates
B 4y Opersting System Deploryms
& L Asset Inteligence

W, Network Access Protection
0y System Status

L} Security Rights

Cf Tools

]

®

0
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Step10  Select the new distribution point. Click through the next pages on the New
Distribution Points Wizard, and click Close.
(<]

New Distribution Points Wizard

—
\t“jg Copy Package

‘Welcome:
DR ... e e dstrbuion ot tht you wanttocopy the package o.
Progress
Confirmation
Distribution points:
Name | site | Type ]. | Select Al

SC2007 001 - Array Server
Clear Al

To copy the package to the new distribution points, click Next,

< Previous | Mext > I Cancel

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step11  Create a new program.

B8 configuration Manager Console

) Fle  Acion View ‘Window Help
@ | 5(m| = 3m

{5 System Center Configuration Manager

= 3 Ske Database (001 - SC2007, Array) Newe Il
% L) Site Management i
=l U3 Computer Management 5 Access Accounts
& Collections s Distribution Points
{_', Conflicting Records 3 Programs
] %% Software Distribation {package Status
= L Packages
@ & 1
| G cms 2010,11.19
O new 7134

1 testz
B 1mes1l
[® 4 Cisco Cisco Emall Secuity 7.1.34 7.1.34 &1
| i Cisco EmalSecuriky Plugein 7.1.0.30 en
% Cisco Emai Security Plug-in
LB, Access Accounts
_,Dns:rhmPom

Pa: H r|
_.jnchm Ghve Feedback. Program For Device
=

O
=

', Metwork Access Protection
) System Status

® Security Rights

# Cf Tools

Step12 In the command line field, enter the following command: {shared network

path\CiscoEmailSecurity.7.1.0.34.exe /s /v /qn /fl "{shared network
path\response_file.iss"

l_ Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Note

For example: \sc2007\Shared\CiscoEmailSecurity.7.1.0.34.exe /s /v /qn
/f1"™\\sc2007\Shared\response_file.iss" where
\sc200\Shared\CiscoEmailSecurity.7.1.0.34.exe is the full network path to the
.exe file in the network shared folder and ‘“\sc2007\Shared\response_file.iss" is
the full network path to the .iss file in the network shared folder.

New Program Wizard E3

"

3; Gonea

Requirements Mame: |1nstaﬂer

Environment

Advanced Your use of software deployed by Confighgr may be subject to license terms. You should review any
applicable license kerms prior to deploying software,

‘windows Installer

MOM Maintenance

Cormment: -
Summary e —I
Frogress
Confirmation ;I
Command line: Il.D.:M.exe Is Iv fan JF1"sc2007\Shared\install_file.iss'] Browse. ., |
Start in: |
Run: Irndden :I
After running: |Mq action required j
Cakegory: | =]
| Next > I | Cancel |

If you want to use customized configuration files, you need to add a special key
during this step which enables the installation to use the customized files. You add
the special key from the command line (specifying the location of the custom
configuration files after the = sign) using the following syntax:
CiscoEmailSecurity-7.1.0.34.exe /s
/v"UseCustomConfigs=\"\\sc2007\Shared\config\"" /gn

/fl”response_file.iss"

For more information about customizing your configuration files, see Using
Custom Configuration Files, page 3-31.

[ oL-22158-02
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Step 13
Step 14
Step 15

Step 16

In the Run field, enter Hidden, and then click Next.
Click through the requirements page, and then click Next.
Select the following environment options:

e Program can run: Only when the user is logged on.

¢ Run mode: Run with user's rights, or run with administrative rights if users
don't have sufficient permissions to install new software.

Confirm that the New Program Wizard completed successfully, and click Close.

New Program Wizard E3

—
\t“jg Wizard Completed

General
Requi I o

Equremans a The New Program Wizard completed successfully.
Environment
Advanced Detais:

Windows Installer b new program will be created with the Following properties: -

MOM Maintenance @ suocess: Program information

Summary + Mame: Installer

+  Comment:

Progress + Command ine: CiscoEmailSecurity.7.1.0.34.exe Js v fqn JF1"\|sc2007\Shared
Yinstall_file,iss™

+ Startin:

+ Run: Hidden

+ After running: No action required

+ Category:

@ success: Requirements
+ Estimated Disk Space: Unknown KB
+  Maximum run time: 120
+ Program runs on: Any ;l

To close this wizard, click Close,

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Create a new advertisement.

£ configuration Manager Console

%) Fle  Acion View ‘Window Help

e z[m Em

54 System Center Configuration Manager
= 3 Ske Database (001 - SC2007, Array)
@ g Site Management

=
=

=

o 1mes11
# 4 Cisco EmalSecurity Phug-in 7.1.0.30 en
& 4 Cisco Emal Security Plug-in

5 & Software Ll
B 4 Opersting :
# 140 Asset Intel
B s Software M
& gl reporting
& B Desived o] VW
B [, Queries
@ A MobieDevl  popop
W Network A¢

L7y System Status|  Properties
L Security Rights

i Tools | Help

B @

®=

@ Cisco Cisco Emall Security 7.1.34 7.1.3¢ &1

Advertisements 3 ibems found

[ oL-22158-02

Lock for: | :I
Neme | Package | Program__
{Elnew 7.1.34 - Cisco to System : YM77730 new 7.1.34 Cisco.
Inew 7.1,34 - Recoed to System : YM77730 new 7.1.34 Record
lnew 7.1.34 - Satup to System : VM77730 rew 7.1.54 Setup
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Step18 Enter a name, select the package and program that you created. Select the
collection that contains the group of clients where you want to install the plug-in.

Click Next.

New Advertisement Wizard E
\g}g General
Schedule ! Name: Tristall Cisco Security Plug-in
Distribution Points
Interaction Comment: ;I
Security
Sumrmary
Progress =l
Confirmation
Package: [Cisco Email Security Plug-in Browse...
Program: Iinﬁalla j
Collection: [svstem : 77730
¥ Include members of subcollections
Next > i Cancel

l_ Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step19  Set the assignment as mandatory. Click Next.

New Advertisement Wizard | x|
gg Schedule
General Specify when the program wil be advertised to members of the target collection. You can also create

[EEEE o essenment o make the program mandatary.

Distribution Paints

Advertisement start time:

Interaction
e [11/29/2010 | [ sasem = uc
eauri
: ™ Advertisement expires:
ummary
: =

5/30/2011 -] [aasem = -
e | Al =
Confirmation Mandatory assignments: Ij‘l Xl

As soon as possible

Assignment Schedule [ x]

" Assign to the following schedule:

I™ Enable Wake On LAN

™ Ignore maintenance windows when running program
Occurs on 11/29/2010 8:53PM
I™ Allow system restart outside maintenance windows

Schedul, . Priority: [Medium =]

& Assign immediately after this event: Program rerun behavior: [Rerun if failed previous attempt =l

| saon as possible =l

’TI Caned | Help | < Previous | Next > | Firiish | Cancel |

Step20 Select the switches based on your preferences, but do not select Do Not Run
Program, as the program will not start if the connection is slow. Click Next.

Step21  Click through the New Advertisement Wizard, and click Next.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Step22 View the confirmation that the New Advertisement Wizard completed
successfully, and click Close.

New Advertisement Wizard

9_;; Wizard Completed

General
Schedul
e "a The New Advertisement Wizard completed successfully.
Distribution Points
Interaction Detals:
SecLrRy |2 success: Advertisement Information =
S + MName: Install Cisco Security Plug-in
¥ + Package: Cisco Email Security Plug-in - 00100008
Progress + Program: Installer
+ Collection: System : YM77730 - 00100010
m +  Sub-collection Members Included: Yes
@ Success: Schedule Information
+ Start Time: 11/23/2010 8:15:07 PM
+  Expiration Time: Mot configured
+  Assigned: No
+ Ignore Maintenance Windows: Not configured -
+  Allow Restart: Mot configured
« Priority: Medium
+ Rerun Behavior: Always rerun program
@ Success: Distribution Paint Information LI

To close this wizard, click Close,

Step23 View the Advertisement Status in the Advertisement Status window.

T oo Cortor Corfapa st Mg
5 5] Stw Dutabame {901 - SCI00T, Aeva)

# ) Cmos Onco Ewad Securty 7.1 0. M e
# ) Cmos Emaliecurtty Muge 7.1 0. X o8
= Cmoo Ewed Securty Py
B oot Aciorts
Lo Fowris
L Prayee
5 ) Pokome S
s ooty
5 { S o
B Cpwatg S Eocloymart
i firian
7 S g

g
% A1 Deured Confiuration Managersent.
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Step24  You can create an advertisement report to view more details by selecting Show
Message > All from the Context menu. If an error occurred, you can review the
report to see where the error occured.

o [t

. [ ey T oy e taetoed | ogrwm Evies | Priy am Sccess Frvces e St VP | S Gt

Using Custom Configuration Files

The Cisco IronPort Email Security Plug-in allows you to modify the default
configuration by editing a set of XML files included in your installation. You
might want to use different configuration files to change aspects of the
installation. For example, in Encryption configuration file, you might change the
file flagging method (Only make this change if you are also able to change the
method on the Encryption appliance). In the reporting configuration files, you
might change some of the default options, such as the maximum mail size for
reporting, or whether to maintain copies of the files after they have been reported.
You may also want to customize the button names, or even localize the text used
in the user interface.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
[ oL-22158-02 .m



Chapter 3 Performing a Mass Installation |

Overview

Step 1

Note

Step 2

Step 3

To modify and deploy custom configuration files, complete the following steps:

Make a copy of the \\{current user’s application data directory}\Cisco\Cisco
IronPort Email Security Plug-In\ directory, including all subfolders.

You must maintain the directory structure of the original files to maintain
validity. Make sure that you maintain the structure starting at the Cisco IronPort
Email Security Plug-in directory and include all files, including Outlook
subfolders with configuration files.

Edit the XML configuration files. Rather than creating new files, Cisco
recommends you modify the XML files included in the installation file. For
instructions on modifying these files, see Editing the XML Configuration Files,
page 3-30.

Run the mass installation as described in Performing the Mass Installation Using
SCCM, page 3-16, and deploy the customized XML files as described in
Deploying the Custom Configuration Files, page 3-32.

Editing the XML Configuration Files

When you install the Cisco IronPort Email Security Plug-in, configuration data is
created and saved in XML files. You can edit the string values to customize the
parameter values. However, Cisco does not recommend you remove values or
modify the structure of the files.

By default, the plug-in installs configuration files in the %appdata% directory in
the following locations for Outlook:

$appdata%\Cisco\Cisco IronPort Email Security Plug In\Outlook)\

The XML files are located in the following default locations:

¢ \\{current user’s application data directory}\Cisco\Cisco IronPort Email
Security Plug-In\Outlook\CommonConfig.xml. Contains basic
configuration data that is common to both the Reporting and Encryption

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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plug-ins, such as the location of the log files and the name of the localization
file (en-US.xml is the default localization file). You can use your email
program settings to change the log file location, and deploy it with your mass
installation program. If you want to create a localization file in a language
other than the available localization files, you need to reference the name of
the new XML file here.

\\{current user’s application data directory}\Cisco\Cisco IronPort Email
Security Plug-In\Outlook\Reporting.xml. Contains configuration data
related to the Reporting plug-in, such as the maximum mail size that can be
reported. Cisco does not recommend you modify this file.

\\{current user’s application data directory}\Cisco IronPort Email
Security Plug-In\Outlook\DesktopEncrypt.xml. Contains configuration
data related to the Desktop Encryption plug-in.

\\{current user’s application data directory}\Cisco\Cisco IronPort Email
Security Plug-In\Outlook\FlagEncrypt.xml. Contains configuration data
related to the Flag Encryption plug-in, such as the flagging method (subject
string or x-header, for example).

\\{current user’s application data directory}\Cisco IronPort Email
Security Plug-In\Outlook\Localization\en-US.xml. Contains data related
to local languages. The default language is English. However, there are
several localization files available, including de.xml, es.xml, fr.xml, it.xml,
zh-CN.xml. If you want to use a language that is not within the scope of these
xml files, you can create a custom xml file and reference it in the
CommonConfig.xml file.

A

Warning Do not change any string id settings that are inside the < or >

symbols, as this will prevent your plug-in from functioning properly.

Example
The following example shows sample changes to the en-US.xml file:
To change the text in the Reporting toolbar, find the following section of the
en-US.xml xml file and edit the text in bold:
<group name="Mso.Report.Button.Cations">
Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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<string id="blockSender">Block Sender</string>
<string id="spam">Spam</string>

<string id="ham">Not Spam</string>

<string id="virus">Virus</string>

<string id="phish">Phish</string>

</group>

For example, if you wanted to add more descriptive titles, you could change
the text as follows:

<group name="Mso.Report.Button.Cations">

<string id="blockSender">Block Sender using Outlook</string>
<string id="spam">Report Spam</string>

<string id="ham">Report Not Spam</string>

<string id="virus">Report Virus</string>

<string id="phish">Report Phishing Attacks</string>

</group>

Deploying the Custom Configuration Files

Once you have completed editing the configuration files, you will need to add a
special key during deployment to ensure that the installer uses the custom
configuration files you modified. The UseCustomConfigs command line
parameter enables the installation to use custom configuration files and specifies
the path to the folder containing configuration files which should be used during
the installation.

You add the UseCustomConfigs key from the command line during Step 12 of
the mass installation (see Performing the Mass Installation Using SCCM,

page 3-16) using the following syntax:

CiscoEmailSecurity-7.1.0.34.exe /s
/v"UseCustomConfigs=\"\\jane_doe\Cisco\Cisco IronPort Email

Security Plug-In\"" /gn /fl "response_file.iss"

where the path after the = specifies the path to the customized configuration files.

Note  The Installer will automatically search for an Outlook directory within this path.
Therefore you should not specify the Outlook directory within the
UseCustomConfigs flag.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Configuring and Using the Cisco
IronPort Email Security Plug-in for
Outlook

This chapter introduces the features available in the Cisco IronPort Email
Security Plug-in for Outlook. The Cisco IronPort Email Security Plug-in includes
several types of security plug-ins that work with your Outlook email program.
This chapter contains the following sections:

e (Cisco IronPort Email Security Plug-in For Outlook General Settings,
page 4-34

e Configuring Basic Settings for the Outlook Plug-in, page 4-35

e Reporting Unwanted Emails-Spam, Virus, and Phishing Attacks, page 4-37
e Encrypting Email, page 4-42

e Changing Logging Settings, page 4-49

¢ Troubleshooting Using the Diagnostic Tool, page 4-51

e Uninstalling the Cisco IronPort Email Security Plug-in, page 4-54

[ oL-22158-02
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Cisco IronPort Email Security Plug-in For Qutlook
General Settings

The Cisco IronPort Email Security Plug-in is a platform that supports several
Cisco plug-ins, including the Encryption plug-in and the Reporting plug-in. You
can configure general settings for the Cisco IronPort Email Security Plug-in from
the Options page.

Enable/Disable

By default, the Cisco IronPort Email Security Plug-in is enabled upon installation.
If you want to disable the Cisco IronPort Email Security Plug-in, you can do so
from the following places:

¢ From Outlook2003/ 2007, go to Tools > Options > Cisco Email Security.

¢ From Outlook 2010, go to File > Options and select Add-ins from the left
navigation bar. Then, select COM Add-ins from the Manage drop-down
menu at the bottom of the page, and click Go...

COM Add-Tns el b3
Add-Ins available:
Hv'

g-In
v Evernote Outlook Clipper
[ Microsoft Access Outlook Add-in For Data Collection and Publishing
[V Microsoft Exchange Unified Messaging
[V Microsoft Office Groove Proxy For Qutlook Add-in
[V Microsoft Office SharePoint Server Colleague Import Add-in
v Microsaft Qutlook Mobile Service
¥ Microsaft WBA For Qutlook Addin

Cancel |

Add... |
Remove |

|

Location: C:\Program Files\CiscolCisco Security For Outlook)CiscoSecurityShim. dil
Load Behavior: Load at Startup

From the COM Add-Ins window, clear the Cisco IronPort Email Security Plug-in
checkbox and click OK.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Configuring Basic Settings for the Outlook Plug-in

You can configure basic settings from the Cisco Email Security tab. To open the
Cisco Email Security tab in Outlook 2003/2007, go to Tools > Options > Cisco
Email Security.

-OR-

From Outlook 2010: Go to File > Options > Add-ins > Add-in Options > Cisco
Email Security.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Cisco Email Security tab:

Options
Preferences Mail Setup Mail Format Speling
Cther Delegates Cisco Email Security
ST
CISCO
Reporting

. Reporting allows wou to submit Feedback to Cisco Swstems about
i unsaliciked or threatening messages

Enable [ Reporting Options. .. ]

Deskiop Encryption
The Desktop Encrypt plug-in allows users to send secure emails

sl 4 [

Enable Encryphion Options., .. l
Loagging
& log File writes and lisks all actions that have occured
-4;? Enahble [ Lagging Cpkians, .. ]
Diagnostic
The Diagnostic kool collects all plug-in related information
o
foestd
- [ Run Diagnostic ]

Yersion: 7.2.0.11 Englizh W

Ok, H Cancel ]

From this tab, you can enable reporting, encryption, and logging by selecting the
Enable checkbox. To further configure the settings, you click the Reporting
Options..., Encryption Options..., or Logging Options... buttons. You can also
use the Diagnostic tool to run a report on the Cisco IronPort Email Security
Plug-in to send to Cisco Support when problem-solving.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Reporting Unwanted Emails-Spam, Virus, and
Phishing Attacks

The reporting plug-in allows you to report to Cisco that an email you receive is
spam, a phishing attack, or a virus. You can also report mail that is misclassified
as spam (also sometimes called “ham”).

You can configure the Cisco IronPort Email Security Reporting Plug-in for
Outlook via the Options page in Outlook.

To enable the Reporting Plug-in for Outlook 2003/2007, go to Tools > Options >
Cisco Email Security tab and select the Enable checkbox in the Reporting field
of the Cisco Email Security tab.

-OR-

To enable the Reporting Plug-in for Outlook 2010, go to File > Options >
Add-ins > Add-in Options > Cisco Email Security tab and select the Enable
checkbox in the Reporting field of the Cisco Email Security tab.

Reporting Options

To access the Reporting options page in Outlook 2003/2007, go to Tools >
Options > Cisco Email Security tab and click the Reporting Options button.

To modify changes to your Encryption settings in Outlook 2010, go to File >
Options > Add-ins > Add-in Options > Cisco Email Security and click the
Reporting Options button.

Reporting options page:

m Reporting Options E]|§|@

Spam and Threat Reporting

E [] Keep a copy of sent repart

Dizplay notification when an email iz successfully reported

Dizplay notification when multiple emails are successfully reported
Add security toolbar to main window

Add message reporting options to right-click menu

Add security toolbar to message window

(] 8 ] [ Cancel

[ oL-22158-02
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Options

This section describes the Reporting options you can configure.

Option

Description

Keep a copy of sent report

By default, when you report an email
message to Cisco as spam, virus,
misclassified spam, or virus, the
reporting email you sent is deleted.
Selecting this option prevents the
email from being deleted.

Display notification when an email
is successfully reported

When you successfully report an email
as spam or virus, you can enable
Outlook to display a success message
in a dialog box. Clearing this option
prevents this dialog box from
displaying.

Display notification when multiple
emails are is successfully reported

When you successfully report a group
of emails as spam or virus, you can
enable Outlook to display a success
message in a dialog box. Clearing this
option prevents this dialog box from
displaying.

Add security toolbar to the main
window

By default, when you install the Cisco
IronPort Email Security Plug-in, the
plug-in toolbar is added to main
Outlook window. Clearing this option
prevents this toolbar from being added
to main Outlook window.

l_ Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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||
Option Description
Add message reporting options to By default, when you install the Cisco
the right-click menu IronPort Email Security Plug-in, the

Reporting plug-in menu item is added
to the Outlook right-click context
menu. Clearing this option prevents
this menu item from being added to the
right-click context menu.

Add security toolbar to the message |By default, when you install the Cisco
window IronPort Email Security Plug-in, the
plug-in toolbar is added to the email
message window. Clearing this option
prevents this toolbar from being added
to the email message window.

Using the Reporting Plug-in for Outlook

Overview

The Cisco IronPort Email Security Plug-in for Outlook allows you to submit
feedback to Cisco about spam, virus, or phishing emails that you receive in your
inbox. You can let Cisco know if an email message is misclassified or if it should
be treated as spam, for example. Cisco uses this feedback to update the email
filters that prevent unwanted messages from being delivered to your inbox.

The Plug-in provides a convenient interface through Outlook’s menu bar and the
right-click message menu to report spam, virus, phishing and misclassified
emails. After reporting an email, a message appears indicating that the report has
been submitted. The messages you report are used to improve Cisco's email
filters, helping to reduce the overall volume of unsolicited mail to your inbox.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Providing Feedback to Cisco

The Plug-in provides a new toolbar in Outlook containing the following buttons:
Spam, Not Spam, Virus, Phish and Block Sender (Block Sender does not block
email from your Junk Email Box).

File Edit View Go Tools Acions Help Adobe PDF

& snaght [ | wWindow -

41

L@ Spam [ jMNotSpam Lg Virus Lg Phish £ Block Sender =

These buttons are used to report spam, virus, and phishing emails (Phishing
attacks are emails that link to 'spoofed' and fraudulent websites designed to fool
recipients into divulging personal financial data such as credit card numbers,
account user names and passwords, social security numbers. For example, you
might receive an email from infos @paypals.com that fraudulently requests your
personal banking information). In addition, you can click the Block Sender
button. Clicking this button invokes the Outlook Junk E-mail action 'Add Sender
to Blocked Senders List'. Please see the Microsoft documentation for more
information regarding this feature.

You can also use right-click context menu to report spam, misclassified mail,
virus, and phish.

QOpen

Print

Reply

Reply to All

&b.t"ii“

Forward
Mark as... 13 Spam
Follow Up 13 Mot Spam

Categorize 13 Virus

el & [V &l

j Mark as Unread Phish
Find All »

& Create Rule...
Junk E-mail 13

){ Delete

Move to Folder...

2] Message Options...
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And, you can use the buttons in the message window to report spam, virus, phish
and misclassified mail (misclassified mail is mail that was erroneously marked as
spam, virus, or phish).

E': H9 Uaew - Re: We have toffee... - Message (HTML) i

Message Developer Adobe PDF '@J

_&I- _él _$ x [23 Move to Folder ~ % & safe Lists ~ EE v ﬂ 4 L__d [[=) Not Spam

Lﬂa Create Rule L@ Virus
Reply Reply Forward || Delete > Block | Not Junk Categorize Follow Mark as Find Spam: .
to All 2] OtherActions ~ || sender — - Up~ Unread - [@ Phish
Respond Actions Junk E-mail F Options F] Cisco Email Security

If an email you receive is misclassified as spam (i.e. is filtered and sent to your
Spam folder), you can report the email as misclassified by clicking the Not Spam
button. This ensures that mail from the sender will not be classified as spam in the
future.

In addition, from your Junk Email folder, you can mark messages as misclassified
by clicking the Not Spam button in the message window.

—ﬁ]n —Qlil _ql} x _j _\\; °_“.i % @/SEfELiStS' %E v E] 44 Find

2 Related -
Reply Reply Forward || Delete Moveto Create Other Block 5 Mot Junk Categorize Follow Mark as
to Al Folder~ Rule Actions~ | Sender ‘ Up~ Unread || Wi Select=

Respond Actions Junk E-mail (P Cptions {F Find Cisco Email Security

You can also mark misclassified email from the right-click context menu.

Open
& print
& Reply
izf Replyto All
=Y

Forward
Mark as... » |[5] Mot Spam
Follow Up 13
Categorize 3
_]‘ Mark as Unread
Find All »
[ Create Rule...
Junk E-mail »
>< Delete
__3 Move to Folder...

2] Message Options...
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Encrypting Email

The encryption plug-in allows users to encrypt mail from the desktop or flag email
to be encrypted before sending email out of your company network. You may
choose one of the following encryption options:

¢ Flag Encryption. The Flag Encryption option allows you to flag email for
encryption, and the email is encrypted by the Cisco IronPort Encryption
appliance before it is sent out of the network. You may want to use Flag
Encryption if you need to send encrypted mail outside your organization, but
you don’t require the email to be encrypted within your organization. For
example, your organization works with sensitive medical documents that
need to be encrypted before being sent to patients.

¢ Desktop Encryption. Desktop Encryption allows you to encrypt email from
within Outlook using the Cisco IronPort encryption technology. Then, it
sends the encrypted email from your desktop. You may want to use Desktop
Encryption if you want to ensure that mail sent within your organization is
encrypted. For example, your organization requires all sensitive financial
data to be encrypted when sent both within and outside of the organization.
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Figure 4-1 Workflows for Flag Encryption vs. Desktop Encryption

Flag

Encryption @ _’g_"z"’ﬂ"

Email Client with Message Flagged Exchange Encryption
Cisco IronPort Email for encryption Server appliance sends
Security Plug-in key request

it

E’I

Encryption Server

Desktop r— — — 9
Encryption @ —> —r = u > LEJ—»
A . . Encrypted Exchange Encryption
Email Client with Cisco Message Server appliance passes

IronPort Email Security
Plug-in sends key request

e
S

Encryption Server -

encrypted message

**May not be present.

Note  You choose the encryption method when you install the Cisco IronPort Email
Security Plug-in. If you choose a complete installation, Desktop Encryption is
enabled by default. You can choose a custom installation to enable Flag
encryption, instead. Or, if you have already installed Desktop Encryption, you can
choose to modify your installation in order to change the encryption method.

Flag Encryption

The Flag Encryption option allows you to flag the email for encryption, and the
email is encrypted by the Cisco IronPort Encryption appliance or Email Security
appliance before the email is sent out of the network. If mail leaving the corporate
network needs to be scanned for spam or viruses, the Flag Encryption method
should be used.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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The Flag Encryption settings are located on the Cisco Email Security page. To
modify changes to your Encryption settings in Outlook 2003/2007, go to Tools >
Options > Cisco Email Security and click Encryption Options.

To modify changes to your Encryption settings in Outlook 2010, go to File >
Options > Add-ins > Add-in Options > Cisco Email Security and click
Encryption Options.

You enable and disable the Encryption plug-in by selecting or clearing the Enable
checkbox in the Encryption field of the Cisco Email Security tab.

Encryption Options:

[ Encryption —
| @ (@ FlagSubject Tes [SEND SECURE]
- ’ (3) &dd before the subject () Add after the subject
() Flag #-header
Flag ¥-header name.value:

() Flag messages using Sensitivity header

()8 ] [ Cancel

Flag Encryption Options

Options for Sending Encrypted Email

When you want to encrypt outgoing email, you need to mark or “flag” the email
for encryption. This allows filters created by your System Administrator to
identify the messages that need to be encrypted.

P

Warning Do not change the method for flagging email for encryption without
communicating with your Cisco IronPort Encryption appliance manager. These
methods require changes to settings in your Cisco IronPort Encryption
appliance to work properly, and only the administrator for the Cisco IronPort
Encryption appliance can make these changes.

You can mark your emails for encryption using one of the following methods:
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¢ Flag Subject Text. Text can be added to the Subject field of the outgoing
email to flag the email for encryption. Enter the text to prepend to the Subject
field to denote the email should be encrypted (the default value is [SEND
SECURE)).

¢ Flag X-header name/value. An x-header can be added to the outgoing email
that will flag the email for encryption. Enter an x-header in the first field (the
default value is x-ironport-encrypt). In the second field, enter a value of rrue
or false. If you enter true, then a message with the specified x-header will be
encrypted (the default value is true).

¢ Outlook Sensitivity Header. Outlook can add a sensitivity header to flag the
message for email encryption. Selecting this method allows you to use
Outlook's sensitivity header to mark emails for encryption.

The Encrypt Message button is available when composing emails.

Desktop Encryption

The Desktop Encrypt option allows you to encrypt email from within Outlook and
sends the encrypted email from your desktop.

Your Desktop Encryption settings are located on the Cisco Email Security page.
To modify changes to your Encryption settings in Outlook 2003/2007, go to Tools
> Options > Cisco Email Security and click Encryption Options.

To modify changes to your Encryption settings in Outlook 2010, go to File >
Options > Add-ins > Add-in Options > Cisco Email Security and click the
Encryption Options button.

You enable and disable the Encryption plug-in by selecting or clearing the Enable
checkbox in the Desktop Encryption field of the Cisco Email Security tab.

Desktop Encryption Options

To enable Desktop Encryption, you’ll need to configure some options that allow
the Encryption SDK to connect with the Encryption server. You will need to
obtain some information from the Cisco IronPort Encryption appliance
administrator in order to complete this step.

[ oL-22158-02
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A

Warning Do not change the settings for Desktop Encryption without communicating with
your Cisco IronPort Encryption appliance administrator. Entering incorrect
settings could prevent encryption from working properly.

m Desktop Encryption Options

[resktop Encryption

General | Connection

¢ J Server URL https: #flocalhost: 443
Token file name zoftzerve_tokenjar
Drefault expiration [dayz) 1] E
Drefault read-by [days) 0 £

[] Remember password

Show dialog during message encryption

[ (] 8 H Cancel ]

You can select from the following General Options:

General Option Value

Server URL Enter the URL for your Encryption
server.

Token File Name Tokens are customer specific keys

used to encrypt data between the email
client and the Encryption
server.Currently, this information is
only used by customer support and
should not be modified.

Default Expiration (days) Specify, in days, how long the
encrypted email remains valid. After
the number of expiry days is met, the
message expires, and it cannot be
opened by the recipient after this
period.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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General Option Value

Default read-by (days) Specify, in days, the time period during
which the recipient is expected to read
the encrypted message. If the message
is not read within the specified time
frame, the sender is notified.

Remember password Check this option to ensure that the
encryption password is cached. If the
user clears the email cache, they will
need to re-enter the password in the
next login.

Show dialog during message encryption Check this option to display the
encryption options dialog box for each
encrypted message.

In the next tab, you can specify Connection Options:

Connection Option Value

Use system proxy settings Select this checkbox if you want to use
the default system proxy settings.

Do not use proxy Check this box if you do not want to
use a proxy.

Protocol If you choose not to use default

connection settings choose one of the
following protocols: HTTP, SOCKS4,
SOCKS4a, or SOCKSS.

Host Specify a host name for the proxy
server.

Port Specify a port for the proxy server.

User Name Enter a user name if it is required for
your proxy server.

Password Enter the password associated with the
user name you entered for your proxy
Server.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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Sending Encrypted Email

You can send encrypted emails by clicking the Encrypt Message button while
composing an email.

(O d 9 =
‘j/'
— Message Insert Options Format Text
_'] “ |llcalibri(Bo ~ |11~ | A"

# | Encrypt Message |«

e ; el Encrypt

4 = ' Message
Cisco Email Security || Clipbo... ™= Basic Tex Button
| recig.iént@.email.com
Send

Subject: .Pri\rate message

When you click Send, the Secure Envelope Options page displays unless you
have disabled this option.

Diefault expiration [daps] o =
] Request a decryption rotification

The recipient of the Cisco lionPort Secure Envelope will see the following message before opening
the envelope

English v

You have received a secure message

Read your secure message by opening the attachment,
Securedoc_2011-04-28-08-41-29.html. You will be prompted to
apen {view) the file or save (downlaad) it to your computer. For best
results, save the file first, then open it in 3 Web browser. For sccess
from a mobile device, forward this message to mobile@res cisco.com
to receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First ime users - need to register after opening the attachment.
For mare information, click the following Help link.

Help - https://localhost: 443/ websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https:/ocalhost: 443/ websafe/about

[] Don't show this diglog next time
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Secure Envelope Option Description

Default Expiration (days) Specify, in days, how long the
encrypted email remains valid. After
the number of expiry days is met, the
message expires, and it cannot be
opened by the recipient after this
period.

Request a Decryption Notification Allows the sender to request a
decryption notification for the
message. When the encrypted message
is opened, the sender will receive a
notification.

Language Select a language to use for the
notification text. Once a language is
selected from the drop-down list, the
recipient notification displays in the
selected language.

If your system is configured for Flag Encryption, the email is flagged to be
encrypted before it is sent from your organization. If your system is configured
for Desktop Encryption, the email is encrypted at your desktop before it is sent to
the Exchange Server.

Changing Logging Settings

Click Logging Options... to open the Logging Options page.
Logging Options:

m Logging Options

Logging
Lo file name: $HAPPDATAMCizeoCisca lranPort | E]
Log level: DEBUG w
(] 8 H Cancel
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|
Logging Options
You can configure the following options from the Logging menu.
Option Description
Log file name Allows you to specify name for the log

file that will be stored in
Y%appdata%\Cisco. The log file name
should end with .log extension.

Log level The log level specifies what
information will be logged to the log
file. You can choose one of the
following logging levels:

e ERROR. Error messages and
exceptions are logged.

e WARN. Warning messages are
logged as well as ERROR
messages.

e INFO. Basic information and
other status messages are logged.
Auto updating process status
messages are logged. All WARN
and ERROR messages are also
logged.

e DEBUG. Detailed information
that may be helpful for
troubleshooting is logged. All
ERROR, WARN, and INFO error
messages are logged.

You may want to change logging levels based on the level of troubleshooting you
need for a given situation. For example, if you experience issues with the Cisco
IronPort Email Security Plug-in, you might set the logging level to DEBUG in
order to provide developers with maximum information, allowing the developers
to reproduce issues and run diagnostics.
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Troubleshooting Using the Diagnostic Tool

The Cisco IronPort Email Security Plug-in includes a diagnostic tool to help
Cisco Support in troubleshooting problems. The Diagnostic tool collects
important data from the Plug-in tool that can then be sent to Cisco Support to aid
them in problem-solving.

You may want to use the diagnostic tool if you are receiving errors or if you have
issues with the Cisco IronPort Email Security Plug-in that the repair procedure
does not resolve. You can also use the diagnostic tool to share critical information
with Cisco engineers when reporting a bug.

Note: If you experience errors, review the Diagnostic section for troubleshooting
tips.

Data Collected by the Cisco IronPort Email Security Diagnostic
Tool

The Diagnostic tool collects the following information from your computer:
e Registration information about some COM components
e Environment variables
e Cisco IronPort Email Security Plug-in output files
¢ Information about Windows and Outlook
e Your system user name and PC name

e Information about other Outlook plug-ins

Running the Cisco IronPort Email Security Diagnostic Tool

You can run the Cisco Email Security Diagnostic tool from one of the following
places:

¢ From the Cisco Email Security options tab. Typically, you run the
diagnostic tool from the Cisco Email Security options tab.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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e From the “Program Files\ Cisco IronPort Email Security Plug-in’’ folder
(typically C:\Program Files\Cisco\Cisco IronPort Email Security Plug-in).
This is the folder where your Cisco IronPort Email Security Plug-in is
installed.

e From the Start Menu> All Programs > Cisco IronPort Email Security
Plug-in> Diagnostic Tool.

Running the Diagnostic Tool from the Outlook Options tab

From Outlook 2003/2007, go to Tools > Options > Cisco Email Security
tab, and click Run Diagnostic.
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Or, from Outlook 2010, go to File > Options > Add-ins > Add-in Options
> Cisco Email Security and click Run Diagnostic:

Preferences
Cther

Reporting

I

Version: 7.2.0.11

_ Reparting allows wou ko submit Feedback to Cisco Syskems abouk
| % unsolicited or threakening messages

Enable [ Reporting Options. .. ]

Desktop Encrypkion
The Deskiop Encrypt plug-in allows users to send secure emails

sl
Enable [ Encryption Options, ., l
Logging
& log File writes and lisks all actions that have occured
5;? Enable [ Lagqging Qpkians. .. ]
Diagnostic
The Diagnostic toal collects all plug-in related information
=

Mail Setup Mail Farmat Spelling
Delegates Cisco Email Security
NInr
CISCO

[ Run Diagnaoskic ]

Englizh w Help

0K H Cancel ]

1. Wait a few moments to allow the Diagnostic tool to collect data.

2. When the Diagnostic tool finishes collecting data, it displays a message
indicating that it successfully collected data.
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3. The Diagnostic tool generates the CiscoDiagnosticReport.zip file and saves
it the current user’s My Documents folder. You can then send the file to your
System Administrator or to your Cisco Support representative.

Running the Diagnostic Tool from the Program Files

Navigate to the folder where the Cisco IronPort Email Security Plug-in was
installed (typically C:\Program Files\Cisco\Cisco IronPort Email Security
Plug-in) and double-click the Cisco.EmailSecurity. Framework.Diagnostic.exe
file.

Running the Diagnostic Tool from the Start Menu

Run the Diagnostic tool from Start > Programs > Cisco IronPort Email Security
Plug-in. Click Diagnostic Tool. To view the report, click Go to Report. The
report is saved in the zip file, CiscoDiagnosticsReport.zip.

Uninstalling the Cisco IronPort Email Security
Plug-in
You can uninstall the Cisco IronPort Email Security Plug-in via the Control
Panel > Add/Remove Program option or by running the setup.exe program.
During uninstallation, the following items are removed:
e All registry entries made by the plug-in.
e Entry for the plug-in in the Add/Remove programs listing.

e Some of the files related to the plug-in. Note that not all of the files are
removed.

e The plug-in toolbar (removed from Outlook).

~

Note  Uninstalling the plug-in does not affect Outlook performance.
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To Uninstall the Cisco IronPort Email Security Plug-in for Qutlook

There are two possible ways to uninstall the Cisco IronPort Email Security
Plug-in for Outlook:

e Click Start > Control Panel > Add/Remove Programs. Select Cisco
IronPort Email Security Plug In, and click Remove.

-OR-
e Double-click the plug-in setup file (the file you used to install the plug-in)

and select the Remove option to uninstall the Cisco IronPort Email Security
Plug-in.

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
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IronPort End User License Agreement

This appendix contains the following section:

e Cisco IronPort Systems, LLC Software License Agreement, page A-57

Cisco IronPort Systems, LLC Software License

Agreement

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (“AGREEMENT”) FOR THE LICENSE OF THE SOFTWARE
(AS DEFINED BELOW). BY CLICKING THE ACCEPT BUTTON OR
ENTERING “Y” WHEN PROMPTED, YOU (EITHER AN INDIVIDUAL OR A
SINGLE ENTITY, COLLECTIVELY, THE “COMPANY”) CONSENT TO BE
BOUND BY AND BECOME A PARTY TO THE FOLLOWING AGREEMENT
BETWEEN CISCO IRONPORT SYSTEMS, LLC, A DELAWARE
CORPORATION (“IRONPORT”) AND COMPANY (COLLECTIVELY, THE
“PARTIES”). BY CLICKING THE ACCEPT BUTTON OR ENTERING “Y”
WHEN PROMPTED, YOU REPRESENT THAT (A) YOU ARE DULY
AUTHORIZED TO REPRESENT YOUR COMPANY AND (B) YOU ACCEPT
THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF
YOUR COMPANY, AND AS SUCH, AN AGREEMENT IS THEN FORMED. IF
YOU OR THE COMPANY YOU REPRESENT (COLLECTIVELY,
“COMPANY”) DO NOT AGREE TO THE TERMS AND CONDITIONS OF
THIS AGREEMENT, CLICK THE CANCEL BUTTON OR ENTER “N” WHEN
PROMPTED AND PROMPTLY (BUT NO LATER THAT THIRTY (30) DAYS
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OF THE DELIVERY DATE, AS DEFINED BELOW) NOTIFY IRONPORT, OR
THE RESELLER FROM WHOM YOU RECEIVED THE SOFTWARE, FOR A
FULL REFUND OF THE PRICE PAID FOR THE SOFTWARE.

1. DEFINITIONS

1.1 “Company Service” means the Company’s email or internet services provided
to End Users for the purposes of conducting Company’s internal business and
which are enabled via Company’s products as described in the purchase
agreement, evaluation agreement, beta or pre-release agreement, purchase order,
sales quote or other similar agreement between the Company and IronPort or its
reseller (“Agreement”) and the applicable user interface and IronPort’s standard
system guide documentation that outlines the system architecture and its
interfaces (collectively, the “License Documentation”).

1.2 “End User” means the employee, contractor or other agent authorized by
Company to access to the Internet or use email services via the Company Service.

1.3 “Service(s)” means (i) the provision of the Software functionality, including
Updates and Upgrades, and (ii) the provision of support by IronPort or its reseller,
as the case may be.

1.4 “Software” means: (i) IronPort’s proprietary software licensed by IronPort to
Company along with IronPort’s hardware products; (ii) any software provided by
IronPort’s third-party licensors that is licensed to Company to be implemented for
use with IronPort’s hardware products; (iii) any other IronPort software module(s)
licensed by IronPort to Company along with IronPort’s hardware products; and
(iv) any and all Updates and Upgrades thereto.

1.5 “Updates” means minor updates, error corrections and bug fixes that do not
add significant new functions to the Software, and that are released by IronPort or
its third party licensors. Updates are designated by an increase to the Software’s
release number to the right of the decimal point (e.g., Software 1.0 to Software
1.1). The term Updates specifically excludes Upgrades or new software versions
marketed and licensed by IronPort or its third party licensors as a separate
product.

1.6 “Upgrade(s)” means revisions to the Software, which add new enhancements
to existing functionality, if and when it is released by IronPort or its third party

licensors, in their sole discretion. Upgrades are designated by an increase in the
Software’s release number, located to the left of the decimal point (e.g., Software

Cisco IronPort Email Security Plug-in 7.2 Administrator Guide
m. 0L-22158-02 |



| Appendix A

IronPort End User License Agreement

1.x to Software 2.0). In no event shall Upgrades include any new versions of the
Software marketed and licensed by IronPort or its third party licensors as a
separate product.

2. LICENSE GRANTS AND CONSENT TO TERMS OF DATA COLLECTION

2.1 License of Software. By using the Software and the License Documentation,
Company agrees to be bound by the terms of this Agreement, and so long as
Company is in compliance with this Agreement, IronPort hereby grants to
Company a non-exclusive, non-sublicensable, non-transferable, worldwide
license during the Term to use the Software only on IronPort’s hardware products,
solely in connection with the provision of the Company Service to End Users. The
duration and scope of this license(s) is further defined in the License
Documentation. Except as expressly provided herein, no right, title or interest in
any Software is granted to the Company by IronPort, IronPort’s resellers or their
respective licensors. This license and any Services are co-terminus.

2.2 Consent and License to Use Data. Subject to Section 8 hereof, and subject to
the IronPort Privacy Statement at http://www.IronPort.com/privacy.html, as the
same may be amended from time to time by IronPort with notice to Company,
Company hereby consents and grants to IronPort a license to collect and use the
data from the Company as described in the License Documentation, as the same
may be updated from time to time by IronPort (“Data”). To the extent that reports
or statistics are generated using the Data, they shall be disclosed only in the
aggregate and no End User identifying information may be surmised from the
Data, including without limitation, user names, phone numbers, unobfuscated file
names, email addresses, physical addresses and file content. Notwithstanding the
foregoing, Company may terminate IronPort’s right to collect and use Data at any
time upon prior written or electronic notification, provided that the Software or
components of the Software may not be available to Company if such right is
terminated.

3. CONFIDENTIALITY. Each Party agrees to hold in confidence all Confidential
Information of the other Party to the same extent that it protects its own similar
Confidential Information (and in no event using less than a reasonable degree of
care) and to use such Confidential Information only as permitted under this
Agreement. For purposes of this Agreement “Confidential Information” means
information of a party marked “Confidential” or information reasonably
considered by the disclosing Party to be of a proprietary or confidential nature;
provided that the Data, the Software, information disclosed in design reviews and
any pre-production releases of the Software provided by IronPort is expressly
designated Confidential Information whether or not marked as such.
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4. PROPRIETARY RIGHTS; OWNERSHIP. Title to and ownership of the
Software and other materials and all associated Intellectual Property Rights (as
defined below) related to the foregoing provided by IronPort or its reseller to
Company will remain the exclusive property of IronPort and/or its superior
licensors. Company and its employees and agents will not remove or alter any
trademarks, or other proprietary notices, legends, symbols, or labels appearing on
or in copies of the Software or other materials delivered to Company by IronPort
orits reseller. Company will not modify, transfer, resell for profit, distribute, copy,
enhance, adapt, translate, decompile, reverse engineer, disassemble, or otherwise
determine, or attempt to derive source code for any Software or any internal data
files generated by the Software or to create any derivative works based on the
Software or the License Documentation, and agrees not to permit or authorize
anyone else to do so. Unless otherwise agreed in writing, any programs,
inventions, concepts, documentation, specifications or other written or graphical
materials and media created or developed by IronPort or its superior licensors
during the course of its performance of this Agreement, or any related consulting
or professional service agreements, including all copyrights, database rights,
patents, trade secrets, trademark, moral rights, or other intellectual property rights
(“Intellectual Property Right(s)”) associated with the performance of such work
shall belong exclusively to IronPort or its superior licensors and shall, in no way
be considered a work made for hire for Company within the meaning of Title 17
of the United States Code (Copyright Act of 1976).

5. LIMITED WARRANTY AND WARRANTY DISCLAIMERS

5.1 Limited Warranty. IronPort warrants to Company that the Software, when
properly installed and properly used, will substantially conform to the
specifications in the License Documentation for a period of ninety (90) days from
the delivery date or the period set forth in the License Documentation, whichever
is longer (“Warranty Period”). FOR ANY BREACH OF THE WARRANTY
CONTAINED IN THIS SECTION, COMPANY’S EXCLUSIVE REMEDY AND
IRONPORT’S ENTIRE LIABILITY, WILL BE PROMPT CORRECTION OF
ANY ERROR OR NONCONFORMITY, PROVIDED THAT THE
NONCONFORMITY HAS BEEN REPORTED TO IRONPORT AND/OR ITS
RESELLER BY COMPANY WITHIN THE WARRANTY PERIOD. THIS
WARRANTY IS MADE SOLELY TO COMPANY AND IS NOT
TRANSFERABLE TO ANY END USER OR OTHER THIRD PARTY. IronPort
shall have no liability for breach of warranty under this Section or otherwise for
breach of this Agreement if such breach arises directly or indirectly out of or in
connection with the following: (i) any unauthorized, improper, incomplete or
inadequate maintenance or calibration of the Software by Company or any third
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party; (ii) any third party hardware software, services or system(s); (iii) any
unauthorized modification or alteration of the Software or Services; (iv) any
unauthorized or improper use or operation of the Software or Company’s failure
to comply with any applicable environmental specification; or (v) a failure to
install and/or use Updates, Upgrades, fixes or revisions provided by IronPort or
its resellers from time to time.

5.2 WARRANTY DISCLAIMER. THE EXPRESS WARRANTIES SET FORTH
IN SECTION 5.1 OF THIS AGREEMENT CONSTITUTE THE ONLY
PERFORMANCE WARRANTIES WITH RESPECT TO THE SOFTWARE OR
SERVICES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, IRONPORT LICENSES THE SOFTWARE AND SERVICES
HEREUNDER ON AN “AS IS” BASIS. EXCEPT AS SPECIFICALLY SET
FORTH HEREIN, IRONPORT AND ITS SUPERIOR LICENSORS MAKE NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER
EXPRESS, IMPLIED, OR STATUTORY (EITHER IN FACT OR BY
OPERATION OF LAW), AND EXPRESSLY DISCLAIM ALL OTHER
WARRANTIES, INCLUDING WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR APARTICULAR
PURPOSE. NEITHER IRONPORT NOR ITS THIRD PARTY LICENSORS
WARRANT THAT THE SOFTWARE OR SERVICES (1) IS FREE FROM
DEFECTS, ERRORS OR BUGS, (2) THAT OPERATION OF THE SOFTWARE
WILL BE UNINTERRUPTED, OR (3) THAT ANY RESULTS OR
INFORMATION THAT IS OR MAY BE DERIVED FROM THE USE OF THE
SOFTWARE WILL BE ACCURATE, COMPLETE, RELIABLE AND/OR
SECURE.

6. LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED
BY APPLICABLE LAW, IN NO EVENT WILL EITHER PARTY BE LIABLE
TO THE OTHER FOR ANY LOSS OF PROFITS, COSTS OF PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES, LOSS OF BUSINESS, LOSS OF
USE OR DATA, INTERRUPTION OF BUSINESS, OR FOR INDIRECT,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND,
EVEN IF SUCH PARTY RECEIVED ADVANCE NOTICE OF THE
POSSIBILITY OF SUCH DAMAGES. INNO EVENT SHALL THE LIABILITY
OF EITHER PARTY ARISING UNDER ANY PROVISION OF THIS
AGREEMENT, REGARDLESS OF WHETHER THE CLAIM FOR SUCH
DAMAGES IS BASED IN CONTRACT, TORT, OR OTHER LEGAL THEORY,
EXCEED THE TOTAL AMOUNT PAID FOR THE SOFTWARE OR SERVICES
DURING THE TWELVE (12) MONTHS PRIOR TO THE EVENT GIVING
RISE TO SUCH LIABILITY.
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7. TERM AND TERMINATION. The term of this Agreement shall be as set forth
in the License Documentation (the “Term”). If IronPort defaults in the
performance of any material provision of this Agreement or the License
Documentation, then Company may terminate this Agreement upon thirty (30)
days written notice if the default is not cured during such thirty (30) day period.
If Company defaults in the performance of any material provision of this
Agreement or the License Documentation, IronPort may terminate this
Agreement upon thirty (30) days written notice if the default is not cured during
such thirty (30) day notice and without a refund. This Agreement may be
terminated by one Party immediately at any time, without notice, upon (i) the
institution by or against the other Party of insolvency, receivership or bankruptcy
proceedings or any other proceedings for the settlement of such Party’s debts, (ii)
such other Party making a general assignment for the benefit of creditors, or (iii)
such other Party’s dissolution. The license granted in Section 2 will immediately
terminate upon this Agreement’s termination or expiration. Within thirty (30)
calendar days after termination or expiration of this Agreement, Company will
deliver to IronPort or its reseller or destroy all copies of the Software and any
other materials or documentation provided to Company by IronPort or its reseller
under this Agreement.

8. U.S. GOVERNMENT RESTRICTED RIGHTS; EXPORT CONTROL. The
Software and accompanying License Documentation are deemed to be
“commercial computer software” and “commercial computer software
documentation,” respectively, pursuant to DFAR Section 227.7202 and FAR
Section 12.212, as applicable. Any use, modification, reproduction, release,
performance, display or disclosure of the Software and accompanying License
Documentation by the United States Government shall be governed solely by the
terms of this Agreement and shall be prohibited except to the extent expressly
permitted by the terms of this Agreement. Company acknowledges that the
Software and License Documentation must be exported in accordance with U.S.
Export Administration Regulations and diversion contrary to U.S. laws is
prohibited. Company represents that neither the United States Bureau of Export
Administration nor any other federal agency has suspended, revoked or denied
Company export privileges. Company represents that Company will not use or
transfer the Software for end use relating to any nuclear, chemical or biological
weapons, or missile technology unless authorized by the U.S. Government by
regulation or specific license. Company acknowledges it is Company’s ultimate
responsibility to comply with any and all import and export restrictions, and other
applicable laws, in the U.S. or elsewhere, and that IronPort or its reseller has no
further responsibility after the initial sale to Company within the original country
of sale.
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9. MISCELLANEOUS. This Agreement is governed by the laws of the United
States and the State of California, without reference to conflict of laws principles.
The application of the United Nations Convention of Contracts for the
International Sale of Goods is expressly excluded. Nothing contained herein shall
be construed as creating any agency, partnership, or other form of joint enterprise
between the parties. Neither party shall be liable hereunder by reason of any
failure or delay in the performance of its obligations hereunder (except for the
payment of money) on account of (i) any provision of any present or future law or
regulation of the United States or any applicable law that applies to the subject
hereof, and (ii) interruptions in the electrical supply, failure of the Internet,
strikes, shortages, riots, insurrection, fires, flood, storm, explosions, acts of God,
war, terrorism, governmental action, labor conditions, earthquakes, or any other
cause which is beyond the reasonable control of such party. This Agreement and
the License Documentation set forth all rights for the user of the Software and is
the entire agreement between the parties and supersedes any other
communications with respect to the Software and License Documentation. The
terms and conditions of this Agreement will prevail, notwithstanding any variance
with the License Documentation or any purchase order or other written instrument
submitted by a party, whether formally rejected by the other party or not. This
Agreement may not be modified except by a written addendum issued by a duly
authorized representative of IronPort, except that IronPort may modify the
IronPort Privacy Statement at any time, in its discretion, via notification to
Company of such modification that will be posted at
http://www.IronPort.com/privacy.html. No provision hereof shall be deemed
waived unless such waiver shall be in writing and signed by IronPort or a duly
authorized representative of IronPort. If any provision of this Agreement is held
invalid, the remainder of this Agreement shall continue in full force and effect.
The parties confirm that it is their wish that this Agreement has been written in
the English language only.

10. IRONPORT CONTACT INFORMATION. If Company wants to contact
IronPort for any reason, please write to IronPort Systems, Inc., 950 Elm Avenue,
San Bruno, California 94066, or call or fax us at tel: 650.989.6500 and fax:
650.989.6543.
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