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Preface

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are afree
service and Cisco currently supports RSS version 2.0.
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Overview

CHAPTER

Introducing the CSC SSM

This chapter introduces the Content Security and Control (CSC) Security Services Module (SSM), and
includes the following sections:

e Overview, page 1-1

e Features and Benefits, page 1-2

e Available Documentation, page 1-4

e Introducing the Content Security Tab, page 1-4
e Configuring Content Security, page 1-5

e Introducing the CSC SSM Console, page 1-6

e Licensing, page 1-11

e Process Flow, page 1-13

Trend Micro™ InterScan™ for Cisco CSC SSM™ provides an all-in-one content management solution
for your network. CSC SSM is powered by Trend Micro Smart Protection Network, a next-generation
cloud-client content security infrastructure designed to protect customers from web threats. CSC SSM
includes powerful, in-the-cloud e-mail and web reputation technologies that are part of Smart Protection
Network, which prevents spam, phishing attempts, and access to dangerous web pages. Spam not only
clogs user inboxes with unwanted information which can zap user productivity, it also increasingly
includes links to URLs that direct users to legitimate or illegitimate web pages designed to steal
information from or take unauthorized control of computers. Trend Micro Smart Protection Network
compares files, e-mail messages, and URLs with our continuously updated and correlated threat
databases in the cloud, thus ensuring immediate and automatic protection from these and other threats.

Summary information about this product is available at the following URLs:
e http://www.cisco.com/en/US/products/ps6823/index.html
e http://www.cisco.com/go/cscssm

This guide describes how to manage the CSC SSM, which resides in your adaptive security appliance,
to do the following:

e Detect and take action on viruses, worms, Trojans, and other threats in your SMTP, POP3, HTTP,
and FTP network traffic.

[ oL-18970-01
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Chapter1 Introducing the CSC SSM |

M Features and Benefits

N

Note The CSC SSM also supports scanning of traffic using other protocols, such as HTTPS.

e Block compressed or very large files that exceed specified parameters and block specified types of
files.

e Scan for and remove spyware, adware, and other types of grayware.

These features are available to all customers with the Base License for the CSC SSM software. If you
have purchased the Plus level of the CSC SSM license in addition to the Base License, you can also:

e Reduce spam and protect against phishing fraud in SMTP and POP3 traffic.
e Set up content filters to allow or prohibit e-mail traffic containing key words or phrases.
e Use Web Reputation technology to set your level of real-time protection against malicious websites

e Block URLSs (globally or by user/group) that you do not want employees to access, or URLs that are
known to have hidden or malicious purposes.

e Filter URL traffic (globally or by user/group) according to predefined categories that you allow or
disallow adult or mature content, games, social networking, or gambling sites.

For more information about the Base License and Plus License, see the “Licensing” section on
page 1-11.

To start scanning traffic, you must create one or more service policy rules to send traffic to the CSC SSM
for scanning. See the ASA 5500 series adaptive adaptive security appliance documentation for
information about how to create service policy rules using the command line or using ASDM.

With Trend Micro InterScan for Cisco CSC SSM, you do not need to install separate applications for
virus protection, spyware blocking, spam detection, or content filtering—all of these functions are
available in a single, easy-to-maintain package. Trend Micro InterScan for Cisco CSC SSM provides
protection for major traffic protocols—HTTP, HTTPS, FTP, and SMTP as well as POP3 traffic, to ensure
that employees do not accidentally introduce viruses from their personal e-mail accounts.

For information about installing the appliance, see your Cisco documentation.

This guide familiarizes you with the Trend Micro InterScan for Cisco CSC SSM user interface, and
describes configuration settings that you may want to fine-tune after installation. For a description of
fields in a specific window, see the CSC SSM online help.

Features and Benefits

Trend Micro InterScan for Cisco CSC SSM helps you manage threats to your network. Table 1-1
provides an overview of the features and benefits:

Table 1-1 Features and Benefits

Features Benefits

Scans for traffic containing viruses, and manages |Working with powerful Cisco firewall protection,
infected messages and files. Trend Micro InterScan for Cisco CSC SSM
secures your network from threats, spam, and
unwanted content.

Virus protection, spyware and grayware Provides protection integrated with ASDM against
detection, and file blocking security risks endangering your network traffic.

Cisco Content Security and Control SSM Administrator Guide
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Introducing the CSC SSM

Table 1-1 Features and Benefits (continued)

Features and Benefits

Features

Benefits

Filters offensive or inappropriate content
(globally or by user/group).

Provides a flexible way to control content accessed
over your network.

Scans for spam at low to high threshold levels.

Uses E-mail Reputation technology that
maximizes your protection and is easy to install
with a Setup Wizard.

Allows you to determine how spam is handled.

Blocks unwanted correspondence, while providing
flexible notifications methods that can be
customized to fit your needs.

Blocks incoming file types that can damage your
network.

Preserves network integrity and conserves network
resources from unnecessary scanning.

Helps prevent Denial of Service attacks by setting
limits on message size.

Keeps your network up and running.

Provides approved senders and blocked senders
functionality for file and URL blocking.

Allows you to customize your network protection.

Offers Web Reputation technology, a component
of the Trend Micro Smart Protection Network.

Scrutinizes URLs before you access potentially
dangerous websites, especially those known to be
phishing or pharming sites. Provides real-time
protection, conserves system scanning resources,
and saves network bandwidth by preventing the
infection chain or breaking it early.

Filters access to URLs by category.

Provides an intuitive method of configuring URL
access as needed for your company, or for groups
and users within your company.

Blocks connections to URLs or FTP sites
prohibited by your corporate policies for all
employees or specific users or groups.

Increases productivity by restricting access
globally or by users and groups to URLs or FTP
sites that are not work-related.

Allows you to fine-tune configuration of
scanning, anti-spam, and filtering features after
installation.

Provides the ability to adapt your network security
to your current needs.

Can be configured to update the virus pattern file,
scan engine, and spam-detection components
automatically when a new version becomes
available from Trend Micro.

Provides up-to-date information that keeps your
network safe.

Provides e-mail and syslog message notifications.

Allows you to stay informed about activity on your
network.

Provides log files that are purged automatically
after 30 days.

Clears old records without intervention to prevent
performance issues.

Provides a user-friendly console that includes
online help to guide you through tasks.

Gives you the information you need to maximize
and customize your security options.

Automatically displays a notification when your
license is about to expire.

Ensures that you have ample notification to keep
your network protected at all times.
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Available Documentation

The documentation for this product assumes that you are a system administrator who is familiar with the
basic concepts of managing firewalls and administering a network. It is also assumed that you have
privileges to manage the security applications in your network.

Before proceeding, you might also want to read the Cisco ASA 5500 Series Adaptive Security Appliance
Getting Started Guide. This guide includes documentation for installing the CSC SSM if the appliance
you purchased does not have the SSM already installed.

The documentation available for Trend Micro InterScan for Cisco CSC SSM includes the following:
e This document—Cisco Content Security and Control SSM Administrator Guide
e  Open Source Software Licenses for ASA and PIX Security Appliances
e Cisco ASA 5500 Series Adaptive Security Appliance System Log Messages Guide
¢ Online Help—Two types of online help are available:
— Context-sensitive window help, which explains how to perform tasks in one window.

— General help, which explains tasks that require action in several windows, or additional
knowledge needed to complete tasks.

e Knowledge Base — An online database of problem-solving and troubleshooting information.
Knowledge Base provides the most current information about known product issues. To access the
Knowledge Base, go to the following URL:

http://esupport.trendmicro.com/support/

Terminology

Certain terms are used throughout the documentation and online help that may not be familiar to you, or
may be used in an alternate way from what you might expect. A definition of terms is available in the
Glossary.

Introducing the Content Security Tab

When you open ASDM, the main System tab appears as the default view. Click the Content Security
tab to view a summary of CSC SSM activities.

You are prompted to connect to the CSC SSM. The Connecting to CSC dialog box appears (shown in
Figure 1-1), in which you choose the IP address that ASDM recognizes, or an alternate IP address. You
can use an alternate if you access ASDM through a NAT device, in which the IP address of the CSC SSM
that is visible from your computer is different from the actual IP address of the CSC SSM management
port.

Cisco Content Security and Control SSM Administrator Guide
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Figure 1-1 Connecting to the CSC

B Connecting to CSC...

ASDM will make a new connection to the CSC software running on the S5M module
in this ASA system. ASDM connects ko this using a separate connection ko the IP
address of the management port on the S5M module, In the below fields, specify
the IP Address to be used ko cannect b the CSC subsystem, You will then be
prompted for & £5C management password,

(#) Management IP Address:12.3.45 957 ¢

() Other IP Address or Hostname: Part:

Conkinue H Cancel ][ Help

Click Continue after choosing the local host or the alternate host.

251001

Configuring Content Security

Enter your CSC SSM password, which you configured during installation, and click OK.

The Content Security tab appears. For more information, see the“Features of the Content Security Tab”

section on page 7-1.

Configuring Content Security

To open the CSC SSM, choose Configuration > Trend Micro Content Security. From the
Configuration menu (shown in Figure 1-2), choose from the following configuration options:

e (CSC Setup—Launches the Setup Wizard to install and configure the CSC SSM.

e Web—Configures web scanning, web reputation protection, file blocking, URL filtering, and URL

blocking.

e Mail—Configures scanning, content filtering, and spam prevention, and the global approved list (see
the “Developing a Global Approved List for SMTP and POP3” section on page 3-13) for incoming

and outgoing SMTP and POP3 e-mail.

¢ File Transfer—Configures file scanning and blocking.

e Updates—Schedules updates for content security scanning components (virus pattern file, scan

engine, and others).
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Figure 1-2 Configuration Options on ASDM

B& Cisco ASDM 6.1 for ASA - 10.2
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B, 12345679

8] 12.3.45.699 |

Trend Micro Content ...
=g C5C Setup
Nactivation/License
g [P Configuration
HostiMotification Settings
% Management Access Hostih

Q Traffic Selection for Scanning

Passwaord
[t Wizard Setup

.?
i
i
..... ) weh
..... Mail
----- g File Transfer z
----- (2 Updates
}

< >

g{j Firewall

f?ﬂ Remoate Access VPN
74 Site-to-site PN

& Trend Micro Content Security

¥ : Device Management

251002

The Setup options are described in the Cisco ASA 5500 Series Adaptive Security Appliance Getting
Started Guide. The online help provides more detailed information about each of these options.

The Web, Mail, File Transfer, and Updates options are described in more detail in these chapters:
e Mail—Chapter 3, “Configuring SMTP and POP3 Mail Traffic.”

e Web and File Transfer—Chapter 4, “Configuring Web (HTTP/HTTPS) and File Transfer (FTP)
Traffic.”

e Updates—Chapter 5, “Managing Online Help Updates and Log Queries.”

Introducing the CSC SSM Console

This section describes the CSC SSM console, and includes the following topics:
e Navigation Pane, page 1-7
e Tab Behavior, page 1-8

Cisco Content Security and Control SSM Administrator Guide
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e Default Values, page 1-9
e Tooltips, page 1-10
e Online Help, page 1-10

After you have successfully installed Trend Micro InterScan for Cisco CSC SSM and have configured
the adaptive security appliance to send traffic to CSC SSM, the virus scanning and detection feature is
activated, and your network traffic is scanned according to the default settings. Additional features, such
as spyware or grayware detection, are not enabled by default, and you must configure them in the CSC
SSM.

The CSC SSM appears in a browser window, as shown in Figure 1-3. The Configuration window in
ASDM has links to perform tasks of interest. The default view in the Trend Micro InterScan for Cisco
CSC SSM is context-sensitive, depending on the link selected. For example, click the Configure Web
Scanning link to go to the HTTP Scanning window, where you can configure web scanning settings.

The first time you log in to the CSC SSM, ASDM displays a security certificate, followed by the
Connecting to CSC <link name> window. If you exit the CSC SSM and then return without logging out
of ASDM, only the security certificate appears.

To exit the application, click Log Off, and then close the browser window.

Figure 1-3 HTTP Scanning Window
+//"TREND MICRO"InterScan-for Cisco CSC SSM e nele———— v | (R INERQ
HTTP Scanning ®
Summary
¥ Mail (SMTP) Target Webmail Scanning Action Naotification
¥ Mail (POP3
_ : HTTE =scanning only: Emabled

~ Web (HTTP/HTTPS)
: @ il HTTR Traffic O Only webmail
Global Settings

Scanning Default Scanning
File Blocking Select & method:
URL Blocking

@ All scannable files
URL Filtering

Web Reputstion O IntelliScan: uses "true file type" identification @

HTTPS Certificate O Specified file extensions...

User Group Policies Compressed File Handling

URL Blocking B Filtering
= Action on password-protected files: @ Deliver O Delete @
¥ File Transfer (FTF)

b Update Do not scan compressed file if:

» Logs Decompressed file count exceeds: 500 (1-1000)

» Administration Size of = decompressed file exceeds: 30 (1-50)MB
Mumber of layers of compression exceeds: 3 (2-z0)
Size of decompressed files is "x" times the size of compressed file: | 100 (z-z00)

245054

Action on unscanned compressed files: @ Deliver O Delete

Navigation Pane

The left pane of the Trend Micro CSC SSM console is the main menu, which also serves as a navigation
pane (shown in Figure 1-4). Click a menu item in the navigation pane to open the corresponding window.
A selection is compressed when the arrow is pointing to the right; a selection is expanded when the arrow
is pointing down. The corresponding panes do not refresh until you choose an item on the main menu.
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Tab Behavior

Figure 1-4 Navigation Pane in the Trend Micro CSC SSM Console

j’TREND MICRO™

Summary
F Mail (SMTP)
¥ Mail (POP3)
F Web (HTTR/HTTPS)
» File Transfer (FTP)
¥ Update
b Logs
* Administration

Device Settings

Connection Settings
Diavice Failover Settings
Notification Settings
User ID Settings

Register to DCS

Fegister to TMCM

Configuration Backup

Product Upgrade

Password

Product License

245580

The interactive windows for your selection appear on the right side of the CSC SSM console. Most
windows in the user interface have multiple views. For example, the SMTP Incoming Message Scan
window has three views: Target, Action, and Notification. You can switch among views by clicking the
appropriate tab for the information you want. The active tab name appears in brown text; inactive tab

names appear in black text.

Typically the tabs are related and work together. For example, in Figure 1-5, you need to use all three

tabs to configure virus scanning of incoming SMTP traffic.

r Cisco Content Security and Control SSM Administrator Guide



| Chapter1 Introducing the CSC SSM

Figure 1-5

4

';l-,f‘ug?TREND MICRO"InterScanfor Cisco CSC SSM

Tabs Working Together

Introducing the CSC SSM Console

Summary
~ Mail (SMTP)

Scanning

SMTP Incoming Message Scan

Target Action Notification

Incoming

Outgoing

Anti-spam

Content Scanning

Email Reputation

Content Filtering

Incoming

Cutgoing

Configuration
Global Approved List

For Messages with Virus/Malware Detection

@ Clean detacted files before delivering the message
If uncleznable: | Delete v

() Deliver message without detected attachment

O Deliver message with detected attachment (not recommendead)

For IntelliTrap Detections
) Allow files to be deliverad
() Delete files

For Spyware/Grayware Detections

» Mail (POP3)
b Web (HTTR/HTTPS)
» File Transfer (FTP)

» Update

} Logs

@ Allow spyware/grayware files to be delivered

O Delete spyware/grayware files

» Administration
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e Target—Allows you to define the scope of activity to be acted upon.

e Action—Allows you to define the action to be taken when a threat is detected. Examples of actions
are clean or delete.

e Notification—Allows you to compose a notification message, as well as define who is notified of
the event and the action.

For related tabs, you can click Save once to retain work on all three tabs.

Save Button
The Save button is disabled when the window first opens. After you make configuration changes, the text
on the button appears black instead of gray. This is an indication that you must click the button to retain
the work you have done.

Default Values

Many windows in the Trend Micro for Cisco CSC SSM user interface include fields that have default
settings. A default setting represents the choice that is best for most users, but you may change the
default if another choice is better for your environment. For more information about entries in a
particular field, see the online help.

Fields that allow you to compose a notification include a default message. You can change default
notifications by editing or replacing the existing entry.
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Tooltips

Some windows on the CSC SSM console contain information called a tooltip. Place your mouse over an
icon to display a pop-up text box with additional information that helps you make a decision or complete
atask. In the following example (shown in Figure 1-6), positioning the mouse over an icon displays more
information about IntelliScan, one of several virus scanning options.

Figure 1-6 Tooltip Example
B S C
E;JTREND MICRO"InterScan~for Cisco CSC SSM Log Off | Help SAu /]
SMTP Incoming Message Scan @
Summary
- Mail (SMTP) Target Action Matification
Scanning . . :
SMTP incoming message scan: Enabled
Incoming
Outgoing Default Scanning
Anti-spam Select = method:

Content Scanning

Email Reputation

) all scannzble files

Content Filtering

@ IntelliScan: uses "true file type" identification i

Incoming

Outgoing

O Specified file extensions...

Configuration
Global Approved List
» Mail (POF3)

IntelliTrap @

Enzble IntelliTrap - heuristic detection of potenti
generated by viruses

IntelliScan

IntelliScan optimizes performance by examining
file headers using true file type recognition, and
scanning only file types known to potentially
harbor malicious code.

True file type recognition helps identify malicious
code that can be disguised by a harmless

Compressed File Handling CACREITR NS,

» Web (HTTR/HTTPS)
} File Transfer (FTF) Action on password-protected files: @ Deliver O Delete @

e PP,

245055

Online Help

Figure 1-7 shows the two types of online help that are available with Trend Micro InterScan for Cisco
CSC SSM: general help from the Help drop-down menu (1) and context-sensitive help from the Help
icon (2).

Cisco Content Security and Control SSM Administrator Guide
mi I



| Chapter1

Introducing the CSC SSM

Licensing W

Figure 1-7 General and Context-Sensitive Online Help
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Save Cancel I
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Connection Setkings
Device Failover Sethings
Notification Settings
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Configuration Backup
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To open general help, click the Contents and Index entry from the Help drop-down menu. A second
browser window opens that allows you to view the Help contents. Click the book icon to expand a help
topic.

After an introduction, the organization of the online help topics follows the structure of the menu on the
left in the user interface. Additional information about computer viruses is also available.
To search for information using a keyword, click the Search Help tab.

To open context-sensitive Help, click the window Help icon, (&). A second browser window appears
that includes information for the window that you are currently viewing.

Links in Online Help

Licensing

The online help includes links, indicated by blue underlined text. Clink a link to go to another help
window or display a pop-up text box with additional information, such as a definition. Disable pop-up
blocking in your browser to use this feature.

For more information about Trend Micro InterScan for Cisco CSC SSM, see the online help.

As described in the introduction to this chapter, there are two levels of the Trend Micro InterScan for
CSC SSM license: the Basic License and the Plus License. The Base License provides antivirus,
anti-spyware, and file blocking capability. The Plus License adds anti-spam, anti-phishing, content
filtering, web reputation technology, URL blocking, and URL filtering capability. The Basic License is
required for Plus license activation.
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If you purchased only the Basic License, you may be able to view unlicensed features on the CSC SSM
console, but unlicensed features are not operational. You can, however, view online help for an
unlicensed feature. You can also purchase the additional functionality offered with the Plus License at a
later time.

If you are not sure of which level of license your organization purchased, click the Home > Content

Security tab to review the CSC SSM Information section that summarizes your licensing information.

Alternatively, on the CSC SSM console, choose Administration > Product License to display the
Product License window. Scroll to the Plus License section of the window, and check the Status field. If
this field is set to “Activated,” you have the Plus License functionality. Otherwise, this field is set to “Not
Activated.”

Windows That Require Plus Licensing

Table 1-2 indicates which windows on the CSC SSM console are available with the Basic License, and
which are available only when you purchase the additional Plus License.

Table 1-2 Windows Available Based on License Type

Window Title Basic License | Plus License

Summary > Status/Mail (SMTP)/Mail (POP3)/Web
(HTTP/HTTPS)/File Transfer (FTP) X

Mail (SMTP) > Scanning > Incoming > Target/Action/Notification X

Mail (SMTP) > Scanning > Outgoing > Target/Action/Notification X

Mail (SMTP) > Anti-spam > Content Scanning > Target/Action X

Mail (SMTP) > Anti-spam > Email Reputation > Target/Action X

Mail (SMTP) > Content Filtering > Incoming >
Target/Action/Notification X

Mail (SMTP) > Content Filtering > Outgoing >
Target/Action/Notification X

Mail (SMTP) > Configuration >
Message Filter/Disclaimer/Incoming Mail Domain/Advanced X
Settings

Mail (POP3) > Scanning > Target/Action/Notification X

Mail (POP3) > Anti-spam > Target/Action X

Mail (POP3) > Content Filtering > Target/Action/Notification X
Web (HTTP/HTTPS) > Global Settings > Scanning >
Target/Webmail Scanning/Action/ Notification X

Web (HTTP/HTTPS) > Global Settings >Web Reputation > X
Settings/Exceptions

Web (HTTP/HTTPS) > Global Settings > File Blocking > X
Target/Notification

Web (HTTP/HTTPS) > Global Settings > URL Blocking > Via Local X
List/Notification
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Table 1-2 Windows Available Based on License Type (continued)

Window Title Basic License | Plus License
Web (HTTP/HTTPS) > Global Settings > URL Filtering > X
Rules/Exceptions/Time Allotment

Web (HTTP/HTTPS) > User Group Policies > URL Blocking & X
Filtering > All Policies/Policies by users/groups

File Transfer (FTP) > Scanning > Target/Action/Notification X

File Transfer (FTP) > File Blocking> Target/Notification X

Update > all windows X

Logs > all windows X

Administration > all windows X X

Process Flow

Figure 1-8 shows the flow of traffic when the CSC SSM is installed in the adaptive security appliance.
A request is sent from a client workstation through the adaptive security appliance to a server. As the
request is processed through the adaptive security appliance, it is diverted to CSC SSM for content
security scanning. If no security risk is detected, the request is forwarded to the server. The reply follows
the same pattern, but in the reverse direction.

Figure 1-8 Process Flow
Adaptive
Security Appliance
I__I'
Main System ——
modular
service

policy
a

7 Request sent Request forwarded a
; inside outside
il.«( < [ !

,:K\: Reply forwarded | | Reply sent
Diverted Traffic Server

Client bttt __ | L ___ ]

content security scan

CSC SSM

l%’

191296

If a security risk is detected, it can be cleaned or removed, depending on how you have configured the
CSC SSM.
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Verifying Initial Setup

This chapter describes how to verify that Trend Micro InterScan for Cisco CSC SSM is operating
correctly, and includes the following sections:

e Verifying ASA Clock Setup, page 2-1

e Verifying CSC SSM Activation, page 2-1

¢ Verifying Scanning, page 2-2

¢ Testing the Antivirus Feature, page 2-3

¢ Verifying Component Status, page 2-4

¢ Viewing the Status LED, page 2-6

e Understanding SSM Management Port Traffic, page 2-7

Verifying ASA Clock Setup

~

Note

Step 1
Step 2

To begin setup verification, you must confirm that the adaptive security appliance clock has been set
correctly. CSC SSM will synchronize its clock with the adaptive security appliance.

CSC SSM may not function correctly if the adaptive security appliance time is not accurate.

To validate that the clock has been set correctly, perform these steps:
Choose Configuration > Device Setup > Startup Wizard > System Time.

From the Properties menu, expand the Device Administration topic, then click Clock.

For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting Started
Guide.

Verifying CSC SSM Activation

Next, you must confirm that the CSC SSM has been activated correctly.
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Step 1

Step 2

Step 3

To validate that the CSC SSM has been activated correctly, perform the following steps:

If you have physical access to the device, check the status LED on the back of the device. The status
LED should be green. If the LED is amber, either solid or blinking, the card is not activated, or service
has not started. For more information, see the “ Viewing the Status LED” section on page 2-6.

If you do not have physical access to the device, do one of the following to assure activation:

¢ Loginto the CSC web console at https://<CSC | P address>:8443, and check the Summary page
license expiration, as shown in Figure 8-4 on page 8-16.

¢ Click the Content Security tab in ASDM. The device model number, management |1P address,
version, and other details appear in the upper left corner.

¢ Choose Tools > Command Line I nterface. Entetr the show module 1 details command. The
following is an example of the output for this command:

host name# show nodule 1 details
Getting details fromthe Service Mdule, please wait...
ASA 5500 Series Security Services Mdul e-10
. lines deleted for brevity...
App. name: CSC SSM
App. Status: Up
App. Status Desc: CSC SSM scan services are avail able
App. version: 6.2.XXXX. X

. lines deleted for brevity...

host name#

If these suggestions do not resolve your issues, contact Cisco TAC for assistance.

Verifying Scanning

Step 1

Step 2

Trend Micro InterScan for Cisco CSC SSM starts scanning for viruses and other malware as soon asyou
configure ASA to divert traffic to the SSM, even before you log on to the CSC SSM console. Scanning
runs whether or not you are logged on, and continues to run unless you turn it off manually.

To verify that Trend Micro InterScan for Cisco CSC SSM is scanning your SMTP network traffic,
perform the following steps:

In ASDM, click the Content Security tab, then click the E-mail Scan pane. The E-mail Scanned Count
graph should be incrementing.

On the CSC SSM consoleg, click the Mail (SM TP) tab on the Summary window and check the M essages
processed since the service was started fields in the Incoming Message Activity and Outgoing Message
Activity sections of the Summary - Mail (SMTP) window. For an example, see Figure 2-1.

N
Note  You can also verify that packets have been diverted to the CSC SSM from the CLI by entering

the show service-policy csc command. For more information, see the Cisco ASA 5500 Series
Configuration Guide using the CLI.
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Figure 2-1 Verify Scanning on the Summary Window
A ra c
7 .TREND MICRO™InterScan~for Cisco CSC SSM Log Off |
Summary
Summary
N [ Your license expired on 12/30/2008.
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Incoming Message Activity
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Meszsages processed since the service was started: 12,000-(—@
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Viruses/Malware 1z 20 beke]

Spyware/Grayware =] 15 45
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> IP filtered by Dynamic Database 'ﬂ 10 99 540
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IntelliTrap 7 i9 29

Outgoing Message Activity
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days days
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Spyware/Grayware =] 15 45
IntelliTrap 7 i9 29 N
g
S &
1 |Incoming message activity counter ‘2 ‘Outgoi ng message activity counter

The message activity counters increment as traffic passes through your network.
Step3  Click the Refresh link to update the counters.

~

Note  The counters also reset whenever service is restarted.

Step4  Click the Mail (POP3) tab to perform asimilar test for POP3 traffic, or view the E-mail Scanned Count
graph in ASDM, which includes counters for POP3 traffic.

Testing the Antivirus Feature

The European Institute for Computer Antivirus Research (EICAR) has developed a harmless test virus
that is detected as areal virus by antivirus technology, such as Trend Micro InterScan for Cisco CSC
SSM. Thetest virusisatext file with a.com extension that does not contain any fragments of viral code.
Use the test virus to trigger an incident and confirm that e-mail notifications and virus logs work
correctly.

Cisco Content Security and Control SSM Administrator Guide
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To test the antivirus feature, perform the following steps:

Step1  Open abrowser window and go to the following URL:
http://www.eicar.com/anti_virus test_file.htm
Step2  Locate the EICAR download Area shown in Figure 2-2.

Figure 2-2 EICAR Download Area

Download area using the standard protocol http

eicar.com eicar.com.bd eicar com.zip gicarcom? Zip
58 Bytes G5 Bytes 184 Bytes 308 Bytes

Download area using the secure, SSL enabled protocol https

(Mate: Far the time being we make use of & self-signed cerificate. You may be asked by your broveser whether you trust this site.
Depending on acceptance of this new service we may install a cerificate coming from a trusted
Certificate Authority at a later point in time:.)

gicar.cam gicar.comm.bd gicar com.zip eicarcom Zip o
68 Bytes 68 Bytes 184 Bytes 308 Bytes =
=

Step3  Click the eicar.com link.
You should receive an immediate notification in your browser that a security event has occurred.

Stepd  Onthe CSC SSM console, query the virus or malware log file by choosing L ogs > Query to see the test
virus detection recorded in the log.

In addition, a notification has been sent to the administrator e-mail address that you entered during
installation on the Host Configuration installation window.

If you do not receive on-screen notification, possible causes may be one of the following:

e TheCSC SSM isnot activated. Verify that the device has been activated according to theinformation
in the “Verifying CSC SSM Activation” section on page 2-1.

e There may be a misconfiguration in the adaptive security appliance. For more information, see the
“Scanning Not Working Because of Incorrect Service-Policy Configuration” section on page 8-10.

e The CSC SSM isin afailed state. For example, it isrebooting or a software failure has occurred. If
thisis the case, the system log message 421007 is generated. Check your system log messages to
see whether this error occurred. For more information, see the “ Scanning Not Working Because the
CSC SSM Is|n aFailed State” section on page 8-11.

Verifying Component Status

You must confirm that you have the most current antivirus components.

To determine whether you have the most current virus pattern file and scan engine, spyware pattern file,
PhishTrap pattern, anti-spam rules and engine and IntelliTrap pattern and pattern exceptions, perform
the following steps:

Step 1 In the CSC SSM console, click Update > Manual to display the Manual Update window, shown in
Figure 2-3.
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Step 3

Verifying Component Status 1l

Figure 2-3 Manual Update Window
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* Update s
| Spyware pattern 5.2145.2 02/02/2007 02:22:22 5.2145.2
Manua
G Anti-spam rules and engine
Prowy Settings > Anti-spam rules 5.4 02/02/2007 02:22:22 5.4
¥ Logs > Anti-spam engine 5.1 02/02/2007 02:22:22 5.1
v Administration IntelliTrap Pattern 98 02/02/2007 02:22:22 =1
IntelliTrap Exception Pattarn 12 02/02/2007 02:22:22 12
&
3
[

If amore current version is available, the update version number displaysin red in the Available column.
Choose those components you want to update and click Update to download the most recent versions.

If the current and available versions are the same, and you think a new version is available, or if the
Available column is blank, it could mean one of the following:

¢ A network problem has occurred.

e There are no new components available; everything is current.

e Trend Micro InterScan for Cisco CSC SSM is not configured correctly.
e The Trend Micro ActiveUpdate server is down.

To avoid uncertainty, choose Update > Scheduled to display the Scheduled Update window, shown in
Figure 2-4.

Figure 2-4 Scheduled Update Window
+ 7 TREND MICRO"InterScan~for Cisco CSC SSM g — Help=-—-—-—- v | F®/TREND.
Scheduled Update @

Summary
b Mail (SMTF)
» Mail (POP3)

Enable Scheduled Updates

¥ Web (HTTP/HTTPS) Select Components Select all
} File Transfer (FTP) Virus pattern
~ Update Virus scan engine
Manual Spyware pattern
SChECH.lled Anti-spam rules and Anti-spam engina
Proxwettings IntelliTrap Pattern
b Logs IntelliTrap Exception Pattern
b Administration
Update Schedule

Update every:

O 15 minutes
@ Hour, at: mm
O Day, at: hh mm

Save Cancel

245058

Cisco Content Security and Control SSM Administrator Guide



Chapter2  Verifying Initial Setup |

Bl Viewing the Status LED

By default, Trend Micro InterScan for Cisco CSC SSM updates components periodically, with an
automatic notification after a scheduled update has occurred. You can modify the scheduled update
interval.

Viewing the Status LED

On the back of the adaptive security appliance, locate the Status LED in the ASA SSM indicators shown
in Figure 2-5.

Figure 2-5

ASA SSM Indicators

O0o0ooooooooooon
O000oo0o0o0ooon

Oooooooooooooo
Oooooooooooooo
Ooooooooooooooo
OooOooooooooooono

Oo0O0ooooooooooooooon

119644

The Status LED is |labeled 2. The Status LED can be in several different states, which are described in

Table 2-1.
Table 2-1 ASA SSM LED Indicators
No. |LED Color State Description
1 PWR Green On The system has power.
2 STATUS Green and Flashing The SSM is running and activated, but the
Amber scanning service is down. If the flashing
continues for over a minute, either the CSC
SSM isloading a new pattern file or scan
engine update, or you may need to
troubleshoot to locate the problem.
Green Solid The SSM is booted up, but it is not activated.
Amber Solid The SSM has passed power-up diagnostics.
Thisisthe typical operational status.
3 LINK/ACT |Green Solid Thereis an Ethernet link.
Flashing There is Ethernet activity.
4 SPEED Green 100 MB There is network activity.
Amber 1000 MB There is network activity.
(Gigabit-
Ethernet)

Note

The LEDs labeled 1, 3, and 4 are not used by the CSC SSM software.
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Understanding SSM Management Port Traffic

Understanding SSM Management Port Traffic

During installation (on the IP Configuration installation window), you chose an | P address, gateway |IP
address, and mask | P address for your management interface. The traffic that uses the SSM management
port includes the following:

¢ ActiveUpdate—The communication with the Trend Micro update server, from which Trend Micro
InterScan for Cisco CSC SSM downloads new pattern files and scan engine updates.

¢ URL rating lookups—The downloading of the URL filtering database, which is used if you
purchased the Plus License to perform URL blocking and filtering.

¢ Syslog—Uploading data from Trend Micro InterScan for Cisco CSC SSM to the syslog server(s).
¢ E-mail notifications—Notifications of trigger events such as virus detection.

¢ DNSIlookup—Resolving the hostname used for pattern file updates and looking up the Trend Micro
server | P address.

e Cisco ASDM or Trend Micro GUI access—The communication between the Cisco ASDM interface
and the Trend Micro InterScan for Cisco CSC SSM interface.

Cisco Content Security and Control SSM Administrator Guide
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CHAPTER3

Configuring SMTP and POP3 Mail Traffic

This chapter describes additional configuration required to detect security risks such as spyware or to
add an organizational disclaimer to incoming and outgoing messages, and includes the following
sections:

¢ Default Mail Scanning Settings, page 3-1

¢ Defining Incoming and Outgoing SMTP Mail, page 3-2

¢ Enabling SMTP and POP3 Spyware and Grayware Detection, page 3-4
¢ Reviewing SMTP and POP3 Notifications, page 3-5

e Configuring SMTP Settings, page 3-7

e Enabling SMTP and POP3 Spam Filtering, page 3-9

e Enabling SMTP and POP3 Content Filtering, page 3-10

e Enabling E-mail Reputation, page 3-12

¢ Developing a Global Approved List for SMTP and POP3, page 3-13

Default Mail Scanning Settings

Table 3-1 lists the mail configuration settings, and the default values that are in effect after installation.

Table 3-1 Default Mail Scanning Settings

Feature Setting

SMTP scanning for incoming and outgoing mail  |Enabled using All Scannable Files asthe scanning
method.

POP3 scanning Enabled using All Scannable Files asthe scanning
method.

SMTP and POP3 scanning message filter (reject |Enabled to reject messages larger than 20 MB.
messages larger than a specified size)

SMTP message rejection (reject messages with Enabled to reject messages addressed to more
recipients higher than a specified number) than 100 recipients.
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Table 3-1 Default Mail Scanning Settings (continued)

Feature Setting

SMTP and POP3 compressed file handling for Configured to skip scanning of compressed files
incoming and outgoing mail when one of the following is true:

e Decompressed file count is greater than 500.
e Decompressed file size exceeds 20 MB.
e Number of compression layers exceeds three.

e Decompressed or compressed filesizeratiois
greater than 100 to 1.

e Compressed files exceed specified scanning
criteria.

SMTP incoming and outgoing messages Cleans the message or attachment in which the

POP3 messages in which malware is detected malware was detected.

If the message or attachment is uncleanable,
delete it (SMTP only) or replace it with a

notification.
SMTP incoming and outgoing messages Allows files to be delivered.
POP3 messages in which spyware or grayware is
detected
SMTP incoming and outgoing messages Aninlinenotification isinserted in the messagein

POP3 natification when malware is detected which the malware was detected, which states:

9%/ RUSNAME% was detected in the file
(%1 LENAMEY) . The fol | owi ng acti on has been
t aken: %ACTI ON%

Password-protected SMTP and POP3 e-mail Allows files to be delivered without scanning.
messages

These default settings give you some protection for your e-mail traffic after you install Trend Micro
InterScan for Cisco CSC SSM. You may change these settings. See the online help for more information
about these settings before making e-mail scanning configuration changes.

To obtain the maximum protection for your e-mail traffic, additional configuration settings are available
that you may want to update. If you purchased the Plus License, which entitles you to receive anti-spam
and content filtering functionality, you must configure these features.

Defining Incoming and Outgoing SMTP Mail

When an e-mail message is addressed to multiple recipients, one or more of which is an incoming
message (addressed to someone within the same organization with the same domain name) and one of
which is outgoing (addressed to someone in a different organization with a different domain name), the
incoming rules apply. For example, a message from psmith@example.com is addressed to
jdoe@example.com and gwood@example.net.

The message from psmith to jdoe and gwood is treated as an incoming message for both recipients,
although gwood is considered an “outgoing” recipient.

Cisco Content Security and Control SSM Administrator Guide
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Defining Incoming and Outgoing SMTP Mail Il

You should set scanning to the All scannable files option for incoming SM TP messages, and scanning
to the I ntelliScan option for outgoing messages. You should set Intelli Trap to scan incoming messages,
although it can also be configured to scan outgoing messages. Make sure that you enable spyware or
grayware detection for incoming messages.

About IntelliScan™

Note

True File Type

~

Note

Most antivirus solutions today offer you two options in determining which files to scan for potential
risks. Either all files are scanned (the safest approach), or only those files with certain file name
extensions (considered the most vulnerable to infection) are scanned. But recent developmentsinvolving
files being disguised through having their extensions changed has made this |atter option less effective.
IntelliScan is a Trend Micro technology that identifies afile’'s true file type, regardless of the file name
extension.

IntelliScan examines the header of every file, but based on certain indicators, selects only files that it
determines are susceptible to virus infection.

When set to scan true file type, the scan engine examines the file header rather than the file name to
ascertain the actual file type. For example, if the scan engine is set to scan all executable files and it
encounters afile named “family.gif,” it does not assume the file is a graphic file and skip scanning.
Instead, the scan engine opens the file header and examines the internally registered data type to
determine whether the file isindeed a graphic file, or, for example, an executable that has been
deceptively named to avoid detection.

True file type scanning works in conjunction with Trend Micro IntelliScan, to scan only those file types
known to be of potential danger. These technologies can mean areduction in the overall number of files
that the scan engine must examine (perhaps as much as a two-thirds reduction), but it comes at the cost
of potentially higher risk.

For example, .gif and .jpg files make up alarge volume of all web traffic, but they cannot harbor viruses,
launch executable code, or carry out any known or theoretical exploits. However, this does not mean that
they are entirely safe. It is possible for a malicious hacker to give a harmful file a“safe” file name to
smuggle it past the scan engine and onto the network. The file could not run until it was renamed, but
IntelliScan would not stop the code from entering the network.

For the highest level of security, Trend Micro recommends scanning all files.

About IntelliTrap™

IntelliTrap works in real-time to detect potentially malicious code in compressed files that arrive as
e-mail attachments. This feature is turned off by default. Enabling IntelliTrap allows the CSC SSM to
take user-defined actions on infected attachments, and to send notifications to senders, recipients, or
administrators.

Enable IntelliTrap by checking the check box in the IntelliTrap sections of the following locations:
¢ Mail (SMTP) > Scanning > Incoming or Outgoing/Target
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e Mail (POP3) > Scanning/Target

When IntelliTrap detects malware, the users can choose one of the following actions:
e Allow filesto be delivered
e Deletefiles

IntelliTrap technology is heuristically based, which allows it to detect previously unknown or new
viruses. However, there are always a certain number of false positives. For this reason, Trend Micro
recommends using the “Allow files to be delivered” action setting when you use this feature. With the
action setting “Delete files,” the only way to recover the file is to have the sender resend the e-mail
message with the attachment.

The action settings are available at the following locations:
e Mail (SMTP) > Scanning > Incoming or Outgoing/Action
e Mail (POP3) > Scanning/Action
Configure notifications at the following locations:
e Mail (SMTP) > Scanning > Incoming or Outgoing/Notification
e Mail (POP3) > Scanning/Notification

For more information about notifications, see the “Reviewing SMTP and POP3 Notifications” section
on page 3-5.

To update the IntelliTrap Pattern and IntelliTrap Exception Pattern, check the check box for each
component on the Summary page and click Update, or set up schedule updates by choosing Update >
Scheduled. For more information about scheduled updates, see the “ Scheduled Update” section on

page 5-2.

Enabling SMTP and POP3 Spyware and Grayware Detection

Step 1

Step 2

Step 3

Step 4

To detect spyware and other forms of graywarein your e-mail traffic, you must configure this feature on
the SMTP Incoming Message Scan/Target, SM TP Outgoing Message Scan/Target, and POP3
Scanning/Target windows according to the following steps:

To display the SMTP Incoming Message Scan/Target window, choose Configuration > Trend Micro
Content Security > Mail in ASDM and click the Configure Incoming Scan link.

To display the SMTP Outgoing Message Scan/Target window, choose Configuration > Trend Micro
Content Security > Mail in ASDM and click the Configure Outgoing Scan link.

To display the POP3 Scanning/Target window, in the CSC SSM console, choose Mail (POP3) >
Scanning > POP3 Scanning/Tar get.

In the Scan for Spyware/Grayware section of these windows (shown in Figure 3-1), choose the types of
grayware you want detected by Trend Micro InterScan for Cisco CSC SSM. See the online help for a
description of each type of grayware listed.
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Step 5

Reviewing SMTP and POP3 Notifications 1l

Figure 3-1 Spyware and Grayware Scanning Configuration
Scan for SpywarefGrayware [T zelect all
r Spyware M adware
[T pialers ™ 1cke Pragrams
r Hacking Tools [T Remote Access Tools %
[ password Cracking Applications [ others @ E

Click Save to enable the new configuration.

Reviewing SMTP and POP3 Notifications

This section describes notification settings and includes the following topics:
¢ Types of Notifications, page 3-5
¢ Modifying Notifications, page 3-6

If you are satisfied with the default notification setup, no further action is required. However, you might
want to review the notification options and decide whether you want to change the defaults. For example,
you may want to send a notification to the administrator when a security risk has been detected in an
e-mail message. For SMTP, you can also notify the sender or recipient.

You may also want to tailor the default text in the notification message to something more appropriate
for your organization.

To review and reconfigure e-mail notifications, go to each of the following windows in the CSC SSM
console;

e Mail (SMTP) > Scanning > Incoming > SMTP Incoming Message Scan/Notification
e Mail (SMTP) > Scanning > Outgoing > SMTP Outgoing Message Scan/Notification
¢ Mail (POP3) > Scanning > POP3 Scanning/Natification

Types of Notifications

There are two types of notifications available in e-mail traffic: e-mail notifications and inline
notifications, as shown in Figure 3-2.
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Reviewing SMTP and POP3 Notifications

Figure 3-2 Examples of Notifications

ssage (Rich Text) EI@]@

! e Edt View | Inset Format Tools Actons Hebp
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: Wl T Attach as Adobe POF | U3 | *] Ogtions... | &

Subject: Security risk

A security risk was deleted in an outgoing SMTP message from
chris_smith@example.com to pat brown@example.org titled Fourth
Quarter Results. The following action was taken: cleal

™ Fourth Quarter Resulls - Message (Rich Text)
i Ele Edt Vew [mset Fomat Tools Adions Table Heb

i Reply | dRteplyto AN | | Forward | (4

W AN, AR N

From:  pat brown@@example ceg
To: chris_smithi@exomple,com

Subject:  Fouth Quarter Results

Did you receive the quarterdy repont | sent last Friday? | wanted 10 go over the
numbers with you later today. Canwe meet at 47

Pat

WORM_SOBER AC was detected in the file (Fourth Quarter Results). The
following action has been taken: clean

Sent:  Mon 10/Z3/2006 11:20 AM

“oomg

®

191295

1 |E-mail notification

‘2 ‘Inline notification

Notifications use variables called tokens to provide information that makes the notification more
meaningful. For example, atoken called %VIRUSNAME% is replaced with the text
“WORM_SOBER.AC” in the inline notification example on the right.

For more information about tokens, see the “Using Tokens in Notifications” online help topic.

Modifying Notifications

To send a notification to additional recipients, or to change the default text of the notification message
that is sent when an event occurs, go to the applicable window to update the settings. For example,
Figure 3-3 showsthe natification optionsin the Mail (SMTP) > Scanning > Outgoing > SM TP Outgoing

Message Scan/Notification window.
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Configuring SMTP Settings

Figure 3-3 Configure Notifications for Outgoing SMTP Messages

Email MNotifications

When a security risk is detected in an incorning message, the following notifications will be
sent via email:

T administrator & security risk was detected in an outgoing SMTP ;I
rnessage frorn %SEMDER: to %RCPTS% titled %
SUBJECTS, The following action was taken: SACTION:

[~

I sander 4 security risk was detected in a2 message you ;I
atternpted to send, titled 3%SUBJECTS%, The message
rnay not be delivered to the recipient, %RCPTS%, We

suggest scanning your computer for security risks, LI

[T Recipiant Warning - A security risk was detected in a recent ;I

ressaage addressed to you titled % SUBJECT from %
SEMDER 9%, If the security risk cannot be rermoved, the
rnessage rmay not be delivered.

I

Inline Notifications

The following cornrents will be inserted in all scanned cutgoing rmessages and viewable by
recipients:

[T Risk free message Thiz message has been scanned by the IntarScan for ;I
CEC-55M and found to be free of known security risks,

[~

|7 Message with security WHWIRUSMAMES was detected in the file [%FILEMAMES:), ;I
risk The following action has been taken: $%ACTIONS: 4
o
= 2

By default, the only notification is an inline notification to the message recipient, which means neither
the sender nor the administrator of the originating organization is aware that a security threat has been
detected and cleaned.

To make changes to these notifications, perform the following steps:

Step1  Inthe E-mail Notifications section of the window, check the applicable check boxes provided to have
additional people receive e-mail notifications.

Step2  In the Inline Notifications section of the window, choose one of the listed options, neither, or both.
Step3  Highlight the existing text and type your own message in the field provided.
Step4  Click Save when you are finished.

Configuring SMTP Settings

Review the configuration settings available in the Mail (SMTP) > Configuration > SMTP Configuration
window. The SMTP Configuration window includes the following four tabs:

e Message Filter

e Disclaimer

e Incoming Mail Domain
e Advanced Settings

~

Note  These settings apply to SMTP messages only.
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To configure settings in this window, perform the following steps:

Step1  Inthe Message Filter tab, Trend Micro InterScan for Cisco CSC SSM is already configured to reject
messages larger than 20 MB and messages addressed to more than 100 recipients. These settings protect
you from an assault on your network that consumes CPU time while your e-mail server tries to handle
large, bogus messages addressed to hundreds of recipients. The default settings are recommended, and
if you want to continue to use them, no action is required on this window.

Step2  IntheDisclaimer tab of the SMTP Configuration window, you may add an organizational disclaimer that
appears at the beginning or end of SMTP messages.

¢ To enable this feature, check one or both of the following check boxes:
- Display disclaimer in all incoming e-mail messages.
— Display disclaimer in all outgoing e-mail messages.

~

Note Leavethis option blank if you do not want to use this feature.

e Select the location of the disclaimer using the Location drop-down box.
¢ If needed, customize the disclaimer text by highlighting it and redefining the message.
e Click Save.

Step3  Inthe Incoming Mail Domain tab of the SMTP Configuration window, you can define additional
incoming e-mail domains to do the following:

e Scan for viruses and other threats.
¢ Provide anti-spam functions.
¢ Perform content-filtering.

The Incoming mail domains field should already contain the incoming e-mail domain name you entered
in the Host Configuration installation window during installation. If you have additions, enter the
top-level domain (tld) name only. For example, enter only example.com—exclude subsidiary domains
such as examplel.com, example2.com, and so on. If there are no other incoming domains, no further
action is needed.

Stepd4  The Advanced Settings tab of the SMTP Configuration window contains fields that allow you to do the
following:

e Set amore aggressive (or permissive) timeout for messages that appear to be from an attacker.

¢ Enable settings that place selected, temporary restrictions on the SMTP traffic. If you suspect you
may be under attack, these restrictions make it more difficult for the traffic that has the
characteristics of asuspicious message from an attacker to move through a system because you have
performed the following:

— Set ashorter timeout for sending an e-mail (often an e-mail that takes longer to send is part of
an intentional attempt to consume resources).

— Limited the allowed number of errorstriggered, indicative of someone resending a message over
and over.

— Limited the number of times the sender resets the conditions for attempting to send the same
e-mail.
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Enabling SMTP and POP3 Spam Filtering ||

e The Enable SMTP TL S traffic pass-through mode check box is unchecked by default. This setting
allows sending and receiving MTAs to communicate using the encrypted TL S protocol.

Caution

Step 5

SMTP e-mail messages delivered via TLS are not scanned or filtered by CSC SSM, and could allow
malicious content to enter the network. E-mail Reputation still scans all SMTP e-mail messages for
spam.

After you make changes, click Save to activate your updated SM TP configuration.

Enabling SMTP and POP3 Spam Filtering

~

Note

Step 1
Step 2

Step 3
Step 4

Step 5

You must configure the SMTP and POP3 anti-spam feature.

This feature requires the Plus License.

To configure the anti-spam feature, perform the following steps:

On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Anti-spam link to display the SMTP Anti-spam > Content Scanning/Target window.

In the CSC SSM console, choose Mail (POP3) > Anti-spam > POP3 Anti-spam/Tar get to display the
POP3 Anti-spam window.

For each of these windows (SMTP and POP3), click Enable.

Reset the anti-spam threshold to Medium or High if you do not want to use the default value.

ye

Tip You might want to adjust this setting at alater time, after you have some experience with
blocking spam in your organization. If the threshold istoo low, a high incidence of spam occurs.
If the threshold is too high, a high incidence of false positives (legitimate messages that are
identified as spam) occurs.

In the Approved Senders section of the Mail (SMTP) > Anti-spam > Content Scanning/Target or POP3
Anti-spam/Target windows, add approved senders. Mail from approved senders is always accepted
without being eval uated.
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S

Note  Approved sendersthat you have added and saved in either window appear in both windows. For
example, if you add yourname@example.com to the Approved Senders list on the Mail (POP3)
> Anti-spam/Target window. Open the SMTP Anti-spam > Content Scanning/Target window.
The address for yourname@example.com has already been added to the list of Approved
Senders on the Mail (SMTP) > Anti-spam > Content Scanning/Target window.

You can create the Blocked Senders list in either window; however, the list appears in both
windows.

Approved and blocked senders lists can also be imported. Theimported file must be in a specific
format. See the online help for instructions.

Step6  In the Blocked Senders section of the Mail (SMTP) > Anti-spam > Content Scanning/Target and
Mail (POP3) > Anti-spam/Target windows, add the blocked senders. Mail (spam and non-spam) from
blocked senders is always rejected. Blocked senders that you have added and saved in either window
appear in both windows.

Step7  Configure the action for messages identified as spam.

a. Click the Mail (SMTP) > Anti-spam > Content Scanning/Action tab, and select one of the
following options:

— Stamp the message with a spam identifier, such as “Spam:” and deliver it anyway. The spam
identifier acts as a prefix to the message subject (for example, “ Spam:Designer luggage at a
fraction of the cost!”).

- Delete the message.
b. Click the Mail (POP3) > Anti-spam/Action tab, and select one of the following options:

— Stamp the message with a spam identifier, such as “Spam:” and deliver it anyway. The spam
identifier acts as a prefix to the message subject (for example, “ Spam:Designer luggage at a
fraction of the cost!”).

- Replace the message with a notification to inform the recipient that the mail was not delivered
because it violated an anti-spam policy.

Step8  Click Save to activate the new anti-spam configuration settings.

Enabling SMTP and POP3 Content Filtering

You must configure the SMTP and POP3 content filtering feature.

~

Note  Thisfeature requires the Plus License.

To configure the content filtering feature, perform the following steps:

Step1  On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Incoming Filtering link to display the SMTP Incoming Content Filtering/Target window.

Step2  On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Outgoing Filtering link to display the SMTP Outgoing Content Filtering/Target window.
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Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Enabling SMTP and POP3 Content Filtering 1l

Onthe CSC SSM console, choose Mail (POP3) > Content Filtering > POP3 Content Filtering/Tar get
to display the POP3 Content Filtering/Target window.

For each of these windows (SMTP Incoming and Outgoing, and POP3), click Enable.

Decide whether to use message size filtering criteria, and if so, set the parametersin the Message sizeis
field. For example, if you specify message filtering for messages and attachments greater than 5 MB,
messages with attachments less than 5 MB are not filtered. If you do not specify a message size, all
messages are filtered, regardless of their size.

In the Message Subject and Body section of the windows, specify words that if present in the message
subject or body, trigger content filtering.

In the Message Attachment section of the windows, specify characters or words that if present in the
attachment name, trigger content filtering. You can also choose content filtering by file typesin this
section of the window. For example, if you choose Microsoft Office file typesfor filtering, attachments
created with Microsoft Office tools are filtered for content.

On each of these windows, click the Action tab to specify what action triggers content filtering. For
e-mail messages, the options are as follows:

a. Click the Mail (SMTP) > Content Filtering > Incoming or Outgoing/Action tab, and select one
of the following options:

— Delete messages (messages will not be delivered).
— Deliver messages anyway.
For attachments, select from the following options:

- Allow violating attachmentsto pass. In this case, do not make any changesin the “ For messages
that match the attachment criterid” section of the window.

— Delete the attachment and insert an inline notification in the message body.
b. Click the Mail (POP3) > Content Filtering/Action tab, and select one of the following options:
For messages that match the filtering criteria:

- Replace the message with a notification to inform the recipient that the mail was not delivered
because it violated a content filtering policy.

- Deliver messages anyway.
For messages that match the attachment criteria, select one of the following options:

- Allow violating attachmentsto pass. In this case, do not make any changesin the “ For messages
that match the attachment criteria” section of the window.

— Delete the attachment and insert an inline notification in the message body.

On each of these windows, click the Notification tab to specify whether a notification is sent to the
administrator for a content filtering violation. For SMTP, you can also notify the sender or recipient.
Change the default text in the notification message by selecting it and redefining the message.

Click Save to activate content filtering according to the new configuration settings.
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Enabling E-mail Reputation

Note

In addition to filtering spam on the basis of content, the CSC SSM provides E-mail Reputation (ER)
technology, which allow you to determine spam based on the reputation of the originating MTA. This
off-loads the task from the CSC SSM server. With ER enabled, all inbound SMTP traffic is checked by
the I P databases to see whether the originating IP addressis clean or it has been blacklisted as a known
spam vector.

For E-mail Reputation Services (ERS) to function correctly, all address translation on inbound SMTP
traffic must occur after traffic passes through the CSC SSM. If NAT or PAT occurs before the inbound
SMTP traffic reachesthe CSC SSM, CSC SSM will always seethelocal address asthe originating MTA.
ERS only blocks connections from suspect MTA public IP addresses, not private or local addresses.
Therefore, customers using ERS should not translate inbound SM TP connections before they are
scanned by CSC SSM.

About Standard and Advanced Services

Note

Email Reputation Services—Standard (ERS Standard) service (formerly known as Realtime Blackhole
List or RBL+) isadatabase that tracks the reputation of about two billion |P addresses. | P addresses that
have been consistently associated with the delivery of spam messages are added to the database and
rarely removed.

Email Reputation Services—Advanced (ERS Advanced) service (formerly RBL + and Quick I P Lookup
or QIL combined) isa DNS, query-based service similar to ERS Standard. At the core of this serviceis
the standard reputation database, along with the dynamic reputation, real-time database. This service
stops sources of spam while they are in the process of sending millions of messages.

When an |P address is found in either database, ER “marks” the connection, and the CSC SSM behaves
according to the settings that you have chosen.

For example, an MTA has been hijacked or an open relay exploited and used by athird party to deliver
spam messages. The system administrator may discover the exploit after a brief period of time and
correct it. Nevertheless, during this period of time, millions of spam messages are being and have been
sent by the server. Thetainted | P address may be added to the dynamic reputation database (used by ERS
Advanced) after only afew reports of spam, but then removed after the reports have subsided. On the
other hand, because it takes|onger for an | P address to be added to the standard reputation database (used
by ERS Standard), many that are only temporarily problematic (but nonetheless responsible for millions
of spam) are not flagged by the standard reputation database. After these I P addresses have been added
to the standard reputation database, however, it is more difficult to remove them from the database.

There isahigher degree of certainty that | P addresses in the standard reputation database are confirmed
spam MTASs.

Both services are applied to the message before the message is delivered to your MTA, freeing it from
the overhead of processing complex heuristics and analysis and routing the mail at the same time.
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Developing a Global Approved List for SMTP and POP3

Enabling and Configuring ER

S

Note

Step 1

Step 2

Step 3

Step 4

Step 5

This feature requires the Plus License.

To enable and configure ER filtering, perform the following steps:

On the CSC SSM console, choose Mail (SMTP) > Anti-spam > Email Reputation to open the Target
window.

Click Enable.

Choose the level of service you want to use: Standard or Advanced. The Advanced service level uses
both standard and dynamic reputation database services to check the reputation of the MTA from which
the e-mail is received.

Inthe Approved IP Addressfield, add the |P address or arange of | P addresses for any PCsthat you want
to exempt from the lookup service.

Click the Action tab to make that page active, and then choose the action that you want the CSC SSM
to take on messages found to match an entry in the databases used by the Standard or Advanced service.
The available actions are as follows:

¢ Intelligent action—Spam messages are rejected at the MTA with a brief message.
¢ Connection closed with no error—Spam messages are rejected, but no message is sent.
>

Note  Thisaction may trigger a series of automatic retries on the part of the originating MTA, and can
increase traffic volume.

¢ Detect, log, then pass—Spam incidents are logged and then delivered to the intended recipient, and
other scanning rules are applied. This action is typically used only for troubleshooting.

Developing a Global Approved List for SMTP and POP3

Step 1

Step 2
Step 3
Step 4

The Global Approved List can be composed of two types of elements: exact e-mail addresses such as
test@example.com and abc@example.com and domain-based addresses such as @example.com and
@sample.com. Global Approved Lists can only be applied to the sender of an e-mail, and not to the
recipient(s) of the e-mail. Global Approved Lists are separated for SMTP and POP3 protocols, and each
can have its own Global Approved List.

To enable and configure a Global Approved List for either SMTP or POP3, perform the following steps:

On the CSC SSM console, choose Mail (SMTP) or Mail POP3 > Global Approved List to open the
Target window.

Click Enable.
Enter the approved e-mail address(es) or domain name(s), and separate multiple entries with a comma.
Click Add.
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B Developing a Global Approved List for SMTP and POP3

~

Note  Global Approved Lists can also be imported. The imported file must be in a specific format. See the
online help for instructions.

E-mail received or sent from the domain name(s) or added e-mail address(es) will not be scanned,
filtered, or blocked by CSC. (The maximum number of approved e-mail(s) or domain name(s) is 1024.)

Step5  Click Save before exiting the screen.

To remove address(es) or domain(s) from the Global Approved List, perform the following steps:

Step1  Select the instance from the list and click Remove.
Step2  If necessary, select the entire list and click Remove All.
Step3  Click Save before exiting the screen.

Cisco Content Security and Control SSM Administrator Guide
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CHAPTER I

Configuring Web (HTTP/HTTPS) and File Transfer
(FTP) Traffic

This chapter describes how to make HTTP/HTTPS and FTP traffic configuration updates, and includes
the following sections:

e Default Web and FTP Scanning Settings, page 4-1

e Downloading Large Files, page 4-3

e Spyware and Grayware Detection and Cleaning, page 4-4

e Scanning Webmail, page 4-5

e File Blocking, page 4-5

e URL Blocking, page 4-7

e URL Filtering, page 4-11

¢ Web Reputation, page 4-21

e URL Blocking and Filtering Policies for Users/Groups, page 4-24

Default Web and FTP Scanning Settings

Note

After installation, your HTTP and FTP traffic is scanned by default for viruses, worms, and Trojans.
Malware, such as spyware and other grayware, require a configuration change before they are detected.
If you have a Plus License, you can block or allow URLs classified as phishing sites during work or
leisure time.

Some categories, such as pornography, are blocked by default. Customers should review the categories
blocked by default and make the appropriate adjustments. With a Plus License for URL filtering and
blocking, URLs can be blocked with both global and/or user/group policies.

Table 4-1 summarizes the web and file transfer configuration settings, and the default values that are in
effect after installation.
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I Default Web and FTP Scanning Settings

Table 4-1 Default Web and FTP Scanning Settings

Feature Default Setting

HTTP scanning of file downloads Enabled using All Scannable Files as the scanning
method.

Webmail scanning Configured to scan Webmail sites for Yahoo, AOL,

MSN Hotmail, and Google.

File transfer (FTP) scanning of file transfers |Enabled using All Scannable Files as the scanning

method.
HTTP compressed file handling for Configured to skip scanning of compressed files when
downloading from the web one of the following is true:

File transfer (FTP) compressed file handling | ¢ Decompressed file count is greater than 500.
for file transfers from an FTP server e Decompressed file size exceeds 30 MB.
e Number of compression layers exceeds three.

e Decompressed or compressed file size ratio is
greater than 100 to 1.

HTTP and file transfer (FTP) large file Configured to skip scanning of files larger than 50 MB.

hand.ll.ng (1,]0 scanning of files larger than a Configured to enable deferred scanning of files larger
specified size) than 2 MB

Enabled deferred scanning of files larger than
a specified size

HTTP downloads and file transfers (FTP) for |Clean the downloaded file or file in which the malware
files in which malware is detected was detected.

If uncleanable, delete the file.

HTTP downloads and file transfers (FTP) for |Files are deleted.
files in which spyware or grayware is detected

HTTP downloads when malware is detected |An notification is inserted in the browser, stating that
Trend Micro InterScan for CSC SSM has scanned the
file you are attempting to transfer, and has detected a
security risk.

File transfers (FTP) notification The FTP reply has been received.

These default settings give you some protection for your web and FTP traffic after you install CSC SSM.
You may change these settings. For example, you may want to scan by the “Specified file extensions”
option instead of by the “All Scannable Files” option for malware detection. Before making changes,
review the online help for more information about these selections.

After installation, you may want to update additional configuration settings to obtain the maximum
protection for your web and FTP traffic. You must configure these additional features if you purchased
the Plus License, which entitles you to receive web reputation, URL blocking, and URL filtering
functionality (for both global and user/group policies).
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Downloading Large Files

Downloading Large Files

The Target tabs on the HTTP Scanning and FTP Scanning windows allow you to define the size of the
largest download you want scanned. For example, you might specify that a download smaller than 20
MB is scanned, but a download larger than 20 MB is not scanned.

In addition, you can:
e Specify large downloads to be delivered without scanning, which may introduce a security risk.
e Specify that downloads greater than the specified limit are deleted.

By default, the CSC SSM software specifies that files smaller than 50 MB are scanned, and files 50 MB
and larger are delivered without scanning to the requesting client.

Deferred Scanning

A

The deferred scanning feature is not enabled by default. When enabled, this feature allows you to begin
downloading data without scanning the entire download. Deferred scanning allows you to begin viewing
the data without a prolonged wait while the entire body of information is scanned.

Caution

Note

When deferred scanning is enabled, the unscanned portion of information can introduce a security risk.

If deferred scanning is not enabled, the entire content of the download must be scanned before it is
presented to you. However, some client software may time out because of the extra time required to
collect sufficient network packets to compose complete files for scanning. Table 4-1 summarizes the
advantages and disadvantages of each method.

Table 4-2 Deferred Scanning Safety Comparison
Method Advantage Disadvantage
Deferred scanning enabled |Prevents client timeouts. May introduce a security risk.

Deferred scanning disabled |Safer. The entire file is scanned for |May result in the client timing
security risks before being presented |out before the download is
to you. completed.

Traffic moving via HTTPS cannot be scanned for viruses and other threats by the CSC SSM software.

When the file is eventually scanned by CSC SSM, it may be found to contain malicious content. If so,
CSC SSM takes following action:

e Sends a notification message, provided notifications are enabled.
¢ Logs the event details.

e Automatically blocks the URL from other users for four hours after malicious code detection.
Access to the URL is restored after four hours elapses, and content from it will be scanned.

If CSC SSM has been registered to a Damage Cleanup Services (DCS) server, a DCS clean-up request
is issued under one of the following conditions:
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e Someone (usually using a client PC) attempts to access a URL classified as Spyware, Disease
Vector, or Virus Accomplice through URL Filtering (requires a Plus License).

e Someone (usually using a client PC) uploads a virus classified as a “worm.”

DCS connects to the client to clean the file. For more information about DCS, see Appendix D, “Using
CSC SSM with Trend Micro Damage Cleanup Services.”

Spyware and Grayware Detection and Cleaning

Grayware is a category of software that may be legitimate, unwanted, or malicious. Unlike threats such
as viruses, worms, and Trojans, grayware does not infect, replicate, or destroy data, but it may violate
your privacy. Examples of grayware include spyware, adware, and remote access tools.

Spyware or grayware creates two main problems to network administrators. It can compromise sensitive
company information and reduce employee productivity by causing infected machines to malfunction.
In addition to detecting and blocking incoming files that may install spyware, CSC SSM can prevent
installed spyware from sending confidential data via HTTP.

If a client tries to access a URL classified as Spyware, Disease Vector, or Virus Accomplice, or a client
PC uploads a virus classified as a worm as a web mail attachment, CSC SSM can send a request to Trend
Micro DCS to clean the infected machine. DCS reports the outcome of the cleaning attempt (as either
successful or unsuccessful) to the CSC SSM server.

If the cleaning attempt is not successful, the client’s browser is redirected to a special DCS-hosted
cleanup page the next time the browser tries to access the Internet. This page contains an ActiveX control
that again tries to clean the infected machine. If access permissions were the reason for the first failed
cleaning attempt, the ActiveX control may be successful where cleaning via remote logon was
unsuccessful.

For more information about DCS, see Appendix D, “Using CSC SSM with Trend Micro Damage
Cleanup Services.”.

Note  To avoid excessive cleanup attempts, CSC SSM only sends requests to clean up a target IP address once
every four hours by default. If the client at that IP address continues to perform suspicious actions, then
no further cleanup requests will be issued until this lockout period has expired. You can modify the
length of this lockout period by going to /opt/trend/isvw/config/web/intscan.ini on the CSC SSM and
changing the value of the [DCS]/cleanup_lockout_hours field. The value in this field is interpreted as
the number of hours, and partial values (such as 0.5) are supported.

Detecting Spyware and Grayware

Spyware or grayware detection is not enabled by default. To detect spyware and other forms of spyware
and other grayware in your web and file transfer traffic, you must configure this feature in the following
windows:

e Web (HTTP/HTTPS) > Scanning > HTTP Scanning/Target
e File Transfer (FTP) > Scanning > FTP Scanning/Target
To configure web scanning, do the following:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
Web Scanning link.
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Scanning Webmail

To configure FTP scanning, do the following:

On the Configuration > Trend Micro Content Security > File Transfer window in ASDM, click the
Configure File Scanning link.

For more information, see the “Enabling SMTP and POP3 Spyware and Grayware Detection” section on
page 3-4 and the online help for these windows.

Scanning Webmail

A

As specified in Table 4-1, web mail scanning for Yahoo, AOL, MSN Hotmail, and Google is already
configured by default.

Caution

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

If you elect to scan only webmail, HTTP scanning is restricted to the sites specified on the Webmail
Scanning tab of the Web (HTTP/HTTPS) > Scanning > HTTP Scanning window. Other HTTP traffic is
not scanned. Configured sites are scanned until you remove them from scanning by clicking the
Trashcan icon.

To add additional sites, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
Web Scanning link.

The Target tab of the HTTP Scanning window appears.

Click the Webmail Scanning tab.

In the Name field, enter a name for the Webmail site.

In the Match field, enter the exact website name/IP address, a URL keyword, and a string.
Choose the appropriate radio button to correspond with the text entered in the Match field.

~

Note  Attachments to messages that are managed via web mail are scanned.

Click Add.

Click Save to update your configuration.

For more information about how to configure additional web mail sites for scanning, see the online help.

File Blocking

This feature is enabled by default; however, you must specify the types of files you want blocked. File
blocking helps you enforce your organization policies for Internet use and other computing resources

during work time. For example, your company does not allow downloading of music, both because of
legal issues as well as employee productivity issues.
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To configure file blocking, perform the following steps:

Step 1 To block downloads over HTTP, on the Configuration > Trend Micro Content Security > Web window
in ASDM, click the Configure File Blocking link to display the File Blocking window.

Step 2 To block downloads over FTP, on the Configuration > Trend Micro Content Security > File Transfer
window in ASDM, click the Configure File Blocking link.

Step3  To block the transferring of music files, on the Target tab of the File Blocking window, check the
Audio/Video check box, as shown in Figure 4-1.

By default, compressed music files will be blocked. To disable file blocking for compressed files
containing true file types, check the No radio button for the “Do you also want to block compressed files
containing the selected file type(s)” option, as shown in Figure 4-1.

Note  File blocking for FTP does not support the blocking of compressed files containing true file types.

Figure 4-1 Enable File Blocking

+///TREND MICRO"InterScanfor Cisco CSC SSM

File Blocking @
Surnrmary
¥ Mail (SMTP) Target Motification
: :al;lh(':::_ar)PfH'lTPS) File blocking (for HTTP anly): Enabled Disable I
Global Settings Block these file types:
Scanning 14 Audiofdiden (mp3, wav, etc,)
File Blocking [ Campressed [Lzip, .tar, etc.)
URL Blocking
URL Filtsring Ird Executable (iexe, dll, etc,)
Web Reputation r Images (qif, jpg, etc)
HTTPS Certificate I Jaua (jar, java, etc.)
User Group Policies ™ Microzoft Office [.dac, uls, ete))
URL Blocking & Filtering [ Block specified file extensions
b File Transfer (FTP} File extensions to block:
¥ Update I add
b Logs Blocked file extensions:

b Administration Delete I

-

Cio you also want to block compressed files containing the selected file type(s)? % Yes o Mo

Save I Cancel |

2459580
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Step4  You can specify additional file types by file name extension. To enable this feature, check the Block
specified file extensions check box.

Step5 Then enter additional file types in the File extensions to block field, and click Add.

Step6  Verify the list of blocked file extensions. To remove any unwanted entries, select the file extension type
and click Delete.
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Step 7

Step 8

Step 9

URL Blocking H

For more information about file blocking and for information about deleting file extensions you no
longer want to block, see the online help.

To view the default notification that displays in the browser or FTP client when a file blocking event is
triggered, click the Notifications tab of the File Blocking window.

To customize the text of these messages, select and redefine the default message. An optional
notification to the administrator is available for HTTP file-blocking events, but is turned off by default.
Check the Send the following message check box to activate the notification.

Click Save when you are finished to update the configuration.

URL Blocking

Note

This section describes the URL blocking feature, and includes the following topics:
e Blocking from the HTTP Local List Tab, page 4-8
e Blocking from the HTTPS Local List Tab, page 4-9
e URL Blocking Notifications, page 4-10

The URL blocking feature helps you prevent employees from accessing prohibited websites. For
example, you may want to block some sites because policies in your organization prohibit access to
dating services, online shopping services, or offensive sites. URL blocking policies, set by going to Web
(HTTP/HTTPS) > Global Settings > URL Blocking, affect all users. URL blocking policies can also be
set for specific users or groups. For more information, see the “URL Blocking and Filtering Policies for
Users/Groups” section on page 4-24.

This feature requires the Plus License.

HTTPS filtering is only supported when the ASA is running Version 8.4(2) or later.

You may also want to block sites that are known for perpetrating fraud, such as phishing. Phishing is a
technique used by criminals who send e-mail messages that appear to be from a legitimate organization,
which request revealing private information such as bank account numbers. Figure 4-2 shows an
example of an e-mail message used for phishing.

Figure 4-2 Example of Phishing

Dear Client of Example Bank:

YWe are currently updating our software. WWe kindly ask you to follow the reference
below to confirm your data; otherwise your access to the system may be blocked.

http:Afweb wa-us. example comdsignindscrptafogindfuser setup jsp

YWe are grateful for your cooperation.

148526
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By default, URL blocking is enabled (including blocking URLs based on user group policies).

Blocking from the HTTP Local List Tab

To configure URL blocking from the Via Local List tab, perform the following steps:

Step1  On the Configuration > Trend Micro Content Security > Web window in ASDM, click Configure URL
Blocking to display the URL Blocking window. (See Figure 4-3.)

Step2  Onthe HTTP Local List tab of the URL Blocking window, type the URLSs you want to block in the Match
field. You can specify the exact website name/IP address, a URL keyword, or a string.

See the online help for more information about formatting entries in the Match field.

Step3  To move the URL to the Block List, click Block after each entry. To specify your entry as an exception,
click Do Not Block to add the entry to Block List Exceptions. Entries remain as blocked or exceptions
until you remove them.

N

Note  You can also import a block and exception list. The imported file must be in a specific format.
See the online help for instructions.
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Figure 4-3

URL Blocking H
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Blocking from the HTTPS Local List Tab

To configure URL blocking from the HTTPS Local List tab, perform the following steps:

Step 1

Step 2
Step 3

245980

On the Configuration > Trend Micro Content Security > Web window in ASDM, click Configure URL
Blocking to display the URL Blocking window.

Check the Include HTTPS blocking check box to include HTTPS URL blocking

On the HTTPS Local List tab of the URL Blocking window, type the domains or IP addresses you want
to block. You can specify the exact domain name/IP address as these examples show: example.com or

1.1.1.1.

See the online help for more information about formatting entries in this field.
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Step4  To move the URL to the Block List, click Block after each entry. To specify your entry as an exception,
click Do Not Block to add the entry to Block List Exceptions. Entries remain as blocked or exceptions
until you remove them.

N

Note  You can also import a block and exception list. The imported file must be in a specific format.
See the online help for instructions.

After you have created a list of blocked URLSs, they will appear in the Block List area. You can select
individual URLSs to remove them from the list, or select them all and click Remove All

Step5 Be sure to click Save to preserve your work before exiting the screen.

Important Note

URL filtering and URL blocking are determined according to the IP address or domain name of the
website. If you use the domain name to perform URL filtering or URL blocking, the browser must
support the Server Name Indication (SNI) extension of TLS. As a result, you must make sure that you
have enabled TLS and that your browser supports SNI. The following lists the browsers that support the
SNI extension and that the CSC SSM also supports:

Browser Version

Windows IE 7.0 or later on Vista or higher. Does not work on XP with IE 8.0.

Modzilla Firefox |2.0 or later.

Google Chrome |Vista or higher. XP on Chrome 6 or later. OSX 10.5.7 or higher on Chrome 5.0.342.1
or later.

If you use a browser that does not support SNI (for example, IE on the Windows XP series), the IE
browser does not send the domain name in the SSL handshake of an HTTPS request. The CCS SSM uses
the IP address of the HTTPS site to perform categorization instead of the domain name. As a result, the
behavior of the IE browser might be different from that of other browsers that support SNI, such as
Firefox, which uses the domain name to perform categorization.

Block List Exceptions

You can also create a list of URLs that you do not wish to block or receive filtering by CSC. This list is
populated by clicking Do Not Block in the previous procedures.

URL Blocking Notifications

A configurable message informs the end user when CSC SSM detects an attempt to access a blocked
URL via HTTP. A default notification message is provided, but other text and variables can be used to
create a custom message. URL blocking and URL filtering use the same notification message.
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Step 1

Step 2
Step 3
Step 4
Step 5

URLFiltering

Figure 4-4 URL Blocking and Filtering Default Notification Message

Trend Micro InterScan for CSC SSM

Access to this URL is currently restricted due to a blocking rule.

URL: www.example.com
Blocking rule: Block URLs of Administrator-defined blocking site

The URL you are attempting to access has been blocked. Organization
policy does not allow access to this activity.

242743

To configure the notification message, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click Configure URL
Blocking to display the URL Blocking window.

On the Notification tab of the URL Blocking window, type your custom message.
Use the variables or tokens listed in the online help to customize your message.
Click Restore Default to return to the default message.

Click Save to save your work in this screen.

URL Filtering

Note

The URLSs defined on the URL blocking windows described previously are either always allowed or
always disallowed. The URL filtering feature, however, allows you to filter URLs in categories, which
you can schedule to allow access during certain times, such as leisure and work time. URL filtering
policies set through Web (HTTP/HTTPS) > Global Settings > URL Filtering affect all users. URL
filtering policies can also be set for specific users or groups. For more information, see the “URL
Blocking and Filtering Policies for Users/Groups” section on page 4-24.

This feature requires the Plus License.

Because URL filtering is based on the IP or domain name of a website, sometimes, the categorization
result of the IP address and domain name of the same website could be different.

Make sure that your browser can support the use of domain names to do categorization. For more
information, see the “Blocking from the HTTPS Local List Tab” section on page 4-9.

HTTPS filtering is only supported when the ASA is running Version 8.4(2) or later.
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URL categories are organized into the URL filtering groups shown in Table 4-3.

Table 4-3 Grouping Definition for URL Categories
Category Group Description
Adult Sites that may be considered inappropriate for children

Business

Sites related to business, employment, or commerce

Communications and Search

Sites that provide tools and services for online communications and
search

General

Sites not classified in other category groups, including unrated sites

Internet Security

Potentially harmful sites, including sites known to have malware

Lifestyle Sites about lifestyle preferences, including sexual, political, or
religious orientations, as well as recreation and entertainment
Network Bandwidth Sites that offer services that can significantly impact available

network bandwidth

Note  For URL filtering to work correctly, the CSC SSM must be able to send HTTP requests to the Trend
Micro service. If an HTTP proxy is required, configure the proxy setting by choosing Update > Proxy

Settings.

URL Filtering Categories

Table 4-4 lists definitions of the URL filtering categories and the assigned group.
Table 4-4 URL Filtering Category Definitions

Category Group |Category Type Category Definition

Adult Abortion Sites that promote, encourage, or discuss abortion, including
sites that cover moral or political views on abortion

Adult Adult/Mature Content |Sites with profane or vulgar content generally considered
inappropriate for minors; includes sites that offer erotic
content or ads for sexual services, but excludes sites with
sexually explicit images

Adult Alcohol/Tobacco Sites that promote, sell, or provide information about alcohol
or tobacco products

Adult Gambling Sites that promote or provide information on gambling,
including online gambling sites

Adult Illegal Drugs Sites that promote, glamorize, supply, sell, or explain how to
use illicit or illegal intoxicants

Adult Illegal/Questionable |Sites that promote and discuss how to perpetrate
“nonviolent” crimes, including burglary, fraud, intellectual
property theft, and plagiarism; includes sites that sell
plagiarized or stolen materials

Adult Intimate Apparel/ Sites that sell swimsuits or intimate apparel with models

Swimsuit wearing them
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Table 4-4 URL Filtering Category Definitions (continued)

Category Group |Category Type Category Definition

Adult Marijuana Sites that discuss the cultivation, use, or preparation of
marijuana, or sell related paraphernalia

Adult Nudity Sites showing nude or partially nude images that are
generally considered artistic, not vulgar or pornographic

Adult Pornography Sites with sexually explicit imagery designed for sexual
arousal, including sites that offer sexual services

Adult Sex Education Sites with or without explicit images that discuss
reproduction, sexuality, birth control, sexually transmitted
disease, safe sex, or coping with sexual trauma

Adult Tasteless Sites with content that is gratuitously offensive and shocking;
includes sites that show extreme forms of body modification
or mutilation and animal cruelty

Adult Violence/Hate/ Sites that promote hate and violence; includes sites that

Racism espouse prejudice against a social group, extremely violent

and physically dangerous activities, mutilation and gore, or
the creation of destructive devices

Adult Weapons Sites about weapons, including their accessories and use;
excludes sites about military institutions or sites that discuss
weapons as sporting or recreational equipment

Business Auctions Sites that serve as venues for selling or buying goods through
bidding, including business sites that are being auctioned

Business Brokerage/Trading Sites about investments in stocks or bonds, including online
trading sites; includes sites about vehicle insurance

Business Business/Economy Sites about business and the economy, including
entrepreneurship and marketing; includes corporate sites that
do not fall under other categories

Business Financial Services Sites that provide information about or offer basic financial
services, including sites owned by businesses in the financial
industry

Business Job Search/Careers Sites about finding employment or employment services

Business Real Estate Sites about real estate, including those that provide
assistance selling, leasing, purchasing, or renting property

Business Shopping Sites that sell goods or support the sales of goods that do not
fall under other categories; excludes online auction or
bidding sites

Communica- Blogs/Web Blog sites or forums on varying topics or topics not covered

tions and Communications by other categories; sites that offer multiple types of

Search web-based communication, such as e-mail or instant
messaging

Communica- Chat/Instant Sites that provide web-based services or downloadable

tions and Messaging software for text-based instant messaging or chat

Search
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Table 4-4 URL Filtering Category Definitions (continued)

Category Group |Category Type Category Definition

Communica- E-mail Related Sites that provide e-mail services, including portals used by

tions and companies for web-based e-mail

Search

Communica- Infrastructure Content servers, image servers, or sites used to gather,

tions and process, and present data and data analysis, including

Search web-based analytics tools and network monitors

Communica- Internet Telephony Sites that provide web services or downloadable software for

tions and Voice over Internet Protocol (VoIP) calls

Search

Communica- Newsgroups Sites that offer access to Usenet or provide other newsgroup,

tions and forum, or bulletin board services

Search

Communica- Search Engines/ Search engine sites or portals that provide directories,

tions and Portals indexes, or other retrieval systems for the web

Search

Communica- Social Networking Sites devoted to personal expression or communication,

tions and linking people with similar interests

Search

Communica- Web Hosting Sites of organizations that provide top-level domains or web

tions and hosting services

Search

General Computers/Internet Sites about computers, the Internet, or related technology,
including sites that sell or provide reviews of electronic
devices

General Education School sites, distance learning sites, and other
education-related sites

General Government/Legal Sites about the government, including laws or policies;
excludes government military or health sites

General Health Sites about health, fitness, or well-being

General Military Sites about military institutions or armed forces; excludes
sites that discuss or sell weapons or military equipment

General News/Media Sites about the news, current events, contemporary issues, or
the weather; includes online magazines whose topics do not
fall under other categories

General Political Sites that discuss or are sponsored by political parties,
interest groups, or similar organizations involved in public
policy issues; includes non-hate sites that discuss conspiracy
theories or alternative views on government

General Reference General and specialized reference sites, including map,
encyclopedia, dictionary, weather, how-to, and conversion
sites

General Translators Online page translators or cached Web pages (used by search

(circumvent filtering) |engines), which can be used to circumvent proxy servers and

Web filtering systems
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Table 4-4 URL Filtering Category Definitions (continued)

Category Group |Category Type Category Definition

General Unrated Sites that have not been classified under a category

General Vehicles Sites about motorized transport, including customization,
procurement of parts and actual vehicles, or repair services;
excludes sites about military vehicles

Internet Adware Sites with downloads that display advertisements or other

Security promotional content; includes sites that install browser
helper objects (BHOs)

Internet Cookies Sites that send malicious tracking cookies to visiting web

Security browsers

Internet Dialers Sites with downloads that dial into other networks or

Security premium-rate telephone numbers without user consent

Internet Disease Vector Sites that directly or indirectly facilitate the distribution of

Security malicious software or source code

Internet Hacking Sites that provide downloadable software for bypassing

Security computer security systems

Internet Joke Program Sites that provide downloadable “joke” software, including

Security applications that can unsettle users

Internet Made for AdSense Sites that use scraped or copied content to pollute search

Security sites (MFA) engines with redundant and generally unwanted results

Internet Malware/Virus Sites used by malicious programs, including sites used to

Security Accomplice host upgrades or store stolen information

Internet Password Cracking Sites that distribute password cracking software

Security Application

Internet Phishing Fraudulent sites that mimic legitimate sites to gather

Security sensitive information, such as user names and passwords

Internet Potentially Malicious |Sites that contain potentially harmful downloads

Security Software

Internet Proxy Avoidance Sites about bypassing proxy servers or web filtering systems,

Security including sites that provide tools for that purpose

Internet Remote Access Sites that provide tools for remotely monitoring and

Security Program controlling computers

Internet Spam Sites whose addresses have been found in spam messages

Security

Internet Spyware Sites with downloads that gather and transmit data from

Security computers owned by unsuspecting users

Internet Web Advertisement Sites dedicated to displaying advertisements, including sites

Security used to display banner or popup ads

Lifestyle Activist Groups Sites that promote change in public policy, public opinion,

social practice, economic activities, or economic
relationships; includes sites controlled by service,
philanthropic, professional, or labor organizations
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Table 4-4 URL Filtering Category Definitions (continued)

Category Group |Category Type Category Definition

Lifestyle Alternative Journals |Online equivalents of supermarket tabloids and other fringe
publications

Lifestyle Arts/Entertainment Sites that promote or provide information about movies,
music, non-news radio and television, books, humor, or
magazines

Lifestyle Cult/Occult Sites about alternative religions, beliefs, and religious
practices, including those considered cult or occult

Lifestyle Cultural Institutions | Sites controlled by organizations that seek to preserve
cultural heritage, such as libraries or museums; also covers
sites owned by the Boy Scouts, the Girl Scouts, Rotary
International, and similar organizations

Lifestyle For Kids Sites designed for children

Lifestyle Games Sites about board games, card games, console games, or
computer games; includes sites that sell games or related
merchandise

Lifestyle Gay/Lesbian Sites about gay, lesbian, transgender, or bisexual lifestyles

Lifestyle Humor/Jokes Sites about motorized transport, including customization,
procurement of parts and actual vehicles, or repair services;
excludes sites about military vehicles

Lifestyle Personal Websites Sites maintained by individuals about themselves or their
interests; excludes personal pages in social networking sites,
blog sites, or similar services

Lifestyle Personals/Dating Sites that help visitors establish relationships, including sites
that provide singles listings, matchmaking, or dating services

Lifestyle Recreation/Hobbies  |Sites about recreational activities and hobbies, such as
collecting, gardening, outdoor activities, traditional
(non-video) games, and crafts; includes sites about pets,
recreational facilities, or recreational organizations

Lifestyle Religion Sites about popular religions, their practices, or their places
of worship

Lifestyle Restaurants/Dining/ Sites that list, review, discuss, advertise, or promote food,

Food catering, dining services, cooking, or recipes

Lifestyle Society/Lifestyle Sites that provide information about life or daily matters;
excludes sites about entertainment, hobbies, sex, or sports,
but includes sites about cosmetics or fashion

Lifestyle Sport Hunting and Sites about gun clubs or similar groups; includes sites about

Gun Clubs hunting, war gaming, or paintball facilities

Lifestyle Sports Sites about sports or other competitive physical activities;
includes fan sites or sites that sell sports merchandise

Lifestyle Travel Sites about travelling or travel destinations; includes travel
booking and planning sites
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Table 4-4 URL Filtering Category Definitions (continued)

Category Group |Category Type Category Definition

Network Internet Radio and TV |Sites that primarily provide streaming radio or TV

Bandwidth programming; excludes sites that provide other kinds of
streaming content

Network Pay to Surf Sites that compensate users who view certain websites,

Bandwidth e-mail messages, or advertisements or users who click links
or respond to surveys

Network Peer-to-Peer Sites that provide information about or software for sharing

Bandwidth and transferring files within a peer-to-peer (P2P) network

Network Personal Network Sites that provide personal online storage, backup, or hosting

Bandwidth Storage/File space, including those that provide encryption or other

Download Servers security services

Network Photo Searches Sites that primarily host images, allowing users to share,

Bandwidth organize, store, or search for photos or other images

Network Ringtones/Mobile Sites that provide content for mobile devices, including

Bandwidth Phone Downloads ringtones, games, or videos

Network Software Downloads |Sites dedicated to providing free, trial, or paid software

Bandwidth downloads

Network Streaming Media/ Sites that offer streaming video or audio content without

Bandwidth MP3 radio or TV programming; sites that provide music or video
downloads, such as MP3 or AVI files

Filtering Rules, Exceptions, and Time

To configure the URL filtering feature, perform the following steps:

Step 1
window.

Step 2
Step 3
Step 4
Step 5

On the Web (HTTP/HTTPS) window, click URL Filtering to display the URL Filtering: Global Policy

Click Enable to enable the URL filtering feature, or accept the default setting, which is enabled.
Check the Include HTTPS filtering check box to include HTTPS URL filtering, when appropriate.
Check the Include User Group Policies check box to include user group policies, if appropriate.

On the Rules tab, review the subcategories listed under each category. (See Figure 4-5.) For example,

“Illegal Drugs” is a subcategory of the “Adult” category. If your organization is a financial services
company, you may want to filter this category. Check the Illegal Drugs check boxes for Work and
Leisure time to enable filtering for sites related to illegal drugs. However, if your organization is a law
enforcement agency, you should clear the Illegal Drugs subcategory.

Step 6
time, leisure time, or both.

For each of the seven groups of categories, specify whether the URLs are blocked, and if so, during work
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Step 7

Step 8

Step 9

Figure 4-5

URL Filtering: Global Policy Rules Tab

TREND MICRO™InterScan~for Cisco CSC S5M

Log Off
|

+ Web (HTTP/HTTPS)

Global Settings

Scanning

File Blocking
URL Elocking
URL Filtering
Web Reputation
HTTPS Certificate

User Group Policies

URL Blocking B Filtering
b File Transfer (FTF)
b Update
b Logs

b Administration

If you believe a particular URL has been misclassified, you can check the category of the URL and

HTTF URL filtering: Disabled

[ 1nclude HTTPS filtering

D Include User Group Policies

b4 —
URL Filtering: Global Policy (2]
Summary
b Mail (SMTR) Rules HTTP Exceptions HTTPS Exceptions Time Allotment
» Mail (FOF3)

URL Category

Eﬂetwnrk Bandwidth
Pay to Surf
Peer-to-Paer
Persanal Network Storage/File Download Servers
Photo Searches
Software Downloads
Streaming Madia/MP2
Internet Security
[f]communications and Search
Mnll:
Businﬁs
[HLifesytle
[+]General

Note

below to notify Trend Micro.

htto: /v trendmicro. com/ submit-files/indew. htm 07

If you believe a URL is misclassified or want to know a category of a URL,

Block During

Work Time

Salact All | Clear All

I o

Select All | Clear All

Select All | Clear All

Select All | Clear All

Select All | Clear All

Salact All | Clear All

Select All | Clear all

Leisure Time

Selact all | Claar all

Oooood

Select &ll | Clear All

Select all | Clear all

Select &ll | Clear All

Select all | Clear all

Selact all | Claar all

Select &ll | Clear all

. please use the link

Save Cancel

request it be reclassified by clicking the link in the Note section at the bottom of the page.

If there are sites within the enabled subcategories that you do not want filtered, click the HTTP
Exceptions or the HTTPS Exceptions tabs. (See Figure 4-6 and Figure 4-7.)

245072

Type the URLs you want to exclude from filtering in the Match field. You can specify the exact website
name or IP address, a URL keyword, and a string.

See the online help for more information about formatting entries in the Match field.

N

Note

format. See the online help for instructions.

You can also import a list of URL filtering exceptions. The imported file must be in a specific
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URL Filtering: Global Policy HTTP Exceptions Tab

URL Filtering W

-TREND MICRQ"InterScan~for Cisco CSC SSM e B T — v [ 1Oy THENS

Summary

» Mail (SMTP)

URL Filtering: Global Policy

Rules “.| HTTP Exceptions .| HTTPS Exceptions Time Allstment

F Mail (POP3)

~ Web (HTTP/HTTPS)

Global Settings

Exceptions to HTTP URL Filtering

Scanning

File Blocking
URL Blocking
URL Filtering
Web Reputation
HTTES Certificate

User Group Policies

URL Blocking & Filtering

Match: | |

@ Web site (example: "sxx.com' matches ooc.com' and all of its subsites)
O URL keyword (example: 'yyy' string matches zall URLs containing 'yyy')

O String (exact-match, example: 'zzz.com/file matches only 'zzz.com/file')
Add

Import exception list: | |[ Browse...

Do Not Filter Following HTTP Sites

» File Transfer (FTF)

» Update

k Logs

F Administration

Save Cancel

245069

Click Add after each entry to move it to the “URL to the Do Not Filter the Following HTTP Sites” list.
Entries remain as exceptions until you remove them. you can do the same on the HTTPS Exceptions tab,
except you can only add domain names or IP addresses. Keywords and strings are not allowed.
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Figure 4-7 URL Filtering: Global Policy HTTPS Exceptions Tab
& e T o Log Off
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URL Blacking gdd
URL Filtering Impert exception list: | | CBrowse..
Web Reputation
-Import
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User Group Policies Do Not Filter Following HTTPS Sites
URL Blocking & Filtering The fallowing HTTPS domain(s) and IP address{es) will not be filtered by CSC.
¥ File Transfer (FTF)
¥ Update
b Logs
» Administration
5
ur
SO NSNS UIUIVUUROE
Step 11 Click the Time Allotment tab.
Step12 Define the days of the week and hours of the day that should be considered work time. Time not

designated as work time is automatically designated as leisure time. Figure 4-8 shows 8:00 a.m. through
12:00 a.m. and 1:00 p.m. through 5:00 p.m. as work time.)

e For setting work days, check the check box for the days of the week to be designated as work days.

¢ For setting work time, click the hours to be designated as work time.
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Web Reputation
Figure 4-8 URL Filtering: Global Policy Time Allotment Tab
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Step 13

Click Save to update the URL filtering configuration.

Web Reputation

Note

Web reputation guards end-users against emerging web threats. Because a web reputation query returns
URL category information (used by URL filtering), CSC SSM does not use a locally stored URL
database. Web reputation requires a Plus License.

Web reputation also assigns reputation scores to URLs. For each accessed URL, CSC SSM queries web
reputation for a reputation score and then takes the necessary action, based on whether this score is
below or above the user-specified sensitivity level.

CSC SSM has a feature that enables the device to automatically provide feedback on infected URLs,
which helps improve the web reputation database. If enabled, this feedback includes product name and
version, URL, and virus name. (It does not include IP address information, so all feedback is anonymous
and protects company information.) Web reputation results are located in the Web Reputation log
(choose Logs > Query > Web Reputation) and by clicking the Summary > Web (HTTP/HTTPS) tab.

With Trend Micro web reputation technology (part of the Smart Protection Network), you can perform
website scanning at varying levels of protection (low, medium, and high) and add websites to the
Exceptions List (yourcompany.com, for example), so that websites can be viewed without scanning or
blocking.

Preapproving websites must be done carefully. Not scanning or blocking a website could pose a security
risk.

HTTPS filtering is only supported when the ASA is running Version 8.4(2) or later.
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Anti-Phishing Using Web Reputation

CSC SSM provides anti-phishing through web reputation and URL filtering. Both features require a Plus
License.

e Phishing sites blocked by URL filtering are blocked by the Phishing category and will give a
“Phishing” message.

e Phishing sites blocked by web reputation will provide a “low reputation” message.

Web Reputation Database

Settings

The web reputation database resides on a remote server. When a user attempts to access a URL, CSC
SSM retrieves information about this URL from the web reputation database and stores it in the local
cache. Having the web reputation database on a remote server and building the local cache with this
database information reduces the overhead on CSC SSM and improves performance.

The web reputation database is updated with the latest security information about web pages. If you
believe the reputation of a URL is misclassified or you want to know the reputation of a URL, use the
following URL to notify Trend Micro:

http://reclassify.wrs.trendmicro.com/submit-files/wrsonlinequery.asp

Setting the security sensitivity level prevents users from being misdirected to malicious websites and
provides administrators with the ability to set the protection level.

Web reputation settings include specifying the following:
e Enabling or disabling web reputation.
e Selecting the appropriate security sensitivity level for your company.

e (Optional) Providing anonymous feedback on infected URLs to Trend Micro.

Security Sensitivity Level

Step 1
Step 2
Step 3
Step 4

Upon receiving a web reputation score, CSC SSM determines whether the score is below or above the
preferred threshold. The threshold of sensitivity level is defined by the user. Medium is the default
sensitivity setting. Trend Micro recommends this setting because it blocks most web threats while not
creating many false positives.

To set the sensitivity level, perform the following steps:

Click the Web (HTTP/HTTPS) > Global Settings > Web Reputation > Target tab.
Click Enable to enable web reputation, or accept the default setting, which is enabled.
Click Include HTTPS filtering to add HTTPS filtering.
Specify the URL blocking sensitivity level. Select from the following:

e High—Blocks more websites, but risks blocking non-malicious websites.

e Medium—Balances risks between High and Low settings (default).

e Low—Blocks fewer websites, but risks not blocking potentially malicious websites.
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Step5  Click Save.

Feedback Option
Web reputation scan results can be fed back to an external backend Rating Server. The Feedback option
is disabled by default.

To enable the feedback option, perform the following steps:

Step1  Click the Web (HTTP/HTTPS) > Global Settings > Web Reputation > Settings tab.
Step2  Check the Send anonymous feedback on infected URLS to Trend Micro check box.
Step3  Click Save.

HTTP Exceptions

Listing a website within the web reputation approved list allows CSC SSM to bypass any malicious code
scans on the listed site. Web reputation scanning exceptions can be defined by entering the complete
website URL or IP address, a URL keyword, a string, or by importing an existing exception list of URLs.

A

Caution  Lack of scanning could cause security holes if a website on the Approved list has been hacked and has
had malicious code injected.

To specify web reputation exceptions, perform the following steps:

Step 1 Click the Web (HTTP/HTTPS) > Global Settings > Web Reputation > HTTP Exceptions tab.
Step2 Do one of the following:
e Enter text in the Match file, specify the match type, and then click Add.

N

Note  The default option is Web site/IP address.

e Import the URL approved list. For more information about importing the URL exceptions list, see
the “HTTP URL Filtering Settings - URL Filtering Exceptions” online help topic.

Step3  Click Add.
Step4  Click Save.

After you have specified a URL as an exception to web reputation, you can include it in web reputation
scanning by selecting the URL in the Approved List and clicking Remove to delete it from the list. Click
Remove All to delete all URLs in the Approved List.
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HTTPS Exceptions

Listing trusted websites within the web reputation approved list allows CSC SSM to bypass any
malicious code scans on the listed sites. Web reputation scanning exceptions can be defined by entering
the domain, IP address, or by importing an existing exception list.

A

Caution  Lack of scanning could cause security holes if a website on the Approved list has been hacked and has
had malicious code injected.

To specify web reputation HTTPS exceptions, perform the following steps:

Step 1 Click the Web (HTTP/HTTPS) > Global Settings > Web Reputation > HTTPS Exceptions tab.
Step2 Do the following:
¢ Enter the trusted domain(s) or IP address(es), then click Add.

e Import an approved exceptions list. For more information about importing an exceptions list, see the
“HTTP URL Filtering Settings - URL Filtering Exceptions” online help topic.

Step3  Click Add.
Step4  Click Save.

After you have specified a domain or IP address as an exception to web reputation, you can later include
it in web reputation scanning by selecting the IP or domain name in the Approved List and clicking
Remove to delete it from the list. Click Remove All to delete all domain names or IP addresses in the
Approved List.

URL Blocking and Filtering Policies for Users/Groups

CSC SSM has a policy framework that allows the association of URL filtering and blocking policies to
specific groups or individual users based on the user or group identity. This feature includes:

e Identification settings
e Microsoft Active Directory service support
¢ Policy item management

e User/Group-based log and report

N

Note  Both URL filtering and URL blocking require a Plus License.

CSC SSM supports up to 20 URL filtering and blocking policies for users and groups. The Domain
Controller Agent software can be deployed on a Domain Controller Server or Windows machine that is
on the Intranet. The agent communicates with CSC SSM over a secure, TCP port and works with
Microsoft Active Directory.

Cisco Content Security and Control SSM Administrator Guide
m I



| Chapter4 Configuring Web (HTTP/HTTPS) and File Transfer (FTP) Traffic

URL Blocking and Filtering Policies for Users/Groups Il

Before using user/group policies for URL filtering and blocking, enable the following:

e Select a method of user/group identification by choosing Administration > Device Settings > User
Id Settings. For more information about user ID settings, see the “Configuring User ID Settings”
section on page 6-3.

¢ Download and install the Domain Controller Agent. For more information, see the “Installing the

Domain Controller Agent” section on page 6-7.

e Add the Domain Controller Agent and Domain Controller information. For more information, see
the “Adding a Domain Controller Agent or Server to CSC SSM” section on page 6-8.

e Enable URL filtering at the global level by choosing Web (HTTP/HTTPS) > Global Settings >
URL Filtering, and checking the Include User Group Policies check box.

e Enable URL blocking at the global level by choosing Web (HTTP/HTTPS) > Global Settings >
URL Blocking, and checking the Include User Group Policies check box.

The All Policies tab on the URL Blocking & Filtering Policies screen displays existing policies and
provides the following information:

e Policy Type—Lists the policy by type, either Filtering or Blocking
¢ Policy Name—Shows the descriptive name assigned to identify the policy
e Status—Indicates if the policy is enabled (green check) or disabled (red check)

e Priority—Indicates the order in which the policies will be enforced. For example, if a policy has an
exception and has a higher priority than another policy, this policy will override the rules of the
lower priority policy. Any global policies configured under URL filtering or URL blocking will
always have the lowest priority.

The Policies by User/Group tab offers search capabilities for existing policies. Editing policies is
possible from this screen by clicking the policy name.

Add/Edit URL Blocking Policies for Users/Groups

Prerequisites

URL blocking is an important tool for managing employee Internet use in your organization. With URL
blocking, you can prohibit access to URLs that may distract employees from productive use of their time
or may even result in legal liability. The process of adding a blocking policy for groups or users begins
with choosing a template and creating an account.

If Global Policy - URL Blocking appears in the list of policies, this policy was configured on the Web
(HTTP/HTTPS) > Global Settings > URL Blocking screen. Priority settings can be changed for user and
group policy by choosing Web (HTTP/HTTPS) > User Group Policies > URL Blocking & Filtering.
Go to the far right column in the table that lists the policies, and click the up and down arrows to adjust
the priority. Global policies will always have the lowest priority.

Before a blocking policy can be added, do the following:

e URL blocking must be enabled on the global level by choosing Web (HTTP/HTTPS) > Global
Settings > URL Blocking.

¢ A method of user/group identification must be selected by choosing Administration > Device
Settings > User ID Settings, and the Domain Controller Agent must be installed and configured.
For more information, see the “Configuring User ID Settings” section on page 6-3.
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Selecting a Template

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

To select a template for the first rule of a URL blocking policy, perform the following steps:

Click the Web (HTTP/HTTPS) > User Group Policies > URL Blocking and Filtering > All policies
tab.

Click Add and select URL Blocking Policy. (See Figure 4-9.)

Figure 4-9 To Add a User Group Policy
e T
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» File Transfer (FTP) D Elocking Eroductivity enhancement policy @ 6 &
3
Update Elocking Default Policy - URL blocking
b Logs 7
g Filtering Default Policy - URL filtering
+ Administration Fip Adav g ool
[+ Addw Delate
z
[y}
e
ol

(Optional) Check the Enable policy check box to have the policy enabled as soon as it is created. (See
Figure 4-10.) You can also check the Enable HTTPS filtering option to include the filtering of HTTPS
URLs.

>
Note  To enable the policy later, see the “Enabling a User/Group Blocking Policy” section on
page 4-28.

Go to the Template section of the URL Blocking Policy: Add Policy page.
Select one of the following options:
e Create a new policy.

e Copy from an existing policy. If this option is chosen, use the drop-down list to select the policy to
use as a template.

Type a descriptive policy name.

Select accounts according to the “Creating Accounts” section on page 4-30.
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Figure 4-10 Selecting a Template and User ID Method
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Creating Accounts

To create accounts, perform the following steps:

Step 1 Select a template according to the “Selecting a Template” section on page 4-30, then create the account.

Step2 In the Select Accounts section, select the method of user or group identification you will use: LDAP
and/or IP address(es). (See Figure 4-10.) This selection must match the user identification method
selected by choosing Administration > Device Settings > User ID Settings.

Note  If no users or groups display, the Domain Controller Agent may not be correctly configured.

Step 3 To select users, do one of the following:

e For LDAP identification, select the radio button for either the entire LDAP list or use the search
function to find a specific name or group.

e For IP address identification, enter a range of IP addresses, a single IP address, or a host name.

Step 4 Click the username, group name or IP address, and then click Add to add users, groups, or IP addresses
to the Selected field.

Step5  Click Next to continue creating your policy.
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Step 6

Step 7

Step 8

Continue with the “Step 2: Specify Block Rule via HTTP Local List” page to create a blocking policy
as described in the “Blocking from the HTTP Local List Tab” section on page 4-8.

Continue with the “Step 3: Specify Block Rule via HTTPS Local List” page to create an HTTPS blocking
list as described in the “Blocking from the HTTPS Local List Tab” section on page 4-9.

Click Finish.
The new policy displays in the policy list of the All Policies tab.

Allowing or Blocking Specific URLs

Blocking URLs, importing lists of blocked URLSs, and exceptions to the blocking list are described in
the “Blocking from the HTTP Local List Tab” section on page 4-8 and the “Blocking from the HTTPS
Local List Tab” section on page 4-9. Format and other descriptions are available in the online help.

URL blocking is implemented in two ways:
¢ You define specific URLs to be blocked (via a local list).
e URLs are blocked by the Trend Micro scan engine (via a pattern file).

The “Step 2: Specify Block Rule via HTTP Local List” page and the “Step 3: Specify Block Rule via
HTTPS List” page are similar to Figure 4-3 and used in Step 6 and Step 8 of the Creating Accounts
procedure. These pages allow you to specify sites that you want to permit or prohibit access to for
specific users or groups in your organization via a local list.

Enabling a User/Group Blocking Policy

Note

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

When the URL blocking function is disabled at the global level, end users can access any domains or
URLSs from your network via HTTP. When URL blocking is enabled at the global level, all users in your
network are prevented from accessing certain domains and URLs. User/group policies allow you to
select the domains and URLs that can be viewed by specific users or groups.

A URL blocking policy can be enabled at the time of creation or later. For more information, see the
“Selecting a Template” section on page 4-30.

To enable a URL blocking policy, perform the following steps:

Verify that the URL Bblocking feature is enabled at the global level by choosing Web (HTTP/HTTPS)
> Global Settings > URL Blocking.

Click the Web (HTTP/HTTPS) > User Group Policies > All Policies tab.
Click the name of the policy to be enabled.

Check the check box to immediately enable the policy.

Click Save.

Clear the check box to disable a policy, then click Save.
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Editing a User/Group Blocking Policy

To edit a specific user group blocking policy, perform the following steps:

Step 1 Click the Web (HTTP/HTTPS) > User Group Policies > All Policies tab.
Step2  Click the blocking policy name.

Step3  Edit the blocking policy on the Accounts and/or Via Local List tabs.

Step4  Click Save.

Adding or Editing URL Filtering Policies for Users/Groups

URL filtering for users/groups allows you to filter categories of websites such as “Adult” or “Social,”
that specific users or groups of users may access. Site classification will vary from one organization to
the next, depending on the business being conducted. For example, the subcategory “violence/hate
crime” may not be work-related in a manufacturing company, but may be defined as work-related in a
news reporting organization.

Some company prohibited sites might always be blocked (on the URL Filtering Rules screen) during
both work time and leisure time, but if you want to allow employees to use chat sites during leisure time,
you can specify those sites be blocked only during work time.

If a Global Policy - URL Filtering policy already exists, it was configured by choosing Web
(HTTP/HTTPS) > Global Settings > URL Filtering and was applied to all users. User or group policy
will always have a higher priority than the global policy. Priority settings can be changed for user and
group policy by choosing Web (HTTP/HTTPS) > User Group Policies > URL Blocking & Filtering.
Go to the far right column in the table that lists the policies, and click the up and down arrows to adjust
the priority. Global policies will always have the lowest priority.

Prerequisites

Before a filtering policy can be added, you must:

e Enable URL filtering on the global level by choosing Web (HTTP/HTTPS) > Global Settings >
URL Filtering.

e Select a method of user/group identification by choosing Administration > Device Settings > User
ID Settings. For more information, see the “Configuring User ID Settings” section on page 6-3.

e Download and install the Domain Controller agent. For more information, see the “Installing the
Domain Controller Agent” section on page 6-7.

e Add the Domain Controller Agent IP address.
e Auto-detect or manually add the Domain Controller Server.

e If an HTTP proxy is required, configure the proxy settings by choosing Update > Proxy Settings.

N

Note  For URL filtering to work correctly, the CSC SSM must be able to send HTTP requests to the Trend
Micro service.
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Selecting a Template

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

To select a template for the first rule of a URL filtering policy, perform the following steps:

Click the Web (HTTP/HTTPS) > User Group Policies > URL Blocking and Filtering (All policies)
tab.

Click Add and select URL Filtering Rule.

Go to the Template section of the URL Filtering Policy: Add Policy screen, similar to what is shown in
Figure 4-10.

Select one of the following options:
e Create new policy.

e Copy from an existing policy. If this option is chosen, use the drop-down list to select the policy to
use as a template.

Enter a descriptive policy name.

Create an account according to the steps in the “Creating Accounts” section on page 4-30.

Creating Accounts

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

To create accounts, perform the following steps:

Select a template according to the steps in “Selecting a Template” section on page 4-30.

In the accounts section (similar to what is shown in Figure 4-10), select the method of user or group
identification you will use: LDAP or IP address. This selection must match the user identification
method selected by choosing Administration > Device Settings > User ID Settings. Both methods of
identification (LDAP and IP address) can be used if the identification method is configured correctly.

To select users, do one of the following:

e For LDAP identification, select the radio button for either the entire LDAP list or use the search
function to find a specific name or group.

e For IP address identification, enter a range of IP addresses, a single IP address, or a host name.

Select the username, group name, IP address or range of IP addresses, then click Add to add users,
groups, or IP addresses to the Selected field.

Click Next.

Continue to the “Step 2: Specify the URL Filtering Rules,” the “Step 3: Specify HTTP Exceptions,” and
the “Step 4: Specify HTTPS Exceptions” screens using the instructions in the “Filtering Rules,
Exceptions, and Time” section on page 4-17.

Click Finish.
The new policy displays in the policy list of the All Policies tab.
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Adding User Group Filtering Policy Rules

Note

This screen allows you to define rules for user or group policies that allow or disallow access to
categories, or parts of categories, of URLs during work or leisure time. The categories are as follows:

e Computers/Bandwidth

e Computers/Harmful

e Computers/Communications
e Adults

e Business

¢ Social

¢ General

For information about how to set your policy rules, see the “Filtering Rules, Exceptions, and Time”
section on page 4-17 and follow Steps 5 through 7.

Work and leisure time parameters are configured in the Web (HTTP/HTTPS) > Global Settings> URL
Filtering screen. For more information, see the “Filtering Rules, Exceptions, and Time” section on
page 4-17,Step 11. Notification messages are configured in the Global Settings for URL Blocking
screen. For more information, see the “URL Blocking Notifications” section on page 4-10.

Specifying Exceptions to the User Group Filtering Policy

The URL Filtering Policy: Add Policy (Step 3: Specify HTTP Exceptions and the Step 4: Specify HTTPS
Exceptions) screens, similar to what is shown in Figure 4-6 and Figure 4-7, allow you to identify URLs
that are excluded from filtering. For example, you may have elected to assign the subcategory
“shopping” to the work-time filtered category. However, your Finance Department needs access to URLs
of certain vendors offering online shopping service to purchase office supplies, furniture, software,
hardware and other business equipment, airline tickets, and so on. Identify those vendors as exceptions
to allow access to their URLs.

For more information about how to set your policy rules, see the “Filtering Rules, Exceptions, and Time”
section on page 4-17 and follow Steps 8 through 10. Online help also provides detailed instructions.

Editing a User/Group Filtering Policy

Step 1
Step 2
Step 3
Step 4

To edit a specific user group filtering policy, perform the following steps:

Click the Web (HTTP/HTTPS) > User Group Policies > All Policies tab.
Click the filtering policy name.

Edit the filtering policy on the Accounts, Rules, and/or Exceptions tabs.
Click Save.
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Deleting a User Group Blocking or Filtering Policy

Policies can be deleted from the Web (HTTP/HTTPS) > User/Group Policies > URL Blocking &
Filtering screen.

To delete a policy, perform the following steps:

Step 1 Check the check box at the beginning of the row for the policy to be deleted.
Step2  Click the Trashcan icon to delete the policy. (See Figure 4-9.)
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CHAPTER 5

Managing Online Help Updates and Log Queries

This chapter describes how to manage component updates, proxy and syslog message settings, and log
gueries, and includes the following sections:

¢ Updating Components, page 5-1

e Configuring Proxy Settings, page 5-3

e Configuring Syslog Message Settings, page 5-4
¢ Viewing Log Data, page 5-5

Updating Components

New viruses and other security risks arereleased on the global computing community viathe Internet or
other distribution means at various times. TrendL absSM immediately analyzes a new threat, and takes
appropriate steps to update the components required to detect the new threat, such as the virus pattern
file. This quick response enables Trend Micro InterScan for Cisco CSC SSM to detect, for example, a
new worm that was launched from the computer of amalicious hacker in Amsterdam at 3:00 A.M. inthe
morning.

It is critical that you keep your components up-to-date to ensure that new threats do not penetrate your
network. To accomplish this, you can do the following:

¢ Perform a manual update of the components at any time, on demand.

¢ Set up an update schedule that automatically updates the components on a periodic basis.
The managed components, either manually or via a schedule, are the following:

e Virus pattern file

¢ Virus scan engine

e Spyware pattern file (also includes patterns for other types of grayware)

e Anti-spam rules

¢ Anti-spam engine

¢ IntelliTrap pattern

e IntelliTrap exception pattern

The anti-spam rules and anti-spam engine are active and updated only if you have purchased the Plus
License.
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To determine if you have the most current components installed, go to the Manual Update window and
check the component status.

Note  The CSC SSM software does not support rollback of these updates for neither the scan engine nor the
pattern file.

Manual Update

To view component status or update components manually, perform the following steps:

Step1  Choose Update > Manual.
The Manual Update window appears (shown in Figure 5-1).

Figure 5-1 Manual Update Window
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To view the component status, check the Available column on the right side of the window. If a more
current component is available, the component version appears in red.

Step2  Click Update to download the latest pattern file version.

A progress message displays while the new pattern is downloading. When the update is complete, the
Manual Update window refreshes, showing that the latest update has been applied.

See the online help for more information about this feature.

Scheduled Update

You can configure component updates to occur as frequently as every 15 minutes.
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Step 1
Step 2
Step 3
Step 4
Step 5

Configuring Proxy Settings ||

To schedule component updates, perform the following steps:

Choose Update > Scheduled to view the Scheduled Update window.
Check the Enable Scheduled Update check box.

Choose the components to be updated according to the update schedule.
Make the desired schedule changes.

Click Save to update the configuration.

See the online help for more information about this feature.

Configuring Proxy Settings

Step 1

Step 2

Step 3

If you are using a proxy server to communicate with the Trend Micro ActiveUpdate server, you must
specify a proxy server name or |P address and port during installation.

If you use aproxy server to accessthe Internet, you must enter the proxy server information into the CSC
SSM before attempting to update components and web reputation queries. Any proxy information that
you enter is used for both updating components from Trend Micro’s update servers and for product
registration and licensing.

To configure proxy settings, perform the following steps:

To view current proxy server settings on the Proxy Settings window (shown in Figure 5-2), choose
Update > Proxy Settings.

The Proxy Settings window appears.

Figure 5-2 Proxy Settings Window
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- Proxy protocol: HTTF SOCKS4
¥ File Transfer (FTF)
Server name or [P address: proxy.example.com
* Update
Port: 8080
Manual
Proxy server authentication:
Scheduled
Proxy Settings User ID: domainexample\username
Password: EEEEEEEELE
} Logs
+ Administration
Save

245063

If you set up a proxy server during installation, the HTTP proxy protocol is configured by default. To
change the proxy protocol to SOCK$4, click the SOCK $4 radio button.

If needed, add an optional proxy authentication username and password in the User ID and Password
fields.
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Step4  Click Saveto update the configuration when you finish.

See the online help for more information about this feature.

Configuring Syslog Message Settings

After installation, log data such as virus and spyware or grayware detection are saved temporarily. To
store log data, you must configure at least one syslog server. You may configure up to three syslog
servers. For more information on specific syslog messages, see Appendix A, “CSC SSM Syslog

M essages.”

Configuring Syslog Servers

To configure syslog messages, perform the following steps:

Step1  Choose L ogs > Settings to display the Log Settings window.

Step2  Configure at least one syslog server. Check the Enable check box, and then enter the syslog server |P
address, port, and preferred protocol (either UDP or TCP).

Step3  Click Save.

See the online help for more information about this feature.

For information about choosing and viewing log data, see the “Viewing Log Data” section on page 5-5.
Syslog messages are also viewable from ASDM. For more information, see the ASDM online help.

Configuring Syslog Settings
Syslog settings may be configured by the syslog facility, syslog priority, and by selecting the logs that
should be saved.

By default, detected security risks are logged. You can turn off logging for features you are not using.
For example, if you purchased a Plus License, but do not want to log data for URL Filtering/
Anti-Phishing and URL Blocking, uncheck these settings.

To configure the syslog settings, perform the following steps:

Step1  Choose L ogs > Settings, and go to the Syslog Settings section.

Step2  Choose afacility from the drop-down list to associate an identifier (local 0 to local 7) with the device you
are configuring to the syslog server.
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Step3  Check the check boxes of the logs that should be saved. The options are shown in Table 5-1.

Table 5-1 Available Log Settings
Log Type Available Logs
SMTP/POP3 e Anti-spam

e Content Filtering

e E-mail Reputation

e IntelliTrap

e Spyware/Grayware

e VirusMaware

HTTP ¢ Damage Cleanup Services

¢ FileBlocking

e Spyware/Grayware
¢ URL Blocking

¢ URL Filtering/Anti-phishing
¢ VirusesMaware

¢ Web Reputation
FTP ¢ FileBlocking

e Spyware/Grayware
e Viruses/Malware
Debug logs e FTP

o HTTP

e HTTPS

e Email

Stepd  Click Save.

Viewing Log Data

After you have installed and configured Trend Micro InterScan for Cisco CSC SSM, security risks are
being detected and acted upon according to the settings you chose for each type of risk. These events are
recorded in the logs. To conserve system resources, you need to purge these logs periodically.

Note  Ad hoc queries are available through the Trend Micro Control Manager. For more information, see the
“Ad Hoc Queries” section on page C-8. Ad hoc queries allow users to search, sort and save CSC SSM
datain a user-friendly format.
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To view log data, perform the following steps:

Step1  Choose Logs > Query to display the Log Query window.
Step2  Specify the inquiry parameters and click Display L og to view the log.

See the online help for more information about this feature and exporting logs.

Figure 5-3 shows an example of the SMTP spyware and grayware log.

Figure 5-3 SMTP Spyware/Grayware Log
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m
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Logging of Scanning Parameter Exceptions

Exceptions to the scanning parameters are specified in the following locations:
e Mail (SMTP)> Scanning > Incoming/Target tab
¢ Mail (SMTP)> Scanning > Outgoing/Target tab
¢ Mail (POP3) > Scanning/Target tab
e Web (HTTP/HTTPS) > Scanning/Target tab
e File Transfer (FTP) > Scanning/Target tab

Exceptions to the following scanning parameters display in the Virus/Maware log. For SMTP, POP3,
HTTP/HTTPS, and FTP, the exceptions are as follows:

e Compressed files that when decompressed, exceed the specified file count limit.
¢ Compressed files that when decompressed, exceed the specified file size limit.
¢ Compressed files that exceed the number of layers of compression limit.

e Compressed files that exceed the compression ratio limit (the size of the decompressed filesis “x”
times the size of the compressed files).

e Password-protected files (if configured for deletion).
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Note For HTTP/HTTPS and FTP only, additional exceptions are files or downloads that are too large for
scanning. Instead of the virus or malware name, these files are identified by messages similar to the
following:

Deconpressed_Fi |l e_Si ze_Exceeded
Large_Fi |l e_Scanni ng_Li m t _Exceeded

Cisco Content Security and Control SSM Administrator Guide
[ oL-18970-01 .m



Chapter5 Managing Online Help Updates and Log Queries |

MW Viewing Log Data
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CHAPTER 6

Administering Trend Micro InterScan
for Cisco CSC SSM

This chapter describes administration tasks, and includes the following sections:
e Configuring Connection Settings, page 6-1
e Managing Administrator E-mail and Notification Settings, page 6-2
e Configuring User ID Settings, page 6-3
e Backing Up Configuration Settings, page 6-12
e Configuring Failover Settings, page 6-14
e Installing Product Upgrades, page 6-15
e Viewing the Product License, page 6-16

Configuring Connection Settings

To configure connection settings, perform the following steps:

Step 1 To view current network connection settings, choose Administration > Device Settings > Connection
Settings.

The Connection Settings window (shown in Figure 6-1) displays selections that you made during
installation.
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Figure 6-1 Connection Settings Window
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You can change the Primary DNS and Secondary DNS IP address fields in this window.

Step 2 To change other connection settings, in the ASDM, such as hostname, domain name, or IP address,
choose Configuration > Trend Micro Content Security and from the menu, choose CSC Setup.

Step3  You can also change these settings using the CLI. Log in to the CLI, and enter the session 1 command.
If this is the first time you have logged in to the CLI, use the default username (cisco) and password
(cisco). You are prompted to change your password.

Step 4 Choose option 1, Network Settings, from the Trend Micro InterScan for Cisco CSC SSM Setup Wizard
menu.

Step5  Follow the on-screen instructions to change the settings.

For more information, see the “Reimaging the CSC SSM” section on page B-5.

Managing Administrator E-mail and Notification Settings

The Notification Settings window (shown in Figure 6-2) allows you to do the following:

e View or change the administrator e-mail address that you chose on the Host Configuration window
during installation.

e View the SMTP server IP address and port you chose during installation on the Host Configuration
window.

¢ Configure the maximum number of administrator notifications per hour.
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Figure 6-2 Notification Settings Window
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To make changes on the Notification Settings window, perform the following steps:

Step 1 Enter the new information and click Save.

Step2  You can also make these changes in ASDM. Choose Configuration > Trend Micro Content Security
and from the menu, choose CSC Setup.

Note  For more information about the Register to DCS and Register to TMCM menu items, see the “Using CSC
SSM with Trend Micro Damage Cleanup Services” section on page D-1 and the “Using CSC SSM with
Trend Micro Control Manager” section on page C-1.

Configuring User ID Settings

The user identification settings allow you to identify individual users and groups in your organization
making HTTP/HTTPS connections through the CSC SSM. The domain user's identification allows you
to:

¢ Identify the user roles
e Create URL filtering and blocking policies that are user- or group-specific

The Trend Micro Domain Controller Agent offers transparent user identification for users in a
Windows-based directory service. The Domain Controller Agent communicates with the Domain
Controller to gather up-to-date user login information and provide it to the CSC SSM. This information
can be used to create URL filtering and blocking policies applied to specific users and groups.

Cisco Content Security and Control SSM Administrator Guide
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N

Note  User classification cannot separate users that share an IP address. When users have the same IP address,
user classification is not supported.

Also, user classification cannot acquire user information if a NAT or downstream proxy exists because
the CSC SSM cannot get the actual client IP address to map to the correct user.

The User Identification page includes the following information:
e Selecting the User Identification Method, page 6-4
e Configuring the Cache Time Limitations, page 6-5
e About the Domain Controller Agent, page 6-6
¢ Adding Domain Controller Server Credentials, page 6-11

Selecting the User Identification Method

You can identify users through IP addresses or by user/group names via proxy authorization, as shown
in Figure 6-3.

Identifying users enables you to do the following:
e Set up user and group policies for URL filtering and blocking
e Display user information in the violation logs

¢ Have domain name and account information appear in the HTTP debugging log

Cisco Content Security and Control SSM Administrator Guide
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Step 1
Step 2

Step 3

Figure 6-3 User Identification Settings
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To configure the user identification settings, perform the following steps:

Choose Administration > Device Settings > User ID Settings.

Click one of the following radio buttons:

P A P PO = SR W P TR rer g TR T ¥ TR e rr |

245052

e No identification—No user or group identification is used for the connection and the global user

policy applies.

e [P address—Users will be identified by an IP address.

e [P address/User/group name via remote agent—Using this setting allows you to identify both
individual users and groups, by name (first) or IP address (second). This setting requires
configuration of the Domain Controller Agent and Domain Controller Server.

Perform the steps in the cache time limitation procedure listed in the “Configuring the Cache Time
Limitations” section on page 6-5.

Configuring the Cache Time Limitations

The cache settings pertain to the amount of time that the IP address remains associated with a user
without reverification. The time value you set for caching specifies how often the Domain Controller
Agent should verify that a particular IP address is still associated with a specific user.

[ oL-18970-01
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Note  Cache configuration is only necessary if you choose IP address/User/group name via remote agent as
the method of user identification.

To identify the cache duration, perform the following steps:

Step 1 Enter the hours and minutes values to define the length of time that cached information will associate an
IP address with a specific user. By default, the client IP address is reverified every 15 minutes.

Example:
Cache duration: 24: (hh) 00: (mm)

Step2  Install the Domain Controller Agent, as shown in the “Installing the Domain Controller Agent” section
on page 6-7.

About the Domain Controller Agent

The Trend Micro Domain Controller Agent queries each domain controller for user login sessions every
seven seconds by default, obtaining the user name and workstation name for each login session. For each
login session identified, the Domain Controller Agent performs a DNS lookup to resolve the workstation
name to an IP address, and records the resulting user name/IP address pair.

The Domain Controller Agent uses the Win32 API to communicate with the Domain Controller Server
and SOAP/XML to transmit login data to the CSC SSM. The user data that the Domain Controller Agent
sends to the software components equals about 80 bytes per user name/IP address pair. On average, the
Domain Controller Agent uses 8-10 MB of RAM, but this varies according to the number of login
sessions per network Domain Controller.

The CSC SSM supports up to 32 Domain Controllers, and up to eight Domain Controller Agents can be
assigned to the CSC SSM. Having multiple agents provides redundancy. If one agent goes down, another
agent will act as backup. Although eight Domain Controller Agents can be assigned to the CSC SSM,
only two or three would be necessary in most network configurations.

Note = The Domain Controller Agent file (IdAgentInst.msi) may be updated periodically during maintenance
releases. You will need to uninstall the old file and install the updated file to take advantage of any
updates to the Domain Controller Agent functions.

To uninstall the Domain Controller Agent, perform the following steps:
1. Choose Settings > Control Panel > Add or Remove Programs.

2. Select Trend Micro IdAgent.

3. Click Remove.

Cisco Content Security and Control SSM Administrator Guide
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Figure 6-4 Network Configuration for Domain Controller Agent Installation
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Installing the Domain Controller Agent

Step 1

Step 2

Step 3
Step 4

Trend Micro recommends that the Domain Controller Agent be installed on the same server as the
Domain Controller.

The Domain Controller Agent may be installed on the following Windows operating systems: (XP, 2000
Server/Professional, 2003, or 2008) or on the Active Directory Server, if needed. For more information
about adding Domain Controller servers manually, see the “Adding a Domain Controller Agent or Server
to CSC SSM” section on page 6-8.

After installation, Domain Controller Agents will poll Domain Controllers every seven seconds for new
login information. The login information is then used to configure and enforce URL filtering and
blocking policies for users and groups.

To install the Domain Controller Agent, perform the following steps:

Before installation, verify that logging is enabled for logon events. If it is not, the Domain Controller
Agent cannot access user information from the Domain Controller logs.

a. To enable 672/673 (or 4768/4769 for Windows 2008 ) logon events in the Domain Controller event
log, choose Start > Administrative Tools > Domain Controller Security Policy on each Domain
Controller machine.

b. Choose Security Settings > Local Policies > Audit Policy.
c. Define the policy setting for the Audit Account login events policy (audit success).

Log in with Domain Admins privileges (and administrator privileges) to the server (Windows 2000,
2003, or 2008) on which the Domain Controller Agent will be installed.

Access the CSC SSM UTI at: http://<CSC SSM IP address:port_number> and log in.

Choose Administration > Device Settings > User ID Settings.
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Step5  Click the Download Agent link and follow the on-screen instructions.

a. Click Run or Save.

N

Note  This operation is fully supported in Internet Explorer™ 6.0 or later. If you are using Mozilla
Firefox™, you can only save, not run, the installation.

— If you choose Run, the agent installation will be saved to a temp folder and launched.
— If you choose Save, you will need to launch it later manually.
S

Note  To launch the agent installer later, browse to the folder in which it was saved and
double-click the IdAgentInst.msi file.

b. In the Setup Wizard, click Next.
c. Check the license agreement check box and click Next.
d. Click Next in the Destination folder screen.

N

Note  The destination folder cannot be changed. The installer auto-detects the appropriate system
drive.

e. Click Install. A progress bar displays.
f. Click Finish when the setup is complete.

Step6  Repeat Step 1 through Step 5 for additional installations of Domain Controller Agents. A maximum of
eight Domain Controller Agents can point to one CSC SSM.

Step7  Add the Domain Controller Agent and Domain Controller to the CSC SSM according to the procedure
listed in the “Adding a Domain Controller Agent or Server to CSC SSM” section on page 6-8.

Step8  Add the Domain Controller login credentials according to the procedure listed in the “Adding Domain
Controller Server Credentials” section on page 6-11.

Adding a Domain Controller Agent or Server to CSC SSM

The CSC SSM requires that the Domain Controller Agents and Domain Controller Servers be added to
the CSC SSM to permit URL filtering and blocking policies that are user or group specific.

¢ Adding Domain Controller Agents allows the CSC SSM to access user logon information from the
Domain Controller Agent.

¢ Adding the Domain Controller Server provides information to the Domain Controller Agent, which
accesses the Domain Controller login events to retrieve user information.

Domain Controller Agents must be added manually. Domain Controllers can be added manually or
automatically detected. If the auto-detect feature is enabled, Domain Controller Servers may still be
added manually.
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Figure 6-5 No Domain Controller Servers Detected
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Auto-Detecting a Domain Controller Server

Step 1
Step 2

To auto-detect a Domain Controller Server, perform the following steps:

Check the Auto detect Domain Controller servers check box.

Verify that the detected Domain Controller Servers appear in the Domain Controller Servers list.

~

Note  The auto-detect feature is available for Domain Controller Agents installed on Windows 2000,
2003 and 2008 servers. All Windows Active Directory Domain Controller Servers will be
auto-detected, unless the Domain Controller Agent cannot access the Active Directory General
Catalog. If this occurs, use the procedure shown in the “Adding a Domain Controller Agent or
Server Manually” section on page 6-9.

After configuring the Domain Controller Agent on CSC SSM, the same configuration will be
automatically propagated to the failover CSC SSM device(s).

Adding a Domain Controller Agent or Server Manually

Step 1
Step 2
Step 3

To manually add a Domain Controller Agent or Domain Controller Server, perform the following steps:

Click the Add icon in the Domain Controller Agents and Servers section, shown in Figure 6-3.
Click Agent or Server, depending on what you need to add.

For a Domain Controller Agent, type the following information:
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¢ Host name or IP address—The hostname or IP address of the machine where the Domain Controller
Agent is installed. (See Figure 6-6.)

e Port number—The port number of the machine on which the Domain Controller Agent is installed
(The default port number 65015 is specified in the IdAgent.ini file ([Setting]/AgentPort parameter).

Step4  Click Save.

The Domain Controller Agent name appears in the list shown in Figure 6-3.

Figure 6-6 Add a Domain Controller Agent
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Device Settings

Connection Settings

Device Failover Settings

Notification Settings
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User ID Settings

Step5  For a Domain Controller Server, add the following information:

A

Note  If the auto-detection method of adding Domain Controllers was used, do not add them manually.

e Agent Name—A descriptive name given to identify a specific Domain Controller Agent, not
necessarily the machine name

e [P address—The IP address of the Domain Controller Server (See Figure 6-7.)

The Domain Controller Server name appears in the list shown in Figure 6-3.
Step6  Click Save.
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Figure 6-7 Add a Domain Controller Server
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section on page 6-11.
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To add Domain Controller Server credentials, see the “Adding Domain Controller Server Credentials”

After configuring the Domain Controller Agent on the CSC SSM, the same configuration will be

automatically propagated to the failover CSC SSM device(s).

Deleting a Domain Controller Agent or Server

To remove a Domain Controller agent or server from the list, perform the following steps:

Step 1 Choose Administration > Device Settings > User ID Settings.
Step2  Find the agent or server in the list.

Step3  Click the trash can icon next to the name.

Step4  Click Save.

Note
Settings > Control Panel > Add or Remove Programs.

To uninstall the Domain Controller Agent, go to the machine on which it was installed. Choose Start >

Adding Domain Controller Server Credentials

Adding Domain Controller Server credentials allows single sign-on, offering one-time authentication.

If the Domain Controller Agent is installed on a Windows machine, where the local system account does
not have the permission to access the Domain Controller Server, the CSC SSM will not be able to query
domain users and groups. To enable access, the CSC SSM user can enter the Domain Admins credentials
in the username and password fields of the Domain Controller Server Credentials section of the screen

shown in Figure 6-5.
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N

Note

Step 1
Step 2

Step 3
Step 4

It is important that all Domain Controller Servers share the same username and password credentials if
the credentials are entered in this screen.

The Domain Controller Agent installation requires administrator privileges. If the Domain Controller
Agent was installed by the domain administrator, then the agent service has domain administrator
privileges. In that case, the user does not have to set the server credentials from the CSC SSM console.

To add Domain Controller Server credentials, perform the following steps:

Choose Administration > Device Settings > User ID Settings.

In the Domain Controller Server Credentials section at the bottom of the screen (see Figure 6-3), type
the username in the domain name\username format.

>

Note  The username added here must be a domain user with privileges to access the Domain Controller
Server event log.

Type the password.
Click Save.

Backing Up Configuration Settings

Note

This section describes how to back up configuration settings, and includes the following topics:
e Exporting a Configuration, page 6-13
e Importing a Configuration, page 6-13

Trend Micro InterScan for Cisco CSC SSM provides the ability to back up your device configuration
settings and save them in a compressed file. You can import the saved configuration settings and restore
your system to those settings configured at the time they were saved.

A configuration backup is essential for recovery if you forget your ASDM or web GUI password,
depending on how you have set your password-reset policy. For more information, see the “Recovering
a Lost Password” section on page 8-5 and the “Modifying the Password-Reset Policy” section on

page B-11.

As soon as you finish configuring Trend Micro InterScan for Cisco CSC SSM, create a configuration
backup.

To back up configuration settings, choose Administration > Configuration Backup to display the
Configuration Backup window, shown in Figure 6-8.
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Figure 6-8 Configuration Backup Window with Successful Import Confirmation
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Exporting a Configuration

Step 1

Step 2

To save configuration settings, perform the following steps:

On the Configuration Backup window, click Export.
A File Download dialog box appears.

Open the config.tgz, file, or save it to your computer.

Importing a Configuration

Step 1
Step 2

To restore configuration settings, perform the following steps:

In the Configuration Backup window, click Browse.
Locate the config.tgz file and click Import.

The filename appears in the Select a configuration file field. The saved configuration settings are
restored to the adaptive security appliance.

Importing a saved configuration file restarts the scanning service, and the counters on the Summary
window are reset.
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Configuring Failover Settings

Trend Micro InterScan for Cisco CSC SSM enables you to replicate a configuration to a peer unit to

support the device failover feature on the adaptive security appliance. Before you configure
device, or the CSC SSM on the failover device, finish configuring the primary device.

the peer

When you have fully configured the primary device, follow the steps exactly as described in Table 6-1
to configure the failover peer. Print a copy of the checklist that you can use to record your progress.

Table 6-1 Configuring Failover Settings Checklist

Step 1

Decide which appliance should act as the primary device, and which should act as the
secondary device. Record the IP address of each device in the space provided:

IP Address(es):

a
Q

Step 2

Open a browser window and enter the following URL in the Address field: http://<primary
device IP address>:8443. The Logon window appears. Log in, and choose Administration
> Device Settings > Device Failover Settings.

Step 3

Open a second browser window and enter the following URL in the Address field:
http://<secondary device IP address>:8443. As in the Step 2, login, choose Administration
> Device Settings > Device Failover Settings.

Step 4

In the Device Failover Settings window for the primary device, enter the IP address of the
secondary device in the Peer IP address field. Enter an encryption key of one to eight
alphanumeric characters in the Encryption key field. Click Save, and then click Enable. The
following message appears under the window title:

InterScan for CSC SSM could not establish a connection because the failover

peer device is not yet configured. Please configure the failover peer device,
then try again.

This message is normal behavior and appears because the peer is not yet configured.

Step 5

In the Device Failover Settings window for the secondary device, enter the IP address of the
primary device in the Peer IP address field. Enter the encryption key of one to eight
alphanumeric characters in the Encryption key field. The encryption key must be identical
to the key entered for the primary device. Click Save, and then click Enable. The following
message appears under the window title:

InterScan for CSC SSM has successfully connected with the failover peer device.

Do not click anything else at this time for the secondary device.

Step 6

In the Device Failover Settings window for the primary device, click Synchronize to peer.

The message in the Status field at the bottom of the windows should state the date and time
of the synchronization, for example:

Status: Last synchronized with peer on: 04/29/2007 15:20:11

A

Caution

Be sure you do not click Synchronize to peer at the end of Step 5, while you are still in the Device
Failover Settings window for the secondary device. If you do, the configuration you have already set up
on the primary device will be erased. You must perform manual synchronization from the primary

device, as described in Step 6.
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When you complete the steps on the checklist, the failover relationship has been successfully configured.

If you want to make a change to the configuration in the future, you should modify the configuration on
the primary device only. Trend Micro InterScan for Cisco CSC SSM detects the configuration mismatch,
and updates the peer with the configuration change you made on the first device.

The exception to the auto-synchronization feature is uploading a system patch. A patch must be applied
on both the primary and secondary devices. For more information, see the “Installing Product Upgrades”
section on page 6-15.

If the peer device becomes unavailable, an e-mail notification is sent to the administrator. The message
continues to be sent periodically until the problem with the peer is resolved.

Installing Product Upgrades

From time to time, a product upgrade becomes available that corrects a known issue or offers new
functionality.

To install a product upgrade, perform the following steps:

Step 1 Download the system patch from the website or CD provided.

Step2 Choose Administration > Product Upgrade to display the Upgrade window, shown in Figure 6-9.
Figure 6-9 Product Upgrade Window
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Caution  Upgrades may restart system services and interrupt system operation. Upgrading the system while the
device is in operation may allow traffic containing viruses and malware through the network.
Step3  Click Browse and locate the upgrade file.
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Step4  Click Upload to upload and install the upgrade.

The version number displays under the Update Number column if the upgrade is successful.

For information about installing and removing upgrades, see the online help for this window.

Viewing the Product License

This section describes product licensing information, and includes the following topics:
e License Expiration, page 6-17
e Licensing Information Links, page 6-18
e Renewing a License, page 6-18
e Notification Settings, page 6-19

The Product License window (shown in Figure 6-10) allows you to view the status of your product
license, which includes the following information:

e Activated license(s) (Basic License only, or Basic License and Plus License).
e License version, which should be Basic unless you are temporarily using an Evaluation copy.
e Activation code for your license.

e Number of licensed seats (users), which appears only for the Basic License, even if you have
purchased the Plus License.

e License status, which should be “Activated.”

¢ License expiration date. If you have both the Basic and Plus Licenses, the expiration dates can be
different.
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Figure 6-10 Product License Window
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If your license is not renewed, antivirus scanning continues with the version of the pattern file and scan
engine that was valid at the time of expiration, plus a 30-day grace period. However, other features may
become unavailable. For more information, see the “License Expiration” section on page 6-17.

License Expiration

As you approach and even pass your expiration dates, a message appears in the Summary window as well
as the Product License window, similar to the example shown in Figure 6-11.

Figure 6-11 Product License Expiration Message
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When your product license expires, you may continue using Trend Micro InterScan for Cisco CSC SSM,
but you are no longer eligible to receive updates to the virus pattern file, scan engine, and other
components. Your network may no longer be protected from new security threats.

If your Plus License expires, content filtering and URL filtering are no longer available. In this case,
traffic is passed without filtering content or URLs.

If you purchased the Plus License after you purchased and installed the Basic License, the expiration
dates are different. You can renew each license at different times as the renewal date approaches.

Licensing Information Links

Step 1

Step 2

Note

To obtain licensing information, perform the following steps, or click the View renewal instructions
link for basic or plus licenses:

In the Product License window, click the View detailed license online link to access the online
registration website, where you can view information about your license, and find renewal instructions.

Click the Check Status Online button to display a message below the button that describes the status of
your license, similar to the example shown in the previous figure.

For additional information, see the online help for the Product License window.

For information about product activation, see the Cisco Security Appliance Configuration Guide using
ASDM.

Renewing a License

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

You can renew a license at any time after the product activation. Contact your reseller or Cisco about
ordering a license renewal for the CSC SSM.

To renew a license for the CSC SSM, perform the following steps:

Go to http://www.cisco.com/go/license/.
Log in with your Cisco.com user ID, if necessary.
Follow the on-screen instructions.

Enter the renewal product code that you received when you registered the Product Authorization Key
(PAK) that came with your Cisco Software License Certificate.

Choose Administration > Product License after successfully renewing your license.

Click Check Status Online to retrieve the latest license expiration date.

Cisco Content Security and Control SSM Administrator Guide
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Viewing the Product License

Notification Settings

You can enable or disable e-mail notifications as well as configure the e-mail notification schedule with
optional warnings delivered at 60 and 30 days, or even one day before. These messages can continue up
to 14 days after expiration.

You can also configure additional e-mail recipients (using a semicolon to separate multiple entries). You
must enter the license renewal notification e-mail address, SMTP server IP address, and port, or the
generated license renewal reminder e-mail cannot be delivered.

See the “Managing Administrator E-mail and Notification Settings” section on page 6-2 for more
information about configuring the e-mail notification settings.

Note  E-mail notification does not support the HTML format.

Cisco Content Security and Control SSM Administrator Guide
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Monitoring Content Security

This chapter describes monitoring content security from ASDM, and includes the following sections:
e Features of the Content Security Tab, page 7-1
e Monitoring Content Security, page 7-2

Features of the Content Security Tab

After you have connected to the CSC SSM, the Content Security tab displays, as shownin Figure 7-1 on
page 7-2. The Content Security tab shows you content security status at a glance, including the
following:

e CSC SSM Information—Displays the product model number, | P address of the device, version, and
build number of the CSC SSM software.

e Threat Summary—Displays a table summarizing threats detected today, within the last seven days,
and within the last 30 days.

e System Resources Status—Allows you to view CPU and memory usage on the SSM.

e Email Scan—Provides a graphical display of the number of e-mail messages scanned and the
number of threats detected in the scanned e-mail.

e Latest CSC Security Events—L ists the last 25 security events that were logged.

Cisco Content Security and Control SSM Administrator Guide
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Figure 7-1 Content Security Tab
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Click the Help icon to view more details about the information that appears in this window.

Monitoring Content Security

This section describes how to monitor content security, and includes the following topics:
e Monitoring Threats, page 7-3
e Monitoring Live Security Events, page 7-5
¢ Monitoring Software Updates, page 7-6
¢ Monitoring Resources, page 7-7

To display the content security monitoring settings for recent threat activity, perform the following steps:

Step1  Choose Monitoring > Trend Micro Content Security, as shown in Figure 7-2.
Step2  Choose from the following options:
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e Threats—Displays recent threat activity.
¢ Live Security Events—Displays a report of recent security events (content-filtering violations,
spam, virus detection, and spyware detection) for monitored protocols.
¢ Software Updates—Displays the version and last date and time for updates to content security
scanning components (virus pattern file, scan engine, and spyware or grayware pattern).
¢ Resource Graphs—Displays graphs of CPU usage and memory usage for the SSM.
Figure 7-2 Content Security Monitoring Options in ASDM
& Cisco ASDM 6.1 for ASA - 10.2.41.41
File View Tools ‘Wizards ‘Window Help 1
@ Home O%} Configuration @ Monitoring‘
Device List o /X Moni
g8 Add m Delete ﬁ Connect Sel;
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-3 10,214,100 Up
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Gri
Trend Micro Content ... ' & x Grapi‘i
- I B
Live Security Events W
(% Software Updates UR’
+§ Resource Graphs Spg
Sp,’
Dai
Intetfaces
o
4 Routing =
& Trend Micro Content Security g
Monitoring Threats

Step 1

Step 2

To monitor threats, perform the following steps:

Click Threatsinthe Monitoring pane, as shown in Figure 7-2, to choose up to four categories of threats

for graphing.

To display recent activity, choose one or more of the following categories:
e Viruses and other threats detected
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e Spyware blocked
e Spam detected (requires the Plus license)
e URL filtering activity and URL blocking activity (requires the Plus license)

For example, if you have the Basic license and Plus license, and you choose all four threat types for
monitoring, the graphs appear similar to the example shown in Figure 7-3.

Figure 7-3 Threat Monitoring Graphs
. BED
File Window Help
[3 Export @ Frint 7 Help .
Graph | Table Graph | Table

Threats, URL Filtered, URL Blocked

Threats, ¥iruses detected

Wiew: |Real-time, data every 10 sec v Wiew: |Real-time, data every 10 sec v

Graph | Table
Threats, Spyware blocked

Graph | Table
Threats, Spam detected

Wiew: |Real-time, data every 10 sec v

Wiew: |Real-time, data every 10 sec v

251082

The graphs refresh at frequent intervals (every ten seconds), which allows you to view recent activity at
a glance. For more information, see the online help.

Monitoring Live Security Events

To monitor live security events, perform the following steps:
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Step 1
Step 2

Monitoring Content Security

Click Live Security Eventsin the Monitoring pane.
Click View to create areport similar to the example shown in Figure 7-4.

Figure 7-4 Live Security Events Report
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Thisreport lists events that the CSC SSM detected. The Source column displays “Mail” for both SMTP
and POP3 protocols. The horizontal and vertical scroll bars allow you to view additional report content.
Filters at the top of the screen allow you to refine your search for specific events. For more information,

see the online help.

Monitoring Software Updates

Step 1

To monitor software updates, perform the following steps:

Click Software Updates in the Monitoring pane, as shown in Figure 7-5.
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The component name, version number, and the date and time that the CSC SSM software was last

updated appears.

Figure 7-5
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To display the Scheduled Update window shown in Figure 7-6, choose Configuration > Trend Micro
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Figure 7-6

Monitoring Content Security
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Step3  Click the Configure Updates link to access the Scheduled Update window in CSC SSM. For an
example, see Figure 2-4 on page 2-5.

The Scheduled Update window allows you to specify the interval at which CSC SSM receives
component updates from the Trend Micro ActiveUpdate server, which can be daily, hourly, or every 15

minutes.

You can also update components on demand via the Manual Update window in the CSC SSM console.
For an example, see Figure 5-1 on page 5-2. For more information about both types of updates, see the

online help.

Monitoring Resources

To monitor resources, perform the following steps:

Step1  Click Resource Graphsin the Monitoring pane. You can monitor two types of resources. CPU usage
and memory. If these resources are being used at almost 100%, you can do one of the following:
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e Upgrade to ASA-SSM-20 (if you are currently using ASA-SSM-10).
¢ Purchase another adaptive security appliance.

Step2  Toview CPU or memory usage, select the information and click Show Graphs, as shown in Figure 7-7.

Figure 7-7 Memory Monitoring Graphs
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Troubleshooting Trend Micro InterScan
for Cisco CSC SSM

This chapter describes how to troubleshoot various issues, and includes the following sections:;
e Troubleshooting an Installation, page 8-1
e What To Do If The Installation Fails, page 8-3
e Troubleshooting Activation, page 8-4
¢ Troubleshooting Basic Functions, page 8-4
¢ Troubleshooting Scanning Functions, page 8-8
¢ Troubleshooting Performance, page 8-14
e Troubleshooting User/Group Policy, page 8-16
e Known Issues, page 8-29
e Using Knowledge Base, page 8-31
¢ Using the Security Information Center, page 8-31
¢ Before Contacting Cisco TAC, page 8-32

Troubleshooting an Installation

The following describes how to install using the CLI. If problems occur during the installation, see the
“What To Do If The Installation Fails” section on page 8-3.

To install the CSC SSM viathe CLI, perform the following steps.

Step1  Enter the following command to begin the installation:

host name(confi g) # hw nodul e nmodul e 1 recover configure

Output similar to the following appears:

Image URL [tftp://171.69.1.129/dqu/csc6. 6. xxxx. X. bin]:
Port I P Address [0.0.0.0]:

VLAN ID [0]:

Gateway | P Address [0.0.0.0]:

host name(confi g) # hw nodul e nodul e 1 recover boot

The module in slot 1 will be recovered. This may
erase all configuration and all data on that device and

Cisco Content Security and Control SSM Administrator Guide
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attempt to download a new inage for it.
Recover nodule in slot 1? [confirni
Recover issued for nodule in slot 1
host name(confi g) #

host name(confi g) # debug nodul e- boot
debug nodul e-boot enabled at level 1

Step2  After about a minute, the CSC SSM goes into the ROMMON mode, and prints messages similar to the

following:

host nane(config)# Slot-1 206> Cisco Systens ROVMON Version (1.0(10)0) #0: Sat Mar 26

00: 13: 50 PST 2007

Sl ot-1 207> domai nname@our domai n. com / pi xab/ bi osbui | d/ 1. 0. 10. 0/ boot / r ormon
Slot-1 208> Pl at f or m ASA- SSM Al P- 10- K9

Slot-1 209> G gabitEthernet0/0

Slot-1 210> Link is UP

Slot-1 211> MAC Address: 000b. fcf8.01b3

Slot-1 212> ROMWON Vari abl e Settings:

Slot-1 213> ADDRESS=30.0.0. 3

Slot-1 214> SERVER=171.69. 1. 129

Slot-1 215> GATEWAY=30. 0. 0. 254

Slot-1 216> PORT=G gabit Et her net 0/ 0

Slot-1 217> VLAN=unt agged

Slot-1 218> | MAGE=dqu/ csc6. 6. xXXX. X. bin

Slot-1 219> CONFI G=

Sl ot-1 220> LI NKTI MEQUT=20

Slot-1 221> PKTTI MEQUT=2

Slot-1 222> RETRY=20

Slot-1 223> tftp dqu/csch. 6. xxxx. x. bi n@71.69.1.129 via 30.0.0.254

Step3  The CSC SSM attempts to connect to the TFTP server to download the image.

~

Note The TFTP server must support files sizes greater than 60 MB. The .bin files are full binary

images that are to be uploaded viaa TFTP server. The .pkg files are used to upgrade image files
from the CSC Admin Console, which are then uploaded through a web browser. Do not upload

.bin files using the CSC Admin Console.

After several seconds, output similar to the following appears:

Slot-1 224>
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 225>
EEEEEREREEEE R R R R R R R R R R R R R R RN R R R R R R R R R R R R R R R R RN RN R R R R R R R R

Slot-1 226>
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 227>
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 228>
EEEEEREREEEE R R R R R R R R R R R R R R RN R R R R RN R R R R R R R RN RN R RN R R R R REE!

[ output omitted ].

Sl ot-1 400>
EEEEERER R R R R R R R R R R R R R R R R R R R RN R R R R R R R RN E R R R R R R R R R RN R ERRRRRRRRREE!

Slot-1 401>
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 402>
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 403>
EEEEERER R R R RN R R R R R R R RN R ERRRRRRRRREE!

Slot-1 404>
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 405> ttrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrny
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What To Do If The Installation Fails

Sl ot-1 406> Recei ved 59501255 bytes
The TFTP download is complete. Note the number of received bytes, which should be the same size as
the CSC SSM image.

Stepd  The ROMMON mode then launches the image.
Sl ot-1 407> Launching TFTP | mage. ..

The image is being unpacked and installed.

Step5  After several minutes, the CSC SSM reboots. Messages similar to the following appear:

Slot-1 408> Cisco Systens ROWON Version (1.0(10)0) #0: Sat Mar 26 00: 13: 50 PST 2007
Slot-1 409> norl ee@ownror e: / pi xab/ bi osbui | d/ 1. 0. 10. 0/ boot / r onmon

Slot-1 410> Pl atf orm ASA- SSM Al P- 10- K9

Slot-1 411> Launchi ng Boot Loader. ..

After aminute or two, the CSC SSM boots up.

Step6  To verify that the CSC SSM has booted correctly, enter the following command:

host name(confi g)# show nodule 1

Output similar to the following appears:

Mod Card Type Model Serial No.

1 ASA 5520/ 5530 Al P Security Service Mdul e-10 ASA- SSM Al P- 10- K9 P0O0000000TT

Mbd MAC Address Range Hw Ver si on Fw Ver si on Sw Versi on

1 000b. fcf8.01b3 to 000b.fcf8.01b3 1.0 1.0(10)0  CSC SSM 6. 6. xxxx. X
Mbd SSM Application Name St at us SSM Appl i cation Version
1cescswM 0 own 6.6 0000 x
Mbd St at us Data Pl ane Status Conmpatibility

i w

~

Note Look for the two instances of “Up” in the Mod Status table (the last line of the output). The
“Down” entry in the Status field of the SSM Application Name table indicates that the card is
not yet activated.

What To Do If The Installation Fails

Table 8-1 describes what to do if installation fails during the procedure described in the
“Troubleshooting an Installation” section on page 8-1.
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Table 8-1 What To Do If The Installation Fails
If installation fails at: Your action is:
Step 2 a. Makesurethe TFTP server supports downloading of fileslarger
than 60 MB.
b. Check the size of the CSC image as it appears on the TFTP
server.

¢. Perform an MD5 checksum to see whether it matches the
checksum published with the image.

d. Verify theimage size that transferred according to the verbose
command output of the adaptive security appliance.

e. Make sureyou set the port IP address to the CSC management
IP

Step 3 a. Makesureyou set the gateway |P addressto 0.0.0.0if the TFTP
server isin the same | P subnet as the CSC SSM.

b. If thereisany router or firewall between the CSC SSM and the
TFTP server, make sure these gateways allow TFTP traffic
through UDP port 69. Also, verify that routes are set up
correctly on these gateways and on the TFTP server.

c. Verify the image path exists on the TFTP server, and that the
directory and file are readable to all users.

Step 4 Verify the total number of bytes downloaded. If the number is different
than the size of the CSC SSM image, the TFTP server may not support
filesthat are the size of theimage. In this case, try another TFTP server.

Step 5 or Step 6 Download the image again and try to install it again. For more
information, see Appendix B, “Preparing to Reimage the Cisco CSC
SSM.” If the installation is not successful a second time, contact Cisco
TAC. If theinstallation fails, enter the hw module 1 recover stop
command to stop the installation after the first indication of failure.

Troubleshooting Activation

Before taking any other action, make sure that the clock is set correctly on the adaptive security
appliance. For more information, see the following:

¢ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide
e ASDM online help

Use the show module, show module 1, and show module 1 details commands to verify that the CSC
SSM has been activated successfully. If you cannot resolve the problem using the output from these
commands, contact Cisco TAC.

Troubleshooting Basic Functions

This section describes issues that may occur with basic functions, and includes the following topics:

e Cannot Log On, page 8-5

Cisco Content Security and Control SSM Administrator Guide
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¢ Recovering a Lost Password, page 8-5

e Summary Status and Log Entries Out of Sync, page 8-6

e Delaysin HTTP Connections, page 8-6

e Access to Some Websites Is Slow or Inaccessible, page 8-6
e FTP Download Does Not Work, page 8-8

¢ Reimaging or Recovery of CSC Module, page 8-8

S
Note  You must configure the syslog server to save the log buffer content to afile, so that it will be available
for troubleshooting and debugging purposes.
Cannot Log On

You specified an administrator password when you installed Trend Micro InterScan for Cisco CSC SSM
with the CSC Setup Wizard. You must use the password you created during installation to log in, which
is not the same password that you use to access ASDM . Passwords are case-sensitive; be sure you have
entered the characters correctly.

If you forget your password, it can be recovered. For more information, see the “Recovering a L ost
Password” section on page 8-5.

Recovering a Lost Password

A

The two passwords used to manage the CSC SSM are as follows:
e The ASDM/web interface/CLI password
e Theroot account password
The default entry for both passwordsis “cisco.”
To recover your passwords in case you lose one or more of them, consider the following:

¢ If you have the ASDM/web interface/CLI password, but have lost the root account passwords, you
can continue to manage the CSC SSM via the web interface.

¢ Unlessyou have configured the password-reset policy to “Allowed,” you cannot use the root account
in the future. If the password-reset policy is set to “Denied,” recovering these two passwords
reguires reimaging of the CSC SSM and restoration of the configuration according to the following
procedure. For more information, see the “Modifying the Password-Reset Policy” section on
page B-11.

Caution

Access the root account only under the supervision of Cisco TAC. Unauthorized modifications made
through the root account are not supported and require that the device be reimaged to guarantee correct
operation.

¢ If you have lost all passwords, you must reimage the device and restore the configuration, unless
you have configured the password-reset policy to “Allowed.”

[ oL-18970-01

Cisco Content Security and Control SSM Administrator Guide



Chapter8  Troubleshooting Trend Micro InterScan for Cisco CSC SSM |

Bl Troubleshooting Basic Functions

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

To reimage the CSC SSM and recover the configuration, perform the following steps:

Reimage the CSC SSM, which restores the factory default settings. Reimaging transfers afactory default
software image to the SSM. To transfer an image, see the “Reimaging and Configuring the CSC SSM
Using the CLI” section on page B-1.

After reimaging, all passwords are restored to their default value.

Reactivate the device and log in using the default password “ cisco,” then create anew ASDM password.
Use the new ASDM password to access the CSC SSM interface.

Choose Administration > Configuration Backup.

To restore the configuration settings, import the most recent configuration backup.

After you have imported the configuration backup, browse through all of the configurations to verify
their accuracy.

Summary Status and Log Entries Out of Sync

You may occasionally notice that the counters displayed on the Mail (SMTP), Mail (POP3), Web
(HTTP/HTTPS), and File Transfer (FTP) tabs of the Summary window do not synchronize with the
statistics displayed in thelog reports. In the CSC SSM console, choose L ogs > Query to accessthelogs.
This mismatch occurs because of the following:

e Thelogsarereset by areboot that occurs either because of adeviceerror or following theinstallation
of a patch.

¢ Logs may be purged because of limited memory storage on the SSM.

Delays in HTTP Connections

A delay of approximately 30 seconds can occur if you have URL filtering enabled on the CSC SSM, but
the CSC SSM does not have access to the Internet viaHTTP. Trend Micro maintains an online database
that stores URLs in different categories. The CSC SSM first checks the local URL filtering database. If
no entry is located, then the CSC SSM tries to access the URL database when processing an HTTP
reguest from aclient. If you cannot grant Internet access to the CSC SSM (either direct or indirect viaa
proxy), disable URL filtering.

In addition, disabling deferred scanning may cause large file transfers to be slow or time out.

Access to Some Websites Is Slow or Inaccessible

There are some websites, such as banks, online shopping sites, or other special purpose servers that
require additional backend processing before responding to a client request. The CSC SSM has a
nonconfigurable, 90-second timeout between the client request and the server response to prevent
transactions from tying up resources on the CSC SSM for too long. This configuration means that
transactions that take a longer time to process will fail. The workaround is to exclude the site from
scanning.
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For example, for a site on the outside network with the IP address, 100.100.10.10, enter the following
commands:

exenpt http traffic to 100.100. 10. 10
access-list 101 deny tcp any host 100.100.10.10 eq http
catch everything el se
access-list 101 permt tcp any eq http
class-map ny_csc_cl ass
mat ch access-list 101

pol i cy-map ny_csc_policy

class my_csc_cl ass

csc fail-close

service-policy nmy_csc_policy interface inside

This configuration exempts HTTP traffic to 100.100.10.10 from being scanned by the CSC SSM.

Performing a Packet Capture

Step 1
Step 2

Step 3
Step 4

Step 5

If there are sites you can access without going through the CSC SSM, but cannot access when traffic is
being scanned, report the URL to Cisco TAC. If possible, do a backplane packet capture and send the
information to Cisco TAC also.

For example, if the client has an IP address, 1.1.1.1, and the outside website has an | P address, 2.2.2.2,
enter the following commands:

access-list cap_acl pernmit tcp host 1.1.1.1 host 2.2.2.2
capture cap access-list cap_acl interface inside

To perform a packet capture, perform the following steps:

Logintothe CLI.
Enter the following command:

host name(confi g)# capture csc_cap interface asa_datapl ane buffer 10485760

~

Note  The number of bytesin the capture buffer is 10485760. The example is 10 MB.

Start the traffic testing.

Enter the following command to transfer the captured buffer out-of-the-box:

host name(confi g)# copy /pcap capture:csc_cap tftp://1P/path
Enter the following command to stop the capture:
host name(config)# no capture csc_cap interface asa_dat apl ane

~

Note  You can usethelast command to reset or clear the buffer between tests, but you must reenter the
capture command.

[ oL-18970-01
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FTP Download Does Not Work

If your FTP login works, but you cannot download via FTP, do the following:
¢ Verify that the inspect ftp setting is enabled on the adaptive security appliance.
o Verify that Deferred Scanning is enabled on the FTP Scanning page.

e For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting Started
Guide.

Reimaging or Recovery of CSC Module

During reimaging or recovery of a CSC module, it is possible to type the address of the TFTP server or
the file name incorrectly. If this occurs, the CSC module will continuously reboot, attempting the
reimaging using the invalid configuration information provided. To stop the reimaging process and
correct the configuration, enter the hw module 1 recover stop command in the specified configuration
mode.

Troubleshooting Scanning Functions

This section describes issues that you may encounter with scanning for viruses or spam, and includesthe
following topics:

e Cannot Update the Pattern File, page 8-8

e Spam Not Being Detected, page 8-9

e Cannot Create a Spam Stamp |dentifier, page 8-9

¢ Unacceptable Number of Spam False Positives, page 8-9
e Cannot Accept Any Spam False Positives, page 8-9

¢ Unacceptable Amount of Spam, page 8-10

¢ Virus Is Detected but Cannot Be Cleaned, page 8-10

¢ Virus Scanning Not Working, page 8-10

¢ Downloading Large Files, page 8-12

¢ Restart Scanning Service, page 8-13

Cannot Update the Pattern File

If the pattern file is out-of-date and you are unable to update it, the most likely cause is that your
Maintenance Agreement has expired. Check the Expiration Date field in the Administration > Product
License window. If the date shown isin the past, you cannot update the pattern file until you renew your
Maintenance Agreement.

If the pattern file is current, the following may be true:

e The Trend Micro ActiveUpdate server istemporarily down. Try to update the pattern file againin a
few minutes.

¢ Check the network settings and the connectivity of the SSM, including the proxy settings.

Cisco Content Security and Control SSM Administrator Guide
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Spam Not Being Detected

If the anti-spam feature does not seem to be working, be sure that the following is true:
¢ You havethe Plus Licenseinstalled and it is current.

¢ You must have avalid Plus License and the correct DNS settings for the network-based, anti-spam
E-mail Reputation to function correctly.

¢ You have enabled the feature; the anti-spam option is not enabled by default. For more information,
see the “Enabling SMTP and POP3 Spam Filtering” section on page 3-9.

¢ You have configured the incoming mail domain. The content-based anti-spam scanning is only
applied to mail recipients belonging to Incoming Domains. For more information, see the
“Configuring SMTP Settings” section on page 3-7.

Cannot Create a Spam Stamp Identifier

A spam stamp identifier is a message that appears in the e-mail message subject. For example, for a
message titled “ Q3 Report,” if the spam stamp identifier is defined as “ Spam:,” the message subject
would appear as “ Spam:Q3 Report.”

If you are having problems creating a spam identifier, make sure you are using only English uppercase
and lowercase characters, the digits 0-9, or the set of special characters shown in Figure 8-1.

Figure 8-1 Special Characters for Spam Stamp Identifier

%A, [ =1@INA ()~

Note If you try to use characters other than those specified, you cannot use the spam identifier for SMTP and
POP3 messages.

Unacceptable Number of Spam False Positives

Your spam filtering threshold may be set at alevel that istoo aggressive for your organization. Assuming
you adjusted the threshold to Medium or High, try a lower setting in the threshold fields on the Mail
(SMTP) > Anti-spam > SMTP Incoming Anti-spam window and the Mail (POP3) > Anti-spam > POP3
Anti-spam windows. Also enable the anti-spam “ stamp message” feature on the SMTP Incoming
Anti-spam window and the POP3 Anti-spam windows. For more information, see the online help for
these two windows.

Also, if usersin your network are receiving newsletters through e-mail, this type of message tends to
trigger ahigh number of false positives. Add the e-mail address or domain name to the approved senders
list to bypass spam filtering on these messages.

Cannot Accept Any Spam False Positives

Some organizations, such as banks and other financial institutions, cannot risk any message being
identified as a false positive. In this case, disable the anti-spam feature for SMTP and POP3.

Cisco Content Security and Control SSM Administrator Guide
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Unacceptable Amount of Spam

If you receive an unacceptable amount of spam, enabl e the network-based, anti-spam E-mail Reputation
(ER) setting. Choose Mail (SMTP) > Anti-spam > Email Reputation.

If you do not use ER, you may have set your spam filtering threshold at alevel that istoo lenient for your
organization. Try a higher setting in the threshold fields on the Mail (SMTP) > Anti-spam > Content
Scanning/Target window and the Mail (POP3) > Anti-spam/Target window.

Virus Is Detected but Cannot Be Cleaned

Not all virus-infected files are cleanable. For example, a password-protected file cannot be scanned or
cleaned.

If you think you are infected with a virus that does not respond to cleaning, go to the following URL:
http://subwiz.trendmicro.com/SubWiz/Default.asp

Thislink takes you to the Trend Micro Submission Wizard, which includes information about what to
do, including how to submit your suspected virus to TrendL abs for evaluation.

Virus Scanning Not Working

This section describes why virus scanning may not work, and includes the following topics:
e Scanning Not Working Because of Incorrect Service-Policy Configuration, page 8-10
e Scanning Not Working Because the CSC SSM Is In a Failed State, page 8-11

Ensure that no one has disabled the virus scanning feature on the SMTP Incoming, SM TP Outgoing,
POP3, HTTP, and FTP Scanning windows. Also test the virus scanning feature by following the
instructions described in the “ Testing the Antivirus Feature” section on page 2-3.

Scanning Not Working Because of Incorrect Service-Policy Configuration

Another possible cause is that a file has not been scanned because of an incorrect service-policy
configuration. Use the show service-policy csc command to configure the SSM to process traffic.

The following example shows how to configure the SSM to process traffic:

host nane(confi g)# show service-policy flow tcp host 192.168.10.10 host 10.69.1.129 eq http
d obal policy:
Service-policy: global_policy
Cl ass-map: trend
Mat ch: access-lit trend
Access rule: pernmt tcp any any eq www
Acti on:
Qutput flow csc fail-close
I nput flow set connection tineout tcp 0:05:00
Cl ass-map: perclient
Mat ch: access-lit perclient
Access rule: permit |IP any any
Acti on:
Input flow set connection per-client-max 5 per-client-enbryonic-max 2
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Scanning Not Working Because the CSC SSM Is In a Failed State

If the CSC SSM isin the process of rebooting, or has experienced a software failure, syslog message
421007 is generated.

Enter the following command to view the status of the SSM card:

host name(confi g)# show nodule 1

The output appears in several tables, as shown in the following example. The third table, SSM
Application Name, shows the status, which is “Down.”

Mod Card Type Model  Serial No.

1 ASA 5500 Series Security Services Mdul e- 10ASA- SSM 10 JAB092400TX

Mbd MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
10013, c480. aedc to 0013 c480.aedc 1.0 1.0(10)0  CSC SSM 6. 6. xxxx. x
Mbd SSM Application Nanme St at us SSM Appl i cation Version
1oscssm pown 660006 x

Mbd St at us Data Pl ane Status Conmpatibility

Tw w

The three possible states that could appear in the Status field for the third table are as follows:

¢ Down—A permanent error, such as an invalid activation code was used, licensing has expired, or a
file has been corrupted

¢ Reload—Scanning is restarting, for example, during a pattern file update.
e Up—A normal operating state.
To view the state for each individual process, enter the following command:

host name(confi g)# show nodule 1 details

Example output similar to the following appears:

Getting details fromthe Service Mdule, please wait...
ASA 5500 Series Security Services Mdul e-10

Mbdel : ASA- SSM 10
Har dwar e versi on: 1.0

Serial Number: JAB092400TX
Fi rmnvar e version: 1.0(10)0

Sof t war e version: CSC SSM 6. 6. XXXX. X
MAC Address Range: 0013.c480.ae4c to 0013.c480. ae4dc

App. name: CSC SSM

App. Status: Down

App. Status Desc: CSC SSM scan services are not avail able
App. version: 6. 6. XXXX. X

Data plane Status: Up

St at us: Up

HTTP Servi ce: Down

Mai | Servi ce: Down

FTP Servi ce: Down

Act i vat ed: No
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Mgnt | P addr: <not avail abl e>
Mgnt web port: 8443
Peer | P addr: <not enabl ed>

The status for the CSC SSM appears in the App. Status field. In the example, the statusis“Down.” The
possible states for this field are as follows:

¢ Not Present—The SSM card is not found.

¢ Init—The SSM card is booting.

e Up—The SSM card is up and running.

e Unresponsive—The SSM card is not responding.

¢ Reload—The SSM application isreloading recently updated patterns or configuration changes. The
traffic isinterrupted temporarily with either a “fail-open” or “fail-close” message. The adaptive
security appliance will not perform a failover because thisis an administrative reloading.

e Shutting Down—The SSM card is shutting down.
¢ Down—The SSM card is down and can be safely removed from its slot.
¢ Recover—The SSM card is being reimaged.

If you have verified your configuration and CSC module status, and viruses are still not found, contact
Cisco TAC.

Downloading Large Files

Handling of very large files may be apotential issue for the HTTP and FTP protocols. On the Target tabs
of the HTTP Scanning and FTP Scanning windows, you configured large file handling fields, which
included a deferred scanning option.

If you did not enable deferred scanning, Trend Micro InterScan for Cisco CSC SSM must receive and
scan the entire file before passing the file contents to the requesting user. Depending on the file size, this
action could result in the following:

¢ The file being downloaded, very slowly at first, but more quickly as the download progresses.

¢ Takelonger than the automatic browser timeout period. As aresult, the user is unable to receive the
file contents at all because the browser times out before the download compl etes.

If you enabled deferred scanning, part of the content of the large file is delivered without scanning to
prevent atimeout from occurring. Subsequent portions of the content are being scanned in the
background and are then downloaded if no threat is detected. If athreat is detected, therest of thefileis
not downloaded; nevertheless, the unscanned portion of the large file is already stored on the user
machine and may introduce a security risk.

A

Caution  If the file to be downloaded is larger than the size specified in the “Do not scan files larger than” field,
the file is delivered without scanning and may present a security risk.
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Enabling Deferred Scanning

S

Note If you experience difficulty with Windows updates, you may need to enable deferred scanning and set
the size to ten. See the logs for more information.

To enable deferred scanning, perform the following steps:

Step1  Click the Web (HTTP/HTTPS) > HTTP scanning tab.

Step2  Inthe Large File Handling section, click the check box and set the Enable deferred scanning for files
larger than valueto 10, as shown in Figure 8-2.

Step3  Click Save.

Figure 8-2 Enabling Deferred Scanning

Large File Handling
Do not scan files larger than |30 (1-100)MBE @

Action on large files: @ Dzlivar O Delete

Enable deferred scanning for files larger than 10| (1-100ME @

275433

Scan for Spyware fGrayware [] select all

Restart Scanning Service

In the Message Activity area, the Mail (SMTP and POP3) tabs on the Summary window display a count
of messages processed since the service was started. For an example, see Figure 8-3.

Figure 8-3 Messages Processed Counter on the Mail (POP3) Tab of the Summary Window
g e q
¥ .TREND MICRO"InterScan~for Cisco CSC SSM Log Off |
Summary @
Summary
b Mail (SMTP) Status Mail (SMTP) | Mail {POP3) Web (HTTP) File Transfer (FTP)
b Mail (POP3)
POP2 Serwvice: Oon
¥ Wieh (HTTR) =+
¥ File Transfer (FTP) POP3 Summary 4 Refresh
b Update Message Activity
» Lags Messages processed since the service was started: 12,000 (—@
» administration Detection Surnmmary Today During last 7 days  During last 30 days
Wirnzes/Malware 1z 20 33
Spywara/Grayware 2 15 45
Sparm T 13 29
IntelliTrap =] 15 45
N
32}
©o
Q
re}
N
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1 |Message activity counter

Several events can cause these counters to reset to zero:
e A pattern file or scan engine update
¢ A configuration change
¢ The application of a patch

The statistics in the Detection Summary area of the window do not reset; these statistics continue to
update as trigger events occur.

When the countersreset, it is normal behavior. If, however, you have a continuous zero in the M essages
processed fields, e-mail traffic is not being scanned and you should investigate.

Troubleshooting Performance

This section describes issues you may encounter with performance, and includes the following topics:
e CSC SSM Console Timed Out, page 8-14
e Status LED Flashing for Over a Minute, page 8-14
¢ ASDM Cannot Communicate with SSM, page 8-14
¢ Logging in Without Going Through ASDM, page 8-15
e CSC SSM Throughput is Significantly Less Than ASA, page 8-16

CSC SSM Console Timed Out

If you leave the CSC SSM console active and no activity is detected for approximately ten minutes, your
session times out. Log in again to resume work. Unsaved changes are lost. If you are called away, save
your work and log out until you return.

Status LED Flashing for Over a Minute

If the Status LED continues flashing for more than one minute, the scanning service is not available. To
resolve this problem, enter the show module 1 details command to collect relevant information, and then
reboot the system from ASDM.

ASDM Cannot Communicate with SSM

For information about resetting port access control, see the “ Changing the Management Port Console
Access Settings” section on page B-17.
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Logging in Without Going Through ASDM

Step 1

Step 2

ASDM may have a problem with the environment, such as the Java version, or a network problem. For
more information, enable the ASDM Java console by choosing ASDM > Tools. If an IP access list is
enabled on the CSC SSM, you can reset it. For more information, see the “ Changing the Management
Port Console Access Settings” section on page B-17.

If for some reason ASDM is unavailable, you can log directly into the CSC SSM via aweb browser. To
log in, perform the following steps:

Enter the following URL in a browser window:
https://{SSM | P addresss}: 8443

For example:
https://10.123. 123. 123: 8443/

The Logon window appears.

Enter the password you created in the CSC Setup Wizard in the Password Configuration installation
window, and click L og On.

The default view of the CSC SSM console is the Status tab on the Summary window, as shown in
Figure 8-4.
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Cisco Content Security and Control SSM Administrator Guide



Chapter8  Troubleshooting Trend Micro InterScan for Cisco CSC SSM |

W Troubleshooting User/Group Policy

Figure 8-4 Status Tab of the Summary Screen on the CSC SSM Console
» TREND MICRO™InterScanfor Cisco CSC SSM [T R — [T — v ) TREND.
Summary (7]
Summary
} Mail (SMTP) [Base/Plus] License Expiration Notice
+ Mail (POP3) ]E Your maintenance Agreement will expire in 60 days. Mere info...
¥ Web (HTTP/HTTPS)
¥ File Transfer (FTP)
[Base/Plus] License Expiration Notice
¥ Update
1 Your license expired on 09/01/2010. Mare info
} Logs Trend Micro has extended yo a 20-day grace period.
¥ Administration
[Base/Plus] License Expiration Notice
@ Product updates ceased on 02/22/2010. More info...
[Base/Plus] License Expiration Notice
Q Your maintenance agreement will expire in 350 days. Mors info...
Status Mail (SMTP) Mail (POP3) Web (HTTP/HTTPS) File Transfer (FTP)
» Product Info: Trend Micro InterScan for Cisco CSC SSM 6.4
» Serial Number: JAEQB84B809P4
» License: Base License sxpires on 03/03/2011
Plus License has expired on 08/30/2010
Component Current Version Last Update
Virus pattern 1.867.00 07/20/2008 09:00:16
Virus scan engine 8.1.1002 07/19/2008 18:00:07
Spyware pattern 0.347.00 07/15/2008 01:00:11
Anti-spam rules and engine
» Anti-spam rules 12540 12/20/2006 12:01:35
> Anti-spam engine 3.51.1032
IntelliTrap Pattern a8 01/19/2007 23:00:09 8
IntelliTrap Exception Pattern 12 01/13/2007 23:00:09 §
- - N

CSC SSM Throughput is Significantly Less Than ASA

Restoring files from TCP connections and scanning them is a processor-intensive operation, which
involves more overhead than the protocol-conformance checking that is usually done by a security
appliance. The workaround isto divert only the connections that need to be scanned to the CSC SSM to
mitigate the performance mismatch.

For example, HTTP traffic can be divided into outbound traffic (an inside user is accessing outside
websites), inbound traffic (an outside user is accessing inside servers), and intranet traffic (traffic
between internal sites or trusted partners). You can configure the CSC SSM to scan only outbound and
inbound traffic for viruses, but ignore the Intranet traffic.

For more information, see the following documentation:
¢ Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide
¢ Cisco ASA 5500 Series Configuration Guide using the CLI

Troubleshooting User/Group Policy

The CSC SSM user/group policy feature relies on aremote Domain Controller Agent installed in the
domain. In almost all cases, diagnosing user group policy problems requires logging into one of the
following:

Cisco Content Security and Control SSM Administrator Guide
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e The Domain Controller Server
¢ The server where the Domain Controller Agent isinstalled

¢ A remote desktop connection to the Windows server that runs the Domain Controller Agent program

Diagnostics Tools

Use the following diagnostic tools to help resolve issues with the Domain Controller Agent or Domain
Controller Server.

¢ Microsoft Active Directory Service Interfaces Editor (ADSI Edit)

* Windows Event Viewer

Microsoft Active Directory Service Interfaces Editor (ADSI Edit)

Note

Note

Note

Active Directory® Service Interfaces Editor (ADSI Edit) (Adsiedit.msc) is a Microsoft Management
Console (MMC) snap-in. You can add the snap-in to any .msc file through the Add/Remove Snap-in
menu option in MMC by choosing Start > Run. Type mmc and press Enter, or open the Adsiedit.msc
file from Windows Explorer. Figure 8-5 shows the ADSI Edit interface.

You can find information about how to download and install ADSI Edit at the following URL :

http://technet.microsoft.com/en-us/library/cc773354.aspx#BKMK _InstallingADSIEdit

ADSI Editisused for testing the Active Directory (AD) connectivity and troubleshooting problemswith
the Active Directory/Lightweight Directory Access Protocol (AD/LDAP) search function.

Use regsvr32 to register the Adsiedit.dll file before launching Adsiedit.msc.

Adsiedit.msc will not run unless the Adsiedit.dll file is registered. This happens automatically if the
support tools are installed. However, if the support tool files are copied instead of installed, you must
run the regsvr 32 command to register Adsiedit.dll before you run the Adsiedit.msc snap-in.

RegSvr32.exe has the following command-line options:

Regsvr32 [/u] [/n] [/i[:cndline]] dllnane

/u - Unregister server

/i - Call DillInstall passing it an optional [cndline]; when used with /u calls dll
uni nstal |

/n - do not call D | RegisterServer; this option nmust be used with /i

/s — Silent; display no nessage boxes (added with Wndows XP and W ndows Vista)

For example;
regsvr32 /i adsiedit.dll

More information about the regsvr 32 command is available at the following URL :

http://support.microsoft.com/kb/249873

[ oL-18970-01
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Figure 8-5 ADSI Edit Tool Interface
=10l x|
<3 Fle Action View Window Help |;|i|5|
&= | \ EYE
&) ADSI Edit hame 7 [ class [ Distinguished Name
=- E Domain [w2k3e.contoso.com] |3 Ch=Account Operatars group  CH=Account Operators, CN=Builtin DC=contaso,DC=com
ED DC=contoso, DC=com (23 ch=administratars group  CN=Administrators, CN=Builtin, C=contoso, DC=com
CN=Builtin 5] CMN=Backup Operators group  CM=Backup Operators, CM=Euiltin, DC=contoso,DC=com
& CH=Computers (23 ch=Distributed COM Users group  CN=Distributed COM Users, CN=Builtin,DC=contosa, DC=com
D Oli=Dormain Controllers (A cn=Guests group  CN=Guests,TM=Builin,DC=contoso, DC=com
g CN=ForelgnSecurityPrincipals @ CN=Incoming Forest Trust Builders group  CN=Incoming Forest Trust Builders, CM=Builtin, DC=contoso,DC=com
= E::mi:??;;i:d (23 cr=nietwork Configuration Operatars group  ChN=Metwark Configuration Operatars, CW=Builtin, DC=contoso, DC=com
& Ch=Program Data (L3 ch=Performance Log Users group  CN=Perfarmance Log Users,CN=Builtin,DC=contoso,DC=cam
D Chi=System [:l CN=Petformance Monitor Users group CN=Petrformance Manitor Users, CN=Builtin, DC=contoso,DC=com
£ ch=Users (23 cn=pre-windows 2000 Compatible Access  group  CH=Pre-Windows 2000 Compatible Access, CN=Builtin, DC=contaso, DC=com
a Carfiguration [w2k3e. cantoso, com] (C3 ch=Print Operators group  CN=Print Operators, Ch=Builtin, DC=contosa,DC=com
¢ -2 ch=Configuration, DC=contoso, DC=com (LA cn=Remate Deskbon LUsers group  CN=Remote Desktop Users, Ch=Euiltin, DC=contoso, DC=com
= E Schema [w2k3e, contoso.com] DCN=Repllcator group  CN=Replicator, CN=Builtin,LC=contasa,DC=com
D “N=5chema, CN=Configuration, DC=contoso, D =com (LA cn=5erver Operators agroup  Ch=Server Operators, CN=Builtin, DC=contoso, DC=com
[:l CN=Terminal Server License Servers group CH=Terminal Server License Servers, CM=Builtin, DC=contoso,DC=com
D CN=Ilsers group CN=Users, CN=Builtin, DC=contosa,DC=cam
(23 ch=indows Authorization Access Group  group  CH=Windows Authorization Access Group, CN=Builtin,DC=contoso, DC=com
M~
g | i) £
| 2
(Y]

Windows Event Viewer

Microsoft Windows Event Viewer isa MMC snap-in that allows you to browse and manage event logs.
Thistool is helpful for monitoring your system health and user login detection problems.

To start the Event Viewer in Windows, choose Start > Control Panel > Administrative Tools > Event
Viewer or use the eventvwr.msc MM C command.
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Step 2
Step 3
Step 4

Troubleshooting User/Group Policy W

Figure 8-6 Event Viewer Interface

B Event Viewer @@

File Action Wiew Help

=30z
Event Viewer (Local)

Application Narre T... | Description Size
SecUrity Application Log  Application Error R, 10 ...
Systermn Security Log  Security Audit Rec... 33,
ACEEventog Systern Log  Systemn Error Reco... 3.0 ...

{4 ACEEventLog Log Custom LogError ... -

Iriternet Explorer :
P Interret Explorer Log  Custom Log Brror .., -

S
275358

To connect to the remote event log service, perform the following steps:

In the Event Viewer window, choose Action > Connect to another computer.
Enter the name of the remote Domain Controller Server or browse to its location.
Click OK.

Access the Domain Controller Server event log.

Domain Controller Agent Debugging

Turn on the Domain Controller Agent debugging |og when you troubleshoot user group policy problems.
The debugging log is helpful and is needed for user/group feature technical support cases.

Enabling Domain Controller Agent Debugging

Step 1
Step 2
Step 3

To enable Domain Controller Agent debugging, perform the following steps:

Log on to the server that runs the agent program.

Open the Registry Editor, or remotely connect to the registry on that server.
Assign a nonzero value to the specified registry value by doing the following:

a. Choose Start > Run.

bh. Type regedit.

c¢. Navigateto HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\ldAgent\.
d. Double-click DebugL evel.

[ oL-18970-01
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Step 4

Console Mode

Step 1
Step 2

e. Change the value data from O to 1-5 according to the following settings:

- 0=0Off

— 1= Critical
- 2= Error
- 3=Warning

- 4 =Information
— 5= Debug (most detailed)

S

Note  Trend Microrecommendsonly using Level 5—Debugging for troubleshooting purposesto avoid

potential logging performance issues.

L ocate the debugging log file (IdAgentDebug.log) in the Domain Controller Agent installation folder.

In addition to enabling the Domain Controller Agent debugging log, you can run the agent in console
mode. When the agent program is running in console mode, it shows the logged-on users and displays
debugging messages on the console screen. Console mode can be useful for diagnosing agent
connectivity issues. You can see the request and response log immediately. Figure 8-7 shows the console
mode interface.

Figure 8-7 Domain Controller Agent Running in Console Mode

dagent Service Console { Quik with Ctrl+C )
Id Agent Console

————Trend Micro
2089316 19:5%7:56
2009316 19:59:56
2009316 19:59:56
28089-3-16 19:59:56

1 servers need to
2082316 192:57:56

19:59:56
20:00:86

28 :88:86
28:82:86
28:82:86
: 20:82:86
]23:32:36

(2976:1588>
(2976:1416>
(2976:38608>
(2976:1416>

GG RootDSE hindedladsiwork.cpp, 1831
[DiscoverDC] Started [adsiwork.cpp,. 5441

Load 1 UID from cacheluidsru.cpp,. 3231
[DiscoverDC] Discovering Domain Controllers... ¢

he checked >[adsiwork.cpp. 6831

{2976:3868>
(2976:1416>
(2976:1416>
(2976:3860>
(2976:38608>
(2976:3868>
(2976:3868>
(2976:3868>

(2976:38608>

et)[uidsrv.cpp,. 5111

2089316
2089316
2089 /3/16

20:682:86
20:82:86
20:82 : 86

(2976:38608>
(2976:38608>
(2976:386A>

Detected User Logon:{SGRD“Administrator)[uidsrv.
[DiscoverDC] Added [vpc—k3ie—vyg.sgrd.net]ladsiwvor
[DiscoverDGC] Done [adsiwork.cpp,. 6541
[DiscoverDC] Is ongoing [adsiwork.cpp, 5481
Start monitoring 1) DCs (auto=1)[uidsrv.cpp,. 24
Eventb?2 : (S8GRDuserad>{(192.168.28 18> [uidsrv.cpp.
= User Logon:{SGRDNusera’>{1?2.168.28.18> [uidsrv.
= (QU=Domain Controllers,DC=sgrd,DC=netd[uidsru
= {QU=groupa,0U=Domain Controllers. DC=sgrd.DC=n
CSGRDNgroupal [widsrv.cpp. 5111

¢8GRD~1local group?luidsrv.cpp. 5111
(SGRD™localsec)[uidsrv.cpp, 5111

To start the console mode, perform the following steps:

Stop the running Domain Controller Agent service.

275359

In the Trend Micro Domain Controller Agent installation directory, double-click the DebugM ode
shortcut. The default directory is C:\Program Files\Trend Micro\ldA gent\.
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Click Ctrl + C to exit the running console.

Troubleshooting User/Group Policy W

Enabling CSC SSM debugging syslog messages will also help to diagnose user group policy issues. The
daemon debugging log includes information about the user identification results and policy matching

To enable the CSC SSM debugging log, perform the following steps:

Log in to the CSC SSM web management console.

Choose L ogs > Settings > L og Settings, as shown in Figure 8-8.

Configure at least one syslog server. See the" Configuring Syslog Servers’ section on page 5-4 for more

Choose the applicable Syslog Facility from the drop-down list.

Under Debug Logs, check the HT TP check box.

Step 3
CSC SSM Debugging

information.

Step 1

Step 2

Step 3
information.

Step 4

Step 5

Step6  Click Save.
Figure 8-8
Log Settings

Viewing the Debugging Log in the Log Settings Screen

e

Syslog Servers

FTP:

Anti-spam
Content Filtering
Email Reputation
IntelliTrap
Spyware/Grayware

Viruses/Malware

File Blocking
Spyware/Grayware

Viruses/Malware

No. Enable@ IF Address Port Number Protocol
i 1.1.1.1 514 UDP | %
2 [ 2.2.2.2 2080 UDP | %
= O 3.2.3.3 2080 UDP | ¥
Syslog Settings

Syslog facility: localz | ¥

Save following logs: SMTP/POP3: HTTP:

Damage Cleanup Services
File Blecking
Spyware/Grayware

URL BElocking/Anti-phishing
URL Filtaring
Viruses/Malware

Web Reputation

Debug logs:
O Fre
HTTP
O wrres

D Email

248074,
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When CSC SSM HTTP debugging is enabled, the HTTP daemon will send debugging messages to the
syslog server. If you visit awebsite from the client, the user/group-based policy matching will be logged.
The syslog lines shown in Figure 8-9 show the functioning user identification and policy matching. The
displayed policy ID isthe matched policy ID. The identified username for the incoming connection is

given in parentheses.

Figure 8-9 User Identification and Policy Matching in a Debugging Syslog

3C0) 3CDaemon @@

File Wew Help

Time | Message N
Mar 27 17:2...  Jun 20 21:32:55 csc-5q 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056> === = Connecting socket [254] to server at [216.239,113.101:8
Mar 27 17:2...  Jun 20 21:32:55 csc-sg 2097152 2003-06-20T21:32:55-0800 <29087-1110363056 > Skipping post-scan task [URL Filkering] because it is disabled.

Mar 27 17:2,..  Jun 20 21:32:55 csc-sg 2097152; 2003-06-20T21:32:55-0800 <29037-1110363056 > Post-scan phase

Mar 27 17:2...  Jun 20 21:32:55 csc-sg 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 > Virus scanning will be skipped because the message body is smaller

Mar 27 17:2 Jun 20 21:32:55 csc-sg 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 = Invoking scan modules now

Mar 27 17:2 Jun 20 21:32:55 csc-sg 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 = TmIwS5ScanContexk: :DoScand),
Mar 27 17:2 Jun 20 21132155 csc-50 20971521 2003-06-20721:32:55-0800 <29087-1110363056 » Scan phase

Mar 27 17:2 Jun 20 21:32:55 csc-sg 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 > checkSkiphost, null server

Mar 27 17:2,..  Jun 20 21:32:55 csc-sg 2097152 2003-06-20721:32:55-0800 <29087-1110363056> add resulk=1 server=
Mar 27 17:2...  Jun 20 21:32:55 csc-sg 2097152 2003-06-20T21:32:55-0500 <2908? 1110363056> Sklpplng pre-scan task [URL Fllterlng] because |t is dlsabled

Mar 27 17:2.., DSDD <2908? 1110363056> TmPoIlcyCache eryPoIlcy(), looked up result size: 0
Mar 27 17:2...  Jun 20 21:32:55 csc-sq 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 > TmPolicyCache: :getDefaultPolicyd), no default policy For policy bype
Mar 27 17:2...  Jun 20 21:32:55 csc-sq 2097152; 2003-06-20T21:32:55-0800 <29087-1110363056 > TmPolicyCache::lookupPolicyIpRange), the key: 192.168.28.1, th
Mar 27 17:2...  Jun 20 21:32:55 csc-sg 2097152 2003-06-20T21:32:55-0800 <29037-1110363056 > TmPolicyQuery: :queryPolicy(), query by IP, 192,168.25.1

Mar 27 17:2...  Jun 20 21:32:55 csc-sg 2097 152; 2003-06-20T21:32:55-0800 <29087-1110363056 > isIpExistsInSpywarelplist return result: 1 «“1-
< | > Qo
~ =8
For Help, press F1 MM "L.;.

Domain Controller Agent, Active Directory, and User Identification
Troubleshooting

This section includes the following topics:
e Domain Controller Agent Installation or Service Failure, page 8-22
e Domain Controller Agent Connectivity, page 8-23
e Domain Controller Server Connectivity, page 8-26

Domain Controller Agent Installation or Service Failure

The Domain Controller Agent must be installed in the domain. The installation also requires
administrator privileges. In most cases, the agent isinstalled on a Domain Controller Server, which
avoids assigning different credentials for the agent to access Domain Controller Server. However, it is
also possible to install the agent on another server that belongs to the domain.

Verify that the following items are true before attempting to troubleshoot any agent installation issue:

¢ Verify that the OSis supported. The agent can be installed on Windows Server® 2000, Windows
Server® 2003, Windows Server® 2008. Windows® 2000 Pro, and Window® XP.

e Besureyou have local administrator privileges to launch the agent installation program (M SI).
¢ Remove any previous version of the agent from the Add or Remove Programs in the Control Panel.

Cisco Content Security and Control SSM Administrator Guide
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Domain Controller Agent Connectivity

Step 1
Step 2
Step 3

The Domain Controller Agent service appears as “Trend Micro IdAgent.” The service nameis
“TMIDAgent.” You will seeit running from the services.msc command after the agent isinstalled on
the server.

After the agent is installed and started, it can be contacted by the CSC SSM and answer user
identification requests.

To configure the Domain Controller Server, perform the following steps:

Open the CSC SSM web console.

Choose Administration > Device Settings > User 1D Settings.

Use the User Identification Settings pane to perform the following tasks:
¢ Add the agent. (See the" Configuring User 1D Settings” section on page 6-3 for details.)
e Save the settings.
¢ View the agent status.

The green icon indicates the agent is ready for requests.

~

Note The Domain Controller Servers must be configured to allow the agent to identify the logged-in
users.

If there is a connectivity error, a detailed message displays in the tool tip, as shown in Figure 8-10.

Figure 8-10 Connectivity Error Message

uUser Identification Setlings T

O o identification :
O IF addressz Cache Duration: (00 |hh 1€ |imm

@ IP addresz/User/group name via remote agent

PR P g e PSS g

Domain Controller Agents and Servers ﬂ Downlaad Agent
Add ¥ Auto detect Domain Controllers
El Domain Controller Agents
EL 192.168.28.1:65015 & Ever A Cannection Failed
E]l Domain Controller Servers Connection to service is failed, Please verify that
’ the server is started and connected to the network,
A Mo Domain Centroller detected or configured

Domain Controller Server Credentials {Optional) v]
Type the login cradentials ifthey are needed to access the Domain Controller servers. j
User Mame:
Password: sessanee
S0a  [GaNEal] Lo e e e oo et i i
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Table 8-2 lists the possible errors, potential causes, and possible solutions for Domain Controller Agent

issues.
Table 8-2

Domain Controller Agent Issues

Error

Potential Cause

Possible Solution or Diagnostic Steps

Invalid host or IP
address

An inappropriate agent
address is specified.

Check the agent hostname or I1P address and
port number.

Verify that the DNS is working for the CSC
SSM when the hostname is used.

Version not
supported

CSC SSM requires a newer
version of the agent.

Download the agent from the CSC SSM web
console and reinstall it on the target server. See
the “Installing the Domain Controller Agent”
section on page 6-7 for details.

Connection failed

A critical fileismissing, such
asthe SSL certificationfile or
the configuration file.

Reinstall the Domain Controller Agent to resolve
thisissue. See the “Installing the Domain
Controller Agent” section on page 6-7 for details.

The listening port is
occupied. The default agent
listening port is 65015.

Choose another port number and change the
port value in the “AgentPort” key in the
<Agent installation directory>\IdAgent.ini
file.

Restart the agent service.

Critical OS exceptions, such
as memory allocation failure
or system handler allocation
failure, have occurred.

Enable Domain Controller Agent debugging.
See the" Enabling Domain Controller Agent
Debugging” section on page 8-19.

Check the OS environment.
Send the log file to Trend Micro support.

Service status
undetermined

The agent is applying new
settings; the statusis not
determined yet.

Refresh the page.

Directory service
unavailable

The agent does not have the
appropriate privileges to
connect to the Active
Directory service.

Log in to the agent-installed PC with the
agent's credentials, diagnose the problem
with ADSIEditor (see the “Microsoft Active
Directory Service Interfaces Editor (ADSI
Edit)” section on page 8-17,) and verify that
the Active Directory service is accessible.

Change the credentials from the User

I dentification Settings page in the CSC SSM
web console. See the “Adding Domain
Controller Server Credentials’ section on
page 6-11 for details.

The machine that the agent is
installed on is not in the
Active Directory domain.

Connect the machine to the Active Directory
domain.

The agent isinstalled on a
pre-Vista system, but the
Active Directory server ison
Windows Server 2008®.

Install the Domain Controller Agent on a
Windows Server 2008 machine.

[l Cisco Content Security and Control SSM Administrator Guide
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Table 8-2 Domain Controller Agent Issues (continued)

Error Potential Cause Possible Solution or Diagnostic Steps

Agent access The agent denied a request Agentswill not respond to any clientif theclient’s

denied based on the access rule identifier or IP address is not in the access list.
settings. When the agent first starts, the agent accesslist is

empty. The first registered client occupies the
agent and determines who else is allowed to
access this agent. One way to register another
CSC SSM isto configure afailover device.
However, you can always manually configure the
access list on the agent side.

To manually configure the access list, perform
these steps:

1. Logintothe Domain Controller Agent server
machine using an administrator account.

2. Browse to the agent installation folder,
C:\Program Files\Trend Micro\ldAgent\.

3. Locate and open the agent configuration file
named IdAgent.ini.

4. Inthe[ClientList] section, add a new line
with avalue pair (akey + avalue) in the
following format:

<Your - Tenp- | D>=<host : port>| 0

where

— <Your-Temp-ld> = any unique key name,
such asxxxx. Thismust be different from
any existing string.

— <host:port>|0 = the Domain Controller
Agent’s Server | P address and port
number followed by pipe zero (|0).

Example:
[CientlList]
000000020002=192. 168. 1. 1: 65014| 0

The temporary client ID must be unique;
otherwise, it will replace an existing one. The
default port is 65014.

5. Restart the agent service.

Any other error An unexpected error has ¢ Enable Domain Controller Agent debugging.
occurred. See the “Enabling Domain Controller Agent
Debugging” section on page 8-19.

e Send thelog file to Trend Micro support.

Cisco Content Security and Control SSM Administrator Guide
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Domain Controller Server Connectivity

Domain Controller Servers must be configured so that user identification can occur on the agent. The
Domain Controller Server list determines the authentication servers that the Domain Controller Agent
will monitor. All the user login information comes from those servers. If a Domain Controller Server is
not configured, the Domain Controller Agent will not detect any user information from that server.

To configure a Domain Controller Server, perform the following steps:

Step1  Open the CSC SSM management console.
Step2  Choose Administration > User |D Settings.
Step3  To continue, see the “Adding a Domain Controller Agent or Server to CSC SSM” section on page 6-8.

Auto Detect Domain Controllers

In most cases, the user checksthe Auto detect Domain Controller scheck box on the User Identification
Settings pane. This setting allows the agent to detect and eval uate the Domain Controller servers at the
same site. Autodetection eliminates errors. The Domain Controller server |P address, if input manually,
could be mistyped or not accessible.

The Domain Controller Agent needs the appropriate privileges to connect to the Active Directory and to
view the Domain Controller event log. You must provide the correct domain credentials to the agent. If
the agent does not have the correct privileges, it cannot search though the Active Directory to find the
correct Domain Controller Server.

For autodetection issues, check the Domain Controller Agent privileges.

Connectivity

If configured correctly, the Domain Controller Server list on the User I dentification Settings pane should
show the Domain Controller Server as operational. If an error has occurred, the details appears as well
as the Domain Controller Agent errors, shown in Figure 8-10.

Table 8-3 lists the possible errors and potential causes.

Table 8-3 Diagnosing and Solving Domain Controller Server Connectivity

Error Potential Cause Possible Solution or Diagnostic Steps

Invalid host or IP Aninvalid host or IP ¢ Check the server hostname or | P address.

address f"‘ddress 'S specEl)ﬂed..An ¢ Verify that DNSisworking on the CSC SSM
Inappropriate Doman when the hostname is used instead of the IP
Controller Server address

- address.

was specified.

Connection failed The server is down or Make sure the Domain Controller Server is
unavailable. running, and the event log service is enabled.

Logon failed The username and ¢ Find the username that the agent is currently
password provided in the using as shown by choosing Administration
User Identification > User Identification Settingsinthe Domain
Settings pane is not Controller server credentials section.
correct. ¢ Type the correct username and password.

Cisco Content Security and Control SSM Administrator Guide
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Table 8-3 Diagnosing and Solving Domain Controller Server Connectivity (continued)
Error Potential Cause Possible Solution or Diagnostic Steps
Access denied The agent does not have ¢ Find the username that the agent is currently
the correct access using as shown by choosing Administration
privileges to view the > User I dentification Settingsinthe Domain
Domain Controller Server Controller Server Credentials section.
event log service. ¢ Verify the agent is running with the correct
access privileges.
¢ Change the logged-in user if needed.
e Usethe Event Viewer to determine if access
privilegesarethe problem. Seethe“Windows
Event Viewer” section on page 8-18.
To determine if the problem is access privileges,
log in to the Domain Controller Agent Server
using the Domain Controller Agent credentials.
Open the Event Viewer (eventvwr.msc) and try to
connect to the Domain Controller Server to seeif
it can be accessed.
Not initialized The Access Denied error | See the solution for the Access Denied error.
may be the cause.
Workstation access The client PC disabled the | The agent relies on aremote registry service on
denied remote registry service. the client workstation to verify the user login. To
deploy user group policies, the domain
administrator must enforce the remote registry
service on each workstation in the domain. This
server is turned on by default on most Windows
platforms.
The agent does not have | The agent must have sufficient access privileges
sufficient access to view the remote registry services on other
privileges. workstations.
Thefirewall on theclient |For Windows XP SP2: Thefirewall isturned on by
workstation blocks the default, which will block all the RPC requests. To
request. fix the problem. add a domain policy that enables
remote administration. To correct the problem,
see the following URL:
http://support.microsoft.com/kb/840634
Any other error Unexpected error e Enable Domain Controller Agent debugging.
See the" Enabling Domain Controller Agent
Debugging” section on page 8-19.
¢ Send thelog file to Trend Micro support.
AD/LDAP Searching
The Active Directory/Lightweight Directory Access Protocol (AD/LDAP) searching functionality
requires correctly configured user identification settings.
Cisco Content Security and Control SSM Administrator Guide
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W Troubleshooting User/Group Policy

Step 1

Step 2

Step 3

Step 4

To troubleshoot the searching function, perform the following steps:

Verify that the | P address/User/group name via remote agent method is checked on the
Administration > User I dentification Settings pane. See Figure 8-10 on page 8-23.

Verify that the Domain Controller Agent(s) and the Domain Controller Server(s) are correctly configured
and that they display no error messages on the Administration > User I dentification Settings pane. If an
error appears, match the error message with the correct solution in the previous sections. See Table 8-2
on page 8-24 and Table 8-3 on page 8-26 for alist of solutions.

If the Domain Controller Agent(s) and Domain Controller Server(s) work, but you still do not obtain
search results, enable the Domain Controller Agent debugging log to see if the search request has been
correctly handled. See the “Enabling Domain Controller Agent Debugging” section on page 8-19. The
ADSI Edit can also be used to verify that the search includes valid results. See the “Microsoft Active
Directory Service Interfaces Editor (ADSI Edit)” section on page 8-17.

Check the client timeout value. The default timeout value is 10 seconds. To change this value, edit the
AcceptTimeoutSecs=10 parameter intheldLib.ini file, located at opt/trend/isvw/config/web/ onthe CSC
SSM. The RecvTimeoutSecs parameter defines how long the CSC SSM waits for the search result.

You must enable debugging on the CSC SSM and, if necessary, send the debugging log to Trend Micro
support. For more information, see the “CSC SSM Debugging” section on page 8-21.

User ldentification

8-28

Step 1
Step 2

Step 3

User identification is critical when using the user/group policy feature. When troubleshooting a user
identification issue, the debugging on both the CSC SSM and Domain Controller Agent should be
enabled for more information.

To diagnose user identification problems, perform the following steps:

Choose Administration > User Identification Settings.

Verify that both the Domain Controller Agent(s) and Domain Controller Server(s) are configured
correctly. If errors exist, see Table 8-2 and Table 8-3 for troubleshooting information.

To detect something other than a connectivity or privilege problem, enable the audit account login events
by performing the following steps:

a. Choose Start > Control Panel > Administrative Tools.

b. Click Domain Controller Security Policy.

c¢. Expand Local Policies on the left pane, and then select Audit Policy.
d. Verify that Audit account login events are enabled. See Figure 8-11.

Cisco Content Security and Control SSM Administrator Guide
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Collecting Data for Trend Micro Support

Make sure that you always collect the Domain Controller Agent debugging log and the CSC SSM HTTP
daemon debugging log before calling Trend Micro technical support. For more information, see the
following sections:

¢ Enabling Domain Controller Agent Debugging, page 8-19
¢ CSC SSM Debugging, page 8-21

Known Issues

The following known issues exist in the CSC SSM:
e The CSC SSM does not scan HTTP proxy traffic nor non-HTTP traffic over port 80.
Workaround: Do one of the following:
- Use another port as the proxy service.

— Use the adaptive security appliance modular policy framework to prevent the CSC SSM from
scanning the website | P addresses.

— Deploy aproxy server between the CSC SSM and clients.

e The CSC SSM does not work with certain real-time stock streaming services, such as Yahoo Market
Tracker.

Workaround: Use the adaptive security appliance modular policy framework to prevent the CSC
SSM from scanning the website | P addresses for stock streaming services.

e Traffic interruptions may occur during configuration or component updates.

Workaround: Perform configuration updates or scheduled updates during off-hours.

Cisco Content Security and Control SSM Administrator Guide
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Known Issues

The CSC SSM does not scan e-mail traffic between Microsoft Exchange servers that use the
EXCH50 protocol.

Workaround: Use the adaptive security appliance modular policy framework to prevent the CSC
SSM from scanning the Microsoft Exchange servers' |P addresses.

With terminal servers, Citrix servers, and proxy environments, multiple users might share a single
| P address. In these kinds of scenarios, the cannot correctly map the | P address/user rel ationship and
L DAP-based scan policies will not be applied.

Workaround: When using a Citrix server or Remote Desktop Protocol (RDP) environment, you must
disable LDAP-based policies and switch to IP address-based policies.

For userswho use Internet Explorer (IE), if the OSisthe Windows X P series, Windows 2003 series,
Windows 2000 series or below, |E will not send the domain namein an SSL handshake of an HTTPS
request, The CCS SSM uses the I P address of domain names of HTTPS sites to do categorization
instead of using the domain name. Asaresult, the behavior of |E might be different than that of other
browsers, such as Firefox, which use domain names to do URL filtering and URL blocking.

— For URL blocking, the |E users in the OS listed previously might still be able to access the
HTTPS sites to block domain names in the HTTPS local list.

— For URL filtering, the categorization result of an IP address and domain name of the same
website might be different. The behavior of 1E might be different than that of other browsers,
such as Firefox. For example, https://www.alipay.com by domain name belongs to the
Business/Economy category and by | P address, to the Finance Services category. If the
Business/Economy category is blocking in URL Filtering rules, you can access this site from
IE, but this site will be blocked from Firefox.

When an HTTPS proxy is used and the proxy port is 80, if you access any HTTPS site through this
proxy, it will be blocked by the CSC SSM. The same blocking result occurs when you access an
HTTPS site with port 80.

When HTTPS proxy is used and the proxy port is 443, if you access any HTTPS site through this
proxy, it will be tunneled by CSC SSM even when the site should be blocking through either a URL
Blocking policy, URL Filtering policy or WRS policy.

User classification cannot get user information if an NAT or downstream proxy exists because the
HTTP proxy cannot get the actual client IP address to map to the correct user.

The CSC SSM cannot identity users when thereisafirewall on the client machineto block the RPC.
The ID agent uses remote registry RPC to validate the client availability. If thereis afirewall, the
agent cannot tell if the client is offline or if the query is blocked.

The CSC SSM cannot identify Window XP Home Edition clients. The ID agent uses a remote
registry RPC to validate the client availability; however, the remote registry RPC does not work for
those with Windows X P Home Edition.

The CSC SSM cannot identify users from other forest domains. The agent supports
child/subdomains. However, in the AD forest, when the cross-domain login authentication goes to
the original domain controller, the agent cannot get the enough information to identify the user.

HTTPS Known Issues

When you want to add a blocked site by WRS to an exception list, you need to add both the IP
address and the URL of the blocked site. If you only add the | P address, access to the same site
through the URL will still be blocked.

Cisco Content Security and Control SSM Administrator Guide
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Using Knowledge Base

You can search for more information in the Trend Micro online Knowledge Base, available at the
following URL:

http://esupport.trendmicro.com

The Knowledge Base search engine allows you to refine your search by entering the product name,
problem category, and keywords. Thousands of solutions are available in the Knowledge Base, and more
are added weekly.

Using the Security Information Center

Comprehensive security information is available from the Trend Micro Security Information Center, a
free online resource, at the following URL:

http://threatinfo.trendmicro.com/vinfo/

The Security Information Center provides the following information:

Virus Encyclopedia—A compilation of knowledge about all known threats, including viruses,
worms, Trojans, and others

Security Advisories—Malware alerts, risk ratings for the most prominent risks, the most current
pattern file and scan engine versions, and other helpful information

Scams and Hoaxes—I nformation about malware hoaxes, scams such as chain | etters or money-based
hoaxes, and urban legends

Joke Programs—A repository of information about known joke programs that are detected by the
Trend Micro scan engine

Spyware and Grayware—Information about the top ten spyware and grayware programs, and a
searchabl e database of these programs

Phishing Encyclopedia—A list of known phishing scams and a description of the perpetration
methods

Virus Map—A description of threats by location worldwide, shown in Figure 8-12. The virus map
isavailable at the following URL:

http://wtc.trendmicro.com/wtc/default.asp

[ oL-18970-01
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Figure 8-12 Virus Map
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e Weekly Virus Report—Current news about threats that have appeared in the past week (Subscribe
to the Weekly Virus Report to receive a copy automatically each week via e-mail.)

e General virusinformation, including the following:
— Virus Primer—An introduction to virus terminology and a description of the virus life cycle
- Safe Computing Guide—A description of safety guidelines to reduce the risk of infections

- Risk ratings—A description of how malware and spyware or grayware are classified as
Very Low, Low, Medium, or High threats to the global IT community

¢ White papers—Linksto documents that explain security concepts with titles such as The Real Cost
of a Virus Outbreak or The Spyware Battle—Privacy vs. Profits

e Test files—A test file for testing Trend Micro InterScan for Cisco CSC SSM and instructions for
performing the test

e \Webmaster tools—Free information and tools for webmasters

¢ TrendLabs—Information about TrendL abs, the | SO 9002-certified virus research and product
support center

Before Contacting Cisco TAC

Before you contact the Cisco Technical Assistance Center (TAC), check the documentation and online
help to see whether it includes the information you need. If you have checked the documentation and the
Knowledge Base and still need help, be prepared to give the following information to Cisco TAC:

e Product Activation Code(s)

¢ Version number of the product

Cisco Content Security and Control SSM Administrator Guide
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¢ Version number of the pattern file and scan engine
e Number of users
e Exact text of the error message, if you received one

e Stepsto reproduce the problem

Cisco Content Security and Control SSM Administrator Guide
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APPENDIX A

CSC SSM Syslog Messages

This appendix lists the syslog messages in numerical order, and includes the following sections:

e Messages 181248 - 2392320, page A-1

e Messages 4423808- 6603008, page A-8

e Messages 8405120 - 8651008, page A-19

e Messages 16777216 - 18874370, page A-23

e Messages 21151744 - 21184513, page A-26

e Messages 33570944 - 33865984, page A-29

¢ Messages 35668096 - 48234497, page A-38

e Messages 52429184 - 52430720, page A-48

Messages 181248 - 2392320

Table A-1 shows the variables used by syslog messages in this section.

Cisco Content Security and Control SSM Administrator Guide
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Bl Messages 181248 - 2392320

Table A-1 Messages 181248 - 2392320 Section Variables
Variable Description
$dstip: $dstport Destination |P address and port number from the TCP/IP header
$filename Name of the file with the suspected problem
$group Group name as designated in the user/group policy configuration.
$info Information that explains more about the syslog message
$pcat Policy categories are used in the following features:
e URL filtering uses URL category grouping.
¢ URL blocking uses “user-defined.”
¢ File blocking uses user-configured file-types.
e Content filtering uses “ Subject,” “Body,” and “Attachment.”
$pname Policy name, for example:
e URL filtering uses URL category grouping.
¢ URL blocking uses “user-defined.”
¢ File blocking uses user-configured file-types.
$prule Policy, rule, or setting, such as URL filtering, URLblocking, or file blocking
$proto Protocol name or value, such as SMTP, POP3, HTTPR, or FTP
$srcip: $sreport Source |P address and port number from the TCP/IP header
$timestamp Time that the event occurred. This allows the identification of the exact time an event was

triggered. The timestamp may not reflect the event time, due to processing delays or queuing

on the device.

Time expressed as: [YYYY]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]

Where:
e YYYY: four digitsfor the year
e MM: two digits for the month (01 to 12)
e DD: two digits for the day (01 to 31)
e T: asingle character “T”
e HH: two digits for the hour (00 to 23)
e MM: two digits for the minute (00 to 59)
e SS: two digits for the second (00 to 59)

e +— aplusor minus sign to indicate time zone offset from UTC (+ or -)
¢ hh: two digits for the number of hours of time offset from UTC (00 to 12)
e mm: twodigits for the number of minutes of time offset from UTC (00 to 59)

[l Cisco Content Security and Control SSM Administrator Guide
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Variable Description

$unscanexp Names an unscanned exception, such as:

e Decompressed_File Size Exceeded

e Compression_Layer Count_Exceeded
e Compression_Ratio_Limit_Exceeded
e Decompressed_File_Count_Exceeded
¢ Password-Protected_File

e Corrupt_Compressed_File

e Unsupported_Compression_Type

e Scanning_Limit_Exceeded

$URL HTTP URL address accessed where spyware was found

$user Client | P address or username, if username is identified by AD/LDAP integration
$vip: $vport IP address of the machine and port number of the connection that violates the policy
$vname Name of the virus or spyware detected

$vtype Type of virus or spyware found (worm, dialer, or bot)

181248 - Unexpected Connection Loss

Error Message 181248: <$ti nest anp> A connection was dropped from source
$srcip: $srcport to destination $dstip: $dstport via $proto. ($info)

Example 181248: 2009- 03-19T14: 23: 54- 0700 A connecti on was dropped from source
1.1.1.1:132 to destination 2.2.2.2:25 via SMIP. (network tineout)

Explanation A connection was not closed normally by the source or the destination. Abnormal
closures may be due to timeouts or errors from the source or the destination, or possibly timeouts or
errors that occurred in the content security application.

Recommended Action None required unless too many disconnections have been reported or usability
issues were discovered.

Cisco Content Security and Control SSM Administrator Guide
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2113664 - Virus Detected in HTTP But Delivered

Error Message 2113664: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via HTTP. The source of violation
was $vip: $vport. The file “$fil ename” was passed. The URL accessed was “$URL.”

Example 2113664: 2009- 03-19T14: 23: 54- 0700 Virus - EI CAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The
source of violation was 22.22.22.22:80. The file “eicar.conf was passed. The URL
accessed was “http://ww. exanpl e. conl ei car.com”

Explanation A virus was detected in an HTTP transaction. The infected content was delivered
“ as_iS-H

Recommended Action Perform virus scanning on the source and/or the destination, if they are
internal. Consider changing the policy settings to block (not deliver) viruses.

2113792 - Virus Blocked in HTTP

Error Message 2113792: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via HTTP. The source of violation
was $vi p: $vport. The file “$fil ename” was bl ocked. The URL accessed was “$URL.”

Example 2113792: 2009- 03- 19T14: 23: 54- 0700 Virus - ElI CAR TEST VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The
source of violation was 22.22.22.22:80. The file “eicar.conf was bl ocked. The URL
accessed was “http://ww. exanpl e. com ei car.com”

Explanation A virus was detected in an HTTP transaction. The infected content was blocked.

Recommended Action Perform virus scanning on the violation source if it is internal.

2113920 - Virus Detected and Cleaned in HTTP

Error Message 2113920: <$ti mestanmp> Virus - $vnane ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via HTTP. The source of violation
was $vi p: $vport. The file “$fil ename” was cleaned. The URL accessed was “$URL.”

Example 2113920: 2009- 03- 19T14: 23: 54- 0700 Virus - ElI CAR TEST VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The
source of violation was 22.22.22.22:80. The file “eicar.conf was cl eaned. The URL
accessed was “http://ww. exanpl e. conl ei car.com”

Explanation A virus was detected in an HTTP transaction. The infected content was cleaned then
delivered.

Recommended Action Perform virus scanning on the violation source, if it isinternal.
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2162816 - Spyware Detected in HTTP But Delivered

Error Message 2162816: <$ti mest anp> Spyware - $vname ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via HTTP. The source of
viol ation was $vip: $vport. The file “$fil enanme” was passed. The URL accessed was
“$URL ”

Example 2162816: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The
source of violationwas 22.22.22.22:80. The file “clickne.conf was passed. The URL
accessed was “http://ww. exanpl e.confclickme.com”

Explanation Spyware was detected in an HTTP transaction. The spyware was delivered “ as-is.”

Recommended Action Perform spyware scanning on the receiving machine and the violation source,
if they are internal. Consider changing the policy settings to block (not deliver) spyware.

2162944 - Spyware Blocked in HTTP

Error Message 2162944: <$ti nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via HITP. The source of
violation was $vip: $vport. The file “$fil ename” was bl ocked. The URL accessed was
u$URL ”

Example 2162944: 2009- 03- 19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1: 3333 to destination 22.22.22.22:80 via HITP. The
source of violation was 22.22.22.22:80. The file “clickne.conf was bl ocked. The
URL accessed was “http://ww. exanpl e.com clickme.com”

Explanation Spyware was detected in an HTTP transaction. The spyware was blocked.

Recommended Action Perform virus scanning on the violation source, if it isinternal.

2212096 - File Blocked in HTTP

Error Message 2212096: <$t i nest anp> Fil e Bl ocki ng- $pnane ($prule) was detected from
source $srcip: $srcport to destination $dstip: $dstport via HITP. The source of
violation was $vip: $vport. The file “$fil ename” was bl ocked. The URL accessed was
“$URL. "

Example 2212096: 2009- 03- 19T14: 23: 54- 0700 Fi |l e Bl ocki ng - Conpressed File (zip) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The

source of violation was 10.0.0.1:3333. The file “iplayer.zip” was bl ocked. The URL
accessed was “http://ww. exanpl e.com i pl ayer/ipl ayer. zip.”

Explanation A file blocking violation was detected during HTTP access. The access was blocked.

Recommended Action None required.

[ oL-18970-01
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2228480 - HTTP URL Blocking Blocked

Error Message 2228480: <$ti mest anp> URL Bl ocki ng - user-defined ($prul e) was detected
from source $srcip:$srcport to destination $dstip:$dstport via HTTP. The source
of violation was $vip: $vport. The URL was bl ocked. The URL accessed was “$URL.”
The user identity was “$user” ($group). The policy nmatched was “$pnane.”

Example 2228480: 2009- 03- 19T14: 23: 54-0700 URL Bl ocki ng - user-defined (*play*) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:80 via HTTP. The

source of violation was 10.0.0.1:3333. The URL was bl ocked. The URL accessed was
“http://ww. exanpl e. coni pl ayer/index. htm .” The user identity was “finance/j oek”
(US West BU Finance Dept). The policy matched was “d obal Policy.”

Explanation AnHTTP access violation was detected based on URL Blocking policy. The access was
blocked.

Recommended Action None required.

2244608 - URL Rating Module Error

Error Message 2244608: <$ti mest anp> URL Rati ng Modul e: $info

Example 2244608: 2009- 03-19T14: 23: 54- 0700 URL Rating Modul e: Error: Failed to rate
URL, rc=-231

Explanation The URL Rating Module reports operational information.

Recommended Action Verify network setup and connections to the Internet.
2244609 - URL Rating Module Information

Error Message 2244609: <$ti nest anp> URL Rating Mdul e: $info
Example 2244609: 2009- 03-19T14: 23: 54- 0700 URL Rating Mdule: Started
Explanation The URL Rating Module reports operational information.

Recommended Action None required.
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2244864 - HTTP URL Filtering Blocked

Error Message 2244864: <$ti mestanp> URL Filtering - $pcat ($prule) was detected from
source $srcip:$srcport to destination $dstip: $dstport via HTTP. The source of
viol ati on was $vip: $vport. The URL was bl ocked. The URL accessed was “$URL.” The
user identity was $user ($group). The policy matched was “$pnane.”

Example 2244864: 2009-03-19T14: 23: 54-0700 URL Filtering - Conmpany Prohibited Sites
(Ganbling) was detected fromsource 10.0.0.1: 3333 to destination 22.22.22.22:80
via HTTP. The source of violation was 10.0.0.1:3333. The URL was bl ocked. The URL
accessed was “http://ww. exanpl e. conf casi no/i ndex. htm .” The user identity was
“finance/joek” (Finance Dept). The policy natched was “d obal Policy.”

Explanation An HTTP access violation was detected based on the URL Filtering policy. The access
was blocked.

Recommended Action None required.
2359424 - HTTP Unscanned Content Detected But Delivered

Error Message 2359424: <$ti nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via HTTP. The source of
viol ation was $vip:$vport. The file “$fil ename” was passed. The URL accessed was
“$URL. "

Example 2359424: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_Fil e
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:80 via
HTTP. The source of violation was 22.22.22.22:80. The file “broken.zip” was
passed. The URL accessed was “http://ww. exanpl e. coni br oken. zi p.”

Explanation An unscanned attachment was detected during HTTP access. The CSC SSM did not
scan this content because of aresource or protocol limitation. The original content was delivered
anyway.

Recommended Action Unscanned files may or may not be safe. Scan the receiving machine for
malware.
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2359552 - Unscanned Content Blocked in HTTP

Error Message 2359552: <$t i nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via HTTP. The source of
viol ati on was $vip: $vport. The file “$fil ename” was bl ocked. The URL accessed was
“$URL ”

Example 2359552: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_File
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:80 via
HTTP. The source of violation was 22.22.22.22:80. The file “broken.zip” was

bl ocked. The URL accessed was “http://ww. exanpl e. com broken. zi p.”

Explanation Unscanned content was blocked in an HTTP transaction.

Recommended Action Blocking unscanned files may break certain applications that use the “resume
transfer” function, such as Windows Update. Customers can either deliver the unscanned content or
set the ASA Modular Policy Framework policy to avoid scanning traffic to and from the destination
IP address.

2392320 -HTTP Web Reputation Blocked

Error Message 2392320: <$ti nest anp> Web Reputation - Potentially nalicious URL was
detected fromsource $srcip: $srcport to destination $dstip: $dstport via HITP. The
source of violation was $vip: $vport. The URL was bl ocked. The URL accessed was
“$URL."” The user identity was $user ($group). The policy matched was “$pnane.”

Example 2392320: 2009- 03-19T14: 23: 54- 0700 Wb Reputation - Potentially nalicious
URL was detected fromsource 10.0.0.1: 3333 to destination 22.22.22.22:80 via HTTP.
The source of violation was 10.0.0. 1: 3333. The URL was bl ocked. The URL accessed

was “http://ww. exanpl e. conif casi no/index.htm .” The user identity was
“finance/joek” (US West BU Fi nance Dept). The policy matched was “d obal Policy.”

Explanation An HTTP access violation was detected based on the web reputation policy. The access
was blocked.

Recommended Action None required.

Messages 4423808- 6603008

Table A-2 shows the variables used by syslog messages in this section.
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Table A-2 Messages 4423808 - 6603008 Section Variables
Variable Description
$dstip: $dstport Destination IP address and port number from the TCP/IP header
$filename Name of the file with the suspected problem
$msgact Action taken on the message (blocked or delivered)
$pcat Policy categories are used in the following features:
e URL filtering uses URL category grouping.
e URL blocking uses “user-defined.”
¢ File blocking uses user-configured file-types.
e Content filtering uses “ Subject,” “Body,” and “Attachment.”
$pname Policy name, for example:
e URL filtering uses URL category grouping.
e URL blocking uses “user-defined.”
e File blocking uses user-configured file types.
$prule Policy, rule, or setting, such as URL filtering, URL blocking, or file blocking
$recipient Recipient’s e-mail address
$sender Sender’s e-mail address

$srcip: $srcport

Source IP address and port number from the TCP/IP header

$subject Subject line of the e-mail message in question
$timestamp Timethat the event occurred. Thisallowstheidentification of the exact time an event was triggered.
The timestamp may not reflect the event time, due to processing delays or queuing on the device.
Time expressed as: [YY Y Y]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:
e YYYY: Four digits for the year
e MM: Two digits for the month (01 to 12)
e DD: Two digits for the day (01 to 31)
e T: A single character “T”"
e HH: Two digits for the hour (00 to 23)
e MM: Two digits for the minute (00 to 59)
e SS: Two digits for the second (00 to 59)
e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)
e hh: Two digits for the number of hours of time offset from UTC (00 to 12)
e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)
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Variable

Description

$unscanexp

Names an unscanned exception, such as:
e Decompressed_File Size Exceeded
e Compression_Layer Count_Exceeded
e Compression_Ratio_Limit_Exceeded
e Decompressed_File_Count_Exceeded
e Password-Protected_File
e Corrupt_Compressed_File
e Unsupported_Compression_Type
e Scanning_Limit_Exceeded

$vip: $vport

I P address of the machine and port number of the connection that violates the policy

$vname

Name of the virus or spyware detected

$vtype

Type of virus or spyware found (worm, dialer, or bot)

4423808 - SMTP Spam Detected (Match in ERS Standard Database List)

Error Message 4423808: <$ti nest anp> Spam (identified by Email Reputation Standard
Dat abase) was detected fromsource $srcip: $srcport to destinati on $dsti p: $dst port
via SMIP. The source of violation was $vip: $vport. The nail was from sender
“$sender” to recipient “$recipient.” The nail was passed.

Example 4423808: 2009- 03-19T14: 23: 54- 0700 Spam (identified by Email Reputation
St andard Dat abase) was detected from source 22.22.22.22:3333 to destination
10.0.0.1: 25 via SMIP. The source of violation was 22.22.22.22:3333. The mail|l was
from sender “foo@oo0.conf to recipient “bar@ar.com” The mail was passed.

Explanation An inbound SMTP connection was flagged as potential spam by the ERS Standard
Database list. The SMTP connection was allowed. The actual e-mail delivery was still subject to
other content scanning.

Recommended Action None required. Consider blocking ERS if too much spam is received.
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4423936 - SMTP Spam Blocked (Match in ERS Standard Database List)

Error Message 4423936: <$ti nest anp> Spam (identified by Enmil Reputation Standard
Dat abase) was detected fromsource $srcip: $srcport to destination $dsti p: $dst port
via SMIP. The source of violation was $vip: $vport. The nail was from sender
“$sender” to recipient “$recipient.” The mail was bl ocked.

Example 4423936: 2009- 03-19T14: 23: 54- 0700 Spam (identified by Email Reputation
St andard Dat abase) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nail was
from sender “foo@oo.conf to recipient “bar@ar.com” The mail was bl ocked.

Explanation An inbound SMTP connection was blocked by the ERS Standard Database list. This
blocking may prevent one or more potential spam e-mail messages from being delivered.

Recommended Action None required. If this blocking isincorrect, try the following actions:
- Add $srcip to the ERS Exception List.
- Visit the ERS Portal to update the configuration or dispute.

4440192 - SMTP Spam Detected (Match in ERS Dynamic Database List)

Error Message 4440192: <$ti mest anp> Spam (identified by Email Reputation Dynanic
Dat abase) was detected fromsource $srcip: $srcport to destination $dstip: $dst port
via SMIP. The source of violation was $vip: $vport. The mail was from sender
“$sender” to recipient “$recipient.” The mail was passed.

Example 4440192: 2009- 03-19T14: 23: 54- 0700 Spam (identified by Email Reputation
Dynani ¢ Dat abase) was detected from source 22.22.22.22:3333 to destination
10.0.0.1: 25 via SMIP. The source of violation was 22.22.22.22:3333. The nmail was
from sender “foo@oo.coni to recipient “bar@ar.com” The mail was passed.

Explanation An inbound SMTP connection was flagged as potential spam by the ERS Dynamic
Database list. The SMTP connection was allowed. The actual e-mail delivery was still subject to
other content scanning.

Recommended Action None required. Consider blocking ERS if too much spam is received.
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4440320 - SMTP Spam Blocked (Match in ERS Dynamic Database List)

Error Message 4440320: <$ti nest anp> Spam (identified by Email Reputation Dynanic
Dat abase) was detected fromsource $srcip: $srcport to destination $dsti p: $dst port
via SMIP. The source of violation was $vip: $vport. The nail was from sender
“$sender” to recipient “$recipient.” The mail was bl ocked.

Example 4440320: 2009- 03-19T14: 23: 54- 0700 Spam (identified by Email Reputation
Dynani ¢ Dat abase) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nail was
from sender “foo@oo.conf to recipient “bar@ar.com” The mail was bl ocked.

Explanation An inbound SMTP connection was blocked by the ERS Dynamic Database list. This
blocking may stop one or more potential spam e-mail messages from being delivered.

Recommended Action None required. If this blocking isincorrect, try the following actions:
- Add $srcip to the ERS Exception List.
- Visit the ERS Portal to update the configuration or dispute.

6307968 - POP3 Virus Detected But Delivered

Error Message 6307968: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via POP3. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$fil enane” was passed then the mail was $nsgact.

Example 6307968: 2009-03-19T14: 23: 54-0700 Virus - ElI CAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The mail was titled “Hello fromeicar”
from sender “userl@xanple.coni to recipient “user2@xanple.com” The file
“eicar.conf was passed then the mail was passed.

Explanation A virus was detected in a POP3 message. The mail was delivered anyway.

Recommended Action Perform virus scanning on the receiving machine to ensure virus removal.
Perform virus scanning on the POP3 server, if it isinternal. Consider changing the policy settings
to block (not deliver) viruses.
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6308096 - POP3 Virus Blocked

Error Message 6308096: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via POP3. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$filenanme” was bl ocked then the mail was $nsgact.

Example 6308096: 2009- 03-19T14: 23: 54- 0700 Virus - ElI CAR TEST VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The mail was titled “Hello fromeicar”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“eicar.com was bl ocked then the mail was passed.

Explanation A viruswas detected in aPOP3 message. Theinfected attachment was removed, and the
mail was delivered.

Recommended Action Perform virus scanning on the POP3 server, if it isinternal.

6308224 - POP3 Virus Cleaned and Delivered

Error Message 6308224: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via POP3. The source of violation
was $vip: $vport. The mail was titled “$subject” fromsender “$sender” to recipient
“$recipient.” The file “$filename” was cleaned then the nail was $nsgact.

Example 6308224: 2009- 03-19T14: 23: 54-0700 Virus - ElICAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The mail was titled “Hello fromeicar”
from sender “userl@xanple.coni to recipient “user2@xanple.com” The file
“eicar.conf was cleaned then the mail was passed.

Explanation A viruswas detected in a POP3 message. The infected attachment was cleaned, and the
mail was delivered.

Recommended Action Customers should perform virus scanning on the POP3 server, if it isinternal.
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6357120 - Spyware Detected in POP3 But Delivered

Error Message 6357120: <$ti mest anp> Spyware - $vname ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via POP3. The source of
viol ation was $vip:$vport. The mail was titled “$subject” from sender “$sender”
to recipient “$recipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 6357120: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The nmail was titled “Hello fromspy” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“clickme. exe” was passed then the mail was passed.

Explanation Spyware was detected in a POP3 message. The mail was delivered “as-is.”

Recommended Action Perform spyware scanning on the receiving machine to ensure spyware
removal. Consider changing the customer's policy setting to block (not deliver) spyware.

6357248 - Spyware Blocked in POP3

Error Message 6357248: <$ti nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via POP3. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 6357248: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The mail was titled “Hello fromspy” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“clickme. exe” was bl ocked then the nail was passed.

Explanation Spyware was detected in a POP3 message. The mail was delivered without the detected
spyware.

Recommended Action None required.
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6373504 - POP3 IntelliTrap Detected But Delivered

Error Message 6373504: <$ti nestanp> Intelli Trap - $vnane ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via POP3. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 6373504: 2009- 03-19T14: 23: 54-0700 Intel l'i Trap - TEST_I TRAP ( Generi cUnpack)
was detected fromsource 22.22. 22. 22: 3333 to destination 10.0.0. 1: 25 via POP3. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello from spy”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“clickme. exe” was passed then the mail was passed.

Explanation IntelliTrap was detected in a POP3 message. The original mail was delivered “asis.”

Recommended Action Perform malware scanning on the receiving machine to ensure malware
removal. Consider changing the policy settings to block (not deliver) IntelliTrap.

6373632 - POP3 IntelliTrap Blocked

Error Message 6373632: <$ti nestanp> IntelliTrap - $vnane ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via POP3. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 6373632: 2009- 03- 19T14: 23: 54-0700 Intel l'i Trap - TEST_I TRAP ( Generi cUnpack)
was detected fromsource 22.22. 22.22: 3333 to destination 10.0.0. 1: 25 via POP3. The
source of violation was 22.22.22.22:3333. The nmail was titled “Hello from spy”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“clickme. exe” was bl ocked then the nail was passed.

Explanation IntelliTrap was detected in a POP3 message. The malware was removed, and the mail
was delivered.

Recommended Action None required.
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6406272 - File Detected in POP3 Message But Delivered

Error Message 6406272: <$ti mest anp> Fil e Bl ocki ng - $pcat ($prule) was detected from
source $srcip:$srcport to destination $dstip: $dstport via POP3. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 6406272: 2009- 03-19T14: 23: 54- 0700 Fi |l e Bl ocki ng - Conpressed File (zip) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The nail was titled “Hello” from sender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
passed then the mail was passed.

Explanation A file blocking violation was detected in an inbound SMTP message. The attachment
was removed, and the mail was delivered.

Recommended Action None required.

6406400 - File Blocked in POP3 Message

Error Message 6406400: <$t i nest anp> Fi | e Bl ocki ng - $pnane ($prul e) was detected from
source $srcip: $srcport to destination $dstip: $dstport via POP3. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was

$nsgact .

Example 6406400: 2009- 03- 19T14: 23: 54- 0700 Fi l e Bl ocki ng - Conpressed File (zip) was
detected from source 10.0.0.1: 3333 to destination 22.22.22.22:110 via POP3. The
source of violation was 22.22.22.22:110. The mail was titled “Hello” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
bl ocked then the nail was passed.

Explanation A file blocking violation was detected in a POP3 message. The attachment was
removed, and the mail was delivered.

Recommended Action None required.
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6455424 - E-mail Content Filtering Violation Detected in POP3 Message

Error Message 6455424: <$ti nestanp> Content-Filtering - $pcat ($prule) was detected
fromsource $srcip: $srcport to destinati on $dstip: $dstport via POP3. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$recipient.” The mail was passed.

Example 6455424: 2009- 03- 19T14: 23: 54-0700 Content-Filtering - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via POP3. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The nmail was passed.

Explanation A content-filtering violation was detected in POP3 message. The mail was delivered.

Recommended Action None required.
6455552 - E-mail Content Filtering Violation Detected in POP3 Message

Error Message 6455552: <$ti mest anp> Content-Filtering - $pcat ($prule) was detected
from source $srcip: $srcport to destination $dstip: $dstport via POP3. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$recipient.” The mail was bl ocked.

Example 6455552: 2009- 03-19T14: 23: 54-0700 Content-Filtering - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via POP3. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user 1@xanpl e. conf to recipient “user2@xanple.com” The mail was bl ocked.

Explanation A content-filtering violation was detected in POP3 message. The mail was blocked.

Recommended Action None required.
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6553728 - Unscanned Content Detected in POP3 But Delivered

Error Message 6553728: <$ti nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via POP3. The source of
viol ation was $vip:$vport. The mail was titled “$subject” from sender “$sender”
to recipient “$recipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 6553728: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_File
(N A was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:110 via
POP3. The source of violation was 10.0.0.1:3333. The mail was titled “Hello” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“broken. zi p” was passed then the mail was passed.

Explanation An unscanned attachment was detected in a POP3 message, and CSC did not scan this
content because of aresource or protocol limitation. The original mail was delivered “as-is”

Recommended Action Unscanned files may or may not be safe. Scan the receiving machine for
malware.

6553856 - Unscanned Content Blocked in POP3

Error Message 6553856: <$t i nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip: $srcport to destination $dstip: $dstport via POP3. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 6553856: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_Fil e
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:110 via
POP3. The source of violation was 10.0.0.1:3333. The nail was titled “Hello” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“broken. zi p” was bl ocked then the nail was passed.

Explanation An unscanned attachment was detected in a POP3 message. The attachment was
removed, and the mail was delivered.

Recommended Action None required.
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6602880 - Spam Detected in POP3

Error Message 6602880: <$t i nest anp> Spam (identified by pattern-recognition

t echnol ogy) was detected from source $srcip: $srcport to destination

$dsti p: $dst port via POP3. The source of violation was $vip: $vport. The mail was
titled “$subject” fromsender “$sender” to recipient “$recipient.” The mail was
passed.

Example 6602880: 2009-03-19T14: 23: 54-0700 Spam (identified by pattern-recognition
t echnol ogy) was detected fromsource 22.22.22.22:3333 to destination 10.0.0.1:25
via POP3. The source of violation was 22.22.22.22:3333. The mail was titled “Hello
from spammer” from sender “userl@xanple.conf to recipient “user2@xanple.com”
The mail was passed.

Explanation A spam mail was detected in a POP3 message. The mail was delivered “as-is.”

Recommended Action None required.
6603008 - Spam Blocked in POP3

Error Message 6603008: <$t i nest anp> Spam (i dentified by pattern-recognition

technol ogy) was detected from source $srcip: $srcport to destination

$dsti p: $dstport via POP3. The source of violation was $vip: $vport. The mail was
titled “$subject” from sender “$sender” to recipient “$recipient.” The nail was
bl ocked.

Example 6603008: 2009-03- 19T14: 23: 54-0700 Spam (identified by pattern-recognition
t echnol ogy) was detected fromsource 22.22.22.22:3333 to destination 10.0.0.1:25
via POP3. The source of violation was 22.22.22.22:3333. The mail was titled “Hello
fromspanmmer” from sender “userl@xanple.com to recipient “user2@xanple.com”
The mai | was bl ocked.

Explanation A spam mail was detected in a POP3 message. The mail was blocked.

Recommended Action None required.

Messages 8405120 - 8651008

Table A-3 shows the variables used by syslog messages in this section.
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Table A-3 Messages 8405120 - 8651008 Section Variables

Variable Description

$dstip: $dstport Destination IP address and port number from the TCP/IP header
$filename Name of the file with the suspected problem

$pname Policy name, for example:

e URL filtering uses URL category grouping.
e URL blocking uses “user-defined.”
e File blocking uses user-configured file types.

$prule Policy, rule, or setting, such as URL filtering, URL blocking, or file blocking
$srcip: $sreport Source IP address and port number from the TCP/IP header
$timestamp Timethat the event occurred. Thisallowsthe identification of the exact time an event wastriggered.

The timestamp may not reflect the event time, due to processing delays or queuing on the device.
Time expressed as: [YY Y Y]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:

e YYYY: Four digits for the year

e MM: Two digits for the month (01 to 12)

e DD: Two digits for the day (01 to 31)

e T: A single character “T”"

e HH: Two digits for the hour (00 to 23)

e MM: Two digits for the minute (00 to 59)

e SS: Two digits for the second (00 to 59)

e +—: A plus or minus sign to indicate time zone offset from UTC (+ or -)

e hh: Two digits for the number of hours of time offset from UTC (00 to 12)

e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)

$unscanexp Names an unscanned exception, such as:

e Decompressed_File Size Exceeded

e Compression_Layer Count_Exceeded
e Compression_Ratio_Limit_Exceeded
e Decompressed_File Count_Exceeded
e Password-Protected File

e Corrupt_Compressed File

e Unsupported_Compression_Type

e Scanning_Limit_Exceeded

$vip: $vport IP address of the machine and port number of the connection that violates the policy
$vname Name of the virus or spyware detected
$vtype Type of virus or spyware found (worm, dialer, or bot)
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8405120 - Virus Detected in FTP But Delivered

Error Message 8405120: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via FTP. The source of violation
was $vip: $vport. The file “$fil ename” was passed.

Example 8405120: 2009- 03-19T14: 23:54-0700 Virus - EICAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file “eicar.conf was passed.

Explanation A virus was detected in an FTP transaction. The infected content was delivered.

Recommended Action Customers should perform virus scanning on the source and/or the destination,
if they are internal. Consider changing the policy setting to block (not deliver) viruses.

8405248 - Virus Blocked in FTP

Error Message 8405248: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via FTP. The source of violation
was $vip: $vport. The file “$fil ename” was bl ocked.

Example 8405248: 2009- 03- 19T14: 23: 54-0700 Virus - El CAR_TEST VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file “eicar.conf was bl ocked.

Explanation A virus was detected in an FTP transaction. The infected content was blocked.

Recommended Action Perform virus scanning on the violation source, if it isinternal.
8405376 - FTP Virus Cleaned and Delivered

Error Message 8405376: <$ti mestanp> Virus - $vnane ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via FTP. The source of violation
was $vip: $vport. The file “$fil ename” was cl eaned.

Example 8405376: 2009- 03-19T14: 23: 54-0700 Virus - ElI CAR_TEST VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file “eicar.conf was cl eaned.

Explanation A virus was detected in an FTP transaction. The infected content was cleaned then
delivered.

Recommended Action Perform virus scanning on the violation source, if it isinternal.
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8454272 - Spyware Blocked in FTP But Delivered

Error Message 8454272: <$ti mest anp> Spyware - $vname ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via FTP. The source of
viol ation was $vip: $vport. The file “$fil ename” was passed.

Example 8454272: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file “clicknme.conf was passed.

Explanation Spyware was detected in an FTP transaction. The spyware was passed “as-is.”

Recommended Action Perform spyware scanning on the receiving machine and the source of
violation, if they are internal. Consider changing the policy setting to block (not deliver) spyware.

8454400 - Spyware Blocked in FTP

Error Message 8454400: <$ti mest anp> Spyware - $vname ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via FTP. The source of
viol ation was $vip: $vport. The file “$fil ename” was bl ocked.

Example 8454400: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file “clickne.conf was bl ocked.

Explanation Spyware was detected in an FTP transaction. The spyware was blocked.

Recommended Action Perform spyware scanning on the violation source, if it isinternal.
8503552 - File Blocked in FTP

Error Message 8503552: <$t i nest anp> Fi | e Bl ocki ng - $pnane ($prul e) was detected from
source $srcip:$srcport to destination $dstip: $dstport via FTP. The source of
viol ation was $vip: $vport. The file “$fil ename” was bl ocked.

Example 8503552: 2009- 03- 19T14: 23: 54- 0700 Fi |l e Bl ocki ng - Conpressed File (zip) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:21 via FTP. The
source of violation was 22.22.22.22:21. The file "iplayer.zip” was bl ocked.

Explanation A file blocking violation was detected during FTP access. The access was blocked.

Recommended Action None required.
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8650880 - Unscanned Content Detected in FTP But Delivered

Error Message 8650880: <$t i nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip: $srcport to destination $dstip: $dstport via FTP. The source of
viol ation was $vip: $vport. The file “$fil ename” was passed.

Example 8650880: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_Fil e
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:21 via
FTP. The source of violation was 22.22.22.22:21. The file “broken. zi p” was passed.

Explanation An unscanned file was detected during FTP access. The CSC SSM did not scan this
content because of aresource or protocol limitation. The file was passed “as-is.”

Recommended Action Unscanned files may or may not be safe. Scan the receiving machine for
malware.

8651008 - Unscanned Content Blocked in FTP

Error Message 8651008: <$t i nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via FTP. The source of
viol ation was $vip: $vport. The file “$fil enanme” was bl ocked.

Example 8651008: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_Fil e
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:21 via
FTP. The source of violation was 22.22.22.22:21. The file “broken. zi p” was

bl ocked.

Explanation Unscanned content was blocked in an FTP transaction.

Recommended Action Blocking unscanned files may break certain applications that use the “resume
transfer” function, such as Windows Update. Customers can either deliver the unscanned content or
set the ASA Modular Policy Framework policy to avoid scanning traffic to and from the destination
IP address.

Messages 16777216 - 18874370

Table A-4 shows the variables used by syslog messages in this section.
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Table A-4 Messages 16777216 - 18874370 Section Variables
Variable Description
$component Application components, such as Protocol Proxy, Scan Server, Service Module, System Monitor,

Event Manager, Config Manager, URL Rating Module, E-mail Notification Module, Virus Scan
Engine, Virus Pattern, and Spyware Pattern

$info Information that explains more about the syslog message

$timestamp Timethat the event occurred. This allowstheidentification of the exact time an event was triggered.
The timestamp may not reflect the event time, due to processing delays or queuing on the device.

Time expressed as: [YYYY]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:

e YYYY: Four digits for the year

e MM: Two digits for the month (01 to 12)

e DD: Two digits for the day (01 to 31)

e T: A single character “T”

e HH: Two digits for the hour (00 to 23)

e MM: Two digits for the minute (00 to 59)

e SS: Two digits for the second (00 to 59)

e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)

¢ hh: Two digits for the number of hours of time offset from UTC (00 to 12)

e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)

$version The product or component version humber

16777216 - Update Not Successful

Error Message 16777216: <$ti mest anp> Conponent update failed: $conponent/$version
($i nfo)

Example 16777216: 2009- 03-19T14: 23: 54- 0700 Conponent update fail ed:
Vi rusScanEngi ne/ 9. 0. 1000 (network timeout)

Explanation A content security component has failed to be updated.

Recommended Action Verify your network configuration, network connectivity, or ActiveUpdate
configuration.
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16777217 - Update Status Report

Error Message 16777217: <$ti mest anp> Conponent successful |y updat ed:
$conmponent / $ver si on

Example 16777217: 2009-03-19T14: 23: 54-0700 Conponent successful |y updated:
Vi rusScanEngi ne/ 8. 5. 1001

Explanation A content security component has been successfully updated.

Recommended Action None required.
18874368 - License Status Update

Error Message 18874368: <$ti nest anp> The Content Security license has been updated.
License Details: $info

Example 18874368: 2009- 03-19T14: 23: 54- 0700 The Content Security license has been
updat ed. License Details: Hardware S/'N: JAA0828037K, No of Users: 50, License
Type: Standard, License Key: PZ-8XJ4- MJ7JL- DZGCD- 5WLJC- T26ZZ- W63B, Li cense
Expiration Date: 2008-01-31

Explanation The Content Security license has been updated because of license activation or license
renewal.

Recommended Action None required.
18874369 - License Has Expired

Error Message 18874369: <$ti nest anp> The Content Security |icense has expired.
License Details: $info

Example 18874369: 2009- 03-19T14: 23: 54- 0700 The Content Security license has
expired. License Details: Hardware S/N. JAA0828037K, No of Users: 50, License
Type: Standard, License Key: PZ-8XJ4- MJ7JL- DZGCD- 5W.JC- T26ZZ- W63B, Li cense
Expiration Date: 2008-01-31

Explanation The Content Security license has expired and may stop inspecting traffic.

Recommended Action To renew or purchase the license, contact your reseller or visit
http://www.cisco.com/go/asa.

Cisco Content Security and Control SSM Administrator Guide
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18874370 - License Expiration Reminder

Error Message 18874370: <$ti nest anp> The Content Security license is due to expire.
Li cense Details: $info

Example 18874370: 2009- 03-19T14: 23: 54- 0700 The Content Security license is due to
expire. License Details: Hardware S/ N: JAA0828037K, No of Users: 50, License Type:
St andard, License Key: PZ-8XJ4- MY7JL- DZGCD- 5W.JC- T26ZZ- W63B, Li cense Expiration
Dat e: 2008-01-31

Explanation The Content Security license is going to expire on the specified expiration date.

Recommended Action Renew the Content Security license before the product expires. Contact your
reseller or visit http://www.cisco.com/go/asa.

Messages 21151744 - 21184513

Table A-5 shows the variables used by syslog messages in this section.

Table A-5 Messages 21151744 - 21184513 Section Variables

Variable Description

$info Information that explains more about the syslog message

$proto Protocol name or value, such as SMTP, POP3, HTTP, or FTP

$timestamp Timethat the event occurred. This allowstheidentification of the exact time an event was triggered.

The timestamp may not reflect the event time, due to processing delays or queuing on the device.
Time expressed as: [YYYY]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:

e YYYY: Four digits for the year

e MM: Two digits for the month (01 to 12)

e DD: Two digits for the day (01 to 31)

e T: A single character “T”

e HH: Two digits for the hour (00 to 23)

e MM: Two digits for the minute (00 to 59)

e SS: Two digits for the second (00 to 59)

e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)

e hh: Two digits for the number of hours of time offset from UTC (00 to 12)

e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)
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21151744 - System Monitoring Critical Condition Message

Error Message 21151744: <$ti nest anp> System Monitor: $info
Example 21151744: 2009- 03-19T14: 23: 54- 0700 System Monitor: HITP service is DOM.
Explanation The System Monitor reports critical operational information.

Recommended Action |f the issue persists, reboot the CSC SSM.
21151745 - System Monitoring Error Condition Message

Error Message 21151745: <$ti nest anp> System Monitor: $info.

Example 21151745: 2009- 03-19T14: 23: 54-0700 System Monitor: Invalid ASA state is
recei ved.

Explanation The System Monitor reports error operational information.

Recommended Action If the issue persists, reboot the CSC SSM.
21151746 - System Monitoring Informational Message

Error Message 21151746: <$ti mest anp> System Monitor: $info.

Example 21151746: 2009- 03- 19T14: 23: 54- 0700 System Monitor: CSC SSMi s not
activat ed.

Explanation The System Monitor reports normal operational information.

Recommended Action None required.
21151747 - System-level Notice

Error Message 21151747: <$ti nest anp> System Monitor: $info.

Example 21151747: 2009- 03-19T14: 23: 54- 0700 System Monitor: Set CSC SSM Appl i cati on
Status to UP.

Explanation The System Monitor reports normal operational information.

Recommended Action None required.
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21152512 - System is Ready

Error Message 21152512: <$ti mest anp> Content Security systemis ready.
Example 21152512: 2009- 03-19T14: 23: 54- 0700 Content Security systemis ready.
Explanation The content security system is ready to inspect traffic.

Recommended Action None required.
21152513 - System is Reloading

Error Message 21152513: <$ti nest anp> Content Security systemis rel oading. ($info)

Example 21152513: 2009- 03- 19T14: 23: 54-0700 Content Security systemis rel oadi ng.
(configuration update)

Explanation The content security system is reloading for administrative reasons, such as a
configuration update or a pattern/engine update.

Recommended Action |f the system becomes ready shortly, none is required.
21152514 - System is Down

Error Message 21152514: <$ti nest anp> Content Security system has failed. ($info)

Example 21152514: 2009- 03- 19T14: 23: 54- 0700 Content Security system has fail ed.
(Scan Server has fail ed)

Explanation The content security system has failed and is unable to inspect traffic.

Recommended Action Check for avalid license or system failure. Reload the system if necessary.
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21184512 - Maximum Connections Reached

Error Message 21184512: <$t i mest anp> The maxi num nunber of connections for $proto has
been reached. New connections will be kept in a backlog and nmay tine out.

Example 21184512: 2009- 03-19T14: 23: 54- 0700 The maxi mum nunber of connections for
SMIP has been reached. New connections will be kept in a backlog and may time out.

Explanation The device hasreached its maximum concurrent scanning for the specific protocol. New
connections with the same protocol will be queued and may time out. Network performance may be
affected.

Recommended Action |f thisissue occursfrequently, the device may be underpowered for the amount
of traffic being passed. Consider scanning less traffic with ASA MPF skip rules or segmenting the
network with more adaptive security appliances.

21184513 - Maximum Connections Returned to Normal

Error Message 21184513: <$ti nest anp> The maxi numnunber of connections for $proto has
returned to normal threshol d.

Example 21184513: 2009- 03- 19T14: 23: 54- 0700 The nexi mum nunber of connections for
SMIP has returned to normal threshold.

Explanation The concurrent connections of the specific protocol have fallen below 80 percent of the
maximum capacity. New connections of the specific protocol can be processed normally.

Recommended Action None required.

Messages 33570944 - 33865984

Table A-6 shows the variables used by syslog messages in this section.
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Table A-6 Messages 33570944 - 33865984 Section Variables
Variable Description
$dstip: $dstport Destination IP address and port number from the TCP/IP header
$filename Name of the file with the suspected problem
$msgact Action taken on the message (blocked or delivered)
$pcat Policy categories are used in the following features:
e URL filtering uses URL category grouping.
e URL blocking uses “user-defined.”
¢ File blocking uses user-configured file-types.
e Content filtering uses “ Subject,” “Body,” and “Attachment.”
$pname Policy name, for example:
e URL filtering uses URL category grouping.
e URL blocking uses “user-defined.”
¢ File blocking uses user-configured file types.
$prule Policy, rule, or setting, such as URL filtering, URL blocking, or file blocking
$recipient Recipient’s e-mail address
$sender Sender’s e-mail address

$srcip: $srcport

Source |P address and port number from the TCP/IP header

$subject

Subject line of the e-mail message in question

$timestamp

Timethat the event occurred. Thisallowsthe identification of the exact time an event was triggered.
The timestamp may not reflect the event time, due to processing delays or queuing on the device.

Time expressed as: [YY Y Y]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:

e YYYY: Four digits for the year

e MM: Two digits for the month (01 to 12)

e DD: Two digits for the day (01 to 31)

e T: A single character “T”"

e HH: Two digits for the hour (00 to 23)

e MM: Two digits for the minute (00 to 59)

e SS: Two digits for the second (00 to 59)

e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)

e hh: Two digits for the number of hours of time offset from UTC (00 to 12)

e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)
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Variable Description

$unscanexp Names an unscanned exception, such as:

e Decompressed_File Size Exceeded

e Compression_Layer Count_Exceeded
e Compression_Ratio_Limit_Exceeded
e Decompressed_File_Count_Exceeded
e Password-Protected_File

e Corrupt_Compressed_File

e Unsupported_Compression_Type

e Scanning_Limit_Exceeded

$vip: $vport IP address of the machine and port number of the connection that violates the policy
$vname Name of the virus or spyware detected
$vtype Type of virus or spyware found (worm, dialer, or bot)

33570944 - Incoming Virus Detected in SMTP But Delivered

Error Message 33570944: <$ti nest anp> Virus - $vnane ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$filename” was passed then the mail was $nsgact.

Example 33570944: 2009- 03-19T14: 23: 54- 0700 Virus - El CAR_TEST_VIRUS (Virus) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello fromeicar”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“eicar.com was passed then the mail was passed.

Explanation A virus was detected in an inbound SMTP message. The mail was delivered “as-is.”

Recommended Action Perform virus scanning on the receiving machine to ensure virus removal.
Consider changing the policy settings to block (not deliver) viruses.

Cisco Content Security and Control SSM Administrator Guide
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33571072 - Virus Blocked in SMTP (Incoming)

Error Message 33571072: <$ti nestanp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$filenanme” was bl ocked then the mail was $nsgact.

Example 33571072: 2009- 03-19T14: 23: 54- 0700 Virus - El CAR TEST _VIRUS (Virus) was
detected fromsource 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The nail was titled “Hello fromeicar”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“eicar.comi was bl ocked then the mail was passed.

Explanation A virus was detected in an inbound SMTP message. The infected attachment was
removed, and the mail was delivered.

Recommended Action None required.
33571200 - Incoming SMTP Virus Cleaned and Delivered

Error Message 33571200: <$ti nest anp> Virus - $vnarme ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipient
“$recipient.” The file “$filename” was cleaned then the nail was $nsgact.

Example 33571200: 2009- 03-19T14: 23: 54- 0700 Virus - ElI CAR_ TEST_VIRUS (Virus) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello fromeicar”
from sender “userl@xanple.coni to recipient “user2@xanple.com” The file
“eicar.conf was cleaned then the mail was passed.

Explanation A virus was detected in an inbound SMTP message. The infected attachment was
cleaned, and the mail was delivered.

Recommended Action None required.
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33620096 - Incoming SMTP Spyware Detected But Delivered

Error Message 33620096: <$t i nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$recipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 33620096: 2009-03-19T14: 23: 54-0700 Spyware - TEST_ADWARE (Adware) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello from spy”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“clickme. exe” was passed then the mail was passed.

Explanation Spyware was detected in an inbound SM TP message. The original mail was delivered
“as-is”

Recommended Action Perform spyware scanning on the receiving machine to ensure spyware
removal. Consider changing the policy settings to block (not deliver) spyware.

33620224 - Incoming SMTP Spyware Blocked

Error Message 33620224: <$ti nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 33620224: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The nmail was titled “Hello from spy”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“clickme. exe” was bl ocked then the nail was passed.

Explanation Spyware was detected in an inbound SMTP message. The spyware was removed, and
the mail was delivered.

Recommended Action None required.
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33636480 - Incoming SMTP IntelliTrap Detected But Delivered

Error Message 33636480: <$ti mestanp> IntelliTrap - $vnanme ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 33636480: 2009- 03-19T14: 23:54-0700 IntelliTrap - TEST_| TRAP
(CenericUnpack) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nail was
titled “Hello from spy” from sender “userl@xanple.coni to recipient
“user2@xanpl e.com” The file “clickme. exe” was passed then the nail was passed.

Explanation IntelliTrap was detected in aninbound SM TP message. The original mail was delivered
“ as_is.n

Recommended Action Perform malware scanning on the receiving machine to ensure malware
removal. Consider changing the policy settings to block (not deliver) IntelliTrap.

33636608- Incoming SMTP IntelliTrap Blocked

Error Message 33636608: <$ti mestanp> IntelliTrap - $vnanme ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 33636608: 2009- 03-19T14: 23: 54-0700 IntelliTrap - TEST_| TRAP
(CenericUnpack) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nmai |l was
titled “Hell o from spy” from sender “userl@xanple.conf to recipient
“user2@xanple.com” The file “clickme.exe” was bl ocked then the mail was passed.

Explanation IntelliTrap was detected in an inbound SM TP message. The malware was removed and
the mail was delivered.

Recommended Action None required.
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33669248 - Incoming SMTP File Blocking Detected But Delivered

Error Message 33669248: <$ti mestanp> Fil e Bl ocki ng - $pcat ($prul e) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 33669248: 2009-03-19T14: 23: 54-0700 Fil e Bl ocking - Conpressed File (zip)
was detected fromsource 22.22.22.22:3333 to destination 10.0.0.1: 25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
passed then the mail was passed.

Explanation Spyware was detected in an outbound SM TP message. The mail was delivered “as-is.”

Recommended Action Perform spyware scanning on the sending machine to ensure spyware removal.
Consider changing policy settings to block (not deliver) spyware.

33669376 - File Blocked in Incoming SMTP Message

Error Message 33669376: <$ti mest anp> File Bl ocking - $pnane ($prule) was detected
from source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 33669376: 2009-03-19T14: 23: 54-0700 File Bl ocking - Conpressed File (zip)
was detected fromsource 22.22.22.22: 3333 to destination 10.0.0. 1: 25 via SMIP. The
source of violation was 22.22.22.22:3333. The nail was titled “Hell o” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
bl ocked then the nail was passed.

Explanation A file blocking violation was detected in an inbound SMTP message. The attachment
was removed, and the mail was delivered.

Recommended Action None required.

[ oL-18970-01

Cisco Content Security and Control SSM Administrator Guide g



Appendix A CSC SSM Syslog Messages |

Bl Messages 33570944 - 33865984

33718400 - E-mail Content Filtering Violation Blocked in SMTP - Incoming

Error Message 33718400: <$ti mest anp> Content-Filtering - $pcat ($prule) was detected
fromsource $srcip:$srcport to destination $dstip:$dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$Srecipient.” The mail was passed.

Example 33718400: 2009- 03- 19T14: 23: 54- 0700 Content-Filtering - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The nmail was passed.

Explanation A content filtering violation was detected inan SM TP incoming message. The mail was
delivered.

Recommended Action None required.
33718528 - E-mail Content Filtering Violation Blocked in SMTP - Incoming

Error Message 33718528: <$ti mest anp> Content-Filtering - $pcat ($prule) was detected
fromsource $srcip: $srcport to destination $dstip: $dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$recipient.” The mail was bl ocked.

Example 33718528: 2009- 03- 19T14: 23: 54- 0700 Content-Fi |l teri ng - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user 1@xanpl e. conf to recipient “user2@xanple.com” The mail was bl ocked.

Explanation A content filtering violation was detected in an SM TP incoming message. The mail was
blocked.

Recommended Action None required.
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33816704 - Incoming SMTP Unscanned Content Detected and Delivered

Error Message 33816704: <$ti nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 33816704: 2009-03-19T14: 23: 54-0700 Unscanned - Corrupt_Conpressed_File
(N A was detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via
SMIP. The source of violation was 22.22.22.22:3333. The nmail was titled “Hello”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“broken. zi p” was passed then the mail was passed.

Explanation An unscanned attachment was detected in aninbound SM TP message, and the CSCSSM
did not scan this content because of aresource or protocol limitation. The mail was delivered “ as-is.”

Recommended Action Unscanned files may or may not be safe. Scan the receiving machine for
malware.

33816832 - Incoming SMTP Unscanned Content Blocked

Error Message 33816832: <$ti nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 33816832: 2009-03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_File
(NA) was detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via
SMIP. The source of violation was 22.22.22.22:3333. The nmail was titled “Hello”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“broken. zi p” was bl ocked then the nail was passed.

Explanation An unscanned attachment was detected in an inbound SMTP message. The attachment
was removed, and the mail was delivered.

Recommended Action None required.

[ oL-18970-01
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33865856 - SMTP Spam is Detected But Delivered

Error Message 33865856: <$ti nest anp> Spam (identified by pattern-recognition

t echnol ogy) was detected from source $srcip: $srcport to destination

$dsti p: $dst port via SMIP. The source of violation was $vip: $vport. The mail was
titled “$subject” from sender “$sender” to recipient “$recipient.” The mail was
passed.

Example 33865856: 2009- 03-19T14: 23: 54- 0700 Spam (i dentified by pattern-recognition
technol ogy) was detected fromsource 22.22.22.22:3333 to destination 10.0.0.1:25
via SMIP. The source of violation was 22.22.22.22:3333. The mail was titled “Hello
from spanmmer” from sender “userl@xanple.com to recipient “user2@xanple.com”
The mail was passed.

Explanation Spam mail was detected in an SMTP message. The mail was delivered “asis.”

Recommended Action None required.
33865984 -SMTP Spam Blocked

Error Message 33865984: <$t i nest anp> Spam (i dentified by pattern-recognition
technol ogy) was detected from source $srcip:$srcport to destination

$dsti p: $dstport via SMIP. The source of violation was $vip: $vport. The mail was
titled “$subject” from sender “$sender” to recipient “$recipient.” The nail was
bl ocked.

Example 33865984: 2009- 03-19T14: 23: 54- 0700 Spam (i dentified by pattern-recognition
t echnol ogy) was detected fromsource 22.22.22.22:3333 to destination 10.0.0.1:25
via SMIP. The source of violation was 22.22.22.22:3333. The mail was titled “Hello
fromspanmmer” from sender “userl@xanple.com to recipient “user2@xanple.com”
The mai | was bl ocked.

Explanation Spam mail was detected in an SMTP message. The mail was blocked.

Recommended Action None required.

Messages 35668096 - 48234497

Table A-7 shows the variables used by the syslog messages in this section.
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Messages 35668096 - 48234497

Table A-7 Messages 35668096 - 48234497 Section Variables
Variable Description
$dstip: $dstport Destination IP address and port number from the TCP/IP header
$filename Name of the file with the suspected problem
$info Information that explains more about the syslog message.
$msgact Action taken on the message (blocked or delivered)
$pcat Policy categories are used in the following features:

e URL filtering uses URL category grouping.

e URL blocking uses “user-defined.”

¢ File blocking uses user-configured file-types.

e Content filtering uses “ Subject,” “Body,” and “Attachment.”
$pname Policy name, for example:

e URL filtering uses URL category grouping.

e URL blocking uses “user-defined.”

¢ File blocking uses user-configured file-types.
$prule Policy, rule, or setting, such as URL filtering, URL blocking, or file blocking
$recipient Recipient’s e-mail address
$sender Sender’s e-mail address

$srcip: $srcport

Source | P address and port number from TCP/IP header

$subject Subject line of the e-mail message in question
$timestamp Timethat the event occurred. Thisallowstheidentification of the exact time an event wastriggered.
The timestamp may not reflect the event time, due to processing delays or queuing on the device.
Time expressed as: [YYYY]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:
e YYYY: Four digits for the year
e MM: Two digits for the month (01 to 12)
e DD: Two digits for the day (01 to 31)
e T: A single character “T"
e HH: Two digits for the hour (00 to 23)
e MM: Two digits for the minute (00 to 59)
e SS: Two digits for the second (00 to 59)
e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)
e hh: Two digits for the number of hours of time offset from UTC (00 to 12)
e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)
Cisco Content Security and Control SSM Administrator Guide
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Variable (continued) Description (continued)

$unscanexp Names an unscanned exception, such as:

e Decompressed_File Size Exceeded

e Compression_Layer Count_Exceeded
e Compression_Ratio_Limit_Exceeded
e Decompressed_File_Count_Exceeded
e Password-Protected_File

e Corrupt_Compressed_File

e Unsupported_Compression_Type

e Scanning_Limit_Exceeded

$vip: $vport IP address of the machine and port number of the connection that violates the policy
$vname Name of the virus or spyware detected
$vtype Type of virus or spyware found (worm, dialer, or bot)

35668096 - Outgoing SMTP Virus Detected But Delivered

Error Message 35668096: <$t i nest anp> Virus - $vnane ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$filename” was passed then the mail was $nsgact.

Example 35668096: 2009- 03-19T14: 23: 54-0700 Virus - El CAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1: 3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The nail was titled “Hello fromeicar” from
sender “user l1@xanpl e.com to recipient “user2@xanple.com” The file “eicar.conf
was passed then the mail was passed.

Explanation A virus was detected in an outbound SMTP message. The mail was delivered “as-is.”

Recommended Action Perform virus scanning on the violation source, if it isinternal. Consider
changing the policy settings to block (not deliver) viruses.
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35668224 - Virus Blocked in SMTP-Outgoing

Error Message 35668224: <$ti nest anp> Virus - $vnanme ($vtype) was detected fromsource
$srcip: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vi p: $vport. The mail was titled “$subject” fromsender “$sender” to recipi ent
“$recipient.” The file “$filenanme” was bl ocked then the mail was $nsgact.

Example 35668224: 2009- 03-19T14: 23: 54- 0700 Virus - El CAR TEST _VIRUS (Virus) was
detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The nail was titled “Hello fromeicar” from
sender “user 1@xanpl e.com to recipient “user2@xanple.com” The file “eicar.conf
was bl ocked then the mail was passed.

Explanation A virus was detected in an outbound SMTP message. The infected attachment was
removed, and the mail was delivered.

Recommended Action Perform virus scanning on the violation source, if it isinternal.

35668352 - Qutgoing SMTP Virus Cleaned and Delivered

Error Message 35668352: <$ti nest anp> Virus - $vnarme ($vtype) was detected fromsource
$srci p: $srcport to destination $dstip: $dstport via SMIP. The source of violation
was $vip: $vport. The mail was titled “$subject” fromsender “$sender” to recipient
“$recipient.” The file “$filename” was cleaned then the nail was $nsgact.

Example 35668352: 2009-03-19T14: 23: 54-0700 Virus - EICAR_TEST_VIRUS (Virus) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The nail was titled “Hello fromeicar” from
sender “userl@xanpl e.coni to recipient “user2@xanple.com” The file “eicar.cont
was cl eaned then the mail was passed.

Explanation A virus was detected in an outbound SMTP message. The infected attachment was
cleaned, and the mail was delivered.

Recommended Action Perform virus scanning on the violation source, if it isinternal.

[ oL-18970-01
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35717248 - Outgoing SMTP Spyware Detected But Delivered

Error Message 35717248: <$ti nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip:$vport. The mail was titled “$subject” from sender “$sender”
to recipient “$recipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 35717248: 2009-03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello from spy”
from sender “userl@xanple.conf to recipient “user2@xanple.com” The file
“clickme. exe” was bl ocked then the mail was passed.

Explanation Spyware was detected in an inbound SM TP message. The spyware was removed, and
the mail was delivered.

Recommended Action None required.
357173176 - Outgoing SMTP Spyware Blocked

Error Message 35717376: <$ti nest anp> Spyware - $vnane ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 35717376: 2009- 03-19T14: 23: 54- 0700 Spyware - TEST_ADWARE (Adware) was
detected from source 10.0.0.1:3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The mail was titled “Hello fromspy” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“clickme. exe” was bl ocked then the nail was passed.

Explanation Spyware was detected in an outbound SMTP message. The spyware was removed, and
the mail was delivered.

Recommended Action Perform spyware scanning on the sending machine to ensure spyware removal.
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35733632 - Outgoing SMTP IntelliTrap Detected But Delivered

Error Message 35733632: <$ti nestanp> Intelli Trap - $vnanme ($vtype) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 35733632: 2009- 03-19T14: 23: 54-0700 IntelliTrap - TEST_| TRAP
(CenericUnpack) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nail was
titled “Hello from spy” from sender “userl@xanple.coni to recipient
“user2@xanpl e.com” The file “clickme. exe” was passed then the nail was passed.

Explanation IntelliTrap was detected in an outbound SMTP message. The original mail was
delivered “as-is.”

Recommended Action Perform malware scanning on the receiving machine to ensure malware
removal.

35733760- Outgoing SMTP IntelliTrap Blocked

Error Message 35733760: <$ti mestanp> Intelli Trap - $vnanme ($vtype) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$recipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 35733760: 2009- 03-19T14: 23: 54-0700 IntelliTrap - TEST_| TRAP
(CenericUnpack) was detected from source 22.22.22.22:3333 to destination
10.0.0.1:25 via SMIP. The source of violation was 22.22.22.22:3333. The nmail| was
titled “Hello from spy” from sender “userl@xanple.conf to recipient
“user2@xanpl e.com” The file “clickme.exe” was bl ocked then the mail was passed.

Explanation IntelliTrap was detected in an outbound SMTP message. The malware was removed,
and the mail was delivered.

Recommended Action Perform malware scanning on the sending machine to ensure malware removal.

[ oL-18970-01
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35766400 - Outgoing SMTP File Blocking Detected But Delivered

Error Message 35766400: <$ti nest anp> Fil e Bl ocki ng - $pnane ($prule) was detected
fromsource $srcip:$srcport to destination $dstip: $dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$recipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 35766400: 2009-03-19T14: 23:54-0700 File Bl ocking - Conpressed File (zip)
was detected fromsource 10.0.0.1: 3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The mail was titled “Hello” from sender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
passed then the mail was passed.

Explanation A file blocking violation was detected in an outbound SM TP message. The mail was
delivered with the original attachments.

Recommended Action None required.
35766528 - File Blocked on Outgoing SMTP Message

Error Message 35766528: <$ti nest anp> Fi |l e Bl ocki ng - $pcat ($prule) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 35766528: 2009-03-19T14: 23: 54-0700 Fil e Bl ocking - Conpressed File (zip)
was detected fromsource 10.0.0.1: 3333 to destination 22.22.22.22:25 via SMIP. The
source of violation was 10.0.0.1:3333. The mail was titled “Hello” from sender
“user l@xanpl e. conf to recipient “user2@xanple.com” The file “hello.zip” was
bl ocked then the nail was passed.

Explanation A file blocking violation was detected in a POP3 message. The mail was delivered with
original attachments.

Recommended Action None required.
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35815552 - E-mail Content Filtering Violation Detected in SMTP Outgoing

Error Message 35815552: <$ti nest anp> Content-Filtering - $pcat ($prule) was detected
fromsource $srcip:$srcport to destination $dstip:$dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$Srecipient.” The mail was passed.

Example 35815552: 2009- 03- 19T14: 23: 54- 0700 Content-Filtering - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user l@xanpl e. conf to recipient “user2@xanple.com” The nmail was passed.

Explanation A content filtering violation was detected in an SM TP outgoing message. The mail was
delivered.

Recommended Action None required.

35815680 - E-mail Content Filtering Violation Blocked in SMTP Outgoing

Error Message 35815680: <$ti mest anp> Content-Filtering - $pcat ($prule) was detected
from source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source
of violation was $vip: $vport. The mail was titled “$subject” fromsender “$sender”
to recipient “$recipient.” The mail was bl ocked.

Example 35815680: 2009- 03-19T14: 23: 54- 0700 Content-Fil teri ng - Body (bad words) was
detected from source 22.22.22.22:3333 to destination 10.0.0.1:25 via SMIP. The
source of violation was 22.22.22.22:3333. The mail was titled “Hello” fromsender
“user 1@xanpl e. con to recipient “user2@xanple.com” The mail was bl ocked.

Explanation A content filtering violation was detected in an SM TP outgoing message. The mail was
blocked.

Recommended Action None required.

[ oL-18970-01
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35913856 - Outgoing SMTP Unscanned Content Detected But Delivered

Error Message 35923856: <$ti nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip:$srcport to destination $dstip: $dstport via SMIP. The source of
viol ation was $vip: $vport. The mail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$fil enane” was passed then the mail was
$nsgact .

Example 35923856: 2009-03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_File
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:25 via
SMIP. The source of violation was 10.0.0.1:3333. The nail was titled “Hello” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“broken. zi p” was passed then the mail was passed.

Explanation An unscanned attachment was detected in an outbound SM TP message. The CSC SSM
did not scan this content because of aresource or protocol limitation. The mail was delivered “ as-is.”

Recommended Action None required.
35913984 - Unscanned Content Blocked in SMTP (Outgoing)

Error Message 35913984: <$t i nest anp> Unscanned - $unscanexp (N A) was detected from
source $srcip: $srcport to destination $dstip: $dstport via SMIP. The source of
violation was $vip: $vport. The nmail was titled “$subject” from sender “$sender”
to recipient “$Srecipient.” The file “$filenane” was bl ocked then the nail was
$nsgact .

Example 35913984: 2009- 03-19T14: 23: 54- 0700 Unscanned - Corrupt_Conpressed_File
(NA) was detected fromsource 10.0.0.1:3333 to destination 22.22.22.22:25 via
SMIP. The source of violation was 10.0.0.1:3333. The mail was titled “Hello” from
sender “userl@xanple.conf to recipient “user2@xanple.com” The file

“broken. zi p” was bl ocked then the nail was passed.

Explanation An unscanned attachment was detected in an outbound SM TP message. The detected
attachment was removed, and the mail was delivered.

Recommended Action None required.
39845888 - Scan Server Error

Error Message 39845888: <$ti nest anp> Scan Server: $info

Example 39845888: 2009- 03-19T14: 23: 54- 0700 Scan Server: Unable to all ocate menory
bl ock for scan

Explanation The Scan Server reports abnormal operational information.

Recommended Action If the issue persists, reboot the CSC SSM.
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39845889 - Scan Server Information

Error Message 39845889: <$ti mest anp> Scan Server: $info
Example 39845889: 2009- 03-19T14: 23: 54- 0700 Scan Server: Started
Explanation The Scan Server reports abnormal operational information.

Recommended Action None required.

44220416 - Service Module Information

Error Message 44220416: <$ti nest anp> Servi ce Mdul e: $info
Example 44220416: 2009-03-19T14: 23: 54-0700 Servi ce Mddul e: Application state: Up
Explanation The Service Module reports operational information.

Recommended Action None required.

44220419 - Service Module Error

Error Message 44220419: <$ti mest anp> Servi ce Mdul e: $info
Example 44220419: 2009-03-19T14: 23: 54-0700 Service Mdule: Init CP failed
Explanation The service module reports abnormal operational information.

Recommended Action |f the service module does not recover automatically, reboot the CSC SSM.

46317569 - Failover Module Information

Error Message 46317569: <$ti nest anp> Fai |l over Mdul e: $info
Example 46317569: 2009- 03-19T14: 23: 54- 0700 Fail over Mdule: Started
Explanation The Failover Module reports operational information.

Recommended Action None required.

Cisco Content Security and Control SSM Administrator Guide
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46317570 - Failover Module Error

Error Message 46317570: <$ti nest anp> Fai |l over Modul e: $info

Example 46317570: 2009- 03-19T14: 23: 54- 0700 Fai |l over Modul e: HELLO handl er error -
The peers do not have the sane software and/or hardware version.

Explanation The Failover Module reports abnormal operational information.

Recommended Action Verify the failover configuration and network setup between the two peers.

48234496- Log Server Information

Error Message 48234496: <$ti mest anp> Log Server: $info
Example 48234496: 2009-03-19T14: 23: 54-0700 Log Server: Unable to allocate nenory
Explanation The Log Server reports abnormal operational information.

Recommended Action If the issue persists, reboot the CSC SSM.

482344917- Log Server Information

Error Message 48234497: <$ti mest anp> Log Server: $info
Example 48234497: 2009- 03-19T14: 23: 54- 0700 Log Server: Started
Explanation The Log Server reports operational information.

Recommended Action None required.

Messages 52429184 - 52430720

Table A-8 shows the variables used in the syslog messages in this section.

Table A-8 Messages 52429184 - 52430720 Section Variables
Variable Description
$component Application component names, such as: Protocol Proxy, Scan Server, Service Module, System

Monitor, Event Manager, Config Manager, URL Rating Module, E-mail Notification Module, Virus
Scan Engine, Virus Pattern, and Spyware Pattern

$info Information that explains more about the syslog message
$prule Policy, rule, or setting, such as URL filtering, URL blocking, or file blocking
$srcip Source |P address from the TCP/IP header
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Variable (continued) Description (continued)

$timestamp Timethat the event occurred. Thisallowsthe identification of the exact time an event wastriggered.
The timestamp may not reflect the event time, due to processing delay or queuing on the device.

Time expressed as: [YYYY]-[MM]-[DD]T[HH]:[MM]:[SS][+-][hhmm]
Where:

e YYYY: Four digits for the year

e MM: Two digits for the month (01 to 12)

e DD: Two digits for the day (01 to 31)

e T: A single character “T”

e HH: Two digits for the hour (00 to 23)

e MM: Two digits for the minute (00 to 59)

e SS: Two digits for the second (00 to 59)

e +-: A plus or minus sign to indicate time zone offset from UTC (+ or -)

¢ hh: Two digits for the number of hours of time offset from UTC (00 to 12)

e mm: Two digits for the number of minutes of time offset from UTC (00 to 59)

$vname Name of the virus or spyware detected

52429184 - DCS Successful Cleanup

Error Message 52429184: <$ti nest anp> Danmage C eanup - $vnane ($prule) was cl eaned
successful ly at $srcip.

Example 52429184: 2009- 03- 19T14: 23: 54- 0700 Danage Cl eanup - WORM SKA. A (Troj an) was
cl eaned successfully at 1.1.1.1.

Explanation An internal machine was cleaned up successfully by the Damage Cleanup Service.

Recommended Action None required.
52430592 - DCS Cleanup Failed

Error Message 52430592: <$ti mest anp> Damage Cl eanup - $vnane ($prule) failed to be
cl eaned at $srcip.

Example 52430592: 2009- 03-19T14: 23: 54- 0700 Darmage Cl eanup - WORM SKA. A (Troj an)
failed to be cleaned at 1.1.1.1.

Explanation The Damage Cleanup Service failed to clean up an internal machine.

Recommended Action Perform manual malware cleanup on the machine specified.

Cisco Content Security and Control SSM Administrator Guide
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52430720 - DCS Service Failed

Error Message 52430720: <$ti nest anp> Danage C eanup - DCS server unreachable for
cl eanup at $srcip.

Example 52430720: 2009- 03-19T14: 23: 54- 0700 Danage C eanup - DCS server unreachabl e
for cleanup at 1.1.1.1.

Explanation The DCS server cannot be reached by the CSC SSM.

Recommended Action Verify the DCS server installation and configuration.

Cisco Content Security and Control SSM Administrator Guide
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APPENDIX B

Reimaging and Configuring the CSC SSM Using
the CLI

This appendix describes how to reimage and configure the CSC SSM using the CLI, and includes the
following sections:

¢ [nstallation Checklist, page B-1

¢ Preparing to Reimage the Cisco CSC SSM, page B-2
¢ Reimaging the CSC SSM, page B-5

¢ Resetting the Configuration viathe CLI, page B-18

¢ Improving CSC SSM Performance, page B-19

The Trend Micro InterScan for Cisco CSC SSM software is preinstalled on the adaptive adaptive security
appliance. Normally, you only need to use the information in this appendix for password or system
recovery procedures.

If installation is required, the Setup Wizard launched from the ASDM is the preferred method of
installation. For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting
Sarted Guide.

Installation Checklist

Before you start, be prepared to supply the following information during installation, shown in
Table B-1. If you prefer, you can print a copy of thistable and use it as a checklist to record the values
you enter.

Hostname (1 to 63 al phanumeric characters,
can include hyphens, except as the first
character). For example: ciscol-ssm-csc

Table B-1 Installation Checklist
Information Requested Information Entered Completed
Administrator password for the CLI Do not record your password. —
SSM card |P address [ |
Subnet mask W |

O
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Table B-1 Installation Checklist (continued)

Information Requested Information Entered Completed

Domain name

Primary DNS IP address

Secondary DNS IP address (optional)
Gateway |P address

Proxy server? (optional)

If yes:
Proxy server |P address
Proxy server port number

Domain name for incoming e-mail

'O 0000000

Administrator password for the CSC SSM | Do not record your password.
console

Administrator e-mail address

Notification e-mail server |P address

Notification e-mail server port number

Base License Activation Code

Plus License Activation Code (optional)

License Renewal Notification E-mail
Address

License Renewal Notification SMTP Server
IP Address

O odooood

Preparing to Reimage the Cisco CSC SSM

You should reimage the CSC SSM under the following conditions;
¢ No previous image of CSC has been installed on the SSM.
e The CSC image is suspected of being corrupted beyond repair.
e The CSC card is rebooting regularly.
e The CSC card becomes unresponsive or unstable after an upgrade.

During installation, you are prompted to synchronize the date and time on the CSC SSM with the
adaptive security appliance. Before you begin, make sure that the date and time settings on the adaptive
security appliance are correct.

To prepare for reimaging, perform the following steps:

Step 1 Download the Trend Micro InterScan for Cisco CSC SSM software to your TFTP server.

Cisco Content Security and Control SSM Administrator Guide
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Step 2

Step 3

Step 4

Preparing to Reimage the Cisco CSC SSM ||

~

Note The TFTP server must support files sizes greater than 60 MB. The .bin files are full binary
images that are to be uploaded viaa TFTP server. The .pkg files are used to upgrade image files
from the CSC Admin Console, which are then uploaded through a web browser. Do not upload
.bin files using the CSC Admin Console.

Using aterminal application such as Windows HyperTerminal, log in and open aterminal session to the
adaptive security appliance console by entering the following command:

host nane# hw nodule 1 recover config

The following is example output:

Image URL tftp://insidehost/csc6. 2. xxxx.x.bin]:tftp://insidehost/csc6. 2. xxxx. x. bin
Port | P Address [000.000. 0.00]:

VLAN I D [0]:

Gateway | P Address [0.0.0.0]:

host name# hw nodul e 1 recover boot

The module in slot 1 will be recovered. This my

erase all configuration and all data on that device and

attenpt to downl oad a new image for it.

Recover module in slot 1? [confirni

Enter y to confirm.

Recover issued for nodule in slot 1

Enable the debug module-boot command.

host name# debug nodul e- boot

debug nodul e-boot enabled at level 1
host name# Slot-1 199> Cisco Systems ROVMON Version (1.0(8)1) #0: Thu Jan 20 20:28:49 PST
2010

Slot-1 200> Pl at f orm SSM | DS20

Slot-1 201> G gabitEthernet0/0

Slot-1 202> Link is UP

Slot-1 203> MAC Address: 000b. fcf8.0134
Slot-1 204> ROMMON Vari abl e Settings:
Slot-1 205> ADDRESS=192. 168. 7. 20
Slot-1 206> SERVER=192. 168. 7. 100
Slot-1 207>  GATEWAY=0.0.0.0

Slot-1 208> PORT=G gabi t Et hernet 0/ 0
Slot-1 209>  VLAN=unt agged

Slot-1 210> | MAGE=csc6. 2. xxxX. X. bin
Slot-1 211> CONFI G=

Slot-1 212> tftp csc6. 2. xxxx. x. bi n@92. 168. 7. 100
S|0t-1 213> trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Slot-1 214> trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

~

Note  This process takes about ten minutes.

Slot-1 389>t trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Sl ot-1 390> Recei ved 57985402 bytes
Slot-1 391> Launching TFTP | mage. ..
Slot-1 392> Cisco Systenms ROWON Version (1.0(8)1) #0: Thu Jan 20 20:28:49 PST 2007

[ oL-18970-01
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Slot-1 393> Pl atform SSM | DS20

Slot-1 394> G gabitEthernet0/0

Slot-1 395> Link is UP

Slot-1 396> MAC Address: 000b. fcf8.0134
Slot-1 397> Launchi ng Boot Loader. ..

Caution

Step 5

Step 6

Step 7

Step 8

The module recovery can loop if the image is corrupt or if the size of the image file exceeds the
limitations on the TFTP server. If the moduleis stuck in arecovery loop, you must enter the hw module
1 recover stop command to stop the module from trying to load the image.

Disable the debug-module boot command.

host name# no debug nodul e- boot

host name# show nodul e 1 details

Getting details fromthe Service Mdule,

SSM | DS/ 10- K9
Model :

Har dwar e ver si on:
Serial Nunber:

Fi r mnar e versi on:
Sof t war e versi on:

MAC Address Range:

App. name:
App. Status:

App. Status Desc:
App. version:

Dat a pl ane Status:

St at us:

HTTP Servi ce:
HTTPS Servi ce:
Mai | Servi ce:
FTP Servi ce:
Acti vat ed:
Mgnt | P addr:
Mgnt web port:
Peer | P addr:

pl ease wait...

SSM | DS10

1.0

0

1.0(8)1

CSC SSM 6. 6. XXXX. X

000b. fcf8.0159 to 000b. fcf8.0159

CSC SsSM

Down

CSC SSM scan services are not avail able

CSC SSM 6. 6. XXXX. X

Up

Up

Down

Down

Down
Down

No

<not

8443

<not enabl ed>

avai | abl e>

Open a command session.

host name# session 1

Openi ng command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X .

Log into Trend Micro InterScan for Cisco CSC SSM using “cisco” as the default login username and

password.

I ogin: cisco
Passwor d:

Change your password immediately. Do not use the same password that you use to access ASDM.

You are required to change your

password i medi ately (password aged)

Changi ng password for cisco
(current) UNI X password:

New passwor d:

Ret ype new passwor d:
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Reimaging the CSC SSM

This section describes how to reimage the CSC SSM, and includes the following topics:
e Confirming the Installation, page B-8
¢ Viewing or Modifying Network Settings, page B-9
¢ Viewing Date and Time Settings, page B-9
¢ Viewing Product Information, page B-9
¢ Viewing or Modifying Service Status, page B-10
e Using Password Management, page B-10
¢ Restoring Factory Default Settings, page B-12
¢ Troubleshooting Tools, page B-13
¢ Changing the Management Port Console Access Settings, page B-17
¢ Pinging an IP Address, page B-17
¢ Exiting the Setup Wizard, page B-18
To reimage the CSC SSM using the CLI Setup Wizard, perform the following steps:

Step1  Log in to the adaptive adaptive security appliance using the administrator username and password.

After you confirm your administrator CLI password, the Trend Micro InterScan for Cisco CSC SSM
Setup Wizard appears.

Trend Mcro InterScan for C sco CSC SSM Setup W zard
To set up the SSM the wi zard pronpts for the follow ng infornation:
1. Network settings
2. Date/tine settings verification
3. Inconming e-nail donmi n nane
4, Notification settings
5. Activation Codes
The Base License is required to activate the SSM
Press Control-C to abort the wizard.

Press Enter to continue...

Step2  Enter 1 to configure network settings.
The Network Settings prompts appear.

Net wor k Settings

Enter the SSMcard | P address:

Ent er subnet nask:

Enter host nane:

Ent er domai n name:

Enter prinmary DNS | P address:

Enter optional secondary DNS | P address:
Enter gateway |P address:

Do you use a proxy server? [y|n] n

Step3  Respond to the network settings prompts, using values from the installation checklist. When you are
finished with the last network settings prompt, your entries appear for visual verification. For example:

Net wor k Setti ngs

Cisco Content Security and Control SSM Administrator Guide
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Step 4

Step 5

Step 6

Step 7

I P 000. 000. 0. 00
Net mask 255. 255. 255. 0
Host name CSCSSM

Domai n nane exanpl e. com

Primary DNS 10. 2. 200. 2
Secondary DNS 10.2.203.1

Gat eway 000. 000.0.0
No Proxy

Are these settings correct? [y|n] vy

If the settings are correct, retypey to confirm. (If you choose n, the Network Settings prompts reappear;
repeat Step 2.)

After you confirm your network settings, the system responds with the following message:

Appl yi ng network settings...

(Optional) Confirm the network settings by pinging the gateway |P address. To skip pinging, choose n.

Do you want to confirmthe network settings using ping? [y|n] y
Enter an | P address to ping: 000.000.0.0
PI NG 000. 000.0.0 (192.168.7.1): 56 data bytes

64 bytes from 192.168.7.1: icnp_seq=0 ttl =255 tinme=0.2 ns
64 bytes from 192.168.7.1: icnp_seq=1 ttl =255 tinme=0.1 ns
64 bytes from 192.168.7.1: icnp_seq=2 ttl =255 tine=0.2 ns
64 bytes from 192.168.7.1: icnp_seq=3 ttl =255 tinme=0.1 ns
64 bytes from 192.168.7.1: icnp_seq=4 ttl =255 tine=0.1 ns

--- 192.168.7.1 ping statistics ---

5 packets transnmitted, 5 packets received, 0% packet |oss
round-trip mn/avg/max = 0.1/0.1/0.2 ns

Press Enter to continue...

The Date/Time Settings prompt appears.

Date/ Ti me Settings

SSM card date and tinme: 10/06/2005 18:14:14

The SSM card periodically synchronizes with the chassis.
Is the time correct? [y|n] vy

Enter y to set the date and time to synchronize with the chassis. Enter n to update the date and time, exit

the Setup Wizard, update the date and time or NTP settings on the ASA chassis, and reinstall the SSM.

The Incoming Domain Name prompt appears.

I ncom ng Domai n Name

Enter the domain nane that identifies incomng e-mail messages: (default:exanple.com
Domai n name of incoming e-mail: exanple.com
I's the incom ng domain correct? [y|n] y

Enter your highest level domain name for your organization and then y to continue.
The Administrator/Notification Settings prompts appear.

Admini strator/Notification Settings
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Admi ni strator e-mail address:
Notification e-mail server |P:
Notification e-mail server port: (default:25)

Step8  Enter the correct value for each setting.

A confirmation message appears, as shown in the following example:
Admi ni strator/ Notification Settings

Admi ni strator e-mail address: tester@xanple.com
Notification e-mail server |P: 10.2.202.28
Notification e-mail server port: 25

Are the notification settings correct? [y|n] y

Step9  Enter y to continue.

The Activation prompts appear.

Activation

You must activate your Base License, which enables you to update
your virus pattern file. You may al so activate your Plus License.

Activation Code exanple: BV-43CZ-8TYY9- DAVNM 82We9- L7722- WPX41
Enter your Base License Activation Code: PX- ABTD L58LB- XYZ9K- JYEUY- HSAEE- LK44N
Base License activation is successful.

(Press Enter to skip activating your Plus License.)
Enter your Plus License Activation Code: PX-6WED- PSUNB- 9XBA8- FKW5L- XXSHZ- 2GOMN
Pl us License activation is successful.

The Activation Status appears.

Activation Status

Your Base License is activated.
Your Plus License is activated.

St oppi ng services: K
Starting services: K

The Setup Wzard is finished.

Pl ease use your Wb browser to connect to the nanagenent consol e at:
https://192. 168. 7. 20: 8443

Press Enter to exit...

Renot e card cl osed conmand session. Press any key to continue.
Command session with slot 1 term nated.
host name#
The services starting message informs you that installation is complete.
Step10  Use your browser to log on to the CSC SSM console by entering the URL in the following format:
https://<SSM | P addr ess>: 8443/

Cisco Content Security and Control SSM Administrator Guide
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Confirming the Installation

When the reimaging is complete, perform the following steps:

Step1  To view information about the CSC SSM and the services you configured during installation, enter the
following command:

host nane# show nodule 1 details
Getting details fromthe Service Mdule, please wait...

SSM | DS/ 20- K9
Model :  SSM | DS20

Har dwar e ver si on: 1.0
Serial Number: 0
Fi rmnvar e version: 1.0(8)1

Sof t war e version: CSC SSM 6. 2. XXXX. X
MAC Address Range: 000b.fcf8.0134 to 000b.fcf8.0134

App. nane: CSC SSM proxy services are not avail abl e
App. version:

App. name: CSC SsSM

App. version: 6. 6. XXXX. X
Data plane Status: Up

St at us: Up

HTTP Servi ce: Up

HTTPS Servi ce: Up

Mai | Service: Up

FTP Servi ce: Up

Acti vat ed: Yes

Mgnt | P addr: 192.168.7. 20
Mgnt web port: 8443

Peer | P addr: <not enabl ed>
host name#

Step2  To start acommand session, enter the following command:

host nane# session 1
Openi ng command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X .

Step3  Log in using the default login name “cisco” and the password that you configured on the
Administrator/Notification Settings window during installation.

I ogin: cisco
Passwor d:
Last login: Mon Oct 10 13:24:07 from127.0.1.1

The Trend Micro InterScan for Cisco CSC SSM Setup Main Menu appears.

Trend Mcro InterScan for Csco CSC SSM Setup Main Menu

1. Network Settings

2. Date/Tine Settings
3. Product Information
4. Service Status

5. Password Managenent
6. Restore Factory Default Settings

7. Troubl eshooting Tool s

8. Reset Managenent Port Access Control List
9. Ping

10. Exit...

Cisco Content Security and Control SSM Administrator Guide
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Enter a number from[1-10]:

Viewing or Modifying Network Settings

To view or modify network settings, enter 1.

The Network Settings prompts appear.
Net wor k Setti ngs

P 192.168.7. 20

Net mask 255.255.255. 0

Host nanme CSCSSM

Domai n namne test er @xanpl e. com

MAC addr ess 00: 0B: FC: F8: 01: 34

Primary DNS 10. 2. 200. 2
Secondary DNS 10.2.203.1

Gat eway 192.168.7.1
No Proxy

Do you want to nodify the network settings? [y|n] n

Viewing Date and Time Settings

To view the date and time settings, enter 2.

The Date/Time Settings prompts appear:
Dat e/ Ti ne Settings

SSM card date and time: 10/10/2005 13:27:09 PDT
Press Enter to continue...

~

Note  You cannot change these settings—this information is for reference only.

Viewing Product Information

To view the product version and build numbers, enter 3.

The Product Information prompts appear:

Product Information

Trend Mcro InterScan for Cisco CSC SSM 6. 2. XXXX. X

Press Enter to continue...

Cisco Content Security and Control SSM Administrator Guide
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~

Note  You cannot change these settings—this information is for reference only.

Viewing or Modifying Service Status

To view or modify service status, perform the following steps:

Step 1 Enter 4.
The Service Status prompts appear.

Service Status

The
The
The
The
The
The
The
The
The
The
The
The

CsC
CsC
CsC
CsC
CsC
CsC
CsC
CsC
CsC
CsC
CsC
CsC

SSM RegServer service is running
SSM HTTP service is running

SSM HTTPS service is running

SSM FTP service is running

SSM Noti fication service is running
SSM Mai | service is running

SSM GUI service is running

SSM SysMboni tor service is running
SSM Fai |l overd service is running
SSM LogServer service is running
SSM Sysl ogAdapt or service is running
SSM Sysl 0og-ng service is running

Do you want to restart all services? [y|n] n

Step2  Enter y to restart scanning services. Enter n if everything is running smoothly.

Note If youaretryingto troubleshoot a problem, restarting may return the SSM to the correct operating status.
For more information about the effects of restarting services, see the “ Restart Scanning Service” section
on page 8-13.

Using Password Management

This section describes how to manage passwords, and includes the following topics:

Changing the Current Password, page B-11
Modifying the Password-Reset Policy, page B-11

To use Password Management, enter 5.

The following prompt appears:

Enter a nunber from[1-10]: 5

Password Managenent
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1. Change Password
2. Modify Password-reset Policy
3. Return to Main Menu

Enter a nunber from[1-3]: 1

Changing the Current Password

To change the password, perform the following steps:

Step1  Access the Change Password command, as shown in the previous procedure.
The following screen appears.

Change Password

This option allows you to change the password for the CSC SSM t hat
you are currently using.
Step2  Typey and press Enter.

Do you want to continue? [y|n] y

Step3  Type the old password and press Enter.

The password will be hidden while you type.
Press Enter to return to |ast menu.
Enter old password:

~

Note  Password charactersinclude: ~! @ #$%~& * () _+ -={}|[]\:"; <>?,./.Theplus
sign is not avalid character if you change the password through the CSC SSM console. This
symbol only works through the CLI.

Step4  Typethe new password and press Enter. Then retype the new password and press Enter to confirm it.

Enter new password (m ni mum of 5, maxi mum of 32 characters)
Ent er new password:

Re-enter new password:

Pl ease wait. ..

The password has been changed.

Modifying the Password-Reset Policy

You can modify the password-reset policy to “Allowed” or “Denied.”

¢ “Allowed” means you can reset the CSC SSM password through the ASDM without verifying the
old password. Under this setting, you can reset the password, even if the current password has been
lost.

e “Denied” means you cannot reset the CSC SSM password through the ASDM without reimaging
and reactivating the CSC SSM. However, you can still change the password to the CSC SSM if you
know the current password.

Cisco Content Security and Control SSM Administrator Guide
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Step 1

Step 2

A

Caution  Setting the password-reset policy to “Allowed” compromises the security of the application.

To modify the password-reset policy, perform the following steps:

From the Password Management menu, enter 2. For access details, see the “Using Password
Management” section on page B-10.

The following screen appears.

Modi fy Password-reset Policy

Current CSC SSM password-reset policy: Allowed

“All oned” allows the Adaptive Security Device Manager (ASDM
to reset the CSC SSM password w t hout verifying the old password.

“Deni ed” does not allow the ASDMto reset the CSC SSM password
wi t hout re-imaging and re-activating the CSC SSM

Typey and press Enter to change the password-reset policy, as shown in the following example:

Do you want to nodify the CSC SSM password-reset policy now? [y|n] y

The following confirmation appears:

Updat ed CSC SSM password-reset policy: Denied

Restoring Factory Default Settings

A

To restore factory default configuration settings, enter 6.

The Restore Factory Default Settings prompt appears.
Restore Factory Default Settings

Are you sure you want to restore the factory default settings? [y|n] n

Caution

If you enter y, all your configuration settings are returned to the preinstallation default settings. For a
description of the default settings, see the “ Default Mail Scanning Settings” section on page 3-1 and the
“Default Web and FTP Scanning Settings” section on page 4-1. Additional configuration changes you
have made since installation, such as registration or activation, licensing, enabling spyware or grayware
detection, file blocking, file blocking exceptions, and other settings are lost.

Although this option is available from the CLI, a better alternative for restoring configuration settingsis
available from the CSC SSM console. Choose Administration > Configuration Backup to view the
Configuration Backup window, which allowsyou to export your configuration settingsto aconfiguration
file that you can import at alater time.
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~

Note  Choose the Restore Factory Default Settings option only if you must reinstall the CSC SSM.

Troubleshooting Tools

This section describes the troubleshooting tools, and includes the following topics:
¢ Enabling Root Account, page B-13
¢ Showing System Information, page B-14
e Collecting Logs, page B-16
¢ Enabling Packet Tracing, page B-16
¢ Modifying Upload Settings, page B-16

Enter 7 to display a menu of troubleshooting tools. These tools are available to help you or Cisco TAC
obtain information to troubleshoot a problem.

Tr oubl eshooti ng Tool s

Enabl e Root Account

Show System I nformation

Gat her Logs

Gat her Packet Trace

Modi fy Upl oad Settings

Modi fy Managenent Port Consol e Access Settings
Return to Main Menu

Nogoh~whE

Enter a nunber from[1-7]:

Enabling Root Account

To enable root account access, perform the following steps:

Step 1 Enter 1.

The following warning appears:

khkkkkhkkkhkkhkkhkhkkhhkhhkhkkhkhkkhkkkkkx \MRNING khkkhkkhkhkhkhkhkhkhkhkhkhkhhkhhhkkhhkx
UNAUTHORI ZED ACCESS TO THI S NETWORK DEVI CE |'S PRCHI BI TED.
This account is intended to be used for support and
troubl eshooti ng purposes only. Unauthorized nodifications
are not supported and will require this device to be

re-i maged to guarantee proper operation.

Khkkhkhkhkhkhkhhkhhkhhkhhkhhkhhkhhkhkhhhhkhhkhkhhkhhkhhkhhkhhkhkhkhhkhkhkhkhkhkkk k%

Do you want to accept the warning and enable the root account? [y|n] y

Step2  Enter y to enable the root account.

This warning only appears the first time you enable the root account. After the root account is enabled,
you cannot disableit.

Cisco Content Security and Control SSM Administrator Guide
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A

Caution

This option is not intended for use by system administrators; it is provided for use by Cisco service
personnel only. Do not choose this option unless directed to do so by Cisco TAC.

Showing System Information

This section describes how to show system information, and includes the following topics:
¢ Showing System Information on Screen, page B-14
¢ Uploading System Information, page B-15

To view system information directly on the screen, enter 2. Alternatively, you can save the datato afile
and transfer the information using FTP or TFTP. The Troubleshooting Tools - Show System Information
menu appears.

Tr oubl eshooting Tools - Show System | nformation

1. Show System | nformati on on Screen
2. Upl oad System I nformation
3. Return to Troubl eshooting Tools Menu

Showing System Information on Screen

Step 1

To show system information on screen, perform the following steps:

Enter 1 from the Troubleshooting Tools - Show System Information menu. System information is
available from various locations on the ASDM and CSC SSM interfaces; however, this CLI makes the
information available in one place, as shown in the following example:

e g
Mon Jul 24 18:38:01 PST 2007 (-8)

Systemis: Up

# Product |nformation

Trend Mcro InterScan for C sco CSC SSM
Ver si on: 6.02. XXXX. X

SSM Mbdel : SSM 10

# Scan Engine and Pattern Information

Virus Scan Engine: 8.500.1002 (Updated: 2007-07-24 14:10:07)

Virus Pattern: 4.613.00 (Updated: 2007-07-23 14:10: 39)

Grayware Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)

Phi shTrap Pattern: 392 (Updated: 2007-07-23 14:13:28)

Anti Spam Engi ne: 15320 (Updated: 2007-07-24 14:11:04)

Anti Spam Rul e: 3.8.1029 (Updated: 2007-07-24 14:12:53)

IntelliTrap Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)

Intelli Trap Exception Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)

# License Information

Product: Base License

Ver si on: Standard

Activation Code: BX- 9YWQ 3685S- X39PZ- HO6NW MAJR7- CV\BXR
Seat s: 000250

Status: Expired within grace period

Expiration date: 12/ 31/ 2007

Product: Pl us License
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Version: Standard

Activation Code: PX- P67G WCI6G MBXJIS- 2U77W NMB7Y- EZVKJ
Status: Expired within grace period

Expiration date: 12/ 31/ 2007

Daily Node Count: O
Current Node Count: O

# Kernel |nformation
Li nux csc 2.4.26-cscssm #2 SMP Mon Mar 19 11:53:05 PST 2007 (1.0.6) i686
unknn

ASDP Driver 1.0(0) is UP:
Total Connection Records: 169600
Connection Records in Use: 0O
Free Connection Records: 169600

The information continues to scroll.
Step2  Enter g to quit.

Uploading System Information

To upload system information, perform the following steps:

Step 1 From the Troubleshooting Tools - Show System Information menu, enter 2.
The following prompts appear:

Gat hering System Information...

Creating tenporary file CSCSSM SYSI NFO- 20060109- 184511. t xt
Upl oadi ng tenporary file CSCSSM SYSI NFO- 20060109- 184511. t xt
Upl oading file...

Del eting tenporary file CSCSSM SYSI NFO 20060109- 184511. t xt
Press Enter to continue...

Step2  Respond to these prompts to upload the system information. The system information is sent using the
upload settings created by entering 5, M odify Upload Settings. For more information, see the
“Modifying Upload Settings” section on page B-16.

If you did not configure the upload settings, the following prompts precede those appearing in the
previous step:

Choose a protocol [1=FTP 2=TFTP]: 1

Enter FTP server |P: 10.2.15.235

Enter FTP server port: (default:21)

Enter FTP user nane: ftp

The password will be hidden while you type.
Enter FTP password:

Retype FTP server password:

Savi ng Upl oad Settings: OK

Step3  When you are finished, enter 3 from the Show System Information menu.

Cisco Content Security and Control SSM Administrator Guide
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Collecting Logs

To collect all 1ogs, perform the following steps:

Step1  Tocollect all logs onthe CSC SSM, enter 3. Upload them via FTP or TFTP to your server, so that Cisco
TAC can then obtain them through a pre-arranged method. The logs are sent using the upload settings
created by entering 5, Modify Upload Settings. For more information, see the “Modifying Upload
Settings” section on page B-16.

Tr oubl eshooting Tools - Gather Logs

Gat her logs now? [y|n] ¥y

Gat hering | ogs...

Creating tenporary file CSCSSM LOG 20060109- 184525.tar. gz
Upl oadi ng tenporary file CSCSSM LOG 20060109- 184525. tar. gz
Upl oading file...

Del eting tenmporary file CSCSSM LOG 20060109-184525.tar. gz

Step2  Enter y to gather logs.

A
Note  Logs are automatically named using the following convention:
CSCSSM-L OG-<date-time>.tar.gz.

Enabling Packet Tracing

If you attempt to use the packet tracing command in CSC SSM, the following message appears:

“This function is now obsol ete. Please use the ‘capture’ conmand in the ASA CLI for the
‘asa_datapl ane’ interface.”

To enable packet tracing between the CSC SSM and adaptive security appliance, use the packet capture
command shown in the “ Performing a Packet Capture” procedure on page 8-7.

Modifying Upload Settings

To modify upload settings, perform the following steps:

Step1  To set the uploading method to either FTP or TFTPR, enter 5.

~

Note  Your FTP or TFTP server must be set up to enable uploading.

When you enter 5, the following prompts appear:
Tr oubl eshooting Tools - Upload Settings

Choose a protocol [1=FTP 2=TFTP]: (default:1) 2
Enter TFTP server |P: (default:10.2.42.134)
Enter TFTP server port: (default:69)

Savi ng Upl oad Settings: OK

Cisco Content Security and Control SSM Administrator Guide
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Press Enter to continue...

Step2  Respond to the prompts to configure the upload settings. The settings are saved for future use.
Step3  When you are finished, enter 7, Return to Main Menu.

Changing the Management Port Console Access Settings

If the ASDM is unable to communicate with the CSC SSM, try resetting port access by performing the
following steps:

Step1  To reset the management port access control, enter 6.
When you enter 6, the following appears:

Tr oubl eshooting Tools - Managenment Port Consol e Access Settings

Current Tel net Access: Disabled

Current SSH Access: Disabled

Modi fy Tel net Setting [1=Enable 2=Di sable]: (default:2) 1
Modi fy SSH Setting [ 1l=Enabl e 2=Di sable]: (default:2) 1
Savi ng Management Port Consol e Access Settings: K

Press Enter to continue ...

Step2  Respond to the prompts to configure the port access. The settings are saved for future use.
Step3  When you are finished, enter 7, Return to Main Menu.

Resetting the Management Port Access Control

To reset the management port access control, enter 8 from the main menu.
The following appears:

Resetting managenent port access control list: K
Press Enter to continue ...

If the ASDM is unable to communicate with the CSC SSM, try resetting port access via this option.

Pinging an IP Address

To ping an IP address, perform the following steps:

Step1  Enter 9. The ping option is available for diagnostic purposes.
The following appears:

Enter an | P address to ping:

Step2  Enter an |P address.
The system responds as follows:

Cisco Content Security and Control SSM Administrator Guide
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PING 192.168.7.1 (192.168.7.1): 56 data bytes

64 bytes from 192.168.7.1: icnp_seq=0 ttl =255 tinme=0.1 ns
64 bytes from 192.168.7.1: icnp_seqg=1 ttl =255 tinme=0.1 ns
64 bytes from 192.168.7.1: icnp_seq=2 ttl =255 tinme=0.1 ns
64 bytes from 192.168.7.1: icnp_seq=3 ttl =255 tinme=0.2 ns
64 bytes from 192.168.7.1: icnp_seq=4 ttl =255 tinme=0.1 s

--- 192.168.7.1 ping statistics ---

5 packets transnmitted, 5 packets received, 0% packet |oss
round-trip min/avg/max = 0.1/0.1/0.2 ns

Press Enter to continue...

Exiting the Setup Wizard

Step 1

Step 2

To exit the Setup Wizard, perform the following steps:

To exit the Setup Wizard, enter 10.
The Exit Options menu appears.
Exit Options

1. Logout
2. Reboot
3. Return to Main Menu

Enter a number from[1-3]: 1

Renmot e card cl osed conmand session. Press any key to continue.
Command session with slot 1 term nated.

host name#

From the Exit Options menu, choose 1 to log out, 2 to reboot the system, or 3 to return to the Setup menu.

Resetting the Configuration via the CLI

This section describes some alternatives that are available for users who want to use the CL1 instead of
the CSC SSM console. Not all features have an available alternative.

After you have installed Trend Micro InterScan for Cisco CSC SSM, if you have used TFTP to reimage
the SSM, the following prompt may appear for the first time when you access the CLI:

Trend Mcro InterScan for C sco CSC SSM Setup W zard

To set up the SSM the wi zard pronpts for the follow ng infornation:
Net wor k settings

Date/tine settings verification

I ncom ng e-mail domain nane

Notification settings

. Activation Codes

The Base License is required to activate the SSM

Press Control-C to abort the w zard.

arwdE
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Press Enter to continue...

Enter y to restore the SSM configuration settings to the state they were in the last time you saved the
configuration. Thisis a CLI alternative to the functionality available on the Administration >
Configuration Backup window on the CSC SSM console.

Improving CSC SSM Performance

Note

Step 1

This section provides information about how to improve CSC SSM performance, and includes the
following topics:

¢ Using the CSC SSM with a Management Network, page B-20
e Example 1: CSC Scanning from All Interfaces, page B-21
e Example 2: CSC Scanning on Specific Ports, page B-21

When usersinitially connect to the Internet through the CSC SSM, the CSC SSM contacts the Trend
Micro web server using an HTTP request to determine the URL category for URL filtering and blocking.
The CSC SSM scans this HTTP request again, which results in two HTTP connections for one initial
reguest.

This additional scan is unnecessary. HT TP performance may improve when you prevent CSC SSM
packets from being scanned unnecessarily.

Depending on your topology and configuration, you may be able to improve HT TP performance through
the CSC SSM by configuring the adaptive security appliance to skip the scanning of management traffic.

To improve HTTP performance, perform the following steps:

Collect the following information:

a. Determine the management | P address by executing the show module 1 details command on the
adaptive security appliance or from the CSC SSM Home pane in ASDM.

host name# show nodul e 1 details

Getting details fromthe Service Mdule, please wait...
ASA 5500 Series Security Services Mdul e-10

Model :  ASA- SSM 10

Har dware version: 1.0

Serial Number: JAB093102KY

Fi rmnvare version: 1.0(10)0

Sof tware version: CSC SSM 6. 2. xXXX. X

MAC Address Range: 0013.c¢480.b183 to 0013.c480. b183
App. name: CSC SSM

App. Status: Up

App. Status Desc: CSC SSM scan services are avail able
App. version: 6.2.XXXX. X

Dat a pl ane Status: Up

Status: Up

HTTP Service: Up

HTTPS Service: Up

Mai | Service: Up

FTP Service: Up

Activated: Yes

Mgnt | P addr: 10.132.84.251

Mgnmt web port: 8443

Peer | P addr: <not enabl ed>
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host name#
b. Determine which adaptive security appliance interface the SSM management port is connected to in
the network.
Step2  Configure service policies.

¢ To exclude SSM management traffic for scanning, you must use access list-based class mapsin
service policies. For more information, see the Cisco ASA 5500 Series Configuration Guide using
the CLI, at the following URL:

http://www.cisco.com/en/US/products/ps6120/products installation_and_configuration_guides lis
t.html

¢ Do not configure a class map matched with a port.

S

Note If a NAT device exists between the SSM management port and the adaptive security appliance
interface, be sure you use the applicable NAT device address.

Using the CSC SSM with a Management Network

Figure B-1 shows an example of a CSC SSM deployment with a management network. The SSM IP
address is 192.168.50.38, and management traffic goes through the DMZ or management interface
before reaching the Trend Micro web server on the Internet.

Figure B-1 CSC SSM Deployment with a Management Network
Security ~
Appliance
inside T Trend Micro
192.168.100.1 Update Server
. y— /|
Main System | outside =1
— DMZ or management port 10.6.13.67 !
E]l— 192.168.50.1
H’ ____________
—
y A
ASDM
CSC SSM
y /|
= |
| 192.168.50.38 | SSM
— management
Syslog port
Server
A
EII_ i
=
SMTP Server -
Notifications
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Example 1: CSC Scanning from All Interfaces

Step 1

Step 2

To perform CSC scanning from all interfaces, perform the following steps:

Create an access list that matches all traffic, except traffic for the SSM management | P address, using
the following commands:

access-list csc-scan line 1 extended deny tcp host 192.168.50.38 any
access-list csc-scan line 2 extended permt tcp any any

~

Note  You may have different entries instead of “any any.”

Create the class map, global-class, with the access list that was created in Step 1, and apply this class
map to a global policy for CSC scanning, using the following commands:

cl ass-map gl obal -cl ass
mat ch access-1ist csc-scan
pol i cy-map gl obal - policy
cl ass gl obal -cl ass
csc fail-open
servi ce-policy global-policy globa

Example 2: CSC Scanning on Specific Ports

Step 1

Step 2

To perform CSC scanning on specific ports for SMTP, POP3, HTTP, and FTP traffic from a specific
interface (for example, DMZ) and to exclude the SSM management | P address, perform the following

steps:

Create an access list, using the following commands:

access-list csc-scan line 1 extended deny tcp host 192.168.50.38 any
access-list csc-scan line 2 extended permit tcp any any eq smtp
access-list csc-scan line 3 extended permit tcp any any eq pop3
access-list csc-scan line 4 extended permt tcp any any eq http
access-list csc-scan line 5 extended pernmit tcp any any eq ftp

Create the class map, dmz-class, with the access list that was created in Step 1, and apply this class-map
to an interface (DM Z) for CSC scanning, using the following commands:

cl ass-map dne-cl ass
mat ch access-1ist csc-scan
pol i cy-map dne-policy
cl ass dne-cl ass
csc fail-open
service-policy dne-policy interface dne

[ oL-18970-01
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~
Note  Your configuration may have an access list with different sources and destinations than the examples

shown in this document. If the access list has deny ACE for the SSM management |P address, the
configuration will still work.

If you have both global and interface-specific service policies, you must add an access list to exempt the
SSM management port | P address from scanning. For any service policy or class map, if the
configuration includes URL categorization (HTTP) traffic, you must add an access list with deny ACE
that exempts the SSM P address from scanning.

If the class-map on the SSM-connected interface uses port-matching criteria by means of the match
command, you must convert these criteria into access list-based matching criteriato ensure that SSM
management traffic is not scanned.

Cisco Content Security and Control SSM Administrator Guide
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Using CSC SSM with Trend Micro Control
Manager

This appendix describes how to manage Trend Micro InterScan for CSC SSM from Trend Micro Control
Manager (TMCM), and includes the following sections:

¢ About Control Manager, page C-1

¢ Register to Control Manager, page C-2
e Control Manager Interface, page C-2

¢ Ad Hoc Queries, page C-8

About Control Manager

You should have already installed the Control Manager agent and registered CSC SSM with Control
Manager using the CSC SSM Administration > Register to TMCM window. Control Manager isacentral
management console that runs on its own server, separate from the CSC SSM. It allows you to do the
following:

¢ Manage multiple Trend Micro products and services from a single console.
¢ Monitor and report on activities such as infections, security violations, or virus entry points.

In the Control Manager, the CSC SSM is a managed product that appears as an icon in the Control
Manager management console Product Directory. You can configure and manage the CSC SSM and
other products individually or by group through the Product Directory.

With Control Manager, you can download and deploy updated components throughout the network, to
ensure that protection is consistent and up-to-date. Examples of updated components include virus
pattern files, scan engines, and anti-spam rules. Control Manager allows both manual and scheduled
updates.

Control Manager provides the following:
¢ Enterprise-wide coordination
¢ Proactive Outbreak Management
¢ Vulnerability Assessment (optional component)
¢ QOutbreak Prevention Services (optional component)
¢ Damage Cleanup Services (optional component)
¢ Multitiered management structure

[ oL-18970-01
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¢ Flexible and scalable configuration of installed products

¢ Ad hoc queries and reports

Register to Control Manager

Choose Administration > Register to configure the communication between the TMCM Agent and the
Trend Micro Control Manager server.

¢ Connection Settings—Specify the entity name (instance of InterScan on the particular machine).
The entity name appears in the Control Manager product tree, helping you to identify the product.

e Control Manager Server Settings—Specify the Server FQDN or the | P address of the Control
Manager server. The port is used for MCP agent communication with the Control Manager. If the
Control Manager security is set to medium (HTTPS and HTTP communication is allowed between
the Control Manager and the MCP agent of managed products), select Connect using HTTPS. The
web server authentication username and password are used by the Internet Information Services
(I1S) server for authentication.

¢ Port Forwarding—Specify the PIX NAT port forwarding configuration for InterScan. The | P address
isfilled in with the PIX WAN IP. The port is filled with the PIX specified listening port.

Control Manager Interface

This section describes the Control Manager interface, and includes the following topics:
¢ Using the Management Console, page C-3
¢ Opening the Control Manager Console, page C-4
¢ Downloading and Deploying New Components, page C-5

Trend Micro Control Manager uses a management console to administer managed products. When you
log in to Control Manager, the Home window appears, as shown in Figure C-1.
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Figure C-1 The Control Manager Management Console Home Window.
$>/—I‘-'
‘ TREND MICRO Control Manager™ Log orf MY TREND
Home Products Services Logs f Reports Updates Administration Help Logged on as: luanne
-
Home 4:, Refresh Help —
a Maintenance of [Contral Manager] is activated, Wiew renewal instructions
Display summary for [Last Week - ﬂl
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Antivirus Summary Spyware fGrayware Summary
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Deletad 20 Further sction required o
Quarantined o
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Unsuccessful a
Other o
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Attachrments stripped a URL blocking io0 Dropped o
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Cthar 20 Client Policy o
Other o
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Service Violations IR a
o
©0
Component Status g
=t
Component Last Updated Outdated Current Total ;I o

Using the Management Console

The management console consists of the following elements:

¢ The main menu bar contains Home, Products, Services, Logs/Reports, Updates, Administration, and
Help, which you use to administer Control Manager and managed products.

The Help menu provides links to the Control Manager Online Help (Content and Index), Trend
Micro Knowledge Base, Trend Micro Security Information, Sales, Support, and the About screen
for Control Manager.

¢ When you choose the Products or Services menu item, the navigation menu in the left-hand pane
refreshes to display the available options.
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¢ In addition to the navigation menu items, choose Products from the main menu to access the
following tabs for working with managed products: Advanced Search, Configuration, Tasks, Logs,
and Directory Management.

Opening the Control Manager Console

This section describes how to access the Control Manager console, and includes the following topics:
e Accessing the HTTPS Management Console, page C-4
e About the Product Directory, page C-5

You can access the Control Manager console locally from the Control Manager server, and/or remotely
through a web browser from any connected computer.

To open the Control Manager console from a remote computer, follow these steps:

Step1  To open the Log-on screen, in the browser address field, enter the following:
http://{hosthame}/WebApp/login.aspx (for Control Manager 5.0)

where hostname is the FQDN for the Control Manager server, |P address, or server name. The Control
Manager Log-on screen appears.

Step2  Enter a Control Manager username and password and click Enter.

Step3  When the Control Manager console appears, click Productsin the top menu bar and locate the entry for
the CSC SSM.

Theinitial screen shows the status summary for the entire Control Manager system, which is the same
as the status summary generated from the Product Directory. User privileges determine the Control
Manager functions you can access.

Accessing the HTTPS Management Console

You can encrypt the configuration data as it passes from the web-based consol e to the Control Manager
server. You must first assign web accessto Control Manager and then alter the management console URL
to use HTTPS through port 443. For details about how to set up HTTPS access, see the Trend Micro
Control Manager 5.0 Administrator’s Guide, available at the following URL:

http://www.trendmicro.com/download/product.asp?productid=7

To open the Control Manager console using HTTPS, perform the following steps:

Step1  Enter the URL for encrypted communication (HTTPS) in one of the following formats:
¢ https://{hostname}: 443/ControlManager (for Control Manager 3.5)
e https://{hostname}:443/WebApp/login.aspx (for Control Manager 5.0)

Where hostname is the FQDN for the Control Manager server, |P address, or server nhame. The port
number allotted to an HTTPS session is 443.

Step2 PressEnter.
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Note  When you access a secure Control Manager site, it automatically sends you its certificate, and Internet
Explorer displays alock icon on the status bar.

About the Product Directory
For administering managed products, the Product Directory is alogical grouping of managed products
in the Control Manager console that allows you to perform the following:
¢ Configure products.

¢ View product information, as well as details about the operating environment (for example, product
version, pattern file and scan engine versions, and operating system information).

¢ View product-level logs.
¢ Deploy updates to the virus pattern, scan engine, anti-spam rule, and programs.

Newly registered managed products usually appear in the Control Manager “New Entity” folder,
depending on the user account specified during the agent installation. The Control Manager determines
the default folder for the managed product by the privileges of the user account specified during the
product installation.

You can use the Control Manager Product Directory to administer the CSC SSM after it has been
registered with the Control Manager server.

Note  Your ability to view and access the folders in the Control Manager Product Directory depends on the
account type and folder access rights assigned to your Control Manager log-in credentials. If you cannot
seethe CSC SSM in the Control Manager Product Directory, contact the Control Manager administrator.

Downloading and Deploying New Components

This section describes downloading and deploying new components, and includes the following topics:
¢ Deploying New Components from the Control Manager Product Directory, page C-6
¢ Viewing Managed Products Status Summaries, page C-6
e Configuring CSC SSM Products, page C-7
¢ Issuing Tasks to the CSC SSM, page C-7
¢ Querying and Viewing Managed CSC SSM Product L ogs, page C-8

The Update Manager is a collection of functions that help you update the antivirus and content security
components on your Control Manager network. Trend Micro recommends that you update the antivirus
and content security components to remain protected from the latest virus and malware threats. By
default, the Control Manager enables virus pattern, damage cleanup template, and vulnerability
assessment pattern downloads, even if there is no managed product registered on the Control Manager
server.

The components to update follow, listed according to the frequency of recommended updates:

o Pattern files and cleanup templates refer to virus pattern files, damage cleanup templ ates,
vulnerability assessment patterns, network outbreak rules, and network virus pattern files.

e Anti-spam rules refer to import and rule files used for spam prevention and content filtering.

Cisco Content Security and Control SSM Administrator Guide
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Note

Control Manager Interface

¢ Engines refer to the virus scan engine, damage cleanup engine, and ViruswWall engine for Linux.

¢ Product program refers to product-specific components (for example, Product Upgrades).

Only registered usersare eligible for component updates. For more information, see the“ Registering and

Activating Your Software > Understanding product activation” online help topic,

Deploying New Components from the Control Manager Product Directory

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Manual deployments allow you to update the virus patterns, spam rules, and scan engines of the CSC
SSM on demand, which is particularly useful during virus outbreaks. Download new components before
deploying updates to a specific group or groups of managed products.

To manually deploy new components using the Product Directory, perform the following steps:

From the Control Manager console, click Products on the main menu. The Product Directory screen
appears.

Select amanaged CSC SSM or directory from the Product Directory. The managed product or directory
highlights.

Mouse over Tasks from the Product Directory menu. A drop-down menu appears.
Choose Deploy <component> from the drop-down menu.

Click Next.

Click Deploy Now to start the manual deployment of new components.

Monitor the progress via Command Tracking.

Click the Command Details link in the Command Tracking screen to view details for the Deploy Now
task.

Viewing Managed Products Status Summaries

Step 1
Step 2

The Product Status screen displays the Antivirus, Content Security, and Web Security summariesfor all
managed products present in the Product Directory tree.

You can view the managed products status summary from the Home screen or the Product Directory.
To access managed products through the Home screen, open the Control Manager management console.

The Status Summary tab of the Home screen shows a summary of the entire Control Manager system.
This summary isidentical to the summary provided in the Product Status tab in the Product Directory
Root folder.

To access managed products through the Product Directory, perform the following steps:

From the Control Manager console, click Products on the main menu.
On the left-hand navigation pane, click the desired folder or managed product name.

e |f you select a managed product name, and then click Status, System information displays for the
managed product summary.
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Control Manager Interface

e |f you click the Root folder, New Entity, or another user-defined folder, and then click Status,
summaries appear for Antivirus, Spyware/Grayware, Content Security, Web Security, and Network
Virus summaries.

Configuring CSC SSM Products

Step 1
Step 2

Step 3
Step 4

Step 5

You can configure the CSC SSM from the Control Manager through folder division. Add managed
products that should have the same configuration to the Temp folder to prevent the settings of other
managed products from being overwritten.

The Configuration tab shows either the web console or a Control Manager-generated console.
To configure a product, perform the following steps:

From the Control Manager console, click Products on the main menu.

Select the managed CSC SSM from the product tree. The product status appears in the right-hand area
of the screen.

Mouse over Configure from the product tree menu. A drop-down menu appears.

Choose Configure <CSC SSM name>. The managed product’s Web-based console or Control
Manager-generated consol e appears.

Log in and configure the managed CSC SSM from the web console.

Issuing Tasks to the CSC SSM

Note

Step 1
Step 2

Use the Tasks tab to make certain tasks available for a group or specific managed product. Depending
on the managed product, all or some of the following tasks are available:

¢ Deploy engines.

¢ Deploy pattern files or cleanup templates.
¢ Deploy program files.

¢ Enable or disable Real-time Scan.

e Start Scan Now.

You can deploy the latest spam rules, patterns, or scan engine to managed products with outdated
components.

The Control Manager server has already been updated with the latest components from the Trend Micro
ActiveUpdate server.

You can perform amanual download to ensure that current components are already present in the Control
Manager server.

To issue tasks to managed products, follow these steps:

From the Control Manager console, go to the Product Directory.
On the left-hand menu, choose the desired managed product or folder.
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Step 3
Step 4
Step 5
Step 6
Step 7

Click the Tasks tab.

Choose the task from the Select task list.

Click Next.

Monitor the progress through Command Tracking.

To view command information, click the Command Details link in the response screen.

Querying and Viewing Managed CSC SSM Product Logs

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Use the Configure tab to query and view logs for a group or specific managed CSC SSM using the CSC
SSM console.

To query and view managed CSC SSM logs, follow these steps:

From the Control Manager console, click Products to show the Product Directory.
On the left-hand menu, choose the desired managed CSC SSM or folder.

Click the Configure tab.

Login to the CSC SSM console.

Choose L ogs > Query.

Select the log type form the drop-down menu.

Select the appropriate protocol and time filter.

Select the number of logs to display per page.

Click Display L og.

To filter information to be more specific, you can use an ad hoc query. For more information, see the
“Creating a New Ad Hoc Query” section on page C-10.

For additional information and instructions about using Trend Micro Control Manager, see the online
help or PDF file documentation available at the following URL:

http://www.trendmicro.com/downl oad/product.asp?productid=7

Ad Hoc Queries

Trend Micro Control Manager 5.0 supports collecting the data an administrator needs from the Control
Manager and managed CSC SSM logs. The Control Manager supports the display of data through the
use of ad hoc queries. Ad hoc queries provide administrators with a quick method of extracting
information directly from the Control Manager database. The database contains information collected
from all CSC SSMs registered to the Control Manager server. (Log aggregation can affect the data
available to query.) Using ad hoc queries to extract data directly from the database provides a very
powerful tool for administrators.
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When querying data, administrators can filter the query criteria so only the data they need returns.
Administrators can then export the datato CSV or XML format for further analysis, or save the query
for future use. Control Manager also supports the sharing of saved queries, so other users can benefit
from useful queries.

An ad hoc query isadirect request to the Control Manager database for information. The query uses data
views to narrow the request and improve performance for the information. After specifying the data
view, users can further narrow their search by specifying filtering criteria for the request.

When performing an ad hoc query, the user first specifies that the Control Manager server, where the
user is currently logged on, should query a CSC SSM that the Control Manager manages.

For more information, see the Trend Micro Control Manager 5.0 Administrator’s Guide available at the
following URL:

http://www.trendmicro.com/downl oad/product.asp?productid=7

System Requirements

Table C-1 shows the system requirements for using ad hoc queries with the CSC SSM.

Table C-1 System Requirements for Using Ad Hoc Queries
Language Version of Control Manager Version of CSC SSM
English 5.0 + Patch 3 6.6

Japanese 5.0 + Patch 3 6.6

Understanding Ad Hoc Queries

Completing an ad hoc query consists of the following steps:
¢ Selecting the managed CSC SSM for the query.
e Selecting the Data View to query.
o Specifying filtering criteria and the specific information that appears.
e Saving and completing the query.
¢ Exporting the datato CSV or XML format.

For example, a CSC SSM administrator wants to check the status of pattern filesfor the CSC SSM. This
administrator selects L ogs/Reports > New Ad Hoc Query, then selects the managed CSC SSM from
the Select Product tree and clicks Next. Under Product Information > Component Information, the
administrator chooses the data view for Pattern File/Rule Status Summary. Proceeding to the next step,
the administrator clicks Change column display and selects four fields that the query will display:
Pattern/File Rule Name, Pattern/File Rule Version, Pattern/File Rule Up-to-Date, and Pattern/File Rule
Out-of-Date. The administrator returns to the Results Display Settings and clears the Custom Criteria
check boxes. After clicking Query, the results for the query that the administrator created appear. The
results can then be exported to CSV or XML format, if needed.
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Understanding Data Views

A dataview isatable consisting of clusters of related data cells. Data views provide the foundation on
which users perform ad hoc queries of the Control Manager database. The Control Manager separates
data views into two major categories: Product Information and Security Threat Information.

For more information about data views, see Appendix B of the Trend Micro Control Manager 5.0
Administrator’s Guide, available at the following URL :

http://www.trendmicro.com/download/product.asp?productid=7

The Control Manager web console displays the types of data views and the information available from

each type.

Table C-2 Control Manager Major Data View Categories

Major Data View Category

Details

Product Information

Managed Product Information includes:
e (CSC SSM Distribution Summary
e CSC SSM Status Information
e CSC SSM Event Information
Component Information includes:
e CSC SSM Scan Engine Status
e CSC SSM Pattern File/Rule Status
e (CSC SSM Component Deployment
e Scan Engine Status Summary
e Pattern File/Rule Status Summary

Security Threat Information

Displays the following information about security threats that managed
CSC SSMss detect:

e Virus/Maware Information

e Spyware/grayware Information

¢ Content Violation Information

e Spam Violation Information

e Web Violation/Reputation Information
e Overal Threat Information

Creating a New Ad Hoc Query

After you create and save an ad hoc query, you can run that query as often as needed. This example shows
how to create a query that displays a summary of detected web violations.

To create a new ad hoc query, perform the following steps:

Step 1 Point to L ogs/Reports on the main menu.

Step2  Click New Ad Hoc Query. The Available Products screen appears.

Cisco Content Security and Control SSM Administrator Guide
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Step3  Click the Select Product Tree radio button to specify that the query data should originate from the
managed CSC SSM(s) and not Control Manager. See Figure C-2.

Stepd  Check the check box to designate which managed CSC SSM(s) to query or select afolder to query all
the products in that folder.

Figure C-2 Step 1: Data Scope

END MICRO Control Manager™

Home Products Logs f Reports wh Updates Administration Help

Available Products

O Select Control Manager

@ select Product Tree

O spwzeTmcm

@ [ascading Falder
=0 I Local Folder
=0 I Mews Entity

o %) Oasssminos

[ essmiod

243461

Step5  Click Next to select the data view. The Ad Hoc Query Step 2: Select Data View screen appears. See
Figure C-3.
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Figure C-3 Step 2: Select the Data View

END MICRO Control Manager™

Products Services Logs f Reports Updates Administration

Log off (Y TREND.

Ad Hoc Query

Logged on as: admin

Step 1 »3» Step 2: Data View Step 3

Available Data Yiews

Select the data view:

EIE} ‘wweb Violation/Reputation Information
EE} Summary Information

|>

O Overall web violation Summary
R (O web Vialation Client Host Summary
R (O weh vialation URL Summary

R (O weh Vialation Filker/Blocking Type Summary
R (O web Vialation Detection Cver Time Summary

R | () weh Vialation Detection Summary
[-{3) Detailed Information
[-{3) Overall Threat Information

<

[(=eack | [Hext> ] [ cancel |

251326

Step6  Specify the data view for the log by performing the following steps:
a. Select the datato query from the Available Data Views area.
Select multiple items using the Shift or Ctrl key.

b. Click Next. The Step 3: Query Criteria screen appears. See Figure C-5.

~

Note Selecting CSC SSM in the managed product/directory dictates the data views that are
availablein the Data Viewslist to those associated with the CSC SSM. For more information
about data views, see the “Understanding Data Views' section on page C-10 or the Trend
Micro Control Manager 5.0 Administrator’s Guide, available at the following URL:

http://www.trendmicro.com/downl oad/product.asp?productid=7

Step7  Specify the data to appear in the log and the order in which the data appears by doing the following:
a. Click Change column display. The Select Display Sequence screen appears. See Figure C-4.

[l Cisco Content Security and Control SSM Administrator Guide

oL-18970-01 |


http://www.trendmicro.com/download/product.asp?productid=7

| AppendixC  Using CSC SSM with Trend Micro Control Manager

Ad Hoc Queries

Figure C-4 Select Fields to Display and Arrange Order
‘REND MICRO Control Manager™ tog ot Y TREND.
I:-'roducts Services Logs f Reports Updates Administration Help Logged on as: admin
Select Display Sequence @ Help
Sequence

Select fields to display on the rezults:
Available Fields Selected Fields

Unique Policias in Yialation Count

Unique Clients in Vialation Count

Urique URLs in Vialation Count

Unique Users/IP Addrezses in Violation Count
Unique User Groups in Wiolation Count

web Violation Detection Count

251327

b. Toremove fields, select them in the Selected Fields list.
Select multiple items using the Shift or Ctrl key.

c. Click thelessthan sign (<) to remove unnecessary fields.
A
Note Items appearing at the top of the Selected Fields list appear in the left-most column of the

query results table. Removing afield from Selected Fields list removes the corresponding
column from the ad hoc query returned table.

d. Specify the order in which the data displays by selecting the item and clicking M ove up or Move
down.

e. Click Back when the sequence fits your requirements.
Step8  Specify thefiltering criteriafor the data:

~

Note  When querying for summary data, you must specify the items under Required criteria.
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Figure C-5 Setting Required and Custom Criteria

END MICRO Control Manager™
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<

| £
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|2

Required criteria

¢ Specify a Summary Time for the data. The default is between the “last 7 days” and “now.”
Custom criteria

a. Specify the criteriafiltering rules for the data categories:

- All of thecriteria: Thisselection actsasalogical “AND” function. Dataappearing in the report
must meet al the filtering criteria.

- Anyof thecriteria: Thisselection actsasalogical “OR” function. Data appearing in the report
must meet any of the filtering criteria

b. Specify thefiltering criteriafor the data. The Control Manager supportsup to 20 criteriafor filtering
data.

Je

ﬁ If you do not specify any filtering criteria, the ad hoc query returns all results for the applicable
columns. Trend Micro recommends specifying filtering criteriato simplify data analysis after
the information for the query returns.

Step9  (Optional) To save the query, perform the following steps:
a. Click the Save thisquery to the saved Ad Hoc Querieslist check box.

b. Type aname for the saved query in the Query Name field. The default name is Web Violation
Detection Summary_<date>. For example, type “Web Violation Detection Summary_last7days.”
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Step10 Click Query. The Results screen appears.
Step11  (Optional) To save the report to CSV format:
a. Click Export to CSV. A dialog box appears.
h. Click Save. A Save As dialog box appears.
c. Specify the location to save thefile.
d. Click Save.
Step12 (Optional) To save the report to XML format:
a. Click Export to XML. A dialog box appears.
b. Click Save. A Save As dialog box appears.
¢. Specify the location to save thefile.
d. Click Save.
5 To query for more results on a single screen, select adifferent value in Rows per page. A single
screen can display 10, 15, 30, or 50 query results per page.

Step13  (Optional and only necessary if not saved in Step 9.) To save the settings for the query, do the following:
a. Click Save query settings. A confirmation dialog box appears.
b. Accept the default name for the query or type a different name in the Query Name field.
c. Click OK.

d. To locate the saved query, choose L ogs/Report > Saved Ad Hoc Queries > My Queries.

Performing an Ad Hoc Query

The “Creating aNew Ad Hoc Query” section on page C-10 shows how to create a sample ad hoc query
called “Web Violation Summary_last7days.” That query shows a summary of web violations for the last
week. You can run this saved query as many times as needed.

This section includes the following topics:
¢ Available Headings in the Web Violation Query, page C-16
e Creating an Available Query, page C-17
¢ Running an Available Query, page C-18

Cisco Content Security and Control SSM Administrator Guide
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Available Headings in the Web Violation Query

The “Web Violation Summary_last7days’ sample query created in the “Creating a New Ad Hoc Query”
section on page C-10 shows the statistics described in Table C-3.

Table C-3 Details Available in the Prepackaged Ad Hoc Query
Parameter Shows Drills Down to
Unique Policiesin Number of policiesviolated | ¢ Name of violated policy

Violation Count * Filter/Blocking type such as URL

filtering, web reputation, or file name

e Number of unique clientsin violation
count*

e Number of unique URLsin violation
count*

o Number of web violation detection
count*

Unique Clientsin Number of clientsin ¢ |P address of the host of the client in
Violation Count violation violation

¢ Number of unique policiesin violation*
¢ Number of unique URLs in violation*
¢ Number of web violation detection

count*
Unique URLsin Number of URLSin e URL inviolation
Violation Count Violation. Drills « Filter/Blocking type such as URL
filtering, web reputation, or file name
¢ Number of unique clients in violation*
¢ Number of web violation detection
count*
Unique Users/IP Number usersin violations | e [P address or user name (if available)
Addressesin involved in the violation

Violation Count ¢ \Web violation detection count*

Unique User Groups |Number of user groupsin ¢ Name of the group involved in the
in Violation Count violation violations

¢ Number of unique users/IP addresses in
violation count*

o Number of web violation detection
count*
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Table C-3 Details Available in the Prepackaged Ad Hoc Query (continued)

Parameter

Shows

Drills Down to

Web Violation
Detection Count

Number of web violations .

Time received from entity

Time generated at entity

Entity display name*

Managed product hame
Inbound/Outbound traffic/connection
Protocol involved (HTTP or FTP)
URL involved in the violation

User name or |P address involved in the
violation

User group involved in the violation

I P address of the client host

I P address of the server host

Filter or blocking type

Name of the blocking rule violated
Name of the policy violated

Filein violation (if any)

Web reputation rating (if applicable)
Action taken: block or pass for example
Number of web violations detected

*|tem drills down to further details.

Creating an Available Query

Step 1
Step 2
Step 3
Step 4

Theweb violations query created inthe“ Creating aNew Ad Hoc Query” section on page C-10 was saved
to the saved querieslist on the My Queries tab, which meansit can only be run by the administrator who
created it. The Control Manager supports the modification of a personal, saved ad hoc query from the

My Queries tab to become an available query, which can be shared with other administrators.

To share a query from My Queries to Available Queries, perform the following steps:

To access My Queries, click the Logs/Reports > Saved Ad Hoc Queries > My Queries tab.

Check the check box beside the name of the query to be shared.

Click the Shareicon.

Verify that the query has been shared by clicking the Available Queries tab.

The newly shared query is listed in the Name column. The name of the query creator appears in the

Owner column.
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Running an Available Query

Queries available through the Available Queries tab have been created and saved as a shared, available
guery. See the “ Creating an Available Query” section on page C-17 for more information. Saved queries
can run as often as needed.

To run an available ad hoc query, perform the following steps:

Step1  Mouse over L ogs/Reports on the main menu. A drop-down menu appears.
Step2  Click Saved Ad Hoc Queries.
Step3  Click the Available Queries tab.

Step4  Click View in the View Results column. The query runs and the results appear.

Working with Reports

Usage of the reporting feature requires an Advanced License for the Control Manager.
Control Manager reports consist of two parts: report templates and report profiles.
¢ Report templates determine the look and feel of the reports.

¢ Report profiles specify the origin of the report data, the schedul e/time period, and the recipients of
the report.

Control Manager 5.0 allows administrators to design their own custom report templates.

o User-defined customized report templates that use direct database queries (database views) and
report template elements (charts, graphs, and tables).

e Usershave greater flexibility in specifying the data that appears in their reports compared to report
templates from earlier Control Manager versions.

Note  For more information about Control Manager 5.0 templates, see “Understanding Control
Manager 5.0 Templates’ in Chapter 6 of the Trend Micro Control Manager 5.0 Administrator’s
Guide, available at the following URL.:

http://www.trendmicro.com/downl oad/product.asp?productid=7
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APPENDIX D

Using CSC SSM with Trend Micro Damage
Cleanup Services

Trend Micro InterScan for CSC SSM works with Trend Micro Damage Cleanup Services (DCS) as part
of an enterprise protection strategy. The CSC SSM works with DCS Versions 3.1 and 3.2.

This appendix includes the following sections:

About Damage Cleanup Services, page D-1

Network Scenarios, page D-3

Getting Started, page D-6

DCS Interface, page D-10

Registering DCS with Cisco ICS, page D-12

Querying and Viewing DCS Logs in the CSC SSM, page D-13
Troubleshooting DCS Scan Failures, page D-13

About Damage Cleanup Services

This section includes the following topics:

Who Should Use DCS?, page D-2

How Does DCS Access Client Machines?, page D-2
Machines That DCS Can Scan, page D-2

Web Browser Requirements, page D-3

DCS help assess and clean system damage without installing software on client computersin anetwork.
DCS remove network viruses that can re-attack the network, and perform the following functions:

Removes unwanted registry entries created by worms or Trojans.
Removes memory-resident worms or Trojans.

Removes active spyware and grayware.

Removes rootkits.

Removes garbage and viral files dropped by viruses.

Assesses a system to decide whether it is infected or not.
Returns a system to a clean state.
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Can register with the Cisco Incident Control Server (ICS) and Cisco Security Monitoring, Analysis
and Response System (MARS).

Can act on clean-up requests from the CSC SSM and MARS.

Detects spyware and grayware.

Who Should Use DCS?

DCSaredesigned for IT managers and administrators of medium-to-large computer networks. For DCS
to find and clean active Trojans, worms, and spyware or grayware in memory, you need to install required
software on client machines. A single DCS server can deploy its updated clean-up engine, when needed,
to all Windows PCsin the network. Individual users do not need to be aware of DCS. If DCS are unable
to connect to a client machine (because it is running an outdated operating system or because the login
information that DCS has is incorrect), you can have users click a URL that activates a special manual
damage cleanup tool to scan and clean a particular client, and then return the resulting scan log to the

DCS server.

How Does DCS Access Client Machines?

DCS use several technologies. When preparing DCS for use, you enter the account information for all
of the computers on the network into the Account Management Tool. DCS uses thistool when accessing
clients. Because no DCS software isinstalled on client machines, only the DCS server is required to
update its components, which are as follows:

~

The virus cleanup template, which contains patterns used to identify Trojans and network viruses
The spyware pattern, which DCS uses to intelligently identify active spyware programs

The virus cleanup engine, which DCS deploys to each client machine at the time of scanning
The spyware scan engine, which DCS deploys to each client machine at the time of scanning

The anti-rootkit driver, which detects and removes rootkit programs

Note = DCS use the NetBIOS protocol to resolve client machine names.

Machines That DCS Can Scan

DCS can deploy cleanup and assessment tasks to the following systems:

Windows 2000 Professional/Server/Advanced Server
Windows XP Professional

Windows Server 2003 (Web, Standard, or Enterprise Edition)
Windows Server 2003 R2 (Standard or Enterprise Edition)
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Web Browser Requirements

DCS use ActiveX controls and Windows RPC to perform several tasks. For this reason, the machine on
which the DCS server isinstalled must have Microsoft Internet Information Server (11S) and the browser
used for accessing the DCS web console must be Microsoft Internet Explorer.

DCS Documentation

This appendix gives a brief overview of how Damage Cleanup Services work with the CSC SSM. To
access the full documentation set for DCS, see the documentation that shipped with the product, the
online help in the product, or the complete set of print documentation for Damage Cleanup Services,
which are available at the following link:

http://www.trendmicro.com/download/product.asp?producti d=48

Network Scenarios

This section shows network scenarios in which you can deploy DCS, and includes the following topics:
e Most Common Network Scenario, page D-3
¢ Network Scenario Alternative 2, page D-4
¢ Network Scenario Alternative 3, page D-5

Note = HTTP requests must travel through the ASA on port 80 for the CSC SSM to notice suspicious activity.
Only clients on the inside network will trigger scans from the CSC SSM. For information about how to
trigger remote client scans, see the “DCS Documentation” section on page D-3.

Most Common Network Scenario

The network scenario shown in Figure D-1 has these physical attributes:
¢ Clientsareinthe“inside” network.
¢ The CSC SSM interface is on the “inside” network.
e DCSareonaserverinthe“inside” network.

e The DNS/WINS server is on the “outside” network.

Cisco Content Security and Control SSM Administrator Guide
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Figure D-1 Most Common Deployment
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In this scenario, note the actions and configurations described in Table D-1.

Table D-1 Common Deployment Actions and Configurations

Action

Special Configuration

Registering or unregistering the
CSC SSM to DCS

None

Remote client cleanup

Requires that the target PCs belong to a Windows domain. An
additional configuration file must be manually added to DCS to
map client | P addresses to domains. See the “Adding the
ExtraMachineDomainList.ini File” section on page D-8 for
details. In addition, the configuration of the Windows firewall on
client PCs must allow file and printer sharing and ICMP echo.

Client redirection to the manual None
cleanup page
DCStransmissions of scan results |None

to the CSC SSM

Network Scenario Alternative 2

Network scenario alternative 2, shown in Figure D-2, has the following physical attributes;

e Clientsareinthe “inside” network.

e The CSC SSM is“outside.”
e DCSare“inside.”

e The DNS/WINS server is “outside.”
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Figure D-2 Alternative #2
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In this scenario, note the actions and configurations in Table D-2.

Table D-2 Network Scenario #2 Actions and Configurations

Action Special Configuration

Registering or unregistering the | A forwarding rule must be added to the security appliance to
CSC SSM with DCS allow access from outside to the DCS GUI on the inside.
Remote client cleanup A forwarding rule must be set up to allow registration. Includes

the same restrictions as the most common deployment.

Client redirection to the manual | The forwarding rule must be set up to allow registration.
cleanup page

DCStransmissions of scan results |The forwarding rule must be set up to allow registration.
to the CSC SSM

Network Scenario Alternative 3

Network scenario alternative 3, shown in Figure D-3, has the following physical attributes.
e Clientsarein the “inside” network.

e The CSC SSM isin the “outside” network.

e DCSareinthe “outside” network.

e The DNS/WINS server isin the “outside” network.

[ oL-18970-01
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Figure D-3 Alternative #3
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In this scenario, note the actions and configurations in Table D-3.

Table D-3 Network Scenario #3 Actions and Configurations

Action Special Configuration

Registering or unregistering the  |None
CSC SSM with DCS

Remote client cleanup Will not work. The DCS does not seethe client | P addresses at all
and cannot use the mapping file to match them to a domain.

Client redirection to the manual None
cleanup page

DCS transmissions of scan results |None
to the CSC SSM

Getting Started

The following tasks must be completed for the CSC SSM to register with DCS.
¢ Registration and Activation of DCS, page D-6
e Setting Up Accounts, page D-7
¢ Adding the ExtraMachineDomainList.ini File, page D-8
e Verifying Firewall Security on Target Machines, page D-9
¢ Registering the CSC SSM with DCS, page D-10

Registration and Activation of DCS

DCS are available at the following URL.:

http://us.trendmicro.com/us/products/enterprise/damage-cleanup-services/

Cisco Content Security and Control SSM Administrator Guide
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Registration and activation information are available in the DCS product documentation. For
information about logging on using the DCS consol e and querying logs, see the “DCS Interface” section
on page D-10.

Setting Up Accounts

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

Step 12

Using the DCS Account Management Tool, add entries for accounts on each domain that has local
administrative privileges for machines to be scanned.

To add a domain or machine account, perform the following steps:

To open the Account Management Tool, choose Start > Programs > Trend Micro Damage Cleanup
Services > Account Management Tool.

The Login screen appears.

Type your DCS administrative password and click Log On.

A list of all existing accounts appears, showing account type and the available descriptions.
Click Add to add an account.

The Add Account screen appears.

Under Select the type of account to add, select the type of account to add by accepting the default choice
of Domain account or by choosing M achine account.

If the account is a domain account and you want to use it as the default account, check the M ake this
account the default account check box.

>
Note If, during ascan, DCS are unableto access aremote machine using the account for that machine,

DCS use the default account to access the machine. Because only a domain account can be a
default account, this option is disabled for machine accounts.

In the Domain name field, type the name of the domain or machine account.

Type the administrator account name.

Type the password for the administrator account, and then retype it to confirm the entry.
(Optional) Type a description for this account (for example, Company domain 1).

Click Verify to verify that DCS can connect to the domain with the information provided. If DCS can
connect to the domain, a Connectivity to client verified message appears.

Click OK to close the verification message, and click OK to finish adding the new domain.
The account name appears in the Name column of the Accounts table.

Click Close to close the Account Management Tool.

[ oL-18970-01
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Adding the ExtraMachineDomainList.ini File

Note

Step 1

Step 2

Step 3

Step 4

DCS use NetB1OS lookups to determine hostnames of PCs that have been targeted for cleanup by
external applications (such as TMCM and Cisco | CS) when those applications provide only the target |P
address. This method of hostname resolution may fail, particularly if the network WINS server resides
on a different network segment with NAT between the WINS server and the clients (both DCS and the
target PC).

If your target PCs are part of a Windows domain, you can still use remote cleanup with some additional
configuration on both DCS and the clients.

To specify the domain of particular machines by |P address or |P address range, place a file named
ExtraDomainMachineList.ini into the DCSroot folder. DCS use the domain account type in the Account
Management Tool to access those machines and scan them automatically.

Thisfile is necessary for deployments using NAT.

To verify that you need to create the ExtraMachineDomainList.ini file, perform the following steps:

On the DCS server, to resolve the client machine name using its | P address, issue the nbtstat command
from a DOS command prompt:

c\: nbtstat -A [Cient |IP Address]

If the DCS server cannot resolve the client machine name, make sure that the NetB1OS protocol over
TCP/IP on the client and DCS server machines is enabled.

S

Note DCS use the NetBIOS protocol to resolve the machine names. If the NetBIOS protocol is
disabled on the server side, the server cannot enumerate any client machines. If the NetBIOS
protocol is disabled on the client side, then the client is not enumerated and does not appear in
the scan result.

You can also place afile named ExtraDomainM achineL ist.ini into the DCSroot folder to specify
the domain of particular machines by IP addresses or |P address range.

Create afile named ExtraDomainMachineList.ini in the DCS installation directory. For example:

[ domai n_nanel}

1 P=10.2.2.2

| PRange=10. 2. 4. 1- 10. 2. 4. 255
[ domai n_nane2]

1P=10.2.2. 1

In the ExtraDomainMachineList.ini file, specify your Windows domains and the list of machine IP
addresses that belong to each domain. Use only the top-level domain name. FQDNSs are not supported.
Use the format shown in Table D-4:

Cisco Content Security and Control SSM Administrator Guide
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Table D-4 Elements Used in the ExtraDomainMachinelList.ini File

Element Description

[domain_namel] The domain name of the IP address or | P address range under
this section.

IP=10.1.1.1 The IP address that is specified for the domain.

IP=10.2.2.2 Another IP address that is specified for the domain.

IPRANGE=10.1.1.1-10.1.1.255 The IP address range that is specified for the domain.

IPRANGE=1.1.1.1-255.255.255.255  |Another |P address range that is specified for the domain.

[domain_name2] The second domain name of the IP address or | P address
range under this section.

IP=10.3.3.3 The IP address that is specified for the second domain.

IPRANGE=10.3.3.3-10.3.3.255 The | P address range that is specified for the second domain.

IPRANGE=10.3.3.3-255.255.255.255 |Another IP address range that is specified for the second
domain.

Verifying Firewall Security on Target Machines

Step 1

Step 2

Step 3

DCS use ICMP echo to verify the route to a target machine, and Windows RPC to log in and clean the
targeted PC. Windows Firewall (or other software firewalls) on the target machine may interfere with
this process.

To verify firewall security on targets machines, perform the following steps:

Verify the firewall applications that are installed on the client or DCS server machine.

~

Note If afirewall application isinstalled on the client machine and it is enabled, the firewall may
block the scan task and cause scanning to fail.

If afirewall application isinstalled on the DCS server machine and it is enabled, the firewall
may block the scan result that the client machine is sending to the server.

Check and open TCP ports 139 and 445 and UDP ports 137 and 138, or enable File and Printer Sharing
in the exception list on the Exceptions tab in Windows Firewall. DCS makes use of these ports to
communicate with clients.

If your target PCs have Windows Firewall enabled, be sure that the Allow incoming echo request check
box is checked in the ICMP Settings dialog box on the Advanced tab of the Windows Firewall
configuration dialog box.

[ oL-18970-01
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Registering the CSC SSM with DCS

For CSC SSM to acknowledge DCS, the CSC SSM must register with DCS.
To register the CSC SSM with DCS, perform the following steps:

Step1  Inthe CSC SSM console, choose Administration > Register to DCS.

Step2 Click Enable.

Step3  Enter the DCS server name or |P address in the appropriate field, and then click Add.
Step4  Enter the port number.

Step5 If acleanup failure occurs, you can redirect the client to DCS by checking the check box near the bottom
of the screen.

Unregistering CSC SSM from DCS

You can unregister from DCS if your DCS server changes or if you no longer need DCS.
To unregister the CSC SSM from DCS, perform the following steps:

Step1  Inthe CSC SSM console, choose Administration > Register to DCS.
Step2  Intheregistration table, click the Delete icon beside the registered DCS server name or | P address.

DCS Interface

This section describes the DCS interface, and includes the following topics:
¢ Managing DCS through TMCM, page D-10
e Accessing DCS, page D-10

Managing DCS through TMCM

During DCS installation, you have the option of enabling DCS to be managed by the Trend Micro
Control Manager. Choosing this option requires the installation of a Control Manager agent for DCS.

Immediately after you click Finish in the Install Shield Wizard Completed screen, a prompt appears,
asking if you want to manage DCS by using Trend Micro Control Manager. Click Yesto allow Trend
Micro Control Manager to manage DCS.

Accessing DCS

DCS can serve as a stand-alone product, and no longer depends on Trend Micro Control Manager for
configuration and use. DCS has its own web-based management console.

After you have installed DCS, you can run the DCS console from within Windows.

Cisco Content Security and Control SSM Administrator Guide
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Step 1

Step 2

Note

DCS Interface

To log on to the DCS web management console, perform the following steps:

Launch the DCS web console in one of the following three ways:

¢ From the Windows Start menu of the host on which DCS isinstalled, choose Start > Programs >
Trend Micro Damage Cleanup Services > Trend Micro Damage Cleanup Services.

e Gotothe URL of your installed DCS web console:

(http://<Your_DCS_Server_Machine>/DCS/cgiDispatcher.exe)

Je

ﬁ For convenience, you may want to add this URL to your Favorites list in the Microsoft Internet
Explorer web browser.

¢ Double-click the Internet shortcut file created by your installation in the default Destination Folder:
<OS_drive>\Program Files\Trend Micro\DCS\WebUI\DCS\DCS.url
or in the folder that you chose during installation, if thisis different from the default location:
<Destination Folder>\WebUN\DCS\DCS.url
The DCS web console opens in a Microsoft Internet Explorer browser window.

Type the Administrator password that you chose when installing the program, and press Enter or click
Log On.

The Trend Micro Damage Cleanup Services web management console opens to the Summary screen.

~

Note  The default system timeout for DCS is 900 seconds (15 minutes). You can change the timeout
setting by editing the system registry.

When you log in to DCS, the Home window appears, as shown in Figure D-4.

When you access a secure DCS site, it automatically sends you its certificate, and Internet Explorer
displays alock icon in the status bar.

[ oL-18970-01
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Figure D-4 The DCS Console Home Window.
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Registering DCS with Cisco ICS

You can register DCS with the Cisco ICS from within the DCS management console.

~

Note  For information about how CSC SSM can register with MARS, go to the following URL:

http://www.trendmicro.com/downl oad/product.asp?productid=48

To register DCS with the Cisco ICS, perform the following steps:

Step1  From the DCS management console, choose Administration > Cisco | CS Registration.
The Cisco ICS Registration screen appears.
Step2  Typethe server name or |P address.

Step3  Select the type of HTTP you would like to use for communication between DCS and Cisco ICS. The
available options are HTTP and HTTPS.

Step4  Choose the port number of the Cisco ICS. The defaults are 8080 for HTTP and 4343 for HTTPS.
Step5  Type thevirtual directory of the Cisco ICS CGI program.
Step6  Type the update directory for the Cisco ICS.
Step7  Choose DCS Notification URL host from the drop-down list.
Step8  Click Register Now.
DCS registers with the Cisco ICS.
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Unregistering DCS from the Cisco ICS

You can unregister DCS from either the Cisco ICS or the DCS management console. For instructions
about unregistering from Cisco ICS, see the Cisco |CS documentation.

To unregister DCS from the Cisco ICS, perform the following steps:

Step1  From the DCS management console, choose Administration > Cisco | CS Registration.
The Cisco I CS Registration screen appears.

Step2  Click Unregister Now.
DCS unregisters with the Cisco ICS.

Querying and Viewing DCS Logs in the CSC SSM

To query and view managed product logs, perform the following steps:

Step1  From the CSC SSM console, choose L ogs > Query.
Step2  Choose Damage Cleanup Services from the Log type drop-down list.
Step3  Choose HT TP from the Protocol drop-down list.

~

Note HTTPisthe only supported protocol for DCS logging.

Step4  Choose the time period— either All or a range of dates.
Step5  Click Display Log.
The Damage Cleanup Services Log screen displays the results in atable.

Step6  Using the links at the top of the screen, you can do the following:

¢ Initiate a new query.

e Print the current results.

e Export resultsin a CSV format.

¢ Refresh the screen.

For additional information and instructions about using DCS, see the DCS online help or the Damage
Cleanup Services Administrator’s Guide.

Troubleshooting DCS Scan Failures

If the scan cannot find atargeted client machine, and the cause is not readily apparent, try the following
troubleshooting techniques.

Cisco Content Security and Control SSM Administrator Guide
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

To troubleshoot a scan failure, perform the following steps:

Ping the I P address and machine name to determine the connection status between the DCS server and
client machine.

c\: ping [Cient |IP Address or Machi ne Nang]
If the DCS server cannot connect to the machine, the DCS server cannot scan the machine. Correct the
network problem, and then try scanning again.

Verify whether firewall applications are installed on the client or DCS server. For details, see the
“Verifying Firewall Security on Target Machines” section on page D-9.

Enter the following command to resolve the client machine name using its | P address:
c\: nbtstat -A [dient |IP Address]

If the command cannot resolve the client machine name, make sure that the following items have been
compl eted:

e The NetBIOS protocol over TCP/IP on the client and DCS server machines is enabled.

¢ DCS use the NetBIOS protocol to resolve machine names. If the NetBIOS protocol is disabled on
the server side, the server cannot enumerate any client machines. If NetBIOS is disabled on the
client side, then the client will not be enumerated and will not appear in the scan result.

¢ In addition to enabling the NetBIOS protocol over TCP/IP, you can also place afile named
ExtraDomainMachineList.ini into the DCS root folder to specify the domain of particular machines
by 1P address or IP range. For details, see the “Adding the ExtraMachineDomainList.ini File”
section on page D-8.

~

Note If your system uses NAT, you must create an ExtraMachineDomainList.ini file.

Verify that the WINS server in the network is working correctly.
Verify that the DNS server in the network is working correctly.

Use the UNC path to log in to the client machine show in the following example, access the default
shared folder, and then copy afile to that machine:

c\: \\[dient Machine Nane]\c$
If the DCS server cannot log in to the client machine and copy afile, check the account privilege and the
security policy settings of the machine or domain.

Enable ICMP. DCS use ICMP to detect the existence of a client machine. If ICMP has been blocked,
then DCS cannot find the client.
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Open Source License Acknowledgments

Trend Micro InterScan for CSC SSM uses the following open source licenses:
e OpenSSL/Open SSL Project, page E-2
¢ Module License Acknowledgments, page E-4
- Tomcat, xerces, and APR Modules, page E-4
- JRE Module, page E-5
- SQLite Module, page E-8
— STLport Module, page E-8
— zlib General Purpose Compression Library Module, page E-9
— gSOAP Module, page E-10
— HyperSonic SQL Module, page E-16
- ICU Module, page E-18
- PCRE Module, page E-18

— bash, binutils, busybox, diffutils, e2fsprogs, Grub, iptables, kysmoops, libncurses, libal,
Linux-PAM, mod-utils, procfs, syslog-ng, systat, termcap, and util-linux Modules, page E-19

— Curl Module, page E-25
— libxml Module, page E-25
- libev Module, page E-25
- libebb Module, page E-34
- libuuid Module and glibc Module, page E-37
— GNU Lesser General Public License, page E-43
- GNU GENERAL PUBLIC LICENSE, page E-50
— Other Copyrights, page E-59
¢ Platform Support License Acknowledgements, page E-62
- Linux Kernel, page E-62
- tftp-hpa Support, page E-67
- cracklib License, page E-68
— tcpdump License, page E-69
— libncurses License, page E-69
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W Notices

Notices

— OpenSSH, page E-70

Some components of CSC SSM may be covered under one or more of the open source licences printed
in this appendix. However, the Cisco warranty for the product shall remain in effect toits full extent and
shall apply to the entire product.

The following notices pertain to these software licenses.

OpenSSL/Open SSL Project

License Issues

Open SSL, version 0.9.6L, owner: n/a

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay @cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

The OpenSSL toolkit stays under adual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to thetoolkit. See below for the actual licensetexts. Actually both licenses
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl .org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: “This product includes software devel oped by the OpenSSL Project for usein the
OpenSSL Toolkit (http://www.openssl.org/).”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software devel oped by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).”
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THISSOFTWARE ISPROVIDED BY THE OpenSSL PROJECT “ASIS" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young (eay @cryptsoft.com). This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay @cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay @cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

Thislibrary is free for commercial and non-commercial use as long as the following conditions are
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA,
Ihash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.
If this package is used in a product, Eric Young should be given attribution as the author of the parts of
the library used. This can be in the form of atextual message at program startup or in documentation
(online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

“This product includes cryptographic software written by Eric Young (eay @cryptsoft.com).”

The word ‘ cryptographic’ can be left out if the routines from the library being used are not
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: “ This product includes software written
by Tim Hudson (tjh@cryptsoft.com).”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS 1S’ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
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THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Thelicense and distribution terms for any publicly available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].

Module License Acknowledgments

Tomcat, xerces, and APR Modules

Tomcat, version 6.0.14, owner: Apache Software Foundation
xerces, version 1.7.0, owner: Apache Software Foundation
The Apache Software License, Version 1.1

Copyright (c) 1999, 2000 The Apache Software Foundation.
All rights reserved

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following

“This product includes software devel oped by the Apache Software Foundation
<http://www.apache.org/>."

Alternately, this acknowledgement may appear in the software itself, if and wherever such
third-party acknowledgements normally appear.

4. The names “The Jakarta Project,” “Tomcat,” and “Apache Software Foundation” must not be used
to endorse or promote products derived from this software without prior written permission. For
written permission, please contact <apache@apache.org>.

5. Products derived from this software may not be called “Apache” nor may “Apache” appear in their
names without prior written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED “ASIS” AND ANY EXPRESSED OR IMPLIED WARRANTIES
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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This software consists of voluntary contributions made by many individuals on behalf of the Apache
Software Foundation. For more information on the Apache Software Foundation, please see
<http://www.apache.org/>.

JRE, version 1.5.0, owner: Sun Microsystems

Sun Microsystems, Inc. Binary Code License Agreement for the JAVATM 2 RUNTIME
ENVIRONMENT (J2RE), STANDARD EDITION, VERSION 1.4.2_X

SUN MICROSY STEMS, INC. (“SUN") ISWILLING TO LICENSE THE SOFTWARE IDENTIFIED
BELOW TO YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THISBINARY CODE LICENSE AGREEMENT AND SUPPLEMENTAL LICENSE
TERMS (COLLECTIVELY “AGREEMENT”"). PLEASE READ THE AGREEMENT CAREFULLY.
BY DOWNLOADING OR INSTALLING THIS SOFTWARE, YOU ACCEPT THE TERMS OF THE
AGREEMENT. INDICATE ACCEPTANCE BY SELECTING THE “ACCEPT” BUTTON AT THE
BOTTOM OF THE AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY ALL THE
TERMS, SELECT THE“DECLINE” BUTTON AT THE BOTTOM OF THE AGREEMENT AND THE
DOWNLOAD OR INSTALL PROCESS WILL NOT CONTINUE.

1. DEFINITIONS. “Software” meanstheidentified abovein binary form, any other machine readable
materials (including, but not limited to, libraries, source files, header files, and data files), any
updates or error corrections provided by Sun, and any user manuals, programming guides and other
documentation provided to you by Sun under this Agreement. “Programs’ mean Java applets and
applications intended to run on the Java 2 Platform, Standard Edition (J2SETM platform) platform
on Java-enabled general purpose desktop computers and servers.

2. LICENSE TO USE. Subject to the terms and conditions of this Agreement, including, but not
limited to the Java Technology Restrictions of the Supplemental License Terms, Sun grants you a
non-exclusive, non-transferable, limited license without license fees to reproduce and use internally
Software complete and unmodified for the sole purpose of running Programs. Additional licenses
for developers and/or publishers are granted in the Supplemental License Terms.

3. RESTRICTIONS. Software is confidential and copyrighted. Title to Software and all associated
intellectual property rightsisretained by Sun and/or its licensors. Unless enforcement is prohibited
by applicable law, you may not modify, decompile, or reverse engineer Software. You acknowledge
that Licensed Software is not designed or intended for use in the design, construction, operation or
maintenance of any nuclear facility. Sun Microsystems, Inc. disclaims any express or implied
warranty of fithessfor such uses. Noright, title or interest in or to any trademark, service mark, logo
or trade name of Sun or its licensors is granted under this Agreement. Additional restrictions for
developers and/or publishers licenses are set forth in the Supplemental License Terms.

4. LIMITED WARRANTY. Sun warrants to you that for a period of ninety (90) days from the date
of purchase, as evidenced by acopy of the receipt, the media on which Software isfurnished (if any)
will be free of defectsin materials and workmanship under normal use. Except for the foregoing,
Software is provided “AS 1S.” Your exclusive remedy and Sun's entire liability under this limited
warranty will be at Sun's option to replace Software media or refund the fee paid for Software. Any
implied warranties on the Software are limited to 90 days. Some states do not allow limitations on
duration of an implied warranty, so the above may not apply to you. Thislimited warranty givesyou
specific legal rights. You may have others, which vary from state to state.
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1.

DISCLAIMER OF WARRANTY. UNLESS SPECIFIED IN THISAGREEMENT, ALL
EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT
WILL SUN OR ITSLICENSORSBE LIABLE FOR ANY LOST REVENUE, PROFIT OR DATA,
OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES,
HOWEVER CAUSED REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF OR
RELATED TO THE USE OF OR INABILITY TO USE SOFTWARE, EVEN IF SUN HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In no event will Sun's liability to you,
whether in contract, tort (including negligence), or otherwise, exceed the amount paid by you for
Software under this Agreement. The foregoing limitations will apply even if the above stated
warranty fails of its essential purpose. Some states do not allow the exclusion of incidental or
consequential damages, so some of the terms above may not be applicable to you.

SOFTWARE UPDATES FROM SUN. You acknowledge that at your request or consent optional
features of the Software may download, install, and execute applets, applications, software
extensions, and updated versions of the Software from Sun (“ Software Updates”), which may
require you to accept updated terms and conditions for installation. If additional terms and
conditions are not presented on installation, the Software Updates will be considered part of the
Software and subject to the terms and conditions of the Agreement.

SOFTWARE FROM SOURCES OTHER THAN SUN. You acknowledge that, by your use of
optional features of the Software and/or by requesting services that require use of the optional
features of the Software, the Software may automatically download, install, and execute software
applications from sources other than Sun (“ Other Software”). Sun makes no representations of a
relationship of any kind to licensors of Other Software. TO THE EXTENT NOT PROHIBITED BY
LAW, INNOEVENT WILL SUN ORITSLICENSORSBE LIABLE FORANY LOST REVENUE,
PROFIT OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR
PUNITIVE DAMAGES, HOWEVER CAUSED REGARDLESS OF THE THEORY OF
LIABILITY, ARISING OUT OF OR RELATED TO THE USE OF OR INABILITY TO USE
OTHER SOFTWARE, EVEN IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. Some states do not allow the exclusion of incidental or consequential damages, so
some of the terms above may not be applicable to you.

TERMINATION. This Agreement is effective until terminated. You may terminate this Agreement
at any time by destroying all copies of Software. This Agreement will terminate immediately
without notice from Sun if you fail to comply with any provision of this Agreement. Either party
may terminate this Agreement immediately should any Software become, or in either party's opinion
be likely to become, the subject of a claim of infringement of any intellectual property right. Upon
Termination, you must destroy all copies of Software.

EXPORT REGULATIONS. All Software and technical data delivered under this Agreement are
subject to US export control laws and may be subject to export or import regulations in other
countries. You agree to comply strictly with all such laws and regulations and acknowledge that you
have the responsibility to obtain such licenses to export, re-export, or import as may be required
after delivery to you.

TRADEMARKSAND LOGOS. You acknowledge and agree as between you and Sun that Sun
ownsthe SUN, SOLARIS, JAVA, JINI, FORTE, and iPLANET trademarks and all SUN, SOLARIS,
JAVA, JINI, FORTE, and iPLANET-related trademarks, service marks, logos and other brand
designations (“Sun Marks"), and you agree to comply with the Sun Trademark and Logo Usage
Requirements currently located at http://www.sun.com/policies/trademarks. Any use you make of
the Sun Marks inures to Sun's benefit.

Cisco Content Security and Control SSM Administrator Guide
m. 0L-18970-01 |



| Appendix E

Open Source License Acknowledgments

12.

13.

14.

15.

Module License Acknowledgments

U.S. GOVERNMENT RESTRICTED RIGHTS. If Software is being acquired by or on behalf of
the U.S. Government or by a U.S. Government prime contractor or subcontractor (at any tier), then
the Government's rights in Software and accompanying documentation will be only as set forth in
this Agreement; thisis in accordance with 48 CFR 227.7201 through 227.7202-4 (for Department
of Defense (DOD) acquisitions) and with 48 CFR 2.101 and 12.212 (for non-DOD acquisitions).

GOVERNING LAW. Any action related to this Agreement will be governed by Californialaw and
controlling U.S. federal law. No choice of law rules of any jurisdiction will apply.

SEVERABILITY. If any provision of this Agreement is held to be unenforceable, this Agreement
will remain in effect with the provision omitted, unless omission would frustrate the intent of the
parties, in which case this Agreement will immediately terminate.

INTEGRATION. This Agreement is the entire agreement between you and Sun relating to its
subject matter. It supersedes all prior or contemporaneous oral or written communications,
proposals, representations and warranties and prevails over any conflicting or additional terms of
any quote, order, acknowledgment, or other communication between the parties relating to its
subject matter during the term of this Agreement. No modification of this Agreement will be
binding, unless in writing and signed by an authorized representative of each party.

SUPPLEMENTAL LICENSE TERMS

These Supplemental License Terms add to or modify the terms of the Binary Code License Agreement.
Capitalized terms not defined in these Supplemental Terms shall have the same meanings ascribed to
them in the Binary Code License Agreement. These Supplemental Terms shall supersede any
inconsistent or conflicting terms in the Binary Code License Agreement, or in any license contained
within the Software.

a. Softwarelnternal Useand Development License Grant. Subject to the terms and conditions
of this Agreement, including, but not limited to the Java Technology Restrictions of these
Supplemental Terms, Sun grants you a non-exclusive, non-transferable, limited license without
fees to reproduce internally and use internally the Software complete and unmodified for the
purpose of designing, developing, and testing your Programs.

b. Licenseto Distribute Software. Subject to the terms and conditions of this Agreement,
including, but not limited to the Java Technol ogy Restrictions of these Supplemental Terms, Sun
grants you a non-exclusive, non-transferable, limited license without fees to reproduce and
distribute the Software, provided that (i) you distribute the Software complete and unmodified
(unless otherwise specified in the applicable README file) and only bundled as part of, and
for the sole purpose of running, your Programs, (ii) the Programs add significant and primary
functionality to the Software, (iii) you do not distribute additional software intended to replace
any component(s) of the Software (unless otherwise specified in the applicable README file),
(iv) you do not remove or alter any proprietary legends or notices contained in the Software, (v)
you only distribute the Software subject to a license agreement that protects Sun's interests
consistent with the terms contained in this Agreement, and (vi) you agree to defend and
indemnify Sun and its licensors from and against any damages, costs, liabilities, settlement
amounts and/or expenses (including attorneys' fees) incurred in connection with any claim,
lawsuit or action by any third party that arises or results from the use or distribution of any and
all Programs and/or Software.

c. LicensetoDistributeRedistributables. Subject to the termsand conditions of this Agreement,
including but not limited to the Java Technol ogy Restrictions of these Supplemental Terms, Sun
grants you a non-exclusive, non-transferable, limited license without fees to reproduce and
distribute those files specifically identified as redistributable in the Software “README” file
(“Redistributables”) provided that: (i) you distribute the Redistributables complete and
unmodified (unless otherwise specified in the applicable README file), and only bundled as
part of Programs, (ii) you do not distribute additional software intended to supersede any
component(s) of the Redistributables (unless otherwise specified in the applicable README
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SQLite Module

file), (iii) you do not remove or alter any proprietary legends or notices contained in or on the
Redistributables, (iv) you only distribute the Redistributables pursuant to a license agreement

that protects Sun'sinterests consistent with the terms contained in the Agreement, (v) you agree
to defend and indemnify Sun and its licensors from and against any damages, costs, liabilities,
settlement amounts and/or expenses (including attorneys' fees) incurred in connection with any
claim, lawsuit or action by any third party that arises or results from the use or distribution of

any and all Programs and/or Software.

. Java Technology Restrictions. You may not modify the Java Platform Interface (“JPI,”

identified as classes contained within the “java’ package or any subpackages of the “java’
package), by creating additional classes within the JPI or otherwise causing the addition to or
modification of the classes in the JPI. In the event that you create an additional class and
associated API(s) which (i) extends the functionality of the Java platform, and (ii) is exposed to
third party software devel opersfor the purpose of devel oping additional software which invokes
such additional API, you must promptly publish broadly an accurate specification for such API
for free use by all developers. You may not create, or authorize your licensees to create,
additional classes, interfaces, or subpackages that are in any way identified as “java,” “javax,
“sun” or similar convention as specified by Sun in any naming convention designation.

. Source Code. Software may contain source code that, unless expressly licensed for other

purposes, is provided solely for reference purposes pursuant to the terms of this Agreement.
Source code may not be redistributed unless expressly provided for in this Agreement.

. Third Party Code. Additional copyright notices and license terms applicable to portions of the

Software are set forth in the THIRDPARTY LICENSEREADME.txt file. In addition to any
terms and conditions of any third party opensource/freeware license identified in the
THIRDPARTY LICENSEREADME.txt file, the disclaimer of warranty and limitation of
liability provisionsin paragraphs 5 and 6 of the Binary Code License Agreement shall apply to
all Software in this distribution. For inquiries please contact: Sun Microsystems, Inc., 4150
Network Circle, Santa Clara, California 95054, U.S.A. (LFI#135003/Form 1D#011801)

SQL.ite, version 3.5.8, owner: Public Domain

SQL.iteis public domain and does not require a license.

STLport Module

STLport, version 4.5.3, owner: n/a

License Agreement

Boris Fomitchev grants Licensee a non-exclusive, nontransferable, royalty-free license to use STL port
and its documentation without fee.

By downloading, using, or copying STLport or any portion thereof, Licensee agrees to abide by the
intellectual property laws and all other applicable laws of the United States of America, and to all of the
terms and conditions of this Agreement.

Licensee shall maintain the following copyright and permission notices on STL port sources and its
documentation unchanged:

Copyright 1999,2000 Boris Fomitchev
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This material is provided “asis,” with absolutely no warranty expressed or implied. Any useis at your
own risk.

Permission to use or copy this softwarefor any purposeis hereby granted without fee, provided the above
notices are retained on all copies. Permission to modify the code and to distribute modified code is
granted, provided the above notices are retained, and a notice that the code was modified isincluded with
the above copyright notice.

The Licensee may distribute binaries compiled with STL port (whether original or modified) without any
royalties or restrictions.

The Licensee may distribute original or modified STLport sources, provided that:
The conditions indicated in the above permission notice are met;

The following copyright notices are retained when present, and conditions provided in accompanying
permission notices are met:

Copyright 1994 Hewlett-Packard Company
Copyright 1996,97 Silicon Graphics Computer Systems, Inc.
Copyright 1997 Moscow Center for SPARC Technology.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose
is hereby granted without fee, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation. Hewlett-Packard
Company makes no representations about the suitability of this software for any purpose. It is provided
“asis’ without express or implied warranty.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose
is hereby granted without fee, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation. Silicon Graphics
makes no representations about the suitability of this software for any purpose. It is provided “asis”
without express or implied warranty.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose
is hereby granted without fee, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation. Moscow Center for
SPARC Technology makes no representations about the suitability of this software for any purpose. Itis
provided “asis’ without express or implied warranty.

zlib General Purpose Compression Library Module

zlib, version 1.2.1, owner engelen

zlib.h -- interface of the 'zlib' general purpose compression library
version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the authors
be held liable for any damages arising from the use of this software.

Permissionisgranted to anyoneto use this software for any purpose, including commercial applications,
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.
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2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software.

3. Thisnotice may not be removed or altered from any source distribution.
Jean-loup Gailly jloup@gzip.org
Mark Adler madler@alumni.caltech.edu

gSOAP Module

gSOAP, version2.7.11, owner: engelen
gSOAP Public License
Version 1.3a

The gSOAP public license is derived from the Mozilla Public License (MPL1.1). The sections that were
deleted from the original MPL1.1 text are 1.0.1, 2.1.(c),(d), 2.2.(c),(d), 8.2.(b), 10, and 11. Section 3.8
was added. The modified sections are 2.1.(b), 2.2.(b), 3.2 (simplified), 3.5 (deleted the last sentence),
and 3.6 (simplified).

1 DEFINITIONS.

sep Omm

1.0.1.

1.1. “Contributor” means each entity that creates or contributes to the creation of Modifications.

1.2. “Contributor Version” means the combination of the Original Code, prior Modifications used by a
Contributor, and the Modifications made by that particular Contributor.

1.3. “Covered Code” means the Original Code, or Modifications or the combination of the Original
Code, and Maodifications, in each case including portions thereof.

1.4. “Electronic Distribution Mechanism” means a mechanism generally accepted in the software
development community for the electronic transfer of data.

1.5. “Executable” means Covered Code in any form other than Source Code.

1.6. “Initial Developer” means the individual or entity identified as the Initial Developer in the Source
Code notice required by Exhibit A.

1.7. “Larger Work” means a work which combines Covered Code or portions thereof with code not
governed by the terms of this License.

1.8. “License” means this document.

1.8.1. “Licensable” means having the right to grant, to the maximum extent possible, whether at the time
of theinitial grant or subsequently acquired, any and all of the rights conveyed herein.

1.9. “Moadifications” means any addition to or deletion from the substance or structure of either the
Original Code or any previous Modifications. When Covered Code is released as a series of files, a
Modification is:

sep Omm

A. Any addition to or deletion from the contents of afile containing Original Code or previous
Modifications.

B. Any new file that contains any part of the Original Code, or previous Modifications.
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1.10. “Original Code” means Source Code of computer software code which is described in the Source
Code notice required by Exhibit A as Original Code, and which, at the time of its release under this
Licenseis not already Covered Code governed by this License.

1.10.1. “Patent Claims” means any patent claim(s), now owned or hereafter acquired, including without
limitation, method, process, and apparatus claims, in any patent Licensable by grantor.

1.11. “Source Code” means the preferred form of the Covered Code for making modifications to it,
including all modules it contains, plus any associated interface definition files, scripts used to control
compilation and installation of an Executable, or source code differential comparisons against either the
Original Code or another well known, available Covered Code of the Contributor's choice. The Source
Code can be in acompressed or archival form, provided the appropriate decompression or de-archiving
software is widely available for no charge.

1.12.“You” (or “Your”) meansan individual or alegal entity exercising rights under, and complying with
all of the terms of, this License or a future version of this License issued under Section 6.1. For legal
entities, “You” includes any entity which controls, is controlled by, or is under common control with
You. For purposes of this definition, “control” means (a) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial ownership of such entity.

2 SOURCE CODE LICENSE.
sep Omm
2.1. TheInitial Developer Grant.

The Initial Developer hereby grants You aworld-wide, royalty-free, non-exclusive license, subject to
third party intellectual property claims:

sep Omm

(a) under intellectual property rights (other than patent or trademark) Licensable by Initial
Developer to use, reproduce, modify, display, perform, sublicense and distribute the Original Code
(or portions thereof) with or without Modifications, and/or as part of a Larger Work; and

(b) under patents now or hereafter owned or controlled by Initial Developer, to make, have made,
use and sell (“offer to sell and import”) the Original Code, Madifications, or portions thereof, but
solely to the extent that any such patent is reasonably necessary to enable You to utilize, aloneor in
combination with other software, the Original Code, Modifications, or any combination or portions
thereof.

(©)
(d)
2.2. Contributor Grant.
Subject to third party intellectual property claims, each Contributor hereby grants You a world-wide,
royalty-free, non-exclusive license
sep Omm

(a) under intellectual property rights (other than patent or trademark) Licensable by Contributor, to
use, reproduce, modify, display, perform, sublicense and distribute the Modifications created by
such Contributor (or portions thereof) either on an unmodified basis, with other Modifications, as
Covered Code and/or as part of aLarger Work; and

(b) under patents now or hereafter owned or controlled by Contributor, to make, have made, use and
sell (“offer to sell and import”) the Contributor Version (or portions thereof), but solely to the extent
that any such patent is reasonably necessary to enable You to utilize, alone or in combination with
other software, the Contributor Version (or portions thereof).
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(c)

(d)
3 DISTRIBUTION OBLIGATIONS.
sep Omm
3.1. Application of License.

The Modifications which You create or to which You contribute are governed by the terms of this
License, including without limitation Section 2.2. The Source Code version of Covered Code may be
distributed only under the terms of this License or afuture version of this License released under Section
6.1, and You must include a copy of this License with every copy of the Source Code You distribute. You
may not offer or impose any terms on any Source Code version that alters or restricts the applicable
version of this License or the recipients' rights hereunder. However, You may include an additional
document offering the additional rights described in Section 3.5.

3.2. Availability of Source Code.

Any Modification created by You will be provided to the Initial Developer in Source Code form and are
subject to the terms of the License.

3.3. Description of Modifications.

You must cause all Covered Code to which You contribute to contain afile documenting the changes You
made to create that Covered Code and the date of any change. You must include a prominent statement
that the Modification is derived, directly or indirectly, from Original Code provided by the Initial
Developer and including the name of the Initial Developer in (@) the Source Code, and (b) in any notice
in an Executable version or related documentation in which You describe the origin or ownership of the
Covered Code.

3.4. Intellectual Property Matters.
sep Omm
(@) Third Party Claims.

If Contributor has knowledge that a license under a third party's intellectual property rightsis
required to exercise the rights granted by such Contributor under Sections 2.1 or 2.2, Contributor
must include atext file with the Source Code distribution titled “LEGAL” which describesthe claim
and the party making the claim in sufficient detail that a recipient will know whom to contact. If
Contributor obtains such knowledge after the M odification is made availabl e as described in Section
3.2, Contributor shall promptly modify the LEGAL filein all copies Contributor makes available
thereafter and shall take other steps (such as notifying appropriate mailing lists or newsgroups)
reasonably cal culated to inform those who received the Covered Code that new knowledge has been
obtained.

(b) Contributor APIs.

If Contributor's Modifications include an application programming interface and Contributor has
knowledge of patent licenses which are reasonably necessary to implement that API, Contributor
must also include this information in the LEGAL file.

(c) Representations.

Contributor represents that, except as disclosed pursuant to Section 3.4(a) above, Contributor
believes that Contributor's Modifications are Contributor's original creation(s) and/or Contributor
has sufficient rights to grant the rights conveyed by this License.

3.5. Required Notices.
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You must duplicate the notice in Exhibit A in each file of the Source Code. If it is not possible to put
such notice in a particular Source Code file due to its structure, then You must include such noticein a
location (such as arelevant directory) where a user would be likely to look for such a notice. If You
created one or more Modification(s) You may add your name as a Contributor to the notice described in
Exhibit A. You must also duplicate this License in any documentation for the Source Code where You
describe recipients' rights or ownership rights relating to Covered Code. You may choose to offer, and
to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of
Covered Code. However, You may do so only on Your own behalf, and not on behalf of the Initial
Developer or any Contributor.

3.6. Distribution of Executable Versions.

You may distribute Covered Code in Executable form only if the requirements of Section 3.1-3.5 have
been met for that Covered Code. You may distribute the Executable version of Covered Code or
ownership rights under alicense of Your choice, which may contain terms different from this License,
provided that You are in compliance with the terms of thisLicense and that the license for the Executable
version does not attempt to limit or alter the recipient's rightsin the Source Code version from the rights
set forth inthisLicense. If You distribute the Executable version under adifferent license You must make
it absolutely clear that any terms which differ from this License are offered by You alone, not by the
Initial Developer or any Contributor. If you distribute executable versions containing Covered Code as
part of aproduct, you must reproduce the noticein Exhibit B in the documentation and/or other materials
provided with the product.

3.7. Larger Works.

You may create a Larger Work by combining Covered Code with other code not governed by the terms
of this License and distribute the Larger Work as a single product. In such a case, You must make sure
the requirements of this License are fulfilled for the Covered Code.

3.8. Restrictions.
You may not remove any product identification, copyright, proprietary notices or labels from gSOAP.
4 INABILITY TO COMPLY DUE TO STATUTE OR REGULATION.

If it isimpossible for You to comply with any of the terms of this License with respect to some or all of
the Covered Code due to statute, judicial order, or regulation then You must: (a) comply with the terms
of this License to the maximum extent possible; and (b) describe the limitations and the code they affect.
Such description must beincluded inthe LEGAL file described in Section 3.4 and must be included with
all distributions of the Source Code. Except to the extent prohibited by statute or regulation, such
description must be sufficiently detailed for arecipient of ordinary skill to be able to understand it.

5 APPLICATION OF THIS LICENSE.

This License applies to code to which the Initial Developer has attached the notice in Exhibit A and to
related Covered Code.

6 VERSIONS OF THE LICENSE.
sep Omm
6.1. New Versions.

Grantor may publish revised and/or new versions of the License from timeto time. Each version will
be given a distinguishing version number.

6.2. Effect of New Versions.

Once Covered Code has been published under a particular version of the License, You may always
continue to use it under the terms of that version. You may also choose to use such Covered Code
under the terms of any subsequent version of the License.

6.3. Derivative Works.

[ oL-18970-01
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If You create or use amodified version of this License (which you may only do in order to apply it
to code which is not already Covered Code governed by this License), You must (a) rename Your
license so that the phrase “gSOAP” or any confusingly similar phrase do not appear in your license
(except to note that your license differs from this License) and (b) otherwise make it clear that Your
version of the license contains terms which differ from the gSOAP Public License. (Filling in the
name of the Initial Developer, Original Code or Contributor in the notice described in Exhibit A
shall not of themselves be deemed to be modifications of this License.)

7 DISCLAIMER OF WARRANTY.

COVERED CODE IS PROVIDED UNDER THISLICENSE ON AN “AS 1S’ BASIS, WITHOUT
WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY, OF FITNESS
FOR A PARTICULAR PURPOSE, NONINFRINGEMENT OF THIRD PARTY INTELLECTUAL
PROPERTY RIGHTS, AND ANY WARRANTY THAT MAY ARISE BY REASON OF TRADE
USAGE, CUSTOM, OR COURSE OF DEALING. WITHOUT LIMITING THE FOREGOING, YOU
ACKNOWLEDGE THAT THE SOFTWARE ISPROVIDED “AS1S” AND THAT THE AUTHORS DO
NOT WARRANT THE SOFTWARE WILL RUN UNINTERRUPTED OR ERROR FREE. LIMITED
LIABILITY THE ENTIRE RISK ASTO RESULTS AND PERFORMANCE OF THE SOFTWARE IS
ASSUMED BY YOU. UNDER NO CIRCUMSTANCES WILL THE AUTHORS BE LIABLE FOR
ANY SPECIAL, INDIRECT, INCIDENTAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES OF
ANY KIND OR NATURE WHATSOEVER, WHETHER BASED ON CONTRACT, WARRANTY,
TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, ARISING OUT OF OR
IN ANY WAY RELATED TO THE SOFTWARE, EVEN IF THE AUTHORS HAVE BEEN ADVISED
ON THE POSSIBILITY OF SUCH DAMAGE OR IF SUCH DAMAGE COULD HAVE BEEN
REASONABLY FORESEEN, AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL
PURPOSE OF ANY EXCLUSIVE REMEDY PROVIDED. SUCH LIMITATION ON DAMAGES
INCLUDES, BUT ISNOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOST PROFITS,
LOSS OF DATA OR SOFTWARE, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION
OR IMPAIRMENT OF OTHER GOODS. IN NO EVENT WILL THE AUTHORS BE LIABLE FOR
THE COSTS OF PROCUREMENT OF SUBSTITUTE SOFTWARE OR SERVICES. YOU
ACKNOWLEDGE THAT THIS SOFTWARE ISNOT DESIGNED FOR USE IN ON-LINE
EQUIPMENT IN HAZARDOUS ENVIRONMENTS SUCH AS OPERATION OF NUCLEAR
FACILITIES, AIRCRAFT NAVIGATION OR CONTROL, OR LIFE-CRITICAL APPLICATIONS.
THE AUTHORS EXPRESSLY DISCLAIM ANY LIABILITY RESULTING FROM USE OF THE
SOFTWARE IN ANY SUCH ON-LINE EQUIPMENT IN HAZARDOUS ENVIRONMENTS AND
ACCEPTSNOLIABILITY IN RESPECT OF ANY ACTIONS OR CLAIMSBASED ON THE USE OF
THE SOFTWARE IN ANY SUCH ON-LINE EQUIPMENT IN HAZARDOUS ENVIRONMENTSBY
YOU. FOR PURPOSES OF THIS PARAGRAPH, THE TERM “LIFE-CRITICAL APPLICATION”
MEANS AN APPLICATION IN WHICH THE FUNCTIONING OR MALFUNCTIONING OF THE
SOFTWARE MAY RESULT DIRECTLY OR INDIRECTLY IN PHYSICAL INJURY OR LOSS OF
HUMAN LIFE. THISDISCLAIMER OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF
THIS LICENSE. NO USE OF ANY COVERED CODE IS AUTHORIZED HEREUNDER EXCEPT
UNDER THIS DISCLAIMER.

8 TERMINATION.
sep Omm

8.1. This License and therights granted hereunder will terminate automatically if You fail to comply
with terms herein and fail to cure such breach within 30 days of becoming aware of the breach. All
sublicenses to the Covered Code which are properly granted shall survive any termination of this
License. Provisions which, by their nature, must remain in effect beyond the termination of this
License shall survive.
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8.2. If You assert a patent infringement claim against Participant alleging that such Participant's
Contributor Version directly or indirectly infringes any patent where such claim isresolved (such as
by license or settlement) prior to the initiation of patent infringement litigation, then the reasonable
value of thelicenses granted by such Participant under Sections 2.1 or 2.2 shall be taken into account
in determining the amount or value of any payment or license.

8.3. In the event of termination under Sections 8.1 or 8.2 above, all end user license agreements
(excluding distributors and resellers) which have been validly granted by You or any distributor
hereunder prior to termination shall survive termination.

9 LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT
(INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOU, THE INITIAL
DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED CODE, OR
ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY CHARACTER
INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK
STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER
COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN
INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THISLIMITATION OF LIABILITY
SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM
SUCH PARTY'S NEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH
LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THISEXCLUSION AND LIMITATION MAY
NOT APPLY TO YOU.

10 U.S. GOVERNMENT END USERS.
11 MISCELLANEOUS.
12 RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims and damages
arising, directly or indirectly, out of its utilization of rights under this License and You agree to work
with Initial Developer and Contributors to distribute such responsibility on an equitable basis. Nothing
herein is intended or shall be deemed to constitute any admission of liability.

EXHIBIT A.

“The contents of thisfile are subject to the gSOAP Public License Version 1.3 (the “License”); you may
not use this file except in compliance with the License. You may obtain a copy of the License at

http://www.cs.fsu.edu/~engel en/soaplicense.html

Software distributed under the Licenseis distributed on an “AS IS’ basis, WITHOUT WARRANTY OF
ANY KIND, either express or implied. See the License for the specific language governing rights and
limitations under the License.

The Original Code of the gSOAP Software is: stdsoap.h, stdsoap2.h, stdsoap.c, stdsoap2.c, stdsoap.cpp,
stdsoap2.cpp, soapcpp2.h, soapcpp?2.c, soapcpp2_lex.l, soapcpp2_yacc.y, error2.h, error2.c, symbol2.c,
init2.c, soapdoc2.html, and soapdoc2.pdf, httpget.h, httpget.c, stl.h, stldeque.h, stllist.h, stlvector.h,
stlset.h.

The Initial Developer of the Original Code is Robert A. van Engelen. Portions created by Robert A. van
Engelen are Copyright (C) 2001-2004 Robert A. van Engelen, Geniviainc. All Rights Reserved.

Contributor(s):

“ ”
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[Note: The text of this Exhibit A may differ slightly form the text of the noticesin the Source Code files
of the Original code. You should use the text of this Exhibit A rather than the text found in the Original
Code Source Code for Your Modifications.]

EXHIBIT B.
“Part of the software embedded in this product is gSOAP software.

Portions created by gSOAP are Copyright (C) 2001-2004 Robert A. van Engelen, Geniviainc. All Rights
Reserved.

THE SOFTWARE IN THIS PRODUCT WAS IN PART PROVIDED BY GENIVIA INC AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. INNO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.”

HyperSonic SQL Module

HSQLDB, version 1.7.1, owner: Hypersonic/HSQLDB
Copyright (c) 2001-2002, The HSQL Development Group
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the HSQL Development Group nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL HSQL DEVELOPMENT GROUR,
HSQLDB.ORG, OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyrights and Licenses
This product includes Hypersonic SQL.
Originally developed by Thomas Mueller and the Hypersonic SQL Group.
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Copyright (c) 1995-2000 by the Hypersonic SQL Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

¢ Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

¢ Redistributionsin binary form must reproduce the above copyright notice, thislist of conditionsand
the following disclaimer in the documentation and/or other materials provided with the distribution.

¢ All advertising materials mentioning features or use of this software must display the following
acknowledgment: “This product includes Hypersonic SQL.”

¢ Products derived from this software may not be called “Hypersonic SQL” nor may “Hypersonic
SQL"” appear in their names without prior written permission of the Hypersonic SQL Group.

¢ Redistributions of any form whatsoever must retain the following acknowledgment: “This product
includes Hypersonic SQL.”

This softwareis provided “asis” and any expressed or implied warranties, including, but not limited to,
the implied warranties of merchantability and fitness for a particular purpose are disclaimed. In no event
shall the Hypersonic SQL Group or its contributors be liable for any direct, indirect, incidental, special,
exemplary, or consequential damages (including, but not limited to, procurement of substitute goods or
services; loss of use, data, or profits; or business interruption). However caused any on any theory of
liability, whether in contract, strict liability, or tort (including negligence or otherwise) arising in any
way out of the use of this software, even if advised of the possibility of such damage.

This software consists of voluntary contributions made by many individual s on behalf of the Hypersonic
SQL Group.

For work added by the HSQL Development Group:
Copyright (c) 2001-2002, The HSQL Development Group
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer, including earlier license statements (above) and comply with all above license
conditions.

Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution,
including earlier license statements (above) and comply with all above license conditions.

Neither the name of the HSQL Development Group nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL HSQL DEVELOPMENT GROUR,
HSQLDB.ORG, OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[ oL-18970-01
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ICU Module

PCRE Module

ICU, version 1.8.1, owner: IBM

ICU License- ICU 1.8.1 and later

COPYRIGHT AND PERMISSION NOTICE

Copyright (c) 1995-2006 International Business Machines Corporation and others
All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, and/or sell copies of the
Software, and to permit persons to whom the Software is furnished to do so, provided that the above
copyright notice(s) and this permission notice appear in all copies of the Software and that both the
above copyright notice(s) and this permission notice appear in supporting documentation.

THE SOFTWARE IS PROVIDED “AS1S” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY
RIGHTS. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERSINCLUDED IN THIS
NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL
DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in advertising or
otherwise to promote the sale, use or other dealingsin this Software without prior written authorization
of the copyright holder.

All trademarks and registered trademarks mentioned herein are the property of their respective owners.

PCRE, version 4.2, owner: Philip Hazel
PCRE LICENSE

PCRE is alibrary of functions to support regular expressions whose syntax and semantics are as close
as possible to those of the Perl 5 language.

Release 7 of PCRE is distributed under the terms of the “BSD” licence, as specified below. The
documentation for PCRE, supplied in the “doc” directory, is distributed under the same terms as the
software itself.

The basic library functions are written in C and are freestanding. Also included in the distribution is a
set of C++ wrapper functions.

THE BASIC LIBRARY FUNCTIONS
Written by: Philip Hazel

E-mail local part: ph10

E-mail domain: cam.ac.uk

University of Cambridge Computing Service,
Cambridge, England.
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Copyright (c) 1997-2008 University of Cambridge
All rights reserved.

THE C++ WRAPPER FUNCTIONS

Contributed by: Google Inc.

Copyright (c) 2007-2008, Google Inc.

All rights reserved.

THE “BSD” LICENCE

- Redistribution and usein source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

- Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

- Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

Neither the name of the University of Cambridge nor the name of Google Inc. nor the names of their
contributors may be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

End

bash, binutils, busybox, diffutils, e2fsprogs, Grub, iptables, kysmoops,
libncurses, libol, Linux-PAM, mod-utils, procfs, syslog-ng, systat, termcap, and
util-linux Modules

bash, version 3, owner: Free Software Foundation

binutils, version 2.15, owner: Free Software Foundation
busybox, version 1.10.1, owner: Denis Vlasenko

diffutils, version 2.8.1, owner: Free Software Foundation
e2fsprogs, version 1.40.2, owner: Free Software Foundation
Grub, version 0.95, owner Free Software Foundation
iptables, version 1.3.8, owner: netfilter core team
kysmoops, version 2.4.11, owner: Free Software Foundation

libncurses, 5.4, owner: Free Software Foundation
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libol, version 0.3.14, owner: bazis

Linux-PAM, version 0.77, owner: Andrew Morgan
mod-utils, version 2.4.27, owner: Keith Owens

procfs, version 3.2.7, owner: Procfs Project

syslog-ng, version 1.6.5, owner: bazis

systat, version 8.0.0, owner: Sebastien Goddard

termcap, version 1.3.1, Free Software Foundation
util-linux, version 2.21r, owner: Adrian Bunk

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

The Free Software Foundation has exempted Bash from the requirement of Paragraph 2c of the General
Public License. Thisisto say, there is no requirement for Bash to print a notice when it is started
interactively in the usual way. We made this exception because users and standards expect shells not to
print such messages. This exception applies to any program that serves as a shell and that is based
primarily on Bash as opposed to other GNU software.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License appliesto
most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it if you want it, that you can change
the software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender therights. These restrictionstranslate to certain responsibilitiesfor you if you distribute
copies of the software, or if you modify it. For example, if you distribute copies of such a program,
whether gratis or for afee, you must give the recipients all the rights that you have. You must make sure
that they, too, receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there
isno warranty for thisfree software. If the software is modified by someone el se and passed on, we want
its recipients to know that what they have is not the original, so that any problems introduced by others
will not reflect on the original authors' reputations.
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Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of afree program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free
use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. ThisLicense appliesto any program or other work which contains a notice placed by the copyright

holder saying it may be distributed under the terms of this General Public License. The “Program,”
below, refers to any such program or work, and a “work based on the Program” means either the
Program or any derivative work under copyright law: that is to say, awork containing the Program
or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation isincluded without limitation in the term “modification.”) Each licenseeis
addressed as “you.”

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program). Whether that is true depends on what the Program does.

You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge afee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent notices stating that you changed the files
and the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c. If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work
based on the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of awhole
which isawork based on the Program, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.
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Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or
with awork based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may copy and distribute the Program (or awork based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a. Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b. Accompany it with awritten offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

c¢. Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for awork means the preferred form of the work for making modifications to
it. For an executable work, complete source code means all the source code for all modules it
contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source code
distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which
the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. 'You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this Licenseto do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based
onit.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives alicense from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.
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If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the

Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances. It is not the purpose of this section to induce you to infringe any patents or other
property right claims or to contest validity of any such claims; this section has the sole purpose of
protecting the integrity of the free software distribution system, which is implemented by public
license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she iswilling to distribute software through any other system and a
licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who placesthe Program under thisLicense may
add an explicit geographical distribution limitation excluding those countries, so that distributionis
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public
License from timeto time. Such new versionswill be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which appliesto it and “any later version,” you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

1.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE PROGRAM 1S
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN |IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve thisisto make it free software which everyone can redistribute and change under these
terms.

To do so, attach the following noticesto the program. It is saf est to attach them to the start of each source
file to most effectively convey the exclusion of warranty; and each file should have at leas the
“copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License,
or (at your option) any later version.

Thisprogramisdistributed in the hopethat it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Also add information on how to contact you by electronic and paper mail.
If the program isinteractive, make it output a short notice like thiswhen it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author Gnomovision comeswith ABSOLUTELY
NO WARRANTY:; for details type “show w.” Thisis free software, and you are welcome to redistribute
it under certain conditions; type “show c” for details.

The hypothetical commands “show w” and “show ¢” should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than “show w” and
“show c”; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision' (which makes
passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If
your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with thelibrary. If thisiswhat you want to do, use the GNU Library General Public License
instead of this License.
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Curl, version 7.17, owner: The cURL Project

COPYRIGHT AND PERMISSION NOTICE

Copyright (c) 1996 - 2003, Daniel Stenberg, <daniel @haxx.se>.
All rights reserved.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED “AS1S,” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY
RIGHTS. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in advertising or
otherwise to promote the sale, use or other dealingsin this Software without prior written authorization
of the copyright holder.

libxml Module

libev Module

libxml, version 2.2.6, owner: n/a
The MIT License
Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED “ASI1S” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF ORIN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGSIN THE SOFTWARE.

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. http://fsf.org/
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Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

Preamble
The GNU General Public Licenseis afree, copyleft license for software and other kinds of works.

Thelicensesfor most software and other practical works are designed to take away your freedom to share
and change the works. By contrast, the GNU General Public License is intended to guarantee your

freedom to share and change all versions of a program--to make sure it remains free software for all its
users. We, the Free Software Foundation, use the GNU General Public License for most of our software;
it applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to
surrender therights. Therefore, you have certain responsibilitiesif you distribute copies of the software,
or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such aprogram, whether gratis or for afee, you must pass on to
the recipients the same freedoms that you received. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this
free software. For both users' and authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users accessto install or run modified versions of the software inside
them, although the manufacturer can do so. Thisis fundamentally incompatible with the aim of
protecting users' freedom to change the software. The systematic pattern of such abuse occursin the area
of productsfor individuals to use, which is precisely where it is most unacceptable. Therefore, we have
designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains in future
versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to
restrict development and use of software on general -purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could make it effectively proprietary. To
prevent this, the GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS
0. Definitions.

“This License” refersto version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licenseeis
addressed as “you.” “Licensees’ and “recipients” may be individuals or organizations.

To “modify” awork means to copy from or adapt all or part of the work in afashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
“modified version” of the earlier work or awork “based on” the earlier work.
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A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except executing it
on a computer or modifying a private copy. Propagation includes copying, distribution (with or
without modification), making available to the public, and in some countries other activities as well.

To “convey” awork means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is not
conveying.

An interactive user interface displays “Appropriate Legal Notices’ to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the extent that warranties are
provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents alist of user commands or options, such as a menu, a prominent
item in the list meets this criterion.

Source Code.

The “source code” for awork means the preferred form of the work for making modifications to it.
“Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by arecognized
standards body, or, in the case of interfaces specified for a particular programming language, one
that is widely used among devel opers working in that language.

The" System Libraries’ of an executable work include anything, other than the work as awhole, that
(a) isincluded in the normal form of packaging a Major Component, but which is not part of that
Major Component, and (b) serves only to enable use of the work with that Major Component, or to
implement a Standard I nterface for which an implementation isavailableto the public in source code
form. A “Major Component,” in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable work runs, or
a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for awork in object code form means all the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work, including
scripts to control those activities. However, it does not include the work's System Libraries, or
general-purposetoolsor generally available free programs which are used unmodified in performing
those activities but which are not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work, and the source code for shared
libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of
the work.

The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for awork in source code form is that same work.
Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a covered work is covered by
this License only if the output, given its content, constitutes a covered work. This License
acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long
as your license otherwise remains in force. You may convey covered works to others for the sole
purpose of having them make modifications exclusively for you, or provide you with facilities for
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running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction and control, on terms that
prohibit them from making any copies of your copyrighted material outside their relationship with
you.

Conveying under any other circumstances is permitted solely under the conditions stated below.
Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December
1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights under this
License with respect to the covered work, and you disclaim any intention to limit operation or
modification of thework asameans of enforcing, against the work'susers, your or third parties' legal
rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact al notices stating that this License and any non-permissive terms added in accord
with section 7 apply to the code; keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or
warranty protection for afee.

5. Conveying Modified Source Versions.

You may convey awork based on the Program, or the modifications to produce it from the Program,
in the form of source code under the terms of section 4, provided that you also meet all of these
conditions:

a. Thework must carry prominent notices stating that you modified it, and giving arelevant date.

b. The work must carry prominent notices stating that it is released under this License and any
conditions added under section 7. This requirement modifies the requirement in section 4 to
“keep intact all notices.”

c. You must license the entire work, as a whole, under this License to anyone who comes into
possession of a copy. This License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts, regardless of how they are packaged.
This License gives no permission to license the work in any other way, but it does not invalidate
such permission if you have separately received it.

d. If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their
nature extensions of the covered work, and which are not combined with it such asto form alarger
program, in or on avolume of a storage or distribution medium, is called an “aggregate” if the
compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an
aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
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You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,
in one of these ways:

a. Convey the object codein, or embodied in, aphysical product (including a physical distribution
medium), accompanied by the Corresponding Source fixed on a durable physical medium
customarily used for software interchange.

b. Convey the object codein, or embodied in, aphysical product (including a physical distribution
medium), accompanied by a written offer, valid for at least three years and valid for as long as
you offer spare parts or customer support for that product model, to give anyone who possesses
the object code either (1) acopy of the Corresponding Source for all the software in the product
that is covered by this License, on a durable physical medium customarily used for software
interchange, for a price no more than your reasonable cost of physically performing this
conveying of source, or (2) access to copy the Corresponding Source from a network server at
no charge.

¢. Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. Thisalternative is allowed only occasionally and noncommercially, and
only if you received the object code with such an offer, in accord with subsection 6b.

d. Convey the object code by offering access from a designated place (gratis or for a charge), and
offer equivalent access to the Corresponding Source in the same way through the same place at
no further charge. You need not require recipients to copy the Corresponding Source along with
the object code. If the place to copy the object code is a network server, the Corresponding
Source may be on a different server (operated by you or athird party) that supports equivalent
copying facilities, provided you maintain clear directions next to the object code saying where
to find the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy these
requirements.

e. Convey the object code using peer-to-peer transmission, provided you inform other peers where
the object code and Corresponding Source of the work are being offered to the general public
at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding
Source as a System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a“consumer product,” which means any tangible personal property
which isnormally used for personal, family, or household purposes, or (2) anything designed or sold
for incorporation into adwelling. In determining whether a product is aconsumer product, doubtful
cases shall be resolved in favor of coverage. For a particular product received by a particular user,
“normally used” refersto atypical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user actually uses, or expects or is
expected to use, the product. A product isaconsumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent the only
significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys,
or other information required to install and execute modified versions of acovered work in that User
Product from a modified version of its Corresponding Source. The information must suffice to
ensure that the continued functioning of the modified object code is in no case prevented or
interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for usein, a User
Product, and the conveying occurs as part of a transaction in which the right of possession and use
of the User Product istransferred to the recipient in perpetuity or for afixed term (regardless of how
the transaction is characterized), the Corresponding Source conveyed under this section must be
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accompanied by the Installation Information. But this requirement does not apply if neither you nor
any third party retains the ability to install modified object code on the User Product (for example,
the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for a work that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network
may be denied when the modification itself materially and adversely affects the operation of the
network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section
must bein aformat that is publicly documented (and with an implementation available to the public
in source code form), and must require no special password or key for unpacking, reading or
copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions
from one or more of its conditions. Additional permissionsthat are applicable to the entire Program
shall be treated as though they were included in this License, to the extent that they are valid under
applicable law. If additional permissions apply only to part of the Program, that part may be used
separately under those permissions, but the entire Program remains governed by this License
without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to require
their own removal in certain cases when you modify the work.) You may place additional
permissions on material, added by you to acovered work, for which you have or can give appropriate
copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you
may (if authorized by the copyright holders of that material) supplement the terms of this License
with terms:

a. Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of
this License; or

b. Requiring preservation of specified reasonable legal notices or author attributionsin that
material or in the Appropriate Legal Notices displayed by works containing it; or

¢. Prohibiting misrepresentation of the origin of that material, or requiring that modified versions
of such material be marked in reasonable ways as different from the original version; or

d. Limiting the use for publicity purposes of names of licensors or authors of the material; or

e. Declining to grant rights under trademark law for use of some trade names, trademarks, or
service marks; or

f. Requiring indemnification of licensors and authors of that material by anyone who conveysthe
material (or modified versions of it) with contractual assumptions of liability to the recipient,
for any liability that these contractual assumptions directly impose on those licensors and
authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning
of section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further restriction, you may remove that term.
If alicense document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.
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If you add termsto a covered work in accord with this section, you must place, in the relevant source
files, astatement of the additional termsthat apply to thosefiles, or anotice indicating whereto find
the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written
license, or stated as exceptions; the above requirements apply either way.

Termination.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwiseto propagate or modify it isvoid, and will automatically terminate your rights
under this License (including any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifiesyou of theviolation by some reasonable means, thisisthefirst timeyou have received
notice of violation of this License (for any work) from that copyright holder, and you cure the
violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under
section 10.

Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using peer-to-peer
transmission to receive a copy likewise does not require acceptance. However, nothing other than
this License grants you permission to propagate or modify any covered work. These actionsinfringe
copyright if you do not accept thisLicense. Therefore, by modifying or propagating a covered work,
you indicate your acceptance of this License to do so.

Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives alicense from the
original licensors, to run, modify and propagate that work, subject to this License. You are not
responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. |If propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the
work also receives whatever licensesto the work the party's predecessor in interest had or could give
under the previous paragraph, plus aright to possession of the Corresponding Source of the work
from the predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under
this License. For example, you may not impose alicense fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation (including a cross-claim or
counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Program or any portion of it.

Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a
work on which the Program is based. The work thuslicensed is called the contributor's “ contributor
version.”
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A contributor's*“ essential patent claims” are all patent claims owned or controlled by the contributor,
whether already acquired or hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version, but do not include claims that
would be infringed only as a consequence of further modification of the contributor version. For
purposes of this definition, “control” includes the right to grant patent sublicenses in a manner
consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run,
modify and propagate the contents of its contributor version.

In the following three paragraphs, a“patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent or
covenant not to sue for patent infringement). To “grant” such a patent license to a party means to
make such an agreement or commitment not to enforce a patent against the party.

If you convey acovered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through a publicly available network server or other readily accessible means, then you must either
(1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the
benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients. “Knowingly
relying” means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work in a country, would infringe
one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate
by procuring conveyance of, a covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify or convey a specific copy of
the covered work, then the patent license you grant is automatically extended to all recipients of the
covered work and works based on it.

A patent licenseis“discriminatory” if it does not include within the scope of its coverage, prohibits
the exercise of, or is conditioned on the non-exercise of one or more of therightsthat are specifically
granted under this License. You may not convey a covered work if you are a party to an arrangement
with athird party that isin the business of distributing software, under which you make payment to
the third party based on the extent of your activity of conveying the work, and under which the third
party grants, to any of the parties who would receive the covered work from you, a discriminatory
patent license (@) in connection with copies of the covered work conveyed by you (or copies made
from those copies), or (b) primarily for and in connection with specific products or compilationsthat
contain the covered work, unless you entered into that arrangement, or that patent license was
granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other
defenses to infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot convey a covered work so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to termsthat obligate you to collect aroyalty for further conveying from those to whom
you convey the Program, the only way you could satisfy both those terms and this License would be
to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Cisco Content Security and Control SSM Administrator Guide
.E. 0L-18970-01 |



| Appendix E

Open Source License Acknowledgments

14.

15.

16.

17.

Module License Acknowledgments

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with awork licensed under version 3 of the GNU Affero General Public License into
a single combined work, and to convey the resulting work. The terms of this License will continue
to apply to the part which is the covered work, but the special requirements of the GNU Affero
General Public License, section 13, concerning interaction through a network will apply to the
combination as such.

Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from timeto time. Such new versionswill be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License “or any later version” appliesto it, you have
the option of following the terms and conditions either of that numbered version or of any later
version published by the Free Software Foundation. If the Program does not specify a version
number of the GNU General Public License, you may choose any version ever published by the Free
Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of aversion permanently authorizes
you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow a
later version.

Disclaimer of Warranty.

THERE ISNO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS 1S WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFOR A
PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE
OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEY S THE PROGRAM AS PERMITTED ABOVE, BELIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THEUSE ORINABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIESOR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal
effect according to their terms, reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the Program, unless a warranty or
assumption of liability accompanies a copy of the Program in return for afee.

END OF TERMSAND CONDITIONS

How to Apply These Termsto Your New Programs

[ oL-18970-01
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libebb Module

Other Copyrights

If you develop a new program, and you want it to be of the greatest possible use to the public, the
best way to achievethisisto makeit free software which everyone can redistribute and change under
these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively state the exclusion of warranty; and each file should have at least the
“copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation, either version 3 of the
License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program. If
not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like thiswhen it startsin an
interactive mode;

<program> Copyright (C) <year> <name of author>

This program comes with ABSOLUTELY NO WARRANTY; for details type “show w'. Thisisfree
software, and you are welcome to redistribute it under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c' should show the appropriate parts of the General
Public License. Of course, your program's commands might be different; for a GUI interface, you
would use an “about box.”

You should also get your employer (if you work as a programmer) or school, if any, to sign a
“copyright disclaimer” for the program, if necessary. For moreinformation on this, and how to apply
and follow the GNU GPL, see http://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into proprietary
programs. If your program is a subroutine library, you may consider it more useful to permit linking
proprietary applicationswith thelibrary. If thisiswhat you want to do, use the GNU Lesser General
Public License instead of this License. But first, please read

http://www.gnu.org/phil osophy/why-not-Igpl.html.

Portions of code are covered by the following copyrights:

X Consortium

Copyright (C) 1996 X Consortium
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED “AS1S” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE X CONSORTIUM BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF
OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

Except as contained in this notice, the name of the X Consortium shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this Software without prior written authorization
from the X Consortium.

X Window System is a trademark of X Consortium, Inc.

Berkeley-based copyrights:

General

UCB/LBL

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “"ASIS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1993 The Regents of the University of California. All rights reserved.

This software was devel oped by the Computer Systems Engineering group at Lawrence Berkeley
Laboratory under DARPA contract BG 91-66 and contributed to Berkeley.
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NVidia Corp

All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California, Lawrence
Berkeley Laboratory.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California, Berkeley
and its contributors.

Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE |S PROVIDED BY THE REGENTS AND CONTRIBUTORS "ASIS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Copyright (c) 1996-1998 NVIDIA, Corp. All rights reserved.

NOTICE TO USER: The source code is copyrighted under U.S. and international laws. NVIDIA, Corp.
of Sunnyvale, California owns the copyright and as design patents pending on the design and interface
of the NV chips. Users and possessors of this source code are hereby granted anonexclusive, royalty-free
copyright and design patent license to use this code in individual and commercial software.

Any use of this source code must include, in the user documentation and internal comments to the code,
notices to the end user as follows:

Copyright (c) 1996-1998 NVIDIA, Corp. NVIDIA design patents pending in the U.S. and foreign
countries.

NVIDIA, CORP. MAKES NO REPRESENTATION ABOUT THE SUITABILITY OF THIS SOURCE
CODE FOR ANY PURPOSE. IT ISPROVIDED “AS1S” WITHOUT EXPRESS OR IMPLIED
WARRANTY OF ANY KIND. NVIDIA, CORP. DISCLAIMS ALL WARRANTIES WITH REGARD
TO THIS SOURCE CODE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL NVIDIA, CORP. BE
LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, OR
ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOURCE
CODE.
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libuuid Module and glibc Module

libuuid, version 1.2.7, Theodore Y. T'so

glibc, version 2.3.4, owner Free Software Foundation
GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

[Thisisthefirst released version of the Lesser GPL. It also counts as the successor of the GNU Library
Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

Thislicense, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to useit.
You can use it too, but we suggest you first think carefully about whether this license or the ordinary
General Public License is the better strategy to use in any particular case, based on the explanations
bel ow.

When we speak of free software, we are referring to freedom of use, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish); that you receive source code or can get it if you want it; that you can
change the software and use pieces of it in new free programs; and that you are informed that you can
do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or
to ask you to surrender these rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give the
recipientsall therightsthat we gave you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide complete object files to the recipients, so
that they can relink them with the library after making changes to the library and recompiling it. And
you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library.
Also, if thelibrary ismodified by someone el se and passed on, the recipients should know that what they
have is not the original version, so that the original author's reputation will not be affected by problems
that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of afree program by obtaining arestrictive
license from a patent holder. Therefore, we insist that any patent license obtained for a version of the
library must be consistent with the full freedom of use specified in this license.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License.
Thislicense, the GNU Lesser General Public License, appliesto certain designated libraries, and is quite
different from the ordinary General Public License. We use this license for certain librariesin order to
permit linking those libraries into non-free programs.

When a program is linked with alibrary, whether statically or using a shared library, the combination of
the two is legally speaking a combined work, a derivative of the original library. The ordinary General
Public License therefore permits such linking only if the entire combination fitsits criteria of freedom.
The Lesser General Public License permits more lax criteriafor linking other code with the library.

We call thislicense the “Lesser” General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages are the reason we use the
ordinary General Public License for many libraries. However, the Lesser license provides advantagesin
certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free library does the same job as widely used
non-free libraries. In this case, thereislittle to gain by limiting the free library to free software only, so
we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of
people to use alarge body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its
variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention
to the difference between a“work based on the library” and a“work that uses the library.” The former
contains code derived from the library, whereas the | atter must be combined with the library in order to
run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. ThisLicense Agreement applies to any software library or other program which contains a hotice
placed by the copyright holder or other authorized party saying it may be distributed under the terms
of this Lesser General Public License (also called “this License”). Each licensee is addressed as
“ yOu_"

A “library” means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables.

The“Library,” below, refersto any such software library or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or aportion of it, either verbatim or with
modifications and/or translated straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term “modification.”)

“Source code” for awork means the preferred form of the work for making modifications to it. For
alibrary, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of
the library.
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Activities other than copying, distribution and modification are not covered by thisLicense; they are
outside its scope. The act of running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based on the Library (independent
of the use of the Library in atool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does.

You may copy and distribute verbatim copies of the Library's complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the noticesthat refer to this
License and to the absence of any warranty; and distribute a copy of this License along with the
Library.

You may charge afee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:;

a. The modified work must itself be a software library.

b. You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

c. You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d. If afacility in the modified Library refersto afunction or atable of datato be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as awhole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of awhole
which is awork based on the Library, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent isto exercise the right to control the distribution of derivative
or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with
awork based on the Library) on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License

to agiven copy of the Library. To do this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If
anewer version than version 2 of the ordinary GNU General Public License has appeared, then you
can specify that version instead if you wish.) Do not make any other change in these notices.

[ oL-18970-01
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Once this change is made in a given copy, it isirreversible for that copy, so the ordinary GNU
General Public License appliesto all subsequent copies and derivative works made from that copy.
This option is useful when you wish to copy part of the code of the Library into a program that is
not alibrary.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not compelled to copy the source along with
the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a “work that uses the Library.” Such awork,
inisolation, is not a derivative work of the Library, and therefore falls outside the scope of this
License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a“work that uses
the library.” The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a“work that uses the Library” uses material from a header file that is part of the Library, the
object code for the work may be aderivative work of the Library even though the source codeis not.
Whether thisistrueis especially significant if the work can be linked without the Library, or if the
work isitself alibrary. The threshold for thisto be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object fileis
unrestricted, regardless of whether itislegally aderivative work. (Executabl es containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. Asan exception to the Sections above, you may also combine or link a“work that usesthe Library”
withthe Library to produce awork containing portions of the Library, and distribute that work under
terms of your choice, provided that the terms permit modification of the work for the customer's own
use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library isusedin it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the Library
among them, aswell as areference directing the user to the copy of this License. Also, you must do
one of these things:

a. Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable “work that usesthe Library,” as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executabl e containing
the modified Library. (It isunderstood that the user who changes the contents of definitionsfiles
in the Library will not necessarily be able to recompile the application to use the modified
definitions.)
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b. Use asuitable shared library mechanism for linking with the Library. A suitable mechanism is
onethat (1) uses at run time a copy of thelibrary already present on the user's computer system,
rather than copying library functions into the executable, and (2) will operate properly with a
modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c. Accompany the work with awritten offer, valid for at least three years, to give the same user
the material s specified in Subsection 6a, above, for acharge no more than the cost of performing
this distribution.

d. If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e. Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data
and utility programs needed for reproducing the executable from it. However, as a special
exception, the materials to be distributed need not include anything that is normally distributed
(in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the
executable.

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means you
cannot use both them and the Library together in an executable that you distribute.

You may place library facilities that are awork based on the Library side-by-sidein asingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a. Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b. Give prominent notice with the combined library of the fact that part of it is awork based on
the Library, and explaining where to find the accompanying uncombined form of the same work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library isvoid, and will automatically terminate your rights under this License.
However, partieswho have received copies, or rights, from you under this License will not havetheir
licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Library (or any work based on the Library), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Library or works based
onit.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives alicense from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.
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1.

12.

13.

14.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the
Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section isheld invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which isimplemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it isup to the author/donor to decide
if he or sheiswilling to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who placesthe Library under this License may
add an explicit geographical distribution limitation excluding those countries, so that distributionis
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from timeto time. Such new versionswill be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which appliesto it and “any later version,” you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify alicense version number, you may choose any version
ever published by the Free Software Foundation.

If you wish toincorporate partsof the Library into other free programswhose distribution conditions
are incompatible with these, write to the author to ask for permission. For software which is

copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15.

BECAUSE THE LIBRARY ISLICENSED FREE OF CHARGE, THEREISNOWARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE LIBRARY “ASI1S" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THEENTIRERISK ASTO THE QUALITY AND PERFORMANCE OF THE LIBRARY ISWITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.
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16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THELIBRARY TO OPERATEWITH ANY OTHER SOFTWARE), EVEN |F SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we
recommend making it free software that everyone can redistribute and change. You can do so by
permitting redistribution under these terms (or, alternatively, under the terms of the ordinary General
Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of
each source file to most effectively convey the exclusion of warranty; and each file should have at least
the “copyright” line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

Thislibrary isfree software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2 of the License,
or (at your option) any later version.

Thislibrary isdistributed in the hope that it will be useful, but WITHOUT ANY WARRANTY:; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with thislibrary; if
not, write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307
USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob' (alibrary for tweaking
knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice
That's all thereisto it!

GNU Lesser General Public License

Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
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Preamble

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
isnot allowed. [Thisisthe first released version of the Lesser GPL. It also counts as the successor of the
GNU Library Public License, version 2, hence the version number 2.1.]

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

Thislicense, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to useit.
You can use it too, but we suggest you first think carefully about whether this license or the ordinary
General Public License is the better strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software (and
charge for this service if you wish); that you receive source code or can get it if you want it; that you can
change the software and use pieces of it in new free programs; and that you are informed that you can
do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or
to ask you to surrender these rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give the
recipientsall therightsthat we gave you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide complete object files to the recipients, so
that they can relink them with the library after making changes to the library and recompiling it. And
you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library.
Also, if thelibrary is modified by someone else and passed on, the recipients should know that what they
have is not the original version, so that the original author's reputation will not be affected by problems
that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of afree program by obtaining a restrictive
license from a patent holder. Therefore, we insist that any patent license obtained for a version of the
library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License.
Thislicense, the GNU Lesser General Public License, appliesto certain designated libraries, and is quite
different from the ordinary General Public License. We use this license for certain libraries in order to
permit linking those libraries into non-free programs.

When a program is linked with alibrary, whether statically or using a shared library, the combination of
the two is legally speaking a combined work, a derivative of the original library. The ordinary General
Public License therefore permits such linking only if the entire combination fitsits criteria of freedom.
The Lesser General Public License permits more lax criteria for linking other code with the library.
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We call thislicense the “Lesser” General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software developers L ess
of an advantage over competing non-free programs. These disadvantages are the reason we use the
ordinary General Public License for many libraries. However, the Lesser license provides advantagesin
certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free library does the same job as widely used
non-free libraries. In this case, thereislittle to gain by limiting the free library to free software only, so
we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of
people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its
variant, the GNU/Linux operating system.

Although the Lesser General Public Licenseis Less protective of the users' freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention
to the difference between a “work based on the library” and a “work that uses the library.” The former
contains code derived from the library, whereas the latter must be combined with the library in order to
run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. ThisLicense Agreement applies to any software library or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the terms
of this Lesser General Public License (also called “this License”). Each licensee is addressed as
“you.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executabl es.

The “Library,” below, refersto any such software library or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or aportion of it, either verbatim or with
modifications and/or translated straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term “modification.”)

“Source code” for awork means the preferred form of the work for making modifications to it. For
alibrary, complete source code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of
the library.

Activities other than copying, distribution and modification are not covered by thisLicense; they are
outside its scope. The act of running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based on the Library (independent
of the use of the Library in atool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and distribute a copy of this License along with the
Library.
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You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a. The modified work must itself be a software library.

b. You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

c¢. You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d. If afacility inthe modified Library refersto afunction or atable of datato be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application does
not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate worksin
themselves, then thisLicense, and itsterms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of awhole which is awork
based on the Library, the distribution of the whole must be on the terms of this License, whose
permissionsfor other licensees extend to the entire whole, and thus to each and every part regardless
of who wroteit.

Thus, it is not theintent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent isto exercise the right to control the distribution of derivative or collective
works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on avolume of astorage or distribution medium does not bring the other
work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to agiven copy of the Library. To do this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If
anewer version than version 2 of the ordinary GNU General Public License has appeared, then you
can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it isirreversible for that copy, so the ordinary GNU
General Public License appliesto all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is
not alibrary.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange.
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If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not compelled to copy the source along with
the object code.

A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a “work that uses the Library.” Such awork,
inisolation, is not a derivative work of the Library, and therefore falls outside the scope of this
License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that uses
the library.” The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a “work that uses the Library” uses material from a header file that is part of the Library, the
object code for the work may be aderivative work of the Library even though the source code is not.
Whether thisistrueis especially significant if the work can be linked without the Library, or if the
work isitself alibrary. The threshold for thisto be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessories, and
small macros and small inline functions (ten lines or lessin length), then the use of the object fileis
unrestricted, regardless of whether it islegally aderivative work. (Executabl es containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

As an exception to the Sections above, you may also combine or link a“work that uses the Library”
withthe Library to produce awork containing portions of the Library, and distribute that work under
terms of your choice, provided that the terms permit modification of the work for the customer's own
use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library isused in it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the Library
among them, as well as areference directing the user to the copy of this License. Also, you must do
one of these things:

a. Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable “work that uses the Library,” as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executabl e containing
the modified Library. (It isunderstood that the user who changes the contents of definitionsfiles
in the Library will not necessarily be able to recompile the application to use the modified
definitions.)

b. Use asuitable shared library mechanism for linking with the Library. A suitable mechanismis
onethat (1) uses at run time acopy of thelibrary already present on the user's computer system,
rather than copying library functions into the executable, and (2) will operate properly with a
modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢. Accompany the work with awritten offer, valid for at least three years, to give the same user
the material s specified in Subsection 6a, above, for acharge no more than the cost of performing
this distribution.

[ oL-18970-01
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10.

1.

d. If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e. Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception, the
materials to be distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradictsthe license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a contradiction means you cannot use
both them and the Library together in an executable that you distribute.

You may place library facilities that are a work based on the Library side-by-sidein asingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a. Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b. Give prominent notice with the combined library of the fact that part of it isawork based on
the Library, and explaining where to find the accompanying uncombined form of the same work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library isvoid, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under thisLicensewill not havetheir
licenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Library (or any work based on the Library), you indicate your acceptance of this License to do so,
and all its terms and conditions for copying, distributing or modifying the Library or works based
onit.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives alicense from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.

If, as aconsequence of acourt judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the
Library at all. For example, if a patent license would not permit royalty-free redistribution of the
Library by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section isheld invalid or unenforceable under any particular circumstance, the
balance of the section isintended to apply, and the section as awhole is intended to apply in other
circumstances.
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It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which isimplemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that systemin reliance on consistent application of that system; it isup to the author/donor to decide
if he or sheiswilling to distribute software through any other system and alicensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who placesthe Library under this License may
add an explicit geographical distribution limitation excluding those countries, so that distributionis
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from timeto time. Such new versionswill be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies aversion number of
this License which appliesto it and “any later version,” you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify alicense version number, you may choose any version
ever published by the Free Software Foundation.

If you wish toincorporate parts of the Library into other free programswhose distribution conditions
are incompatible with these, write to the author to ask for permission. For software which is

copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15.

16.

BECAUSE THE LIBRARY ISLICENSED FREE OF CHARGE, THEREISNOWARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPY RIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE LIBRARY “ASIS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THEENTIRERISK ASTO THE QUALITY AND PERFORMANCE OF THE LIBRARY ISWITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THELIBRARY TO OPERATEWITH ANY OTHER SOFTWARE), EVEN |IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Your New Libraries

[ oL-18970-01

Cisco Content Security and Control SSM Administrator Guide g



Appendix E  Open Source License Acknowledgments |

B Module License Acknowledgments

If you develop a new library, and you want it to be of the greatest possible use to the public, we
recommend making it free software that everyone can redistribute and change. You can do so by
permitting redistribution under these terms (or, alternatively, under the terms of the ordinary General
Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of

each source file to most effectively convey the exclusion of warranty; and each file should have at least
the “copyright” line and a pointer to where the full notice is found.

one line to give the library's name and an idea of what it does. Copyright (O
year nane of author

This library is free software; you can redistribute it and/or nodify it under the
ternms of the GNU Lesser General Public

Li cense as published by the Free Software Foundation; either version 2.1 of the
Li cense, or (at your option) any |ater version.

This library is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; wi thout even the inplied warranty of MERCHANTABILITY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser Ceneral Public License for nore details.

You shoul d have received a copy of the G\NU Lesser General Public License along
withthislibrary; if not, wite to the Free Software Foundation, Inc., 51 Franklin
Street, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclains all copyright interest inthe library "Frob' (a
library for tweaking knobs) witten by Janmes Random Hacker.

signature of Ty Coon, 1 April 1990
Ty Coon, President of Vice

That's all thereisto it!

GNU GENERAL PUBLIC LICENSE

Preamble

Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. http://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

The GNU General Public Licenseis afree, copyleft license for software and other kinds of works.

Thelicensesfor most software and other practical works are designed to take away your freedom to share
and change the works. By contrast, the GNU General Public License is intended to guarantee your

freedom to share and change all versions of a program--to make sure it remains free software for all its
users. We, the Free Software Foundation, use the GNU General Public License for most of our software;

it applies also to any other work released this way by its authors. You can apply it to your programs, too.
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When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to
surrender therights. Therefore, you have certain responsibilitiesif you distribute copies of the software,
or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such aprogram, whether gratis or for afee, you must pass on to
the recipients the same freedoms that you received. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this
free software. For both users' and authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users accessto install or run modified versions of the software inside
them, although the manufacturer can do so. This is fundamentally incompatible with the aim of
protecting users freedom to change the software. The systematic pattern of such abuse occursinthe area
of products for individuals to use, which is precisely where it is most unacceptable. Therefore, we have
designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domainsin future
versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to
restrict development and use of software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to afree program could make it effectively proprietary. To
prevent this, the GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.
“This License” refersto version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licenseeis
addressed as “you.” “Licensees’ and “recipients” may be individuals or organizations.

To “modify” awork means to copy from or adapt all or part of the work in afashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
“modified version” of the earlier work or awork “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except executing it
on a computer or modifying a private copy. Propagation includes copying, distribution (with or
without modification), making available to the public, and in some countries other activities as well.

To “convey” awork means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is not
conveying.
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An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the extent that warranties are
provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominent
item in the list meets this criterion.

1. Source Code.

The “source code” for awork means the preferred form of the work for making modifications to it.
“Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either isan official standard defined by arecognized
standards body, or, in the case of interfaces specified for a particular programming language, one
that is widely used among devel opers working in that language.

The"System Libraries” of an executablework include anything, other than the work as awhole, that
(a) isincluded in the normal form of packaging a Major Component, but which is not part of that
Major Component, and (b) serves only to enable use of the work with that Major Component, or to
implement a Standard I nterface for which an implementation isavailable to the public in source code
form. A “Major Component,” in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable work runs, or
a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for awork in object code form means all the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work, including
scripts to control those activities. However, it does not include the work's System Libraries, or
general-purposetoolsor generally availablefree programs which are used unmodified in performing
those activities but which are not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work, and the source code for shared
libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of
the work.

The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for awork in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a covered work is covered by
this License only if the output, given its content, constitutes a covered work. This License
acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long
as your license otherwise remains in force. You may convey covered works to others for the sole
purpose of having them make modifications exclusively for you, or provide you with facilities for
running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction and control, on terms that
prohibit them from making any copies of your copyrighted material outside their relationship with
you.

Conveying under any other circumstances is permitted solely under the conditions stated below.
Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
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No covered work shall be deemed part of an effective technol ogical measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December
1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights under this
License with respect to the covered work, and you disclaim any intention to limit operation or
modification of thework asameans of enforcing, against the work'susers, your or third parties' legal
rights to forbid circumvention of technological measures.

Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in accord
with section 7 apply to the code; keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or
warranty protection for afee.

Conveying Modified Source Versions.

You may convey awork based on the Program, or the modificationsto produce it from the Program,
in the form of source code under the terms of section 4, provided that you also meet all of these
conditions:

a. Thework must carry prominent notices stating that you modified it, and giving arelevant date.

b. The work must carry prominent notices stating that it is released under this License and any
conditions added under section 7. This requirement modifies the requirement in section 4 to
“keep intact all notices.”

¢. You must license the entire work, as a whole, under this License to anyone who comes into
possession of a copy. This License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts, regardless of how they are packaged.
This License gives no permission to license the work in any other way, but it does not invalidate
such permission if you have separately received it.

d. If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of acovered work with other separate and independent works, which are not by their
nature extensions of the covered work, and which are not combined with it such asto form alarger
program, in or on avolume of a storage or distribution medium, is called an “aggregate” if the
compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an
aggregate does not cause this License to apply to the other parts of the aggregate.

Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,
in one of these ways:

a. Convey the object codein, or embodied in, aphysical product (including a physical distribution
medium), accompanied by the Corresponding Source fixed on a durable physical medium
customarily used for software interchange.
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b. Convey the object codein, or embodied in, aphysical product (including aphysical distribution
medium), accompanied by awritten offer, valid for at least three years and valid for as long as
you offer spare parts or customer support for that product model, to give anyone who possesses
the object code either (1) acopy of the Corresponding Source for all the software in the product
that is covered by this License, on a durable physical medium customarily used for software
interchange, for a price no more than your reasonable cost of physically performing this
conveying of source, or (2) access to copy the Corresponding Source from a network server at
no charge.

c. Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. Thisalternativeis allowed only occasionally and noncommercially, and
only if you received the object code with such an offer, in accord with subsection 6b.

d. Convey the object code by offering access from a designated place (gratis or for a charge), and
offer equivalent access to the Corresponding Source in the same way through the same place at
no further charge. You need not require recipients to copy the Corresponding Source along with
the object code. If the place to copy the object code is a network server, the Corresponding
Source may be on a different server (operated by you or athird party) that supports equivalent
copying facilities, provided you maintain clear directions next to the object code saying where
to find the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy these
reguirements.

e. Convey the object code using peer-to-peer transmission, provided you inform other peers where
the object code and Corresponding Source of the work are being offered to the general public
at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding
Source as a System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a“consumer product,” which means any tangible personal property
which isnormally used for personal, family, or household purposes, or (2) anything designed or sold
for incorporation into adwelling. In determining whether a product is aconsumer product, doubtful
cases shall be resolved in favor of coverage. For a particular product received by a particular user,
“normally used” refersto atypical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user actually uses, or expects or is
expected to use, the product. A product isaconsumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent the only
significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys,
or other information required to install and execute modified versions of acovered work in that User
Product from a modified version of its Corresponding Source. The information must suffice to
ensure that the continued functioning of the modified object code isin no case prevented or
interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for usein, a User
Product, and the conveying occurs as part of atransaction in which the right of possession and use
of the User Product istransferred to the recipient in perpetuity or for afixed term (regardless of how
the transaction is characterized), the Corresponding Source conveyed under this section must be
accompanied by the Installation Information. But this requirement does not apply if neither you nor
any third party retains the ability to install modified object code on the User Product (for example,
the work has been installed in ROM).
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The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for awork that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network
may be denied when the modification itself materially and adversely affects the operation of the
network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section
must bein aformat that is publicly documented (and with an implementation available to the public
in source code form), and must require no special password or key for unpacking, reading or
copying.

Additional Terms.

“Additional permissions” are termsthat supplement the terms of this License by making exceptions
from one or more of its conditions. Additional permissionsthat are applicableto the entire Program
shall be treated as though they were included in this License, to the extent that they are valid under
applicable law. If additional permissions apply only to part of the Program, that part may be used
separately under those permissions, but the entire Program remains governed by this License
without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to require
their own removal in certain cases when you modify the work.) You may place additional
permissions on material, added by you to acovered work, for which you have or can give appropriate
copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you
may (if authorized by the copyright holders of that material) supplement the terms of this License
with terms:

a. Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of
this License; or

b. Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

c. Prohibiting misrepresentation of the origin of that material, or requiring that modified versions
of such material be marked in reasonable ways as different from the original version; or

d. Limiting the use for publicity purposes of names of licensors or authors of the material; or

e. Declining to grant rights under trademark law for use of some trade names, trademarks, or
service marks; or

f. Requiring indemnification of licensors and authors of that material by anyone who conveysthe
material (or modified versions of it) with contractual assumptions of liability to the recipient,
for any liability that these contractual assumptions directly impose on those licensors and
authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning
of section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further restriction, you may remove that term.
If alicense document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.

If you add termsto a covered work in accord with this section, you must place, in the relevant source
files, astatement of the additional termsthat apply to thosefiles, or anotice indicating whereto find
the applicable terms.
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10.

1.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written
license, or stated as exceptions; the above requirements apply either way.

Termination.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it isvoid, and will automatically terminate your rights
under this License (including any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifiesyou of theviolation by some reasonable means, thisisthefirst timeyou have received
notice of violation of this License (for any work) from that copyright holder, and you cure the
violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under
section 10.

Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using peer-to-peer
transmission to receive a copy likewise does not require acceptance. However, nothing other than
this License grants you permission to propagate or modify any covered work. These actionsinfringe
copyright if you do not accept thisLicense. Therefore, by modifying or propagating a covered work,
you indicate your acceptance of this License to do so.

Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are not
responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the
work also receiveswhatever licensesto the work the party's predecessor in interest had or could give
under the previous paragraph, plus a right to possession of the Corresponding Source of the work
from the predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under
this License. For example, you may not impose alicense fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation (including a cross-claim or
counterclaim in alawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Program or any portion of it.

Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a
work on which the Program is based. The work thus licensed is called the contributor's “ contributor
version.”

A contributor's“ essential patent claims” are all patent claims owned or controlled by the contributor,
whether already acquired or hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version, but do not include claims that
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would be infringed only as a consequence of further modification of the contributor version. For
purposes of this definition, “control” includes the right to grant patent sublicenses in a manner
consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run,
modify and propagate the contents of its contributor version.

In the following three paragraphs, a“patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent or
covenant not to sue for patent infringement). To “grant” such a patent license to a party means to
make such an agreement or commitment not to enforce a patent against the party.

If you convey acovered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through a publicly available network server or other readily accessible means, then you must either
(1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the
benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients. “Knowingly
relying” means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work in a country, would infringe
one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate
by procuring conveyance of, a covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify or convey a specific copy of
the covered work, then the patent license you grant is automatically extended to all recipients of the
covered work and works based on it.

A patent licenseis“discriminatory” if it does not include within the scope of its coverage, prohibits
the exercise of, or is conditioned on the non-exercise of one or more of therightsthat are specifically
granted under this License. You may not convey a covered work if you are a party to an arrangement
with athird party that isin the business of distributing software, under which you make payment to
the third party based on the extent of your activity of conveying the work, and under which the third
party grants, to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or copies made
from those copies), or (b) primarily for and in connection with specific products or compilationsthat
contain the covered work, unless you entered into that arrangement, or that patent license was
granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other
defenses to infringement that may otherwise be available to you under applicable patent law.

No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot convey a covered work so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to termsthat obligate you to collect aroyalty for further conveying from those to whom
you convey the Program, the only way you could satisfy both those terms and this License would be
to refrain entirely from conveying the Program.

Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with awork licensed under version 3 of the GNU Affero General Public License into
a single combined work, and to convey the resulting work. The terms of this License will continue
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to apply to the part which is the covered work, but the special requirements of the GNU Affero
General Public License, section 13, concerning interaction through a network will apply to the
combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from timeto time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License “or any later version” appliesto it, you have
the option of following the terms and conditions either of that numbered version or of any later
version published by the Free Software Foundation. If the Program does not specify a version
number of the GNU General Public License, you may choose any version ever published by the Free
Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of aversion permanently authorizes
you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow a
later version.

15. Disclaimer of Warranty.

THERE ISNO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS 1S WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFOR A
PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE
OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEY S THE PROGRAM AS PERMITTED ABOVE, BELIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THEUSE ORINABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIESOR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal
effect according to their terms, reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the Program, unless a warranty or
assumption of liability accompanies a copy of the Program in return for afee.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Your New Programs
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If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve thisisto make it free software which everyone can redistribute and change under these
terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source
fileto most effectively state the exclusion of warranty; and each file should have at least the “ copyright”
line and a pointer to where the full notice is found.

<one line to give the progranis nane and a brief idea of what it does.>
Copyright (C <year> <nane of author>

This programis free software: you can redistribute it and/or nodify it under the
terms of the GNU General Public License as published by the Free Software Foundati on,
either version 3 of the License, or (at your option) any |ater version.

This programis distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; w thout even the inplied warranty of MERCHANTABILITY or FITNESS FOR A
PARTI CULAR PURPOSE. See the GNU Ceneral Public License for nore details.

You shoul d have received a copy of the GNU General Public License along with this
program If not, see <http://ww.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like thiswhen it startsin an
interactive mode;

<progrank Copyright (C) <year> <name of author>

This program cones with ABSOLUTELY NO WARRANTY; for details type “showw . This is
free software, and you are welconme to redistribute it under certain conditions; type
“show c¢' for details.

The hypothetical commands “show w' and “show c' should show the appropriate parts of the General
Public License. Of course, your program's commands might be different; for aGUI interface, you would
use an “about box.”

You should also get your employer (if you work as a programmer) or school, if any, to sign a*“copyright
disclaimer” for the program, if necessary. For more information on this, and how to apply and follow the
GNU GPL, see http://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into proprietary
programs. If your program is a subroutine library, you may consider it more useful to permit linking
proprietary applications with the library. If thisis what you want to do, use the GNU Lesser General
Public License instead of this License. But first, please read
http://www.gnu.org/philosophy/why-not-lgpl.html.

Other Copyrights

X Consortium

Portions of code are covered by the following copyrights:

Copyright (C) 1996 X Consortium

[ oL-18970-01

Cisco Content Security and Control SSM Administrator Guide g



Appendix E  Open Source License Acknowledgments |

B Module License Acknowledgments

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED “AS1S” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE X CONSORTIUM BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF
OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

Except as contained in this notice, the name of the X Consortium shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this Software without prior written authorization
from the X Consortium.

X Window System is a trademark of X Consortium, Inc.

Berkeley-based Copyrights:

General

UCB/LBL

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “"ASIS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1993 The Regents of the University of California. All rights reserved.

This software was devel oped by the Computer Systems Engineering group at Lawrence Berkeley
Laboratory under DARPA contract BG 91-66 and contributed to Berkeley.
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All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California, Lawrence
Berkeley Laboratory.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by the University of California,
Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE |S PROVIDED BY THE REGENTS AND CONTRIBUTORS "ASIS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Copyright (c) 1996-1998 NVIDIA, Corp. All rights reserved.

NOTICE TO USER: The source codeis copyrighted under U.S. and international laws. NVIDIA, Corp.
of Sunnyvale, California owns the copyright and as design patents pending on the design and interface
of the NV chips. Users and possessors of this source code are hereby granted anonexclusive, royalty-free
copyright and design patent license to use this code in individual and commercial software.

Any use of this source code must include, in the user documentation and internal comments to the code,
notices to the end user as follows:

Copyright (c) 1996-1998 NVIDIA, Corp. NVIDIA design patents pending in the U.S. and foreign
countries.

NVIDIA, CORP. MAKES NO REPRESENTATION ABOUT THE SUITABILITY OF THIS SOURCE
CODE FOR ANY PURPOSE. IT ISPROVIDED “AS 1S WITHOUT EXPRESS OR IMPLIED
WARRANTY OF ANY KIND. NVIDIA, CORP. DISCLAIMS ALL WARRANTIES WITH REGARD
TO THIS SOURCE CODE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL NVIDIA, CORP. BE
LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, OR
ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOURCE
CODE.

[ oL-18970-01
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$XFree86: xc/ prograns/ Xserver/ hw xfree86/ doc/sgm / CPYRI GHT. sgm , v 3.9.2.3 1999/ 06/ 25
08:57: 13 hohndel Exp $

Platform Support License Acknowledgements

Linux Kernel

Linux Kernal, v2.6.17.8, owner Linus Torvalds

NOTE! This copyright does *not* cover user programs that use kernel services by normal system calls
- thisis merely considered normal use of the kernel, and does * not* fall under the heading of “derived
work.” Also note that the GPL below is copyrighted by the Free Software Foundation, but the instance
of code that it refersto (the linux kernel) is copyrighted by me and others who actually wrote it.

Linus Torvalds

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
675 Mass Ave, Cambridge, MA 02139, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public License isintended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users. This General Public License applies to
most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation softwareis covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licensesare
designed to make sure that you have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it if you want it, that you can change
the software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender therights. These restrictionstranslate to certain responsibilitiesfor you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there
isno warranty for thisfree software. If the software is modified by someone el se and passed on, we want
its recipients to know that what they have is not the original, so that any problems introduced by others
will not reflect on the original authors' reputations.
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Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of afree program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free
use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. ThisLicense appliesto any program or other work which contains a notice placed by the copyright

holder saying it may be distributed under the terms of this General Public License. The “Program,”
below, refers to any such program or work, and a “work based on the Program” means either the
Program or any derivative work under copyright law: that is to say, awork containing the Program
or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation isincluded without limitation in the term “modification.”) Each licenseeis
addressed as “you.”

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been
made by running the Program). Whether that is true depends on what the Program does.

You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge afee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent notices stating that you changed the files
and the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c. If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work
based on the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
worksin

themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of awhole which is
awork based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

[ oL-18970-01

Cisco Content Security and Control SSM Administrator Guide g



Appendix E  Open Source License Acknowledgments |

Platform Support License Acknowledgements

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or
with awork based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may copy and distribute the Program (or awork based on it, under Section 2) in object code or

executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a. Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b. Accompany it with awritten offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

c¢. Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for awork means the preferred form of the work for making modifications to
it. For an executable work, complete source code means all the source code for all modules it
contains, plus any

associated interface definition files, plus the scripts used to control compilation and installation
of the executable. However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering accessto copy from adesignated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under

this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this Licenseto do so,
and all its terms and conditions for copying, distributing or modifying the Program or works based
onit.

Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives alicense from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

Cisco Content Security and Control SSM Administrator Guide
.m. 0L-18970-01 |



| Appendix E

Open Source License Acknowledgments

1.

10.

Platform Support License Acknowledgements [l

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the

Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which isimplemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it isup to the author/donor to decide
if he or sheiswilling to distribute software through any other system and alicensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Program isrestricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distributionis
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public
License from timeto time. Such new versionswill be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the Program specifies aversion number of
this License which appliesto it and “any later version,” you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

1.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE PROGRAM 1S
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

[ oL-18970-01
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN |IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best
way to achieve thisisto make it free software which everyone can redistribute and change under these
terms.

To do so, attach the following noticesto the program. It is saf est to attach them to the start of each source
file to most effectively convey the exclusion of warranty; and each file should have at least the
“copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License,
or (at your option) any later version.

Thisprogramisdistributed in the hopethat it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details. You should have received a copy of the GNU
General Public License along with this program; if not, write to the Free Software Foundation, Inc., 675
Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail. If the program is interactive,
make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w.”

Thisisfree software, and you are welcome to redistribute it under certain conditions; type “show c' for
details.

The hypothetical commands “show w” and “show ¢” should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than “show w” and
“show c”; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a
“copyright disclaimer” for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision' (which makes
passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice
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This General Public License does not permit incorporating your program into proprietary programs. If
your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with thelibrary. If thisiswhat you want to do, use the GNU Library General Public License
instead of this License.

tftp-hpa Support

tftp-hpa, version 0.48, owner: H. Peter Anvin

The Berkeley copyright poses no restrictions on private or commercial use of the software and imposes
only simple and uniform requirements for maintaining copyright notices in redistributed versions and
crediting the originator of the material only in advertising.

For instance:
Copyright (c) 1982, 1986, 1990, 1991, 1993
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software devel oped by the University of California, Berkeley and its contributors.

1. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “"ASIS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESSINTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Berkeley rescinded the 3rd term (the advertising term) on 22 July 1999. Verbatim copies of the Berkeley
license in the OpenBSD tree have that term removed. In addition, many 3rd-party BSD-style licenses
consist solely of the first two terms.

Because the OpenBSD copyright imposes no conditions beyond those imposed by the Berkeley

copyright, OpenBSD can hope to share the same wide distribution and applicability as the Berkeley
distributions. It follows however, that OpenBSD cannot include material which includes copyrights
which are more restrictive than the Berkeley copyright, or must relegate this material to a secondary
status, i.e. OpenBSD as awholeis freely redistributable, but some optional components may not be.

[ oL-18970-01
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cracklib License

cracklib, version 2.7, owner Alec Muffett

Thisdocument isfreely plagiarized from the ‘Artistic Licence’, distributed as part of the Perl v4.0 kit by
Larry Wall, which is available from most major archive sites

This documents purpose is to state the conditions under which these Packages (See definition below)
viz: “Crack,” the Unix Password Cracker, and “ CrackLib,” the Unix Password Checking library, which
are held in copyright by Alec David Edward Muffett, may be copied, such that the copyright holder
mai ntains some semblance of artistic control over the development of the packages, while giving the
users of the package the right to use and distribute the Package in a more-or-less customary fashion, plus
the right to make reasonable modifications.

So there.
Definitions:

A “Package” refersto the collection of files distributed by the Copyright Holder, and derivatives of that
collection of files created through textual modification, or segments thereof.

“Standard Version” refers to such a Package if it has not been modified, or has been modified in
accordance with the wishes of the Copyright Holder.

“Copyright Holder” is whoever is named in the copyright or copyrights for the package.
“You” isyou, if you're thinking about copying or distributing this Package.

“Reasonable copying fee” is whatever you can justify on the basis of media cost, duplication charges,
time of people involved, and so on. (You will not be required to justify it to the Copyright Holder, but
only to the computing community at large as a market that must bear the fee.)

“Freely Available” means that no feeis charged for the item itself, though there may be feesinvolved in
handling the item. It also means that recipients of the item may redistribute it under the same conditions
they received it.

1. You may make and give away verbatim copies of the source form of the Standard Version of this
Package without restriction, provided that you duplicate all of the original copyright notices and
associated disclaimers.

2. You may apply bug fixes, portability fixes and other modifications derived from the Public Domain
or from the Copyright Holder. A Package modified in such a way shall still be considered the
Standard Version.

3. You may otherwise modify your copy of this Package in any way, provided that you insert a
prominent notice in each changed file stating how and when AND WHY you changed that file, and
provided that you do at least ONE of the following:

a. place your modificationsin the Public Domain or otherwise make them Freely Available, such
as by posting said modifications to Usenet or an equivalent medium, or placing the
modifications on amajor archive site such as uunet.uu.net, or by allowing the Copyright Holder
to include your modifications in the Standard Version of the Package.

b. use the modified Package only within your corporation or organization.

c. rename any non-standard executables so the names do not conflict with standard executables,
which must also be provided, and provide separate documentation for each non-standard
executable that clearly documents how it differs from the Standard Version.

d. make other distribution arrangements with the Copyright Holder.

4. You may distribute the programs of this Package in object code or executable form, provided that
you do at least ONE of the following:
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a. distribute a Standard Version of the executables and library files, together with instructions (in
the manual page or equivalent) on where to get the Standard Version.

b. accompany the distribution with the machine-readable source of the Package with your
modifications.

c. accompany any non-standard executables with their corresponding Standard Version
executables, giving the non-standard executabl es non-standard names, and clearly documenting
the differences in manual pages (or equivalent), together with instructions on where to get the
Standard Version.

d. make other distribution arrangements with the Copyright Holder.

5. You may charge a reasonable copying fee for any distribution of this Package. You may charge any

fee you choose for support of this Package. YOU MAY NOT CHARGE A FEE FOR THIS
PACKAGE ITSELF. However, you may distribute this Package in aggregate with other (possibly
commercial) programs as part of alarger (possibly commercial) software distribution provided that
YOU DO NOT ADVERTISE this package as a product of your own.

The name of the Copyright Holder may not be used to endorse or promote products derived from
this software without specific prior written permission.

THIS PACKAGE ISPROVIDED “ASIS" AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The End

tcpdump License

tcpdump, version 3.8.3, owner The Tcpdump Group
License: BSD

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1.

Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

The names of the authors may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS1S” AND WITHOUT ANY EXPRESS ORIMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

libncurses License

libncurses, version 5.4, owner: Free Software Foundation
Copyright (c) 1998,2000 Free Software Foundation, Inc.

[ oL-18970-01
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OpenSSH

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, distribute with
modifications, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED “AS1S” WITHOUT WARRANTY OF ANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGSIN THE SOFTWARE.

Except as contained in this notice, the name(s) of the above copyright holders shall not be used in
advertising or otherwise to promote the sale, use or other dealings in this Software without prior written
authorization.

OpenSSH, version 3.9p1, owner: OpenBSD
Thisfileis part of the OpenSSH software.

The licences which components of this software fall under are as follows. First, we will summarize and
say that all components are under a BSD licence, or alicence more free than that.

1)

OpenSSH contains no GPL code.

Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

Asfar as| am concerned, the code | have written for this software can be used freely for any purpose.
Any derived versions of this software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be called by a name other than “ssh”
or “Secure Shell.”

[Tatu continues]

However, | am not implying to give any licenses to any patents or copyrights held by third parties, and
the software includes parts that are not under my direct control. Asfar as | know, all included source
code is used in accordance with the relevant license agreements and can be used freely for any purpose
(the GNU license being the most restrictive); see below for details.

[However, none of that term is relevant at this point in time. All of these restrictively licensed software
components which he talks about have been removed from OpenSSH, i.e.,

e RSA isno longer included, found in the OpenSSL library

e |DEA isno longer included, its useis deprecated

e DESisnow external, in the OpenSSL library

e GMPisno longer used, and instead we call BN code from OpenSSL
e Zlibisnow external, in alibrary
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¢ The make-ssh-known-hosts script is no longer included
e TSS has been removed
e MD5isnow external, in the OpenSSL library
¢ RC4 support has been replaced with ARC4 support from OpenSSL
¢ Blowfishis now external, in the OpenSSL library
[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available on
the Internet and at any major bookstore, scientific library, and patent office worldwide. Moreinformation
can be found e.g. at “http://www.cs.hut.fi/crypto.”

The legal status of this program is some combination of all these permissions and restrictions. Use only
at your own responsibility. You will be responsible for any legal consequences yourself; | am not making
any claims whether possessing or using thisislegal or not in your country, and I am not taking any
responsibility on your behalf.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS1S” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE. THEENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

IN NO EVENT UNLESSREQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

2)

The 32-bit CRC compensation attack detector in deattack.c was contributed by CORE SDI S.A. under a
BSD-style license.

Cryptographic attack detector for ssh - source code
Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.

All rights reserved. Redistribution and use in source and binary forms, with or without modification, are
permitted provided that this copyright notice is retained.

THIS SOFTWARE ISPROVIDED "ASIS' AND ANY EXPRESSOR IMPLIED WARRANTIES ARE
DISCLAIMED. IN NOEVENT SHALL CORE SDI SA.BELIABLEFORANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES RESULTING FROM
THE USE OR MISUSE OF THIS SOFTWARE.

Ariel Futoransky <futo@core-sdi.com>

<http://www.core-sdi.com>
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3)
ssh-keygen was contributed by David Mazieres under a BSD-style license.
Copyright 1995, 1996 by David Mazieres <dm@I|cs.mit.edu>. *

Modification and redistribution in source and binary formsis permitted provided that due credit is given
to the author and the OpenBSD project by leaving this copyright notice intact.

4)

The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto isin the public
domain and distributed with the following license:

@version 3.0 (December 2000)

Optimized ANSI C code for the Rijndael cipher (now AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bossel aers <antoon.bossel aers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>

This code is hereby placed in the public domain.

THIS SOFTWARE IS PROVIDED BY THE AUTHORS "AS1S" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO
EVENT SHALL THEAUTHORSOR CONTRIBUTORSBE LIABLEFORANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

5)

One component of the ssh source code is under a 3-clause BSD license, held by the University of
California, since we pulled these parts from original Berkeley code.

Copyright (c) 1983, 1990, 1992, 1993, 1995 The Regents of the University of California. All rights
reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

HIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "ASIS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESSINTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
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LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY *
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF * SUCH
DAMAGE.

6)

Remaining components of the software are provided under a standard 2-term BSD licence with the
following names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Per Allansson
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

Portable OpenSSH additionally includes code from the following copyright holders, also under the
2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker

Gert Doering
Jakob Schlyter
Jason Downs
Juha Yrj=IS
Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
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Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the
following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “"ASIS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

8)

Portable OpenSSH contains the following additional licenses:
a) md5crypt.c, md5crypt.h

“THE BEER-WARE LICENSE” (Revision 42):

<phk@Ilogin.dknet.dk> wrote this file. Aslong as you retain this notice you can do whatever you want
with this stuff. If we meet some day, and you think this stuff isworth it, you can buy me abeer in return.
Paul-Henning Kamp

b) snprintf replacement
Copyright Patrick Powell 1995

This code is based on code written by Patrick Powell (papowell @astart.com) It may be used for any
purpose as long as this notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned licenses, various pieces of code in the openbsd-compat/
subdirectory are licensed as follows:

Some code is licensed under a 3-term BSD license, to the following copyright holders:
Todd C. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer notice, thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.
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* 3. Neither the name of the University nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS 1S AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESSINTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Some code is licensed under an |SC-style license, to the following copyright holders:
Internet Software Consortium.
Todd C. Miller

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE ISPROVIDED “ASIS” AND TODD C. MILLERDISCLAIMSALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BELIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR
IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some code is licensed under a MIT-style license to the following copyright holders:
Free Software Foundation, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “ Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, distribute with
modifications, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:;

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED “ASIS,” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGSIN THE SOFTWARE.

Except as contained in this notice, the name(s) of the above copyright holders shall not be used in
advertising or otherwise to promote the sale, use or other dealings in this Software without prior written
authorization.

$OpenBSD: LICENCE,v 1.17 2003/08/22 20:55:06 markus Exp $
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A

access (noun)

access (verb)

action

activate

Activation Code

ActiveUpdate

ActiveX

ActiveX malicious
code

ad hoc query

address

GLOSSARY

To read data from or write data to a storage device, such as a computer or server.

Authorization to read or write data. Most operating systems allow you to define different levels of
access, depending on job responsibilities.

The operation to be performed when the following has occurred:

e A virusor other threat has been detected.
¢ File blocking has been triggered.

Actions usually include clean, delete, or pass (deliver or transfer anyway). Delivering or transferring
anyway is not recommended; delivering a risk-infected message can compromise your network.

See also notification.

To enable your Trend Micro InterScan for Cisco CSC SSM software during the installation process by
entering the Activation Code on the Activation Codes Configuration window. Until the product is
installed and activated, the SSM is not operable.

A 37-character code, including hyphens, that is used to activate Trend Micro InterScan for Cisco CSC
SSM. An example of an activation code is: SM-QUE2-HD4B3-8577B-TB5P4-Q2X T5-48PY 4.

A Trend Micro utility that enables on-demand or background updates to the virus pattern file and scan
engine, spyware or grayware pattern file, PhishTrap pattern file, IntelliTrap pattern and exception
pattern files, anti-spam rules, and anti-spam engine.

A type of open software architecture that implements object linking and embedding, enabling some of
the standard interfaces, such as downloading of web pages.

An ActiveX control is a component object embedded in a web page that runs automatically when the
pageis viewed. ActiveX controls allow web developers to create interactive, dynamic web pages with
broad functionality, such as HouseCall, the Trend Micro free online scanner.

Hackers, virus writers, and others who want to cause mischief or worse may use malicious ActivexX
code as a vehicle to attack a system. In many cases, the web browser can be configured so that these
ActiveX controls do not execute by changing the browser security settings to “High.”

A quick method of extracting information directly from the Control Manager database. The database
contains information collected from all CSC SSMs registered to the Control Manager server.

Refersto anetworking address or an e-mail address, which is the string of characters that specifies the
source or destination of an e-mail message.
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administrator

administrator
account

administrator e-mail
address

ADSP

adware

anti-spam
anti-spam rules and
engine

antivirus

approved sender

archive

ASDM
audio or video file

authentication

binary

block

blocked sender

The system administrator, the person in an organization who is responsible for activities such as setting
up new hardware and software, allocating usernames and passwords, monitoring disk space and other
IT resources, performing backups, and managing network security.

A username and password that has administrator-level privileges.
The address used by the administrator of Trend Micro InterScan for Cisco CSC SSM to manage
notifications and alerts.

AppleTalk Data Stream Protocol, part of the AppleTalk protocol suite, which provides a TCP-style
reliable connection-oriented transport. This protocol is full duplex.

Advertising-supported software in which advertising banners display while the program is running.
Adwarethat installsa“backdoor” tracking mechanism on acomputer without user knowledgeiscalled
“spyware.”

A filtering mechanism, designed to identify and prevent delivery of advertisements, pornography, and
other “nuisance” mail.

The Trend Micro tools used to detect and filter spam.

Computer programs designed to detect and clean computer viruses.
A sender whose messages are always allowed into your network.

A single file containing one or (usually) more separate files plus information to allow them to be
extracted (separated) by a suitable program, such as a .zip file.

Adaptive Security Device Manager.
A file containing sounds, such as music or video footage.

The verification of the identity of a person or a process. Authentication ensures that digital data
transmissions are delivered to the intended receiver. Authentication also assures the receiver of the
integrity of the message and its source (where or whom it came from).

The simplest form of authentication requires a username and password to gain access to a particular
account. Authentication protocols can also be based on secret-key encryption, such as the Data
Encryption Standard (DES) algorithm, or on public-key systems using digital signatures.

See also public-key encryption and digital signature.

A numerical representation consisting of zeros and ones used by most all computers because of its ease
of implementation using digital electronics and Boolean algebra.

Prevent entry into your network.

A sender whose messages are never allowed to enter your network.
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boot sector virus A boot sector virusisavirustargeted at the boot sector (the operating system) of acomputer. Computer
systems are most likely to be attacked by boot sector viruses when you boot the system with an infected
disk from the floppy drive — the boot attempt does not have to be successful for the virus to infect the
hard drive.

Also, certain viruses can infect the boot sector from executable programs. These are known as
multi-partite viruses and they are relatively rare. Once the system is infected, the boot sector virus
attempts to infect every disk that is accessed by that computer. In general, boot sector viruses can be
successfully removed.

browser A program that allows a person to read hypertext, such as Internet Explorer or Mozilla Firefox. The
browser provides a way to view the contents of nodes (or “pages’) and to move from one node to
another. A browser acts as a client to a remote web server.

C

cache A small, yet fast portion of memory, holding recently accessed data, which is designed to speed up
subsequent access to the same data. The term is most often applied to processor-memory access, but
also appliesto alocal copy of data accessible over a network.

case-matching Scanning for text that matches both words and case. For example, if “dog” is added to the content filter,
with case-matching enabled, messages containing “Dog” pass through the filter; messages containing
“dog” do not.

cause The reason a protective action, such as URL blocking or file blocking, was triggered. Thisinformation
appearsin log files.

clean Remove virus code from afile or message.

cLi Command-Line Interface. For more information, see the “Reimaging and Configuring the CSC SSM
Using the CLI" section on page B-1.

client A computer system or process that requests a service of another computer system or process (a
“server”) using some kind of protocol and accepts the server responses. A client is part of a
client-server software architecture.

client-server A common form of distributed system in which software is divided between server tasks and client

environment tasks. A client sends requests to a server, according to protocol, asking for information or an action,
and the server responds.

compressed file A single file containing one or more separate files and information to allow them to be extracted by a
suitable program, such as WinZip.

configuration Choosing options for how Trend Micro InterScan for Cisco CSC SSM functions, for example, choosing
whether to pass or delete a virus-infected e-mail message.

content filtering Scanning e-mail messages for content (words or phrases) prohibited by Human Resources or IT

messaging policies, such as hate mail, profanity, or pornography.
content violation An event that has triggered the content filtering policy.

CSC SSM console The Trend Micro InterScan for Cisco CSC SSM user interface.

Cisco Content Security and Control SSM Administrator Guide
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D

daemon

damage routine

default

dialer

digital signature

disclaimer

DNS

DNS resolution

domain name

Denial of Service
(DoS) attack

DOS virus

dropper

ELF

A program that is not invoked explicitly, but lies dormant, waiting for certain condition(s) to occur. The
perpetrator of the condition need not be aware that a daemon is lurking.

The destructive portion of virus code, also called the payload.

A value that pre-populates a field in the CSC SSM console interface. A default value represents a
logical choice and is provided for convenience. Use default values as-is, or change them.

Dialers, as the name implies, dial to predefined numbers to connect to certain sites. Many users run
dialerswithout knowing that some of these programs actually dial |ong distance numbers or connect to
pay-per-call sites; and that they are being charged for the calls. Dialers are often offered as programs
for accessing adult sites.

Extra data appended to a message that identifies and authenticates the sender and message data using
atechnique called public-key encryption.

See also public-key encryption and authentication.

A statement appended to the beginning or end of an e-mail message that states certain terms of legality
and confidentiality regarding the message. To view an example, see the online help for the SMTP
Configuration - Disclaimer window.

Domain Name System. A general-purpose data query service used on the Internet to translate
hostnames into |P addresses.

A DNS client requests hostname and address data from a DNS server. Basic DNS configuration results
inaserver that performs default resolution. For example, aremote server queries another server for data
on amachine in the current zone. Client software on the remote server queries the resolver, which
answers the request from its database files.

Thefull name of asystem, consisting of itslocal hostname and its domain name, such as example.com.
A domain name should be sufficient to determine aunique Internet address for any host on the I nternet.
This process, called “name resolution,” uses DNS.

Group-addressed e-mail messages with large attachments that clog your network resources to the point
that messaging service is noticeably slow or even stopped.

DOS viruses infect DOS executable programs, which are files that have the these extensions. Unless
they have overwritten or inadvertently destroyed part of the original program code, most DOS viruses
try to replicate and spread by infecting other host programs. Also referred to as“COM” and “EXE file
infectors.”

Programsthat serve as delivery mechanismsto carry and drop viruses, Trojans, or wormsinto asystem.

Executable and Linkable Format, afile format for UNIX and Linux platforms.
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E-mail Reputation
(ER) technology

E-mail Reputation
Services (ERS)

encryption

end user license
agreement (EULA)

executable file

EXE file infector

exploit

F

false positive

file-infecting virus

filter criteria

Glossary W

E-mail Reputation (formerly called Network Reputation) is a method of spam filtering that allows you
to offload the task from the MTA to the CSC SSM. The I P address of the originating MTA is compared
with a database of |P addresses.

E-mail Reputation Services (formerly called Network Reputation Services) are services offered by
Trend Micro that stops over 80% of spam at its source. Before it reaches your network, the IP address
of incoming mail is verified against the world’s largest reputation database managed by the Trend
Micro Threat Prevention Network, which catches not only spam but stops new techniques involving
botnets and zombies.

The process of changing data into a form that can be read only by the intended receiver. To decipher
the message, the receiver of the encrypted data must have the proper decryption key. In traditional
encryption schemes, the sender and the receiver use the same key to encrypt and decrypt data.
Public-key encryption schemes use two keys: apublic key, which anyone may use, and a corresponding
private key, which only by the person who created it has. With this method, anyone may send a message
encrypted with the public key, but only the owner has the private key necessary to decrypt it. PGP
(Pretty Good Privacy) and DES (Data Encryption Standard) are two of the most common public-key
encryption schemes.

A legal contract between a software publisher and the software user, which outlines user restrictions.

Many usersinadvertently agree to the installation of spyware and adware on their computers when they
agree to the EULA that appears during the installation of certain free software.

A binary file containing a program in machine language that is ready to be executed.
An executable program with a .exe file extension.
See also DOS virus.

Code that takes advantage of a software vulnerability or security hole. Exploits can propagate and run
intricate routines on vulnerable computers.

An e-mail message that was*“ caught” by the spam filter and identified as spam, but is actually not spam.

File-infecting viruses infect executable programs (files that have extensions of .com or .exe). Most
virusestry to replicate and spread by infecting other host programs, but some inadvertently destroy the
program they infect by overwriting a portion of the original code. Some viruses are very destructive
and try to format the hard drive at a predetermined time or perform other malicious actions.

In many cases, afile-infecting virus can be successfully removed. However, if the virus has overwritten
part of the program code, the original file is unrecoverable.

User-specified guidelines for determining whether a message and attachment(s), if any, are delivered,
such as:

e Size of the message body and attachment

e Presence of words or text strings in the message subject, message body, or attachment subject

e Filetype of the attachment

[ oL-18970-01
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firewall A gateway machine with special security precautions on it, which is used to service outside network
(often Internet) connections and dial-in lines.

FTP A client-server protocol that allows a user on one computer to transfer files to and from another
computer over a TCP/IP network. Also refers to the client program the user executes to transfer files.

G
gateway An interface between an information source and a web server.
grayware A category of software that may be legitimate, unwanted, or malicious. Unlike threats such as viruses,
worms, and Trojans, grayware does not infect, replicate, or destroy data; however, it may violate your
privacy. Examples of grayware include spyware, adware, and remote access tools.
group file type Types of files that have a common theme. The five group file types in the Trend Micro InterScan for
Cisco CSS SSM interface are as follows:
e Audio/Video
e Compressed
e Executable
e |mages
e Microsoft Office
GUI Graphical User Interface. The use of pictures rather than words alone to represent the input and output
of a program.
H
hacker See virus writer.
hacking tool Tools such as hardware and software that enable penetration testing of a computer system or network
to find security vulnerabilities that can be exploited.
header Part of a data packet that contains transparent information about the file or the transmission.

heuristic rule-based Scanning network traffic using a logical analysis of properties that reduces or limits the search for
scanning solutions.

HTML virus A virus targeted at HTML, the authoring language used to create information that appears on a web
page. The virus resides in a web page and downloads through a browser.

HTTP Hypertext Transfer Protocol. The client-server TCP/IP protocol used on the web through port 80 to
render HTML documents.

HTTPS HTTP over SSL. A variant of HTTP used for handling secure transactions.

host A computer connected to a network.
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ICMP

image file

imssd

IMSS

incoming

IntelliScan

IntelliTrap

Internet

in the wild
in the zoo

interrupt

intranet

IWSS

iwss-process

Glossary W

Internet Control Message Protocol. This protocol is used to handle error and control messages at the |P
layer. ICMP is actually part of the IP protocol.

A file containing data representing a two-dimensional scene, that is, a picture. Images are taken from
the real world, for example, viaadigital camera or by a computer using graphics software.

The process that implements the scanning of SMTP traffic.

InterScan M essaging Suite™, Trend Micro's stand-alone SM TP/POP3 anti-virus product on which the
Mail Scanner module of the CSC SSM was based.

E-mail messages or other data routed into your network.

IntelliScan is a Trend Micro scanning technology that examines file headers using true file type
recognition, and scans only file types known to potentially harbor malicious code. True file type
recognition helps identify malicious code that can be disguised by a harmless extension name.

IntelliTrap is heuristic-based technology that worksin real-time to detect potentially malicious codein
compressed files that arrive as e-mail attachments. Enabling IntelliTrap allows the CSC SSM to take
user-defined actions on infected attachments, and to send notifications to senders, recipients, or
administrators.

A client-server hypertext information retrieval system, based on a series of networks connected with
routers. The Internet is a modern information system and a widely accepted medium for advertising,
online sales, and services, for university and many other research networks. The web is the most
familiar aspect of the Internet.

Known viruses that are currently controlled by anti-virus products.
Known viruses that are actively circulating.

An asynchronous event that suspends normal processing and temporarily diverts the flow of control
through an “interrupt handler” routine.

Any network that provides similar servicesin an organization to those provided by the Internet outside
the organization, but which is not necessarily connected to the Internet.

Internet Protocol.

I nformation technol ogy, which includes hardware, software, networking, telecommunications, and user
support.

I nterScan Web Security Suite™, Trend Micro's stand-alone HT TP anti-virus product, on which the Web
Scanner module of the CSC SSM was based.

The IWSS process that implements the scanning of HTTP traffic.
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J

Java applets Java applets are small, portable Java programs embedded in HTML pages that can run automatically
when the pages are viewed on the weh. Java appl ets allow web devel opersto createinteractive, dynamic
web pages with broader functionality.

Authors of malicious code have used Java applets as avehicle for attack. Most web browsers, however,
can be configured so that these applets do not execute—often by changing browser security settings to
“High.”

Java file Javais ageneral-purpose programming language developed by Sun Microsystems. A Javafile contains
Java code. Java supports programming for the Internet in the form of platform-independent Java
“applets.” An applet is a program written in Java programming language that can be included in an
HTML page. When you use a Java-enabled browser to view a page that contains an applet, the applet
code is transferred to your system and is executed by the Java Virtual Machine in the browser.

Java malicious code Virus code written or embedded in Java.
See also Javafile.
JavaScript virus JavaScript is a programming language devel oped by Netscape that allows web devel opers to add

dynamic content to HTML pages displayed in a browser using scripts. JavaScript shares some features
of Sun Microsystems Java programming language, but was developed independently.

A JavaScript virus targets these scriptsin the HTML code, which enables the virus to reside in web
pages and download to a desktop computer through the browser.

See also VBscript virus.

K

keylogger Keyloggers are programs that catch and store all keyboard activity. Legitimate keylogging programs
are used by corporations to monitor employees and by parents to monitor their children. However,
criminals also use keystroke logs to sort for valuable information, such aslog-in credentials and credit
card numbers.

KIPF Kelkea IP Filter, which is part of the Mail Scanner modul e that implements the E-mail Reputation
Service feature.

L

link (also called A reference from one point in one hypertext document to another point in another document or another

hyperlink) place in the same document. Links are usually distinguished by a different color or style of text, such
as underlined blue text. When you activate the link, for example, by clicking it with a mouse, the
browser displays the target of the link.

listening port A port used in client connection requests for data exchange.

load balancing Mapping or remapping of work to processors to improve the efficiency of a concurrent computation.
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M

macro A command used to automate certain functions within an application.

MacroTrap A Trend Micro utility that performs a rule-based examination of all macro code that is saved in
association with a document. Macro virus code is usually contained in part of the invisible template
that travels with many documents (.dot, for example, in Microsoft Word documents). MacroTrap
checks the template for signs of a macro virus by seeking out key instructions that perform virus-like
activity—instructions such as copying parts of the template to other templates (replication), or
instructions to execute potentially harmful commands (destruction).

macro virus Unlike other virus types, macro viruses are not specific to an operating system and can spread via

e-mail attachments, web downloads, file transfers, and cooperative applications.

malware (malicious Programming or files that are developed to do harm, such as viruses, worms, and Trojans.
software)

mass mailer (also A malicious program that has high damage potential, because it causes large amounts of network
known as a worm) traffic.

match case See case-matching.
message An e-mail message, which includes the message subject in the message header and the message body.

mixed threat attack Complex attacksthat take advantage of multiple entry points and vulnerabilitiesin enterprise networks,
such as the “Nimda” or “Code Red” threats.

MTA Mail Transfer Agent software that transfers e-mail from one host to another (for example, Sendmail and
Postfix).

multi-partite virus A virus that has characteristics of both boot sector viruses and file-infecting viruses.

N

NAT device Network Address Translation device that allows organizations to use unregistered | P network numbers
internally and still communicate with the Internet. Use this device to enable multiple hosts on a private
network to access the Internet using a single public | P address—a feature called private addressing.

network virus A type of virus that uses network protocols, such as TCP, FTP, UDP, HTTPR, and e-mail protocols to
replicate. Network viruses often do not alter system files or modify the boot sectors of hard disks.
Instead, they infect the memory of client machines, forcing them to flood the network with traffic,
which can cause slowdowns or even complete network failure.

notification A message that is forwarded to one or more of the following:

e System administrator
e Sender of a message
¢ Recipient of amessage, file download, or file transfer

The purpose of the notification is to communicate that a prohibited action has taken place, or was
attempted, such as a virus being detected in an attempted HTTP file download.
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NRS

NTP

o

offensive content

open relay

P

password cracker

pattern file (also
known as Official
Pattern Release)

payload

phishing

PID

ping

polymorphic virus

POP3

POP3 server

proxy

Network Reputation Service (see ERS), the CSCSSM anti-spam feature whose filter checksthe sending
MTA |P addresses with a database of “ Spammer” | P addresses.

Network Time Protocol, atime-keeping protocol for synchronizing clocks of computer systems over a
data network.

Words or phrases in messages or attachments that are considered offensive to others, for example,
profanity, sexual harassment, racial harassment, or hate mail.

An open mail relay isan SMTP (e-mail) server configured to allow anyone on the Internet to relay or
send e-mail through it. Spammers can use an open relay to send spam messages.

An program that is used to recover alost or forgotten password. These applications can also be used by
an intruder to gain unauthorized access to a computer or network resources.

The pattern file, asreferred to asthe Official Pattern Release (OPR), isthe latest compilation of patterns
for identified viruses. Thisfileis guaranteed to have passed a series of critical tests to ensure that you
get optimum protection from the latest virus threats. The file is most effective when used with the latest
scan engine.

An action that a virus performs on the infected computer, which can be relatively harmless, such as
displaying messages or gjecting the CD drive, or destructive, such as deleting the entire hard drive.

Phishing is arapidly growing form of fraud that seeks to fool web users into divulging private
information by mimicking a legitimate website.

The process ID, a number that is used by the operating system to uniquely identify a running process.

A diagnostic tool used on TCP/IP networks that allows you to verify whether a connection from one
host to another is working. For more information, see the “Pinging an IP Address” section on
page B-17.

A virus that can take different forms.

Post Office Protocol, amessaging protocol that allows aclient computer to retrieve electronic mail from
aserver viaatemporary connection, for example, a mobile computer without a permanent network
connection.

A server that hosts POP3 e-mail, from which clients in your network retrieve POP3 messages.

A servicethat provides a cache of items avail able on other serversthat are slower or more expensive to
access.
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proxy server

public-key
encryption

QiL

RBL

remote access tool

replicate

ROMMON

RPC

rule-based spam
detection

S

scan engine

seat

Glossary W

A web server that accepts URL s with a special prefix, which is used to retrieve documents from either
alocal cache or aremote server, then returns the URL to the requester.

An encryption scheme where each person gets a pair of “keys,” called the public key and the private
key. Each public key is published, while the private key is kept secret. Messages are encrypted using
the recipient public key and can only be decrypted using the private key.

See also authentication and digital signature.

One of the two databases that the ERS feature queries to check whether or not an IP addressis a
spammer.

One of the two databases that the ERS feature queries to check whether or not an IP addressis a
spammer.

Hardware and software that allow a legitimate system administrator to manage a network remotely.
However, these same tools can also be used by intruders to attempt a breach of system security.

Self-reproduce. In this documentation, the term refers to viruses or worms that can reproduce
themselves.

ROM monitor program. ROMMON is executed from ROM and is a single-threaded program that
initializes a board and loads a higher-level operating system. ROMMON is use to debug or to boot the
system manually.

Remote Procedure Call. A protocol governing the method with which an application activates processes
on other nodes and retrieves results.

Spam detection based on heuristic eval uation of message characteristicsto determine whether an e-mail
message should be considered spam. When the anti-spam engine examines an e-mail message, the
engine searches for matches between the mail content and the entriesin therulesfiles. Rule-based spam
detection has a higher catch rate than signature-based spam detection, but it also has a higher false
positive rate as well.

See also signature-based spam detection and fal se positive.

The module that performs antivirus scanning and detection in the host product into which it is
integrated.

A license for a single user to use Trend Micro InterScan for Cisco CSC SSM.
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Secure Password
Authentication

setup wizard

signature-based
spam detection

SMTP

SOCKS4

spam
SSL

spyware

stamp

status bar

T
TAC

TCP/IP

Telnet

TFTP

TMASE

An authentication process by which communications can be protected, using for example, encryption
and challenge-response mechanisms.

The setup program used to install Trend Micro InterScan for Cisco CSC SSM, which can be one of the
following:

e A GUI setup wizard, launched from ASDM. For more information, see the ASDM online help.

e A CLI. For moreinformation, see the “Reimaging and Configuring the CSC SSM Using the CL1”
section on page B-1.

A method of determining whether an e-mail message is spam by comparing the message content to
entries in a spam database. An exact match must be found for the message to be identified as spam.
Signature-based spam detection has a nearly zero false positive rate, but does not detect “new” spam
that is not an exact match for text in the spam signature file.

See also rule-based spam detection and false positive.

Simple Mail Transfer Protocol, a protocol used to transfer electronic mail between computers, usually
over Ethernet. SMTP is a server-to-server protocol; as a result, other protocols are used to access the

messages.

A protocol that relays TCP sessions to afirewall host to allow transparent access across the firewall to
application users.

Unsolicited e-mail messages to promote a product or service.
Secure Sockets Layer, a secure communications protocol on the Internet.

Advertising-supported software that usually installs tracking software on a system, capabl e of sending
information about the system to another party. The danger is that users cannot control the data being
collected or how it is used.

Place an identifier, such as “ Spam,” in the subject field of an e-mail message.

A feature of the user interface that displaysthe status or progress of aparticular activity, such asloading
files on a machine.

Technical Assistance Center, a support service that Cisco provides to users of Cisco products.

Transmission Control Protocol/Internet Protocol, a networking protocol commonly used in
combination with the Internet Protocol to govern connection of computer systems to the Internet.

The Internet standard protocol for remote login that runs on top of TCP/IP. This term can also refer to
networking software that acts as aterminal emulator for a remote login session.

Trivial File Transfer Protocol is asimple file transfer protocol used to read files from or write files to
aremote server.

Trend Micro™ Anti-Spam Engine, a heuristic engine that examines the header and body of e-mailsto
determine whether they are spam.
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top-level domain

(tid)

trigger

Trojan horse

true file type

trusted domain

trusted host

UDP

URL

\"/

VBscript virus

Glossary W

The last and most significant component of an Internet fully qualified domain name, the part after the
last “.” For example, host wombat.doc.ic.ac.uk isin the top-level domain “uk” (for the United
Kingdom).

An event that causes an action to take place. For example, Trend Micro InterScan for Cisco CSC SSM
detects avirusin an e-mail message, cleans or deletes the message, and sends a natification to the
system administrator, message sender, and/or message recipient.

A malicious program that is disguised as something benign. An executable program that does not
replicate, but instead, resides on a system to perform malicious acts, such as opening a port for an
intruder.

IntelliScan, avirus scanning technology, uses the true file type to identify the type of informationin a
file by examining the file headers, regardless of the file name extension, which could be misleading.

A domain from which Trend Micro InterScan for Cisco CSC SSM always accepts messages, without
considering whether the message is spam. For example, a company called Example, Inc. has a
subsidiary called Example-Japan, Inc. Messages from exampl e-japan.com are always accepted into the
example.com network without checking for spam, because the messages are from a known and trusted
source.

A server that is allowed to relay mail through a network because they are trusted to act appropriately
and not, for example, relay spam through a network.

A protocol in the TCP/IP protocol suite, the User Datagram Protocol allows an application to send
datagrams to other applications on aremote machine. UDPisaprotocol that provides an unreliable and
connectionless datagram service, in which delivery and duplicate detection are not guaranteed. This
protocol does not use acknowledgments, or control the order of arrival.

Uniform Resource Locator, a standard way of specifying the location of an object, usually aweb page,
on the Internet, for example, www.cisco.com. The URL maps to an |P address using DNS.

Microsoft Visual Basic scripting language is a programming language that allows web developers to
add interactive functionality to HTML pages displayed in a browser.

A VBscript virustargetsthese scriptsinthe HTML code, which enablesthe virusto reside in web pages
and download to a desktop through the browser.

See also JavaScript virus.
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virus

virus signature

virus trap
virus writer

VSAPI

W

web

Web Reputation
Web Reputation
Services

web server

wildcard

worm

y 4

Zip of Death

A program, apiece of executable code that hasthe unique ability to infect and replicate. Like biological
viruses, computer viruses can spread quickly and are often difficult to eradicate.

In addition to replication, some computer viruses share another commonality—a damage routine that
deliversthe virus payload. While payloads may only display messages or images, they can also destroy
files, reformat ahard drive, or cause other damage. Even if the virus does not contain adamage routine,
it can cause trouble by consuming storage space and memory, and degrading the overall performance
of a computer.

A unique string of bits that identifies a specific virus. Virus signatures are stored in the Trend Micro
virus pattern file. The Trend Micro scan engine compares code in files, such as the body of an e-mail
message or the content of an HTTP download, to the signatures in the pattern file. If amatch is found,
thevirusis detected, and is acted upon (for example, cleaned, deleted, or quarantined) according to the
defined security policy.

Software that helps you capture a sample of virus code for analysis.
Another name for a malicious computer hacker, someone who writes virus code.

Virus Scan API and the main virus scanner engine for Trend Micro.

The World Wide Web, also called the web or the Internet.

Web Reputation is a technology that guards end-users against emerging web threats by assigning
reputation scores (or rating) to URLSs.

Web Reputation Services are offered by Trend Micro to detect and block web-based security risks,
including phishing attacks.

A server process running at a website that distributes web pages in response to HT TP requests from
remote browsers.

In Trend Micro InterScan for Cisco CSC SSM, the term is used in reference to content filtering, where
an asterisk (*) represents any character.

A self-contained program (or set of programs) that is able to spread functional copies of itself or its
segments to other computer systems.

A zip (or archive) file of atype that when decompressed, expands enormously (for example, 1000%)
or azip file with thousands of attachments. Compressed files must be decompressed during scanning.
Huge files can slow or stop a network.
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