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Preface

This preface introduces the Cisco Content Security and Control SSM Administrator Guide.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Content Security and Control SSM Administrator Guide
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Overview

CHAPTER 1

Introducing the CSC SSM

This chapter introduces the Content Security and Control (CSC) Security Services Module (SSM), and
includes the following sections:

e Overview, page 1-1

e Features and Benefits, page 1-2

e Available Documentation, page 1-3

e Introducing the Content Security Tab, page 1-4
e Configuring Content Security, page 1-4

e Introducing the CSC SSM Console, page 1-5

e Licensing, page 1-11

e Process Flow, page 1-12

Trend Micro™ InterScan™ for Cisco CSC SSM™ provides an all-in-one content management solution
for your network. This guide describes how to manage the CSC SSM, which resides in your adaptive
security appliance, to do the following:

e Detect and take action on viruses, worms, Trojans, and other threats in your SMTP, POP3, HTTP,
and FTP network traffic.

a

Note The CSC SSM does not scan traffic using other protocols, such as HTTPS.

e Block compressed or very large files that exceed specified parameters.
e Scan for and remove spyware, adware, and other types of grayware.

These features are available to all customers with the Base License for the CSC SSM software. If you
have purchased the Plus level of the CSC SSM license in addition to the Base License, you can also:

e Reduce spam and protect against phishing fraud in SMTP and POP3 traffic.
e Set up content filters to allow or prohibit e-mail traffic containing key words or phrases.

e Block URLs that you do not want employees to access, or URLs that are known to have hidden or
malicious purposes.

[ oL-13472-03
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M Features and Benefits

e Filter URL traffic according to predefined categories that you allow or disallow, such as adult or
mature content, games, chat or instant messaging, or gambling sites.

For more information about the Base License and Plus License, see the “Licensing” section on
page 1-11.

To start scanning traffic, you must create one or more service policy rules to send traffic to the CSC SSM
for scanning. See the ASA 5500 series adaptive security appliance documentation for information about
how to create service policy rules using the command line or using ASDM.

With Trend Micro InterScan for Cisco CSC SSM, you do not need to install separate applications for
virus protection, spyware blocking, spam detection, or content filtering—all of these functions are
available in a single, easy-to-maintain package. Trend Micro InterScan for Cisco CSC SSM provides
protection for major traffic protocols—SMTP, HTTP, and FTP, as well as POP3 traffic, to ensure that
employees do not accidentally introduce viruses from their personal e-mail accounts.

For information about installing the appliance, see your Cisco documentation.

This guide familiarizes you with the Trend Micro InterScan for Cisco CSC SSM user interface, and
describes configuration settings that you may want to fine-tune after installation. For a description of
fields in a specific window, see the CSC SSM online help.

Features and Benefits

Trend Micro InterScan for Cisco CSC SSM helps you manage threats to your network. Table 1-1
provides an overview of the features and benefits:

Table 1-1 Features and Benefits

Features Benefits

Scans for traffic containing viruses, and manages |Together with powerful Cisco firewall protection,
infected messages and files. Trend Micro InterScan for Cisco CSC SSM
secures your network from threats, spam, and
unwanted content.

Scans for spam at low to high threshold levels, Easy to install, with a Setup Wizard.
and allows you to determine how spam is handled.

Cisco Content Security and Control SSM Administrator Guide
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Introducing the CSC SSM

Table 1-1 Features and Benefits (continued)

Available Documentation

Features

Benefits

Filters offensive or inappropriate content.

Blocks incoming file types that can damage your
network.

Helps prevent Denial of Service attacks by setting
limits on message size.

Provides approved senders and blocked senders
functionality for file and URL blocking.

Filters access to URLs by category.

Blocks connections to URLSs or FTP sites
prohibited by your corporate policies.

Allows you to fine-tune configuration of
scanning, anti-spam, and filtering features after
installation.

Can be configured to update the virus pattern file,
scan engine, and spam-detection components
automatically when a new version becomes
available from Trend Micro.

Provides e-mail and system log message
notifications to make sure you stay informed of
activity.

Provides log files that are purged automatically
after 30 days.

Provides a user-friendly console that includes
online help to guide you through tasks.

Automatically displays a notification when your
license is about to expire.

Antivirus, spyware and grayware detection, file
blocking, and other protections against security
risks in your network traffic are integrated with
ASDM.

Available Documentation

The documentation for this product assumes that you are a system administrator who is familiar with the
basic concepts of managing firewalls and administering a network. It is also assumed that you have
privileges to manage the security applications in your network.

Before proceeding, you might also want to read Cisco ASA 5500 Series Adaptive Security Appliance

Getting Started Guide. This guide includes documentation for installing the CSC SSM if the appliance
you purchased does not have the SSM already installed.

The documentation available for Trend Micro InterScan for Cisco CSC SSM includes the following:

e This document—Cisco Content Security and Control SSM Administrator Guide

¢ Online Help—Two types of online help are available:

— Context-sensitive window help, which explains how to perform tasks in one window.

— General help, which explains tasks that require action in several windows, or additional

knowledge needed to complete tasks.

[ oL-13472-03
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¢ Knowledge Base—An online database of problem-solving and troubleshooting information.
Knowledge Base provides the most current information about known product issues. To access the
Knowledge Base, go to the following URL:

http://esupport.trendmicro.com/support/

Terminology

Certain terms are used throughout the documentation and online help that may not be familiar to you, or

may be used in an alternate way from what you might expect. A definition of terms is available in the
Glossary.

Introducing the Content Security Tab

When you open ASDM, the ASA Main System tab is the default view. Click the Content Security tab
to view a summary of CSC SSM activities.

You are prompted to connect to the CSC SSM. The Connecting to CSC dialog box appears (shown in
Figure 1-1), in which you choose the IP address that ASDM recognizes, or an alternate. You can use an
alternate if you access ASDM through a NAT device, in which the IP address of the CSC SSM that is
visible from your computer is different from the actual IP address of the CSC SSM management port.

Figure 1-1 Connecting to the CSC

& Connecting to C5C...

ASDM will make a new connection to the CEC software running on the S5 module in
this ASA system. ASDM connects to this using a separate cannection ta the IP address
ofthe management port on the S5 module. In the below fields, specify the [P Address
to be used to connectto the CEC subsystem, You will then be prompted fora CSC
management password.

& hianagement IF Address - 10.2.41.74;

 Other IP Address or Hostname: I Fort: |8443

Continue | Cancel | Help |

148806

Click Continue after choosing the local host or the alternate.
Enter your CSC SSM password, which you configured during installation, and click OK.

The Content Security tab appears. For more information, see Features of the Content Security Tab,
page 7-1.

Configuring Content Security

To open the CSC SSM, choose Configuration > Trend Micro Content Security. From the
Configuration menu (shown in Figure 1-2), choose from the following configuration options:

e (CSC Setup—Launches the Setup Wizard to install and configure the CSC SSM.
¢ Web—Configures Web scanning, file blocking, URL filtering, and URL blocking.

Cisco Content Security and Control SSM Administrator Guide
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e Mail—Configures scanning, content filtering, and spam prevention for incoming and outgoing
SMTP and POP3 e-mail.

¢ File Transfer—Configures file scanning and blocking.

e Updates—Schedules updates for content security scanning components (virus pattern file, scan
engine, and others).

Figure 1-2 Configuration Options on ASDM
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Fila T Cptions  Tools  Wizands
)
) Y D
Hame Configuratian Mornaring
EL Sl i
LGS EF@CSC Setup
anse
—=2 T 5 et
ot | rifiguralion
R - B syotification S
ﬂ' | B aeanagemman sece!
i) 1 .
NAT P assword
L Eliwizaed Gutup
‘(;_i [E'ien
pire [ Mall
1 [ahla Transfer
ﬂ [ Undates
S0 Manager -
iy =
Treend Micro F
Content Seciity =

The Setup options are described in the Cisco ASA 5500 Series Adaptive Security Appliance Getting
Started Guide. The online help provides more detailed information about each of these options.

The Web, Mail, File Transfer, and Updates options are described in more detail in these chapters:
e Mail—Chapter 3, “Configuring SMTP and POP3 Mail Traffic.”
e Web and File Transfer—Chapter 4, “Configuring Web (HTTP) and File Transfer (FTP) Traffic.”
e Updates—Chapter 5, “Managing Updates and Log Queries.”

Introducing the CSC SSM Console

This section describes the CSC SSM console, and includes the following topics:
e Navigation Pane, page 1-6
e Tab Behavior, page 1-7
e Default Values, page 1-8
e Tooltips, page 1-9
e Online Help, page 1-9

After you have successfully installed Trend Micro InterScan for Cisco CSC SSM and have configured
the adaptive security appliance to send traffic to CSC SSM, the virus scanning and detection feature is
activated and your network traffic is scanned according to the default settings. Additional features, such
as spyware or grayware detection, are not enabled by default and you must configure them in the CSC
SSM.

Cisco Content Security and Control SSM Administrator Guide
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Introducing the CSC SSM Console

The CSC SSM displays in a browser window, as shown in Figure 1-3. The Configuration window in
ASDM has links to perform tasks of interest. The default view in the Trend Micro InterScan for Cisco
CSC SSM is context-sensitive, depending on the link selected. For example, click the Configure Web
Scanning link to go to the HTTP Scanning window, where you can configure Web scanning settings.

The first time you log in to the CSC SSM, ASDM displays a security certificate, followed by the
Connecting to CSC <link name> window. If you exit the CSC SSM and then return without logging out
of ASDM, only the security certificate appears.

To exit the application, click Log Off, and then close the browser window.

Figure 1-3 HTTP Scanning Window
j‘?/TREND MICRO"InterScan~for Cisco CSC SSM Log OFf |
HTTP Scanning
Surmnmary
b Mail (SMTR) Target webrnail Scanning Action Notification
» Mail (POP3)

HTTP scanning: Enabled Disable |

~ Web (HTTP)
@ all HTTP Traffic 0 only webmail

Scanning

File Blocking Default Scanning
URL Blocking Select a rethod:
URL Filtering ' all scannable files

Filtering Rules

= & Intelliscan: uses "true file type" identification @
Settings
= @] Specified file extenszions...
b File Transfer (FTP)
» Update Compressed File Handling

b Logs Action on password-protected files: & peliver © Delete @

148812

b Administration

T | Seansaranrassad filesse s to the fallaminaesitesing o e s e A Sl e, B

Navigation Pane

The left pane of the Trend Micro CSC SSM console is the main menu, which also serves as a navigation
pane (shown in Figure 1-4). Click a menu item in the navigation pane to open the corresponding window.
A selection is compressed when the arrow is pointing to the right; a selection is expanded when the arrow
is pointing down. The corresponding panes do not refresh until you choose an item on the main menu.

Cisco Content Security and Control SSM Administrator Guide
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Tab Behavior

Figure 1-4

_:‘?/TREND MICRO
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» Mail (POP3)
b Wb (HTTP)
b File Transfer (FTP)
¥ Update
b Logs

= Administration

Device Settings

Connection Settings
Device Failover Settings
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Register to DCS

Register to TMCM

Configuration Backup

Product Upgrade

Password

Product License

153662

Introducing the CSC SSM Console

Navigation Pane in the Trend Micro CSC SSM Console

The interactive windows for your selection appear on the right side of the CSC SSM console. Most
windows in the user interface have multiple views. For example, the SMTP Incoming Message Scan
window has three views: Target, Action, and Notification. You can switch among views by clicking the
appropriate tab for the information you want. The active tab name appears in brown text; inactive tab

names appear in black text.

Typically the tabs are related and work together. For example, in Figure 1-5, you need to use all three
tabs to configure virus scanning of incoming SMTP traffic.

[ oL-13472-03
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Figure 1-5 Tabs Working Together
/7 TREND MICRO"InterScarrfor Cisco CSC SSM R rrra— b
- SMTP Incoming Message Scan @
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For IntelliTrap Detections
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" Allow files to be delivered
Dutgoing

& Delets filas
Configuration

¥ Mail (POP3) For Spyware fGrayware Detections

b Wieb (HTTP)  Allow spyware/grayware files to be deliverad

¥ File Transfer (FTF} (% Delete spyware/grayware filas
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b Logs Save | Cancel I

¥ Administration
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e Target—Allows you to define the scope of activity to be acted upon.

e Action—Allows you to define the action to be taken when a threat is detected—examples of actions
are clean or delete.

e Notification—Allows you to compose a notification message, as well as define who is notified of
the event and the action.

For related tabs, you can click Save once to retain work on all three tabs.

Save Button
The Save button is disabled when the window first opens. After you perform tasks, the text on the button
appears black instead of gray. This is an indication that you must click the button to retain the work you
have done.

Default Values

Many windows in the Trend Micro for Cisco CSC SSM user interface include fields that contain default
settings. A default setting represents the choice that is best for most users, but you may change the
default if another choice is better for your environment. For more information about entries in a
particular field, see the online help.

Fields that allow you to compose a notification contain a default message. You can change default
notifications by editing or replacing the existing entry.

Cisco Content Security and Control SSM Administrator Guide
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Introducing the CSC SSM Console

Tooltips

Some windows on the CSC SSM console contain information called a tooltip. Place your mouse over an
icon to display a pop-up text box with additional information that helps you make a decision or complete
atask. In the following example (shown in Figure 1-6), positioning the mouse over an icon displays more
information about IntelliScan, one of several virus scanning options.

Figure 1-6 Tooltip Example
#// TREND MICRO"InterScanfor Cisco CSC SSM T T a—
-
FTP Scanning 2] T
Surnrmary
b Mail (SMTP) Target Action Motification
¥ Mail (POP3)
FTP scanning: Enabled PDisable
Y Web (HTTP) nabled [Bizable |
~ File Transfer {(FTP) Default Scanning
Scanning Select a method:
File Blocking @ all scannable files
» Update  IntelliScan: uses "true file type" identification IE‘ IntelliScan
¥ Logs 'l Spacified file extansions... I_nteIIiSc:an opti_mizes pe_r'Formanc:e by e_x_amining
v Administration file headers using true file type recognition, and
. . scanning only file types known to potentially
Compressed File Handling harbor malicious code,
Action on password-protected files: # peliver © D
True file type reco_gniti_on helps identify malicious
Do not scan compressed fils if: code that can be disguised by a harmless —
extension name.
Decompressed file count exceeds: [zo0 [1-400)
Size of a decompressed file exceeds: ISD (1-S01MB
Mumber of layers of compression exceeds: |3 (2-20)

Size of decompressed files iz "=" times the size of compressed file: IlDD (2-200)

Action on unscanned compressed files:  Deliver ' Delete
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Large File Handling LI

Online Help

Figure 1-7 shows the two types of online help available with Trend Micro InterScan for Cisco CSC SSM:
general help from the Help drop-down menu (1) and context-sensitive help from the Help icon (2).

Cisco Content Security and Control SSM Administrator Guide
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Figure 1-7 General and Context-sensitive Online Help
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Connection Settings
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Configuration Backup
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To open general help, click the Contents and Index entry from the Help drop-down menu. A second
browser window opens, which allows you to view the help contents shown in Figure 1-8. Click the plus
sign to expand a help topic.

191294

Figure 1-8 Online Help Contents

/3 Trend Micro InterScan for Cisco

Contents | Index | Search |

@ Summary

@ Mail - SMTP

@ Mail- POP3

@ wab - HTTP

@ File Transfar - FTP
@ Update

@ Logs

@ Administration
@ Computer Viruses
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After an introduction, the organization of the online help topics follows the structure of the menu on the
left in the user interface. Additional information about computer viruses is also available.

To view the online help index, click the Index tab. To search for information using a keyword, click the
Search tab.

To open context-sensitive help, click the window help icon, (). A second browser window appears,
which includes information for the window that you are currently viewing.

Links in Online Help

The online help contains links, indicated by blue underlined text. Clink a link to go to another help
window or display a pop-up text box with additional information, such as a definition. Disable pop-up
blocking in your browser to use this feature.

Cisco Content Security and Control SSM Administrator Guide
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Licensing

Licensing W

For more information about Trend Micro InterScan for Cisco CSC SSM, see the online help.

As described in the introduction to this chapter, there are two levels of the Trend Micro InterScan for
CSC SSM license: the Base License and the Plus License. The Base License provides antivirus,
anti-spyware, and file blocking capability. The Plus License adds anti-spam, anti-phishing, content
filtering, URL blocking, and URL filtering capability. The Base License is required for Plus license
activation.

If you purchased only the Base License, you may be able to view unlicensed features on the CSC SSM
console, but unlicensed features are not operational. You can, however, view online help for an
unlicensed feature. You can also purchase the additional functionality offered with the Plus License at a
later time.

If you are not sure of which level of license your organization purchased, review the CSC SSM
Information section of the Content Security tab, which summarizes your licensing information, as shown
in Figure 1-9.

Figure 1-9 Location of Licensing Information on the Content Security Tab
] :
File Options  Tools  ‘Wizards Help :
; 2 ) ) ‘e
@ % B | O © o)
Home Configuration Monitaring Back Forward Packet Trat

ASA Main System | Content Security
CSC S5M Information

Madel: SSM-IDS10 Base License:  Expires 1/23/2008
[Anti-Virus, Anti-Spyware, File-Blocking)

ot P: 192.168.2.2

“ersion: Pluz License: Expires 1/23/2008
[Anti-Spam, Anti-Phishing, Content

Last Update:  DSM7A0T, 11:32 Filtering, URL Blocking & Fittering)

T Ty vy — T e ¥ R

190894

Daily Modle #: 1 Licenzed Modes: 500
Alternatively, on the CSC SSM console, choose Administration > Product License to display the
Product License window. Scroll to the Plus License section of the window, and check the Status field. If
this field is set to “Activated,” you have the Plus License functionality. Otherwise, this field is set to “Not
Activated.”

Windows That Require Plus Licensing

Table 1-2 indicates which windows on the CSC SSM console are available with the Base License, and
which are available only when you purchase the additional Plus License.

Table 1-2 Windows Available Based on License Type

Window Title Base License | Plus License
Summary > Status/Mail (SMTP)/Mail (POP3)/Web (HTTP)/File

Transfer (FTP) X

Mail (SMTP) > Scanning > Incoming > Target/Action/Notification X

[ oL-13472-03
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Table 1-2 Windows Available Based on License Type (continued)

Window Title Base License | Plus License

Mail (SMTP) > Scanning > Outgoing > Target/Action/Notification X

Mail (SMTP) > Anti-spam > Content Scanning > Target/Action X

Mail (SMTP) > Anti-spam > Email Reputation > Target/Action X

Mail (SMTP) > Content Filtering > Incoming >
Target/Action/Notification X

Mail (SMTP) > Content Filtering > Outgoing >
Target/Action/Notification X

Mail (SMTP) > Configuration >
Message Filter/Disclaimer/Incoming Mail Domain/Advanced
Settings X

Mail (POP3) > Scanning > Target/Action/Notification X

Mail (POP3) > Anti-spam > Target/Action X

Mail (POP3) > Content Filtering > Target/Action/Notification X

Web (HTTP) > Scanning > Target/Webmail Scanning/Action/
Notification X

Web (HTTP) > File Blocking > Target/Notification X

Web (HTTP) > URL Blocking > Via Local List/Via Pattern File
(PhishTrap)/Notification X

Web (HTTP) > URL Filtering > Filtering Rules X

Web (HTTP) > URL Filtering > Settings > URL Categories/URL
Filtering Exceptions/Schedule/Re-classify URL X

File Transfer (FTP) > Scanning > Target/Action/Notification X

File Transfer (FTP) > File Blocking> Target/Notification X

Update > all windows X

Logs > all windows X

Administration > all windows X

Process Flow

Figure 1-10 illustrates the flow of traffic when the CSC SSM is installed in the adaptive security
appliance. A request is sent from a client workstation to a server. As the request is processed through the
adaptive security appliance, it is diverted to CSC SSM for content security scanning. If no security risk
is detected, the request is forwarded to the server. The reply follows the same pattern, but in the reverse
direction.

Cisco Content Security and Control SSM Administrator Guide
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Figure 1-10 Process Flow
Adaptive
Security Appliance I
Main System ===
modular
service
policy
a O Request sent — Request forwarded ﬁ
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5("{4 — ln:ldj | = | outsm;e | : !
ik... eply forwarde eply sen
Diverted Traffic Server
Client  t=———tt-————- - —— — -
content security scan °
&
CSC SSM =
If a security risk is detected, it can be cleaned or removed, depending on how you have configured the
CSC SSM.

Cisco Content Security and Control SSM Administrator Guide
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CHAPTER

Verifying Initial Setup

This chapter describes how to verify that Trend Micro InterScan for Cisco CSC SSM is operating
correctly, and includes the following sections:

e Verifying ASA Clock Setup, page 2-1

e Verifying CSC SSM Activation, page 2-1

e Verifying Scanning, page 2-2

e Testing the Antivirus Feature, page 2-3

e Verifying Component Status, page 2-4

e Viewing the Status LED, page 2-6

e Understanding SSM Management Port Traffic, page 2-7

Verifying ASA Clock Setup

To begin setup verification, you must confirm that the adaptive security appliance clock has been set
correctly. CSC SSM will synchronize its clock with the adaptive security appliance.

~

Note  CSC SSM may not function correctly if the adaptive security appliance time is not accurate.

To validate that the clock has been set correctly, perform these steps:
Step 1 Choose Configuration > Properties.

Step2  From the Properties menu, expand the Device Administration topic and then click Clock.

For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting Started
Guide.

Verifying CSC SSM Activation

Next, you must confirm that the CSC SSM has been activated correctly.
To validate that the CSC SSM has been activated correctly, perform the following steps:

Cisco Content Security and Control SSM Administrator Guide
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I Verifying Scanning

Step 1

Step 2

Step 3

If you have physical access to the device, check the status LED on the back of the device. The status
LED should be green. If the LED is amber, either solid or blinking, the card is not activated, or service
has not started. For more information, see Viewing the Status LED, page 2-6.

If you do not have physical access to the device, do one of the following to assure activation:

e Log into the CSC web console at https://<CSC IP address>:8443 and check the Summary page
license expiration, as shown in Figure 8-4 on page 8-15.

e Click the Content Security tab in the ASDM (see Figure 1-9 on page 1-11). You should see the
device model number, management IP address, version, and other details displayed in the upper left
corner.

¢ Run the show module 1 details command. You should see output that states “CSC SSM scan
services are available.”

hostname# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-10
. lines deleted for brevity...
App. name: CSC SSM
App. Status: Up
App. Status Desc: CSC SSM scan services are available
App. version: 6.2.XXXX.X

. lines deleted for brevity...

hostname#

If these suggestions do not resolve your issues, contact Cisco TAC for assistance.

Verifying Scanning

Step 1

Step 2

Trend Micro InterScan for Cisco CSC SSM starts scanning for viruses and other malware as soon as you
configure ASA to divert traffic to the SSM, even before you log on to the CSC SSM console. Scanning
runs whether or not you are logged on, and continues to run unless you turn it off manually.

To verify that Trend Micro InterScan for Cisco CSC SSM is scanning your SMTP network traffic,
perform the following steps:

In ASDM, open the Email Scan pane of the Content Security tab. The Email Scanned Count graph should
be incrementing.

On the CSC SSM console, click the Mail (SMTP) tab on the Summary window and check the Messages
processed since the service was started fields in the Incoming Message Activity and Outgoing Message
Activity sections of the Summary - Mail (SMTP) window. For an example, see Figure 2-1.

N

Note  You can also verify that packets have been diverted to the CSC SSM from the CLI by entering
the show service-policy csc command. For more information, see the Cisco Security Appliance
Command Line Configuration Guide.

Cisco Content Security and Control SSM Administrator Guide
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Step 3

Step 4

Testing the Antivirus Feature

Figure 2-1 Verify Scanning on the Summary Window
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1 |Incoming message activity counter ‘2 ‘Outgoing message activity counter

The message activity counters increment as traffic passes through your network.

Click the Refresh link to update the counters.

N

Note

The counters also reset whenever service is restarted.

Click the Mail (POP3) tab to perform a similar test for POP3 traffic, or view the Email Scanned Count
graph in ASDM, which includes counters for POP3 traffic.

Testing the Antivirus Feature

The European Institute for Computer Antivirus Research (EICAR) has developed a harmless test virus
that is detected as a real virus by antivirus technology, such as Trend Micro InterScan for Cisco CSC
SSM. The test virus is a text file with a .com extension that does not contain any fragments of viral code.
Use the test virus to trigger an incident and confirm that e-mail notifications and virus logs work
correctly.

To test the antivirus feature, perform the following steps:

[ oL-13472-03
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I Verifying Component Status

Step 1 Open a browser window and go to the following URL:
http://www.eicar.com/anti_virus_test_file.htm

Step2  Locate the EICAR download Area shown in Figure 2-2.

Figure 2-2 EICAR Download Area

Download area using the standard protocol http

gicar.corm Bicar.corn tat gicar cormzip Eicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes

Download area using the secure, SSL enahled protocol https

(Mote: For the time being we make use of a self-signed cedificate. You may be asked by your browser whether you trust this site.
Depending on acceptance of this new service we may install a cerificate coming from & trusted
Centificate Authority at & later poirt in time.)

gicar.corm gicar corn e gicar comzip Bitarcom.zip o
65 Bytes 65 Bytes 164 Bytes 308 Bytes @

Step3  Click the eicar.com link.
You should receive an immediate notification in your browser that a security event has occurred.

Step4  On the CSC SSM console, query the virus or malware log file by choosing Logs > Query to see the test
virus detection recorded in the log.

In addition, a notification has been sent to the administrator e-mail address that you entered during
installation on the Host Configuration installation window.

If you do not receive on-screen notification, possible causes may be one of the following:

e The CSC SSM is not activated. Verify that the device has been activated according to the information
in Verifying CSC SSM Activation, page 2-1.
e There may be a misconfiguration on the adaptive security appliance. For more information, see

Scanning Not Working Because of Incorrect Service-Policy Configuration, page 8-10.

e The CSC SSM is in a failed state. For example, it is rebooting or a software failure has occurred. If
this is the case, the system log message 421007 is generated. Check your system log messages to
see whether this error occurred. See Scanning Not Working Because the CSC SSM Is in a Failed
State, page 8-10 for more information.

Verifying Component Status

You must confirm that you have the most current antivirus components.

To determine whether you have the most current virus pattern file and scan engine, spyware pattern file,
PhishTrap pattern, anti-spam rules and engine and IntelliTrap pattern and pattern exceptions, perform
the following steps:

Step 1 In the CSC SSM console, click Update > Manual to display the Manual Update window, shown in
Figure 2-3.

Cisco Content Security and Control SSM Administrator Guide
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Figure 2-3 Manual Update Window
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If a more current version is available, the update version number displays in red in the Available column.

Choose those components you want to update and click Update to download the most recent versions.

If the current and available versions are the same, and you think a new version is available, or if the
Available column is blank, it could mean one of the following:

¢ A network problem has occurred.

e There are no new components available; everything is current.

e Trend Micro InterScan for Cisco CSC SSM is not configured correctly.

e The Trend Micro ActiveUpdate server is down.

Step 3
Figure 2-4.

Figure 2-4

:}:/
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I Viewing the Status LED

By default, Trend Micro InterScan for Cisco CSC SSM updates components periodically, with an
automatic notification after a scheduled update has occurred. You can modify the scheduled update
interval.

Viewing the Status LED

On the back of the security appliance, locate the Status LED in the ASA SSM indicators shown in
Figure 2-5.

Figure 2-5 ASA SSM Indicators
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The Status LED is labeled 2. The Status LED can be in several different states, which are described in

Table 2-1.
Table 2-1 ASA SSM LED Indicators
No. |LED Color State Description
1 PWR Green On The system has power.
2 STATUS Green and Flashing The SSM is running and activated, but the
Amber scanning service is down. If the flashing
continues for over a minute, either the CSC
SSM is loading a new pattern file or scan
engine update, or you may need to
troubleshoot to locate the problem.
Green Solid The SSM is booted up, but it is not activated.
Amber Solid The SSM has passed power-up diagnostics.
This is the typical operational status.
3 LINK/ACT |Green Solid There is an Ethernet link.
Flashing There is Ethernet activity.
4 SPEED Green 100 MB There is network activity.
Amber 1000 MB There is network activity.
(Gigabit-
Ethernet)

N

Note

The LEDs labeled 1, 3, and 4 are not used by the CSC SSM software.

r Cisco Content Security and Control SSM Administrator Guide
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Understanding SSM Management Port Traffic

Understanding SSM Management Port Traffic

During installation (on the IP Configuration installation window), you chose an IP address, gateway IP
address, and mask IP address for your management interface. The traffic that uses the SSM management
port includes the following:

e ActiveUpdate—The communication with the Trend Micro update server, from which Trend Micro
InterScan for Cisco CSC SSM downloads new pattern files and scan engine updates.

e URL rating lookups—The downloading of the URL filtering database, which is used if you
purchased the Plus License to perform URL blocking and filtering.

e Syslog—Uploading data from Trend Micro InterScan for Cisco CSC SSM to the syslog server(s).
e E-mail notifications—Notifications of trigger events such as virus detection.

¢ DNS lookup—Resolving the hostname used for pattern file updates and looking up the Trend Micro
server IP address.

e Cisco ASDM or Trend Micro GUI access—The communication between the Cisco ASDM interface
and the Trend Micro InterScan for Cisco CSC SSM interface.

Cisco Content Security and Control SSM Administrator Guide
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Cisco Content Security and Control SSM Administrator Guide
m. oL-13472-03 |



CHAPTER

Configuring SMTP and POP3 Mail Traffic

This chapter describes additional configuration required to detect security risks such as spyware or to
add an organizational disclaimer to incoming and/or outgoing messages, and includes the following

sections:

e Default Mail Scanning Settings, page 3-1

¢ Defining Incoming and Outgoing SMTP Mail, page 3-2

e Enabling SMTP and POP3 Spyware and Grayware Detection, page 3-3
e Reviewing SMTP and POP3 Notifications, page 3-4

e Configuring SMTP Settings, page 3-6

e Enabling SMTP and POP3 Spam Filtering, page 3-8
e Enabling SMTP and POP3 Content Filtering, page 3-9

e Enabling Email Reputation, page 3-10

Default Mail Scanning Settings

Table 3-1 lists the mail configuration settings, and the default values that are in effect after installation.

Table 3-1 Default Mail Scanning Settings

Feature

Setting

SMTP scanning for incoming and outgoing mail

Enabled using All Scannable Files as the scanning
method.

POP3 scanning

Enabled using All Scannable Files as the scanning
method.

SMTP and POP3 scanning message filter (reject
messages larger than a specified size)

Enabled to reject messages larger than 20 MB.

SMTP message rejection (reject messages with
recipients higher than a specified number)

Enabled to reject messages addressed to more
than 100 recipients.

[ oL-13472-03
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Defining Incoming and Outgoing SMTP Mail

Table 3-1 Default Mail Scanning Settings (continued)

Feature

Setting

SMTP and POP3 compressed file handling for
incoming and outgoing mail

Configured to skip scanning of compressed files
when one of the following is true:

e Decompressed file count is greater than 200.
e Decompressed file size exceeds 20 MB.
e Number of compression layers exceeds three.

e Decompressed or compressed file size ratio is
greater than 100 to 1.

e Compressed files exceed specified scanning
criteria.

SMTP incoming and outgoing messages Cleans the message or attachment in which the

POP3 messages in which malware is detected malware was detected.

If the message or attachment is uncleanable,
delete it (SMTP only) or replace with notification.

SMTP incoming and outgoing messages Allows files to be delivered.

POP3 messages in which spyware or grayware is
detected

SMTP incoming and outgoing messages An inline notification is inserted in the message in

POP3 notification when malware is detected which the malware was detected, which states:

$VIRUSNAMES% was detected in the file
($FILENAMES%) . The following action has been
taken:%$ACTIONS

Password-protected SMTP and POP3 e-mail Allows files to be delivered without scanning.
messages

These default settings give you some protection for your e-mail traffic after you install Trend Micro
InterScan for Cisco CSC SSM. You may change these settings. See the online help for more information
about these settings before making e-mail changes.

To obtain the maximum protection for your e-mail traffic, additional configuration settings are available
that you may want to update. If you purchased the Plus License, which entitles you to receive anti-spam
and content filtering functionality, you must configure these features.

Defining Incoming and Outgoing SMTP Mail

When an e-mail message is addressed to multiple recipients, one or more of which is an incoming
message (addressed to someone within the same organization with the same domain name) and one of
which is outgoing (addressed to someone in a different organization with a different domain name), the
incoming rules apply. For example, a message from psmith@example.com is addressed to

jdoe @example.com and gwood @example.net.

The message from psmith to jdoe and gwood is treated as an incoming message for both recipients,
although gwood is considered an “outgoing” recipient.

Cisco Content Security and Control SSM Administrator Guide
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Enabling SMTP and POP3 Spyware and Grayware Detection W

You should set scanning to the “All scannable files” option for incoming SMTP messages, and scanning
to the IntelliScan option for outgoing messages. You should set IntelliTrap to scan incoming messages,
although it can also be configured to scan outgoing messages. Make sure that you enable spyware or
grayware detection for incoming messages only.

About IntelliTrap™

IntelliTrap works in real-time to detect potentially malicious code in compressed files that arrive as
e-mail attachments. This feature is turned off by default. Enabling IntelliTrap allows CSC SSM to take
user-defined actions on infected attachments, and to send notifications to senders, recipients, or
administrators.

Enable IntelliTrap by checking the check box in the IntelliTrap sections of the following locations:
e Mail (SMTP) > Scanning > Incoming or Outgoing/Target
e Mail (POP3) > Scanning/Target
When IntelliTrap detects malware, the users can choose one of the following actions:
e Allow files to be delivered
e Delete files

IntelliTrap technology is heuristically based, which allows it to detect previously unknown or new
viruses. However, there are always a certain number of false positives. For this reason, Trend Micro
recommends using the “Allow files to be delivered” action setting when you use this feature. With the
action setting “Delete files,” the only way to recover the file is to have the sender resend the e-mail
message with the attachment.

The action settings are available at the following locations:
e Mail (SMTP) > Scanning > Incoming or Outgoing/Action
e Mail (POP3) > Scanning/Action
Notifications can be configured at the following locations:
e Mail (SMTP) > Scanning > Incoming or Outgoing/Notification
e Mail (POP3) > Scanning/Notification
For more information about Notifications, see Reviewing SMTP and POP3 Notifications, page 3-4.

To update the IntelliTrap Pattern and IntelliTrap Exception Pattern, check the check box for each
component on the Summary page and click Update, or set up schedule updates by choosing Update >
Scheduled. For more information about scheduled updates, see Scheduled Update, page 5-2.

Enabling SMTP and POP3 Spyware and Grayware Detection

To detect spyware and other forms of grayware in your e-mail traffic, you must configure this feature on
the SMTP Incoming Message Scan/Target, SMTP Outgoing Message Scan/Target, and POP3
Scanning/Target windows according to the following steps:

Step 1 To display the SMTP Incoming Message Scan/Target window, choose Configuration > Trend Micro
Content Security > Mail in ASDM and click the Configure Incoming Scan link.
Step2  To display the SMTP Outgoing Message Scan/Target window, choose Configuration > Trend Micro
Content Security > Mail in ASDM and click the Configure Outgoing Scan link.
Cisco Content Security and Control SSM Administrator Guide
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Step 3

Step 4

Step 5

To display the POP3 Scanning/Target window, in the CSC SSM console, choose Mail (POP3) >
Scanning > POP3 Scanning/Target.

In the Scan for Spyware/Grayware section of these windows (shown in Figure 3-1), choose the types of
grayware you want detected by Trend Micro InterScan for Cisco CSC SSM. See the online help for a
description of each type of grayware listed.

Figure 3-1 Spyware and Grayware Scanning Configuration
Scan for SpywarefGrayware [T zelect all
r Spyware M adware
[T pialers ™ 1cke Pragrams
r Hacking Tools [T Remote Access Tools %
[ password Cracking Applications [ others @ E

Click Save to enable the new configuration.

Reviewing SMTP and POP3 Notifications

This section describes notification settings and includes the following topics:
e Types of Notifications, page 3-4
¢ Modifying Notifications, page 3-5

If you are satisfied with the default notification setup, no further action is required. However, you might
want to review the notification options and decide whether you want to change the defaults. For example,
you may want to send a notification to the administrator when a security risk has been detected in an
e-mail message. For SMTP, you can also notify the sender or recipient.

You may also want to tailor the default text in the notification message to something more appropriate
for your organization.

To review and reconfigure e-mail notifications, go to each of the following windows in the CSC SSM
console:

e Mail (SMTP) > Scanning > Incoming > SMTP Incoming Message Scan/Notification
e Mail (SMTP) > Scanning > Outgoing > SMTP Outgoing Message Scan/Notification
e Mail (POP3) > Scanning > POP3 Scanning/Notification

Types of Notifications

There are two types of notifications available in e-mail traffic: e-mail notifications and inline
notifications, as shown in Figure 3-2.
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Figure 3-2 Examples of Notifications
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{ He Edt View | Inset Format Tools Actions Hep To:  chris_smith@exomple.com
: pria 210 =zl AIB.L B - |
- A u El ‘; e Subject:  Fourth Quarter Results
{izisend | bl | 4 il T Attach 25 Adobe POF | (41 | 1) Cgtions... | @) a —
Did you receive the quarterdy repor | sent last Friday? | wanted 1o go over the -~
numbers with you later today. Canwe meet at 47
admnGexample et
Pat
WORM_SOBER AC was detected in the file (Fourth Quarter Results). The
Subject: Security risk following action has been taken: clean
A
A secunty risk was deleted in an outgoing SMTP message from a
chris_smith@example.com to pat brown@example.org titled Fourth P S
Quarter Results. The following action was taken cFeari L b4
s =
(o2}

€)

1 |E-mail notification ‘Z ‘Inline notification

Notifications use variables called tokens to provide information that makes the notification more
meaningful. For example, a token called %VIRUSNAME% is replaced with the text worM_SOBER.AC in
the inline notification example on the right.

For more information about tokens, see the online help topic, “Using Tokens in Notifications.”

Modifying Notifications

To send a notification to additional recipients, or to change the default text of the notification message
that is sent when an event occurs, go to the applicable window to update the settings. For example,
Figure 3-3 shows the notification options on the Mail (SMTP) > Scanning > Outgoing > SMTP Outgoing
Message Scan/Notification window.
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Figure 3-3 Configure Notifications for Outgoing SMTP Messages

Email Notifications

When a security risk is detected in an incorming message, the following notifications will be
sent via ermail:
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The fallowing comments will be inserted in all scanned cutgoing messages and viewable by
recipients:

This message has been scanned by the InterScan for ;I
CS5C-55M and found to be free of known security rizks,

|

v Message with security |VIRUSHAMES was detected in the file [%FILENAME:], ;I
The following action has been taken: SACTION
H

[T Risk free message

rizh

148825

By default, the only notification is an inline notification to the message recipient, which means neither
the sender nor the administrator of the originating organization is aware that a security threat has been
detected and cleaned.

To make changes to these notifications, perform the following steps:

Step 1 In the Email Notifications section of the window, check the applicable check boxes provided to have
additional people receive e-mail notifications.

Step 2 In the Inline Notifications section of the window, choose one of the listed options, neither, or both.
Step3  Highlight the existing text and type your own message in the field provided.

Step4  Click Save when you are finished.

Configuring SMTP Settings

Review the configuration settings available in the Mail (SMTP) > Configuration > SMTP Configuration
window. The SMTP Configuration window contains the following four tabs:

e Message Filter
e Disclaimer
¢ Incoming Mail Domain

e Advanced Settings

N

Note  These settings apply to SMTP messages only.
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Step 1

Step 2

Step 3

Step 4

Configuring SMTP Settings W

To configure settings in this window, perform the following steps:

In the Message Filter tab, Trend Micro InterScan for Cisco CSC SSM is already configured to reject
messages larger than 20 MB and messages addressed to more than 100 recipients. These settings protect
you from an assault on your network that consumes CPU time while your e-mail server tries to handle
large, bogus messages addressed to hundreds of recipients. The default settings are recommended, and
if you want to continue to use them, no action is required on this window.

In the Disclaimer tab of the SMTP Configuration window, you may add an organizational disclaimer that
appears at the beginning or end of SMTP messages.

e To enable this feature, check one or both of the following check boxes:
— Display disclaimer in all incoming e-mail messages.

— Display disclaimer in all outgoing e-mail messages.

)

Note Leave this option blank if you do not want to use this feature.

e Select the location of the disclaimer using the Location drop-down box.
e If needed, customize the disclaimer text by highlighting it and redefining the message.

e Click Save.
In the Incoming Mail Domain tab of the SMTP Configuration window, you can define additional
incoming e-mail domains to do the following:

e Scan for viruses and other threats.

e Provide anti-spam functions.

e Perform content-filtering.

The Incoming mail domains field should already contain the incoming e-mail domain name you entered
in the Host Configuration installation window during installation. If you have additions, enter the
top-level domain (tld) name only. For example, enter only example.com; exclude subsidiary domains
such as examplel.com, example2.com, and so on. If there are no other incoming domains, no further
action is needed.
The Advanced Settings tab of the SMTP Configuration window contains fields that allow you to do the
following:

e Set a more aggressive (or permissive) timeout for messages that appear to be from an attacker.

e Enable settings that place selected, temporary restrictions on the SMTP traffic. If you suspect you

may be under attack, these restrictions make it more difficult for the traffic that has the

characteristics of a suspicious message from an attacker to move through a system because you have
performed the following:

— Set a shorter timeout for sending an e-mail (often an e-mail that takes longer to send is part of
an intentional attempt to consume resources).

— Limited the allowed number of errors triggered, indicative of someone resending a message over
and over.

— Limited the number of times the sender resets the conditions for attempting to send the same
e-mail.

[ oL-13472-03
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e The Enable SMTP TLS traffic pass-through mode check box is disabled by default. This setting
allows sending and receiving MTAs to communicate using the encrypted TLS protocol.

A

Caution = SMTP e-mail messages delivered via TLS are not scanned or filtered by CSC SSM, and could allow
malicious content to enter the network. Email Reputation still scans all SMTP e-mail messages for spam.

Step5  After you make changes, click Save to activate your updated SMTP configuration.

Enabling SMTP and POP3 Spam Filtering

You must configure the SMTP and POP3 anti-spam feature.

N

Note  This feature requires the Plus License.

To configure the anti-spam feature, perform the following steps:

Step1  On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Anti-spam link to display the SMTP Anti-spam > Content Scanning/Target window.

Step2  In the CSC SSM console, choose Mail (POP3) > Anti-spam > POP3 Anti-spam/Target to display the
POP3 Anti-spam window.

Step3  For each of these windows (SMTP and POP3), click Enable.

Step4  Reset the anti-spam threshold to Medium or High if you do not want to use the default value.

e

Tip You might want to adjust this setting at a later time, after you have some experience with
blocking spam in your organization. If the threshold is too low, a high incidence of spam occurs.
If the threshold is too high, a high incidence of false positives (legitimate messages that are
identified as spam) occurs.

Step5 In the Approved Senders section of the Mail (SMTP) > Anti-spam > Content Scanning/Target or POP3
Anti-spam/Target windows, add approved senders. Mail from approved senders is always accepted
without being evaluated.

N

Note  Approved senders that you have added and saved in either window appear in both windows. For
example, if you add yourname @example.com to the Approved Senders list on the Mail (POP3)
> Anti-spam/Target window. Open the SMTP Anti-spam > Content Scanning/Target window.
The address for yourname @example.com has already been added to the list of Approved
Senders on the Mail (SMTP) > Anti-spam > Content Scanning/Target window.

You can create the Blocked Senders list in either window; however, the list appears in both
windows.

Approved and blocked senders lists can also be imported. The imported file must be in a specific
format. See the online help for instructions.
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Step6  In the Blocked Senders section of the Mail (SMTP) > Anti-spam > Content Scanning/Target and
Mail (POP3) > Anti-spam/Target windows, add the blocked senders. Mail (spam and non-spam) from
blocked senders is always rejected. Blocked senders that you have added and saved in either window
appear in both windows.

Step7  Configure the action for messages identified as spam.

a. Go to the Mail (SMTP) > Anti-spam > Content Scanning/Action tab, and select one of the
following options:

— Stamp the message with a spam identifier, such as “Spam:” and deliver it anyway. The spam
identifier acts as a prefix to the message subject (for example, “Spam:Designer luggage at a
fraction of the cost!”).

— Delete message.
b. Go to the Mail (POP3) > Anti-spam/Action tab, and select one of the following options:

— Stamp the message with a spam identifier, such as “Spam:” and deliver it anyway. The spam
identifier acts as a prefix to the message subject (for example, “Spam:Designer luggage at a
fraction of the cost!”).

— Replace with notification to inform the recipient that the mail was not delivered because it
violated an anti-spam policy.

Step8  Click Save to activate the new anti-spam configuration settings.

Enabling SMTP and POP3 Content Filtering

You must configure the SMTP and POP3 content filtering feature.

~

Note  This feature requires the Plus License.

To configure the content filtering feature, perform the following steps:

Step1  On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Incoming Filtering link to display the SMTP Incoming Content Filtering/Target window.

Step2  On the Configuration > Trend Micro Content Security > Mail window in ASDM, click the Configure
Outgoing Filtering link to display the SMTP Outgoing Content Filtering/Target window.

Step3  Onthe CSC SSM console, choose Mail (POP3) > Content Filtering > POP3 Content Filtering/Target
to display the POP3 Content Filtering/Target window.

Step 4 For each of these windows (SMTP Incoming and Outgoing, and POP3), click Enable.

Step 5 Decide whether to use message size filtering criteria, and if so, set the parameters in the Message size is
field. For example, if you specify message filtering for messages and attachments greater than 5 MB,
messages with attachments less than 5 MB are not filtered. If you do not specify a message size, all
messages are filtered, regardless of their size.

Step6  In the Message Subject and Body section of the windows, specify words that if present in the message
subject or body, trigger content filtering.

Cisco Content Security and Control SSM Administrator Guide
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Step7 In the Message Attachment section of the windows, specify characters or words that if present in the
attachment name, trigger content filtering. You can also choose content filtering by file types in this
section of the window. For example, if you choose Microsoft Office file types for filtering, attachments
created with Microsoft Office tools are filtered for content.

Step8  On each of these windows, click the Action tab to specify what action triggers content filtering. For
e-mail messages, the options are as follows:

a. Go to the Mail (SMTP) > Content Filtering > Incoming or Outgoing/Action tab, and select one
of the following options:

— Delete messages (messages will not be delivered).
— Deliver messages anyway.
For attachments, select from the following options:

— Allow violating attachments to pass. In this case, do not make any changes in the “For messages
that match the attachment criteria” section of the window.

— Delete the attachment and insert an inline notification in the message body.
b. Go to the Mail (POP3) > Content Filtering/Action tab, and select one of the following options:
For messages that match the filtering criteria:

— Replace with notification to inform the recipient that the mail was not delivered because it
violated a content filtering policy.

— Deliver messages anyway.
For messages that match the attachment criteria, select from the following options:

— Allow violating attachments to pass. In this case, do not make any changes in the “For messages
that match the attachment criteria” section of the window.

— Delete the attachment and insert an inline notification in the message body.

Step9  On each of these windows, click the Notification tab to specify whether a notification is sent to the
administrator for a content filtering violation. For SMTP, you can also notify the sender or recipient.
Change the default text in the notification message by selecting it and redefining the message.

Step10 Click Save to activate content filtering according to the new configuration settings.

Enabling Email Reputation

In addition to filtering spam on the basis of content, CSC SSM provides Email Reputation (ER)
technology, which allow you to determine spam based on the reputation of the originating MTA. This
off-loads the task from the CSC SSM server. With ER enabled, all inbound SMTP traffic is checked by
the IP databases to see whether the originating IP address is clean or it has been black-listed as a known
spam vector.

Note = For Email Reputation Services to function properly, all address translation on inbound SMTP traffic
must occur after traffic passes through the CSC SSM. If NAT or PAT takes place before the inbound
SMTP traffic reaches the CSC SSM, CSC SSM will always see the local address as the originating MTA.
ERS only blocks connections from suspect MTA public IP addresses, not private or local addresses.
Therefore, customers using Email Reputation Services should not translate inbound SMTP connnections
before they are scanned by CSC SSM.
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About Standard and Advanced Services

Note

Email Reputation Services — Standard (ERS — Standard) service (formerly known as Realtime
Blackhole List or RBL+) is a database that tracks the reputation of about two billion IP addresses. IP
addresses that have been consistently associated with the delivery of spam messages are added to the
database and rarely removed.

Email Reputation Services — Advanced (ERS — Advanced) service (formerly RBL + and Quick IP
Lookup or QIL combined) is a DNS, query-based service like Email Reputation Services Standard. At
the core of this service is the standard reputation database, along with the dynamic reputation, real-time
database. This service stops sources of spam while they are in the process of sending millions of
messages.

When an IP address is found in either database, ER “marks” the connection and CSC SSM behaves
according to the settings that you have chosen.

For example, an MTA has been hijacked or an open relay exploited and used by a third party to deliver
spam messages. The system administrator may discover the exploit after a brief period of time and

correct it. Nevertheless, during this period of time, millions of spam messages are being and have been
sent by the server. The tainted IP address may be added to the dynamic reputation database (used by ERS
— Advanced) after only a few reports of spam, but then removed after the reports have subsided. On the
other hand, because it takes longer for an IP address to be added to the standard reputation database (used
by ERS-Standard), many that are only temporarily problematic (but nonetheless responsible for millions
of spam) are not flagged by the standard reputation database. After these IP addresses have been added
to the standard reputation database, however, it is more difficult to remove them from the database.

There is a higher degree of certainty that IP addresses in the standard reputation database are confirmed
spam MTAs.

Both services are applied to the message before the message is delivered to your MTA, freeing it from
the overhead of processing complex heuristics and analysis and routing the mail at the same time.

Enabling and Configuring ER

N

Note

Step 1

Step 2
Step 3

Step 4

This feature requires the Plus License.

To enable and configure ER filtering, perform the following steps:

On the CSC SSM console, choose Mail (SMTP) > Anti-spam > Email Reputation to open the Target
window.

Click Enable.

Choose the level of service you want to use: Standard or Advanced. The Advanced service level uses
both standard and dynamic reputation database services to check the reputation of the MTA from which
the e-mail is received.

In the Approved IP Address field, add the IP address or a range of IP addresses for any PCs you want to
exempt from the lookup service.
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Step5  Click the Action tab to make that page active, and then choose the action you want the CSC SSM to take
on messages found to match an entry in the databases used by the standard or advanced service. The
available actions are as follows:

e Intelligent action—Spam messages are rejected at the MTA with a brief message.

e Connection closed with no error—Spam messages are rejected, but no message is sent.

N

Note  This action may trigger a series of automatic retries on the part of the originating MTA, and can
increase traffic volume.

e Detect, log, then pass—Spam incidents are logged and then delivered to the intended recipient, and
other scanning rules are applied. This action is typically used only for troubleshooting.
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Configuring Web (HTTP) and File Transfer (FTP)

Traffic

This chapter describes how to make HTTP and FTP traffic configuration updates, and includes the

following sections:

e Default Web and FTP Scanning Settings, page 4-1

e Downloading Large Files, page 4-2

e Spyware and Grayware Detection and Cleaning, page 4-4

e Scanning Webmail, page 4-5
¢ File Blocking, page 4-5

¢ URL Blocking, page 4-6

e URL Filtering, page 4-9

Default Web and FTP Scanning Settings

After installation, by default your HTTP and FTP traffic is scanned for viruses, worms, and Trojans.
Malware such as spyware and other grayware require a configuration change before they are detected.
Table 4-1 summarizes the web and file transfer configuration settings, and the default values that are in

effect after installation.

Table 4-1 Default Web and FTP Scanning Settings

Feature

Default Setting

Web (HTTP) scanning of file downloads

Enabled using All Scannable Files as the scanning
method.

Webmail scanning

Configured to scan Webmail sites for Yahoo, AOL,
MSN, and Google.

File transfer (FTP) scanning of file transfers |Enabled using All Scannable Files as the scanning

method.

[ oL-13472-05
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Table 4-1

Default Web and FTP Scanning Settings (continued)

Feature

Default Setting

Web (HTTP) compressed file handling for
downloading from the Web

File transfer (FTP) compressed file handling
for file transfers from an FTP server

Configured to skip scanning of compressed files when
one of the following is true:

e Decompressed file count is greater than 200.
e Decompressed file size exceeds 30 MB.
e Number of compression layers exceeds three.

e Decompressed or compressed file size ratio is
greater than 100 to 1.

Web (HTTP) and file transfer (FTP) large file
handling (do not scan files larger than a
specified size)

Enabled deferred scanning of files larger than
a specified size

Configured to skip scanning of files larger than 50 MB.

Configured to enable deferred scanning of files larger
than 2 MB.

Web (HTTP) downloads and file transfers
(FTP) for files in which malware is detected

Clean the downloaded file or file in which the malware
was detected.

If uncleanable, delete the file.

Web (HTTP) downloads and file transfers
(FTP) for files in which spyware or grayware
is detected

Files are deleted.

Web (HTTP) downloads when malware is
detected

An inline notification is inserted in the browser, stating
that Trend Micro InterScan for CSC SSM has scanned
the file you are attempting to transfer, and has detected
a security risk.

File transfers (FTP) notification

The FTP reply has been received.

These default settings give you some protection for your Web and FTP traffic after you install Trend
Micro InterScan for Cisco CSC SSM. You may change these settings. For example, you may prefer to
use the Scan by specified file extensions option rather than All Scannable Files for malware detection.
Before making changes, review the online help for more information about these selections.

After installation, you may want to update additional configuration settings to obtain the maximum
protection for your Web and FTP traffic. If you purchased the Plus License, which entitles you to receive
URL blocking, anti-phishing, and URL filtering functionality, you must configure these additional

features.

Downloading Large Files

The Target tabs on the HTTP Scanning and FTP Scanning windows allow you to define the size of the
largest download you want scanned. For example, you might specify that a download under 20 MB is
scanned, but a download larger than 20 MB is not scanned.

In addition, you can:

e Specify large downloads to be delivered without scanning, which may introduce a security risk.

e Specify that downloads greater than the specified limit are deleted.
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By default, the CSC SSM software specifies that files smaller than 50 MB are scanned, and files 50 MB
and larger are delivered without scanning to the requesting client.

Deferred Scanning

A

The deferred scanning feature is not enabled by default. When enabled, this feature allows you to begin
downloading data without scanning the entire download. Deferred scanning allows you to begin viewing
the data without a prolonged wait while the entire body of information is scanned.

Caution

Note

When deferred scanning is enabled, the unscanned portion of information can introduce a security risk.

If deferred scanning is not enabled, the entire content of the download must be scanned before it is
presented to you. However, some client software may time out because of the time required to collect
sufficient network packets to compose complete files for scanning. The following table summarizes the
advantages and disadvantages of each method.

Method Advantage Disadvantage

Deferred scanning enabled |Prevents client timeouts May introduce a security risk

Deferred scanning disabled |Safer. The entire file is scanned for |May result in the client timing
security risks before being presented |out before the download is
to you. complete

Traffic moving via HTTPS cannot be scanned for viruses and other threats by the CSC SSM software.

When the file is eventually scanned by CSC SSM, it may be found to contain malicious content. If so,
CSC SSM takes following action:

e Sends a notification message, provided notifications are enabled
e Logs the event details

e Automatically blocks the URL from other users from four hours after malicious code detection.
Access to the URL is restored after four hours elapses, and content from it will be scanned

If CSC SSM has been registered to a Damage Cleanup Services (DCS) server, a DCS clean-up request
is issued under the following conditions:

e Someone (usually a client PC) attempts to access a URL classified as Spyware, Disease Vector, or
Virus Accomplice by the PhishTrap pattern (requires a Plus license) or

e Someone (usually a client PC) uploads a virus classified as a “worm”

DCS connects to the client to clean the file. See more about DCS in Appendix C, “Using CSC SSM with
Trend Micro Damage Cleanup Services”.
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Spyware and Grayware Detection and Cleaning

Note

Grayware is a category of software that may be legitimate, unwanted, or malicious. Unlike threats such
as viruses, worms, and Trojans, grayware does not infect, replicate, or destroy data, but it may violate
your privacy. Examples of grayware include spyware, adware, and remote access tools.

Spyware/grayware presents two main problems to network administrators. It can compromise sensitive
company information and reduce employee productivity by causing infected machines to malfunction.
In addition to detecting and blocking incoming files that may install spyware, CSC SSM can prevent
installed spyware from sending confidential data via HTTP.

If a client tries to access a URL classified as spyware, disease vector, or virus accomplice by the
PhishTrap pattern, or a client PC uploads a virus classified as a worm as a Web mail attachment, CSC
SSM can send a request to Trend Micro Damage Cleanup Services (DCS) to clean the infected machine.
DCS reports the outcome of the cleaning attempt (either successful or unsuccessful) to the CSC SSM
server.

If the cleaning attempt is not successful, the client’s browser is redirected to a special DCS-hosted
cleanup page the next time it tries to access the Internet. This page contains an ActiveX control that again
tries to clean the infected machine. If access permissions were the reason for the first failed cleaning
attempt, the ActiveX control may be successful where cleaning via remote logon was unsuccessful.

See more about DCS in Using CSC SSM with Trend Micro Damage Cleanup Services, page C-1.

To avoid excessive cleanup attempts, CSC SSM only sends requests to cleanup a target IP once every
four hours by default. If the client at that IP continues to perform suspicious actions, then no further
cleanup requests will be issued until this lockout period has expired. You can modify the length of this
lockout period by going to /opt/trend/isvw/config/web/intscan.ini on the CSC SSM and changing
the value of the [DCS]/cleanup_lockout_hours field. The value in this field is interpreted as the number
of hours, and partial values (such as 0.5) are supported.

Detecting Spyware and Grayware

Spyware or grayware detection is not enabled by default. To detect spyware and other forms of spyware
and other grayware in your Web and file transfer traffic, you must configure this feature in the following
windows:

e Web (HTTP) > Scanning > HTTP Scanning/Target
e File Transfer (FTP) > Scanning > FTP Scanning/Target
To configure web scanning, do the following:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
Web Scanning link.

To configure FTP scanning, do the following:

On the Configuration > Trend Micro Content Security > File Transfer window in ASDM, click the
Configure File Scanning link.

For more information, see the “Enabling SMTP and POP3 Spyware and Grayware Detection” section on
page 3-3 and the online help for these windows.

Cisco Content Security and Control SSM Administrator Guide
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Scanning Webmail

Scanning Webmail

A

As specified in Table 4-1, Webmail scanning for Yahoo, AOL, MSN, and Google is already configured
by default.

Caution

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

If you elect to scan only Webmail, HTTP scanning is restricted to the sites specified on the Webmail
Scanning tab of the Web (HTTP) > Scanning > HTTP Scanning window. Other HTTP traffic is not
scanned. Configured sites are scanned until you remove them by clicking the Trashcan icon.

To add additional sites, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
Webmail Scanning link.

The Target tab of the HTTP Scanning window appears.

Click the Webmail Scanning tab.

In the Name field, enter a name for the Webmail site.

In the Match field, enter the exact website name/IP address, a URL keyword, and a string.
Choose the appropriate radio button to correspond with the text entered in the Match field.

~

Note  Attachments to messages that are managed via Webmail are scanned.

Click Save to update your configuration.

For more information about how to configure additional Webmail sites for scanning, see the online help.

File Blocking

This feature is enabled by default; however, you must specify the types of files you want blocked. File
blocking helps you enforce your organization policies for Internet use and other computing resources

during work time. For example, your company does not allow downloading of music, both because of
legal issues as well as employee productivity issues.

To configure file blocking, perform the following steps:

Step 1 To block downloads via HTTP, on the Configuration > Trend Micro Content Security > Web window in
ASDM, click the Configure File Blocking link to display the File Blocking window.

Step 2 To block downloads via FTP, on the Configuration > Trend Micro Content Security > File Transfer
window in ASDM, click the Configure File Blocking link.

Step3  To block transferring of music files, on the Target tab of the File Blocking window, check the
Audio/Video check box, as shown in Figure 4-1.

Cisco Content Security and Control SSM Administrator Guide
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Figure 4-1 Enable File Blocking
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Step 4

specified file extensions check box.

Step 5
files are blocked.

You can specify additional file types by file name extension. To enable this feature, check the Block

Then enter additional file types in the File extensions to block field, and click Add. In the example, .vbs

For more information about file blocking and for information about deleting file extensions you no
longer want to block, see the online help.

Step 6

To view the default notification that displays in the browser or FTP client when a file blocking event is

triggered, click the Notifications tab of the File Blocking window.

Step 7

To customize the text of these messages, select and redefine the default message. An optional

notification to the administrator is available for HTTP file-blocking events, but is turned off by default.
Check the Send the following message check box to activate the notification.

Step 8

URL Blocking

Click Save when you are finished to update the configuration.

This section describes the URL blocking feature, and includes the following topics:

Blocking from the Via Local List Tab, page 4-7

Blocking from the Via Pattern File (PhishTrap) Tab, page 4-8

r Cisco Content Security and Control SSM Administrator Guide
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Note

URL Blocking H

The URL blocking feature helps you prevent employees from accessing prohibited websites. For
example, you may want to block some sites because policies in your organization prohibit access to
dating services, online shopping services, or offensive sites.

This feature requires the Plus License.

You may also want to block sites that are known for perpetrating fraud, such as phishing. Phishing is a
technique used by criminals who send e-mail messages that appear to be from a legitimate organization,
which request revealing private information such as bank account numbers. Figure 4-2 shows an
example of an e-mail message used for phishing.

Figure 4-2 Example of Phishing

Dear Client of Example Bank:

YWe are currently updating our software. WWe kindly ask you to follow the reference
below to confirm your data; otherwise your access to the system may be blocked.

http:Afweb wa-us. example comdsignindscrptafogindfuser setup jsp

YWe are grateful for your cooperation.

148526

By default, URL blocking is enabled. However, only sites in the TrendMicro PhishTrap pattern file are
blocked until you specify additional sites for blocking.

Blocking from the Via Local List Tab

Step 1

Step 2

Step 3

To configure URL blocking from the Via Local List tab, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click Configure URL
Blocking to display the URL Blocking window.

On the Via Local List tab of the URL Blocking window, type the URLs you want to block in the Match
field. You can specify the exact website name or IP address, a URL keyword, and a string.

See the online help for more information about formatting entries in the Match field.

To move the URL to the Block List, click Block after each entry. To specify your entry as an exception,
click Do Not Block to add the entry to Block List Exceptions. Entries remain as blocked or exceptions
until you remove them.

N

Note  You can also import a block and exception list. The imported file must be in a specific format.
See the online help for instructions.

Figure 4-3 shows an example of the URL Blocking window.

[ oL-13472-05
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Figure 4-3 URL Blocking Window
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Blocking from the Via Pattern File (PhishTrap) Tab

To configure URL file blocking from the Via Pattern File (Phishtrap) Tab, perform the following steps:

Step1  On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
URL Blocking link to display the URL Blocking window.

Step 2 Then click the Via Pattern File (PhishTrap) tab.

Step3 By default, the Trend Micro PhishTrap pattern file detects and blocks known phishing sites, spyware
sites, virus accomplice sites (sites associated with known exploits), and disease vectors (websites that
exist only for malicious purposes). To submit sites that you think should be added to the PhishTrap
pattern file, use the Submit the Potential Phishing URL to TrendLabs fields. TrendLabs*™ evaluates
the site and may add the site to this file if such action is warranted.

Cisco Content Security and Control SSM Administrator Guide
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Step 4

Step 5

URLFiltering

To review the text of the default message that appears in the browser when an attempt is made to access
a blocked site, click the Notification tab. The online help shows an example. Customize the default
message by highlighting and redefining it. Add a company logo to the notification message, if desired.

Click Save when you are finished to update the configuration.

URL Filtering

Note

This section describes how to configure the URL filtering feature, and includes the following topics:
e Filtering Settings, page 4-14
e Filtering Rules, page 4-15

The URLSs defined on the URL Blocking windows described previously are either always allowed or
always disallowed. The URL filtering feature, however, allows you to filter URLs in categories, which
you can schedule to allow access during certain times, such as leisure and work time.

This feature requires the Plus License.

Six URL Filtering types can be assigned to the URL Filtering categories as follows:
e Company-prohibited
e Not work related
e Research topics
¢ Business function
e Customer defined
e Others

By default, company-prohibited sites are blocked during both work and leisure times.

URL Filtering Categories

Table 4-2 lists the category definitions and grouping.

Table 4-2 URL Filtering Categories and Definitions
Category Type Category Group |Category Definition
Adult/Mature Content |Adult Sites with profane or vulgar content generally considered

inappropriate for minors; includes sites that offer erotic
content or ads for sexual services, but excludes sites with
sexually explicit images

Pornography Adult Sites with sexually explicit imagery designed for sexual
arousal, including sites that offer sexual services

Sex Education Adult Sites with or without explicit images that discuss
reproduction, sexuality, birth control, sexually transmitted
disease, safe sex, or coping with sexual trauma

[ oL-13472-05
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Table 4-2 URL Filtering Categories and Definitions (continued)

Category Type Category Group |Category Definition

Intimate Apparel/ Adult Sites that sell swimsuits or intimate apparel with models
Swimsuit wearing them

Nudity Adult Sites showing nude or partially nude images that are

generally considered artistic, not vulgar or pornographic

Alcohol/Tobacco Adult Sites that promote, sell, or provide information about
alcohol or tobacco products

Illegal/Questionable | Adult Sites that promote and discuss how to perpetrate
“nonviolent” crimes, including burglary, fraud, intellectual
property theft, and plagiarism; includes sites that sell
plagiarized or stolen materials

Tasteless Adult Sites with content that is gratuitously offensive and
shocking; includes sites that show extreme forms of body
modification or mutilation and animal cruelty

Gambling Adult Sites that promote or provide information on gambling,
including online gambling sites

Violence/Hate/ Adult Sites that promote hate and violence; includes sites that

Racism espouse prejudice against a social group, extremely violent

and physically dangerous activities, mutilation and gore, or
the creation of destructive devices

Weapons Adult Sites about weapons, including their accessories and use;
excludes sites about military institutions or sites that discuss
weapons as sporting or recreational equipment

Abortion Adult Sites that promote, encourage, or discuss abortion,
including sites that cover moral or political views on
abortion

Recreation/Hobbies  |Lifestyle Sites about recreational activities and hobbies, such as

collecting, gardening, outdoor activities, traditional
(non-video) games, and crafts; includes sites about pets,
recreational facilities, or recreational organizations

Arts Lifestyle Sites that promote and provide information about books,
poetry, comics, movie theatres, and artists.

Entertainment Lifestyle Sites that promote or provide information about movies,
music, non-news radio and television, books, humor, or
magazines

Business/Economy Business Sites about business and the economy, including

entrepreneurship and marketing; includes corporate sites
that do not fall under other categories

Cult/Occult Lifestyle Sites about alternative religions, beliefs, and religious
practices, including those considered cult or occult
Internet Radio and TV |Network Sites that primarily provide streaming radio or TV
Bandwidth programming; excludes sites that provide other kinds of

streaming content

Internet Telephony Communica- Sites that provide Web services or downloadable software
tions and Search |for Voice over Internet Protocol (VoIP) calls

Cisco Content Security and Control SSM Administrator Guide
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Table 4-2 URL Filtering Categories and Definitions (continued)

Category Type Category Group |Category Definition

Illegal Drugs Adult Sites that promote, glamorize, supply, sell, or explain how
to use illicit or illegal intoxicants

Marijuana Adult Sites that discuss the cultivation, use, or preparation of
marijuana, or sell related paraphernalia

Education General School sites, distance learning sites, and other
education-related sites

Cultural Institutions  |Lifestyle Sites controlled by organizations that seek to preserve
cultural heritage, such as libraries or museums; also covers
sites owned by the Boy Scouts, the Girl Scouts, Rotary
International, and similar organizations

Activist Groups Social Sites that promote change in public policy, public opinion,
social practice, economic activities, or economic
relationships; includes sites controlled by service,
philanthropic, professional, or labor organizations

Financial Services Business Sites that provide information about or offer basic financial
services, including sites owned by businesses in the
financial industry

Brokerage/Trading Business Sites about investments in stocks or bonds, including online
trading sites; includes sites about vehicle insurance

Games Lifestyle Sites about board games, card games, console games, or
computer games; includes sites that sell games or related
merchandise

Government/Legal General Sites about the government, including laws or policies;
excludes government military or health sites

Military General Sites about military institutions or armed forces; excludes
sites that discuss or sell weapons or military equipment

Political/Activist General Sites that discuss or are sponsored by political parties,

Parties interest groups, or similar organizations involved in public
policy issues; includes non-hate sites that discuss
conspiracy theories or alternative views on government

Health General Sites about health, fitness, or well-being

Computers/Internet General Sites about computers, the Internet, or related technology,

including sites that sell or provide reviews of electronic
devices

Proxy Avoidance

Internet Security

Sites about bypassing proxy servers or Web filtering
systems, including sites that provide tools for that purpose

Search Engines/
Portals

Communica-
tions and Search

Search engine sites or portals that provide directories,
indexes, or other retrieval systems for the Web

Infrastructure

Communica-
tions and Search

Content servers, image servers, or sites used to gather,
process, and present data and data analysis, including Web
analytics tools and network monitors
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Table 4-2 URL Filtering Categories and Definitions (continued)

Category Type Category Group |Category Definition

Blogs/Web Communica- Blog sites or forums on varying topics or topics not covered
Communications tions and Search |by other categories; sites that offer multiple types of

Web-based communication, such as email or instant
messaging

Photo Searches Network Sites that primarily host images, allowing users to share,
Bandwidth organize, store, or search for photos or other images

Job Search/Careers Business Sites about finding employment or employment services

News/Media General Sites about the news, current events, contemporary issues,
or the weather; includes online magazines whose topics do
not fall under other categories

Personals/Dating Lifestyle Sites that help visitors establish relationships, including
sites that provide singles listings, matchmaking, or dating
services

Translators General Online page translators or cached Web pages (used by

(circumvent filtering) search engines), which can be used to circumvent proxy
servers and Web filtering systems

Reference General General and specialized reference sites, including map,
encyclopedia, dictionary, weather, how-to, and conversion
sites

Social Networking Communication |Sites devoted to personal expression or communication,

s and Search

linking people with similar interests

Chat/Instant Communica- Sites that provide Web-based services or downloadable
Messaging tions and Search [software for text-based instant messaging or chat
Emails Communica- Sites that provide email services, including portals used by
tions and Search |companies for Web-based email
Newsgroups Communica- Sites that offer access to Usenet or provide other
tions and Search |newsgroup, forum, or bulletin board services
Religion Lifestyle Sites about popular religions, their practices, or their places
of worship
Personal Websites Lifestyle Sites maintained by individuals about themselves or their
interests; excludes personal pages in social networking
sites, blog sites, or similar services
Personal Network Network Sites that provide personal online storage, backup, or
Storage/File Bandwidth hosting space, including those that provide encryption or
Download Servers other security services
Peer-to-Peer Network Sites that provide information about or software for sharing
Bandwidth and transferring files within a peer-to-peer (P2P) network
Shopping Business Sites that sell goods or support the sales of goods that do not
fall under other categories; excludes online auction or
bidding sites
Auctions Business Sites that serve as venues for selling or buying goods

through bidding, including business sites that are being
auctioned
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Table 4-2 URL Filtering Categories and Definitions (continued)

Category Type Category Group |Category Definition

Real Estate Business Sites about real estate, including those that provide
assistance selling, leasing, purchasing, or renting property

Society/Lifestyle Lifestyle Sites that provide information about life or daily matters;
excludes sites about entertainment, hobbies, sex, or sports,
but includes sites about cosmetics or fashion

Gay/Lesbian/Bisexual |Lifestyle Sites about gay, lesbian, transgender, or bisexual lifestyles

Sport Hunting and Lifestyle Sites about gun clubs or similar groups; includes sites about

Gun Clubs hunting, war gaming, or paintball facilities

Restaurants/Dining/ |Lifestyle Sites that list, review, discuss, advertise, or promote food,

Food catering, dining services, cooking, or recipes

Sports Lifestyle Sites about sports or other competitive physical activities;
includes fan sites or sites that sell sports merchandise

Travel Lifestyle Sites about travelling or travel destinations; includes travel
booking and planning sites

Vehicles General Sites about motorized transport, including customization,
procurement of parts and actual vehicles, or repair services;
excludes sites about military vehicles

Humor/Jokes Lifestyle Sites about motorized transport, including customization,
procurement of parts and actual vehicles, or repair services;
excludes sites about military vehicles

Streaming Media/ Network Sites that offer streaming video or audio content without

MP3 Bandwidth radio or TV programming; sites that provide music or video
downloads, such as MP3 or AVI files

Ringtones/Mobile Network Sites that provide content for mobile devices, including

Phone Downloads Bandwidth ringtones, games, or videos

(Software) Network Sites dedicated to providing free, trial, or paid software

Downloads Bandwidth downloads

Pay to Surf Network Sites that compensate users who view certain Web sites,

Bandwidth email messages, or advertisements or users who click links

or respond to surveys

Potentially Malicious

Internet Security

Sites that contain potentially harmful downloads

Software

Spyware Internet Security |Sites with downloads that gather and transmit data from
computers owned by unsuspecting users

Phishing Internet Security |Fraudulent sites that mimic legitimate sites to gather
sensitive information, such as user names and passwords

Spam Internet Security |Sites whose addresses have been found in spam messages

Adware Internet Security |Sites with downloads that display advertisements or other
promotional content; includes sites that install browser
helper objects (BHOs)

Virus/Malware Internet Security |Sites used by malicious programs, including sites used to

Accomplice host upgrades or store stolen information
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Table 4-2

URL Filtering Categories and Definitions (continued)

Category Type

Category Group

Category Definition

Disease Vector

Internet Security

Sites that directly or indirectly facilitate the distribution of
malicious software or source code

Cookies Internet Security |Sites that send malicious tracking cookies to visiting Web
browsers

Dialers Internet Security |Sites with downloads that dial into other networks or
premium-rate telephone numbers without user consent

Hacking Internet Security |Sites that provide downloadable software for bypassing

computer security systems

Joke Program

Internet Security

Sites that provide downloadable “joke” software, including
applications that can unsettle users

Password Cracking
Application

Internet Security

Sites that distribute password cracking software

Remote Access
Program

Internet Security

Sites that provide tools for remotely monitoring and
controlling computers

Made for AdSense Lifestyle Sites that use scraped or copied content to pollute search
sites (MFA) engines with redundant and generally unwanted results
For Kids General Sites designed for children

Web Advertisement

Internet Security

Sites dedicated to displaying advertisements, including sites
used to display banner or popup ads

Web Hosting

Communica-
tions and Search

Sites of organizations that provide top-level domains or
Web hosting services

Unrated

General

Sites that have not been classified under a category

Filtering Settings

Step 1

Step 2

Step 3

Step 4

Step 5

To configure the URL filtering feature, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click Configure URL
Filtering Settings to display the URL Filtering Settings window.

On the URL Categories tab, review the subcategories listed and the default classifications assigned to
each category to see whether the assignments are appropriate for your organization. For example,
“Illegal Drugs” is a subcategory of the “Company-prohibited” category. If your organization is a
financial services company, you may want to leave this category classified as company-prohibited.

Check the Illegal Drugs check box to enable filtering for sites related to illegal drugs. However, if your
organization is a law enforcement agency, you should reclassify the “Illegal Drugs” subcategory to the
“Business function” category. See the online help for more information about reclassification.

After you have reviewed and refined the subcategory classifications, check the associated subcategory
to enable all the subcategories for which you want filtering performed.

If there are sites within some of the enabled subcategories that you do not want filtered, click the URL
Filtering Exceptions tab.

Type the URLs you want to exclude from filtering in the Match field. You can specify the exact website
name or IP address, a URL keyword, and a string.
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Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

URLFiltering

See the online help for more information about formatting entries in the Match field.

~

Note  You can also import a list of URL filtering exceptions. The imported file must be in a specific
format. See the online help for instructions.

Click Add after each entry to move it to the “URL to the Do Not Filter the Following Sites” list. Entries
remain as exceptions until you remove them.

In the Approved Client IP Addresses section, type the client IP addresses you want to exclude from URL
filtering rules in the IP/IP range/subnet mask: field. Approved clients can be added by individual IP
address, IP range or subnet mask. See on-screen examples for formatting details.

Click Add after each entry to move the IP address, IP range, or subnet mask to the approved list. To
remove an entry, select it from the list and click Delete.

~

Note  Client IP addresses added to the approved list may not function correctly for DHCP client PC
users or mobile PC users who do not have a static IP addresses.

Click the Schedule tab to define the days of the week and hours of the day that should be considered
work time. Time not designated as work time is automatically designated as leisure time.

Click Save to update the URL filtering configuration.
Click the Reclassify URL tab to submit suspect URLs to TrendLabs for evaluation.

Filtering Rules

Step 1

After you have assigned the URL subcategories to correct categories for your organization, defined
exceptions (if any), and created the work and leisure time schedule, assign the filtering rules that
determine when a category is filtering.

To assign the URL filtering rules, perform the following steps:

On the Configuration > Trend Micro Content Security > Web window in ASDM, click the Configure
URL Filtering Rules link to display the URL Filtering Rules window, shown in Figure 4-4.
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Cisco Content Security and Control SSM Administrator Guide



Chapter 4

Configuring Web (HTTP) and File Transfer (FTP) Traffic |

I URLFiltering

Step 2

Step 3

Note

Figure 4-4 URL Filtering Rules Window
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For each of the six major categories, specify whether the URLSs in that category are blocked, and if so,

during work time, leisure time, or both. See the online help for more information.

Click Save to update the configuration.

For URL Filtering to work correctly, the CSC SSM module must be able to send HTTP requests to the
Trend Micro service. If an HTTP proxy is required, configure the proxy setting by choosing Update >

Proxy Settings.

r Cisco Content Security and Control SSM Administrator Guide

0L-13472-05 |



CHAPTER

Managing Updates and Log Queries

This chapter describes how to manage component updates, proxy and syslog message settings, and log
queries, and includes the following sections:

e Updating Components, page 5-1

e Configuring Proxy Settings, page 5-3

e Configuring System Log Message Settings, page 5-4
e Viewing Log Data, page 5-4

Updating Components

New viruses and other security risks are released on the global computing community via the Internet or
other distribution means at various times. TrendLabs*™ immediately analyzes a new threat, and takes
appropriate steps to update the components required to detect the new threat, such as the virus pattern
file. This quick response enables Trend Micro InterScan for Cisco CSC SSM to detect, for example, a
new worm that was launched from the computer of a malicious hacker in Amsterdam at 3:00 A.M. in the
morning.

It is critical that you keep your components up-to-date to ensure that new threats do not penetrate your
network. To accomplish this, you can do the following:

e Perform a manual update of the components at any time, on demand.

e Set up an update schedule that automatically updates the components on a periodic basis.
The managed components, either manually or via a schedule, are the following:

e The virus pattern file

e The virus scan engine

e The spyware pattern file (also includes patterns for other types of grayware)

e The PhishTrap pattern file

e Anti-spam rules

e The anti-spam engine

e IntelliTrap pattern

e IntelliTrap exception pattern

The PhishTrap pattern file, anti-spam rules, and anti-spam engine are active and updated only if you have
purchased the Plus License.
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To find out whether you have the most current components installed, go to the Manual Update window
and check the component status.

Note  The CSC SSM software does not support rollback of these updates for either the scan engine or the
pattern file.

Manual Update

To view component status or update components manually, perform the following steps:

Step 1 Choose Update > Manual.
The Manual Update window displays (shown in Figure 5-1).

Figure 5-1 Manual Update Window
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To view the component status, check the Available column on the right side of the window. If a more
current component is available, the component version displays in red.

Step2  Click Update to download the latest pattern file version.

A progress message displays while the new pattern is downloading. When the update is complete, the
Manual Update window refreshes, showing that the latest update has been applied.

See the online help for more information about this feature.

Scheduled Update

You can configure component updates to occur as frequently as every 15 minutes.

To schedule component updates, perform the following steps:
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Step 1 Choose Update > Scheduled to view the Scheduled Update window.
Step2  Choose the components to be updated according to the update schedule.
Step3  Make the desired schedule changes.

Step4  Click Save to update the configuration.

See the online help for more information about this feature.

Configuring Proxy Settings

If you are using a proxy server to communicate with the Trend Micro ActiveUpdate server, you must
specify a proxy server IP and port during installation.

To configure proxy settings, perform the following steps:

Step 1 To view current proxy server settings on the Proxy Settings window (shown in Figure 5-2), choose
Update > Proxy Settings.

Figure 5-2 Proxy Settings Window
s Lo
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Server name or IP address: |123.123.1.123|
~ Update

Port: IBDBD

Proxy server authentication:

ul

: User 1D: le\bsmith
Proxy Sethings sar |exammplebsmi

Paszsword: I**************

b Logs

5 — -
Administration y— I Cancell
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Step2 If you set up a proxy server during installation, the HTTP proxy protocol is configured by default. To
change the proxy protocol to SOCKS4, click the SOCKS4 radio button.

Step3  If needed, add an optional proxy authentication username and password in the User ID and Password
fields.

Step4  Click Save to update the configuration when you are finished.

See the online help for more information about this feature.

Cisco Content Security and Control SSM Administrator Guide
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Configuring System Log Message Settings

Step 1
Step 2

Step 3

After installation, log data such as virus and spyware or grayware detection are saved temporarily. To
store log data, you must configure at least one syslog server. You may configure up to three syslog
servers.

To configure system log messages, perform the following steps:

Choose Logs > Settings to display the Log Settings window.

Configure at least one syslog server. Check Enable, and then enter the syslog server IP address, port,
and preferred protocol (either UDP or TCP).

Click Save.

See the online help for more information about this feature.

By default, detected security risks are logged. You can turn off logging for features you are not using.
For example, if you purchased a Plus License, but do not want to log data for URL blocking/
anti-phishing and URL filtering, uncheck those options.

For information about choosing and viewing log data, see the “Viewing Log Data” section on page 5-4.
System log messages are also viewable from the ASDM. For more information, see the ASDM online
help.

Viewing Log Data

Step 1
Step 2

After you have installed and configured Trend Micro InterScan for Cisco CSC SSM, security risks are
being detected and acted upon according to the settings you chose for each type of risk. These events are
recorded in the logs. To conserve system resources, you need to purge these logs periodically.

To view log data, perform the following steps:
Choose Logs > Query to display the Log Query window.

Specify the inquiry parameters and click Display Log to view the log.

See the online help for more information about this feature and exporting logs.

Figure 5-3 shows an example of the SMTP spyware and grayware log.
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Figure 5-3 SMTP Spyware/Grayware Log
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Logging of Scanning Parameter Exceptions

Exceptions to the scanning parameters are specified in the following locations:
e Mail (SMTP)> Scanning > Incoming/Target tab
e Mail (SMTP)> Scanning > Outgoing/Target tab
e Mail (POP3) > Scanning/Target tab
e Web (HTTP) > Scanning/Target tab
e File Transfer (FTP) > Scanning/Target tab

Exceptions to the following scanning parameters display in the Virus/Malware log. For SMTP, POP3,
HTTP, and FTP, the exceptions are as follows:

e Compressed files that when decompressed, exceed the specified file count limit.
e Compressed files that when decompressed, exceed the specified file size limit.
e Compressed files that exceed the number of layers of compression limit.

e Compressed files that exceed the compression ratio limit (the size of the decompressed files is “x”
times the size of the compressed file).

e Password-protected files (if configured for deletion).
For HTTP and FTP only, an additional exception is files or downloads that are too large for scanning.

In place of the virus or malware name, these files are identified with messages similar to the following:

Decompressed_File_Size_Exceeded
Large_File_Scanning Limit_Exceeded

Cisco Content Security and Control SSM Administrator Guide
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CHAPTER 6

Administering Trend Micro InterScan
for Cisco CSC SSM

This chapter describes administration tasks, and includes the following sections:
e Configuring Connection Settings, page 6-1
e Managing Administrator E-mail and Notification Settings, page 6-2
e Backing Up Configuration Settings, page 6-3
e Configuring Failover Settings, page 6-5
e Installing Product Upgrades, page 6-6
e Viewing the Product License, page 6-7

Configuring Connection Settings

To configure connection settings, perform the following steps:

Step 1 To view current network connection settings, choose Administration > Device Settings > Connection
Settings.

The Connection Settings window (shown in Figure 6-1) displays selections that you made during
installation.

Cisco Content Security and Control SSM Administrator Guide
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Figure 6-1 Connection Settings Window
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You can change the Primary DNS and Secondary DNS IP address fields in this window.

Step 2 To change other connection settings, in the ASDM, such as hostname, domain name, or IP address,
choose Configuration > Trend Micro Content Security and choose CSC Setup from the menu.

Step3  You can also change these settings using the CLI. Log in to the CLI, and enter the session 1 command.
If this is the first time you have logged in to the CLI, use the default username (cisco) and password
(cisco). You are prompted to change your password.

Step4  Choose option 1, Network Settings, from the Trend Micro InterScan for Cisco CSC SSM Setup Wizard
menu.

Step5  Follow the on-screen instructions to change the settings.

For more information, see the “Reimaging the CSC SSM” section on page A-5.

Managing Administrator E-mail and Notification Settings

The Notification Settings window (shown in Figure 6-2) allows you to do the following:

e View or change the administrator e-mail address that you chose during installation on the Host
Configuration window.

e View the SMTP server IP address and port you chose during installation on the Host Configuration
window.

¢ Configure the maximum number of administrator notifications per hour.

Cisco Content Security and Control SSM Administrator Guide
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Step 1
Step 2

Note

Backing Up Configuration Settings

Figure 6-2 Notification Settings Window
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To make changes on the Notification Settings window, perform the following steps:

191297

Enter the new information and click Save.

You can also make these changes in the ASDM. Choose Configuration > Trend Micro Content
Security, and then choose CSC Setup from the menu.

For more information about the Register to DCS and Register to TMCM menu items, see Using CSC
SSM with Trend Micro Damage Cleanup Services, page C-1 and Using CSC SSM with Trend Micro
Control Manager, page B-1.

Backing Up Configuration Settings

Note

This section describes how to back up configuration settings, and includes the following topics:
e Exporting a Configuration, page 6-4
e Importing a Configuration, page 6-4

Trend Micro InterScan for Cisco CSC SSM provides the ability to back up your device configuration
settings and save them in a compressed file. You can import the saved configuration settings and restore
your system to those settings configured at the time of the save.

A configuration backup is essential for recovery in case you forget your ASDM or Web GUI password,
depending on how you have set your password-reset policy. For more information, see Recovering a Lost
Password, page 8-5 and Modifying the Password-reset Policy, page A-11.

As soon as you finish configuring Trend Micro InterScan for Cisco CSC SSM, create a configuration
backup.

To back up configuration settings, Choose Administration > Configuration Backup to display the
Configuration Backup window, shown in Figure 6-3.

[ oL-13472-03
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Figure 6-3 Configuration Backup Window with Successful Import Confirmation
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Exporting a Configuration

Step 1

Step 2

To save configuration settings, perform the following steps:

On the Configuration Backup window, click Export.
A File Download dialog box appears.

You can open the file, called config.tgz, or save the file to your computer.

Importing a Configuration

Step 1
Step 2

To restore configuration settings, perform the following steps:

On the Configuration Backup window, click Browse.
Locate the config.tgz file and click Import.

The filename appears in the Select a configuration file field. The saved configuration settings are
restored to the adaptive security appliance.

Importing a saved configuration file restarts the scanning service, and the counters on the Summary
window are reset.
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Configuring Failover Settings

Trend Micro InterScan for Cisco CSC SSM enables you to replicate a configuration to a peer unit to
support the device failover feature on the adaptive security appliance. Before you configure the peer
device, or the CSC SSM on the failover device, finish configuring the primary device.

When you have fully configured the primary device, follow the steps exactly as described in Table 6-1
to configure the failover peer. Print a copy of the checklist that you can use to record your progress.

Table 6-1 Configuring Failover Settings Checklist

Step 1

Decide which security appliance should act as the primary device, and which D
should act as the secondary device. Record the IP address of each device in the D
space provided:

IP Address:

Step 2

Open a browser window and enter the following URL in the Address field: D
http://<primary device IP address>:8443. The Logon window appears. Log on,
and choose Administration > Device Settings > Device Failover Settings.

Step 3

Open a second browser window and enter the following URL in the Address [ |
field: http://<secondary device IP address>:8443. As in Step 2, log on, and
choose Administration > Device Settings > Device Failover Settings.

Step 4

On the Device Failover Settings window for the primary device, enter the IP D
address of the secondary device in the Peer IP address field. Enter an encryption
key of one to eight alphanumeric characters in the Encryption key field. Click
Save, and then click Enable. The following message appears under the window
title:

InterScan for CSC SSM could not establish a connection because the
failover peer device is not yet configured. Please configure the
failover peer device, then try again.

This message is normal behavior and appears because the peer is not yet
configured.

Step 5

On the Device Failover Settings window for the secondary device, enter the IP |[]
address of the primary device in the Peer IP address field. Enter the encryption
key of one to eight alphanumeric characters in the Encryption key field. The
encryption key must be identical to the key entered for the primary device. Click
Save, and then click Enable. The following message appears under the window
title:

InterScan for CSC SSM has successfully connected with the failover
peer device.

Do not click anything else at this time for the secondary device.

Step 6

On the Device Failover Settings window for the primary device, click [ |
Synchronize to peer.

The message in the Status field at the bottom of the windows should state the date
and time of the synchronization, for example:

Status: Last synchronized with peer on: 04/29/2007 15:20:11

[ oL-13472-03
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A

Caution

Be sure you do not click Synchronize to peer at the end of Step 5, while you are still on the Device
Failover Settings window for the secondary device. If you do, the configuration you have already set up
on the primary device is erased. You must perform manual synchronization from the primary device, as
described in Step 6.

When you complete the steps on the checklist, the failover relationship has been successfully configured.

If you want to make a change to the configuration in the future, you should modify the configuration on
the primary device only. Trend Micro InterScan for Cisco CSC SSM detects the configuration mismatch,
and updates the peer with the configuration change you made on the first device.

The exception to the auto-synchronization feature is uploading a system patch. A patch must be applied
on both the primary and secondary devices. For more information, see Installing Product Upgrades.

If the peer device becomes unavailable, an e-mail notification is sent to the administrator. The message
continues to be sent periodically until the problem with the peer is resolved.

Installing Product Upgrades

Step 1
Step 2

From time to time, a product upgrade becomes available that corrects a known issue or offers new
functionality.

To install a product upgrade, perform the following steps:

Download the system patch from the website or CD provided.

Choose Administration > Product Upgrade to display the Upgrade window, shown in Figure 6-4.

Figure 6-4 Product Upgrade Window
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Viewing the Product License

Caution

Step 3
Step 4

Upgrades may restart system services and interrupt system operation. Upgrading the system while the
device is in operation may allow traffic containing viruses and malware through the network.

Click Browse and locate the upgrade file.
Click Upload to upload and install the upgrade.

The version number displays under the Update Number column if the upgrade is successful.

For information about installing and removing upgrades, see the online help for this window.

Viewing the Product License

This section describes product licensing information, and includes the following topics:
e License Expiration, page 6-8
e Licensing Information Links, page 6-9
e Renewing a License, page 6-9

The Product License window (shown in Figure 6-5) allows you to view the status of your product license,
which includes the following information:

e  Which license(s) are activated (Base License only, or Base License and Plus License).

e License version, which should state “Standard” unless you are temporarily using an “Evaluation”
copy.

e Activation Code for your license.

e Number of licensed seats (users), which appears only for the Base License, even if you have
purchased the Plus License.

e Status, which should be “Activated.”

e License expiration date. If you have both the Base and Plus Licenses, the expiration dates can be
different.

[ oL-13472-03
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Figure 6-5 Product License Window
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If your license is not renewed, antivirus scanning continues with the version of the pattern file and scan
engine that was valid at the time of expiration, plus a short grace period. However, other features may
become unavailable. For more information, see the License Expiration section.

License Expiration

As you approach and even pass the expiration date, a message appears in the Summary window under
the window heading, similar to the example shown in Figure 6-6.

Figure 6-6 License Expiration Message
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When your product license expires, you may continue using Trend Micro InterScan for Cisco CSC SSM,
but you are no longer eligible to receive updates to the virus pattern file, scan engine, and other
components. Your network may no longer be protected from new security threats.

If your Plus license expires, content filtering and URL filtering are no longer available. In this case,
traffic is passed without filtering content or URLs.

If you purchased the Plus License after you purchased and installed the Base License, the expiration
dates are different. You can renew each license at different times as the renewal date approaches.
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Licensing Information Links

Step 1

Step 2

N

Note

To obtain licensing information, perform the following steps:

In the Product License window, click the View detailed license online link to access the online
registration website, where you can view information about your license, and find renewal instructions.

Click the Check Status Online button to display a message below the button that describes the status of
your license, similar to the example in the previous figure.

For additional information, see the online help for the Product License window.

For information about product activation, see the ASDM User Guide.

Renewing a License

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

You can renew a license at any time after the product activation. Contact your reseller or Cisco about
ordering a license renewal for CSC SSM.

To renew a license for the CSC SSM, perform the following steps:

Go to http://www.cisco.com/go/license/.
Log in with your Cisco.com user ID, if necessary.
Follow the on-screen instructions.

Enter the renewal product code that you received when you registered the Product Authorization Key
(PAK) that came with your Cisco Software License Certificate.

Choose Administration > Product License after successfully renewing your license.

Click Check Status Online to retrieve the latest license expiration date.

[ oL-13472-03
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Monitoring Content Security

This chapter describes monitoring content security from ASDM, and includes the following sections:
e Features of the Content Security Tab, page 7-1
e Monitoring Content Security, page 7-2

Features of the Content Security Tab

After you have connected to the CSC SSM, the Content Security tab displays, as shown in Figure 7-1 on
page 7-2. The Content Security tab shows you content security status at a glance, including the
following:

e (CSC SSM Information—Displays the product model number, IP address of the device, version, and
build number of the CSC SSM software.

e Threat Summary—Displays a table summarizing threats detected today, within the last seven days,
and within the last 30 days.

e System Resources Status—Allows you to view CPU and memory usage on the SSM.

¢ Email Scan—Provides a graphical display of the number of e-mail messages scanned and the
number of threats detected in the scanned e-mail.

e Latest CSC Security Events—Lists the last 25 security events that were logged.

Cisco Content Security and Control SSM Administrator Guide
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Figure 7-1 Content Security Tab
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Click the Help icon to view more details about the information that appears in this window.

Monitoring Content Security

This section describes how to monitor content security, and includes the following topics:
e Monitoring Threats, page 7-3
e Monitoring Live Security Events, page 7-4
e Monitoring Software Updates, page 7-5
e Monitoring Resources, page 7-6

To display the content security monitoring settings for recent threat activity, perform the following steps:

Step1  Choose Monitoring > Trend Micro Content Security, as shown in Figure 7-2.
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Step2  Choose from the following options:
e Threats—Displays recent threat activity.
§8 Cisco ASDM 5.1 for ASA - I0.2.41.13
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Monitoring Threats
To monitor threats, perform the following steps:
Step 1
for graphing.
Step 2

Monitoring Content Security Il

e Live Security Events—Displays a report of recent security events (content-filtering violations,

spam, virus detection, and spyware detection) for monitored protocols.

e Software Updates—Displays the version and last date and time for updates to content security
scanning components (virus pattern file, scan engine, and spyware or grayware pattern).

e Resource Graphs—Displays graphs of CPU usage and memory usage for the SSM.

Figure 7-2 Content Security Monitoring Options in ASDM

Click Threats in the Monitoring pane, as shown in Figure 7-2, to choose up to four categories of threats

To display recent activity, choose one or more of the following categories:

¢ Viruses and other threats detected

e Spyware blocked

e Spam detected (requires the Plus license)

e URL filtering activity and URL blocking activity (requires the Plus license)

For example, if you have the Base license and Plus license, and you choose all four threat types for

monitoring, the graphs appear similar to the example shown in Figure 7-3.
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Figure 7-3 Threat Monitoring Graphs
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The graphs refresh at frequent intervals (every ten seconds), which allows you to view recent activity at
a glance. For more information, see the online help.

Monitoring Live Security Events

To monitor live security events, perform the following steps:

Step 1 Click Live Security Events in the Monitoring pane.

Step2  Click View to create a report similar to the example in Figure 7-4.
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Figure 7-4 Live Security Events Report
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This report lists events that the CSC SSM detected. The Source column displays “Email” for both SMTP
and POP3 protocols. The horizontal and vertical scroll bars allow you to view additional report content.
Filters at the top of the screen allow you to refine your search for specific events. For more information,
see the online help.

Monitoring Software Updates

To monitor software updates, perform the following steps:

Step 1 Click Software Updates in the Monitoring pane, as shown in Figure 7-5.

The component name, version number, and the date and time that the CSC SSM software was last
updated appears.
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Step 2

Figure 7-5 Software Updates Window
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To display the Scheduled Update window in the CSC SSM console, in the Monitoring > Trend Micro
Content Security > Software Updates window in ASDM, click the Configure Updates link. For an
example, see Figure 2-4 on page 2-5.

The Scheduled Update window allows you to specify the interval at which CSC SSM receives
component updates from the Trend Micro ActiveUpdate server, which can be daily, hourly, or every 15
minutes.

You can also update components on demand via the Manual Update window in the CSC SSM console.
For an example, see Figure 5-1 on page 5-2. For more information about both types of updates, see the
online help.

Monitoring Resources

Step 1

Step 2

To monitor resources, perform the following steps:

Click Resource Graphs in the Monitoring pane. You can monitor two types of resources: CPU usage
and memory. If these resources are being used at almost 100%, you can do one of the following:

e Upgrade to ASA-SSM-20 (if you are currently using ASA-SSM-10).
e Purchase another adaptive security appliance.

To view CPU or memory usage, select the information and click Show Graphs, as shown in Figure 7-6.
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Figure 7-6 Memory Monitoring Graphs
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CHAPTER

Troubleshooting Trend Micro InterScan
for Cisco CSC SSM

This chapter describes how to troubleshoot various issues, and includes the following sections:
e Troubleshooting Installation, page 8-1
e What To Do If Installation Fails, page 8-3
e Troubleshooting Activation, page 8-4
e Troubleshooting Basic Functions, page 8-4
e Troubleshooting Scanning Functions, page 8-8
e Troubleshooting Performance, page 8-14
e Known Issues, page 8-16
e Using Knowledge Base, page 8-16
e Using the Security Information Center, page 8-16
e Understanding the CSC SSM System Log Messages, page 8-18
e Before Contacting Cisco TAC, page 8-37

Troubleshooting Installation

The following describes how to install using the CLI. If problems occur during the installation, see the
“What To Do If Installation Fails” section on page 8-3.

To install the CSC SSM via the CLI, perform the following steps.

Step1  Enter the following command to begin the installation:

hostname (config)# hw-module module 1 recover configure

Step2  Output similar to the following appears:

Image URL [tftp://171.69.1.129/dqu/csc6.2.xxxXX.x.bin]:
Port IP Address [0.0.0.0]:

VLAN ID [0]:

Gateway IP Address [0.0.0.0]:

hostname (config)# hw-module module 1 recover boot

The module in slot 1 will be recovered. This may
erase all configuration and all data on that device and

Cisco Content Security and Control SSM Administrator Guide
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attempt to download a new image for it.
Recover module in slot 1? [confirm]
Recover issued for module in slot 1
hostname (config) #

hostname (config) # debug module-boot
debug module-boot enabled at level 1

Step 3 After about a minute, the CSC SSM goes into the ROMMON mode, and prints messages similar to the

following:

hostname (config)# Slot-1 206> Cisco Systems ROMMON Version (1.0(10)0) #0: Sat Mar 26

00:13:50 PST 2007

Slot-1 207> domainname@yourdomain.com:/pixab/biosbuild/1.0.10.0/boot/rommon
Slot-1 208> Platform ASA-SSM-AIP-10-K9

Slot-1 209> GigabitEthernet0/0

Slot-1 210> Link is UP

Slot-1 211> MAC Address: 000b.fcf8.01b3

Slot-1 212> ROMMON Variable Settings:

Slot-1 213> ADDRESS=30.0.0.3

Slot-1 214> SERVER=171.69.1.129

Slot-1 215> GATEWAY=30.0.0.254

Slot-1 216> PORT=GigabitEthernet0/0

Slot-1 217> VLAN=untagged

Slot-1 218> IMAGE=dqu/csc6.2.xXxxXxX.xX.bin

Slot-1 219> CONFIG=

Slot-1 220> LINKTIMEOUT=20

Slot-1 221> PKTTIMEOUT=2

Slot-1 222> RETRY=20

Slot-1 223> tftp dqu/cschb.2.xxxx.x.bin@171.69.1.129 via 30.0.0.254

Step4d  The CSC SSM attempts to connect to the TFTP server to download the image.

N

Note  The TFTP server must support files sizes greater than 60 MB. The .bin files are full binary
images that are to be uploaded via a TFTP server. The .pkg files are used to upgrade image files

from the CSC Admin Console, which are then uploaded through a web browser. Do
.bin files using the CSC Admin Console.

not upload

Step5  After several seconds, output similar to the following appears:

Slot-1 224>
| A A A A A T A A A Y Y A O I

Slot-1 225>
| T T A A Y A O Y O I

Slot-1 226>
| T T A A A A O Y I

Slot-1 227>
| A A A A A A A A A Y A O I

Slot-1 228>
| T T A Y A O Y I

[ output omitted ].

Slot-1 400>
| T T A Y A O Y I

Slot-1 401>
| T A A I

Slot-1 402>
| A A A A A A A Y Y A O I

Slot-1 403>
| T A A O Y I

Slot-1 404>
| T T A A A O Y O I
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Slot-1 406> Received 59501255 bytes
The TFTP download is complete. Note the number of received bytes, which should be the same size as
the CSC SSM image.

Step6 The ROMMON mode then launches the image.

Slot-1 407> Launching TFTP Image...

The image is being unpacked and installed.
Step 7 After several minutes, the CSC SSM reboots.
Step8  Messages similar to the following appear:

Slot-1 408> Cisco Systems ROMMON Version (1.0(10)0) #0: Sat Mar 26 00:13:50 PST 2007
Slot-1 409> morlee@bowmore:/pixab/biosbuild/1.0.10.0/boot/rommon

Slot-1 410> Platform ASA-SSM-AIP-10-K9

Slot-1 411> Launching BootLoader...

After a minute or two, the CSC SSM boots up.
Step9  To verify that the CSC SSM has booted correctly, enter the following command:

hostname (config)# show module 1

Step 10  Output similar to the following appears:

Mod Card Type Model Serial No.

1 ASA 5520/5530 AIP Security Service Module-10 ASA-SSM-AIP-10-K9 P00000000TT

Mod MAC Address Range Hw Version Fw Version Sw Version

1 000b.£c£8.01b3 to 000b.£c£8.01b3 1.0 1.0(10)0  cSC ssM 6.2.xw0c.x
Mod SSM Application Name Status SSM Application Version
Clescssw pon  62amecx
Mod Status Data Plane Status Compatibility

i w

Note  Look for the two instances of “Up” in the Mod Status table (the last line of the output). The “Down”
entry in the Status field of the SSM Application Name table indicates that the card is not yet activated.

What To Do If Installation Fails

Table 8-1 describes what to do if installation fails during the procedure described in the
“Troubleshooting Installation” section on page 8-1.

Cisco Content Security and Control SSM Administrator Guide
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Table 8-1 What to Do If Installation Fails

If installation fails at: Your action is:

Step 3 a. Make sure the TFTP server supports downloading of files larger
than 60 MB.

b. Check the size of the CSC image as it appears on your TFTP
server.

c. Can you perform an MDS5 checksum to see whether it matches
the checksum published with the image.

d. Verify the image size that transferred according to the verbose
output of the adaptive security appliance.

Step 4 a. Make sure you set the gateway IP address to 0.0.0.0 if your
TFTP server is in the same IP subnet as the CSC SSM.

b. If thereis any router or firewall between the CSC SSM and your
TFTP server, make sure these gateways allow TFTP traffic
through UDP port 69. Also, verify that routes are set up
correctly on these gateways and on the TFTP server.

c. Verify the image path exists on the TFTP server, and that the
directory and file are readable to all users.

Step 6 Verify the total number of bytes downloaded. If the number is different
than the size of the CSC SSM image, your TFTP server may not support
files that are the size of the image. In this case, try another TFTP server.

Step 7 or Step 9 Download the image again and try to install it again. For more
information, see Appendix A, “Preparing to Reimage the Cisco CSC
SSM.” If the installation is not successful a second time, contact Cisco
TAC.

Troubleshooting Activation

Before taking any other action, make sure that the clock is set correctly on the adaptive security
appliance. For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting
Started Guide and the ASDM online help.

Use the show module, show module 1, and show module 1 details commands to verify that the CSC
SSM has been activated successfully. If you cannot resolve the problem using the output from these
commands, contact Cisco TAC.

Troubleshooting Basic Functions

This section describes issues you may encounter with basic functions, and includes the following topics:
e Cannot Log On, page 8-5
e Recovering a Lost Password, page 8-5
e Summary Status and Log Entries Out of Sync, page 8-6
e Delays in HTTP Connections, page 8-6
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e Access to Some Websites Is Slow or Inaccessible, page 8-6
e FTP Download Does Not Work, page 8-7
e Reimaging or Recovery of CSC Module, page 8-8

You must configure the syslog server to save the log buffer content to a file, so that it will be available
for troubleshooting and debugging purposes.

Cannot Log On

Recovering a

A

You specified an administrator password when you installed Trend Micro InterScan for Cisco CSC SSM
with the Setup Wizard. You must use the password you created during installation to log in, which is not
the same password that you use to access ASDM. Passwords are case-sensitive; be sure you have entered
the characters correctly.

If you forget your password, it can be recovered. For more information, see Recovering a Lost Password,
page 8-5.

Lost Password

The two passwords used to manage the CSC SSM are as follows:
e The ASDM/Web interface/CLI password
e The root account password
The default entry for both passwords is “cisco.”
To recover your passwords in case you lose one or more of them, consider the following:

e If you have the ASDM/Web interface/CLI password, but have lost the root account passwords, you
can continue to manage the CSC SSM via the web interface.

e Unless you have configured the password-reset policy to “Allowed,” you cannot use the root account
in the future. If the password-reset policy is set to “Denied,” recovering these two passwords
requires reimaging of the CSC SSM and restoration of the configuration according to the subsequent
procedure. For more information, see “Modifying the Password-reset Policy” section on page A-11.

Caution

Step 1

Access the root account only under the supervision of Cisco TAC. Unauthorized modifications made
through the root account are not supported and require that the device be reimaged to guarantee correct
operation.

e If you have lost all passwords, you must reimage the device and restore the configuration, unless
you have configured the password-reset policy to “Allowed.”

To reimage the CSC SSM and recover the configuration, perform the following steps:

Reimage the CSC SSM, which restores the factory default settings. Reimaging transfers a factory default
software image to the SSM. To transfer an image, see the “Reimaging and Configuring the CSC SSM
Using the CLI” section on page A-1.

After reimaging, all passwords are restored to their default value.
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Step2  Reactivate the device and log in using the default password “cisco,” and then create a new ASDM
password.

Step3  Use the new ASDM password to access the CSC SSM interface. Choose Administration >
Configuration Backup.

Step4  To restore the configuration settings, import the most recent configuration backup.

Step5  After you have imported the configuration backup, browse through all of the configurations to verify
their accuracy.

Summary Status and Log Entries Out of Sync

You may occasionally notice that the counters displayed on the Mail (SMTP), Mail (POP3), Web
(HTTP), and File Transfer (FTP) tabs of the Summary window do not synchronize with the statistics
displayed in the log reports. In the CSC SSM console, choose Logs > Query to access the logs. This
mismatch happens because of the following:

e Thelogs are reset by areboot that occurs either because of a device error or following the installation
of a patch.

¢ Logs may be purged because of limited memory storage on the SSM.

Delays in HTTP Connections

A delay of approximately 30 seconds can occur if you have URL filtering enabled on the CSC SSM, but
the CSC SSM does not have access to the Internet via HTTP. Trend Micro maintains an online database
that stores URLSs in different categories. The CSC SSM first checks the local URL filtering database. If
no entry is located, then the CSC SSM tries to access the URL database when processing an HTTP
request from a client. If you cannot grant Internet access to the CSC SSM (either direct or indirect via a
proxy), disable URL filtering.

In addition, disabling Deferred Scanning may cause large file transfers to be slow or time out.

Access to Some Websites Is Slow or Inaccessible

There are some websites, such as banks, online shopping sites, or other special purpose servers that
require extra backend processing before responding to a client request. The CSC SSM has a
non-configurable, 90-second timeout between the client request and the server response to prevent
transactions from tying up resources on the CSC SSM for too long. This means that transactions that
take a longer time to process will fail. The workaround is to exclude the site from scanning.

For example, for a site on the outside network with the IP address, 100.100.10.10:

exempt http traffic to 123.123.10.10
access-1list 101 deny tcp any host 123.123.10.10 eq http
catch everything else
access-1list 101 permit tcp any eq http
class-map my_csc_class

match access-1list 101
policy-map my_csc_policy

class my_csc_class

csc fail-close

service-policy my csc_policy interface inside
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This configuration exempts HTTP traffic to 100.100.10.10 from being scanned by the CSC SSM.

Performing a Packet Capture

Step 1
Step 2

Note

Step 3
Step 4

Step 5

Note

If there are sites you can access without going through the CSC SSM, but cannot access when traffic is
being scanned, report the URL to Cisco TAC. If possible, do a backplane packet capture and send the
information to Cisco TAC also.

For example, if the client has an IP address, 1.1.1.1, and the outside website has an IP address, 2.2.2.2:

access-list cap_acl permit tcp host 1.1.1.1 host 2.2.2.2
capture cap access-list cap_acl interface inside

To perform a packet capture, perform the following steps:

Log in to the CLI.
Enter the following command:

hostname (config)# capture csc_cap interface asa_dataplance buffer 10485760

The number of bytes in the capture buffer is 10485760. The example is 10 MB.

Start the traffic testing.
Enter the following command to transfer the captured buffer out of the box:

hostname (config)# copy /pcap capture:csc_cap tftp://IP/path

Enter the following command to stop the capture:

hostname (config)# no capture csc_cap interface asa_dataplane

You can use the last command to reset or clear the buffer between tests, but you must reenter the capture
command.

FTP Download Does Not Work

If your FTP login works, but you cannot download via FTP, do the following:
e Verify that the inspect ftp setting is enabled on the adaptive security appliance.
e Verify that Deferred Scanning is enabled on the FTP Scanning page.

For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting Started
Guide.
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Reimaging or Recovery of CSC Module

During reimaging or recovery of a CSC module, it is possible to type the address of the TFTP server or
the file name incorrectly. If this occurs, the CSC module will continuously reboot, attempting the
reimaging using the invalid configuration information provided. To stop the reimaging process and
correct the configuration, enter the hw module 1 recover stop command in the specified configuration
mode.

Troubleshooting Scanning Functions

This sections describes issues that you may encounter with scanning for viruses or spam, and includes
the following topics:

Cannot Update the Pattern File, page 8-8

Spam Not Being Detected, page 8-8

Cannot Create a Spam Stamp Identifier, page 8-9
Unacceptable Number of Spam False Positives, page 8-9
Cannot Accept Any Spam False Positives, page 8-9
Unacceptable Amount of Spam, page 8-9

Virus Is Detected but Cannot Be Cleaned, page 8-10
Virus Scanning Not Working, page 8-10

Downloading Large Files, page 8-12

Restart Scanning Service, page 8-13

Cannot Update the Pattern File

If the pattern file is out-of-date and you are unable to update it, the most likely cause is that your
Maintenance Agreement has expired. Check the Expiration Date field in the Administration > Product
License window. If the date shown is in the past, you cannot update the pattern file until you renew your
Maintenance Agreement.

If the pattern file is current, the following may be true:

The Trend Micro ActiveUpdate server is temporarily down. Try to update the pattern file again in a
few minutes.

Check the network settings and the connectivity of the SSM, including the proxy settings.

Spam Not Being Detected

If the anti-spam feature does not seem to be working, be sure that the following is true:

You have the Plus License installed and it is current.

You must have a valid Plus License and the correct DNS settings for the network-based, anti-spam
Email Reputation to function correctly.

You have enabled the feature; the anti-spam option is not enabled by default. For more information,
see Enabling SMTP and POP3 Spam Filtering, page 3-8.
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¢ You have configured the incoming mail domain. The content-based anti-spam scanning is only
applied to mail recipients belonging to Incoming Domains. For more information, see Configuring
SMTP Settings, page 3-6.

Cannot Create a Spam Stamp Identifier

Note

A spam stamp identifier is a message that appears in the e-mail message subject. For example, for a
message titled “Q3 Report,” if the spam stamp identifier is defined as “Spam:,” the message subject
would appear as “Spam:Q3 Report.”

If you are having problems creating a spam identifier, make sure you are using only English uppercase
and lowercase characters, the digits 0-9, or the set of special characters shown in Figure 8-1.

Figure 8-1 Special Characters for Spam Stamp Identifier

[ “#F W &>+, - Fo=t@[1V_ |y~

If you try to use characters other than those specified, you cannot use the spam identifier for SMTP and
POP3 messages.

Unacceptable Number of Spam False Positives

Your spam filtering threshold may be set at a level that is too aggressive for your organization. Assuming
you adjusted the threshold to Medium or High, try a lower setting in the threshold fields on the Mail
(SMTP) > Anti-spam > SMTP Incoming Anti-spam window and the Mail (POP3) > Anti-spam > POP3
Anti-spam windows. Also enable the anti-spam “stamp message” feature on the SMTP Incoming
Anti-spam window and the POP3 Anti-spam windows. For more information, see the online help for
these two windows.

Also, if users in your network are receiving newsletters through e-mail, this type of message tends to
trigger a high number of false positives. Add the e-mail address or domain name to the approved senders
list to bypass spam filtering on these messages.

Cannot Accept Any Spam False Positives

Some organizations, such as banks and other financial institutions, cannot risk any message being
identified as a false positive. In this case, disable the anti-spam feature for SMTP and POP3.

Unacceptable Amount of Spam

If you receive an unacceptable amount of spam, enable the network-based, anti-spam Email Reputation
(ER) setting. Choose Mail (SMTP) > Anti-spam > Email Reputation.

If you do not use Email Reputation, you may have set your spam filtering threshold at a level that is too
lenient for your organization. Try a higher setting in the threshold fields on the Mail (SMTP) >
Anti-spam > Content Scanning/Target window and the Mail (POP3) > Anti-spam/Target.
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Virus Is Detected but Cannot Be Cleaned

Not all virus-infected files are cleanable. For example, a password-protected file cannot be scanned or
cleaned.

If you think you are infected with a virus that does not respond to cleaning, go to the following URL:
http://subwiz.trendmicro.com/SubWiz/Default.asp

This link takes you to the Trend Micro Submission Wizard, which includes information about what to
do, including how to submit your suspected virus to TrendLabs for evaluation.

Virus Scanning Not Working

This section describes why virus scanning may not work, and includes the following topics:
e Scanning Not Working Because of Incorrect Service-Policy Configuration, page 8-10
e Scanning Not Working Because the CSC SSM Is in a Failed State, page 8-10

Ensure that no one has disabled the virus scanning feature on the SMTP Incoming, SMTP Outgoing,
POP3, HTTP, and FTP Scanning windows. Also test the virus scanning feature by following the
instructions described in the “Testing the Antivirus Feature” section on page 2-3.

Scanning Not Working Because of Incorrect Service-Policy Configuration

Another possible cause is that a file has not been scanned because of an incorrect service-policy
configuration. Use the show service-policy csc command to configure the SSM to process traffic.

The following example shows how to configure the SSM to process traffic:

hostname (config)# show service-policy flow tcp host 192.168.10.10 host 10.69.1.129 eq http
Global policy:
Service-policy: global_policy
Class-map: trend
Match: access-1lit trend
Access rule: permit tcp any any eq www
Action:
Output flow: csc fail-close
Input flow set connection timeout tcp 0:05:00
Class-map: perclient
Match: access-1it perclient
Access rule: permit IP any any
Action:
Input flow: set connection per-client-max 5 per-client-embryonic-max 2

Scanning Not Working Because the CSC SSM Is in a Failed State

If the CSC SSM is in the process of rebooting, or has experienced a software failure, system log message
421007 is generated.

Enter the following command to view the status of the SSM card:

hostname (config)# show module 1

The output appears in several tables, as shown in the following example. The third table, SSM
Application Name, displays status, which is “Down.”
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Mod Card Type Model Serial No.
1 ASA 5500 Series Security Services Module-10ASA-SSM-10 JAB092400TX
Mod MAC Address Range Hw Version Fw Version Sw Version
1 0013.c480.aed4c to 0013.c480.aed4c 1.0 1.0(10)0 CSC SSM 6.2 .XXXX.X
Mod SSM Application Name Status SSM Application Version
1 CSC SsM Down 6.2 .XXXX.X
Mod Status Data Plane Status Compatibility
1 Up Up
The three possible states that could display in the Status field for the third table are as follows:
e Down—A permanent error, such as an invalid activation code was used, licensing has expired, or a
file has been corrupted
e Reload—Scanning is restarting, for example, during a pattern file update.
e Up—A normal operating state.
To view the state for each individual process, enter the following command:
hostname (config)# show module 1 details
Example output similar to the following appears:
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-10
Model: ASA-SSM-10
Hardware version: 1.0
Serial Number: JAB092400TX
Firmware version: 1.0(10)0
Software version: CSC SSM 6.2 .XXXX.X
MAC Address Range: 0013.c480.aed4c to 0013.c480.ae4dc
App. name: CSC ssM
App. Status: Down
App. Status Desc: CSC SSM scan services are not available
App. version: 6.2 .XXXX.X
Data plane Status: Up
Status: Up
HTTP Service: Down
Mail Service: Down
FTP Service: Down
Activated: No
Mgmt IP addr: <not available>
Mgmt web port: 8443
Peer IP addr: <not enabled>
The status for the CSC SSM appears in the App. Status field. In the example, the status is “Down.” The
possible states for this field are as follows:
e Not Present—The SSM card is not found.
e Init—The SSM card is booting.
Cisco Content Security and Control SSM Administrator Guide
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e Up—The SSM card is up and running.
e Unresponsive—The SSM card is not responding.

e Reload—The SSM application is reloading recently updated patterns or configuration changes. The
traffic is interrupted temporarily with either a “fail-open” or “fail-close.” The adaptive security
appliance will not perform a failover because this is an administrative reloading.

e Shutting Down—The SSM card is shutting down.
e Down—The SSM card is down and can be safely removed from its slot.
e Recover—The SSM card is being reimaged.

If you have verified your configuration and CSC module status, and viruses are still not found, contact
Cisco TAC.

Downloading Large Files

Handling of very large files may be a potential issue for the HTTP and FTP protocols. On the Target tabs
of the HTTP Scanning and FTP Scanning windows, you configured large file handling fields, which
included a deferred scanning option.

If you did not enable deferred scanning, Trend Micro InterScan for Cisco CSC SSM must receive and
scan the entire file before passing the file contents to the requesting user. Depending on the file size, this
action could result in the following:

e The file being downloaded, very slowly at first, but more quickly as the download progresses.

e Take longer than the automatic browser timeout period. As a result, the user is unable to receive the
file contents at all because the browser times out before the download completes.

If you enabled deferred scanning, part of the content of the large file is delivered without scanning to
prevent a timeout from occurring. Subsequent portions of the content are being scanned in the
background and are then downloaded if no threat is detected. If a threat is detected, the rest of the file is
not downloaded; nevertheless, the unscanned portion of the large file is already stored on the user
machine and may introduce a security risk.

Enabling Deferred Scanning

N

Note

Step 1
Step 2

If you experience difficulty with Windows updates, you may need to enable deferred scanning and set
the size to ten. See the logs for more information.

To enable deferred scanning, perform the following steps:

Go to the Web (HTTP) > HTTP scanning tab.

In the Large File Handling section, set the “Enable deferred scanning for files larger than” value to 10,
as shown in Figure 8-2.
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Figure 8-2 Enabling Deferred Scanning

Large File Handling

Do not scan files larger than |5D (1-100)MB @

Action on large files: ' paliver ¥ Delete

[7 Enable deferred scanning for files larger than IlU (1-10MBE I-,,TJ

Scan for SpywarefGrayware [7 select all

250228

Restart Scanning Service

In the Message Activity area, the Mail (SMTP and POP3) tabs on the Summary window display a count
of messages processed since the service was started. For an example, see Figure 8-3.

Figure 8-3 Messages Processed Counter on the Mail (POP3) Tab of the Summary Window
> 4 " ; o ¢2, TREND
& TREND MICRO"InterScan~for Cisco CSC SSM of | Help--------- | (@ TREND
Summary @
Summary
. ! Your license expired on 6/30/2004.
b Mail (SMTR) Trend Micro has extended you a 30-day grace period. More info...
¥ Mail (POP3)
b Weh (HTTP) Status Mail (SMTFY .| mail (POP3) Web (HTTP) File Transfer (FTP)
¥ File Transfer (FTP) POP3 Servica: on
» Update POP3 Summary ) Refresh
b Logs Message Activity
> Adrministration Messages processed since the service was started: 12,000 (—@
Detection Summary Today Dwring last 7 days During last 30 days
Viruses/Malware 1z 20 33
Spyware/ Grayware 8 15 45
Spam 7 19 29
IntelliTrap ] 15 45
2
|&] Done [ [ [ [EE Localintranet i g

1 |Message activity counter

Several events can cause these counters to reset to zero:
e A pattern file or scan engine update
e A configuration change
e The application of a patch

The statistics in the Detection Summary area of the window do not reset; these statistics continue to
update as trigger events occur.

When the counters reset, it is normal behavior. If, however, you have a continuous zero in the Messages
processed fields, e-mail traffic is not being scanned and you should investigate.

Cisco Content Security and Control SSM Administrator Guide
[ oL-13472-03 .m



Chapter8  Troubleshooting Trend Micro InterScan for Cisco CSC SSM |

I Troubleshooting Performance

Troubleshooting Performance

This section describes issues you may encounter with performance, and includes the following topics:
e (CSC SSM Console Timed Out, page 8-14
e Status LED Flashing for Over a Minute, page 8-14
¢ SSM Cannot Communicate with ASDM, page 8-14
e Logging in Without Going Through ASDM, page 8-14
e (CSC SSM Throughput is Significantly Less Than ASA, page 8-15

CSC SSM Console Timed Out

If you leave the CSC SSM console active and no activity is detected for approximately ten minutes, your
session times out. Log in again to resume work. Unsaved changes are lost. If you are called away, save
your work and log off until you return.

Status LED Flashing for Over a Minute

If the Status LED continues flashing for more than one minute, the scanning service is not available. To
resolve this problem, enter the show module 1 details command to collect relevant information, and then
reboot the system from ASDM.

A

Caution  If the file to be downloaded is larger than the size specified in the Do not scan files larger than field, the
file is delivered without scanning and may present a security risk.

SSM Cannot Communicate with ASDM

For information about resetting port access control, see the “Changing the Management Port Console
Access Settings” section on page A-17.

Logging in Without Going Through ASDM

If for some reason ASDM is unavailable, you can log directly into the CSC SSM via a web browser. To
log in, perform the following steps:

Step 1 Enter the following URL in a browser window:

https://{SSM IP addresss}:8443

For example:

https://10.123.123.123:8443/

The Logon window appears.

Cisco Content Security and Control SSM Administrator Guide
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Enter the password you created in the Setup Wizard on the Password Configuration installation window
and click Log On.

The default view of the CSC SSM console is the Status tab on the Summary window, as shown in
Figure 8-4.

Figure 8-4 Status Tab of the Summary Screen on the CSC SSM Console
// TREND MICRO"InterScan™for Cisco CSC SSM Log o8
Summary
Summary
¥ Mail (SMTP) R R R R
Base License Expiration Notice
¥ Mail (POP3) - - — -
» Web (HTTE) !: Your Maintenance Agreement will expire in 31 days. More info ...
» File Transfer (FTP) Plus License Expiration Motice
> Ui !: Your Maintenance Agreement will expire in 31 days. More info ...
k Logs

-

Administrati : : "
mnistratian Status Mail (SMTP) Mail (FOP3) Web (HTTP) File Transfer (FTP)

> Product Info:  Trend Micro InterScan for Cisco CSC S5M 6.2
> Serial Mumber: JABOS4509P4
» License: Base License expires on 01/24/2007

Plus License expires on 01/24/2007

Update | ‘?.. Refresh
¥ Component Current Yersion Last Update
W wirus pattern 1.867.00 12/20/2006 09:00:16
¥ wirus scan engine g.1.1002 12/19/2006 18:00:07
¥ spyware pattern 0.347.00 12/15/2006 01:00:11
¥ PhizshTrap pattern 55 12/19/2006 23:00:09
¥  Anti-spam rules and engine
> Anti-zpar rules 12540
12/20/2006 12:01:35
» Anti-zpam engine 3.51.1032
W IntelliTrap Pattern 93 01/19/2007 23:00:09 -
¥ IntelliTrap Exception Pattern 1z 01/19/2007 23:00:09 :I g
- || @

CSC SSM Throughput is Significantly Less Than ASA

Restoring files from TCP connections and scanning them is a processor-intensive operation, which
involves more overhead than the protocol-conformance checking that is usually done by a security
appliance. The workaround is to divert only the connections that need to be scanned to the CSC SSM to
mitigate the performance mismatch.

For example, HTTP traffic can be divided into outbound traffic (an inside user is accessing outside
websites), inbound traffic (an outside user is accessing inside servers), and intranet traffic (traffic
between internal sites or trusted partners). You can configure the CSC SSM to scan only outbound and
inbound traffic for viruses, but ignore the intranet traffic.

For more information, see the Cisco Security Appliance Command Line Configuration Guide.
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Known Issues

The following known issues exist in the CSC SSM:

The CSC SSM does not scan HTTP proxy traffic nor non-HTTP traffic over port 80.
Workaround: Do one of the following:
— Use another port as the proxy service.

— Use the security appliance modular policyframework to prevent the CSC SSM from scanning
the website IP addresses.

— Deploy a proxy server between the CSC SSM and clients.

The CSC SSM does not work with certain real-time stock streaming services, such as Yahoo Market
Tracker.

Workaround: Use the security appliance modular policy framework to prevent the CSC SSM from
scanning the website IP addresses for stock streaming services.

Traffic interruptions may occur during configuration or component updates.
Workaround: Perform configuration updates or scheduled updates during off-hours.

The CSC SSM does not scan e-mail traffic between Microsoft Exchange servers that use the
EXCHS50 protocol.

Workaround: Use the security appliance modular policy framework to prevent the CSC SSM from
scanning the Microsoft Exchange servers' IP addresses.

Using Knowledge Base

You can search for more information in the Trend Micro online Knowledge Base, available at the
following URL:

http://esupport.trendmicro.com

The Knowledge Base search engine allows you to refine your search, by entering product name, problem
category, and keywords. Thousands of solutions are available in the Knowledge Base, and more are
added weekly.

Using the Security Information Center

Comprehensive security information is available from the Trend Micro Security Information Center, a
free online resource, at the following URL:

http://trendmicro.com/vinfo/

The Security Information Center provides the following information:

Virus Encyclopedia—A compilation of knowledge about all known threats, including viruses,
worms, Trojans, and others

Security Advisories—Malware alerts, risk ratings for the most prominent risks, the most current
pattern file and scan engine versions, and other helpful information

Scams and Hoaxes—Information about malware hoaxes, scams such as chain letters or money-based
hoaxes, and urban legends

Cisco Content Security and Control SSM Administrator Guide
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e Joke Programs—A repository of information about known joke programs that are detected by the

Trend Micro scan engine

e Spyware and Grayware—Information about the top ten spyware and grayware programs, and a

searchable database of these programs

e Phishing Encyclopedia—A list of known phishing scams and a description of the perpetration

methods

e Virus Map—A description of threats by location worldwide, shown in Figure 8-5

Figure 8-5 Virus Map
This site is for custamers in the United States & Canada | Worldwide Search:
-~ ebout Us | Careers | Contact Us
ﬁ TREND
- J MICRO

QUICK LINKS  See All Products 2 Solutions | Support | Purchase | Update Center

HOME HOME & HOME OFFICE SMALL BUSINESS MEDIUM BUSINESS | ENTERPRISE BUSINESS  PARTNERS

? Virus Map Virus Map
- Surmrnary Report
- Regional Breskdown View By Track Select Map Time Period
[Location =] [infected computers x| [worlawide =] [Pastzahouwrs =]
r it R . Top 10 - Worldwide
T i T o’ 1. TROJ WB.CED 139,902
pHlorth Z LB - 2. MAL YUNDO-4 114,165
America - - Europe _ : - :
( W asta =0 b 3. PO35IBLE OLGHEL 109,106
W, _ — a 4. TR0 .GV 35,431
Africa \. Ve 5. CRYP TAP-2 35,415
__.SEIIlth “.\ N ¢ fi. BKOR ClA000R B 19,487
\ Amarica \ R 7. FE PARITEA 1,110
~ i 2. FO3SIBLE OTORUNS 1273
AL 9. BKDR_IRCBOT.AGF 13,024
5 10, WORM ALLAPLE K 12836

Last Updated : Jun 3, 2008 4:05:41 Pl

Webmasters: add this map to your site

148834

Weekly Virus Report—Current news about threats that have appeared in the past week (Subscribe
to the Weekly Virus Report to receive a copy automatically each week via e-mail.)

General virus information, including the following:
— Virus Primer—An introduction to virus terminology and a description of the virus life cycle
— Safe Computing Guide—A description of safety guidelines to reduce the risk of infections

— Risk ratings—A description of how malware and spyware or grayware are classified as
Very Low, Low, Medium, or High threats to the global IT community

White papers—Links to documents that explain security concepts with titles such as The Real Cost
of a Virus Outbreak or The Spyware Battle—Privacy vs. Profits

Test files—A test file for testing Trend Micro InterScan for Cisco CSC SSM and instructions for
performing the test

Webmaster tools—Free information and tools for webmasters

TrendLabs—Information about TrendLabs, the ISO 9002-certified virus research and product
support center

[ oL-13472-03
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Understanding the CSC SSM System Log Messages

This section lists the CSC SSM-related system log messages, and includes the following topics:

SSM Application Mismatch [1-105048], page 8-19

Data Channel Communication Failure [3-323006], page 8-19

Traffic Dropped Because of CSC Card Failure [3-421001], page 8-20
Drop ASDP Packet with Invalid Encapsulation [3-421003], page 8-20
Traffic Dropped Because of CSC Card Failure [3-421007], page 8-20
Data Channel Communication OK [1-505011], page 8-21
Application Reloading [1-505013], page 8-21

Application Down [1-505014], page 8-21

Application Up [1-505015], page 8-22

Application Version Changes [3-505016], page 8-22

Skip Non-applicable Traffic [6-421002], page 8-22

Account Host Toward License Limit [6-421005], page 8-23

Daily Node Count [6-421006], page 8-23

Failed to Inject Packet [7-421004], page 8-23

Connection capacity has been reached, page 8-24

Connection capacity has been restored, page 8-24

Connection capacity has been reached, page 8-24

Connection capacity has been reached, page 8-24

Failover service communication failed, page 8-25

Failover service email could not be sent, page 8-26

Failover service communication failed, page 8-25

HTTP URL blocking event, page 8-27

HTTP URL filtering event, page 8-27

IntelliTrap detection event, page 8-28

License upgrade notice, page 8-28

Resource availability of the CSC SSM falls below the desired level, page 8-29
Resource availability of the CSC SSM has been restored, page 8-29
Scan service failed, page 8-30

Scan service failed to create shared memory, page 8-30

Scan service failed to create sockets for scan requests, page 8-30
Scan service failed to create worker threads, page 8-31

Scan service failed to load virus/spyware patterns, page 8-31

Scan service failed to purge old virus/spyware patterns, page 8-31
Scan service recovered, page 8-31

Scheduled update report, page 8-32
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Service module cannot create FIFO, page 8-32

Service module encountered a problem when communicating with the ASA chassis, page 8-33
Service module informational report, page 8-33

Service module internal communication error, page 8-33

Service module internal communication error, page 8-33

Service module informational report, page 8-33

Spyware/Grayware detection event, page 8-35

Syslog adaptor starting, page 8-36

System monitor started, page 8-36

Time synchronization with the ASA chassis failed, page 8-36

Virus detection event, page 8-36

SSM Application Mismatch [1-105048]

ErrorMessage %ASA-1-105048: (unit) Mate’s service module (application) is different
from mine (application)

Explanation The failover process detected that different applications are running on the service
modules in the active and standby units. The two failover units are incompatible if different service
modules are used.

¢ unit—Primary or secondary
e application—The name of the application, such as InterScan Security Card

Recommended Action Make sure that both units have identical service modules before trying to
reenable failover.

Data Channel Communication Failure [3-323006]

Error Message $ASA-3-323006: Module in slot slot experienced a data channel
communication failure, data channel is DOWN.

Explanation This message indicates that a data channel communication failure occurred and the
system was unable to forward traffic to the SSM. The failure triggers a failover when it occurs on
the active adaptive security appliance in a failover pair. It also results in the configured fail-open or
fail-closed policy being enforced on traffic that would normally be sent to the SSM. The message is
generated whenever a communication problem occurs over the adaptive security appliance dataplane
between the system module and the SSM. This communication problem can be caused when the
SSM stops, resets, or is removed.

e slo+—The slot in which the failure occurred
Recommended Action If this is not the result of the SSM reloading or resetting and a corresponding

system log message 5-505011 does not appear after the SSM returns to an UP state, reset the module
using the hw-module module 1 reset command.
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Traffic Dropped Because of CSC Card Failure [3-421001]

Error Message $ASA-3-421001: TCP|UDP flow from interface_name:ip/port to
interface name:ip/port is dropped because application has failed.

Explanation A packet was dropped because the CSC SSM application failed. By default, this
message is rate limited to one message every ten seconds.

e interface_name—The interface name

e [P_address—The IP address

e port—The port number

e application—The CSC SSM application supported in the current release

Recommended Action Immediately investigate the problem with the service module.

Drop ASDP Packet with Invalid Encapsulation [3-421003]

Error Message %ASA-3-421003: Invalid data plane encapsulation.

Explanation A packet injected by the service module did not have the correct data plane header.
Packets exchanged on data backplane adhere to the ADSP protocol. Any packet that does not have
the correct ASDP header is dropped.

Recommended Action Use the capture name type asp-drop [ssm-asdp-invalid-encap] command to
capture the offending packets and contact Cisco TAC.

Traffic Dropped Because of CSC Card Failure [3-421007]

Error Message $ASA-3-421007: TCP|UDP flow from interface_name:IP_address/port to
interface name:IP_address/port is skipped because application has failed.

Explanation This message is generated when a flow is skipped because the service module
application has failed. By default, this message is rate limited to one message every ten seconds.

e [P_address—The IP address
e port—The port number
e interface_name—The name of the interface on which the policy is applied

e application—The CSC SSM application supported in the current release

Recommended Action Immediately investigate the problem with the service module.
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Data Channel Communication OK [1-505011]

Error Message $ASA-1-505011: Module in slot slot data channel communication is UP.

Explanation This message is generated whenever the data channel communication recovers from a
DOWN state. This message indicates that data channel communication is operating normally. It
occurs after the data channel communication fails and then recovers.

e slot—The slot that has established data channel communication.
Recommended Action If this message was generated as a result of a previous data channel

communication failure (system log message 3-323006), check the SSM system log messages to
determine the cause of the communication failure.

Application Reloading [1-505013]

Error Message %ASA-1-505013: Module in slot slot, application reloading application,
version version

Explanation This message is generated whenever an application on the SSM is reloading. This may
occur when an application needs to be restarted after a pattern or software update.

¢ slot—The slot in which the application was reloading.

e application—The name of the application reloading.

e version—The application version reloading.
Recommended Action If an upgrade was not occurring on the SSM or the application was not

intentionally stopped or uninstalled, review the logs from the SSM to determine why the application
stopped.

Application Down [1-505014]

Error Message %ASA-1-505014: Module in slot slot, application down application, version
version

Explanation This message is generated whenever an application on the SSM is down. This may occur
when an application fails to restart after a software upgrade or crash.

e slot—The slot in which the application was down.

e application—The name of the application down.

e version—The application version down.
Recommended Action If an upgrade was not occurring on the SSM or the application was not

intentionally stopped or uninstalled, review the logs from the SSM to determine why the application
stopped.
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Application Up [1-505015]

Error Message %ASA-1-505015: SSM model Module in slot number, application up
application, version version
Explanation The application running on the SSM in slot number is up and running.
o  SSM model—The SSM model for the device 1nstalled in slot number:

e number—Slot 0 indicates the system main board, and slot 1 indicates the SSM installed in the
expansion slot.

e application—The application name (string).

e version—The application version (string).

Recommended Action None required.
Application Version Changes [3-505016]

Error Message %ASA-3-505016: Module in slot slot application changed from:
application version version to: newapplication version newversion.

Explanation This message is generated whenever an application version changes, such as after an
upgrade. This occurs when a software update for the application on the module is complete.

e slot—The slot in which the application was upgraded

e application—The name of the application that was upgraded

e version—The application version that was upgraded

e newapplication—The new application name

e newversion—The new application version

Recommended Action Verify that the upgrade was expected and that the new version is correct.
Skip Non-applicable Traffic [6-421002]

Error Message $ASA-6-421002: TCP|UDP flow from interface_name:IP_address/port to
interface name:IP_address/port bypassed application checking because the protocol
is not supported.

Explanation The connection bypassed the service module security checking because the protocol it
is using cannot be scanned by the service module. For example, the CSC SSM is not capable of
scanning Telnet traffic. If the user configures Telnet traffic to be scanned, the traffic will bypass the
scanning service. By default, this message is rate limited to one message every ten seconds.

e [P_address—The IP address
e port—The port number

e interface_name—The name of the interface on which the policy is applied
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application—The CSC SSM application supported in the current release

Recommended Action The configuration should be modified to only include protocols that are
supported by the service module.

Account Host Toward License Limit [6-421005]

Error Message $ASA-6-421005:

interface _name:IP_address is counted as a user of
application

Explanation A host has been counted toward the license limit. The specified host was counted as a

user of application. The total number of users in 24 hours is calculated at midnight for license
validation.

e interface_name—The interface name

e [P_address—The IP address
L]

application—The CSC SSM application supported in the current release

Recommended Action If the overall count exceeds the user license you have purchased, contact Cisco
Licensing to upgrade your license.

Daily Node Count [6-421006]

Error Message %ASA-6-421006: There are number users of application accounted during
the past 24 hours.

Explanation This system log message identifies the total number of users who have used application
for the past 24 hours. This message is generated every 24 hours to give the total number of hosts that
have used services provided by the service module.

e number—The number of users counted

application—The CSC SSM application supported in the current release

Recommended Action If the overall count exceeds the user license you have purchased, contact Cisco
Licensing to upgrade your license.

Failed to Inject Packet [7-421004]

Error Message %ASA-7-421004: Failed to inject {TCP|UDP} packet from IP_address/port
to IP_address/port

Explanation The adaptive security appliance has failed to inject a packet, as instructed by the service
module. This could happen if the adaptive security appliance tries to inject a packet into a flow that

has already been released or because the adaptive security appliance maintains its connection table
independent of the service module.

e [P_address—The IP address

Cisco Content Security and Control SSM Administrator Guide
[ oL-13472-03 .m



Chapter8  Troubleshooting Trend Micro InterScan for Cisco CSC SSM |

I Understanding the CSC SSM System Log Messages

e port—The port number

Recommended Action If this affects adaptive security appliance performance, contact Cisco TAC.

Connection capacity has been reached

Error Message The maximum number of connections for protocol has been reached. New
connections will be kept in a backlog and may time out.

Example:

The maximum number of connections for HTTP has been reached. New connections will be kept
in a backlog and may time out.

Explanation This system log message is generated when the CSC SSM reaches the maximum
number of concurrent connections set for a given protocol.
e protocol—The protocol involved

Recommended Action Configure the adaptive security appliance to bypass certain traffic from CSC
SSM scanning or segment the network to another adaptive security appliance.

Connection capacity has been restored

Error Message The number of current protocol connections has returned to normal.

Example:

ActiveUpdate: VirusScanEngine/uptodate, VirusPattern/3.189.00, AntiSpamEngine/failed,
GraywarePattern/unlicensed, PhishTrap/187

Explanation This system log message is generated when the number of concurrent connections has
returned to a range that the CSC SSM can process promptly.

e protocol—The protocol involved

Recommended Action None.
CSC has actively disconnected a connection

Error Message CSCSSM: A protocol session has been disconnected from the client at
client_ip to the server at server_ip due to internal error or timeout.

Example:

CSCSSM: A HTTP session has been disconnected from the client at 1.1.1.1 to the server at
2.2.2.2 due to internal error or timeout.

Explanation This system log message is generated when a socket timeout is experienced when the
CSC SSM proxies a connection, or an internal problem is encountered.

e protocol—The protocol involved

Cisco Content Security and Control SSM Administrator Guide
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e client_ip—IP address of the client

e server_ip—IP address of the server

Recommended Action None.

CSC SSM status message

Error Message SysMonitor: INFO: Set CSC SSM Application Status to
data_channel_status.

Example:

SysMonitor: INFO: Set CSC SSM Application Status to UP.

Explanation This system log message is generated to indicate the current status of the CSC SSM.
When the CSC SSM is healthy, the status is set to UP and traffic can be processed. When the CSC
SSM is updating the configuration, or an engine or pattern, the status is set to RELOAD and the
adaptive security appliance will perform a fail-open or fail-close. When the CSC SSM is unable to
process traffic, the status is set to DOWN and traffic bypasses CSC SSM processing. The adaptive
security appliance will perform a fail-open, fail-close, or fail-over according to how it has been
configured.

o data_channel_status—UP, RELOAD, and DOWN

Recommended Action No action is required for UP and RELOAD status. When the status is DOWN,
either restart the services on the CSC SSM or contact Cisco TAC.

Failover service communication failed

ErrorMessage is-failover-daemon[process_id]: request_type FAILED. Status code code;
Status description: text

Example:

is-failover-daemon[5532]: HEARTBEAT FAILED. Status code 403; Status description:
Connection or request timed out.

Explanation This system log message is generated when the failover daemon could not send a
heartbeat to its peer to verify network connectivity.

e process_id—Process ID of the daemon

o request_type—HELLO, HEARTBEAT, SYNCH

e code—Status code

e text—Status description
Recommended Action If this error occurs while configuring CSC failover, follow the recommended

action display in the Device Failover Settings screen of the CSC management console. Otherwise,
check all hardware connections between the adaptive security appliances or contact Cisco TAC.

[ oL-13472-03

Cisco Content Security and Control SSM Administrator Guide



Chapter8  Troubleshooting Trend Micro InterScan for Cisco CSC SSM |

Understanding the CSC SSM System Log Messages

Failover service email could not be sent

ErrorMessage is-failover-daemon[process_id]l: action_type failed notification could
not be sent

Example:

is-failover-daemon[5532]: HELLO failed notification could not be sent.

Explanation This system log message is generated when the automatic “heartbeat failure”
notification e-mailed to the administrator cannot be sent.

e process_id—Process ID of the daemon

e action_type—HELLO, SYNCH

Recommended Action Restart all services on the CSC SSM, reload the CSC SSM, or contact Cisco
TAC.

Failover service encountered an internal error

Error Message is-failover-daemon|[process_id]: Could not create failover sync server
socket; Could not open failover sync server socket; Could not create failover
request handler thread; Could not create failover sync server thread; Could not
create failover sync server; Could not create failover IPC server thread; Could
not create failover IPC server; Cannot open IPC sockets; Could not create heartbeat
thread

Example:

is-failover-daemon[process_id]: Could not create failover sync server socket
Explanation This system log message is generated when the failover service encounters an
unrecoverable internal error.
e process_id—Process ID of the daemon
A list of possible failover daemon errors follows:
— Could not create a TCP listening socket to accept connections.
— Could not bind the SSM card management port IP address to the TCP listening socket.
— Could not start listening for connections from peers.
— Could not create a thread to service either a heartbeat or synchronization request from a peer.
— Could not create a thread to accept connections from peers.
— Could not create a server object to accept connections and handle requests from peers.
— Could not create a thread to handle IPC requests from the CSC management system.
— Could not create an IPC server object to handle IPC requests from the CSC management system.

— Could not open the IPC FIFOs to receive a request from the CSC management system to send
a heartbeat or a synchronization request to the peer.

Cisco Content Security and Control SSM Administrator Guide
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— Could not create a thread to send periodic heartbeats to a peer.

Recommended Action Restart all services on the CSC SSM, reload the CSC SSM, or contact Cisco
TAC.

HTTP URL blocking event

Error Message is-url-blocking: time|blocked url|client_ip|blocking rule

Example:
is-url-blocking: 2007/01/01 17:10:59|blocked.com/|10.2.3.4|PhishTrap|

Explanation This system log message is generated when the CSC SSM detects a URL blocking event
in the HTTP scanning.

e time—Date and time of the event

e blocked_url—The URL that has been blocked

e client_ip—IP address of the client

e blocking_rule—The rule that has blocked the URL

Recommended Action None.
HTTP URL filtering event

Error Message is-url-filtering: time|filtered url|client_ip|url_category

Example:
is-url-filtering: 2007/01/01 17:10:59|forbidden.com/|10.2.3.4|Company Prohibited Sites|

Explanation This system log message is generated when the CSC SSM detects a URL filtering event
in the HTTP scanning.

e time—Date and time of the event

e blocked_url—The URL that has been filtered

e client_ip—IP address of the client

e url_category—The category of URL blocking or filtering

Recommended Action Adjust the URL filtering setting if you want this URL category to be allowed.

Cisco Content Security and Control SSM Administrator Guide
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IntelliTrap detection event

Error Message is-mail-intellitrap: time | malware_name | malware_type |
from_address | to_address | email_subject | action_on_the_content |
action_on_the_email |

Example

is-mail-intellitrap: 2006/01/01
16:33:01|PKR_TST.A|Packer | fromtester@trendmicro.com|totester@trendmicro.com|subject|Delete
|Deliver

Explanation This system log message is generated when the CSC SSM detects an IntelliTrap event
in the connection. The infected file has been processed or blocked according to the policy setting.

e time—Date and time of the event

e malware_name—Name of the malware

e malware_type—Type of malware

e from_address—From address of the e-mail

e to_address—To address of the e-mail

e email_subject—The subject line text of the e-mail message

e action_on_the_content—Action taken on the e-mail content

® qaction_on_the_email—Action taken on the whole e-mail

Recommended Action If the file originated from an internal machine, perform virus scanning on that
machine.

License upgrade notice

8-28

Error Message license-upgrade-notice: Your daily node counts (daily_count) has
exceeded your licensed seats (seats) by offset. Please upgrade your license.

Example:

License-upgrade-notice: Your daily node counts (300) has exceeded your licensed seats
(100) by 200. Please upgrade your license.

Explanation This system log message is generated when CSC SSM detects more nodes connected to
the CSC SSM than are specified in the current license. In addition to this message, a notification
e-mail is sent to the administrator.

® daily_count—The daily node count that has connected to the CSC SSM
e seats—The number of seats of the CSC SSM license

e offset—The daily count minus the number of seats

Recommended Action Contact Cisco for a license upgrade.
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Resource availability of the CSC SSM falls below the desired level

ErrorMessage SysMonitor: INFO: RESOURCE: resource _name free space
current_free space K is below desired free space K

Example:
SysMonitor: INFO: RESOURCE: Compact Flash free space 1234K is below 5120K.

Explanation This system log message is generated when one of the storage spaces on the CSC SSM
falls below the desired level.

e resource_name—The name of the resource:

Compact Flash

— Active Update Temp

— Scanning TempDir

- Log

e current_free_space—Current free amount of the resource

e desired_free_space—Desired free amount of the resource

Recommended Action If the message is sent more than once, contact Cisco TAC.
Resource availability of the CSC SSM has been restored

Error Message SysMonitor: INFO: RESOURCE: resource_title free space is back to normal
(more than desired free_space K)

Example:
SysMonitor: INFO: RESOURCE: Compact Flash free space is back to normal (more than 5120K).

Explanation This system log message is generated when the CSC SSM has recovered from a previous
storage shortage.

e resource_title—The name of the resource:

— Compact Flash

— Active Update Temp

— Scanning TempDir

- Log

e desired_free_space—Desired free amount of the resource

Recommended Action None.
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Scan service failed

Error Message SysMonitor: INFO: service title service is DOWN, count = counter,
restarting

Example:

SysMonitor: INFO: FTP service i1s DOWN, count = 1, restarting

Explanation This system log message is generated when a scan service stops the counter increments
for each restart attempt.

Recommended Action If a service goes down, restart all services by accessing the CSC SSM CLI
Menu. If the failure persists, reset the CSC SSM or contact Cisco TAC.

Scan service failed to create shared memory

Error Message ScanServer: (process ID) - CRITICAL: Scan Server unable to create
shared memory for IPC. errno = system error

Example

ScanServer: (7418) - CRITICAL: Scan Server unable to create shared memory for IPC. errno =

Not enough space.

Explanation This system log message is generated when the CSC SSM scan service cannot create
shared memory necessary for scanning.

Recommended Action Restart all services on the CSC SSM or reload the CSC SSM.

Scan service failed to create sockets for scan requests

Error Message ScanServer: (process ID) - Fatal: Unable to create socket for protocol
scan requests.

Example

ScanServer: (7418) - Fatal: Unable to create socket for HTTP scan requests.

Explanation This system log is generated when the CSC SSM scan service cannot create domain
sockets to accept scan requests from the protocol daemons.

Recommended Action Restart all services on the CSC SSM or reload the CSC SSM.
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Scan service failed to create worker threads

Error Message ScanServer: (process ID) - Fatal: Unable to create worker thread pool
for vsapi scans.

Example

ScanServer: (7418) - Fatal: Unable to create worker thread pool for vsapi scans.

Explanation This system log is generated when the CSC SSM scan service cannot properly create
worker threads for scanning.

Recommended Action Restart the scan service on the CSC SSM or reload the CSC SSM.

Scan service failed to load virus/spyware patterns

ErrorMessage ScanServer: (process ID) - Unable to update pattern. Error Code = error
code

Example

ScanServer: (7418) - Unable to update pattern. Error Code = -8

Explanation This system log is generated when the CSC SSM scan service cannot properly load the
pattern files necessary for virus and spyware scanning.

Recommended Action Perform a manual update from the CSC SSM console.

Scan service failed to purge old virus/spyware patterns

Error Message ScanServer: (process ID) - Error: Can't remove old pattern. Unable to
do pattern update

Example

ScanServer: (7418) - Error: Can't remove old pattern. Unable to do pattern update

Explanation This system log is generated when the CSC SSM scan service cannot properly discard
its current set of virus and spyware patterns in order to load a new set of patterns.

Recommended Action Restart the scan service on the CSC SSM.

Scan service recovered

Error Message SysMonitor: INFO: service_ title service is UP.

Example:

SysMonitor: INFO: FTP service is UP.

[ oL-13472-03
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Explanation This system log message is generated when a scan service recovers from a previous
failure.

e service_title—The name of the service

Recommended Action None.
Scheduled update report

Error Message ActiveUpdate: component/status component/status.

Example:

ActiveUpdate: VirusScanEngine/uptodate, VirusPattern/3.189.00, AntiSpamEngine/failed,
GraywarePattern/unlicensed, PhishTrap/187

Explanation This system log message is generated when a scheduled pattern/engine update occurs.
e component—The component that is updated by ActiveUpdate
e status—The status or version of the component

Recommended Action If you see consecutive update failures, either troubleshoot the Internet
connectivity, the CSC SSM update settings, or contact Cisco TAC.

Service module cannot create FIFO

Error Message is-service-module[process_id]: Cannot create fifo_name; Cannot open
csc subsystem IPC fifos

Example:

is-service-module[5532]: Cannot create /var/run/isvw/servmodfifo.l
Explanation This system log message is generated when the system is unable to create FIFOs for IPC
with another CSC subsystem.
e process_id—Process ID of the service module
e fifo_name—Name of the FIFO
e csc_subsystem—The name of the CSC subsystem

Recommended Action Restart all services on the CSC SSM, reload the CSC SSM, or contact Cisco
TAC.
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Service module encountered a problem when communicating with the ASA

chassis

Error Message is-service-module[process_id]: Could not send the node count request
to the ASA; Could not get time from the ASA; Could not send the time sync request
to the ASA; ASA auto time sync failed on SSM reboot; Management port IP change
report to the ASA failed; Management port IP change report failed; Could not
increase the process priority

Example:

is-service-module[5532]: Could not send the node count request to the ASA.

Explanation This system log message is generated when the Service Module fails to communicate
with the adaptive security appliance chassis.

e process_id—Process 1D

Recommended Action None.

Service module informational report

Error Message is-service-module[process_id]: Software version: text; Increased
process priority to -5; Application name: text; Application version: text;
Application state: up/down

Example:

is-service-module[553]: Software version: CSC SSM 6.2.XXXX.X
Explanation This system log message displays the CSC application name, version, and running state
during Service Module startup.
e process_id—Process ID of the daemon
e text—Description of name or version

e up/down—Service is up or down

Recommended Action None.

Service module internal communication error

Error Message is-service-module[process_id]: Received unrecognized ipc_operation
request; ipc_operation peer closed with no request sent; Bad ipc_operation request

from InterScan

Example:

is-service-module[5532]: Received unrecognized time sync request

[ oL-13472-03
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Explanation This system log message is generated when the IPC is unable to communicate with
another CSC subsystem.

e process_id—Process ID of the service module

® ipc_operation—Interprocess communication (IPC) operation

Recommended Action None.

Service module show module 1 details

Error Message is-service-module[process_id]: Syslog Number and Format: Software
version: text; HTTP Service: up/down; Mail Service: up/down; FTP Service: up/down;
Activated: Yes/No; Mgmt IP addr: IP_address; Mgmt web port: port; Peer IP addr:
ip/not_enabled

Example:

is-service-module[553]: Software version: CSC SSM 6.2.XXXX.X

Explanation This system log message displays the output of the show module 1 details command
produced by the SSM.

e process_id—Process ID of the service module
e text—Description of name or version

e up/down—Service is up or down

e yes/no—Yes or No

e ip_address—IP address

e port—Port number

e ip/not_enabled—IP address or not enabled

Recommended Action None.

SMTP/POP3 anti-spam event

Error Message is-anti-spam: time|from email_ address|to_email_address|
email_subject|action_on_the content|action_on_the email|

Example:

is-anti-spam: 2007/01/01
19:37:02|fromtester@trendmicro|totester@trendmicro.com|subject|Delete|Deliver|

Explanation This system log message is generated when the CSC SSM detects an anti-spam event in
the SMTP or POP3 scanning. The spam mail has been processed or blocked according to the policy
setting.

e time—Date and time of the event
e from_email_address—From address of the e-mail

e to_email_address—To address of the e-mail
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e email_subject—The subject line text of the e-mail message

e qaction_on_the_content—Action taken on the e-mail content

® qaction_on_the_email—Action taken on the whole e-mail

Recommended Action If the spam mail is generated from a similar source, you may add this source
to the Blocked Sender list to reduce the e-mail volume.

Spyware/Grayware detection event

ErrorMessage is-mail-malwareCategory: time|malware_name|malware_type|from address |
to_address|email_subject|action_on_the_content|action_on_the_email |

Example:

is-mail-grayware: 2007/01/01 16:33:01]
| Spyware | fromtester@trendmicro.com|totester@trendmicro.com|subject |Delete|Deliver |

Explanation This system log message is generated when the CSC SSM detects a spyware or grayware
event in the connection. The suspicious file has been processed or blocked according to the policy
setting. The possible messages generated include the following:

e is-http-grayware
e is-http-virus

e is-ftp-grayware

e is-ftp-virus

e is-mail-grayware

e is-mail-virus

Parameters for this message are the following:

protocol—The protocol being used

Recommended Action If the file originated from an internal machine, perform virus scanning on that

malware—Grayware or virus

time—Date and time of the event

malware_name—Name of the malware
malware_type—Type of malware

from_address—From address of the e-mail
email_subject—The subject line text of the e-mail message
to_address—To address of the e-mail.
action_on_the_content—Action taken on the e-mail content.

action_on_the_email—Action taken on the whole e-mail.

machine.
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Syslog adaptor starting

Error Message is-syslog: ISSyslog Adaptor 1.0

Example:
is-syslog: ISSyslog Adaptor 1.0

Explanation This system log message is generated when the CSC SSM starts the InterScan Syslog
Adaptor.

Recommended Action None.
System monitor started

Error Message SysMonitor: INFO: SysMonitor started.

Example:

SysMonitor: INFO: SysMonitor started.
Explanation This system log message is generated when the system monitor has started.

Recommended Action None.
Time synchronization with the ASA chassis failed

Error Message is-service-module[process_id]: ASA time sync failed

Example:

is-service-module[5532]: ASA time sync failed.

Explanation This system log message is generated when the Service Module is unable to synchronize
the SSM system time with the adaptive security appliance system time.

e process_id—Process ID of the service module

Recommended Action None required.
Virus detection event

Error Message is-protocol-virus: time|malware_name|malware_type|from address|
to_address|email_subject|action_on_the_content|action_on_the_email |

Example:

is-mail-virus: 2007/01/01 16:33:01|
WORM_GREW.A |Virus | fromtester@trendmicro.com|totester@trendmicro.com|subject|Delete|Deliver
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Explanation This system log message is generated when the CSC SSM detects a virus event in the
connection. The infected file has been processed or blocked according to the policy setting.

protocol—The protocol involved

time—Date and time of the event

malware_name—Name of the malware
malware_type—Type of malware

from_address—From address of the e-mail

to_address—To address of the e-mail

email_subject—The subject line text of the e-mail message
action_on_the_content—Action taken on the e-mail content

action_on_the_email—Action taken on the whole e-mail

Recommended Action If the file originated from an internal machine, perform virus scanning on that
machine.

Before Contacting Cisco TAC

Before you contact the Cisco Technical Assistance Center (TAC), check the documentation and online
help to see whether it contains the information you need. If you have checked the documentation and the
Knowledge Base and still need help, be prepared to give the following information to Cisco TAC:

Product Activation Code(s)

Version number of the product

Version number of the pattern file and scan engine

Number of users

Exact text of the error message, if you received one

Steps to reproduce the problem

[ oL-13472-03
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APPENDIX A

Reimaging and Configuring the CSC SSM Using
the CLI

This appendix describes how to reimage and configure the CSC SSM using the CLI, and includes the
following sections:

e Installation Checklist, page A-1

e Preparing to Reimage the Cisco CSC SSM, page A-2
e Reimaging the CSC SSM, page A-5

e Resetting the Configuration via the CLI, page A-18
e Improving CSC SSM Performance, page A-19

The Trend Micro InterScan for Cisco CSC SSM software is preinstalled on the adaptive security

appliance. Normally, you only need to use the information in this appendix for password or system
recovery procedures.

If installation is required, the Setup Wizard launched from the ASDM is the preferred method of
installation. For more information, see the Cisco ASA 5500 Series Adaptive Security Appliance Getting
Started Guide.

Installation Checklist

Before you start, be prepared to supply the following information during installation, shown in

Table A-1. If you prefer, you can print a copy of this table and use it as a checklist, to record the values
you enter.

Table A-1 Installation Checklist
Information Requested Information Entered Completed
Administrator password for the CLI Do not record your password.

SSM card IP address

Subnet mask

oo |

Hostname (1 to 63 alphanumeric characters;
can include hyphens, except as the first
character). For example: ciscol-ssm-csc
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Table A-1 Installation Checklist (continued)

Information Requested

Information Entered

[x]
)
E}
=
@
—_
@
o

Domain name

Primary DNS IP address

Secondary DNS IP address (optional)

Gateway IP address

Proxy server? (optional)

If yes:
Proxy server IP address
Proxy server port number

Domain name for incoming e-mail

Administrator password for the CSC SSM
console

Do not record your password.

Q) Ooooooo0

Administrator e-mail address

Notification e-mail server IP address

Notification e-mail server port number

Base License Activation Code

Plus License Activation Code (optional)

oooood

Preparing to Reimage the Cisco CSC SSM

You should reimage the CSC SSM under the following conditions:

Step 1

Step 2

e No previous image of CSC has been installed on the SSM.

e The CSC image is suspected of being corrupted beyond repair.

e The CSC card is rebooting regularly.

e The CSC card becomes unresponsive or unstable after an upgrade.

During installation, you are prompted to synchronize the date and time on the CSC SSM with the
security appliance. Before you begin, make sure that the date and time settings on the adaptive security

appliance are correct.

To prepare for reimaging, perform the following steps:

Download the Trend Micro InterScan for Cisco CSC SSM software to your TFTP server.

N

Note  The TFTP server must support files sizes greater than 60 MB. The .bin files are full binary
images that are to be uploaded via a TFTP server. The .pkg files are used to upgrade image files
from the CSC Admin Console, which are then uploaded through a web browser. Do not upload
.bin files using the CSC Admin Console.

Using a terminal application such as Windows HyperTerminal, log on and open a terminal session to the
adaptive security appliance console by entering the following command:

r Cisco Content Security and Control SSM Administrator Guide
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Step 3

Step 4

Preparing to Reimage the Cisco CSC SSM

hostname# hw module 1 recover config

The system response is similar to the following example:

Image URL tftp://insidehost/csc6.2.xxxx.x.bin]:tftp://insidehost/csc6.2.xxxx.x.bin
Port IP Address [000.000.0.00]:

VLAN ID [0]:

Gateway IP Address [0.0.0.0]:

hostname# hw module 1 recover boot

The module in slot 1 will be recovered. This may

erase all configuration and all data on that device and

attempt to download a new image for it.
Recover module in slot 1? [confirm]

Enter y to confirm.

Recover issued for module in slot 1

Enable the debug module-boot command.

hostname# debug module-boot
debug module-boot enabled at level 1
hostname# Slot-1 199> Cisco Systems ROMMON Version (1.0(8)1) #0: Thu Jan 20 20:28:49 PST

2007

Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1

~

Note

Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1
Slot-1

200> Platform SSM-IDS20

201> GigabitEthernet0/0

202> Link is UP

203> MAC Address: 000b.fcf8.0134

204> ROMMON Variable Settings:

205> ADDRESS=192.168.7.20

206> SERVER=192.168.7.100

207> GATEWAY=0.0.0.0

208> PORT=GigabitEthernet0/0

209> VLAN=untagged

210> IMAGE=CsC6.2.XxXXX.X.bin

211> CONFIG=

212> tftp csc6.2.xxxx.x.bin@192.168.7.100

b D B O T T O O O O
214> rrrrrrrrrrrrrpprrrprrrrrrprrrrrrprrrrrrprrrrrrrrrrrrrprrrrrrprrrrrrprrrrn
This process takes about ten minutes.

390>
391>
392>
393>
394>
395>
396>
397>

Received 57985402 bytes

Launching TFTP Image...

Cisco Systems ROMMON Version (1.0(8)1) #0: Thu Jan 20 20:28:49 PST 2007
Platform SSM-IDS20

GigabitEthernet0/0

Link is UP

MAC Address: 000b.fcf8.0134

Launching BootLoader. ..
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Preparing to Reimage the Cisco CSC SSM

A

Caution

Step 5

Step 6

Step 7

Step 8

The module recovery can loop if the image is corrupt or if the size of the image file exceeds the
limitations on the TFTP server. If the module is stuck in a recovery loop, you must enter the following
command to stop the module from trying to load the image.

hw module 1 recover stop

Disable the debug-module boot command.

hostname# no debug module-boot

hostname# show module 1 details

Sample output follows:

JDPIX# show module 1 d

Getting details from the Service Module,

SSM-IDS/10-K9
Model:

Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

App. name:

App. Status:

App. Status Desc:
App. version:

Data plane Status:

Status:

HTTP Service:
Mail Service:
FTP Service:
Activated:
Mgmt IP addr:
Mgmt web port:
Peer IP addr:

please wait...

SSM-IDS10

1.0

0

1.0(8)1

CSC SSM 6.2 .XXXX.X
000b.£fcf8.0159 to 000b.fcf8.0159
CSC SSM

Down

CSC SSM scan services are not available
CSC SSM 6.2 .XXXX.X

Up

Up

Down

Down
Down

No

<not available>

8443

<not enabled>

Open a command session.

hostname# session 1

Opening command session with slot 1.

Connected to slot 1.

Escape character sequence is 'CTRL-"X'.

Login to Trend Micro InterScan for Cisco CSC SSM using the default login name “cisco” and password

“cisco.”

login: cisco

Password:

Change your password immediately. Do not use the same password that you use to access the ASDM.

You are required to change your password immediately

(password aged)

Changing password for cisco

(current)
New password:

UNIX password:

Retype new password:
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Reimaging the CSC SSM

This section describes how to reimage the CSC SSM, and includes the following topics:
e Confirming the Installation, page A-8
e Viewing or Modifying Network Settings, page A-9
e Viewing Date and Time Settings, page A-9
e Viewing Product Information, page A-9
e Viewing or Modifying Service Status, page A-10
e Using Password Management, page A-10
e Restoring Factory Default Settings, page A-12
e Troubleshooting Tools, page A-13
e Changing the Management Port Console Access Settings, page A-17
e Pinging an IP Address, page A-18
e Exiting the Setup Wizard, page A-18
To reimage the CSC SSM using the CLI Setup Wizard, perform the following steps:

Step 1 Log in to the adaptive security appliance using the administrator username and password.

After you confirm your administrator CLI password, the Trend Micro InterScan for Cisco CSC SSM
Setup Wizard appears.

Trend Micro InterScan for Cisco CSC SSM Setup Wizard
To set up the SSM, the wizard prompts for the following information:
1. Network settings
2. Date/time settings verification
3. Incoming email domain name
4. Notification settings
5. Activation Codes
The Base License is required to activate the SSM.
Press Control-C to abort the wizard.

Press Enter to continue...

Step2  Enter 1 to configure network settings.

The Network Settings prompts appear.

Network Settings

Enter the SSM card IP address:

Enter subnet mask:

Enter host name:

Enter domain name:

Enter primary DNS IP address:

Enter optional secondary DNS IP address:
Enter gateway IP address:

Do you use a proxy server? [y|n] n

Step3  Respond to the network settings prompts, using values from the installation checklist. When you are
finished with the last network settings prompt, your entries appear for visual verification. For example:

Network Settings

Cisco Content Security and Control SSM Administrator Guide
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Step 4

Step 5

Step 6

Step 7

Ip 000.000.0.00
Netmask 255.255.255.0
Hostname CSCSsM
Domain name example.com
Primary DNS 10.2.200.2

Secondary DNS 10.2.203.1

Gateway 000.000.0.0
No Proxy

Are these settings correct? [y|n] Yy
If the settings are correct, retype y to confirm. (If you choose n, the Network Settings prompts reappear;
repeat Step 2.)

After you confirm your network settings, the system responds with the following message:

Applying network settings...

(Optional) Confirm the network settings by pinging the gateway IP address. To skip pinging, choose n.

Do you want to confirm the network settings using ping? [y|n] ¥
Enter an IP address to ping: 000.000.0.0
PING 000.000.0.0 (192.168.7.1): 56 data bytes

64 bytes from 192.168.7.1: icmp_seqg=0 ttl=255 time=0.2 ms
64 bytes from 192.168.7.1: icmp_seqg=1 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seqg=2 ttl=255 time=0.2 ms
64 bytes from 192.168.7.1: icmp_seqg=3 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seqg=4 ttl=255 time=0.1 ms

--- 192.168.7.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.1/0.1/0.2 ms

Press Enter to continue...

The Date/Time Settings prompt appears.

Date/Time Settings

SSM card date and time: 10/06/2005 18:14:14

The SSM card periodically synchronizes with the chassis.
Is the time correct? [y|n] ¥y

Enter y to set the date and time to synchronize with the chassis. Enter n to update the date and time, exit
the Setup Wizard, update the date and time or NTP settings on the ASA chassis, and reinstall the SSM.
The Incoming Domain Name prompt appears.

Incoming Domain Name

Enter the domain name that identifies incoming email messages: (default:example.com)
Domain name of incoming email: example.com
Is the incoming domain correct? [y|n] Yy

Enter your highest level domain name for your organization and then y to continue.

The Administrator/Notification Settings prompts appear.

Administrator/Notification Settings

Cisco Content Security and Control SSM Administrator Guide
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Administrator email address:
Notification email server IP:
Notification email server port: (default:25)

Step8  Enter the correct value for each setting.

A confirmation message appears, as shown in the following example:

Administrator/Notification Settings

Administrator email address: tester@example.com
Notification email server IP: 10.2.202.28
Notification email server port: 25

Are the notification settings correct? [y|n] ¥

Step9  Enter y to continue.

The Activation prompts appear.

Activation

You must activate your Base License, which enables you to update
your virus pattern file. You may also activate your Plus License.

Activation Code example: BV-43CZ-8TYY9-D4VNM-82We9-L7722-WPX41
Enter your Base License Activation Code: PX-ABTD-L58LB-XYZ9K-JYEUY-HS5AEE-LK44N
Base License activation is successful.

(Press Enter to skip activating your Plus License.)
Enter your Plus License Activation Code: PX-6WGD-PSUNB-9XBA8-FKW5L-XXSHZ-2GI9MN
Plus License activation is successful.

The Activation Status appears.

Activation Status

Your Base License is activated.
Your Plus License is activated.

Stopping services: OK
Starting services: OK

The Setup Wizard is finished.

Please use your Web browser to connect to the management console at:
https://192.168.7.20:8443

Press Enter to exit...

Remote card closed command session. Press any key to continue.
Command session with slot 1 terminated.
hostname#

The services starting message informs you that installation is complete.

Step10 Use your browser to log on to the CSC SSM console by entering the URL in the following format:

https://<SSM IP address>:8443/

Cisco Content Security and Control SSM Administrator Guide
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Confirming the Installation

Step 1

Step 2

Step 3

When the reimaging is complete, perform the following steps:

To view information about the CSC SSM and the services you configured during installation, enter the

following command:

hostname# show module 1 details

The system responds as follows:

Getting details from the Service Module, please wait...

SSM-IDS/20-K9
Model: SSM-IDS20
Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

App. name:
App. version:
App. name:
App. version:

Data plane Status:

Status:

HTTP Service:
Mail Service:
FTP Service:
Activated:
Mgmt IP addr:
Mgmt web port:
Peer IP addr:
hostname#

1.0

0

1.0(8)1

CSC SSM 6.2 .XXXX.X

000b.fcf8.0134 to 000b.fcf8.0134

CSC SSM proxy services are not available

CSC SSM

6.2 .XXXX.X
Up

Up

Up

Up
Up

Yes
192.168.7.20
8443

<not enabled>

To start a command session, enter the following command:

hostname# session 1

Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

Log in using the default login name “cisco” and the password that you configured on the
Administrator/Notification Settings window during installation.

login: cisco
Password:

Last login: Mon Oct 10 13:24:07 from 127.0.1.1

The Trend Micro InterScan for Cisco CSC SSM Setup Main Menu appears.

Trend Micro InterScan for Cisco CSC SSM Setup Main Menu

Service Status

Ping
0. Exit...

P W o Jo Ul b W P

Network Settings

Date/Time Settings
Product Information

Password Management

Restore Factory Default Settings
Troubleshooting Tools

Reset Management Port Access Control List

r Cisco Content Security and Control SSM Administrator Guide
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Enter a number from [1-10]:

Viewing or Modifying Network Settings

To view or modify network settings, enter 1.

The Network Settings prompts appear.

Network Settings

Ip 192.168.7.20
Netmask 255.255.255.0
Hostname CSCSsM

Domain name tester@example.com
MAC address 00:0B:FC:F8:01:34
Primary DNS 10.2.200.2

Secondary DNS 10.2.203.1

Gateway 192.168.7.1
No Proxy

Do you want to modify the network settings? [y|n] n

Viewing Date and Time Settings

To view the date and time settings, enter 2.
The Date/Time Settings prompts appear:

Date/Time Settings

SSM card date and time: 10/10/2005 13:27:09 PDT

Press Enter to continue...

N

Note  You cannot change these settings; this information is for reference only.

Viewing Product Information

To view the product version and build numbers, enter 3.

The Product Information prompts appear:

Product Information

Trend Micro InterScan for Cisco CSC SSM 6.2.XXXX.X

Cisco Content Security and Control SSM Administrator Guide
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Press Enter to continue...

~

Note  You cannot change these settings; this information is for reference only.

Viewing or Modifying Service Status

To view or modify service status, perform the following steps:

Step 1 Enter 4.

The Service Status prompts appear.

Service Status

The CSC SSM RegServer service is running
The CSC SSM HTTP service is running

The CSC SSM FTP service is running

The CSC SSM Notification service is running
The CSC SSM Mail service is running

The CSC SSM GUI service is running

The CSC SSM SysMonitor service is running
The CSC SSM Failoverd service is running
The CSC SSM LogServer service is running
The CSC SSM SyslogAdaptor service is running
The CSC SSM Syslog-ng service is running

Do you want to restart all services? [y|n] n

Step2  Enter y to restart scanning services. Enter n if everything is running smoothly.

Note  If you are trying to troubleshoot a problem, restarting may return the SSM to a proper operating status.
For more information about the effects of restarting services, see the “Restart Scanning Service” section
on page 8-13.

Using Password Management

This section describes how to manage passwords, and includes the following topics:
e Changing the Current Password
¢ Modifying the Password-reset Policy

To use Password Management, enter 5.

The following prompt appears:

Enter a number from [1-10]: 5

Password Management

Cisco Content Security and Control SSM Administrator Guide
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1. Change Password
2. Modify Password-reset Policy
3. Return to Main Menu

Enter a number from [1-3]: 1

Changing the Current Password

Step 1

Step 2

Step 3

Step 4

To change the password, perform the following steps:

Access the Change Password command, as shown in the previous procedure.

The following screen appears.

Change Password

This option allows you to change the password for the CSC SSM that
you are currently using.

Type y and press Enter.

Do you want to continue? [y|n] ¥y

Type the old password and press Enter.

The password will be hidden while you type.
Press Enter to return to last menu.
Enter old password:

~

Note  Password characters include: ~! @ #$ % & * () _+ -={ }I[]\:”; <>?,./.The plus
sign is not a valid character if you change the password through the CSC SSM console. This
symbol only works through the CLI.

Type the new password and press Enter. Then retype the new password and press Enter to confirm it.

Enter new password (minimum of 5, maximum of 32 characters)
Enter new password:

Re-enter new password:

Please wait...

The password has been changed.

Modifying the Password-reset Policy

You can modify the password-reset policy to “Allowed” or “Denied.”

e “Allowed” means you can reset the CSC SSM password through the ASDM without verifying the
old password. Under this setting, you can reset the password, even if the current password has been
lost.

e “Denied” means you cannot reset the CSC SSM password through the ASDM without reimaging
and reactivating the CSC SSM. However, you can still change the password to the CSC SSM if you
know the current password.

[ oL-13472-03
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Step 1

Step 2

A

Caution  Setting the password-reset policy to “Allowed” compromises the security of the application.

To modify the password-reset policy, perform the following steps:

From the Password Management menu, enter 2. For access details, see Using Password Management,
page A-10.

The following screen appears.

Modify Password-reset Policy

Current CSC SSM password-reset policy: Allowed

“Allowed” allows the Adaptive Security Device Manager (ASDM)
to reset the CSC SSM password without verifying the old password.

“Denied” does not allow the ASDM to reset the CSC SSM password
without re-imaging and re-activating the CSC SSM.

Type y and press Enter to change the password-reset policy, as shown in the following example:

Do you want to modify the CSC SSM password-reset policy now? [y|n] Yy

The following confirmation appears:

Updated CSC SSM password-reset policy: Denied

Restoring Factory Default Settings

A

To restore factory default configuration settings, enter 6.

The Restore Factory Default Settings prompt appears.

Restore Factory Default Settings

Are you sure you want to restore the factory default settings? [y|n] n

Caution

If you enter y, all your configuration settings are returned to the preinstallation default settings. For a
description of the default settings, see the “Default Mail Scanning Settings” section on page 3-1 and the
“Default Web and FTP Scanning Settings” section on page 4-1. Additional configuration changes you
have made since installation, such as registration or activation, licensing, enabling spyware or grayware
detection, file blocking, file blocking exceptions, and other settings are lost.

Although this option is available from the CLI, a better alternative for restoring configuration settings is
available from the CSC SSM console. Choose Administration > Configuration Backup to view the
Configuration Backup window, which allows you to export your configuration settings to a configuration
file that you can import at a later time.

Cisco Content Security and Control SSM Administrator Guide
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Choose the Restore Factory Default Settings option only if you must reinstall the CSC SSM.

Troubleshooting Tools

This section describes the troubleshooting tools, and includes the following topics:

e Enabling Root Account, page A-13

¢ Showing System Information, page A-14
e Collecting Logs, page A-15

e Enabling Packet Tracing, page A-16

e Modifying Upload Settings, page A-16

Enter 7 to display a menu of troubleshooting tools. These tools are available to help you or Cisco TAC

obtain information to troubleshoot a problem.

Troubleshooting Tools

Enable Root Account

Show System Information

Gather Logs

Gather Packet Trace

Modify Upload Settings

Modify Management Port Console Access Settings
Return to Main Menu

<N oUW N

Enter a number from [1-7]:

Enabling Root Account

Step 1

Step 2

To enable root account access, perform the following steps:

Enter 1.

The following warning appears:

kkkkkkkkkkkkkkkkkkkkkxk*k*x WARNING **¥**k*kkkkkkkhkkkhkkkkkk k%

UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.
This account is intended to be used for support and
troubleshooting purposes only. Unauthorized modifications
are not supported and will require this device to be

re-imaged to guarantee proper operation.
R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEREEEEEEE]

Do you want to accept the warning and enable the root account? [y|n] Yy

Enter y to enable the root account.

This warning only appears the first time you enable the root account. After the root account is enabled,

you cannot disable it.

[ oL-13472-03
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A

Caution

This option is not intended for use by system administrators; it is provided for use by Cisco service
personnel only. Do not choose this option unless directed to do so by Cisco TAC.

Showing System Information

This section describes how to show system information, and includes the following topics:
e Showing System Information on Screen, page A-14
e Uploading System Information, page A-15

To view system information directly on the screen, enter 2. Alternatively, you can save the data to a file
and transfer the information using FTP or TFTP. The Troubleshooting Tools - Show System Information
menu appears.

Troubleshooting Tools - Show System Information

1. Show System Information on Screen
2. Upload System Information
3. Return to Troubleshooting Tools Menu

Showing System Information on Screen

Step 1

To show system information on screen, perform the following steps:

Enter 1 from the Troubleshooting Tools - Show System Information menu. System information is
available from various locations on the ASDM and CSC SSM interfaces; however, this CLI makes the
information available in one place, as shown in the following example:

Mon Jul 24 18:38:01 PST 2007 (-8)
System is: Up

# Product Information

Trend Micro InterScan for Cisco CSC SSM
Version: 6.02.xxxx.X

SSM Model: SSM-10

# Scan Engine and Pattern Information

Virus Scan Engine: 8.500.1002 (Updated: 2007-07-24 14:10:07)

Virus Pattern: 4.613.00 (Updated: 2007-07-23 14:10:39)

Grayware Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)

PhishTrap Pattern: 392 (Updated: 2007-07-23 14:13:28)

AntiSpam Engine: 15320 (Updated: 2007-07-24 14:11:04)

AntiSpam Rule: 3.8.1029 (Updated: 2007-07-24 14:12:53)

IntelliTrap Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)
IntelliTrap Exception Pattern: 0.527.00 (Updated: 2007-07-23 14:13:11)

# License Information

Product: Base License

Version: Standard

Activation Code:BX-9YWQ-3685S-X39PZ-H96NW-MAJR7-CWBXR
Seats:000250

Status:Expired within grace period

Expiration date:12/31/2007

Product:Plus License

Cisco Content Security and Control SSM Administrator Guide
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Version: Standard

Activation Code:PX-P67G-WCJI6G-M6XJIS-2U77W-NM37Y-EZVKJ
Status: Expired within grace period

Expiration date:12/31/2007

Daily Node Count: 0
Current Node Count: 0

# Kernel Information
Linux csc 2.4.26-cscssm #2 SMP Mon Mar 19 11:53:05 PST 2007 (1.0.6) 1686
unknn

ASDP Driver 1.0(0) is UP:
Total Connection Records: 169600
Connection Records in Use: 0
Free Connection Records: 169600

The information continues to scroll.

Step2  Enter q to quit.

Uploading System Information

To upload system information, perform the following steps:

Step 1 From the Troubleshooting Tools - Show System Information menu, enter 2.
The following prompts appear:

Gathering System Information...

Creating temporary file CSCSSM-SYSINFO-20060109-184511.txt

Uploading temporary file CSCSSM-SYSINFO-20060109-184511.txt
Uploading file...

Deleting temporary file CSCSSM-SYSINFO-20060109-184511.txt

Press Enter to continue...

Step2  Respond to these prompts to upload the system information. The system information is sent using the
upload settings created by entering 5, Modify Upload Settings. For more information, see Modifying
Upload Settings, page A-16.

If you did not configure the upload settings, the following prompts precede those appearing in the
previous step:

Choose a protocol [1=FTP 2=TFTP]: 1

Enter FTP server IP: 10.2.15.235

Enter FTP server port: (default:21)

Enter FTP user name: ftp

The password will be hidden while you type.
Enter FTP password:

Retype FTP server password:

Saving Upload Settings: OK

Step 3 When you are finished, enter 3 from the Show System Information menu.

Collecting Logs

To collect all logs, perform the following steps:

Cisco Content Security and Control SSM Administrator Guide
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Step 1

Step 2

To collect all logs on the CSC SSM, enter 3. Upload them via FTP or TFTP to your server, so that Cisco
TAC can then obtain them through a pre-arranged method. The logs are sent using the upload settings
created by entering 5, Modify Upload Settings. For more information, see Modifying Upload Settings,
page A-16.

Troubleshooting Tools - Gather Logs

Gather logs now? [y|n] y

Gathering logs...

Creating temporary file CSCSSM-LOG-20060109-184525.tar.gz
Uploading temporary file CSCSSM-LOG-20060109-184525.tar.gz
Uploading file...

Deleting temporary file CSCSSM-LOG-20060109-184525.tar.gz

Enter y to gather logs.

N

Note  Logs are automatically named using the following convention:
CSCSSM-LOG-<date-time>.tar.gz. A similar convention for packets (described in the next
section) is used: CSCSSM-PACKET-<date-time>.gz.

Enabling Packet Tracing

Step 1

Step 2
Step 3
Step 4

To enable packet tracing between the CSC SSM and adaptive security appliance, perform the following
steps:

Enter 4. Cisco TAC usually needs this information.
The following prompts appear:

Troubleshooting Tools - Gather Packet Trace

Gather packet trace now? [y|n] Yy

Press Control-C to stop.

Gathering packet trace...

Creating temporary file CSCSSM-PACKET-20060109-184529.gz
Upload the packet trace now? [y|n] Yy

Uploading temporary file CSCSSM-PACKET-20060109-184529.gz
Uploading file...

Enter y to gather packet traces.
Press Control-C to stop.
Enter y to upload packet traces.

The packets are uploaded using the protocol defined by entering 5, Modify Upload Settings. For more
information, see Modifying Upload Settings, page A-16.

Modifying Upload Settings

To modify upload settings, perform the following steps:
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Step 1 To set the uploading method to either FTP or TFTP, enter 5.

Note  Your FTP or TFTP server must be set up to enable uploading.

When you enter 5, the following prompts appear:

Troubleshooting Tools - Upload Settings

Choose a protocol [1=FTP 2=TFTP]: (default:1) 2
Enter TFTP server IP: (default:10.2.42.134)
Enter TFTP server port: (default:69)

Saving Upload Settings: OK

Press Enter to continue...

Step2  Respond to the prompts to configure the upload settings. The settings are saved for future use.

Step 3 When you are finished, enter 7, Return to Main Menu.

Changing the Management Port Console Access Settings

If the ASDM is unable to communicate with the CSC SSM, try resetting port access via this option.

Step 1 To reset the management port access control, enter 6.
When you enter 6, the following appears:

Troubleshooting Tools - Management Port Console Access Settings

Current Telnet Access : Disabled

Current SSH Access : Disabled
Modify Telnet Setting [l=Enable 2=Disable]: (default:2) 1
Modify SSH Setting [l=Enable 2=Disable]: (default:2) 1

Saving Management Port Console Access Settings: OK
Press Enter to continue ...

Step2 Respond to the prompts to configure the port access. The settings are saved for future use.

Step 3 When you are finished, enter 7, Return to Main Menu.

Resetting the Management Port Access Control

To reset the management port access control, enter 8 from the main menu.
The following appears:

Resetting management port access control list: OK
Press Enter to continue ...

If the ASDM is unable to communicate with the CSC SSM, try resetting port access via this option.
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Pinging an IP Address

To ping an IP address, perform the following steps:

Step 1 Enter 9. The ping option is available for diagnostic purposes.
The following appears:
Enter an IP address to ping:

Step 2 Enter an IP address.

The system responds as follows:

PING 192.168.7.1 (192.168.7.1): 56 data bytes

64 bytes from 192.168.7.1: icmp_seqg=0 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seqg=1 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seqg=2 ttl=255 time=0.1 ms
64 bytes from 192.168.7.1: icmp_seqg=3 ttl=255 time=0.2 ms
64 bytes from 192.168.7.1: icmp_seqg=4 ttl=255 time=0.1 ms

---192.168.7.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.1/0.1/0.2 ms

Press Enter to continue...

Exiting the Setup Wizard

To exit the Setup Wizard, perform the following steps:

Step 1 To exit the Setup Wizard, enter 10.

The Exit Options menu appears.

Exit Options

1. Logout
2. Reboot
3. Return to Main Menu

Enter a number from [1-3]: 1
Remote card closed command session. Press any key to continue.
Command session with slot 1 terminated.

hostname#

Step2  From the Exit Options menu, choose 1 to log out, 2 to reboot the system, or 3 to return to the Setup menu.

Resetting the Configuration via the CLI

This section describes some alternatives that are available for users who want to use the CLI instead of
the CSC SSM console. Not all features have an available alternative.
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After you have installed Trend Micro InterScan for Cisco CSC SSM, if you have used TFTP to reimage
the SSM, the following prompt may appear for the first time when you access the CLI:

Trend Micro InterScan for Cisco CSC SSM Setup Wizard

To set up the SSM, the wizard prompts for the following information:
Network settings

Date/time settings verification

Incoming email domain name

Notification settings

g W N R

. Activation Codes
The Base License is required to activate the SSM.
Press Control-C to abort the wizard.

Press Enter to continue...

Enter y to restore the SSM configuration settings to the state they were in the last time you saved the
configuration. This is a CLI alternative to the functionality available on the Administration >
Configuration Backup window on the CSC SSM console.

Improving CSC SSM Performance

This section provides information about how to improve CSC SSM performance, and includes the
following topics:

e Using the CSC SSM with a Management Network, page A-20
e Example 1: CSC Scanning from All Interfaces, page A-21
e Example 2: CSC Scanning on Specific Ports, page A-21

When users initially connect to the Internet through the CSC SSM, the CSC SSM contacts the Trend
Micro web server using an HTTP request to determine the URL category for URL filtering and blocking.
The CSC SSM scans this HTTP request again, which results in two HTTP connections for one initial
request.

Note  This additional scan is unnecessary. HTTP performance may improve when you prevent CSC SSM
packets from being scanned unnecessarily.

Depending on your topology and configuration, you may be able to improve HTTP performance through
the CSC SSM by configuring the adaptive security appliance to skip the scanning of management traffic.

To improve HTTP performance, perform the following steps:

Step1  Collect the following information:

a. Determine the management IP address by executing the show module 1 details command on the
adaptive security appliance or from the CSC SSM home page in ASDM.

hostname# show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-10

Model: ASA-SSM-10

Hardware version: 1.0

Serial Number: JAB093102KY

Firmware version: 1.0(10)0

Software version: CSC SSM 6.2 .XXXX.X
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MAC Address Range: 0013.c480.b183 to 0013.c480.b183
App. name: CSC SSM

App. Status: Up

App. Status Desc: CSC SSM scan services are available
App. version: 6.2.XXXX.X

Data plane Status: Up

Status: Up

HTTP Service: Up

Mail Service: Up

FTP Service: Up

Activated: Yes

Mgmt IP addr: 10.132.84.251

Mgmt web port: 8443

Peer IP addr: <not enabled>

hostname#

b. Determine which adaptive security appliance interface the SSM management port is connected to in
the network.

Step2  Configure service policies.

e To exclude SSM management traffic for scanning, you must use access list-based class maps in
service policies. For more information, see the Cisco Adaptive Security Appliance Command Line
Configuration Guide, at the following URL:

http://www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_lis
t.html

e Do not configure a class map matched with a port.

N

Note If a NAT device exists between the SSM management port and the adaptive security appliance
interface, be sure you use the applicable NAT device address.

Using the CSC SSM with a Management Network

Figure A-1 shows an example of a CSC SSM deployment with a management network. The SSM IP
address is 192.168.50.38, and management traffic goes through the DMZ or management interface
before reaching the Trend Micro web server on the Internet.
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Figure A-1 CSC SSM Deployment with a Management Network
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Example 1: CSC Scanning from All Interfaces

To perform CSC scanning from all interfaces, perform the following steps:

Step1  Create an access list that matches all traffic, except traffic for the SSM management IP address, using
the following commands:

access-list csc-scan line 1 extended deny tcp host 192.168.50.38 any
access-list csc-scan line 2 extended permit tcp any any

~

Note  You may have different entries instead of “any any.”

Step2  Create the class map, global-class, with the access list that was created in Step 1, and apply this class

map to a global policy for CSC scanning, using the following commands:
class-map global-class

match access-list csc-scan
policy-map global-policy

class global-class

csc fail-open

service-policy global-policy global

Example 2: CSC Scanning on Specific Ports

To perform CSC scanning on specific ports for SMTP, POP3, HTTP, and FTP traffic from a specific
interface (for example, DMZ) and to exclude the SSM management IP address, perform the following
steps:
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Step 1 Create an access list, using the following commands:

access-list csc-scan line 1 extended deny tcp host 192.168.50.38 any
access-list csc-scan line 2 extended permit tcp any any eq smtp
access-list csc-scan line 3 extended permit tcp any any eq pop3
access-list csc-scan line 4 extended permit tcp any any eq http
access-list csc-scan line 5 extended permit tcp any any eq ftp

Step2  Create the class map, dmz-class, with the access list that was created in Step 1, and apply this class-map
to an interface (DMZ) for CSC scanning, using the following commands:

class-map dmz-class
match access-list csc-scan
policy-map dmz-policy
class dmz-class
csc fail-open
service-policy dmz-policy interface dmz

Important Notes

¢ Your configuration may have an access list with different sources and destinations than the examples
shown in this document. If the access list has deny ACE for the SSM management IP address, the
configuration will still work.

e If you have both global and interface-specific service policies, you must add an access list to exempt
the SSM management port IP address from scanning. For any service policy or class map, if the
configuration includes URL categorization (HTTP) traffic, you must add an access list with deny
ACE that exempts the SSM IP address from scanning.

e If the class-map on the SSM-connected interface uses port-matching criteria by means of the match
command, you must convert these criteria into access list-based matching criteria to ensure that SSM
management traffic is not scanned.
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Using CSC SSM with Trend Micro Control
Manager

This appendix describes how to manage Trend Micro InterScan for CSC SSM from Trend Micro Control
Manager (TMCM), and includes the following sections:

e About Control Manager, page B-1

¢ Control Manager Interface, page B-2

About Control Manager

You should have already installed the TMCM agent and registered CSC SSM with TMCM using the CSC
SSM Administration > Register to TMCM window. TMCM is a central management console that runs
on its own server, separate from CSC SSM. It allows you to manage multiple Trend Micro products and
services from a single console. Control Manager allows you to monitor and report on activities such as
infections, security violations, or virus entry points.

In the Control Manager, CSC SSM is a managed product, and appears as an icon in the Control Manager
management console Product Directory. You can configure and manage CSC SSM and other products
individually or by group through the Product Directory.

With TMCM, you can download and deploy updated components throughout the network, to ensure that
protection is consistent and up-to-date. Examples of updated components include virus pattern files,
scan engines, and anti-spam rules. Control Manager allows both manual and scheduled updates.

Control Manager provides the following:
e Enterprise-Wide Coordination
e Proactive Outbreak Management
e Vulnerability Assessment (optional component)
¢ Outbreak Prevention Services (optional component)
e Damage Cleanup Services (optional component)
e Multi-tier Management Structure

e Flexible and Scalable Configuration of Installed Products

[ oL-13472-03
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Control Manager Interface

This section describes the Control Manager interface, and includes the following topics:
e Using the Management Console, page B-2
e Opening the Control Manager Console, page B-3
e Downloading and Deploying New Components, page B-4

Trend Micro Control Manager uses a management console to administer managed products. When you
log in to TMCM, the Home window appears, as shown in Figure B-1.

Figure B-1 The Control Manager Management Console Home Window.
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PR
_____________________ Status Summary from 11,/10/2005 12:00:00 AM
Antivirus Summary Content Security Summary Web Security Summary Network Virus Summary
Miew my account
Action Viruses | | Action violations | | Palicy/Rule Violations | | Policy/Rule  Violations
Cleaned o Deleted o File narne o Passed o
Deleted o Attachrnents rernoved 0 webrnail site o Dropped o
. i GQuarantined 0 Matified o Webh server o Quarantined 0
Securstlinfornation Passed o Deliverad o URL pattern o other o
and News
Renamed o FPostponed o JavascriptWBScript 0
> Security Unsuccessful 0 Quarantined o True file type o
Infarmationt Other 0 Other o User defined a
> Knowledge Base Cther 0
Total o Total o Total o Total o
Violation Status
Vialation Last updated Total
Service Violations nia o
Component Status
Component Latest Version Outdated Current Total
wirus pattern file 1.855.00 o 2 z
Anti-zparm rule nia o o o
Darnage deanup ternplate 312 o a o
Darnage deanup engine 2.900,1020 o a o
Metwork outbreak rule nia o o o
Metwork wirus pattern file for MWW nia o o o g
w
Metwork VirusWall 1200 angine nia o a o @

Using the Management Console

The management console consists of the following elements:

e The title bar drop-down menu, which provides links to the Control Manager online help, the Trend
Micro Knowledge Base, Trend Micro Security Information, and the About screen for Control
Manager.

e Below the title bar drop-down menu, the main menu provides links to the Home, Services, Products,
Reports, and Administration windows, which you use to administer TMCM and managed products.

e Located in the left-frame of the management console, when you choose a main menu item, the
navigation menu refreshes to display the available options for the item selected.
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e The Product Directory tabs, parent server, or child server tabs.

e A working area where you can administer managed products or child server settings, invoke tasks,
or view system status, logs, and reports. In addition to the navigation menu items, choose Products
from the main menu to include managed product or child server tabs in the working area.

Opening the Control Manager Console

Step 1

Step 2
Step 3

This section describes how to access the Control Manager console, and includes the following topics:
e Accessing the HTTPS Management Console, page B-3
e About the Product Directory, page B-4

You can access the Control Manager console locally from the Control Manager server, and/or remotely
through a web browser from any connected computer.

To open the TMCM console from a remote computer:

To open the Log-on screen, in the browser address field, enter the following:
http://{hostname}/ControlManager

Where hostname is the fully qualified domain name (FQDN) for the Control Manager server, IP address,
or server name. The TMCM Log-on screen appears.

Enter a TMCM username and password in the field and click Enter.
When the TMCM console opens, click Products in the top menu bar and locate the entry for CSC SSM.

The initial screen shows the status summary for the entire Control Manager system, which is the same
as the status summary generated from the Product Directory. User privileges determine the Control
Manager functions you can access.

Accessing the HTTPS Management Console

Note

You can encrypt the configuration data as it passes from the web-based console to the Control Manager
server. You must first assign web access to Control Manager and then alter the management console URL
to use HTTPS through port 443. For details about how to set up HTTPS access, see the TMCM
documentation.

To open the TMCM console using HTTPS:
Enter the URL for encrypted communication (HTTPS) in the following format:
https://{hostname}:443/ControlManager

Where hostname is the fully qualified domain name (FQDN) for the Control Manager server, IP address,
or server name. The port number allotted to an HTTPS session is 443.

When you access a secure Control Manager site, it automatically sends you its certificate, and Internet
Explorer displays a lock icon on the status bar.

[ oL-13472-03
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About the Product Directory
For administering managed products, the Product Directory is a logical grouping of managed products
in the TMCM console that allows you to perform the following:
e Configure products.

e View product information, as well as details about the operating environment (for example, product
version, pattern file and scan engine versions, and operating system information).

e View product-level logs.
e Deploy updates to the virus pattern, scan engine, anti-spam rule, and programs.

Newly registered managed products usually appear in the TMCM New entity folder, depending on the
user account specified during the agent installation. Control Manager determines the default folder for
the managed product by the privileges of the user account specified during the product installation.

You can use the TMCM Product Directory to administer CSC SSM after it has been registered with the
Control Manager server.

Note  Your ability to view and access the folders in the TMCM Product Directory depends on the account type
and folder access rights assigned to your TMCM log-on credentials. If you cannot see CSC SSM in the
TMCM Product Directory, contact the TMCM administrator.

Downloading and Deploying New Components

This section describes downloading and deploying new components, and includes the following topics:
e Deploying New Components from the TMCM Product Directory, page B-5
e Viewing Managed Products Status Summaries, page B-5
e Configuring CSC SSM Products, page B-6
e Issuing Tasks to the CSC SSM, page B-6
e Querying and Viewing Managed Product Logs, page B-7

Update Manager is a collection of functions that help you update the antivirus and content security
components on your Control Manager network. Trend Micro recommends updating the antivirus and
content security components to remain protected from the latest virus and malware threats. By default,
Control Manager enables virus pattern, damage cleanup template, and vulnerability assessment pattern
downloads, although there is no managed product registered on the Control Manager server.

The components to update follow, listed according to the frequency of recommended updates:

e Pattern files and cleanup templates refer to virus pattern files, damage cleanup templates,
vulnerability assessment patterns, network outbreak rules, and network virus pattern files.

e Anti-spam rules refer to import and rule files used for anti-spam and content filtering.
e Engines refer to the virus scan engine, damage cleanup engine, and VirusWall engine for Linux.
e Product program refers to product-specific components (for example, Product Upgrades).

N

Note  Only registered users are eligible for component updates. For more information, see the online help
topic, “Registering and Activating your Software > Understanding product activation.”
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Deploying New Components from the TMCM Product Directory

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Manual deployments allow you to update the virus patterns, spam rules, and scan engines of CSC SSM
on demand, which is particularly useful during virus outbreaks. Download new components before
deploying updates to a specific group or groups of managed products.

To manually deploy new components using the Product Directory, perform the following steps:

From the TMCM console, click Products on the main menu.

On the left-hand menu, choose Managed Products from the list and then click Go.
On the left-hand menu, choose the desired managed product or folder.

Click the Tasks tab.

From the Select task list, choose Deploy component_name and then click Next>>.
Click Deploy Now to start the manual deployment of new components.

Monitor the progress via Command Tracking.

Click the Command Details link to view details for the Deploy Now task.

Viewing Managed Products Status Summaries

Step 1
Step 2

Note

The Product Status screen displays the Antivirus, Content Security, and Web Security summaries for all
managed products present in the Product Directory tree.

You can view the managed products status summary from the Home screen or the Product Directory.

To access managed products through the Home window, open the Control Manager management
console.

The Status Summary tab of the Home screen shows a summary of the entire Control Manager system.
This summary is identical to the summary provided in the Product Status tab in the Product Directory
Root folder.

To access managed products through the Product Directory, perform the following steps:

From the TMCM console, click Products on the main menu.
On the left-hand menu, choose the desired folder or managed product.
e If you click a managed product, the Product Status tab displays the managed product summary.

e If you click the Root folder, New entity, or another user-defined folder, the Product Status tab
displays Antivirus, Content Security, and Web Security summaries.

By default, the Status Summary tab displays a complete week of information, ending with the day of the
query. In the Display Summary list, you can change the scope to Today, Last Week, Last Two Weeks, or
Last month available.
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Configuring CSC SSM Products

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

You can configure one or more instances of CSC SSM from TMCM, either individually or in groups,
according to folder division. When configuring a group, verify that you want all managed products in a
group to have the same configuration. Otherwise, add managed products that should have the same
configuration to Temp to prevent the settings of other managed products from being overwritten.

The Configuration tab shows either the web console or a Control Manager-generated console.

To configure a product, perform the following steps:

From the TMCM console, click Products on the main menu.

On the left-hand menu, choose Managed Products from the list and then click Go.
On the left-hand menu, choose the desired managed product or folder.

Click the Configuration tab.

From the Select product list, choose the product to configure.

In the Select configuration list, choose the product feature to access or configure.
Click Next.

The web-based console or Control Manager-generated console appears.

Issuing Tasks to the CSC SSM

Note

Step 1
Step 2
Step 3
Step 4

Use the Tasks tab to make certain tasks available for a group or specific managed product. Depending
on the managed product, all or some of the following tasks are available:

¢ Deploy engines.

¢ Deploy pattern files or cleanup templates.
¢ Deploy program files.

e Enable or disable Real-time Scan.

e Start Scan Now.

You can deploy the latest spam rules, patterns, or scan engine to managed products with outdated
components.

The Control Manager server has already been updated with the latest components from the Trend Micro
ActiveUpdate server.

You can perform a manual download to ensure that current components are already present in the Control
Manager server.

To issue tasks to managed products perform the following steps:

From the TMCM console, go to the Product Directory.

On the left-hand menu, choose the desired managed product or folder.
Click the Tasks tab.

Choose the task from the Select task list.
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Step 5
Step 6

Step 7

Control Manager Interface

Click Next.
Monitor the progress through Command Tracking.

To view command information, click the Command Details link at the response screen.

Querying and Viewing Managed Product Logs

Step 1
Step 2
Step 3
Step 4

Use the Logs tab to query and view logs for a group or specific managed product.

To query and view managed product logs, perform the following steps:

From the TMCM console, go to the Product Directory.

On the left-hand menu, choose the desired managed product or folder.
Click the Logs tab.

Choose the client log type.

The Query Result screen displays the results in a table.

The Generated at entity column of the result table indicates the Control Manager server time.

For additional information and instructions about using Trend Micro Control Manager, see the online
help and PDF file documentation.
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APPENDIX

Using CSC SSM with Trend Micro Damage
Cleanup Services

Trend Micro InterScan for CSC SSM works with Trend Micro Damage Cleanup Services (DCS) as part
of an enterprise protection strategy. The CSC SSM works with DCS Versions 3.1 and 3.2.

This appendix includes the following sections:

About Damage Cleanup Services, page C-1

Network Scenarios, page C-3

Getting Started, page C-6

DCS Interface, page C-10

Registering DCS to Cisco ICS, page C-11

Querying and Viewing DCS Logs in the CSC SSM, page C-12
Troubleshooting DCS Scan Failures, page C-13

About Damage Cleanup Services

This section includes the following topics:

Who Should Use DCS?, page C-2

How Does DCS Access Client Machines?, page C-2
Machines That DCS Can Scan, page C-2

Web Browser Requirements, page C-3

DCS is a comprehensive service that helps assess and clean system damage without installing software
on client computers in a network. DCS removes network viruses that can re-attack the network, and
performs the following functions:

Removes unwanted registry entries created by worms or Trojans.
Removes memory-resident worms or Trojans.

Removes active spyware and grayware.

Removes rootkits.

Removes garbage and viral files dropped by viruses.

Assesses a system to decide whether it is infected or not.
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e Returns a system to a clean state.

¢ Can register to Cisco Incident Control Server (ICS) and Cisco Security Monitoring, Analysis and
Response System (MARS).

e Can act on clean-up requests from the CSC SSM and MARS.

e Detects spyware and grayware.

Who Should Use DCS?

DCS is designed for IT managers and administrators of medium-to-large computer networks. For DCS
to find and clean active Trojans, worms, and spyware or grayware in memory, you need to install required
software on client machines. A single DCS server can deploy its updated clean-up engine, when needed,
to all Windows PCs in the network. Individual users need not even be aware that DCS is doing its job. If
DCS is unable to connect to a client machine (because it is running an outdated operating system or
because the login information that DCS has is incorrect), you can have users click a URL that activates
a special manual damage cleanup tool to scan and clean a particular client, and then return the resulting
scan log to the DCS server.

How Does DCS Access Client Machines?

DCS uses several technologies. When preparing DCS for use, you enter the account information for all
of the computers on the network into the Account Management Tool. DCS uses this tool when accessing
clients. Because no DCS software is installed on client machines, only the DCS server is required to
update its components, which are as follows:

e The virus cleanup template, which contains patterns used to identify Trojans and network viruses
e The spyware pattern, which DCS uses to intelligently identify active spyware programs

e The virus cleanup engine, which DCS deploys to each client machine at the time of scanning

e The spyware scan engine, which DCS deploys to each client machine at the time of scanning

e The anti-rootkit driver, which detects and removes rootkit programs

N

Note  DCS uses the NetBIOS protocol to resolve client machine names.

Machines That DCS Can Scan

DCS can deploy cleanup and assessment tasks to the following systems:
e Windows 2000 Professional/Server/Advanced Server
¢ Windows XP Professional
e Windows Server 2003 (Web, Standard, or Enterprise Edition)
¢ Windows Server 2003 R2 (Standard or Enterprise Edition)
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Web Browser Requirements

DCS uses ActiveX controls and Windows RPC to perform several tasks. For this reason, the machine on
which the DCS server is installed must have Microsoft Internet Information Server (IIS) and the browser
used for accessing the DCS web console must be Microsoft Internet Explorer.

DCS Documentation

This appendix gives a brief overview of how Damage Cleanup Services works with CSC SSM. To access
the full documentation set for DCS, use the documentation that shipped with the product, the online help
in the product, or the following link.

The complete set of print documentation for Damage Cleanup Services is available at the following
URL:

http://www.trendmicro.com/download/product.asp ?productid=48

Network Scenarios

This section shows network scenarios in which you can deploy DCS, and includes the following topics:
e Most Common Network Scenario, page C-3
e Network Scenario Alternative 2, page C-4

e Network Scenario Alternative 3, page C-5

Note  HTTP requests must travel through the ASA on Port 80 for CSC SSM to notice suspicious activity. Only
clients on the inside network will trigger scans from CSC SSM. For information about how to trigger
remote client scans, see DCS Documentation.

Most Common Network Scenario

The network scenario depicted in Figure C-1 has these physical attributes:
e (Clients are in the “inside” network.
e The CSC SSM interface is on the “inside” network.
e DCS is on a server in the “inside” network.

e The DNS/WINS server is on the “outside” network.
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Figure C-1 Most Common Deployment
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In this scenario, note the actions and configurations described in Table C-1.

Table C-1 Common Deployment Actions and Configurations

Action Special Configuration

Registering or unregistering CSC |None

SSM to DCS

Remote client cleanup Requires that the target PCs belong to a Windows domain. An
additional configuration file must be manually added to DCS to
map client IP addresses to domains. See Adding the
ExtraMachineDomainList.ini File, page C-7 for details. In
addition, the configuration of the Windows firewall on client PCs
must allow file and printer sharing and ICMP echo.

Client redirect to the manual None

cleanup page

DCS transmissions of scan results |None
to the CSC SSM

Network Scenario Alternative 2

Network scenario alternative 2, depicted in Figure C-2, has the following physical attributes.
e (lients are in the “inside” network.
e The CSC SSM is “outside.”
e DCS is “inside.”
e The DNS/WINS server is “outside.”
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Figure C-2 Alternative #2
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In this scenario, note the actions and configurations in Table C-2.

Table C-2 Network Scenario #2 Actions and Configurations

Action

Special Configuration

Registering or unregistering CSC

SSM to DCS

A forwarding rule must be added to the security appliance to
allow access from outside to DCS GUI on the inside.

Remote client cleanup

A forwarding rule must be set up to allow registration. Has the
same restrictions as the most common deployment.

Client redirect to the manual

cleanup page

The forwarding rule must be set up to allow registration.

DCS transmissions of scan results

to the CSC SSM

The forwarding rule must be set up to allow registration.

Network Scenario Alternative 3

Network scenario alternative 3, depicted in Figure C-3, has the following physical attributes.

e (lients are in the “inside” network.

e The CSC SSM is in the “outside” network.

e DCS is in the “outside” network.

e The DNS/WINS server is in the “outside” network.

[ oL-13472-03
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Figure C-3 Alternative #3
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In this scenario, note the actions and configurations in Table C-3.

Table C-3 Network Scenario #3 Actions and Configurations

Action Special Configuration

Registering or unregistering CSC |None

SSM to DCS

Remote client cleanup Will not work. The DCS does not see the client IPs at all and
cannot use the mapping file to match them to a domain.

Client redirect to the manual None

cleanup page

DCS transmissions of scan results |None
to the CSC SSM

Getting Started

The following tasks must be completed for CSC SSM to register to DCS.
e Registration and Activation of DCS, page C-6
e Setting up Accounts, page C-7
e Adding the ExtraMachineDomainList.ini File, page C-7
e Verifying Firewall Security on Target Machines, page C-9
e Registering CSC SSM to DCS, page C-9

Registration and Activation of DCS

DCS is available at the following URL:
http://us.trendmicro.com/us/products/enterprise/damage-cleanup-services/

Registration and activation information are available in the DCS product documentation. For
information about logging on using the DCS console and querying logs, see DCS Interface, page C-10.
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Getting Started

Setting up Accounts

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

Step 12

Using the DCS Account Management Tool, add entries for accounts on each domain that has local
administrative privileges for machines to be scanned.

To add a domain or machine account, perform the following steps:

To open the Account Management Tool, choose Start > Programs > Trend Micro Damage Cleanup
Services > Account Management Tool.

The Login screen appears.

Type your DCS administrative password and click Log On.

A list of all existing accounts appears, showing account type and the available descriptions.
Click Add to add an account.

The Add Account screen appears.

Under Select the type of account to add, select what kind of account to add by accepting the default
choice of Domain account or by choosing Machine account.

If the account is a domain account and you would like to use it as the default account, check the Make
this account the default account check box.

N

Note If, during a scan, DCS is unable to access a remote machine using the account for that machine,
DCS uses the default account to access the machine. Because only a domain account can be a
default account, this option is disabled for machine accounts.

In the Domain name field, type the name of the domain or machine account.

Type the administrator account.

Type the password for the administrator account, and then retype it to confirm the entry.
(Optional) Type a description for this account (for example, Company domain 1).

Click Verify to verify that DCS can connect to the domain with the information provided. If DCS can
connect to the domain, a Connectivity to client verified message appears.

Click OK to close the verification message, and click OK to finish adding the new domain.
The account name appears in the Name column of the Accounts table.

Click Close to close the Account Management Tool.

Adding the ExtraMachineDomainList.ini File

DCS uses NetBIOS lookups to determine hostnames of PCs that have been targeted for cleanup by
external applications (such as TMCM and Cisco ICS) when those applications provide only the target IP
address. This method of hostname resolution may fail, particularly if the network WINS server resides
on a different network segment with NAT between the WINS server and the clients (both DCS and the
target PC).

If your target PCs are part of a Windows domain, you can still use remote cleanup with some additional
configuration on both DCS and the clients.

[ oL-13472-03
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To specify the domain of particular machines by IP address or IP range, place a file named
ExtraDomainMachineList.ini into the DCS root folder. DCS uses the domain account type in the
Account Management Tool to access those machines and scan them automatically.

Note  This file is necessary for deployments using NAT.

To verify that you need to create the ExtraMachineDomainList.ini file, perform the following steps:

Step 1 On your DCS server, to resolve the client machine name using its IP address, issue the nbtstat command
from a DOS command prompt:

c\: nbtstat -A [Client IP Address]

Step 2 If the DCS server cannot resolve the client machine name, make sure that the NetBIOS protocol over
TCP/IP on the client and DCS server machines is enabled.

N,

Note  DCS makes use of the NetBIOS protocol to resolve the machine names. If the NetBIOS protocol
is disabled on the server side, the server cannot enumerate any client machines. If the NetBIOS
protocol is disabled on the client side, then the client is not enumerated and does not appear in
the scan result.

You can also place a file named ExtraDomainMachineList.ini into the DCS root folder to specify
the domain of particular machines by IP addresses or IP range.

Step3  Create a file named ExtraDomainMachineList.ini in the DCS installation directory. For example:

[domain_namel}

IP=10.2.2.2
IPRange=10.2.4.1-10.2.4.255
[domain_name?2]

IP=10.2.2.1

Step4  In the ExtraDomainMachineList.ini file, specify your Windows domains and the list of machine IP
addresses that belong to each domain. Use only the top-level domain name. FQDNs are not supported.
Use the format shown in Table C-4:

Table C-4 Elements Used in the ExtraDomainMachineList.ini File

Element Description

[domain_namel] The domain name of the IP address or IP range under this
section.

IP=10.1.1.1 The IP address that is specified for the domain.

1P=10.2.2.2 Another IP address that is specified for the domain.

IPRANGE=10.1.1.1-10.1.1.255 The IP range that is specified for the domain.

IPRANGE=1.1.1.1-255.255.255.255 Another IP range that is specified for the domain.

[domain_name?2] The second domain name of the IP address or IP range under
this section.

1P=10.3.3.3 The IP address that is specified for the second domain.

Cisco Content Security and Control SSM Administrator Guide
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Getting Started

Table C-4 Elements Used in the ExtraDomainMachinelList.ini File (continued)
Element Description
IPRANGE=10.3.3.3-10.3.3.255 The IP range that is specified for the second domain.

IPRANGE=10.3.3.3-255.255.255.255 |Another IP range that is specified for the second domain.

Verifying Firewall Security on Target Machines

Step 1

Step 2

Step 3

DCS uses ICMP echo to verify the route to a target machine, and Windows RPC to log in and clean the
targeted PC. Windows Firewall (or other software firewalls) on the target machine may interfere with
this process.

To verify firewall security on targets machines, perform the following steps:

Verify the firewall applications that are installed on the client or DCS server machine.

~

Note  If a firewall application is installed on the client machine and it is enabled, the firewall may
block the scan task and cause scanning to fail.

If a firewall application is installed on the DCS server machine and it is enabled, the firewall
may block the scan result that the client machine is sending to the server.

Check and open TCP ports 139 and 445 and UDP ports 137 and 138, or enable File and Printer sharing
in the exception list on the Exceptions tab in Windows Firewall. DCS makes use of these ports to
communicate with clients.

If your target PCs have Windows Firewall enabled, be sure that Allow incoming echo request check box
is checked in the ICMP Settings dialog box on the Advanced tab of the Windows Firewall configuration
dialog box.

Registering CSC SSM to DCS

For CSC SSM to acknowledge DCS, the CSC SSM must register to DCS.
To register CSC SSM to DCS, perform the following steps:

Step 1 In the CSC SSM console, go to Administration > Register to DCS.
Step2  Click Enable.
Step3  Enter the DCS server name or IP address in the appropriate field, and then click Add.
Step4  Enter the port number.
Cisco Content Security and Control SSM Administrator Guide
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Il DCSInterface

Step5 If acleanup failure occurs, you can redirect the client to DCS by checking the check box near the bottom
of the screen.

Unregistering CSC SSM from DCS

You can unregister from DCS if your DCS server changes or if you no longer need DCS.

To unregister the CSC SSM from DCS, perform the following steps:

Step 1 In the CSC SSM console, go to Administration > Register to DCS.

Step2 In the registration table, click the Delete icon beside the registered DCS server name or IP address.

DCS Interface

This section describes the DCS interface, and includes the following topics:
e Managing DCS through TMCM, page C-10
e Accessing DCS, page C-10

Managing DCS through TMCM

During DCS installation, you have the option of enabling DCS to be managed by Trend Micro Control
Manager. Choosing this option requires the installation of a Control Manager agent for DCS.

Immediately after you click Finish in the InstallShield Wizard Completed screen, a prompt appears,
asking if you want to manage DCS by using Trend Micro Control Manager. Click Yes to allow Trend
Micro Control Manager to manage DCS.

Accessing DCS

DCS can serve as a stand-alone product, and no longer depends on Trend Micro Control Manager for
configuration and use. DCS has its own web-based management console.

After you have installed DCS, you can run the DCS console from within Windows.

To log on to the DCS web management console, perform the following steps:

Step 1 Launch the DCS web console in one of the following three ways:

e From the Windows Start menu of the host on which DCS is installed, choose Start > Programs >
Trend Micro Damage Cleanup Services > Trend Micro Damage Cleanup Services.

e Go to the URL of your installed DCS web console:
(http://<Your_DCS_Server_Machine>/DCS/cgiDispatcher.exe)

Cisco Content Security and Control SSM Administrator Guide
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Registering DCS to Cisco ICS

P

Tip For convenience, you may want to add this URL to your Favorites list in Microsoft Internet
Explorer web browser.

e Double-click the Internet shortcut file created by your installation in the default Destination Folder:
<OS_drive>\Program Files\Trend Micro\DCS\WebUI\DCS\DCS.url
or in the folder that you chose during installation, if this is different from the default location:
<Destination Folder>\WebUI\DCS\DCS.url
The DCS web console opens in a Microsoft Internet Explorer browser window.

Step2  Type the Administrator password that you chose when installing the program, and press Enter or click
Log On.

The Trend Micro Damage Cleanup Services web management console opens to the Summary screen.
S

Note  The default system timeout for DCS is 900 seconds (15 minutes). You can change the timeout
setting by editing the system registry.

When you log in to DCS, the Home window appears, as shown in Figure C-4.

Note  When you access a secure DCS site, it automatically sends you its certificate, and Internet Explorer
displays a lock icon in the status bar.

Figure C-4 The DCS Console Home Window.
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Registering DCS to Cisco ICS

You can register DCS to Cisco ICS from within the DCS management console.
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I Querying and Viewing DCS Logs in the CSC SSM

N

Note

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

For information about how CSC SSM can register to MARS, go to the following URL:

http://www.trendmicro.com/download/product.asp ?productid=48

To register DCS to Cisco ICS, perform the following steps:

From the DCS management console, choose Administration > Cisco ICS Registration.
The Cisco ICS Registration screen appears.
Type the server name or IP address.

Select the type of HTTP you would like to use for communication between DCS and Cisco ICS. The
available options are HTTP and HTTPS.

Choose the port number of the Cisco ICS. The defaults are 8080 for HTTP and 4343 for HTTPS.
Type the virtual directory of the Cisco ICS CGI program.

Type the update directory for Cisco ICS.

Choose the DCS Notification URL host from the drop-down list.

Click Register Now.

DCS registers itself to the Cisco ICS.

Unregistering DCS from Cisco ICS

Step 1

Step 2

You can unregister DCS from either Cisco ICS or the DCS management console. For instructions about
unregistering from Cisco ICS, consult your Cisco ICS documentation.

To unregister DCS from Cisco ICS, perform the following steps:

From the DCS management console, choose Administration > Cisco ICS Registration.
The Cisco ICS Registration screen appears.

Click Unregister Now.

DCS unregisters with Cisco ICS.

Querying and Viewing DCS Logs in the CSC SSM

Step 1
Step 2
Step 3

To query and view managed product logs, perform the following steps:

From the CSC SSM console, choose Logs > Query.
Choose Damage Cleanup Services from the Log type drop-down list.

Choose HTTP from the Protocol drop-down list.

Cisco Content Security and Control SSM Administrator Guide
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Step 4
Step 5

Step 6

Troubleshooting DCS Scan Failures

N

Note  HTTP is the only supported protocol for DCS logging.

Choose the time period, either All or a range of dates.
Click Display Log.
The Damage Cleanup Services Log screen displays the results in a table.
Using the links at the top of the screen, you can do the following:
e Initiate a new query.
e Print the current results.
e Export results in a CSV format.

e Refresh the screen.

For additional information and instructions about using DCS, see the DCS online help or the Damage
Cleanup Services Administrator’s Guide.

Troubleshooting DCS Scan Failures

Step 1

Step 2

Step 3

Step 4

If the scan cannot find a targeted client machine, and the cause is not readily apparent, try the following
troubleshooting techniques.

To troubleshoot a scan failure, perform the following steps:

Ping the IP address and machine name to determine the connection status between the DCS server and
client machine.

c\: ping [Client IP Address or Machine Name]
If the DCS server cannot connect to the machine, the DCS server cannot scan the machine. Correct the
network problem, and then try scanning again.

Verify whether firewall applications are installed on the client or DCS server machine. For details, see
Verifying Firewall Security on Target Machines, page C-9.
Use the following command to resolve the client machine name using its IP address.:

c\: nbtstat -A [Client IP Address]

If the command cannot resolve the client machine name, make sure that the following items have been
completed:

e The NetBIOS protocol over TCP/IP on the client and DCS server machines is enabled.

e DCS makes use of the NetBIOS protocol to resolve machine names. If the NetBIOS protocol is
disabled on the server side, the server cannot enumerate any client machines. If NetBIOS is disabled
on the client side, then the client will not be enumerated and will not appear in the scan result.

e Aside from enabling the NetBIOS protocol over TCP/IP, you can also place a file named
ExtraDomainMachineList.ini into the DCS root folder to specify the domain of particular machines
by IP address or IP range. For details, see Adding the ExtraMachineDomainList.ini File, page C-7.

[ oL-13472-03
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I Troubleshooting DCS Scan Failures

Step 5
Step 6
Step 7

Step 8

N

Note If your system uses NAT, you must create an ExtraMachineDomainList.ini file.

Verify that the WINS server in the network is working correctly.
Verify that the DNS server in the network is working correctly.

Use the UNC path to log on to the client machine and access the default shared folder, and then copy a
file to that machine:

c\: \\[Client Machine Name]\c$
If the DCS server cannot log on to the client machine and copy a file, check the account privilege and
the security policy settings of the machine or domain.

Enable ICMP. DCS uses ICMP to detect the existence of a client machine. If ICMP has been blocked,
then DCS cannot find the client.

Cisco Content Security and Control SSM Administrator Guide
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access (noun)

access (verb)

action

activate

Activation Code

ActiveUpdate

ActiveX

ActiveX malicious
code

address

administrator

GLOSSARY

To read data from or write data to a storage device, such as a computer or server.

Authorization to read or write data. Most operating systems allow you to define different levels of
access, depending on job responsibilities.

The operation to be performed when the following has occurred:

e A virus or other threat has been detected.

¢ File blocking has been triggered.

Actions usually include clean, delete, or pass (deliver or transfer anyway). Delivering or transferring
anyway is not recommended; delivering a risk-infected message can compromise your network.

See also notification.

To enable your Trend Micro InterScan for Cisco CSC SSM software during the installation process by
entering the Activation Code on the Activation Codes Configuration window. Until the product is
installed and activated, the SSM is not operable.

A 37-character code, including hyphens, that is used to activate Trend Micro InterScan for Cisco CSC
SSM. An example of an activation code is: SM-QUE2-HD4B3-8577B-TB5P4-Q2XT5-48PY4.

A Trend Micro utility that enables on-demand or background updates to the virus pattern file and scan
engine, spyware or grayware pattern file, PhishTrap pattern file, IntelliTrap pattern and exception
pattern files, anti-spam rules, and anti-spam engine.

A type of open software architecture that implements object linking and embedding, enabling some of
the standard interfaces, such as downloading of web pages.

An ActiveX control is a component object embedded in a web page that runs automatically when the
page is viewed. ActiveX controls allow web developers to create interactive, dynamic web pages with
broad functionality, such as HouseCall, the Trend Micro free online scanner.

Hackers, virus writers, and others who want to cause mischief or worse may use malicious ActiveX
code as a vehicle to attack a system. In many cases, the web browser can be configured so that these
ActiveX controls do not execute by changing the browser security settings to “High.”

Refers to a networking address or an e-mail address, which is the string of characters that specifies the
source or destination of an e-mail message.

Refers to the system administrator, the person in an organization who is responsible for activities such
as setting up new hardware and software, allocating usernames and passwords, monitoring disk space
and other IT resources, performing backups, and managing network security.

[ oL-13472-03
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administrator A username and password that has administrator-level privileges.
account

administratore-mail The address used by the administrator of Trend Micro InterScan for Cisco CSC SSM to manage
address notifications and alerts.

ADSP AppleTalk Data Stream Protocol, part of the AppleTalk protocol suite, which provides a TCP-style
reliable connection-oriented transport. This protocol is full duplex.

adware Advertising-supported software in which advertising banners display while the program is running.
Adware that installs a “backdoor” tracking mechanism on a computer without user knowledge is called
“spyware.”

anti-spam Refers to a filtering mechanism, designed to identify and prevent delivery of advertisements,

pornography, and other “nuisance” mail.

anti-spam rules and The Trend Micro tools used to detect and filter spam.

engine

antivirus Computer programs designed to detect and clean computer viruses.

approved sender A sender whose messages are always allowed into your network.

archive A single file containing one or (usually) more separate files plus information to allow them to be
extracted (separated) by a suitable program, such as a .zip file.

ASDM Adaptive Security Device Manager.

audio or video file A file containing sounds, such as music or video footage.

authentication The verification of the identity of a person or a process. Authentication ensures that digital data
transmissions are delivered to the intended receiver. Authentication also assures the receiver of the
integrity of the message and its source (where or whom it came from).

The simplest form of authentication requires a username and password to gain access to a particular
account. Authentication protocols can also be based on secret-key encryption, such as the Data

Encryption Standard (DES) algorithm, or on public-key systems using digital signatures.

See also public-key encryption and digital signature.

B

binary A numerical representation consisting of zeros and ones used by most all computers because of its ease
of implementation using digital electronics and Boolean algebra.

block To prevent entry into your network.

blocked sender A sender whose messages are never allowed to enter your network.
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boot sector virus A boot sector virus is a virus targeted at the boot sector (the operating system) of a computer. Computer
systems are most likely to be attacked by boot sector viruses when you boot the system with an infected
disk from the floppy drive—the boot attempt does not have to be successful for the virus to infect the
hard drive.

Also, certain viruses can infect the boot sector from executable programs. These are known as
multi-partite viruses and they are relatively rare. Once the system is infected, the boot sector virus
attempts to infect every disk that is accessed by that computer. In general, boot sector viruses can be
successfully removed.

browser A program that allows a person to read hypertext, such as Internet Explorer or Mozilla Firefox. The
browser provides a way to view the contents of nodes (or “pages”) and to move from one node to
another. A browser acts as a client to a remote web server.

C

cache A small, yet fast portion of memory, holding recently accessed data, which is designed to speed up
subsequent access to the same data. The term is most often applied to processor-memory access, but
also applies to a local copy of data accessible over a network.

case-matching Scanning for text that matches both words and case. For example, if “dog” is added to the content filter,
with case-matching enabled, messages containing “Dog” pass through the filter; messages containing
“dog” do not.

cause The reason a protective action, such as URL blocking or file blocking, was triggered. This information
appears in log files.

clean To remove virus code from a file or message.

CLI Command-Line Interface. For more information, see Reimaging and Configuring the CSC SSM Using
the CLI, page A-1.

client A computer system or process that requests a service of another computer system or process (a
“server”’) using some kind of protocol and accepts the server responses. A client is part of a
client-server software architecture.

client-server A common form of distributed system in which software is divided between server tasks and client

environment tasks. A client sends requests to a server, according to protocol, asking for information or an action,
and the server responds.

compressed file A single file containing one or more separate files and information to allow them to be extracted by a
suitable program, such as WinZip.

configuration Choosing options for how Trend Micro InterScan for Cisco CSC SSM functions, for example, choosing
whether to pass or delete a virus-infected e-mail message.

content filtering Scanning e-mail messages for content (words or phrases) prohibited by Human Resources or IT
messaging policies, such as hate mail, profanity, or pornography.

content violation An event that has triggered the content filtering policy.

CSC SSM console The Trend Micro InterScan for Cisco CSC SSM user interface.
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D

daemon A program that is not invoked explicitly, but lies dormant, waiting for certain condition(s) to occur. The
perpetrator of the condition need not be aware that a daemon is lurking.

damage routine The destructive portion of virus code, also called the payload.

default A value that pre-populates a field in the CSC SSM console interface. A default value represents a
logical choice and is provided for convenience. Use default values as-is, or change them.

dialer Dialers, as the name implies, dial to predefined numbers to connect to certain sites. Many users run
dialers without knowing that some of these programs actually dial long distance numbers or connect to
pay-per-call sites; and that they are being charged for the calls. Dialers are often offered as programs
for accessing adult sites.

digital signature Extra data appended to a message that identifies and authenticates the sender and message data using
a technique called public-key encryption.
See also public-key encryption and authentication.

disclaimer A statement appended to the beginning or end of an e-mail message that states certain terms of legality
and confidentiality regarding the message. To view an example, see the online help for the SMTP
Configuration - Disclaimer window.

DNS Domain Name System. A general-purpose data query service used on the Internet to translate
hostnames into IP addresses.

DNS resolution When a DNS client requests hostname and address data from a DNS server, the process is called
resolution. Basic DNS configuration results in a server that performs default resolution. For example,
a remote server queries another server for data on a machine in the current zone. Client software on the
remote server queries the resolver, which answers the request from its database files.

domain name The full name of a system, consisting of its local hostname and its domain name, such as example.com.

A domain name should be sufficient to determine a unique Internet address for any host on the Internet.
This process, called “name resolution,” uses DNS.

Denial of Service Group-addressed e-mail messages with large attachments that clog your network resources to the point
(DoS) attack that messaging service is noticeably slow or even stopped.

DOS virus Also referred to as “COM” and “EXE file infectors.” DOS viruses infect DOS executable programs,
which are files that have the these extensions. Unless they have overwritten or inadvertently destroyed
part of the original program code, most DOS viruses try to replicate and spread by infecting other host

programs.

dropper Programs that serve as delivery mechanisms to carry and drop viruses, Trojans, or worms into a system.
E

ELF Executable and Linkable Format, a file format for UNIX and Linux platforms.
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F

false positive

file infecting virus
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Email Reputation (formerly Network Reputation) is a method of spam filtering that allows you to
off-load the task from the MTA to the CSC SSM. The IP address of the originating MTA is checked
against a database of IP addresses.

Email Reputation Services (formerly Network Reputation Services) are services offer by Trend Micro
that stops over 80% of spam at its source. Before it reaches your network, the IP address of incoming
mail is verified against the world’s largest reputation database managed by the Trend Micro Threat
Prevention Network that catches not only spam but stops new techniques involving botnets and
zombies.

The process of changing data into a form that can be read only by the intended receiver. To decipher
the message, the receiver of the encrypted data must have the proper decryption key. In traditional
encryption schemes, the sender and the receiver use the same key to encrypt and decrypt data.
Public-key encryption schemes use two keys: a public key, which anyone may use, and a corresponding
private key, which only by the person who created it has. With this method, anyone may send a message
encrypted with the public key, but only the owner has the private key necessary to decrypt it. PGP
(Pretty Good Privacy) and DES (Data Encryption Standard) are two of the most common public-key
encryption schemes.

A legal contract between a software publisher and the software user, which outlines user restrictions.

Many users inadvertently agree to the installation of spyware and adware on their computers when they
the EULA that appears during the installation of certain free software.

A binary file containing a program in machine language that is ready to be executed.
An executable program with an .exe file extension.
See also DOS virus.

Code that takes advantage of a software vulnerability or security hole. Exploits can propagate and run
intricate routines on vulnerable computers.

An e-mail message that was “caught” by the spam filter and identified as spam, but is actually not spam.

File-infecting viruses infect executable programs (files that have extensions of .com or .exe). Most
viruses try to replicate and spread by infecting other host programs, but some inadvertently destroy the
program they infect by overwriting a portion of the original code. Some viruses are very destructive
and try to format the hard drive at a predetermined time or perform other malicious actions.

In many cases, a file-infecting virus can be successfully removed. However, if the virus has overwritten
part of the program code, the original file is unrecoverable.

User-specified guidelines for determining whether a message and attachment(s), if any, are delivered,
such as:

e Size of the message body and attachment

e Presence of words or text strings in the message subject, message body, or attachment subject

¢ File type of the attachment

[ oL-13472-03
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firewall A gateway machine with special security precautions on it, which is used to service outside network
(often Internet) connections and dial-in lines.

FTP A client-server protocol that allows a user on one computer to transfer files to and from another
computer over a TCP/IP network. Also refers to the client program the user executes to transfer files.

G
gateway An interface between an information source and a web server.
grayware A category of software that may be legitimate, unwanted, or malicious. Unlike threats such as viruses,
worms, and Trojans, grayware does not infect, replicate, or destroy data; however, it may violate your
privacy. Examples of grayware include spyware, adware, and remote access tools.
group file type Types of files that have a common theme. The five group file types in the Trend Micro InterScan for
Cisco CSS SSM interface are as follows:
e Audio/Video
e Compressed
e Executable
e Images
e Microsoft Office
GUI Graphical User Interface. The use of pictures rather than words alone to represent the input and output
of a program.
H
hacker See virus writer.
hacking tool Tools such as hardware and software that enable penetration testing of a computer system or network
to find security vulnerabilities that can be exploited.
header Part of a data packet that contains transparent information about the file or the transmission.

heuristic rule-based Scanning network traffic using a logical analysis of properties that reduces or limits the search for
scanning solutions.

HTML virus A virus targeted at HTML, the authoring language used to create information that appears on a web
page. The virus resides in a web page and downloads through a browser.

HTTP Hypertext Transfer Protocol. The client-server TCP/IP protocol used on the web through port 80 to
render HTML documents.

HTTPS HTTP over SSL. A variant of HTTP used for handling secure transactions.

host A computer connected to a network.
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Glossary H

Internet Control Message Protocol. This protocol is used to handle error and control messages at the IP
layer. ICMP is actually part of the IP protocol.

ICSA Labs is an independent division of TruSecure Corporation. For over a decade, ICSA has been the
central authority for research, intelligence, and certification testing of products for the security
industry. ICSA Labs sets standards for information security products and certifies over 90% of the
installed base of antivirus, firewall, IPSec, crytography, and PC firewall products in the world today.

A file containing data representing a two-dimensional scene, that is, a picture. Images are taken from
the real world, for example, via a digital camera or by a computer using graphics software.

The process that implements the scanning of SMTP traffic.

InterScan Messaging Suite™, Trend Micro's stand-alone SMTP/POP3 anti-virus product on which the
Mail Scanner module of CSC was based.

E-mail messages or other data routed into your network.

IntelliScan is a Trend Micro scanning technology that examines file headers using true file type
recognition, and scans only file types known to potentially harbor malicious code. True file type
recognition helps identify malicious code that can be disguised by a harmless extension name.

IntelliTrap is heuristic-based technology that works in real-time to detect potentially malicious code in
compressed files that arrive as e-mail attachments. Enabling IntelliTrap allows CSC SSM to take
user-defined actions on infected attachments, and to send notifications to senders, recipients, or
administrators.

A client-server hypertext information retrieval system, based on a series of networks connected with
routers. The Internet is a modern information system and a widely accepted medium for advertising,
online sales, and services, for university and many other research networks. The web is the most
familiar aspect of the Internet.

Describes known viruses that are currently controlled by anti-virus products.
Describes known viruses that are actively circulating.

An asynchronous event that suspends normal processing and temporarily diverts the flow of control
through an “interrupt handler” routine.

Any network that provides similar services in an organization to those provided by the Internet outside
the organization, but which is not necessarily connected to the Internet.

Internet Protocol.

Information technology, which includes hardware, software, networking, telecommunications, and user
support.

InterScan Web Security Suite™, Trend Micro's stand-alone HTTP anti-virus product, on which the Web
Scanner module of CSC was based.

The IWSS process that implements the scanning of HTTP traffic.
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J

Java applets Java applets are small, portable Java programs embedded in HTML pages that can run automatically
when the pages are viewed on the web. Java applets allow web developers to create interactive, dynamic
web pages with broader functionality.

Authors of malicious code have used Java applets as a vehicle for attack. Most web browsers, however,
can be configured so that these applets do not execute—often by changing browser security settings to
‘6High.77

Java file Java is a general-purpose programming language developed by Sun Microsystems. A Java file contains
Java code. Java supports programming for the Internet in the form of platform-independent Java
“applets.” An applet is a program written in Java programming language that can be included in an
HTML page. When you use a Java-enabled browser to view a page that contains an applet, the applet
code is transferred to your system and is executed by the Java Virtual Machine in the browser.

Java malicious code Virus code written or embedded in Java.
See also Java file.

JavaScript virus JavaScript is a programming language developed by Netscape that allows web developers to add
dynamic content to HTML pages displayed in a browser using scripts. JavaScript shares some features
of Sun Microsystems Java programming language, but was developed independently.

A JavaScript virus targets these scripts in the HTML code, which enables the virus to reside in web
pages and download to a desktop computer through the browser.

See also VBscript virus.

K

keylogger Keyloggers are programs that catch and store all keyboard activity. Legitimate keylogging programs
are used by corporations to monitor employees and by parents to monitor their children. However,
criminals also use keystroke logs to sort for valuable information, such as log-on credentials and credit
card numbers.

KIPF Kelkea IP Filter, which is part of the Mail Scanner module that implements the Email Reputation
Service feature.

L

link (also called A reference from one point in one hypertext document to another point in another document or another

hyperlink) place in the same document. Links are usually distinguished by a different color or style of text, such
as underlined blue text. When you activate the link, for example, by clicking it with a mouse, the
browser displays the target of the link.

listening port A port used in client connection requests for data exchange.

load balancing Mapping or remapping of work to processors to improve the efficiency of a concurrent computation.
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M

macro A command used to automate certain functions within an application.

MacroTrap A Trend Micro utility that performs a rule-based examination of all macro code that is saved in
association with a document. Macro virus code is usually contained in part of the invisible template
that travels with many documents (.dot, for example, in Microsoft Word documents). MacroTrap
checks the template for signs of a macro virus by seeking out key instructions that perform virus-like
activity—instructions such as copying parts of the template to other templates (replication), or
instructions to execute potentially harmful commands (destruction).

macro virus Unlike other virus types, macro viruses are not specific to an operating system and can spread via

e-mail attachments, web downloads, file transfers, and cooperative applications.

malware (malicious Programming or files that are developed to do harm, such as viruses, worms, and Trojans.
software)

mass mailer (also A malicious program that has high damage potential, because it causes large amounts of network
known as a worm) traffic.

match case See case-matching.
message An e-mail message, which includes the message subject in the message header and the message body.

mixed threat attack Complex attacks that take advantage of multiple entry points and vulnerabilities in enterprise networks,
such as the “Nimda” or “Code Red” threats.

MTA Mail Transfer Agent software that transfers e-mail from one host to another (for example, Sendmail and
Postfix).

multi-partite virus A virus that has characteristics of both boot sector viruses and file-infecting viruses.

N

NAT device Network Address Translation device that allows organizations to use unregistered IP network numbers
internally and still communicate with the Internet. Use this device to enable multiple hosts on a private
network to access the Internet using a single public IP address—a feature called private addressing.

network virus A type of virus that uses network protocols, such as TCP, FTP, UDP, HTTP, and e-mail protocols to
replicate. Network viruses often do not alter system files or modify the boot sectors of hard disks.
Instead, they infect the memory of client machines, forcing them to flood the network with traffic,
which can cause slowdowns or even complete network failure.

notification A message that is forwarded to one or more of the following:

e System administrator
e Sender of a message

e Recipient of a message, file download, or file transfer

The purpose of the notification is to communicate that a prohibited action has taken place, or was
attempted, such as a virus being detected in an attempted HTTP file download.
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NRS

NTP

o

offensive content

open relay

P

password cracker

pattern file (also
known as Official
Pattern Release)

payload

phishing

PID

ping

polymorphic virus

POP3

POP3 server

proxy

Network Reputation Service (see ERS), the CSC anti-spam feature whose filter checks the sending
MTA IP addresses with a database of “Spammer” IP addresses.

Network Time Protocol, a time-keeping protocol for synchronizing clocks of computer systems over a
data network.

Words or phrases in messages or attachments that are considered offensive to others, for example,
profanity, sexual harassment, racial harassment, or hate mail.

An open mail relay is an SMTP (e-mail) server configured to allow anyone on the Internet to relay or
send e-mail through it. Spammers can use an open relay to send spam messages.

An program that is used to recover a lost or forgotten password. These applications can also be used by
an intruder to gain unauthorized access to a computer or network resources.

The pattern file, as referred to as the Official Pattern Release (OPR), is the latest compilation of patterns
for identified viruses. This file is guaranteed to have passed a series of critical tests to ensure that you
get optimum protection from the latest virus threats. The file is most effective when used with the latest
scan engine.

An action that a virus performs on the infected computer, which can be relatively harmless, such as
displaying messages or ejecting the CD drive, or destructive, such as deleting the entire hard drive.

Phishing is a rapidly growing form of fraud that seeks to fool web users into divulging private
information by mimicking a legitimate website.

The process ID, a number that is used by the operating system to uniquely identify a running process.

A diagnostic tool used on TCP/IP networks that allows you to verify whether a connection from one
host to another is working. For more information, see Pinging an IP Address, page A-18.

A virus that can take different forms.

Post Office Protocol, a messaging protocol that allows a client computer to retrieve electronic mail from
a server via a temporary connection, for example, a mobile computer without a permanent network
connection.

A server that hosts POP3 e-mail, from which clients in your network retrieve POP3 messages.

A service that provides a cache of items available on other servers that are slower or more expensive to
access.
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proxy server A web server that accepts URLs with a special prefix, which is used to retrieve documents from either
a local cache or a remote server, then returns the URL to the requester.

public-key An encryption scheme where each person gets a pair of “keys,” called the public key and the private
encryption key. Each public key is published, while the private key is kept secret. Messages are encrypted using
the recipient public key and can only be decrypted using the private key.

See also authentication and digital signature.

Q

QiL One of the two databases that the ERS feature queries to check whether or not an IP address is a
spammer.

R

RBL One of the two databases that the ERS feature queries to check whether or not an IP address is a
spammer.

remote access tool Hardware and software that allow a legitimate system administrator to manage a network remotely.
However, these same tools can also be used by intruders to attempt a breach of system security.

replicate To self-reproduce. In this documentation, the term refers to viruses or worms that can self-reproduce.

ROMMON ROM monitor program. ROMMON is executed from ROM and is a single-threaded program that
initializes a board and loads a higher-level operating system. ROMMON is use to debug or to boot the
system manually.

RPC Remote Procedure Call. A protocol governing the method with which an application activates processes
on other nodes and retrieves results.

rule-based spam Spam detection based on heuristic evaluation of message characteristics to determine whether an e-mail

detection message should be considered spam. When the anti-spam engine examines an e-mail message, the
engine searches for matches between the mail content and the entries in the rules files. Rule-based spam
detection has a higher catch rate than signature-based spam detection, but it also has a higher false
positive rate as well.

See also signature-based spam detection and false positive.

S

scan engine The module that performs antivirus scanning and detection in the host product into which it is
integrated.

seat A license for a single user to use Trend Micro InterScan for Cisco CSC SSM.

Secure Password An authentication process by which communications can be protected, using for example, encryption
Authentication and challenge-response mechanisms.
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setup wizard

signature-based
spam detection

SMTP

SOCKS4

spam
SSL

spyware

stamp

status bar

T
TAC

TCP/IP

Telnet

TFTP

TMASE

top-level domain
(tid)

The setup program used to install Trend Micro InterScan for Cisco CSC SSM, which can be one of the
following:

e A GUI setup wizard, launched from the ASDM. For more information, see the ASDM online help.

e A CLI. For more information, see Reimaging and Configuring the CSC SSM Using the CLI, page
A-1.

A method of determining whether an e-mail message is spam by comparing the message content to
entries in a spam database. An exact match must be found for the message to be identified as spam.
Signature-based spam detection has a nearly zero false positive rate, but does not detect “new” spam
that is not an exact match for text in the spam signature file.

See also rule-based spam detection and false positive.

Simple Mail Transfer Protocol, a protocol used to transfer electronic mail between computers, usually
over Ethernet. SMTP is a server-to-server protocol; as a result, other protocols are used to access the
messages.

A protocol that relays TCP sessions to a firewall host to allow transparent access across the firewall to
application users.

Unsolicited e-mail messages to promote a product or service.
Secure Sockets Layer, a secure communications protocol on the Internet.

Advertising-supported software that usually installs tracking software on a system, capable of sending
information about the system to another party. The danger is that users cannot control the data being
collected, or how it is used.

To place an identifier, such as “Spam,” in the subject field of an e-mail message.

A feature of the user interface that displays the status or progress of a particular activity, such as loading
files on a machine.

Technical Assistance Center, a support service that Cisco provides to users of Cisco products.

Transmission Control Protocol/Internet Protocol, a networking protocol commonly used in
combination with the Internet Protocol to govern connection of computer systems to the Internet.

The Internet standard protocol for remote login that runs on top of TCP/IP. This term can also refer to
networking software that acts as a terminal emulator for a remote login session.

Trivial File Transfer Protocol is a simple file transfer protocol used to read files from or write files to
a remote server.

Trend Micro™ Anti-Spam Engine, a heuristic engine that examines the header and body of e-mails to
determine whether they are spam.

The last and most significant component of an Internet fully qualified domain name, the part after the
last “.”. For example, host wombat.doc.ic.ac.uk is in the top-level domain “uk” (for United Kingdom).
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trigger An event that causes an action to take place. For example, Trend Micro InterScan for Cisco CSC SSM
detects a virus in an e-mail message, cleans or deletes the message, and sends a notification to the
system administrator, message sender, and/or message recipient.

Trojan horse A malicious program that is disguised as something benign. An executable program that does not
replicate, but instead, resides on a system to perform malicious acts, such as opening a port for an
intruder.

true file type Used by IntelliScan, a virus scanning technology, to identify the type of information in a file by

examining the file headers, regardless of the file name extension, which could be misleading.

trusted domain A domain from which Trend Micro InterScan for Cisco CSC SSM always accepts messages, without
considering whether the message is spam. For example, a company called Example, Inc. has a
subsidiary called Example-Japan, Inc. Messages from example-japan.com are always accepted into the
example.com network without checking for spam, because the messages are from a known and trusted
source.

trusted host A server that is allowed to relay mail through a network because they are trusted to act appropriately
and not, for example, relay spam through a network.

U

UDP A protocol in the TCP/IP protocol suite, the User Datagram Protocol allows an application to send
datagrams to other applications on a remote machine. UDP is a protocol that provides an unreliable and
connectionless datagram service, in which delivery and duplicate detection are not guaranteed. This
protocol does not use acknowledgments, or control the order of arrival.

URL Uniform Resource Locator, a standard way of specifying the location of an object, usually a web page,
on the Internet, for example, www.cisco.com. The URL maps to an IP address using DNS.

\'"/

VBscript virus Microsoft Visual Basic scripting language is a programming language that allows web developers to
add interactive functionality to HTML pages displayed in a browser.
A VBscript virus targets these scripts in the HTML code, which enables the virus to reside in web pages
and download to a desktop through the browser.
See also JavaScript virus.

virus A program, a piece of executable code that has the unique ability to infect and replicate. Like biological

viruses, computer viruses can spread quickly and are often difficult to eradicate.

In addition to replication, some computer viruses share another commonality—a damage routine that
delivers the virus payload. While payloads may only display messages or images, they can also destroy
files, reformat a hard drive, or cause other damage. Even if the virus does not contain a damage routine,
it can cause trouble by consuming storage space and memory, and degrading the overall performance
of a computer.
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virus signature A unique string of bits that identifies a specific virus. Virus signatures are stored in the Trend Micro
virus pattern file. The Trend Micro scan engine compares code in files, such as the body of an e-mail
message or the content of an HTTP download, to the signatures in the pattern file. If a match is found,
the virus is detected, and is acted upon (for example, cleaned, deleted, or quarantined) according to the
defined security policy.

virus trap Software that helps you capture a sample of virus code for analysis.

virus writer Another name for a malicious computer hacker, someone who writes virus code.

VSAPI Virus Scan API and the main virus scanner engine for Trend Micro.

W

web The World Wide Web, also called the web or the Internet.

web server A server process running at a Web site that distributes web pages in response to HTTP requests from

remote browsers.

wildcard In Trend Micro InterScan for Cisco CSC SSM, the term is used in reference to content filtering, where
an asterisk (*) represents any character.

worm A self-contained program (or set of programs) that is able to spread functional copies of itself or its
segments to other computer systems.

y4

Zip of Death A zip (or archive) file of a type that when decompressed, expands enormously (for example, 1000%)
or a zip file with thousands of attachments. Compressed files must be decompressed during scanning.
Huge files can slow or stop a network.
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