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About This Guide

This preface describes the objectives and organization of this document and explains how to find
additional information about related products and services. This preface includes the following sections:

» Document Objectives, page 3

» Audience, page 3

» Document Organization, page 4

« Document Conventions, page 4

» Related Documentation, page 4

» Obtaining Documentation and Submitting a Service Request, page 5

Document Objectives

Audience

This guide contains the commands available for use with the security appliance to protect your network
from unauthorized use and to establish Virtual Private Networks to connect remote sites and users to
your network.

You can also configure and monitor the security appliance by using ASDM, a web-based GUI
application. ASDM includes configuration wizards to guide you through some common configuration
scenarios, and online Help for less common scenarios.

This guide applies only to the Cisco ASA 5580 Adaptive Security Appliance.

This guide is for network managers who perform any of the following tasks:
- Manage network security
« Install and configure firewall/security appliances
- Configure VPNs
» Configure intrusion detection software

Use this guide with the Cisco ASA 5580 Adaptive Security Appliance Command Line Configuration
Guide.

| oL-12173-03
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M Document Organization

Document Organization

This document is organized as follows:

» “Using the Command-Line Interface” introduces you to the security appliance commands and
access modes.

» Chapters 1 through 32 list all commands in alphabetical order.

Document Conventions

The security appliance command syntax descriptions use the following conventions:
Command descriptions use these conventions:
- Braces ({ }) indicate arequired choice.
» Square brackets ([ ]) indicate optional elements.
« Vertical bars ( |) separate alternative, mutually exclusive elements.
» Boldface indicates commands and keywords that are entered literally as shown.
 [talicsindicate arguments for which you supply values.
Examples use these conventions:
- Examples depict screen displays and the command line in screen font.
» Information you need to enter in examplesis shown in boldface screen font.
» Variables for which you must supply avalue are shown in italic screen font.

« Examples might include output from different platforms; for example, you might not recognize an
interface type in an example because it is not available on your platform. Differences should be

minor.
>
Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

For information on modes, prompts, and syntax, see Chapter , “Using the Command-Line Interface.”

Related Documentation

For more information, refer to the following documentation:
» Navigating the Cisco ASA 5500 Series Documentation
» Cisco ASA 5580 Adaptive Security Appliance Getting Started Guide
» Cisco ASA 5580 Adaptive Security Appliance Hardware Maintenance Guide
» Regulatory Compliance and Safety Information for the Cisco ASA 5580 Adaptive Security Appliance
» Cisco ASA 5580 Release Notes
» Cisco ASDM Release Notes
« Cisco ASDM User Guide

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Obtaining Documentation and Submitting a Service Request

» Cisco ASA 5580 Adaptive Security Appliance Command Line Configuration Guide

» Cisco ASA Adaptive Security Appliance System Log Messages Guide

» Cisco Secure Desktop Configuration Guide for Cisco ASA 5500 Series Administrators
» Open Source Software Licenses for Cisco ASA 5580 Adaptive Security Appliances

» Cisco ASA 5580 I mplementation Note for NetFlow Collectors

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS)
feed and set content to be delivered directly to your desktop using a reader application. The RSS feeds
are afree service and Cisco currently supports RSS Version 2.0.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Using the Command-Line Interface

This chapter describes how to use the CLI on the security appliance and includes the following topics:

Firewall Mode and Security Context Mode, page 7
Command Modes and Prompts, page 8
Syntax Formatting, page 9

Abbreviating Commands, page 9
Command-Line Editing, page 9
Command Completion, page 9

Command Help, page 10

Filtering show Command Output, page 10
Command Output Paging, page 12
Adding Comments, page 12

Text Configuration Files, page 13

Note  The CLI uses similar syntax and other conventions to the Cisco |OS CLI, but the security appliance
operating system is not aversion of Cisco 10S software. Do not assume that a Cisco 10S CLI command
works with or has the same function on the security appliance.

Firewall Mode and Security Context Mode

The security appliance runs in a combination of the following modes:

Transparent firewall or routed firewall mode
The firewall mode determines if the security appliance runs as a Layer 2 or Layer 3 firewall.
Multiple context or single context mode

The security context mode determinesif the security appliance runs as asingle device or as multiple
security contexts, which act like virtual devices.

Some commands are only available in certain modes.

| oL-12173-03
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M Command Modes and Prompts

Command Modes and Prompts

The security appliance CLI includes command modes. Some commands can only be entered in certain
modes. For example, to enter commands that show sensitive information, you need to enter a password
and enter amore privileged mode. Then, to ensure that configuration changes are not entered
accidentally, you have to enter a configuration mode. All lower commands can be entered in higher
modes, for example, you can enter a privileged EXEC command in global configuration mode.

When you are in the system configuration or in single context mode, the prompt begins with the
hostname;

hostname

When you are within a context, the prompt begins with the hostname followed by the context name:

hostname/context

The prompt changes depending on the access mode;
» User EXEC mode

User EXEC mode lets you see minimum security appliance settings. The user EXEC mode prompt
appears as follows when you first access the security appliance:

hostname>
hostname/context>

» Privileged EXEC mode

Privileged EXEC mode lets you see all current settings up to your privilege level. Any user EXEC
mode command will work in privileged EXEC mode. Enter the enable command in user EXEC
mode, which requires a password, to start privileged EXEC mode. The prompt includes the number
sign (#):

hostname#

hostname/context#

- Global configuration mode

Global configuration mode lets you change the security appliance configuration. All user EXEC,
privileged EXEC, and global configuration commands are available in this mode. Enter the
configure terminal command in privileged EXEC mode to start global configuration mode. The
prompt changes to the following:

hostname (config) #
hostname/context (config) #

» Command-specific configuration modes

From global configuration mode, some commands enter a command-specific configuration mode.
All user EXEC, privileged EXEC, global configuration, and command-specific configuration
commands are available in this mode. For example, the inter face command enters interface
configuration mode. The prompt changes to the following:

hostname (config-if)#

hostname/context (config-if) #

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Syntax Formatting

Command syntax descriptions use the following conventions:

Table 1 Syntax Conventions

Convention  |Description

bold Bold text indicates commands and keywords that you enter literally as shown.

italics Italic text indicates arguments for which you supply values.

[X] Square brackets enclose an optional element (keyword or argument).

| A vertical bar indicates a choice within an optional or required set of keywords or
arguments.

[X]y] Square brackets enclosing keywords or arguments separated by a vertical bar indicate
an optional choice.

{x]y} Braces enclosing keywords or arguments separated by avertical bar indicate arequired
choice.

[x{y|z}] Nested sets of square brackets or braces indicate optional or required choices within
optional or required elements. Braces and a vertical bar within square bracketsindicate
arequired choice within an optional element.

Abbreviating Commands

You can abbreviate most commands down to the fewest unique characters for a command; for example,
you can enter wr t to view the configuration instead of entering the full command write terminal, Of

you can enter en to start privileged mode and conf t to start configuration mode. In addition, you can
enter o to represent 0.0.0.0.

Command-Line Editing

The security appliance uses the same command-line editing conventions as Cisco | OS software. You can
view all previously entered commandswith the show history command or individually with the up arrow
or ~p command. Once you have examined a previously entered command, you can move forward in the
list with the down arrow or ~n command. When you reach a command you wish to reuse, you can edit

it or pressthe Enter key to start it. You can also delete the word to the | eft of the cursor with ~w, or erase
the line with ~u.

The security appliance permits up to 512 characters in a command; additional characters are ignored.

Command Completion

To complete a command or keyword after entering a partial string, press the Tab key. The security
appliance only completes the command or keyword if the partial string matches only one command or
keyword. For example, if you enter sand press the Tab key, the security appliance does not complete the

command because it matches more than one command. However, if you enter dis, the Tab key completes
the command disable.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Command Help

~

Note

Help information is available from the command line by entering the following commands:
= help command_name
Shows help for the specific command.
 help?
Shows commands for which there is help.
« command_name ?
Shows a list of arguments available.
- string? (no space)
Lists the possible commands that start with the string.
e ?and+?

Listsall commands available. If you enter ?, the security appliance shows only commands available
for the current mode. To show all commands available, including those for lower modes, enter +2.

If you want to include a question mark (?) in acommand string, you must press Ctrl-V before typing the
guestion mark so you do not inadvertently invoke CLI help.

Filtering show Command Output

You can use the vertical bar (|) with any show command and include a filter option and filtering
expression. Thefiltering is performed by matching each output line with aregular expression, similar to
Cisco 10S software. By selecting different filter options you can include or exclude all output that
matches the expression. You can also display all output beginning with the line that matches the
expression.

The syntax for using filtering options with the show command is as follows:

hostname# show command | {include | exclude | begin | grep [-v]} regex

In this command string, the first vertical bar (]) is the operator and must be included in the command.
This operator directs the output of the show command to the filter. In the syntax diagram, the other
vertical bars (]) indicate alternative options and are not part of the command.

Theinclude option includes all output lines that match the regular expression. The grep option without
-v has the same effect. The exclude option excludes all output lines that match the regular expression.
The grep option with -v has the same effect. The begin option shows all the output lines starting with
the line that matches the regular expression.

Replace regex with any Cisco 10S regular expression. The regular expression is not enclosed in quotes or
double-quotes, so be careful with trailing white spaces, which will be taken as part of the regular
expression.

When creating regular expressions, you can use any letter or number that you want to match. In addition,
certain keyboard characters called metacharacters have special meaning when used in regular
expressions.

Use Ctrl+V to escape all of the special charactersin the CLI, such as question mark (?) or atab. For
example, type d[Ctrl+V]?g to enter d?g in the configuration.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Table 1-2 lists the metacharacters that have special meanings.

Table 1-2

regex Metacharacters

Character

Description

Notes

Dot

Matches any single character. For example, d.g matches
dog, dag, dtg, and any word that contains those
characters, such as doggonnit.

(exp)

Subexpression

A subexpression segregates characters from surrounding
characters, so that you can use other metacharacters on
the subexpression. For example, d(o|a)g matches dog
and dag, but doJag matches do and ag. A subexpression
can also be used with repeat quantifiers to differentiate
the characters meant for repetition. For example,
ab(xy){3}z matches abxyxyxyz.

Alternation

Matches either expression it separates. For example,
dog|cat matches dog or cat.

Question mark

A quantifier that indicates that there are O or 1 of the
previous expression. For example, l0?se matches Ise or
lose.

Note  You must enter Ctrl+V and then the question
mark or else the help function is invoked.

Asterisk

A quantifier that indicates that there are 0, 1 or any
number of the previous expression. For example, 10* se
matches Ise, lose, loose, and so on.

Plus

A quantifier that indicates that there is at least 1 of the
previous expression. For example, lo+se matches lose
and loose, but not Ise.

{x} or {x}

Minimum repeat quantifier

Repeat at least x times. For example, ab(xy){2,}z
matches abxyxyz, abxyxyxyz, and so on.

[abc]

Character class

Matches any character in the brackets. For example,
[abc] matches a, b, or c.

[~abc]

Negated character class

Matches a single character that is not contained within
the brackets. For example, [*abc] matches any character
other than a, b, or c. [*A-Z] matches any single
character that is not an uppercase letter.

[a-c]

Character range class

Matches any character in the range. [a-z] matches any
lowercase letter. You can mix characters and ranges:
[abcg-z] matchesa, b, ¢, q, 1, S, t, U, v, W, X, V, Z, and so
does [a-cq-Z].

Thedash (-) character isliteral only if it isthelast or the
first character within the brackets: [abc-] or [-abc].

Quotation marks

Preserves trailing or leading spaces in the string. For
example, " test" preserves the leading space when it
looks for a match.

Caret

Specifies the beginning of aline.

| oL-12173-03
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Table 1-2 regex Metacharacters (continued)

Character |Description Notes

\ Escape character When used with a metacharacter, matches a literal
character. For example, \[ matches the left square
bracket.

char Character When character is not a metacharacter, matches the
literal character.

\r Carriage return Matches a carriage return 0x0d.

\n Newline Matches a new line 0x0Oa.

\t Tab Matches a tab 0x09.

\f Formfeed Matches a form feed OxOc.

\XNN Escaped hexadecimal number Matches an ASCI| character using hexadecimal (exactly
two digits).

\NNN Escaped octal number Matches an ASCII character as octal (exactly three

digits). For example, the character 040 represents a
space.

Command Output Paging

On commands such as help or?, show, show xlate, or other commands that provide long listings, you
can determine if the information displays a screen and pauses, or lets the command run to completion.
The pager command lets you choose the number of lines to display before the More prompt appears.

When paging is enabled, the following prompt appears:

<--- More --->

The More prompt uses syntax similar to the UNIX more command:

- To view another screen, press the Space bar.

- To view the next line, press the Enter key.

» Toreturn to the command line, press the q key.

Adding Comments

You can precede aline with acolon (:) to create acomment. However, the comment only appearsin the
command history buffer and not in the configuration. Therefore, you can view the comment with the
show history command or by pressing an arrow key to retrieve a previous command, but because the
comment is not in the configuration, the write terminal command does not display it.

l_ Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Text Configuration Files

This section describes how to format a text configuration file that you can download to the security
appliance, and includes the following topics:

- How Commands Correspond with Lines in the Text File, page 13
« Command-Specific Configuration Mode Commands, page 13

- Automatic Text Entries, page 13

e Line Order, page 14

- Commands Not Included in the Text Configuration, page 14

» Passwords, page 14

» Multiple Security Context Files, page 14

How Commands Correspond with Lines in the Text File

The text configuration file includes lines that correspond with the commands described in this guide.

In examples, commands are preceded by a CLI prompt. The prompt in the following example is
“hostname(config)#”:

hostname (config) # context a

In the text configuration file you are not prompted to enter commands, so the prompt is omitted:

context a

Command-Specific Configuration Mode Commands

Command-specific configuration mode commands appear indented under the main command when
entered at the command line. Your text file lines do not need to be indented, as long as the commands
appear directly following the main command. For example, the following unindented text is read the
same as indented text:

interface gigabitethernet0/0

nameif inside

interface gigabitethernet0/1
nameif outside

Automatic Text Entries

When you download a configuration to the security appliance, the security appliance inserts some lines
automatically. For example, the security appliance inserts lines for default settings or for the time the
configuration was modified. You do not need to enter these automatic entries when you create your text
file.

| oL-12173-03
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Line Order

For the most part, commands can be in any order in the file. However, some lines, such as ACEs, are
processed in the order they appear, and the order can affect the function of the access list. Other
commands might also have order requirements. For example, you must enter the nameif command for
an interface first because many subsequent commands use the name of the interface. Also, commandsin
a command-specific configuration mode must directly follow the main command.

Commands Not Included in the Text Configuration

Passwords

Some commands do not insert lines in the configuration. For example, a runtime command such as
show running-config does not have a corresponding line in the text file.

The login, enable, and user passwords are automatically encrypted before they are stored in the
configuration. For example, the encrypted form of the password “cisco” might ook like
jMorNbK0514fadBh. You can copy the configuration passwords to another security appliance in their
encrypted form, but you cannot unencrypt the passwords yourself.

If you enter an unencrypted password in atext file, the security appliance does not automatically encrypt
them when you copy the configuration to the security appliance. The security appliance only encrypts
them when you save the running configuration from the command line using the copy running-config
startup-config or write memory command.

Multiple Security Context Files

For multiple security contexts, the entire configuration consists of multiple parts:
- The security context configurations

- The system configuration, which identifies basic settings for the security appliance, including alist
of contexts

- The admin context, which provides network interfaces for the system configuration

The system configuration does not include any interfaces or network settingsfor itself. Rather, when
the system needs to access network resources (such as downloading the contexts from the server), it
uses a context that is designated as the admin context.

Each context is similar to a single context mode configuration. The system configuration differs from a
context configuration in that the system configuration includes system-only commands (such as alist of
all contexts) while other typical commands are not present (such as many interface parameters).

l_ Cisco ASA 5580 Adaptive Security Appliance Command Reference
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M aaa accounting command

aaa accounting command

To send accounting messages to the TACACS+ accounting server when you enter any command other
than show commands at the CL1, use the aaa accounting command command in global configuration
mode. To disable support for command accounting, use the no form of this command.

aaa accounting command [privilege level] tacacs+-server-tag

no aaa accounting command [privilege level] tacacs+-server-tag

Syntax Description tacacs+-server-tag Specifies the server or group of TACACS+ servers to which accounting
records are sent, as specified by the aaa-server protocol command.
privilege level If you customize the command privilege level using the privilege command,

you can limit which commands the security appliance accounts for by
specifying a minimum privilege level. The security appliance does not
account for commands that are below the minimum privilege level.

Defaults The default privilege level isO.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines When you configure the aaa accounting command command, each command other than show
commands entered by an administrator is recorded and sent to the accounting server or servers.

Examples The following example specifies that accounting records will be generated for any supported command,
and that these records are sent to the server from the group named adminserver.

hostname (config) # aaa accounting command adminserver

Related Commands

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Command Description

aaa accounting Enables or disables TACACS+ or RADIUS user accounting (on a server
designated by the aaa-server command).

clear configure aaa Remove/reset the configured AAA accounting values.

show running-config aaa Display the AAA configuration.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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aaa accounting console

To enable support for AAA accounting for administrative access, use the aaa accounting console
command in global configuration mode. To disable support for aaa accounting for administrative access,
use the no form of this command.

aaa accounting {serial | telnet | ssh | enable} console server-tag

no aaa accounting {serial | telnet | ssh | enable} console server-tag

Syntax Description enable Enables the generation of accounting records to mark the entry to and exit
from privileged EXEC mode.
serial Enables the generation of accounting recordsto mark the establishment and
termination of admin sessions that are established via the serial console
interface.
server-tag Specifies the server group to which accounting records are sent, defined by

the aaa-server protocol command. Valid server group protocols are
RADIUS and TACACS+.

ssh Enables the generation of accounting recordsto mark the establishment and
termination of admin sessions created over SSH.
telnet Enablesthe generation of accounting recordsto mark the establishment and

termination of admin sessions created over Telnet.

Defaults By default, AAA accounting for administrative access is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines You must specify the name of the server group, previously specified in an aaa-server command.

Examples The following example specifies that accounting records will be generated for enable access, and that
these records are sent to the server named adminserver.

hostname (config) # aaa accounting enable console adminserver

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands ~ Command Description

aaa accounting match Enables or disables TACACS+ or RADIUS user accounting (on a server
designated by the aaa-server command),

aaa accounting command Specifiesthat each command, or commands of aspecified privilegelevel
or higher, entered by an administrator/user is recorded and sent to the
accounting server or servers.

clear configure aaa Remove/reset the configured AAA accounting values.
show running-config aaa Display the AAA configuration.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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aaa accounting include, exclude

To enable accounting for TCP or UDP connections through the security appliance, use the aaa
accountinginclude command in global configuration mode. To exclude addresses from accounting, use
the aaa accounting exclude command. To disable accounting, use the no form of this command.

aaa accounting {include | exclude} service interface_name inside ip inside_mask [outside ip
outside_mask] server_tag

no aaa accounting {include | exclude} service interface_nameinside_ip inside_mask [outside ip
outside_mask] server_tag

Syntax Description exclude Excludes the specified service and address from accounting if it was already
specified by an include command.
include Specifies the services and |P addresses that require accounting. Traffic that
is not specified by an include statement is not processed.
inside_ip Specifies the | P address on the higher security interface. This address might

be the source or the destination address, depending on theinterface to which
you apply this command. If you apply the command to the lower security
interface, then this address is the destination address. If you apply the
command to the higher security interface, then this address is the source
address. Use 0 to mean all hosts.

inside_mask Specifies the network mask for theinside IP address. Use O if the IP address
is 0. Use 255.255.255.255 for a host.

interface_name Specifies the interface name from which users require accounting.

outside ip (Optional) Specifies the I P address on the lower security interface. This

address might be the source or the destination address, depending on the
interface to which you apply this command. If you apply the command to the
lower security interface, then this addressisthe source address. If you apply
the command to the higher security interface, then this addressis the
destination address. Use 0 to mean all hosts.

outside_mask (Optional) Specifies the network mask for the outside IP address. Use O if
the IP address is 0. Use 255.255.255.255 for a host.

server_tag Specifies the AAA server group defined by the aaa-server host command.

service Specifies the services that require accounting. You can specify one of the

following values:
« any or tcp/0 (specifies all TCP traffic)
- ftp
- http
« https
» ssh
« telnet
- tcp/port
« udp/port

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Defaults

Command Modes

aaa accounting include, exclude M

By default, AAA accounting for administrative access is disabled.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

The security appliance can send accounting information to a RADIUS or TACACS+ server about any
TCP or UDP traffic that passes through the security appliance. If that traffic is also authenticated, then
the AAA server can maintain accounting information by username. If the traffic is not authenticated, the
AAA server can maintain accounting information by IP address. Accounting information includes when
sessions start and stop, username, the number of bytes that pass through the security appliance for the
session, the service used, and the duration of each session.

Before you can use this command, you must first designate a AAA server with the aaa-server command.

To enable accounting for traffic that is specified by an access list, use the aaa accounting match
command. You cannot use the match command in the same configuration as the include and exclude
commands. We suggest that you use the match command instead of theinclude and exclude commands;
the include and exclude commands are not supported by ASDM.

You cannot use the aaa accounting include and exclude commands between same-security interfaces.
For that scenario, you must use the aaa accounting match command.

The following example enables accounting on all TCP connections:

hostname (config) # aaa-server mygroup protocol tacacs+
hostname (config) # aaa-server mygroup (inside) host 192.168.10.10 thekey timeout 20
hostname (config) # aaa accounting include any inside 0 0 0 0 mygroup

Related Commands

Command Description

aaa accounting match Enables accounting for traffic specified by an access list.
aaa accounting Enables accounting of administrative access.

command

aaa-server host Configures the AAA server.

clear configure aaa Clears the AAA configuration.

show running-config  Displaysthe AAA configuration.
aaa
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aaa accounting match

To enable accounting for TCP and UDP connections through the security appliance, use the aaa
accounting match command in global configuration mode. To disable accounting for traffic, use the no
form of this command.

aaa accounting match acl_name interface_name server_tag

no aaa accounting match acl_name interface_name server_tag

Syntax Description acl_name Specifies the traffic that requires accounting my matching an access-list
name. Permit entriesin the access list are accounted, while deny entries are
exempt from accounting. This command is only supported for TCP and
UDP traffic. A warning messageisdisplayed if you enter thiscommand and
it references an access list that permits other protocols.

interface_name Specifies the interface name from which users require accounting.

server_tag Specifies the AAA server group tag defined by the aaa-server command.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines The security appliance can send accounting information to a RADIUS or TACACS+ server about any
TCP or UDP traffic that passes through the security appliance. If that traffic is also authenticated, then
the AAA server can maintain accounting information by username. If the traffic is not authenticated, the
AAA server can maintain accounting information by IP address. Accounting information includes when
sessions start and stop, username, the number of bytes that pass through the security appliance for the
session, the service used, and the duration of each session.

Before you can use this command, you must first designate a AAA server with the aaa-server command.

Accounting information is sent only to the active server in aserver group unless you enabl e simultaneous
accounting using the accounting-mode command in aaa-server protocol configuration mode.
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Examples

aaa accounting match

You cannot use the aaa accounting match command in the same configuration as the aaa accounting
include and exclude commands. We suggest that you use the match command instead of the include
and exclude commands; the include and exclude commands are not supported by ASDM.

The following example enables accounting for traffic matching a specific access list acl2:

hostname (config)# access-list acll2 extended permit tcp any any

hostname (config) # aaa accounting match acl2 outside radserverl

Related Commands

Command

Description

aaa accounting
include, exclude

Enables accounting by specifying the | P addresses directly in the command.

access-list extended

Creates an access list.

clear configure aaa

Removes AAA configuration.

show running-config
aaa

Displays the AAA configuration.
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aaa authentication console

To authenticate users who access the security appliance CLI over a serial, SSH, HTTPS (ASDM), or
Telnet connection, or to authenticate users who access privileged EXEC mode using the enable
command, use the aaa authentication console command in global configuration mode. To disable
authentication, use the no form of this command.

aaa authentication {serial | enable | telnet | ssh | http} console {LOCAL |
server_group [LOCAL]}

no aaa authentication {serial | enable | telnet | ssh | http} console {LOCAL |
server_group [LOCAL]}

Syntax Description enable Authenticates users who access privileged EXEC mode when they use the
enable command.
http Authenticates ASDM users who access the security appliance over HTTPS.

You only need to configure HTTPS authentication if you want to use a
RADIUS or TACACS+ server. By default, ASDM usesthe local database for
authentication even if you do not configure this command.

LOCAL Uses the local database for authentication. LOCAL is case sensitive. If the
local database is empty, the following warning message appears:

Warning:local database is empty! Use 'username' command to define
local users.

If the local database becomes empty when LOCAL is still present in the
configuration, the following warning message appears:
Warning:Local user database is empty and there are still commands
using 'LOCAL' for authentication.

server-tag [LOCAL] Specifies the AAA server group tag defined by the aaa-server command.
HTTPS management authentication does not support the SDI protocol for a
AAA server group.

If you use the LOCAL keyword in addition to the server-tag, you can
configure the security appliance to use the local database as a fallback
method if the AAA server is unavailable. LOCAL is case sensitive. We
recommend that you use the same username and password in the local
database asthe AAA server because the security appliance prompt does not
give any indication which method is being used.

serial Authenticates users who access the security appliance using the serial
Console port.
ssh Authenticates users who access the security appliance using SSH.
telnet Authenticates users who access the security appliance using Telnet.
Defaults By default, fallback to the local database is disabled.

If the aaa authentication telnet console command is not defined, you can gain access to the security
appliance CLI with the security appliance login password (set with the passwor d command).
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Command Modes

aaa authentication console

If the aaa authentication http console command is not defined, you can gain access to the security
appliance (via ASDM) with no username and the security appliance enable password (set with the
enable password command). If the aaa commands are defined, but the HTTPS authentication requests
atime out, which implies the AAA servers might be down or not available, you can gain access to the
security appliance using the default administrator username and the enable password. By default, the
enable password is not set.

If the aaa authentication ssh console command is not defined, you can gain access to the security
appliance CLI with the username pix and with the security appliance enable password (set with the
enable password command). By default, the enable password is blank. This behavior differs from when
you log into the security appliance without AAA configured; in that case, you use the login password
(set by the password command).

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Before the security appliance can authenticate a Telnet or SSH user, you must first configure access to
the security appliance using the telnet or ssh commands. These commandsidentify the | P addresses that
are allowed to communicate with the security appliance.

Logging in to the Security Appliance
After you connect to the security appliance, you log in and access user EXEC mode.

» If you do not enable any authentication for Telnet, you do not enter a username; you enter the login
password (set with the passwor d command). For SSH, you enter “pix” as the username, and enter
the login password.

» If you enable Telnet or SSH authenticationusing this command, you enter the username and
password as defined on the AAA server or local user database.

Accessing Privileged EXEC Mode

To enter privileged EXEC mode, enter the enable command or the login command (if you are using the
local database only).

« If you do not configure enable authentication, enter the system enable password when you enter the
enable command (set by the enable password command). However, if you do not use enable
authentication, after you enter the enable command, you are no longer logged in as a particul ar user.
To maintain your username, use enable authentication.

« If you configure enable authentication, the security appliance prompts you for your username and
password.
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Note

For authentication using the local database, you can use the login command, which maintains the
username but requires no configuration to turn on authentication.

Accessing ASDM

By default, you can log into ASDM with a blank username and the enable password set by the enable
password command. However, if you enter a username and password at the login screen (instead of
leaving the username blank), ASDM checks the local database for a match.

Although you can configure HTTPS authentication using this command and specify the local database,
that functionality is always enabled by default. You should only configure HTTPS authentication if you
want to use a AAA server for authentication. HTTPS authentication does not support the SDI protocol
for a AAA server group. The maximum username prompt for HTTPS authentication is 30 characters.
The maximum password length is 16 characters.

No Support in the System Execution Space for AAA Commands
In multiple context mode, you cannot configure any AAA commands in the system configuration.

Number of Login Attempts Allowed

Asthefollowing table shows, the action of the prompts for authenticated accessto the security appliance
CLI differ, depending on the option you choose with the aaa authentication console command.

Option Number of Login Attempts Allowed
enable 3 tries before access is denied
serial Continual until success

ssh 3 tries before access is denied
telnet Continual until success

http Continual until success

Limiting User CLI and ASDM Access

You can configure management authorization with the aaa authorization exec authentication-server
command to limit alocal user, RADIUS, TACACS+, or LDAP user (if you map LDAP attributes to
RADIUS attributes) from accessing the CLI, ASDM, or the enable command.

Serial accessisnot included in management authorization, so if you configure aaa authentication serial
console, then any user who authenticates can access the console port.

To configure the user for management authorization, see the following requirements for each AAA
server type or local user:

» RADIUS or LDAP (mapped) users—Configure the Service-Type attribute for one of the following
values. (To map LDAP attributes, see the Idap attribute-map command.)

— Service-Type 6 (Administrative)—Allows full access to any services specified by the aaa
authentication console commands.

— Service-Type 7 (NAS prompt)—Allows access to the CLI when you configure the aaa
authentication {telnet | ssh} console command, but denies ASDM configuration accessif you
configurethe aaa authentication http console command. ASDM monitoring accessisallowed.
If you configure enable authentication with the aaa authentication enable console command,
the user cannot access privileged EXEC mode using the enable command.
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Examples

aaa authentication console

— Service-Type 5 (Outbound)—Denies management access. The user cannot use any services

specified by the aaa authentication console commands (excluding the serial keyword; serial
access is allowed). Remote access (IPSec and SSL) users can still authenticate and terminate
their remote access sessions.

TACACS+ users—Authorization isrequested with the “service=shell” and the server responds with
PASS or FAIL.

— PASS, privilegelevel 1—Allowsfull accessto any services specified by the aaa authentication

console commands.

PASS, privilege level 2 and higher—Allows access to the CLI when you configure the aaa
authentication {telnet | ssh} console command, but denies ASDM configuration accessif you
configurethe aaa authentication http console command. ASDM monitoring accessisallowed.
If you configure enable authentication with the aaa authentication enable console command,
the user cannot access privileged EXEC mode using the enable command.

FAIL—Denies management access. The user cannot use any services specified by the aaa
authentication console commands (excluding the serial keyword; serial accessis allowed).

Local users—Set the service-type command. By default, the service-typeis admin, which allows
full access to any services specified by the aaa authentication console commands.

The following example shows use of the aaa authentication console command for a Telnet connection
to a RADIUS server with the server tag “radius’:

hostname (config) # aaa authentication telnet console radius

The following example identifies the server group “Authin” for enable authentication.

hostname (config) # aaa authentication enable console AuthIn

The following example shows use of the aaa authentication console command with fallback to the
LOCAL user database if all the serversin the group “svrgrpl” fail:

hostname (config) # aaa-server svrgrpl protocol tacacs
hostname (config) # aaa authentication ssh console svrgrpl LOCAL

Related Commands

Command Description

aaa authentication Enables or disables user authentication.

aaa-server host Specifies the AAA server to use for user authentication.

clear configureaaa Remove/reset the configured AAA accounting values.

Idap map-attributes Maps LDAP attributes to RADIUS attributes that the security appliance can

understand.

service-type Limitsalocal user CLI access.

show running-config Display the AAA configuration.

aaa
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aaa authentication include, exclude

To enable authentication for connections through the security appliance, use the aaa authentication
include command in global configuration mode. To exclude addresses from authentication, use the aaa
authentication exclude command. To disable authentication, use the no form of this command.

aaa authentication {include | exclude} service interface_nameinside_ip inside_mask [outside_ip
outside_mask] { server_tag | LOCAL}

no aaa authentication {include | exclude} service interface_name inside_ip inside_mask
[outside_ip outside_mask] {server_tag | LOCAL}

Syntax Description exclude Excludes the specified service and address from authentication if it was
already specified by an include command.
include Specifies the services and | P addresses that require authentication. Traffic
that is not specified by an include statement is not processed.
inside_ip Specifies the I P address on the higher security interface. This address might

be the source or the destination address, depending on the interface to which
you apply this command. If you apply the command to the lower security
interface, then this address is the destination address. If you apply the
command to the higher security interface, then this address is the source
address. Use 0 to mean all hosts.

inside_mask Specifies the network mask for theinside IP address. Use 0 if the IP address
is 0. Use 255.255.255.255 for a host.

interface_name Specifies the interface name from which users require authentication.

LOCAL Specifies the local user database.

outside ip (Optional) Specifies the IP address on the lower security interface. This

address might be the source or the destination address, depending on the
interface to which you apply this command. If you apply the command to the
lower security interface, then this address is the source address. If you apply
the command to the higher security interface, then this addressis the
destination address. Use 0 to mean all hosts.

outside_mask (Optional) Specifies the network mask for the outside IP address. Use O if
the IP address is 0. Use 255.255.255.255 for a host.
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Defaults

Command Modes

aaa authentication include, exclude

server_tag Specifies the AAA server group defined by the aaa-server command.

service Specifiesthe services that require authentication. You can specify one of the
following values:

- any or tcp/0 (specifies all TCP traffic)
- ftp

- http

« https

- ssh

- telnet

« tcp/port[-port]

« udp/port[-port]

* icmpl/type

« protocol[/port[-port]]

Although you can configure the security appliance to require authentication
for network access to any protocol or service, users can authenticate directly
withHTTP, HTTPS, Telnet, or FTP only. A user must first authenticate with
one of these services before the security appliance allows other traffic
requiring authentication. See “Usage Guidelines” for more information.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

To enable authentication for traffic that is specified by an access list, use the aaa authentication match
command. You cannot use the match command in the same configuration as the include and exclude
commands. We suggest that you use the match command instead of theinclude and exclude commands;
the include and exclude commands are not supported by ASDM.

You cannot use the aaa authentication include and exclude commands between same-security
interfaces. For that scenario, you must use the aaa authentication match command.
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TCP sessions might have their sequence numbers randomized even if you disable sequence
randomization. This occurs when a AAA server proxies the TCP session to authenticate the user before
permitting access.

One-Time Authentication

A user at agiven |P address only needs to authenticate one time for all rules and types, until the
authentication session expires. (See the timeout uauth command for timeout values.) For example, if
you configure the security appliance to authenticate Telnet and FTP, and a user first successfully
authenticates for Telnet, then as long as the authentication session exists, the user does not also have to
authenticate for FTP.

For HTTP or HTTPS authentication, once authenticated, a user never has to reauthenticate, no matter
how low the timeout uauth command is set, because the browser caches the string
“Basic=Uuhjksdkfhk=="in every subsequent connection to that particular site. This can be cleared only
when the user exits all instances of the web browser and restarts. Flushing the cache is of no use.

Applications Required to Receive an Authentication Challenge

Although you can configure the security appliance to require authentication for network access to any

protocol or service, users can authenticate directly with HTTPR, HTTPS, Telnet, or FTP only. A user must
first authenticate with one of these services before the security appliance allows other traffic requiring
authentication.

The authentication ports that the security appliance supports for AAA are fixed:
- Port 21 for FTP
e Port 23 for Telnet
- Port80for HTTP
- Port 443 for HTTPS

Security Appliance Authentication Prompts
For Telnet and FTP, the security appliance generates an authentication prompt.

For HTTR, the security appliance uses basic HTTP authentication by default, and provides an
authentication prompt. You can optionally configure the security appliance to redirect usersto an
internal web page where they can enter their username and password (configured with the aaa
authentication listener command).

For HTTPS, the security appliance generates a custom login screen. You can optionally configure the
security appliance to redirect users to an internal web page where they can enter their username and
password (configured with the aaa authentication listener command).

Redirection is an improvement over the basic method because it provides an improved user experience
when authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and
firewall modes. It also supports authenticating directly with the security appliance.

You might want to continue to use basic HTTP authentication if: you do not want the security appliance
to open listening ports; if you use NAT on arouter and you do not want to create a translation rule for
the web page served by the security appliance; basic HT TP authentication might work better with your
network. For example non-browser applications, like when a URL is embedded in email, might be more
compatible with basic authentication.

After you authenticate correctly, the security appliance redirects you to your original destination. If the
destination server also hasits own authentication, the user enters another username and password. If you
use basic HTTP authentication and need to enter another username and password for the destination
server, then you need to configure the virtual http command.
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Note

aaa authentication include, exclude

If you use HT TP authentication without using the aaa authentication secur e-http-client command, the
username and password are sent from the client to the security appliance in clear text. We recommend
that you use the aaa authentication secure-http-client command whenever you enable HTTP
authentication.

For FTP, a user has the option of entering the security appliance username followed by an at sign (@)

and then the FTP username (namel@name?). For the password, the user enters the security appliance

password followed by an at sign (@) and then the FTP password (password1@password?2). For example,
enter the following text.

name> asal@partreq
password> letmein@hellO

This feature is useful when you have cascaded firewalls that require multiple logins. You can separate
several names and passwords by multiple at signs (@).

The number of login attempts allowed differs between the supported protocols:

Protocol Number of Login Attempts Allowed

FTP Incorrect password causes the connection to be dropped immediately.

HTTP Continual reprompting until successful login.
HTTPS
Telnet 4 tries before dropping the connection.

Static PAT and HTTP

For HTTP authentication, the security appliance checks real ports when static PAT is configured. If it
detects traffic destined for real port 80, regardless of the mapped port, the security appliance intercepts
the HTTP connection and enforces authentication.

For example, assume that outside TCP port 889 is translated to port 80 (www) and that any relevant
access lists permit the traffic:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

Then when users try to access 10.48.66.155 on port 889, the security appliance intercepts the traffic and
enforces HTTP authentication. Users see the HTTP authentication pagein their web browsers before the
security appliance allows HTTP connection to complete.

If the local port is different than port 80, asin the following example:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

Then users do not see the authentication page. Instead, the security appliance sends to the web browser
an error message indicating that the user must be authenticated prior using the requested service.

Authenticating Directly with the security appliance

If you do not want to allow HTTP, HTTPS, Telnet, or FTP through the security appliance but want to
authenticate other types of traffic, you can authenticate with the security appliance directly using HTTP
or HTTPS by configuring the aaa authentication listener command.

You can authenticate directly with the security appliance at the following URLs when you enable AAA
for the interface:

http://interface ip[:port]/netaccess/connstatus.html
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https://interface ip[:port]/netaccess/connstatus.html

Alternatively, you can configure virtual Telnet (using the virtual telnet command). With virtual Telnet,
the user Telnets to a given I P address configured on the security appliance, and the security appliance
provides a Telnet prompt.

Examples The following example includes for authentication TCP traffic on the outside interface, with an inside
I P address of 192.168.0.0 and a netmask of 255.255.0.0, with an outside | P address of all hosts, and using
aserver group named tacacs+. The second command line excludes Telnet traffic on the outside interface
with an inside address of 192.168.38.0, with an outside | P address of all hosts:

hostname (config) # aaa authentication include tcp/0 outside 192.168.0.0 255.255.0.0 0 0
tacacs+

hostname (config) # aaa authentication exclude telnet outside 192.168.38.0 255.255.255.0 0 0
tacacs+

The following examples demonstrate ways to use the interface-name parameter. The security appliance
has an inside network of 192.168.1.0, an outside network of 209.165.201.0 (subnet mask
255.255.255.224), and a perimeter network of 209.165.202.128 (subnet mask 255.255.255.224).

This example enables authentication for connections originated from the inside network to the outside
network:

hostname (config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+

This example enables authentication for connections originated from the inside network to the perimeter
network:

hostname (config) #aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0
209.165.202.128 255.255.255.224 tacacs+

This example enables authentication for connections originated from the outside network to the inside
network:

hostname (config)# aaa authentication include tcp/0 outside 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+

This example enables authentication for connections originated from the outside network to the
perimeter network:

hostname (config) # aaa authentication include tcp/0 outside 209.165.202.128 255.255.255.224
209.165.201.0 255.255.255.224 tacacs+

This example enables authentication for connections originated from the perimeter network to the
outside network:

hostname (config) #aaa authentication include tcp/0 perimeter 209.165.202.128
255.255.255.224 209.165.201.0 255.255.255.224 tacacs+

Related Commands ~ Command Description
aaa authentication Enables authentication for management access.
console
aaa authentication Enables user authentication for through traffic.
match
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aaa authentication include, exclude

aaa authentication Provides a secure method for user authentication to the security appliance
secure-http-client prior to allowing HTTP requests to traverse the security appliance.
aaa-server Configures group-related server attributes.

aaa-server host Configures host-related attributes.
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aaa authentication listener

To enable HTTP(S) listening ports to authenticate network users, use the aaa authentication listener
command in global configuration mode. When you enable alistening port, the security appliance serves
an authentication page for direct connections and optionally for through traffic. To disable the listeners,
use the no form of this command.

aaa authentication listener http[s] interface_name [port portnum] [redirect]

no aaa authentication listener http[s] interface_name [port portnum] [redirect]

Syntax Description http[s] Specifies the protocol that you want to listen for, either HTTP or HTTPS.
Enter this command separately for each protocol.
interface_name Specifies the interface on which you enable listeners.
port portnum Specifies the port number that the security appliance listens on for direct or

redirected traffic; the defaultsare 80 (HTTP) and 443 (HTTPS). You can use
any port number and retain the same functionality, but be sure your direct
authentication users know the port number; redirected traffic is sent to the
correct port number automatically, but direct authenticators must specify the
port number manually.

redirect Redirects through traffic to an authentication web page served by the
security appliance. Without thiskeyword, only traffic directed to the security
appliance interface can access the authentication web pages.

Defaults By default, no listener services are enabled, and HTTP connections use basic HTTP authentication. If
you enable the listeners, the default ports are 80 (HTTP) and 443 (HTTPS).

If you are upgrading from 7.2(1), then the listeners are enabled on ports 1080 (HTTP) and 1443
(HTTPS). The redirect option is also enabled.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.2(2) This command was introduced.
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Usage Guidelines

Note

aaa authentication listener

Without the aaa authentication listener command, when HTTP(S) users need to authenticate with the
security appliance after you configure the aaa authentication match or aaa authentication include
command, the security appliance uses basic HTTP authentication. For HTTPS, the security appliance
generates a custom login screen.

If you configure the aaa authentication listener command with the redirect keyword, the security
appliance redirects all HTTP(S) authentication requests to web pages served by the security appliance.

Redirection is an improvement over the basic method because it provides an improved user experience
when authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and
firewall modes. It also supports authenticating directly with the security appliance.

You might want to continue to use basic HTTP authentication if: you do not want the security appliance
to open listening ports; if you use NAT on arouter and you do not want to create a translation rule for
the web page served by the security appliance; basic HT TP authentication might work better with your
network. For example non-browser applications, like when a URL is embedded in email, might be more
compatible with basic authentication.

If you enter the aaa authentication listener command without theredir ect option, then you only enable
direct authentication with the security appliance, while letting through traffic use basic HTTP
authentication. The redirect option enables both direct and through-traffic authentication. Direct
authentication is useful when you want to authenticate traffic types that do not support authentication
challenges; you can have each user authenticate directly with the security appliance before using any
other services.

If you enable theredirect option, you cannot also configure static PAT for the same interface where you
translate the interface | P address and the same port that is used for the listener; NAT succeds, but
authentication fails. For example, the following configuration is unsupported:

hostname (config) # static (inside,outside) tcp interface www 192.168.0.50 www netmask

255.255.255.255
hostname (config) # aaa authentication listener http outside redirect

The following configuration is supported; the listener uses port 1080 instead of the default 80:

hostname (config) # static (inside,outside) tcp interface www 192.168.0.50 www netmask
255.255.255.255
hostname (config) # aaa authentication listener http outside port 1080 redirect

Examples The following example configures the security appliance to redirect HTTP and HTTPS connections to
the default ports:
hostname (config) # aaa authentication http redirect
hostname (config) # aaa authentication https redirect
The following example allows authentication requests directly to the security appliance; through traffic
uses basic HTTP authentication:
hostname (config) # aaa authentication http
hostname (config) # aaa authentication https
The following example configures the security appliance to redirect HTTP and HTTPS connections to
non-default ports:
hostname (config) # aaa authentication http port 1100 redirect
hostname (config) # aaa authentication https port 1400 redirect
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands ~ Command Description
aaa authentication match configures user authentication for through traffic.
aaa authentication Enables SSL and secure username and password exchange between
secure-http-client HTTP clients and the security appliance.
clear configure aaa Removes the configured AAA configuration.
show running-config aaa Displaysthe AAA configuration.
virtual http Supports cascading HT TP authentications with basic HTTP

authentication.
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aaa authentication match

To enable authentication for connections through the security appliance, use the aaa authentication
match command in global configuration mode. To disable authentication, use the no form of this
command.

aaa authentication match acl_name interface_name {server_tag | LOCAL}

no aaa authentication match acl_name interface_name {server_tag | LOCAL}

Syntax Description

Defaults

Command Modes

acl_name Specifies an extended access list name.

interface_name Specifies the interface name from which to authenticate users.

LOCAL Specifies the local user database.

server_tag Specifies the AAA server group tag defined by the aaa-server command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

You cannot use the aaa authentication match command in the same configuration as the include and
exclude commands. We suggest that you use the match command instead of the include and exclude
commands; the include and exclude commands are not supported by ASDM.

TCP sessions might have their sequence numbers randomized even if you disable sequence
randomization. This occurs when a AAA server proxies the TCP session to authenticate the user before
permitting access.

One-Time Authentication

A user at agiven IP address only needs to authenticate one time for all rules and types, until the
authentication session expires. (See the timeout uauth command for timeout values.) For example, if
you configure the security appliance to authenticate Telnet and FTP, and a user first successfully
authenticates for Telnet, then as long as the authentication session exists, the user does not also have to
authenticate for FTP.
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Note

For HTTP or HTTPS authentication, once authenticated, a user never has to reauthenticate, no matter
how low the timeout uauth command is set, because the browser caches the string
“Basic=Uuhjksdkfhk=="in every subsequent connection to that particular site. This can be cleared only
when the user exits all instances of the web browser and restarts. Flushing the cache is of no use.

Applications Required to Receive an Authentication Challenge

Although you can configure the security appliance to require authentication for network access to any

protocol or service, users can authenticate directly with HTTP, HTTPS, Telnet, or FTP only. A user must
first authenticate with one of these services before the security appliance allows other traffic requiring
authentication.

The authentication ports that the security appliance supports for AAA are fixed:
e Port 21 for FTP
» Port 23 for Telnet
» Port 80 for HTTP

- Port 443 for HTTPS (requires the aaa authentication listener command)

Security Appliance Authentication Prompts
For Telnet and FTP, the security appliance generates an authentication prompt.

For HTTR, the security appliance uses basic HTTP authentication by default, and provides an
authentication prompt. You can optionally configure the security appliance to redirect users to an
internal web page where they can enter their username and password (configured with the aaa
authentication listener command).

For HTTPS, the security appliance generates a custom login screen. You can optionally configure the
security appliance to redirect users to an internal web page where they can enter their username and
password (configured with the aaa authentication listener command).

Redirection is an improvement over the basic method because it provides an improved user experience
when authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and
firewall modes. It also supports authenticating directly with the security appliance.

You might want to continue to use basic HT TP authentication if: you do not want the security appliance
to open listening ports; if you use NAT on arouter and you do not want to create a translation rule for
the web page served by the security appliance; basic HT TP authentication might work better with your
network. For example non-browser applications, like when a URL is embedded in email, might be more
compatible with basic authentication.

After you authenticate correctly, the security appliance redirects you to your original destination. If the
destination server also hasits own authentication, the user enters another username and password. If you
use basic HTTP authentication and need to enter another username and password for the destination
server, then you need to configure the virtual http command.

If you use HT TP authentication without using the aaa authentication secure-http-client command, the
username and password are sent from the client to the security appliance in clear text. We recommend
that you use the aaa authentication secure-http-client command whenever you enable HTTP
authentication.

For FTP, auser has the option of entering the security appliance username followed by an at sign (@)

and then the FTP username (namel@name2). For the password, the user enters the security appliance

password followed by an at sign (@) and then the FTP password (password1@password?2). For example,
enter the following text.
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name> asal@partreq
password> letmein@hell0

This feature is useful when you have cascaded firewalls that require multiple logins. You can separate
several names and passwords by multiple at signs (@).

The number of login attempts allowed differs between the supported protocols:

Protocol Number of Login Attempts Allowed

FTP Incorrect password causes the connection to be dropped immediately.
HTTP Continual reprompting until successful login.

HTTPS

Telnet 4 tries before dropping the connection.

Static PAT and HTTP

For HTTP authentication, the security appliance checks real ports when static PAT is configured. If it
detects traffic destined for real port 80, regardless of the mapped port, the security appliance intercepts
the HTTP connection and enforces authentication.

For example, assume that outside TCP port 889 is translated to port 80 (www) and that any relevant
access lists permit the traffic:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

Then when userstry to access 10.48.66.155 on port 889, the security appliance intercepts the traffic and
enforces HTTP authentication. Users see the HTTP authentication pagein their web browsers before the
security appliance allows HTTP connection to complete.

If the local port is different than port 80, as in the following example:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

Then users do not see the authentication page. Instead, the security appliance sends to the web browser
an error message indicating that the user must be authenticated prior using the requested service.

Authenticating Directly with the Security Appliance
If you do not want to allow HTTP, HTTPS, Telnet, or FTP through the security appliance but want to

authenticate other types of traffic, you can authenticate with the security appliance directly using HTTP
or HTTPS by configuring the aaa authentication listener command.

You can authenticate directly with the security appliance at the following URLs when you enable AAA
for the interface:

http://interface ip[:port]/netaccess/connstatus.html
https://interface ip[:port]/netaccess/connstatus.html

Alternatively, you can configure virtual Telnet (using the virtual telnet command). With virtual Telnet,
the user Telnets to a given | P address configured on the security appliance, and the security appliance
provides a Telnet prompt.

Examples The following set of examples illustrates how to use the aaa authentication match command:
hostname (config) # show access-list
access-list mylist permit tcp 10.0.0.0 255.255.255.0 192.168.2.0 255.255.255.0 (hitcnt=0)
access-list yourlist permit tcp any any (hitcnt=0)
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hostname (config) # show running-config aaa
aaa authentication match mylist outbound TACACS+

In this context, the following command:

hostname (config) # aaa authentication match yourlist outbound tacacs

is equivalent to this command:

hostname (config) # aaa authentication include TCP/0 outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs

The aaa command statement list is order-dependent between access-list command statements. If you
enter the following command:

hostname (config) # aaa authentication match mylist outbound TACACS+

before this command:

hostname (config) # aaa authentication match yourlist outbound tacacs

the security appliance tries to find a match in the mylist access-list command statement group before it
tries to find a match in the yourlist access-list command statement group.

Related Commands ~ Command Description
aaa authorization Enables user authorization services.
access-list extended Creates an access list.
clear configureaaa Removes the configured AAA configuration.

show running-config Displaysthe AAA configuration.
aaa
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aaa authentication secure-http-client

Syntax Description

Defaults

Command Modes

To enable SSL and secure username and password exchange between HTTP clients and the security
appliance, use the aaa authentication secure-http-client command in global configuration mode. To
disable this function, use the no form of this command. The aaa authentication secure-http-client
command offers a secure method for user authentication to the security appliance prior to allowing user
HTTP-based web requests to traverse the security appliance.

aaa authentication secure-http-client

no aaa authentication secure-http-client

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

The aaa authentication secure-http-client command secures HTTP client authentication (through
SSL). This command is used for HTTP cut-through proxy authentication.

The aaa authentication secure-http-client command has the following limitations:

« At runtime, a maximum of 16 HTTPS authentication processesis allowed. If al 16 HTTPS
authentication processes are running, the 17th, new HTTPS connection requiring authentication is
not allowed.

«  When uauth timeout 0 is configured (the uauth timeout is set to 0), HTTPS authentication might
not work. If abrowser initiates multiple TCP connections to load a web page after HTTPS
authentication, the first connection is let through, but the subsequent connections trigger
authentication. Asaresult, users are continuously presented with an authentication page, eveniif the
correct username and password are entered each time. To work around this, set the uauth timeout
to 1 second with the timeout uauth 0:0:1 command. However, this workaround opens a 1-second
window of opportunity that might allow non-authenticated users to go through the firewall if they
are coming from the same source |P address.
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» Because HTTPS authentication occurs on the SSL port 443, users must not configure an access-list
command statement to block traffic from the HTTP client to HT TP server on port 443. Furthermore,
if static PAT is configured for web traffic on port 80, it must also be configured for the SSL port. In
the following example, the first line configures static PAT for web traffic and the second line must
be added to support the HTTPS authentication configuration:

static (inside,outside) tcp 10.132.16.200 www 10.130.16.10 www
static (inside,outside) tcp 10.132.16.200 443 10.130.16.10 443

Examples The following example configures HTTP traffic to be securely authenticated:

hostname (config) # aaa authentication secure-http-client
hostname (config) # aaa authentication include http...

where “...” represents your values for authen_service if_name local_ip local_mask [foreign_ip
foreign_mask] server_tag.

The following command configures HTTPS traffic to be securely authenticated:

hostname (config)# aaa authentication include https...

where “...” represents your values for authentication -service interface-name local-ip local-mask
[foreign-ip foreign-mask] server-tag.

Note  The aaa authentication secure-https-client command is not needed for HTTPS traffic.

Related Commands ~ Command Description

aaa authentication Enables LOCAL, TACACS+, or RADIUS user authentication, on a server
designated by the aaa-server command.

virtual telnet Accesses the security appliance virtual server.
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The aaa authorization command command specifies whether command execution at the CL1 is subject
to authorization. To enable command authorization, use the aaa authorization command command in
global configuration mode. To disable command authorization, use the no form of this command.

aaa authorization command {LOCAL | server_tag [LOCAL]}

no aaa authorization command { LOCAL | server_tag [LOCAL]}

Syntax Description LOCAL Enables local command privilege levels set by the privilege command.
When alocal, RADIUS, or LDAP (if you map LDAP attributesto RADIUS
attributes) user authenticates for CLI access, the security appliance places
that user in the privilege level that is defined by the local database,
RADIUS, or LDAP server. The user can access commands at the user’s
privilege level and below.

If you specify LOCAL after a TACACS+ server group tag, the local user
database is used for command authorization only as a fallback when the
TACACS+ server group is unavailable.

server_tag Specifies a predefined server group tag for the TACACS+ authorization
server. The AAA server group tag as defined by the aaa-server command.

Defaults Fallback to the local database for authorization is disabled by default.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) Support added for fallback to LOCAL authorization when a TACACS+
server group is temporarily unavailable.
8.0(2) Support for RADIUS and LDAP (mapped) users was added using the
LOCAL keyword.
Usage Guidelines By default when you log in, you can access user EXEC mode, which offers only minimal commands.

When you enter the enable command (or the login command when you use the local database), you can
access privileged EXEC mode and advanced commands, including configuration commands. If you want
to control the access to commands, the security appliance lets you configure command authorization,
where you can determine which commands that are available to a user.
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Supported Command Authorization Methods
You can use one of two command authorization methods:

« Local privilege levels—Configure the command privilege levels on the security appliance. When a
local, RADIUS, or LDAP (if you map LDAP attributesto RADIUS attributes) user authenticates for
CL1 access, the security appliance places that user in the privilege level that is defined by the local
database, RADIUS, or LDAP server. The user can access commands at the user’s privilege level and
below. Note that all users access user EXEC mode when they first log in (commands at level 0 or 1).
The user needs to authenticate again with the enable command to access privileged EXEC mode
(commands at level 2 or higher), or they can log in with the login command (local database only).

Note  You can use local command authorization without any usersin the local database and without
CLI or enable authentication. Instead, when you enter the enable command, you enter the
system enable password, and the security appliance places you in level 15. You can then create
enable passwords for every level, so that when you enter enable n (2 to 15), the security
appliance places you in level n. These levels are not used unless you turn on local command
authorization. (See the enable command for more information.)

« TACACS+ server privilege levels—On the TACACS+ server, configure the commands that a user or
group can use after they authenticate for CLI access. Every command that a user enters at the CL|
is checked with the TACACS+ server.

Security Contexts and Command Authorization

The following are important points to consider when implementing command authorization with
multiple security contexts:

« AAA settings are discrete per context, not shared between contexts.

When configuring command authorization, you must configure each security context separately.
This providesyou the opportunity to enforce different command authorizationsfor different security
contexts.

When switching between security contexts, administrators should be aware that the commands
permitted for the username specified when they login may be different in the new context session or
that command authorization may not be configured at all in the new context. Failure to understand
that command authorizations may differ between security contexts could confuse an administrator.
This behavior is further complicated by the next point.

» New context sessions started with the changeto command always use the default “enable_15”
username as the administrator identity, regardless of what username was used in the previous context
session. This behavior can lead to confusion if command authorization is not configured for the
enable_15 user or if authorizations are different for the enable_15 user than for the user in the
previous context session.

This behavior also affects command accounting, which isuseful only if you can accurately associate
each command that is issued with a particular administrator. Because all administrators with
permission to use the changeto command can use the enable_15 username in other contexts,
command accounting records may not readily identify who was logged in as the enable 15
username. If you use different accounting servers for each context, tracking who was using the
enable_15 username requires correlating the data from several servers.

When configuring command authorization, consider the following:

— An administrator with permission to use the changeto command effectively has permission to
use all commands permitted to the enable_15 user in each of the other contexts.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter2

aaa accounting command through accounting-server-group Commands

S

aaa authorization command

— If you intend to authorize commands differently per context, ensure that in each context the
enable_15 username is denied use of commands that are also denied to administrators who are
permitted use of the changeto command.

When switching between security contexts, administrators can exit privileged EXEC mode and enter
the enable command again to use the username they need.

Note  The system execution space does not support aaa commands; therefore, command authorization is not
available in the system execution space.

Local Command Authorization Prerequisites

Configure enable authentication for local, RADIUS, or LDAP authentication using the aaa
authentication enable console command.

Enable authentication is essential to maintain the username after the user accesses the enable
command.

Alternatively, you can use the login command (which is the same as the enable command with
authentication), which requires no configuration. We do not recommend this option becauseit is not
as secure as enable authentication.

You can also use CLI| authentication (aaa authentication {ssh | telnet | serial} console), but it is
not required.

For RADIUS and LDAP support, enter the aaa authorization exec authentication-server
command. This command enables support of administrative user privilege levels from RADIUS.
Without this command, the security appliance only supports privilege levelsfor local database users
and defaults all other types of usersto level 15.

This command also enables management authorization for local, RADIUS, LDAP (mapped), and
TACACSH+ users.

See the following prerequisites for each user type:

— Local database users—Configure each user in the local database at a privilege level from 0 to
15 using the username command.

— RADIUS users—Configure the user with Cisco VSA CVPN3000-Privilege-Level with avalue
between 0 and 15.

— LDAP users—Configure the user with a privilege level between 0 and 15, and then map the
LDAP attribute to Cisco VAS CVPN3000-Privilege-Level using the Idap map-attributes
command.

See the privilege command for information about setting command privilege levels.

TACACS+ Command Authorization

If you enable TACACS+ command authorization, and a user enters a command at the CLI, the security
appliance sends the command and username to the TACACS+ server to determine if the command is
authorized.

When configuring command authorization with a TACACS+ server, do not save your configuration until
you are sure it works the way you want. If you get locked out because of a mistake, you can usually
recover access by restarting the security appliance.

Be sure that your TACACS+ system is completely stable and reliable. The necessary level of reliability
typically requires that you have a fully redundant TACACS+ server system and fully redundant
connectivity to the security appliance. For example, in your TACACS+ server pool, include one server
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connected to interface 1, and another to interface 2. You can also configure local command authorization
asafallback method if the TACACS+ server isunavailable. In this case, you need to configurelocal users
and command privilege levels.

See the Cisco Security Appliance Command Line Configuration Guide for information about
configuring the TACACS+ server.

TACACS+ Command Authorization Prerequisites
- Configure CLI authentication using the aaa authentication { ssh | telnet | serial} console command.

» Configure enable authentication using the aaa authentication enable console command.

Examples The following example shows how to enable command authorization using a TACACS+ server group
named tplusl:

hostname (config) # aaa authorization command tplusl

The following example shows how to configure administrative authorization to support fallback to the
local user database if all serversin the tplusl server group are unavailable.

hostname (config) # aaa authorization command tplusl LOCAL

Related Commands Command Description
aaa authentication Enables CLI, ASDM, and enable authentication.
console

aaa authorization exec Enables support of administrative user privilege levels from RADIUS.
authentication-ser ver

aaa-server host Configures host-related attributes.

aaa-server Configures group-related server attributes.

enable Enters privileged EXEC mode.

Idap map-attributes Maps LDAP attributes to RADIUS attributes that the security appliance can
use.

login Enters privileged EXEC mode using the local database for authentication.

service-type Limits local database user CLI, ASDM, and enable access.

show running-config  Displaysthe AAA configuration.

aaa
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aaa authorization exec authentication-server

To enable management authorization, and to enable support of administrative user privilege levels from
RADIUS, use the aaa authorization exec authentication-server command in global configuration

mode. User privilegelevelsare used for command authorization along with the locally-defined command
levels. To disable management authorization and RADIUS user levels, use the no form of this command.

aaa authorization exec authentication-server

no aaa authorization exec authentication-server

Syntax Description ~ This command has no arguments or keywords.

Defaults By default, this command is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

8.0(2) This command was introduced.
Usage Guidelines If you configure aaa authentication console commands to authenticate users when they accessthe CLI,

ASDM, or the enable command, then the aaa authorization exec authentication-server command can
limit management access depending on the user configuration.

~

Note  Serial accessisnot included in management authorization, so if you configure aaa authentication serial
console, then any user who authenticates can access the console port.

To configure the user for management authorization, see the following requirements for each AAA
server type or local user:

+ RADIUS or LDAP (mapped) users—Use the IETF RADIUS numeric Service-Type attribute which
maps to one of the following values. (To map LDAP attributes, see the Idap attribute-map
command.)

— Service-Type 6 (Administrative)—Allows full access to any services specified by the aaa
authentication console commands.
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Examples

Related Commands

— Service-Type 7 (NAS prompt)—Allows access to the CLI when you configure the aaa
authentication {telnet | ssh} console command, but denies ASDM configuration accessif you
configurethe aaa authentication http console command. ASDM monitoring accessisallowed.
If you configure enable authentication with the aaa authentication enable console command,
the user cannot access privileged EXEC mode using the enable command.

— Service-Type 5 (Outbound)—Denies management access. The user cannot use any services
specified by the aaa authentication console commands (excluding the serial keyword; serial
access is allowed). Remote-access (IPSec and SSL) users can still authenticate and terminate
their remote-access sessions.

» TACACS+ users—Authorization isrequested with the “service=shell” and the server responds with
PASS or FAIL.

— PASS, privilegelevel 1—Allowsfull accessto any services specified by the aaa authentication
console commands.

— PASS, privilege level 2 and higher—Allows access to the CLI when you configure the aaa
authentication {telnet | ssh} console command, but denies ASDM configuration accessif you
configurethe aaa authentication http console command. ASDM monitoring accessisallowed.
If you configure enable authentication with the aaa authentication enable console command,
the user cannot access privileged EXEC mode using the enable command.

— FAIL—Denies management access. The user cannot use any services specified by the aaa
authentication console commands (excluding the serial keyword; serial accessis allowed).

» Local users—Set the service-type command. By default, the service-typeis admin, which allows
full access to any services specified by the aaa authentication console commands.

The aaa authorization exec authentication-server command also enables support of administrative
user privilege levels from RADIUS. When you enter the aaa authorization command L OCAL
command, local users, RADIUS users, and L DA P (mapped) users usethelocally-defined privilegelevels
set by the privilege command. See the following prerequisites for each user type:

» RADIUS users—Configure the user with Cisco VSA CVPN3000-Privilege-Level with avalue
between 0 and 15.

« LDAP users—Configure the user with a privilege level between 0 and 15, and then map the LDAP
attribute to Cisco VAS CVPN3000-Privilege-Level according to the Idap attribute-map command.

The following exampl e shows use of the aaa authentication console command for a Telnet connection
to aRADIUS server with the server tag “radius’:

hostname (config) # aaa authentication telnet console radius

The following example identifies the server group “Authin” for enable authentication.

hostname (config) # aaa authentication enable console AuthIn

The following example shows use of the aaa authentication console command with fallback to the
LOCAL user database if all the serversin the group “svrgrpl” fail:

hostname (config) # aaa-server svrgrpl protocol tacacs
hostname (config) # aaa authentication ssh console svrgrpl LOCAL
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Command Description

aaa authentication  Enables console authentication.
console

Idap attribute-map  Maps LDAP attributes.
service-type Limitsalocal user CLI access.
show running-config Display the AAA configuration.
aaa
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aaa authorization include, exclude

To enable authorization for connections through the security appliance, use the aaa authorization
include command in global configuration mode. To exclude addresses from authorization, use the aaa
authorization exclude command. To disable authorization, use the no form of this command.

aaa authorization {include | exclude} service interface nameinside_ip inside_mask [outside_ip
outside_mask] server_tag

no aaa authorization {include | exclude} service interface_nameinside_ip inside_mask
[outside_ip outside_mask] server_tag

Syntax Description exclude Excludes the specified service and address from authorization if it was
already specified by an include command.
include Specifies the services and | P addresses that require authorization. Traffic
that is not specified by an include statement is not processed.
inside_ip Specifies the I P address on the higher security interface. This address might

be the source or the destination address, depending on the interface to which
you apply this command. If you apply the command to the lower security
interface, then this address is the destination address. If you apply the
command to the higher security interface, then this address is the source
address. Use 0 to mean all hosts.

inside_mask Specifies the network mask for theinside IP address. Use 0 if the IP address
is 0. Use 255.255.255.255 for a host.

interface_name Specifies the interface name from which users require authorization.

outside ip (Optional) Specifies the I P address on the lower security interface. This

address might be the source or the destination address, depending on the
interface to which you apply this command. If you apply the command to the
lower security interface, then this addressisthe source address. If you apply
the command to the higher security interface, then this addressis the
destination address. Use 0 to mean all hosts.

outside_mask (Optional) Specifies the network mask for the outside IP address. Use O if
the IP address is 0. Use 255.255.255.255 for a host.
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Command Modes

aaa authorization include, exclude

server_tag Specifies the AAA server group defined by the aaa-server command.

service Specifies the services that require authorization. You can specify one of the
following values:

- any or tcp/0 (specifies all TCP traffic)
- ftp

- http

« https

- ssh

- telnet

« tcp/port[-port]

« udp/port[-port]

* icmpl/type

« protocol[/port[-port]]

Note  Specifying a port range might produce unexpected results at the
authorization server. The security appliance sends the port range to
the server as a string, with the expectation that the server will parse
it out into specific ports. Not all servers do this. In addition, you
might want users to be authorized on specific services, which does
not occur if arange is accepted.

An P address of 0 means*“all hosts.” Setting thelocal |P addressto O |ets the authorization server decide
which hosts are authorized.

Fallback to the local database for authorization is disabled by default.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) The exclude parameter now allows the user to specify a port to exclude to

Usage Guidelines

a specific host or hosts.

To enable authorization for traffic that is specified by an access list, use the aaa authorization match
command. You cannot use the match command in the same configuration as the include and exclude

commands. We suggest that you use the match command instead of theinclude and exclude commands;
the include and exclude commands are not supported by ASDM.

| oL-12173-03
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W aaa authorization include, exclude

Note

Examples

You cannot use the aaa authorization include and exclude commands between same-security
interfaces. For that scenario, you must use the aaa authorization match command.

You can configure the security appliance to perform network access authorization with TACACS+.
Authentication and authorization statements are independent; however, any unauthenticated traffic
matched by an authorization statement will be denied. For authorization to succeed, a user must first
authenticate with the security appliance. Because a user at a given | P address only needs to authenticate
onetime for all rules and types, if the authentication session has not expired, authorization can occur
even if the traffic is matched by an authentication statement.

After a user authenticates, the security appliance checks the authorization rules for matching traffic. If
the traffic matches the authorization statement, the security appliance sends the username to the
TACACS+ server. The TACACS+ server responds to the security appliance with a permit or a deny for
that traffic, based on the user profile. The security appliance enforces the authorization rule in the
response.

See the documentation for your TACACS+ server for information about configuring network access
authorizations for a user.

For each | P address, one aaa authorization include command is permitted.

If the first attempt at authorization fails and a second attempt causes a timeout, use the
service resetinbound command to reset the client that failed the authorization so that it will not
retransmit any connections. An example authorization timeout message in Telnet follows.

Unable to connect to remote host: Connection timed out

Specifying a port range might produce unexpected results at the authorization server. The security
appliance sends the port range to the server as a string, with the expectation that the server will parse it
out into specific ports. Not all servers do this. In addition, you might want users to be authorized on
specific services, which does not occur if arange is accepted.

The following example uses the TACACS+ protocol :

hostname (config) # aaa-server tplusl protocol tacacs+

hostname (config aaa-server tplusl (inside) host 10.1.1.10 thekey timeout 20
hostname (config aaa authentication include any inside 0 0 0 0 tplusl
(
(
(

#

#
hostname (config) # aaa authorization include any inside 0 0 0 O

#

#

hostname (config aaa accounting include any inside 0 0 0 0 tplusl
hostname (config aaa authentication ssh console tplusl

)
)
)
)
)
)
In this example, the first command statement creates a server group named tplusl and specifies the
TACACS+ protocol for usewith this group. The second command specifiesthat the authentication server
with the IP address 10.1.1.10 resides on the inside interface and is in the tplusl server group. The next
three command statements specify that any users starting connections through the outside interface to
any foreign host will be authenticated using the tplusl server group, that the users who are successfully
authenticated are authorized to use any service, and that all outbound connection information will be
logged in the accounting database. The last command statement specifiesthat SSH access to the security
appliance consol e requires authentication from the tplusl server group.

The following example enables authorization for DNS lookups from the outside interface:

hostname (config)# aaa authorization include udp/53 outside 0.0.0.0 0.0.0.0

The following example enabl es authorization of ICMP echo-reply packetsarriving at the inside interface
from inside hosts:
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aaa authorization include, exclude

hostname (config)# aaa authorization include 1/0 inside 0.0.0.0 0.0.0.0

This means that users cannot ping external hostsif they have not been authenticated using Telnet, HTTPR,

or FTR.

The following example enables authorization only for ICMP echoes (pings) that arrive at the inside
interface from an inside host:

hostname (config)# aaa authorization include 1/8 inside 0.0.0.0 0.0.0.0

Related Commands

Command

Description

aaa authorization
command

Specifies whether command execution is subject to authorization, or
configure administrative authorization to support fallback to the local user
database if all serversin the specified server group are disabled.

aaa authorization
match

Enables or disables the LOCAL or TACACS+ user authorization services
for a specific access-list command name.

clear configure aaa

Remove/reset the configured AAA accounting values.

show running-config
aaa

Display the AAA configuration.

| oL-12173-03
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aaa authorization match

To enable authorization for connections through the security appliance, use the aaa authorization
match command in global configuration mode. To disable authorization, use the no form of this
command.

aaa authorization match acl_name interface_name server_tag

no aaa authorization match acl_name interface_name server_tag

Syntax Description acl_name Specifies an extended access list name. See the access-list extended
command. The permit ACEs mark matching traffic for authorization, while
deny entries exclude matching traffic from authorization.

interface_name Specifies the interface name from which users require authentication.

server_tag Specifiesthe AAA server group tag as defined by the aaa-server command.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines You cannot use the aaa authorization match command in the same configuration as the include and
exclude commands. We suggest that you use the match command instead of the include and exclude
commands; the include and exclude commands are not supported by ASDM.

You can configure the security appliance to perform network access authorization with TACACS+.
RADIUS authorization with the aaa authorization match command only supports authorization of
VPN management connections to the FWSM.

Authentication and authorization statements are independent; however, any unauthenticated traffic
matched by an authorization statement will be denied. For authorization to succeed, a user must first
authenticate with the security appliance. Because a user at a given | P address only needs to authenticate
one time for all rules and types, if the authentication session has not expired, authorization can occur
even if the traffic is matched by an authentication statement.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter2 aaaaccounting command through accounting-server-group Commands

aaa authorization match 1l

After a user authenticates, the security appliance checks the authorization rules for matching traffic. If
the traffic matches the authorization statement, the security appliance sends the username to the
TACACS+ server. The TACACS+ server responds to the security appliance with a permit or adeny for
that traffic, based on the user profile. The security appliance enforces the authorization rule in the
response.

See the documentation for your TACACS+ server for information about configuring network access
authorizations for a user.

If the first attempt at authorization fails and a second attempt causes a timeout, use the
service resetinbound command to reset the client that failed the authorization so that it will not
retransmit any connections. An example authorization timeout message in Telnet follows.

Unable to connect to remote host: Connection timed out

Note  Specifying a port range might produce unexpected results at the authorization server. The security
appliance sends the port range to the server as a string, with the expectation that the server will parse it
out into specific ports. Not all servers do this. In addition, you might want users to be authorized on
specific services, which does not occur if arange is accepted.

Examples The following example uses the tplusl server group with the aaa commands:

hostname (config) # aaa-server tplusl protocol tacacs+
hostname (config) # aaa-server tplusl (inside) host 10.1.1.10 thekey timeout 20
hostname (config) # aaa authentication include any inside 0 0 0 0 tplusl
hostname (config) # aaa accounting include any inside 0 0 0 0 tplusl

( ) #

hostname (config aaa authorization match myacl inside tplusl

In this example, the first command statement defines the tplusl server group as a TACACS+ group. The
second command specifies that the authentication server with the IP address 10.1.1.10 resides on the
inside interface and is in the tplusl server group. The next two command statements specify that any
connections traversing the inside interface to any foreign host are authenticated using the tplusl server
group, and that all these connections are logged in the accounting database. The last command statement
specifies that any connections that match the ACEs in myacl are authorized by the AAA serversin the
tplusl server group.

Related Commands ~ Command Description

aaa authorization Enable or disable user authorization.

clear configure aaa Reset all aaa configuration parameters to the default values.

clear uauth Delete AAA authorization and authentication caches for one user or all
users, which forces users to reauthenticate the next time that they create a
connection.

show running-config  Display the AAA configuration.

aaa

show uauth Display the username provided to the authorization server for

authentication and authorization purposes, the |P address to which the
usernameisbound, and whether the user isonly authenticated or has cached
services.
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aaa local authentication attempts max-fail

To limit the number of consecutive failed local login attempts that the security appliance allows any

given user account (with the exception of users with a privilege level of 15; this feature does not affect
level 15 users), use the aaa local authentication attempts max-fail command in global configuration
mode. This command only affects authentication with thelocal user database. To disable thisfeature and
allow an unlimited number of consecutive failed local login attempts, use the no form of this command.

aaa local authentication attempts max-fail number

Syntax Description number The maximum number of times a user can enter a wrong password before
being locked out. This number can be in the range 1-16.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(2) This command was introduced.
Usage Guidelines If you omit this command, there is no limit on the number of times a user can enter an incorrect
password.

After a user makes the configured number of attempts with the wrong password, the user is locked out
and cannot log in successfully until the administrator unlocks the username. Locking or unlocking a
username results in a system log message.

Users with aprivilege level of 15 are not affected by this command; they cannot be locked out.

The number of failed attempts resets to zero and the lockout status resets to No when the user
successfully authenticates or when the security appliance reboots.

Examples The following example shows use of the aaa local authentication attempts max-limits command to set
the maximum number of failed attempts allowed to 2:

hostname (config) # aaa local authentication attempts max-limits 2
hostname (config) #
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Related Commands

Command

Description

clear aaalocal user
lockout

Clearsthelockout status of the specified users and set their failed-attempts
counter to 0.

clear aaalocal user
fail-attempts

Resets the number of failed user authentication attempts to zero without
modifying the user’s locked-out status.

show aaa local user

Shows the list of usernames that are currently locked.

| oL-12173-03
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aaa mac-exempt

To specify the use of a predefined list of MAC addresses to exempt from authentication and
authorization, use the aaa mac-exempt command in global configuration mode. You can only add one
aaa mac-exempt command. To disable the use of alist of MAC addresses, use the no form of this
command.

aaa mac-exempt match id

no aaa mac-exempt match id

Syntax Description id Specifies aMAC list number configured with the mac-list command.
Defaults No default behaviors or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines Configure the MAC list number using the mac-list command before using the aaa mac-exempt
command. Permit entries in the MAC list exempt the MAC addresses from authentication and
authorization, while deny entries require authentication and authorization for the MAC address, if
enabled. Because you can only add one instance of the aaa mac-exempt command, be sure that your
MAC list includes all the MAC addresses you want to exempt.

Examples The following example bypasses authentication for a single MAC address:
hostname (config) # mac-list abc permit 00a0.c95d.0282 ffff.ffff.ffff
hostname (config)# aaa mac-exempt match abc
The following entry bypasses authentication for all Cisco IP Phones, which have the hardware 1D
0003.E3:
hostname (config) # mac-list acd permit 0003.E300.0000 FFFF.FF00.0000

hostname (config) # aaa mac-exempt match acd

The following example bypasses authentication for a a group of MAC addresses except for
00a0.¢95d.02b2:
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hostname (config) # mac-1list 1 deny 00a0.c95d.0282 ffff.ffff.ffff
hostname (config) # mac-list 1 permit 00a0.c95d.0000 ff£ff.££££.0000
hostname (config) # aaa mac-exempt match 1

Related Commands Command Description
aaa authentication Enables user authentication.
aaa authorization Enables user authorization services.

aaa mac-exempt Exempts alist of MAC addresses from authentication and authorization.
show running-config Displaysalist of MAC addresses previously specified in the mac-list
mac-list command.

mac-list Specifies alist of MAC addresses to be used to exempt MAC addresses from

authentication and/or authorization.
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aaa proxy-limit

To manually configure the uauth session limit by setting the maximum number of concurrent proxy
connections allowed per user, use the aaa proxy-limit command in global configuration mode. To
disable proxies, use the disable parameter. To return to the default proxy-limit value (16), use the no
form of this command.

aaa proxy-limit proxy_limit
aaa proxy-limit disable

no aaa proxy-limit

Syntax Description

Defaults

Command Modes

disable No proxies allowed.
proxy_limit Specify the number of concurrent proxy connections allowed per user, from 1
to 128.

The default proxy-limit value is 16.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

Related Commands

If asource addressisaproxy server, consider excluding this | P address from authentication or increasing
the number of allowable outstanding AAA requests.

The following example shows how to set the maximum number of outstanding authentication requests
allowed per user:

hostname (config) # aaa proxy-limit 6
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Command Description

aaa authentication  Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or ASDM user
authentication

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.
aaa-server host Specifies a AAA server.
clear configureaaa Remove/reset the configured AAA accounting values.

show running-config Display the AAA configuration.
aaa
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aaa-Server

TocreateaAAA server group and configure AAA server parametersthat are group-specific and common
to all group hosts, use the aaa-ser ver command in global configuration mode. To remove the designated
group, use the no form of this command.

aaa-server server-tag pl’OtOCO| server-protocol

no aaa-server server-tag protocol server-protocol

Syntax Description server-tag Specifies the server group name, which is matched by the name specified by
the aaa-server host commands. Other AAA commands make reference to the
AAA server group name.

protocol Specifies the AAA protocol that the servers in the group support:
server-protocol - http-form
- kerberos
- ldap
e nt
- radius
e odi
- tacacs+
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.1(1) The http-form protocol was added.

Usage Guidelines You control AAA server configuration by defining a AAA server group protocol with the aaa-server
command, and then you add servers to the group using the aaa-server host command.

You can have up to 15 server groups in single mode or 4 server groups per context in multiple mode.
Each group can have up to 16 serversin single mode or 4 serversin multiple mode. When auser logsin,
the servers are accessed one at atime starting with the first server you specify in the configuration, until
a server responds.
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Examples

aaa-server M

The following example shows the use of the aaa-server command to modify details of a TACACS+

server group configuration:

hostname (config) # aaa-server svrgrpl protocol tacacs+

hostname
hostname

(
(
(
(

config-aaa-server-group)# accounting-mode simultaneous
config-aaa-server-group)# reactivation mode timed

hostname (config-aaa-server-group)# max-failed attempts 2

Related Commands

Command

Description

accounting-mode

Indicates whether accounting messages are sent to a single server (single
mode) or sent to all servers in the group (simultaneous mode).

reactivation-mode

Specifes the method by which failed servers are reactivated.

max-failed-attempts

Specifies the number of failuresthat will be tolerated for any given server
in the server group before that server is deactivated.

clear configure
aaa-server

Removes all AAA server configurations.

show running-config
aaa-server

Displays AAA server statisticsfor all AAA servers, for aparticular server
group, for aparticular server within a particular group, or for a particular
protocol.

| oL-12173-03
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aaa-server active, fail

To reactivate a AAA server that is marked failed, use the aaa-server active command in privileged
EXEC mode. To fail an active server, use the aaa-server fail command in privileged EXEC mode.

aaa-server server_tag [active | fail] host {server_ip | name}

Syntax Description active Sets the server to an active state.
fail Sets the server to afailed state.
host Specifies the host |P address name or |P address.
name Specifies the name of the server using either aname assigned locally using the

name command or a DNS name. Maximum charactersis 128 for DNS names
and 63 characters for names assigned using the name command.

server_ip Specifies the |P address of the AAA server.

server_tag Specifies a symbolic name of the server group, which is matched by the name
specified by the aaa-server command.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . . —
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines Without this command, serversin agroup that failed remain in afailed state until all serversinthe group
fail, after which all are reactivated.

Examples The following example shows the state for server 192.168.125.60, and manually reactivates it:

hostname# show aaa-server groupl host 192.68.125.60

Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: FAILED. Server disabled at 11:10:08 UTC Fri Aug 22

hostname# aaa-server active host 192.168.125.60
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hostname# show aaa-server groupl host 192.68.125.60

Server Group: groupl
Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: ACTIVE

(admin initiated). Last Transaction at 11:40:09 UTC Fri Aug 22

Related Commands

Command

Description

aaa-server

Creates and modifies AAA server groups.

clear configure
aaa-server

Removes all AAA-server configuration.

show running-config
aaa-server

Displays AAA server statisticsfor all AAA servers, for aparticular server
group, for a particular server within a particular group, or for a particular
protocol
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aaa-server host

To configure a AAA server as part of a AAA server group and to configure AAA server parameters that
are host-specific, use the aaa-server host command in global configuration mode. When you use the
aaa-server host command, you enter the aaa-server host configuration mode, from which you can
specify and manage host-specific AAA server connection data. To remove a host configuration, use the
no form of this command.

aaa-server server-tag [(interface-name)] host { server-ip | name} [key] [timeout seconds]

no aaa-server server-tag [(interface-name)] host { server-ip | name} [key] [timeout seconds]

Syntax Description (interface-name) (Optional) Specifies the network interface where the authentication server
resides. The parentheses are required in this parameter. If you do not specify
an interface, the default isinside, if available.

key (Optional) Specifies a case-sensitive, alphanumeric keyword of up to 127
characters that is the same value as the key on the RADIUS or TACACS+
server. Any characters entered past 127 are ignored. The key is used between
the security appliance and the server for encrypting data between them. the key
must be the same on both the security appliance and server systems. Spaces are
not permitted in the key, but other special characters are allowed. You can add
or modify the key using the key command in host mode.

name Specifies the name of the server using either aname assigned locally using the
name command or a DNS name. Maximum characters is 128 for DNS names
and 63 characters for names assigned using the name command.

server-ip Specifies the | P address of the AAA server.

server-tag Specifies a symbolic name of the server group, which is matched by the name
specified by the aaa-server command.

timeout seconds (Optional) Thetimeout interval for the request. Thisisthetime after which the

security appliance gives up on the request to the primary AAA server. If there
isastandby AAA server, the security appliance sends the request to the backup
server. You can modify thetimeout interval using the timeout command in host
mode.

Defaults The default timeout value is 10 seconds.
The default interface is inside.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
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Command History

Usage Guidelines

Examples

Note

Release Modification
7.2(2) Support for DNS names was added.

You control AAA server configuration by defining a AAA server group with the aaa-server command,
and then you add servers to the group using the aaa-server host command.

You can have up to 15 server groups in single mode or 4 server groups per context in multiple mode.
Each group can have up to 16 serversin single mode or 4 serversin multiple mode. When a user logsin,
the servers are accessed one at atime starting with the first server you specify in the configuration, until
a server responds.

After you enter the aaa-server host command, you can configure host-specific parameters.

The following example configures a Kerberos AAA server group named “watchdogs’, adds a AAA
server to the group, and defines the Kerberos realm for the server.

Kerberos realm names use numbers and upper-case letters only. Although the security appliance accepts
lower-case | etters for arealm name, it does not translate lower-case | etters to upper-case letters. Be sure
to use upper-case letters only.

hostname (config) # aaa-server watchdogs protocol kerberos
config-aaa-server-group) # exit
config) # aaa-server watchdogs host 192.168.3.4

config-aaa-server-host)# kerberos-realm EXAMPLE.COM

hostname
hostname
hostname

The following example configures an SDI AAA server group named “svrgrpl”, and then addsa AAA
server to the group, sets the timeout interval to 6 seconds, sets the retry interval to 7 seconds, and
configures the SDI version to version 5.

hostname (config) # aaa-server svrgrpl protocol sdi
config-aaa-server-group) # exit
config)# aaa-server svrgrpl host 192.168.3.4

config-aaa-server-host)# timeout 6

hostname
hostname
hostname
hostname
hostname

config-aaa-server-host)# retry-interval 7
config-aaa-server-host)# sdi-version sdi-5

Related Commands

Command Description

aaa-server Creates and modifies AAA server groups.

clear configure Removes all AAA-server configuration.

aaa-server

show running-config Displays AAA server statisticsfor all AAA servers, for aparticular server

aaa-server group, for a particular server within a particular group, or for a particular
protocol.
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absolute

To define an absolute time when atime range is in effect, use the absolute command in time-range
configuration mode. To disable, use the no form of this command.

absolute [end time date] [start time date]

no absolute

Syntax Description

Defaults

Command Modes

date  Specifiesthe datein the format day month year; for example, 1 January 2006. The valid range
of yearsis 1993 through 2035.

time  Specifiesthetimeintheformat HH:MM. For example, 8:00is8:00 a.m. and 20:00is8:00 p.m.

If no start time and date are specified, the permit or deny statement isin effect immediately and always
on. Similarly, the maximum end timeis 23:59 31 December 2035. If no end time and date are specified,
the associated permit or deny statement isin effect indefinitely.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Time-range configuration . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Examples

Related Commands

To implement atime-based ACL, use the time-range command to define specific times of the day and
week. Then use the with the access-list extended time-range command to bind the time range to an
ACL.

The following example activates an ACL at 8:00 a.m. on 1 January 2006:

hostname (config-time-range)# absolute start 8:00 1 January 2006

Because no end time and date are specified, the associated ACL is in effect indefinitely.
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Command Description

access-list extended Configures apolicy for permitting or denying I P traffic through the security
appliance.

default Restores default settings for the time-range command absolute and
periodic keywords.

periodic Specifies arecurring (weekly) time range for functions that support the
time-range feature.

time-range Defines access control to the security appliance based on time.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 2 aaa accounting command through accounting-server-group Commands |

M accept-subordinates

accept-subordinates

To configure the security appliance to accept subordinate CA certificates if delivered during phase one
IKE exchange when not previously installed on the device, use the accept-subordinates command in
crypto ca trustpoint configuration mode. To restore the default setting, use the no form of the command.

accept-subordinates

no accept-subordinates

Syntax Description This command has no arguments or keywords.

Defaults The default setting is on (subordinate certificates are accepted).
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Crypto ca trustpoint . . . — —
configuration

Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines During phase 1 processing, an IKE peer might pass both a subordinate certificate and an identity
certificate. The subordinate certificate might not be installed on the security appliance. This command
lets an administrator support subordinate CA certificates that are not configured as trustpoints on the
device without requiring that all subordinate CA certificates of all established trustpoints be acceptable;
in other words, this command | ets the device authenticate a certificate chain without installing the entire
chain locally.

Examples The following example enters crypto catrustpoint configuration mode for trustpoint central, and allows
the security appliance to accept subordinate certificates for trustpoint central:
hostname (config) # crypto ca trustpoint central

hostname (ca-trustpoint)# accept-subordinates
hostname (ca-trustpoint) #

Related Commands ~ Command Description

crypto ca trustpoint Enters trustpoint configuration mode.
default enrollment Returns enrollment parameters to their defaults.
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access-group

To bind an access list to an interface, use the access-group command in global configuration mode. To
unbind an access list from the interface, use the no form of this command.

access-group access-list {in | out} interface interface_name [per-user-override | control-plane]

no access-group access-list {in | out} interface interface_name

Syntax Description

Defaults

Command Modes

access-list Accesslistid.

control-plane (Optional) Specifiesif theruleisfor to-the-box traffic.

in Filters the inbound packets at the specified interface.

interface Name of the network interface.

interface-name

out Filters the outbound packets at the specified interface.

per-user-override (Optional) Allows downloadable user access lists to override the access list

applied to the interface.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

The access-group command binds an access list to an interface. The access list is applied to traffic
inbound to an interface. If you enter the per mit option in an access-list command statement, the security
appliance continues to process the packet. If you enter the deny option in an access-list command
statement, the security appliance discards the packet and generates the following syslog message.

$hostname-4-106019: IP packet from source addr to destination addr, protocol
protocol received from interface interface name deny by access-group id

The per-user-override option allows downloaded access lists to override the access list applied to the
interface. If the per-user-override optional argument is not present, the security appliance preserves the
existing filtering behavior. When per-user-override is present, the security appliance allows the per mit
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Note

Note

Examples

or deny status from the per-user access-list (if one is downloaded) associated to a user to override the
permit or deny status from the access-group command associated accesslist. Additionally, thefollowing
rules are observed:

- Atthetimeapacket arrives, if thereisno per-user accesslist associated with the packet, the interface
access list will be applied.

» The per-user access list is governed by the timeout value specified by the uauth option of the
timeout command but it can be overridden by the AAA per-user session timeout value.

» Existing access list log behavior will be the same. For example, if user traffic is denied because of
a per-user access list, syslog message 109025 will be logged. If user traffic is permitted, no syslog
message is generated. The log option in the per-user access-list will have no effect.

Always use the access-list command with the access-group command.

The access-group command binds an access list to an interface. The in keyword applies the access list
to the traffic on the specified interface. The out keyword applies the access list to the outbound traffic.

If all of the functional entries (the permit and deny statements) are removed from an access list that is
referenced by one or more access-group commands, the access-group commands are automatically
removed from the configuration. The access-group command cannot reference empty access lists or
access lists that contain only aremark.

The no access-group command unbinds the access list from the interface interface_name.

The show running config access-group command displays the current access list bound to the
interfaces.

The clear configure access-group command removes all the access lists from the interfaces.

Access control rules for to-the-box management traffic (defined by such commands as http, ssh, or
telnet) have higher precedence than an access|ist applied with the control-plane option. Therefore, such
permitted management traffic will be allowed to come in even if explicitly denied by the to-the-box
access list.

The following example shows how to use the access-group command:

hostname (config) # static (inside,outside) 209.165.201.3 10.1.1.3
hostname (config)# access-list acl out permit tcp any host 209.165.201.3 eq 80
hostname (config)# access-group acl out in interface outside

The static command provides a global address of 209.165.201.3 for the web server at 10.1.1.3. The
access-list command lets any host access the global address using port 80. The access-group command
specifies that the access-list command applies to traffic entering the outside interface.

Related Commands

Command Description

access-list extended Creates an access list, or uses a downloadable access list.
clear configure Removes access groups from all the interfaces.
access-group

show running-config  Displays the context group members.
access-group
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access-list alert-interval

To specify the time interval between deny flow maximum messages, use the access-list alert-interval
command in global configuration mode. To return to the default settings, use the no form of this
command.

access-list alert-interval secs

no access-list alert-interval

Syntax Description secs Time interval between deny flow maximum message generation; valid
values are from 1 to 3600 seconds. The default value is 300 seconds.

Defaults The default is 300 seconds.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines The access-list alert-interval command sets the time interval for generating the system log message
106001. The system log message 106001 alerts you that the adaptive security appliance has reached a
deny flow maximum. When the deny flow maximum is reached, another system log message 106001 is
generated if at |east secs seconds have passed since the last 106001 message was generated.

See the access-list deny-flow-max command for information about the deny flow maximum message
generation.

Examples The following example shows how to specify the time interval between deny flow maximum messages:

hostname (config) # access-list alert-interval 30

Related Commands
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Command Description
access-list Specifies the maximum number of concurrent deny flows that can be
deny-flow-max created.

access-list extended Adds an access list to the configuration and is used to configure policy for
I P traffic through the adaptive security appliance.

clear access-group Clears an access list counter.

clear configure Clears access lists from the running configuration.
access-list

show access-list Displays the access list entries by humber.
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access-list deny-flow-max

Syntax Description

Defaults

Command Modes

To specify the maximum number of concurrent deny flows that can be created, use the access-list
deny-flow-max command in global configuration mode. To return to the default settings, use the no
form of this command.

access-list deny-flow-max

no access-list deny-flow-max

This command has no arguments or keywords.

The default is 4096 concurrent deny flows.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

System log message 106101 is generated when the adaptive security appliance has reached the maximum
number, n, of ACL deny flows.

The following example shows how to specify the maximum number of concurrent deny flows that can
be created:

hostname (config)# access-list deny-flow-max 256

Related Commands

Command Description

access-list extended Adds an access list to the configuration and is used to configure policy for
I P traffic through the adaptive security appliance.

clear access-group Clears an access list counter.
clear configure Clears access lists from the running configuration.
access-list
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Command Description

show access-list Displays the access list entries by humber.

show running-config  Displays the current running access-list configuration.
access-list
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access-list ethertype

To configure an access list that controls traffic based on its EtherType, use the access-list ethertype
command in global configuration mode. To remove the access list, use the no form of this command.

access-list id ethertype {deny | permit} {ipx | bpdu | mpls-unicast | mpls-multicast | any |
hex_number}

no access-list id ethertype {deny | permit} {ipx | bpdu | mpls-unicast | mpls-multicast | any |

hex_number}
Syntax Description any Specifies access to anyone.
bpdu Specifies access to bridge protocol data units. By default, BPDUs are
denied.
deny Denies access if the conditions are matched.
hex_number Indicates a 16-bit hexadecimal number greater than or equal to 0x600, by
which an EtherType can be identified.
id Lists the name or number of an access list.
ipx Specifies access to 1PX.
mpls-multicast Specifies access to MPL S multicast.
mpls-unicast Specifies access to MPLS unicast.
permit Permits access if the conditions are matched.
Defaults The defaults are as follows:

» The adaptive security appliance denies all packets on the originating interface unless you
specifically permit access.

« ACL logging generates system log message 106023 for denied packets—deny packets must be
present to log denied packets.

When the log optional keyword is specified, the default severity level for system log message 106100 is
6 (informational).

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration — . . . —
Command History Release Modification
7.0(1) This command was introduced.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 2 aaa accounting command through accounting-server-group Commands |

M access-list ethertype

Usage Guidelines The adaptive security appliance can control any EtherType identified by a 16-bit hexadecimal number.
EtherType ACL s support Ethernet V2 frames. The 802.3-formatted frames are not handled by the ACL,
because they use alength field instead of atype field. Bridge protocol data units, which are handled by
the ACL, are the only exception; they are SNAP-encapsulated, and the adaptive security applianceis
designed to specifically handle BPDUSs.

Because EtherTypes are connectionless, you need to apply the ACL to both interfacesif you want traffic
to pass in both directions.

If you allow MPLS, ensure that LDP and TDP TCP connections are established through the adaptive
security appliance by configuring both MPL S routers connected to the adaptive security appliance to use
the IP address on the adaptive security appliance interface as the router-1D for LDP or TDP sessions.
(LDP and TDP alow MPLS routers to negotiate the labels (addresses) used to forward packets.)

You can apply only one ACL of each type (extended and EtherType) to each direction of an interface.
You can also apply the same ACLs on multiple interfaces.

Note  If an EtherType access list is configured with the deny all command, all Ethernet frames are discarded.
Only physical protocoal traffic, such as auto-negotiation, is still allowed.

Examples The following example shows how to add an EtherType access list:

hostname (config)# access-list ETHER ethertype permit ipx

( )
hostname (config) # access-list ETHER ethertype permit bpdu
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

Related Commands ~ Command Description
access-group Binds the access list to an interface.
clear access-group Clears access list counters.
clear configure Clears an access list from the running configuration.
access-list
show access-list Displays the access list entries by number.
show running-config  Displays the current running access-list configuration.
access-list
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access-list extended

To add an Access Control Entry, use the access-list extended command in global configuration mode.
An access list is made up of one or more ACEs with the same access list ID. Access lists are used to

control network access or to specify traffic for many features to act upon. To remove an ACE, usethe no
form of this command. To remove the entire access list, use the clear configure access-list command.

access-list id [line line-number] [extended] {deny | per mit}
{ protocol | object-group protocol_obj_grp_id}
{src_ip mask | inter face ifc_name | object-group network_obj_grp_id}
[operator port | object-group service obj_grp_id]
{dest_ip mask | interface ifc_name | object-group network_obj_grp _id}
[operator port | object-group service obj_grp_id | object-group icmp_type obj_grp_id]
[log [[level] [interval secs] | disable | default]]
[inactive | time-range time_range _name]

no access-list id [line line-number] [extended] {deny | permit} {tcp | udp}
{src_ip mask | inter face ifc_name | object-group network_obj_grp_id}
[operator port] | object-group service _obj_grp_id]
{dest_ip mask | interface ifc_name | object-group network_obj_grp_id}
[operator port | object-group service obj_grp_id | object-group icmp_type obj_grp_id]
[log [[level] [interval secs] | disable | default]]
[inactive | time-range time_range name]

Syntax Description

default

(Optional) Sets logging to the default method, which is to generate system
log message 106023 for each denied packet.

deny

Denies a packet if the conditions are matched. In the case of network access
(the access-gr oup command), thiskeyword preventsthe packet from passing
through the adaptive security appliance. In the case of applying application
inspection to a class map (the class-map and inspect commands), this
keyword exempts the traffic from inspection. Some features do not allow
deny ACEs to be used, such as NAT. See the command documentation for
each feature that uses an access list for more information.

dest_ip

Specifies the |P address of the network or host to which the packet is being
sent. Enter the host keyword before the |P address to specify a single
address. In this case, do not enter a mask. Enter the any keyword instead of
the address and mask to specify any address.

disable

(Optional) Disables logging for this ACE.

extended

(Optional) Adds an ACE.

icmp_type

(Optional) If the protocol is ICMP, specifies the ICMP type.

id

Specifies the access list ID, as a string or integer up to 241 charactersin
length. The ID is case-sensitive.

Tip Use all capital lettersto see the access list ID better in your
configuration.

inactive

(Optional) Disablesan ACE. To reenableit, enter the entire ACE without the
inactive keyword. This feature lets you keep arecord of an inactive ACE in
your configuration to make reenabling easier.
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interface ifc_name Specifies the interface address as the source or destination address.

Note  You must specify the interface keyword instead of specifying the
actual 1P address in the access list when the traffic destination is a
device interface.

interval secs (Optional) Specifiesthelog interval at which to generate system log message
106100. Valid values are from 1 to 600 seconds. The default is 300.

level (Optional) Sets the system log message 106100 severity level from 0 to 7.
The default level is 6 (informational).

line line-num (Optional) Specifies the line number at which to insert the ACE. If you do

not specify aline number, the ACE is added to the end of the accesslist. The
line number is not saved in the configuration; it only specifieswhereto insert
the ACE.

log (Optional) Sets logging options when a ACE matches a packet for network
access (an access list applied with the access-group command). If you enter
the log keyword without any arguments, you enable system log message
106100 at the default level (6) and for the default interval (300 seconds). If
you do not enter the log keyword, then the default system log message
106023 is generated.

mask The subnet mask for the |P address. When you specify a network mask, the
method is different from the Cisco 10S software access-list command. The
adaptve security appliance uses anetwork mask (for example, 255.255.255.0
for a Class C mask). The Cisco |OS mask uses wildcard bits (for example,

0.0.0.255).
object-group (Optional) If the protocol is ICMP, specifies the identifier of an ICMP-type
icmp_type_obj_grp_id object group. See the object-group icmp-type command to add an object
group.
object-group Specifies the identifier of an network object group. See the object-group
network_obj grp_id networ k command to add an object group.
object-group Specifies the identifier of a protocol object group. See the object-group
protocol_obj_grp_id protocol command to add an object group.
object-group (Optional) If you set the protocol to TCP or UDP, specifies the identifier of
service_obj_grp_id a service object group. See the object-group service command to add an
object group.
operator (Optional) Matches the port numbers used by the source or destination. The

permitted operators are as follows:
e It—lessthan
- gt—aqgreater than
* eg—equal to
* neg—not equal to

- range—an inclusive range of values. When you use this operator,
specify two port numbers, for example:

range 100 200
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permit Permits a packet if the conditions are matched. In the case of network access
(the access-group command), this keyword | ets the packet pass through the
adaptive security appliance. In the case of applying application inspection to
aclass map (the class-map and inspect commands), this keyword applies
inspection to the packet.

port (Optional) If you set the protocol to TCP or UDP, specifies the integer or
name of a TCP or UDP port. DNS, Discard, Echo, Ident, NTP, RPC,
SUNRPC, and Talk each require one definition for TCP and one for UDP.
TACACS+ requires one definition for port 49 on TCP.

Defaults

Command Modes

protocol Specifies the IP protocol name or number. For example, UDPis 17, TCPis
6, and EGPis 47.
src_ip Specifies the | P address of the network or host from which the packet is

being sent. Enter the host keyword before the IP address to specify asingle
address. In this case, do not enter a mask. Enter the any keyword instead of
the address and mask to specify any address.

time-range (Optional) Schedules each ACE to be activated at specific times of the day
time_range_name and week by applying a time range to the ACE. See the time-range
command for information about defining a time range.

The defaults are as follows:

« ACE logging generates system log message 106023 for denied packets. A deny ACE must be
present to log denied packets.

- When the log keyword is specified, the default level for system log message 106100 is 6
(informational), and the default interval is 300 seconds.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Each ACE that you enter for agiven access list name is appended to the end of the access list, unlessyou
specify the line number in the ACE.

The order of ACEs isimportant. When the adaptive security appliance decides whether to forward or

drop a packet, the adaptive security appliance tests the packet with each ACE in the order in which the
entries are listed. After amatch isfound, no more ACEs are checked. For example, if you create an ACE
at the beginning of an accesslist that explicitly permitsall traffic, no further statements are ever checked.
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Note

Access lists have an implicit deny at the end of the list, so unless you explicitly permit it, traffic cannot
pass. For example, if you want to allow all users to access a network through the adaptive security
appliance except for particular addresses, then you need to deny the particular addresses and permit all
others.

When you use NAT, the | P addresses you specify for an access list depend on the interface to which the
accesslist is attached; you need to use addresses that are valid on the network connected to theinterface.
This guideline applies for both inbound and outbound access groups—the direction does not determine
the address used, only the interface does.

For TCP and UDP connections, you do not need an access list to allow returning traffic, because the
FWSM allows all returning traffic for established, bidirectional connections. For connectionless
protocols such as | CMP, however, the adaptive security appliance establishes unidirectional sessions, so
you either need access lists to allow ICMP in both directions (by applying access lists to the source and
destination interfaces), or you need to enable the ICMP inspection engine. The ICMP inspection engine
treats ICMP sessions as bidirectional connections.

Because ICMPisaconnectionless protocol, you either need accessliststo allow ICMPin both directions
(by applying access lists to the source and destination interfaces), or you need to enable the ICMP
inspection engine. The ICMP inspection engine treats | CM P sessions as stateful connections. To control
pinging, specify echo-reply (0) (adaptive security applianceto host) or echo (8) (host to adaptiv security
appliance). See Table 1 for alist of ICMP types.

You can apply only one access list of each type (extended and EtherType) to each direction of an
interface. You can apply the same access lists on multiple interfaces. See the access-group command for
more information about applying an access list to an interface.

If you change the access list configuration, and you do not want to wait for existing connectionsto time
out before the new access list information is used, you can clear the connections using the clear
local-host command.

Table 1 lists the possible ICMP types values.

Table 2-1 ICMP Type Literals
ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation
11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
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Table 2-1 ICMP Type Literals (continued)

ICMP Type Literal
16 information-reply

17 mask-request

18 mask-reply

30 traceroute

31 conversion-error
32 mobile-redirect

The following access list allows all hosts (on the interface to which you apply the access list) to go
through the adaptive security appliance:

hostname (config)# access-list ACL IN extended permit ip any any

The following sample access list prevents hosts on 192.168.1.0/24 from accessing the 209.165.201.0/27
network. All other addresses are permitted.
hostname (config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0

209.165.201.0 255.255.255.224
hostname (config)# access-list ACL_IN extended permit ip any any

If you want to restrict access to only some hosts, then enter alimited per mit ACE. By default, all other
traffic is denied unless explicitly permitted.

hostname (config)# access-list ACL_ IN extended permit ip 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224

The following access list restricts all hosts (on the interface to which you apply the access list) from
accessing awebsite at address 209.165.201.29. All other traffic is allowed.

hostname (config)# access-list ACL_ IN extended deny tcp any host 209.165.201.29 eq www
hostname (config)# access-list ACL_IN extended permit ip any any

The following access list that uses object groups restricts several hosts on the inside network from
accessing several web servers. All other traffic is allowed.

hostname (config-network)# access-list ACL IN extended deny tcp object-group denied
object-group web eq www

hostname (config)# access-list ACL IN extended permit ip any any

hostname (config)# access-group ACL IN in interface inside

To temporarily disable an accesslist that permitstraffic from one group of network objects (A) to another
group of network objects (B):

hostname (config) # access-1list 104 permit ip host object-group A object-group B inactive

To implement atime-based access list, use the time-range command to define specific times of the day
and week. Then use the access-list extended command to bind the time range to an access list. The
following example binds an access list named “ Sales” to atime range named “New_York_Minute”:
hostname (config) # access-list Sales line 1 extended deny tcp host 209.165.200.225 host

209.165.201.1 time-range New York Minute
hostname (config) #

See the time-range command for more information about how to define a time range.
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Related Commands Command

Description

access-group

Binds the access list to an interface.

clear access-group

Clears an access list counter.

clear configure
access-list

Clears an access list from the running configuration.

show access-list

Displays ACEs by number.

show running-config
access-list

Displays the current running access-list configuration.
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To specify the text of aremark to add before or after an access-list extended command, use the
access-list remar k command in global configuration mode. To del ete the remark, usetheno form of this

command.

access-list id [line line-num] remark text

no access-list id [line line-num] remark [text]

access-listremark W

Syntax Description

Defaults

Command Modes

id Name of an access list.

line line-num (Optional) The line number at which to insert aremark or an access control

element (ACE).

remark text Text of the remark to add before or after an access-list extended command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

Related Commands

The remark text must contain at least one non-space character; an empty remark is not allowed. The
remark text can be up to 100 characters long, including spaces and punctuation.

You cannot use the access-group command on an ACL that includes a remark only.

The following example shows how to specify the text of aremark to add before or after an access-list

command:

hostname (config) # access-list 77 remark checklist
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Command Description

access-list extended Adds an access list to the configuration and is used to configure policy for
I P traffic through the adaptive security appliance.

clear access-group Clears an access list counter.

clear configure Clears access lists from the running configuration.
access-list

show access-list Displays the access list entries by number.

show running-config  Displays the current running access-list configuration.
access-list
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access-list rename

To rename an access list, use the access-list rename command in global configuration mode.

access-list id rename new_acl_id

Syntax Description

Defaults

Command Modes

id Name of an existing access list.

rename new_acl_id Specifies the new accesslist ID, as a string or integer up to 241 characters
long. The ID is case-sensitive.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

Examples

If the access list is renamed to the same name, the adaptive security appliance will silently ignore the
command.

The following example shows how to rename an access list from TEST to OUTSIDE:

hostname (config) # access-list TEST rename OUTSIDE

Related Commands

Command Description

access-list extended Adds an access list to the configuration and is used to configure policy for
I P traffic through the adaptive security appliance.

clear access-group Clears an access list counter.

clear configure Clears access lists from the running configuration.
access-list

show access-list Displays the access list entries by number.

show running-config  Displays the current running access-list configuration.
access-list
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access-list standard

To add an access list to identify the destination | P addresses of OSPF routes, which can be used in aroute
map for OSPF redistribution, use the access-list standard command in global configuration mode. To
remove the access list, use the no form of this command.

access-list id standard [line line-num] {deny | permit} {any | host ip_address | ip_address
subnet_mask}

no access-list id standard [line line-num] {deny | permit} {any | host ip_address | ip_address

subnet_mask}
Syntax Description any Specifies access to anyone.
deny Denies access if the conditions are matched.
host ip_address Specifies access to a host 1P address (optional).
id Name or number of an access list.
ip_address ip_mask Specifies access to a specific |P address (optional) and subnet mask.
line line-num (Optional) The line number at which to insert an ACE.
permit Permits access if the conditions are matched.
Defaults The defaults are as follows:

» The adaptive security appliance denies all packets on the originating interface unless you
specifically permit access.

« ACL logging generates system log message 106023 for denied packets—deny packets must be
present to log denied packets.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines When used with the access-group command, the deny keyword does not allow a packet to traverse the
adaptive security appliance. By default, the adaptive security appliance denies all packets on the
originating interface unless you specifically permit access.

Use the following guidelines for specifying a source, local, or destination address:
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Examples

access-list standard

» Use a 32-hit quantity in four-part, dotted-decimal format.

» Usethe keyword any as an abbreviation for an address and mask of 0.0.0.0 0.0.0.0.
» Usethehost ip_address option as an abbreviation for a mask of 255.255.255.255.

The following example shows how to deny IP traffic through the adaptive security appliance:

hostname (config) # access-list 77 standard deny

The following example shows how to permit | P traffic through the adaptive security appliance if

conditions are matched:

hostname (config) # access-list 77 standard permit

The following example shows how to specify a destination address:

hostname (config) # access-list 77 standard permit host 10.1.10.123

Related Commands

Command

Description

access-group

Defines object groups that you can use to optimize your configuration.

clear access-group

Clears an access list counter.

clear configure
access-list

Clears access lists from the running configuration.

show access-list

Displays the access list entries by number.

show running-config
access-list

Displays the current running access-list configuration.
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access-list webtype

To add an access list to the configuration that supports filtering for clientless SSL VPN, use the
access-list webtype command in global configuration mode. To remove the access list, use the no form
of this command.

access-list id webtype {deny | permit} url [url_string | any] [log [[disable | default] | level]
[interval secs] [time_range hame]]

no access-list id webtype {deny | permit} url [url_string | any] [log [[disable | default] | level]
[interval secs] [time_range hame]]

access-list id webtype{deny | permit} tcp [host ip_address|ip_address subnet_mask | any] [oper
port [port]] [log [[disable | default] | level] [interval secs] [time_range name]]

no access-list id webtype {deny | permit} tcp [host ip_address | ip_address subnet_mask | any]
[oper port [port]] [log [[disable | default] | level] [interval secs] [time_range name]]

Syntax Description any Specifies all 1P addresses.
any (Optional) Specifiesall URLSs.
deny Denies access if the conditions are matched.
host ip_address Specifies a host |P address.
id Name or number of an access list.
interval secs (Optional) Specifies the time interval at which to generate system log
message 106100; valid values are from 1 to 600 seconds.
ip_address ip_mask Specifies a specific |P address and subnet mask.
log[[disable|default] | (Optional) Specifies that system log message 106100 is generated for the
level] ACE. See the log command for information.
oper Compares ip_address ports. Possible operands include It (less than), gt
(greater than), eq (equal), neq (not equal), and range (inclusive range).
permit Permits access if the conditions are matched.
port Specifies the decimal number or name of a TCP or UDP port.
time_range name (Optional) Specifies a keyword for attaching the time-range option to this
access list element.
url Specifies that a URL be used for filtering.
url_string (Optional) Specifies the URL to be filtered.
Defaults The defaults are as follows:

- The adaptive security appliance denies all packets on the originating interface unless you
specifically permit access.

« ACL logging generates system log message 106023 for denied packets—deny packets must be
present to log denied packets.

« When the log optional keyword is specified, the default level for system log message 106100 is 6
(informational).

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter2 aaaaccounting command through accounting-server-group Commands

access-listwebtype W

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global Configuration . — . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines The access-list webtype command is used to configure clientless SSL VPN filtering. The URL specified
may be full or partial (no file specified), may include wildcards for the server, or may specify a port.

Valid protocol identifiers are: http, https, cifs, imap4, pop3, and smtp. The URL may also contain the
keyword any to refer to any URL. An asterisk may be used to refer to a subcomponent of a DNS name.

Examples The following example shows how to deny access to a specific company URL:

hostname (config)# access-list acl_company webtype deny url http://*.company.com

The following example shows how to deny access to a specific file:

hostname (config)# access-list acl file webtype deny url
https://www.company.com/dir/file.html

The following example shows how to deny HTTP access to any URL through port 8080:

hostname (config)# access-list acl_company webtype deny url http://my-server:8080/*

Related Commands ~ Command Description

access-group Defines object groups that you can use to optimize your configuration.
access-list ethertype  Configures an access list that controls traffic based on its EtherType.

access-list extended Adds an access list to the configuration and configures policy for I P traffic
through the adaptive security appliance.

clear access-group Clears an access list counter.
show running-config  Displays the access-list configuration running on the adaptive security
access-list appliance.
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accounting-mode

To indicate whether accounting messages are sent to a single server (single mode) or sent to all servers
in the group (simultaneous mode), use the accounting-mode command in aaa-server configuration
mode. To remove the accounting mode specification, use the no form of this command.

accounting-mode { simultaneous | single}

Syntax Description simultaneous Sends accounting messages to all serversin the group.

single Sends accounting messages to a single server.
Defaults The default value is single mode.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Aaa-server configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines Use the keyword single to send accounting messages to a single server. Use the keyword simultaneous
to send accounting messages to all serversin the server group.

This command is meaningful only when the server group is used for accounting (RADIUS or
TACACSH).

Examples The following example shows the use of the accounting-mode command to send accounting messages
to all serversin the group:

hostname (config) # aaa-server svrgrpl protocol tacacs+

hostname (config-aaa-server-group)# accounting-mode simultaneous
hostname (config-aaa-server-group) # exit

hostname (config) #

Related Commands ~ Command Description
aaa accounting Enables or disables accounting services.
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accounting-mode Il

aaa-server protocol Enters AAA server group configuration mode, so you can configure
AAA server parameters that are group-specific and common to all
hosts in the group.

clear configure aaa-server Removes all AAA server configuration.
show running-config Displays AAA server statistics for all AAA servers, for a particular
aaa-server server group, for a particular server within a particular group, or for

a particular protocol.
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accounting-port

To specify the port number used for RADIUS accounting for this host, use the accounting-port
command in aaa-server host configuration mode. To remove the authentication port specification, use
the no form of this command. This command specifies the destination TCP/UDP port number of the
remote RADIUS server hosts to which you want to send accounting records.

accounting-port port

no accounting-port

Syntax Description port A port number for RADIUS accounting; the range of valuesis 1- 65535.

Defaults By default, the devicelistens for RADIUS on port 1646 for accounting (in compliance with RFC 2058).
If the port is not specified, the RADIUS accounting default port number (1646) is used.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Aaa-server host configuration . . . . —
Command History Release Modification

7.0(2) This command was introduced.
Usage Guidelines If your RADIUS accounting server uses a port other than 1646, you must configure the security

appliance for the appropriate port prior to starting the RADIUS service with the aaa-server command.
This command is valid only for server groups that are configured for RADIUS.

Examples The following example configures a RADIUS AAA server named “srvgrpl” on host “1.2.3.4”, setsa
timeout of 9 seconds, sets a retry-interval of 7 seconds, and configures accounting port 2222.

hostname (config) # aaa-server svrgrpl protocol radius

hostname (config-aaa-server-group) # aaa-server svrgrpl host 1.2.3.4
hostname (config-aaa-server-host)# timeout 9

hostname (config-aaa-server-host)# retry-interval 7

hostname (config-aaa-server-host)# accounting-port 2222

hostname (config-aaa-server-host)# exit

hostname (config) #

Related Commands
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accounting-port

Command Description

aaa accounting Keeps arecord of which network services a user has
accessed.

aaa-server host Enters AAA server host configuration mode, so you can
configure AAA server parameters that are host-specific.

clear configure Removes al AAA command statements from the

aaa-server configuration.

show running-config Displays AAA server statisticsfor all AAA servers, for a

aaa-server particular server group, for a particular server within a

particular group, or for a particular protocol.
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accounting-server-group

To specify the AAA server group for sending accounting records use the accounting-server-group
command in various modes. To remove accounting servers from the configuration, use the no form of
this command. The security appliance uses accounting to keep track of the network resources that users
access.

accounting-server-group group_tag

no accounting-server-group [group_tag]

Syntax Description group_tag I dentifies the previously configured accounting server or group of servers.
Use the aaa-server command to configure accounting servers.

Defaults No accounting servers are configured by default.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
Smtps configuration . — . — —
Tunnel-group general-attributes | - — . — —
configuration

Command History Release Modification
7.0(1) This command was introduced.
7.1(1) This command is how available in tunnel-group general-attributes

configuration mode, instead of webvpn configuration mode.

Usage Guidelines If you enter this command in webvpn configuration mode, it is transformed to the same command in
tunnel-group general -attributes configuration mode.

Examples The following example entered in tunnel-group-general attributes configuration mode, configures an
accounting server group named “aaa-server123” for an IPSec LAN-to-LAN tunnel group “xyz”:

config)# tunnel-group xyz type IPSec L2L

config)# tunnel-group xyz general-attributes
config-tunnel-general)# accounting-server-group aaa-serverl23
config-tunnel-general)#

hostname
hostname
hostname
hostname
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accounting-server-group Il

The following exampl e shows how to configure POP3S e-mail proxy to use the set of accounting servers
named POP3SSVRS:

hostname (config) # pop3s
hostname (config-pop3s) # accounting-server-group POP3SSVRS

Related Commands Command Description
aaa-server

Configures authentication, authorization, and accounting servers.
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I oL-12173-03 .m



Chapter 2 aaa accounting command through accounting-server-group Commands |

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



CHAPTER 3

acl-netmask-convert through auto-update
timeout Commands

Cisco ASA 5580 Adaptive Security Appliance Command Reference
| oL-12173-03 .m



Chapter 3 acl-netmask-convert through auto-update timeout Commands |

W acl-netmask-convert

acl-netmask-convert

Use the acl-netmask-convert command in aaa-server host configuration mode to specify how the
security appliance treats netmasks received in a downloadable ACL from a RADIUS server which is
accessed by using the aaa-server host command. Use the no form of this command to remove the
speciied behavior for the security appliance.

acl-netmask-convert { auto-detect | standard | wildcard}

no acl-netmask-convert

Syntax Description auto-detect Specifiesthat the security appliance should attempt to determine the type of
netmask expression used. If it detects a wildcard netmask expression, it
converts it to a standard netmask expression. See “Usage Guidelines” for
more information about this keyword.

standard Specifies that the security appliance assumes downloadable ACL s received
from the RADIUS server contain only standard netmask expressions. No
translation from wildcard netmask expressions is performed.

wildcard Specifies that the security appliance assumes downloadable ACL s received
from the RADIUS server contain only wildcard netmask expressions and it
converts them all to standard netmask expressions when the ACLs are

downloaded.
Defaults By default, no conversion from wildcard netmask expressions is performed.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Aaa-server configuration host . . . . —
Command History Release Modification

7.0(4) This command was introduced.

Usage Guidelines Use the acl-netmask-convert command with the wildcard or auto-detect keywords when a RADIUS
server provides downloadable ACL s that contain netmasks in wildcard format. The security appliance
expects downloadable ACL s to contain standard netmask expressions whereas Cisco VPN 3000 series
concentrators expect downloadable ACL s to contain wildcard netmask expressions, which are the
reverse of a standard netmas expression. A wildcard mask has ones in bit positions to ignore, zerosin
bit positions to match.The acl-netmask-convert command hel ps minimize the effects of these
differences upon how you configure downloadable ACLs on your RADIUS servers.
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Examples

acl-netmask-convert W

The auto-detect keyword is helpful when you are uncertain how the RADIUS server is configured;
however, wildcard netmask expressions with “holes” in them cannot be unambiguously detected and
converted. For example, the wildcard netmask 0.0.255.0 permits anything in the third octet and can be
used validly on Cisco VPN 3000 series concentrators, but the security appliance may not detect this
expression as awildcard netmask.

The following example configures a RADIUS AAA server named “srvgrpl” on host “192.168.3.4",
enables conversion of downloadable ACL netmasks, sets a timeout of 9 seconds, sets aretry-interval of
7 seconds, and configures authentication port 1650:

hostname (config) # aaa-server svrgrpl protocol radius

hostname (config-aaa-server-group)# aaa-server svrgrpl host 192.168.3.4
hostname (config-aaa-server-host)# acl-netmask-convert wildcard
hostname (config-aaa-server-host)# timeout 9

hostname (config-aaa-server-host)# retry-interval 7

hostname (config-aaa-server-host)

hostname (config-aaa-server-host)

hostname (config) #

#
# authentication-port 1650
# exit

Related Commands

Command Description

aaa authentication Enables or disables LOCAL, TACACS+, or RADIUS user
authentication, on aserver designated by the aaa-server command, or
ASDM user authentication.

aaa-server host Enters aaa-server host configuration mode, so you can configure AAA
server parameters that are host-specific.

clear configure Removes all AAA command statements from the configuration.
aaa-server

show running-config Displays AAA server statistics for all AAA servers, for a particular
aaa-server server group, for aparticular server within a particular group, or for a

particular protocol.
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action

To either apply access policies to a session or teminate the session, use the action command in
dynamic-access-policy-record configuration mode.

To reset the session to apply an access policy to a session, use the no form of the command.
action {continue | terminate}

no action {continue | terminate}

Syntax Description continue Applies the access policies to the session.
terminate Terminates the connection.
Defaults The default value is continue.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Dynamic-access-policy- record . . . — —
configuration

Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines Use the continue keyword to apply the access policies to the session in all of the selected DAP records.
Use the ter minate keyword to terminate the connection in any of the selected DAP records.

Examples The following example shows how to terminate a session for the DAP policy Finance:

hostname (config)# config-dynamic-access-policy-record Finance
hostname (config-dynamic-access-policy-record)# action terminate
hostname (config-dynamic-access-policy-record) #

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter3 acl-netmask-convert through auto-update timeout Commands

action

Related Commands

Command

Description

dynamic-access-policy-record

Creates a DAP record.

show running-config
dynamic-access-policy-record
[name]

Displaystherunning configuration for all DAP records, or for
the named DAP record.
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action-uri
To specify aweb server URI to receive a username and password for single sign-on authentication, use
the action-uri command in aaa-server-host configuration mode. Thisis an SSO with HTTP Forms
command. Use the no form of the command to reset the URI parameter value, .
action-uri string
no action-uri
~

Note  To configure SSO with the HTTP protocol correctly, you must have a thorough working knowledge of
authentication and HTTP protocol exchanges.

Syntax Description string The URI for an authentication program. You can enter it on multiplelines. The
maximum number of characters for each line is 255. The maximum number of
characters for the complete URI is 2048 characters.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Aaa-server host configuration . — . — —
Command History Release Modification

7.1() This command was introduced.

Usage Guidelines A URI or Uniform Resource I dentifier is acompact string of characters that identifies a point of content
on the Internet, whether it be apage of text, avideo or sound clip, astill or animated image, or aprogram.
The most common form of URI is the web page address, which is a particular form or subset of URI
called aURL.

The WebV PN server of the security appliance can use a POST request to submit a single sign-on
authentication request to an authenticating web server. To accomplish this, configure the security
appliance to pass a username and a password to an action URI on an authenticating web server using an
HTTP POST request. The action-uri command specifies the location and name of the authentication
program on the web server to which the security appliance sends the POST request.

You can discover the action URI on the authenticating web server by connecting to the web server login
page directly with a browser. The URL of the login web page displayed in your browser is the action
URI for the authenticating web server.
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Note

Examples

Note

action-uri

For ease of entry, you can enter URIs on multiple, sequential lines. The security appliance then
concatenates the linesinto the URI as you enter them. While the maximum characters per action-uri line
is 255 characters, you can enter fewer characters on each line.

Any question mark in the string must be preceded by a CTRL-v escape sequence.

The following example specifies the URI on www.example.com:

http://www.example.com/auth/index.html/appdir/authc/forms/M COlogin.fcc?TY PE=33554433& REA
LMOID=06-000a1311-a828-1185-ab41-8333b16a0008& GUID=& SMAUTHREA SON=0& METHOD
=GET& SMAGENTNAME=$SM $5FZmjnk3DRNwNjk2K cqV CFblrNT9%2bJOHOK PshFtg6rB1UV 2P
xkHgLwW%3d%3d& TARGET =https%3A%2F%2Fauth.example.com

hostname (config) # aaa-server testgrpl host www.example.com

hostname (config-aaa-server-host)# action-uri http://www.example.com/auth/index.htm
hostname (config-aaa-server-host)# action-uri l/appdir/authc/forms/MCOlogin.fcc?TYP
hostname (config-aaa-server-host)# action-uri 554433&REALMOID=06-000a1311-a828-1185
hostname (config-aaa-server-host)# action-uri -ab41-8333b16a0008&GUID=&SMAUTHREASON
hostname (config-aaa-server-host)# action-uri =0&METHOD=GET&SMAGENTNAME=$SM$5FZmjnk
hostname (config-aaa-server-host)# action-uri 3DRNwNjk2KcqgVCFbIrNT9%2bJOHOKPshFtgér
hostname (config-aaa-server-host)# action-uri B1lUV2PxkHqLw%3d%3d&TARGET=https%3A%2F
hostname (config-aaa-server-host) #
hostname (config-aaa-server-host) #

action-uri %2Fauth.example.com

)
)
)
)
)
)
)
)

You must include the hostname and protocol in the action URI. In the preceding example, these are
included in http://www.example.com at the start of the URI.

Related Commands

Command Description

auth-cookie-name Specifies a name for the authentication cookie.
hidden-parameter Creates hidden parameters for exchange with the SSO server.
passwor d-parameter Specifies the name of the HTTP POST request parameter in

which a user password must be submitted for SSO
authentication.

start-url Specifies the URL at which to retrieve a pre-login cookie.

user-parameter Specifies the name of the HTTP POST request parameter in
which a username must be submitted for SSO authentication.
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activation-key

To change the activation key on the security appliance and check the activation key running on the
security appliance with the activation key that is stored as a hidden file in the flash partition of the
security appliance, use the activation-key command in global configuration mode. Use the no form of
this command to deactivate the specified activation key running on the security appliance.

activation-key [activation-key-four-tuple| activation-key-five-tuple]

no activation-key [activation-key-four-tupl €| activation-key-five-tuple]

Syntax Description activation-key-four-tuple Activation key; see the “Usage Guidelines” section for formatting
guidelines.
activation-key-five-tuple Activation key; see the “Usage Guidelines” section for formatting
guidelines.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration mode . . . .
Command History Release Modification
7.0(1) This command was introduced.
Usage Guidelines Enter the activation-key-four-tuple as a four-element hexadecimal string with one space between each

element, or activation-key-five-tuple as afive-element hexidecimal string withe one space between each
element as follows:

0xe02888da Ox4ba7bedé 0xflcl23ae 0xffd8624e

The leading Ox specifier is optional; all values are assumed to be hexadecimal.
The key is not stored in the configuration file. The key istied to the serial number.

Examples The following example shows how to change the activation key on the security appliance:

hostname (config) # activation-key 0xe02888da 0x4ba7bed6 0xflcl23ae 0xffd8624e
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Related Commands ~ Command Description
show activation-key Displays the activation key.
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activex-relay

To enable or disable ActiveX controls on WebV PN sessions, use the activex-relay command in
group-policy webvpn configuration mode or username webvpn configuration mode. Use the no form of
this command to inherit the activex-relay command from the default group policy.

activex-relay {enable | disable}

no activex-relay

Syntax Description enable Enables ActiveX on WebV PN sessions.
disable Disables ActiveX on WebVPN sessions.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Group-policy webvpn . — . — —
configuration
Username webvpn configuration | « — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines Use the activex-relay enable command to let users launch Microsoft Office applications from the
WebV PN browser. These applications use the WebV PN session to download and upload Microsoft
Office documents. The ActiveX relay remainsin force until the WebV PN session closes.

Examples The following commands enable ActiveX controls on WebV PN sessions associated with a given group
policy:
hostname (config-group-policy)# webvpn

hostname (config-group-webvpn)# activex-relay enable
hostname (config-group-webvpn)

The following commands disable ActiveX controls on WebV PN sessions associated with a given
username:

hostname (config-username-policy)# webvpn
hostname (config-username-webvpn)# activex-relay disable
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activex-relay

hostname (config-username-webvpn)
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address-pool (tunnel-group general attributes mode)

To specify alist of address pools for allocating addresses to remote clients, use the address-pool
command in tunnel-group general-attributes configuration mode. To eliminate address pools, use the no
form of this command.

address-pool [(interface name)] address_pool1 [...address_pool 6]

no address-pool [(interface name)] address _pool1l [...address _pool6]

Syntax Description address _pool Specifies the name of the address pool configured with theip local pool
command. You can specify up to 6 local address pools.

interface name (Optional) Specifies the interface to be used for the address pool.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Tunnel-group general-attributes | « — . — —

configuration

Command History Release Modification
7.0(2) This command was introduced.
Usage Guidelines You can enter multiples of each of these commands, one per interface. If an interface is not specified,

then the command specifies the default for all interfaces that are not explicitly referenced.

The address-pools settings in the group-policy address-pools command override the local pool settings
in the tunnel group address-pool command.

The order in which you specify the poolsis significant. The security appliance all ocates addresses from
these pools in the order in which the pools appear in this command.

Examples The following example entered in config-tunnel-general configuration mode, specifies alist of address
pools for allocating addresses to remote clients for an 1PSec remote-access tunnel group test:
hostname

hostname
hostname

config)# tunnel-group test type remote-access

config)# tunnel-group test general

config-tunnel-general)# address-pool (inside) addrpooll addrpool2 addrpool3
config-tunnel-general)#

hostname
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Related Commands

Command

Description

ip local pool

Configures IP address pools to be used for VPN remote-access
tunnels.

clear configure tunnel-group

Clears all configured tunnel groups.

show running-config
tunnel-group

Shows the tunnel group configuration for all tunnel groups or for a
particular tunnel group.

tunnel-group-map
default-group

Associates the certificate map entries created using the crypto ca
certificate map command with tunnel groups.
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address-pools (group-policy attributes configuration mode)

To specify alist of address pools for allocating addresses to remote clients, use the address-pools
command in group-policy attributes configuration mode. To remove the attribute from the group policy
and enable inheritance from other sources of group policy, use the no form of this command.

address-pools value address_pool1 [...address_pool 6]
no address-pools value address _pool1l [...address pool6]
address-pools none

no address-pools none

Syntax Description address_pool Specifies the name of the address pool configured with the ip local pool
command. You can specify up to 6 local address pools.
none Specifiesthat no address pools are configured and disablesinheritance from
other sources of group policy.
value Specifies alist of up to 6 address pools from which to assign addresses.
Defaults By default, the address pool attribute allows inheritance.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
group-policy attributes . — . — —
configuration

Command History Release Modification
7.2(1) This command was introduced.
Usage Guidelines The address-pool s settingsin this command override the local pool settingsin the group. You can specify

alist of up to six local address pools to use for local address allocation.

The order in which you specify the poolsis significant. The security appliance all ocates addresses from
these pools in the order in which the pools appear in this command.

The command address-pools none disables this attribute from being inherited from other sources of
policy, such as the DefaultGrpPolicy. The command no address pools none removes the addr ess-pools
none command from the configuration, restoring the default value, which isto allow inheritance.
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Examples The following example entered in config-general configuration mode, configures pool_1 and pool_20 as
lists of address pools to use for allocating addresses to remote clients for GroupPolicy1:

hostname (config)# ip local pool pool 1 192.168.10.1-192.168.10.100 mask 255.255.0.0
hostname (config)# ip local pool pool 20 192.168.20.1-192.168.20.200 mask 255.255.0.0
hostname (config) # group-policy GroupPolicyl attributes

hostname (config-group-policy)# address-pools value pool 1 pool 20

hostname (config-group-policy) #

Related Commands ~ Command Description
ip local pool Configures I P address pools to be used for VPN group policies.
clear configure group-policy Clears all configured group policies.
show running-config Shows the configuration for all group-policies or for a particular
group-policy group-policy.
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admin-context

To set the admin context for the system configuration, use the admin-context command in global
configuration mode. The system configuration does not include any network interfaces or network
settings for itself; rather, when the system needs to access network resources (such as downloading the
security appliance software or allowing remote management for an administrator), it uses one of the
contexts that is designated as the admin context.

admin-context name

Syntax Description

Defaults

Command Modes

name Setsthe name asastring up to 32 characterslong. If you have not defined any
contexts yet, then first specify the admin context name with this command.
Then, the first context you add using the context command must be the
specified admin context name.

This name is case sensitive, so you can have two contexts named
“customerA” and “CustomerA,” for example. You can use letters, digits, or
hyphens, but you cannot start or end the name with a hyphen.

“System” or “Null” (in upper or lower case letters) are reserved names, and
cannot be used.

For a new security appliance in multiple context mode, the admin context is called “admin.”

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . — — .
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Examples

You can set any context to be the admin context, as long as the context configuration resides on the
internal Flash memory.

You cannot remove the current admin context, unless you remove all contexts using the clear configure
context command.

The following example sets the admin context to be “administrator”:

hostname (config) # admin-context administrator
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Related Commands ~ Command Description
clear configure context Removes all contexts from the system configuration.
context Configures a context in the system configuration and enters context

configuration mode.
show admin-context shows the current admin context name.
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alias W

To manually translate an address and perform DNS reply modification, use the alias command in global
configuration mode. To remove an alias command, use the no form of this command.

alias interface_name mapped_ip real_ip [netmask]

[no] alias interface_name mapped_ip real_ip [netmask]

Syntax Description

Defaults

Command Modes

interface_name Specifiestheingressinterface name for traffic destined for the mapped | P address (or
the egress interface name for traffic from the mapped IP address).

mapped_ip Specifies the | P address to which you want to translate the real 1P address.

netmask (Optional) Specifies the subnet mask for both IP addresses. Enter 255.255.255.255
for a host mask.
real_ip Specifies the real 1P address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Note

This command functionality has been replaced by outside NAT commands, including the nat and static
commands with the dns keyword. We recommend that you use outside NAT instead of the alias
command.

Use this command to perform address translation on a destination address. For example, if a host sends
a packet to 209.165.201.1, use the alias command to redirect traffic to another address, such as
209.165.201.30.

If the alias command is used for DNS rewrite and not for other address translation, disable proxy-arp
on the alias-enabled interface. Use the sysopt noproxyarp command to prevent the security appliance
from pulling traffic toward itself via proxy-arp for generic NAT processing.

After changing or removing an alias command, use the clear xlate command.
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Examples

An A (address) record must exist in the DNS zone file for the “dnat” address in the alias command.
The alias command has two uses that can be summarized in the following ways:

- If the security appliance gets a packet that is destined for the mapped_ip, you can configurethe alias
command to send it to the real _ip.

« If the security appliance gets a DNS packet that is returned to the security appliance destined for
real_ip, you can configure the alias command to alter the DNS packet to change the destination
network address to mapped_ip.

The alias command automatically interacts with the DNS servers on your network to ensure that domain
name access to the aliased |P address is handled transparently.

Specify anet alias by using network addresses for thereal _ip and mapped _ip | P addresses. For example,
the alias 192.168.201.0 209.165.201.0 255.255.255.224 command creates aliases for each |P address
between 209.165.201.1 and 209.165.201.30.

To access an alias mapped_ip address with static and access-list commands, specify the mapped_ip
address in the access-list command as the address from which traffic is permitted as follows:
hostname (config) # alias (inside) 192.168.201.1 209.165.201.1 255.255.255.255

hostname (config) # static (inside,outside) 209.165.201.1 192.168.201.1 netmask
255.255.255.255

hostname (config)# access-list acl out permit tcp host 192.168.201.1 host 209.165.201.1 eq
ftp-data

hostname (config)# access-group acl out in interface outside

An aliasis specified with the inside address 192.168.201.1 mapping to the destination address
209.165.201.1.

When the inside network client 209.165.201.2 connects to example.com, the DNS response from an
external DNS server to the internal client’s query would be altered by the security appliance to be
192.168.201.29. If the security appliance uses 209.165.200.225 through 209.165.200.254 as the global
pool |P addresses, the packet goes to the security appliance with SRC=209.165.201.2 and
DST=192.168.201.29. The security appliance translates the address to SRC=209.165.200.254 and
DST=209.165.201.29 on the outside.

The following example shows that the inside network contains the | P address 209.165.201.29, which on
the Internet belongs to example.com. When inside clients try to access example.com, the packets do not
go to the security appliance because the client assumes that the 209.165.201.29 is on the local inside
network. To correct this behavior, use the alias command as follows:

hostname (config) # alias (inside) 192.168.201.0 209.165.201.0 255.255.255.224

hostname (config) # show running-config alias
alias 192.168.201.0 209.165.201.0 255.255.255.224

This example shows a web server that is on the inside at 10.1.1.11 and the static command that was
created at 209.165.201.11. The source host is on the outside with address 209.165.201.7. A DNS server
on the outside has a record for www.example.com as follows:

dns-server# www.example.com. IN A 209.165.201.11

You must include the period at the end of the www.example.com. domain name.
This example shows how to use the alias command:

hostname (config) # alias 10.1.1.11 209.165.201.11 255.255.255.255
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The security appliance changes the name server repliesto 10.1.1.11 for inside clientsto directly connect

to the web server.

To provide access you also need the following commands:

hostname (config) # static (inside,outside) 209.165.201.11 10.1.1.11

hostname (config)# access-list acl grp permit tcp host 209.165.201.7 host 209.165.201.11 eq

telnet

hostname (config)# access-list acl grp permit tcp host 209.165.201.11 eq telnet host

209.165.201.7

Related Commands

Command

Description

access-list extended

Creates an access list.

clear configure alias

Removes all alias commands from the configuration.

show running-config
alias

Displays the overlapping addresses with dual NAT commands in the
configuration.

static

Configures a one-to-one address translation rule by mapping alocal IP
address to a global IP address, or alocal port to a global port.
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allocate-interface

To allocate interfaces to a security context, use the allocate-inter face command in context configuration

mode. To remove an interface from a context, use the no form of this command.

allocate-interface physical_interface [map_name] [visible | invisible]

no allocate-interface physical_interface

allocate-interface physical_interface.subinterface[-physical_interface.subinterface]
[map_name[-map_name]] [visible | invisible]

no allocate-inter face physical_interface.subinterface[-physical_interface.subinterface]

Syntax Description

invisible (Default) Allows context users to only see the mapped name (if configured)
in the show inter face command.
map_name (Optional) Sets a mapped name.

The map_name is an alphanumeric alias for the interface that can be used
within the context instead of theinterface ID. If you do not specify amapped
name, the interface ID is used within the context. For security purposes, you
might not want the context administrator to know which interfaces are being
used by the context.

A mapped name must start with a letter, end with a letter or digit, and have
asinterior charactersonly letters, digits, or an underscore. For example, you
can use the following names:

into0
inta
int 0

For subinterfaces, you can specify a range of mapped names.

See the “Usage Guidelines” section for more information about ranges.

physical_interface

Sets the interface 1D, such as gigabitethernet0/1. See the interface
command for accepted values. Do not include a space between the interface
type and the port number.

subinterface

Sets the subinterface number. You can identify a range of subinterfaces.

visible

(Optional) Allows context users to see physical interface propertiesin the
show inter face command even if you set a mapped name.

Defaults

Theinterface ID isinvisiblein the show interface command output by default if you set amapped name.
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Command Modes

allocate-interface 1l

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Context configuration . . — — .
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Note

You can enter this command multiple times to specify different ranges. To change the mapped name or
visible setting, reenter the command for a given interface ID, and set the new values; you do not need to
enter the no allocate-inter face command and start over. If you remove the allocate-inter face command,
the security appliance removes any interface-related configuration in the context.

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA
adaptive security appliance, you can use the dedicated management interface, Management 0/0, (either
the physical interface or a subinterface) as a third interface for management traffic.

The management interface for transparent mode does not flood a packet out the interface when that
packet is not in the MAC address table.

You can assign the same interfaces to multiple contexts in routed mode, if desired. Transparent mode
does not allow shared interfaces.

If you specify arange of subinterfaces, you can specify amatching range of mapped names. Follow these
guidelines for ranges:

» The mapped name must consist of an alphabetic portion followed by a numeric portion. The
alphabetic portion of the mapped name must match for both ends of the range. For example, enter
the following range:

int0-intl0
If you enter gigabitethernet0/1.1-gigabitethernet0/1.5 happyl-sad5, for example, the command
fails.

» The numeric portion of the mapped name must include the same quantity of nhumbers as the
subinterface range. For example, both ranges include 100 interfaces:

gigabitethernet0/0.100-gigabitethernet0/0.199 intl-int100

If you enter gigabitether net0/0.100-gigabitethernet0/0.199 int1-int15, for example, the command
fails.

Examples The following example shows gigabitethernet0/1.100, gigabitethernet0/1.200, and
gigabitethernet0/2.300 through gigabitethernet0/1.305 assigned to the context. The mapped names are
intl through int8.
hostname (config-ctx)# allocate-interface gigabitethernet0/1.100 intl
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hostname (config-ctx)# allocate-interface gigabitethernet0/1.200 int2
hostname (config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305

int3-int8
Related Commands ~ Command Description

context Creates a security context in the system configuration and enters context
configuration mode.

interface Configures an interface and enters interface configuration mode.

show context Shows alist of contexts (system execution space) or information about the
current context.

show interface Displays the runtime status and statistics of interfaces.

vian AssignsaVLAN ID to a subinterface.
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allocate-ips

To alocate an IPS virtual sensor to a security context if you have the AIP SSM installed, use the
allocate-ips command in context configuration mode. To remove avirtual sensor from acontext, use the
no form of this command.

allocate-ips sensor_name [mapped_name] [default]

no allocate-ips sensor_name [mapped_name] [default]

Syntax Description

Defaults

Command Modes

default (Optional) Sets one sensor per context as the default sensor; if the context
configuration does not specify a sensor name, the context uses this default
sensor. You can only configure one default sensor per context. If you want to
change the default sensor, enter the no allocate-ips sensor_name command
to remove the current default sensor before you allocate a new default sensor.
If you do not specify a sensor as the default, and the context configuration
does not include a sensor name, then traffic uses the default sensor on the
AIP SSM.

mapped_name (Optional) Sets a mapped name as an alias for the sensor name that can be
used within the context instead of the actual sensor name. If you do not
specify a mapped name, the sensor name is used within the context. For
security purposes, you might not want the context administrator to know
which sensors are being used by the context. Or you might want to genericize
the context configuration. For example, if you want all contexts to use
sensors called “sensorl” and “sensor2,” then you can map the “highsec” and
“lowsec” senorsto sensorl and sensor2 in context A, but map the “ medsec”
and “lowsec” sensors to sensorl and sensor2 in context B.

sensor_name Sets the sensor name configured on the AIP SSM. To view the sensors that
are configured on the AIP SSM, enter allocate-ips ?. All available sensors
arelisted. You can also enter the show ips command. In the system execution
space, the show ips command lists all available sensors; if you enter it in the
context, it shows the sensors you already assigned to the context. If you
specify a sensor name that does not yet exist on the AIP SSM, you get an
error, but the allocate-ips command isentered asis. Until you create a sensor
of that name on the AIP SSM, the context assumes the sensor is down.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Context configuration . . — — .
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Command History Release

Modification

8.0(2)

This command was introduced.

Usage Guidelines You can assign one or more IPS virtual sensors to each context. Then, when you configure the context
to send traffic to the AIP SSM using the ips command, you can specify a sensor that is assigned to the
context; you cannot specify a sensor that you did not assign to the context. If you do not assign any
sensorsto a context, then the default sensor configured on the AP SSM isused. You can assign the same
sensor to multiple contexts.

Note  You do not need to bein multiple context mode to use virtual sensors; you can be in single mode and use
different sensors for different traffic flows.

Examples The following example assigns sensorl and sensor2 to context A, and sensorl and sensor3 to context B.
Both contexts map the sensor names to “ipsl” and “ips2.” In context A, sensorl is set as the default
sensor, but in context B, no default is set so the default that is configured on the AIP SSM is used.

hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
int3-int8

hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
hostname (config-ctx

hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
int3-int8

hostname (config-ctx
hostname (config-ctx
hostname (config-ctx
hostname (config-ctx

) #
) #
) #
) #
) #
) #
) #
) #

) #
) #
) #
) #

) #
) #
) #
) #

context A

allocate-interface gigabitethernet0/0.100 intl
allocate-interface gigabitethernet0/0.102 int2
allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

allocate-ips sensorl ipsl default

allocate-ips sensor2 ips2

config-url ftp://userl:passw0rd@l0.1.1.1/configlets/test.cfg
member gold

context sample

allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2
allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

allocate-ips sensorl ipsl

allocate-ips sensor3 ips2

config-url ftp://userl:passw0rd@l0.1.1.1/configlets/sample.cfg
member silver

Related Commands Command

Description

context

Creates a security context in the system configuration and enters context
configuration mode.

ips

Diverts traffic to the AIP SSM for inspection.

show context

Shows alist of contexts (system execution space) or information about the
current context.

show ips

Shows the virtual sensors configured on the AIP SSM.
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To enable an Application Profile Customization Framework profile, use the apcf command in webvpn
configuration mode. To disable a particular APCF script, use the no version of the command. To disable
all APCF scripts, use the no version of the command without arguments.

apcf URL/filename.ext

no apcf [URL/filename.ext]

Syntax Description

Defaults

Command Modes

filename.extension  Specifiesthe name of the APCF customization script. These scriptsarealwaysin
XML format. The extension might be .xml, .txt, .doc or one of many others

URL Specifies the location of the APCF profile to load and use on the security
appliance. Use one of the following URLSs: http://, https://, tftp://, ftp://; flash:/,
disk#:/'

The URL might include a server, port, and path. If you provide only the filename,
the default URL is flash:/. You can use the copy command to copy an APCF
profile to flash memory.

No default behavior or values.

The following table shows the modes in which you enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Webvpn configuration . — . — —
Command History Release Modification
7.1(1) This command was introduced.

Usage Guidelines

Examples

The apcf command enables the security appliance to handle non-standard web applications and web
resources so that they render correctly over a WebVPN connection. An APCF profile contains a script
that specifies when (pre, post), where (header, body, request, response), and what data to transform for
aparticular application.

You can use multiple APCF profiles on the security appliance. When you do, the security appliance
applies each one of them in the order of oldest to newest.

We recommend that you use the apcf command only with the support of the Cisco TAC.

The following example shows how to enable an APCF named apcf1, located on flash memory at /apcf:
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hostname (config) # webvpn
hostname (config-webvpn)# apcf flash:/apcf/apcfl.xml
hostname (config-webvpn) #
This example shows how to enable an APCF named apcf2.xml, located on an https server called
myserver, port 1440 with the path being /apcf:
hostname (config) # webvpn
hostname (config-webvpn)# apcf https://myserver:1440/apcf/apcf2.xml
hostname (config-webvpn) #
Related Commands ~ Command Description
proxy-bypass Configures minimal content rewriting for a particular
application.
rewrite Determines whether traffic travels through the security
appliance.
show running config webvpn apcf Displays the APCF configuration.
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appl-aci M

To identify a previously configured web-type ACL to apply to a session, use the appl-acl command in
dap webvpn configuration mode. To remove the attribute from the configuration, use the no version of
the command; to remove all web-type ACLSs, use the no version of the command without arguments.

appl-acl identifier

no appl-acl [identifier]

Syntax Description

Defaults

Command Modes

identifier The name of the previously configured web-type ACL Maximum 240
characters.

No default value or behaviors.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Dap webvpn configuration . . . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

Examples

To configure web-type ACLs, use the access-list_webtype command in global configuration mode.
Use the appl-acl command multiple times to apply more than one web-type ACL to the DAP policy.

The following example shows how to apply the previously configured web-type ACL called newacl to
the dynamic access policy:
hostname (config)# config-dynamic-access-policy-record Finance

hostname (config-dynamic-access-policy-record)# webvpn
hostname (config-dynamic-access-policy-record)# appl-acl newacl

Related Commands

Command Description
dynamic-access-policy-record Creates a DAP record.
access-list_webtype Create web-type ACLs.
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application-access

To customize the Application Access fiels of the WebV PN Home page that is displayed to authenticated
WebV PN users, and the Application Access window that is launched when the user selects an
application, use the application-access command from customization configuration mode. To remove
the command from the configuration and cause the value to be inherited, use the no form of this
command.

application-access { title | message | window?} {text | style} value

no application-access {title | message | window} {text | style} value

Syntax Description

Defaults

Command Modes

message Changes the message displayed under the title of the Application Accessfield.

style Changes the style of the Application Access field.

text Changes the text of the Application Access field.

title Changes the title of the Application Access field.

value The actual text to display (maximum 256 characters), or Cascading Style Sheet
(CSS) parameters (maximum 256 characters).

window Changes the Application Access window.

The default title text of the Application Accessfield is“Application Access’.
The default title style of the Application Accessfield is:
background-col or:#99CCCC;col or:black;font-wei ght:bol d;text-transf orm: uppercase
The default message text of the Application Accessfield is “ Start Application Client”.
The default message style of the Application Access field is:
background-color:#99CCCC;col or:maroon;font-size:smaller.
The default window text of the Application Access window is:

“Close this window when you finish using Application Access. Please wait for the table to be
displayed before starting applications.”.

The default window style of the Application Access window is:
background-col or:#99CCCC;col or:black;font-weight:bold.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed |Transparent |Single |Context System
Customization configuration . — . — —

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Command History

Usage Guidelines

Note

Examples

Release Modification

7.1(2) This command was introduced.

This command is accessed by using the webvpn command or the tunnel-group webvpn-attributes
command.

The style option is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these
parameters is beyond the scope of this document. For more information about CSS parameters, consult
CSS specifications at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of
the CSS 2.1 Specification contains a convenient list of CSS parameters, and is available at
www.w3.0rg/ TR/CSS21/propidx.html.

The following tips can help you make the most common changes to the WebV PN pages—the page
colors:

« You can use a comma-separated RGB value, an HTML color value, or the name of the color if
recognized in HTML.

- RGB format is0,0,0, arange of decimal numbers from O to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

« HTML format is#000000, six digitsin hexadecimal format; the first and second represent red, the
third and fourth green, and the fifth and sixth represent blue.

To easily customize the WebV PN pages, we recommend that you use ASDM, which has convenient
features for configuring style elements, including color swatches and preview capabilities.

The following exampl e customizes the background color of the Application Accessfield to the RGB hex
value 66FFFF, a shade of green:

Fl-asal (config)# webvpn

Fl-asal (config-webvpn)# customization cisco
Fl-asal (config-webvpn-custom)# application-access title style background-color:#66FFFF

Related Commands

Command Description

application-access  Enable or disables the display of the application details in the Application
hide-details Access window.

browse-networks Customizes the Browse Networks field of the WebVPN Home page.
file-bookmarks Customizes the File Bookmarks title or links on the WebV PN Home page.
web-applications Customizes the Web Application field of the WebVPN Home page.
web-bookmarks Customizes the Web Bookmarks title or links on the WebVPN Home page.

| oL-12173-03
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application-access hide-details

To hide application details that are displayed in the WebV PN Applications Access window, use the
application-access hide-details command from customization configuration mode, which is accessed
by using the webvpn command or the tunnel-group webvpn-attributes command. To remove the
command from the configuration and cause the value to be inherited, use the no form of this command.

application-access hide-details { enable | disable}

no application-access [hide-details { enable | disable}]

Syntax Description disable Does not hide application details in the Application Access window.

enable Hides application details in the Application Access window.
Defaults The default is disabled. Application details appear in the Application Access window.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Customization configuration . — . — —
Command History Release Modification

7.1(2) This command was introduced.
Examples The following example disables the appearance of the application details:

hostname (config) # webvpn
hostname (config-webvpn)# customization cisco
hostname (config-webvpn-custom)# application-access hide-details disable

Related Commands ~ Command Description
application-access  Customizes the Application Access field of the WebV PN Home page.
browse-networks Customizes the Browse Networks field of the WebVPN Home page.

web-applications Customizes the Web Application field of the WebVPN Home page.
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area W

To create an OSPF area, use the area command in router configuration mode. To remove the area, use
the no form of this command.

area area id

no area area_id

Syntax Description

Defaults

Command Modes

area_id The ID of the area being created. You can specify the identifier as either a
decimal number or an | P address. Valid decimal values range from 0 to
4294967295.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

The areathat you create does not have any parameters set. Use the related area commands to set the area
parameters.

The following example shows how to create an OSPF area with an area ID of 1:

hostname (config-router)# area 1
hostname (config-router) #

Related Commands

Command Description

area authentication Enables authentication for the OSPF area.
areanssa Defines the area as a not-so-stubby area.
area stub Defines the area as a stub area.

| oL-12173-03
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Command Description

router ospf Enters router configuration mode.

show running-config  Displays the commands in the global router configuration.
router

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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area authentication

To enable authentication for an OSPF area, use the ar ea authentication command in router
configuration mode.

To disable area authentication, use the no form of this command.
area area_id authentication [message-digest]

no area area_id authentication [message-digest]

Syntax Description

Defaults

Command Modes

area_id Theidentifier of the area on which authentication isto be enabled. You can
specify the identifier as either a decimal number or an IP address. Valid
decimal values range from 0 to 4294967295.

message-digest (Optional) Enables Message Digest 5 (MD5) authentication on the area
specified by the area_id.

Area authentication is disabled.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

Related Commands

If the specified OSPF area does not exist, it is created when this command is entered. Entering the area
authentication command without the message-digest keyword enables simple password authentication.
Including the message-digest keyword enables MD5 authentication.

The following example shows how to enable MD5 authentication for area 1:

hostname (config-router)# area 1 authentication message-digest
hostname (config-router) #

| oL-12173-03
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Command Description

router ospf Enters router configuration mode.

show running-config  Displays the commands in the global router configuration.
router
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area default-cost

To specify a cost for the default summary route sent into a stub or NSSA, use the area default-cost
command in router configuration mode. To restore the default cost value, use the no form of this
command.

area area_id default-cost cost

no area area_id default-cost

Syntax Description

Defaults

Command Modes

area_id Theidentifier of the stub or NSSA whose default cost is being changed. You
can specify theidentifier as either a decimal number or an 1P address. Valid
decimal values range from 0 to 4294967295.

cost Specifies the cost for the default summary route that is used for a stub or
NSSA. Valid values range from 0 to 65535

The default value of cost is 1.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Examples

If the specified area has not been previously defined using the area command, this command creates the
area with the specified parameters.

The following example show how to specify a default cost for summary route sent into a stub or NSSA:

hostname (config-router)# area 1 default-cost 5
hostname (config-router) #

Related Commands

Command Description
area nssa Defines the area as a not-so-stubby area.
area stub Defines the area as a stub area.

| oL-12173-03
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Command Description

router ospf Enters router configuration mode.

show running-config  Displays the commands in the global router configuration.
router

Cisco ASA 5580 Adaptive Security Appliance Command Reference
E.. 0L-12173-03 |



| Chapter3 acl-netmask-convert through auto-update timeout Commands

area filter-list prefix

area filter-list prefix

To filter prefixes advertised in Type 3 LSAs between OSPF areas of an ABR, use the area filter-list
prefix command in router configuration mode. To change or cancel the filter, use the no form of this
command.

area area_id filter-list prefix list_name {in | out}

no area area_id filter-list prefix list_name {in | out}

Syntax Description

Defaults

Command Modes

area_id Identifier of the area for which filtering is configured. You can specify the
identifier as either adecimal number or an IP address. Valid decimal values
range from 0 to 4294967295.

in Applies the configured prefix list to prefixes advertised inbound to the
specified area.

list_ name Specifies the name of a prefix list.

out Appliesthe configured prefix list to prefixes advertised outbound from the
specified area.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

If the specified area has not been previously defined using the area command, this command creates the
area with the specified parameters.

Only Type 3 LSAs can be filtered. If an ASBR is configured in the private network, then it will send
Type 5 L SAs (describing private networks) which are flooded to the entire ASincluding the public areas.

Examples The following example filters prefixes that are sent from all other areas to area 1:
hostname (config-router)# area 1 filter-list prefix-list AREA 1 in
hostname (config-router) #
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands ~ Command Description
router ospf Enters router configuration mode.
show running-config  Displays the commands in the global router configuration.
router
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alreéa nSSa
To configure an area as an NSSA, use the area nssa command in router configuration mode. To remove
the NSSA designation from the area, use the no form of this command.
area area_id nssa [no-redistribution] [default-infor mation-originate [metric-type {1 | 2}]
[metric value]] [no-summary]
no area area_id nssa [no-redistribution] [default-information-originate [metric-type {1 | 2}]
[metric value]] [no-summary]
Syntax Description area_id Identifier of the area being designated as an NSSA. You can specify the
identifier as either adecimal number or an I P address. Valid decimal values
range from 0 to 4294967295.
default-information-o  Used to generate a Type 7 default into the NSSA area. This keyword only
riginate takes effect on an NSSA ABR or an NSSA ASBR.
metric metric_value (Optional) Specifiesthe OSPF default metric value. Valid valuesrange from
0to 16777214.
metric-type{1] 2} (Optional) the OSPF metric type for default routes. Valid values are the
following:
e l—typel
e 2—type?2.
The default valueis 2.
no-redistribution (Optional) Used when the router is an NSSA ABR and you want the
redistribute command to import routes only into the normal areas, but not
into the NSSA area
no-summary (Optional) Allows an area to be a not-so-stubby area but not have summary
routes injected into it.
Defaults The defaults are as follows:
« No NSSA areais defined.
e Themetric-typeis2.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
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Command History Release Modification
Preexisting This command was preexisting.
Usage Guidelines If the specified area has not been previously defined using the area command, this command creates the

area with the specified parameters.

If you configure one option for an area, and later specify another option, both options are set. For
example, entering the following two command separately resultsin a single command with both options
set in the configuration:

area 1 nssa no-redistribution
area area id nssa default-information-originate

Examples The following example shows how setting two options separately results in a single command in the
configuration:

area 1 nssa no-redistribution

area 1 nssa default-information-originate
exit

show running-config router ospf 1

hostname (config-router
hostname (config-router
hostname (config-router
hostname (config-router
router ospf 1

area 1 nssa no-redistribution default-information-originate

) #
) #
) #
) #

Related Commands ~ Command Description
area stub Defines the area as a stub area.
router ospf Enters router configuration mode.
show running-config  Displays the commands in the global router configuration.
router
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To consolidate and summarize routes at an area boundary, use the area range command in router
configuration mode. To disable this function, use the no form of this command.

arearange M

area area_id range address mask [advertise | not-advertise]

no area area_id range address mask [advertise | not-advertise]

Syntax Description

address I P address of the subnet range.

advertise (Optional) Sets the address range status to advertise and generates Type 3
summary link-state advertisements (LSAS).

area_id Identifier of the area for which therangeis configured. You can specify the

identifier as either adecimal number or an IP address. Valid decimal values
range from 0 to 4294967295.

mask | P address subnet mask.

Defaults

Command Modes

not-advertise (Optional) Sets the address range status to DoNotAdvertise. The Type 3
summary LSA is suppressed, and the component networks remain hidden
from other networks.

The address range status is set to advertise.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

If the specified area has not been previously defined using the area command, this command createsthe
area with the specified parameters.

The arearange command is used only with ABRSs. It is used to consolidate or summarize routes for an
area. Theresult is that a single summary route is advertised to other areas by the ABR. Routing
information is condensed at area boundaries. External to the area, a single route is advertised for each
address range. This behavior is called route summarization. You can configure multiple area range
commands for an area. Thus, OSPF can summarize addresses for many different sets of address ranges.

Theno area area_id range ip_address netmask not-advertise command removes only the not-advertise
optional keyword.

| oL-12173-03
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Examples The following example specifies one summary route to be advertised by the ABR to other areas for all
subnets on network 10.0.0.0 and for all hosts on network 192.168.110.0:

hostname (config-router)# area 10.0.0.0 range 10.0.0.0 255.0.0.0

hostname (config-router)# area 0 range 192.168.110.0 255.255.255.0
hostname (config-router) #

Related Commands Command Description
router ospf Enters router configuration mode.
show running-config  Displays the commands in the global router configuration.
router
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areastub

To define an area as a stub area, use the area stub command in router configuration mode. To remove
the stub area function, use the no form of this command.

area area_id [no-summary]

no area area_id [no-summary]

Syntax Description

Defaults

Command Modes

area_id Identifier for the stub area. You can specify theidentifier as either adecimal
number or an | P address. Valid decimal values range from 0 to 4294967295.

no-summary Prevents an ABR from sending summary link advertisements into the stub
area.

The default behaviors are as follows:
+ No stub areas are defined.

« Summary link advertisements are sent into the stub area.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

The command is used only on an ABR attached to a stub or NSSA.

Therearetwo stub arearouter configuration commands: the ar ea stub and ar ea default-cost commands.
In all routers and access servers attached to the stub area, the area should be configured as a stub area

using the area stub command. Use the ar ea default-cost command only on an ABR attached to the stub
area. The area default-cost command provides the metric for the summary default route generated by

the ABR into the stub area.

Examples The following example configures the specified area as a stub area:
hostname (config-router)# area 1 stub
hostname (config-router) #

I oL-12173-03
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Related Commands ~ Command Description
area default-cost Specifies a cost for the default summary route sent into a stub or NSSA
area nssa Defines the area as a not-so-stubby area.
router ospf Enters router configuration mode.
show running-config  Displays the commands in the global router configuration.
router
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area virtual-link

To define an OSPF virtual link, use the area virtual-link command in router configuration mode. To
reset the options or remove the virtual link, use the no form of this command.

area area_id virtual-link router_id [authentication [message-digest | null]] [hello-interval
seconds] [retransmit-interval seconds] [transmit-delay seconds| [dead-interval seconds
[[authentication-key key] | [message-digest-key key id md5 key]]

no area area_id virtual-link router_id [authentication [message-digest | null]] [hello-interval
seconds] [retransmit-interval seconds] [transmit-delay seconds] [dead-interval seconds
[[authentication-key key] | [message-digest-key key id md5 key]]

Syntax Description area_id ArealD of thetransit areafor the virtual link. You can specify theidentifier
as either a decimal number or an IP address. Valid decimal values range
from 0 to 4294967295.
authentication (Optional) Specifies the authentication type.

authentication-key key (Optional) Specifies an OSPF authentication password for use by
neighboring routing devices.

dead-interval seconds (Optional) Specifies the interval before declaring a neighboring routing
device is down if no hello packets are received; valid values are from 1 to
65535 seconds.

hello-interval seconds (Optional) Specifies the interval between hello packets sent on the
interface; valid values are from 1 to 65535 seconds.

md5 key (Optional) Specifies an alphanumeric key up to 16 bytes.

message-digest (Optional) Specifies that message digest authentication is used.

message-digest-key (Optional) Enables the Message Digest 5 (MD5) authentication and

key id specifiesthe numerical authentication key 1D number; valid values arefrom
1to 255.

null (Optional) Specifies that no authentication is used. Overrides password or
message digest authentication if configured for the OSPF area.

retransmit-interval (Optional) Specifies the time between L SA retransmissions for adjacent

seconds routers belonging to theinterface; valid values are from 1 to 65535 seconds.

router_id The router 1D associated with the virtual link neighbor. The router ID is

internally derived by each router from the interface | P addresses. Thisvalue
must be entered in the format of an IP address. There is no default.

transmit-delay seconds (Optional) Specifies the delay time between when OSPF receives a
topology change and when it starts a shortest path first (SPF) calculationin
seconds from 0 to 65535. The default is 5 seconds.

Defaults The defaults are as follows:
» area id: NoarealD is predefined.
- router_id: No router ID is predefined.
» hello-interval seconds: 10 seconds.

- retransmit-interval seconds: 5 seconds.
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Command Modes

» transmit-delay seconds: 1 second.

- dead-interval seconds: 40 seconds.

- authentication-key key: No key is predefined.

- message-digest-key key id md5 key: No key is predefined.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Router configuration . — . — —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Note

In OSPF, all areas must be connected to a backbone area. If the connection to the backboneislost, it can
be repaired by establishing avirtual link.

The smaller the hello interval, the faster topological changes are detected, but more routing traffic
ensues.

The setting of the retransmit interval should be conservative, or needless retransmissions occur. The
value should be larger for serial lines and virtual links.

The transmit delay value should take into account the transmission and propagation delays for the
interface.

The specified authentication key is used only when authentication is enabled for the backbone with the
area area_id authentication command.

The two authentication schemes, simple text and MD5 authentication, are mutually exclusive. You can
specify one or the other or neither. Any keywords and arguments you specify after authentication-key
key or message-digest-key key id md5 key are ignored. Therefore, specify any optional arguments
before such a keyword-argument combination.

If the authentication type is not specified for an interface, the interface uses the authentication type
specified for the area. If no authentication type has been specified for the area, the area default is null
authentication.

Each virtual link neighbor must include the transit area ID and the corresponding virtual link neighbor
router ID for avirtual link to be properly configured. Use the show ospf command to see the router ID.

To remove an option from avirtual link, use the no form of the command with the option that you want
removed. To remove the virtual link, use the no area area_id virtual-link command.
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Examples

area virtual-link

The following example establishes a virtual link with MD5 authentication:

hostname (config-router)# area 10.0.0.0 virtual-link 10.3.4.5 message-digest-key 3 md5

sa5721bk47

Related Commands ~ Command Description
area authentication Enables authentication for an OSPF area.
router ospf Enters router configuration mode.
show ospf Displays general information about the OSPF routing processes.

show running-config
router

Displays the commands in the global router configuration.
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arp

To add a static ARP entry to the ARP table, use the arp command in global configuration mode. To
remove the static entry, use the no form of this command. A static ARP entry maps a MAC address to
an |P address and identifies the interface through which the host is reached. Static ARP entries do not
time out, and might help you solve a networking problem. In transparent firewall mode, the static ARP
table is used with ARP inspection (see the ar p-inspection command).

arp interface_name ip_address mac_address [alias]

no arp interface_name ip_address mac_address

Syntax Description

Defaults

Command Modes

alias (Optional) Enables proxy ARP for this mapping. If the security appliance
receives an ARP request for the specified IP address, then it responds with
the security appliance MAC address. When the security appliance receives
traffic destined for the host belonging to the IP address, the security
appliance forwards the traffic to the host MAC address that you specify in
this command. This keyword is useful if you have devices that do not
perform ARP, for example.

In transparent firewall mode, this keyword isignored; the security appliance
does not perform proxy ARP.

interface_name The interface attached to the host network.
ip_address The host IP address.
mac_address The host MAC address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Usage Guidelines

Although hosts identify a packet destination by an IP address, the actual delivery of the packet on
Ethernet relies on the Ethernet MAC address. When a router or host wants to deliver a packet on a
directly connected network, it sends an ARP request asking for the MAC address associated with the

I P address, and then delivers the packet to the MAC address according to the ARP response. The host or
router keeps an ARP table so it does not have to send ARP requests for every packet it needs to deliver.
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Examples

ap M

The ARP tableis dynamically updated whenever ARP responses are sent on the network, and if an entry
is not used for a period of time, it times out. If an entry isincorrect (for example, the MAC address
changes for a given IP address), the entry times out before it can be updated.

Intransparent firewall mode, dynamic ARP entries are used for traffic to and from the security appliance,
such as management traffic.

The following example creates a static ARP entry for 10.1.1.1 with the MAC address 0009.7cbe.2100

on the outside interface:

hostname (config)# arp outside 10.1.1.1 0009.7cbe.2100

Related Commands

Command

Description

arp timeout

Sets the time before the security appliance rebuilds the ARP table.

arp-inspection

For transparent firewall mode, inspects ARP packets to prevent ARP
spoofing.

show arp

Shows the ARP table.

show arp statistics

Shows ARP statistics.

show running-config
arp

Shows the current configuration of the ARP timeout.

| oL-12173-03
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arp timeout

To set the time before the security appliance rebuilds the ARP table, use the arp timeout command in
global configuration mode. To restore the default timeout, use the no form of this command. Rebuilding
the ARP table automatically updates new host information and removes old host information. You might
want to reduce the timeout because the host information changes frequently.

arp timeout seconds

no arp timeout seconds

Syntax Description seconds The number of seconds between ARP table rebuilds, from 60 to 4294967.
Defaults The default value is 14,400 seconds (4 hours).
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.
Examples The following example changes the ARP timeout to 5,000 seconds:

hostname (config) # arp timeout 5000

Related Commands ~ Command Description
arp Adds a static ARP entry.
arp-inspection For transparent firewall mode, inspects ARP packets to prevent ARP
spoofing.

show arp statistics Shows ARP statistics.

show running-config  Shows the current configuration of the ARP timeout.
arp timeout
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arp-inspection

To enable ARP inspection for transparent firewall mode, use the ar p-inspection command in global
configuration mode. To disable ARP inspection, use the no form of this command. ARP inspection
checks all ARP packets against static ARP entries (see the arp command) and blocks mismatched
packets. This feature prevents ARP spoofing.

arp-inspection interface_name enable [flood | no-flood]

no ar p-inspection interface_name enable

Syntax Description enable Enables ARP inspection.

flood (Default) Specifies that packets that do not match any element of a static
ARP entry are flooded out all interfaces except the originating interface. If
there is a mismatch between the MAC address, the |P address, or the
interface, then the security appliance drops the packet.

Note  The management-specific interface, if present, never floods packets
even if this parameter is set to flood.

interface_name The interface on which you want to enable ARP inspection.
no-flood (Optional) Specifiesthat packetsthat do not exactly match astatic ARP entry
are dropped.
Defaults By default, ARP inspection is disabled on all interfaces; all ARP packets are allowed through the

security appliance. When you enable ARP inspection, the default is to flood non-matching ARP packets.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration — . . . —
Command History Release Modification

7.0(2) This command was introduced.
Usage Guidelines Configure static ARP entries using the arp command before you enable ARP inspection.

When you enable ARP inspection, the security appliance compares the MAC address, | P address, and
source interface in all ARP packets to static entries in the ARP table, and takes the following actions:

« If the IP address, MAC address, and source interface match an ARP entry, the packet is passed
through.
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» If thereis a mismatch between the MAC address, the | P address, or the interface, then the security
appliance drops the packet.

- If the ARP packet does not match any entries in the static ARP table, then you can set the security
appliance to either forward the packet out all interfaces (flood), or to drop the packet.

~

Note  The dedicated management interface, if present, never floods packets even if this parameter
is set to flood.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP
spoofing). ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an

ARP request to the gateway router; the gateway router responds with the gateway router MAC address.
The attacker, however, sends another ARP response to the host with the attacker MAC address instead
of the router MAC address. The attacker can now intercept all the host traffic before forwarding it on to
the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address,
so long as the correct MAC address and the associated |P address are in the static ARP table.

Note  In transparent firewall mode, dynamic ARP entries are used for traffic to and from the security appliance,
such as management traffic.

Examples The following example enables ARP inspection on the outside interface and sets the security appliance
to drop any ARP packets that do not match the static ARP entry:

hostname (config) # arp outside 209.165.200.225 0009.7cbe.2100
hostname (config) # arp-inspection outside enable no-flood

Related Commands ~ Command Description
arp Adds a static ARP entry.
clear configure Clears the ARP inspection configuration.

arp-inspection
firewall transparent Sets the firewall mode to transparent.
show arp statistics Shows ARP statistics.

show running-config  Shows the current configuration of the ARP timeout.
arp
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asdm disconnect

To terminate an active ASDM session, use the asdm disconnect command in privileged EXEC mode.

asdm disconnect session

Syntax Description

Defaults

Command Modes

session The session ID of the active ASDM session to be terminated. You can
display the session IDs of all active ASDM sessions using the show asdm
sessions command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Privileged EXEC . . . . —
Command History Release Modification
7.0(2) This command was changed from the pdm disconnect command to the

Usage Guidelines

Examples

asdm disconnect command.

Use the show asdm sessions command to display alist of active ASDM sessions and their associated
session |Ds. Use the asdm disconnect command to terminate a specific session.

When you terminate an ASDM session, any remaining active ASDM sessions keep their associated
session ID. For example, if there are three active ASDM sessions with the session IDs of 0, 1, and 2, and
you terminate session 1, the remaining active ASDM sessions keep the session IDs 0 and 2. The next
new ASDM session in this example would be assigned a session ID of 1, and any new sessions after that
would begin with the session ID 3.

The following example terminates an ASDM session with a session ID of 0. The show asdm sessions
commands display the active ASDM sessions before and after the asdm disconnect command is entered.

hostname# show asdm sessions
0 192.168.1.1
1 192.168.1.2

hostname# asdm disconnect 0
hostname# show asdm sessions

1 192.168.1.2

| oL-12173-03
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Related Commands ~ Command Description
show asdm sessions Displays alist of active ASDM sessions and their associated session ID.
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asdm disconnect log_session

To terminate an active ASDM logging session, use the asdm disconnect log_session command in
privileged EXEC mode.

asdm disconnect log_session session

Syntax Description session The session ID of the active ASDM logging session to be terminated. You
can display the session IDs of all active ASDM sessions using the show
asdm log_sessions command.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Privileged EXEC . . . . —
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines Use the show asdm log_sessions command to display alist of active ASDM logging sessions and their
associated session IDs. Use the asdm disconnect log_session command to terminate a specific logging
session.

Each active ASDM session has one or more associated ASDM logging sessions. ASDM uses thelogging
session to retrieve syslog messages from the security appliance. Terminating alog session may have an
adverse effect on the active ASDM session. To terminate an unwanted ASDM session, use the asdm
disconnect command.

Note  Because each ASDM session has at least one ASDM logging session, the output for the show asdm
sessions and show asdm log_sessions may appear to be the same.

When you terminate an ASDM logging session, any remaining active ASDM |ogging sessions keep their
associated session ID. For example, if there are three active ASDM logging sessions with the session
IDsof 0, 1, and 2, and you terminate session 1, the remaining active ASDM logging sessions keep the
session IDs 0 and 2. The next new ASDM logging session in this example would be assigned a session
ID of 1, and any new logging sessions after that would begin with the session ID 3.
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Examples The following example terminates an ASDM session with a session ID of 0. The show asdm

log_sessions commands display the active ASDM sessions before and after the asdm disconnect
log_sessions command is entered.

hostname# show asdm log sessions
0 192.168.1.1
1 192.168.1.2

hostname# asdm disconnect 0
hostname# show asdm log sessions

1 192.168.1.2

Related Commands ~ Command Description
show asdm Displays alist of active ASDM logging sessions and their associated
log_sessions session ID.
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asdm group
A

Caution Do not manually configure this command. ASDM adds asdm group commands to the running
configuration and uses them for internal purposes. This command is included in the documentation for
informational purposes only.

asdm group real_grp_namereal_if name

asdm group ref_grp_nameref_if namereferencereal_grp_name

Syntax Description real_grp_name The name of an ASDM object group.
real_if name The name of the interface to which the specified object group is associated.
ref_grp_name The name of an object group that contains translated | P addresses of the
object group specified by the real_grp_name argument.
ref_if_name The name of the interface from which the destination IP address of inbound

traffic is translated.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was changed from the pdm group command to the asdm

group command.

Usage Guidelines Do not manually configure or remove this command.
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asdm history enable

To enable ASDM history tracking, usethe asdm history enable command in global configuration mode.
To disable ASDM history tracking, use the no form of this command.

asdm history enable

no asdm history enable

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(2) This command was changed from the pdm history enable command to the

asdm history enable command.

Usage Guidelines The information obtained by enabling ASDM history tracking is stored in the ASDM history buffer. You
can view this information using the show asdm history command. The history information is used by
ASDM for device monitoring.

Examples The following example enables ASDM history tracking:

hostname (config) # asdm history enable
hostname (config) #

Related Commands ~ Command Description
show asdm history Displays the contents of the ASDM history buffer.
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asdm image

To specify the location of the ASDM software image in Flash memory, use the asdm image command
in global configuration mode. To remove the image location, use the no form of this command.

asdm image url

no asdm image [url]

Syntax Description url Sets the location of the ASDM image in Flash memory. See the following
URL syntax:

- diskO:/[path/]filename

For the ASA 5500 series adaptive security appliance, thisURL indicates
the internal Flash memory. You can also use flash instead of diskO; they
are aliased.

« disk1:/[path/]filename

For the ASA 5500 series adaptive security appliance, this URL indicates
the external Flash memory card.

« flash:/[path/]filename
This URL indicates the internal Flash memory.

Defaults If you do not include this command in your startup configuration, the security appliance uses the first
ASDM imageit finds at startup. It searchesthe root directory of internal Flash memory and then external
Flash memory. The security appliance then inserts the asdm image command into the running
configuration if it discovered an image.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — .
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines You can store more than one ASDM software image in Flash memory. If you enter the asdm image
command to specify a new ASDM software image while there are active ASDM sessions, the new
command does not disrupt the active sessions; active ASDM sessions continue to use the ASDM
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software image they started with. New ASDM sessions use the new software image. If you enter the no
asdm image command, the command is removed from the configuration. However, you can still access
ASDM from the security appliance using the last-configured image location.

If you do not include this command in your startup configuration, the security appliance uses the first
ASDM imageit finds at startup. It searchesthe root directory of internal Flash memory and then external
Flash memory. The security appliance then inserts the asdm image command into the running
configuration if it discovered an image. Be sure to save the running configuration to the startup
configuration using the write memory command. If you do not save the asdm image command to the
startup configuration, every time you reboot, the security appliance searches for an ASDM image and
inserts the asdm image command into your running configuration. If you are using Auto Update, the
automatic addition of this command at startup causes the configuration on the security appliance not to
match the configuration on the Auto Update Server. This mismatch causes the security appliance to
download the configuration from the Auto Update Server. To avoid unnecessary Auto Update activity,
save the asdm image command to the startup configuration.

Examples The following example sets the ASDM image to asdm.bin:

hostname (config)# asdm image flash:/asdm.bin
hostname (config) #

Related Commands ~ Command Description
show asdm image Displays the current ASDM image file.
boot Sets the software image and startup configuration files.
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asdm location

A

Caution

Do not manually configure this command. ASDM adds asdm location commands to the running
configuration and uses them for internal communication. This command is included in the
documentation for informational purposes only.

asdm location ip_addr netmask if _name

asdm location ipv6_addr/prefix if_name

Syntax Description

Defaults

Command Modes

ip_addr IP address used internally by ASDM to define the network topology.

netmask The subnet mask for ip_addr.

if_name The name of the interface through which ASDM is accessed.

ipv6_addr/prefix The IPv6 address and prefix used internally by ASDM to define the network
topology.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) This command was changed from the pdm location command to the asdm

Usage Guidelines

location command.

Do not manually configure or remove this command.

| oL-12173-03
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asr-group

To specify an asymmetrical routing interface group ID, use the asr-group command in interface
configuration mode. To remove the ID, use the no form of this command.

asr-group group_id

no asr-group group_id

Syntax Description group_id The asymmetric routing group ID. Valid values are from 1 to 32.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Interface configuration . . — . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines When Active/Active failover is enabled, you may encounter situations where load balancing causes the
return traffic for outbound connections to be routed through an active context on the peer unit, where the
context for the outbound connection is in the standby group.

The asr-group command causes incoming packets to be re-classified with the interface of the same
asr-group if a flow with the incoming interface cannot be found. If re-classification finds a flow with
another interface, and the associated context isin standby state, then the packet isforwarded to the active
unit for processing.

Stateful Failover must be enabled for this command to take effect.

You can view A SR statistics using the show interface detail command. These statistics include the
number of ASR packets sent, received, and dropped on an interface.

Examples The following exampl e assigns the selected interfaces to the asymmetric routing group 1.
Context ctx1 configuration:

hostname/ctx1
hostname/ctx1l
hostname/ctx1l
hostname/ctx1

config)# interface Ethernet2

config-if)# nameif outside

config-if)# ip address 192.168.1.11 255.255.255.0 standby 192.168.1.21
config-if)# asr-group 1

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m.. 0L-12173-03 |



| Chapter3 acl-netmask-convert through auto-update timeout Commands

asr-group M

Context ctx2 configuration:

config-if)# ip address 192.168.1.31 255.255.255.0 standby 192.168.1.41
config-if)# asr-group 1

hostname/ctx2 (config)# interface Ethernet3
hostname/ctx2 (config-if)# nameif outside
hostname/ctx2 (

(

hostname/ctx2

Related Commands Command Description
interface Enters interface configuration mode.
show interface Displays interface statistics.
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assertion-consumer-url

To identify the URL that the security device accesses to contact the assertion consumer service, use the
assertion-consumer-ur | command in the webvpn configuration mode for that specific SAML-type SSO
server.

To remove the URL from the assertion, use the no form of this command.
assertion-consumer-ur| url

no assertion-consumer-url [url]

Syntax Description url Specifiesthe URL of the assertion consumer service used by the SAML -type
SSO server. The URL must start with either http:// or https: and must be less
than 255 alphanumeric characters.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Webvpn configuration . — . — —
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines Single sign-on support, available only for WebV PN, lets users access different secure services on
different servers without entering a username and password more than once. The security appliance
currently supports the SAML POST-type SSO server and the SiteMinder-type of SSO server.

This command applies only to SAML-type SSO Servers.

If the URL begins with HTTPS, the requirement is to install the root certificate for the assertion
consumer service's SSL certificate.

The following example specifies the assertion-consumer-url for a SAML-type SSO server:

hostname (config-webvpn)# sso server myhostname type saml-vl.l-post
hostname (config-webvpn-sso-saml# assertion-consumer-url https://saml-server/postconsumer
hostname (config-webvpn-sso-saml#

Related Commands
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Command Description

issuer Specifies the SAML-type SSO server security device name.

request-timeout Specifiesthe number of seconds before afailed SSO authentication attempt
times out.

show webvpn sso-server  Displays the operating statistics for all SSO servers configured on the
security device.

SSO-server Creates a WebV PN Single Sign-On server.

trustpoint Specifies a trustpoint name that contains the certificate to use to sign the
SAML-type browser assertion.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 3 acl-netmask-convert through auto-update timeout Commands |

W attribute

attribute

To specify attribute value pairs that the security appliance writes to the DAP attribute database, enter the
attribute command in dap test attributes mode. Use this command multiple times to enter multiple
attribute value pairs.

attribute name value

Syntax Description name Specifies awell-known attribute name, or an attribute that incorporates a
“label” tag. The label tag corresponds to the Endpoint 1D that you
configurefor file, registry, process, anti-virus, anti-spyware, and personal
firewall endpoint attributes in the DAP record

value The value assigned to the AAA attribute.

Command Default No default value or behaviors.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
DAP attributes configuration . . . — —
mode
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines Normally the security appliance retrieves user authorization attributesfrom the AAA server and retrieves
endpoint attributes from Cisco Secure Desktop, Host Scan, CNA or NAC. For the test command, you
specify the user authorization and endpoint attributes in this attributes mode. The security appliance
writes them to an attribute database that the DAP subsystem references when evaluating the AAA
selection attributes and endpoint select attributes for a DAP record.

Examples Thefollowing example assumesthat security appliance selectstwo DAP recordsif the authenticated user
isamember of the SAP group and has anti-virus software installed on the endpoint system. The Endpoint
ID for the anti-virus software endpoint rule is nav.

The DAP records have the following policy attributes:
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DAP Record 1 DAP Record 2

action = continue action = continue

port-forward = enable hostlistl url-list = links2
url-entry = enable

hostname # test dynamic-access-policy attributes

hostname (config-dap-test-attr)# attribute aaa.ldap.memberof SAP
hostname (config-dap-test-attr)# attribute endpoint.av.nav.exists true
hostname (config-dap-test-attr)# exit

hostname # test dynamic-access-policy execute

Policy Attributes:

action = continue

port-forward = enable hostlistl
url-list = links2

url-entry = enable

hostname #

Related Commandsl

Command Description
display Displays current attribute list.s
dynamic-access-policy-record Creates a DAP record.

test dynamic-access-policy
attributes

Enters attributes submode.

test dynamic-access-policy execute

Executes the logic that generates the DAP and displays the
resulting access policies to the console.

| oL-12173-03
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auth-cookie-name

To specify the name of an authentication cookie, use the auth-cookie-name command in aaa-server host
configuration mode. Thisis an SSO with HTTP Forms command.

auth-cookie-name

Syntax Description

name The name of the authentication cookie. The maximum name size is 128
characters.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Aaa-server host configuration . — . — —
Command History Release Modification

7.1(2) This command was introduced.

Usage Guidelines The WebV PN server of the security appliance uses an HTTP POST request to submit a single sign-on
authentication request to an SSO server. If authentication succeeds, the authenticating web server passes
back an authentication cookie to the client browser. The client browser then authenticates to other web
servers in the SSO domain by presenting the authentication cookie. The auth-cookie-name command
configures name of the authentication cookie to be used for SSO by the security appliance.

A typical authentication cookie format is Set-Cookie: <cookie name>=<cookie value> [;<cookie
attributes>]. In the following authentication cookie example, SMSESSION is the name that would be
configured with the auth-cookie-name command:

Set-Cookie:
SMSESSION=yN4Yp5hHVNDgs4FT8dn7+Rwev41lhsE49X1Kc+1twieO0ggqnjbhkTkUnR8XWP3hvDH6PZPOHIHtWLDKTa8
ngDB/1bYTj IxrbDx8WPWwaG3CxVa3adOxHFR8yjD55GevK3ZF4ujgUl1h06£fta0dsSS0SepWvnsCb7IFxCw+MGiw008
8uHa2t41+S111gfJvcpuXfiIAO06D/dapWriHjNoi411J0gCst33wEhxFXxcWy2UWxs4EZSjsI5GyBnef SQTPVEmasd
c/emWor9viWrOHnTQaHP5rg5dTNqunkDEAMIHfbeP3F90cZejVzihM6igiS6P/CEJAJE; Domain=.example.com; Pa
th=/

Examples The following exampl e specifies the authentication cookie name of SMSESSION for the authentication
cookie received from a web server named example.com:
hostname (config) # aaa-server testgrpl host example.com

hostname (config-aaa-server-host)# auth-cookie-name SMSESSION
hostname (config-aaa-server-host)#
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Related Commands

Command

Description

action-uri

Specifiesaweb server URI to receive ausername and password
for single sign-on authentication.

hidden-parameter

Creates hidden parametersfor exchange with the authenticating
web server.

passwor d-par ameter

Specifies the name of the HTTP POST request parameter in
which a user password must be submitted for SSO
authentication.

start-url

Specifies the URL at which to retrieve a pre-login cookie.

user-parameter

Specifies that a username parameter must be submitted as part
of the HTTP POST request used for SSO authentication.

| oL-12173-03
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authentication-certificate

Torequest acertificate from aWebV PN client establing aconnection, usethe authentication-certificate
command in webvpn configuration mode. To cancel the requirement for a client certificate, use the no
form of this command.

authentication-certificate interface-name

no authentication-certificate [interface-name]

Syntax Description interface-name The name of the interface used to establish the connection. Available
interfaces names are:

- inside Name of interface GigabitEthernet0/1
- outside Name of interface GigabitEthernet0/0

Defaults - If you omit the authentication-certificate command, client certificate authentication is disabled.

- If you do not specify an interface-name with the authentication-certificate command, the default
interface-nameisinside

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Webvpn configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines For this command to take effect, WebV PN must already be enabled on the corresponding interface. An
interface is configured and named with the interface, | P address, and nameif commands.

This command applies only to WebV PN client connections, however the ability to specify client
certificate authentication for management connections with the http authentication-certificate
command is available on all platforms, including the platforms that do not support WebV PN.
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authentication-certificate 1l

The security appliance validates certificates against the PKI trustpoints. If a certificate does not pass
validation, then one of the following actions occurs:

If:

Then:

The local CA embedded in the
security appliance is not enabled.

The security appliance closes the SSL connection.

Thelocal CA isenabled, and AAA
authentication is not enabled.

The security appliance redirects the client to the certificate
enrollment page for the local CA to obtain a certificate.

Both the local CA and AAA
authentication are enabled.

The client is redirected to a AAA authentication page. If
configured, the client also is presented with a link to the
enrollment page for the local CA.

The following example configures certificate authentication for WebV PN user connections on the

outside interface:

hostname (config) # webvpn

hostname (config-webvpn)# authentication-certificate outside

hostname (config-webvpn) #

Command Description

authentication (tunnel-group  Specifies that the members of atunnel group must use a digital
webvpn configuration mode)  certificate for authentication.

http authentication-certificate Specifies authentication by means of certificate for ASDM
management connections to the security appliance.

interface Configures the interface used to establish the connection
show running-config ssl Displaysthe current set of configured SSL commands.
ssl trust-point Configures the sdl certificate trustpoint.
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W authentication-exclude

authentication-exclude

To enable end users to browse to configured links without logging in to clientless SSL VPN,, enter the
authentication-exclude command in webvpn mode. Use this command multiple timesto permit acccess
to multiple sites.

authentication-exclude url-fnmatch

Syntax Description url-fnmatch Identifies the link to exempt from the requirement to log in to clientless
SSL VPN.

Command Default Disabled.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Webvpn configuration mode . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines Thisfeature is useful when you require that some internal resources be available for public use via SSL
VPN.

You need to distribute information about the links to end usersin an SSL VPN-mangled form, for
example, by browsing to these resources using SSL VPN and copying the resulting URLS into the
information about links that you distribute.

Examples The following example shows how to exempt two sites from authentication requirements:

hostname (config) # Webvpn

hostname (config-webvpn) # authentication-exclude http://www.site.com/public/*
hostname (config-webvpn) #authentication-exclude *announcement.html
hostname (config-webvpn)# hostname #
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authentication

To configure the authentication method for WebV PN and e-mail proxies, use the authentication
command in various modes. To restore the default method, use the no form of this command. The
security appliance authenticates users to verify their identity.

authentication 1l

authentication {[aaa] [certificate] [mailhost] [piggyback]}

no authentication [aaa] [certificate] [mailhost] [piggyback]

Syntax Description

Defaults

Command Modes

aaa Provides a username and password that the security appliance checks
against a previously configured AAA server.

certificate Provides a certificate during SSL negotiation.

mailhost Authenticates viathe remote mail server. For SMTPS only. For the IMAP4S
and POP3S, mailhost authentication is mandatory and not displayed as a
configurable option.

piggyback Requires that an HTTPS WebV PN session already exists. Piggyback

authentication is available for e-mail proxies only.

The following table shows the default authentication methods for WebV PN and e-mail proxies:

Protocol Default Authentication Method
IMAP4S Mailhost (required)

POP3S Mailhost (required)

SMTPS AAA

WebVPN AAA

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
SMTPS configuration . — . — —
Webvpn configuration . .
Command History Release Modification
8.0(2) This command was introduced.
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W authentication

Release Modification

7.1() This command was deprecated in webvpn configuration mode and moved
to tunnel-group webvpn-attributes configuration mode for WebV PN.

8.0(2) This command was modified to reflect changesto certificate authentication

requirements.

Usage Guidelines At least one authentication method is required. For WebV PN, for example, you can specify AAA
authentication, certificate authentication, or both. You can specify these in either order.

WebV PN certificate authentication requires that HTTPS user certificates be required for the respective
interfaces. That is, for this selection to be operational, before you can specify certificate authentication,
you must have specified the interface in an authentication-certificate command.

If you enter this command in webvpn configuration mode, it is transformed to the same command in
tunnel-group webvpn-attributes configuration mode.

For WebV PN, you can require both AAA and certificate authentication, in which case users must provide
both a certificate and a username and password. For e-mail proxy authentication, you can require more
than one authentication method. Specifying the command again overwrites the current configuration.

Examples The following example shows how to require that WebV PN users provide certificates for authentication:
hostname (config) # webvpn
hostname (config-webvpn) # authentication certificate

Related Commands ~ Command Description
authentication-certificate Requests a certificate from a WebVPN client establishing a connection.
show running-config Displays the current tunnel-group configuration.
clear configure aaa Remove/reset the configured AAA values.
show running-config aaa Display the AAA configuration.
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authentication eap-proxy M

authentication eap-proxy

Syntax Description

Defaults

Command Modes

For L2TP over |PSec connections, to enable EAP and permit the security appliance to proxy the PPP
authentication process to an external RADIUS authentication server, use the authentication eap-proxy
command in tunnel-group ppp-attributes configuration mode. To return the command to its default
setting (permit CHAP and MS-CHAP), use the no form of this command.

authentication eap-proxy

no authentication eap-proxy

This command has no keywords or arguments.

By default, EAP is not a permitted authentication protocol.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Tunnel-group ppp-attributes . — . — —
configuration
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines

Examples

You can apply this attribute only to the L2TP/IPSec tunnel-group type.

The following example entered in config-ppp configuration mode, permits EAP for PPP connections for
the tunnel group named pppremotegrp:

hostname (config)# tunnel-group pppremotegrp type IPSec/IPSec
hostname (config) # tunnel-group pppremotegrp ppp-attributes
hostname (config-ppp) # authentication eap
hostname (config-ppp) #

Related Commands Command Description
clear configure Clears all configured tunnel groups.

tunnel-group

| oL-12173-03
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M authentication eap-proxy

Command Description
show running-config ~ Shows the indicated certificate map entry.
tunnel-group

tunnel-group-map Associates the certificate map entries created using the crypto ca
default-group certificate map command with tunnel groups.
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authentication key eigrp

authentication key eigrp

To enable authentication of EIGRP packets and specify the authentication key, use the authentication
key eigrp command in interface configuration mode. To disable EIGRP authentication, use the no form
of this command.

authentication key eigrp as-number key key-id key-id

no authentication key eigrp as-number

Syntax Description

Defaults

Command Modes

as-number The autonomous system number of the EIGRP process being authenticated. This
must be the same values as configured for the EIGRP routing process.

key Key to authenticate EIGRP updates. The key can contain up to 16 characters.

key-id key-id Key identification value; valid values range from 1 to 255.

EIGRP authentication is disabled.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Interface configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

Examples

Related Commands

You must configure both the authentication mode eigrp and the authentication key eigrp commands
on an interface to enable EIGRP message authentication. Use the show running-config interface
command to view the authentication commands configured on an interface.

The following examples shows EI GRP authentication configured on interface GigabitEthernet0/3:

hostname (config) # interface Gigabit0/3
hostname (config-if)# authentication mode eigrp md5
hostname (config-if)# authentication key eigrp 100 thisismykey key id 5

| oL-12173-03
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Command Description
authentication mode  Specifies the type of authentication used for EIGRP authentication.
eigrp

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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authentication mode eigrp

authentication mode eigrp

To specify the type of authentication used for EIGRP authentication, use the authentication modeeigrp
command in interface configuration mode. To restore the default authentication method, use theno form
of this command.

authentication mode eigrp as-num md5

no authentication mode eigrp as-num md>5

Syntax Description

Defaults

Command Modes

as-num The autonomous system number of the EIGRP routing process.
md5 Uses MD5 for EIGRP message authentication.

No authentication is provided by default.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Interface configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

Examples

You must configure both the authentication mode eigr p and the authentication key eigrp commands
on an interface to enable EIGRP message authentication. Use the show running-config interface
command to view the authentication commands configured on an interface.

The following examples shows EIGRP authentication configured on interface GigabitEthernet0/3:

hostname (config)# interface GigabitEthernet0/3
hostname (config-if)# authentication mode eigrp 100 md5
hostname (config-if)# authentication key eigrp 100 thisismykey key id 5

Related Commands

Command Description
authentication key Enables authentication of EIGRP packets and specifies the authentication
eigrp key.

| oL-12173-03

Cisco ASA 5580 Adaptive Security Appliance Command Reference g



Chapter 3 acl-netmask-convert through auto-update timeout Commands |

M authentication ms-chap-vl

authentication ms-chap-vl

For L2TP over IPSec connections, to enable Microsoft CHAP, Version 1 authentication for PPP, use the
authentication ms-chap-v1 command in tunnel-group ppp-attributes configuration mode. This protocol
issimilar to CHAP but more secure in that the server stores and compares only encrypted passwords
rather than cleartext passwords as in CHAP. This protocol also generates a key for data encryption by
M PPE.

To return the command to its default setting (permit CHAP and MS-CHAP), use the no form of this
command.

To disable Microsoft CHAP, Version 1, use the no form of this command.
authentication ms-chap-vl

no authentication ms-chap-v1

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Tunnel-group ppp-attributes . — . — —
configuration
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines You can apply this attribute only to the L2TP/IPSec tunnel-group type.

Related Commands ~ Command Description

clear configure Clears the entire tunnel-group database or just the specified tunnel-group.
tunnel-group

show running-config  Displays the currently running tunnel-group configuration for a specified
tunnel-group tunnel group or for all tunnel groups.

tunnel-group Creates and manages the database of connection-specific records for | PSec
and WebV PN tunnels.
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authentication ms-chap-v2 W

authentication ms-chap-v2

Syntax Description

Defaults

Command Modes

For L2TP over IPSec connections, to enable Microsoft CHAP, Version 2 authentication for PPP, use the
authentication ms-chap-v1 command in tunnel-group ppp-attributes configuration mode. This protocol
issimilar to CHAP but more secure in that the server stores and compares only encrypted passwords
rather than cleartext passwords as in CHAP. This protocol also generates a key for data encryption by
M PPE.

To return the command to its default setting (permit CHAP and MS-CHAP), use the no form of this
command.

To disable Microsoft CHAP, Version 2, use the no form of this command.
authentication ms-chap-v2

no authentication ms-chap-v2

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Tunnel-group ppp-attributes . — . — —
configuration
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines

You can apply this attribute only to the L2TP/IPSec tunnel-group type.

Related Commands

Command Description

clear configure Clears the entire tunnel-group database or just the specified tunnel-group.
tunnel-group

show running-config  Displays the currently running tunnel-group configuration for a specified
tunnel-group tunnel group or for all tunnel groups.

tunnel-group Creates and manages the database of connection-specific records for 1PSec
and WebV PN tunnels.
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authentication pap

Syntax Description

Defaults

Command Modes

For L2TP over |PSec connections, to permit PAP authentiation for PPP, use the authentication pap
command in tunnel-group ppp-attributes configuration mode. This protocol passes cleartext username
and password during authentication and is not secure.

To return the command to its default setting (permit CHAP and MS-CHAP), use the no form of this
command.

authentication pap

no authentication pap

This command has no keywords or arguments.

By default, PAP is not a permitted authentication protocol.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Tunnel-group ppp-attributes . — . — —
configuration
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines

Examples

You can apply this attribute only to the L 2TP/IPSec tunnel-group type.

The following example entered in config-ppp configuration mode, permits PAP for PPP connections for
atunnel group named pppremotegrps:

hostname (config) # tunnel-group pppremotegrp type IPSec/IPSec
hostname (config) # tunnel-group pppremotegrp ppp-attributes
hostname (config-ppp) # authentication pap
hostname (config-ppp) #

Related Commands Command Description
clear configure Clears all configured tunnel groups.

tunnel-group
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authenticationpap W

Command Description
show running-config ~ Shows the indicated certificate map entry.
tunnel-group

tunnel-group-map Associates the certificate map entries created using the crypto ca
default-group certificate map command with tunnel groups.
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authentication-certificate

Torequest acertificate from aWebV PN client establing aconnection, usethe authentication-certificate
command in webvpn configuration mode. To cancel the requirement for a client certificate, use the no
form of this command.

authentication-certificate interface-name

no authentication-certificate [interface-name]

Syntax Description interface-name The name of the interface used to establish the connection. Available
interfaces names are:

- inside Name of interface GigabitEthernet0/1
- outside Name of interface GigabitEthernet0/0

Defaults - If you omit the authentication-certificate command, client certificate authentication is disabled.

- If you do not specify an interface-name with the authentication-certificate command, the default
interface-nameisinside

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Webvpn configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines For this command to take effect, WebV PN must already be enabled on the corresponding interface. An
interface is configured and named with the interface, | P address, and nameif commands.

This command applies only to WebV PN client connections, however the ability to specify client
certificate authentication for management connections with the http authentication-certificate
command is available on all platforms, including the platforms that do not support WebV PN.
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Examples

Related Commands

authentication-certificate 1l

The security appliance validates certificates against the PKI trustpoints. If a certificate does not pass
validation, then one of the following actions occurs:

If:

Then:

The local CA embedded in the
security appliance is not enabled.

The security appliance closes the SSL connection.

Thelocal CA isenabled, and AAA
authentication is not enabled.

The security appliance redirects the client to the certificate
enrollment page for the local CA to obtain a certificate.

Both the local CA and AAA
authentication are enabled.

The client is redirected to a AAA authentication page. If
configured, the client also is presented with a link to the
enrollment page for the local CA.

The following example configures certificate authentication for WebV PN user connections on the

outside interface:

hostname (config) # webvpn

hostname (config-webvpn)# authentication-certificate outside

hostname (config-webvpn) #

Command Description

authentication (tunnel-group  Specifies that the members of atunnel group must use a digital
webvpn configuration mode)  certificate for authentication.

http authentication-certificate Specifies authentication by means of certificate for ASDM
management connections to the security appliance.

interface Configures the interface used to establish the connection
show running-config ssl Displaysthe current set of configured SSL commands.
ssl trust-point Configures the sdl certificate trustpoint.
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authentication-port

To specify the port number used for RADIUS authentication for this host, use the authentication-port
command in aaa-server configuration host configuration mode. To remove the authentication port
specification, use the no form of this command. This command specifies the destination TCP/UDP port
number of the remote RADIUS server hosts to which you want to assign authentication functions;

authentication-port port

no authentication-port

Syntax Description

Defaults

Command Modes

port A port number, in the range 1-65535, for RADIUS authentication.

By default, the device listens for RADIUS on port 1645 (in compliance with RFC 2058). If the port is
not specified, the RADIUS authentication default port number (1645) is used.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Aaa-server host configuration . . . . —
Command History Release Modification
7.0(2) Semantic change to the command to support the specification of server ports

Usage Guidelines

Examples

on a per-host basis for server groups that contain RADIUS servers.

If your RADIUS authentication server uses a port other than 1645, you must configure the security
appliance for the appropriate port prior to starting the RADIUS service with the aaa-server command.

This command is valid only for server groups that are configured for RADIUS.

The following example configures a RADIUS AAA server named “srvgrpl” on host “1.2.3.4”, setsa
timeout of 9 seconds, sets aretry-interval of 7 seconds, and configures authentication port 1650.

hostname (config) # aaa-server svrgrpl protocol radius

hostname (config-aaa-server-group) # aaa-server svrgrpl host 1.2.3.4
hostname (config-aaa-server-host)# timeout 9

hostname (config-aaa-server-host)# retry-interval 7

hostname (config-aaa-server-host)# authentication-port 1650
hostname (config-aaa-server-host)# exit

hostname (config) #
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authentication-port

Related Commands

Command

Description

aaa authentication

Enables or disables LOCAL, TACACS+, or RADIUS user
authentication, on aserver designated by the aaa-ser ver command, or
ASDM user authentication.

aaa-server host

Enters AAA server host configuration mode, so you can configure
AAA server parameters that are host-specific.

clear configure
aaa-server

Removes all AAA command statements from the configuration.

show running-config
aaa-server

Displays AAA server statistics for all AAA servers, for a particular
server group, for aparticular server within a particular group, or for a
particular protocol.
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M authentication-server-group (imap4s, pop3s, smtps)

authentication-server-group (imap4s, pop3s, smtps)

To specify the set of authentication servers to use for e-mail proxies, use the
authentication-server-group command in various modes. To remove authentication servers from the
configuration, use the no form of this command. The security appliance authenticates users to verify
their identity.

authentication-server-group group_tag

no authentication-server-group

Syntax Description

Defaults

Command Modes

group_tag Identifies the previously configured authentication server or group of
servers. Use the aaa-server command to configure authentication servers.

No authentication servers are configured by default.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
Smtps configuration . — . — —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Examples

If you configure AAA authentication, you must configure this attribute as well. Otherwise,
authentication always fails.

The next example shows how to configure IMAPAS e-mail proxy to use the set of authentication servers
named “IMAP4SSVRS’:

hostname (config) # imapés
hostname (config-imap4s)# authentication-server-group IMAP4SSVRS

Related Commands

Command Description
aaa-server host Configures authentication, authorization, and accounting servers.
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authentication-server-group (tunnel-group general-attributes)

authentication-server-group (tunnel-group general-attributes)

To specify the AAA server group to use for user authentication for atunnel group, use the
authentication-server-group command in tunnel-group general-attributes configuration mode. To
return this attribute to the default, use the no form of this command.

authentication-server-group [(interface_name)] server_group [LOCAL | NONE]

no authentication-server-group [(interface_name)] server_group

Syntax Description

Defaults

Command Modes

interface_name

(Optional) Specifies the interface where the 1PSec tunnel terminates.

LOCAL (Optional) Requires authentication against the local user database if all of
the serversin the server group have been deactivated due to communication
failures. If the server group name is either LOCAL or NONE, do not use
the LOCAL keyword here.

NONE (Optional) Specifies the server group name as NONE, indicating that

authentication is not required.

server_group

I dentifies the previously configured authentication server or group of
servers.

The default setting for the server-group in this command is LOCAL.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Tunnel-group general-attributes | - — . — —
configuration
Command History Release Modification
7.0(1) This command was introduced.
7.1(2) This command was deprecated in webvpn configuration mode and moved
to tunnel-group general -attributes configuration mode.
8.0(2) This command was enhanced to allow per-interface authentication for

Usage Guidelines

IPSec connections.

You can apply this attribute to all tunnel-group types.

Use the aaa-server command to configure authentication servers and the aaa-ser ver-host command to
add serversto a previously configured AAA server group.
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Examples The following example entered in config-general configuration mode, configures an authentication
server group named aaa-server456 for an |PSec remote-access tunnel group named remotegrp:

hostname (config) # tunnel-group remotegrp type ipsec-ra
config)# tunnel-group remotegrp general-attributes
config-tunnel-general)# authentication-server-group aaa-server456

config-tunnel-general)#

hostname
hostname
hostname

Related Commands Command Description
aaa-server Createsa AAA server group and configures AAA server parameters
that are group-specific and common to all group hosts.
aaa-server host Adds serversto a previously configured AAA server group and

configures host-specific AAA-server parameters.
clear configure tunnel-group Clears all configured tunnel groups.

show running-config Shows the tunnel group configuration for all tunnel groups or for a
tunnel-group particular tunnel group.
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authorization-dn-attributes

To specify the primary and secondary subject DN fieldsto use as the username for authorization, use the
authorization-dn-attributes command in various configuration modes. To remove the attribute from
the configuration and restore default values, use the no form of this command.

authorization-dn-attributes { primary-attr [secondary-attr] | use-entire-name}

no authorization-dn-attributes

Syntax Description primary-attr Specifies the attribute to use to derive a name for an authorization query
from a certificate.
secondary-attr (Optional) Specifies an additional attribute to use with the primary attribute
to derive a name for an authorization query from a digital certificate.
use-entire-name Specifies that the security appliance must use the entire subject DN
(RFC1779) to derive a name for an authorization query from a digital
certificate.
Defaults The default value for the primary attribute is CN (Common Name).

The default value for the secondary attribute is OU (Organization Unit).

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
Smtps configuration . — . — —
Tunnel-group general-attributes | — . — —
configuration

Command History Release Modification
7.1(1) This command was deprecated in webvpn configuration mode and moved
to tunnel-group general-attributes configuration mode.
7.2(1) Added imap4s, pop3, and smtps configuration modes.
8.0(4) This command was deprecated.

Usage Guidelines This command has been deprecated. Use the user name-from-certificate command instead.

Possible values for primary and secondary attributes include the following:
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W authorization-dn-attributes

Examples

Attribute Definition

CN Common Name: the name of a person, system, or other entity

ou Organizational Unit: the subgroup within the organization (O)

0] Organization: the name of the company, institution, agency, association or
other entity

L Locality: the city or town where the organization is located

SP State/Province: the state or province where the organization is located

C Country: the two-letter country abbreviation. These codes conform to 1SO
3166 country abbreviations.

EA E-mail address

T Title

N Name

GN Given Name

SN Surname

I Initials

GENQ Generational Qualifier

DNQ Domain Name Qualifier

uiD User Identifier

UPN User Principal Name

SER Serial Number

use-entire-name Use entire DN name

The following example, entered in global configuration mode, creates an | PSec remote access tunnel
group named remotegrp and specifies the use of CN (Common Name) as the primary attribute to use to
derive a name for an authorization query from a digital certificate:

hostname (config)# tunnel-group remotegrp type ipsec ra
hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general)# authorization-dn-attributes CN
hostname (config-tunnel-general) #
Related Commands ~ Command Description
clear configure Clears all configured tunnel groups.
tunnel-group
show running-config Shows the indicated certificate map entry.
tunnel-group
tunnel-group Specifies the general attributes for the named tunnel-group.

general-attributes

username-from-certificate Specifiesthe field in a certificate to use as the username for
authorization.
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authorization-required

authorization-required

Syntax Description

Defaults

Command Modes

Torequire usersto authorize successfully prior to connecting, usetheauthorization-required command
in various modes. To remove the attribute from the configuration, use the no version of this command.

authorization-required

no authorization-required

This command has no arguments or keywords.

Authorization-required is disabled by default.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
Smtps configuration . — . — —
Tunnel-group general-attributes | - — . — —
configuration
Command History Release Modification
7.0(1) This command was introduced.
7.1(2) This command was deprecated in webvpn configuration mode and moved
to tunnel-group general -attributes configuration mode.
7.2(1) Replaced webvpn configuration mode with imap4s, pop3s, and smtps

Examples

configuration modes.

The following example, entered in global configuration mode, requires authorization based on the
complete DN for users connecting through a remote-access tunnel group named remotegrp. The first
command configures the tunnel-group type as ipsec_ra (IPSec remote access) for the remote group
named remotegrp. The second command enters tunnel-group general -attributes configuration mode for
the specified tunnel group, and the last command specifies that authorization is required for the named
tunnel group:

hostname
hostname

hostname
hostname

config)# tunnel-group remotegrp type ipsec ra
config)# tunnel-group remotegrp general-attributes
config-tunnel-general)# authorization-required
config-tunnel-general)#

| oL-12173-03
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Related Commands ~ Command Description

authorization-dn-attributes Specifies the primary and secondary subject DN fieldsto use as the
username for authorization

clear configuretunnel-group  Clearsall configured tunnel groups.

show running-config Shows the indicated certificate map entry.
tunnel-group
tunnel-group Specifies the general attributes for the named tunnel-group.

general-attributes
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authorization-server-group

To specify the set of authorization servers to use with WebVPN and e-mail proxies, use the
authorization-server-group command in various modes. To remove authorization servers from the
configuration, use the no form of this command. The security appliance uses authorization to verify the
level of access to network resources that users are permitted.

authorization-server-group group_tag

no authorization-server-group

Syntax Description

Defaults

Command Modes

group_tag I dentifies the previously configured authorization server or group of
servers. Use the aaa-server command to configure authorization servers.

No authorization servers are configured by default.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Imap4s configuration . — . — —
Pop3s configuration . — . — —
Smtps configuration . — . — —
Tunnel-group general-attributes | — . — —
configuration
Command History Release Modification
7.0(1) This command was introduced.
7.1() This command was deprecated in webvpn configuration mode and moved

Usage Guidelines

to tunnel-group general-attributes configuration mode.

If you enter this command in webvpn configuration mode, it is transformed to the same command in
tunnel-group general -attributes mode.

When VPN Authorization is defined as LOCAL, the attributes configured in the default group policy
DfltGrpPolicy are enforced.

Examples The following example shows how to configure POP3S e-mail proxy to use the set of authorization
servers hamed “ POP3Spermit”:
hostname (config) # pop3s
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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hostname (config-pop3s) # authorization-server-group POP3Spermit

Thefollowing example entered in config-general configuration mode, configures an authorization server
group named “aaa-server78” for an 1PSec remote-access tunnel group named “remotegrp”:

hostname (config) # tunnel-group remotegrp type ipsec-ra
config)# tunnel-group remotegrp general-attributes
config-tunnel-general)# authorization-server-group aaa-server78

config-tunnel-general)#

hostname
hostname
hostname

Related Commands ~ Command Description
aaa-server host Configures authentication, authorization, and accounting servers.
clear configure Clears all configured tunnel groups.

tunnel-group

show running-config  Shows the tunnel group configuration for all tunnel groups or for a
tunnel-group particular tunnel group.

tunnel-group Specifies the general attributes for the named tunnel-group.
general-attributes
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authorization-server-group (tunnel-group general-attributes
mode)

To specify the aaa-server group, and optionally the interface, for user authorization, use the
authorization-server-group command in tunnel-group general -attributes mode. To return this
command to the default, use the no form of this command.

authorization-server-group [(interface-id)] server_group

no authorization-server-group [(interface-id)]

Syntax Description (interface-id) (Optional) Specifies the interface on which to perform authorization. The
parentheses are required if you specify this parameter.
server_group Specifies the name of the previously configured authorization server or

group of servers.

Defaults The default setting for this command is no authorization-server-group.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Tunnel-group general-attributes | — . — —
configuration
Command History Release Modification
7.0(1) This command was introduced.
7.1() This command was deprecated in webvpn configuration mode and moved

to tunnel-group general-attributes configuration mode. This command is
now available for all tunnel-group attribute types.

7.2(2) This command was enhanced to allow per-interface authorization for 1PSec
connections.

Usage Guidelines When VPN Authorization is defined as LOCAL, the attributes configured in the default group policy
DflItGrpPolicy are enforced.

Use the aaa-server command to configure authorization server groups and the aaa-ser ver-host
command to add servers to a previously configured aaa server group.
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Examples Thefollowing example entered in config-general configuration mode, configures an authori zation server
group named aaa-server78 that uses an interface named outside for an | PSec remote-access tunnel group
named remotegrp:

hostname
hostname
hostname
hostname

config)# tunnel-group remotegrp type ipsec-ra

config)# tunnel-group remotegrp general-attributes
config-tunnel-general)# authorization-server-group (outside) aaa-server78
config-tunnel-general)#

Related Commands Command Description

aaa-server Createsa AAA server group and configures AAA server
parameters that are group-specific and common to all
group hosts.

aaa-server host Adds serversto a previously configured AAA server
group and configures host-specific AAA-server
parameters.

clear configure aaa-server Removes all AAA server configurations.

show running-config aaa-server Displays AAA server statistics for all AAA servers, for

aparticular server group, for aparticular server within a
particular group, or for a particular protocol.

tunnel-group general-attributes Specifies the general attributes for the named
tunnel-group.
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auth-prompt

To specify or change the AAA challenge text for through-the-security appliance user sessions, use the
auth-prompt command in global configuration mode. To remove the authentication challenge text, use
the no form of this command.

auth-prompt prompt [prompt | accept | reject] string

no auth-prompt prompt [ prompt | accept | reject]

Syntax Description

Defaults

Command Modes

accept If auser authentication via Telnet is accepted, display the prompt string.

prompt The AAA challenge prompt string follows this keyword.

reject If auser authentication via Telnet is rejected, display the prompt string.

string A string of up to 235 alphanumeric characters or 31 words, limited by whichever

maximum is first reached. Special characters, spaces, and punctuation characters are
permitted. Entering a question mark or pressing the Enter key ends the string. (The
question mark appears in the string.)

If you do not specify an authentication prompt:
e FTPusersseerTp authentication,
e HTTP users see HTTP Authentication

» Telnet users see no challenge text.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . — — .
Command History Release Modification
7.0(2) Minor semantic changes.

Usage Guidelines

The auth-prompt command lets you specify the AAA challenge text for HTTP, FTP, and Telnet access
through the security appliance when requiring user authentication from TACACS+ or RADIUS servers.
Thistext isprimarily for cosmetic purposes and displays above the username and password prompts that
users view when logging in.

If the user authentication occurs from Telnet, you can use the accept and reject options to display
different status prompts to indicate that the authentication attempt is accepted or rejected by the AAA
server.

| oL-12173-03
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If the AAA server authenticates the user, the security appliance displays the auth-prompt accept text,
if specified, to the user; otherwise it displays the reject text, if specified. Authentication of HTTP and
FTP sessions displays only the challenge text at the prompt. The accept and rej ect text are not displayed.

Note  Microsoft Internet Explorer displays up to 37 characters in an authentication prompt. Telnet and FTP
display up to 235 characters in an authentication prompt.

Examples The following example sets the authentication prompt to the string “Please enter your username and
password.”:

hostname (config) # auth-prompt prompt Please enter your username and password

After this string is added to the configuration, users see the following:

Please enter your username and password
User Name:
Password:

For Telnet users, you can also provide separate messages to display when the security appliance accepts
or rejects the authentication attempt; for example:

hostname (config) # auth-prompt reject Authentication failed. Try again.
hostname (config) # auth-prompt accept Authentication succeeded.

The following example sets the authentication prompt for a successful authentication to the string,
“You're OK.”

hostname (config) # auth-prompt accept You’re OK.

After successfully authenticating, the user sees the following message:

You’re OK.

Related Commands ~ Command Description
clear configure Removes the previously specified authentication prompt challenge text and
auth-prompt reverts to the default value, if any.

show running-config Displays the current authentication prompt challenge text.
auth-prompt
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auto-signon

To configure the security appliance to automatically pass WebV PN user login credentials on to internal
servers, use the auto-signon command in any of three modes: webvpn configuration, webvpn group
configuration, or webvpn username configuration mode. The authentication method can be NTLM
(NTLMv1), HTTP Basic authentication, or both. To disable auto-signon to a particular server, use the
no form of this command with the original ip, uri, and auth-type arguments. To disable auto-signon to
all servers, use the no form of this command without arguments.

Syntax Description

Defaults

Command Modes

auto-signon Il

auto-signon allow {ip ip-addressip-mask | uri resource-mask} auth-type {basic | ntim |all}

no auto-signon [allow {ip ip-addressip-mask | uri resource-mask} auth-type{basic | ntim | all}]

all Specifies both the NTLM and HTTP Basic authentication methods.

allow Enables authentication to a particular server.

auth-type Enables selection of an authentication method.

basic Specifies the HTTP Basic authentication method.

ip Specifiesthat an | P address and mask identifies the serversto be authenticated
to.

ip-address In conjunction with ip-mask, identifies the | P address range of the servers to
be authenticated to.

ip-mask In conjunction with ip-address, identifies the | P address range of the serversto
be authenticated to.

ntim Specifies the NTLMv1 authentication method.

resource-mask Identifies the URI mask of the servers to be authenticated to.

uri Specifies that a URI mask identifies the servers to be authenticated to.

By default, this feature is disabled for all servers.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Webvpn configuration (global) . — . — —
Webvpn group policy . — . — —
configuration
Webvpn username configuration | — . — —
Command History Release Modification
7.1() This command was introduced.
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Usage Guidelines

Examples

The auto-signon command is a single sign-on method for WebV PN users. It passes the WebV PN login
credentials (username and password) to internal servers for authentication using NTLM authentication,
HTTP Basic authentication, or both. Multiple auto-signon commands can be entered and are processed
according to the input order (early commands take precedence).

You can use the auto-signon feature in three modes: webvpn configuration group-policy, webvpn
configuration, or webvpn username configuration mode. The typical precedence behavior applies, where
username supersedes group, and group supersedes global. The mode you choose depends upon the
desired scope of authentication:

Mode Scope

Webvpn configuration All WebV PN users globally

Webvpn group configuration A subset of WebV PN users defined by a group policy
Webvpn username configuration An individual WebV PN user

The following example commands configure auto-signon for all WebV PN users, using NTLM
authentication, to servers with IP addresses ranging from 10.1.1.0 to 10.1.1.255:

hostname (config) # webvpn
hostname (config-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0 auth-type ntlm

The following example commands configure auto-signon for all WebV PN users, using HTTP Basic
authentication, to servers defined by the URI mask https://* .example.com/*:

hostname (config) # webvpn
hostname (config-webvpn)# auto-signon allow uri https://*.example.com/* auth-type basic

The following example commands configure auto-signon for WebV PN users ExamplePolicy group
policy, using either HTTP Basic or NTLM authentication, to servers defined by the URI mask
https://* .example.com/*:

hostname (config) # group-policy ExamplePolicy attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn)# auto-signon allow uri https://*.example.com/* auth-type all

The following example commands configure auto-signon for a user named Anyuser, using HTTP Basic
authentication, to servers with IP addresses ranging from 10.1.1.0 to 10.1.1.255:

hostname (config) # username Anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0 auth-type
basic

Related Commands

Command Description
show running-config webvpn Displays auto-signon assignments of the running configuration.
auto-signon
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auto-summary

Syntax Description

Defaults

Command Modes

To enable the automatic summarization of subnet routes into network-level routes, use the
auto-summary command in router configuration mode. To disable route summarization, use the no
form of this command.

auto-summary

no auto-summary

This command has no arguments or keywords.

Route summarization is enabled for RIP Version 1, RIP Version 2, and EIGRP.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Router configuration . — . — —
Command History Release Modification
7.2(1) This command was introduced.
8.0(2) Support for EIGRP was added.

Usage Guidelines

Route summarization reduces the amount of routing information in the routing tables.

RIP Version 1 always uses automatic summarization. You cannot disable automatic summarization for
RIP Version 1.

If you are using RIP Version 2, you can turn off automatic summarization by specifying the no
auto-summary command. Disable automatic summarization if you must perform routing between
disconnected subnets. When automatic summarization is disabled, subnets are advertised.

EIGRP summary routes are given an administrative distance value of 5. You cannot configure this value.

Only the no form of this command appears in the running configuration.

Examples The following example disables RIP route summarization:
hostname (config) # router rip
hostname (config-router)# network 10.0.0.0
hostname (config-router)# version 2
hostname (config-router)# no auto-summary
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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The following example disables automatic EIGRP route summarization:

hostname (config) # router eigrp 100
hostname (config-router)# network 10.0.0.0
hostname (config-router)# no auto-summary

Related Commands ~ Command Description

clear configurerouter Clearsall router commandsand router configuration mode commandsfrom
the running configuration.

router eigrp Enables the EIGRP routing process and enters EIGRP router configuration
mode.

router rip Enables the RIP routing process and enters RIP router configuration mode.

show running-config  Displays the router commands and router configuration mode commands

router in the running configuration.
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auto-update device-id

auto-update device-id

To configure the security appliance device ID for use with an Auto Update Server, use the auto-update
device-id command in global configuration mode. To remove the device ID, use the no form of this
command.

auto-update device-id [hardware-serial | hosthame | ipaddress [if_name] |
mac-address [if_name] | string text]

no auto-update device-id [hardware-serial | hostname | ipaddress [if_name] |
mac-address [if_name] | string text]

Syntax Description hardware-serial Usesthe hardware serial number of the security applianceto uniquely identify the

device.
hosthame Uses the hostname of the security appliance to uniquely identify the device.
ipaddress Uses the I P address of the security appliance to uniquely identify the security
[if_name] appliance. By default, the security appliance uses the interface used to

communicate with the Auto Update Server. If you want to use a different IP
address, specify the if_name parameter.

mac-address Usesthe MAC address of the security appliance to uniquely identify the security

[if_name] appliance. By default, the security appliance uses the MAC address of the
interface used to communicate with the Auto Update Server. If you want to use a
different MAC address, specify the if _name parameter.

string text Specifiesthetext string to uniquely identify the device to the Auto Update Server.
Defaults The default 1D is the hostname.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example sets the device ID to the serial number:

hostname (config) # auto-update device-id hardware-serial
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Related Commands  auto-update Sets how often the security appliance checks for updates from an Auto Update
poll-period Server.

auto-update server  ldentifies the Auto Update Server.

auto-update timeout Stops traffic from passing through the security appliance if the Auto Update
Server is not contacted within the timeout period.

clear configure Clears the Auto Update Server configuration
auto-update

show running-config Shows the Auto Update Server configuration.
auto-update
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auto-update poll-at

To schedule a specific time for the security appliance to poll the Auto Update Server, use the
auto-update poll-at command from global configuration mode. To remove all specified scheduling
times for the security appliance to poll the Auto Update Server, use the no form of this command.

auto-update poll-at days-of-the-week time [randomize minutes] [retry count [retry period]]

no auto-update poll-at days-of-the-week time [randomize minutes] [retry_count [retry_period]]

Syntax Description days-of-the-week Any single day or combination of days: Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday and Sunday. Other possible values are daily (Monday through
Sunday), weekdays (Monday through Friday) and weekend (Saturday and
Sunday).

randomize minutes Specifiesthe period to randomize the poll time following the specified start time.
from from 1 to 1439 minutes.

retry count Specifies how many times to try reconnecting to the Auto Update Server if the
first attempt fails. The default isO.

retry period Specifies how long to wait between connection attempts. The default is5 minutes.
Therangeisfrom 1 and 35791 minutes.

time Specifies the timein the format HH:MM at which to start the poll. For example,

8:00is8:00 AM and 20:00 is 8:00 PM

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . — —
Command History Release Modification

7.2(1) This command was introduced.

Usage Guidelines The auto-update poll-at command specifys atime at which to poll for updates. If you enable the
randomize option, the polling occurs at arandom time within the range of the first time and the specified
number of minutes. The auto-update poll-at and auto-update poll-period commands are mutually
exclusive. Only one of them can be configured.
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Examples In the following example, the security appliance pollsthe Auto Update Server every Friday and Saturday
night at arandom time between 10:00 p.m. and 11:00 p.m. If the security appliance is unable to contact
the server, it tries two more times every 10 minutes.

hostname (config) # auto-update poll-at Friday Saturday 22:00 randomize 60 2 10
hostname (config)# auto-update server http://192.168.1.114/aus/autoupdate.asp

Related Commands  auto-update Sets the security appliance device ID for use with an Auto Update Server.
device-id
auto-update Sets how often the security appliance checksfor updatesfrom an Auto Update
poll-period Server.

auto-update timeout Stops traffic from passing through the security appliance if the Auto Update
Server is not contacted within the timeout period.

clear configure Clears the Auto Update Server configuration.
auto-update

management-access Enables accessto an internal management interface on the security appliance.

show running-config Shows the Auto Update Server configuration.
auto-update
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auto-update poll-period

To configure how often the security appliance checks for updates from an Auto Update Server, use the
auto-update poll-period command in global configuration mode. To reset the parameters to the
defaults, use the no form of this command.

auto-update poll-period poll_period [retry_count [retry_period]]

no auto-update poll-period poll_period [retry_count [retry period]]

Syntax Description

Defaults

Command Modes

poll_period Specifies how often, in minutes, to poll an Auto Update Server, between 1 and
35791. The default is 720 minutes (12 hours).

retry_count Specifies how many times to try reconnecting to the Auto Update Server if the
first attempt fails. The default is zero.

retry_period Specifies how long to wait, in minutes, between connection attempts, between 1

and 35791. The default is five minutes.

The default poll period is 720 minutes (12 hours).

The default number of times to try reconnecting to the Auto Update Server if the first attempt failsis
zero.

The default period to wait between connection attempts is five minutes.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

The auto-update poll-at and auto-update poll-period commands are mutually exclusive. Only one of
them can be configured.

Examples The following example sets the poll period to 360 minutes, the retries to 1, and the retry period to
3 minutes:
hostname (config) # auto-update poll-period 360 1 3
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Related Commands  auto-update Sets the security appliance device ID for use with an Auto Update Server.
device-id

auto-update server  ldentifies the Auto Update Server.

auto-update timeout Stops traffic from passing through the security appliance if the Auto Update
Server is not contacted within the timeout period.

clear configure Clears the Auto Update Server configuration
auto-update

show running-config Shows the Auto Update Server configuration.
auto-update
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auto-update server

To identify the Auto Update Server, use the auto-update server command in global configuration mode.
To remove the server, use the no form of this command. The security appliance periodically contacts the
Auto Update Server for any configuration, operating system, and ASDM updates.

auto-update server url [source interface] [verify-certificate]

no auto-update server url [source interface] [verify-certificate]

Syntax Description

Defaults

Command Modes

interface Specifies which interface to use when sending requests to the Auto Update server.

url Specifies the location of the Auto Update Server using the following syntax:
http[s]:[[user: password@]location [:port ]] / pathname

verify certificate  Verifies the certificate returned by the Auto Update Server.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — —
Command History Release Modification
7.0(1) This command was introduced.
7.2(1) The command was modified to add support for multiple servers.

Usage Guidelines

You can configure multiple servers to work with auto update. When checking for updates, a connection
ismade to thefirst server, but if that fails then the next server will be contacted. Thiswill continue until
all the servers have been tried. If al of them fail to connect, then aretry starting with the first server is
attempted if the auto-update poll-period is configured to retry the connection.

For this command to work correctly, you must use the boot system configuration command and ensure
that it specifies a valid boot image. In addition, the asdm image command must be used to update the
ASDM software image.

If the interface specified in the sour ce interface argument is the same interface that is specified with the
management-access command, requests to the Auto Update server will be sent over the VPN tunnel.

Examples The following example sets the Auto Update Server URL and specifies the interface outside:
hostname (config) # auto-update server http://10.1.1.1:1741/ source outside
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands  auto-update Sets the security appliance device ID for use with an Auto Update Server.
device-id
auto-update Sets how often the security appliance checksfor updatesfrom an Auto Update
poll-period Server.

auto-update timeout Stops traffic from passing through the security appliance if the Auto Update
Server is not contacted within the timeout period.

clear configure Clears the Auto Update Server configuration.
auto-update

management-access Enables accessto an internal management interface on the security appliance.

show running-config Shows the Auto Update Server configuration.
auto-update

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter3 acl-netmask-convert through auto-update timeout Commands

auto-update timeout

To set atimeout period in which to contact the Auto Update Server, use the auto-update timeout

auto-update timeout

command in global configuration mode. If the Auto Update Server has not been contacted for the timeout
period, the security appliance stops all traffic through the security appliance. Set atimeout to ensure that
the security appliance has the most recent image and configuration. To remove the timeout, use the no

form of this command.
auto-update timeout period

no auto-update timeout [period]

Syntax Description

Defaults

Command Modes

period Specifies the timeout period in minutes between 1 and 35791. The default is 0,
which means thereis no timeout. You cannot set the timeout to O; use the no form

of the command to reset it to O.

The default timeout is 0 minutes, which sets the security appliance to never time out.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — —
Command History Release Modification
7.0(1) This command was introduced.
Usage Guidelines A timeout condition is reported with system log message 201008.
Examples The following example sets the timeout to 24 hours:
hostname (config) # auto-update timeout 1440
Related Commands  auto-update Sets the security appliance device ID for use with an Auto Update Server.
device-id
auto-update Sets how often the security appliance checks for updates from an Auto Update
poll-period Server.

auto-update server  Identifies the Auto Update Server.
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Cisco ASA 5580 Adaptive Security Appliance Command Reference g



Chapter 3 acl-netmask-convert through auto-update timeout Commands |

M auto-update timeout

clear configure Clears the Auto Update Server configuration
auto-update

showrunning-config Shows the Auto Update Server configuration.
auto-update
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backup interface

For models with a built-in switch, such as the ASA 5505 adaptive security appliance, use the backup
inter face command in interface configuration mode to identify aVVLAN interface as a backup interface,
for example, to an ISP. This command can be entered in the interface configuration mode for aVLAN
interface only. This command blocks all through traffic on the identified backup interface unless the
default route through the primary interface goes down. To restore normal operation, use the no backup
interface command.

backup interface vian number

no backup interface vlan number

Syntax Description vlan number Specifiesthe VLAN ID of the backup interface.
Defaults By default, the backup interface command is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Interface configuration . — . — —
Command History Release Modification

7.2(1) This command was introduced.

7.2(2) The Security Pluslicense no longer limitsthe number of VLAN interfacesto

3 for normal traffic, 1 for abackup interface, and 1 for failover; you can now
configure up to 20 interfaces without any other limitations. Therefore the
backup interface command is not required to enable more than 3 interfaces.

Usage Guidelines When you configure Easy VPN with the backup interface command, if the backup interface becomes
the primary, then the security appliance movesthe VPN rulesto the new primary interface. See the show
inter face command to view the state of the backup interface.

Be sureto configure default routes on both the primary and backup interfaces so that the backup interface
can be used when the primary fails. For example, you can configure two default routes: one for the
primary interface with alower administrative distance, and one for the backup interface with a higher
distance. Seethe dhcp client route distance command to override the administrative distance for default
routes acquired from a DHCP server. To configure dual ISP support, see the sla monitor and track rtr
commands for more information.

You cannot configure a backup interface when the management-only command is already configured
on the interface.
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Examples

backup interface W

The following example configures four VLAN interfaces. The backup-isp interface only allows through
traffic when the primary interface is down. The route commands create default routes for the primary

and backup interfaces, with the backup route at a lower administrative distance.

hostname (config) # interface vlan 100
hostname
hostname

hostname

config-if)# nameif outside

config-if)# security-level 0

config-if)# ip address 10.1.1.1 255.255.255.0
config-if)# backup interface vlan 400
config-if)# no shutdown

hostname
hostname

hostname (config-if)# interface vlan 200

hostname (config-if)# nameif inside

hostname (config-if)# security-level 100

hostname (config-if)# ip address 10.2.1.1 255.255.255.0
hostname (config-if)# no shutdown

hostname (config-if)# interface vlan 300

hostname (config-if)# nameif dmz

hostname (config-if)# security-level 50

hostname (config-if)# ip address 10.3.1.1 255.255.255.0
hostname (config-if)# no shutdown

hostname (config-if)# interface vlan 400

hostname (config-if)# nameif backup-isp

hostname (config-if)# security-level 50

hostname (config-if)# ip address 10.1.2.1 255.255.255.0
hostname (config-if)# no shutdown

hostname (config) # interface ethernet 0/0
hostname (config-if)# switchport access vlan 100
hostname (config-if)# no shutdown

hostname (config-if)# interface ethermet 0/1
hostname (config-if)# switchport access wvlan 200
hostname (config-if)# no shutdown

hostname (config-if)# interface ethermnet 0/2
hostname (config-if)# switchport access vlan 300
hostname (config-if)# no shutdown

hostname (config-if)# interface ethernet 0/3
hostname (config-if)# switchport access vlan 400
hostname (config-if)# no shutdown

hostname (config-if)# route outside 0 0 10.1.1.2 1
hostname (config) # route backup-isp 0 0 10.1.2.2 2

Related Commands

Command Description

forward interface

Restricts an interface from initiating traffic to another interface.

interface vlan

Createsa VLAN interface and enters interface configuration mode.

dhcp client route distance

Overrides the administrative distance for default routes acquired from

aDHCP server.
sla monitor Creates an SLA monitoring operation for static route tracking.
track rtr Tracks the state of an SLA monitoring operation.
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backup-servers

To configure backup servers, use the back up-ser ver s command in group-policy configuration mode. To
remove a backup server, use the no form of this command. To remove the backup-servers attribute from
the running configuration, use the no form of this command without arguments. This enablesinheritance
of avalue for backup-servers from another group policy.

I PSec backup serverslet a VPN client connect to the central site when the primary security applianceis
unavailable. When you configure backup servers, the security appliance pushes the server list to the
client as the IPSec tunnel is established.

backup-servers{serverl server2. . . . server10 | clear-client-config | keep-client-config}

no backup-servers[serverl server2. . .. server10 | clear-client-config | keep-client-config]

Syntax Description

Defaults

Command Modes

clear-client-config Specifies that the client uses no backup servers. The security
appliance pushes a null server list.
keep-client-config Specifies that the security appliance sends no backup server

information to the client. The client uses its own backup
server list, if configured.

serverl server 2.... serverl0  Providesaspacedelimited, priority-ordered list of serversfor
the VPN client to use when the primary security applianceis
unavailable. Identifies servers by |P address or hostname.
The list can be 500 characters long, but can contain only 10
entries.

Backup servers do not exist until you configure them, either on the client or on the primary security
appliance.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Group-policy configuration . — . — —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Configure backup servers either on the client or on the primary security appliance. If you configure
backup servers on the security appliance, it pushes the backup server policy to the clients in the group,
replacing the backup server list on the client if oneis configured.
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S

Note  If you areusing hostnames, it iswiseto have backup DNS and WINS servers on a separate network from
that of the primary DNS and WINS servers. Otherwise, if clients behind a hardware client obtain DNS
and WINS information from the hardware client via DHCP, and the connection to the primary server is
lost, and the backup servers have different DNS and WINS information, clients cannot be updated until
the DHCP lease expires. Further, if you use hostnames and the DNS server is unavailable, significant
delays can occur.

Examples The following example shows how to configure backup servers with IP addresses 10.10.10.1 and
192.168.10.14, for the group policy named “FirstGroup”:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# backup-servers 10.10.10.1 192.168.10.14
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banner

To configure the ASDM, session, login, or message-of-the-day banner, use the banner command in
global configuration mode. The no banner command removes all lines from the banner keyword
specified (exec, login, or motd).

banner {asdm | exec | login | motd text}

[no] banner {asdm | exec | login | motd [text]}

Syntax Description

Defaults

Command Modes

asdm Configures the system to display a banner after you successfully log into ASDM.
The user is prompted to either Continue to complete logging in, or to Disconnect.
This option lets you require users to accept the terms of awritten policy before

connecting.

exec Configures the system to display a banner before displaying the enable prompt.

login Configures the system to display a banner before the password login prompt when
accessing the security appliance using Telnet.

motd Configures the system to display a message-of-the-day banner when you first
connect.

text Line of message text to display.

The default is no banner.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . .

Command History

Usage Guidelines

Release Modification
7.2(4)18.0(3) The asdm keyword was added.

The banner command configures a banner to display for the keyword specified. Thetext string consists
of all characters following the first white space (space) until the end of the line (carriage return or line
feed [LF]). Spaces in the text are preserved. However, you cannot enter tabs through the CLI.

Subsequent text entries are added to the end of an existing banner unless the banner is cleared first.
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Note

Examples

banner M

The tokens $(domain) and $(hostname) are replaced with the hostname and domain name of the security
appliance. When you enter a $(system) token in a context configuration, the context uses the banner
configured in the system configuration.

Multiple linesin abanner are handled by entering a new banner command for each line that you wish to
add. Each line is then appended to the end of the existing banner. There is no limit on the length of a
banner other than RAM and Flash limits.

When accessing the security appliance through Telnet or SSH, the session closes if there is not enough
system memory available to process the banner messages or if a TCP write error occurs. Only the exec
and motd banners support access to the security appliance through SSH. The login banner does not
support SSH.

To replace a banner, use the no banner command before adding the new lines.

Use the no banner {exec | login | motd} command to remove all the lines for the banner keyword
specified.

The no banner command does not selectively delete text strings, so any text that you enter at the end of
the no banner command is ignored.

This example shows how to configure the asdm, exec, login, and motd banners:

hostname (config) # banner asdm You successfully logged in to ASDM
hostname (config) # banner motd Think on These Things

hostname (config) # banner exec Enter your password carefully
hostname (config)

hostname (config)

asdm:

You successfully logged in to ASDM

banner login Enter your password to log in
show running-config banner

H*H HF FH H*

exec:
Enter your password carefully

login:
Enter your password to log in

motd:
Think on These Things

This example shows how to add a second line to the motd banner:

hostname (config) # banner motd and Enjoy Today
hostname (config) # show running-config banner motd
Think on These Things and Enjoy Today

Related Commands

Command Description
clear configure banner Removes all banners.
show running-config banner Displays all banners.
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banner (group-policy)

To display abanner, or welcome text, on remote clients when they connect, use the banner command in
group-policy configuration mode. To delete a banner, use the no form of this command. This option
allowsinheritance of a banner from another group policy. To prevent inheriting a banner, use the banner
none command.

banner {value banner_string | none}

no banner

Note  If you configure multiple banners under a VPN group-policy, and you delete any one of the banners, all
banners will be deleted.

Syntax Description none Sets a banner with a null value, thereby disallowing a banner. Prevents
inheriting a banner from a default or specified group policy.

value banner_string Constitutes the banner text. Maximum string size is 500 characters. Use the
“\n” sequence to insert a carriage return.

Defaults There is no default banner.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Group-policy configuration . — . — —
Command History Release Modification

7.0(2) This command was introduced.
Examples The following example shows how to create a banner for the group policy named “FirstGroup”:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems 7.0.
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blocks

To allocate additional memory to block diagnostics (displayed by the show blocks command), use the
blocks command in privileged EXEC mode. To set the value back to the default, use the no form of this
command. The amount of memory allocated will be at most 150 KB but never more than 50% of free
memory. Optionally, you can specify the memory size manually.

blocks queue history enable [memory_size]

no blocks queue history enable [memory_size]

Syntax Description memory_size (Optional) Sets the memory size for block diagnostics in bytes, instead of
applying the dynamic value. If this value is greater than free memory, an
error message displays and the value is not accepted. If this value is greater
than 50% of free memory, a warning message displays, but the value is

accepted.
Defaults The default memory assigned to track block diagnostics is 2136 bytes.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . — .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines To view the currently allocated memory, enter the show blocks queue history command.
If you reload the security appliance, the memory allocation returns to the default.

Examples The following example increases the memory size for block diagnostics:

hostname# blocks queue history enable

The following example increases the memory size to 3000 bytes:

hostname# blocks queue history enable 3000

The following example attempts to increase the memory size to 3000 bytes, but the value is more than
free memory:

hostname# blocks queue history enable 3000
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ERROR: memory size exceeds current free memory
The following example increases the memory size to 3000 bytes, but the value is more than 50% of free
memory:
hostname# blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory
Related Commands ~ Command Description
clear blocks Clears the system buffer statistics.
show blocks Shows the system buffer utilization.
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boot M

To specify which system image the system uses at the next rel oad and which configuration file the system
uses at startup, use the boot command in global configuration mode. Use the no form of this command
to restore the default value.

boot {config | system} url

no boot {config | system} url

Syntax Description

Defaults

config Specifies which configuration file to use when the system is loaded.
system Specifies which system image file to use when the system is loaded.
url Sets the location of the image or configuration. In multiple context mode,

all remote URLS must be accessible from the admin context. See the
following URL syntax:

« disk0:/[path/]filename

For the ASA 5500 series adaptive security appliance, this URL
indicates the internal Flash memory. You can also use flash instead of
diskO; they are aliased.

« disk1:/[path/]filename

For the ASA 5500 series adaptive security appliance, this URL
indicates the external Flash memory card.

« flash:/[path/]filename
This URL indicates the internal Flash memory.

« tftp://[user[: password] @] server[:port]/[path/]filename];int=interface n
ame]

Specify the interface name if you want to override the route to the
server address.

This option is available for the boot system command for the ASA
5500 series adaptive security appliance only; the boot config command
requires the startup configuration to be on the flash memory.

Only one boot system tftp: command can be configured, and it must
be the first one configured.

If the boot config command is not specified, the startup-config will be saved to a hidden location, and
used only with commands that utilize it, such as the show startup-config command and the copy
startup-config command.

For the boot system command, there are no defaults. If you do not specify alocation, the security
appliance searches only the internal Flash memory for the first valid image to boot. If no valid image is
found, no system image will be loaded, and the security appliance will boot loop untii ROMMON or
Monitor mode is entered.
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Command Modes

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . — .
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Tip

Examples

When you save this command to the startup configuration using the write memory command, you also
save the settings to the BOOT and CONFIG_FILE environment variables, which the security appliance
uses to determine the startup configuration and software image to boot when it restarts.

You can enter up to four boot system commands, to specify different images to boot from in order, and
the security appliance will boot the first valid image it finds.

If you want to use a startup configuration file at the new location that is different from the current
running configuration, then be sure to copy the startup configuration file to the new location after you
save the running configuration. Otherwise, the running configuration will overwrite the new startup
configuration when you save it.

The ASDM image file is specified by the asdm image command.

The following example specifies that at startup the security appliance should load a configuration file
called configuration.txt:

hostname (config) # boot config disk0:/configuration.txt

Related Commands

Command Description
asdm image Specifies the ASDM software image.
show bootvar Displays boot file and configuration environment variables.
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border style

To customize the border of the WebV PN Home page that is displayed to authenticated WebV PN users,
use the border style command from customization configuration mode. To remove the command from
the configuration and cause the value to be inherited, use the no form of this command.

border style value

no border style value

Syntax Description value The Cascading Style Sheet (CSS) parameters (maximum 256 characters).
Defaults The default style of the border is background-color:#669999;col or:white.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Customization configuration . — . — —
Command History Release Modification

7.1(2) This command was introduced.

Usage Guidelines The style option is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these
parameters is beyond the scope of this document. For more information about CSS parameters, consult
CSS specifications at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of
the CSS 2.1 Specification contains a convenient list of CSS parameters, and is available at
www.w3.0rg/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebV PN pages—the page colors:

» You can use a comma-separated RGB value, an HTML color value, or the name of the color if
recognized in HTML.

- RGB format is0,0,0, arange of decimal numbersfrom O to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

- HTML format is#000000, six digits in hexadecimal format; the first and second represent red, the
third and fourth green, and the fifth and sixth represent blue.

Note  To easily customize the WebV PN pages, we recommend that you use ASDM, which has convenient
features for configuring style elements, including color swatches and preview capabilities.
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Examples The following example customizes the background color of the border to the RGB color #66FFFF, a
shade of green:

hostname (config) # webvpn
hostname (config-webvpn)# customization cisco
hostname (config-webvpn-custom)# border style background-color:66FFFF

Related Commands ~ Command Description

application-access  Customizes the Application Access box of the WebV PN Home page.
browse-networks Customizes the Browse Networks box of the WebVPN Home page.
web-bookmarks Customizes the Web Bookmarks title or links on the WebV PN Home page.
file-bookmarks Customizes the File Bookmarks title or links on the WebV PN Home page.
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browse-networks

To customize the Browse Networks box of the WebV PN Home page that is displayed to authenticated
WebV PN users, use the browse-networ ks command from webvpn customi zation configuration mode.
To remove the command from the configuration and cause the value to be inherited, use the no form of
this command.

browse-networ ks {title | message | dropdown} {text | style} value

no browse-networks [{title | message | dropdown} {text | style} value]

Syntax Description

Defaults

Command Modes

dropdown Specifies you are changing the drop-down list.

message Specifies you are changing the message displayed under the title.

style Specifies you are changing the style.

text Specifies you are changing the text.

title Specifies you are changing the title.

value The actual text to display (maximum 256 characters), or Cascading Style Sheet

(CSS) parameters (maximum 256 characters).

The default title text is “Browse Networks’.
The default title styleis:
background-color:#99CCCC;col or:black;font-wei ght:bol d;text-transf orm: uppercase
The default message text is “Enter Network Path”.
The default message styleis:
background-color:#99CCCC;col or:maroon;font-size:smaller.
The default dropdown text is “File Folder Bookmarks’.
The default dropdown styleis:

border:1px solid black;font-weight:bold;col or:black;font-si ze:80%.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Webvpn customization . — . — —
configuration
Command History Release Modification
7.1() This command was introduced.
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Usage Guidelines The style option is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these
parameters is beyond the scope of this document. For more information about CSS parameters, consult
CSS specifications at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of
the CSS 2.1 Specification contains a convenient list of CSS parameters, and is available at
www.w3.0rg/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebV PN pages—the page colors:

» You can use a comma-separated RGB value, an HTML color value, or the name of the color if
recognized in HTML.

- RGB format is0,0,0, arange of decimal numbersfrom 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

« HTML format is#000000, six digits in hexadecimal format; the first and second represent red, the
third and fourth green, and the fifth and sixth represent blue.

Note  To easily customize the WebV PN pages, we recommend that you use ASDM, which has convenient
features for configuring style elements, including color swatches and preview capabilities.

Examples The following example changes the title to “ Browse Corporate Networks”, and the text within the style
to blue:

Fl-asal (config) # webvpn

Fl-asal (config-webvpn)# customization cisco

Fl-asal (config-webvpn-custom)# browse-networks title text Browse Corporate Networks
Fl-asal (config-webvpn-custom)# browse-networks title style color:blue

Related Commands ~ Command Description
application-access  Customizes the Application Access box of the WebV PN Home page.
file-bookmarks Customizes the File Bookmarks title or links on the WebV PN Home page.
web-applications Customizes the Web Application box of the WebVPN Home page.
web-bookmarks Customizes the Web Bookmarks title or links on the WebVPN Home page.
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cache

Defaults

Command Modes

To enter cache mode and set values for caching attributes, enter the cache command in webvpn
configuration mode. To remove all cache related commands from the configuration and reset them to
their default values, enter the no version of this command.

cache

no cache

Enabled with default settings for each cache attribute.

The following table shows the modes in which you enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Webvpn configuration . — . — —
Command History Release Modification
7.1(1) This command was introduced.

Usage Guidelines

Examples

Caching stores frequently reused objects in the system cache, which reduces the need to perform
repeated rewriting and compressing of content. It reduces traffic between WebV PN and both the remote
servers and end-user browsers, with the result that many applications run much more efficiently.

The following example shows how to enter cache mode:

hostname (config) # webvpn
hostname (config-webvpn)# cache
hostname (config-webvpn-cache) #

Related Commands

Command Description

cache-static-content Caches content not subject to rewriting.

disable Disables caching.

expiry-time Configures the expiration time for caching objects without
revalidating them.

Imfactor Sets arevalidation policy for caching objects that have only the
last-modified timestamp.

max-obj ect-size Defines the maximum size of an object to cache.

min-obj ect-size Defines the minimum sizze of an object to cache.
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cache-fs limit

To limit the size of the cache file system used to store images that the security appliance downloads to
remote PCs, use the cache-fs limit command from webvpn configuration mode. Use the no form of this
commandto return to the default value.

cache-fslimit {size}

no cache-fslimit { size}

Syntax Description

Defaults

Command Modes

size Size limit of the cache file system, from 1 to 32 MB.

The default valueis 20 MB.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Webvpn configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

The security appliance expands package files containing images and files for the Cisco AnyConnect
VPN Client and Cisco Secure Desktop (CSD) in cache memory for downloading to remote PCs. For the
security applianceto successfully expand the package files, there must be enough cache memory to store
the images and files.

If the security appliance detects there is not enough cache memory to expand a package, it displays an
error message to the console. The following example shows an error message reported after an attempt
to install an AnyConnect VPN Client image package with the svc image command:

hostname (config-webvpn)# svc image disk0O:/vpn-win32-Release-2.0-k9.pkg
ERROR: File write error (check disk space)
ERROR: Unable to load SVC image - extraction failed

If this occurs when you attempt to install an image package, you can examine the amount of cache
memory remaining and the size of any previously installed packageswith thedir cache:/ command from
global configuration mode. Then you can adjust the cache size limit accordingly.

Examples The following example indicates the CSD image (located in sdesktop) and the CV C image (located in
stc) use approximately 5.44 MB of cache memory:
hostname (config-webvpn) # dir cache:/
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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W cache-fs limit

Directory of cache:/

0 drw- 0 17:06:55 Nov 13 2006 sdesktop
0 drw- 0 16:46:54 Nov 13 2006 stc

5435392 bytes total (4849664 bytes free)

The next example limits the cache size to 6 MB:

hostname (config-webvpn)# cache-fs limit 6

Related Commands

Command Description

dir cache:/ Displays the contents of cache memory, including the total cache memory
reserved and the remaining amount of cache memory.

show run webvpn Displaysthe current WebV PN configuration, including any SSL VPN client or
CSD images installed that may consume cache memory.

show webvpn csd Displays the CSD version and installation status.

show webvpn svc Displays the name and versions of installed SSL VPN package files.

l_ Cisco ASA 5580 Adaptive Security Appliance Command Reference
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cache-static-content

cache-static-content

To configure the security appliance to load all static content used for Clientless SSL VPN connections
in cache memory, use the cache-static-content command from webvpn cache configuration mode.

cache-static-content enable

no cache-static-content enable

Syntax Description enable Enables the loading of all static content into cache memory.
Defaults The default is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

webvpn cache configuration . — . — —
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines Configuring the security appliance to store all cacheable static content in the security appliance cache
increases the performance of backend SSL VPN connections. Static content includes objects not
rewritten (mangled) by the security appliance, such as PDF files and images.

Examples The following example enabled caching of static content:

hostname (config-webvpn-cache)# cache-static-content enable

Related Commands ~ Command Description
cache-compressed Configures WebV PN cache compression.
disable Disables caching.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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cache-time

To specify in minutes how long to allow a CRL to remain in the cache before considering it stale, use
the cache-time command in crl configure configuration mode, which is accessible from crypt ca
trustpoint configuration mode. To return to the default value, use the no form of this command.

cache-time refresh-time

no cache-time

Syntax Description refresh-time Specifies the number of minutesto allow a CRL to remain in the cache. The
rangeis1- 1440 minutes. If the NextUpdate field is not present in the CRL,
the CRL is not cached.

Defaults The default setting is 60 minutes.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Crl configure configuration . . . . .
Command History Release Modification
7.0 This command was introduced.
Examples The following example enters ca-crl configuration mode, and specifies a cache time refresh value of 10
minutes for trustpoint central:
hostname (configure) # crypto ca trustpoint central
hostname (ca-trustpoint)# crl configure
hostname (ca-crl)# cache-time 10
hostname (ca-crl) #
Related Commands ~ Command Description
crl configure Enters crl configuration mode.
crypto catrustpoint Enters trustpoint configuration mode.
enforcenextupdate Specifies how to handle the NextUpdate CRL field in a certificate.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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call-agent

call-agent

To specify agroup of call agents, use the call-agent command in M GCP map configuration mode, which
is accessible by using the mgcp-map command. To remove the configuration, use the no form of this

command.

call-agent ip_address group_id

no call-agent ip_address group_id

Syntax Description

Defaults

Command Modes

ip_address

The I P address of the gateway.

group_id The ID of the call agent group, from 0 to 2147483647.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Examples

Use the call-agent command to specify a group of call agents that can manage one or more gateways.

The call agent group information is used to open connections for the call agentsin the group (other than
the one a gateway sends a command to) so that any of the call agents can send the response. Call agents
with the same group_id belong to the same group. A call agent may belong to more than one group. The
group_id option is a number from 0 to 4294967295. The ip_address option specifies the |P address of

the call agent.

The following example allows call agents 10.10.11.5 and 10.10.11.6 to control gateway 10.10.10.115,
and allows call agents 10.10.11.7 and 10.10.11.8 to control both gateways 10.10.10.116 and

10.10.10.117:

hostname (config) # mgcp-map
hostname (config-mgcp-map) #
hostname (config-mgcp-map) #

hostname (config-mgcp-map

(

(

(

hostname (config-mgcp-map

(

hostname (config-mgcp-map
(

hostname (config-mgcp-map

)
)
)
)
)

#
#
#
#

mgcp inbound

call-agent 10.10.
call-agent 10.10.
call-agent 10.10.
call-agent 10.10.
gateway 10.10.10.
gateway 10.10.10.

11.
11.
11.
11.
115 101
116 102

0 g o u

101
101
102
102
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hostname (config-mgcp-map) # gateway 10.10.10.117 102
Related Commands =~ Commands Description
debug mgcp Enables the display of debug information for MGCP.
mgcp-map Defines an MGCP map and enables MGCP map configuration mode.
show mgcp Displays MGCP configuration and session information.
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call-duration-limit

To configure the call duration for an H.323 call, use the call-duration-limit command in parameters

call-duration-limit

configuration mode, which is accessible from policy-map configuration mode. To disable this feature,
use the no form of this command.

call-duration-limit hh:mm:ss

no call-duration-limit hh:mm:ss

Syntax Description

Defaults

Command Modes

hh: mm:ss

Specifies the duration in hours, minutes, and seconds.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent |Single Context System
Parameters configuration . . . . —
Command History Release Modification
7.2(1) This command was introduced.

Examples

The following example shows how to configure the call duration for an H.323 call:

hostname (config)# policy-map type inspect h323 h323 map
hostname (config-pmap) # parameters
hostname (config-pmap-p)# call-duration-limit 0:1:0

Related Commands

Command Description

class Identifies a class map name in the policy map.

class-map type Creates an inspection class map to match traffic specific to an application.
inspect

policy-map Creates a Layer 3/4 policy map.

show running-config Display all current policy map configurations.

policy-map

| oL-12173-03
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call-party-numbers

To enforce sending call party numbers during an H.323 call setup, use the call-party-numbers
command in parameters configuration mode, which is accessible from policy-map configuration mode.
To disable this feature, use the no form of this command.

call-party-numbers

no call-party-numbers

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Parameters configuration . . . . —
Command History Release Modification

7.2(1) This command was introduced.
Examples The following example shows how to enforce call party numbers during call setup for an H.323 call:

hostname (config) # policy-map type inspect h323 h323 map
hostname (config-pmap)# parameters
hostname (config-pmap-p)# call-party-numbers

Related Commands ~ Command Description
class Identifies a class map name in the policy map.
class-map type Creates an inspection class map to match traffic specific to an application.
inspect
policy-map Creates a Layer 3/4 policy map.
show running-config Display all current policy map configurations.
policy-map
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capture

To enable packet capture capabilities for packet sniffing and network fault isolation, use the capture
command in privileged EXEC mode. To disable packet capture capabilities, use the no form of this
command.

capture capture_name [type { asp-drop [drop-code] |tIs-proxy| raw-data | isakmp | decrypted |
webvpn user webvpn-user [url url]}] [access-list access list_name] [buffer buf_size]
[ethernet-type type] [interface interface_name] [packet-length bytes] [circular-buffer]
[tracetrace _count] [real-time] [dump] [detail] [match prot] {host ip | ip mask | any}
[operator port]

no capture capture-name [type { asp-drop [drop-code] |tIs-proxy| raw-data | isakmp | decrypted
| webvpn user webvpn-user] [access-list access list_name] [circular-buffer]
[interface interface_name] [real-time] [dump] [detail] [trace] [match prot] {host source-ip |
source-ip mask | any}{host destination-ip | destination-ip mask | any} [operator port]

Syntax Description access-list (Optional) Captures traffic that matches an access list. In multiple context mode,
access list_ name thisis only available within a context.
any Specifies any |P address instead of asingle |P address and mask.
asp-drop (Optional) Captures packets dropped by the accelerated security path. The
[drop-code] drop-code specifies the type of traffic that is dropped by the accelerated security

path. See the show asp drop frame command for alist of drop codes. If you do
not enter the drop-code argument, then all dropped packets are captured.

You can enter this keyword with packet-length, circular-buffer, and buffer, but
not with interface or ethernet-type.

buffer buf_size (Optional) Defines the buffer size used to store the packet in bytes. Once the byte
buffer is full, packet capture stops.

capture_name Specifies the name of the packet capture. Use the same name on multiple capture
statements to capture multiple types of traffic. When you view the capture
configuration using the show capture command, all options are combined on one

line.

circular-buffer (Optional) Overwrites the buffer, starting from the beginning, when the buffer is
full.

detail (Optional) Displays additional protocol information for each packet.

dump (Optional) Displays a hexadecimal dump of the packets that are transported over
the data link transport.

decrypted (Optional) Decrypted TCP datais encapsulated with L2-L 4 headers, and captured

by the capture engine.

ethernet-typetype (Optional) Selects an Ethernet type to capture. The default is IP packets. An
exception occurs with the 802.1Q or VLAN type. The 802.1Q tag is automatically
skipped and the inner Ethernet type is used for matching.

host ip Specifies the single IP address of the host to which the packet is being sent.

interface Sets the name of the interface on which to use packet capture. You must configure

interface_name an interface for any packets to be captured. You can configure multiple interfaces
using multiple capture commands with the same name. To capture packets on the
dataplane of an ASA 5500 series adaptive security appliance, you can use the
interface keyword with asa_dataplane as the name of the interface.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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isakmp

(Optional) Captures ISAKMP traffic. Thisis not available in multiple context
mode. The ISAKMP subsystem does not have accessto the upper layer protocols.
The capture is a pseudo capture, with the Physical, IP, and UDP layers combined
together to satisfy a PCAP parser. The peer addresses are obtained from the SA
exchange and are stored in the IP layer.

mask

The subnet mask for the IP address. When you specify a network mask, the
method is different from the Cisco 10S software access-list command. The
security appliance uses a network mask (for example, 255.255.255.0 for a Class
C mask). The Cisco |0S mask uses wildcard bits (for example, 0.0.0.255).

match prot

Specifies the packets that match the five-tuple to allow filtering of those packets
to be captured. You can use this keyword up to three times on one line.

operator

(Optional) Matches the port numbers used by the source or destination. The
permitted operators are as follows:

e lt—lessthan
- gt—qgreater than

e eg—equal to

packet-length
bytes

(Optional) Sets the maximum number of bytes of each packet to store in the
capture buffer.

port

(Optional) If you set the protocol to tcp or udp, specifiesthe integer or name of a
TCP or UDP port.

raw-data

(Optional) Captures inbound and outbound packets on one or more interfaces.
This setting is the default.

real-time

Displays the captured packets continuously in real-time. To terminate real-time
packet capture, enter Ctrl + c. Thisoption applies only to raw-data and asp-drop
captures.

tls-proxy

(Optional) Capturesdecrypted inbound and outbound datafrom TL S Proxy on one
or more interfaces

trace trace_count

(Optional) Captures packet trace information, and the number of packets to
capture. Thisis used with an access list to insert trace packets into the data path
to determine whether the packet is processed as expected.

type

(Optional) Specifies the type of data captured.

url url

(Optional) Specifiesa URL prefix to match for data capture. Use the URL format
http://server/path to capture HT TP traffic to the server. Use https://server/path to
capture HTTPS traffic to the server.

user webvpn-user

(Optional) Specifies a username for a WebV PN capture.

webvpn

(Optional) Captures WebV PN data for a specific WebV PN connection.

Defaults The defaults are as follows:

- Thedefault type israw-data.

- Thedefault buffer sizeis 512 KB.

» The default Ethernet typeisIP.

« The default packet-length is 68 bytes.
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Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Priveleged EXEC . . . . .
Command History Release Modification
6.2(1) This command was introduced.
7.0(1) This command was modified to include the following keywords: type
asp-drop, type isakmp, type raw-data, and type webvpn.
7.2(1) This command was modified to include the following options: trace
trace_count, match prot, real-time, host ip, any, mask, and operator.
8.0(2) This command was modified to update the path to capture contents.
8.0(4) This command was modified to include the following keyword: type
decrypted.
8.1(2) This command was modified to include the following keyword type tls-proxy

Usage Guidelines

Note

Capturing packets is useful when troubleshooting connectivity problems or monitoring suspicious
activity. You can create multiple captures. To view the packet capture, use the show capture name
command. To save the capture to afile, use the copy capture command. Use the https://security
appliance-ip-address/admin/captur e/capture_name[/pcap] command to see the packet capture
information with aweb browser. If you specify the pcap optional keyword, then alibpcap-format fileis
downloaded to the web browser and can be saved using the web browser. (A libcap file can be viewed
with TCPDUMP or Ethereal.)

If you copy the buffer contentsto a TFTP server in ASCII format, you will see only the headers, not the
details and hexadecimal dump of the packets. To see the details and hexadecimal dump, you need to
transfer the buffer in PCAP format and read it with TCPDUMP or Ethereal.

Enabling WebV PN capture affects the performance of the security appliance. Be sure to disable the
capture after you generate the capture files that you need for troubleshooting.

Entering no capture without optional keywords del etes the capture. If the access-list optional keyword
is specified, the access list is removed from the capture and the capture is preserved. If the interface
keyword is specified, the capture is detached from the specified interface and the capture is preserved.
Enter the no capture command with either the access-list or inter face optional keyword unlessyou want
to clear the capture itself.

You cannot perform any operations on a capture while the real-time display is in progress. Using the
real-time keyword with a slow console connection may result in an excessive number of non-displayed
packets because of performance considerations. The fixed limit of the buffer is 1000 packets. If the
buffer fills up, a counter is maintained of the captured packets. If you open another session, you can
disable the real-time display be entering the no capture real-time command.

| oL-12173-03
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>
Note  The capture command is not saved to the configuration, and is not copied to the standby unit during
failover.
Examples To capture a packet, enter the following command:
hostname# capture captest interface inside
hostname# capture captest interface outside
On aweb browser, the contents of the capture command that was i ssued, named “ captest”, can be viewed
at the following location:
https://171.69.38.95/admin/capture/captest
To download alibpcap file (used in web browsers such as Internet Explorer) to alocal machine, enter
the following command:
https://171.69.38.95/capture/http/pcap
The following example shows that the traffic is captured from an outside host at 171.71.69.234 to an
inside HTTP server:
hostname# access-list http permit tcp host 10.120.56.15 eq http host 171.71.69.234
hostname# access-list http permit tcp host 171.71.69.234 host 10.120.56.15 eq http
hostname# capture http access-list http packet-length 74 interface inside
The following example shows how to capture ARP packets:
hostname# capture arp ethernet-type arp interface outside
The following example inserts five tracer packets into the data stream, where access-list 101 defines
traffic that matches TCP protocol FTP :
hostname# capture ftptrace interface outside access-list 101 trace 5
To view the traced packets and information about packet processing in an easily readable manner, use
the show capture ftptrace command.
This example shows how to display captured packets in real-time:
hostname# capture test interface outside real-time
Warning: Using this option with a slow console connection may result in an excess amount
of non-displayed packets due to performance limitations.
Use ctrl-c to terminate real-time capture.
10 packets displayed
12 packets not displayed due to performance limitations
Related Commands ~ Command Description
clear capture Clears the capture buffer.
copy capture Copies a capture file to a server.
show capture Displays the capture configuration when no options are specified.
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cd H

To change the current working directory to the one specified, use the cd command in privileged EXEC

mode.

cd [diskO: | disk1: | flash:] [path]

Syntax Description diskO: Specifies the internal Flash memory, followed by a colon.
disk1: Specifies the removable, external Flash memory card, followed by a colon.
flash: Specifies theinternal Flash memory, followed by a colon. In the ASA 5500 series,
the flash keyword is aliased to diskO.
path (Optional) The absolute path of the directory to change to.

Defaults

Command Modes

If you do not specify adirectory, the directory is changed to the root directory.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . — .
Command History Release Modification
7.0(2) This command was introduced.

Examples

This example shows how to change to the “config” directory:

hostname# cd flash:/config/

Related Commands

Command

Description

pwd

Displays the current working directory.
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cdp-url

To specify the CDP to be included in certificates issued by the local CA, use the cdp-url command in
CA server configuration mode. To revert to the default CDP, use the no form of this command.

[no] cdp-url url

Syntax Description

Defaults

Command Modes

url Specifies the URL where a validating party obtains revocation status for
certificates issued by the local CA. The URL must be less than 500
alphanumeric characters.

The default CDP URL isthat of the security appliance that includes the local CA. The default URL isin
the format: http://hostname.domain/+CSCOCA +/asa_ca.crl

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
CA server configuration . — . — —
Command History Release Modification
8.0(2) This command was introduced.

Usage Guidelines

~

Note

Examples

Related Commands

The CDP is an extension that can be included in issued certificates to specify the location where a
validating party can obtain revocation status for the certificate. Only one CDP can be configured at a
time.

If a CDP URL is specified, it is the responsibility of the administrator to maintain access to the current
CRL from that location.

The following example configures a CDP at 10.10.10.12 for certificates issued by the local CA server:

hostname (config) # crypto ca server
hostname (config-ca-server)# cdp-url http://10.10.10.12/ca/crl
hostname (config-ca-server)#
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cdp-url

Command Description

crypto ca server Provides access to CA Server Configuration mode CLI command set,
which allows you to configure and manage alocal CA.

crypto ca server crl issue Forcesthe issuance of a CRL.

crypto caserver revoke  Marksacertificateissued by alocal CA server asrevoked in the certificate
database and CRL.

crypto ca server unrevoke Unrevokes a previously revoked certificate issued by alocal CA server.
lifetimecrl Specifies the lifetime of the certificate revocation list.
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certificate

Use the certificate command in crypto ca certificate chain configuration mode to add the indicated
certificate. Whenthis command is issued, the security appliance interprets the data included with it as
the certificate in hexadecimal format. A quit string indicates the end of the certificate. To delete the
certificate, use the no form of this command.

certificate [ca | ra-encrypt | ra-sign | ra-gener al] certificate-serial-number

no certificate certificate-serial-number

Syntax Description  “certificate-serial-number _ Specifies the serial number of the certificate in hexadecimal format ending
with the word quit.

ca Indicates that the certificate is a CA issuing certificate.
ra-encrypt Indicates that the certificate is an RA key encipherment certificate used in
SCEP.
ra-general Indicates that the certificate is an RA certificate used for digital signing
and key encipherment in SCEP messaging.
ra-sign Indicates that the certificate is an RA digital signature certificate used in
SCEP messaging.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Crypto ca certificate chain . . . . .
configuration

Command History Release Modification
7.0(2) This command was introduced.
Usage Guidelines A CA isan authority in a network that issues and manages security credentials and public key for

message encryption. As part of apublic key infrastructure, a CA checkswith a RA to verify information
provided by the requestor of adigital certificate. If the RA verifies the requestor information, the CA
can then issue a certificate.

Examples The following example adds a CA certificate with a serial number 29573D5FF010FE25B45:;

hostname (config) # crypto ca trustpoint central
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hostname (ca-trustpoint)# crypto ca certificate chain central
hostname (ca-cert-chain)# certificate ca 29573D5FF010FE25B45

30820345
0D06092A
16076140
0D6D6173
6E310E30
6F75311C
301E170D
30818F31
03550406
3111300F
73636F31
732D726F
01050003
181643ED
1E14219C
04030201
14E0D412
3081C230
2F436572
63726C30
2F436572
63726C30
72765C43
312E6372
0D010105
DF9EB96C
BEA3C1FE
quit

308202EF
864886F7
622E636F
73616368
0C060355
301A0603
30313036
16301406
13025553
06035504
0F300D06
6F742D73
4B003048
CF7E75EE
847D19F4
C6300F06
3ACC96C2
3EA03CAOQ
74456E72
3EA03CAOQ
74456E72
40A03EAO0
65727445
6C301006
05000341
BB1873B2
S5EE2AB6D

AQ0030201
0D010105
6D310B30
75736574
040A1305
55040313
32363134
092A8648
31163014
07130866
0355040B
68612D30
024100AA
E77D83DF
A51B7B02
03551D13
FBF651F3
3A86386C
6F6C6C2F
3A863868
6F6C6C2F
3C863A66
6E726F6C
092B0601
0056221E
B6268B7C
91

02021029 572A3FF2
05003081 8F311630
09060355 04061302
74733111 300F0603
63697363 6F310F30
136D732D 726F6F74
31313430 5A170D32
86F70D01 09011607
06035504 08130D6D
72616E6B 6C696E31
1306726F 6F746F75
362D3230 3031305C
3EB9859B 8670A6FB
26E51876 97D8281E
03010001 A3820123
0101FF04 05300301
3F66COCE A62AB63B
6461703A 2F2F7732
6D732D72 6F6F742D
7474703A 2F2F7732
6D732D72 6F6F742D
696C653A 2F2F5C5C
6C5C6D73 2D726F6F
04018237 15010403
03F377B9 E6900BF7
0229D8D0 FFB40433

96EF854F
1406092A
55533116
55040713
0D060355
2D736861
32303630
6140622E
61737361
OE300C06
311C301A
300D0609
S5E7D2223
9F58E4B0O
3082011F
0O1FF301D
323081CD
6B616476
7368612D
6B616476
7368612D
77326B61
742D7368
02010130
BCB3568E
C8B3CB41

DOD6732F
864886F7
30140603
08667261
040B1306
2D30362D
34313430
636F6D31
63687573
0355040A
06035504
2A864886
5C11BCFE
353FDA41
300B0603
0603551D
0603551D
616E6365
30362D32
616E6365
30362D32
6476616E
612D3036
0D06092A
ADBAl46F
0E4D212B

E25B4530
0D0109501
55040813
6E6B6C69
T726F6F74
32303031
3133305A
0B300906
65747473
13056369
0313136D
F70D0101
48E6D3A8
29FC791B
551D0F04
0E041604
1F0481C5
64737276
3030312E
64737276
3030312E
63656473
2D323030
864886F7
3B8A71F3
2AEECD77

certificate 1l

Related Commands

Command

Description

clear configure crypto map

Clears al configuration for all crypto maps.

show running-config crypto map

Displays the crypto map configuration.

crypto ca certificate chain

Enters certificate crypto ca certificate chain mode.

crypto ca trustpoint

Enters ca trustpoint mode.

show running-config crypto map

Displays all configuration for all the crypto maps.

| oL-12173-03
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certificate-group-map

To associate arule entry from a certificate map with atunnel group, use the certificate-group-map
command in webvpn configuration mode. To clear current tunnel-group map associations, use the no
form of this command.

certificate-group-map certificate_map_name index tunnel_group_name

no certificate-group-map

Syntax Description certificate_map_name The name of a certificate map.

index The numeric identifier for a map entry in the certificate map. The
index value can be in a range of 1-65535.

tunnel_group_name the name of the tunnel group chosen if the map entry matches the
certificate. The tunnel-group name must already exist.

Defaults This command is disabled by default.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Webvpn configuration . — . — —
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines With the certificate-group-map command in effect, if a certificate received from a WebVPN client
corresponds to amap entry, the resulting tunnel-group is associated with the connection, overriding any
tunnel-group choice made by the user.

Multiple instances of the certificate-group-map command allow multiple mappings.

Examples The following example shows how to associate rule 6 for a tunnel-group named tgl:

hostname (config) # webvpn
hostname (config-webvpn)# certificate-group-map mapl 6 tgl
hostname (config-webvpn) #

Related Commands

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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certificate-group-map Il

Command Description

crypto cacertificate map  Enters CA certificate map configuration mode for configuring rules
based on the certificate’sissuer and subject distinguished names (DNs).

tunnel-group-map Configuresthe policy and rules by which certificate-based | K E sessions
are mapped to tunnel groups.
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chain

To enable sending of a certificate chain, use the chain command in tunnel-group ipsec-attributes
configuration mode. This action includes the root certificate and any subordinate CA certificatesin the
transmission. To return this command to the default, use the no form of this command.

chain

no chain

Syntax Description ~ This command has no arguments or keywords.

Defaults The default setting for this command is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Tunnel-group ipsec-attributes . — . — —
configuration
Command History Release Modification
7.0(2) This command was introduced.
Usage Guidelines You can apply this attribute to all 1PSec tunnel-group types.
Examples The following example entered in tunnel-group-ipsec attributes configuration mode, enables sending a

chain for an IPSec LAN-to-LAN tunnel group with the IP address of 209.165.200.225, which includes
the root certificate and any subordinate CA certificates:

hostname (config)# tunnel-group 209.165.200.225 type IPSec L2L
config)# tunnel-group 209.165.200.225 ipsec-attributes
config-tunnel-ipsec)# chain

config-tunnel-ipsec)#

hostname
hostname
hostname
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chain W

Related Commands

Command

Description

clear-configure tunnel-group

Clears all configured tunnel groups.

show running-config tunnel-group

Shows the current tunnel-group configuration.

tunnel-group ipsec-attributes

Configures the tunnel-group ipsec-attributes for this group.

| oL-12173-03
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changeto

To change between security contexts and the system, use the changeto command in privileged EXEC
mode.

changeto { system | context name}

Syntax Description context name Changes to the context with the specified name.

system Changes to the system execution space.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . — . .
Command History Release Modification

7.0(1) This command was introduced.
Usage Guidelines If you log into the system execution space or the admin context, you can change between contexts and

perform configuration and monitoring tasks within each context. The “running” configuration that you
edit in configuration mode, or that is used in the copy or write commands, depends on which execution
space you are in. When you are in the system execution space, the running configuration consists only
of the system configuration; when you are in a context execution space, the running configuration
consists only of that context. For example, you cannot view all running configurations (system plus all
contexts) by entering the show running-config command. Only the current configuration appears.

Examples The following example changes between contexts and the system in privileged EXEC mode:

hostname/admin# changeto system
hostname# changeto context customerA
hostname/customerA#

The following example changes between the system and the admin context in interface configuration
mode. When you change between execution spaces, and you are in a configuration submode, the mode
changes to the global configuration mode in the new execution space.

hostname (config-if)# changeto context admin
hostname/admin (config) #
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changeto M
Related Commands ~ Command Description
admin-context Sets a context to be the admin context.
context Creates a security context in the system configuration and enters context
configuration mode.
show context Shows alist of contexts (system execution space) or information about the

current context.
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character-encoding

To specify the global character encoding in WebV PN portal pages, use the character-encoding
command in webvpn configuration mode. To remove the value of the character-encoding attribute, use
the no form of this command.

character-encoding charset

no character-encoding [charset]

Syntax Description charset String consisting of up to 40 characters, and equal to one of the valid
character setsidentified in http://www.iana.org/assignments/character-sets.
You can use either the name or the alias of a character set listed on that page.
Examples include iso-8859-1, shift_jis, and ibm850.

The string is case-insensitive. The command interpreter converts upper-case
to lower-case in the security appliance configuration.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Webvpn configuration . — . — —
Command History Release Modification

7.1(2) This command was introduced.

Usage Guidelines Character encoding, also called “ character coding” and “acharacter set,” isthe pairing of raw data (such
as0'sand 1's) and characters to represent the data. The language determines the character encoding
method to use. Some languages use the same method, while others do not. Usually, the geographic region
determines the default encoding method used by the browser, but the user can change this. The browser
can also detect the encoding specified on the page, and render the document accordingly. The
character-encoding attribute lets the user specify the value of the character-encoding method into the
WebV PN portal page to ensure that the browser rendersit properly, regardless of the region in which the
user is using the browser, or any changes made to the browser.

The character-encoding attribute is a global setting that, by default, all WebV PN portal pages inherit.
However, the user can override the file-encoding attribute for Common Internet File System servers that
use character encoding that differs from the value of the character-encoding attribute. Use different
file-encoding values for CIFS servers that require different character encodings.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Note

Examples

character-encoding

The WebV PN portal pages downloaded from the CIFS server to the WebV PN user encode the value of
the WebV PN file-encoding attribute identifying the server, or if one does not, they inherit the value of
the character-encoding attribute. The remote user’s browser maps this value to an entry in its character
encoding set to determine the proper character set to use. The WebV PN portal pages do not specify a
value if WebV PN configuration does not specify afile-encoding entry for the CIFS server and the
character-encoding attribute is not set. The remote browser usesits own default encoding if the WebV PN
portal page does not specify the character encoding or if it specifies a character encoding value that the
browser does not support.

The mapping of CIFS servers to their appropriate character encoding, globally with the webvpn
character-encoding attribute, and individually with file-encoding overrides, provides for the accurate
handling and display of CIFS pages when the proper rendering of file names or directory paths, as well
as pages, are an issue.

The character-encoding and file-encoding values do not exclude the font family to be used by the
browser. The user needs to complement the setting of one these values with the page style command in
webvpn customization command mode to replace the font family if you are using Japanese Shift_JIS
character encoding, as shown in the following example, or enter the no page style command in webvpn
customization command mode to remove the font family.

The encoding type set on the remote browser determines the character set for WebV PN portal pages
when this attribute does not have a value.

The following example sets the character-encoding attribute to support Japanese Shift_JI'S characters,
removes the font family, and retains the default background color:

hostname (config) # webvpn

hostname (config-webvpn)# character-encoding shift jis

Fl-asal (config-webvpn)# customization DfltCustomization

Fl-asal (config-webvpn-custom)# page style background-color:white
Fl-asal (config-webvpn-custom) #

Related Commands

Command Description

file-encoding Specifies CIFS servers and associated character encoding to override the
value of this attribute.

show running-config  Displays the running configuration for WebV PN. Use the all keyword to
[all] webvpn include the default configuration.

debug webvpn cifs Displays debug messages about the CIFS.

| oL-12173-03
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checkheaps

To configure checkheaps verification intervals, use the checkheaps command in global configuration
mode. To set the value to the default, use the no form of this command. Checkheapsisaperiodic process
that verifies the sanity of the heap memory buffers (dynamic memory is allocated from the system heap
memory region) and the integrity of the code region.

checkheaps {check-interval | validate-checksum} seconds

no checkheaps {check-interval | validate-checksum} [seconds]

Syntax Description check-interval Sets the buffer verification interval. The buffer verification process checks
the sanity of the heap (allocated and freed memory buffers). During each
invocation of the process, the security appliance checks the entire heap,
validating each memory buffer. If there is a discrepancy, the security
appliance issues either an “allocated buffer error” or a“free buffer error.” If
there is an error, the security appliance dumps traceback information when
possible and reloads.

validate-checksum Sets the code space checksum validation interval. When the security
appliance first boots up, the security appliance calculates a hash of the entire
code. Later, during the periodic check, the security appliance generates anew
hash and compares it to the original. If there is a mismatch, the security
appliance issues a “text checksum checkheaps error.” If thereis an error, the
security appliance dumps traceback information when possible and rel oads.

seconds Sets the interval in seconds between 1 and 2147483.
Defaults The default intervals are 60 seconds each.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . — .
Command History Release Modification
7.0(1) This command was introduced.
Examples The following example sets the buffer allocation interval to 200 seconds and the code space checksum

interval to 500 seconds:

hostname (config) # checkheaps check-interval 200
hostname (config) # checkheaps validate-checksum 500
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checkheaps

Related Commands ~ Command Description

show checkheaps Shows checkheaps statistics.
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check-retransmission

To prevent against TCP retransmission style attacks, use the check-retransmission command in
tcp-map configuration mode. To remove this specification, use the no form of this command.

check-retransmission

no check-retransmission

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is disabled.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Tcp-map configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Usage Guidelines The tcp-map command is used along with the Modular Policy Framework infrastructure. Define the

class of traffic using the class-map command and customize the TCP inspection with tcp-map
commands. Apply the new TCP map using the policy-map command. Activate TCP inspection with
service-policy commands.

Usethetcp-map command to enter tcp-map configuration mode. To prevent against TCP retransmission
style attacks that arise from end-system interpretation of inconsistent retransmissions, use the
check-retransmission command in tcp-map configuration mode.

The security appliance will make effortsto verify if the datain retransmits are the same as the original.
If the data does not match, then the connection is dropped by the security appliance. When this feature
is enabled, packets on the TCP connection are only allowed in order. For more details, see the
gueue-limit command.

Examples The following example enables the TCP check-retransmission feature on all TCP flows:

hostname (config) # access-1list TCP extended permit tcp any any
config)# tcp-map tmap

config-tcp-map)# check-retransmission

config)# class-map cmap

config-cmap)# match access-list TCP

config)# policy-map pmap

hostname
hostname
hostname
hostname
hostname
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check-retransmission W

hostname (config-pmap) # class cmap
hostname (config-pmap)# set connection advanced-options tmap
hostname (config) # service-policy pmap global

Related Commands Command Description
class Specifies a class map to use for traffic classification.
help Shows syntax help for the policy-map, class, and description commands.
policy-map Configuresapolicy; that is, an association of atraffic class and one or more

actions.

set connection

Configures connection values.

tcp-map

Creates a TCP map and allows access to tcp-map configuration mode.

| oL-12173-03
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checksum-verification

To enable or disable TCP checksum verification, use the checksum-verification command in tcp-map
configuration mode. To remove this specification, use the no form of this command.

checksum-verification

no checksum-verification

Syntax Description ~ This command has no arguments or keywords.

Defaults Checksum verification is disabled by default.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Tcp-map configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Usage Guidelines The tcp-map command is used along with the Modular Policy Framework infrastructure. Define the

class of traffic using the class-map command and customize the TCP inspection with tcp-map
commands. Apply the new TCP map using the policy-map command. Activate TCP inspection with
service-policy commands.

Use the tcp-map command to enter tcp-map configuration mode. Use the checksum-verification
command in tcp-map configuration mode to enable TCP checksum verification. If the check fails, the
packet is dropped.

Examples The following example enables TCP checksum verification on TCP connections from 10.0.0.0 to
20.0.0.0:

hostname (config) # access-list TCPl extended permit tcp 10.0.0.0 255.0.0.0 20.0.0.0
255.0.0.0

hostname (config) # tcp-map tmap

hostname (config-tcp-map)# checksum-verification

hostname (config) # class-map cmap
hostname (config-cmap)# match access-list TCP1

hostname (config) # policy-map pmap
hostname (config-pmap)# class cmap

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter5 cache through clear compression Commands

checksum-verification

hostname (config-pmap) # set connection advanced-options tmap

hostname (config) # service-policy pmap global

Related Commands ~ Command Description
class Specifies a class map to use for traffic classification.
help Shows syntax help for the policy-map, class, and description commands.
policy-map Configuresapolicy; that is, an association of atraffic class and one or more

actions.

set connection

Configures connection values.

tcp-map

Creates a TCP map and allows access to tcp-map configuration mode.

| oL-12173-03
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class

To create aresource class to which to assign a security context, use the class command in global
configuration mode. To remove a class, use the no form of this command.

class name

no class name

Syntax Description

Defaults

Command Modes

name Specifies the name as a string up to 20 characters long. To set the limits for
the default class, enter default for the name.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . — — .
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines

By default, all security contexts have unlimited access to the resources of the security appliance, except
where maximum limits per context are enforced. However, if you find that one or more contexts use too
many resources, and they cause other contexts to be denied connections, for example, then you can
configure resource management to limit the use of resources per context.

The security appliance manages resources by assigning contexts to resource classes. Each context uses
the resource limits set by the class.

When you create a class, the security appliance does not set aside a portion of the resources for each
context assigned to the class; rather, the security appliance sets the maximum limit for a context. If you
oversubscribe resources, or allow some resources to be unlimited, a few contexts can “use up” those
resources, potentially affecting service to other contexts. See the limit-resource command to set the
resources for the class.

All contexts belong to the default class if they are not assigned to another class; you do not have to
actively assign a context to the default class.

If acontext belongsto a class other than the default class, those class settings always override the default
class settings. However, if the other class has any settings that are not defined, then the member context
uses the default class for those limits. For example, if you create a class with a 2 percent limit for all
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Examples

class W

concurrent connections, but no other limits, then all other limits are inherited from the default class.
Conversely, if you create a class with limits for all resources, the class uses no settings from the default
class.

By default, the default class provides unlimited access to resources for all contexts, except for the
following limits, which are by default set to the maximum allowed per context:

« Telnet sessions—>5 sessions.
e SSH sessions—5 sessions.
« MAC addresses—65,535 entries.

The following exampl e sets the default class limit for conns to 10 percent instead of unlimited:

hostname (config) # class default
hostname (config-class)# limit-resource conns 10%

All other resources remain at unlimited.

To add a class called gold, enter the following commands:

hostname (config) # class gold

hostname (config-class)# limit-resource mac-addresses 10000
hostname (config-class)# limit-resource conns 15%
hostname (config-class)# limit-resource rate conns 1000
hostname (config-class)# limit-resource rate inspects 500
hostname (config-class)# limit-resource hosts 9000
hostname (config-class)# limit-resource asdm 5

hostname (config-class)# limit-resource ssh 5

hostname (config-class)# limit-resource rate syslogs 5000
hostname (config-class)# limit-resource telnet 5

hostname (config-class)# limit-resource xlates 36000

Related Commands

Command Description

clear configureclass  Clears the class configuration.

context Configures a security context.
limit-resource Sets the resource limit for a class.
member Assigns a context to a resource class.
show class Shows the contexts assigned to a class.
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class (policy-map)

To assign a class map to a policy map where you can assign actions to the class map traffic, use the class
command in policy-map configuration mode. To remove aclass map from a policy map, use the no form
of this command.

class classmap-name

no class classmap-name

Syntax Description classmap-name Specifies the name for the class map. For a Layer 3/4 policy map (the policy-map
command), you must specify a Layer 3/4 class map name (the class-map or
class-map type management command). For an inspection policy map (the
policy-map typeinspect command), you must specify an inspection class map name
(the class-map typeinspect command).

Defaults No default behaviors or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Policy-map configuration . . . . —
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines The configuration always includes a class map called “class-default” that matches all traffic. At the end
of every Layer 3/4 policy map, the configuration includes the class-default class map with no actions
defined. Thisisfor internal use only, and cannot be modified.

Including the class-default class map, up to 63 class and match commands can be configured in apolicy
map.
After you add the class map to the policy map with the class command, you can define one or more

actions to be performed on the traffic. Features supported in class configuration mode of a Layer 3/4
policy map include:

« TCP normalization, TCP and UDP connection limits and timeouts, and TCP sequence number
randomization

- CSC
« Application inspection
- IPS
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class (policy-map) W

= QoS policing
» QoS priority queue
Features supported in class configuration mode of an inspection policy map include:
» Dropping a packet
« Dropping a connection
» Resetting a connection
- Loggin
- Rate-limiting of messages
» Masking content

The following is an example of a policy-map command for connection policy that includes the class
command. It limits the number of connections allowed to the web server 10.1.1.1:

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config) # class-map http-server
hostname (config-cmap)# match access-list http-server

hostname (config) # policy-map global-policy

hostname (config-pmap)# description This policy map defines a policy concerning connection
to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c)# set connection conn-max 256

The following example shows how multi-match works in a policy map:

hostname
hostname

config)# class-map inspection default
config-cmap)# match default-inspection-traffic
config)# class-map http traffic

config-cmap)# match port tcp eq 80

hostname

hostname
hostname (config) # policy-map outside policy

config-pmap)# class inspection_default
config-pmap-c)# inspect http http map
config-pmap-c)# inspect sip

config-pmap)# class http traffic

config-pmap-c)# set connection timeout tcp 0:10:0

hostname
hostname
hostname
hostname
hostname

The following example shows how traffic matches the first available class map, and will not match any
subsequent class maps that specify actions in the same feature domain:

hostname
hostname

config)# class-map telnet_ traffic

config-cmap)# match port tcp eq 23

config)# class-map ftp traffic

config-cmap)# match port tcp eq 21

config)# class-map tcp traffic

config-cmap) # match port tcp range 1 65535
config)# class-map udp_ traffic

config-cmap)# match port udp range 0 65535
config)# policy-map global policy

config-pmap)# class telnet traffic
config-pmap-c)# set connection timeout tcp 0:0:0
config-pmap-c)# set connection conn-max 100
config-pmap)# class ftp traffic

config-pmap-c)# set connection timeout tcp 0:5:0
config-pmap-c)# set connection conn-max 50
config-pmap)# class tcp_traffic

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
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hostname (config-pmap-c)# set connection timeout tcp 2:0:0
hostname (config-pmap-c)# set connection conn-max 2000

When a Telnet connection isinitiated, it matches classtelnet_traffic. Similarly, if an FTP connectionis
initiated, it matches class ftp_traffic. For any TCP connection other than Telnet and FTP, it will match
classtcp_traffic. Even though a Telnet or FTP connection can match class tcp_traffic, the security
appliance does not make this match because they previously matched other classes.

Related Commands ~ Command Description
class-map Creates a Layer 3/4 class map.
class-map type management Creates a Layer 3/4 class map for management traffic.
clear configure policy-map Removes all policy-map configuration, except for any
policy-map that isin use in a service-policy command.
match Defines the traffic-matching parameters.
policy-map Configures apolicy; that is, an association of one or more traffic

classes, each with one or more actions.
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class-map

class-map W

When using the Modular Policy Framework, identify Layer 3 or 4 traffic to which you want to apply
actions by using the class-map command (without the type keyword) in global configuration mode. To
delete a class map, use the no form of this command.

class-map class_map_name

no class-map class map_name

Syntax Description

Defaults

Command Modes

class_map_name Specifies the class map name up to 40 characters in length. The names
“class-default” and any name that beginswith “_internal” or “_default” are
reserved. All types of class maps use the same name space, so you cannot
resuse a name already used by another type of class map.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

This type of class map isfor Layer 3/4 through traffic only. For management traffic destined to the
security appliance, see the class-map type management command.

The configuration always includes a class map called “class-default” that matches all traffic. At the end
of every Layer 3/4 policy map, the configuration includes the class-default class map with no actions
defined. Thisisfor internal use only, and cannot be modified.

A Layer 3/4 classmap identifies Layer 3 and 4 traffic to which you want to apply actions. The maximum
number of class maps of all typesis 255 in single mode or per context in multiple mode. The
configuration includes adefault Layer 3/4 class map that the security appliance usesin the default global
policy. It is called inspection_default and matches the default inspection traffic:

class-map inspection_default
match default-inspection-traffic

You can create multiple Layer 3/4 class maps for each Layer 3/4 policy map.

| oL-12173-03
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Configuring Modular Policy Framework consists of four tasks:

1. ldentify the Layer 3 and 4 traffic to which you want to apply actions using the class-map or
class-map type management command.

2. (Application inspection only) Define special actions for application inspection traffic using the
policy-map type inspect command.

3. Apply actions to the Layer 3 and 4 traffic using the policy-map command.
4, Activate the actions on an interface using the service-policy command.

Use the class-map command to enter class-map configuration mode. From class-map configuration
mode, you can define the traffic to include in the class using the match command. A Layer 3/4 class map
contains, at most, one match command (with the exception of the match tunnel-group and match
default-inspection-traffic commands) that identifies the traffic included in the class map.

Examples The following example creates four Layer 3/4 class maps:

hostname (config) # access-1list udp permit udp any any
hostname (config) # access-list tcp permit tcp any any
hostname (config)# access-list host foo permit ip any 10.1.1.1 255.255.255.255

hostname (config)# class-map all udp
hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-1list udp

hostname (config-cmap) # class-map all tcp
hostname (config-cmap) # description "This class-map matches all TCP traffic"
hostname (config-cmap)# match access-list tcp

hostname (config-cmap) # class-map all http
hostname (config-cmap)# description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eq http

hostname (config-cmap) # class-map to_ server
hostname (config-cmap) # description "This class-map matches all traffic to server 10.1.1.1"
hostname (config-cmap) # match access-list host_ foo

Related Commands ~ Command Description
class-map type management Creates a class map for traffic to the security appliance.
policy-map Creates a policy map by associating the traffic class with one or
more actions.
policy-map type inspect Defines special actions for application inspection.
service-policy Creates a security policy by associating the policy map with one

or more interfaces.
show running-config class-map Displays the information about the class map configuration.
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class-map type inspect

When using the Modular Policy Framework, match criteria that is specific to an inspection application
by using the class-map type inspect command in global configuration mode. To delete an inspection
class map, use the no form of this command.

class-map type inspect application [match-all | match-any] class map_name

no class-map [type inspect application [match-all | match-any]] class_map_name

Syntax Description application Specifies the type of application traffic you want to match. Available types
include:

- dns

- ftp

- h323
- http
e im

o S|p

class_map_name Specifies the class map name up to 40 characters in length. The names
“class-default” and any name that begins with “_internal” or “_default” are
reserved. All types of class maps use the same name space, so you cannot
resuse a name already used by another type of class map.

match-all (Optional) Specifies that traffic must match all criteriato match the class
map. match-all isthe default if you do not specify an option.
match-any (Optional) Specifies that traffic can match one or more criteriato match the
class map.
Defaults No default behaviors or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.2(1) This command was introduced.
8.0(2) The match-any keyword was added.
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Usage Guidelines Modular Policy Framework lets you configure special actions for many application inspections. When
you enable an inspection engine in the Layer 3/4 policy map, you can also optionally enable actions as
defined in an inspection policy map (see the policy-map type inspect command).

In the inspection policy map, you can identify the traffic you want to act upon by creating an inspection
class map. The class map contains one or more match commands. (You can alternatively use match
commands directly in the inspection policy map if you want to pair a single criterion with an action).
You can match criteriathat is specific to an application. For example, for DNStraffic, you can match the
domain name in a DNS query.

A class map groups multiple traffic matches (in amatch-all class map), or lets you match any of alist of
matches (in amatch-any class map). The difference between creating a class map and defining the traffic
match directly in the inspection policy map is that the class map lets you group multiple match
commands, and you can reuse class maps. For the traffic that you identify in this class map, you can
specify actions such as dropping, resetting, and/or logging the connection in the inspection policy map.

Examples The following example creates an HTTP class map that must match all criteria:

hostname (config-cmap)# class-map type inspect http match-all http-traffic

hostname (config-cmap)# match reqg-resp content-type mismatch
(config-cmap) # match request body length gt 1000

hostname (config-cmap)# match not request uri regex class URLs

hostname

The following example creates an HTTP class map that can match any of the criteria:

hostname (config-cmap) # class-map type inspect http match-any monitor-http
hostname (config-cmap)# match request method get
hostname (config-cmap) # match request method put
hostname (config-cmap) # match request method post

Related Commands ~ Command Description
class-map Creates a Layer 3/4 class map for through traffic.
policy-map Creates a policy map by associating the traffic class with one or
more actions.
policy-map type inspect Defines special actions for application inspection.
service-policy Creates a security policy by associating the policy map with one

or more interfaces.
show running-config class-map Displays the information about the class map configuration.
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When using the Modular Policy Framework, identify Layer 3 or 4 management traffic destined for the
security appliance to which you want to apply actions by using the class-map type management
command in global configuration mode. To delete a class map, use the no form of this command.

class-map type management class_map_name

no class-map type management class map_name

class-map type management

Syntax Description

Defaults

Command Modes

class_map_name

Specifies the class map name up to 40 characters in length. The names

“class-default” and any name that beginswith “_internal” or “_default” are
reserved. All types of class maps use the same name space, so you cannot
resuse a name already used by another type of class map.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.2(1) This command was introduced.
8.0(2) The set connection command is now available for aLayer 3/4 management

Usage Guidelines

class map, for to-the-security appliance management traffic. Only the

conn-max and embryonic-conn-max keywords are available.

Thistype of class map is for management traffic only. For through traffic, see the class-map command

(without the type keyword).

For management traffic to the security appliance, you might want to perform actions specific to thiskind
of traffic. The types of actions available for a management class map in the policy map are specialized
for management traffic. For example, thistype of class map lets you inspect RADIUS accounting traffic

and set connection limits.

A Layer 3/4 class map identifies Layer 3 and 4 traffic to which you want to apply actions. The maximum

number of class maps of all typesis 255 in single mode or per context in multiple mode.

You can create multiple Layer 3/4 class maps (management or through traffic) for each Layer 3/4 policy

map.

| oL-12173-03
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Configuring Modular Policy Framework consists of four tasks:
1. ldentify the Layer 3 and 4 traffic to which you want to apply actions using the class-map and
class-map type management commands.
2. (Application inspection only) Define special actions for application inspection traffic using the
policy-map type inspect command.
3. Apply actions to the Layer 3 and 4 traffic using the policy-map command.
4, Activate the actions on an interface using the service-policy command.

Usethe class-map type management command to enter class-map configuration mode. From class-map
configuration mode, you can define the traffic to include in the class using the match command. You can
specify a management class map that can match an access list or TCP or UDP ports. A Layer 3/4 class
map contains, at most, one match command that identifies the traffic included in the class map.

Examples The following example creates a Layer 3/4 management class map:

hostname (config)# class-map type management radius_acct
hostname (config-cmap)# match port tcp eq 10000

Related Commands Command Description
class-map Creates a Layer 3/4 class map for through traffic.
policy-map Creates apolicy map by associating the traffic class with one or
more actions.
policy-map type inspect Defines special actions for application inspection.
service-policy Creates a security policy by associating the policy map with one

or more interfaces.
show running-config class-map Displays the information about the class map configuration.
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class-map type regex

When using the Modular Policy Framework, group regular expressions for use with matching text by
using the class-map type regex command in global configuration mode. To delete aregular expression
class map, use the no form of this command.

class-map type regex match-any class map_name

no class-map [type regex match-any] class map_name

Syntax Description

Defaults

Command Modes

class_map_name Specifies the class map name up to 40 characters in length. The names
“class-default” and any name that begins with “_internal” or “_default” are
reserved. All types of class maps use the same name space, so you cannot
resuse a name already used by another type of class map.

match-any Specifies that the traffic matches the class map if it matches only one of the
regular expressions. match-any isthe only option.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.2(1) This command was introduced.

Usage Guidelines

Modular Policy Framework lets you configure special actions for many application inspections. When
you enable an inspection engine in the Layer 3/4 policy map, you can also optionally enable actions as
defined in an inspection policy map (see the policy-map type inspect command).

In the inspection policy map, you can identify the traffic you want to act upon by creating an inspection
class map containing one or more match commands or you can use match commands directly in the
inspection policy map. Some match commands let you identify text in a packet using a regular
expression; for example, you can match URL strings inside HTTP packets. You can group regular
expressions in aregular expression class map.

Before you create aregular expression class map, create the regular expressions using the regex
command. Then, identify the named regular expressions in class-map configuration mode using the
match regex command.

| oL-12173-03
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Examples Thefollowing example creates two regular expressions, and adds them to aregular expression class map.
Traffic matches the class map if it includes the string “ example.com” or “example2.com.”

hostname (config)# regex url example example)\.com
hostname (config)# regex url example2 example2\.com
hostname (config)# class-map type regex match-any URLs
hostname (config-cmap)# match regex example

hostname (config-cmap) # match regex example2

Related Commands ~ Command Description
class-map type inspect Creates ain inspection class map to match traffic specific to an
application.
policy-map Creates a policy map by associating the traffic class with one or
more actions.
policy-map type inspect Defines special actions for application inspection.
service-policy Creates a security policy by associating the policy map with one

or more interfaces.

regex Creates a regular expression.
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clear aaa local user fail-attempts

To reset the number of failed user authentication attempts to zero without modifying the user’s
locked-out status, use the clear aaa local user fail-attempts command in privileged EXEC mode.

clear aaalocal user authentication fail-attempts { username name | all}

Syntax Description

Defaults

Command Modes

all Resets the failed-attempts counter to O for all users.

name Specifies a specific username for which the fail ed-attempts counter is reset
to 0.

username Indicates that the following parameter is a username, for which the

failed-attempts counter is reset to 0.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Use this command if a user fails to authenticate after a few attempts.

After the configured number of failed authentication attempts, the user islocked out of the system and
cannot successfully log in until either a system administrator unlocks the username or the system
reboots. The number of failed attempts resets to zero and the lockout status resets to No when the user
successfully authenticates, or when the security appliance reboots. Aditionally, the system resets the
counter to zero when the configuration has recently been modified.

Locking or unlocking a username results in a system log message. A system administrator with a
privilege level of 15 cannot be locked out.

Examples The following example shows use of the clear aaa local user authentication fail-attempts command
to reset the failed-attempts counter to O for the username anyuser:
hostname (config) # clear aaa local user authentication fail-attempts username anyuser
hostname (config) #
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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The following example shows use of the clear aaa local user authentication fail-attempts command
to reset the failed-attempts counter to O for all users:

hostname (config) # clear aaa local user authentication fail-attempts all
hostname (config) #

Related Commands Command Description
aaa local authentication Configures alimit on the number of failed user authentication
attempts max-fail attempts allowed.
clear aaa local user lockout Resets the number of failed user authentication attempts to zero

without modifying the locked-out status of the user.
show aaa local user [locked] Shows the list of usernames that are currently locked.
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m. 0L-12173-03 |



| Chapter5 cache through clear compression Commands

clear aaa local user lockout

clear aaa local user lockout

To clear the lockout status of the specified users and set their failed-attempts counter to 0, use the clear
aaa local user lockout command in privileged EXEC mode.

clear aaalocal user lockout {username name | all}

Syntax Description

all Resets the failed-attempts counter to O for all users.

name Specifies a specific username for which the fail ed-attempts counter is reset
to 0.

username Indicates that the following parameter is a username, for which the

failed-attempts counter is reset to 0.

Defaults

Command Modes

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

You can specify a single user by using the username option or all users with the all option.
This command affects only the status of users that are locked out.
The administrator cannot be locked out of the device.

Locking or unlocking a username results in a syslog message.

Examples The following example shows use of the clear aaa local user lockout command to clear the lockout
condition and reset the failed-attempts counter to O for the username anyuser:
hostname (config) # clear aaa local user lockout username anyuser
hostname (config) #
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands ~ Command Description
aaa local authentication attempts Configures alimit on the number of failed user authentication
max-fail attempts allowed.

clear aaalocal user fail-attempts  Resets the number of failed user authentication attemptsto zero
without modifying the locked-out status of the user.

show aaa local user [locked] Shows the list of usernames that are currently locked.
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clear aaa-server statistics

To reset the statistics for AAA servers, use the clear aaa-server statistics command in privilged EXEC
mode.

clear aaa-server statistics[LOCAL | groupname [host hostname] | protocol protocol]

Syntax Description

Defaults

Command Modes

LOCAL (Optional) Clears statistics for the LOCAL user database.
groupname (Optional) Clears statistics for serversin a group.

host hostname (Optional) Clears statistics for a particular server in the group.
protocol protocol (Optional) Clears statistics for servers of the specificed protocol:

- kerberos
- ldap

e nt

- radius

e odi

» tacacst

Remove all AAA-server statistics across all groups.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . —
Command History Release Modification
7.0(2) This command was modified to adhere to CLI guidelines. In the protocol

values, nt replaces the older nt-domain, and sdi replaces the older r sa-ace.

Examples The following command shows how to reset the AAA statistics for a specific server in a group:
hostname (config) # clear aaa-server statistics svrgrpl host 1.2.3.4
The following command shows how to reset the AAA statistics for an entire server group:
hostname (config) # clear aaa-server statistics svrgrpl
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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The following command shows how to reset the AAA statistics for all server groups:

hostname (config) # clear aaa-server statistics

The following command shows how to reset the AAA statistics for a particular protocol (in this case,
TACACSH):

hostname (config) # clear aaa-server statistics protocol tacacs+

Related Commands Command Description
aaa-server protocol Specifies and manages the grouping of AAA server connection
data.
clear configure aaa-server Removes all non-default aaa server groups or clear the specified
group
show aaa-server Displays AAA server statistics.

show running-config aaa-server  Displays the current AAA server configuration values.
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clear access-list

To clear an access-list counter, use the clear access-list command in global configurationmode.

clear access-list [id] counters

Syntax Description counters Clears access list counters.

id (Optional) Name or number of an access list.
Defaults All the access list counters are cleared.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines When you enter the clear access-list command, all the access list counters are cleared if you do not
specify an id.

Examples The following example shows how to clear a specific access list counter:

hostname# clear access-list inbound counters

Related Commands ~ Command Description

access-list extended Adds an access list to the configuration and configures policy for IP
traffic through the firewall.

access-list standard Adds an access list to identify the destination | P addresses of OSPF
routes, which can be used in a route map for OSPF redistribution.

clear configure access-list Clears an access list from the running configuration.

show access-list Displays the access list entries by number.

show running-config Displays the access list configuration that is running on the security

access-list appliance.
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clear arp

Syntax Description

Defaults

Command Modes

To clear dynamic ARP entries or ARP statistics, use the clear arp command in privileged EXEC mode.

clear arp [statistics]

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . —
Command History Release Modification
Preexisting This command was preexisting.

Examples

The following example clears all ARP statistics:

hostname# clear arp statistics

Related Commands

Command Description

arp Adds a static ARP entry.

arp-inspection For transparent firewall mode, inspects ARP packets to prevent ARP
spoofing.

show arp statistics Shows ARP statistics.

show running-config arp Shows the current configuration of the ARP timeout.
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clear asp drop

To clear accelerated security path drop statistics, use the clear asp drop command in privileged EXEC
mode.

clear asp drop [flow type | frame type]

Syntax Description

Defaults

Command Modes

flow (Optional) Clears the dropped flow statistics.
frame (Optional) Clears the dropped packet statistics.
type (Optional) Clears the dropped flow or packets statistics for a particular

process. See “Usage Guidelines” for alist of types.

By default, this command clears all drop statistics.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . .
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Process types include the following:

acl-drop
audit-failure
closed-by-inspection
conn-limit-exceeded
fin-timeout
flow-reclaimed
fo-primary-closed
fo-standby
fo_rep_err
host-removed
inspect-fail
ips-fail-close
ips-request
ipsec-spoof-detect
loopback
mcast-entry-removed
mcast-intrf-removed
mgmt - lockdown
nat-failed
nat-rpf-failed
need-ike
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no-ipvé-ipsec
non_tcp_syn
out-of-memory
parent-closed
pinhole-timeout
recurse

reinject-punt
reset-by-ips

reset-in

reset-oout

shunned

syn-timeout

tcp-fins
tcp-intecept-no-response
tcp-intercept-kill
tcp-intercept-unexpected
tcpnorm-invalid-syn
tcpnorm-rexmit-bad
tcpnorm-win-variation
timeout
tunnel-pending
tunnel-torn-down
xlate-removed

Examples The following example clears all drop statistics:

hostname# clear asp drop

Related Commands ~ Command Description
show asp drop Shows the accelerated security path counters for dropped packets.
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clear blocks

To reset the packet buffer counters such as the low watermark and history information, use the
clear blocks command in privileged EXEC mode.

clear blocks

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . — .
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines Resets the low watermark counters to the current available blocks in each pool. Addtionally, this
command clears the history information stored during the last buffer allocation failure.

Examples The following example clears the blocks:

hostname# clear blocks

Related Commands ~ Command Description
blocks Increases the memory assigned to block diagnostics.
show blocks Shows the system buffer utilization.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter5  cache through clear compression Commands |

W clear-button

clear-button

To customize the Clear button of the WebV PN page login field that is displayed to WebV PN users when
they connect to the security appliance, use the clear-button command from customization configuration
mode. To remove the command from the configuration and cause the value to be inherited, use the no
form of this command.

clear-button {text | style} value

no clear-button [{text | style}] value

Syntax Description style Specifies you are changing the style.
text Specifies you are changing the text.
value The actual text to display (maximum 256 characters), or Cascading Style Sheet

(CSS) parameters (maximum 256 characters).

Defaults The default text is“Clear”.
The default style is border:1px solid black;background-color:white;font-weight:bold;font-size:80%.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Customization configuration . — . — —
Command History Release Modification
7.1() This command was introduced.

Usage Guidelines The style option is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these
parameters is beyond the scope of this document. For more information about CSS parameters, consult
CSS specifications at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of
the CSS 2.1 Specification contains a convenient list of CSS parameters, and is available at
www.w3.0rg/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebV PN pages—the page colors:

» You can use a comma-separated RGB value, an HTML color value, or the name of the color if
recognized in HTML.

» RGB format is0,0,0, arange of decimal numbersfrom 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

- HTML format is#000000, six digits in hexadecimal format; the first and second represent red, the
third and fourth green, and the fifth and sixth represent blue.
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clear-button W

To easily customize the WebV PN pages, we recommend that you use ASDM, which has convenient
features for configuring style elements, including color swatches and preview capabilities.

The following example changes the default background color of the Clear button from black to blue:

hostname (config) # webvpn
hostname (config-webvpn)# customization cisco
hostname (config-webvpn-custom) # clear-button style background-color:blue

Related Commands Command Description
login-button Customizes the login button of the WebV PN page Login field.
login-title Customizes the title of the WebV PN page Login field.

group-prompt

Customizes the group prompt of the WebV PN page Login field.

password-prompt

Customizes the password prompt of the WebV PN page Login field.

username-prompt

Customizes the username prompt of the WebV PN page Login field.
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clear capture

To clear the capture buffer, use the clear capture capture_name command in privileged EXEC
configuration mode.

clear capture capture_name

Syntax Description capture_name Name of the packet capture.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Privileged EXEC . . . . .
Command History Release Modification

7.0(1) Support for this command was introduced.

Usage Guidelines The shortened form of the clear capture (for example, cl cap or clear cap) is not supported to prevent
accidental destruction of all the packet captures.

Examples This example shows how to clear the capture buffer for the capture buffer “example”:

hostname (config) # clear capture example

Related Commands ~ Command Description
capture Enables packet capture capabilities for packet sniffing and network fault isolation.
show capture  Displays the capture configuration when no options are specified.
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clear compression

To clear compression statistics for all SVC and WebV PN connections, use the clear compression
command from privileged EXEC mode.

clear compression {all | svc | http-comp}

Syntax Description all Clears all compressions statistics.
http-comp Clears HTTP-COMP statistics.
svc Clears SV C compression statistics.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . — . — —
Command History Release Modification
7.1(1) This command was introduced.
Examples The following example, clears the compression configuration for the user:
hostname# clear configure compression
Related Commands ~ Command Description
compression Enables compression for all SVC and WebV PN connections.
SvC compression Enables compression of data over an SV C connection for a specific group or
user.
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clear configure

To clear the running configuration, use the clear configure command in global configuration mode.

clear configure {primary | secondary | all | command}

Syntax Description all Clears the entire running configuration.
command Clearsthe configuration for aspecified command. For more information, see
individual entriesin this guide for each clear configure command command.
primary Clears commands that are related to connectivity, including the following
commands:

- tftp-server

- shun

- route

« ip address

« mtu

- failover

- monitor-interface

« boot

secondary Clears commands that are unrelated to connectivity (that are cleared using
the primary keyword).

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

Preexisting This command was preexisting.
Usage Guidelines When you enter this command in asecurity context, you clear only the context configuration. If you enter

this command in the system execution space, you clear the system running configuration as well as all

context running configurations. Because you cleared all context entries in the system configuration (see
the context command), the contexts are no longer running, and you cannot change to a context execution
space.
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Examples

clear configure

Before clearing the configuration, make sure you save any changes to the boot config command (which
specifies the startup configuration location) to the startup configuration; if you changed the startup
configuration location only in the running configuration, then when you restart, the configuration loads

from the default location.

The following example clears the entire running configuration:

hostname (config)# clear configure all

Related Commands

Command

Description

configure http

Merges a configuration file from the specified HTTP(S) URL with the
running configuration.

configure memory

Merges the startup configuration with the running configuration.

configure net

Merges a configuration file from the specified TFTP URL with the running
configuration.

configure
factory-default

Adds commands that you enter at the CLI to the running configuration.

show running-config

Shows the running configuration.
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clear configure aaa

To clear the aaa configuration, use the clear configure aaa command in global configuration mode. The
clear configure aaa command removes the AAA command statements from the configuration.

clear configure aaa

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was modified for consistency within the CLI.

Usage Guidelines This command also resets the AAA parameters to their default values, if any.
Thereis no undo.

Examples hostname (config) # clear configure aaa
Related Commands Command Description
aaa accounting Enable, disable, or view the keeping of records about which network
services a user has accessed.
aaa authentication Enableor view LOCAL, TACACS+, or RADIUS user authentication, on

a server designated by the aaa-server command, or ASDM user
authentication.

aaa authorization Enable or disable user authorization for aLOCAL or aTACACS+ server
designated by the aaa-server command, or for ASDM user
authentication.

show running-config aaa Display the AAA configuration.
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clear configure aaa-server

Toremove all AAA server groups or to clear the specified group, use the clear configure aaa-server
command in global configuration mode.

clear configure aaa-server [server-tag]

clear configure aaa-server [server-tag] host server-ip

Syntax Description server-ip The I P address of the AAA server.

server-tag (Optional) Symbolic name of the server group to be cleared.
Defaults Remove all AAA server groups.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . — — .
Command History Release Modification

Preexisting This command was preexisting.
Usage Guidelines You can specify a particular AAA server group or, by default, all AAA server groups.

Use the host keyword to specify a particular server within a server group.
This command also resets the AAA server parameters to their default values, if any.

Exanuﬂes hostname
hostname
hostname
hostname
hostname
hostname

config)# aaa-server svrgrpl protocol sdi
config)# aaa-server svrgrpl host 1.2.3.4
config-aaa-server)# timeout 9
config-aaa-server)# retry 7
config-aaa-server)# sdi-version sdi-5
config-aaa-server)# exit

Given the preceding configuration, the following command shows how to remove a specific server from
agroup:

hostname (config) # clear config aaa-server svrgrpl host 1.2.3.4

The following command shows how to remove a server group:

hostname (config) # clear config aaa-server svrgrpl
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The following command shows how to remove all server groups:

hostname (config)# clear config aaa-server

Related Commands Command Description
aaa-server host Specifies and manages host-specific AAA server connection data.
aaa-server protocol Allows you to configure AAA server parameters that are group-specific

and common to all hosts.

show running-config aaa Display the current maximum number of concurrent proxy connections
allowed per user, along with other AAA configuration values.
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clear configure access-group

To remove access groups from all the interfaces, use the clear configure access-group command in
global configuration mode.

clear configure access-group

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) Added keyword configure.
Examples The following example shows how to remove all access groups:

hostname (config) # clear configure access-group

Related Commands ~ Command Description

access-group Binds an access list to an interface.
show running-config access-group  Displays the current access group configuration.
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clear configure access-list

To clear an access list from the running configuration, use the clear configure access list command in
global configuration mode.

clear configure access-list [id]

Syntax Description id (Optional) Name or number of an access list.
Defaults All the access lists are cleared from the running configuration.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines The clear configure access-list command automatically unbinds an access list from a crypto map
command or interface. The unbinding of an access list from a crypto map command can lead to a
condition that discards all packets because the crypto map commands referencing the access list are
incomplete. To correct the condition, either define other access-list commands to complete the crypto
map commands or remove the crypto map commands that pertain to the access-list command. Refer to
the crypto map client command for more information.

Examples This example shows how to clear the access lists from the running configuration:

hostname (config) # clear configure access-list

Related Commands ~ Command Description
access-list extended Adds an accesslist to the configuration and configures policy for IPtraffic
through the firewall.
access-list standard Addsan accesslist to identify the destination | P addresses of OSPF routes,
which can be used in a route map for OSPF redistribution.
clear access-list Clears access list counters.
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clear configure access-list W

Command Description

show access-list Displays counters for an access list.

show running-config Displays the access list configuration running on the security appliance.
access-list
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clear configure alias

To remove all alias commands from the configuration, use the clear configure alias command in global
configuration mode.

clear configure alias

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . .
Command History Release Modification

Preexisting This command was preexisting.
Examples This example shows how to remove all alias commands from the configuration:

hostname (config) # clear configure alias

Related Commands ~ Command Description

alias Translates one address into another.

show running-config alias  Displays the overlapping addresses with dual NAT commands in the
configuration.
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clear configure arp

To clear static ARP entries added by the arp command, use the clear configure arp command in global
configuration mode.

clear configurearp

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration — . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears static ARP entries from the configuration:

hostname (config) # clear configure arp

Related Commands ~ Command Description
arp Adds a static ARP entry.
arp-inspection For transparent firewall mode, inspects ARP packets to prevent ARP
spoofing.
firewall transparent Sets the firewall mode to transparent.
show arp statistics Shows ARP statistics.

show running-config arp Shows the current configuration of the ARP timeout.
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clear configure arp-inspection

To clear the ARP inspection configuration, use the clear configure arp-inspection command in global
configuration mode.

clear configure arp-inspection

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration — . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears the ARP inspection configuration:

hostname (config) # clear configure arp-inspection

Related Commands ~ Command Description
arp Adds a static ARP entry.
arp-inspection For transparent firewall mode, inspects ARP packets to prevent ARP
spoofing.
firewall transparent Sets the firewall mode to transparent.
show arp statistics Shows ARP statistics.

show running-config arp Shows the current configuration of the ARP timeout.
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clear configure asdm

To remove all asdm commands from the running configuration, use the clear configure asdm command
in global configuration mode.

clear configure asdm [location | group | image]

Syntax Description group (Optional) Clears only the asdm group commands from the running
configuration.
image (Optional) Clears only the asdm image command from the running

configuration.

location (Optional) Clears only the asdm location commands from the running
configuration.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(2) This command was changed from the clear pdm command to the clear

configure asdm command.

Usage Guidelines To view the asdm commands in the running configuration, use the show running-config asdm
command.

Clearing the asdm image command from the configuration disables ASDM access. Clearing the asdm
location and asdm group commands from the configuration causes ASDM to regenerate those
commands the next time ASDM is accessed, but may disrupt active ASDM sessions.

Note  On security appliances running in multiple context mode, the clear configure asdm image command is
only available in the system execution space, whilethe clear configureasdm group and clear configure
asdm location commands are only available in the user contexts.

Examples The following example clears the asdm group commands from the running configuration:

hostname (config) # clear configure asdm group
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hostname (config) #

Related Commands ~ Command Description
asdm group Used by ASDM to associate object group names with interfaces.
asdm image Specifies the ASDM image file.
asdm location Used by ASDM to record I P address to interface associations.
show running-config asdm Displays the asdm commands in the running configuration.
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clear configure auth-prompt

To remove the previously specified authentication prompt challenge text and revert to the default val ue,
if any, use the clear configure auth-prompt command in global configuration mode.

clear configure auth-prompt

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . — — .
Command History Release Modification

7.0(2) This command was modified to conform with CLI| standards.

Usage Guidelines After you clear the authentication prompt, the prompt users see when they log in depends on the protocol
they use:

» Userswhologinusing HTTP see uTTp Authentication.
» Userswhologinusing FTP see FTp Authentication.

» Userswho log in using Telnet see no prompt.

Examples This example shows how to clear the auth-prompt:

hostname (config) # clear configure auth-prompt

Related Commands  auth-prompt Sets the user authorization prompts.
show running-config auth-prompt Displays the user authorization prompts.
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clear configure banner

To remove all the banners, use the clear configure banner command in global configuration mode.

clear configure banner

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(2) This command was introduced.
Examples This example shows how to clear banners:

hostname (config) # clear configure banner

Related Commands ~ Command Description

banner Configures the session, login, or message-of-the-day banner.
show running-config banner Displays all banners.
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clear configure ca certificate map

To remove all certificate map entries or to remove a specified certificate map entry, use the clear
configure ca configurate map command in global configuration mode.

clear configure ca certificate map [sequence-number]

Syntax Description sequence-number (Optional) Specifiesanumber for the certificate map rule you are removing.
Therangeis 1 through 65535.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . .
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example removes all certificate map entries.

hostname (config) # clear configure ca certificate map
hostname (config) #

Related Commands+ Command Description
crypto cacertificatemap  Enters CA certificate map mode.
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clear configure class

To clear theresource class configuration, usethe clear configure classcommand in global configuration
mode.

clear configure class

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . — — .
Command History Release Modification

7.2(1) This command was introduced.
Examples The following example clears the class configuration:

hostname (config) # clear configure class

Related Commands ~ Command Description
class Configures a resource class.
context Configures a security context.
limit-resource Sets the resource limit for a class.
member Assigns a context to a resource class.
show class Shows the contexts assigned to a class.
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clear configure class-map

To remove all class maps, use the clear configure class-map command in global configuration mode.

clear configure class-map [type { management | regex | inspect [protocol]}

Syntax Description

Defaults

Command Modes

inspect (Optional) Clears inspection class maps.
management (Optional) Clears management class maps.

protocol (Optional) Specifiesthetype of application map you want to clear. Availabletypes
include:

- dns
- ftp
- h323
- http
e im
e p2p-donkey
e sip
regex (Optional) Clears regular expression class maps.

type (Optional) Specifies the type of class map you want to clear. To clear Layer 3/4
class maps, to not specify the type.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

To clear the class map for a specific class map name, use the no form of the class-map command.

Examples The following example shows how to clear all configured class maps:
hostname (config) # clear configure class-map
Cisco ASA 5580 Adaptive Security Appliance Command Reference
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Related Commands ~ Command Description
class-map Applies atraffic class to an interface.
show running-config classs-map Displays the information about the class map configuration.
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clear configure client-update

Defaults

Command Modes

To remove from the configuration the ability to force a client update, use the clear configure
client-update command in global configuration mode or tunnel-group ipsec-attributes configuration
mode.

clear configure client-update

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . — . — —
Tunnel-group ipsec-attributes . — . — —
configuration
Command History Release Modification
7.0(1) This command was introduced.
7.1(1) Added tunnel-group ipsec-attributes configuration mode.

Examples

The following example entered in global configuration mode, removes the client-update capability from
the configuration:

hostname (config) # clear configure client-update
hostname (config) #

The following example entered in tunnel-group ipsec-attributes configuration mode, removes the
client-update capability from the configuration of the tunnel group named test:
hostname (config) # tunnel-group test ipsec-attributes

hostname (config-tunnel-ipsec)# clear configure client-update
hostname (config-tunnel-ipsec)#

Related Commands

Command Description
client-update Configures client-update.

show running-config ~ Shows the current client-update configuration.
client-update
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clear configure clock

To clear the clock configuration, use the clear configure clock command in global configuration mode.

clear configure clock

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . — .
Command History Release Modification

7.0(2) This command was changed from clear clock.

Usage Guidelines Thiscommand clears all clock configuration commands. The clock set command is not a configuration
command, so this command does not reset the clock. To reset the clock, you need to set a new time for
the clock set command.

Examples The following example clears all clock commands:

hostname# clear configure clock

Related Commands ~ Command Description
clock set Manually sets the time.
clock summer-time Sets the date range to show daylight savings time.
clock timezone Sets the time zone.
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clear configure command-alias

Toremoveall non-default command aliases, usetheclear configure command-aliascommand in global
configuration mode.

clear configure command-alias

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove all non-default command aliases:

hostname (config) # clear configure command-alias

Related Commands ~ Command Description
command-alias Creates a command alias.
show running-config command-alias  Displays all non-default command aliases.
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clear configure compression

To reset the global compression configuration to the default (all compression techniques enabled), use
the clear configure compression command from global configuration mode:

clear configure compression

Defaults There is no default behavior for this command.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . — —
Command History Release Modification
7.1(2) This command was introduced.
Examples In the following example, the compression configuration is cleared:
hostname (config) # clear configure compression
Related Commands ~ Command Description
compression Enables compression for all SV C, WebV PN, and Port Forwarding connections.
SvC compression Enables compression of http data over an SV C connection for a specific group
or user.
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clear configure console

To reset the console connection settings to defaults, use the clear configure console command in global
configuration mode.

clear configure console

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to reset the console connection settings to defaults:

hostname (config) # clear configure console

Related Commands ~ Command Description
console timeout Setstheidle timeout for a consol e connection to the security
appliance.

show running-config console timeout Displays the idle timeout for a console connection to the
security appliance.
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clear configure context

To clear all context configurations in the system configuration, use the clear configure context
command in global configuration mode.

clear configure context [noconfirm]

Syntax Description noconfirm (Optional) Removes all contexts without prompting you for confirmation.
This option is useful for automated scripts.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . — — .
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines This command lets you remove all contexts, including the admin context. The admin context cannot be
removed using the no context command, but can be removed using the clear configure context
command.

Examples The following example removes all contexts from the system configuration, and does not confirm the
deletion:

hostname (config) # clear configure context noconfirm

Related Commands ~ Command Description
admin-context Sets the admin context.
changeto Changes between contexts or the system execution space.
context Creates a security context in the system configuration and enters context

configuration mode.
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Command Description
mode Sets the context mode to single or multiple.
show context Shows alist of contexts (system execution space) or information about the

current context.
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clear configure crypto

To remove the entire crypto configuration, including IPSec, crypto maps, dynamic crypto maps, CA
trstpoints, all certificates, certificate map configurations, and ISAKMP, use the clear configure crypto
command in global configuration. To remove specific configurations, use this command with keywords
as shown in the syntax. Take caution when using this command.

clear configure crypto [ca | dynamic-map | ipsec | iskmp | map]

Syntax Description ca Removes certification authority policy.
dynamic-map Removes dynamic crypto map configuration.
ipsec Removes | PSec configuration.
isakmp Removes | SAKMP configuration.
map Removes crypto map configuration.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(2) This command was introduced.
Examples The following example issued in global configuration mode, removes all of the crypto configuration
from the security appliance:
hostname (config)# clear configure crypto
hostname (config) #
Related Commands Command Description
clear configure crypto Clears all or specified crypto dynamic maps from the configuration.

dynamic-map

clear configurecryptomap  Clearsall or specified crypto maps from the configuration.

clear configureisakmp policy Clearsall ISAKMP policy configuration.

show running-config crypto  Displays the entire crypto configuration, including IPSec, crypto
maps, dynamic crypto maps, and ISAKMP.
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clear configure crypto ca trustpoint

Toremoveall trustpointsfrom the configuration, usethe clear configurecrypto catrustpoint command
in global configuration.

clear configure crypto catrustpoint

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example entered in global configuration mode, removes al trustpoints from the

configuration:

hostname (config) # clear configure crypto ca trustpoint
hostname (config) #

Related Commands ~ Command Description

crypto catrustpoint Enters the trustpoint subconfiguration level for the indicated trustpoint.
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clear configure crypto dynamic-map

To remove al or specified crypto dynamic maps from the configuration, use the clear configure crypto
dynamic-map command in global configuration.

clear configure crypto dynamic-map dynamic-map-name dynamic-seg-num

Syntax Description dynamic-map-name Specifies the name of a specific crypto dynamic map.
dynamic-seg-num Specifies the sequence number of the crypto dynamic map.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(1) This command was introduced.
Examples The following example entered in global configuration mode, removes the crypto dynamic map mymaps

with sequence number 3 from the configuration:

hostname (config) # clear configure crypto dynamic-map mymaps 3
hostname (config) #

Related Commands ~ Command Description
clear configurecryptomap  Clearsthe configuration of all or specified crypto maps.

show running-config crypto  Displays all the active configuration for all dynamic crypto maps.
dynamic-map

show running-config crypto  Displays all the active configuration for all crypto maps.
map
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clear configure crypto isakmp

Toremove all of the ISAKMP configuration, usethe clear configure cryptoisakmp command in global
configuration mode.

clear configure crypto isakmp

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) The clear configure isakmp command was introduced.

7.2(1) This command was deprecated. The clear configure crypto isakmp

command replaces it.

Examples Thefollowing command, issued in global configuration mode, removesall of the ISAKMP configuration
from the security appliance:

hostname (config) # clear configure crypto isakmp
hostname (config) #

Related Commands Command Description
clear configure cryptoisakmp Clearsall ISAKMP policy configuration.
policy
crypto isakmp enable Enables ISAKMP negotiation on the interface on which the IPSec
peer communicates with the security appliance.
show crypto isakmp stats Displays runtime statistics.
show crypto isakmp sa Displays IKE runtime SA database with additional information.
show running-config crypto Displays all the active configuration.
isakmp
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clear configure crypto isakmp policy

Toremove all of the ISAKMP policy configuration, use the clear configureisakmp policy command in
global configuration mode.

clear configure crypto isakmp policy priority

Syntax Description priority Specifies the priority of the ISAKMP priority to be cleared.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) The clear configureisakmp policy command was introduced.

7.2(1) The clear configure crypto isakmp policy command replaces the clear

configure isakmp policy command.

Examples The following example removes the ISAKMP policy with priority 3 from the configuration:

hostname (config) # clear configure isakmp policy 3
hostname (config) #

Related Commands ~ Command Description
isakmp enable Enables ISAKMP negotiation on the interface on which the IPSec peer
communicates with the security appliance.
show isakmp stats Displays runtime statistics.
show isakmp sa Displays IKE runtime SA database with additional information.
show running-config  Displays all the active configuration.
isakmp
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clear configure crypto map

To remove all or specified crypto maps from the configuration, use the clear configure crypto map
command in global configuration.

clear configure crypto map map-name seg-num

Syntax Description map-name Specifies the name of a specific crypto map.
seq-num Specifies the sequence number of the crypto map.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(1) This command was introduced.
Examples The following example entered in global configuration mode, removes the crypto map mymaps with
sequence number 3 from the configuration:
hostname (config) # clear configure crypto map mymaps 3
hostname (config) #
Related Commands ~ Command Description
clear configure crypto Clears the configuration of all or specified crypto dynamic maps.
dynamic-map
crypto map interface Applies a crypto map to an interface.
show running-config crypto  Displays the active configuration for all crypto maps.
map

show running-config crypto  Displays the active configuration for all dynamic crypto maps.
dynamic-map

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure ctl-provider

clear configure ctl-provider

To remove all configured Certificate Trust List provider instances, use the clear configure ctl-provider
command in global configuration mode.

clear configure ctl-provider

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

8.0(2) This command was introduced.
Examples The following example shows the syntax of the clear configure ctl-provider command:

hostname# clear configure ctl-provider

Related Commands ~ Command Description
ctl Parses the CTL file from the CTL client and install trustpoints.
ctl-provider Configures a CTL provider instance in CTL provider mode.
export Specifies the certificate to be exported to the client
service Specifies the port to which the CTL provider listens.

clear configure ddns

To clear all DDNS commands, use the clear configure ddns command in global configuration mode.

clear configure ddns

Syntax Description ~ This command has no arguments or keywords.
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clear configure ddns

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.2(1) This command was introduced.
Examples The following example clears all DDNS commands:

hostname (config) # clear configure ddns

Related Commands Command Description

ddns (DDNS-update-  Specifies a DDNS update method type for a created DDNS method.
method mode)

ddnsupdate (interface Associates a security appliance interface with a DDNS update method or a
config mode) DDNS update hostname.

ddnsupdate method  Creates a method for dynamically updating DNS resource records.
(global config mode)

show ddns update Displays the interfaces associated with each configured DDNS method.
interface

show ddns update Displays the type and interval for each configured DDNS method. a DHCP
method server to perform DDNS updates.

show running-config  Displaysthe type and interval of all configured DDNS methods in the
ddns running configuration.
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clear configure dhcpd

To clear all of the DHCP server commands, binding, and statistics, use the clear configure dhcpd
command in global configuration mode.

clear configure dhcpd

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was changed from clear dhcpd to clear configure dhcpd.

Usage Guidelines The clear configure dhcpd command clears all of the dhcpd commands, bindings, and statistical
information. To clear only the statistic counters or binding information, use the clear dhcpd command.

Examples The following example shows how to clear all dhcpd commands:

hostname (config) # clear configure dhcpd

Related Commands ~ Command Description
clear dhcpd Clears the DHCP server bindings and statistic counters.
show running-config dhcpd Displays the current DHCP server configuration.
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clear configure dhcprelay

To clear all of the DHCP relay configuration, use the clear configure dhcprelay command in global
configuration mode.

clear configure dhcprelay

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(2) This command was changed from clear dhcprelay to clear configure

dhcprelay.

Usage Guidelines The clear configure dhcprelay command clears the DHCP relay statistics and configuration. To clear
only the DHCP statistic counters, use the clear dhcprelay statistics command.

Examples The following example shows how to clear the DHCP relay configuration:

hostname (config) # clear configure dhcprelay

Related Commands ~ Command Description
clear dhcprelay statistics Clears the DHCP relay agent statistic counters.
debug dhcprelay Displays debug information for the DHCP relay agent.
show dhcprelay statistics Displays DHCP relay agent statistic information.
show running-config dhcprelay Displays the current DHCP relay agent configuration.
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clear configure dns

To clear all DNS commands, use the clear configure dns command in global configuration mode.

clear configure dns

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears all DNS commands:

hostname (config) # clear configure dns

Related Commands ~ Command Description
dns domain-lookup Enables the security appliance to perform a name lookup.
dns name-server Configures a DNS server address.
dnsretries Specifies the number of times to retry the list of DNS servers when the
security appliance does not receive a response.
dnstimeout Specifies the amount of time to wait before trying the next DNS server.
show dns-hosts Shows the DNS cache.
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clear configure dynamic-access-policy-config

To clear the DAP configuration, use the clear configure dynamic-access-policy-config command in
dynamic-access-policy-record configuration mode.

clear config dynamic-access-policy-config name

Syntax Description name A string that specifies the name of the DAP configuration file.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Dynamic-access-policy-record . . . — —
configuration

Command History Release Modification
8.0(2) This command was introduced.
Examples The following example shows how to set a priority of 15 for the DAP record called Finance.

hostname (config) config-dynamic-access-policy-record Finance
hostname (config-dynamic-access-policy-record)# priority 15
hostname (config-dynamic-access-policy-record) #

Related Commands ~ Command Description
dynamic-access-policy-record Creates a DAP record.
show running-config Displaysthe running configuration for all DAP records, or for
dynamic-access-policy-record the named DAP record.
[name]
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clear config dynamic-access-policy-record

To clear a DAP record, use the clear config dynamic-access-policy-record command in global
configuration mode with the name of the record. To clear all DAP records, use the no form of this
command.

clear config dynamic-access-policy-record name

Syntax Description name Specifies the name of the DAP record. The name can be up to 64
characters long and cannot contain spaces.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . — —
Command History Release Modification

8.0(2) This command was introduced.
Examples The following example shows how to clear a DAP record named Finance.

hostname (config) # clear configure dynamic-access-policy-record Finance
hostname (config-dynamic-access-policy-record) #

Related Commands ~ Command Description
dynamic-access-policy-record Creates a named DAP record.
[name]
dynamic-access-policy-config url Configures the DAP Selection Configuration file.
show running-config Displaysthe running configuration for all DAP records, or for
dynamic-access-policy-record the named DAP record.
[name]
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clear configure established

To remove all established commands, use the clear configure established command in global
configuration mode.

clear configure established

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(2) The keyword configur e was added.

Usage Guidelines To remove an established connection created by the established command, enter the clear xlate
command.

Examples This example shows how to remove established commands:

hostname (config) # clear configure established

Related Commands ~ Command Description
established Permits return connections on ports that are based on an established
connection.
show running-config  Displays the allowed inbound connections that are based on established
established connections.
clear xlate Clears the current translation and connection slot information.
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clear configure failover

To remove failover commands from the configuration and restore the defaults, use the clear configure
failover command in global configuration mode.

clear configure failover

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(0) Command was changed from clear failover to clear configure failover.

Usage Guidelines Thiscommand clearsall failover commands from the running configuration and restores the defaults. If
you use the all keyword with the show running-config failover command, you will see the default
failover configuration.

The clear configure failover command is not available in a security context in multiple configuration
mode; you must enter the command in the system execution space.

Examples The following example clears all failover commands from the configuration:

hostname (config) # clear configure failover
hostname (config) # show running-configuration failover
no failover

Related Commands ~ Command Description
show running-config failover Displays the failover commands in the running configuration.
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clear configure filter

Toclear URL, FTP, and HTTPSfiltering configuration, usethe clear configurefilter commandin global

Defaults

Command Modes

configuration mode.

clear configure filter

No default behavior or values.

The following table shows the modes in which you can enter the command:

clear configure filter

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . .
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Examples

The clear configure filter command clears the URL, FTP, and HTTPS filtering configuration.

The following example clears the URL, FTP, and HTTPS filtering configuration:

hostname (config) # clear configure filter

Related Commands

Commands Description

filter ftp Identifies the FTP traffic to be filtered by a URL filtering server.
filter https Identifies the HTTPS traffic to be filtered by a Websense server.
filter url Directs traffic to a URL filtering server.

show running-config
filter

Displays the filtering configuration.

url-server

Identifies an N2H2 or Websense server for use with the filter command.
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Cisco ASA 5580 Adaptive Security Appliance Command Reference g



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure fips

clear configure fips

To clear the system or module FIPS configuration information stored in NVRAM, use the clear
configure fips command in global configuration mode.

clear configure fips

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — .
Command History Release Modification
7.0(4) This command was introduced.
Examples hostname (config) # clear configure fips
Related Commands ~ Command Description
crashinfo console disable Disables the reading, writing and configuration of crash write info to
flash.
fips enable Enables or disablea policy-checking to enforce FIPS compliance on
the system or module.
fips self-test poweron Executes power-on self-tests.
show crashinfo console Reads, writes, and configures crash write to flash.
show running-config fips Displays the FIPS configuration that is running on the security
appliance.
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clear configure firewall

To set the firewall mode to the default routed mode, use the clear configure firewall command in global
configuration mode.

clear configure firewall

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . — .
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example sets the firewall mode to the default:

hostname (config) # clear configure firewall

Related Commands ~ Command Description
arp Adds a static ARP entry.
firewall transparent Sets the firewall mode to transparent.
show arp statistics Shows ARP statistics.

show running-config  Shows the current configuration of the ARP timeout.
arp
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clear configure fixup

To clear the fixup configuration, use the clear configure fixup command in global configuration mode.

clear configure fixup

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines The clear configure fixup command removes the fixup configuration.

Examples The following example clears the fixup configuration:

hostname# clear configure fixup

Related Commands =~ Commands Description
class-map Defines the traffic class to which to apply security actions.
policy-map Associates a class map with specific security actions.
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clear configure flow-export

To clear flow-export configurations that are associated with NetFlow data, use the clear configure
flow-export command in global configuration mode.

clear configure flow-export [destination]

Syntax Description destination Clears only the destination-related flow-export configuration.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

8.1(1) This command was introduced.

Usage Guidelines The destination keyword clears only the destination-related flow-export configuration; the other
flow-export configurations still remain.

Examples The following example show how to clear all flow-export configurations, including destinations:;

hostname (config) # clear configure flow-export

The following example shows how to clear only the destination-related flow-export configuration:

hostname (config) # clear configure flow-export destination
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Related Commands  Commands Description

flow-export destination Specifies the IP address or hostname of the NetFlow collector, and the
interface-nameipv4-address UDP port on which the NetFlow collector is listening.
| hostname udp-port

flow-export template Controls the interval at which the template information is sent to the
timeout-rate minutes NetFlow collector.
logging Enables syslog messages after you have entered the logging

flow-export-syslogs enable flow-export-syslogs disable command, and the syslog messages that
are associated with NetFlow data.

show flow-export counters Displays all runtime countersin NetFlow.
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clear configure fragment

To reset al the IP fragment reassembly configurations to defaults, use the clear configure fragment
command in global configuration mode.

clear configure fragment [interface]

Syntax Description interface (Optional) Specifies the security appliance interface.
Defaults If an interface is not specified, the command applies to all interfaces.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) The configure keyword and optional interface argument were added. The command

was also separated into two commands, clear fragment and clear configure
fragment, to separate clearing of the configuration data from the operational data.

Usage Guidelines The clear configure fragment command resets all the IP fragment reassembly configurations to
defaults. In addition, the the chain, size, and timeout keywords are reset to their default values, which
are asfollows:

« chain is 24 packets
- sSizeis200

« timeout is 5 seconds

Examples This example shows how to reset all the IP fragment reassembly configurations to defaults:

hostname (config) # clear configure fragment

Related Commands ~ Command Description
clear fragment Clears the operational data of the IP fragment reassembly module.
fragment Provides additional management of packet fragmentation and

improves compatibility with NFS.
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Command Description
show fragment Displays the operational data of the IP fragment reassembly
module.

show running-config fragment Displays the IP fragment reassembly configuration.
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clear configure ftp

To clear the FTP configuration, use the clear configure ftp command in global configuration mode.

clear configure ftp

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure ftp command clears the FTP configuration.

Examples The following example clears the FTP configuration:

hostname# clear configure ftp

Related Commands =~ Commands Description
filter ftp Identifies the FTP traffic to be filtered by a URL filtering server.
filter https Identifies the HTTPS traffic to be filtered by a Websense server.
filter url Directs traffic to a URL filtering server.
show running-config  Displays the filtering configuration.
filter
url-server Identifies an N2H2 or Websense server for use with the filter command.
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clear configure global

To remove the global commands from the configuration, use the clear configure global command in
global configuration mode.

clear configure global

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(2) Added keyword configure.
Examples The following example shows how to remove the global commands from the configuration:

hostname (config) # clear configure global

Related Commands ~ Command Description
global Creates entries from a pool of global addresses.
show running-config  Displays the global commands in the configuration.
global
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clear configure group-delimiter

To remove from the configuration the group delimiter the delimiter used when parsing group namesfrom
the user names that are received when tunnels are being negotiated, use the clear configure
group-delimiter command in global configuration mode. This disables group-name parsing.

Defaults

Command Modes

clear config group-delimiter

No default behavior or values.

clear configure group-delimiter

The following table shows the modes in which you can enter the command:

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Examples

The delimiter is used to parse tunnel group names from usernames when tunnels are negotiated. If no

delimiter is specified, group-name parsing is disabled.

The following example entered in global configuration mode, removes the group delimiter from the

configuration:

hostname (config) # clear config group-delimiter

hostname (config) #

Related Commands

Command

Description

group-delimiter

Enables group-name parsing and specifies the group delimiter for an |PSec

remote access tunnel group.

show running-config
group-delimiter

Shows the current configured group delimiter.
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clear configure group-policy

To remove the configuration for a particular group policy, use the clear configure group-policy
command in global configuration mode, and append the name of the group policy. To remove all
group-policy commands from the configuration except the default group policy, use this command
without arguments.

clear configure group-policy [name]

Syntax Description name (Optional) Specifies the name of the group policy.
Defaults Remove all group-policy commands from the configuration, except the default group policy.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) This command was introduced.
Examples The following example shows how to clear the configuration for the group policy named FirstGroup.

hostname (config)# clear configure group-policy FirstGroup

Related Commands Command Description
group-policy Creates, edits, or removes a group policy.
group-policy attributes Enters group-policy attributes mode, which lets you configure
AV Ps for a specified group policy.
show running-config Displays the running configuration for a particular group policy
group-policy or for all group policies.
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clear configure hostname

To reset the hostname to the default, use the clear configur e hostname command in global configuration
mode.

clear configure hosthame

Syntax Description ~ This command has no arguments or keywords.

Defaults The default value depends on your platform.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) This command was introduced.
Examples The following example clears the hosthame:
hostname (config) # clear configure hostname
Related Commands ~ Command Description
banner Sets alogin, message of the day, or enable banner.
domain-name Sets the default domain name.
hosthame Sets the hosthame for the security appliance.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .ﬂ



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure http

clear configure http

To disable the HTTP server and to remove configured hosts that can access the HTTP server, use the
clear configure http command in global configuration mode.

clear configure http

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to clear the HTTP configuration.

hostname (config) # clear configure http

Related Commands Command Description

http Specifies hosts that can access the HTTP server by |P address and
subnet mask. Specifies the security appliance interface through
which the host accesses the HTTP server.

http authentication-certificate Requires authentication via certificate from users who are
establishing HTTPS connections to the security appliance.

http redirect Specifies that the security appliance redirect HTTP connections to
HTTPS.

http server enable Enables the HTTP server.

show running-config http Displays the hosts that can access the HTTP server, and whether or

not the HTTP server is enabled.
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clear configure icmp

To clear the configured access rules for ICMP traffic, use the clear configureicmp command in global
configuration mode.

clear configureicmp

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configureicmp command clears the configured access rules for ICMP traffic.

Examples The following example clears the clear configured access rules for ICMP traffic:

hostname# clear configure icmp

Related Commands =~ Commands Description
clear configureicmp  Clears the ICMP configuration.
debug icmp Enables the display of debug information for ICMP.
show icmp Displays ICMP configuration.
timeout icmp Configures the idle timeout for ICMP.
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clear configure imap4s

To remove all IMAP4S commands from the configuration, reverting to default values, use the clear
configure imap4s command in global configuration mode.

clear configure imap4s

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove the IMAPAS configuration:

hostname (config) # clear configure imap4s
hostname (config) #

Related Commands ~ Command Description
show running-configuration imap4s  Displays the running configuration for IMAPA4S.
imap4s Creates or edits an IMAP4S e-mail proxy configuration.
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clear configure interface

To clear the interface configuration, use the clear configureinterface command in global configuration
mode.

clear configure interface [physical_interface[.subinterface] | mapped_name | interface_name]

Syntax Description

Defaults

Command Modes

interface_name (Optional) Identifies the interface name set with the nameif command.

mapped_name (Optional) In multiple context mode, identifies the mapped name if it was
assigned using the allocate-interface command.

physical _interface (Optional) Identifies the interface ID, such as gigabitethernet0/1. See the
inter face command for accepted values.

subinterface (Optional) Identifies an integer between 1 and 4294967293 designating a

logical subinterface.

If you do not specify an interface, the security appliance clears al interface configuration.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . .
Command History Release Modification
7.0(2) This command was changed from clear interface. This command was also

Usage Guidelines

modified to include the new interface numbering scheme.

When you clear the interface configuration for main physical interfaces, the security appliance uses the
default settings.

You cannot use the interface name in the system execution space, because the nameif command is only
available within a context. Similarly, if you mapped the interface I D to a mapped name using the
allocate-interface command, you can only use the mapped name in a context.

Examples The following example clears the GigabitEthernet0/1 configuration:
hostname (config)# clear configure interface gigabitethernet0/1
The following example clears the inside interface configuration:
hostname (config) # clear configure interface inside
Cisco ASA 5580 Adaptive Security Appliance Command Reference
| oL-12173-03 .m



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure interface

The following example clears the intl interface configuration in a context. “int1” is a mapped name.

hostname/contexta (config) # clear configure interface intl

The following example clears all interface configuration.

hostname (config) # clear configure interface

Related Commands ~ Command Description
allocate-interface Assigns interfaces and subinterfaces to a security context.
clear interface Clears counters for the show interface command.
interface Configures an interface and enters interface configuration mode.
show interface Displays the runtime status and statistics of interfaces.
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clear configure ip

To clear al IP addresses set by theip address command, use the clear configureip command in global
configuration mode.

clear configureip

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Usage Guidelines In transparent firewall mode, this command clears the management |P address and the Management 0/0

IP address, if configured.

If you want to stop all current connections that use the old | P addresses, enter the clear xlate command.
Otherwise, the connections time out as usual.

Examples The following example clears all IP addresses:

hostname (config) # clear configure ip

Related Commands Command Description
allocate-interface Assigns interfaces and subinterfaces to a security context.
clear configure Clears al configuration for an interface.
interface
interface Configures an interface and enters interface configuration mode.
ip address Sets the | P address for the interface.
show running-config  Displays the interface configuration.
interface
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clear configure ip audit

To clear the entire audit policy configuration, use the clear configureip audit command in global
configuration mode.

clear configureip audit [configuration]

Syntax Description

Defaults

Command Modes

configuration (Optional) Yuo can enter this keyword, but the effect is the same without it.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(2) This command was changed from clear ip audit.

Examples

The following example clears all ip audit commands:

hostname# clear configure ip audit

Related Commands

Command Description
ip audit attack Sets the default actions for packets that match an attack signature.
ip audit info Sets the default actions for packets that match an informational signature.

ip audit interface Assigns an audit policy to an interface.

ip audit name Creates anamed audit policy that identifies the actions to take when a packet

matches an attack signature or an informational signature.

ip audit signature Disables a signature.
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clear configure ip local pool

To remove | P address poals, use the clear configureip local pool command in global configuration
mode.

clear ip local pool [poolname]

Syntax Description poolname (Optional) Specifies the name of the IP address pool.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(2) This command was introduced.
Examples The following example removes all |P address pools from the running configuration:

hostname (config) # clear config ip local pool
hostname (config) #

Related Commands ~ Command Description

clear configureip local pool Removesall ip local pools.
ip local pool Configures an | P address poal.
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clear configure ip verify reverse-path

To clear the ip verify reverse-path configuration, use the clear configureip verify rever se-path
command in global configuration mode.

clear configureip verify reverse-path

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(2) This command was changed from clear ip verify reverse-path.
Examples The following example clears the ip verify rever se-path configuration for all interfaces:

hostname (config) # clear configure ip verify reverse-path

Related Commands ~ Command Description
clear ip verify statistics Clears the Unicast RPF statistics.
ip verify reverse-path Enables the Unicast Reverse Path Forwarding feature to prevent IP
spoofing.
show ip verify statistics Shows the Unicast RPF statistics.
show running-config ip verify  Showstheip verify reverse-path configuration.
rever se-path
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clear configure ipv6

To clear the global IPv6 commands from the running configuration, use the clear configure ipvé
command in global configuration mode.

clear configureipvé [route | access-list]

Syntax Description access-list (Optional) Clears the IPv6 access list commands from the running
configuration.
route (Optional) Clears the commands that statically define routes in the IPv6

routing table from the running configuration.

Defaults Without keywords, this command clears all |Pv6 commands from the running configuration.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines This command only clears the global 1Pv6 commands from the running configuration; it does not clear
the IPv6 commands entered in interface configuration mode.

Examples The following example shows how to clear statically defined 1Pv6 routes from the IPv6 routing table:

hostname (config)# clear configure ipvé route
hostname (config) #

Related Commands ~ Command Description
ipv6 route Defines a static route in the IPv6 routing table.
show ipv6 route Displays the contents of the IPv6 routing table.
show running-config  Displays the IPv6 commands in the running configuration.
ipv6
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clear configure isakmp

To remove all of the ISAKMP configuration, use the clear configure isakmp command in global
configuration mode.

clear configureisakmp

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) The clear configure isakmp command was introduced.

7.2(1) This command was deprecated. The clear configure crypto isakmp

command replaces it.

Examples The following example issued in global configuration mode, removes all of the ISAKMP configuration
from the security appliance:

hostname (config) # clear configure isakmp
hostname (config) #

Related Commands Command Description
clear configureisakmp policy Clearsall ISAKMP policy configuration.
isakmp enable Enables ISAKMP negotiation on the interface on which the IPSec
peer communicates with the security appliance.
show isakmp stats Displays runtime statistics.
show isakmp sa Displays IKE runtime SA database with additional information.

show running-configisakmp  Displays all the active configuration.
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clear configure isakmp policy

Toremove all of the ISAKMP policy configuration, use the clear configureisakmp policy command in
global configuration mode.

clear configureisakmp policy priority

Syntax Description priority Specifies the priority of the ISAKMP priority to be cleared.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) The clear configureisakmp policy command was introduced.

7.2(1) This command was deprecated. The clear configure cryptoisakmp policy

command replaces it.

Examples The following example removes the ISAKMP policy with priority 3 from the configuration:

hostname (config) # clear configure isakmp policy 3
hostname (config) #

Related Commands ~ Command Description
isakmp enable Enables ISAKMP negotiation on the interface on which the IPSec peer
communicates with the security appliance.
show isakmp stats Displays runtime statistics.
show isakmp sa Displays IKE runtime SA database with additional information.
show running-config  Displays all the active configuration.
isakmp
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clear configure ldap attribute-map

To remove all the L DAP attribute maps from the running configuration of the security appliance, use the
clear configureldap attribute-map command in global configuration mode.

clear configure ldap attribute-map

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.1(2) This command was introduced.

Usage Guidelines Use this command to remove the LDAP attribute maps from the running configuration of the security
appliance.

Examples The following example, entered in global configuration mode, removes all LDAP attributes map from
the running configuration and then confirms the removal by using the show running-config Idap
attribute-map command:

hostname (config) # clear configuration ldap attribute-map
hostname (config) # show running-config ldap attribute-map
hostname (config) #

Related Commands Command Description
Idap attribute-map (global config Creates and names an LDAP attribute map for mapping
mode) user-defined attribute names to Cisco LDAP attribute names.
Idap-attribute-map (aaa-server Binds an LDAP attribute map to an LDAP server.
host mode)
map-name Maps a user-defined L DAP attribute name with a Cisco LDAP

attribute name.
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clear configure Idap attribute-map

Command Description

map-value Maps a user-defined attribute value to a Cisco attribute.

show running-config ldap Displays a specific running LDAP attribute map or all running
attribute-map attribute maps.
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clear configure logging

To clear logging configuration, use the clear configurelogging command in global configuration mode.

clear configurelogging [disabled | level]

Syntax Description disabled (Optional) Indicates that all disabled syslog messages should be reenabled.
When you use this option, no other logging configuration is cleared.
level (Optional) Indicates that the severity level assignments for syslog messages

should be reset to their default values. When you use this option, no other
logging configuration is cleared.

Defaults With no keywords specified, this command returns all configuration settings to their default values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines You can use the show running-config logging command to view all logging configuration settings. If
you usethe clear configurelogging command without either the disabled or level keyword, all logging
configuration settings are cleared and returned to their default values.

Examples The following example shows how to clear logging configuration settings. The output of the show
logging command indicates that all logging features are disabled.

hostname (config)# clear configure logging
hostname (config) # show logging
Syslog logging: disabled
Facility: 20
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: disabled
History logging: disabled
Device ID: disabled
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Mail logging: disabled
ASDM logging: disabled

Related Commands ~ Command Description
show logging Displays the enabled logging options.
show running-config logging Displays the logging-related portion of the running

configuration.
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clear configure logging rate-limit

To reset the logging rate limit, use the clear configure logging rate-limit command in global
configuration mode.

clear configurelogging rate-limit

Syntax DescriptionT  This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(4) This command was introduced.
Examples The following example shows how to reset the logging rate limit:

hostname (config) # clear configure logging rate-limit

After the information is cleared, nothing more displays until the hosts reestablish their connections.

Related Commands ~ Command Description

logging rate limit Limits the rate at which syslog messages are generated.

show running config ~ Shows the current logging rate limit setting.
logging rate-limit

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter6 clear configure through clear configure zonelabs-integrity Commands

clear configure mac-address-table 1l

clear configure mac-address-table

To clear the mac-address-table static and mac-addr ess-table aging-time configuration, use the clear
configure mac-addr ess-table command in global configuration mode.

clear configure mac-address-table

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration — . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears the mac-address-table static and mac-address-table aging-time

configuration:

hostname# clear configure mac-address-table

Related Commands ~ Command Description
firewall transparent Sets the firewall mode to transparent.
mac-address-table Sets the timeout for dynamic MAC address entries.
aging-time
mac-address-table Adds static MAC address entries to the MAC address table.
static
mac-learn Disables MAC address learning for an interface.
show Shows the MAC address table, including dynamic and static entries.

mac-address-table
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clear configure mac-learn

To clear the mac-learn configuration, use the clear configure mac-learn command in global
configuration mode.

clear configure mac-learn

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration — . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears the mac-learn configuration:

hostname# clear configure mac-learn

Related Commands ~ Command Description
firewall transparent Sets the firewall mode to transparent.
mac-address-table static ~ Adds static MAC address entries to the MAC address table.
mac-learn Disables MAC address learning for an interface.

show mac-address-table Shows the MAC address table, including dynamic and static entries.
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clear configure mac-list

To remove the indicated list of MAC addresses, previously specified the mac-list command, use the
clear configure mac-list command in global configuration mode;

clear configure mac-list id

Syntax Description id A MAC address list name.
Defaults No default behaviors or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . — — .
Command History Release Modification
7.0(2) This command was modified to conform with CLI standards.
Usage Guidelines To remove alist of MAC addresses, use the clear mac-list command.
Examples The following example shows how to clear a MAC address list:
hostname (config) # clear configure mac-list firstmaclist
Related Commands ~ Command Description
mac-list Adds alist of MAC addresses using a first-match search.
show running-config Displays the MAC addresses in the MAC address list indicated by the id
mac-list value.
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clear configure management-access

To remove the configuration of an internal interface for management access of the security appliance,
use the clear configure management-access command in global configuration mode.

clear configure management-access

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(2) The keyword configur e was added.

Usage Guidelines The management-access command lets you define an internal management interface using the |P
address of the firewall interface specified in mgmt_if. (The interface names are defined by the nameif
command and displayed in quotes, “ 7, in the output of the show interface command.) The clear
configure management-access command removes the configuration of the internal management
interface specified with the management-access command.

Examples The following example removes the configuration of an internal interface for management access of the
security appliance:

hostname (config) # clear configure management-access

Related Commands ~ Command Description

management-access Configures an internal interface for management access.

show running-config  Displays the name of the internal interface configured for management
management-access access.
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clear configure monitor-interface

Syntax Description

Defaults

Command Modes

To remove all monitor-interface commands from the running configuration and restore the default
interface health monitoring, use the clear configure monitor-interface command in global
configuration mode.

clear configure monitor-interface

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
7.0(1) This command was introduced.

Usage Guidelines

Examples

By default, physical interfaces are monitored for failover. Using the clear monitor-inter face command
clearsthe no monitor-inter face commands from the running configuration and restores default interface
health monitoring. To view the monitor-inter face commands in the running configuration, use the show
running-config all monitor-interface command.

The following example clears the monitor-interface commands from the running configuration:

hostname (config) # clear configure monitor-interface
hostname (config) #

Related Commands

Command Description

monitor-interface Enables health monitoring of a designated interface for failover
purposes.

show running-config Displays the monitor-interface commands in the running

monitor-interface configuration.
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clear configure mroute

To remove the mroute commands from the running configuration, use the clear configure mroute
command in global configuration mode.

clear configure mroute

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove the mroute commands from the configuration:

hostname (config) # clear configure mroute
hostname (config) #

Related Commands ~ Command Description
mroute Configures a static multicast route.
show mroute Displays IPv4 multicast routing table.

show running-config mroute  Displays the mroute commands in the running configuration.
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clear configure mtu

To clear the configured maximum transmission unit values on all interfaces, use the clear configure mtu
command in global configuration mode.

clear configure mtu

Syntax Description ~ This command has no arguments or keywords.

Defaults Using the clear configure mtu command sets the maximum transmission unit to the default of 1500 for
all Ethernet interfaces.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration — . . . —
Command History Release Modification
Preexisting This command was preexisting.
Examples The following example clears the current maximum transmission unit values on all interfaces:
hostname (config) # clear configure mtu
Related Commands ~ Command Description
mtu Specifies the maximum transmission unit for an interface.
show running-config  Displays the current maximum transmission unit block size.
mtu
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clear configure multicast-routing

To remove the multicast-routing command from the running configuration, use the clear configure
multicast-routing command in global configuration mode.

clear configure multicast-routing

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure multicast-routing command removes the multicast-routing from the running
configuration. The no multicast-routing command al so removes the multicast-routing command from the
running configuration.

Examples The following example shows how to remove the multicast-routing command from the running
configuration:

hostname (config) # clear configure multicast-routing

Related Commands ~ Command Description
multicast-routing Enables multicast routing on the security appliance.
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clear configure nac-policy

To remove all NAC policies from the running configuration, except for those that are assigned to group
policies, use the clear configure nac-policy command in global configuration mode.

clear configure nac-policy

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . — — .
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines Use this command only if you want to remove all NAC policies. Use the no version of the nac-policy
command to remove a single NAC policy from the configuration.

Examples The following command shows how to remove all NAC policies:

hostname (config) # clear config nac-policy

Relatgddommands Command Description
nac-policy Creates and accesses a Cisco NAC policy, and specifiesits type.
show nac-policy Displays NAC policy usage statistics on the security appliance.
show running-config nac-policy Displays the configuration of each NAC policy on the security
appliance.
show vpn-session_summary.db  Displays the number IPSec, WebV PN, and NAC sessions.
show vpn-session.db Displays information about VPN sessions, including NAC results.
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clear configure name

To clear the list of names from the configuration, use the clear configure name command in global
configuration mode.

clear configure name

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) The keyword configur e was added.

Usage Guidelines This command has no usage guidelines.

Examples The following example shows how to clear the name list:

hostname (config) # clear configure name

Related Commands ~ Command Description
name Associates a name with an I P address.
show running-config name Displays the list of names associated with | P addresses.
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clear configure nat

To remove the NAT configuration, use the clear configure nat command in global configuration mode.

clear configure nat

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(2) Added keyword configure.

Usage Guidelines The following applies to transparent firewall mode:

~

Note  In transparent firewall mode, only NAT id O isvalid.

Examples The following example shows how to remove the NAT configuration:

hostname (config) # clear configure nat

Related Commands ~ Command Description
nat Associates a network with a pool of global 1P addresses.
show running-config  Displays apool of global 1P addresses that are associated with the network.
nat
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clear configure nat-control

To disable the NAT configuration requirement, use the clear configure nat-control command in global
configuration mode.

clear configure nat-control

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example disables the NAT configuration requirement:

hostname (config) # clear configure nat-control

Related Commands ~ Command Description
nat Defines an address on one interface that is translated to a global address on
another interface.
nat-control Enforces NAT control. Disabling NAT control allows inside hosts to

communicate with outside networks without configuring a NAT rule.

show running-config  Displays the NAT configuration requirement.
nat-control
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clear configure ntp

To clear the NTP configuration, use the clear configure ntp command in global configuration mode.

clear configure ntp

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . — .
Command History Release Modification
7.0(2) This command was changed from clear ntp.
Examples The following example clears all ntp commands:
hostname# clear configure ntp
Related Commands ~ Command Description
ntp authenticate Enables NTP authentication.
ntp authentication-key Sets the NTP authentication key.
ntp server Identifies an NTP server to set the time on the security appliance.
ntp trusted-key Specifies the NTP trusted key.
show running-config ntp Shows the NTP configuration.
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clear configure object-group

Toremoveall the object group commands from the configuration, use the clear configure obj ect-group
command in global configuration mode.

clear configure object-group [protocol | service | icmp-type | network]

Syntax Description icmp-type (Optional) Clears al ICMP groups.
network (Optional) Clears all network groups.
protocol (Optional) Clears all protocol groups.
service (Optional) Clears all service groups.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . —
Command History Release Modification
Preexisting This command was preexisting.
Examples The following example shows how to remove all the object-group commands from the configuration:
hostname (config) # clear configure object-group
Related Commands ~ Command Description
group-object Adds network object groups.
networ k-obj ect Adds a network object to a network object group.
object-group Defines object groups to optimize your configuration.
port-object Adds a port object to a service object group.

show running-config object-group Displays the current object groups.
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clear configure passwd

To clear the login password configuration and restore the default setting of “cisco,” use the clear
configure passwd command in global configuration mode.

clear configure { passwd | password}

Syntax Description passwd | password You can enter either command; they are aliased to each other.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was changed from clear passwd.
Examples The following example clears the login password and restores it to the default of “cisco”:

hostname (config) # clear configure passwd

Related Commands Command Description
enable Enters privileged EXEC mode.
enable password Sets the enable password.
passwd Sets the login password.
show curpriv Shows the currently logged in username and the user privilege level.
show running-config  Shows the login password in encrypted form.
passwd
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clear configure pim

To clear all of the global pim commands from the running configuration, use the clear configure pim
command in global configuration mode.

clear configure pim

Syntax Description ~ There are no keywords or arguments for this command.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure pim command clears all of the pim commands from the running configuration. To
clear PIM traffic counters and topology information, use the clear pim counters and the clear pim
topology commands.

The clear configure pim command only clears the pim commands entered in global configuration
mode; it does not clear the interface-specific pim commands.

Examples The following example shows how to clear all pim commands from the running configuration:

hostname (config) # clear configure pim

Related Commands Command Description
clear pim topology Clears the PIM topology table.
clear pim counters Clears the PIM traffic counters.
show running-config pim Displays the pim commands in the running configuration.
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clear configure policy-map

To remove the all policy-map commands, use the clear configure policy-map command in global
configuration mode.

clear configure policy-map [type inspect [protocol]}

Syntax Description type inspect (Optional) Clears inspection policy maps.

protocol (Optional) Specifiesthetype of inspection policy map you want to clear. Available
types include:

- dcerpc
- dns

e esmtp
- ftp

* gtp

- h323

- http

e im

- mgcp

- nethios
* p2p

» radius-accounting
- sip

« skinny

« snmp

Defaults No default behavior or values.

Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context

Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —

Command History Release Modification
7.0(2) This command was introduced.
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Usage Guidelines To clear the policy map for a specific policy map name, use the no form of the policy-map command.

Examples The following example shows the clear configure policy-map command:

hostname (config) # clear configure policy-map

Related Commands ~ Command Description
policy-map Configures a policy; that is, an association of atraffic class and one or more
actions.
show running-config Displays the entire policy configuration.
policy-map
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clear configure pop3s

To remove all POP3S commands from the configuration, reverting to default values, use the clear
configure pop3s command in global configuration mode.

clear configure pop3s

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove the POP3S configuration:

hostname (config) # clear configure pop3s
hostname (config) #

Related Commands ~ Command Description
show running-configuration pop3s  Displays the running configuration for POP3S.
pop3s Creates or edits a POP3S e-mail proxy configuration.
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clear configure prefix-list

To remove the prefix-list commands from the running configuration, use the clear configure prefix-list
command in global configuration mode.

clear configure prefix-list [prefix_list_name]

Syntax Description prefix_list_name (Optional) The name of a prefix list. When a prefix list name is specified,
only the commands for that prefix list are removed from the configuration.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was changed from clear prefix-list to clear configure

prefix-list.

Usage Guidelines The clear configure prefix-list command removes the prefix-list commands and the prefix-list
description commands from the running configuration. If a prefix list name is specified, then the
prefix-list command and prefix-list description command, if present, for that prefix list only are
removed from the running configuration.

This command does not remove the no prefix-list sequence command from the running configuration.

Examples The following example removes al prefix-list commands from the running configuration for a prefix
list named MyPrefixList:

hostname# clear configure prefix-list MyPrefixList

Related Commands ~ Command Description

show running-config prefix-list Displays the prefix-list commands in the running configuration.
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clear configure priority-queue

To remove the priority queue specification from the configuration, use the clear configure
priority-queue command in global configuration mode.

clear configure priority queue interface-name

Syntax Description interface-name Specifies the name of the interface for which you want to show the priority
queue details

This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was introduced.
Examples This example shows the use of the clear configure priority-queue command to remove the

priority-queue configuration on the interface named test:

hostname (config) # clear configure priority-queue test

Related Commands Command Description

priority-queue Configures priority queueing on an interface.

show running-config Displays the current priority-queue configuration for the named interface.
priority-queue
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clear configure privilege

To remove the configured privilege levelsfor commands, use the clear configure privilege command in
global configuration mode.

clear configure privilege

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was modified to conform to CLI guidelines.
Usage Guidelines Thereis no undo.
Examples This example shows how to reset the configured privilege levels for the commands:

hostname (config) # clear configure privilege

Related Commands ~ Command Description
privilege Configures the command privilege levels.
show curpriv Displays current privilege level

show running-config privilege  Displays privilege levels for commands.
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clear configure regex

To remove all regular expressions, use the clear configure regex command in global configuration
mode.

clear configure regex

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines To clear the regular expression for a specific regular expression name, use the no form of the regex
command.

Examples The following example shows how to clear all configured regular expressions:

hostname (config) # clear configure regex

Related Commands ~ Command Description
class-map type regex Creates a regular expression class map.
regex Creates a regular expression.
show running-config regex Shows all regular expressions.
test regex Tests aregular expression.
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To remove the route commands from the configuration that do not contain the connect keyword, use the
clear configure route command in global configuration mode.

clear configureroute [interface_name ip_address [netmask gateway ip]]

Syntax Description gateway _ip (Optional) Specifies the I P address of the gateway router (the next hop
address for this route).

interface_name (Optional) Internal or external network interface name.

ip_address (Optional) Internal or external network |P address.

netmask (Optional) Specifies a network mask to apply to the ip_address.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) Added keyword configure.

Usage Guidelines Use 0.0.0.0 to specify a default route. You can abbreviate the 0.0.0.0 |P address as 0 and the
0.0.0.0 netmask as 0.

Examples The following example shows how to remove the route commands from the configuration that do not
contain the connect keyword:

hostname (config) # clear configure route

Related Commands ~ Command Description
route Specifies a static or default route for the an interface.
show route Displays route information.

show running-config route Displays configured routes.
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clear configure route-map

To remove all of the route maps, use the clear configure route-map command in global configuration
mode.

clear configure route-map

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines Usetheclear configureroute-map command in global configuration modeto remove all theroute-map
commands in the configuration. The route-map command is used to configure conditions of
redistributing the routes from one routing protocol into another routing protocol.

To remove the individual route-map commands, use the no route-map command.

Examples The following example shows how to remove the conditions of redistributing routes from one routing
protocol into another routing protocol:

hostname (config) # clear configure route-map

Related Commands Command Description
route-map Defines the conditions for redistributing routes from one routing protocol
into another.

show running-config  Displays information about the route map configuration.
route-map
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clear configure router

To clear the router configuration commands from the running configuration, use the clear configure

router command in global configuration mode.

clear configurerouter [ospf [id] | rip | eigrp [as-number]]

Syntax Description

Defaults

Command Modes

as-number (Optional) Clears the configuration commands for the specified EIGRP
autonomous system number. If not specified, the configuration commands

for all EIGRP routing processes are cleared.

Because only one EIGRP routing process is supported on the security
appliance, including the optional as-number argument has the same effect

as omitting it.

eigrp (Optional) Specifies that only EIGRP router configuration commands are
removed from the configuration. EIGRP interface configuration mode

commands are not removed.

id (Optional) Clears the configuration commands for the specified OSPF
process ID. If not specified, the configuration commands for all OSPF

processes are cleared.

ospf (Optional) Specifies that only OSPF configuration commands are removed

from the configuration.

rip Specifies that only RIP configuration commands are removed from the

configuration.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . — . — —
Command History Release Modification
7.0(2) This command was changed from the clear router command to the clear
configure router command.
7.2(1) Therip keyword was added to the command.
8.0(2) The eigrp keyword was added to the command.
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Examples The following example clears all OSPF commands associated with OSPF process 1 from the running
configuration:

hostname (config) # clear configure router ospf 1
The following example clears all global configuration mode commands associated with RIP routing

process from the running configuration. It does not clear RIP commands entered in interface
configuration mode.

hostname (config) # clear configure router rip

Related Commands Command Description
show running-config router Displays the commands in the global router configuration.
router eigrp Enables an EIGRP routing process and enters router configuration
mode for that process.
router ospf Enables an OSPF routing process and enters router configuration
mode for that process.
router rip Enables aRIP routing process and enters router configuration mode

for that process.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .@



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure same-security-traffic

clear configure same-security-traffic

To clear the same-security-traffic configuration, use the clear configure same-security-traffic
command in global configuration mode.

clear configure same-security-traffic

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears the configuration when the same-security-traffic command is issued.:

hostname (config) # clear configure same-security-traffic

Related Commands ~ Command Description

same-security-traffic ~ Permits communication between interfaces with equal security levels.

show running-config  Displays the configuration when the same-security-traffic command is
same-security-traffic  issued.
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clear configure service-policy

To clear the service policy configuration, use the clear configure service-policy command in global
configuration mode.

clear configure service-policy

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following is an example of the clear configure service-policy command:

hostname (config) # clear configure service-policy

Related Commands ~ Command Description
show service-policy Displays the service policy.
show running-config Displays the service policies configured in the running configuration.
service-policy
service-policy Configures the service policy.
clear service-policy Clears service policy statistics.
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clear configure sla monitor

To remove the sla monitor commands from the running configuration, use the clear configure sla
monitor command in global configuration mode.

clear configure sla monitor [sla-id]

Syntax Description sla-id (Optional) The ID of the SLA operation. Valid values are from 1 to
2147483647.
Defaults If the sla-id is not specified, all SLA operation configurations are cleared.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.2(1) This command was introduced.

Usage Guidelines This command clears the sla monitor command, associated SLA monitor configuration mode
commands, and the associated sla monitor schedule command, if present. It does not remove the track
rtr commands from the configuration.

To view the sla monitor commands in the running configuration, use the show running-config sla
monitor command.

Examples The following example clears all sla monitor commands from the configuration:

hostname (config) # clear configure sla monitor

The following example clears the sla monitor commands associated with the SLA operation ID 5:

hostname (config) # clear configure sla monitor 5

Related Commands ~ Command Description

show running-config  Displays the sla monitor commands in the running configuration.
sla monitor
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clear configure smtps

To remove all SMTPS commands from the configuration and revert to default values, use the clear
configure smtps command in global configuration mode.

clear configure smtps

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove the SMTPS configuration:

hostname (config) # clear configure smtps

Related Commands ~ Command Description
show running-configuration smtps Displays the running configuration for SMTPS.
smtps Creates or edits an SMTPS e-mail proxy configuration.
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clear configure smtp-server

To clear all of the SMTP server commands and statistics, usethe clear configure smtp-server command
in global configuration mode.

clear configure smtp-server

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.1(2) Support for this command was introduced.

Usage Guidelines Theclear configure smtp-server command clearsall of the smtp commands and statistical information.

Examples The following example shows how to clear all smtp-server commands:

hostname (config) # clear configure smtp-server

Related Commands ~ Command Description

show running-config smtp-server  Displays the current SMTP server configuration.
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clear configure snmp-map

To clear the SNMP map configuration, use the clear configure snmp-map command in global
configuration mode.

clear configure snmp-map

Syntax DescriptionT  This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure snmp-map command removes the SNMP map configuration.

Examples The following example clears the SNMP map configuration:

hostname# clear configure snmp-map

Related Commands ~ Commands Description
class-map Defines the traffic class to which to apply security actions.
deny version Disallows traffic using a specific version of SNMP.
inspect snmp Enable SNMP application inspection.
snmp-map Defines an SNMP map and enables SNM P map configuration mode.
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clear configure snmp-server

To disable the SNMP server, use the clear configure snmp-server command in global configuration
mode.

clear configure snmp-server

Syntax Description ~ This command has no arguments or keywords.

Defaults This command has no default settings.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was introduced.
Examples This example shows how to disable the SNMP server:

hostname# clear configure snmp-server
Related Commands ~ Command Description

snmp-server Provides the security appliance event information through SNMP.

show snmp-server statistics Displays information about the SNMP server configuration.
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clear configure ssh

To clear all SSH commands from the running configuration, use the clear configure ssh command in
global configuration mode.

clear configure ssh

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was changed from the clear ssh command to the clear

configure ssh command.

Usage Guidelines This command clears all SSH commands from the configuration. To clear specific commands, use the
no form of those commands.

Examples The following example clears all SSH commands from the configuration:

hostname (config) # clear configure ssh

Related Commands ~ Command Description

show running-config Displays the current SSH commands in the running configuration.

ssh

ssh Allows SSH connectivity to the security appliance from the specified client
or network.

ssh scopy enable Enables a secure copy server on the security appliance.

ssh timeout Sets the timeout value for idle SSH sessions.

ssh version Restricts the security appliance to using either SSH Version 1 or SSH
Version 2.
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clear configure ssl

Toremoveall SSL commands from the configuration, reverting to default values, usetheclear configure
ssl command in global configuration mode.

clear configure sdl

Syntax Description ~ This command has no arguments or keywords.

Defaults By default:
- Boththe SSL client and SSL server versions are any.
» SSL encryption is 3des-shal | des-shal | rc4-mdb5, in that order.

« Thereisno trust point association; the security appliance uses the default RSA key-pair certificate.

Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . — —
Command History Release Modification

7.0(2) This command was introduced.
Examples The following example shows how to use the clear configure ssl command:

hostname (config)# clear configure ssl

Related Commands ~ Command Description

show running-config ssl Displays the current set of configured ssl commands.

ssl client-version Specifies the SSL/TLS protocol version the security appliance uses
when acting as a client.

ssl server-version Specifies the SSL/TLS protocol version the security appliance uses
when acting as a server.

ssl trust-point Specifiesthe certificate trust point that representsthe SSL certificate for
an interface.
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clear configure static

To remove all the static commands from the configuration, use the clear configure static command in
global configuration mode.

clear configure static

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) The keyword configur e was added.
Examples This example shows how to remove all the static commands from the configuration:

hostname (config) # clear configure static

Related Commands ~ Command Description
show running-config static Displays all static commands in the configuration.
static Configures a persistent one-to-one address translation rule by mapping

alocal IP addressto aglobal IP address.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure sunrpc-server

clear configure sunrpc-server

To clear the remote processor call services from the security appliance, use the clear configure
sunrpc-server command in global configuration mode.

clear configure sunrpc-server [active]

Syntax Description active (Optional) Identifies the SUnRPC services that are currently active on the
security appliance.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

Preexisting This command was preexisting.

Usage Guidelines The sunrpc-server command displays the configured router ospf commands.

S
Note  If the highest-level IP address on the security appliance is a private address, this addressis sent in hello
packets and database definitions. To prevent this action, set therouter-id ip_addressto aglobal address.

Examples The following example shows how to clear the SUNRPC services from the security appliance:

hostname (config) # clear configure sunrpc-server active

Related Commands ~ Command Description
sunrpc-server Creates the SUNRPC services table.
show running-config Displays the information about the SunRPC configuration.

sunrpc-server
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clear configure sysopt

To clear the configuration for all sysopt commands, use the clear configure sysopt command in global
configuration mode.

clear configure sysopt

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) This command was changed from clear sysopt.
Examples The following example clears all sysopt command configuration:

hostname (config) # clear configure sysopt

Related Commands ~ Command Description
show running-config  Shows the sysopt command configuration.
sysopt
sysopt connection Permits any packets that come from an IPSec tunnel without checking any
permit-ipsec ACLsfor interfaces.
sysopt connection Overrides the maximum TCP segment size or ensures that the maximum is
tcpmss not less than a specified size.
Sysopt connection Forces each TCP connection to linger in ashortened TIME_WAIT state after
timewait the final normal TCP close-down sequence.
sysopt nodnsalias Disables alteration of the DNS A record address when you use the alias

command.
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clear configure tcp-map

To clear tcp-map configuration, use the clear configure tcp-map command in global configuration
mode.

clear configure tcp-map

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to clear the TCP map configuration:

hostname (config) # clear configure tcp-map

Related Commands ~ Command Description
tcp-map Creates a TCP map and allows access to tcp-map configuration mode.
show running-config  Displays the information about the TCP map configuration.
tcp-map
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clear configure telnet

To remove the Telnet connection and idle timeout from the configuration, use the clear configuretelnet
command in global configuration mode.

clear configuretelnet

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(2) The keyword configur e was added.
Examples This example shows how to remove the Telnet connection and the idle timeout from the security

appliance configuration:

hostname (config) # clear configure telnet

Related Commands ~ Command Description
show running-config  Displays the current list of |P addresses that are authorized to use Telnet
telnet connections to the security appliance.
telnet Adds Telnet access to the console and sets the idle timeout.
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clear configure terminal

To clear the terminal display width setting, use the clear configure terminal command in global
configuration mode.

clear configureterminal

Syntax Description ~ This command has no keywords or arguments.

Defaults The default display width is 80 columns.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Global configuration . . . . .
Command History Release Modification
7.0(2) The configure keyword was added.
Examples The following example clears the display width:
hostname# clear configure terminal
Related Commands ~ Command Description
terminal Sets the terminal line parameters.
terminal width Sets the terminal display width.
show running-config terminal Displays the current terminal settings.
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clear configure threat-detection

To clear the threat detection configuration, use the clear configurethreat-detection command in global
configuration mode.

clear configurethreat-detection

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . — —
Command History Release Modification

8.0(2) This command was introduced.

Usage Guidelines This command clears all threat-detection configuration commands.

Examples The following example clears all threat detection commands:

hostname# clear configure threat-detection

Related Commands ~ Command Description
clear threat-detection rate Clears basic threat detection statistics.
clear threat-detection shun Releases currently shunned hosts.
show running-config Shows the threat detection configuration.
threat-detection
threat-detection basic-threat enables basic threat detection.

threat-detection scanning-threat Enables scanning threat detection.
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clear configure timeout

Torestorethe default idletime durationsin the configuration, usethe clear configuretimeout command
in global configuration mode.

clear configure timeout

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

Preexisting This command was preexisting.
Examples This example shows how to remove the maximum idle time durations from the configuration:

hostname (config) # clear configure timeout

Related Commands ~ Command Description
show running-config timeout Displays the timeout value of the designated protocol.
timeout Sets the maximum idle time duration.
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clear configure time-range

To clear all configured time ranges, use the clear configure time-range command in global
configuration mode.

clear configuretime-range

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example clears all configured time ranges:

hostname (config) # clear configure time-range

Related Commands ~ Command Description

time-range Enters time-range configuration mode and defines a time range that you can
attach to traffic rules, or an action.
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clear configure tls-proxy

To remove all configured TLS proxy instances, use the clear configure tls-proxy command in global
configuration mode.

clear configuretls-proxy

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

8.0(2) This command was introduced.
Examples Thefollowing following exampleremoves all configured TL S proxy instances using the clear configure

tls-proxy command:

hostname# clear configure tls-proxy

Related Commands ~ Command Description
client Defines a cipher suite and sets the local dynamic certificate issuer or
keypair.
ctl-provider Defines a CTL provider instance and enters provider configuration mode.
show running-config ~ Shows running configuration of all or specified TLS proxies.
tls-proxy
tls-proxy Definesa TL S proxy instance and sets the maximum sessions.
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clear configure tunnel-group

To remove all or specified tunnel groups from the configuration, use the clear config tunnel-group
command in global configuration.

clear config tunnel-group [name]

Syntax Description name (Optional) Specifies the name of atunnel group.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example entered in global configuration mode, removes the toengineering tunnel group

from the configuration:

hostname (config) # clear config tunnel-group toengineering
hostname (config) #

Related Commands ~ Command Description

show running-config  Displays information about all or selected tunnel-groups.
tunnel-group

tunnel-group Enters tunnel-group subconfiguration mode for the specified type.
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clear configure tunnel-group-map

Theclear configuretunnel-group-map command clearsthe policy and rules by which the tunnel-group
name is derived from the content of the certificate.

clear configure tunnel-group-map

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . — —
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines The tunnel -group-map commands configure the policy and rules by which certificate-based IKE sessions
are mapped to tunnel groups. To associate the certificate map entries, created using the crypto ca
certificate map command, with tunnel groups, use the tunnel-group-map command in global
configuration mode. You can invoke this command multiple times as long as each invocation is unique
and you do not reference a map index more than once.

The crypto ca certificate map command maintains aprioritized list of certificate mapping rules. There
can be only one map. But this map can have up to 65535 rules. Refer to the documentation on the crypto
ca certificate map command for more information.

The processing that derives the tunnel-group name from the certificate ignores entries in the certificate
map that are not associated with atunnel group (any map rule not identified by this command).

Examples The following example entered in global configuration mode, specifies a default tunnel group to use
when the name cannot be derived by other configured methods. The name of the tunnel group to useis
groupl.:

hostname (config) # clear configure tunnel-group-map

Related Commands
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Command Description

crypto ca certificate map Enters crypto ca certificate map mode.

subject-name (crypto ca Identifies the DN from the CA certificate that is to be compared to
certificate map) the rule entry string.

tunnel-group-map Designates an existing tunnel-group name as the default tunnel
default-group group.

tunnel-group-map enable Configures the policy and rules by which certificate-based IKE

sessions are mapped to tunnel groups.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
I oL-12173-03 .m



Chapter 6  clear configure through clear configure zonelabs-integrity Commands |

M clear configure url-block

clear configure url-block

To clear clears URL pending block buffer and long URL support configuration, use the clear configure
url-block command in global configuration mode.

clear configure url-block

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure url-block command clears URL pending block buffer and long URL support
configuration.

Examples The following example clears URL pending block buffer and long URL support configuration:

hostname# clear configure url-block

Related Commands =~ Commands Description

clear url-block block  Clears the block buffer usage counters.

statistics

show url-block Displays information about the URL cache, which is used for buffering
URLs while waiting for responses from an N2H2 or Websense filtering
server.

url-block Manage the URL buffers used for web server responses.

url-cache Enables URL caching while pending responses from an N2H2 or Websense

server and sets the size of the cache.

url-server Identifies an N2H2 or Websense server for use with the filter command.
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clear configure url-cache

To clear the URL cache, use the clear configure url-cache command in global configuration mode.

clear configure url-cache

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines The clear configure url-cache command clears the URL cache.

Examples The following example clears the URL cache:

hostname# clear configure url-cache

Related Commands =~ Commands Description
clear url-cache Removes ur|-cache command statements from the configuration.
statistics
filter url Directstraffic to a URL filtering server.
show url-cache Displays information about the URL cache, which is used for buffering
statistics URLs while waiting for responses from an N2H2 or Websense filtering

server.

url-cache Enables URL caching while pending responses from an N2H2 or Websense

server and sets the size of the cache.

url-server Identifies an N2H2 or Websense server for use with the scsc command.
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clear configure url-list

To remove a configured set of URL s that WebV PN users can access, use the clear configure url-list
command in global configuration mode. To remove all configured URLs, use this command without the
listname argument. To remove only the URLs for a specific list, use this command with that listname.

clear configure url-list [listhame]

Syntax Description listname Groups the set of URLs WebV PN users can access. Maximum 64
characters.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example shows how to remove the URL list called Marketing URLSs.

hostname (config)# clear configure url-list Marketing URLs

Related Commands ~ Command Description
show running-configuration Displays the current set of configured url-list commands.
url-list
url-list Use this command in global configuration mode to configure the
set of URLSs that WebV PN users can access.
url-list Use this command in webvpn mode that you access from

group-policy or username mode to enable WebV PN URL access
for a specific group policy or user.
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clear configure url-server

To clear the URL filtering server configuration, use the clear configure url-server command in global

Defaults

Command Modes

configuration mode.

clear configure url-server

No default behavior or values.

The following table shows the modes in which you can enter the command:

clear configure url-server

Firewall Mode

Security Context

Multiple
Command Mode Routed Transparent [Single Context System
Global configuration . . . . .
Command History Release Modification
7.0(2) This command was introduced.

Usage Guidelines

Examples

The clear configure url-server command clears the URL filtering server configuration.

The following example URL filtering server configuration:

hostname# clear configure url-server

Related Commands

Commands

Description

clear url-server

Clears the URL filtering server statistics.

show url-server

Displays information about the URL cache, which is used for buffering
URLs while waiting for responses from an N2H2 or Websense filtering

Server.

url-cache

Enables URL caching while pending responses from an N2H2 or Websense
server and sets the size of the cache.

url-block

Manages the URL buffers used for web server responses while waiting for
afiltering decision from the filtering server.

url-server

Identifies an N2H2 or Websense server for use with the filter command.
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clear configure username

To clear the username database, use the clear configure username command in global configuration
mode. To clear the configuration for a particular user, use this command and append the username.

clear configure username [name]

Syntax Description name (Optional) Provides the name of the user.
Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(2) This command was introduced.

Usage Guidelines Theinternal user authentication database consists of the users entered with the username command. The
login command uses this database for authentication.

Examples The following example shows how to clear the configuration for the user named anyuser:

hostname (config) # clear configure username anyuser

Related Commands ~ Command Description
show running-config username  Displays the running configuration for a particular user or for all
users.
username Adds a user to the security appliance database.
username attributes Lets you configure AV Ps for specific users.
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clear configure virtual

To remove the authentication virtual server from the configuration, use the clear configure virtual
command in global configuration mode.

clear configure virtual

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . — — .
Command History Release Modification

7.0(2) This command was modified to conform to CLI guidelines.
Usage Guidelines Thereis no undo.
Examples This example shows the clear configure virtual command:

hostname (config) # clear configure virtual

Related Commands ~ Command Description
show running-config virtual Displays the IP address for the authentication virtual server.
virtual http Allows separate authentication with the security appliance and
with the HTTP server.
virtual telnet Authenticates users with the virtual Telnet server for traffic types
for which the security appliance does not supply an authentication
prompt.
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clear configure vpdn group

To remove all vpdn group commands from the configuration, use the clear configure vpdn group
command in global configuration mode.

clear configure vpdn group

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.2(1) This command was introduced.

Usage Guidelines Entering the clear configure vpdn group command has no affect upon active PPPOE connections.

Examples The following example shows how to clear the vpdn group configuration:

hostname (config) # clear configure vpdn group

Related Commands ~ Command Description

clear configurevpdn Removes all vpdn username commands from the configuration.
username

show running-config Shows the current configuration for vpdn usernames.
vpdn username
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clear configure vpdn username

To remove all vpdn username commands from the configuration, use the clear configure vpdn
username command in global configuration mode.

clear configure vpdn username

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . — . — —
Command History Release Modification

7.2(1) This command was introduced.

Usage Guidelines Entering the clear configure vpdn username command has no affect upon active PPPOE connections.

Examples The following example shows how to clear the vpdn username configuration:

hostname (config) # clear configure vpdn username

Related Commands ~ Command Description

clear configurevpdn Removes all vpdn group commands from the configuration.
group

show running-config Shows the current configuration for vpdn usernames.

vpdn username
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clear configure vpn-load-balancing

To remove the previously specified VPN load-balancing configuration, thus disabling VPN
load-balancing, use the clear configure vpn load-balancing command in global configuration mode.

clear configure vpn load-balancing

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.0(1) This command was introduced.

Usage Guidelines Theclear configurevpn load-balancing command also clears the following related commands: cluster
encryption, cluster ip address, cluster key, cluster port, nat, participate, and priority.

Examples The following command removes vpn |oad-balancing configuration statements from the configuration:

hostname (config) # clear configure vpn load-balancing

Related Commands  show running-config Displays the current VPN load-balancing configuration.
load-balancing
vpn load-balancing Enters vpn load-bal ancing mode.
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clear configure wccp

To remove all WCCP configuration, use the clear configure wccp command in global configuration
mode.

clear configure wccp

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . . . . —
Command History Release Modification

7.2(1) This command was introduced.
Examples The following example shows how to clear the WCCP configuration:

hostname (config) # clear configure wccp

Related Commands ~ Command Description
show wcep Displays the WCCP configuration.
wcep redirect Enables support of WCCP redirection.
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clear configure zonelabs-integrity

To remove all Zone Labs Integrity Servers from the running configuration, use the clear configure
zonelabs-integrity command in global configuration mode.

clear configure zonelabs-integrity

Syntax Description ~ This command has no arguments or keywords.

Defaults Remove all Zone Lab Integrity Servers.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Global configuration . — . — —
Command History Release Modification

7.2.() This command was introduced.

Usage Guidelines The clear configure zonelabs-integrity command removes all Zone Labs Integrity Servers from the
running configuration including active and standby Integrity servers.

Examples The following example shows the removal of two configured Zone Labs Integrity Servers:

hostname (config) # show running-config zonelabs-integrity
zonelabs-integrity server-address 10.0.9.1 10.0.9.2
hostname (config) # clear configure zonelabs-integrity
hostname (config) # show running-config zonelabs-integrity
hostname (config) #

Related Commands Command Description

show running-config Display the configured Zone Labs Integrity Servers.
[all] zonelabs-integrity
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MW clearcomn

clear conn

To clear a specific connection or multiple connections, use the clear conn command in privileged EXEC
mode. This command supports IPv4 and | Pv6 addresses.

clear conn [all] [protocol {tcp | udp}] [address src_ip[-src_ip] [netmask mask]]
[port src_port[-src_port]] [address dest_ip[-dest_ip] [netmask mask]]
[port dest_port[-dest_port]]

Syntax Description address

(Optional) Clears connections with the specified source or destination |P
address.

all

(Optional) Clearsall connectionsthat are to the device or from the device, in
addition to through-traffic connections.

dest_ip

(Optional) Specifies the destination |P address (IPv4 or IPv6). To specify a
range, separate the | P addresses with a dash (-), For example:

10.1.1.1-10.1.1.5

dest_port

(Optional) Specifies the destination port number. To specify a range,
separate the port numbers with a dash (-), For example:

1000-2000

netmask mask

(Optional) Specifies a subnet mask for use with the given I P address.

port (Optional) Clears connections with the specified source or destination port.
protocol {tcp | udp} (Optional) Clears connections with the protocol tcp or udp.
src_ip (Optional) Specifiesthe source IP address (1Pv4 or |Pv6). To specify arange,
separate the | P addresses with a dash (-), For example:
10.1.1.1-10.1.1.5
src_port (Optional) Specifiesthe source port number. To specify arange, separate the
port numbers with a dash (-), For example:
1000-2000
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . . . . —
Command History Release Modification

7.0(8)/7.2(4)/8.0(4)/8.1(1)  This command was introduced.

Cisco ASA 5580 Adaptive Security Appliance Command Reference
m. 0L-12173-03 |



| Chapter7 clear conn through clear xlate Commands

clearconn W

Usage Guidelines When the security appliance creates a pinhole to allow secondary connections, thisis shown as an
incomplete conn by the show conn command. To clear this incomplete conn use the clear conn
command.

Examples The following example shows all connections, and then clears the management connection between
10.10.10.108:4168 and 10.0.8.112:22:

hostname# show conn all

TCP mgmt 10.10.10.108:4168 NP Identity Ifc 10.0.8.112:22, idle 0:00:00, bytes 3084, flags
UOB

hostname# clear conn address 10.10.10.108 port 4168 address 10.0.8.112 port 22

Related Commandss Commands Description
clear local-host Clears all connections by a specific local host or all local hosts.
clear xlate Clears a NAT session, and any connections using NAT.
show conn Shows connection information.
show local-host Displays the network states of local hosts.
show xlate Shows NAT sessions.
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clear console-output

To remove the currently captured console output, use the clear console-output command in privileged
EXEC mode.

clear console-output

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . . .
Command History Release Modification

Preexisting This command was preexisting.
Examples The following example shows how to remove the currently captured console output:

hostname# clear console-output
Related Commands ~ Command Description

console timeout Sets the idle timeout for a console connection to the security appliance.

show console-output Displays the captured console output.

show running-config  Displaystheidle timeout for a console connection to the security appliance.
console timeout
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clear counters

To clear the protocol stack counters, use the clear counters command in global configuration mode.

clear counters[all | context context-name | summary | top N ] [detail] [protocol protocol _name
[:counter_name]] [ threshold N]

Syntax Description all (Optional) Clears all filter details.
context context-name (Optional) Specifies the context name.
:counter_name (Optional) Specifies a counter by name.
detail (Optional) Clears detailed counters information.
protocol protocol_name (Optional) Clears the counters for the specified protocol.
summary (Optional) Clears the counter summary.
threshold N (Optional) Clears the counters at or above the specified threshold. The
rangeis 1 through 4294967295.
top N (Optional) Clears the counters at or above the specified threshold. The

rangeis 1 through 4294967295.

Defaults The clear counters summary detail is the default.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent [Single Context System

Global configuration . . . . .
Command History Release Modification

7.0 This command was introduced.
Examples This example shows how to clear the protocol stack counters:

hostname (config) # clear counters

Related Commands Command Description

show counters Displays the protocol stack counters.
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clear crashinfo

To delete the contents of the crash file in Flash memory, use the clear crashinfo command in
privileged EXEC mode.

clear crashinfo

Syntax Description ~ This command has no arguments or keywords.

Defaults No default behaviors or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . — .
Command History Release Modification

Preexisting This command was preexisting.
Examples The following command shows how to delete the crash file:

hostname# clear crashinfo
Related Commands  crashinfo force Forces a crash of the security appliance.

crashinfo save disable Disables crash information from writing to Flash memory.

crashinfo test Tests the ability of the security appliance to save crash information to

afilein Flash memory.
show crashinfo Displays the contents of the crash file stored in Flash memory.
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clear crypto accelerator statistics

To clear the the global and accel erator-specific statistics from the crypto accelerator MIB, use the clear
crypto accelerator statistics command in privileged EXEC mode.

clear crypto accelerator statistics

Syntax Description ~ This command has no keywords or variables.

Defaults No default behavior or values.
Command Modes The following table shows the mode in which you can enter the command:
Firewall Mode Security Context
Multiple

Command Mode Routed Transparent |Single Context System

Privileged EXEC . . . — —
Command History Release Modification

7.0(1) This command was introduced.
Examples The following example entered in global configuration mode, displays crypto accelerator statistics:

hostname (config) # clear crypto accelerator statistics
hostname (config) #

Related Commands ~ Command Description
clear crypto protocol statistics Clears the protocol-specific statisticsin the crypto accelerator MIB.
show crypto accelerator Displays the global and accelerator-specific statistics in the crypto
statistics accelerator MIB.
show crypto protocol statistics Displays the protocol-specific statistics from the crypto accelerator
MIB.
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clear crypto cacrls

To remove the CRL cache of all CRL s associated with a specified trustpoint or to remove the CRL cache
of all CRLSs, use the clear crypto ca crls command in privileged EXEC mode.

clear crypto ca crls [trustpointname]

Syntax Description trustpointname (Optional) The name of atrustpoint. If you do not specify a name, this
command clears all CRLs cached on the system.

Defaults No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Firewall Mode Security Context
Multiple
Command Mode Routed Transparent [Single Context System
Privileged EXEC . . . .
Command History Release Modification
7.0(2) This command was introduced.
Examples The following example issued in global configuration mode, removes all of the CRL cache from all
CRLs from the security appliance:
hostname# clear crypto ca crls
hostname#
Related Commands Command Description

cryptocacrl request  Downloads the CRL based on the CRL configuration of the trustpoint.
show cryptocacrls Displays all cached CRLs or CRLs cached for a specified trustpoint.
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clear crypto ipsecsa M

To remove the |PSec SA counters, entries, crypto maps or peer connections, use the clear cryptoipsec
sa command in privileged EXEC mode. To clear all IPSec SAs, use this command without arguments.

clear [crypto] ipsec sa [counters| entry {hostname | ip_address} {esp | ah} spi | map map name |
peer {hosthame | ip_address}]

Be careful when using this command.

Syntax Description

Defaults

Command Modes

ah Authentication header.

counters Clears all IPSec per SA statistics.

entry Deletesthe tunnel that matches the specified | P address’hostname, protocol
and SPI value.

esp Encryption security protocol.

hostname Identified a hosthame assigned to an | P address.

ip_address Identifies an | P address.

map Deletes all tunnels associated with the specified crypto map asidentified by
map name.

map name An alphanumeric string that identifies a crypto map. Max 64 characters.

peer Deletes all IPSec SAsto a peer as identified by the specified hostname or
IP address.

spi I dentifies the Security Parameters Index (a hexidecimal number).

No default behavior or values.

The following table shows the modes in which you can enter the command:

Firewall Mode Security Context
Multiple
Command Mode Routed Transparent |Single Context System
Privileged EXEC . — . — —
Command History Release Modification
7.0(1) This command was introduced.

Examples The following example, issued in global configuration mode, removes all of the IPSec SAs from the
security appliance:
hostname# 