
About This Guide

This preface introduces the Cisco Security Appliance Command Reference.

This preface includes the following sections:

• Document Objectives, page 3

• Audience, page 3

• Document Organization, page 4

• Document Conventions, page 6

• Related Documentation, page 6

• Obtaining Documentation and Submitting a Service Request, page 7

Document Objectives
This guide contains the commands available for use with the security appliance to protect your network 
from unauthorized use and to establish Virtual Private Networks to connect remote sites and users to 
your network.

You can also configure and monitor the security appliance by using ASDM, a web-based GUI 
application. ASDM includes configuration wizards to guide you through some common configuration 
scenarios and online Help for less common scenarios. For more information, see the following URL: 
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/user/guide/usrguide.html.

This guide applies to the Cisco PIX 500 series security appliances (PIX 515/515E, PIX 525, and 
PIX 535) and the Cisco ASA 5500 series security appliances (ASA 5510, ASA 5520, and ASA 5540). 
Throughout this guide, the term “security appliance” applies generically to all supported models, unless 
specified otherwise. The PIX 501, PIX 506E, and PIX 520 security appliances are not supported in 
software Version 7.0(1).

Audience
This guide is for network managers who perform any of the following tasks: 

• Manage network security

• Install and configure firewall/security appliances

• Configure VPNs
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• Configure intrusion detection software

Use this guide with the Cisco Security Appliance Command Line Configuration Guide.

Document Organization
This guide includes the following chapters:

• Chapter 1, “Using the Command-Line Interface,” introduces you to the security appliance 
commands and  access modes.

• Chapter 2, “aaa accounting command through accounting-server-group Commands,” provides 
detailed descriptions of the aaa accounting through accounting-server-group commands.

• Chapter 3, “acl-netmask-convert through auto-update timeout Commands,” provides detailed 
descriptions of the activation-key through auto-update timeout commands.

• Chapter 4, “backup interface through browse-networks Commands,” provides detailed descriptions 
of the backup-servers through boot commands.

• Chapter 5, “cache through clear compression Commands,” provides detailed descriptions of the 
cache-time through clear capture commands.

• Chapter 6, “clear configure through clear configure zonelabs-integrity Commands,” provides 
detailed descriptions of the clear configure through clear configure virtual commands.

• Chapter 7, “clear conn through clear xlate Commands,” provides detailed descriptions of the clear 
console-output through clear xlate commands.

• Chapter 8, “client-access-rule through crl configure Commands,” provides detailed descriptions of 
the client-access-rule through crl-configure commands.

• Chapter 9, “crypto ca authenticate through customization Commands,” provides detailed 
descriptions of the crypto ca authenticate through crypto map set commands.

• Chapter 10, “ddns through debug xdmcp Commands,” provides detailed descriptions of the debug 
aaa through debug xdmcp commands.

• Chapter 11, “default through duplex Commands,” provides detailed descriptions of the default 
through duplex commands.

• Chapter 12, “email through functions Commands,” provides detailed descriptions of the email 
through functions commands.

• Chapter 13, “gateway through hw-module module shutdown Commands,” provides detailed 
descriptions of the gateway through hw-module module shutdown commands.

• Chapter 14, “icmp through imap4s Commands,” provides detailed descriptions of the icmp through 
imap4s commands.

• Chapter 15, “inspect ctiqbe through inspect xdmcp Commands,” provides detailed descriptions of 
the inspect ctiqbe through inspect xdmcp commands.

• Chapter 16, “interface-dhcp through issuer-name Commands,” provides detailed descriptions of the 
interface-dhcp through issuer-name commands.

• Chapter 17, “java-trustpoint through kill Commands,” provides detailed descriptions of the 
join-failover-group through kill commands.

• Chapter 18, “l2tp tunnel hello through log-adj-changes Commands,” provides detailed descriptions 
of the 12tp tunnel hello through login commands.
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• Chapter 19, “logging asdm through logout message Commands,” provides detailed descriptions of 
the logging asdm through logout message commands.

• Chapter 20, “mac address through multicast-routing Commands,” provides detailed descriptions of 
the mac-address through multicast-routing commands.

• Chapter 21, “nac through override-account-disable Commands,” provides detailed descriptions of 
the name through outstanding commands.

• Chapter 22, “packet-tracer through pwd Commands,” provides detailed descriptions of the 
participate through pwd commands.

• Chapter 23, “queue-limit through rtp-conformance Commands,” provides detailed descriptions of 
the queue-limit through router ospf commands.

• Chapter 24, “same-security-traffic through show asdm sessions Commands,” provides detailed 
descriptions of the same-security-traffic through show asdm sessions commands.

• Chapter 25, “show asp drop through show curpriv Commands,” provides detailed descriptions of the 
show asp drop through show curpriv commands.

• Chapter 26, “show ddns update interface through show ipv6 traffic Commands,” provides detailed 
descriptions of the show debug through show ipv6 traffic commands.

• Chapter 27, “show isakmp ipsec-over-tcp stats through show route Commands,” provides detailed 
descriptions of the show isakmp sa through show route commands.

• Chapter 28, “show running-config through show running-config isakmp Commands,” provides 
detailed descriptions of the show running-config through  show running-config isakmp 
commands.

• Chapter 29, “show running-config ldap through show running-config wccp Commands,” provides 
detailed descriptions of the show running-config logging through show running-config webvpn 
commands.

• Chapter 1, “show service-policy through show xlate Commands,” provides detailed descriptions of 
the show service-policy through show xlate commands.

• Chapter 31, “shun through sysopt radius ignore-secret Commands,” provides detailed descriptions 
of the shun through sysopt uauth allow-http-cache commands.

• Chapter 32, “tcp-map through type echo Commands,” provides detailed descriptions of the tcp-map 
through tunnel-limit commands.

• Chapter 33, “urgent-flag through zonelabs integrity ssl-client-authentication Commands,” provides 
detailed descriptions of the urgent-flag through write terminal commands.
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Document Conventions
Command descriptions use these conventions:

• Braces ({ }) indicate a required choice.

• Square brackets ([ ]) indicate optional elements.

• Vertical bars ( | ) separate alternative, mutually exclusive elements.

• Boldface indicates commands and keywords that are entered literally as shown.

• Italics indicate arguments for which you supply values.

Examples use these conventions:

• Examples depict screen displays and the command line in screen font.

• Information you need to enter in examples is shown in boldface screen font.

Note Variables for which you must supply a value are shown in italic screen font.Means reader take note. Notes 
contain helpful suggestions or references to material not addressed in the manual.

For information on modes, prompts, and syntax, see Chapter 1, “Using the Command-Line Interface.”

Related Documentation
For more information, refer to the following documentation: 

• Cisco ASDM Release Notes

• Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide

• Cisco ASA 5500 Series Hardware Installation Guide

• Cisco ASA 5500 Series Quick Start Guide

• Cisco ASA 5500 Series Release Notes

• Cisco PIX Security Appliance Release Notes

• Cisco PIX 515E Quick Start Guide

• Cisco Security Appliance Command Line Configuration Guide

• Cisco Security Appliance System Log Messages

• Guide for Cisco PIX 6.2 and 6.3 Users Upgrading to Cisco PIX Software Version 7.0

• Regulatory Compliance and Safety Information for the Cisco ASA 5500 Series

• Release Notes for Cisco Secure Desktop

• Migrating to ASA for VPN 3000 Concentrator Series Administrators

• Selected ASDM VPN Configuration Procedures for the Cisco ASA 5500 Series
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Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 
7
Cisco Security Appliance Command Reference 7.2(2)

OL-10086-02

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html


About This Guide
  Obtaining Documentation and Submitting a Service Request
8
Cisco Security Appliance Command Reference 7.2(2)

OL-10086-02


	About This Guide
	Document Objectives
	Audience
	Document Organization
	Document Conventions
	Related Documentation
	Obtaining Documentation and Submitting a Service Request



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


