CHAPTER 6

Configuring Traffic Management

This chapter describes the following configuration tasks:
Configuring Load Balancing
Configuring Quality of Service for VPN Traffic

Configuring Load Balancing

Note

If you have aremote-client configuration in which you are using two or more ASAs connected on the
same network to handle remote sessions, you can configure those devices to share their session load.
Thisfeature is called load balancing. L oad balancing directs session traffic to the least loaded device,
thus distributing the load among all devices. It makes efficient use of system resources and provides high
availability.

To implement load balancing, group together logically two or more devices on the same subnet into a
virtual cluster.

All devicesin the virtual cluster carry session loads. One ASA in the virtual cluster, the virtual cluster
master, can accept connections and also direct incoming callsto the other devices, called backup devices.
The virtual cluster master monitors all devices in the cluster, keeps track of how busy each is, and
distributes the session load accordingly. Therole of virtual cluster master isnot tied to a physical device;
it can shift among devices. For example, if the current virtual cluster master fails, one of the backup
devices in the cluster takes over that role and immediately becomes the new virtual cluster master.

To outside clients, the virtual cluster appearsasasinglevirtual cluster P address. This|P addressis not
tied to a specific physical device. It belongs to the current virtual cluster master; hence, it is virtual. A
VPN client attempting to establish a connection connects first to this virtual cluster IP address. The
virtual cluster master then sends back to the client the public | P address of the |east-loaded available
devicein the cluster. In a second transaction (transparent to the user), the client connects directly to that
device. In this way, the virtual cluster master directs traffic evenly and efficiently across resources.

If adevicein the cluster fails, the terminated sessions can immediately reconnect to the virtual cluster
IP address. The virtual cluster master then directs these connections to an active device in the cluster.
Should the virtual cluster master itself fail, abackup device in the cluster immediately and automatically
takes over asthe new virtual session master. Evenif several devicesinthe cluster fail, users can continue
to connect to the cluster aslong as any one device in the cluster is up and available.

For load balancing to work for WebV PN, all devicesin the cluster must support WebV PN.
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Prerequisites

Load balancing is disabled by default. You must explicitly configure and enable it.

Before you can configure load balancing, the public and private interfaces must be configured and the
interface for the virtual cluster IP address must be defined.

All devicesin the cluster must share the same cluster-specific values:

Virtual cluster IP address

Encryption settings (optional)

Encryption key (optional unless Encryption is enabled)
Port identifier (the default UDP is 9023)

Overview of Configuration Procedure

To configure aminimal VPN load balancing scheme:

1.

4,

Define the virtual cluster IP address, the |P address to be shared by all devices in the VPN load
balancing cluster. The address must be within the public subnet address range shared by the devices.

If configuring stateful failover, enable encryption and define an encryption key to be shared by all
devicesinthecluster. The devicesinthevirtual cluster communicateviaLAN-to-LAN tunnelsusing
IPSec. Enabling encryption ensures that all load-balancing information communicated between
them is encrypted.

Optionally change the default priority of a device within the cluster. The range is from 1 to 10; 10
isthe highest. The priority indicatesthelikelihood of the device becoming the virtual cluster master,
either at start-up or when an existing master fails. The higher you set the priority, the more likely
this device becomes the virtual cluster master.

Enable load balancing on each ASA included in the cluster.

The example in this section configures the following values:

Cluster IP address is 209.165.202.224.
Cluster encryption key is 12345678.
Encryption is enabled on this cluster.

The ASA in this example has a priority of 10.

The example in this section uses the following CLI commands to configure load balancing.

hostname
hostname
hostname
hostname
hostname
hostname

config)# vpn load-balancing

config-load-balancing)# priority 10
config-load-balancing)# cluster key 12345678
config-load-balancing)# cluster ip address 209.165.202.224
config-load-balancing)# cluster encryption
config-load-balancing)# participate
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Using CLI Commands

Step 1

Step 2

Step 3

Step 4

You can enter the show running-config vpn load-balancing command to display the running
configuration for a particular group policy.

Use the CLI to configure load balancing as follows:

When you execute the vpn load-balancing command, the CLI puts you in config-load-balancing mode,
where you configure the cluster parameters. In this mode, enter the cluster command to configure the
virtual cluster |P address, as follows:

hostname (config) # vpn load-balancing
hostname (config-load-balancing)# cluster ip address 209.165.202.224

To use encryption in this configuration, use cluster commands to define the encryption key and then
enable encryption. This step is optional. You must configure the encryption key before you enable
encryption.

hostname (config-load-balancing) # cluster key 12345678
hostname (config-load-balancing)# cluster encryption

(Optional) To change the default priority of the ASA, use the priority command, as follows:

hostname (config-load-balancing)# priority 10

To enable load balancing on this ASA, use the participate command, as follows:

hostname (config-load-balancing) # participate
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Using ASDM

The following procedure shows how to use ASDM to configure load balancing. Note that many of the
parameters in this example have default values.

Figure 6-1 Configuring Load Balancing in ASDM
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Stepl1  To enable VPN load balancing, go to Configuration > Features > VPN > L oad Balancing, and click
Participatein Load Balancing Cluster.

Step2  Inthe VPN Cluster Configuration group box, configure the parameters for all ASAs participating in
the cluster, as follows:

a. Typethe IP address of the cluster in the Cluster 1P Address text box.
b. Click the Enable |PSec Encryption option.

c. Typetheencryption key in the | PSec Shared Secret text box and type it again in the Verify Secret
text box.

Step3  Configure the optionsin the VPN Server Configuration group box:
a. Inthe Public list, select an interface that will accept the incoming VPN connections.
b. InthePrivate list, select an interface that is the private interface.

(Optional) Change the priority that the ASA hasin the cluster in the Priority text box.

d. If thisdeviceisbehind afirewall using NAT, type an IP address for the NAT Assigned | P Address.
For this example, the NAT assigned |P address is 192.168.10.10. If the device is hot using NAT or
if the ASAs are not behind a firewall using NAT, enter 0.0.0.0.

o
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Configuring Quality of Service for VPN Traffic

The VPN 3000 Concentrator implemented bandwidth management as a part of traffic policy
management. QoS, a component of the security policy configuration of the ASA, supersedes that
implementation. In the ASA, the implementation of QoS is based on the |OS implementation of that
feature.

QoS is atraffic-management strategy that lets you allocate network resources for both mission-critical
and normal data, based on the type of network traffic and the priority you assign to that traffic. In short,
QoS ensures unimpeded priority traffic or provides the capability of rate-limiting (policing) traffic.

QoS provides maximum rate control, or policing, on each individual user tunnel and site-to-site tunnel.
(Individual user traffic within atunnel is not taken into consideration for LAN-to-L AN connections.)
This release does not provide a minimum bandwidth guarantee (bandwidth reservation).

Because QoS can consume large amounts of resources, which could degrade ASA performance, QoSis
disabled by default.

The following sections show briefly how to use QoS to configure priority traffic for tunnel groups only.

Note  Refer to Cisco Security Appliance Command Line Configuration Guide for complete information about
QOs.

Overview of Configuration Procedure

Use ASDM to configure QoS as follows:
1. Configure a service policy.
There can be only one service policy per interface or at the global level.
2. Configure the traffic classification criteriafor the service policy rule.
3. Configure actions on the traffic classified by the service policy rule.

Using ASDM

ASDM provides awizard to guide you through the steps for configuring QoS. This section shows how
to use this wizard to configure QoS for a tunnel group. The ASDM Help button provides additional
information.

Stepl  Under the Configuration > Features > Security policy panel, click Service Policy Rules.

Step2  Click Add. ASDM displaysthe Add Service Policy Rule Wizard - Service Policy dialog box. Use this
dialog box to create or edit a service policy.

Migrating to ASA for VPN 3000 Concentrator Series Administrators
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Figure 6-2 Add Service Policy Rule Wizard - Service Policy Wizard

= Add service Policy Rule Wizard - Service Policy : x|

Adding a new service policy rule reguires three steps:

Step 1. Configure a service policy.
Step 2. Configure the traffic classification criteria for the service palicy rule.

Step 3. Configure actions on the traffic classified hy the service policy rule.

Create a service policy and apply to:

Cnly one service policy can be configured per interface or at global level. If a service policy already
exists, then yvou can add new rile into the existing semvice policy. Otherwise, you can create a new
service policy.

& Interface:

Palicy Mame: Itest—policy
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Step3  Thisexample creates anew service policy and appliesit to thetest interface. To start, click the I nterface
option and then select the name test - (create new service policy) from the Interface list. (The text
(create new service policy) is appended to the name of the interface).

Step4  Type aname for the policy in the Policy Name text box. ASDM provides a default name by appending
the word “policy” to the interface name. For this example, change it to outbound-policy. Click Next.
ASDM displays the Add Service Policy Rule Wizard - Traffic Classification Criteria dialog box.
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Figure 6-3 Add Service Policy Rule Wizard - Traffic Classification Criteria
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Step5  Click the Create a new traffic class option. ASDM combines the interface name with the word “ class”
to create a default policy name in the text box. For this example, change the name to outbound-class.

Step6  The Traffic match criteria group box displays a subset of the match criteria that the ASA offers.
For this example, click the Tunnel Group option and click Next. ASDM displays the Add Service
Policy Rule Wizard-Traffic Match - Tunnel Group dialog box.

Migrating to ASA for VPN 3000 Concentrator Series Administrators
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Figure 6-4 Add Service Policy Rule Wizard-Traffic Match - Tunnel Group

% Add Service Policy Rule Wizard - Traffic Match - Tunnel Group

10.10.4.108 -
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Step7  Select the |P address of a tunnel group already in the system or click New to configure a new tunnel
group. For this example, select an 10.10.4.108 from the Tunnel Group list and click Match flow
destination | P address. Enabling this option applies the traffic action to be selected in the next dialog
box to this tunnel group. Click Next.

ASDM displays the Add Service Policy Rule Wizard - Rule Actions dialog box.
Step8  Click the QoS tab.
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Figure 6-5 Configuring QoS Options
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The QoS tab lets you select one of the following rule actions:
- EnablePriority for this flown—Make traffic to this tunnel-group a priority.

- Police output—Establish criteria for policing the traffic going to this tunnel group. If you enable
this option, change the values for committed rate, burst rate, conform action and exceed action, or
accept the default values. For definitions of these parameters, click Help.

Step9  To establish priority queuing for this tunnel group, click Enable Priority for this flow and Finish.
Step 10  Click Apply.

Figure 6-6 shows the QoS security policy configured for this example.

Figure 6-6 QoS Policy Configured

| Traffic Classification
#
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Using CLI Commands

You can enter the show running-config all service-policy command to display the running service
policy configuration for a particular group policy.

The following commands provide an example of how to use the CLI to configure priority traffic for
tunnel groups. (Note that the command sequence is different from the wizard described in the previous
section.)

class-map outbound-class
match tunnel-group 10.10.4.108
match flow-ip destination-address
policy-map outbound policy
class outbound-class
priority
service-policy outbound-policy interface test

Note  For detailed instructions on how to configure QoS with the CLI, see Cisco Security Appliance Command
Line Configuration Guide.

Migrating to ASA for VPN 3000 Concentrator Series Administrators
m. oL-6940-01 |



	Configuring Traffic Management
	Configuring Load Balancing
	Prerequisites
	Overview of Configuration Procedure
	Using CLI Commands
	Using ASDM

	Configuring Quality of Service for VPN Traffic
	Overview of Configuration Procedure
	Using ASDM
	Using CLI Commands




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


