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These Release Notes describe the bug fixes and known issues in the RVS4000/
WRVS4400N IPS Signature version 1.50.
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Changes Since Version 1.42

In this signature, we addressed the exploits/vulnerabilities and applications listed

below.

Signature Content

5 New Added signature(s):

+ 1061814
¢ 1052923
+ 1052116
+ 1052117

IM AIM/ICQ/iIM login via TCP -4

IM Jabber-GoogleTalk login via TCP -3
IM QQ&TM login via TCP -8

IM QQ&TM login via TCP -9
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1053315

IM QQ&TM login via TCP <13

30 Deleted signature(s):

1051137
1051138
1051139
1050496
1050497
1050498
1050499
1050500
1050501
1050508
1050509
1050510
1050511
1050512
1050513
1050528
1050530
1050531
1051709
1051710
1051711
1051712
1051713
1051714

1051715

Worm.BugBear.C - 1
Worm.BugBear.C - 2
Worm.BugBear.C - 3
Worm.SexerB/C/E - 1
Worm.SexerB/C/E - 2
Worm.SexerB/C/E - 3
Worm.Lohack.C - 1
Worm.Lohack.C - 2
Worm.Lohack.C - 3
Worm.Lohack. A.UPX - 1
Worm.Lohack A.UPX - 2
Worm.Lohack A.UPX - 3
Worm.Lohack A - 1
Worm.Lohack A - 2
Worm.Lohack A - 3
WormKlezH - 2
Worm.Gibe.FUPX - 1
Worm.Gibe.FUPX - 2
Worm.Bagle AU -1
Worm.Bagle AU -2
Worm.Bagle AU -3
Worm.Bagle.AU Ul
Worm.Bagle. AU U2
Worm.Bagle.AU U3

Worm.Bagle. AU T1
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+ 1051716
« 1051717
+ 1052229
+ 1052230
* 1051966

Worm.Bagle. AU T2

Worm.Bagle AU T3

Worm W32/Mytop KU -1

Worm W32/Mytop.KU -2

Worm.Randex IRC Response

0 Modified signature(s)

Number of Rules per Category:

Category Number of Rules
DoS/DDoS 39
Buffer Overflow 240
Access Control 92
Scan 41
Trojan Horse 62
Misc 3
P2P 40
Instant Messenger: 136
Vrus/Worm: 368
Web Attacks: 42

Releated Information

Support

Cisco Small Business
Support Community

www.cisco.com/go/smallbizsupport

Cisco Small Business
Support and Resources

www.cisco.com/go/smallbizhelp
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Phone Support Contacts | www.cisco.com/go/sbsc

Cisco Small Business www.cisco.com/go/software
Firmware Downloads

Product Documentation

Cisco Small Business www.cisco.com/go/smallbizrouters
Routers
Open Source Offers www.cisco.com/en/US/products/ps9923/

prod_release_notes_list.html

Cisco Small Business

Cisco Partner Central for | www.cisco.com/web/partners/sell/smb
Small Business (Partner
Login Required)

Cisco Small Business www.cisco.com/smb
Home
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