Application Note

Creating VLANs with Cisco RVOxx Routers

Many small businesses use Virtual LANs (VLANS) to segment the network into
smaller, more manageable units. Some security concerns can be addressed by
limiting access to sensitive resources. In addition, network performance can be
improved because broadcast traffic for a VLAN goes only to the devices on the
VLAN.

On Cisco RVOxx routers, all devices connected to a port are part of the same
VLAN. By default, all ports are configured to VLAN1. However, you can associate
ports with separate VLANs to meet your needs. You might find it beneficial to
configure VLANSs based on user groups, such as guests and employees, or traffic
types, such as data and voice. For example, a network administrator wanted to
provide Internet access to guest users in a conference room. However, she did not
want guests to access servers that stored sensitive business information. She
configured Ports 1 and 2 on VLAN 2 and left all remaining ports on VLAN1. When a
guest connects a laptop to an Ethernet port in the conference room, he has access
to the Internet but not to the devices on VLANT.

To configure a VLAN:

STEP 1 Using a web browser, log on to the RVOxx configuration utility. Click Port
Management > Port Setup in the navigation tree. The Basic Per Port
Configuration table lists all of the ports by the port ID and the interface name.

System Summary

Port Setup
» Setup
» DHCP Basic Per Port Configuration
» System Management Fort 1D Intetface | Disable | Priority Speed Duplesx Auto Negotiation | WLAN
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Port Status 2 LAN (| Normal v 10M 100M Haif Full Enable WVLANT v
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8 LAN O Normal v 100 100M Half Full Enable YLANT v
DMZilntemet  WAN2 0 10M 100M Half Full Enable
Internat WART O 10M 100M Half Full Enahle
]
2
@
=

The number of available VLANs equals the number of LAN ports:

= Cisco RV042 and RV042G: 4 ports
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= Cisco RV082: 8 ports
= RVO016: Up to 13, depending on the usage of the dual-function ports
STEP 2 For each port, choose a VLAN from the VLAN drop-down list.

STEP 3 Before navigating away from this page, click Save to save your settings, or click
Cancel to undo them. Any unsaved changes are abandoned.

Related Information

Support

Cisco Small Business www.cisco.com/go/smallbizsupport
Support Community

Cisco Small Business www.cisco.com/go/smallbizhelp

Support and Resources

Phone Support Contacts | www.cisco.com/go/sbsc

Cisco Small Business www.cisco.com/go/software

Firmware Downloads _ ) _
Select a link to download firmware for Cisco Small

Business Products. No login is required.

Product Documentation

Cisco Small Business RV | www.cisco.com/go/smallbizrouters
Series Routers

Cisco Small Business

Cisco Partner Central for | www.cisco.com/web/partners/sell/smb
Small Business (Partner
Login Required)

Cisco Small Business WWW.cisco.com/smb
Home
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