
 

Cisco Subscriber Edge
OL-2862-02
I N D E X
A

aaa.properties file A-7

aaa.xml A-7

access control lists 4-5

access point name 2-8

access policies 2-14

accounting interfaces 2-15

account maintenance 4-5

ACLs 4-5

advanced windows 2-13

advertising redirection 2-7

always-on services 2-3

API 1-5

APN 2-8

Application Manager 2-13

applications

descriptions 1-6

J2EE 1-7

monitoring memory 2-14

summary 1-2

attributes

generic RADIUS 4-4

SPE 4-4

authentication

2-key 2-8

multiple keys 2-8

options 2-8

PPP clients 2-9

processing requests for 3-7, 3-11

reauthentication 2-9

self-care solutions 4-2

service 2-2
single sign-on 2-9

telephone number 2-8

AUTH library 1-9

authorization 2-2

automatic connections 2-2

B

bandwidths, services on different 2-4

billing interfaces 2-15

branding 2-11, 2-12

browsers 1-11, A-4

bundled RADIUS server A-7

C

cache refresh time 4-3

CALLED_STATION_ID 2-8

CALLING_STATION_ID 2-8

captive portal solution

description 1-5, 1-6, 2-6

NWSP role 1-6

prepaid services and 2-15

web proxy support 2-16

CDAT 2-13, 2-14, 4-3, 4-4

Cisco Access Registrar 1-10

Cisco Content Services Switch 11000 3-5

Cisco IOS, required releases 3-2

complete ID 2-12

ConfigAgent 1-15

connection

requests 3-5

core model 1-5
IN-1
 Services Manager Solutions Guide



 

Index
CSS 11000 3-5

customizing

self-care solutions 4-3

D

database, profiles 1-12

default network 3-1, 3-3

demoDataFile attribute A-6

Demo mode

description A-1

installing A-3, A-4

install options A-2

logging on 3-14, A-6

quick start A-2

setup option A-4

starting A-5

user IDs 3-14, A-6

demonstrating

firewalls 4-11

self-care 4-9

self-subscription 4-9

service authentication

4-10

Demo profile files

changing A-6

description A-2, A-6

format A-7

pathnames A-6

deployment modes, RDP 1-4

DESS library 1-9

destination IP address 3-2

destination port number 3-2

device awareness 2-11

diagram

SESM reference network 1-14

diagrams

LDAP mode 3-10

RADIUS mode 3-6
IN-2
Cisco Subscriber Edge Services Manager Solutions Guide
SESM network 3-3

directory

extending schema 1-9

failover 4-3

supported platforms 1-10

disconnecting services 2-2, 3-8, 3-12

DNS 3-5

documentation map 1-16

Domain Name System 3-5

double-byte characters A-4

double-byte character sets A-4

Dreamweaver

library items 2-11

templates 2-11

E

edge session 3-7, 3-8

edge sessions 2-3

encryption 2-5

erp.xml A-7

evaluation modes A-3

exclusive services

See mutually exclusive services

extended ACLs 4-5

extending directory schema 1-9

F

failover, LDAP directory 4-3

files

aaa.properties A-7

aaa.xml A-7

demo profile files A-6

erp.xml A-7

installation A-3

Merit 1-12

SESM image A-3
OL-2862-02



 

Index
startNWSP A-5

startup scripts A-5

tar A-3

zip A-3

firewalls 2-6, 4-5

demonstrating 4-11

SSG 4-6

G

generic RADIUS attributes 4-4

groups, user, branding example 2-12

H

hardware platforms 1-10

hierarchical policing, SSG 2-4

HTML Adaptor server 1-15

HTTP

configuring listener port A-4

listener 1-7

processing subscriber requests 3-4

redirections 2-6

HTTP requests 3-2

I

indicators, service status 2-4

initial logon redirection

description 2-7

installation files A-3

installing

Demo mode A-2, A-3

directory A-4

evaluation modes A-3

SPE A-2

internationalization 2-10, A-4

Internet Explorer 1-11, A-4
OL-2862-02
IP addresses

location awareness 2-12

overlapping 2-3

subscriber nonroutable 2-3

iPlanet, version 1-10

J

J2EE

bundled components 1-6

web servers 1-7, 3-5

Java

Management Server 1-7

script 1-11

server pages 1-7, 2-10

Java Management Extensions

See JMX

Jetty server

installing 1-6

port-bundle host key 3-2

TCP redirections 3-2

JMX

description 1-14

server 1-6, 1-7, 1-15

JSPs

description 2-10

engine 1-7

L

LDAP directory 1-12, 2-14

See directory, NDS, iPlanet

LDAP mode

diagram 3-10

features 2-5

libraries

SESM 1-5, 2-11

SPE 1-9
IN-3
Cisco Subscriber Edge Services Manager Solutions Guide



 

Index
license types A-3

lights, service status 2-4

load balancing 2-15, 3-5

locale awareness 2-11

localization 2-10, A-4

location awareness 2-11

complete ID 2-12

description 2-11

logging

off portal applications 2-2

on

to portal applications A-5

to services 2-2

user IDs for demo 3-14, A-6

M

management tools 2-13

map, documentation 1-16

MBean View 2-13

memory

automatic management 2-9

monitoring 2-14

Merit flat file 1-12

Message Portal application 1-6

monitoring, remote 2-14

MSISDN 2-8

mutually exclusive service selection 2-4

My Account page 4-5, 4-10

My Firewall page 4-5, 4-6, 4-11

My Services page 4-8, 4-9

N

NAS, RADIUS attribute 2-8

NAS_IDENTIFIER 2-8

NDS, version 1-10

Netscape, supported version 1-11, A-4
IN-4
Cisco Subscriber Edge Services Manager Solutions Guide
network access server

network diagram 1-14, 3-3

Network Directory Service

See NDS

New World Service Provider application

See NWSP, applications

NWSP

description 1-5

logging on A-5

My Account page 4-5, 4-10

My Firewall page 4-5, 4-6, 4-11

My Services page 4-8, 4-9

role in captive portal solution 1-6

Subaccounts page 4-7, 4-10

user IDs for demo 3-14, A-6

See also applications

O

operational scenarios 2-13

P

passthrough services 2-5

passwords, service logons 2-5

PDA

description 1-5

devices 1-11

See also applications

permissions

required for installation A-3

self-care solutions 4-2, 4-4

subaccounts 4-7

personal account maintenance 4-5

Personal Digital Assistant

See PDA

personal firewalls 2-6, 4-5

demonstrating 4-11
OL-2862-02



 

Index
SSG 4-6

platforms

browsers 1-11

hardware 1-10

port-bundle host key

benefits 2-3, 3-5

description 2-3, 3-3

web server dependency 3-2

ports

destination 3-2

source 3-2

PPP

authentication 2-9

single sign-on 2-9

predefined attributes 4-4

prepaid services 2-15

profiles 1-12

LDAP directory 2-14

self-care solutions 4-3, 4-4

supported data fields 4-4

X.500 data 4-4

protocols

PPP 2-9

RADIUS 3-2

provisioning profiles in LDAP directory 2-14

proxy

RDP mode 1-4

service type 2-5

Proxy Automatic Configuration (PAC) file 2-16

Q

quick start, Demo mode A-2

R

RADIUS

attributes 4-4
OL-2862-02
mode 3-6

supported servers 1-10

RADIUS, SESM package 1-12

RADIUS Data Proxy Server

See RDP

RADIUS server 1-12

RBAC 1-12

description 1-8, 1-9, 2-14

sample data 1-9

RDP

cache refresh time 4-3

description 1-4

modes 1-4

reauthentication 2-9

redundancy 2-15

reference network diagram 1-14

registration 2-5

remote monitoring 2-14

resiliency 2-15

role based access control

See RBAC

S

sample

applications 1-5

RBAC data 1-9

scaling 2-15, 3-5

scenarios, operational 2-13

schema

extending directory 1-9

X.500 4-4

scripts

See files, executables, startup scripts

secure socket layer 4-2

security 4-2

self-care solutions

authentication 4-2

demonstrating 4-9
IN-5
Cisco Subscriber Edge Services Manager Solutions Guide



 

Index
description 2-5

LDAP directory 4-3

permissions 4-2, 4-4

profiles 4-3, 4-4

SSG 4-2

self-registration 2-5

self-subscription 2-2, 2-5, 4-8

demonstrating 4-9

servers, supported SESM platforms 1-10

service

authentication 2-2

authorization 2-2

bandwidths 2-4

connection 3-5, 3-8, 3-12

disconnection 2-2, 3-8, 3-12

groups, mutually exclusive 2-4

logons 2-2

passthrough 2-5

proxy 2-5

selection 2-2, 2-4

status 2-3

subscription 2-2, 2-5, 4-8

tunnel 2-5

types 2-4

service authentication

demonstrating 4-10

services

subaccounts 4-7

session

authentication 2-9

SSG edge 2-3

stateless in SESM 2-15

status 2-2

setup type A-4

single sign-on

non-PPP clients 2-9

PPP clients 2-9

source IP address 3-2

source port number 3-2
IN-6
Cisco Subscriber Edge Services Manager Solutions Guide
SPE 1-12

attributes 4-4

description 1-8, 1-9, 3-10

features 2-5

installing A-2

mode 1-9

SSG

complete ID 2-12

configuring 3-9

default network 3-3

description 1-9

devices 3-2

edge session 3-7, 3-8

firewalls 4-6

hierarchical policing 2-4

network diagram 3-3

prepaid services 2-15

processing traffic 3-4

self-care solutions 4-2

service connection 3-2

SSL 4-2

startup scripts A-5

status

indicators 2-4

session 2-2

status, of managed applications 2-13

subaccounts 2-6, 4-2, 4-7

Subaccounts page 4-7, 4-10

subinterface, in location awareness 2-12

subscriber profiles

Demo mode 3-14, A-5, A-6

Sun Microsystems, sample JMX server 1-6

T

tar file A-3

TCP packets 3-2, 3-4

TCP redirections

description 2-6
OL-2862-02



 

Index
web server dependency 3-2

telephone number, in authentication 2-8

templates 2-11

tunnel services 2-5

typical installation A-4

U

unauthenticated user redirection 2-6

unconnected service redirection 2-7

unsubscribing 4-10

user

groups, and branding 2-12

shape mechanism 2-11

user ID

demo logons 3-14, A-5, A-6

UTF-8 A-4

V

VPI, location awareness parameter 2-12

W

WAP

description 1-5

devices 1-11

web development kit 1-5, 2-10

web proxy support 2-16

web servers 3-2, 3-5

See also J2EE, Jetty

Wireless Access Protocol application

See WAP

WSG B-1

X

X.500 user schema 4-4
OL-2862-02
Z

zip file A-3
IN-7
Cisco Subscriber Edge Services Manager Solutions Guide



 

Index
IN-8
Cisco Subscriber Edge Services Manager Solutions Guide
OL-2862-02



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


