CHAPTER

Working with Tickets in Cisco Prime Network
Vision

The following topics describe viewing tickets in Cisco Prime Network Vision (Prime Network Vision),
how to manage tickets that represent fault scenarios of selected devices or network elements, and fault
impact analysis:

User Roles Required to Work with Tickets in Prime Network Vision, page 9-1
Viewing Tickets in Prime Network Vision, page 9-4

Viewing Ticket Properties, page 9-10

Managing Tickets, page 9-19

Impact Analysis in Prime Network, page 9-23

User Roles Required to Work with Tickets in Prime Network

Vision

This topic identifies the roles that are required to work with tickets in Prime Network Vision. Prime
Network determines whether you are authorized to perform a task as follows:

For GUI-based tasks (tasks that do not affect elements), authorization is based on the default
permission that is assigned to your user account.

For element-based tasks (tasks that do affect elements), authorization is based on the default
permission that is assigned to your account. That is, whether the element is in one of your assigned
scopes and whether you meet the minimum security level for that scope.

For more information on user authorization, see the topic on device scopes in the Cisco Prime Network
3.8 Administrator Guide.
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Roles and Working with Tickets in Prime Network Vision

The following conditions apply when working with tickets in Prime Network Vision:

e If an element that is outside of your scope is the root cause of a ticket that affects an element in your
scope, you can view the ticket in Prime Network Vision, but you will not be able to:

— View inventory by clicking the Location hyperlink.
— Acknowledge, clear, remove, or clear and remove the ticket.

¢ You can acknowledge, clear, remove, clear and remove, or add notes for a ticket only if you have
OperatorPlus or higher permission for the element that holds the root alarm for that ticket.

The following options are available to you depending on the location of a ticket source and your available
scopes:

e If the source of the ticket or contained sources is not in your scope, you cannot view the ticket in the
ticket table, view ticket properties, filter tickets, or perform actions on the ticket. Actions include
acknowledging, clearing, removing, and clearing and removing tickets.

e If the ticket contains a source that is in your scope, but the source is not the root cause, you can view
the ticket in the ticket table and view ticket properties, but you cannot perform actions on the ticket.

e If the source of the ticket is in your scope, you can view the ticket in the ticket table, view ticket
properties, filter tickets, and perform actions on the ticket.

Related Topics
e Default Permission/Security Levels for Working with Tickets in Prime Network Vision, page 9-2

e User Roles Required to Work with Tickets in Prime Network Vision, page 9-1

Default Permission/Security Levels for Working with Tickets in Prime Network
Vision
The following tables identify the tasks that you can perform at a high level. For more information on the

available options, see Roles and Working with Tickets in Prime Network Vision, page 9-2.

e Table 9-1 identifies the tasks that you can perform if the source of the selected ticket is not in one
of your assigned scopes.

e Table 9-2 identifies the tasks that you can perform if the source of the selected ticket is in one of
your assigned scopes.

By default, users with the Administrator role have access to all managed elements. To change the
Administrator user scope, see the topic on device scopes in the Cisco Prime Network 3.8 Administrator
Guide.
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Table 9-1 Default Permission/Security Level Required for Working with Tickets in Prime
Network Vision - Source of Selected Ticket Not in User’s Scope

Task Viewer Operator  |OperatorPlus | Configurator Administrator
Acknowledge tickets — — — — X

Add notes to a ticket — — — — X

Clear and remove — — — — X
tickets

Clear tickets — — — — X

Filter tickets — — — — X

Find affected elements |— — — — X
Remove tickets — — — — X

View ticket properties |— — — — X

View tickets — — — — X

Table 9-2 Default Permission/Security Level Required for Working with Tickets in Prime

Network Vision - Source of Selected Ticket in User’s Scope

Task Viewer Operator  |OperatorPlus  |Configurator Administrator
Acknowledge tickets — — X! X X
Add notes to a ticket — — X! X X
Clear and remove — — X! X X
tickets

Clear tickets — — X! X X
Filter tickets X X X X X
Find affected elements |X X X X X
Remove tickets — — X! X X
View ticket properties | X X X X X
View tickets X X X X X

1. In addition, the security level for the device scope must be OperatorPlus or higher for the device that

holds the root alarm for a ticket.

Related Topics

e Viewing Tickets in Prime Network Vision, page 9-4

e Viewing Ticket Properties, page 9-10

e Managing Tickets, page 9-19
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Viewing Tickets in Prime Network Vision

Tickets are displayed in the ticket pane in Prime Network Vision as shown in Figure 9-1.

Figure 9-1

(W) cisco Prit

Network Vision | root@10.56.56.

66 (123Map)

Prime Network Vision Window

d A feation N il al
EEE-H-AE@E-EB- L0 B HaER-Bra0 s
ET 3 | Hetwork Elements | Ethernet Flow Domains ‘ TP Domains | 51 mapin ‘ E3w maps
T
~5T 1z [irH] a -
=] F-cwl WLAIN-100@D atalinkAaaregation3@c7-sw3 2]
cheswd VLAN-100@c7-swl 7
c7-sud VLAN-SS5PES 7. =
5 T-suS VLAN-88@GiaabitEthe met1/0/1@c7-sw4
&= 756
FE  oswsim ]
T crswa1M) :
(574 3 ME-4924-10GE [1%] VLS
PE1-7204-As [1%]
2 ®
YLAN-S5@PE4-7E04-AF ;
YLAN-1@vnes C—, & VLAN-100vne3
YLAN-100@vne3 T
HLAN-53@GcabkEthernet L FREI_ .
GigabitEthernet1/0]L@C7 A
GigahitEthernet1/0/2@cF
GigahitEthernet1/0/3@cF
YLAM-SS@CT-50E
YLAN-100@0atsLINk
7-swll -
@B RRz-7300-Core -
@7 . ] ==
Find ¢ Bivea®
Sewerity  Ticket ID Last Modification Time 4% Root ..~ Roct Ewent Time Description Location Acknowledged Creation Time: Eve
Se0001 25-Jul-11 14:29:24 25-Jul-11 07:13:52 CPU utilization e, ™ c7-swé No 25-Jul-11 07:13:53 52
@ 28 24-Juk11 07:10:55 @ 20-Jul-11 01:18:27 Device Partislly R, ME-4924-10GE No 20-Juk11 01:23:27 3
v 22 24-Juk-11 07:06:49 v 20-Jul-11 01:17:41 REP Port Role Fai, ™ c7-swo@i:Gi, Y Modified 20-Juk-11 01:19:43 5
@ 24 20-Juk11 23:37:04 @ 20-Jul-11 01:18:23 Device Partially R.% PE1-7204-A5  Yes 20-JuH11 01:23:23 1
[«T ] *] o
Line 0 (Size 4) >
[}
[ Connzrted 1 5 2
3}
1 |Menu bar 5 |Status bar
2 |Toolbar 6 |Ticket pane
3 |Inventory and map tabs 71 |Hide/Display ticket pane
4 |Content pane 8 |Navigation pane
Cisco Prime Network 3.8 User Guide
0L-24643-01 |



| Chapter9 Working with Tickets in Cisco Prime Network Vision

Viewing Tickets in Prime Network Vision

The ticket pane enables you to view and manage tickets as well as find the elements affected by a ticket.
All tickets that are reported by Prime Network Vision are stored in the Prime Network gateway database.

The ticket pane is displayed beneath the navigation and content panes in the Prime Network Vision
window. You can view or hide the ticket pane by clicking the arrows displayed below the navigation
pane.

Note  Prime Network stores events in the database in Greenwich Mean Time (GMT) format. The Prime
Network client converts events to the time zone that is configured on the client workstation. The times
displayed in the Prime Network Vision GUI reflect the time according to the client workstation.

For more information about the information available in the ticket pane, see Table 2-14 on page 2-28.

The ticket pane enables you to perform the following tasks:

Task Related Topic

Acknowledge tickets. Acknowledging a Ticket, page 9-20

Clear a ticket. Clearing a Ticket, page 9-21

Clear and remove a ticket. Clearing and Removing Tickets, page 9-22

Find the elements affected by a ticket in the map. |Finding Affected Elements, page 9-20

Remove a ticket. Removing a Ticket, page 9-21

View all tickets or only the filtered tickets of a Filtering Tickets by VNE, page 9-7
selected VNE.

View and filter all tickets that meet specific Filtering Tickets by Criteria, page 9-7
criteria.

View the properties of a ticket, including the Viewing Ticket Properties, page 9-10

history, correlated alarms, and affected parties.

Ticket Status in the Ticket Pane

The appearance of a ticket displayed in the ticket pane depends on the severity of the ticket and the
operations that have been performed on the ticket. Tickets detailed in the ticket pane change when:

e A ticket is generated.

e A ticket is cleared.

e A ticket is acknowledged.

e An Up ticket is generated.

e A ticket is cleared and removed.
e A ticket is removed.

e Other properties are updated, such as severity, description, or counters.

Cisco Prime Network 3.8 User Guide
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Generated Ticket
Table 9-3 shows an example of the appearance of the ticket pane when a ticket is generated.
Table 9-3 Generated Ticket
Icon Severity | TicketID Short Description Acknowledged
@‘ Major 27 Port down Yes
Cleared Ticket
Table 9-4 shows an example of the appearance of the ticket pane when a ticket is cleared.
Table 9-4 Cleared Ticket
Icon |Severity |[TicketID Short Description Acknowledged
Normal 27 Cleared due to Force Clear Yes
A ticket that has been cleared can be removed from the ticket pane.
When a ticket is cleared, its definition automatically changes to acknowledged in the ticket pane and its
definition in the Acknowledged column is Acknowledged.
Acknowledged Ticket

Table 9-5 shows an example of the appearance of the ticket pane when a ticket is acknowledged. When
a ticket is acknowledged it can then be cleared and the severity changes to Normal.

Table 9-5 Acknowledged Ticket

Icon |Severity Ticket ID Short Description

Acknowledged
@‘ Major 27 Port up

Yes

~

Note

When a ticket with an Information severity is acknowledged, the ticket is automatically removed from
the Prime Network gateway and from the ticket pane.

] Cisco Prime Network 3.8 User Guide
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Generated Up Ticket

The cause of the alarm is fixed; therefore an Up ticket is automatically generated with a Normal severity.
Table 9-6 shows an example of the appearance of the ticket pane when an Up ticket is generated.

Table 9-6 Generated Up Ticket

Icon |Severity Ticket ID Short Description Acknowledged
Normal 27 Port up Yes

Related Topics

¢ Removing a Ticket, page 9-21
¢ C(Clearing and Removing Tickets, page 9-22
e C(Clearing a Ticket, page 9-21

Filtering Tickets by VNE

Prime Network Vision enables you to filter the tickets that are shown in the ticket pane so that you see
only the tickets that have the selected VNE as the root cause.

If the selected VNE is alarmed due to an operation that occurred on a different VNE, element, or link,
no tickets are displayed.

To view tickets that have a specific VNE as the root cause, do either of the following:

e If the VNE element icon is at the largest size, click the Filter Tickets button.

¢ Right-click the required VNE in the navigation pane or a map and choose Filter Tickets.
In response:

e The ticket pane displays only the tickets that have the selected VNE as the root cause.

e The Filter button in the ticket pane toggles to indicate that a filter has been applied.

Click Clear Filter in the ticket pane to view all tickets.

Related Topics
e Filtering Tickets by Criteria, page 9-7
e Viewing Ticket Properties, page 9-10

e Impact Analysis in Prime Network, page 9-23

Filtering Tickets by Criteria

Prime Network Vision enables you to define a filter for the tickets displayed in the ticket pane according

to various criteria. For example, tickets can be filtered according to the number of affected parties or
acknowledged tickets.

Cisco Prime Network 3.8 User Guide
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To define a ticket filter:

Step 1

Figure 9-2
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Step 2

Ticket Filter Dialog Box

Click Ticket Filter in the ticket pane toolbar. The Ticket Filter dialog box is displayed (Figure 9-2).
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a. Check the check box for each criterion to use for filtering.

Specify the filter criteria by using the following steps and the information in Table 9-7:

b. As needed, choose the operator for the filter, such as Contains or Does Not Contain.

¢. Supply the specific information to apply to the filter, such as the time, a string, or one or more [P

addresses.
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Table 9-7 Prime Network Ticket Filter Options

Field Description

Severity Severity to be included in the filter.

General

Ticket ID Ticket identifier to be included or excluded when filtering.

Description String in the ticket description to include or exclude.

Location Network elements to include.

Root Event Time Beginning and ending dates and times of the range for the root event time to
apply to the filter.

Last Modification Time |Beginning and ending dates and times of the range for the ticket last
modification time to apply to the filter.

Creation Time Beginning and ending dates and times of the range for the ticket creation
time to apply to the filter.

Advanced

Acknowledged Ticket acknowledgement status to include in the filter: Acknowledged, Not
Acknowledged, or Modified.

Event Count Event count value to use for filtering.

Affected Devices Count \Number of affected devices to use for filtering.

Duplication Count Duplication count value to use for filtering.
Reduction Count Reduction count value to use for filtering.
Alarm Count Alarm count value to use for filtering.

Archived Archive status to use for filtering: True or False.

Step3  Click OK. The tickets are displayed in the ticket pane according to the defined criteria.

~

Note  The Ticket Filter button in the ticket pane toggles to indicate that a filter has been applied.

To remove a ticket filter:

Step 1 Click Ticket Filter in the ticket pane toolbar. The Ticket Filter dialog box is displayed.
Step2  Click Clear. The selected options in the Ticket Filter dialog box are cleared.
Step3  Click OK. All the tickets are displayed in the ticket pane.

Related Topics
e Prime Network Vision Status Indicators, page 2-30

e Viewing Ticket Properties, page 9-10
e Filtering Tickets by VNE, page 9-7

Cisco Prime Network 3.8 User Guide
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Viewing Ticket Properties

The properties of a selected ticket can be viewed by displaying the Ticket Properties window. For
example, you can view alarm severity, correlated alarms, active alarms, alarm history, or the source of
the alarm.

In Prime Network Vision, open the Ticket Properties window in one of the following ways:
¢ Open the required map and then double-click the required ticket identifier in the ticket pane.
¢ Open the required map, right-click a ticket in the ticket pane, and choose Properties.

Figure 9-3 shows the Ticket Properties window.

Figure 9-3 Ticket Properties Window
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The information displayed in the Ticket Properties window corresponds with the information displayed
in the Prime Network Vision ticket pane or the Prime Network Vision window. The ID number displayed
in the header corresponds to the ID number of the ticket selected in the ticket pane.
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The Ticket Properties window contains the following components:

e Ticket Properties Toolbar, page 9-11
e Details Tab, page 9-12

e History Tab, page 9-13
e Affected Parties Tab, page 9-14

e Correlation Tab, page 9-17
e Advanced Tab, page 9-18
e Notes Tab, page 9-19.

Ticket Properties Toolbar

The Ticket Properties window contains the tools described in Table 9-8.

Table 9-8 Ticket Properties Window Toolbar

Icon

Description

| Acknowledye |

Acknowledges that the ticket is being handled. The status of the ticket is displayed
as true in the ticket pane and in the Ticket Properties dialog box. For more
information, see Acknowledged Ticket, page 9-6.

If a ticket was acknowledged, and some events were correlated to it afterward,
then the ticket is considered to have not been acknowledged.

This button is enabled only if the ticket is not acknowledged.

| Clear |

Requests the relevant Prime Network system to remove the faulty network
element from the Prime Network networking inventory. In addition, it sets the
ticket to Cleared severity or status (the icon is displayed in green) and
automatically changes the acknowledged status of the ticket to true. For more
information, see Cleared Ticket, page 9-6.

This button is enabled only if the severity of the alarm is higher than Cleared or
Normal.

B Save Motes

Saves the notes for the selected ticket.

This button is enabled only when text is entered in the Notes field of the Notes tab.

Related Topics

e Viewing Ticket Properties, page 9-10

¢ Notes Tab, page 9-19

e Details Tab, page 9-12
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Details Tab

Table 9-9 describes the information that is displayed in the Details tab about the compiled alarm.

Table 9-9 Event Properties Window - Details Tab

Field Description

Ticket ID Ticket identifier.

Severity Severity propagated from all the correlated alarms.
Description Description of the ticket.

Last Modification Time |Date and time (per the database) that the ticket was last updated.
Updates can result from either manual or automatic operations.

Location Entity that triggered the root-cause alarm, as a hyperlink that opens the
relevant location.

Note If the entity that triggered the alarm is outside your scope, a
message is displayed that states you do not have permission to
access the selected item.

Open Alarms Number of correlated alarms for the ticket that are open, such as 3/4. In
this example, four indicates the total number of correlated alarms for the
ticket, and three indicates the number of alarms that have not been
cleared. Therefore, one alarm has been cleared.

Root Event Time Date and time that the event that created the root cause alarm of the
ticket was detected.

Acknowledged Whether the alarm has been acknowledged: Yes or No.
Creation Time Date and time the ticket was created.
Details Detailed description of the alarm.

Related Topics
e History Tab, page 9-13
e Correlation Tab, page 9-17
e Advanced Tab, page 9-18

Cisco Prime Network 3.8 User Guide
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Viewing Ticket Properties

The History tab enables you to display the history of the ticket, including all the events. Figure 9-4 shows
the History tab.

Figure 9-4
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Table 9-10 describes the information that is displayed in the History tab.

Table 9-10 Ticket Properties Window - History Tab

Field Description

Severity Severity bell icon, colored according to the severity of the alarm.

Event ID Event identifier of the specific alarm.

Time Date and time the event was received by the Event Collector.

Description Description of the event.

Location Entity that triggered the alarm, as a hyperlink that opens the relevant
location.

Note If the entity that triggered the alarm is outside your scope, a
message is displayed that states you do not have permission to
access the selected item.

Alarm ID Alarm identifier.
Ticket ID Ticket identifier.

This field appears in the History tab only in Prime Network Events.

Causing Event ID Identifier of the causing event for the ticket.

Duplication Count For network events, the duplication count is calculated by the VNE and
pertains only to flapping events. The duplication count represents the
number of noncleared events aggregated by the flapping event.

Reduction Count For network events, the reduction count is calculated by the VNE and
pertains only to flapping events. The reduction count represents the
number of events that are aggregated by the flapping event.

Detail panel Long description of the selected event.

Related Topics
e Details Tab, page 9-12

e Affected Parties Tab, page 9-14
e Correlation Tab, page 9-17

Affected Parties Tab

The Affected Parties tab displays the service resources (pairs) that are affected by an event, an alarm, or
a ticket. When a fault occurs, Prime Network automatically calculates the affected parties and embeds
this information in the ticket along with all the correlated faults. You can view a list of all the endpoints
that are affected.

The Affected Parties tab displays the service resources (affected pairs) that are affected by the ticket.

Cisco Prime Network 3.8 User Guide
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Figure 9-5
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The Affected Parties tab contains two tables: Source and Destination. Table 9-11 describes the

information that is displayed in the Affected Properties tab.

Table 9-11

Ticket Properties Window - Affected Parties Tab

Field

Description

Source Table

Location Hyperlinked entry to the port with the affected parties.

Key Unique value taken from the affected element’s business tag key, if it
exists.

Name Subinterface (site) name or business tag name of the affected element, if
it exists.

Type Business tag type.

IP Address If the affected element is an IP interface, the IP address of the
subinterface site.
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Table 9-11 Ticket Properties Window - Affected Parties Tab (continued)

Field

Description

Affected Status (Agg)

Status for the affected pair (destination). The same source can be part of
multiple pairs, and therefore each pair can have a different affected
status. The highest affected status reflects the highest among these. The
affected status can be one of the following:

e Potential
e Real
e Recovered

e N/A—From the links view, this indicates Not Applicable.

Destination Table

Location

Hyperlinked entry to the port with the affected parties.

Key

Unique value taken from the affected element’s business tag key, if it
exists.

Name

Subinterface name or business tag name of the affected element, if it
exists.

Type

Business tag type.

IP Address

If the affected element is an IP interface, the IP address of the
subinterface site.

Affected Status

Status of the affected pair as calculated by the client according to the
rules defined in Status Values for Affected Parties, page 9-23.

Alarm Clear State

For each pair, an indication of the clear state of the alarm:
¢ Cleared—All related alarms for this pair have been cleared.

e Not Cleared—One or more alarms for this pair have not been
cleared.

When an affected side is selected in the Source table, the Destination table lists all endpoints with
services that have been affected between them and the entry selected in the Source table.

Note  The Affected Parties dialog box occasionally displays entries that start with the word Misconfigured.
Entries that start with Misconfigured indicate that the flow has stopped unexpectedly between the source
and destination points. An unexpected termination point can be a routing entity, bridge, or VC switching

entity. The significant aspects of Misconfigured entries are:
- Because the link does not terminate as expected, the link is not actually impacted.

- An error might exist in the configuration or status of the termination points. We recommend that you

check the configuration and status of the affected termination points.

Related Topics

e Details Tab, page 9-12

e Correlation Tab, page 9-17
e Advanced Tab, page 9-18
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Correlation Tab

The Correlation tab displays all the alarms that are correlated to the selected ticket.

Figure 9-6 Correlation Tab

(W) 600539 - Ticket Properties

£ scknowiedoe [ clear]
= -

e —
Alarm Correlation Short Description Lacation Acknowledged | Affected Devices Count | Last Event Time
- @ 600539 Al ip interfaces down c3-nipe1-9K#0: GigabitELhernet0/0f0f2 Mo 3 14-Jun-11 06:54:10
L 600540 Link down syslog c2-npe1-9K#0: GigabitEthernet0/0f0f2 Mo 14-Jun-11 06:53:29
- @ 600541 Interface skatus down c3-npel-9K IP:Bundle-Ether20 0] 14-Jun-11 06:54:09
&00' OSPF interface state changed ko Up €9-npel-9K IP:Bundle-Etherz0 Mo 14-Jun-11 06:55:56
L 600542 Line down syslog 9-npe1-9K#0: GigabitEthernet0/0/0/2 Mo 14-Jun-11 06:53:29
620709 LDP neighbor up cl-npel-7o:L5E Mo 14-Jun-11 0G:45:45
620542 LDP neighbor up 10,56,101,75:L5E Mo 14-Jun-11 07:45:55
A00970 SNMP Link up c9-npe1-9K#0: GigabitEthernet0/0/0]2 Mo 14-Jun-11 06:43:25
601291 MPLS LDP session up trap c9-npe1-9K 1P MgmkEEh0/RSPO/CRUOO Mo 14-Jun-11 064333
@ 610065 Layer 2 tunnel down FEPII4@cA-npel-9k Mo 14-Jun-11 04:19:50
Line 0 (5ize 10)
| Details || History || Affected Parties l Advanced || Motes | g
| ‘Memnry: T Connected |—|— =
®
Table 9-12 describes the information that is displayed in the Correlation tab.
Table 9-12 Ticket Properties Window - Correlation Tab
Field Description
Alarm Correlation Alarms correlated with the ticket. Expand or collapse the branch to
display or hide information as needed.
The severity displayed is the severity of the root alarm.
Short Description Description of the alarm.
Location Hyperlinked entry that opens an window displaying the selected node

along with the affected parties.

Note If the entity that triggered the alarm is outside your scope, a
message is displayed that states you do not have permission to
access the selected item.

Acknowledged Whether or not the root alarm has been acknowledged: Yes or No.

Affected Devices Count |Number of devices affected by the alarm.
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Table 9-12 Ticket Properties Window - Correlation Tab (continued)
Field Description

Last Event Time Date and time the alarm was last modified.
Detail panel Long description of the selected entry.

Related Topics
e Advanced Tab, page 9-18

e History Tab, page 9-13
e Affected Parties Tab, page 9-14

Advanced Tab

The Advanced tab displays the following values for the selected ticket:

¢ Duplication Count:

— For network events, the duplication count is calculated by the VNE and pertains only to flapping
events. The duplication count represents the number of noncleared events aggregated by the
flapping event.

— For tickets, the duplication count is the sum of the duplication counts of all events that are
associated with the root alarm.

e Reduction Count:

— For network events, the reduction count is calculated by the VNE and pertains only to flapping

events. The reduction count represents the number of events that are aggregated by the flapping
event.

— For tickets, reduction count is the sum of reduction counts of all the events that are associated
to the ticket. The History tab in the Ticket Properties window displays one reduction count for
each event listed.

e Affected Devices—The number of devices affected by the ticket.

e Alarm Count—The total number of alarms associated with the ticket, including the root alarm.

Related Topics
e History Tab, page 9-13
e Affected Parties Tab, page 9-14
e Correlation Tab, page 9-17
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Notes Tab

The Notes tab enables you to add and save notes for the selected ticket. To add text, enter text in the
Notes field and click Save Notes. The new text is added to any previously existing text.

The following restrictions apply to the Notes tab:
* You can add notes for a ticket only if both of the following conditions are true:
— The default permission for your account is OperatorPlus or higher.

— The security level for the device scope is OperatorPlus or higher for the device that holds the
root alarm for that ticket.

e The Notes tab is not available for archived tickets.
e The Save Notes button is enabled only when text is entered in the Notes field.

e The text cannot be edited or removed once you have saved the notes.

Related Topics
e History Tab, page 9-13
e Affected Parties Tab, page 9-14
e Correlation Tab, page 9-17

Managing Tickets

The following topics describe how to manage tickets:
¢ Finding Affected Elements, page 9-20
e Acknowledging a Ticket, page 9-20
e C(Clearing a Ticket, page 9-21
e Removing a Ticket, page 9-21
e C(Clearing and Removing Tickets, page 9-22

You can acknowledge, clear, remove, or clear and remove a ticket only if both of the following conditions
are true:

e The default permission for your account is OperatorPlus or higher.

e The security level for the device scope is OperatorPlus or higher for the device that holds the root
alarm for that ticket.

Prime Network automatically clears and removes (archives) tickets with more than 150 associated
events, and generates a system notification event regarding the actions taken. For more information
about this feature, see the Cisco Prime Network 3.8 Administrator Guide.

Cisco Prime Network 3.8 User Guide
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Finding Affected Elements

To locate elements affected by a ticket in Prime Network Vision, right-click the desired ticket in the
ticket pane and then choose Find Affected Elements.

Depending on the number of affected elements, the results are displayed in one of the following ways:
e If only one element is affected, it is highlighted in the navigation pane and the content area.

e If multiple elements are affected, they are displayed in the Affected Events window.

Related Topics
e Acknowledging a Ticket, page 9-20
e C(Clearing a Ticket, page 9-21
¢ Removing a Ticket, page 9-21

Acknowledging a Ticket

When an alarm occurs, a warning or ticket is displayed in the ticket pane. Prime Network Vision enables
you to handle the status of a ticket by acknowledging it. This acknowledges the fault.

The change is reported to the Prime Network gateway and all open Prime Network applications. You can
acknowledge multiple tickets at the same time.

An acknowledged ticket returns to a status of Not Acknowledged when a new event is correlated to it.

Note  You cannot undo this operation.

To acknowledge one or more tickets, do one of the following:
¢ Select one or more tickets in the ticket pane, and then right-click and choose Acknowledge.
e Double-click a ticket in the ticket pane and click Acknowledge in the Ticket Properties window.

For more information, see Ticket Status in the Ticket Pane, page 9-5.

Related Topics
e C(Clearing a Ticket, page 9-21
e Removing a Ticket, page 9-21
e Viewing Ticket Properties, page 9-10
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Clearing a Ticket

Note

When an alarm occurs, a warning or ticket is displayed in the ticket pane. Prime Network Vision enables
you to handle the reported ticket by verifying the report of what is faulty and clearing the faulty network
element. The change is reported to the Prime Network gateway and all open Prime Network applications.
This operation cannot be reversed.

You can clear multiple tickets at the same time.

Before using Clear and Remove (which might also be available when you right-click a ticket), be sure
you understand the results of removing a ticket. Like clearing a ticket, removing a ticket cannot be
reversed. See Removing a Ticket, page 9-21.

Clearing an open ticket performs the following operations:

¢ For certain network elements, such as cards and links, sends a request to the Prime Network system
to remove the faulty network element from the Prime Network networking inventory.

e Sets the alarm to Cleared or Normal severity or status by issuing a corresponding Clear alarm.
e Automatically sets the alarm severity or status to acknowledged (true).
To clear one or more tickets, do one of the following:
e Select one or more tickets in the ticket pane, and then right-click and choose Clear.
¢ Double-click a ticket in the ticket pane and click Clear in the Ticket Properties window.

For more information, see Ticket Status in the Ticket Pane, page 9-5.

Related Topics
e Removing a Ticket, page 9-21
e Viewing Ticket Properties, page 9-10
e Acknowledging a Ticket, page 9-20

Removing a Ticket

Note

When an alarm occurs, a warning or ticket is displayed in the ticket pane. Prime Network Vision enables
you to completely remove the ticket and all of its active alarms and business tags. The change is reported
to the Prime Network gateway and all instances of Prime Network that are open. In addition, several
tickets can be removed at the same time. After a ticket is cleared or an Up alarm occurs, the ticket can
be removed.

You can remove multiple tickets at the same time.

This operation cannot be reversed. A ticket that has been removed can be viewed only by using Prime
Network Events.

| oL-24643-01
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Removing a ticket performs the following operations:

e For certain network elements, such as cards or links, sends a request to the Prime Network system
to remove the faulty network element from the Prime Network networking inventory.

e Archives the ticket and active alarms.

¢ Notifies all open instances of Prime Network clients (Prime Network Vision or BQL) that are
registered on the ticket that the ticket has been removed and deletes the ticket from the ticket pane.

Removing a ticket within seven minutes of its creation results in the following behavior:

e New alarms that might be related to the ticket, and should therefore be correlated to it, are not
correlated to the original ticket because the ticket has been removed from Prime Network Vision.

e Flagging events that are ticketable open new tickets. These new tickets might be delayed and might
not be visible in Prime Network Vision for up to seven minutes after the event was created.

e Flagging events that are not ticketable are archived.

¢ C(Clearing events are archived.

Note Only tickets with a severity of Cleared, Normal, or Information can be removed.

To remove one or more tickets, select the required tickets in the ticket pane, and then right-click and
choose Remove.

For more information, see Ticket Status in the Ticket Pane, page 9-5.

In addition, an uncleared ticket (which has a severity higher than Cleared or Normal) can be cleared and
removed by right-clicking in the ticket pane and choosing Clear and Remove. For more information
about the Ticket right-click menu, see Ticket Right-Click Menu, page 2-54.

Related Topics
e C(Clearing a Ticket, page 9-21
e Ticket Status in the Ticket Pane, page 9-5
e Viewing Ticket Properties, page 9-10

Clearing and Removing Tickets

Clearing and removing a ticket:
e Approves the reported faulty ticket.
¢ Clears the faulty networking entity from Prime Network Vision.
e Archives the ticket.

You can clear and remove multiple tickets at the same time. This operation will attempt to modify any
ticket which is not being used by other processes, such as a ticket that is being updated with new network
events. In order to clear and remove a highly active ticket, you should select only that ticket. That way,
the system will wait until it becomes available for an update before removing it.
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To clear and remove one or more tickets, select the required tickets in the ticket pane, and then right-click
and choose Clear and Remove.

Related Topics
e Ticket Status in the Ticket Pane, page 9-5

e Acknowledging a Ticket, page 9-20
e Viewing Ticket Properties, page 9-10

Impact Analysis in Prime Network

Impact analysis enables you to identify the network elements and services that are impacted by a network
fault or outage.

Prime Network offers two modes of impact analysis:

e Automatic impact analysis—When a fault occurs that has been identified as potentially service
affecting, Prime Network automatically generates the list of potential and actual service resources
that were affected by the fault, and embeds this information in the ticket along with all the correlated
faults.

~

Note  This applies only to specific alarms. Not every alarm initiates automatic impact analysis.

e Proactive impact analysis—Prime Network provides what-if scenarios for determining the possible
effect of network failures. This enables on-demand calculation of affected service resources for
every link in the network, thus enabling an immediate service availability check and analysis for
potential impact and identification of critical network links. Upon execution of the what-if scenario,
Prime Network initiates an end-to-end flow that determines all the potentially affected edges.

~

Note  Each fault that has been identified as potentially service affecting triggers an impact analysis calculation,
even if the fault recurs in the network.

Related Topics
e Status Values for Affected Parties, page 9-23

e Accumulating Affected Parties, page 9-24

Status Values for Affected Parties

In automatic mode, the affected parties can be marked with one of the following status values:
e Potential—The service might be affected but its actual state is not yet known.
e Real—The service is affected.

¢ Recovered—The service has recovered. This state applies only to entries that were marked
previously as potentially affected. It indicates only the fact that there is an alternate route to the
service, regardless of the service quality level.

Cisco Prime Network 3.8 User Guide
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Impact Analysis in Prime Network

Initially, Prime Network might identify the services as either potentially or real affected. As time
progresses and more information is accumulated from the network, Prime Network updates the
information to indicate which of the potentially affected parties are real or recovered.

The indications for these states are available through both the API and in the GUI

There is no clear state for the affected services when the alarm is cleared.

Related Topics
e Impact Analysis in Prime Network, page 9-23

e Accumulating Affected Parties, page 9-24

Accumulating Affected Parties

During automatic impact analysis, Prime Network automatically calculates the accumulation of affected
parties. This information is embedded in the ticket along with all of the correlated faults.

In the following example, these alarm types exist in the correlation tree:

e Ticket root-cause alarm (Card Out).

e An alarm which is correlated to the root cause and has other alarms correlated to it (Link A Down).

e An alarm with no other alarms correlated to it (Link B Down and BGP Neighbor Loss).

An event sequence is correlated to each of these alarms.

Figure 9-7 Correlation Tree Example
Card out
|
----- Link A down

[ - BGP neighbor loss

----- Link B down

180110

Prime Network identifies the affected parties for each type of alarm and accumulates the following
information:

e The affected parties reported on all the events in the alarm event sequence, including flapping
alarms.

e The affected parties reported on the alarms that are correlated to it.

The gathered information includes the accumulation of the affected report of all the events in its own
correlation tree.
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For example, in Figure 9-7:
e BGP neighbor loss includes the affected parties of all events in its own event sequence.

e Link A Down includes the affected parties of its own event sequence and the accumulated
information of the BGP Neighbor Loss event.

Related Topics
e Impact Analysis in Prime Network, page 9-23
e Affected Parties Tab, page 9-14
e Accumulating the Affected Parties in an Alarm, page 9-25

Accumulating the Affected Parties in an Alarm

If two events form part of the same event sequence in a specific alarm, the recurring affected pairs are
displayed only once in the Affected Parties tab. If different affected severities are reported for the same
pair, the pair is marked with the severity that was reported by the latest event, according to the time
stamp.

Related Topics
e Impact Analysis in Prime Network, page 9-23

e Status Values for Affected Parties, page 9-23
e Accumulating the Affected Parties in the Correlation Tree, page 9-25

Accumulating the Affected Parties in the Correlation Tree

If two or more alarms that are part of the same correlation tree report on the same affected pair of
edgepoints and have different affected severities, the recurring affected pairs are displayed only once in
the Affected Parties tab. If different affected severities are reported for the same pair, the pair is marked
with the highest severity.

For example, assume that X and Y are the OIDs of edgepoints in the network, and a service is running
between them. Both alarms, Link B Down and BGP Neighbor Loss, report on the pair X < > Y as
affected:

e Link B Down reports on X < > Y as potentially affected.

e BGP Neighbor Loss reports on X < > Y as real affected.
The affected severity priorities are:

e Real—Priority 1

e Recovered—Priority 2

e Potential—Priority 3

Card Out reports on X <> Y as real, affected only once.

Related Topics
e Impact Analysis in Prime Network, page 9-23

e Accumulating the Affected Parties in an Alarm, page 9-25
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Updating Affected Severity over Time

In some cases, Prime Network updates the affected severity of the same alarm over time because the
effect of the fault on the network cannot be determined until the network has converged.

For example, a Link Down alarm creates a series of affected severity updates over time. These updates
are added to the previous updates in the system database. In this case, the system provides the following
reports:

e The first report of a link down reports on X < > Y as potentially affected.

e Over time, the VNE identifies that this service is real affected or recovered, and generates an
updated report.

e The Affected Parties tab of the Ticket Properties dialog box displays the latest severity as real
affected.

e The Affected Parties Destination Properties dialog box displays both reported severities.

This functionality is available only in the link-down scenario in MPLS networks.

Related Topics
e Affected Parties Tab, page 9-14

e Accumulating the Affected Parties in an Alarm, page 9-25
e Accumulating the Affected Parties in the Correlation Tree, page 9-25
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