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Working with Wireless Mobility

• What Is Mobility?, page 18-1

• Mobility Work Center, page 18-2

• Creating a Mobility Domain, page 18-3

• Mobility Anchors, page 18-4

What Is Mobility?
Mobility, or roaming, is an ability of a wireless client to maintain its association seamlessly from one 
access point to another securely and with as little latency as possible. To allow more flexible roaming 
and to minimize the need for tunnel encapsulation of traffic, Cisco Prime Infrastructure provides a robust 
mobility architecture that distributes mobility functionality across the network devices.

The following are the key elements of the mobility architecture:

• Mobility Controller (MC)—The MC (for example, Cisco 5700 Series Wireless Controller) is 
responsible for one or more MAs or switch peer groups, handling roaming within its span of control, 
and transiting traffic between MAs and/or MCs when co-located with MTE.

• Mobility Agent (MA)—The MA (for example, Catalyst 3850 Switch) resides in the access switch 
or edge switch that the WAP is directly connected to, and terminates at the CAPWAP tunnel for 
communications with the WAP.

• Mobility Oracle (MO)—The MO is a top-level control entity responsible for connecting multiple 
MCs or mobility subdomains in deployments of the largest scale, to enable roaming across very 
large physical areas.

• Mobility Domain—A roaming domain: a mobile user may roam across all of the devices in this 
domain (the set of WAPs and all of the control entities associated with it). This typically includes 
MAs and MCs, and may include a MO (to join multiple subdomains).

• Mobility Sub-Domain—The set of WAPs and associated MAs and one MC, representing a portion 
of a larger mobility domain (where a MO serves to coordinate roaming between multiple 
sub-domains).

• Switch Peer Group (SPG)—A group of switches (acting as MAs). An SPG establishes a full mesh 
of mobility tunnels among the group members to support efficient roaming across the WAPs 
associated with the switches in the group. An SPG is also intended to limit the scope of interactions 
between switches during handoffs. An SPG is configured by the Mobility Controller, and every 
switch in the switch peer group has the same view of the membership. The switches in an SPG might 
be interconnected by a set of direct tunnels. When a station roams from one switch to another within 
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the same switch peer group, if the point of presence stays at the original or anchor switch, the traffic 
can be directly tunneled back to the anchor switch without involving the MTE. This direct tunneling 
mechanism is a data path optimization and is optional.

• Mobility Group—A mobility group is a set of MCs (and their associated MAs / switch peer groups)

• Mobility Tunnel Endpoint—The Mobility Tunnel Endpoint (MTE) provides data plane services for 
mobile devices through the use of tunneling. This minimizes the impact of roaming events on the 
network by keeping the user's point of presence on the network a constant. If the VLAN or subnet 
of the roamed client is available at the MTE, the MTE could become the point of presence; otherwise 
it merely functions as a tunnel switching entity that connects the roamed client to access switch or 
MTE that is the point of presence.

Related Topics

• Mobility Work Center

• Creating a Mobility Domain

Mobility Work Center
The Mobility Work Center is available only in Life Cycle View at Operate >Mobility Work Center.

The following information is displayed:

• Device Name—Name of the MC.

• Management IP—Management IP address of the MC.

• Wireless Interface IP—IP address on the MC which is used for mobility protocol.

• Mobility Group—Name of the mobility group the MC belongs to.

• Mobility Role—Shows administrative and operational mobility mode. If Admin and Operational 
values are different, the device needs reboot for the administrative mode to be effective. It shows 
MO in addition to mobility mode if Mobility Oracle is enabled on it.

In this page, you can perform the following tasks:

• Create Mobility Domain—See the “Creating a Mobility Domain” section on page 18-3.

• Create Switch Peer Group—To create switch peer groups in MC.

• Change Mobility Role—To change the controllers from MA to MC.

• Delete Domain—Deletes only the domain; it does not delete the controllers from Prime 
Infrastructure.

• Delete Members—To remove selected MCs from a selected domain.

• Set as Mobility Oracle—To enable MO on a selected MC, if the MC must act as the MO for the entire 
domain. There can be only one MO per domain. Only Cisco 5760 series controllers support the MO 
feature.

• Add members to switch peer group—To add members to switch peer group.

• Delete members from switch peer group—To delete members from switch peer group.

Note By default, the Mobility Work Center page displays all of the mobility domains configured in the 
managed network. To see a list of mobility devices, choose All Mobility Devices from the left sidebar.
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Related Topics

• What Is Mobility?

• Creating a Mobility Domain

Creating a Mobility Domain
A mobility domain is a collection of controllers that have all been configured with each other’s IP 
addresses, allowing clients to roam between the controllers in the mobility domain.

The Mobility Work Center displays all mobility domains configured in the managed network using 
Prime Infrastructure. The left sidebar menu shows:

• Domains

• MCs in each domain

• SPGs on each MC

• MAs in each SPG

When a node is selected from the left sidebar, the right pane shows more details. When a domain node 
is selected from the left sidebar, the right pane displays the MCs in the domain.

To create a mobility domain:

Step 1 Choose Operate > Mobility Work Center.

Step 2 Click on the left sidebar menu. 

Step 3 Enter a name for the mobility domain for the set of MCs that you want to group together. 

If a selected MC exists in another domain, it is removed from that domain and added to the new domain.

Step 4 Select mobility domain member devices.

A device can belong to one domain or SPG only.

Step 5 Click Apply.

Creating a Switch Peer Group
An MC can have switch peer groups (SPGs), and a switch peer group can have MAs. The MAs in a 
managed network are listed on the Switch Peer Group page. If you create a switch peer group when you 
already have one, MAs are moved from the old switch peer group to the new one, and the MC wireless 
interface IP address is set on all of the MAs.

To create a switch peer group, follow these steps:

Step 1 Choose Operate > Mobility Work Center.

Step 2 Choose an MC from the left sidebar.

Step 3 Click Create Switch Peer Group.

Step 4 Enter a name for the switch peer group that will contain the set of MAs that you want to group together 
on the selected MC. 
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If a selected MA exists in another switch peer group, it is removed from that group and added to the new 
group. You can create multiple switch peer groups on an MC.

Step 5 Select mobility agents.

A device can belong to one domain or SPG only.

Step 6 Click Apply.

The SPG that you created appears in the left sidebar. You can navigate to it to see the mobility agents on 
the selected switch peer group.

Changing a Mobility Role
By default, Cisco 3850 controllers act as MAs. These controllers can be converted to MCs if MCs are 
needed in the network.

To change a mobility role:

Step 1 Choose Operate > Mobility Work Center.

Step 2 Choose All Mobility Devices from the left sidebar.

Step 3 Select a device and the role that you want to change to:

• Change Role To Mobility Controller—Enables the mobility controller feature on the selected 
controller.

• Change Role To Mobility Agent—Enables the Mobility Agent feature on the selected controller. 
When you do this, the MC feature is disabled.

Converting MAs to MCs (and vice versa) is limited to 3850 devices. For a changed role to take 
effect, you must reboot the device.

• Assign Mobility Group—Allows you to enter new mobility group name for the selected device.

Step 4 Click Apply.

Mobility Anchors
Mobility anchors are a subset of a mobility group specified as the anchor controllers for a WLAN. This 
feature can be used to restrict a WLAN to a single subnet, regardless of the entry point of a client into 
the network. In this way, users can access a public or guest WLAN throughout an enterprise but still be 
restricted to a specific subnet. Guest WLAN can also be used to provide geographic load balancing 
because WLANs can represent a particular section of a building (such as a lobby, a restaurant, and so on).

When a client first associates to a controller of a mobility group that has been preconfigured as a mobility 
anchor for a WLAN, the client associates to the controller locally, and a local session is created for the 
client. Clients can be anchored only to preconfigured anchor controllers of the WLAN. For a given 
WLAN, you should configure the same set of anchor controllers on all controllers in the mobility group.

When a client first associates to a controller of a mobility group that has not been configured as a 
mobility anchor for a WLAN, the client associates to the controller locally, a local session is created for 
the client, and the controller is announced to the other controllers in the same mobility group. If the 
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announcement is not answered, the controller contacts one of the anchor controllers configured for the 
WLAN and creates a foreign session for the client on the local switch. Packets from the client are 
encapsulated through a mobility tunnel using EtherIP and sent to the anchor controller, where they are 
decapsulated and delivered to the wired network. Packets to the client are received by the anchor 
controller and forwarded to the foreign controller through a mobility tunnel using EtherIP. The foreign 
controller decapsulates the packets and forwards them to the client.

Configuring a Guest Anchor Controller for a WLAN
The guest anchor controller is a controller dedicated to guest traffic, and is located in an unsecured 
network area, often called the demilitarized zone (DMZ). Other internal WLAN controllers from where 
the traffic originates are located in the enterprise LAN.

Note The Cisco 5760 controller can be a Guest Anchor whereas the Catalyst 3850 switch cannot be a guest 
anchor but it can be a foreign controller.

You can configure a guest controller as a mobility anchor for a WLAN for load balancing.

Before You Begin

• Ensure that wireless devices are set up in Prime Infrastructure. For more information about setting 
up wireless devices, see the “Configuring Wireless Features” section on page 6-11.

• Ensure that the wireless devices that you want to configure as mobility anchors for a WLAN are in 
the same mobility domain.

To configure a guest anchor controller for a WLAN:

Step 1 Choose Operate > Device Work Center.

Step 2 In the Device Group area, expand Device Type, then expand Wireless Controller.

Step 3 Select the controller that you want to designate as a guest mobility anchor. The details of the device 
appear in the lower part of the page.

Step 4 Click the Configuration tab.

Step 5 From the left sidebar menu, choose WLANs > WLAN Configuration. The WLAN Configuration page 
appears.

Note If you are in the Classic view, choose Configure > Controllers > Ctrl IP addr > WLANs > 
WLAN Configuration to access the WLAN Configuration page.

Step 6 Select the URL of the desired WLAN ID. A tabbed page appears.

Step 7 Click the Advanced tab, and then click the Mobility Anchors link at the bottom of the page. The 
Mobility Anchors page appears.

Note You can also access the Mobility Anchors page from the WLAN Configuration page. Select the 
check box of the desired WLAN ID. From the Select a command drop-down list, choose 
Mobility Anchors, and then click Go. The Mobility Anchors page appears.
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Step 8 Select the IP address check box of the controller to be designated a mobility anchor, and click Save. 
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