CHAPTER 1

Configuring Device Features

Use configuration templates in Prime Infrastructure to design the set of device configurations that you
need to set up the devices in a branch or change the feature configuration for a device from the Device
Work Center.

¢ Configuring the Device using WSMA, page 13-1

e Configuring Application Visibility, page 13-2

e Creating a VPN Component Template, page 13-10
e Configuring an Easy VPN Server, page 13-12

e Redirecting HTTP and HTTPS Traffic, page 13-16
e Configuring Interfaces, page 13-17

e Configuring Cellular WAN Interfaces, page 13-23
e Configuring Network Address Translation (NAT), page 13-24
e Configuring DMVPN, page 13-27

e Configuring GETVPN, page 13-31

e Configuring VPN Components, page 13-34

e Creating a Zone-Based Firewall, page 13-38

e Creating a Routing Protocol, page 13-48

Configuring the Device using WSMA

Step 1

Prime Infrastructure mainly uses the CLI method (over Telnet or SSHv2) to configure the devices. In
Cisco Prime Infrastructure 2.0, you can use WSMA (over SSHv2) for configuring specific features on
the ASR and ISR devices. Cisco Web Services Management Agent is a more efficient and more robust
method to configure the devices. Prime Infrastructure 2.0 supports Zone Based Firewall and Application
Visibility configuration via WSMA on the ASR and ISR devices.

To configure Zone Based Firewall or Application Visibility via WSMA:

Add or edit the device in Prime Infrastructure to use SSHv2 (rather than Telnet) as the management
transport protocol.

a. When you add the device with automatic discovery, enter the SSH credentials.(Adding Devices
Using Discovery.)
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Step 2

Step 3

Step 4

b. When you add the devices manually (Adding Devices Manually), in Step 2, select SSH2 as the
protocol.

If the device is also managed by Prime Infrastructure which is not configured to use SSH2, edit the
device credentials:

a. Choose Operate > Device Work Center.

b. Select the device and click Edit.

c. Change the protocol to SSH2.

d. Click Update.

Activate a WSMA profile on the device by configuring a WSMA configuration profile as follows:

#configure terminal
wsma agent config profile PIwsmaConfigServiceSSH
#exit

#wsma profile listener PIwsmaConfigServiceSSH
no wsse authorization level 15

transport ssh subsys wsma-config

#exit

For more information about WSMA, see the WSMA Configuration Guide.

Configure a configuration archive, which will be used by WSMA for handling transactional
configurations and rollbacks by using the following CLI commands on the device:

#configure terminal
archive
log config
hidekeys
path flash:roll
maximum 5
#end
For more information about configuration archives, see the Cisco I0S Configuration Fundamentals

Command Reference Guide.

Configuring Application Visibility

The Application Visibility feature allows you to monitor traffic on specific interfaces and generate
performance and bandwidth-statistics reports that supply information to the various dashlets and reports
in Prime Infrastructure. Devices send these reports to Prime Infrastructure, and each report supplies
information to a subset of the Prime Infrastructure dashlets and reports. Prime Infrastructure can
configure Application Visibility either through CLI (over Telnet or SSH) or through WSMA.
Application Visibility can be configured through WSMA in a more efficient and robust method and we
recommend that you use the WSMA protocols for configuring Application Visibility. For more
information on using WSMA with Prime Infrastructure, see the section Configuring the Device using
WSMA, page 13-1.

The Application Visibility feature is supported on the following platforms:
e ASR platform from Cisco IOS-XE Release 15.3(1)S1 or later
¢ ISR G2 platform from Cisco IOS Release 15.2(4)M2 or later
¢ ISR G3 platform from Cisco IOS-XE Release 15.3(2)S or later
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e CSR platform from Cisco IOS-XE Release 15.3(2)S or later

Application Visibility is configured differently on the ASR platform running Cisco IOS-XE15.3(1)S1 in

comparison to Cisco IOS-XE15.3(2)S or later releases. After an ASR platform Cisco IOS release is

upgraded from Cisco IOS-XE15.3(1)S1 to Cisco IOS-XE Releases 15.3(2)S or later, we recommend that

you re-configure Application Visibility on those devices.

To simplify configuration, the Application Visibility feature is split into four types of metric and

NetFlow reports:

Report Description

Traffic Statistics Sends the statistics on the bandwidth consumed by each of the
NBAR-recognized applications on a per-user and per-interface basis.
This report supplies information to the various application bandwidth
dashlets and reports in Cisco Prime Infrastructure as “Top N
Applications”, “Application Bandwidth reports”, “Top N clients”, and
SO on.

HTTP URL Visibility Sends performance and bandwidth reports for HTTP-based traffic, and
this report supplies information to various URL dashlets and reports in
Cisco Prime Infrastructure as “Top N URL by hits” and “Top N URL by
response time”.
Note The HTTP URL Visibility tool is not supported on the ISR-G2

device.
Application Response Time |Sends performance-related information for TCP traffic, and this report
supplies information to various response time dashlets and reports in
Cisco Prime Infrastructure as “applications ART analysis”, “worst N
clients by transaction time”, and so on.

Voice/Video Metrics Sends various RTP key-performance indicators for RTP-based

voice/video traffic, and supplies information to dashlets and reports in
Cisco Prime Infrastructure under the voice/video category as “worst N
RTP streams by packet lost.”
Activating the Application Visibility feature can impact device performance. To minimize the potential
impact, the template allows you to select the traffic interfaces to monitor and the reports to generate.
To configure application visibility in your network:

1. (Optional) Set up WSMA on the devices to assure that the devices is configured via the WSMA
protocol, rather than CLI (for more information, see Configuring the Device using WSMA,
page 13-1). WSMA provides a more robust configuration mechanism.

2. Make sure that your devices are running an up-to-date NBAR protocol packs (see NBAR Protocol
Packs, page 13-5).

3. Estimate the potential resources impact on the device (CPU and memory) before activating
application visibility on the device (for more information, see Activating or Deactivating a
Troubleshooting Session, page 13-9).

4. Activate application visibility on the device, either by creating a template and pushing it across the
network (for more information, see Creating an Application Visibility Template, page 13-5), or by
enabling AVC on an interface from the Device Work Center (see Enabling Default Application
Visibility on an Interface, page 13-7).
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Estimating CPU, Memory and NetFlow Resources on ASR Devices

Step 1
Step 2

Step 3

Step 4

Step 5

The Device Resource Estimation (DRE) feature allows you to estimate CPU consumption, memory
usage, and NetFlow export traffic when you deploy application visibility features on an ASR device.
DRE helps you analyze the demands for these resources on ASR devices based on typical pre-defined
traffic profiles and device interface speeds.

DRE is supported on all ASRs running Cisco IOS-XE Release 15.3(1)S1 or later with one or more of
these modules installed:

e cevModuleASRI1000ESPS
e cevModuleASR1000ESP10
e cevModuleASR1000ESP20
e cevModuleASRI1001ESP

e cevModuleASR1002FESP

To estimate the resource utilization on a specific device:

Choose Operate > Operational Tools > Device Resource Estimation.
In the Interface column for the device you want estimates on, click the down arrow icon.
The list shows only those interfaces supporting Application Visibility capability.

Select Internet Profile or Enterprise Profile. The device resource estimation is based on a typical
traffic profile. Select “Internet Profile” for typical service-provider traffic, or “Enterprise Profile” for a
typical enterprise-traffic.

Select the interfaces for which you want to estimate the resource utilization.

Speeds shown are those currently configured for each interface. If you want to base the estimate on a
different speed, click Speed (Mbps) and enter a different value. The changes will be retained as long as
you continue working with Device Resource Estimation.

Click Get Estimates.

The Estimated Resource Usage graph displays the current, additional, and total usage of the CPU and
memory, along with the threshold limit for these resources. The estimated and maximum NetFlow export
traffic are also given. For devices on which AVC is already enabled, only the current and additional usage
is shown.

If resource usage is crossing threshold limits, optimize the problem device by:
e Decreasing current CPU utilization
e Increasing configured memory
e Reduce configured interface speed

e Redirecting traffic to another device

Cisco Prime Infrastructure 2.0 User Guide
m. 0L-27936 |



| Chapter13

Configuring Device Features

Configuring Application Visibility ||

NBAR Protocol Packs

The ability of the device to produce application visibility reports is based on the NBAR technology;
NBAR, or Network-Based Application Recognition, is a classification engine that recognizes and
classifies a wide variety of protocols and applications, including web-based and other
difficult-to-classify applications and protocols that use dynamic TCP/User Datagram Protocol (UDP)
port assignments.

NBAR is updated frequently to support new applications and protocols, the software update for an
NBAR is called a Protocol Pack.

Further information on NBAR protocol packs and information on how to upgrade NBAR protocol pack,
see the NBAR Protocol Packs Guide.

When you upgrade an NBAR protocol pack on the device, a corresponding Prime Infrastructure update
should be performed to update Prime Infrastructure with the supported protocols/applications on the
devices.

To achieve that there is a periodic Prime Infrastructure software update (UBF file) issues when new
protocol packs are released. Once you upgrade the NBAR protocol pack on the device, you should use
Prime Infrastructure software upgrade to make sure Prime is also updated with the latest protocols.

At every point of time the network may contain various platforms (ISR-G2/ASR) running different Cisco
10S software releases and different protocol pack releases. While we do not recommend that you have
different protocol pack releases installed on different devices reporting application visibility reports
simultaneously, Prime Infrastructure will be able to support this, by configuring only the supported
subset of protocols/applications, defined as filtering conditions in your template, on each of the devices,
when deploying an application visibility template across multiple devices running different versions of
NBAR protocol packs.

Creating an Application Visibility Template

Step 1

Step 2
Step 3
Step 4

Step 5

An application visibility monitoring policy is defined on a selected group of interfaces. When you define
the template, ensure that you have defined an interface-role object which matches the group of interfaces
on which you would like to monitor the traffic and generate netflow reports. See Creating an Interface
Role, page 13-40.

To create an Application Visibility template:

Choose Design > Feature Design > Features and Technologies > Application Visibility > AVC
Configuration.

In the Template Basic area, enter a unique name and a description in the appropriate fields.
In the Validation Criteria area, choose a device type from the list and enter the OS version.

In the Template Detail area, choose an Interface Role from the drop-down list. The interface role
designates the group of interfaces on which you can monitor the traffic and produce
Application-Visibility reports. See the Creating an Interface Role, page 13-40 section for information
about creating an interface role.

In the Traffic Statistics area, you can determine which traffic should be monitored to produce the traffic
statistics reports, select the Off radio button if you do not want to collect the statistics on data packets.

a. Select the IP address/subnets. You can generate the report only on IPv4 traffic. We recommend to
configure the required minimal set of filter.

[ oL-27936

Cisco Prime Infrastructure 2.0 User Guide ]


http://www.cisco.com/en/US/docs/ios/ios_xe/qos/configuration/guide/nbar_protocol_pack_xe.html

Chapter 13 Configuring Device Features |

W Configuring Application Visibility

Step 6

Step 7

Step 8

b. In the Advanced option, you can monitor only ingress or egress traffic or you can monitor both the
ingress and egress traffics. Select only the relevant traffic to be monitored to reduce the performance
impact on the device. Select the Direction from the drop-down list.

In the HTTP URL Visibility area, you can select the traffic that should be monitored to produce the
report. Select the Off radio button if you do not want to collect URL statistics.

a. Select the IP address/subnets. You can select a specific set of IPv4 addresses or subnets to be
monitored.

b. Select the Application from the drop-down list. You can select a specific set of applications that
should be monitored (there could be up to 32 monitored applications). By default, all of the
enterprise related http-based applications are included in the list.

c. In the Advance options, choose the Sampling Rate and Direction from the drop-down list. Choose
the report that runs only on ingress or egress traffic to reduce the performance impact on the device.
Also, change the sampling rate for the report. If you collect performance and visibility data for every
HTTP transaction, it may lead to high resource consumption on the device. Sampling is used to
optimize the resource consumption by collecting the information for “1” out of every “n” http

[ 1)

connections where “n” is the selected sampling rate.

In the Application Response Time area, you can determine the traffic that should be monitored to
produce the application response time reports. Also, optionally set a sampling option for the reports.
Select the Off radio button if you do not want to collect ART metrics.

a. Select the IP address/subnets. You can select a specific set of IPv4 addresses or subnets to be
monitored.

b. Choose the Application from the drop-down list. You can select a specific set of applications that
should be monitored (there could be up to 32 monitored applications). By default, all of TCP traffic
is monitored.

c. In the Advanced Options, choose the Sampling Rate from the drop-down list. In High scale
environments, collecting performance indicators for every TCP conversation can lead to high
resources consumption on the device. The sampling option provides the ability to further optimize
the resource consumption by collecting the performance indicators for “1” out of every “n” TCP
conversation. This advanced option can be used to activate sampling and select the sampling rate for
the tool. It is not recommended to activate sampling as activating sampling leads to less accurate
results. Sampling should be used when it is necessary to limit the resource consumption on the
devices.

a~

Note  Sampling option is not applicable for ISR-G2 routers. This option will be ignored for the
ISR-G2.

In the Voice/Video metrics area, you can determine the traffic that should be monitored to produce the
voice/video reports. Select the Off radio button if you do not want to collect the voice/video metrics.

a. Choose the IP address/subnets. You can choose a specific set of IPv4 addresses or subnets to be
monitored.

~

Note [P Filtering is not supported on the ISR-G2 router unless all UDP traffic is monitored.

b. Choose the Voice/Video Application from the drop-down list. You can choose a specific set of
applications that should be monitored (there could be up to 32 monitored applications). By default,
all RTP enterprise-related applications are monitored.
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Click Save as New Template.

Enabling Default Application Visibility on an Interface

Note

Note

Note

Step 1

From the Device Work Center, you can view the reports that are generated on each of the interfaces and
enable or disable a default Application Visibility configuration on selected interfaces.

When a device does not have an application visibility configuration deployed on it, or it has a default
application visibility configuration deployed on it (if all metrics are collected with a set of default
parameters), the Device Work Center allows you to enable or disable a default application visibility
configuration on the device by selecting interfaces on the device and enabling or disabling the default
configuration on the interfaces.

When you deploy an application visibility template to the device, the application visibility template
configuration will overwrite the default application visibility configuration that was enabled from the
Device Work Center.

The default configuration collects all the possible visibility metrics on all applicable IPv4 traffic.

The Application Visibility feature is supported on the following platforms:
e ASR platform from Cisco IOS-XE Release 15.3(1)S1 or later
¢ ISR G2 platform from Cisco IOS Release 15.2(4)M2 or later
¢ ISR G3 platform from Cisco IOS-XE Release 15.3(2)S later
e CSR platform from Cisco IOS-XE Release 15.3(2)S later

Application Visibility is configured differently on the ASR platform running Cisco IOS-XE15.3(1)S1 in
comparison to Cisco IOS-XE15.3(2)S or later releases. After an ASR platform Cisco IOS release is
upgraded from Cisco IOS-XE15.3(1)S1 to Cisco IOS-XE Releases 15.3(2)S and later, we recommend
that you reconfigure Application Visibility on those devices.

If the device does not have any AV configuration deployed on it, select one of the default Application
Visibility configuration profiles:

e Default AP for IPv4—Collects all of the possible visibility metrics on all applicable IPv4 traffic
e Default AV for IPv4+IPv6—Collects all of the possible visibility metrics on all IP traffic

If the device has already one of the default configuration deployed on it, you should be able to enable or
disable the same configuration on a selected group of interfaces.

To change the default application visibility configuration profile configured on the device, first disable
AV on all interfaces and then re-enable it on the selected interfaces with the new profile.

To enable or disable the default application visibility configuration on the specific interface:

Choose Operate > Device Work Center.
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Step 2
Step 3
Step 4

After choosing the device from list, click Configuration. The Feature Configuration pane appears.
Expand the Application Visibility folder and choose Interfaces.
Do one of the following:

e To activate the default application visibility configuration, select one or more interfaces, then click
Enable Default AVC. When you enable application visibility on a device that does not have any
application visibility configuration deployed on any of its interfaces, choose either the IPv4 profile
or the IPv4+IPv6 profile.

¢ To disable the default application visibility configuration, select one or more interfaces, then click
Disable Default AVC.

Application Visibility Troubleshooting Sessions

A

You can collect application visibility data on every flow that goes through the monitored interface.
However, because this can have a significant impact on the device performance, application visibility
data is collected in an aggregated manner. To further troubleshoot specific flows, you can activate the
Application Visibility troubleshooting sessions on the device. The sessions are activated on specific
interfaces and on specific traffic. They allow you to collect the non aggregated information on a
flow-based level that supplies a raw-netflow report in Prime Infrastructure. This information can be used
later to analyze specific flows.

The Application Visibility Troubleshooting feature allows you to:
e Create and activate a troubleshooting session on a specific interface

e Deactivate and delete a troubleshooting session on a specific interface

Caution

~

Note

Step 1
Step 2
Step 3

To avoid overloading the server, we recommend that you configure no more than ten active
troubleshooting sessions. Application troubleshooting is not supported on the ISR-G2 platforms.

Troubleshooting sessions are configured differently on the ASR platform running Cisco IOS-XE Release
15.3(1)S1 in comparison to Cisco IOS-XE Release15.3(2)S or later releases. After, an ASR platform
Cisco IOS Release is upgraded from Cisco IOS-XE Release 15.3(1)S1 to Cisco IOS-XE Release
15.3(2)S or later, we recommend that you deactivate and reactivate active troubleshooting sessions on
those devices.

To troubleshoot Application Visibility:

Choose Operate > Application Troubleshooting.
In the AVC Troubleshooting Session page, click Add and enter a Session Name.

In the Source/Destination IPs field, click Edit, and choose the source and destination IP addresses from
the drop-down list. You can select the IP traffic and collect Application Visibility troubleshooting
information for that specific IP traffic. The options are: on all IPv6 traffic or on all IPv4 traffic or on
specific IPv4 addresses/subnets. Also, you can select a list of IP constraint pairs. Each such pair
designates a bi-directional symmetric condition on the source and destination IPs of the traffic. For
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Step 5
Step 6
Step 7
Step 8
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Step 10
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example, the pair: Any IPv4 <=> IPv4 subnet 192.168.0.0/16 matches all of the flows from
192.168.0.0/16 to any other IP and vice-versa (all of the flows from any IP address to 192.168.0.0/16).
You can add multiple pair conditions.

To add more IP constraints in the format of IP source/destination pairs, click the + icon in the Select
Source Destination dialog box.

The IP addresses on both sides of the pairs should be of the same IP version.

Click OK.
Choose the device from the Device Table list.
Choose the interface from the Interface Table list.

Choose the application from the object selector dialog box. When you choose the applications, you can
have a combination of Categories, Sub-categories, Encrypted Applications, and Tunneled Applications
from the available list. A maximum of 32 applications or categories or attributes can be selected.

Click Save to automatically activate the session.

After the troubleshooting session is activated, click Launch Report to generate the Raw NetFlow report.

Activating or Deactivating a Troubleshooting Session

Step 1
Step 2
Step 3

You can activate an inactive troubleshooting session or deactivate an existing troubleshooting session.

To activate or deactivate a troubleshooting session:

Choose Operate > Operational Tools > Application Troubleshooting.
Choose a troubleshooting session from the list and click Activate or Deactivate.

Click Save.

Editing or Deleting a Troubleshooting Session

Step 1
Step 2

A

You can edit or delete an inactive troubleshooting session. (To edit or delete an active session, you must
deactivate it first.)

To edit or delete a troubleshooting session:

Choose Operate > Operational Tools > Application Troubleshooting.
Do either of the following:

a. Choose a session from the list and click Edit.

Caution

To avoid overloading the server, we recommend that you configure no more than ten active
troubleshooting sessions.
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b. Edit and save the troubleshooting session, then click Activate.

c. To delete a troubleshooting session, choose a session from the list and click Delete.

Creating a VPN Component Template

This section describes how to create various VPN component template.

Creating an IKE Policies Template

Step 1 Choose Design > Feature Design > Features and Technologies > Security > VPN Components > IKE
Policies.

Step2 In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

Step3  In the Validation Criteria area, choose a Device Type from the drop-down list and enter the OS version.
For more information about the required field descriptions, see the Cisco Prime Infrastructure 2.0
Reference Guide.

Step4  Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating an IKE Settings Template

Step1  Choose Design > Feature Design > Features and Technologies > Security > VPN Components > IKE
Settings.

Step2 In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

Step3  In the Validation Criteria area, choose a device type from the drop-down list and enter the OS version.
For more information about the required field descriptions, see the Cisco Prime Infrastructure 2.0
Reference Guide.

Step4  Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating an IPsec Profile Template

Step 1 Choose Design > Feature Design> Features and Technologies > Security > VPN Components >
IPSec Profile.
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Creating a VPN Component Template

In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

In the Validation Criteria area, choose a device type from the drop-down list and enter the OS version.

In the Template Detail area, click Add Row and enter the required information. A transform set
represents a certain combination of security protocols and algorithms. During the IPSec negotiation, the
peers agree to use a particular transform set for protecting a particular data flow. A transform set
describes a particular security protocol with its corresponding algorithms. For more information about
the required field descriptions, see the Cisco Prime Infrastructure 2.0 Reference Guide.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating a Preshared Keys Template

Step 1

Step 2

Step 3
Step 4
Step 5

Choose Design > Feature Design > Features and Technologies > Security > VPN Components >
Pre-shared Keys.

In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

In the Validation Criteria area, choose a Device Type from the drop-down list and enter the OS Version.
In the Template Detail area, click Add Row and enter the required information.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating RSA Keys Template

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Choose Design > Feature Design > Features and Technologies > Security > VPN Components >
RSA Keys.

In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

In the Validation Criteria area, choose a device type from the drop-down list and enter the OS version.
In the Template Detail area, click Add and enter the required information.
Select the Exportable box to generate RSA as an exportable key, then click OK.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.
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Creating a Transform Sets Template

Step 1

Step 2

Step 3
Step 4

Step 5

Choose Design > Feature Design > Features and Technologies > Security > VPN Components >
Transform Sets.

In the Template Basic area, enter a name, description, and tag for your template in the appropriate text
boxes.

In the Validation Criteria area, choose a device type from the drop-down list and enter the OS version.
In the Template Detail area, click Add Row and enter the required information.

~

Note  The ESP encryption algorithm is used to encrypt the payload, and the integrity algorithm is used
to check the integrity of the payload.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Configuring an Easy VPN Server

Cable modems, xDSL routers, and other forms of broadband access provide high-performance
connections to the Internet, but many applications also require the security of VPN connections that
perform a high level of authentication and that encrypt the data between two particular endpoints.
However, establishing a VPN connection between two routers can be complicated and typically requires
tedious coordination between network administrators to configure the VPN parameters of the two
routers.

The Cisco Easy VPN Remote feature eliminates much of this tedious work by implementing Cisco Unity
Client Protocol, which allows most VPN parameters to be defined at a Cisco IOS Easy VPN server. This
server can be a dedicated VPN device; for example, any of the following:

e Cisco VPN 3000 concentrator
e Cisco PIX Firewall
e Cisco IOS router that supports the Cisco Unity Client Protocol

After the Cisco Easy VPN server is configured, a VPN connection is created with minimal configuration
on an Easy VPN remote, such as a Cisco 800 series or 2800 series router. When the Easy VPN remote
initiates the VPN tunnel connection, the Cisco Easy VPN server pushes the IPsec policies to the Easy
VPN remote and creates the corresponding VPN tunnel connection.

Creating an Easy VPN Server Proxy Setting Template

The Easy VPN Server Proxy feature allows you to specify the settings for Easy VPN clients. Using this
feature, you do not have to manually modify the proxy settings of the web browser when you connect to
the corporate network using the Cisco IOS VPN client or manually revert the proxy settings when you
disconnect from the network.

To create an Easy VPN Server Proxy template:
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Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Configuring an Easy VPN Server Il

Choose Design > Feature Design.

From the Features and Technologies folder, expand the Security subfolder, then click Easy VPN
Server Proxy Setting.

Enter the basic template information.
From the Device Type drop-down list, choose Routers.

In the Template detail area enter a name, and choose the settings that you want to associate with the
group.

Choose the No Proxy Server option or Automatically Detect Proxy Settings option if you want the clients
in this group to automatically detect a proxy server when they use the VPN tunnel.

Choose the Manual Configuration option to manually configure a proxy server for clients in this group.
If you choose this option, you should manually configure a proxy server.

Check the Bypass proxy server for local addresses check box to prevent the clients from using the
proxy server for local (LAN) addresses.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating an Easy VPN Remote Template

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7
Step 8
Step 9

The Cisco Easy VPN Remote feature eliminates much of this tedious work by implementing Cisco Unity
Client Protocol, which allows most VPN parameters to be defined at a Cisco IOS Easy VPN server.

Before You Begin
Create an ACL template and publish the ACL template.

To create a Easy VPN Remote template:

Choose Design > Feature Design.

From the Features and Technologies folder, expand the Security subfolder, then click Easy VPN
Remote.

Enter the basic template information.
From the Device Type drop-down list, choose Routers.

In the Easy VPN Remote Interface Configuration area, enter the required information.For more
information about the required field descriptions, see the Cisco Prime Infrastructure 2.0 Reference Guide.

In the Easy VPN Remote connection characteristics area, enter the required information.For more
information about the required field descriptions, see the Cisco Prime Infrastructure 2.0 Reference Guide.

~

Note If you enable identical addressing, you must first configure Easy VPN Remote in network
extension mode.

In the Remote Authentication Mechanisms area, choose the authentication method.
In the Remote Firewall Settings area, set the firewall settings for the Easy VPN Remote connection.

Click Save As New Template.
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Step 10
Step 11
Step 12

Step 13

Step 14

Navigate to the My Templates folder and choose the template that you just saved.
Click the Publish icon at the top-right corner, then click OK.

Create a composite template (Creating Composite Templates), and add the ACL and Easy VPN Remote
templates to the composite template.

Use the arrows buttons to arrange the templates in the order in which they should be deployed to the
devices. For example, to create an ACL and associate it with an interface, put the ACL template first,
followed by the EasyVPN Remote template.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating an Easy VPN Server Template

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

The Easy VPN Server feature introduces server support for the Cisco VPN software client Release 3.x
and later and Cisco VPN hardware clients (such as the Cisco 800, Cisco 900, Cisco 1700, VPN 3002,
and PIX 501 devices). Using IP Security (IPsec), Easy VPN Server allows a remote end user to
communicate with any Cisco I0S Virtual Private Network (VPN) gateway. Also, centrally managed
IPsec policies are pushed to the client device by the server and helps the end user to minimize the
configuration.

Before You Begin

Do the following:
e Create AAA method list for the group and the user by using the CLI template
e Create an IPsec Profile template
e If you will use Crypto Map, create a Transform Set template

¢ (Optional) Create a CLI template for RADIUS server group creation or configure the RADIUS
server while creating the AAA method list

e (Optional) Create an ACL template for the split tunnel ACL in the ISAKMP Group configuration
e Create a Browser Proxy template for ISAKMP group configuration

To create an Easy VPN Remote template:

Choose Design > Feature Design.

Under the Features and Technologies folder, expand the Security subfolder, then click Easy VPN
Server.

Enter the basic template information.
From the Device Type drop-down list, choose Routers.

In the Interface Configuration area, choose the configuration methods and complete the fields of the
interface that is configured on the device.

In VPN Components Assembly area, enter the Transform Set profile name that you created in the
Transform Set template (Configuring Transform Sets) and complete the fields in this area.

In the Group Authorization area, enter the Method List profile name that you created in the CLI template
and complete the fields in this area.
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Step 8

Step 9
Step 10

Step 11

Step 12

Step 13

Step 14

Configuring an Easy VPN Server Il

In the User Authorization area, enter the same Method List profile name that you created in the CLI
template, and complete the fields in this area.

In the ISAKMP Group configuration area, click Add Row to add the ISAKMP Group configuration.

In the ISAKMP Group configuration dialog box, enter the ACL profile name that you created in the ACL
template and the Browser Proxy profile name that you created in the Browser Proxy template, and
complete the fields in this area.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Create a composite template (Creating Composite Templates) and add the AAA Method List and Radius
server, IPsec Profile (Creating an IPsec Profile Template), ACL Browser Proxy (Creating an Easy VPN
Server Proxy Setting Template), and Easy VPN_ Remote templates in the composite template.

Using the arrow icons to arrange the templates in a order in which they should be deployed to the devices.
For example, to create an ACL and associate it with an interface, arrange the ACL template first,
followed by the EasyVPN_Remote template.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Creating a GSM Profile Template

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

To create a GSM Profile template:

Click Design > Feature Design.

From the Features and Technologies folder, expand the Interface subfolder, then choose Cellular >
GSM Profile.

Enter the basic template information.
From the Device Type drop-down list, choose Routers.

In the Template Detail area, enter an Access Point Name and select a profile number from the drop-down
list.

Choose the type of authentication that your service provider uses. (CHAP authentication is more secure
than PAP authentication.)

Enter the user name given to your by your ISP or your network administrator, and enter a password.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Click OK.

Creating a Cellular Profile Template

To create a Cellular Profile template:
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~

Note
Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

To deploy the Cellular Profile template on any GSM HSPA, HSPA+R7, and LTE-Verizon modem, you
should have the GSM profile (Creating a GSM Profile Template) created on the router.

Choose Design > Feature Design.

From the Features and Technologies folder, expand the Interface subfolder, then choose Cellular >
Cellular Profile.

Enter the basic template information.
From the Device Type drop-down list, choose Routers.

In the Template Detail area, define the interface as Primary WAN Interface or Backup WAN Interface
and complete the fields.

In the Dialer Configuration area, choose Yes to enable the persistent data connection and complete the
fields.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Click OK.

Redirecting HTTP and HTTPS Traffic

ScanSafe Software as a Service (SaaS) Web Security allows you to scan the content of HTTP and HTTPS
traffic. When ScanSafe Web Security is integrated with a router, selected HTTP and HTTPS traffic is
redirected to the ScanSafe cloud for content scanning and malware detection.

When Cisco Integrated Services Router (ISR) Web Security with Cisco ScanSafe is enabled and the ISR
is configured to redirect web traffic to ScanSafe, the Integrated Services Router (ISR) transparently
redirects HTTP and HTTPS traffic to the ScanSafe proxy servers based on the IP address and port. You
can configure the ISR to relay web traffic directly to the originally requested web server without being
scanned by ScanSafe.

Whitelisting Traffic

You can configure the ISR so that some approved web traffic is not redirected to ScanSafe for scanning.
When you bypass ScanSafe scanning, the ISR retrieves the content directly from the originally requested
web server without contacting ScanSafe. When ISR receives the response from the web server, it sends
the data to the client. This is called whitelisting traffic.

See the Cisco ISR Web Security with Cisco ScanSafe Solution Guide for more information about
ScanSafe.

Creating a ScanSafe Template

To create a ScanSafe template, you must specify:
e The ScanSafe server and interface information
e  Whitelist information

To create a ScanSafe template:
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Step 1
Step 2
Step 3
Step 4

Step 5

Configuring Interfaces

Choose Design > Feature Design > Features and Technologies > Security > ScanSafe.
In the Template Basic area, enter a name and a description in the appropriate fields.
In the Validation Criteria area, choose a device type from the list and enter the OS version.

In the Template Detail area, enter the required information. For more information about the required
field descriptions, see the Cisco Prime Infrastructure 2.0 Reference Guide.

Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Configuring Interfaces

The Interfaces feature helps in setting up physical and logical interfaces. Physical interfaces on a device
depend on the device type and its interface processors or port adapters. IPv4 addressing is supported for
all interfaces including service modules such as WAN, LAN, and logical interfaces. The following
interfaces are supported in this release:

WAN Interfaces
e Configuring a Serial Interface, page 13-17

e Configuring POS Interface, page 13-18
e Configuring a Service Module, page 13-18
e Configuring Controllers, page 13-19

LAN Interfaces
¢ Creating a Gigabit Ethernet or Fast Ethernet Interface, page 13-20

Logical Interfaces

e C(Creating a Loopback Interface, page 13-20
e C(Creating a VLAN Interface, page 13-20
e Creating a Tunnel Interface, page 13-21

e Creating a Virtual Template Interface, page 13-22

Configuring a Serial Interface

Step 1
Step 2
Step 3
Step 4
Step 5

To edit or delete the Serial interface:

Choose Operate > Device Work Center.

After choosing the device from list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

In the Interface page, select the serial interface in the Interface Summary area and click Edit.

In the Create or Edit Serial Interface page, enter the basic configuration information.
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Step 6

Note

Step 7
Step 8

Note

Step 9
Step 10
Step 11

Select the encapsulation type as High Level Data Link Control (HDLC) or Point-to-Point Protocol
(PPP) or Frame Relay. Use the Advance Configuration area to configure the encapsulations.

For controller-based serial interfaces, only interface configurations are supported.

Enter an IPv4 address.

For Frame Relay encapsulation, use the IETF option to connect to non-Cisco routers. (The Autosense
feature is supported only on Frame Relay.)

The Autosense feature allows the router to detect the LMI type that is being used, by communicating
with the switch and then uses the same type of LMI.

For PPP encapsulation, specify the CHAP and PAP configurations with directions.
Click Save. The Interface Summary page displays the modified interfaces.

Click Save / Deploy to save the changes in the device.

Configuring POS Interface

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Step 9
Step 10

Step 11

To edit and delete the POS interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

In the Interface page, select the POS interface from the Interface Summary area and click Edit.

In the Create or Edit POS Interface page, enter the basic configuration information.

Check the Enable SPE Scrambling check box to enable the SPE scrambling.

Check the Send LAIS when Shutdown check box to send the Line Alarm Indication Signal (LAIS)
when the POS interface is in administrative shut down state.

Select the encapsulation type as HDLC or PPP or Frame Relay and use the Advance Configuration area
to configure the encapsulations.

Enter an IPv4 address.

In the Advanced Configuration area, select the alarm reporting and alarm reporting threshold options to
receive alarms when there is any event.

Repeat Step 9 through Step 11 in the Configuring a Serial Interface area.

Configuring a Service Module

To edit or delete the Service Module interface:
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Configuring Interfaces

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Select the service module interface from the Interface Summary area and click Edit.

In the Fast Ethernet interface pane, complete the basic configuration information.

Click OK to save the changes in the device.

Configuring Controllers

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

To create or edit the DSL, SHDSL, and VDSL controllers interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Select the DSL, SHDSL or VDSL controller from the interface summary area and click Edit.

In the Edit Controller page, enter the required information.

Click OK. After you configure the controller, you must configure the DSL, SHDSL or VDSL
subinterface.

To configure the DSL subinterface, select an ATM interface in the Interface Summary page, and click
Add Subinterface.

a. In the Create ATM Sub Interface page, choose the encapsulation from the drop-down list.
b. Configure the Permanent Virtual Circuit (PVC) settings.

c. Select a dialer to be associated to the ATM subinterface by using the Create or Associate dialer
options.

d. Click OK.

To configure the SHDL subinterface, select a SHDSL interface in the Interface Summary page, and click
Add Subinterface.

a. In the Create SHDSL subinterface page, add the DSL Group and select the DSL pair.
b. Choose the Group Type from the drop-down list.
c. Click OK.

To configure the VDSL subinterface, select a VDSL interface in the Interface Summary area, and click
Add Subinterface.

a. In the Create VDSL subinterface page, choose the Operating Mode from the drop-down list.
b. Check the Annex A mode check box.
c. Click OK.
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Creating a Gigabit Ethernet or Fast Ethernet Interface

To create a Gigabit Ethernet or Fast Ethernet interface:

Step1  Choose Operate > Device Work Center.

Step2  After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
Step3  In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Step4  Select the Gigabit Ethernet or Fast Ethernet in the Interface Summary area, and click Edit.

Step5  In the Edit Ethernet Interface, complete the basic configuration information.

Step6  Choose the Primary IP address from the drop-down list.

Step7  Click Add Row and add the Secondary IP address.

Step8  Click OK to save the changes in the device.

Creating a Loopback Interface

To create a Loopback interface:

Step 1 Choose Operate > Device Work Center.

Step2  After choosing the device from the list, click Configuration. The Feature Configuration panel appears.
Step3  In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Stepd  On the Interface page, choose Add Logical Interface > Loopback.

Step5  In the Create or Edit Loopback Interface area, enter the basic configuration information.

Step6  Enter an [Pv4 address.

Step7  Click OK.

Step8  Click Save / Deploy to save the changes in the device.

Creating a VLAN Interface

To create a VLAN interface:

Step 1 Choose Operate > Device Work Center.

Step2  After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
Step 3 In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Step4  In the Interface page, click Add Logical Interface > VLAN.

Step5  In the Create or Edit VLAN Interface page, complete the basic configuration information.

Step6  Choose the Primary IP address from the drop-down list.

Step7  Click Add Row and add the Secondary IP address.

Cisco Prime Infrastructure 2.0 User Guide
m. 0L-27936 |




| Chapter13

Configuring Device Features

Step 8

Configuring Interfaces

Click OK to save the changes in the device.

Editing a VLAN Interface

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

To edit the VLAN interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Select the VLAN interface from the Interface Summary area, and click Edit.

In the Create or Edit VLAN Interface page, complete the basic configuration information.

Choose the Primary IP address from the drop-down list.

Click Add Row and add the Secondary IP address.

Click OK to save the changes in the device.

Creating a Tunnel Interface

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

To create a Tunnel interface:

Choose Operate > Device Work Center.

Choose the device from the list or click Add to create a new device, then configure the device.
After choosing the device, choose Configuration. The Feature Configuration panel appears.
Expand the Interface folder, then choose the Interfaces.

In the Interface page, choose Add Logical Interface > Tunnel.

In the Create or Edit Tunnel Interface page, complete the basic configuration information.
Choose the Primary IP address from the drop-down list.

Click Add Row and add the Secondary IP address.

Click OK to save the changes in the device.

Editing an Existing Tunnel Interface

Step 1
Step 2
Step 3

To edit a Tunnel interface:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

[ oL-27936

Cisco Prime Infrastructure 2.0 User Guide ]



Chapter 13 Configuring Device Features |

M Configuring Interfaces

Step 4
Step 5
Step 6
Step 7
Step 8

Select the Tunnel interface in the Interface Summary page, and click Edit.

In the Create or Edit Tunnel Interface page, complete the basic configuration information.
Choose the Primary IP address from the drop-down list.

Click Add Row and add the Secondary IP address.

Click OK to save the changes in the device.

Creating a Virtual Template Interface

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

To create a Virtual Template interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

In the Interface page, click Add Logical Interface Virtual Template.

In the Create or Edit Virtual Template Interface page, complete the basic configuration information.
Choose the Primary IP address from the drop-down list.

Click Add Row and add the Secondary IP address.

Click OK to save the changes in the device.

Editing an Existing Virtual Template Interface

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

To edit a Virtual Template interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Interfaces.

Select the Virtual Template interface in the Interface Summary page, and click Edit.

In the Create or Edit Virtual Template Interface page, complete the basic configuration information.
Choose the Primary IP address from the drop-down list.

Click Add Row and add the Secondary IP address.

Click OK to save the changes in the device.
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Configuring Cellular WAN Interfaces

The Cisco ISRs provide a third-generation (3G) wireless interface that can be used over GSM and Code
Division Multiple Access (CDMA) networks. Its primary application is WAN connectivity as a backup
data link for critical data applications. However, the 3G wireless interface can also function as the
primary WAN connection for the router. The 4G wireless interface is supported only on the 4G-LTE-V
modem.

Configuring a CDOMA Interfaces

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

To configure a CDMA interface:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
In the Feature Configuration pane, expand the Interface folder, then click Cellular WAN Interfaces.
For a CDMA Sprint modem:

a. Select a cellular interface with CDMA Sprint modem, and click Manage Modem.

b. Inthe Manage Modem dialog box, select the OMA-DM or Manual radio button. If you choose the
Manual option, complete the fields to manually configure the CDMA Sprint modem, then click OK.

For a CDMA Verizon modem:

a. Select a cellular interface with CDMA Verizon modem, and click Manage Modem.

b. In the Manage Modem dialog box, enter the Account Activation Information, then click OK.
For a CDMA Generic modem:

a. Select a cellular interface with CDMA Generic modem, and click Manage Modem.

b. Inthe Manage Modem dialog box, complete the fields to configure the CDMA Generic Modem, then
click OK.

Configuring a GSM Interfaces

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

To configure a GSM interface:

Choose Operate > Device Work Center.

Choose the device from the list or click Add to add a new device, then configure the device.
After choosing the device, click Configuration. The Feature Configuration pane appears.
Expand the Interface folder, then choose Cellular WAN Interfaces.

Select the GSM interface and click Manage Modem.

In the Manage Modem dialog box, click Add Row.

Choose the Profile Number from the drop-down list, and enter the Access Point Name, then click OK.
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Configuring Network Address Translation (NAT)

NAT Types

Network Address Translation (NAT) is a process where a network device, usually a firewall, assigns a
public address to a computer (or group of computers) inside a private network. NAT helps to limit the
number of public IP addresses used by an organization or company, for both economy and security
purposes.

The NAT feature allows organizations to resolve the problem of IP address depletion when they have
existing networks and need to access the Internet. NAT allows the IP network of an organization to use
different IP address space for the outside network. Thus, NAT allows an organization that does not have
globally routable addresses to connect to the Internet by translating those addresses into globally
routable address space. NAT also allows a more graceful renumbering strategy for organizations that are
changing service providers or voluntarily renumbering into Classless Inter Domain Routing (CIDR)
blocks. NAT is described in RFC 1631.

A router configured with NAT will have at least one interface to the inside network and one to the outside
network. In a typical environment, NAT is configured at the exit router between a subdomain and a
backbone. When a packet leaves the domain, the NAT translates the locally significant source address
into a globally unique address. When a packet enters the domain, NAT translates the globally unique
destination address into a local address. If more than one exit point exists, each NAT must have the same
translation table. If NAT cannot allocate an address because it has run out of addresses, it drops the
packet and sends an Internet Control Message Protocol (ICMP) host unreachable packet.

For more information on NAT, see IP Addressing: NAT Configuration Guide, Cisco IOS XE Release 3S.

NAT operates on a router—generally connecting only two networks together—and translates your
private (inside local) addresses within the internal network, into public (inside global) addresses before
any packets are forwarded to another network. This functionality gives you the option to configure the
NAT so that it will advertise only a single address for your entire network to the outside world. Doing
this effectively hides the internal network from the world, giving you additional security.

NAT types include:

e Static Address Translation (SAT) —Allows one-to-one mapping between local and global
addresses.

e Dynamic Address Translation (DAT)—Maps unregistered IP addresses to registered IP addresses
from a pool of registered IP addresses.

e Overloading—A form of dynamic NAT that maps multiple unregistered IP addresses to a single
registered IP address (many to one) using different ports. This method is also known as Port Address
Translation (PAT). With PAT, thousands of users can be connected to the Internet using only one real
global IP address.

Configuring NAT for IP Address Conservation

To configure NAT, perform the following steps:

1. Creating NAT IP Pools (required for Dynamic NAT)
2. Create an ACL template and configure the ACL

3. Creating NAT44 Rules
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4. Configuring Interfaces and assign rules on them

5. Setting Up NAT MAX Translation (Optional)

The NAT feature is supported on the following: ASR platform from Cisco IOS Release 3.5 or later and
ISR platform from Cisco IOS Release 12.4(24)T or later.

Caution

CLI changes that begin with “EMS_" are not supported and might cause unexpected behavior.

Creating NAT IP Pools

Step 1
Step 2
Step 3

Step 4

Note

Step 5
Step 6

Step 7

The IP Pool is a device object that represents IP ranges to be used with Dynamic NAT. The NAT IP Pools
feature allows you to create a new pool that can be used with Dynamic NAT, change the existing pool,
and delete the pool from the device.

To create an IP pool:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security, expand the NAT subfolder, and then click IP
Pools. The NAT Pools page appears.

Click Add IP Pool > IP+Prefix or IP Range + Prefix, and enter the Name, IP Address/Range, Prefix
Length, and Description. You cannot change the name of the pool after creating the pool.

A valid IPv4 address consists of 4 octets separated by a period (.).

Click SAVE to deploy the IP pool to the device, or CANCEL to cancel your editing.
To edit the existing IP Pool, in the NAT IP Pools page do the following:
a. Click in the selected IP Pools parameters row, and edit the parameters. or

b. Select the IP Pools, and click Edit. The selected IP Pools opens for editing. You can edit all of the
parameters except the pool name.

Click SAVE to deploy the changes to the device.

Creating NAT44 Rules

The NAT44 feature allows you to create, delete, and change NAT44 rules.
There are three types of NAT rules:

e Static

e Dynamic

¢ Dynamic PAT
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Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

To create the NAT44 rule:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security, expand the NAT subfolder, and then click
NAT44 Rules.

In the NAT 44 page, click the down arrow icon next to the Add NAT Rule button.

¢ Click Static to create Static Rule. For a description of the elements, see the Cisco Prime
Infrastructure 2.0 Reference Guide.

¢ Click Dynamic to create Dynamic NAT Rule. For a description of the elements, see the Cisco Prime
Infrastructure 2.0 Reference Guide.

¢ Click Dynamic PAT to create Dynamic PAT Rule. For a description of the elements, see the Cisco
Prime Infrastructure 2.0 Reference Guide.

Click Save to save and deploy the changes to the device.
To edit the existing NAT44 rule in the NAT44 page, do one of the following:
¢ Click the selected NAT44 rules parameters row, and edit the parameters.

e Select the NAT44 rule, and click Edit. The selected NAT44 rule opens for editing. You can edit all
of the parameters.

You can change the Source and Destination according to the creation rules. You can also change the
Options selection according to the creation rules.

Click Save to save the changes in the server.

Configuring Interfaces

Step 1
Step 2
Step 3

Step 4

A virtual interface is a logical interface configured with generic information for a specific purpose or for
specific users, plus router-dependent information.

To configure a virtual interface:

Choose Operate > Device Work Center.
After choosing the device from list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security, expand the NAT subfolder, and then click
Interfaces.

In the Interface page, select the interface that you want to change and choose the association from the
drop-down list. The options are: Inside, Outside, and None.

Click Save to save the changes in the server.

Cisco Prime Infrastructure 2.0 User Guide
m. 0L-27936 |


http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/2.0/reference/guide/prime_infr_ref.html

| Chapter13  Configuring Device Features
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Setting Up NAT MAX Translation

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

The NAT MAX Translation feature provides the ability to limit the maximum number of concurrent NAT
operations on a router. In addition, the NAT MAX feature gives users additional control to use the NAT
addresses. The Rate Limiting NAT Translation feature can be used to limit the effects of viruses, worms,
and denial-of-service attacks. For more information on Configuring the Rate Limiting NAT Translation
Feature, see Configuring NAT for IP Address Conservation in IP Addressing: NAT Configuration Guide,
Cisco 10S XE Release 3S.

The NAT MAX Translation feature allows you to reset the global translation attribute values.

To set up the MAX Translation:

Choose Operate > Device Work Center.
Choose the device from the list or click Add to create a new device, then configure the device.
After choosing the device, click Configuration. The Feature Configuration pane appears.

Expand the Security, expand the NAT subfolder, and then click Advanced Settings > Max.
Translation.

Reset the parameter values. Configure the maximum number of NAT entries that are allowed for all of
the parameters. A typical range for a NAT rate limit is from 100 to 300 entries.

Click Save to save the changes in the server.

Configuring DMVPN

The DM VPN feature allows you to scale large and small IP Security (IPsec) VPNs by combining generic
routing encapsulation (GRE) tunnels, IPsec encryption, and Next Hop Resolution Protocol (NHRP).

A typical VPN connection is a point-to-point IPsec tunnel connecting two routers. DM VPN enables you
to create a network with a central hub that connects other remote routers, referred to as spokes, using a
GRE over an IPsec tunnel. IPsec traffic is routed through the hub to the spokes in the network.

See Dynamic Multipoint IPsec VPNs (Using Multipoint GRE/NHRP to Scale IPsec VPNs) for more
information about DM VPN (requires a Cisco.com login ID).

Cisco Network Control System allows you to configure your router as a DMVPN hub, DMVPN spoke
or cluster. You can configure the router in the following ways:

e Configuring Hub and Spoke Topology, page 13-29
e Configuring a DMVPN Fully Meshed Topology, page 13-29
e Configuring a Cluster Topology, page 13-30

Creating a DMVPN Tunnel

Step 1
Step 2

To create a DM VPN tunnel:

Choose Operate > Device Work Center.

After choosing the device from the list, click Configuration. The Feature Configuration pane appears.
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Step 3
Step 4
Step 5

Step 6
Step 7

Note

Note

Step 8
Step 9

Step 10
Step 11
Step 12

Step 13

Note
Step 14

Step 15

Step 16

In the Feature Configuration pane, expand the Security folder, and then click DMVPN. Click Add to
create the DMVPN.

In the Device Role and Topology Type area, select the topology and the device role. The options are:
Spoke, Hub, and Dynamic Connection between Spokes.

In the Multipoint GRE Interface Information area, choose the WAN interface that connects to the
Internet from the drop-down list.

Enter the IP address of the Tunnel Interface, and Subnet Mask.

Complete the fields in the NHRP and Tunnel Parameters area.

The Network ID is a unique 32-bit network identifier from a Non Broadcast Multiaccess (NBMA)
network. The tunnel key is used to enable a key ID for a particular tunnel interface. The MTU size of IP
packets that are sent on a particular interface.

The default MTU value for Ethernet and the serial interface is 1500. The default value varies depending
upon the media type. The Tunnel throughput delay is used to set the delay value for a particular interface.

In the Encryption policy field, click the anchored plus button (+) to add the Transform Set Profile (see
Security > VPN Components > Transform Sets in the Cisco Prime Infrastructure 2.0 Reference Guide).

In the Transform Set Profile dialog box, enter the Name and choose the acceptable combination of
security protocols and algorithm from the drop-down list to configure the transform set.

Choose the IP Compression check box to enable the IP compression for the transform set.
Choose the mode for the transform set. The options are: Tunnel mode or Transport mode.

In the NHS Server Information area, enter the IP address for the physical interface of the hub and tunnel
and the Fallback Time. If the device supports the cluster then add the next hop server information, such
as Cluster ID, Max Connection, Hub IP address, and Priority.

~

Note  The NHS server information is required only for spoke configuration. If you check the Use
Cluster for NHS check box, add the information, such as Cluster ID, Max Connection, and Next
Hub Server. The template with the NHS cluster configuration will be applied only to the device
running Cisco [0S Software Release 15.1(2)T or later.

In the Routing Information area, choose the routing information. The options are: EIGR, RIPV2, and
Other.

The routing information is required only for hub configuration.

Choose the existing EIGRP number from the drop-down list or enter an EIGRP number. Use the Other
option to configure the other protocols.

Click Save to save the single NHS server entry details and the priority of the server, save the entire group
of server, and save the NHS cluster information. when you save the NHS cluster information, the NHS
server will be populated in the non-editable field.

Click OK to save the configuration to the device.
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Configuring Hub and Spoke Topology

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

To configure the hub and spoke topology:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then click DMVPN. Click the Add
button to create the DMVPN tunnel.

In the Device Type and Topology area, choose Hub and Spoke as the topology, and select either Hub or
Spoke as a device role.

Choose the WAN interface from the drop-down list, and then configure the Multipoint GRE IP Address
and the subnet mask for the tunnel interface.

Configure the NHRP and the Tunnel Interface parameters, such as the IP address, NHRP parameters and
map, MTU value, Source of the Tunnel, Tunnel Mode, and Tunnel Key.

Create the transform-set for protecting the data flow between the devices. You can specify up to four
transforms: One Authentication Header (AH), one Encapsulating Security Payload (ESP) encryption,
one ESP authentication, and one compression. These transforms define the IPsec protocols and the
algorithms.

Configure the routing protocol to be used.

Click Save to save the configuration to the device.

Configuring a DMVPN Fully Meshed Topology

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

The dynamic spoke-to-spoke option allows you to configure a DM VPN fully meshed topology. In this
topology, you can configure the router as a spoke, capable of establishing a directIPsec tunnel to other
spokes in the network.

To configure a DMVPN Fully Meshed topology:

Choose Operate > Device Work Center.
Choose the device from the list or click Add to create a new device, then configure the device.
After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Security folder, and then click DMVPN. Click the Add to create the DMVPN tunnel with
fully meshed topology.

In the Create DM VPN Tunnel configuration page, select the Full Mesh radio button to configure the
network type as full mesh topology.

Repeat Step 6 through Step 8 in the Configuring Hub and Spoke Topology section.

For Fully Mesh spoke topology, in the NHS Server Information area, add the next hub server
information, such as the IP Address of Hub's physical interface and the IP address of Hub's tunnel
interface.

Click Save to save the configuration to the device.
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Configuring a Cluster Topology

Step 1
Step 2
Step 3

Step 4

Step 5

Note

Step 6

Step 7
Step 8

Step 9
Step 10

To configure a cluster topology:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

Feature Configuration pane, expand the Security folder, and then click DMVPN. Click Add to create
the DMVPN tunnel.

From the Create DMVPN Tunnel configuration page, select Spoke radio button to configure the device
role as a spoke.

Repeat Step 6 through Step 8 from in the Configuring Hub and Spoke Topology section.

The device must be running IOS version of 15.1(2)T or later.

Click Add Row to configure the cluster related information, and add the Cluster-ID and Maximum
Connection values.

Click Expand Row (next to the radio button) and click Add Row to add the NHS server information.

Enter the NHS server, the GRE Tunnel IP addresses, and the Priority of this NHS server. Click Save to
save the NHS server entry configuration.

Click Save to save the NHS server group information.

Click Save again to save the NHS group information with the cluster configuration. This will
automatically populate the NHS server IP address in the table.

Editing a DMVPN

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

To edit a DM VPN tunnel:

Choose Operate > Device Work Center.

Choose the device from the list or click Add to create a new device, then configure the device.

After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Security folder, and then click DMVPN. The available tunnel is displayed.

Select the tunnel, and click Edit. The Edit DMVPN Tunnel page opens.

In the Edit DM VPN Tunnel page, you can edit the DMVPN parameters.

Click OK to send the edited DMVPN tunnel configuration to the device.

Click Cancel to close the Edit DMVPN Tunnel page without applying the configuration to the device.
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Deleting a DMVPN

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

To delete a DMVPN tunnel:

Choose Operate > Device Work Center.

Choose the device from the list to delete the DM VPN tunnel. If the device is not added, click Add to add
the device.

After selecting the device, click Configuration. The Feature Configuration panel appears.
Expand the Security folder, and then click DMVPN. The available tunnel is displayed.
Select the tunnel, and click Delete.

Click Yes on the warning message to delete the selected tunnel.

Click No on the warning message if you do not want to delete the selected tunnel.

Click Cancel to cancel all of the changes that you have made without sending them to the router.

Configuring GETVPN

A Group Encrypted Transport VPN (GETVPN) deployment has three primary components: Group
Member, Key Server, and Group Domain of Interpretation protocol. Group Members encrypt and decrypt
the traffic, and Key Server distributes the encryption key to all group members. The Key Server decides
on a single data encryption key for a given lifetime. Because all Group Members use the same key, any
Group Member can decrypt the traffic encrypted by any other Group Member. GDOI protocol is used
between the Group Member and Key Server for group key and group Security Association (SA)
management. A minimum one Key Server is required for a GETVPN deployment.

Unlike traditional IPsec encryption solutions, GETVPN uses the concept of group SA. All members in
the GETVPN group can communicate with each other using a common encryption policy and a shared
SA. Therefore, there is no need to negotiateIPsec between Group Members on a peer-to-peer basis,
thereby reducing the resource load on the Group Member routers.

Group Member

The Group Member registers with the Key Server to get the IPSec SA that is necessary to encrypt data
traffic within the group. The Group Member provides the group identification number to the Key Server
to get the respective policy and keys for this group. These keys are refreshed periodically by the Key
Server, before the current IPSec SAs expire, so that there is no traffic loss.

Key Server

The Key Server is responsible for maintaining security policies, authenticating Group Members and
providing a session key for encrypting traffic. Key Server authenticates the individual Group Members
at the time of registration. Only after successful registration can the Group Members participate in a
group SA.

A Group Member can register at any time and receive the most current policy and keys. When a Group
Member registers with the Key Server, the Key Server verifies the group identification number of the

Group Member. If this identification number is valid, and the Group Member has provided valid Internet
Key Exchange (IKE) credentials, the Key Server sends the SA policy and the keys to the group member.
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The keys sends two types to Group Member: the Key Encryption Key (KEK) and the Traffic Encryption
Key (TEK). The TEK becomes part of the IPsec SA with which the group members within the same
group encrypt the data. The KEK is used to secure rekey messages between the Key Server and the Group
Members.

The Key Server sends out rekey messages either because of an impending IPsec SA expiration or because
the security policy has changed on the Key Server. Keys can be distributed during rekey using either
multicast or unicast transport. the multicast method is more scalable because keys need not be
transmitted to each group member individually. Unlike in unicast, The Key Server will not receive
acknowledgement from the Group Member about the success of the rekey reception using the multicast
rekey method. Usign the unicast rekey method, the Key Server will delete a Group Member from its
database if the Group Member does not acknowledge three consecutive rekeys.

Group Domain of Interpretation

Group Domain of Interpretation protocol is used for Group key and group SA management. Group
Domain of Interpretation uses Internet Security Association Key Management Protocol (ISAKMP) for
authenticating the Group Members and Key Servers. All of the standard ISAKMP authentication
schemes like RSA Signature (certificates) and preshared key can be used for GETVPN.

For more information on GETVPN, See
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6635/ps7180/deployment_guid
e_c07_554713.html.

Creating a GETVPN Group Member

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7
Step 8

Use the Add GroupMember configuration page to configure a GETVPN group member.
To create a GETVPN group member:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then click
GETVPN-GroupMember. Click Add to create the GET VPN group member.

In the Add GroupMember dialog box, choose the General tab, and enter the Group Name and Group
Identity. Choose the Registration Interface from the drop-down list.

Enter the Primary Key Server and Secondary Key Server IP addresses. Click Add Row or Delete to add
or delete the secondary key server IP addresses.

S

Note  The primary key server is responsible for creating and distributing group policies to all group
members and periodically synchronizes with the secondary key servers. The server with the
highest priority is elected as a primary key server.

Click the row or field to edit the secondary key server IP address.
Click Save to save the configuration.

In the Add Group Member dialog box, choose the Advanced tab, and choose the Local Exception ACL
and Fail Close ACL from the drop-down list.

If the Fail Close feature is configured, all of the traffic passing through the group member will be
dropped until the group member is registered successfully. Once the group member registers
successfully and SAs are downloaded, this feature turns off by itself.
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Choose the Migration tab, and check the Enable Passive SA check box to enable passive SA. Use this
option to turn on the Passive SA mode for this group member.

Click OK to add the Group member in the table. To display the commands, click CLI preview. After the
scheduled deploy is completed, the configuration is applied on the device.

Creating a GETVPN Key Server

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Use the Add KeyServer configuration page to configure the GETVPN key server.
To create a GETVPN key server:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then click GETVPN-KeyServer.
Click Add to create the GETVPN key server.

In the Add Key Server dialog box, choose the General tab, and enter the Group Name, Group Identity,
WAN IP address, and Priority of this key server.

Enter the Co-operative Key Servers IP address. Click Add Row or Delete to add or delete the
Co-operative key server IP address. Click the row or field, and edit the IP address.

In the Add KeyServer dialog box, choose the Rekey tab, and choose the Distribution method from the
drop-down list.

The distribution method is used to send the rekey information from key server to group members. When
you choose the distribution method as multicast, specify the multicast address to which the rekey needs
to be transmitted.

In the Add KeyServer dialog box, choose the GETVPN Traffic tab, and enter the Traffic to be encrypted,
Encryption Policy, and Anti Replay.

The access list defines the traffic to be encrypted. Only the traffic which matches the “permit” lines will
be encrypted. Be sure not to encrypt certain traffic that should always be permitted even if the crypto
sessions are not active.

Click OK to add the Group member in the table. To display the commands, click CLI preview. After the
scheduled deployment is completed, the configuration is applied on the device.

Editing a GETVPN Group Member or Key Server

Step 1
Step 2
Step 3

To edit a GETVPN group member or a GETVPN key server:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In Feature Configuration pane, expand the Security folder, and then click GETVPN-Group Member
or GETVPN-KeyServer. The GETVPN-GroupMember or GETVPN-KeyServer summary page opens.

[ oL-27936

Cisco Prime Infrastructure 2.0 User Guide ]



Chapter 13 Configuring Device Features |

M Configuring VPN Components

Step 4

Step 5

Step 6

In the GETVPN summary page, select the group name and click Edit. The Edit GETVPN-GroupMember
or GETVPN-Keyserver page appears.

In the Edit GETVPN-GroupMember or GETVPN-KeyServer page, you can edit the GETVPN
parameters.

Click OK to save the configurations.

Deleting a GETVPN Group Member or Key Server

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

To delete a GETVPN group member or GETVPN key server:

Choose Operate > Device Work Center.

Choose the device from the list or click Add to add a new device, then configure the device. The device
details appear on the lower part of the page.

After choosing the device, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then click GETVPN-Group
Member or GETVPN-KeyServer. The GETVPN-GroupMember or GETVPN-KeyServer summary
page opens.

In the GETVPN summary page, select the group name and click Delete.

Click OK to save the configurations.

Configuring VPN Components

The Internet Key Exchange (IKE) is a standard method for arranging secure and authenticated
communications. The IKE establishes session keys (and associated cryptographic and networking
configuration) between two hosts across network. IKE policies protect the identities of peers during
authentication.

IKE negotiations must be protected; therefore, each IKE negotiation begins by each peer agreeing on a
common (shared) IKE policy. This policy states the security parameters that will be used to protect
subsequent IKE negotiations. After the peers agree on a policy, the security parameters of the policy are
identified by a security association established at each peer. These security associations are applied to
all subsequent IKE traffic during the negotiation.

When negotiation begins, IKE looks for an IKE policy that is the same on both peers. The peer that
initiates negotiation sends all of its policies to the remote peer. The remote peer looks for a match by
comparing its own highest priority policy against the other peer’s received policies. A match is found
when policies from both peers contain the same encryption, hash, authentication, and Diffie-Hellman
(D-H) parameter values, and when the remote peer’s policy specifies a lifetime that is less than or equal
to the lifetime of the policy it is being compared to. If the lifetimes are not identical, the shorter lifetime
from the remote peer’s policy is used.

The VPN components primarily include the following:
e Configuring IKE Policies, page 13-35
e Configuring IKE Settings, page 13-35
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e Configuring IPsec Profiles, page 13-36
e Creating Preshared Keys, page 13-36

e Creating RSA Keys, page 13-37

e Configuring Transform Sets, page 13-38

Configuring IKE Policies

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

To configure IKE policies:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, Expand the Security folder, and then choose VPN Components >
IKE Policies.

Click Add Row to create the IKE policies.
In the IKE Policies page, enter the Priority, Authentication, D-H Group, Encryption, Hash, and Lifetime.

For a description of the elements on the IKE Policies page, see Security > VPN Components > IKE
Policies in the Cisco Prime Infrastructure 2.0 Reference Guide.

Click Save to save the configuration, then click Save again to generate the CLI commands.

Configuring IKE Settings

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

The IKE Settings feature allows you to globally enable IKE for your peer router.
To configure IKE settings:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then choose VPN Components >
IKE Settings.

Check the Enable IKE and Enable Aggressive Mode check box to enable the IKE policies and the
aggressive mode.

Choose the IKE Identity from the drop-down list.
Enter the Dead Peer Detection Keepalive and Dead Peer Detection Retry time in seconds.

For a description of the elements on the IKE Settings page, see Security > VPN Components > IKE
Settings in the Cisco Prime Infrastructure 2.0 Reference Guide.

Click Save to save the configuration.
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Configuring IPsec Profiles

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9

The IPsec profiles, also called ISAKMP profiles, enable you to define a set of IKE parameters that you
can associate with one or more IPsec tunnels. An IPsec profile applies parameters to an incoming [Psec
connection identified uniquely through its concept of matching identity criteria. These criteria are based
on the IKE identity that is presented by incoming IKE connections and includes IP address, Fully
Qualified Domain Name (FQDN), and group the VPN remote client grouping.

The IKE Profile feature allows you to create an IPsec profile.

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then choose VPN Components >
IPsec Profile.

Click Add Row to create the IPsec profile.

In the IPsec Profile page, enter the information such as Name, Description, and Transform Set, and the
IPsec SA Lifetime.

~

Note  When you edit a profile, you cannot edit the name of the IPsec profile. A transform set represents
a certain combination of security protocols and algorithms. During the IPsec security association
negotiation, the peers agree to use a particular transform set for protecting a particular data flow.
A transform describes a particular security protocol with its corresponding algorithms

Enter the IPsec SA Lifetime in seconds to establish a new SA after the set period of time elapses.
To edit the IPsec profile parameters, click Field and edit the parameter of that IPsec profile.
To delete the IPsec profile, select the IPsec Profile from the list, and click Delete.

Click Save to save the configuration, then click Save again to generate the CLI commands.

Creating Preshared Keys

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

The Pre-shared Keys feature allows you to share a secret key between two peers. This key is used by the
IKE during the authentication phase.

To create a preshared key:

Choose Operate > Device Work Center.

Select a device or click Add to add a new device, and then configure the device. The device details
appear in the lower part of the page.

After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Security folder, and then choose VPN Components > Pre-Shared Keys.

Click Add Row to create the pre-shared key.

In the Pre-Shared Keys page, enter the I[P Address, Host Name, Subnet Mask, and Pre-Shared Keys.
To edit the preshared key parameters, click the Field and edit the parameter of that preshared key.
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To delete the pre-shared key, choose the preshared key from the list, and click Delete.

Click Save to save the configuration, then click Save again to generate the CLI commands.

Creating RSA Keys

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7
Step 8
Step 9
Step 10

Step 11
Step 12
Step 13

Step 14

Step 15

An RSA key pair consists of a public key and a private key. When setting up your Public Key
Infrastructure (PKI), you must include the public key in the certificate enrollment request. After the
certificate is granted, the public key is included in the certificate so that peers can use it to encrypt the
data that is sent to the router. The private key is kept on the router and used both to decrypt the data sent
by the peers and to digitally sign transactions when negotiating with the peers.

RSA key pairs contain a key modulus value. The modulus determines the size of the RSA key. The larger
the modulus, the more secure the RSA key. However, it takes longer to generate, encrypt, and decrypt
keys with large modulus values.

To create an RSA keys:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then choose VPN Components >
RSAKeys.

Click Add Row to create the RSA keys.
The Add RSA Keys dialog box appears.
In the Add RSA Keys dialog box, enter the Label, Modulus, and Type.

~

Note  For a modulus value between 512 and 1024, enter an integer value that is a multiple of 64. If you
want a value higher than 1024, you can enter 1536 or 2048. If you enter a value greater than 512,
key generation may take a minute or longer. The modulus determines the size of the key. The
larger the modulus, the more secure the key, but keys with a large modulus take longer to
generate, and encryption/decryption operations take longer with larger keys.

Check the Make the Key exportable check box to generate the RSA as a exportable key.
Click OK to save the configuration.
To import the RSA key, click Import. The Import RSA Key dialog box appears.

In the Import RSA Key dialog box, enter the label of the RSA key, Key type, and password to decrypt
the key. If the key type is general-keys, signature or encryption, copy and paste the public and private
key data that was saved.

To import usage-key, enter the public and private key data of both the signature and encryption keys.
Click Import to import the RSA key.

To export the RSA key, choose the RSA key from the list and click Export. The Export RSA Key Pair
dialog box appears.

In the Export RSA Key Pair dialog box, enter the password to encrypt the RSA key and choose the
encryption algorithm from the drop-down list.

Click OK to display the exported keys.
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Step 16

To delete the RSA key, select the RSA key from the list, and click Delete.

Configuring Transform Sets

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7

To define a transform set, specify one to three transforms. Each transform represents an IPsec security
protocol (AH or ESP) plus the algorithm that you want to use. When the particular transform set is used
during negotiations for [Psec security associations, the entire transform set (the combination of
protocols, algorithms, and other settings) must match a transform set at the remote peer.

To configure a transform sets:

Choose Operate > Device Work Center.
After choosing the device from the list, click Configuration. The Feature Configuration pane appears.

In the Feature Configuration pane, expand the Security folder, and then choose VPN Components >
Transform Sets.

Click Add Row to create the transform sets.

In the Transform Sets page, enter the Name and select the acceptable combination of security protocols
and algorithm to configure the transform set.

S

Note  The ESP encryption algorithm is used to encrypt the payload and the integrity algorithm is used
to check the integrity of the payload.

Specify the mode for a transform set:

e Transport—Encrypt data only. Transport mode is used when both endpoints support IPsec.
Transport mode places the authentication header or encapsulated security payload after the original
IP header; thus, only the IP payload is encrypted. This method allows users to apply network
services such as quality-of-service (QoS) controls to encrypted packets.

e Tunnel—Encrypt data and IP header. Tunnel mode provides stronger protection than transport
mode. Because the entire IP packet is encapsulated within AH or ESP, a new IP header is attached,
and the entire datagram can be encrypted. Tunnel mode allows network devices such as a router to
act as an IPsec proxy for multiple VPN users; tunnel mode should be used in those configurations.

Click Save to save the configuration, then click Save again to save the configuration changes.

Creating a Zone-Based Firewall

The Zone-Based Firewall feature allows you to easily manage Cisco IOS unidirectional firewall policy
between groups of interfaces known as zones.

A zone is a group of interfaces that have similar functions or features. For example, on a router, Gigabit
Ethernet interface 0/0/0 and Gigabit Ethernet interface 0/0/1 may be connected to the LAN. These two
interfaces are similar because they represent the internal network, so they can be grouped into a zone for
firewall configurations.

Cisco Prime Infrastructure 2.0 User Guide
m. 0L-27936 |



| Chapter13

Configuring Device Features

Creating a Zone-Based Firewall W

By default, the traffic between interfaces in the same zone is not subjected to any policy. The traffic
passes freely.

When an interface is a member of a security zone, all traffic to and from that interface (except traffic
going to the router or traffic going to another interface on the same zone) is dropped.

To permit traffic between interfaces that belong to different zones, a firewall policy with concrete rules
must be pushed to the device. If the policy permits the traffic between these two zones (through inspect
or pass actions) traffic can flow through the zones. Figure 13-1 describes the security zone.

Figure 13-1 Security Zone Diagram

EO

Router

Zone Z1 e.' Zone Z2 E2

E1

146616

The following describe the relationships between the interfaces and security zones shown in Figure 13-1.
¢ Interfaces EO and E1 are members of the security zone Z1.
e Interface E2 is a member of the security zone Z2.
e Interface E3 is not a member of any of the security zone.

In this scenario, the following situations exist:

e Traffic flows freely between interfaces EQ and E1 because they are members of the same security
zone (Z1).

e If no policies are configured, traffic will not flow between zones (for example, EO and E2, E1 and
E2, E3 and E1, and E3 and E2).

e Traffic can flow between interface EO or E1 and E2 only when an explicit policy is configured to
permit the traffic between zone Z1 and zone Z2.

Traffic can never flow between E3 and interface EO, Elor E2 because E3 is not a part of any security
zone.

Prime Infrastructure supports the zone-based firewall feature on Cisco ASR, ISR, and CSR routers.
Using Prime Infrastructure, you can configure a zone-based firewall policy template and deploy it to
multiple devices. After you deploy the zone-based configuration, you can navigate to the Device Work
Center to view the deployed firewall configuration on a specific device.

To monitor the zone-based firewall, check the Zone-Based Firewall Monitor Hits capability on the
Device Work Center or the Prime Infrastructure syslog feature, which supports zone-based firewall
syslog messages.

Prime Infrastructure can configure Zone-Based Firewall either through CLI (over Telnet or SSH) or
through WSMA. Zone-Based Firewall can be configured through WSMA in a more efficient and robust
method and we recommend that you use the WSMA protocols for configuring Zone-Based Firewall. For
more information on using WSMA with Prime Infrastructure, see Configuring the Device using WSMA,
page 13-1.
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Configuring a Zone-Based Firewall Template

Note

To configure a zone-based firewall on more than one device, use a zone-based template to make the
changes. For zone-based firewall templates, you must first design the zone-based firewall in the network
by defining the zones in the network. In Prime Infrastructure 2.0, zones are represented by interface role
global object, which dynamically selects the list of interfaces that belong to the zone. Next, define and
create network objects in the firewall environment. The Zone-based firewall feature supports only IPv4
network in Prime Infrastructure 2.0 (IPv6 is not supported.)

The Zone-Based Firewall feature is supported on the following: ASR platform from Cisco IOS-XE
Release 15.2(2)S or later, ISR G2 platform from Cisco IOS Release 15.0(1)M or later, ISR G3 platform
from Cisco IOS-XE 15.3(2)S Release or later, and CSR platform from Cisco IOS-XE 15.3(1)S Release
or later.

To configure a zone-based firewall template:

1. Define the zones. A security zone is defined as an interface role (see Creating an Interface Role,
page 13-40).

2. Define the IPv4 network objects (see Creating an IPv4 Network Object, page 13-41).

~

Note Cisco Prime Infrastructure 2.0 supports only IPv4 network objects.

3. Design a firewall policy and deploy it to multiple devices (for more information, see Creating a
Policy Rule, page 13-44).

4. Validate the configuration for a specific device (see Creating a Zone-Based Firewall, page 13-38).

5. Modify the global objects and template configuration (see Creating a Zone-Based Firewall Policy
Rules Template, page 13-41).

6. Monitor the policy rules (see “Monitoring Policy Rules” section on page 13-45).

7. Monitor the syslog messages (for more information, see “Where to Find Syslogs” section on
page 11-5).

To modify security zones, IPv4 network objects, and firewall policies, edit the firewall policy and
redeploy it to the relevant devices.

Creating an Interface Role

An Interface role allows you to dynamically select a group of interfaces without having to manually
define explicitly interfaces on each device. For example, you can use interface roles to define the zones
in a zone-based firewall configuration template. You might define an interface role with a naming pattern
of DMZ*. When you include this interface role in a template and deploy the template, the configuration
is applied to all interfaces whose names begin with “DMZ” on the selected devices. As a result, you can,
for example, assign a policy that enables anti-spoof checking on all DMZ interfaces to all relevant device
interfaces with a single action.

For information to create an interface role, see Creating Interface Roles, page 8-20.
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Creating an IPv4 Network Object

Network objects are logical collections of IP addresses or subnets that represent networks. Using
network objects simplifies policy management.

For information to create an IPv4 network object, see Creating Network Objects, page 8-21.

Defining Device Override

Use the device override feature when a specific device is differed from the general network design.

To define the device override:

Step 1 Choose Design > Configuration > Shared Policy Objects > Shared > Interface Role or IPv4 Network
Object.

Step2  In the Create/Edit Network Object or Interface Role page, check the Allow Value Override Per Device
check box and define the values per specific device. The defined values will override the regular values
defined for the Interface Role \ Network Object.

Step3  Click OK to save the configurations.

Creating a Zone-Based Firewall Policy Rules Template

After you create a shared policy objects, create a zone-based firewall policy rules template.

To create a Zone-Based Firewall Policy Rules template:

Step 1 Choose Design > Feature Design > Features and Technologies > Security > Zone Based Firewall >
Policy Rules.

Step2  In the Template Basic area, enter a name and a description in the appropriate fields.
Step3  In the Validation Criteria area, choose a Device Type from the list and enter the OS Version.

Stepd  Enter the required fields. For descriptions of the template parameters, see the Cisco Prime Infrastructure
2.0 Reference Guide.

Step5  Click Save as New Template. After you save the template, deploy it to your devices using the procedures
in Creating and Deploying Feature-Level Configuration Templates, page 8-2.

Configuring a Zone-Based Firewall on a Single Device

To configure a zone-based firewall on a single device, use Device Work Center zone-based configuration
to make the changes.

e (Creating a Security Zone, page 13-42
e Configuring a Default-Zone, page 13-43
e Creating a Policy Rule, page 13-44
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e Creating a Service Group, page 13-46
e Assigning TCP/UDP Ports on an Application, page 13-47
e Configuring a Default Parameters Map, page 13-47

e Assigning an Interface for a Zone, page 13-48

Creating a Security Zone

~

Note

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

To create a security zone:

The Zone Based Firewall feature is supported on the ASR platform on Cisco IOS-XE Release 15.2 (2)S
or later, ISR G2 platform on Cisco 10S release 15.0 (1) M or later, ISR G3 platform on Cisco IOS-XE
Release 15.3(2)S or later, and CSR platform on Cisco IOS-XE Release 15.3(1)S.

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall > Common Building Blocks, and then click
Zones.

Click Add Zone to create the security zone.
Select a Zone Name.
Select the VRF of the zone.

a. Select a VRF before assigning interfaces to the security zone. Only the interfaces that are assigned
to the selected VRF can be assigned to the zone.

b. If the user selects the “global VRF”, only interfaces which are not assigned to any VRF can be
assigned to the zone.

To assign the interfaces to the security zone, click the down arrow icon. The Interface Object Selector
dialog box appears.

a. In the Interface selector dialog box, check the Interface check box to select the interface from the
list (can be multiple selection).

b. Click OK to save the configuration or click Cancel to cancel all of the changes that you have made
without sending them to the router.

In the Advanced options column, click Configure. The Advanced Parameters Configuration dialog box
appears.

Define a set of advanced parameters which would be applicable for the inspected traffic that goes
through the interfaces that belongs to the zone. For each parameter, check the check box to the left of
the parameter name to override the default value for the parameter and then select the new value for the
parameter. (Optional) In the Advanced Parameters Configuration dialog box, do the following:

a~

Note  Advanced Parameters option is supported only on ASR1K series devices.

a. Check the Alert check box and select the On radio button to set the alert.
b. Check the Maximum Destination check box to set the maximum destination.

¢. Check the TCP SYN-Flood Rate per Destination check box to set the TCP flood rate.
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d. Check the Basic Threat Detection Parameters check box and select the On radio button to
configure the FW drop threat detection rate, FW inspect threat detection rate, and FW SYN attack
threat detection rate.

Click:
¢ OK to save the configuration.
e Cancel to exit without saving.

To edit the existing security zone parameters, select the zone, and click Edit in the Advance options
column. The Advanced Parameters Configuration dialog box appears.

In the Advanced Parameters Configuration dialog box, edit the values and click Save to save the changes.
When you hover your mouse on the Advanced Options icon, the configured parameters will be displayed
in the quick view window.

Step13  Enter the description for the zone, then click Save.
Editing a Security Zone

To edit a security zone:

Step 1 Choose Operate > Device Work Center, then select a device.

Step2  In the Feature Configuration pane, expand the Security subfolder.

Step3  In the Security subfolder, expand the Zone Based Firewall > Common Building Blocks, and then click
Zones.

Stepd  In the Zones page, choose one of the following options:
a. Click the Zone parameters row, and edit the parameters. or
b. Select the zone, and click Edit. The selected Zone entity opens for editing.

Step5  Click the add icon to assign the interface to the zone or to un-assign the existing interfaces from the zone
You can also change the Description of the zone and edit the advanced parameters of the zone.

Step6  Click Save to save the configuration.

Configuring a Default-Zone

Note

Step 1
Step 2
Step 3

A default zone is a zone that is automatically assigned to all interfaces that are not assigned to any other
zone on device.

To configure a default zone:

The Default-Zone feature is supported only on the ASR platform.

Choose Operate > Device Work Center, then select a device.
From the Feature Configuration pane, expand the Security subfolder.

From the Security subfolder, expand the Zone Based Firewall > Common Building Blocks, and then
click Zones.
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Step 4

Step 5

In the Zones page, click Enable Default to enable or disable the default security zone in the device. The
default zone will host all of the interfaces that are not related to any zone.

Click OK to save the configuration.

Creating a Policy Rule

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

To create a policy rule:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall and then click Policy Rules. The Policy
Rules page appears.

From the Policy Rules page, click Add Rule and complete the fields. When you add a rule, you can place
a rule at the top or bottom of the policy or after/before an existing rule. Firewall Rules are processed
according to their order. To control the order of the rules, select the location of the rule in the table and
use Add Top or Add Bottom option to add the rule to the top or the bottom of the table. Select a rule and
use Add After or Add Before option to add the rule before or after an existing rule.You can place a rule
at any given location and later use drag and drop to change its location.

(Optional) Enter the firewall rule name. If you do not provide the name for the firewall rule, the system
generates a name for the firewall rule. You cannot use these formats rule_<number> or
EMS_rule_<number> to create the firewall rule name (For example, rule_1). These are system reserved
formats.

Select the source and destination zones for the rule, the rule is applicable only for traffic that flows from
the source zone to the destination zone. Note that the source and destination zones must be different.

To add the source and the destination IP address, click the add icon. The Source/Destination IP address
dialog box appears.

a. In the Source/Destination IP address dialog box, check the Any check box to set the value to any.
b. Enter the Source/ Destination IP addresses.

c. Click the + button to add the new IP address and the subnet.

d. Click the - button to remove an IP/subnet.

e. Click OK to save the configurations or click Cancel to cancel all of the changes that you have made
without sending them to the router.

(Optional) Set the Service values. To add or remove the service, click the down arrow icon. The Firewall
Service dialog box appears. You can also select a predefined Service. For creating services, see
“Creating a Service Group” section on page 13-46.

a. In the Firewall Service dialog box, check the service or port-based application check box to select
the application or the service for the rule.

b. Select specific TCP / UDP ports by selecting TCP or UDP, close the window and enter the list of
ports to be used (separated by commas) in the text box that appears next to the TCP or UDP icon.
For viewing port-based applications, see “Assigning TCP/UDP Ports on an Application” section on
page 13-47.

c. Use the navigation arrow buttons to navigate backward.

d. Click OK to save the configurations.
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Step 11
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Select the appropriate action. The options are: Drop, Drop and Log, Inspect, Pass, and Pass and Log.

If you select the action to inspect, click Configure in the Advance options column. The Advanced
Parameters Configuration dialog box appears.

In the Advanced Parameters Configuration dialog box, do the following:
a. To customize the device default value, check the Parameter check box and set the new value.
b. To apply the device default value, uncheck the Parameter check box.

c. To view the firewall rule default parameters, see “Configuring a Default Parameters Map” section
on page 13-47.

d. When you hover your mouse over the Advanced Options icon, the configured parameters are
displayed in the quick view window.

Table 13-1 lists the elements on the policy rule page.

Click Save to apply the rule to the device. For description of the elements, see the Cisco Prime
Infrastructure 2.0 Reference Guide.

Monitoring Policy Rules

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

The monitoring feature allows you to monitor policy rules. You can identify the most-used rules, and
you can troubleshoot a specific rule and verify hits for the selected rule.

To monitor policy rules:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall and then click Policy Rules. The Firewall
Rules page appears.

In the Firewall Rules page, click Hit Counters and use one of the following options to analyze the
sessions and packets hit counters for the firewall rules.

Click the Show all option to view the packets and sessions counters for all firewall rules. The packets
and sessions counters are displayed in two separate columns.

~

Note  When you select the Show all option, the system will display a warning message stating that it
may take more time to complete this operation. Sessions hit counters are not applicable for
Drop/Pass rules. Similarly, packet hit counters are not applicable for Inspection rules.

To know the time of the last update for the rules, hover the mouse over the column names or click the
Last Update Time option in the Hit Counters.

Click the Show for selected rules option to show the hit counters for a specific rule or a couple of
selected rules. The hit counters would be displayed in a pop-up dialog box with a refresh button that
allows quick refresh of the data.

Use the pre-defined filters options available on the top-right corner of the table to display the rules at the
top or bottom based on the packets/sessions counts.
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Step9  Click Reset All Counters to discard all of the rules counters on the device. The application will display
a warning message before resetting the rules counters.
Editing a Policy Rule
To edit a policy rule:
Step 1 Choose Operate > Device Work Center, then select a device.
Step2  In the Feature Configuration pane, expand the Security subfolder.
Step3  In the Security subfolder, expand the Zone Based Firewall and then click Policy Rules. The Firewall
Rules page appears.
Stepd  In the Firewall Rules page, choose one of the following options:
e Click the Rules parameters row and edit the parameters.
¢ Check the check box to select the rule, and then click Edit. The selected Rule opens for edit. You
cannot edit the name of the policy rule.
e You can re-order firewall rules by dragging a rule and dropping it in a different location.
Step5  Click Save to apply the changes in the device.

Creating a Service Group

Step 1
Step 2
Step 3

Step 4

Step 5

You can create, update or delete a service groups. Service group provides an option to group together
several port-based applications to logical groups which could be used in firewall policies.

For example, you can define a browsing service-group object and assign both HTTP and HTTPS
applications to it. Then you can use this browsing service-group in firewall rules to permit or deny
browsing traffic, rather than selecting both HTTP and HTTPS in those rules.

To create a service group:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall > Common Building Blocks, and then click
Service Groups. The Service Groups page appears.

To create the Service Group:

a. Inthe Service Group page, click Add Service Group and enter the Service Group Name. You cannot
change the name after creating the Service Group. Also, you cannot create a service group without
an application (see Creating Custom Applications, page 17-4).

b. To assign Applications, click the down arrow icon.

c. Inthe Applications dialog box, check the Applications check box to select one or more applications
from the list, then click OK.

To edit an existing Service Group, do one of the following:

¢ In the Service Groups page, click the Service Group parameters row and edit the parameters.
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e Select the service group and click Edit. You can add new applications or remove an already selected
application.

e To remove an application from the selected list, hover the mouse on the application name and click
X.

Click Save to apply your changes to the device.

Assigning TCP/UDP Ports on an Application

~

Note

Step 1
Step 2
Step 3

Note

Step 4

Step 5

You can assign or unassign the Transmission Control Protocol (TCP) / User Datagram Protocol (UDP)
ports to an application.

When you click Save in the following procedure, your changes are deployed on the device. You cannot
review the requested operation or remove the request from the pending changes queue.

To assign or unassign TCP/UDP ports for an application:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall > Common Building Blocks, and then click
Port Mappings. The Port Application Mapping page appears.

Displays the application name that is driven from the device.

To assign or unassign the TCP/UDP ports to an application, click the application and update its
TCP/UDP ports value. The TCP/UDP Port values are assigned to the specific application.

a. Assign port(s) by defining one or more ports separated by comma (For example: 1234, 2222 and so
on).

b. Assign port(s) by defining the port range (For example: 1111-1118). You can also assign a
combination of ports and port ranges.

c¢. Unassign port(s) by deleting the existing port values.

Click Save to save the configurations.

Configuring a Default Parameters Map

Step 1
Step 2
Step 3

Step 4

To configure a default parameters:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.

In the Security subfolder, expand the Zone Based Firewall and then click Default Parameters. The
Default Parameters page appears.

In the Default Parameters page, change the parameters value.
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Note

Step 5

Creating a Routing Protocol

You can change the default parameters only on ISR devices.

Click Save to save the configuration.

Assigning an Interface for a Zone

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

The interfaces view gives an overview of the interfaces on the device which are applicable for firewall
inspection. The view allows viewing and modifying the assignment of those interfaces to security zones.

To assign or unassign an interface for a zone:

Choose Operate > Device Work Center, then select a device.
In the Feature Configuration pane, expand the Security subfolder.
In the Security subfolder, expand the Zone Based Firewall and then click Interfaces.

In the Interface page, select the interface that you want to change and click the down arrow icon. The
Zone dialog box appears.

In the Zone dialog box, select the new security zone for the interface. If the selected interface is already
assigned to a zone, you will get a warning message.

Click Yes on the warning message if you want to change the assignment of that interface.
To un-assign the interface from the specific zone, select the interface and delete the zone information.

Click Save to save and apply your changes.

Creating a Routing Protocol

A routing protocol specifies how routers:
e Communicate with other routers in a network
e Select routing paths to transmit data between nodes in a computer network
e Share network information with other routers

The following sections describe the routing protocols supported by Prime Infrastructure.

Creating a Static Route

Static routing is the simplest form of routing, where the network administrator manually enters routes
into a routing table. The route does not change until the network administrator changes it. Static routing
is normally used when there are very few devices to be configured and the administrator is very sure that
the routes do not change. The main drawback of static routing is that a change in the network topology
or a failure in the external network cannot be handled, because routes that are configured manually must
be updated to fix any lost connectivity.

To create a static route:
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Step 3
Step 4

Step 5

Creating a Routing Protocol

Choose Operate > Device Work Center.
Choose the device from the list or click Add Device to create a new device, then configure the device.
After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Routing folder, and then click Static. The Static Routing page appears with options to
configure IPv4 static routes.

To configure an IPv4 static route, do the following:
a. In the IPv4 Static Routes page, click Add Row, and then complete the fields.
For Permanent Route, choose either of the following:

— True to specify that the route will not be removed from the routing table, even if the next-hop
interface shuts down or the next-hop IP address is not reachable.

— False to specify that the route will be removed from the routing table, even if the next-hop
interface shuts down or the next-hop IP address is not reachable.

b. Click Save.

c. Click Save to save the configuration.

Creating a RIP Route

Step 1
Step 2
Step 3
Step 4

Step 5

Routing Information Protocol (RIP) is a distance-vector routing protocol that uses hop count as a routing
metric. RIP implements a limit of 15 hops in a path from source to a destination, to prevent routing loops.
The hop-count limit also limits the size of the networks that RIP supports. RIP sends its routing table
every 30 seconds.

The variants of RIP are RIP version 1 (described in RFC1058) and RIP version 2 (described in
RFC2453). RIP uses the split horizon, route poisoning, and holddown mechanisms to prevent incorrect
routing information from being propagated.

To create a RIP route:

Choose Operate > Device Work Center.
Choose the device from the list or click Add Device to create a new device, then configure the device.
After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Routing folder, and then click RIP. The RIP Routing page appears with options to configure
IPv4 RIP routes.

To configure an IPv4 RIP route, do the following:

a. In the IPv4 RIP Routes page, select the RIP version.

b. Click Add Row, and then complete the fields.

c. Click Save.

d. Click Passive Interface to select the passive interface that you want to add.

e. Click Save to save the configuration.
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Creating an EIGRP Route

Step 1
Step 2
Step 3
Step 4

Step 5

In EIGRP (an enhanced Interior Gateway Routing Protocol) when an entry in the routing table changes
in any of the routers, it notifies its neighbors of the change only, rather than sending the entire routing
table. Every router in the network sends a “hello” packet periodically so that all routers on the network
understand the states of their neighbors. If a “hello” packet is not received from a router during a certain
period of time, it is assumed that the router is inoperative.

EIGRP uses the Diffusing Update Algorithm (DUAL) to determine the most efficient route to a
destination and provides a mechanism for fast convergence. Routers using EIGRP and IGRP can
interoperate because the routing metric used with one protocol can be easily translated into the routing
metric of the other protocol.

To create an EIGRP route:

Choose Operate > Device Work Center.
Choose the device from the list or click Add Device to create a new device, then configure the device.
After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Routing folder, and then click EIGRP. The EIGRP Routing page appears with options to
configure IPv4 EIGRP routes.

To configure an IPv4 EIGRP route, do the following:
a. In the IPv4 EIGRP Routes page, click Add Row, and then complete the fields.
b. Click Save.

c. Click Add Interface to select the passive interface that you want to associate to the Autonomous
System (AS) number created.

d. Click Save to save the configuration.

Creating an OSPF Route

Step 1
Step 2
Step 3
Step 4

Step 5

Open Shortest Path First (OSPF) is a standards-based routing protocol that uses the Shortest Path First
(SPF) algorithm to determine the best route to its destination. OSPF sends Link State Advertisements
(LSAs) to all other routers within the same area. OSPF only sends routing updates for the changes only;
it does not send the entire routing table.

To create an OSPF route:

Choose Operate > Device Work Center.
Choose the device from the list or click Add Device to create a new device, then configure the device.
After selecting the device, click Configuration. The Feature Configuration pane appears.

Expand the Routing folder, and then click OSPF. The OSPF Processes page appears with options to
configure IPv4 OSPF processes.

To configure an IPv4 OSPF process, do the following:
a. In the IPv4 OSPF Processes page, click Add Row, and then complete the fields.
b. Click Save.
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¢. Click Passive Interfaces to select the passive interface that you want to associate to the process
created.

d. Click Advanced. The Advanced OSPF IPv4 Configuration dialog box appears.
e. Click Networks > Add Row, and then complete the fields.

f. Click Route Summarization > Add Row, and then complete the fields.

g. Click OK.

h. Click Save to save the configuration.
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