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About This Guide

This preface describes the objectives, audience, organization, and conventions of the User Guide for the
Cisco Mobile Wireless Transport Manager 6.0. It refersyou to related publications and describes online
sources of technical information.

The Cisco Mobile Wireless Transport Manager (MWTM) is a network management software product
that enables network administrators to discover, manage, and troubleshoot networks that include
Cisco | P Transfer Point (ITP) or Radio Access Network Optimization (RAN-O) networks. For a more
detailed description of the MWTM, see Chapter 1, “Overview.”

For the latest MWTM information and software updates, go to http://www.cisco.com/go/mwtm.
This preface includes:

¢ Document Objectives, page XxXi

e Document Audience, page xxxii

e Document Organization, page XXxii

e Document Conventions, page xxxiii

¢ Related Documentation, page xxxiv

¢ Obtaining Documentation, Obtaining Support, and Security Guidelines, page xxxv

Document Objectives

This guide describes the architecture, supporting hardware and software, and management procedures
for the MWTM. Using the information provided in this guide, you can complete the tasks that are
necessary to use the MWTM in your ITP or RAN-O system environment.
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W Document Audience

Document Audience

This guide is for network administrators or operators who use the MWTM software to manage I TP or
RAN-O installations. Network administrators or operators should have:

Basic network management skills
Basic Solaris system administrator skills
Basic IP, SS7, and ITP knowledge and/or basic RAN-O knowledge

Document Organization

This guide is divided into the following chapters:

“Overview” provides brief descriptions of ITP and RAN-O, the MWTM, the MWTM’sclient-server
architecture, and an overview of how to use the MWTM to manage your I TP or RAN-O installation.

“Configuring Security” provides information about configuring MWTM security and limiting
access to the MWTM.

“Setting Up Your Server” provides procedures to setup your MWTM server, which includes
enabling traps, configuring a backup server, setting up TFTP, configuring SNM P settings and
credentials, and creating new troubleshooting commands.

“Getting Started” provides basic information and procedures for using the MWTM.

“Basic Operations” providesinformation about basic operationsyou can perform usingthe MWTM,
including navigating windows, exporting data, and performing basic server operations.

“Understanding Basic Object Functions” provides information about basic object functions found
within the Summary Lists section of the navigation tree.

“Managing Views’ provides information about using the MWTM to create, change, and |oad views
and subviews, and view basic and detailed information for views and subviews.

“Understanding Detailed Object Functions’” provides information about more detailed object
functions you can perform on specific types of objects.

“Managing Events” provides information about using the MWTM to view basic and detailed
information for events, and change the way the MWTM processes events.

“Viewing Network Topology” provides procedures for viewing the topology of your network,
changing the way the MWTM shows the topology, and saving customized topology displays.

“Accessing Data from the Web Interface” describes how to access MWTM data from the MWTM
Web interface.

“Managing I TP Reports’ provides procedures for creating and viewing MWTM accounting and
statistics reports for your I TP network.

“Editing an I TP Route Table File” provides procedures for viewing and editing I TP route tablefiles.

“Editing an ITP Global Title Translation Table” provides procedures for viewing and editing I TP
GTT files.

“Editing ITP MLR Address Table Files” provides procedures for viewing and editing ITP MLR
address table files.

“Object Map Reference” provides an overview of the tabs available for each MWTM object within
aview.
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Document Conventions

“Command Reference” describes the commands used to set up and operate the MWTM.
“FAQs’ provides alist of frequently asked questions and troubleshooting tips for the MWTM.

“Troubleshooting the MWTM and the Network” provides information for troubleshooting basic
MWTM and network problems, including how to verify network discovery, clearing a locked-up
MWTM display, and using the MWTM to diagnose typical network problems.

“Status Definitions” defines the default status settings for all MWTM network objects.
“MIB Reference” lists and describes the MIB variables that are polled by the MWTM.
“Trap Reference” lists and describes the traps that the MWTM supports.

“Configuring MWTM to Run with Various Networking Options” describes communication between
the MWTM client and the MWTM server in different networking environments, including Virtual
Private Network (VPN), Network Address Translation (NAT), firewall, port-forwarding, and Secure
Sockets Layer (SSL).

“Archived Reports File Formats” lists the formats for MWTM statistics export files.
“MWTM Ports” lists MWTM and CDM services ports, port type and descriptions.

Document Conventions

This guide uses basic conventions to represent text and table information.

~

Note

Command descriptions use the following conventions:

Commands and keywords are in boldface font.

Arguments for which you supply values are in ialic font.

Elements in square brackets ([ ]) are optional.

Alternate but required keywords are grouped in braces ({ }) and separated by a vertical bar ().

Examples use the following conventions:

Terminal sessions and information that the system displays are printed in screen font.

Information that you enter isinboldface screen font. Variablesfor which you enter actual dataare
printed in italic screen font.

Nonprinting characters, such as passwords, are shown in angle brackets (< >).
Information that the system displaysisin screen font, with default responsesin square brackets ([ ]).

This publication also uses the following conventions:

Menu items and button names are in boldface font.
Directories and filenames arein italic font.

If items such as buttons or menu options are dimmed on application windows, it means that the items
are not available either because you do not have the correct permissions or because the item is not
applicable at this time.

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
the manual.
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I Related Documentation

A

Caution  Meansreader be careful. You are capable of doing something that might result in equipment damage or
loss of data.

£

Tip Means the following are useful tips.

Related Documentation

Additional information can be found in the following publications of the MWTM documentation set:
¢ Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0
¢ Release Note for the Cisco Mobile Wireless Transport Manager 6.0
¢ Online Help System for Cisco Mobile Wireless Transport Manager 6.0
e OSSIntegration Guide for the Cisco Mobile Wireless Transport Manager 6.0
Information about Cisco |0S software-related functions can be found in the following publication:
¢ Cisco Management Information Base (MIB) User Quick Reference

Information about Cisco IP Transfer Point (ITP) software, including procedures for configuring ITP
objects, can be found in the following publication:

¢ Cisco IP Transfer Point (ITP) in I0S Software Release 12.2(25)SW8
Information about the Cisco I TPs can be found in the documentation that shipped with the ITP.

Information about Cisco RAN-O nodes, including procedures for configuring RAN-O objects, can be
found in the following publications:

e Cisco MWR 1941-DC-A Mobile Wireless Edge Router Software Configuration Guide
¢ Cisco ONS 15454 RAN Service Module Software Configuration Guide

Information about the CiscoWorks LAN Management Solution (LMS) 2.6 products, which can be
integrated with the MWTM, can be found in the following publication:

¢ Cisco Quick Start Guide for LAN Management Solution 2.6

You can find answers to frequently asked questions about the MWTM in the MWTM online help or in
the User Guide for the Cisco Mobile Wireless Transport Manager 6.0.

The MWTM includes a browser-based online help system that provides overviews, related information,
procedures, and glossary terms for the MWTM. You can select underlined text to access additional help
topics that provide related information.

When you access online help for the MWTM the first time there might be a dight pause while your client
browser |oads the online help.
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Obtaining Documentation, Obtaining Support, and Security Guidelines ||

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What's New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html
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Overview

This chapter describes the Cisco Mobile Wireless Transport Manager (MWTM) software that manages
IP Transfer Point (ITP) and Radio Access Network Optimization (RAN-O) networks. It includes:

What isthe MWTM?, page 1-1

What is ITP?, page 1-6

What is RAN-O?, page 1-7

How Do | Identify My Network Type?, page 1-8
What is Client/Server Architecture?, page 1-8

What is the MWTM?

The MWTM is a network management software product that network administrators use to discover,
manage, and troubleshoot networks that include Cisco ITP and Cisco RAN-O nodes. The MWTM
provides:

Server and Network Features, page 1-2

Graphical User Interface and Web Features, page 1-2
Event Monitoring Features, page 1-3

Performance Features, page 1-3

Provisioning Features (ITP Only), page 1-3

Security Features, page 1-4

Topology Features, page 1-4

Troubleshooting Features, page 1-4

Customization Features, page 1-4

Integration Features, page 1-5

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter1  Overview |

Il Whatis the MWTM?

Server and Network Features

The MWTM:

Uses client/server architecture. See What is Client/Server Architecture?, page 1-8 for more details.

Supports Windows and Solaris clients and Solaris and Linux servers, and provides data access
through a Web browser.

Supports large networks and is verified to work with anetwork containing morethan 1,000 cell sites,
or 150 Cisco ITP nodes and 20 clients connected to the server.

Allows multiple MWTM serversto monitor the network simultaneously, providing dataredundancy.
Clients have server failure recognition and automatic failover capabilities. MWTM clients will
automatically switch to a backup server when the primary server is not available (in network
problems or hardware failures, for example).

Discovers the entire Cisco I TP network and displays the I TP nodes, neighboring SS7 eguipment,
and linksets in tables and in a network topology drawing that you can customize.

Discovers the entire Cisco RAN-O network and displays each network element, neighboring
equipment, and physical and logical connections in a network topology drawing that you can
customize.

Lets you create custom views and subviews for grouping similar nodes together, where the state of
the subview is the aggregation of the states of the contained nodes.

Provides a command-line interface (CLI) on the server.

Allows clients to connect to a server through the I P network; clients work across a Virtual Private
Network (VPN) connection through afirewall that supports port forwarding or Network Address
Translation (NAT), and through a Secure Sockets Layer (SSL) connection.

(ITPonly) Supports concurrent network indicators and variants; ANSI, China, ITU, NTT,and TTC
point code variants; three- and four-octet point code formats; multiple secondary point codes; SS7
instance translation; and virtual linksets.

Graphical User Interface and Web Features

The MWTM:

Provides a Java-based, easy-to-use GUI on the client with an easy-to-navigate tree display of all
network objects as well as extensive web-based online help.

Provides an extensive HTM L -based web interface. Most of the primary GUI client features are also
available on the web interface except the topol ogy map, real-time datacharts, and event management
(and, for ITP networks, route table and GTT file configuration).
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Event Monitoring Features

The MWTM:

¢ Displaysareal-time event list that supports acknowledgement, annotation, customized filtering, and
field viewing that conform to ITU-T Q.733 standards.

¢ Receives native traps from nodes in the Cisco RAN-O and Cisco I TP solutions and uses SNMP
polling to identify the status of each managed RAN-O node and the status of links, linksets, and ITP
platforms. The MWTM uses easy-to-recognize, color-coded icons to report the status.

¢ Monitors Cisco I TP nodesrunning Message Transfer Part Level 3 (MTP3) User Adaptation (M3UA)
or Signaling Connection Control Part (SCCP) User Adaptation (SUA) application servers, as well
as servers with multiple signaling points or variants acting as gateways.

¢ Provides web-based status monitoring, alarm viewing, sorting, filtering, archiving, online
documentation, and client download.

e Provides external script execution on the server and sound playing on the client; both are triggered
by events or alarms, and you can also customize them.

Performance Features

The MWTM:
¢ Provides extensive web-based accounting and network statistics reports for:
— Cisco RAN-O nodes—Network utilization and detailed interface-level statistics

- Ciscol TP nodes—Network efficiency, detailed interface-level statistics, Q.752-based statistics
reports, and point code inventory reports, including MTP3, GTT, M3UA/SUA, MSU, and
multilayer routing reports

¢ Displaysreal-time data rate and usage line graphs

e Supports options to configure collection intervals, record aging and statistics export via
comma-separated values (CSV) format files

Provisioning Features (ITP Only)

The MWTM:

e Assistsin provisioning destination point code (DPC) route tables, global title translation (GTT)
tables, multilayer routing (MLR) address tables, links and linksets by providing GUI-based editing;
reduces errors by checking syntax and semantics before deploying the tables to the Cisco | TP node.

¢ Provides revision management and archiving of DPC route, GTT, and MLR address tables; can
re-deploy aknown good configuration in the event of amisconfiguration. Storestime of change, user
ID, and comments for each change.

¢ Provides a deployment wizard that simplifies the process of transferring and activating GTT and
DPC route-table configuration files onto Cisco I TP nodes. The wizard takes you through
deployment step-by-step and learns along the way to speed up future deployments.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Security Features

The MWTM provides:
¢ Management of SSL certificates viathe GUI
e Multi-level password-protected access for multiple users
e Multiple user authentication methods (OS-based and standal one)
e Passwords that users can change using the GUI
¢ Password enforcement policies (aging, minimum length, and lockouts)
e Audit trails of all user actions and all access via the web interface
e Security logs
e Optional access via VPN, Secure Shell (SSH), and SSL

Topology Features

The MWTM:

e Automatically discovers the network from any node, with links to unsupported nodes, and creates
topological (graphical) and tabular (text) views of the network.

¢ Shows network objects as color-coded glyphs on atopol ogy map, with right-click menus and layout,
zoom, find, grid, hide, show, and save-as-JPEG functions. The topology map can be organized into
one or more submaps, with a single object representing groups of network objects on the main

topology map.

¢ Shows detailed data (including alarm and node data) in columns that can be resized, sorted, or
hidden, depending on your preferences.

Troubleshooting Features

The MWTM provides:

¢ Troubleshooting tools that you can customize to help reduce the total time to resolution of network
or node problems

¢ Integrated, online, context-sensitive help

Customization Features

The MWTM:

e Automatically saves your preferences, such as the size of specific windows or the order of columns
in awindow, and automatically applies those preferences whenever you launch the MWTM client.

¢ Pollsthe nodes on demand and at user-defined intervals, and reports the real-time status of all
network objects and events, including the reason for any changes in status.

¢ Receives SNMP traps natively to drive alarms, and accurate and up-to-date status displays.
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You can:

Customizethe MWTM personality to show menus, options, and toolsthat are only for ITP networks
or only for RAN-O networks, or, if required, for both network types. You customize the personality
preference during installation. You can change the personality type later, if required, through the
command line.

Customize the GUI, topology, and tabular views to meet your specific needs. You can save
customized views and subviews for future use and reference, and share them with other network
users.

Annotate network objects and events, attaching important information such as detail ed descriptions,
locations, service history, what triggered the event, and how often it has occurred.

Customize the display category, severity, color, and message that you see with events. You can even
have the MWTM play unique sounds for different types of events.

Automate events, calling UNIX scripts to drive automatic paging, e-mail, and so on.

Forward SNMP traps, and MWTM events in the form of SNMP traps, to other hosts, such as the
Cisco Info Center (CIC) and the Micromuse Netcool suite of products.

(ITP only) Load destination point code (DPC) route tables, GTT tables, and MLR address tables
from files or from I TPs, configure the tablesin the MWTM client, and deploy and activate the tables
on ITPs. Supports GTT file format versions 3.1, 4.0, and 4.1. Supports cross-instance GTT files.
Provides command-line verification of route tablesand GTT tables.

Integration Features

The MWTM can integrate with:

The entire suite of CiscoWorks LM S 2.6 products, including:

- Resource Manager Essentials, which provides network management for Cisco ITP and RAN-O
nodes.

— CiscoView Element Manager, which provides dynamic status, monitoring, and configuration
information for a broad range of Cisco internetworking products.

You can launch the CiscoView Element Manager and the CiscoWorks Device Center directly from
the topology map for quick drill-down network analysis.

The Cisco Transport Controller (CTC) on the Cisco Optical Networking System (ONS) 15454 for
managing alarms and provisioning circuits on the SONET or SDH traffic cards. You can launch the
CTC from aright-click menu in the MWTM client.

The MWTM:

Receives SNMP traps and generates Cisco MWTM-specific traps for forwarding to external
SNM P-based network management applications such as Cisco Info Center or IBM Tivoli/NetCool.

Stores statistics in CSV format files for extracting performance and key performance indicators.

Processes northbound Cisco I TP and RAN-O events, inventory, and provisioning XML/SOAP APIs,
allowing 3rd-party OSSs to programmatically manage:
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Events * Retrieving all or filtered list of events (based on time, event 1D, severity,
category, message text)

e Clearing event alarms

e Changing event severity

e Acknowledging events

e Attaching text notesto events

Inventory e Retrieving all inventory objects

e Retrieving a specific inventory object

e Walking the MWTM inventory tree

e Attaching text notes to an inventory object

Provisioning e Customizing the MWTM templates when necessary
(ITPonly) e Configuring:

— linksets

- links

application servers

application server processes

What is ITP?

The Cisco hardware and software SS7-over-1P (SS70lP) solution includes the ITP, which provides a
reliable, cost-effective medium for migrating Signaling System 7 (SS7), the telecommunications
network signaling technology, to the mobile wireless industry IP environment. The I TP off-loads SS7
traffic onto the 1P network, replacing the mobile service provider’s signaling network with a redundant
IP cloud.

Inthe ITP, and in the MWTM, anodeisaCisco ITP or alegacy SS7 device (SSP, SCP, or STP).

A Cisco ITP node can have multiple signaling points. Signaling points are identified with unique
addresses called point codes. Point codes are carried in signaling messages that are exchanged between
signaling points to identify the source and destination of each message.

Signaling pointsand legacy SS7 nodes are connected by links, and multiplelinks are grouped in alinkset.
Each link is assigned to asingle linkset, but each linkset can have multiple links. Links within the same
linkset must be parallel between the same signaling points or nodes.

Inthe MWTM, alinkset is arepresentation of two linksets that are associated with two signaling points
or nodes, one for each side of alogical connection.

An application server is alogical entity serving a specific routing key.

The application server implements a set of one or more unique application server processes, of which
one or moreisnormally actively processing traffic. An application server processisan |P-based instance
of an application server, such as Call Agents, HLRs, SMSCs, and so on. An application server process
can implement more than one application server.

An application server process association isthe I TP virtual view of an application server process. The
application server process association resides and is defined on the ITP.
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A signaling gateway-mated pair is a pair of signaling gateways that exchange necessary state
information by using the Signaling Gateway Mate Protocol (SGMP).

Collectively, nodes, signaling points, linksets, links, application servers, application server processes,
application server process associations, and signaling gateway-mated pairs are known as managed
objects.

For more information about I TP, including procedures for configuring I TP objects, see the IP Transfer
Point (ITP) feature module for Cisco |OS software release 12.2(25)SW5 or later.

What is RAN-0?

Note

Radio Access Network Optimization (RAN-O) delivers standard-based, end-to-end, | P connectivity for
GSM and UMTS RAN transport. The solution Cisco offers frames RAN voice and data frames into |P
packets at the cell-site, and transports them seamlessly over an optimized backhaul network. At the
central site, the RAN frames are extracted from | P packets and the Abis or |ub data streams are rebuilt.
The result is atransparent, radio vendor-agnostic, RAN |P transport and optimization solution that
delivers nominal optimization efficiency of 50% without any impact on voice quality.

In RAN-O, and in the MWTM, anode is a Cisco RAN-O device. A RAN node can be one of the
following:

e Cisco MWR 1941-DC-A router

e Cisco ONS 15454 SONET multiplexer

¢ RAN Service Module (card in the Cisco ONS 15454 SONET multiplexer)
¢ Unmanaged RAN node (BSC, RNC, BTS, or Node B)

The MWTM does not manage BSC, BTS, RNC, or Node B objects but displays them in the topology
window to help you visualize the network.

RAN interfacesthat are avail able on the nodesinterconnect nodesin aRAN-O network. A Cisco RAN-O
node can have multiple RAN interfaces.

Cards are the modules that reside in the Cisco ONS 15454 SONET multiplexer.

IP backhauls are the trunks that transport optimized voice and data traffic between aremote cell-site
RAN-O node and an aggregation RAN-O node at a central site.

RAN shorthauls are the interfaces that transport GSM or UM TS voice and data traffic between the Base
Transceiver Station (BTS) or Node-B and the RAN-O node at the cell site. At the aggregation site, RAN
shorthauls exist between the RAN-O node and the BSC or RNC.

RAN backhauls describe the end-to-end RAN connections between the BTS or Node-B at the cell site
and the BSC or RNC.

Collectively, nodes, interfaces, cards, and RAN backhaul s and shorthaul s are known as managed objects.
For more information about RAN-O objects, see:
¢ Cisco MWR 1941-DC-A Mobile Wireless Edge Router Software Configuration Guide:

http://www.cisco.com/en/US/products/hw/routers/ps4062/products_configuration_guide _chapterO
9186a00804d45el.html

¢ Cisco ONS 15454 RAN Service Module Software Configuration Guide:
http://www.cisco.com/en/US/products/hw/optical/ps2006/products _configuration_guide book091
86a0080787fc2.html
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How Do | Identify My Network Type?

The MWTM typically manages I TP or RAN-O networks, but it can also manage both network types
simultaneously. To determine the type of network that the MWTM is managing, launch the MWTM (by
using either the MWTM client or web interface), and observe the network type in the title bar. For
example, if the MWTM is managing both network types, the title bar displays (ITP RAN-O).

You can also click on anode in the left tree of the MWTM main window to view detailed information
about the node in the right pane. The Node Type and other information provide enough details to
determine the type of network you are managing.

If you are using the MWTM to manage | TP and RAN-O networks, you can uniquely identify node types
by the DNS hostnames that you assign to them. For example, you can incorporate the string itp into the
hostname of an ITP node (asin itp-75). Similarly, RAN-O nodes can employ a unique host naming
scheme (for example, rano-34). In addition, you can separate the ITP and RAN-O node types into
different management subviewswith, for example, one subview for I TP and another subview for RAN-O
nodes. For more information about creating views and subviews, refer to Chapter 7, “Managing Views.”

What is Client/Server Architecture?

The MWTM provides central services and database functions on an MWTM server, which
communicates through a messaging interface with multiple MWTM clients.

The MWTM supports a maximum of 20 clients per MWTM server.

The MWTM comprises server and client software components that can be installed on the same
workstation or on different workstations. The MWTM server is currently available on Solaris or Linux.
The MWTM client is available on Solaris and Windows XP Professional.

Figure 1-1 The MWTM Client/Server Architecture

Solaris System
(MWTM server, client, and database)
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What is Client/Server Architecture? 1l

The MWTM client isalso available on Linux, but is hot a supported feature of the MWTM. Useit under
advisement.

The client/server architectureis cross-platform compatible, with which you can run the client and server
software in mixed operating system environments. For example, you can run the MWTM server on a
Solarisor Linux workstation, and accessit froman MWTM client running on Windows X P Professional.

The MWTM server software comprises a group of functional services that manage the data among the
network, client workstations, and the centralized database. The MWTM server manages the exchange of
data between the MWTM database and the network nodes. The MWTM process manager launches and
manages all of the MWTM server processes, providing a robust and reliable launching platform for the
MWTM.

The MWTM client software communicates with the MWTM server. You can install the MWTM client
software on the same workstation as the MWTM server software, or on a different workstation on the
same network asthe MWTM server. After you install the MWTM server, you can download the MWTM
client software from the web, for easy distribution to users and easier access to important information.

For detailed information on installing the MWTM server and client software, refer to the Installation
Guide for the Cisco Mobile Wireless Transport Manager 6.0.
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Configuring Security

Before you set up your server for discovering, monitoring, and configuring your Cisco network, you
need to make some decisions about the level of security you desire in your network management. With
the MWTM, you can determine how you want users to authenticate, whether you want encrypted data
between the application client and the server, and if you want to limit client access to specific IP
addresses.

This chapter provides information about configuring Cisco Mobile Wireless Transport Manager
(MWTM) security and limiting access to the MWTM:

e Configuring User Access, page 2-1

¢ Implementing SSL Support in the MWTM, page 2-20

e Limiting MWTM Client Access to the MWTM Server (Server Only), page 2-31
e Backing Up or Restoring MWTM Files (Server Only), page 2-32

¢ Removing MWTM Data from the MWTM Server, page 2-33

Configuring User Access

You can usethe MWTM to control who is allowed to do what in the MWTM, beyond simply specifying
root and nonroot users. The MWTM calls this ability user-based access.

User-based access provides multilevel, password-protected access to MWTM features. Each user can
have a unique user name and password. You can also assigh each user to one of five levels of access,
which control the list of MWTM features accessible by that user.

To configure MWTM user access, perform the tasks in the following sections. Required and optional
tasks are indicated:

Required:
¢ Implementing Secure User Access (Server Only), page 2-2

¢ Creating Secure Passwords, page 2-5
e Configuring MWTM User Account Levels (Server Only), page 2-5

Optional:
e Automatically Disabling Users and Passwords (Server Only), page 2-8
e Manually Disabling Users and Passwords (Server Only), page 2-11
¢ Enabling and Changing Users and Passwords (Server Only), page 2-12
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¢ Displaying a Message of the Day (Server Only), page 2-13

¢ Manually Synchronizing Local MWTM Passwords (Server Only), page 2-15
e Listing All Currently Defined Users (Server Only), page 2-16

¢ Displaying the Contents of the System Security Log (Server Only), page 2-16
¢ Restoring Security-Related MWTM Data (Server Only), page 2-17

¢ Disabling MWTM User-Based Access (Server Only), page 2-18

e Specifying a Super User (Server Only), page 2-18

Implementing Secure User Access (Server Only)

Before you can access the full suite of security commandsinthe MWTM, you must enable MWTM user
access, configure the type of security authentication you want, and add users to your user lists.

After you implement user access for the MWTM, users must log in to the system to access the:
e MWTM client interface
¢ MWTM web interface
¢ Event Editor
¢ Global Title Translation (GTT) Editor (ITP only)
e Address Table Editor (ITP only)
A

Note  After you implement MWTM user access, if auser logsin on one client, then logsin on a second client,
the MWTM closes the first client and records the event in the system security log.

Security Authentication

Two types of security authentication are possible:

¢ Local authentication: You can create user accounts and passwords that are local to the MWTM
system. When using this method, you can use MWTM user access commands to manage user names,
passwords, and access levels.

e Solaris/Linux authentication: Uses standard Solaris- or Linux-based user accounts and passwords,
as specified in the /etc/nsswitch.conf file. The local /etc/passwd file or a distributed Network
Information Services (NIS) system can provide authentication. You can use all MWTM user access
commands except:

- mwtm disablepass
- mwtm passwordage
— mwtm userpass

In addition, if you have enabled Solaris/Linux authentication, you must be logged in astheroot user,
not as a superuser, to use:

- mwtm adduser
- mwtm updateuser

- mwtm authtype
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Configuring User Access Il

You can configure one of five account levels for each user. Valid levels are:

1. Basic User

2. Power User

3. Network Operator

4. Network Administrator
5. System Administrator

For more information about account levels, see Configuring MWTM User Account Levels (Server
Only), page 2-5.

The method that you use for setting user passwords depends on the type of authentication that you
configure on the MWTM system (local or solaris).

Local Authentication
If mwtm authtypeis set to local, the MWTM prompts you to:

¢ Enter the user password. When setting the password, follow the rules and considerationsin Creating
Secure Passwords, page 2-5.

¢ Forcethe user to change the password at the next login. The default isto not force the user to change
the password.

Whenever a user must change a password, the MWTM issues an appropriate message, and prompts for
the user name and new password.

Solaris Authentication

If mwtm authtypeisset to solaris or linux, users cannot change their passwords by using the MWTM
client. Instead, they must manage their passwords on the external authentication servers by using Solaris
or Linux commands, such as passwd.

All new passwords take effect the next time the MWTM automatically synchronizeslocal MWTM
passwords with Solaris or Linux. You can manually synchronize passwords at any time using the
mwtm syncuser s command. See mwtm syncusers, page B-63 for more information.
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Enabling Secure User Access

To enabl e secure user access for the MWTM:

Step1  Logintothe MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Step2  Enter the following commands:
cd /opt/CSCOsgm/bin
Jmwtm useraccess enable
~text elided~
The valid choices for authentication type are solaris and local

Please choose the type of authentication to use: [local]

Step3  To choose solaris authentication, enter solaris.
Step4  To choose local authentication (default), press Enter.

User Based Access Protection is Enabled.

~text elided~

Step5 To add auser to your MWTM authentication list, use:
Jmwtm adduser username
where username is the name of the user.

~

Note If mwtm authtype is set to solaris or linux, you must be logged in as the root user, not as a
superuser, to enter this command.

Step6  Enter a password for the user. (You are prompted to enter the password twice.)
Step7  Repeat from Step 5 to add additional users.
Step8  To activate your security changes on the MWTM client, restart the MWTM server:
Jmwtm restart
The MWTM client restarts all server processes. (This might take several minutes to complete.)

Step9  To activate your security changes on the MWTM web interface, clear the browser cache and restart the
browser.

Step 10  Use the remaining procedures in this chapter to further customize your MWTM security system.
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Creating Secure Passwords

When setting passwords in the MWTM, the:

Password must be at least 6 characters, up to 15 characters.

Password cannot be identical to the user name.

New password cannot be the same as the old password.

MWTM does not allow users to switch back and forth between two passwords.

Password cannot be a commonly used word. The MWTM server uses the system dictionary at
/usr/share/lib/dict/words (Solaris) or /usr/share/dict/words (Linux) to determine whether aword is
a commonly used word.

To use your own dictionary, add a line to the System.propertiesfile:
- To disable the MWTM dictionary and allow common words, add:

DICT_FILE=/dev/null
— To use acustom dictionary, add:
DICT_FILE=/new-dictionary

where new-dictionary is the path and filename of the custom dictionary file, such as
/user s/usr 11/wor ds. Each line in the custom dictionary must contain a single word, with no
leading or trailing spaces.

Configuring MWTM User Account Levels (Server Only)

This section describes the user account levels, and the MWTM client and web interface actions that are
available at each level:

Basic User (Level 1) Access, page 2-6

Power User (Level 2) Access, page 2-7

Network Operator (Level 3) Access, page 2-7
Network Administrator (Level 4) Access, page 2-8
System Administrator (Level 5) Access, page 2-8

The account level that includes an action is the lowest level with access to that action. The action is also
available to all higher account levels. For example, a System Administrator also has access to all
Network Administrator actions.

Account levels are based on the action to be performed, not on the target network element. Therefore, if
auser can perform an action on one MWTM network element (such as deleting a node), the user can
perform the same action on all similar MWTM network elements (such as deleting an interface, signaling
point, or linkset).

Note  Accessto MWTM information and downloads on Cisco.com is already protected by Cisco.com, and is
not protected by the MWTM.
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To configure the account level for a user, use the mwtm adduser command, as described in
Implementing Secure User Access (Server Only), page 2-2, or the mwtm updateuser or mwtm
newlevel command, as described in Enabling and Changing Users and Passwords (Server Only), page
2-12.

Basic User (Level 1) Access

Basic users can view MWTM data, load MWTM files, and use MWTM drill-down menus.
The following MWTM actions in the client and web interfaces are available to basic users:

MWTM Client Interface Actions

Connecting to a new server
Applying changes to views

Loading the DEFAULT View and
existing views, but not saving them

Editing, loading, and applying
preferences files, but not saving them

Viewing and manipulating the topol ogy
map, and saving it as a JPEG, but not
saving icon locations

Viewing network elements, events,
details, and notes

Viewing the MWTM web interface
Homepage

Loading existing event filters, but not
saving them

Printing MWTM windows
Launching CiscoWorks

MWTM Web Interface Actions

Homepage

Administrative page: System Information
Administrative page: System Status
Preferences
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Configuring User Access

The following MWTM actions in the client and web interfaces are available to power users:

MWTM Client Interface Actions
e Accessing al basic user client actions

e Editing network elements, events, and
views

e Unignoring network elements and views

e Saving preferences files, event filters, and
views

e Acknowledging events
e Viewing real-time data and charts

¢ View, change and save event
configuration, but no deployment of
changes

Network Operator (Level 3) Access

MWTM Web Interface Actions
e Homepage
e Administrative page: System Information
e Administrative page: System Status
e Preferences

The following MWTM actions in the client and web interfaces are available to network operators:

MWTM Client Interface Actions

e Accessing all basic user and power user
client actions

e Accessing Troubleshooting features

¢ Ignoring network elements and views
¢ Polling nodes

e Accessing the node through Telnet

e (ITPonly) Viewing route table files and
GTT files, but not editing them

MWTM Web Interface Actions

e Accessing all basic user and power user web
actions

¢ Troubleshooting features
¢ Provisioning features
e Administrative page, all features
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Network Administrator (Level 4) Access

The following MWTM actions in the client and web interfaces are avail able to network administrators:

MWTM Client Interface Actions MWTM Web Interface Actions
e Accessing all basic user, power user, and e Accessing all basic user, power user, and
network operator client actions network operator web actions
e SNMP configuration ¢ Reports (and File Archive reports)

e Network Discovery
¢ Deleting network elements
e Managing and unmanaging nodes

e (ITPonly) Editing and saving route table
files, GTT files, and address table files

e (ITPonly) Using the Deployment Wizard

System Administrator (Level 5) Access

The following MWTM actions in the client and web interfaces are available to system administrators:

MWTM Client Interface Actions MWTM Web Interface Actions
e Accessing all basic user, power user, e Accessing all basic user, power user,
network operator, and network network operator, and network administrator
administrator client actions web actions
e Accessing Trap Settings e Trap settings features

e Deploying saved event configuration
changes

Automatically Disabling Users and Passwords (Server Only)

After you have implemented the basic MWTM security system, you can customize the system to
automatically disable users and passwords when certain conditions are met (for example, a series of
unsuccessful login attempts or a specified period of inactivity).

Tip To view alist of current users and the status of user accounts, use the mwtm listuser s command (see
mwtm listusers, page B-30).

To automatically disable users and passwords:

Step1  Logintothe MWTM server as the root or superuser:
¢ Root user—See Becoming the Root User (Server Only), page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
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Enter the following command:
cd /opt/CSCOsgm/bin

(Optional) To configurethe MWTM to generate an alarm after a specified number of unsuccessful login
attempts by a user, enter:

Jmwtm badloginalarm number-of-attempts

where number-of-attempts is the number of unsuccessful login attempts allowed before the MWTM
generates an alarm.

Thevalid rangeis 1 unsuccessful attempt to an unlimited number of unsuccessful attempts. The default
value is 5 unsuccessful attempts.

To disable this action (that is, to prevent the MWTM from automatically generating an alarm after
unsuccessful login attempts), enter:

Jmwtm badloginalarm clear
(Optional) To configure the MWTM to disable a user’s account automatically after a specified number
of unsuccessful login attempts, enter:

# /mwtm badlogindisable number-of-attempts

where number-of-attempts is the number of unsuccessful login attempts allowed before the MWTM
disables the user’s account. The MWTM does not delete the user from the user list, the MWTM only
disables the user’s account.

Thevalid range is 1 unsuccessful attempt to an unlimited number of unsuccessful attempts. The default
value is 10 unsuccessful attempts.

To re-enable the user’s account, use the mwtm enableuser command.
To disable this action (that is, to prevent the MWTM from automatically disabling a user’s account after
unsuccessful login attempts), enter:

# /mwtm badlogindisable clear

(Optional) The MWTM keeps track of the date and time each user last logged in. To configure the
MWTM to disable auser’s log in automatically after a specified number of days of inactivity, enter:

# ./mwtm inactiveuserdays number-of-days

where number-of-days is the number of days that a user can be inactive before the MWTM disables the
user’s account. The MWTM does not del ete the user from the user list, the MWTM only disables the
user’s account.

The valid range is 1 day to an unlimited number of days. There is no default setting.
To re-enable the user’s account, use the mwtm enableuser command.

This action is disabled by default. If you do not specify the mwtm inactiveuser days command, user
accounts are never disabled as aresult of inactivity.

If you have enabled this action and you want to disable it (that is, to prevent the MWTM from
automatically disabling user accounts as a result of inactivity), enter:

# /mwtm inactiveuserdays clear

[ oL-9118-03
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(Optional) If mwtm authtypeisset to local, you can configure the MWTM to force usersto change their
passwords after a specified number of days.

To configurethe MWTM to force usersto change their passwords after a specified number of days, enter:
# /mwtm passwor dage number-of-days

where number-of-days is the number of days allowed before users must change their passwords.

~

Note  You must have changed your password at least once for the mwtm passwor dage command to
properly age the password.

The valid range is 1 day to an unlimited number of days. There is no default setting.

N

Note The MWTM starts password aging at midnight on the day that you set the value. For example,
if you use the mwtm passwor dage command to set the password age to 1 day (24 hours), the
password begins to age at midnight and expires 24 hours later.

This action is disabled by default. If you do not specify the mwtm passwor dage command, users never
need to change their passwords.

If you have enabled this action and you want to disableit (that is, prevent the MWTM from forcing users
to change passwords), enter:

# ./mwtm passwor dage clear

~

Note If mwtm authtypeissetto solarisor linux, you cannot use the mwtm passwor dage command.
Instead, you must manage passwords on the external authentication servers.

(Optional) To configure the MWTM to automatically disconnect a client (this includes the MWTM
client, the GTT editor, and the address table editor) after a specified number of minutes of inactivity,
enter:

# ./mwtm clitimeout number-of-minutes
where number-of-minutes is the number of minutes aclient can be inactive before the MWTM
disconnects the client.
The valid range is 1 minute to an unlimited number of minutes. There is no default value.

Thisactionisdisabled by default. If you do not specify the mwtm clitimeout command, clientsare never
disconnected as aresult of inactivity.

If you have enabled this action and you want to disable it (that is, never disconnect a client as aresult of
inactivity), enter the following command:

# /mwtm clitimeout clear
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Manually Disabling Users and Passwords (Server Only)

As described in the Automatically Disabling Users and Passwords (Server Only), page 2-8, you can
customize the MWTM to automatically disable users and passwords when certain conditions are met.
However, you can also manually disable MWTM users and passwords whenever you suspect a security
breech has occurred.

To disable MWTM users and passwords:

Step 1 Login to the MWTM server as the root or superuser:

¢ Root user—See Starting the MWTM Client, page 4-2

e Super user—See Specifying a Super User (Server Only), page 2-18
Step 2 Enter:

# cd /opt/CSCOsgm/bin
Step3  (Optional) To delete a user entirely from the MWTM user access account list, enter:
# /mwtm deluser username

where username is the name of the user.

If you later decide to add the user back to the account list, you must use the mwtm adduser command.
Step4  (Optional) If mwtm authtypeis set to local, you can disable a user’s password. To disable auser’s

password, enter:

# /mwtm disablepass username

where username is the name of the user. The MWTM does not delete the user from the account list, the
MWTM only disables the user’s password.

N,

Note If mwtm authtypeisset to solarisor linux, you cannot use the mwtm disablepass command.
Instead, you must manage passwords on the external authentication servers.

The user must change the password the next time he or she logsin.
You can also re-enable the user's account with the same password, or with a new password:

¢ Tore-enable the user’s account with the same password as before, use the mwtm enableuser
command.

¢ To re-enable the user’s account with a new password, use the mwtm user pass command.
Step5  (Optional) To disable a user’s account, but not the user’s password, enter:

# ./mwtm disableuser username

where username is the name of the user.

N

Note If mwtm authtype is set to solaris or linux, you must be logged in as the root user, not as a
superuser, to enter this command.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The MWTM does not delete the user from the account list; the MWTM only disables the user’s account.
The user cannot log in until you re-enable the user’s account:

¢ Tore-enable the user’s account with the same password as before, use the mwtm enableuser
command.

e Tore-enable the user’s account with a new password, use the mwtm user pass command.

Enabling and Changing Users and Passwords (Server Only)

Of course, the MWTM also enables you to re-enable users and passwords, and change user accounts. To
enable and change users and passwords, use the following procedures:

Step 1 Log in to the MWTM server as the root or superuser:

¢ Root user—See Starting the MWTM Client, page 4-2

e Super user—See Specifying a Super User (Server Only), page 2-18
Step2  Enter the following command:

# cd /opt/CSCOsgm/bin

Step3  (Optional) To re-enable a user’s account, which had been disabled either automatically by the MWTM
or by a superuser, enter the following command:

# /mwtm enableuser username

where username is the name of the user. The MWTM re-enables the user’s account with the same
password as before.

N

Note If mwtm authtype is set to solaris or linux, you must be logged in as the root user, not as a
superuser, to enter this command.

Step4  (Optional) If mwtm authtypeis set to local, you can change a user’s password, or re-enable the user’s
account with anew password, if the user’saccount had been disabled either automatically by the MWTM
or by a superuser. To change a password or to re-enable a user’'s account with a new password, enter:

# /mwtm user pass username

where username is the name of the user.

The MWTM prompts you for the new password. When setting the password, follow the rules and
considerations in the Creating Secure Passwords, page 2-5.

If the user’'s account has also been disabled, the MWTM re-enables the user’s account with the new
password.

N

Note If mwtm authtype is set to solaris or linux, you cannot use the mwtm user pass command.
Instead, you must manage passwords on the external authentication servers.
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(Optional) To change a user’s account level and password, enter the following command:
# /mwtm updateuser username

where username is the name of the user.

~

Note If mwtm authtypeis set to solaris or linux, you must be logged in as the root user, not as a
superuser, to enter this command.

The MWTM prompts you for the new account level. Valid levels are described in User Levels, page 2-3:

If mwtm authtypeis set to local, the MWTM also prompts you for the user’s new password. When
setting the password, follow the rules and considerations in Creating Secure Passwords, page 2-5.

(Optional) To change a user’s account level, but not the user’s password, enter the following command:
# /mwtm newlevel username

where username is the name of the user.

The MWTM prompts you for the new account level. Valid levels are described in User Levels, page 2-3.

Displaying a Message of the Day (Server Only)

You can usethe MWTM to display auser-specified MWTM system notice called the message of the day
(Figure 2-1). You can use the message of the day to inform users of important changes or events in the
MWTM system. The message of the day also gives users an opportunity to exit the MWTM client, Event
Editor, GTT Editor (ITP only), or Address Table Editor (ITP only) before starting them.

If you enable the message of the day, it appears whenever a user attempts to launch a client. If the user
accepts the message, the client launches. If the user declines the message, the client does not launch.

To display the Message of the Day dialog, use one of the following procedures:
e Launch aclient. If there is a message of the day, the Message of the Day dialog appears.
e Choose View > M essage of the Day from the MWTM main menu.
e Select the MWTM server name in the lower-right corner of the MWTM main window.

[ oL-9118-03
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Figure 2-1 Message of the Day Dialog

Message of the Day Last Updated: June 7, 2002 9:28:51 Ph
Sample message of the day.

T4858

The Message of the Day dialog contains the following fields:

Field or Button Description

Message of the Day  |Date and time the message of the day was last updated. If there is no message
Last Updated of the day, the MWTM displays Unknown.

Message Field Text of the message of the day. If there is no message of the day, the MWTM

displays There is no message of the day.

Accept Closes the Message of the Day dialog and launches the client.
If you do not click Accept, you cannot launch the client.
This button is available when there is a message of the day and you launch a

client.

Decline Closes the Message of the Day dialog and exits the client.
This button is available when there is a message of the day and you launch a
client.

OK Closes the Message of the Day dialog without exiting the client.

This button is available if you displayed the Message of the Day dialog by
choosing View > M essage of the Day from the MWTM main menu.
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To configure the MWTM to display a message of the day:

Log in to the MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Enter the following commands:
cd /opt/CSCOsgm/bin
Jmwtm motd enable
The MWTM displays:

Enter location of the message of the day file: [/opt/CSCOsgm/etc/motd]

To accept the default value, press Enter; or type a different location and press Enter.
The MWTM displays:

Setting Message of the Day File to: [/opt/CSCOsgm/etc/motd]
Message of the Day File set to: [/opt/CSCOsgm/etc/motd]
MWTM server must be restarted for changes to take effect.

To create the message text (the first time) or edit the existing text, enter:
Jmwtm motd edit

To display the contents of the message of the day file, enter:

Jmwtm motd cat

To disable the message of the day file, enter:

Jmwtm motd disable

Manually Synchronizing Local MWTM Passwords (Server Only)

Step 1

Step 2

Step 3

If mwtm authtypeis set to solaris or linux, the MWTM automatically synchronizes local MWTM
passwords with the operating system at 1:30 AM each night (this setting can be changed using the root
crontab). However, you can also manually synchronize passwords at any time.

To manually synchronize local MWTM passwords:

Login to the MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Change to the /bin directory:
cd /opt/CSCOsgm/bin
Synchronize the MWTM passwords:
Jmwtm syncusers

The MWTM synchronizes the passwords with Solaris.

[ oL-9118-03
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Listing All Currently Defined Users (Server Only)

Tolist al currently defined users in the MWTM User-Based Access account list:

Step 1 Log in to the MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Step2  Change to the /bin directory:
cd /opt/CSCOsgm/bin
Step3  List all users:
Jmwtm listusers
The MWTM displays the following information for each user:
e User name
e Last time the user logged in
e User’'s account access level
e User’s current account status, such as Account Enabled or Passwor d Disabled
Step4  Tolist information for a specific user, enter:
Jmwtm listusers username
where username is the name of the user.
N

Note  You can also view user account information on the MWTM User Accounts web page. For more
information, see Viewing User Accounts, page 11-18.

Displaying the Contents of the System Security Log (Server Only)

To display the contents of the system security log with PAGER:

Step1  Logintothe MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Step2  Change to the /bin directory:
cd /opt/CSCOsgm/bin
Step3  Display the security log contents:
Jmwtm seclog
The following security events are recorded in the log:
¢ All changesto system security, including adding users
¢ Login attempts, whether successful or unsuccessful, and logoffs

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter2

Configuring Security

Step 4

Note

Configuring User Access Il

e Attempts to switch to another user's account, whether successful or unsuccessful

e Attemptsto access files or resources of higher account level

e Accessto al privileged files and processes

e Operating system configuration changes and program changes, at the Solaris level

e MWTM restarts

e Failures of computers, programs, communications, and operations, at the Solaris level
To clear the log, enter:
Jmwtm seclog clear

The default path and filename for the system security log fileis/opt/CSCOsgnVIogs/sgmSecurityLog.txt.
If you installed the MWTM in adirectory other than /opt, then the system security log fileislocated in
that directory.

You can also view the system security log on the MWTM System Security Log web page. For more
information, see Viewing the Security Log, page 11-21.

Restoring Security-Related MWTM Data (Server Only)

Step 1
Step 2

Step 3

If you inadvertently delete your user accounts, or make other unwanted changesto your MWTM security
information, the MWTM can restore the security-rel ated parts of the MWTM datafilesfrom the previous
night’s backup.

To restore the security-related MWTM data files:

Log in asthe root user (for details see Starting the MWTM Client, page 4-2.
Change to the /bin directory:

cd /opt/CSCOsgm/bin

Restore the security-related data:

Jmwtm restore security

The MWTM restores the data.

[ oL-9118-03
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Disabling MWTM User-Based Access (Server Only)

To completely disable MWTM User-Based Access:

Step 1 Log in to the MWTM server as the root or superuser:
¢ Root user—See Starting the MWTM Client, page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Step2  Change to the /bin directory:
cd /opt/CSCOsgm/bin
Step3  Disable user-based access:
Jmwtm useraccess disable

The MWTM user access is disabled the next time you restart the MWTM server (./mwtm restart).

Specifying a Super User (Server Only)

You can use the MWTM to specify a superuser. A superuser can perform most actions that otherwise
require the user to be logged in as the root user. (The root user can still perform those actions, too.) If

you specify a superuser, the server also runs as the superuser and not as the root user.

A

Caution  Asasuperuser, you can adversely affect your operating environment if you are unaware of the effects of
the commands that you use. If you are arelatively inexperienced UNIX user, limit your activities as a

superuser to the tasks described in this document.

When you specify a superuser, remember that:

e The user must exist in the local /etc/passwd file. You cannot specify a user that is defined in a

distributed Network Information Services (NIS) system.

¢ Thesuperuser does not have accessto all MWTM commands. You must still be logged in asthe root

user to enter the following commands:
- mwtm authtype

- mwtm backup

- mwtm backupdir

— mwtm browserpath
- mwtm certgui

- mwtm certtool

- mwtm clean

- mwtm cleanall

- mwtm cleandb

- mwtm cwsetup

- mwtm evilstop
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mwtm jspport
mwtm keytool
mwtm Killclients
mwtm reboot
mwtm restore
mwtm restoreprops
mwtm setpath, if you are specifying a username
mwtm sounddir
mwtm ssl

mwtm stopclients
mwtm super user
mwtm syncusers
mwtm trapsetup
mwtm uninstall
mwtm webport
mwtm xter mpath

¢ If mwtm authtypeis set to solaris or linux, you must still be logged in as the root user to enter the
following commands:

mwtm adduser
mwtm disablepass
mwtm passwor dage
mwtm updateuser

mwtm user pass

e |f the SNMP trap port number on the MWTM server isless than 1024, you cannot use the mwtm
superuser command. To correct this situation, you must specify anew SNMP trap port number that
is greater than 1024:

To change the SNMP trap port number in the nodes in your network, use the snmp-server host
command. By default, the MWTM listens for traps from trap multiplexing nodes and NMS
applications on port 44750, so that is a good port number to choose. The SNMP trap port
number must be the same on all nodes in your network.

For more information, see the description of the snmp-server host command in the “Node
Requirements” section of the Installation Guide for the Cisco Mobile Wireless Transport
Manager 6.0.

Usethe mwtm trapsetup command to change the SNM P trap port number inthe MWTM server
to match the port number in the nodesin your network. See mwtm trapsetup, page B-65 for more
information.

[ oL-9118-03
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To specify a superuser on the MWTM server:

Step 1 Log in asthe root user (see Becoming the Root User (Server Only), page 4-2).
Step2  Change to the /bin directory:

cd /opt/CSCOsgm/bin
Step3  Specify the superuser:

Jmwtm superuser username

where username is the name of the user.

Implementing SSL Support in the MWTM

You can implement Secure Sockets Layer (SSL) support in your MWTM system. When you do, the
MWTM uses secure sockets to encrypt all communication between the MWTM clients and server.

This section includes the following information:
e Enabling SSL Support onthe MWTM Server, page 2-20
e Downloading the MWTM SSL Module for Windows Using the Web Interface, page 2-22
¢ Downloading the Self-Signed SSL Certificate from the MWTM Server, page 2-24
e Launching the MWTM Certificate Tool for SSL, page 2-24
e Exporting an SSL Certificate, page 2-27
¢ Viewing Detailed Information About a SSL Certificate, page 2-28
e Managing SSL Support in the MWTM, page 2-30
e Disabling SSL Support in the MWTM, page 2-30

Enabling SSL Support on the MWTM Server

To enable SSL support in the MWTM, perform the following:

Step 1 Install an SSL key/certificate pair in the MWTM by using one of the following procedures:

¢ Toinstall anew SSL key and a self-signed certificate, generate the key and certificate by logging in
as the root user on the MWTM server and entering the mwtm keytool genkey command.

The MWTM stops the MWTM server and these prompts appear:

Country Name (2 letter code) []:

State or Province Name (full name) []:
Locality Name (eg, city) []:

Organization Name (eg, company) []:
Organizational Unit Name (eg, section) []:
Common Name (your hostname) []:

Email Address []:

Enter the requested information.
The MWTM generates the following files:
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— /opt/CSCOsgm/etc/ssl/server.key is the MWTM server’s private key. Ensure that unauthorized
personnel cannot access this key.

— /opt/CSCOsgm/etc/ssl/server.crt is the self-signed SSL certificate.

— /opt/CSCOsgm/etc/ssl/server.csr is a certificate signing request (CSR). It is not used if you are
using a self-signed SSL certificate.

e Toinstall anew SSL key and a certificate signed by a certificate authority (CA), generate the key
and a CSR by logging in as the root user on the MWTM server and entering the
mwtm keytool genkey command.

The MWTM stops the MWTM server and issues the following prompts:

Country Name (2 letter code) I[]:

State or Province Name (full name) []:
Locality Name (eg, city) []:

Organization Name (eg, company) []:
Organizational Unit Name (eg, section) I[]:
Common Name (your hostname) []:

Email Address []:

Enter the requested information.
The MWTM generates the following files:

— /opt/CSCOsgm/etc/ssl/server.key is the MWTM server’s private key. Ensure that unauthorized
personnel cannot access this key.

— /opt/CSCOsgmvetc/ssl/server.csr is a CSR.

— /opt/CSCOsgm/etc/ssl/server.crt isthe self-signed SSL certificate. It isnot used if you areusing
a CA-signed SSL certificate; the CA-signed certificate overrides the self-signed certificate.

Print the CSR in X.509 format, by logging in as the root user on the MWTM server and entering the
mwtm keytool print_csr command.

Send the CSR to a CA to be signed.

After the CA signs the certificate, log in as the root user on the MWTM server and enter the
following command:

Jmwtm keytool import_cert cert_filename
where cert_filename is the name of the signed certificate.
The MWTM stops the MWTM server and imports the certificate in X.509 format.

e Tousean existing signed key/certificate pair, log in as the root user on the MWTM server and enter
the following command:

Jmwtm keytool import_key key filename cert_filename

wherekey filename isthe name of the existing SSL key and cert_filenameisthe name of the existing
signed certificate.

The MWTM stops the MWTM server and imports the SSL key in OpenSSL format and the signed
SSL certificate in X.509 format.

Step2  Enable SSL supportinthe MWTM, by logging in asthe root user on the MWTM server and entering the
mwtm ssl enable command.

Step3  Restart the MWTM server.
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Step4  Set up the MWTM client-side SSL certificate trust relationship, by downloading and importing the
self-signed or CA-signed certificate on every remote MWTM client, Windows as well as Solaris, that
connects to the MWTM server.

a. (Self-signed certificate only) Download the self-signed certificate (server.crt) by using the
procedure in Downloading the Self-Signed SSL Certificate from the MWTM Server, page 2-24.

b. Import the self-signed or CA-signed certificate by using the procedure in Launching the MWTM
Certificate Tool for SSL, page 2-24.

Step5 Restart the MWTM client.

The MWTM clients can now connect to the MWTM server by using SSL. All communication between
the server and clientsis encrypted.

If an MWTM client, GTT editor (ITP only), or Address Table editor (ITP only) that is not SSL-enabled
attempts to connect to an SSL-enabled MWTM server, the MWTM displays an appropriate warning
message and opens the MWTM Client for Windows page. You can then download and install a new
MWTM SSL module for the client to use to connect to that MWTM server.

If the client is SSL-enabled but does not have the correct certificate, the MWTM displays an appropriate
warning message and opensthe MWTM Server SSL Certificate page. You can then download the signed
SSL certificate in X.509 format to the client.

Downloading the MWTM SSL Module for Windows Using the Web Interface

Toinstall the MWTM SSL module on a Windows system from the MWTM web interface:

Step 1 From your browser, go to the URL for the MWTM Homepage:

http://your mwtm server:1774

where your_mwtm_server isthe name or |P address of the MWTM server and 1774 isthe web port being
used by the MWTM (1774 is the default port number.) If you do not know the name or web port of the
MWTM server, contact the system administrator who installed the MWTM server software.

The MWTM web interface home page appears (Figure 2-2).
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Figure 2-2 The MWTM Web Interface Home Page
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Done

Step2  Click Download Windows Client. Ensure that your browser is pointed to an MWTM, SSL-enabled
server.

Step3  Right-click Download SSL Modulefor MWTM Client on Windows XP. Choose the Save Link Asor
Save Target As option.

N

Note If you are using Internet Explorer, change the .zip extension to .jar during the Save Target As
option.

Step4  When queried, save the file under <Installed Drive>:\Program Files\Cisco Systems\MWTMClient\lib
where <Installed Drive> is the disk on which the MWTM client is installed.

Step5  You are prompted to launch the client, then download the self-signed SSL certificate (follow the
subsequent procedures).
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Downloading the Self-Signed SSL Certificate from the MWTM Server

Step 1

Step 2
Step 3
Step 4

If you haveimplemented Secure Sockets Layer (SSL) supportinyour MWTM system, you can download
the MWTM server’s signed SSL certificate to all remote MWTM clients that connect to the server using

SSL.

To download the certificate from the MWTM Server SSL Certificate page, use the following procedure
on each remote MWTM client:

In aweb browser, enter the following URL.:
https://server_name: 1774

where server_name is the name or IP address of the server on which the MWTM server is running
and 1774 is the Web port being using by the MWTM (1774 is the default port number.) If you do
not know the name or Web port of the MWTM server, contact the system administrator who installed
the MWTM server software.

The Server SSL Certificate page appears.
Right-click Download Server SSL Certificate.
Select Save Link As (or Save Target As) from the right-click menu.

Select adirectory in which to save the certificate (server.crt), and click Save. The MWTM downloads
the server.crt file into the specified directory.

Launching the MWTM Certificate Tool for SSL

If you have implemented Secure Sockets Layer (SSL) support in your MWTM system, you can launch
the MWTM Certificate Tool for SSL. The MWTM Certificate Tool dialog box lists all SSL certificates
that the MWTM client imported. In this dialog box, you specify whether to import, export, and display
detailed information about SSL certificates.

To launch the MWTM SSL Certificate Tool, use one of the following procedures:
¢ In Solaris, log in as the root user and enter the following commands:
cd /opt/CSCOsgm/bin
Jmwtm certgui
See mwtm certgui, page B-10 for more information.
¢ In Windows, choose Start > Programs > Cisco MWTM Client > MWTM SSL Certificate Tool.
The MWTM displays the MWTM Certificate Tool dialog box.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter2

Configuring Security

Implementing SSL Support in the MWTM

Figure 2-3 The MWTM Certificate Tool Dialog
Certificates
lssued to | lssued by | Expiration Date
cisco.com [cisco.com |02 1107
&
| Import || Export || Remove || Details || Exit || Help | =
(28]

For each SSL certificate, the MWTM Certificate Tool dialog box displays:

Field or Button Description
Issued to Host name of the MWTM server to which the SSL certificate was i ssued.
Issued by Certificate authority (CA) that issued the SSL certificate.

Self-signed SSL certificates display the hosthame of the MWTM server.
Expiration Date Date on which the SSL certificate expires.
Import Displaysthe Open dialog box for an SSL certificate, which you useto import

SSL certificates (for details, see Importing an SSL Certificateto an MWTM
Client, page 2-26).

Export Displaysthe Save dialog box for an SSL certificate, which you use to export
the selected SSL certificate.

Remove Removes the selected SSL certificate from the table.

Details Displays the Certificate Information dialog box, which provides detailed
information about the selected certificate.

Exit Closes the MWTM Certificate Tool dialog box.

Help Displays online help for the current window.
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Importing an SSL Certificate to an MWTM Client

If you have implemented Secure Sockets Layer (SSL) support in your MWTM system, you can import
the MWTM server's self-signed SSL certificate, or a CA-signed SSL certificate, to all remote MWTM
clients that connect to the server using SSL.

Note If you are using a Solaris client, you can import by using the MWTM SSL Certificate Tool as described
in this section, or the CLI command mwtm certtool (for details, see mwtm certtool, page B-10). If you
are using a Windows client, you must use the MWTM SSL Certificate Tool.

To import an SSL certificate, launch the MWTM SSL Certificate Tool, as described in Launching the
MWTM Certificate Tool for SSL, page 2-24, then click Import. The MWTM displays the Open dialog
box for SSL certificates.

Figure 2-4 Open Dialog for SSL Certificates
Look In: ‘rjl MWTM Client |v| @ @ @ B

[T _uninst [ properties
T hin [ readme
[ etc ] sounds
CHimages [} log.txt

dj2re D server.cri

T lib

] logs

File Hame:  [servercr |
Files of Type: [All Files v

| Open || Cancel |

210434

Use the Open dialog box to locate the SSL certificate that you want to import. The Open dialog box
contains:

Field or Button Description

Look In Click to select the directory in which you want to find the SSL certificate.
Accept the default directory, or select a new directory from the drop-down list
box.

For a self-signed certificate, locate the directory in which you downloaded the
certificate.

File Name Enter a name for the SSL certificate, or select afile from those listed in the
Open field. The MWTM displays the name of the certificate in the File Name
field.

Files of Type Specifies the type of file to display, and displays all files of that type in the
selected directory. For SSL certificates, this field displays All files, which
means files of all types appear in the table.
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Field or Button Description

Up One Level Displaysthe subfolders and files that arein the folder that is up one level from
the currently visible folder.

Desktop Displays the subfolders and files that are on your workstation desktop.

Create New Folder Creates a new subfolder in the visible folder.

List Displays only icons for subfolders and files.

Details Displays detailed information for subfolders and files, including their size,
type, date they were last modified, and so on.

Open Imports the file, closes the Open dialog box for an SSL certificate, and
populates the MWTM Certificate Tool dialog box with the SSL certificate’s
information.

Cancel Closes the Open dialog box for an SSL certificate without importing the file.

If you have implemented Secure Sockets Layer (SSL) support in your MWTM system, you can export
SSL certificates that have been imported to the MWTM client.

To export a SSL certificate, launch the MWTM SSL Certificate Tool, as described in Launching the
MWTM Certificate Tool for SSL, page 2-24, select a certificate from the list, then click Export. The
MWTM displays the Save dialog for SSL certificates.

Figure 2-5 Save Dialog for SSL Certificates

Save In: | MWTH Client

MIEIE=IEE

] _uninst [ properties
T bin I readme
Jetc 7 sounds
Climages [ log.txt

Hi2re [} server.crt
ik
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FileName:  |semercr

Files of Type: |All Files

|v|

Save || cancel |
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Usethe Save dialog box to export the SSL certificate to another directory. The Save dialog box contains:

Field or Button

Description

Save In Click to select the directory in which you want to save the SSL certificate.
Accept the default directory, or select a new directory from the drop-down list
box.

For a self-signed certificate, locate the directory in which you downloaded the
certificate.

File Name Enter a name for the SSL certificate, or select afile from those listed in the
Save In field. The MWTM displays the name of the certificate in the File
Name field.

Files of Type Specifies the type of file to save, and displays all files of that type in the
selected directory. For SSL certificates, this field displays All files, which
means files of all types.

Up One Level Displaysthe subfolders and files that arein the folder that isup one level from
the currently visible folder.

Desktop Displays the subfolders and files that are on your workstation desktop.

Create New Folder

Creates a new subfolder in the visible folder.

List

Displays only icons for subfolders and files.

Details

Displays detailed information for subfolders and files, including their size,
type, date they were last modified, and so on.

Save

Saves thefile, closes the Save dialog box for an SSL certificate, and returnsto
the MWTM Certificate Tool dialog box. Click Exit to close the MWTM
Certificate Tool dialog box and export the self-signed SSL certificatein X.509
format.

Cancel

Closes the Save dialog for an SSL certificate without saving the file.

Related Topics:

Launching the MWTM Certificate Tool for SSL, page 2-24

Viewing Detailed Information About a SSL Certificate

If you implemented Secure Sockets Layer (SSL) support in your MWTM system, you can view detailed
information about SSL certificates that were imported to the MWTM client.

To view detailed information about an SSL certificate, use one of the following procedures:

¢ Click the locked padlock icon in the lower-left corner of any MWTM window.

¢ Launch the MWTM SSL Certificate Tool, as described in Launching the MWTM Certificate Tool
for SSL, page 2-24, select an SSL certificate from the list and click Details.

The MWTM displays the Certificate Information dialog.
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Figure 2-6

Certificate Information Dialog Box

Certificate Information x|
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For the selected SSL, the Certificate Information dialog box displays:

Field or Button
Subject Node to which the SSL certificate was issued.

Description

The Subject field always includes the Common Name (CN) of the subject,
which must match the fully qualified hosthame of your MWTM server, such
as XXxx.company.com.

The Subject field might also contain other information, such asthe Country
(©), Organizational Unit (OU), or Organization (O) of the subject.

| ssuer CA that issued the SSL certificate.

Thelssuer field might include the Common Name (CN) of theissuer, aswell
as the Country (C), Organizational Unit (OU), or Organization (O) of the
issuer.

Version

Version of the SSL certificate, such as V1.

Serial number

Serial number associated with the SSL certificate.

Signature algorithm

Asymmetric algorithm ensures that the digital signature is secure, such as
MD5withRSA.

Valid from

Date and time on which the SSL certificate was created or became valid.

Valid to

Date and time on which the SSL certificate expires.
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User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter2  Configuring Security |

M implementing SSL Support in the MWTM

Field or Button Description

Public key Public key associated with the SSL certificate, used for encryption and for
verifying signatures.

OK Closes the Certificate Information dialog box.

When you are ready to close the dialog box, click OK. The MWTM closes
the Certificate Information dialog. If necessary, click Exit to close the
MWTM Certificate Tool dialog.

Related Topics:
Launching the MWTM Certificate Tool for SSL, page 2-24

Managing SSL Support in the MWTM

You use the MWTM to manage SSL support. To:

¢ Display the current status of SSL support in the MWTM, including whether SSL support is enabled
or disabled and which SSL keys and certificates exist, use either the mwtm ssl status or
mwtm sslstatus command.

e Print the MWTM server’s SSL certificate in X.509 format, use the mwtm keytool print_crt
command.

e List the SSL key/certificate pair on the MWTM server, use the mwtm keytool list command.

e Listall SSL certificatesonthe MWTM client, launchthe MWTM SSL Certificate Tool. The MWTM
lists each imported certificate, including to whom the certificate was issued, who issued the
certificate, and when the certificate expires.

See Appendix B, “Command Reference” for more information on the use of these commands.

See Exporting an SSL Certificate, page 2-27 for more information on launching the MWTM SSL
Certificate Tool.

Disabling SSL Support in the MWTM

You usethe MWTM to disable SSL support inthe MWTM, and to remove SSL keysand certificatesfrom
the MWTM server and clients. To:

e Disable SSL support in the MWTM, use the mwtm ssl disable command.
See mwtm ssl, page B-59 for more information.

¢ Remove all SSL keys and certificates from the MWTM server, use the mwtm keytool clear
command. TheMWTM stopsthe MWTM server, if necessary, and removesthe keys and certificates.
Before restarting the server, you must generate new SSL keys by using the mwtm keytool genkey
command, or you must completely disable SSL using the mwtm ssl disable command.

See Appendix B, “Command Reference” for more information on the use of these commands.

e Remove an SSL certificate from the MWTM client, launch the MWTM SSL Certificate Tool. The
MWTM lists each imported certificate. Select the certificate that you want to remove, and click
Remove. The MWTM deletes the certificate from the list.

See Exporting an SSL Certificate, page 2-27 for more information on launching the MWTM SSL
Certificate Tool.
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Limiting MWTM Client Access to the MWTM Server (Server

Only)

Step 1

Step 2

Step 3

By default, when you first install the MWTM, all MWTM client | P addresses can connect to the MWTM
server. However, you use the MWTM to limit client access to the server by creating and maintaining the
ipaccess.conf file.

You can create the ipaccess.conf file and populate it with alist of MWTM client |P addresses that can
connect to the MWTM server. The MWTM allows connections from only those clients, plus the local
host. If the file exists but is empty, the MWTM allows connections only from the local host. (The
MWTM aways allows connections from the local host.)

When you first install the MWTM, the ipaccess.conf file does not exist and the MWTM allows all client
IP addresses to connect to the MWTM server. To create the ipaccess.conf file and work with the list of
allowed client I P addresses:

Log into the MWTM server as the root or superuser:
¢ Root user—See Becoming the Root User (Server Only), page 4-2
e Super user—See Specifying a Super User (Server Only), page 2-18
Change to the bin directory:
cd /opt/CSCOsgm/bin
Create the ipaccess.conf file:
¢ To create the ipaccess.conf file and add a client | P address to the list, enter:
J/mwtm ipaccess add
e To create the ipaccess.conf file and open the file to edit it directly, enter:
Jmwtm ipaccess edit
The default directory for the file is located in the MWTM installation directory:

¢ If youinstalled the MWTM in the default directory, /opt, then the default directory is
/opt/CSCOsgm/etc.

¢ If youinstalled the MWTM in adifferent directory, then the default directory islocated in that
directory.

In the ipaccess.conf file, begin all comment lines with a pound sign (#).
All other linesin the file are MWTM client IP addresses, with one address per line.

Wildcards (*) are allowed, as are ranges (for example, 1-100). For example, if you input the address
* * * * then all clients can connect to the MWTM server.

After you create the ipaccess.conf file, you can use the full set of mwtm ipaccess keywords to work with
the file:

¢ clear—Remove all client IP addresses from the ipaccess.conf file, and allow connections from any
MWTM client | P address.

e list—Listall client IPaddresses currently in theipaccess.conf file. If no client IP addresses arelisted
(that is, the list is empty), connections from any MWTM client | P address are allowed.
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¢ rem—Remove the specified client IP address from the ipaccess.conf file.
e sample—Print out a sample ipaccess.conf file.

See the mwtm ipaccess, page B-28 for more information.

Any changes you make to the ipaccess.conf file take effect when you restart the MWTM server.

You can also use the MWTM to limit the | P addresses that can send traps to the server by creating and
maintaining the trapaccess.conf file. For more information, see the “Limiting Traps by |P Address”
section on page 3-8.

Backing Up or Restoring MWTM Files (Server Only)

Step 1
Step 2

Step 3

Step 1
Step 2

Step 3

The MWTM automatically backs up all MWTM data files to the MWTM installation directory daily at
1:30 AM.

To change the time at which the MWTM automatically backs up files, log in as the root user and change
the root crontab file:

e crontab -I lists cron jobs.
e crontab -e opens up an editor so you can make changes and save them.

Backing Up MWTM Data Files
To manually back up the MWTM datafiles at any time on a Solaris or Linux server:

Log in asthe root user. See Becoming the Root User (Server Only), page 4-2.
Change to the bin directory:

cd /opt/CSCOsgm/bin

Back up the MWTM files:

Jmwtm backup

The MWTM backs up the data files in the installation directory.

If you installed the MWTM in the default directory, /opt, then the default backup directory is also /opt.
If you installed the MWTM in adifferent directory, then the default backup directory isthat directory.

Changing the Backup Directory
To change the directory in which the MWTM stores its nightly backup files:

Log in asthe root user. See Becoming the Root User (Server Only), page 4-2.
Change to the bin directory:

cd /opt/CSCOsgm/bin

Change the backup directory location:

Jmwtm backupdir directory

where directory is the new backup directory.
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Step 2

Step 3

>

Warning

Removing MWTM Data from the MWTM Server I

If the new directory does not exist, the MWTM does not change the directory, but issues an appropriate
warning message.

Restoring the MWTM Data Files

You can restore data files on the same Solaris or Linux server, or on a different Solaris or Linux server
running the MWTM 6.0.

To restore the MWTM data files from the previous night’s backup:

Log in asthe root user. See Becoming the Root User (Server Only), page 4-2.
Change to the bin directory:

cd /opt/CSCOsgm/bin

Restore the MWTM datafiles:

Jmwtm restore

The MWTM restores the data files.

Do not interrupt this command. Doing so can corrupt your MWTM data files.

The mwtm restore command provides optional keywords that you use to restore only selected MWTM
datafiles, such as GTT files (ITP only), route table files (ITP only), log files, report files, or security
files. For more information, see mwtm restore, page B-45.

Removing MWTM Data from the MWTM Server

Step 1
Step 2

Step 3

If you ever want to remove all MWTM data from the MWTM server without uninstalling the product,
you can do so in one of two ways. Both ways restore the MWTM server to a state that would exist after
anew installation of the MWTM.

Method 1

Toremove all MWTM data from the MWTM server, excluding message log files, backup files, and
report files:

Log in as the root user (see Becoming the Root User (Server Only), page 4-2).
Change to the bin directory:

cd /opt/CSCOsgm/bin

Remove the MWTM data:

Jmwtm clean

Dataremoved includesall MWTM data, nhotes, preferences, security settings, routefiles(ITPonly), GTT
files (ITPonly), address table files (ITP only), seed files, event filters, report control files, and views, as
well as any user-created files stored in the MWTM directories.
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Step 1
Step 2

Step 3

Method 2

To remove all MWTM datafrom the MWTM server, including all view files, notes that are associated
with network elements, and event filters and preferences, excluding message log files, backup files,
report files, configuration settings, and security settings:

Log in as the root user. See Becoming the Root User (Server Only), page 4-2.
Change to the bin directory:

cd /opt/CSCOsgm/bin

Enter:

# ./mwtm cleandb

This command restores the MWTM server to a state that would exist after a new installation of the
MWTM, except for the presence of the retained files. Data removed includes all MWTM data, notes,
preferences, routefiles(ITPonly), GTT files(ITPonly), addresstablefiles (ITP only) and views, aswell
as any user-created files stored in the MWTM directories.

Toremove all MWTM data from the MWTM server, including message log files, backup files, and
report files, log in as the root user, as described in the Becoming the Root User (Server Only), page 4-2,
then enter the following commands:

# cd /opt/CSCOsgm/bin
# /mwtm cleanall

Dataremoved includesall MWTM data, nhotes, preferences, security settings, routefiles(ITPonly), GTT
files (ITP only), address table files (ITP only), seed files, event filters, report control files, views,
message log files, backup files, and report files, as well as any user-created files stored in the MWTM
directories.
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This chapter contains:
¢ Importing SNMP Community Names from CiscoWorks (Solaris Only), page 3-2
e Changing MWTM Server Poller Settings, page 3-2
¢ Changing the Message Display, page 3-4
e Setting the ITP Point Code Format, page 3-5
¢ Connecting a Single-Instance ITP to a Multiple-Instance I TP, page 3-6
e Enabling SNMP Traps, page 3-7
e Limiting Traps by IP Address, page 3-8
¢ Configuring a Backup MWTM Server, page 3-9
¢ Configuring an MWTM Client Connection Timer, page 3-10
¢ Enabling the Telnet Server Proxy Service, page 3-11
e Setting Up TFTP on Your Server (ITP Only), page 3-11
e Configuring Nodes, page 3-13
e Creating New Troubleshooting Categories and Commands, page 3-22
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Importing SNMP Community Names from CiscoWorks (Solaris

Only)

Step 1

Step 2
Step 3

Step 4

Tip

You can use the Cisco Mobile Wireless Transport Manager (MWTM) to store all SNMP community
namesin asingle database in CiscoWorks Common Services (CS), and to export those names for use by
the MWTM.

To export the database from CiscoWworks CS to the MWTM:

Log in to CiscoWorks. From the Common Services tab, choose Device and Credentials > Device
M anagement.

Click the Export button.

In the tree in the | eft pane, select the device(s) for export. To choose all devices, click the box next to
CS@<your_server_name>. To choose an individual device:

e Expand the hierarchy

e Drill-down to find an individual device

¢ Click the box next to the corresponding device
In the fields in the right pane, enter:

File Name = mwtm
Format = CSV

CiscoWorks creates the mwtm filein the default export directory, /opt/CSCOpx/objects/dmgt. When you
start the MWTM server, the MWTM looksfor thisfile. If thefile exists, the MWTM mergesthe filewith
its own community name database, and the exported SNM P community names will appear in the SNMP
tab of the Node SNMP and Credentials dialog box (see Configuring Nodes, page 3-13.)

For more information about SNMP, refer to “ Configuring SNM P Support” in the Cisco |OS Release 12.2
Configuration Fundamentals Configuration Guide, Part 3, System Management.

Changing MWTM Server Poller Settings

~

Note

For details on changing poller settings using the MWTM client or MWTM web interface, see Changing
Client and Web Preference Settings, page 5-1

The MWTM providesthree pollersfor useinthe MWTM client GUI and web pages: afast poller, aslow
poller, and a status refresh poller. Each poller has default minimum, maximum, and default settings; but,
with the MWTM you can change those settings.
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Step 1

Step 2

Step 3

Step 4

Step 5

Changing MWTM Server Poller Settings W

To change server poller settings:

Edit the Server.propertiesfile:

¢ If youinstalled the MWTM in the default directory, /opt, then the location of the Server.properties
file is /opt/CSCOsgm/properties/Server.properties.

e If youinstalled the MWTM in adifferent directory, then the Server.propertiesfileislocated in that
directory.

To change fast poller settings, change one or more of these linesin the file:

# Fast poller default polling interval in seconds
FAST POLLER_DEFAULT = 15

# Fast poller minimum polling interval in seconds
FAST POLLER_MIN = 5

# Fast poller maximum polling interval in seconds
FAST POLLER_MAX = 60

For example, to change the fast poller default to 30 seconds, change the FAST_POLLER_ DEFAULT
line to:

FAST_ POLLER_DEFAULT = 30

To change slow poller settings, change one or more of these lines in the file:

# Slow poller default polling interval in seconds
SLOW_POLLER_DEFAULT = 60

# Slow poller minimum polling interval in seconds
SLOW_POLLER_MIN = 60

# Slow poller maximum polling interval in seconds
SLOW_POLLER_MAX = 300

For example, to change the slow poller default to 180 seconds, change the SLOW_POLLER_DEFAULT
line to:

SLOW_POLLER_DEFAULT = 180

To change status refresh poller settings, change one or more of these linesin the file:

# Status refresh default interval in seconds
STATE_REFRESH DEFAULT = 180

# Status refresh minimum interval in seconds
STATE_REFRESH MIN = 180

# Status refresh maximum interval in seconds
STATE_REFRESH MAX = 900

For example, to change the status refresh poller default to 300 seconds, change the
STATE_REFRESH_DEFAULT line to:

STATE_REFRESH DEFAULT = 300

Save your changes and restart the MWTM server.

Any changes you make take effect when you restart the MWTM server, and are reflected throughout the
MWTM client GUI and web pages at that time.

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter3  Setting Up Your Server |

I Changing the Message Display

For each of these pollers, remember that, if you set the:

e Minimum interval for a poller to less than 0 seconds, the MWTM overrides that setting and resets
the minimum interval to O seconds.

e Maximum interval for apoller to less than the minimum interval, the MWTM overrides that setting
and resets the maximum interval to be equal to the minimum interval.

e Default interval for apoller to lessthan the minimum interval, the MWTM overridesthat setting and
resets the default interval to be equal to the minimum interval.

e Default interval for a poller to more than the maximum interval, the MWTM overrides that setting
and resets the default interval to be equal to the maximum interval.

Changing the Message Display

These sections contain information about changing the way the MWTM displays and stores messages:
¢ Changing the Location of MWTM Message Log Files, page 3-4
e Changing the Size of the MWTM Message Log Files, page 3-4
¢ Changing the Time Mode for Datesin Log Files, page 3-4
¢ Changing the Age of the MWTM Message Log Files, page 3-4

Changing the Location of MWTM Message Log Files
By default, all MWTM system message log files are located on the MWTM server at

/opt/CSCOsgm/logs. To change the location of the system message log directory, use the mwtm
msglogdir command. See mwtm msglogdir, page B-35 for more information.

Changing the Size of the MWTM Message Log Files

To change the size of the message | og files, use the mwtm msglogsize command. See mwtm msglogsize,
page B-36 for more information.

Changing the Time Mode for Dates in Log Files

To change the time mode for dates in log files, use the mwtm logtimemode command. See mwtm
logtimemode, page B-31 for more information.

Changing the Age of the MWTM Message Log Files

To change the number of daysthe MWTM archives system message |og files before del eting them from
the MWTM server, use the mwtm msglogage command. See mwtm msglogage, page B-35 for more
information.
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Setting the ITP Point Code Format

You can use the MWTM to set a new point code format for an MWTM server. The MWTM server and
all associated MWTM clients use the new point code format. Normally, you need to do this only once,
after installation.

The point code format configuration is contained in the PointCodeFormat.xml file.

To set the new point code format, log in asthe root user, as described in Starting the MWTM Client, page
4-2, or as a superuser, as described in Specifying a Super User (Server Only), page 2-18. Then enter:

# cd /opt/CSCOsgm/bin
# ./mwtm pcformat [edit |list |master |restore]

Where:

edit—Opens the PointCodeFormat.xml filefor editing, using $EDITOR environment variableif set,
otherwise uses vi.

list—Displays the current contents of the PointCodeFormat.xml file.
master —Restores the PointCodeFor mat.xml file to the default settings.
restor e—Restores the PointCodeFormat.xml file to the last saved copy.

The PointCodeFormat.xml file provides these default point code formats:

<Variant value=" ANSI" format="18.8.8"/>—Formats point codes using the 24-bit American
National Standards Institute (ANSI) standard format, xxx.yyy.zzz, where:

- Xxxx isthe 8-bit network identification
— yyyisthe 8-bit network cluster
— zzzisthe 8-bit network cluster member

<Variant value=" China" format="8.8.8" />—Formats point codes using the 24-bit China
standard format, xxx.yyy.zzz, where:

- xxx isthe 8-bit network identification
- yyy isthe 8-hit network cluster
— zzzisthe 8-bit network cluster member

<Variant value="I1TU" format="3.8.3" />—Formats point codes using the 14-bit International
Telecommunication Union (ITU) standard format, x.yyy.z, where:

— Xxisthe 3-bit zone identification
— yyyisthe 8-hit region identification
— zisthe 3-bit signal-point

<Variant value="NTT" format="5.4.7" readBits="rightToL eft” />— Formats point codes using
the 16-bit Nippon Telegraph and Telephone Corporation (NTT) standard format, xx.yy.zzz, where:

- xx isthe 5-bit zone identification
— yyisthe 4-bit area/network identification
— zzzisthe 7-bit identifier

<Variant value="TTC" format="5.4.7" readBits="rightToL eft” />— Formats point codes using
the 16-bit Telecommunication Technology Committee (TTC) standard format, xx.yy.zzz, where:

- xx isthe 5-bit zone identification
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- yy isthe 4-bit area/network identification
— zzzisthe 7-bit identifier

Asshown previously, the standard point code format for each variant is three octets. (For example, 3.8.3
for ITU.) However, you can also specify afour-octet format for any of the variants. (For example, 4.3.4.3
for ITU.) Thetotal number of bits must still equal 24 for ANSI and China, 14 for ITU, and 16 for NTT
and TTC.

For information about customizing the point code formats, including setting a new three-octet or
four-octet format, see the detailed instructions in the PointCodeFor mat.xml file.

Any changes that you make take effect when you restart the MWTM server.

The MWTM preserves customized point code formats when you upgrade to a new version or release of
the MWTM.

Connecting a Single-Instance ITP to a Multiple-Instance ITP

Step 1

Step 2

Step 3

You can configure the MWTM to recognize a single-instance | TP connecting to multiple instances on a
multiple-instance ITP. In effect, the MWTM views the multiple networks as a single all-encompassing
network.

To connect single-instance | TPs to multiple-instance I TPs:

Log in asthe root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin
# ./mwtm pcformat edit

The mwtm pcformat edit command opens the PointCodeFormat.xml file for editing. For more
information about using this command, see Setting the ITP Point Code Format, page 3-5.

Add these lines to the PointCodeFor mat.xml file:

<NetworkConfig>
<Network value="Big-Network">
<Include value="Network-1"/>
<Include value="Network-2"/>
<Include value="Network-3"/>
</Network>
</NetworkConfig>

Where:

¢ Network-1, Network-2, and Network-3 are the names of your subnetworks. (This example assumes
that you are combining three subnetworks into one.)

¢ Big-Network is the name of the combined network that includes Network-1, Network-2, and
Network-3.

Inthe MWTM, the signaling point Instance Name field displays the subnetwork name (for example,
Networ k-1), and the Point Code field displays the name of the combined network (for example,
Big-Network).

During Discovery, the MWTM assigns a default name to each discovered signaling point. The
assigned default name consists of the point code and the combined network name (for example,
3.8.3:Big-Networ k).
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Step 4
Step 5

Enabling SNMP Traps

Save your changes to the PointCodeFormat.xml file.

Restart the MWTM server. Any changes you made to the PointCodeFor mat.xml file take effect when you
restart the MWTM server.

The MWTM preserves the customized network configuration when you upgrade to a new version or
release of the MWTM.

Enabling SNMP Traps

Step 1

Step 2

Step 1

Step 2

Step 3

Step 4

By default, the MWTM cannot receive SNMP traps. To use SNMP trapswith the MWTM, you must first
configure the MWTM to receive traps.

Related Topics:
Integrating the MWTM with Other Products, page 5-39

To view the current trap reception configuration for the MWTM:

Log in as the root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin
# ./mwtm trapstatus

The MWTM displays the current trap reception configuration for the MWTM, including:
e Whether receiving traps is enabled or disabled
e Which UDP port the MWTM trap receiver is listening on

To configure the MWTM to receive traps:

Log in asthe root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin
# ./mwtm trapsetup

The MWTM displays:

The MWTM server must also be stopped to perform this operation.
Do you wish to continue? [n]

Typey and press Enter. The MWTM stopsthe MWTM Process Manager and all managed processes and
displays:

Would you like to configure MWTIM to receive SNMP traps? [yes]

Press Enter. The MWTM displays:

MWTM can receive traps natively on the standard UDP port number 162
or on any other UDP port chosen. If another application is already
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Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

bound to the SNMP standard trap reception port of 162, an alternate
port number for MWIM to receive traps must be specified.

UDP port number 44750 is the default alternate port.
Enter trap port number? [ 162 ]

By default, nodes send traps to port 162. To accept the default value, press Enter.

If your nodes have been configured to send traps to a different port, type that port number and press
Enter.

By default, the MWTM listens for traps from trap-multiplexing nodes and NMS applications on port
44750. If you want the MWTM to monitor that port, and port 162 is not available on the MWTM server
host, type 44750 and press Enter.

If trap multiplexing nodes and NM S applications in your network have been configured to send trapsto
adifferent port, type that port number and press Enter.

If you are a superuser, you must specify a port number that is greater than 1024, then press Enter.
Do not enter a non numeric port number. If you do, you are prompted to enter a numeric port number.

When you select an SNMP trap port number for the MWTM server, ensure your nodes use the same
SNMP trap port number. See the description of the snmp-server host command in the “ Preparing to
Install the MWTM” chapter of the Installation Guide for the Cisco Mobile Wireless Transport Manager
6.0 for more information.

To accept the default value, press Enter; or, type a different location and press Enter.

The MWTM confirms your choices and restarts the MWTM Process Manager and all managed
processes.

You can change all aspects of MWTM event processing, including the size of the MWTM event database,
the maximum length of timethe MWTM isto retain events, and the default severity and color associated
with each type of event. If anew trap becomes available that is of interest to the MWTM, you can add it
to the MWTM event database, enabling the MWTM to recognize and process the new trap. For more
information about changing MWTM event processing, see Changing the Way the MWTM Processes
Events, page 9-27.

Limiting Traps by IP Address

By default, when you first install the MWTM, all IP addresses are allowed to send traps to the MWTM
server. However, you can use the MWTM to limit the |P addresses that can send traps to the server by
creating and maintaining the trapaccess.conf file.

You can create the trapaccess.conf file and populate it with alist of |P addresses that can send traps to
the MWTM server. The MWTM receives traps from only those | P addresses, plus the local host. If the
file exists but isempty, the MWTM receivestrapsonly from thelocal host. (The MWTM alwaysreceives
traps from the local host.)

When you first install the MWTM, the trapaccess.conf file does not exist and the MWTM allowsall IP
addresses to send traps to the MWTM server.
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Step 1

Step 2

Step 3

Configuring a Backup MWTM Server ||

To create the trapaccess.conf file and work with the list of allowed IP addresses:

Log in as the root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin

Create the trapaccess.conf file:
¢ To create the trapaccess.conf file and add a client | P address to the list, enter:

# ./mwtm trapaccess add

Enter address to add: 1.2.3.4
IP Address 1.2.3.4 added.
MWTM server must be restarted for changes to take effect.
Use the following command to restart the server:
mwtm restart

¢ To create the trapaccess.conf file and open the file to edit it directly, enter:

# ./mwtm trapaccess edit

The default directory for the file is located in the MWTM installation directory. If you installed the
MWTM:

¢ Inthe default directory, /opt, then the default directory is/opt/CSCOsgnvetc.
¢ Inadifferent directory, then the default directory resides in that directory.
In the trapaccess.conf file, begin all comment lines with a pound sign (#).
All other linesin the file are MWTM client IP addresses, with one address per line.

Wildcards (*) are allowed, as are ranges (for example, 1-100). For example, the address *.* .* .* allows
all clients to send traps to the MWTM server.

After you create the trapaccess.conf file, you can use the full set of mwtm trapaccess keywords to work
with the file. See mwtm trapaccess, page B-64 for more details.

Any changes that you make to the trapaccess.conf file take effect when you restart the MWTM server.

Configuring a Backup MWTM Server

Step 1

Step 2

You can use the MWTM to configure a second MWTM server as a backup for the primary MWTM
server. For best results, Cisco recommends that you configure the primary server and the backup server
as backups for each other.

To configure a backup MWTM server:

Log in asthe root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin
# ./mwtm secondaryserver hostname naming-port
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Step 3

Configuring an MWTM Client Connection Timer

where:
¢ hostname is the optional name of the host on which the backup MWTM server is installed.

e naming-port isthe optional MWTM Naming Server port number for the backup MWTM server. The
default port number is 44742.

S,

Note If you use the mwtm secondaryserver command to configure a backup MWTM server, but
the primary MWTM server fails before you launch the MWTM client, then the MWTM client
has no knowledge of the backup server.

(Optional) To list the backup MWTM server that has been configured for this primary MWTM server,
enter:

# cd /opt/CSCOsgm/bin
# ./mwtm secondaryserver list

Configuring an MWTM Client Connection Timer

Step 1

Step 2

Step 3

You can use the MWTM to specify how long an MWTM client isto wait for the MWTM server before
exiting.

To configure an MWTM client connection timer:

Login as the root user, as described in Starting the MWTM Client, page 4-2, or as a superuser, as
described in Specifying a Super User (Server Only), page 2-18.

Enter:

# cd /opt/CSCOsgm/bin
# ./mwtm cliconntimer number-of-seconds

where number-of-seconds is the time the MWTM client isto wait for amessage from the MWTM server
before exiting. The valid range is 10 seconds to an unlimited number of seconds. The default valueis
60 seconds.

If the timer expires, the client pings the server and responds. If the server:
¢ Responds to the ping, the client reconnects to the server.

¢ Does not respond to the ping, but there is a backup server configured, the client connects to the
backup server.

¢ Does not respond to the ping, and there is no backup server configured, the client stops.
The timer takes effect when you restart the MWTM server.
(Optional) To restore the default timeout of 60 seconds, enter:

# ./mwtm cliconntimer clear

The timer is reset to 60 seconds when you restart the MWTM server.
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Enabling the Telnet Server Proxy Service

The MWTM provides the capability to function through firewalls, where the server is located behind the
firewall and the client is outside the firewall. To use this feature, enable the Telnet proxy service by the
mwtm tnproxy command (see Appendix B, “Command Reference.”)

Setting Up TFTP on Your Server (ITP Only)

e

Tip

Before deploying or loading route table, GTT, or MLR address table files, the TFTP daemon must be
running on the Solaris or Linux server.

For more information about questions regarding TFTP, see When | try to deploy routes, GTT files, or
address table files from the MWTM, why does TFTP fail or time out?, page C-14.

This section contains:
e Setting Up TFTP on Solaris, page 3-11
e Setting Up TFTP on Linux, page 3-12

Setting Up TFTP on Solaris

Step 1

Step 2

A

To set up TFTP on your Solaris server:

Verify that the tftp-server package is installed:

pkginfo -1 | grep tftp

If the tftp-server package is not installed, install it from your Solaris CD or distribution.

If you are not logged in, log in as the root user:

> login: root

> Password: root-password

If you are already logged in, but not as the root user, use the su command to change your login to root:

# su
# Password: root-password

Caution

Step 3

Step 4

Asthe root user, you can adversely affect your operating environment if you are unaware of the effects
of the commands that you use. If you are arelatively inexperienced UNIX user, limit your activities as
the root user to the tasks described in this manual.

Using a UNIX editor, open the inetd.conf file:

/etc/inetd.conf

In the inetd.conf file, ensure that this line appears:

tftp dgram udpé wait root /usr/sbin/in.tftpd -s /tftpboot

If the line begins with a# sign, delete it, and save the changes.

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter3  Setting Up Your Server |

[ | Setting Up TFTP on Your Server (ITP Only)

Step5  Ensure that this directory exists:

/tftpboot

If not, then create this directory. Also ensure the directory has write permissions (777).

Step6  If you will be accessing more than one type of file (route, GTT, or MLR address table files,) you must
create subdirectories, for example:

/tftpboot/route
/tftpboot/gtt
/tftpboot/atbl

Step7  Restart the inetd process:
a. Astheroot user, enter:
# ps -ef | grep inetd
Output should be similar to:

root 157 1 0 Oct 21 ? 0:00 /usr/sbin/inetd -s

b. To find the process ID for inetd, enter:

# ps -e -o pid,comm | grep inetd

Output should be similar to:

157 /usr/sbin/inetd

c. Torestart the inetd process, enter:

# kill -HUP 157

Where 157 corresponds to the output integer returned in Step b.
Step8  Within the /opt/CSCOsgm/bin directory, set the staging directory with these commands. For:
¢ Route table files, use the mwtm routedir command (see mwtm routedir, page B-102).
o GTT files, use the mwtm gttdir command (see mwtm gttdir, page B-86).
¢ MLR address table files, use the mwtm atbldir command (see mwtm atbldir, page B-78).

Setting Up TFTP on Linux

To set up TFTP on your Linux server:

Step1  Verify that the tftp-server package is installed:

rpm -q tftp-server

If the tftp-server package is not installed, install it from your RedHat Enterprise CD or distribution.
Step2 If you are not logged in, log in as the root user:

> login: root
> Password: root-password
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If you are already logged in, but not as the root user, use the su command to change your login to root:

# su
# Password: root-password

A

Caution  Astheroot user, you can adversely affect your operating environment if you are unaware of the effects
of the commands that you use. If you are arelatively inexperienced UNIX user, limit your activities as
the root user to the tasks described in this manual.

Step3  Using aUNIX editor, open the tftp file:

/etc/xinetd.d/tftp

Step4  Edit thefile:
a. Changetheline:

user = nobody

to

user = root

b. Changetheline;

disable = yes

to
disable = no
c. If you want to specify adifferent TFTP directory, replace /tftpboot in the line server_args= -s
[tftpboot with the name of your directory.
Step5  Save the changes.
Step6  Enter:

/etc/init.d/xinetd restart

Step7  Set the staging directory:
¢ For route table files, use the mwtm routedir command (see mwtm routedir, page B-102).
e For GTT files, use the mwtm gttdir command (see mwtm gttdir, page B-86).
e For MLR address table files, use the mwtm atbldir command (see mwtm atbldir, page B-78).

Configuring Nodes

If MWTM User-Based Access is disabled, or if it is enabled and you are a Network Administrator or
System Administrator, you can use the MWTM to view and change SNM P settings and configure login
credentials.

For more information about user authorization levelsin the MWTM, see Configuring MWTM User
Account Levels (Server Only), page 2-5.
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To access SNMP and credentials configuration, choose Network > Node SNM P and Credentials
Editor from the MWTM main menu. The MWTM displays the Node SNMP and Credentials Editor
dialog box.

Figure 3-1 Node SNMP and Credentials Editor Dialog (SNMP Tab)

" MWTM: Node SNMP and Credentials Editor Dialog.

File Help

Credentials |

; ; ; Pall Interdal
Read Community Timeout {secs) Fetries (rrins)
172.18.1567" rmwtmal =) 2 148
B |public | k! | 7 [ 14

IP Address Range or Hostname |*.*.*.* |

Read Community |puh|ic |

Timeout {secs) 3
Retries ,a
Poll Interval {mins) (15

210436

The Node SNMP and Credentials Editor dialog box contains:
¢ Node SNMP and Credentials Menu, page 3-14
e Configuring SNMP Settings, page 3-15
e Configuring Login Credentials, page 3-19

Node SNMP and Credentials Menu

The menu on the Node SNMP and Credentials Editor dialog box contains:

Menu Command Description
File > Save Saves any SNMP configuration changes.
(Ctrl-9)

When you are satisfied with all of your changesto the SNM P settings, choose
the File > Save menu option. The MWTM saves the changes and updates the
SNMP information on the MWTM server in real time.

Note If another user modifies and saves the SNMP configuration before
you save your changes, the MWTM asksif you want to overwrite that
user’s changes. If you choose to do so, the other user’s changes are
overwritten and lost. If you choose not to do so, your changes are | ost.

File > Close Closes the current window.
(Ctrl-w)
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Menu Command Description

Help > Topics Displays the table of contents for the MWTM online help.

(F1)

Help > Window Displays online help for the current window.

(Shift-F1)

Help > About Displays build date, version, SSL support, and copyright information about
(F3) the MWTM application.

Configuring SNMP Settings
S

Note If you want to change SNMP settings, do so before running discovery.

For more information about SNMP, refer to “ Configuring SNM P Support” in the Cisco |OS Release 12.2
Configuration Fundamental s Configuration Guide, Part 3, System Management.

To change SNMP settings in the MWTM, start the MWTM client, as described in Starting the MWTM
Client, page 4-2, then choose:

¢ From the MWTM main window—Network > Node SNM P and Credentials Editor from the
MWTM main menu.

¢ From the Discovery Dialog—Edit > Node SNMP and Credentials Editor from the menu bar.

)

Note (If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Administrator [level 4] and higher.)

The MWTM displays the SNMP tab (see Figure 3-1).

The SNMP tab of the Node SNMP and Credentials Editor dialog box contains:
e SNMP Settings Table, page 3-15
e SNMP Configuration Table, page 3-16
¢ SNMP Configuration Buttons, page 3-17

The MWTM also provides a set of commands that you can use to configure SNMP settings (see SNMP
Configuration Commands, page 3-18).

SNMP Settings Table

The SNMP settings table displays current SNMP information for nodes in the MWTM. You can edit
these fields in the SNMP Configuration Table, page 3-16.

The SNMP configuration table contains:

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

IP Address Range or |IP address or DNS name of a hode or range of nodes. An asterisk (*) indicates

Hostname

awildcard value.

Read Community

SNMP community name used by the node for read access to the information
maintained by the SNMP agent on the node.

Timeout (secs)

Time, in seconds, the MWTM waits for a response from the node.

Retries

Number of times the MWTM attempts to connect to the node.

Poll Interval (mins) | Time, in minutes, between polls for the node.

SNMP Configuration Table

In the SNM P configuration table, you can change SNM P settings for a node.
The SNMP configuration table contains:

Field

IP Address
Range or
Hostname

Description
IP address or DNS name of a node.

To change the IP address or DNS name of a node, select the node, enter the new
address or name in the | P Address Range or Hostname field, then click Update.

I P addresses use the format x.x.x.x, where each x has one of these values:
¢ Aninteger in the range 0 through 255.
¢ A range of integers separated by a hyphen (-), such as 10-60.
e An asterisk (*), which is equivalent to specifying 0-255.

The default valuefor thisfield isthe IP address* .* .* .*, which the MWTM uses for
all nodes not covered by other | P address ranges or names.

When entering an | P address:
e UseClass A, B, or C addressing:

— Class A—The first octet value is within the range of 1-126. A valid IP
addressis from 1.0.0.1 to 126.255.255.254.

— Class B—Thefirst octet value is within the range of 128-191. A valid IP
addressis from 128.1.0.1 to 191.254.255.254.

— Class C—Thefirst octet value is within the range of 192-223. A valid IP
addressis from 192.0.1.1 to 223.255.254.254.

¢ Do not use 0 or 255 for the last octet (x.x.X.0 is reserved for subnet addresses
or network addresses; x.x.x.255 is reserved for subnet broadcast addresses).

¢ Do not use | P addresses that fall within these ranges.
127.0.0.1-127.255.255.254, 128.0.0.1-128.0.255.254,
191.255.0.1-191.255.255.254, 223.255.255.1-223.255.255.254, and so on.

e Do not use O for the first octet.

Unlike I P addresses, you cannot specify arange of node names or use wildcardsin
node names. Each node name corresponds to a single node in the network.
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Field

Description

Read Community

SNMP community name to be used by the node for read access to the information
maintained by the SNMP agent on the node.

To change the SNM P community namefor anode, select the node and enter the new
name in the Read Community field, then click Update.

This new SNMP community name must match the name used by the node. The
default nameis public.

For information about exporting SNMP community names from CiscoWorks
Resource Manager Essentials (RME), see Importing SNMP Community Names
from CiscoWorks (Solaris Only), page 3-2.

Timeout (secs)

Time, in seconds, the MWTM waits for a response from the node.

If you determine that the MWTM waitstoo long for aresponse from anode, or does
not wait long enough, you can change the timeout value. To change the time that
the MWTM waits for aresponse from a node, select the node and enter the new
timeout value in the Timeout (secs) field, then click Update.

The valid range is 1 to 60 seconds. The default value is 1 second.

Retries

Number of timesthe MWTM attempts to connect to the node.

If you determine that the MWTM retries a node too many times, or not enough
times, you can change the number of retries. To change the number of times the
MWTM attempts to connect to anode, select the node and enter the new number in
the Retries field, then click Update.

The valid range is 0 to 99. The default valueis 2 retries.

Poll Interval
(mins)

Time, in minutes, between polls for the node.

If you determine that the MWTM polls a hode too often, or not often enough, you
can change the poll interval. To change the time, in minutes, between polls for a

node, select the node and enter the new interval in the Poll Interval (mins) field,
then click Update.

Thevalid range is 5 to 1440. The default value is 15 minutes.

SNMP Configuration Buttons

The SNMP tab of the Node SNMP and Credentials Editor dialog box contains:

Button Description

Add Adds the new SNMP settings to the MWTM database.

To add anew node or range of nodes, enter the SNMP information in the appropriate fields
and click Add. The new SNMP settings are added to the MWTM database.

Update Applies the values in the SNMP configuration fields to the selected node or range of

nodes.

Delete Deletes the selected node or range of nodes.

To delete anode, select it and click Delete. The MWTM deletes the node without asking
for confirmation.
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SNMP Configuration Commands

This section contains:
¢ MWTM Commands for SNMP, page 3-18
¢ Required SNMP Configuration for RAN-O Nodes, page 3-18

MWTM Commands for SNMP

The MWTM provides these SNMP-related commands:
e To set anew default SNMP read community name, use the mwtm snmpcomm command.

¢ Tochangethefile used for SNMP parameters, such as community names, timeouts, and retries, use
the mwtm snmpconf command.

e To query ahost using SNMP GetRequests, use the mwtm snmpget command.
e To query ahost using SNMP GetNextRequests, use the mwtm snmpnext command.

e Toquery ahost, using SNMP GetNextRequests to “walk” through the MIB, use the mwtm
snmpwalk command.

£

Tip For more information on the use of these commands, see Appendix B, “Command Reference.”

Required SNMP Configuration for RAN-O Nodes

Configure these SNM P statements on the RAN-O nodes that you would like to manage by using the
MWTM:

ipran-mib snmp-access <inBand | outOfBands>
ipran-mib location <cellSite | aggSites>
logging traps informational

snmp-server enable traps syslog

snmp-server community <SNMP_COMMUNITY STRING> RO 1

snmp-server trap link ietf snmp-server queue-length 100

snmp-server enable traps snmp linkdown linkup coldstart warmstart
snmp-server enable traps ipran snmp-server enable traps cpu threshold
snmp-server host <SNMP_SERVER HOST_IP_ADDRESS> version 2c v2c

%

For more information about these commands, refer to the Cisco MWR 1941-DC-A Mobile Wireless Edge
Router Software Configuration Guide.
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Configuring Login Credentials

This section contains:

e Setting Up Login Credentials, page 3-19
¢ Credentials Fields, page 3-21

¢ Credentials Buttons, page 3-21

¢ Adding Nodes, page 3-22

¢ Credentials Commands, page 3-22

Configuring Nodes W

You can use the MWTM to set up log in credentials, which you may use for:

Action

Description

Related Content

Troubleshooting

ITP and RAN-O networks

Viewing Troubleshooting

Discovery ONS nodes only Discovery Overview
Deployment ITP only Deploying ITP Files
Provisioning ITP only Using ITP Provisioning

Launching a SSH
terminal to a node

(ITP, RAN-O including ONS) In the
MWTM client navigation tree,
right-click on an object and choose
Node > Connect To.

Viewing the Right-Click Menufor an
Object

Establishing a

low-level connection

to anode

(ITP only)

In the MWTM client, choose Networ k
> Node File Management, then choose
File > Connect

or

In the Route Table Editor, choose File >
Deploy

or

In the Global Title Translator Editor or

Address Table Editor, choose File >
Load from Node or File > Deploy.

Node File Management
Deploying ITP Files
Loading aGTT File from a Node

Loading an Address Table File from
aNode

Setting Up Login Credentials

The MWTM enables asystem administrator to configure the login credential s using the Node SNMP and
Credentials Editor dialog box. Login credentialsare stored in an encrypted file on the server, eliminating
the need for users to login before running commands.

To set up login credentials in the MWTM, start the MWTM client, as described in Starting the MWTM
Client, page 4-2, then choose Network > Node SNM P and Credentials Editor from the MWTM main
menu, and select the Credentials tab.

[ oL-9118-03
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N
Note If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Administrator (level 4) and higher.

For detailed information on the SNMP tab, see Configuring SNMP Settings, page 3-15.

Figure 3-2 Node SNMP and Credentials Editor— Credentials Tab

£ WTM: Node SMNMP and Credentials Editor, Dialog
File Help

User name: |

Password: |

Enable User name: |

Enable Passwaord: |

Connection Protocol: =

210438

Note A check mark appears beside nodes or default ITP, ONS, RAN-O, or RAN SVC credentials that are
configured.

A system administrator can set up credentials:
¢ Globally on all nodes of all types—Click Default and complete the fields in the right pane.

¢ All nodes of a specific node type only—Under Default, click the node type (ITP, ONS, RAN-O or
RAN_SVC) and complete the fields in the right pane.

N

Note Configuring Default RAN-O credentials applies to Cisco MWR nodes only.

e On aspecific node—Under Nodes, click the node name and complete the fields in the right pane.
Configuring credentials on a specific node overrides any Default credential s for that particular node.

The Credentials tab of the Node SNMP and Credentials dialog box contains:
¢ Credentials Fields, page 3-21
¢ Credentials Buttons, page 3-21

The MWTM also provides a set of commands that you can use to configure SNM P settings (for details,
see the Credentials Commands, page 3-22).
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Credentials Fields

Under the Credentials tab of the Node SNMP and Credential s dialog box, you can configure these login
credentials for node(s):

)

Note  Ensure that each user has sufficient privileges to run all commands.

Field Description

IP Address or See the Adding Nodes, page 3-22.

DNS Hostname

User name Enter the login username, if required.

Password Enter the login password, if required.

Enable User Enter the login enable username (not required for ONS nodes).

name

Enable Password |Enter the login enable password (not required for ONS nodes).

Connection Choose the protocol to use when connecting to the node, either SSH or Telnet.

Protocol Note Thekey size on the node must be configured to a minimum of 768 bits and
a maximum of 2048 hits.

Note  User name and password requirements vary according to your security configuration. For more
information, see the Cisco |OS Security Configuration Guide, Release 12.2, Part 1 and Part 5.

Credentials Buttons

The Credentials tab of the Node SNMP and Credentials dialog box contains:

Button Description

Apply Applies specified usernames and passwords to the selected node or Default credentials.

Clear Removes credentials. To clear usernames and passwords on a selected object, click Clear
to remove the credentials, then click Apply.

Test You can test the credential s you have configured on the corresponding node or the default
credentials against a selected node type (not available for all node types).

Add (Button only available when you click Nodes) Adds a specified node.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Adding Nodes

In the Credentials tab, you can add a hode. If you are working with ONS nodes, you must add the ONS
node and set the credentials for the node before running discovery.

Step1  Click Nodesin the navigation tree.

Step2  Enter the IP address or DNS hostname.

Step3  Add the username and password credentials.
Step4  Specify the connection protocol (Telnet or SSH).
Step5 Click Add.

Credentials Commands

The MWTM also provides credentials-related commands:

¢ To add credentials for a given | P address, or for the Default credentials, use the mwtm addcreds
command.

¢ Toshow credentialsfor agiven IP address, or for the Default credentials, use the mwtm showcreds
command.

e Todelete credentials for agiven IP address, or for the Default credentials, use the mwtm
deletecreds command.

£

Tip For more information on the use of these commands, see Appendix B, “Command Reference.”

Creating New Troubleshooting Categories and Commands

A system administrator can use the MWTM to create user-specific categories and commands:

Step1  On the server machine, if you are not logged in, log in as the root user:
> login: root
> Password: root-password
If you are already logged in, but not as the root user, use the su command to change your login to root:

# su
# Password: root-password

A

Caution  Astheroot user, you can adversely affect your operating environment if you are unaware of the effects
of the commands that you use. If you are arelatively inexperienced UNIX user, limit your activities as
the root user to the tasks described in this manual.

Step2  Using aUNIX editor, open the User Commands.ts file;

/opt/CSCOsgm/etc/UserCommands . ts
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Creating New Troubleshooting Categories and Commands

Step3  Create new categories and commands, following the instructions in the User Commands.ts file. Sample
categories and commands are provided, which may be directly useful in your network.

Step4  Save changes. The new categories and commands now appear in the Troubleshooting tabs.

Related Topics
¢ Viewing Troubleshooting, page 8-42

¢ mwtm tshootlog, page B-66

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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CHAPTER I

Getting Started

This chapter provides information about starting and stopping the Cisco Mobile Wireless Transport
Manager (MWTM), and an overview of how to use the MWTM to manage your Cisco | P Transfer Point
(ITP) or Radio Access Network-Optimization (RAN-O) installation.

This chapter includes:

Starting the MWTM Server, page 4-1

Starting the MWTM Client, page 4-2

Discovering Your Network, page 4-4

Displaying the MWTM Main Window, page 4-22

Using the MWTM Main Menu, page 4-33

Accessing the MWTM through a Web Browser, page 4-39
Loading and Saving MWTM Files, page 4-41

Using the Windows Start Menu, page 4-43

Using the Windows Start Menu, page 4-43

Exiting the MWTM Client, page 4-44

For detailed information about the MWTM -supported platforms, and hardware and software
regquirements, see the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0.

The default directory for installing the MWTM is/opt. In commands that call for the default directory,
if you installed the MWTM in adifferent directory, you must specify that directory instead of /opt.

Starting the MWTM Server

Before starting an MWTM server, verify that:

Each node uses a supported |OS image

The MWTM server has | P connectivity to each node

SNMP is enabled on each node

(Optional, but recommended) Traps are enabled on each node
(Optional, but recommended) A trap host is defined on each node

[ oL-9118-03
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e

Tip For a definition of MWTM nodes, see What is ITP?, page 1-6 and What is RAN-O?, page 1-7.

Because the MWTM application comprises a server component and a client component, you must start
both components to run the application.

To start the MWTM server on a Solaris or Linux system:

Step1  You must belogged in astheroot user or asasuperuser, or your login must have administrator privileges.
Tolog in as the root user, see the Becoming the Root User (Server Only), page 4-2.

~

Note  For detailson setting up administrator privileges, see Specifying a Super User (Server Only),
page 2-18).

Step2  Enter:
# cd /opt/CSCOsgm/bin

# ./mwtm start

Becoming the Root User (Server Only)

Some MWTM procedures require that you log in as the root user.

A

Caution  Astheroot user, you can adversely affect your operating environment if you are unaware of the effects
of the commands that you use. If you are arelatively inexperienced UNIX user, limit your activities as
the root user to the tasks described in this manual.

If you are not logged in, log in as the root user:

> login: root
> Password: root-password

If you are already logged in, but not as the root user, use the su command to change your login to root:

# su
# Password: root-password

Starting the MWTM Client

This section contains:
¢ Before Starting the MWTM Client, page 4-3
e Starting the MWTM Client on Solaris or Linux, page 4-3
¢ Accessthe Node, page 4-4
e Starting the MWTM Client on Windows, page 4-4
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Starting the MWTM Client

Before Starting the MWTM Client

When you start an MWTM client, the version and release of the client must match that of the MWTM
server.

If there is a client-server mismatch, the MWTM displays a warning message when you try to start the
client. If you have aweb browser installed, the MWTM optionally opens aweb page from which you
can download an allowed, matching client. See Downloading the MWTM Client from the Web, page

11-7 for more information about downloading the MWTM client.

Setting the DISPLAY Variable for Solaris or Linux Clients

If you see the following message upon client startup, you must set the DISPLAY variable:

Could not launch client: Can't connect to X1l window server using <x> as the value of the
DISPLAY variable.

The DISPLAY variableis set as part of your login environment on Solaris or Linux. However, if you use
Telnet or SSH to access aworkstation, you must set the DISPLAY variableto local display by using this
command:

# setenv DISPLAY local ws:0.0

where local_wsis your local workstation.
If your shell does not support the setenv command, enter:

# export DISPLAY=local ws:0.0

Starting the MWTM Client on Solaris or Linux

To start the MWTM client on a Solaris or Linux system on which the MWTM server isinstalled, ensure
that the MWTM server is running, then enter:
# cd /opt/CSCOsgm/bin

# ./mwtm client

To start the MWTM client on a Solaris or Linux system other than the one on which the MWTM server
isinstalled, ensure that the MWTM server is running, then enter:

# cd /opt/CSCOsgmClient/bin

# ./mwtm client

To start the MWTM client on a Solaris or Linux system other than the one on which the MWTM server
isinstalled, and connect to an MWTM server other than the default server, enter:

# cd /opt/CSCOsgmClient/bin

# ./mwtm client server name or ip address

where server_name_or_ip_addressis the name or |P address of the Solaris or Linux system on which
the MWTM server is running.

[ oL-9118-03
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Access the Node

You use the MWTM to link to the node by using the connection protocol (Telnet or SSH) that you set in
the Node SNMP and Credentials dialog box (see Credentials Fields, page 3-21).

To access the node, right-click a node in awindow, then choose Node > Connect to from the right-click
menu.

Note If your client workstation does not have network access to the | P address of the node (that is, if the node
is behind afirewall or NAT device), you might be unable to access the node.

Starting the MWTM Client on Windows

To start the MWTM client on a Windows system, choose Start > Programs > Cisco MWTM Client >
Launch MWTM Client, or double-click the MWTM Client icon on the Windows desktop.

Discovering Your Network

This section provides details on using the MWTM to discover your I TP or RAN-O networks. It includes:
¢ Discovery Overview, page 4-4
¢ Launching the Discovery Dialog, page 4-6
¢ Loading Seed Nodes and Seed Files, page 4-7
¢ Running Discovery, page 4-13
o Verifying Discovery, page 4-21

Discovery Overview

The MWTM uses a Discovery process to populate the MWTM database, discovering the objectsin your
network.

You can run Discovery if MWTM User-Based Accessis disabled; or, if it is enabled, and you are a
Network Administrator or System Administrator. (For more information about user authorization levels
in the MWTM, see Configuring MWTM User Account Levels (Server Only), page 2-5.)

To discover your network:

Step1  Start the MWTM client, as described in Starting the MWTM Client, page 4-2.

Step2  If youwant to change SNM P settings, do so before running Discovery. See Configuring SNM P Settings,
page 3-15 for more information.

Step3  If you want to discover ONS nodes and did not choose the option to discover your network during
installation, you must add the ONS nodes and set the credentials before running discovery (see Adding
Nodes, page 3-22 for more information.)

Step4  Choose Network > Network Discovery from the MWTM main menu. The MWTM displays the
Discovery dialog box. See Launching the Discovery Dialog, page 4-6 for more information.
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Step 5

Step 6

Step 7

Step 8

Step 9

Note

Discovering Your Network W

Select the Seed Settings tab, if it is not already selected. You use the Seed Settings tab to create, save,
load, and delete MWTM seed files. Load one or more seed nodes, or an existing seed file, by using the
procedures in Loading Seed Nodes and Seed Files, page 4-7.

Select the Discovery tab, or click Next. You use the Discovery tab to discover the objects in your
network. See Running Discovery, page 4-13 for more information.

¢ To specify the extent of the network discovery, check the Entire Networ k check box. See the
description of the Entire Network check box in Running Discovery, page 4-13 for more information.

e To specify whether the MWTM should keep or delete the existing database when discovering the
network, check the Delete Existing Data check box. See the description of the Delete Existing Data
check box in Running Discovery, page 4-13 for more information.

¢ To specify the maximum number of hops for discovering objects in your network, enter avalue in
the M ax. Hopstext box. For more information, see the description of the Max. Hopstext box in the
Running Discovery, page 4-13.

When the “Discovery In Progress’” message disappears, Discovery is running. The Discovered Nodes
table within the Discovery tab (Figure 4-5) listsall nodes that were discovered by the MWTM (all nodes,
including new and excluded nodes, not just the nodes in the current view). See Discovered Nodes, page
4-17 for more information.

Examine the Discovered Nodes table to verify that the MWTM discovered all of the nodes in the
network. If you suspect that the MWTM did not discover all of the nodes, see Verifying Discovery, page
4-21 for troubleshooting information. You might need to add more seed nodes and run Discovery again.

When you are satisfied that the MWTM discovered all of the nodes in the network, save the list of seed
nodes in a seed file. See Saving a Seed File, page 4-9 for more information.

(ITPonly) You can run Discovery multiple times to attempt to discover additional nodes based on the IP
addresses defined in the Stream Control Transmission Protocol (SCTP) links. If you are using a separate
management VLAN to manage your nodes, but private or unreachable | P addresses for your SCTP
connectivity, uncheck the Entire Networ k check box in the Discovery dialog box. Otherwise, Discovery
attempts to reach those nodes continuously. Instead, enter all nodes to be discovered directly into the
seed list and do a nonrecursive Discovery.

Related Topics:
e Configuring SNMP Settings, page 3-15
e Backing Up or Restoring MWTM Files (Server Only), page 2-32
¢ |nvestigating Data Problems, page D-1
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Launching the Discovery Dialog

To launch the Discovery dialog box and begin the Discovery process, choose Networ k > Networ k
Discovery from the MWTM main menu. The MWTM displays the Discovery dialog box.

Figure 4-1 Discovery Dialog with Seed Settings Displayed

2 MMM Discovery Dialog,
File Edit

f Seed Settings r Discovery |

Help

Seed Nodes  No File

Seed Details

IF Addres..
or Hostna...

Foll Interval
(rins)

Read Co Timenut(l Retries

IF Address, Address Range, Subnet, "

CIDR, or DMS Hostname

Add Node

210509

You use the Discovery dialog box to load and configure seed nodes, and use those seed nodes to discover

the objects in your network.

If you start the MWTM client and the MWTM database is empty (including the very first time you start
the MWTM client), the MWTM automatically opens the Discovery dialog box so you can run Discovery

and populate the database.

The Discovery dialog box contains:

¢ Discovery Dialog Menu, page 4-6

¢ Discovery Dialog Tabs, page 4-7

Discovery Dialog Menu

The menu on the Discovery dialog box contains:

Menu Command

Description

File > Load Seeds
(Ctrl-L)

Opensthe Load File Dialog: Seed File List, enabling you to load a
seed file into the MWTM:

¢ Enter the name of the seed file, and click OK to load it.

e Click Cancel to return to the Seed Settings tab without loading
a seed file.

File > Save Seeds
(Ctrl-S)

Opens the Save File Dialog: Seed File List, which you use to save
changes you have made to the selected seed file.

File > Save As

Opens the Save File Dialog: Seed File List, which you use to save
changes you have made to the selected seed file with a new name,
or overwrite an existing seed file.
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Menu Command Description
File > Close Closes the current window.
(Ctrl-w)
Edit > Node SNMP and Opens the Node SNMP and Credentials Editor dialog box.
(.X:adgntlals Editor If you have implemented MWTM User-Based Access, thisoptionis
(Alt-D) available to users with authentication-level Network Administrator
(level 4) and higher.
Help > Topics Displays the table of contents for the MWTM online help.
(F1)
Help > Window Displays online help for the current window.
(Shift-F1)
Help > About Displays build date, version, SSL support, and copyright
(F3) information about the MWTM application.
Discovery Dialog Tabs

The Discovery dialog box contains these tabs:

Tab Description
Seed Settings Displays the Seed Settings tab in the Discovery dialog box.
Discovery Displays the Discovery tab in the Discovery dialog box.

Loading Seed Nodes and Seed Files

You use the MWTM to load one or more new seed nodes; or, to create, save, load, and delete existing
MWTM seed files.

This section includes:

Loading a Seed Node, page 4-8

Loading a Seed File, page 4-8

Saving a Seed File, page 4-9

Creating a New Seed File, page 4-11

Creating a New Seed File, page 4-11

Creating and Changing Seed Files Using a Text Editor, page 4-13
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Loading a Seed Node

To load a seed node, enter the name or |P address of the seed node in the IP Address, Address range,
Subnet, CIDR, or DNS Hostname field, and click Add Node (or press Enter).

~

Note  Follow the guidelines for IP addresses in SNMP Configuration Table, page 3-16.

The MWTM displays details of the SNM P settings for the seed nodes in the Seed Detail s pane. Continue
adding seed nodes until you are certain that the MWTM will be able to discover the entire network.

Loading a Seed File

If you have already created and saved one or more seed files, you can load a seed file, change the list of
seed files, and select one seed file to be loaded automatically when the MWTM client is started or the
Discovery dialog box is opened.

To load an existing seed file, choose File > L oad Seeds from the Discovery Dialog menu. The MWTM
displays the Load File Dialog: Seed File List dialog box.

Figure 4-2 Load File Dialog: Seed File List Dialog

Ly

Seed File List
El
klame Last Modified Size (hytes)
D seedlist] Feb 12 02:08:53 FM a0
D seedlist? Feb 12, 02:09:45 PM a0

[ | make this my preferred startup option,

[ ox | | Delete | | cancel | | Help |

210645

2] Files]

The Load File Dialog: Seed File List contains:

Field or Button Description

Type Icon indicating whether the item in the table is afile or afolder.
Name Name of the seed file or folder.

Last Modified Date and time the seed file or folder was last modified.

Size (bytes) Size of the seed file or folder, in bytes.
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Field or Button

Description

Make thismy preferred start option

Specifies whether the selected seed file should be |oaded
automatically whenever this MWTM client is started or the
Discovery dialog box is opened.

By default, this check box isunchecked for all seed files. That is,
no seed file is loaded automatically when the MWTM client is
started or the Discovery dialog box is opened.

Number of Files
(appears in bottom-left corner)

Total number of seed files and folders.

OK

L oads the selected seed file, saves any changes you made to the
list of files, and closes the dialog box.

To load a seed file, double-click it in the list, select it in the list
and click OK, or enter the name of the file and click OK.

The MWTM saves any changes you made to the list of files,
closes the Load File Dialog: Seed File List dialog box, loads the
seed file, and returns to the Discovery dialog box. The MWTM
listsall of the seed nodes in the seed file in the Seed Nodes pane,
and displays detail s of the SNM P settings for the seed nodesin the
Seed Details pane.

Delete

Deletesthe selected file from the seed filelist. The MWTM issues
an informational message containing the name and location of the
deleted file.

Cancel

Closes the dialog box without loading a seed file or saving any
changes to the seed file list.

Help

Displays online help for the dialog box.

Saving a Seed File

You use the MWTM to save a specific seed file, change the list of seed files, and select one seed file to
be loaded automatically when the MWTM client is started or the Discovery dialog box is opened.

When you are satisfied that the MWTM has discovered all of the nodes in the network, save the list of
seed nodes in a seed file by using one of these procedures:

¢ To save the changes you made to the seed file without changing the name of the file, choose File >
Save from the Discovery Dialog menu.

¢ To save the changes you have made to the seed file with a new name, choose File > Save As from
the Discovery Dialog menu. The MWTM displays the Save File Dialog: Seed File List dialog box

(Figure 4-3).

The MWTM stores the seed file in the seed file directory on the MWTM server:
¢ If youinstalled the MWTM in the default directory, /opt, then the MWTM seed file directory is

/opt/CSCOsgm/seeds.

¢ If youinstalled the MWTM in adifferent directory, then the MWTM seed file directory islocated

in that directory.
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Note

If another user modifies and saves the seed file before you save your changes, the MWTM asks if you
want to overwrite that user’s changes. If you choose to do so, the other user’s changes are overwritten
and lost. If you choose not to do so, your changes are lost, unless you save the seed file to a different

filename.

Figure 4-3 Save File Dialog: Seed File List Dialog
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The Save File Dialog: Seed File List contains:

Field or Button Description

Type Icon indicating whether the item in the table is afile or afolder.
Name Name of the seed file or folder.

Last Modified Date and time the seed file or folder was last modified.

Size (bytes) Size of the seed file or folder, in bytes.

Filename Name by which you want to save the seed file.

If you create a new seed filename, you can use any letters,
numbers, or characters in the name that are allowed by your
operating system. However, if you include any spaces in the new
name, the MWTM converts those spaces to hyphens. For
example, the MWTM savesfilea b c as a-b-c.

Make this my preferred start option

Specifies whether the selected seed file should be loaded
automatically whenever this MWTM client is started or the
Discovery dialog box is opened.

By default, this check box isunchecked for all seed files. That is,
no seed file is loaded automatically when the MWTM client is
started or the Discovery dialog box is opened.
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Field or Button

Description

Number of Files
(displayed in bottom left corner)

Total number of seed files and folders.

OK Saves the seed file and any changes you made to the seed filelist
and closes the dialog box.
To save the seed file with a new name, you can either save thefile
with:
e A completely new name. Enter the new name and click OK.
¢ An existing name, overwriting an old seed file. Select the
namein the list and click OK.
The MWTM:
e Saves the seed file with the new name
e Saves any changes you made to the list of files
¢ Closesthe Save File Dialog: Seed File List dialog
¢ Returnsto the Discovery dialog box
Delete Deletesthe selected file from the seed filelist. The MWTM issues
an informational message containing the name and location of the
deleted file.
Cancel Closes the dialog box without saving the seed file or saving any
changes to the seed file list.
Help Displays online help for the dialog box.

Creating a New Seed File

To create anew seed filein the MWTM, launch the Discovery dialog box, as described in Launching the
Discovery Dialog, page 4-6, then select the Seed Settingstab, if it is not already selected (Figure 4-1).

You use the Seed Settings tab within the Discovery dialog box to create, save, load, and delete MWTM

seed files.

The Seed Settings tab on the Discovery dialog box contains:

Field or Button Description

Seed Nodes Lists the seed nodes currently defined in the MWTM.

IP Address Range |IP address of the seed node. The default valueis*.* .* .*,

or Hostname Note  Follow the guidelines for IP addresses in SNMP Configuration Table,
page 3-16.
Retries Number of times the MWTM attempts to connect to the seed node. The valid
range is 0 to 99. The default valueis 2.
Timeout (sec) Time, in seconds, the MWTM waits for aresponse from the seed node. Thevalid

range is 0 (no timeout) to 9999. The default value is 1 second.
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Field or Button Description

Read Community  |SNMP community name for read access to the information maintained by the
SNMP agent on the node. This value can be up to 32 charactersin length. Do not
include special characters such as the opening single quote ('), at symbol (@),
dollar sign ($), caret ("), closing single quote ('), double quote ("), ampersand
(&), or pipe (|). Thisvalueis usually set to public (the default).

Poll Interval (mins) | Time, in minutes, between polls. The valid range is 0 to 9999. The default value
is 15 minutes.

IP Address, Address or name of the selected seed node.
Address range,
Subnet, CIDR, or
DNS Hostname

To create a new seed file, enter the name or address of a seed node in this field.
Examples of acceptable input include;

e |P Address: 1.2.3.4 (see the guidelines for |P addresses in SNMP
Configuration Table, page 3-16).

e Address Range: 1.2.3.2-15
e Subnet, CIDR: 1.2.3.0/24, 1.2.3.0/255.255.255.0
¢ DNS Hosthame: mwtm.cisco.com

The MWTM displays details of the SNMP settings for the seed node in the Seed
Details pane.

Continueto add as many seed nodes as necessary to discover your entire network.

When you are ready to save the list of seed nodesin anew seed file, choose File
> Save Asfrom the Discovery Dialog menu. The MWTM displays the Save File
Dialog: Seed File List dialog box (Figure 4-3). See Saving a Seed File, page 4-9
for more information about saving seed files.

Add Node Adds a new seed node to the MWTM.

Delete Deletesthe selected seed node. The MWTM del etes the seed node without asking
for confirmation.

Next Displays the Discovery tab in the Discovery dialog box.

If you enter a seed node IP address or name in the [P Address, Address range,
Subnet, CIDR, or DNS Hostname field, then click Next, MWTM automatically
adds the seed node before displaying the Discovery tab.

Changing an Existing Seed File

To modify an existing seed filein MWTM:

Step 1 Load the seed file as described in Loading a Seed File, page 4-8.

Step2  Toadd another seed node to the seed fil e, enter the name or |1 P address of the seed node in the P Address,
Address range, Subnet, CIDR, or DNS Hosthame field, and click Add Node.

Step3  To delete a seed node from the seed file, select the seed node and click Delete Node.
Step4  To save the modified seed file, use the procedure described in Saving a Seed File, page 4-9.
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Creating and Changing Seed Files Using a Text Editor

A seed fileis simply an unformatted list of seed hode names. To create a seed file by using atext editor,
simply create a file and list the seed node names, one on each line, with no other formatting:
new-york-a

new-york-b

chicago-c

When you save and name the seed file, remember:

e You can use any letters, numbers, or characters in the name that your operating system allows,
except blanks.

e The MWTM saves the seed file with a .see file extension.
e The MWTM saves the seed file in the MWTM server’s seed file directory, seeds:

- If youinstalled the MWTM in the default directory, /opt, then the seed file directory is
/opt/CSCOsgm/seeds/.

- If youinstalled the MWTM in adifferent directory, then the seed file directory resides in that
directory.

Whenthe MWTM loadsthe seed file, it verifiesthe syntax of thefile, deleting blank lines and extraneous
leading and trailing spaces as needed. The MWTM also verifies that each seed node name resolves to a
valid IP address. If a hame does not resolve to avalid | P address, the MWTM |ogs the erroneous entry
and ignoresiit.

For example, given this seed file:

new-york-a<space>
<space>new-york-b
ZZZZZZZZZZZ2Z

<blank line>
<tab>chicago-c<tab>

The MWTM loads these entries:

new-york-a
new-york-b
chicago-c

Running Discovery

Click the Discovery tab in the Discovery dialog box to discover the objects in your network.

To display the Discovery tab, launch the Discovery dialog box, as described in Launching the Discovery
Dialog, page 4-6, then select the Discovery tab in the Discovery dialog box, or click Next in the Seed
Settings tab. (If you enter a seed node | P address or name in the | P Address, Address range, Subnet,
CIDR, or DNS Hostname field, then click Next, MWTM automatically adds the seed node before
displaying the Discovery tab.)

[ oL-9118-03
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Figure 4-4 Discovery Tab Before Discovery
1_"" MW TM: Discovery Dialog
File Edit Help
( Secd settings [}
Discovery Settings
Entire Metwork Max. Hops 3 |
[ | Delete Existing Data
Discover Network
Discovered Node
Primary S Mode Sofware Trap Report Status
Name Address... Type Yersion lanored Palling | Palling Notes | Events |i Reason
!
2
A
The Discovery tab comprises:
¢ Discovery Settings, page 4-15
¢ Discovered Nodes, page 4-17
Related Topics:
¢ Discovery Overview, page 4-4
¢ Polling a Node, page 8-70
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Discovery Settings

The Discovery Settings pane of the Discovery tab contains:

Field or Button Description

Entire Network  |Check box used to specify the extent of the network discovery:

e To discover the entire network, check this check box. Thisis called recursive
discovery, and it is the default setting.

With this check box checked, the MWTM discovers all seed nodes and
attempts to manage them; then attempts to discover and manage all nodes that
are adjacent to those seed nodes (unless the nodes are connected by serial links
only); then attemptsto discover and manage all nodesthat are adjacent to those
nodes; and so on, until the Max Hops limit is reached.

¢ To rediscover only seed nodes, uncheck this check box. Thisis called
nonrecursive discovery.

With this check box unchecked, the MWTM discovers all seed nodes and
attempts to manage them, then labels all nodes that are adjacent to those seed
nodes as Unmanaged.

Delete Existing |Check box used to keep or delete the existing MWTM database when discovering
Data the network:

e Tokeepall existing network datain the MWTM database before rediscovering
the network, uncheck this check box. Thisis the default setting.

e To delete al existing network data from the MWTM database before
rediscovering the network, check this check box. Choose this option if you
know that network elements have been deleted from your network sincethelast
Discovery.

If you discover the network with Delete Existing Data selected, the MWTM stops
any real-time polls that are running and issues appropriate messages.

Max Hops The maximum number of hops from the seed node to search for other nodes to
discover. Default is 3.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Field or Button

Description

Discover
Network

Begins discovering the network.
Click Discover Network to begin Discovery.

If you have not defined at |east one seed node in the Seed Settings tab, the MWTM
prompts you to do so.

When Discovery begins:
e The Discover Network button changes to Stop Discovery.

e Thepiscovery In Progress message appearsin thetitle bar of all MWTM
client windows.

Discovery progressesin bursts. You might see a number of updates, followed by a
pause, followed by more updates. The information that MWTM windows displays
is not fully updated until Discovery is complete.

By default, Discovery times out after 600 seconds (10 minutes). To change the
Discovery timeout, change the value of the DISCOVERY _TIMELIMIT entry in the
Server.propertiesfile:

¢ If youinstalled the MWTM in the default directory, /opt, then the location of
the Server.properties file is /opt/ CSCOsgm/properties/Server.properties.

e If youinstalled the MWTM in adifferent directory, then the Server.properties
fileresidesin that directory.

Because the MWTM is an asynchronous system, with the MWTM server
contacting clients one at atime, and because clients might run at different speeds,
the information that MWTM clients display during Discovery might not always be
synchronized.

All other MWTM windows (Node, topology, and so on) are also populated with the
newly discovered network data.

Stop Discovery

Stopsthe Discovery process. For example, if you click Discover Network, then you
realize that you loaded a seed node that you did not intend to load, you can click
Stop Discovery to stop the Discovery process.

Note If you stop the Discovery process, the information in the MWTM database
is incomplete and unreliable. To generate a new, complete, and reliable
MWTM database, check the Delete Existing Data check box and run
Discovery again.

This button replaces the Discover Network button when the Discovery process
begins, and changes back to the Discover Network button when the Discovery
process ends.

If you run Discovery with the Entire Network check box unchecked, and then you run Discovery with
the Entire Network check box checked, any Unmanaged nodesin thefirst Discovery are not rediscovered
by the second Discovery.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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To recover from this situation and generate a new, complete, and reliable MWTM database, you must
perform one of these procedures:

¢ Run Discovery again, with Entire Network and Delete Existing Data checked.

¢ Change the Unmanaged nodes to managed status. See Unmanaging and Managing Nodes or ITP
Signaling Points, page 6-38 for more information.

¢ Poll the nodes that were Unmanaged in the first Discovery. See Polling a Node, page 8-70 for more
information.
Discovered Nodes

The Discovered Nodestable in the Discovery tab (Figure 4-5) lists all nodes that the MWTM discovered
(all nodes, including new and excluded nodes, not just the nodes in the current view). By default, this
table is sorted by Status.

Figure 4-5 Discovery Tab After Discovery, with Discovered Nodes
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To see atooltip for each column in the table, place the cursor over a column heading.
If acell istoo small to show all of its data, place the cursor over the cell to see the full text in a tooltip.
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You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columns in the Discovered Nodes section except Internal 1D, Uptime,
Reboot Reason, Process Traps, and Last Status Change.

e Todisplay hidden columns, right-click in the table heading and select the check boxes for the
columns that you want to display.

¢ To hide columns, right-click in the table heading and uncheck the check boxes for the columns that

you want to hide.

For detailed information on working within tables, see Navigating Table Columns, page 5-23

The Discovered Nodes section contains:

Column or Button

Description

Internal 1D

Internal ID of the event. The internal 1D isaunique ID for every object that the
MWTM assigns for its own internal use. It can also be useful when the TAC is
debugging problems.

Name

Name or |P address of the discovered node.

All discovered nodes are placed in a DEFAULT configuration view, which is
stored onthe MWTM server and all MWTM clientsshare. Initially, all clientsuse
the DEFAULT view. Users can then create their own views, which are subsets of
the DEFAULT view, to meet their individual needs. However, you cannot modify
the DEFAULT view stored on the MWTM server. The DEFAULT view isalways
available for users who need to view the entire network.

Primary SNMP
Address

| P address of the node that SNMP uses to poll the node. (There might be other
| P addresses on the node that are not the primary SNMP address.)

CLLI Code (ITP
only)

COMMON LANGUAGE Location Identification Code for the node. A CLLI
code is a standardized 11-character identifier that uniquely identifies the
geographic location of the node. If the node has no CLLI code configured, this
field is blank.
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Column or Button

Description

Node Type

Type of node. Node types can be specific to I TP, RAN-O, or generic to both.
I TP specific nodes include:

e Cisco2650XM, Cisco2651XM

e Cisco2811

e Cisco7204VXR, Cisco7206VXR

e Cisco7301

e Cisco7507, Cisco7507mx, Cisco7507z, Cisco7513, Cisco7513mx,
Cisco7513z

e Cisco7604, Cisco7606, Cisco7609, Cisco7613

RAN-O-specific nodes include:
e CiscoMWR-1941-DC-A—Cisco MWR-1941-DC-A series router
e CiscoONS15454—Cisco ONS 15454 SONET multiplexer

¢ Node B—The radio transmission and reception unit for communication
between radio cells.

e RAN_SVC—RAN Service Module in the Cisco ONS 15454
Generic nodes include:

e |PDevice—IP device, other than those listed previously. You can assign this
icon to an unknown node if you know that it is an IP device.

¢ Unknown—MWTM is unable to determine the node type.

Software Version

Version of software (for example, 10S) that isinstalled on the node.

Uptime

Time the node has been up, in days, hours, minutes, and seconds.

Reboot Reason

Reason for the last reboot of the node.

Ignored

I ndicates whether the node should be included when aggregating and displaying
MWTM status information:

¢ Uncheck the check box to include the node. Thisis the default setting.
e Select the check box to exclude the node.
Note Not applicable for unmanaged nodes.

Users with authentication level Power User (level 2) and higher can edit this
field.

Process Traps

Indicates whether the MWTM should process traps from this node:

¢ Check the check box if you want the MWTM to process traps from this node.
Thisis the default setting.

¢ Uncheck the check box if you do not want the MWTM to process traps from
this node.

Users with authentication level Power User (level 4) and higher can edit this
field.

[ oL-9118-03
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Column or Button Description

Trap Polling Indicates whether trap polling is enabled. This field is read-only. If you want to:

(RAN-O only) e Enabletrap polling for the RAN-O node, set ipran-mib snmp-access to

outOfBand on the node.

e Disable trap polling for the RAN-O node, set ipran-mib snmp-access to
inBand on the node.

Report Polling Indicates whether report polling is enabled on the web interface.

For I TP nodes, the default setting is enabled (check box is checked). To disable
ITP report polling, uncheck the check box.

For RAN-O nodes, the check box is read only. If you want to:

e Enabletrap polling for the RAN-O node, set ipran-mib snmp-access to
outOfBand on the node.

e Disable trap polling for the RAN-O node, set ipran-mib snmp-access to
inBand on the node.

Notes Indicates whether a note is associated with the node.

Events Indicates whether a recent event is associated with the node. (Even if the server
purges all of the events associated with the node, the MWTM continues to
display the event icon in thisfield.)

During Discovery, the MWTM might flag most nodes with an event icon (orange
triangle). If the event icons are too distracting, choose Edit > Clear All Events
from the MWTM main menu to remove them.

Last Status Change |Date and time that the status of the node last changed.
Status Current status of the node. Possible values are:

Active (green)
Discovering (cyan)
Polling (cyan)
Unknown (red)
Unmanaged (gray)
Waiting (gray)
Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.
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Column or Button

Description

Status Reason

Reason for the current status of the signaling gateway-mated pair.

For afull list of possible reasons, see the stateReasons.html file. If you installed
the MWTM in:

e The default directory, /opt, then the file islocated at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

o A different directory, then the help directory and file reside in that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to seethe full text in atooltip.

The status reasons are listed in order of decreasing severity. If two or more
reasons apply, the reason of greatest severity appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to
astate that would exist after anew installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

Back

Displays the Seed Settings tab in the Discovery dialog box.

Delete

Deletes the selected node or nodes from the Discovery database. The MWTM
deletes the nodes without asking for confirmation.

Poll Node

Begins a poll of all nodes selected within the Discovered Nodes table in the
Discovery tab.

You cannot poll a node with a Primary SNMP Address of N/A. If you select:

e A node with aPrimary SNMP Address of N/A, then the Poll button is
dimmed and cannot be selected.

e Morethan one node, and even one of them has a Primary SNMP Address of
N/A, then the Poll button is dimmed and cannot be selected.

Verifying Discovery

After you discover the network (see Discovery Overview, page 4-4), examine the Discovered Nodes
tableto verify that the MWTM discovered all of the nodesin the network. If you suspect that the MWTM
did not discover all of the nodes, verify that:

¢ No nodes are excluded from your current view.

e The MWTM server can ping the nodes.

¢ The nodes are running images that are compatible with the MWTM server.
¢ SNMP s enabled on the nodes.

e The MWTM is configured with the correct SNMP community name. See Launching the Discovery
Dialog, page 4-6 for details.

[ oL-9118-03
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¢ (ITPonly) The missing nodes are connected to the seed nodes by SCTP connections, not just serial
connections. If they are not connected by SCTP connections, you must add the missing nodes to the
seed file as seed nodes. See Changing an Existing Seed File, page 4-12 for more information.

¢ You selected Entire Network when you ran Discovery. If you suspect that you did not, run Discovery
again with Entire Network selected.

Displaying the MWTM Main Window

The MWTM main window (Figure 4-7) is the primary MWTM client window. It is the first window to
appear when you launch the MWTM client. It displays information about the events and objects that the
MWTM discovers. The MWTM main window is divided into two areas. the navigation tree in the left
pane and the content area in the right pane. When you select an item in the navigation tree, MWTM
displays detailed information about the item in the content area in the right pane, such as configuration
details and real-time data.

The MWTM main window contains;

Element Description

Title Bar Displays: MWTM main window (ITP and/or RAN-O
personality) - <server hame>.

MWTM main menu For details, see Using the MWTM Main Menu, page 4-33.

Alarms Displays a summary of all currently active alarmsin your

network, including the current status of the associated
network object. For details, see Displaying Alarms, page
4-30.

Events Displays information about the events that the MWTM event
logger and event processor deliver for all objectsin the
current network view. For details, see Chapter 9, “Managing
Events.”

Summary Lists Displays basic summary information about all discovered
network objects, including their status, the total number of
objects with that status, and the number of nodes with that
status. For details, see Displaying Summary Lists, page 4-26.

DEFAULT View (or named view) Displays the view name and all objects within that view. For
details about views, see Chapter 7, “Managing Views.

When you start the MWTM for the first time, the MWTM displays the Discovery dialog box and the
MWTM main window.
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The MWTM main window is the primary window of the MWTM client interface. It is the first window
to appear when you launch the MWTM client. It displays basic information about the events and objects

that the MWTM discovers.

When you start the MWTM for thefirst time, if you did not configurethe MWTM server to automatically
discover your network the first time the server starts after installation, the MWTM database contains no
information, and the MWTM main window is blank. The database is populated, and reflected in the
MWTM main window, when you run Discovery for the first time; the MWTM displays the Discovery

dialog box to make it easier for you to

do so. In fact, any time you start the MWTM client and the

MWTM database is empty, the MWTM automatically opens the Discovery dialog box so you can run
Discovery and populate the database. For more information about Discovery, see Discovering Your

Network, page 4-4.

The events and objects that the MWTM discovers appear in the MWTM main window.
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Navigational Features

To help you keep track of which view you are currently using, as well as other important information,
most MWTM windows display the name of the system on whichthe MWTM server isrunning inthetitle
bar. This information appears across the bottom of the window:

¢ A “locked padlock” symbol if the MWTM server has a security certificate. To see the certificate,
click the symbol. An “unlocked padlock” symbol if the MWTM server does not have a security
certificate.

e The number of objects currently visible in the window, if any.
e The number of files currently visible in the load or save files dialog box, if any.
e Status messages, as appropriate:

- Informational messages are visible in black. For example:

Discovery running

— Messages that indicate successful actions are visible in green. For example;

— Error messages are visible in red. For example:

Node does not have a note

- The MWTM contains many fields into which you can enter information, such as a new node
name or |P address. If you enter an incorrect value in the field, such as an |P address that
contains letters or is too long, the MWTM alerts you of the incorrect value and retains the
current value of the field. Check the message bar at the bottom of the window for information
and assistance.

e Thetext (Modified), if you have modified but not yet saved aview. You must save the view if you
want to save your changes. For details, see Saving a View, page 7-7.

e A New icon, if thereis at least one newly discovered node, signaling point, or application server
process in the network that has not been added to your current view. To add or exclude the node to
your current view, see New on the Network Pane, page 7-13.

Clicking the New icon in the topol ogy window opensthe New Objects pane in the left pane. Clicking
the New icon in any other window opens the Edit View tab of the View Editor window.

¢ The name of the current view.
¢ The name of the current user, or the name of the node the user is using.
¢ If you have implemented MWTM user access security, the authentication level of the user.

If your personal default view has been deleted, then the next time you launch the client, the MWTM
informs you that your default view has been deleted and that your view has been reset to the DEFAULT
view. To choose another view as your default view, use the Load Dialog: View List. For details, see
Loading a Client-Specific View, page 7-15.
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MWTM Client Navigation Tree

The MWTM Client navigation tree displays objects in a variety of formats and views. The DEFAULT
view, and other views that you can create, display a hierarchy of the objects that the MWTM manages.
The highest objects within a view are nodes, which contain the following subtending objects:

e RAN-O nodes can contain:

- RAN SVC—A RAN SV C node can contain alist of backhauls, a management interface folder,
and a physical folder.

- RAN Backhaul—The end-to-end RAN connection between the BTS or Node B at the cell site
and the BSC or RNC at the aggregation site. The RAN backhaul contains one or more shorthaul
objects and an | P backhaul object.

— IP Backhaul—The IPlink that carries RAN-O traffic between the RAN-O nodes (for example,
between an MWR at the cell site and a RAN Service card in an ONS at the aggregation site).

¢ RAN backhauls can contain:
- GSM Abis Shorthaul—In GSM technology, the interface between the BTS and the BSC.
- UMTS lub Shorthaul—In UMTS technology, the interface between the Node B and the RNC.
A

Note The MWTM does not manage BSC, BTS, RNC, or Node B objects but displays them in the
topology window to help you visualize the network.

¢ |TP nodes can contain:

- Signaling Points—A signaling point object contains a list of associated linksets, links, and
other related objects.

— Application Server Processes—An application server process object can contain application
Server process associations.

e |TP and RAN-O nodes can contain:

- Management | nterfaces—A folder that contains alist of interfaces that the MWTM uses to
manage the node.

— Physical—A folder that contains alist of the physical interfaces and cards that belong to the
node. Slot numbers precede card objects (for example, 15 - RAN_SVC or 02 - E1-42).

A

Note  All objectsin the Physical folder are ignored unless they also appear outside of the Physical
folder. The status of Physical folder-only objects does not contribute to the status of the parent
node. These objects also do not appear in the Alarmsview, but they do appear in the Eventsview.
You can un-ignore the Physical folder, then re-ignore the objects you do not want to monitor. For
more information, see Why are objects in the Physical folder ignored?, page C-8).

You can easily navigate the features of the MWTM client with the navigation tree. To view detailed
information about an object in the navigation tree, click the object in the tree. The content areain the
right pane displays the details about the selected object. Anicon just to the left of the object name
indicates whether the object has subtending objects under its domain. Thisicon is called aturner. To
expand the tree of objects, click the turner. Click the turner again to collapse the objects.

[ oL-9118-03
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)

Note  For additional features that appear only in the navigation tree of the web interface, see MWTM Web
Interface Navigation Tree, page 11-3.

MWTM Client Content Area

The content areain the right pane displays detailed information about your network, such as
configuration and historical data. To view detailed information for an object, click the object in the
navigation tree. The content area in the right pane shows the details about the selected object.

The content area formats the information in away that is easy to interpret. Descriptive information is
usually organized into subpanes. Tabs along the top of the content area organize more complex sets of
information. Large amounts of information are organized into tables with labeled columns and multiple
rows of data.

For additional features that appear only in the content area of the MWTM web interface, see MWTM
Web Interface Content Area, page 11-4.

Displaying Summary Lists
You use the MWTM to view basic summary information about all discovered network objects, including
their status and associated alarms and events.

¢ To see asummary of all network objects that the MWTM discovered, click Summary Listsin the
navigation tree. The MWTM displays the Summary Statistics window in the content area.

¢ Right-click Summary Listsin the navigation treeto display a menu for the summary lists. For more
information, see Right-Click Menu for the Summary Lists, page 4-29.

¢ For details on the right-click menu for an object within asummary list, see Viewing the Right-Click
Menu for an Object, page 8-3.

Note If an object of a given type has not been discovered, then the corresponding summary lists folder does
not appear.

To view the summary lists, select Summary Listsin the navigation tree within the MWTM main window.
The MWTM displays the Summary Statistics window.
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The Summary Statistics window provides basic summary information about all discovered network
objects that the MWTM discovered. For detailed information on objects within Summary Lists, see

Displaying Object Windows, page 6-2.

You can resi ze each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, with failures (red statuses) at the top, and the MWTM displays all of the
columns in the table except Signaling Points, Linksets, Links, Application Servers, Application Server
Processes, Application Server Process Associations, and Signaling Gateway Mated Pairs.

Note

If you are viewing Summary Liststhrough the MWTM Web interface, all columns appear, assuming you

have discovered all types of objects. For example, if you have no Cards discovered, the Cards columnis
not visible.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The summary list table contains:

[ oL-9118-03
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Column

Description

Status

Current status of the network objects. Possible values are:
Unknown (red)
Unavailable (red)
Inactive (red)
Failed (red)

Down (red)
Blocked (red)
Pending (red)
Warning (yellow)
Shutdown (blue)
InhibitLoc (blue)
InhibitRem (blue)
Discovering (cyan)
Polling (cyan)
Waiting (gray)
Unmanaged (gray)
Active (green)

For detailed definitions of each status for each type of network object, see

Appendix E, “ Status Definitions.”

Total

Total number of network objects with the indicated status.
Objects in hidden columns are not included in the totals.

Nodes

Total number of discovered nodes with the indicated status.

Signaling Points
(ITPonly)

Total number of discovered signaling points with the indicated status.

Linksets
(ITPonly)

Total number of discovered linksets with the indicated status.

Linksetsis a count of linkset pairs, not individual linksets; therefore, this
count might differ from the number of linksets in the MWTM client

navigation tree.

Links
(ITPonly)

Total number of discovered links with the indicated status.

Linksisacount of link pairs, not individual linksets; therefore, this count
might differ from the number of linksin the MWTM client navigation tree.

Application Servers
(ITPonly)

Total number of discovered application servers with the indicated status.

Application Server
Processes
(ITPonly)

Total number of discovered application server processes with the indicated

status.

Application Server
Process Associations
(ITPonly)

Total number of discovered application server process associations with the

indicated status.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Signaling Gateway Total number of discovered signaling gateway-mated pairswith theindicated
Mated Pairs status.

(ITPonly)

Interfaces Total number of discovered interfaces with the indicated status.

RAN Backhauls Total number of discovered RAN backhauls with the indicated status.

RAN Shorthauls Total number of discovered RAN shorthauls with the indicated status.
Cards Total number of discovered cards with the indicated status.

Right-Click Menu for the Summary Lists

To see the right-click menu for the summary lists, select Summary Lists or any of the objects under
Summary Lists in the navigation tree and press the right mouse button. The menu provides:

Menu Command Description

Show In New Window Opens the current window in a new window.

Back > List of Windows |Navigates back to awindow viewed in this session.
The MWTM maintains alist of up to 10 Back windows.

Forward > List of Navigates forward to a window viewed in this session.
Windows

The MWTM maintains alist of up to 10 Forward windows.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Displaying Alarms
S

Note  For details about viewing alarms using the MWTM web interface, see Displaying Alarms, page 11-27.

You use the MWTM to view asummary of all currently active alarms in your network, including the
current status of the associated network object. An active alarm is a network object with this status:

¢ A node or interface that is Warning (yellow) or worse and is not Ignored.
¢ A node or interface that is Pending (red) or worse and is not Ignored.

e An application server process, application server process association, link, or signaling
gateway-mated pair that is Warning (yellow) or worse and is not Ignored.

e An application server, linkset, node, or signaling point that is Pending (red) or worse and is not
Ignored.

To see asummary of all currently active alarms, click Alarmsin the navigation tree. The MWTM
displays the Active Alarms window in the content area (see Figure 4-9).

¢ Right-click Alarmsin the navigation tree to display the right-click menu for all alarms. For more
information, see Right-Click Menu for All Alarms, page 4-32.

¢ Right-click an alarm in the content area to display the right-click menu for a specific alarm. For
more information, see Right-Click Menu for a Specific Alarm, page 4-32.

Figure 4-9 Active Alarms Window
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The Active Alarms window provides basic information about all currently active alarmsin your network
that are not excluded from your current view. The MWTM updatesthe information in thewindow at | east
once every minute.

210449

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Age, with the most recent alarms at the top, and the MWTM displays all of the
columnsin the table except Last Status Change.

See Navigating Table Columns, page 5-23 for more information about resizing, sorting, displaying, or
hiding columns.
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The active alarms table contains:

Column Description

Type Type of network object associated with the selected alarm.

To see al higher-level alarms associated with the network object, select the
turner beside the object. The MWTM displaysthe higher-level alarms below
the selected alarm. For example, if you select the turner beside a link, the
MWTM displays the alarms for the linkset, signaling point, and node
associated with that link.

Name Name of the network object associated with the selected alarm.

Status Current status of the network object associated with the selected alarm.
Possible values are:

Unknown (red)
Unavailable (red)
Inactive (red)
Failed (red)

Down (red)
Blocked (red)
Pending (red)
Warning (yellow)
Shutdown (blue)
InhibitLoc (blue)
InhibitRem (blue)
Discovering (cyan)
Polling (cyan)
Waiting (gray)
Unmanaged (gray)
Active (green)

For detailed definitions of each status for each type of network object, see
Appendix E, “ Status Definitions.”

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Status Reason Reason for the current status of the network object associated with the
selected alarm.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file islocated at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

The status reasons are listed in order of decreasing severity. If two or more
reasons apply, the reason of greatest severity appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Last Status Change Date and time that the status of the network object associated with the
selected alarm last changed.
Age Age of the selected alarm, in days, hours, and minutes.

Right-Click Menu for All Alarms

To see theright-click menu for al active alarms, select Alarmsin the navigation tree and press the right
mouse button. For details on the menu options, see Right-Click Menu for the Summary Lists, page 4-29.

Right-Click Menu for a Specific Alarm

The active alarms table provides a subset of the MWTM main menu as a right-click menu. To see this
menu, select an alarm and press the right mouse button. The alarm right-click menu provides the same
options as the right-click menu for the associated network object, plus these:

Menu Command Description

Expand All Displays all higher-level alarms associated with all network objects in the active
alarms table.

Collapse All Does not display higher-level alarms in the active alarms table.

A

Caution  The alarms that the active alarms table displays are the actual network objectsin the MWTM. Options
that you select in the right-click menu affect the object in the MWTM. For example, if you delete anode
in the active alarms table, you delete that node from the MWTM database.
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Using the MWTM Main Menu

The MWTM main menu appears in the menu bar of most MWTM windows.

Some menu items do not appear on some windows. In addition, menu items that are dimmed are not

available on that window.

For detailed information about the menu options provided by other windows, see the descriptions of

those windows.

The MWTM main menu contains:

Menu Command

Description

File> Load DEFAULT View
(Ctrl-D)

Loads the DEFAULT view, which is the view into
which the MWTM places all discovered objects when
discovering the network. The DEFAULT view isstored
on the MWTM server and shared by all MWTM
clients, but the clients cannot modify it.

File> Load View
(Ctrl-L)

Loads an already existing view. The MWTM prompts
you for the name of the view you want to load:

e Select the name of the view, or accept the default
view name, then click OK to load the view.

¢ Click Cancel to close the prompt window without
loading a view.

File > Save View
(Ctrl-S)

Saves the current view:

e |f you have not already saved the current view,
opens the Save File dialog box: View List, in
which you enter or select a filename under which
to save the current view.

¢ If you have already saved the current view, saves
the view to that filename.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Power User (level 2) and higher.

File > Save View As

Opensthe Save File Dialog: View List, which you use
to enter or select a filename under which to save the
current view.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Power User (level 2) and higher.

File > Connect to New Server
(Ctrl-0)

Connectsto anew server. The MWTM promptsyou for
the new server’s name or | P address, and UDP port
number.

The MWTM stopsthe MWTM client, then restarts the
client connected to the new server.

[ oL-9118-03
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Menu Command

Description

File> Print
(Ctrl-P)

Opens the Print window where you can:
e Specify options for printing
e Print the current window
e Save the current window to afile

The MWTM printing options require that you define a
printer on your system. If you choose File > Print and
the Print window does not appear, ensure you have
defined a printer on your system.

File > Exit
(Ctrl-Q)

Exitsthe MWTM application, after prompting you for
confirmation.

If you are working in a custom view (that is, not the
DEFAULT view), the MWTM automatically saves any
changes you made to the view.

Edit > Views
(Ctrl-M)

Opensthe View Editor window to allow you to edit any
views that you have created.

Edit > Clear All Events
(Ctrl-E)

Deletes the event icon (orange triangle) from MWTM
displays for all known objects. The actual events are
not deleted from the MWTM, only the event icon for
all known objects.

Note During Discovery, the MWTM might flag most
objects with an event icon. If the event icons
are too distracting, use the Edit > Clear All
Events menu option to remove them.

Edit > Find
(Ctrl-F)

Opensthe Find dial og box, in which you find aspecific
object, event, or text in the window.

If you select an object in the navigation tree within the
MWTM main window, this option is dimmed and
cannot be selected.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command Description
Edit > Delete Deletes the currently selected element or elements
(Delete) from the MWTM database. The MWTM displays the

Confirm Deletion dialog box. To:

e Deletethe selected elements, click Yes. Theitems
are deleted from the MWTM database and the
Confirm Deletion dialog box is closed.

¢ Retain the selected elements, click No. The items
are kept in the MWTM database and the Confirm
Deletion dialog box closes.

e Prevent the MWTM from displaying the Confirm
Deletion dialog box, select the Do not show this
again check box.

Note If you select the Do not show thisagain check
box, and you later decide you want the MWTM
to begin displaying the Confirm Deletion
dialog box again, you must select the Confirm
Deletions check box in the General GUI
settings in the Preferences window. For more
information, see the description of the Confirm
Deletions check box in Startup/Exit Settings,

page 5-4.

To permanently delete all elements marked for deletion
fromthe MWTM database, you can also run the mwtm
purgedb command (see mwtm purgedb, page B-41).

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

Edit > Preferences Opens the Preferences window.

(Ctrl-H)

Network> Node SNMP and Credentials Opens the SNMP Configuration dialog box.

E:;tosr If you have implemented MWTM User-Based Access,

(Alt-S) this option is available to users with authentication
level Network Administrator (level 4) and higher.

Network > Network Discovery Opens the Discovery dialog box.

(Ctrl-Y) If you have implemented MWTM User-Based Access,

this option is available to users with authentication
level Network Administrator (level 4) and higher.

Network > Poll Nodes > Normal Poll Polls all selected nodes.

(Alt-L) If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Operator (level 3) and higher.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command

Description

Network > Poll Nodes > Clean Poll
(Alt-C)

Polls all selected nodes and removes any Unknown
objects after the completion of the poll.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Operator (level 3) and higher.

Network > Node Archive Management

Opens the Node Archive Management dialog box,
allowing you to view archived GTT files, route table
files, or MLR address table files and perform various
functions on the files.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

Network > Node File Management

Opens the Node File Management dialog box,
allowing you to view GTT files, route table files, or
MLR addresstable files and perform various functions
on thefiles.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

View > Show Topology
(Ctrl-T)

Opens the topology window.

View > MWTM Server > Connect via Telnet
(Ctrl+Shift+T)

Opens a Telnet window to the server.

View > MWTM Server > Connect via SSH
(Ctrl+Shift+S)

Opens a Secure Shell (SSH) window to the server.

Note The key size on the SSH server must be a
minimum of 512 bits and a maximum of 2048

bits.

View > MWTM Server > Status

Opens the Server Status I nformation window.

View > Web > Home

Displays the MWTM web interface home pagein a
web browser.

View > Web > Administrative

Displaysthe MWTM web administrative pagein aweb
browser.

View > Web > Reports

Displays the MWTM web reports main page in aweb
browser.

View > Web > Archived Events > Status
Changes

Displaysthe archived status changesin aweb browser.

View > Web > Archived Events > SNMP
Traps

Displays the archived SNMP trapsin a web browser.

View > Web > Archived Events > Status
Changes and SNMP Traps

Displaysboth the archived status changes and archived
SNMP trapsin aweb browser.

View > Web > Software Versions

Displays the MWTM software versions for the server
you are connected to, and which is currently running
the MWTM server, in aweb browser.

View > Message of the Day

Opens the Message of the Day dialog box.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command Description

View > Cisco.com Displays the Cisco.com Home Page in a web browser.

Go > Back Navigates back to the last window viewed in this

(Alt-Left Arrow) ! session.

Go > Forward Navigates forward to the last window viewed in this

(Alt-Right Arrow) ! session.

Go > Back > List of Windows Navigates back to a window viewed in this session.
The MWTM maintains alist of up to 10 Back
windows.

Go > Forward > List of Windows Navigates forward to awindow viewed in this session.
The MWTM maintains alist of up to 10 Forward
windows.

Tools > Route Table > From Archive Opens the Load Route Table from Archive wizard.

(Alt-J) If you select an Unmanaged node, this option is

(ITPonly) dimmed and cannot be selected.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

Tools > Route Table > From Node Opens the Route Table dialog box by using a route

(Alt-0) table from an ITP node.

(ITPonly) If you select an Unmanaged node, this option is
dimmed and cannot be selected.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

Tools > Route Table > From File Opens the Route Table dialog box by using aroute

(Alt-1) table from afile.

(ITPonly) If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Administrator (level 4) and higher.

Tools > Global Title Translator Editor Launches the GTT client.

(Ctrl-G) If you have implemented MWTM User-Based Access,

(ITPonly) this option is available to users with authentication
level Network Operator (level 3) and higher.

Tools > Address Table Editor Launches the Address Table Editor, which you use to

(Alt-A) create new address table files, load existing address

(ITP only) table files, perform semantic checks, save address
table files, and deploy address table filesto an ITP.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Operator (level 3) and higher.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command Description
Tools > Event Editor Launches the Event Editor, which you use to:
(Alt-B)

e Customize the visible category, severity, color,
and message associated with events

e Configure sounds for the MWTM to play for
different types of events

e Load, save, and deploy customized event
configurations.

If you have implemented MWTM User-Based Access,
this option is available to users with authentication
level Network Operator (level 3) and higher.

Tools > Event Sounds Opens the Event Sound Filters dialog box, which you

(Ctrl-U) use to define sounds that the MWTM client should
play when specific events are logged.

Tools > Virtual RAN Backhaul Editor Launchesthe Virtual RAN Backhaul Editor, which you

(Ctrl-B) use to create avirtual RAN backhaul by grouping real
backhauls.

Tools > CiscoWorks > Device Center Links to the CiscoWorks Device Center, which

(Ctrl-2) provides a number of web-based functions, including

reachability trends, response time trends, interface
status, Syslog browsing, and detailed inventory. The
MWTM prompts you for a Ciscoworks user ID and
password before linking to CiscoWorks.

The link to CiscoWorks has these prerequisites.
CiscoWorks must:

e Beinstalled somewhere in the network.
e Monitor the specific device.

This option is dimmed if the selected node is not an
ITP or RAN-O nhode, or in Unmanaged status or has a
Device Type of Unknown. (CiscoWorks cannot
monitor a non-1TP, Unmanaged, or Unknown node.)

This option is not visible if you did not specify a
CiscoWorks server during installation. See the
“Installing MWTM on Solaris” and “Installing
MWTM on Windows” chapters of the Installation
Guide for the Cisco Mobile Wireless Transport
Manager 6.0 for more information.
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Menu Command

Description

Tools > CiscoWorks > CiscoView
(Ctrl-3)

Linksto CiscoView, which provides areal-time,
color-coded, graphical representation of Cisco objects.
You can use CiscoView to quickly identify anincorrect
status on a port or interface.

This option is dimmed if the selected node is not an
ITP or RAN-O node, or in Unmanaged status or has a
Device Type of Unknown. (CiscoWorks cannot
monitor Unmanaged or Unknown nodes or nodes that
are not ITP or RAN-O nodes.)

This option is not visible if you did not specify a
CiscoWorks server during installation. See the
“Installing MWTM on Solaris” and “Installing
MWTM on Windows” chapters of the Installation
Guide for the Cisco Mobile Wireless Transport
Manager 6.0 for more information.

Help > Topics
(F1)

Displays the table of contents for the MWTM online
help.

Help > Window
(Shift-F1)

Displays online help for the current window.

Help > About
(F3)

Displays build date, version, SSL support, and
copyright information about the MWTM application.

1. Inthe UNIX environment (Solaris or Linux), this key combination can be mapped to a different function based on the
Common Desktop Environment (CDE) that a user might have. For example, in Solaris CDE, Alt-Left Arrow and Alt-Right
Arrow combinations are typically mapped to move back and forward through the different desktops. To remap the keys for
use with the MWTM, see your UNIX Desktop Environment guide.

Accessing the MWTM through a Web Browser

You can manage network nodes through one of two graphical user interfaces:

¢ MWTM client interface—The standard interface for accessing MWTM data. (Thisinterfaceis
described in Displaying the MWTM Main Window, page 4-22.)

¢ MWTM web interface—A browser interface for accessing MWTM data. (Thisinterfaceis
introduced here and fully described in Chapter 11, “Accessing Data from the Web Interface.”)

A comparison of the GUI features supported in each interface is shown in this matrix:

GUI Features Web Interface

Client Interface |Notes

Main window X

X Slight differences exist between the
interfaces (in the navigation tree and content
area displays).

Discovery window

X Client-only feature, but the nodes that appear
in the web interface are refreshed after a
discovery is performed in the client
interface.

[ oL-9118-03
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GUI Features

Web Interface

Client Interface

Notes

Historical Data

X

You enter a start and stop time for the data
you are interested in, and the MWTM
retrieves the data from its database. You can
access the web interface display from the
right-click menus in the client interface.

Real-time Data

The MWTM periodically polls the node for
real-time data, and updates the charts and
graphs as new datais received.

Topology

Client-only feature.

High-level editors

These editors appear under the Tools menu
of the MWTM main window:

¢ Route Table Editor

e GTT Title Editor

e Address Table Editor
e Event Editor

Provisioning

Web-only feature for ITP objects.

To launch web provisioning from the
MWTM client, select the ITP object in the
navigation tree and choose the Provision
option from the right-click menu.

You access the web interface using one of two methods:

e Open abrowser and enter http://server name:1774 in the Address field.

¢ Fromthe MWTM client interface, choose View > MWTM Server > Home Page.

The web interface window opens in the browser window.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 4-10

MWTM Web Interface
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Daone

For detailed information about the MWTM web interface, see Chapter 11, “Accessing Data from the

Web Interface.”

Loading and Saving MWTM Files

You usethe MWTM to quickly and easily load and ssve MWTM files. Thefilesare onthe MWTM server
and you can load them on any connected MWTM client.

To display aLoad File dialog box, use one of these procedures:

Launched From

Choose

Window Launched

Notes

Address Table Editor
(ITPonly)

File> Load > L oad
from File

Load File Dialog:
Address Table File List

SeelLoading an Existing
Address Table File,
page 15-8.

Discovery dialog box

File > L oad Seeds

Load File Dialog: Seed
File List

See Loading Seed
Nodes and Seed Files,
page 4-7.

Event Filter dialog box

L oad

Load File Dialog: Load
Filter

See Loading an Existing
Event Filter, page 9-16.

GTT Editor (ITP only)

File > L oad

Load File Dialog: GTT
File List

See Loading an Existing
GTT File, page 14-33.

[ oL-9118-03
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M Loading and Saving MWTM Files

Note

Launched From

Choose

Window Launched

Notes

Preferences window

File > Load System
Default Prefs

None

See Displaying the
Preferences M enu, page
5-3.

Route Table dialog box |File> Load Load FileDialog: Route |SeeL oading an Existing
Table File List Route Table File, page
13-12.
View Editor window File> Load Load File Dialog: View |SeeLoading a

List

Client-Specific View,
page 7-15.

To load the DEFAULT network view, choose File > Load DEFAULT View from the MWTM main
menu. The MWTM loads the DEFAULT view.

To display a Save File dialog box, use one of these procedures:

Launched From Choose Window Launched Notes

Address Table Editor File > Save As Save File Dialog: See Saving an Address

(ITPonly) Address Table File List |Table File, page 15-23.

Discovery dialog box File> Save As Save File Dialog: Seed |See Saving a Seed File,
File List page 4-9.

Event Filter dialog box |File > Save As Save File Dialog: Save |See Saving an Event
Filter Filter File, page 9-17.

GTT Editor (ITPonly) |File> Save As Save File Dialog: GTT |See Saving aGTT File,
File List page 14-46.

Route Table dialog box |File > Save As Save File Dialog: Route |See Saving a Route
Table File List Table File, page 13-14.

View Editor window File > Save As Save File Dialog: View |See Closing the View

List

Editor Window, page
7-15.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Using the Windows Start Menu

Using the Windows Start Menu

This section includes:
¢ Changing the Default MWTM Server Name, page 4-43
¢ Launching the MWTM Client, page 4-43
¢ Launching the MWTM DOS Prompt, page 4-44
e Launching the MWTM Event Editor, page 4-44
e Launching the MWTM SSL Certificate Tool, page 4-44
e Displaying the MWTM README File, page 4-44
e Uninstalling the MWTM, page 4-44

Changing the Default MWTM Server Name

If the IP address or hostname to which your MWTM client is bound fails, you can change the default
MWTM server name from the Windows Start menu.

To change the default MWTM server name;

Step1  Close al open MWTM windows.

Step2  Choose Start > Programs > Cisco MWTM Client > Modify Default MWTM Server Name. The
MWTM opens a DOS window, and asks you to enter the name of the new default MWTM server.

Step3  Typethe name of the new default MWTM server, and press Enter. The MWTM sets the default server
to the new name that you entered.

Tip See Connecting to a New Server, page 5-42 for more information about changing the default MWTM
server name.

Launching the MWTM Client

To launch the MWTM Client, choose Start > Programs > Cisco MWTM Client > MWTM Client
from the Windows Start menu, or double-click the MWTM icon on the desktop. The MWTM launches
the MWTM Client.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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W Exiting the MWTM Client

Launching the MWTM DOS Prompt

To launch a DOS prompt for the MWTM from the Windows Start menu, choose Start > Programs >
Cisco MWTM Client > MWTM DOS Prompt. The MWTM opens a DOS window, starting in the \bin
directory:

¢ If youinstalled the MWTM client in the default directory, C:\Program Files, then the DOS prompt
starts at C:\Program FilesMWTMClient\bin.

e If youinstalled the MWTM client in a different directory, then the \bin directory is located in that
directory.

Launching the MWTM Event Editor

To launch the MWTM Event Editor, choose Start > Programs > Cisco MWTM Client >
Launch MWTM Event Editor from the Windows Start menu. The MWTM launchesthe MWTM Event
Editor.

Launching the MWTM SSL Certificate Tool

To launch the MWTM SSL Certificate Tool from the Windows Start menu, choose Start > Programs >
Cisco MWTM Client > MWTM SSL Certificate Tool.

Displaying the MWTM README File

The MWTM README file contains late-breaking information about the MWTM that might not be
found in the other product documentation. To open the MWTM README file from the Windows Start
menu, choose Start > Programs > Cisco MWTM Client > Readme.

Uninstalling the MWTM

You can uninstall the MWTM from the Windows Start menu. For details, see the “Uninstalling the
MWTM Client” section of the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0.

Exiting the MWTM Client

When you are finished monitoring network performance statistics, you can exit the MWTM client:

Step1  From the MWTM main menu, choose File > Exit. The Exit MWTM confirmation window appears.
Step2  Click Yesto close the MWTM client application.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



CHAPTER5

Basic Operations

This chapter provides information about basic operations that you can perform in the Cisco Mobile
Wireless Transport Manager (MWTM), and contains:

)

Changing Client and Web Preference Settings, page 5-1
Viewing Online Help, page 5-21

Finding Information in a Window, page 5-22
Navigating Table Columns, page 5-23

Printing Windows, page 5-24

Managing and Deploying | TP Files, page 5-25
Exporting Data, page 5-38

Integrating the MWTM with Other Products, page 5-39
Running Simultaneous Client Sessions, page 5-41
Performing Basic Server Operations, page 5-41

Using the Command Line Interface, page 5-45

Note  The default directory for installing the MWTM is/opt. In commands that call for the default directory,
if you installed the MWTM in adifferent directory, you must specify that directory instead of /opt.

Changing Client and Web Preference Settings

This section contains this information:

Changing Client Preference Settings, page 5-2
Changing Web Preference Settings, page 5-19
Changing Real-Time Poller and Counter Settings, page 5-20

[ oL-9118-03
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B Changing Client and Web Preference Settings

Changing Client Preference Settings

When a user changes some aspect of the MWTM client, such as the size of a window, or the order of
columnsin awindow, the MWTM makes note of the user’s preferences on the MWTM client and server.
The MWTM saves the user’s preferences to the MWTM server when the MWTM client exits.

Thereafter, whenever the user launches the MWTM client, the MWTM searches for the user’s
preferences. If the MWTM finds the user’s preferences on the MWTM server, the MWTM launches the
MWTM client with those preferences. Otherwise, the MWTM launches the MWTM client with the
default preferences file.

In addition to the user preferences that the MWTM automatically saves, you use the MWTM to change
many GUI, data, topology, and table settings that affect the way the MWTM presents its information.

Note Anyone who usesthe MWTM client can change its preference settings, and the changes affect all views
running on this client.

To change overall MWTM preference settings, choose Edit > Preferences from the MWTM main menu.
The MWTM displays the Preferences window.

Figure 5-1 Preferences Window (Client)

5 IS
File Help
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In the Preferences window, you can:
¢ Displaying the Preferences Menu, page 5-3
¢ Changing General GUI Settings, page 5-4
¢ Changing Topology Settings, page 5-8
¢ Changing Event Settings, page 5-9
¢ Changing Charts Settings, page 5-13
¢ Changing Status Settings, page 5-14
¢ Changing Deploy Settings, page 5-15
¢ Customizing Colors, page 5-17
¢ Restoring Default Preference Settings, page 5-19

Displaying the Preferences Menu

The menu on the Preferences window contains:

Option Description

File>Load System |Restores all preference settings to the original system default settings.

Default Prefs

File > Save Saves the preference changes.

(Ctrl-5)

File > Close Closes the Preferences window.

(Crl-W) To close the Preferences window at any time, choose File > Close. If you have
changed any preferences, the MWTM asks if you want to apply the changes
before leaving the window:

e Click Yesto apply the changes and close the prompt window and the
Preferences window.

e Click No to close the prompt window and the Preferences window without
applying or saving any changes.

e Click Cancel to close the prompt window without applying any changes.
The Preferences window remains open.

Help > Topics Displays the table of contents for the MWTM online help.

(F1)

Help > Window Displays online help for the current window.

(Shift-F1)

Help > About Displays build date, version, SSL support, and copyright information about the

(F3) MWTM application.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Changing General GUI Settings

You use the General GUI settings in the Preferences window to change general display settings for the
MWTM, including which window to display first when starting the MWTM, and whether to display
valuesin bits or bytes.

To display the General GUI settings, choose General GUI in the left pane of the Preferences window.

In the General GUI areayou can change:

Startup/Exit Settings

Startup/Exit Settings, page 5-4
General Display Settings, page 5-4
Node Name Settings, page 5-5
Poller Settings, page 5-6
Troubleshooting, page 5-6
Connection Settings, page 5-7
Repaint Priority, page 5-7

Use the Startup/Exit Settings pane of the General GUI settings to specify whether you want to display
the topology window when you launch the MWTM client, and whether you want the MWTM to prompt
you for confirmation when you exit the MWTM client.

The Startup/Exit Settings pane contains:

Check Box Description

MWTM: Topology Window If checked, causes the topology window to appear when you start the

MWTM. The default setting for this check box is unchecked.

Confirm Exit If checked, the MWTM prompts you for confirmation when you exit

the MWTM client. The default setting for this check box is checked.

Confirm Deletes If checked, the MWTM prompts you for confirmation when you

delete an object. The default setting for this check box is checked.

Note If you check the Do not show this again check box in a
Confirm Deletion dialog box, and you later decide that you do
want the MWTM to display the Confirm Deletion dialog box,
you must check the Confirm Deletions check box.

Confirm In Band Polls If checked, the MWTM prompts you for confirmation when you

access afunction that requiresthe MWTM to performin-band polling
of the object.

General Display Settings

Use the General Display pane of the General GUI settings to specify whether the MWTM should:

Display node domain names.

Show detailsin bitsinstead of bytes.

Show receive and send utilizations as percentages.

Show the point code mask in bits instead of dotted notation.
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The General Display pane contains:

Check Box

Description

Show Node Domain Names

If checked, the MWTM shows node domain names in its displays.
The default setting for this check box is unchecked (do not show
node domain names).

Show Detailsin Bits Instead of
Bytes

If checked, the MWTM displays data and data ratesin bitsinstead
of bytes:

¢ Check if youwant the MWTM to display datain bits, and data
rates in bits per second. Thisis the default setting.

¢ Uncheck if you want the MWTM to display datain bytes, and
datarates in bytes per second.

Show Utilization as Percentage

If checked, the MWTM displays receive and send utilization for
linksets and links as a percentage:

e Check if you want the MWTM to display utilization as a
percentage. Thisis the default setting.

e Uncheck if you want the MWTM to display utilization in
Erlangs.

Show Point Code Mask in Bits
(ITPonly)

If checked, the MWTM displays point code masks as a number of
bits instead of dotted-decimal format. The MWTM applies this
setting to all point code masks in the MWTM client, including
those in the Route Table dialog box, in messages, and so on.

¢ Uncheck if you want the MWTM to display point code masks
in dotted-decimal format (octets separated by periods). Thisis
the default setting.

¢ Check if you want the MWTM to display point code masks as
anumber of bits.

For more information about point code masks, see Route Table,
page 13-8.

Node Name Settings
Use the Node Name pane of the General GUI settings to specify how the MWTM should display node
names.
The Node Name pane contains these radio buttons:
Radio Buttons Description
Show DNS or User Defined Indicates whether the MWTM should identify nodes by their DNS or
Names user-defined names. The default setting for this radio button is
clicked.
Show IP Addressin Name Radio button used to indicate whether the MWTM should identify
Field nodes by their | P addresses. The default setting for thisradio buttonis
unclicked.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Poller Settings

Troubleshooting

Use the Poller pane of the General GUI settings to change the MWTM poller and counter settings.

The Poller pane contains:

Field or Radio Button

Description

Fast Poller Default (secs)

Default interval, in seconds, for the fast poller. Thevalid rangeis
5 to 60 seconds. The default setting is 15 seconds.

The fast poller appears in these MWTM client windows:
e MWTM Real-Time Statistics: CPU Statistics window
e (ITPonly) Details window for an Application Server
e (ITPonly) Details window for a Linkset
e (ITPonly) Details window for a Signaling Gateway Mated
Pair
You can change the valid range and default setting in the

Server.properties file. For more information, see Changing
MWTM Server Poller Settings, page 3-2.

Slow Poller Default (secs)

Default interval, in seconds, for the slow poller. The valid range
is 60 seconds to 300 seconds. The default setting is 60 seconds.

The slow poller isused in al the MWTM client windows except
those listed previously that use the fast poller.

Note  You can change the valid range and default setting in the
Server.properties file. For more information, see
Changing MWTM Server Poller Settings, page 3-2.

Show Counters Since Reboot

Radio button used to configure the MWTM client to clear all
countersin MWTM web pages whenever the node reboots. The
default setting for this radio button is clicked.

Show Counters Since Last Poll

Radio button used to configure the MWTM client to clear all
counters whenever an MWTM web page is polled. The default
setting for this radio button is unclicked.

Show Counters Since User Reset

Radio button used to configure the MWTM client to clear all
MWTM counters whenever the user resets the counters on an
MWTM web page. The default setting for this radio button is
unclicked.

Use the Troubleshooting pane of the General GUI settings to specify whether the MWTM clears the
display window upon command execution.

The Troubleshooting pane contains:

Field

Description

Clear Display upon Execution

Clears the output display each time you execute a command.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Connection Settings

Use the Connection Settings pane of the General GUI settings to set the Telnet or SSH path and
arguments for accessing nodes using one of these methods.

N

Note  To connect to anode usi ng SSH, the key size on the node must be configured to a minimum of 768 bits
and a maximum of 2048 hits.

The Connection Settings pane contains:

Field Description

Telnet path Useto modify the default MWTM Telnet path. Click Find to choose a Telnet path
on your local machine. For example, to launch Telnet from UNIX you may
choose xterm, then in the Telnet arguments field, specify -e telnet.

Note Choosing a non-GUI file might not yield the expected results.

Telnet arguments | Optional arguments that the MWTM passes to the Telnet executable when the
MWTM invokesit.

SSH path Use to modify the default MWTM SSH path. Click Find to choose an SSH path
on your local machine.

Note Choosing a non-GUI file may not yield the expected results.

SSH arguments Optional arguments that the MWTM passes to the SSH executable when the
MWTM invokesit.

Repaint Priority

Usethe Repaint Priority pane of the General GUI settingsto balance the responsiveness versus efficiency
of the MWTM client. This setting controls how quickly the MWTM client repaints its displays.

The Repaint Priority pane contains a sliding control:

Field Description

Repaint Priority  |Balancesthe MWTM client’s responsiveness versus efficiency. The valid rangeis
0 through 10, with O representing a high repaint priority (high responsiveness, low
efficiency) and 10 representing a high communication priority (high efficiency,
low responsiveness):

e To maximize repainting (responsiveness) over communication (efficiency),
slide the selector toward High Repaint Priority.

e To maximize communication (efficiency) over repainting (responsiveness),
slide the selector toward High Comm. Priority.

e The default setting is 2 (the third mark from the | eft).

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Changing Topology Settings

Use the Topology pane in the Preferences window to change default settings for the topology window.

To display the topology settings, select Topology in the left pane of the Preferences window.

The Topology pane contains:

Check Box or Field

Description

Spring Layout Spacing
Factor (1-10)

Indicates how far to space nodes when the MWTM draws the Spring
Layout topology map. Valid values are 1 through 10, with 1 being closer
together and 10 being farther apart. The default spacing factor is 5.

Even if you apply preferences and close the Preferences window, the
topology map does not show the new spacing factor until you choose
Topology Tools > Layout > Spring, or click the Spring L ayout button.

Show Mouse Overs

Specifies whether tooltips are enabled in topology maps. Checked isthe
default.

Draw Connections When
Dragging a Node

Specifies whether the MWTM draws connection lines in the topology
map as you move nodes:;

e Check if you want the MWTM to draw the associated connection
lines dynamically as you move a node.

e Uncheck if you do not want the MWTM to draw the associated
connection lines until after you have finished moving a node.
Unchecked is the default.

Show Small SS7 Icons (ITP
only)

Specifies the size of the SS7 icons in the topology map:

e Uncheck if you want the MWTM to display large SS7 icons.
Unchecked is the default.

e Check if you want the MWTM to display small SS7 icons. This
setting can save space in the topology map, making it easier to read.

Show Non-ITP Nodes (ITP
only)

Specifies whether the MWTM should display non-ITP nodes and
linksets in the topology map:

e Check if you want the MWTM to display non-ITP nodes and
linksets in the topology map. Checked is the default.

e Uncheck if youwant the MWTM to hide non-ITP nodesand linksets
in the topology map. (The navigation tree still shows the hidden
signaling points and linksets.)
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Check Box or Field Description
Show Point Code and Node |Specifies whether the MWTM should display point codes as well as
Name (ITP only) node names in the topology map:
e Uncheck if youwant the MWTM to display point codes but not node
names. Unchecked is the default.
e Check if you want the MWTM to display both point codes and hode
names.
X Performance Enhancer Specifies whether antialiasing is turned on in the topology map.
(AntiAliasing Off) Antialiasing, which is on by default, improves the appearance of the
icons and connections in the map.
However, antialiasing can impact the performance of the MWTM client
on aremote workstation (that is, a Solaris or Linux workstation by using
xhost, or a Windows workstation using an X-Window system emulator
such as eX ceed or Reflection X).
e Uncheck if you want to turn on antialiasing in the topology map.
Unchecked is the default.
e Check if you want to turn off antialiasing.
Remember that performance is always better if you access the MWTM
by installing the MWTM client on the remote workstation.
Changing Event Settings
Use the Event settings in the Preferences window to:
¢ Change the default background color for each type of event
e Specify whether to display acknowledged events
¢ Specify the types of event the MWTM should display in the Event tables, including the:
- Category and severity of event
— Whether the event is acknowledged
— Other properties
To display the Event settings, select Events in the left pane of the Preferences window.
In the Event area you can change:
¢ Event Colors, page 5-10
e Categories, page 5-11
e Severities, page 5-12
e Other, page 5-12
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Event Colors

The Event Colors pane:

Field Description

Change Color  |Opensthe Select Event Color dialog box from which you select a color for an event
type. For more details, see Customizing Colors, page 5-17.

Informational Indicates the background color for Informational events. The default is white.

Normal Indicates the background color for Normal events. The default is light green.

Indeterminate  |Indicates the background color for Indeterminate events. The default is cyan.

Warning Indicates the background color for Warning events. The default is blue.
Critical Indicates the background color for Critical events. The default is red.

Major Indicates the background color for Mgjor events. The default is orange.
Minor Indicates the background color for Minor events. The default is yellow.

Event Time Format

The Event Time Format pane contains:

Button Description

12 Hour |Click thisradio button to configure event time stamps to use 12-hour format (for example,
07:10:09).

24 Hour |Click this radio button to configure event time stamps to use 24-hour format (for example,
19:10:09).

Event Date Format

The Event Date Format pane contains:

Button Description

Month-First |Click this radio button to configure event date stamps with the month appearing first
(for example, 8/16/05).

Day-First Click this radio button to configure event date stamps with the day appearing first (for
example, 16/8/05).
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Categories

In the Categories pane, you specify which event categories to display in the Event window.

The Categories pane contains:

Field or

Button Description

Status Indicates whether Status events should appear in the Event window. The default is
checked.

Trap Indicates whether Trap events should appear in the Event window. The default is
checked.

Create Indicates whether Create events should appear in the Event window. The default is
checked.

Delete Indicates whether Delete events should appear in the Event window. The default is
checked.

Discover Indicates whether Discover events should appear in the Event window. The default is
checked.

Edit Indicates whether Edit events should appear in the Event window. The default is
checked.

Ignore Indicates whether Ignore events should appear in the Event window. The default is
checked.

Login Indicates whether Login events should appear in the Event window. The default is
checked.

LoginDisable |Indicateswhether L oginDisable events should appear in the Event window. The default
is checked.

LoginFail Indicates whether LoginFail events should appear in the Event window. The default is
checked.

L ogout Indicates whether Logout events should appear in the Event window. The default is
checked.

OverWrite Indicates whether OverWrite events should appear in the Event window. The defaultis
checked.

Poll Indicates whether Poll events should appear in the Event window. The default is
checked.

Purge Indicates whether Purge events should appear in the Event window. The default is
checked.

Select All Checks all event category check boxes.

Deselect All  |Unchecks all event category check boxes.

~
Note  Thefieldsin the previoustable are default categories; however, the MWTM system administrator might
define additional categories. For information about custom categories, see Changing Event Categories,
page 9-33.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Severities

In the Severities pane, you specify which event severities to display in the Event window.

The Severities pane contains these default fields:

Field

Description

Informational

Indicates whether events of severity Informational should appear in the Event
window. The default is checked.

Normal

I ndicates whether events of severity Normal should appear in the Event window. The
default is checked.

Indeterminate

Indicates whether events of severity Indeterminate should appear in the Event
window. The default is checked.

Warning

Indicates whether events of severity Warning should appear in the Event window. The
default is checked.

Critical

I ndicates whether events of severity Critical should appear in the Event window. The
default is checked.

Major

Indicates whether events of severity Major should appear in the Event window. The
default is checked.

Minor

Indicates whether events of severity Minor should appear in the Event window. The
default is checked.

Note  Thefieldsin the previoustable are default severities; however the MWTM system administrator might
define additional severities. For information about custom severities, see Changing Event Severities and
Colors, page 9-35.

Other

Use the Other pane to further define the event filter for the Event window. These settings apply to all
event displays in the current view.

The Other pane contains:

Check Box or Field |Description

Acknowledged Indicates whether only acknowledged events should appear in the Event
window. The default is checked.

Unacknowledged Indicates whether only unacknowledged events should appear in the Event
window. The default is checked.

Time Before Indicates whether only eventsthat the MWTM logs prior to a specified date and

time should appear in the Event window. The default is checked.

Time Before Field Specifies the date and time prior to which events that the MWTM logs should

appear in the Event window. Thisfield is dimmed unless the Time Before check
box is checked.

Time After

Indicates whether only events that the MWTM logs after a specified date and
time should appear in the Event window. The default is checked.
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Check Box or Field |Description

Time After Field Specifies the date and time after which events that the MWTM logs should

appear in the Event window. This field is dimmed unless the Time After check
box is checked.

M essage Contains Indicates whether only events that contain the specified message text should

appear in the Event window. The default is checked.

Match Case

Indicates whether only events that match the case of the text in the Message
Contains field should appear in the Event window. Thisfield is dimmed unless
the Message Contains check box is checked. If the M essage Contains check box
is checked, the default setting for this check box is checked.

Suppress Events for | Suppresses all events from nodes that are unmanaged. The default setting for
unmanaged nodes this check box is unchecked.

Changing Charts Settings

Use the Charts pane in the Preferences window to change default settings for the elementsin real-time
data charts for application servers, application server process associations, links, and linksets.

To display the Charts pane, click Chartsin the left pane of the Preferences window.

The Charts pane contains:

Field or Button

Description

Series

Indicates the time series being defined. A time series is a set of data collected
sequentially at afixed interval of time.

The default values for series are:
e Series 0: Dot, Solid, Red
e Series 1: Box, Solid, Green
e Series 2: Triangle, Solid, Blue
e Series 3: Diamond, Solid, Black
e Series 4: Star, Solid, Pink
e Series5: Cross, Solid, Orange
e Series 6: Circle, Solid, Gray
e Series 7: Square, Solid, Light Green
e Series 8: Vertical Line, Solid, Red
e Series 9: Horizonta Line, Solid, Green
e Series 10: Dot, Solid, Blue
e Series 11: Box, Solid, Black
e Series 12: Triangle, Solid, Pink
e Series 13: Diamond, Solid, Orange
e Series 14: Star, Solid, Gray
e Series 15: Cross, Solid, Light Green
e Series 16: Circle, Solid, Red
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Field or Button |Description

Symbol Style |Drop-down list box used to define the symbol associated with a series. To change the
symbol for a series, select a new value: Dot, Box, Triangle, Diamond, Star, Vertical
Bar, Horizontal Line, Cross, or Circle.

Line Style Drop-down list box that you use to define the style of line that connects data pointsin
the chart. To change the line style for a series, select a new value: Solid, Long Dash,
Long-Short-Long (LSL) Dash, Short Dash, Dash Dot, or None.

Color Indicates the current color for the series.

Change Color |Opens the Select Series Color dialog box in which you select a color for aseries. For
more details, see Customizing Colors, page 5-17.

Changing Status Settings
You use the MWTM to customize the sort order for status settings, as well as the color of each status
setting.

When you change the sort order or the color of a status setting, most MWTM client windows reflect the
new sort order or color immediately. All other windows reflect the new sort order or color at the next
poll.

When you change the color of astatus, most MWTM client windows reflect the new color immediately.
All other windows reflect the new color at the next poll.

To display the Status settings, click Statusin the left pane of the Preferences window.
The Status pane contains:

Field or Button Description
Status Sort Order  |Indicates the status setting being defined. The default status sort order and colors
are;

¢ None: Black

¢ Unknown: Red

e Unavailable: Red
¢ Inactive: Red

¢ Failed: Red

¢ Down: Red

¢ Blocked: Red

¢ Pending: Red

e Warning: Yellow
e Shutdown: Blue

¢ |nhibited: Blue

¢ InhibitLoc: Blue
¢ |nhibitRem: Blue

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter5

Basic Operations

Changing Client and Web Preference Settings W

Field or Button Description
Status Sort Order ¢ Discovering: Cyan
(continued) ¢ Polling: Cyan
e Waiting: Gray
¢ Unmanaged: Gray
e Active: Green
Move Up Moves the selected status setting up in the Status Sort Order list.
Change Color Opens the Select Status Color dialog box in which you select a color for a status.
For more details, see Customizing Colors, page 5-17.
Move Down Moves the selected status setting down in the Status Sort Order list.
Reset Order Restores the status settings to the default sort order.
Reset Colors Restores the status settings to the default colors.

Changing Deploy Settings

~

Note

Deploy settings are only for ITP networks. If you configure the MWTM to manage I TP networks, the
deploy settings will appear in the Preferences window. If you configure the MWTM to manage only
RAN-O networks, deploy settingswill not appear. You customizethe MWTM to manage I TP or RAN-O
networks (or both) during installation. You can also do this later by command (see mwtm manage, page

B-31).

Use the Deploy settings to change the way the Deployment Wizard works.

To display the Deploy settings, select Deploy in the left pane of the Preferences window.

The Deploy settings contain:

Check Box or Field

Description

Turn On Term
Monitor During
File Activation

Indicates whether the MWTM should turn on the terminal monitor before
activating aroute tablefileor GTT fileon the ITP, and turn it off after activation
(whether or not the activation was successful).

If you turn on the terminal monitor during activation, detailed activation error
messages appear in the connection log. These messages can be useful if activation
fails. However, all node console logging messages al so appear in the connection
log, so you might see many nonactivation messages, too.

The default is checked.

Turn Off All Debug
Output Before
Turning On Term
Monitor

Indicates whether debug messages should appear in the connection log. The
default is checked.

If you check the Turn On Term Monitor During File Activation check box, all
node console logging messages appear, including all debug messages that are
currently enabled on the node.
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Check Box or Field

Description

Turn Off All Debug
Output Before
Turning On Term
Monitor

(continued)

You can then check the Turn Off All Debug Output Before Turning On Term
Monitor check box to turn off all debug messages. This setting can reduce the
number of nonactivation messages in the connection log. The default is checked.

Note The MWTM does not turn the debug messages back on after activation.
Ensure that other users are not debugging on the node before checking
this check box.

This check box is dimmed unless you check the Turn On Term Monitor During
File Activation check box.

SynchronizeActive
and Standby
Storage If Node Is
Configured as
Redundancy Mode

Cisco 7507, 7513, and 7600 series routers support redundancy, which requires
synchronization of the active and all standby storage devices.

If youwant the MWTM to use anode’s configured redundancy modeto determine
whether the MWTM should replicate storage operations (such as creating files,
uploading, deleting, and so on) among the active and all standby storage devices,
click this radio button.

Note  Thisradio button is mutually exclusive with the Synchronize Active and
Standby Storage If Node I's Operating in Redundancy Mode and Do Not
Synchronize Active and Standby Storage radio buttons.

SynchronizeActive
and Standby
Storage If Node Is
Operating in
Redundancy Mode

If you want the MWTM to use a node’s operating redundancy mode to determine
whether the MWTM should replicate storage operations (such as creating files,
uploading, deleting, and so on) among the active and all standby storage devices,
in the right pane click this radio button. The default is clicked.

Note Thisradio button is mutually exclusive with the Synchronize Active and
Standby Storage If Node |s Configured as Redundancy Mode and Do Not
Synchronize Active and Standby Storage radio buttons.

Do Not
SynchronizeActive
and Standby
Storage

If you want the MWTM to perform storage operations only on the active storage
device (that is, no automatic synchronization of active and standby storage
devices), click this radio button.

Clicking this radio button requires you to manually synchronize the active and
standby storage devices.

This radio button is mutually exclusive with these radio buttons:

¢ Synchronize Active and Standby Storage If ITP Is Configured as
Redundancy Mode

¢ Synchronize Active and Standby Storage If I TP |s Operating in Redundancy
Mode
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Check Box or Field

Description

Enable Auto
Refresh Node
Storage In Node
File Management
Dialog

I ndicates whether the Node File Management dialog box should refresh storage
device content automatically at user-defined intervals. Clicking this check box
enables the Node File Management dial og box to detect any updates made to the
file system.

I'n addition, you can configure the node to disconnect idle connection sessions. If
you check this check box, the MWTM automatically generates node operations
at the user-defined interval, which prevents disconnection of the session by the
node.

The default is unchecked.

To enable the automatic refresh, check this check box, then specify a Refresh
Interval. The valid range is 1 seconds to an unlimited number of seconds. The
default interval is 60 seconds.

Always Overwrite

I ndicates whether the Deployment Wizard should overwrite an existing file with

Existing File In the same filename automatically, without prompting the user. The default is
Deployment unchecked.

Wizard

Always Skip Indicates whether the Deployment Wizard should skip archive comments. The

Archive Comments

default is unchecked.

This check box appears only if deploy comments are set to optional. For details,
see mwtm deploycomments, page B-82. If deploy comments are set to required,
this check box does not appear.

Always Activate
Deployed File In

Indicates whether the Deployment Wizard should activate the deployed file
automatically, without prompting the user. The default is unchecked.

Deployment

Wizard

Command Timeout |Indicates how long, in seconds, an MWTM client with a session to a node should
in Seconds wait for a response from the node before closing the session.

The valid range is 1 second to an unlimited number of seconds. The default is
90 seconds.

Customizing Colors

You use the MWTM to customize the colors for these settings:

Setting

Menu Selection

Color Dialog

Event severity

Click Eventsin the | eft pane of the Preferences window
(Figure 5-1), then click Change Color in the Event Colors
section.

Select Event Color

Seriesin
real-time charts

Click Chartsin the left pane of the Preferences window
(Figure 5-1), then click Change Color in the Series Colors
section.

Select Series Color

Status

Click Statusin the left pane of the Preferences window
(Figure 5-1), select astatus setting, then click Change Color.

Select Status Color
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The Select Color dialog box contains;
e Swatches Tab (Recommended), page 5-18
e HSB Tab, page 5-18
e RGB Tab, page 5-18
e Select Color Field and Buttons, page 5-19

Related Topics:
¢ Changing Event Settings, page 5-9
¢ Changing Charts Settings, page 5-13
¢ Changing Status Settings, page 5-14

Swatches Tab (Recommended)
You use the Swatches tab of the Select Color dialog box to select a color from a set of color swatches.
Thisis the recommended method for selecting a color.
To display the Swatches tab, click the Swatches tab in the Select Color dialog box.

To select acolor, select aswatch. The selected color appearsin the Preview field. When you are satisfied
with the color, click OK.

HSB Tab

You must also choose hue, saturation, and brightness (HSB) variables to select a color.
To display the HSB tab, click the HSB tab in the Select Color dialog box.
To select a color, you can either:

¢ Select acolor range onthevertical color bar, then select a specific color by moving the cursor around
on the color square.

¢ Enter specific valuesin the (hue), S (saturation), and B (brightness) fields.
The selected color appears in the Preview field. When you are satisfied with the color, click OK.

RGB Tab

You then select the red, green, and blue (RGB) content of the color.
To display the RGB tab, click the RGB tab in the Select Color dialog box.

To select a color, select values for the Red, Green, and Blue fields. The selected color appears in the
Preview field. When you are satisfied with the color, click OK.
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Select Color Field and Buttons

The Select Color dialog box contains;

Field or Button |Description

Preview Displays a preview of the current selected color.

Whichever method you choose to select a color, the selected color appears in the
Preview field. When you are satisfied with the color, click OK.

OK Sets the color as shown in the Preview field, and closes the Color dialog box.
Cancel Closes the Color dialog box without selecting a color.
Reset Resets the color toitsinitial setting.

Restoring Default Preference Settings

Step 1
Step 2

If you decide you do not like your modified preference settings, you can use the MWTM to restore all
preference settings to the original system default settings. To do so:

Display the Preferences window, as described in Changing Client Preference Settings, page 5-2.
Choose the File > L oad System Default Prefs menu option.
The MWTM restores the default settings.

Changing Web Preference Settings

Step 1
Step 2
Step 3

Note

The web preference settings are accessible by clicking the Preferences link in the title bar of any web
interface window. Web preferences include only a small subset of the General GUI preferences that are
available in the client interface (see Changing General GUI Settings, page 5-4).

To change web preferences settings:

Click Preferencesin the title bar of any MWTM web page.
Click the General GUI tab in the Preferences window to display the general GUI settings.

Change the setting you want to modify. If you enter a new value in atext field, press Enter or Tab to
activate the change.

For any user, common preferences between the web and client interfaces are shared. However, if the web
and client interfaces are active at the same time, and you exit the client, any changes you made to the
web preferences are overwritten by the client preferences.

You can now exit the web preferences window.
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The Web Preferences window contains:

Check Box, Radio Button, or Field

Description

Show DNS or User-Defined
Names

Indicates whether the MWTM should identify nodes by their DNS
or user-defined names. The default setting for this radio button is
clicked.

Show IP Addressin Name Field

Indicates whether the MWTM should identify nodes by their IP
addresses. The default setting for this radio button is unclicked.

Show Node Domain Names

If checked, the MWTM shows node domain namesiin its displays.
The default setting for this check box is unchecked (do not show
node domain names).

Clear Display upon Execution

Clears the output display each time you execute a command.

Slow Poller Interval (secs)

Default interval, in seconds, for the slow poller. Thevalid rangeis
60 seconds to 300 seconds. The default setting is 60 seconds.

Note  You can change the valid range and default setting in the
Server.propertiesfile. For more information, see Changing
MWTM Server Poller Settings, page 3-2.

Status Refresh Interval (secs)

Specifies the default setting for how frequently the MWTM
refreshes the web pages on the web interface.

Thevalid range is 180 seconds to 900 seconds. The default setting
is 180 seconds. (You can change the valid range and default setting
in the Server.properties file. For more information, see Changing

MWTM Server Poller Settings, page 3-2.)

Changing Real-Time Poller and Counter Settings

The MWTM provides three pollers for use in the MWTM client GUI and web pages: afast, a slow, and
a status refresh. You use the MWTM to change settings for those pollers, and also to specify how you
want to aggregate the visible counter values.

To change the MWTM poller refresh and counter display settings, use one of these methods:

e The Server.propertiesfile specifies minimum, maximum, and default settings for the fast, slow, and
status refresh pollers. To change those settings, see Changing MWTM Server Poller Settings, page

3-2.

¢ To change the MWTM poller refresh and counter display settings for the GUI in the MWTM
Preferences window, see Poller Settings, page 5-6.

¢ To change the MWTM poller refresh and counter display settings for the MWTM web pages by
using the MWTM Web Preferences web page, see Link Reports, page 12-21.

e To change the MWTM counter display settings for the GUI from any Real-Time Data and Charts
window in the GUI, click Reset Countersin any of these MWTM windows:

— Poll Settings dialog box in any network object’'s MWTM Details window
— Node Details: MTP3 Errors table

— Signaling Point Details: GTT MAP Status table

- Signaling Point Details: GTT Statistics table

- Signaling Point Details: MLR Details table
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Viewing Online Help

The MWTM displays the MWTM Reset Counters dialog box.

Figure 5-2 MWTM Reset Counters Dialog
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The MWTM Reset Counters dialog box contains:

Field or Button

Description

Show Counters

Click to configure the MWTM client to clear all countersin MWTM web pages

Since Reboot whenever the node reboots. The default is clicked.
Show Counters Click to configure the MWTM client to clear all counters whenever an MWTM
Since Last Poll web page is polled. The default is unclicked.

Show Counters
Since User Reset

Click to configure the MWTM client to clear all MWTM counters whenever the
user resets the counters on an MWTM web page. The default setting for thisradio
button is cleared.

Apply Applies any changes you made to the counter settings, reflects the changes
throughout the MWTM GUI, and closes the MWTM Reset Counters dialog box.

Cancel Closes the MWTM Reset Counters dialog box.

Help Displays online help for the current window.

The MWTM provides these online help options in the MWTM main menu. To display:

e Thetable of contents for the MWTM online help in aweb browser, choose Help > Topics.

¢ Online help for the current window in aweb browser, choose Help > Window.

¢ Build date, version, SSL support, and copyright information about the MWTM application in aweb
browser, choose Help > About.

Related Topics:

Viewing the MWTM Technical Documentation, page 11-9
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Finding Information in a Window

Sometimes, finding information, such as a node name or event text, in along list can be difficult. You
can use the MWTM client to search for a specific character string in windows that contain lots of

information.

Note  Tofind a specific object in the topology window, see Finding an Object, page 10-17.

To find a character string, choose Edit > Find from the MWTM main menu. This menu option is
available when you select from the navigation tree;

e Alarms

e Events

¢ Any object under Summary Lists
The MWTM displays the Find dialog box.

Figure 5-3 Find Dialog Box
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Note  The Find dialog box also appears when you choose File > Find from the Route Table Editor dialog box
(Chapter 13, “Editing an I TP Route Table File").

The Find dialog box contains:

Field or Button

Description

What

Character string for which the MWTM should search in the window. This can be
any character string: all or part of a node name, event text, status, and so on.

Match Case

Check box used to indicate whether the MWTM should search for only character
strings that match the case of the text in the What field. To search with:

e Case-matching on, select this check box.
e Case-matching off, clear this check box. Thisis the default setting.

Search Forward

Indicates whether the MWTM should search forward (down and to the right) in
the window. This radio button is mutually exclusive with the Search Backward
button. The default is checked.

Search Backward

Indicates whether the MWTM should search backward (up and to the left) in the
window. This radio button is mutually exclusive with the Search Forward button.
The default is unchecked.
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Field or Button Description

Find Launches the search. If:

e |t finds amatching character string in the window, the MWTM highlights the
first line that contains the string.

To find the next occurrence of the string, click Find again.

You can continueto click Find until you find no more matchesin the window.
At that time, the MWTM displays an appropriate message in the dialog box,
such as:

Bottom of table reached.

e No matching character string is found, the MWTM displays an appropriate
message in the dialog box.

Close Closes the Find dialog box when you finish searching.

Navigating Table Columns

You can resize, sort, or hide the columns in some tablesin the MWTM client interface to meet your
specific needs. The MWTM client automatically saves your new settings and, thereafter, launches the
client with the new settings.

Note

Resizing and hiding table columnsis possible only in the client interface. In the web interface, you can
search for specific information and page through long tables by using its search and paging features (see
MWTM Web Interface Content Area, page 11-4).

To view atooltip for each column in the table, place the cursor over a column heading. If acell is
too small to show all of its text, place the cursor over the cell to see the full text of the tooltip.

To make a column wider or narrower, click the column divider in the heading and move the divider
to the right or left while holding down the left or right mouse button.

All Components or Recent Eventstablesin the MWTM main window reflect changesthat you make
to any object's Components or Recent events table. The Show in New window or Real-Time Data
and Charts windows do not reflect the changes, however.

Depending on your system, as well as other factors, MWTM windows can sometimes appear so
small that text isillegible, and columns and text entry fieldstoo narrow to be usable. If this happens,
resize the window and widen the individual columns until the information is again legible and the
columns and text entry fields are usable.

By default, the MWTM displays most of the columns in tables, but some columns may be hidden.
To:

— Display hidden columns, right-click in the table heading and select the check boxes for the
columns you want to display.

- Hide columns, right-click in the table heading and clear the check boxes for the columns you
want to hide.

All Components or Recent Eventstablesin the MWTM main window reflect changesthat you make
to any object's Components or Recent events table. The Show in New window or Real-Time Data
and Charts windows do not reflect the changes, however.
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¢ To sort atable based on the datain a column, left-click in the column heading. The MWTM
alphanumerically sorts the table from top to bottom, based on the data in the selected column. To
sort the table in reverse order, left-click in the column heading a second time. If two entriesin the
selected column areidentical, the MWTM sorts those rows based on the datain the remaining table
columns, moving left to right.

¢ Many of thetablesin the web interface display an icon in the column heading to indicate the column
on which the table is sorted, and the direction of the sort. The icon displays a noninverted triangle
if the sort order isascending (1-9, A-Z), and an inverted triangle if the sort order isdescending (Z-A,
9-1).

¢ |f you sort atable in the web interface based on the Nodes column, the MWTM sorts the table based
on the DNS names of the nodes, asthe MWTM discovers nodes. However, if you modified your
preferencesto identify nodes by their user-defined names, then the MWTM sorts the table based on
the user-defined names of the nodes. For more information, see Node Name Settings, page 5-5.

¢ To customizethe sort order for status settings in the Status column of tables, use the Status settings
section of the Preferences window. For more information, see Changing Status Settings, page 5-14.

e (ITPonly) To sort aroute table, click Sort Table. The MWTM sorts the entries in the route table
field-by-field, beginning with Dest. Point Code, then Mask, Cost, Dest.Linkset, and finally QoS.

Printing Windows

You can print most MWTM windows, as well as the topology map, for those times when you need
hardcopy.

To print an MWTM window, choose File > Print from most MWTM windows (for example, the MWTM
main window or topology window).

The MWTM displays the Print dialog box.

Figure 5-4 Print Dialog
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You use the Print dialog box to specify print settings, such as which printer to print to, whether to send
output to afile (the default location for the print file isyour home directory), and whether to print duplex.

Note  You can send output to afile only in the file formats that your printer drivers support. Sending output to
files can result in large file sizes that you will need to monitor and manage.

When you are satisfied with your print settings, click Print. The MWTM prints the window or map.
To exit the Print dialog box at any time without printing, click Cancel.

Managing and Deploying ITP Files

You use the MWTM to manage GTT files, route table files, and MLR address table files. The MWTM
provides a Node File Management dialog box and a Node Archive Management dialog box:

¢ Node File Management, page 5-25
¢ Node Archive Management, page 5-32
e Deploying ITP Files, page 5-35

Node File Management

You use the Node File Management dialog box to:
e View:
- GTT files
- Route tablefiles
- MLR address table files
¢ Check these files for semantics and syntax
¢ Delete, rename, and upload the files to a remote node
e Activate thefiles

The Node File Management dialog box can handle GTT and route table files up to 512 KB in size (the
maximum size supported by the MWTM and ITP) and up to 100,000 MLR address table entries.

To launch the Node File Management dialog box, choose Network > Node File Management from the
MWTM main menu. The MWTM displays the Node File Management dial og box.

Note If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Administrator (level 4) and higher.
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Figure 5-5 Node File Management Dialog

Local Remote
i B |R0ute Tables | = |
MATM : / B

ﬂelp
| -]

Name | Size Modifed

Mame | Sie Modified

free: 70,96 (Total: 72,36} - o |

[T

210447

The Node File Management dialog box contains:
¢ Node File Management Menu, page 5-26
¢ Node File Management MWTM Pane, page 5-29
¢ Node File Management Node Pane, page 5-30

Node File Management Menu

The menu on the Node File Management dialog box contains:

Command Description

File > Connect Opensthe Pick Node dialog box in which you select anode and connect
(Ctrl-N) to that remote node.

Note  The remote node might be configured to disconnect idle
sessions. To prevent disconnection of sessions by the node,
enable the MWTM to refresh storage device content
automatically by selecting the Enable Auto Refresh Node
Storage In Node File Management Dialog check box in the
Deploy settings section of the Preferences window, then specify
aRefresh Interval. For moreinformation, see Changing Deploy
Settings, page 5-15.

To avoid entering username and password information each
time, you can set up credentials (see Configuring Login
Credentials, page 3-19).

File > Disconnect Disconnects from the node.

(Ctrl-D) This option is dimmed if you are not connected to a remote node.
File> Close Closes the Node File Management dialog box.

(Ctrl-w)
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Command

Description

Local > Open File

Opens the selected route table file in the Route Table dialog box
(Figure 13-4) or the GTT filein the GTT Editor window (Figure 14-1)
or the MLR addresstable filein the Address Table Editor (Figure 15-1).

Local > Check File

Checks the semantics and syntax of the selected file on the MWTM
client.

Local > Cut Cuts the selected local file from the MWTM client.
Local > Copy Copies the selected local file from the MWTM client.
Local > Paste Pastes a cut or copied local file into the MWTM client.

Local > Delete

Deletes the selected file from the MWTM client.

Note If youtry to delete afile, and you do not have permission to
deletethefile, the MWTM issues an appropriate error message.

Local > Rename

Renames the selected file on the MWTM client.

You can use any letters, numbers, or characters in the new name that
your operating system allows. However, if you include any spacesin the
new name, the MWTM converts those spaces to dashes. For example,
the MWTM saves fileab c as a-b-c.

Local > Refresh

Refreshes the list of filesin the MWTM pane.

If you have added or modified route tablefiles, GTT files, or MLR files
on the MWTM client since you launched the Node File Management
dialog box, the MWTM pane reflects those changes.

Local > Go Up

Displays the subdirectories and files that are in the directory that is up
one level from the currently displayed directory on the MWTM client.

This option is dimmed if thisis the highest directory level.

Local > Create Directory

Creates a new subdirectory in the directory that the MWTM client
currently is displaying.

Remote > Activate

Activates the selected route table file, GTT file, or MLR file on the
remote node. That is, the MWTM replaces the currently running route
tablefile, GTT file, or MLR file on the remote node with the selected
file.

Note  You cannot activate the MWTM-LAST-ACTIVE-filename.rou,
MWTM-LAST-ACTIVE_filename.gtt,
MWTM-LAST-ACTIVE-filename.mlir,
or MWTM-LAST-ACTIVE-filename.smsfiles. These are backup
files. If you need to revert to one of these files, copy it, rename
it, and upload and activate the renamed file on the remote node.

This option is dimmed if you are not connected to a remote node.

Remote > Cut

Cuts the selected remote file from the remote node.

Remote > Copy

Copies the selected remote file from the remote node.

Remote > Paste

Pastes a cut or copied remote file into the remote node.
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Command

Description

Remote > Delete

Deletes the selected file from the remote node.

If you try to delete afile, and you do not have permission to delete the
file, the MWTM issues an appropriate error message.

Some Cisco routers support redundancy, which requires
synchronization of the active and all standby storage devices. If you
deleteafileinthe node panefrom an active storage device, and you then
try to undelete the file before the standby storage devices have been
synchronized, the file will have different IDs on the active and standby
storage devices. If this occurs, the MWTM issues this error message
and cancels the undelete:

Invalid ID

You must then undelete the file on the standby storage devices.
This synchronization problem does not occur in the MWTM pane.
This option is dimmed if you are not connected to a remote node.

Remote > Rename

Renames the selected file on the remote node.

Note  You can rename files on the remote node for only Class C
devices on the disk drives.

You can use any letters, numbers, or characters in the new name that
your operating system allows. However, if youinclude any spacesin the
new name, the MWTM converts those spaces to dashes. For example,
the MWTM savesfilea b c asa-b-c.

This option is dimmed if you are not connected to a remote node.

Remote > Undelete

Recovers the selected file on the remote node.

This option is dimmed if you are not connected to a remote node.

Remote > Refresh

Refreshes the list of files in the node pane.

If routetablefiles, GTT files, or MLR files have been added or modified
on the remote node since you launched the Node File Management
dialog box, those changes appear in the node pane.

This option is dimmed if you are not connected to a remote node.

Remote > Go Up

Displays the subdirectories and files that are in the directory that is up
onelevel from the directory that is currently visible on the remote node.

This option isdimmed if thisisthe highest directory level or if you are
not connected to a remote node.

Remote > Create Directory

Creates a new subdirectory in the directory that the remote node
currently is displaying.

Note  You can create folders on the remote node for only Class C
devices on the disk drives.

This option is dimmed if you are not connected to a remote node.
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Command Description

Remote > Squeeze Node Optimizes Flash memory on the remote node so that the space used by
the files marked as deleted or error can be reclaimed. For more
information, see the description of the squeeze command in the Cisco
|OS Release 12.2 Configuration Fundamentals Command Reference.

Note  After performing the squeeze process you cannot recover
deleted files using Undelete.

This option is dimmed if you are not connected to a remote node.

Remote > Format Node Formats the Flash memory file system on the remote node. For more
information, see the description of the format command in the Cisco
10S Release 12.2 Configuration Fundamentals Command Reference.

This option is dimmed if you are not connected to a remote node.

Help > Topics Displays the table of contents for the MWTM online help.

(F1)

Help > Window Displays online help for the current window.

(Shift-F1)

Help > About Displays build date, version, SSL support, and copyright information
(F3) about the MWTM application.

Node File Management MWTM Pane

The MWTM pane on the left side of the Node File Management dialog box displays all of the files that
the MWTM currently defines on the MWTM client. To populate the MWTM pane with all of the:

¢ Route table files currently defined on the MWTM client, select Route Tables from the drop-down
list box.

e GTT files currently defined on the MWTM client, select GTT Files from the drop-down list box.

e MLR addresstable files currently defined on the MWTM client, select ML R Address Tables from
the drop-down list box.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM sorts this table by Name, and displays all of the columnsin the MWTM pane.

See Navigating Table Columns, page 5-23 for more information about resizing, sorting, displaying, or
hiding columns.

The MWTM pane contains:

Column Description

Type Indicates whether the selected name is a directory or afile.
Name Name of the route table, GTT, or MLR file.
Size Size of the filein bytes.

Modified |Date and time the file was last modified.

[ oL-9118-03
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The MWTM pane provides these right-click menu options for files:

Command

Description

Open File

Opens the selected route table file in the Route Table dialog box (Figure 13-4) or
the selected GTT filein the GTT Editor window (Figure 14-1) or the selected
MLR address table file in the Address Table Editor window (Figure 15-1).

Check File

Checks the semantics and syntax of the selected file on the MWTM client.

Cut

Cuts the selected file from the MWTM client.

Copy

Copies the selected file from the MWTM client.

Paste

Pastes a cut or copied file into the MWTM client.

Delete

Deletes the selected file from the MWTM client.

Note If youtry to deleteafile, and you do not have permission to delete thefile,
the MWTM issues an appropriate error message.

Rename

Renames the selected file on the MWTM client.

You can use any letters, numbers, or characters in the new name that your
operating system allows. However, if you include any spacesin the new name, the
MWTM converts those spaces to dashes. For example, the MWTM saves file
abcasa-b-c

Refresh

Refreshes the list of filesin the MWTM pane.

If you have added or modified routetable, GTT, or MLR filesonthe MWTM client
since you launched the Node File Management dialog box, the MWTM pane
reflects those changes.

Go Up

Displays the subdirectories and files that are in the directory that is up one level
from the currently displayed directory on the MWTM client.

This option is dimmed if thisis the highest directory level.

Create Directory

Creates a new subdirectory in the currently displayed directory on the MWTM
client.

Upload

Uploads the selected file from the MWTM client to the remote node.

You can also upload afile by selecting it in the MWTM pane and clicking the
arrow pointing to the node pane.

This option, and the arrow, is dimmed if you are not connected to a remote node.

Node File Management Node Pane

The node pane on the right side of the Node File Management dial og box displaysall of thefilesthat the
MWTM currently defines on the remote node. To populate the node pane with all of the:

¢ Routetablefiles currently defined on the remote node, select Route Tables from the drop-down list

box.

e GTT files currently defined on the remote node, select GTT Files from the drop-down list box.

¢ MLR address table files currently defined on the remote node, select ML R Address Tables from
the drop-down list box.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM sorts this table by Name, and displays all of the columns in the node pane.
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See Navigating Table Columns, page 5-23 for more information about resizing, sorting, displaying, or
hiding columns.

The node pane contains:

Column Description

Type Indicates whether the selected name is a directory or afile.
Name Name of the route table, GTT, or MLR file.
Size Size of the file in bytes.

Modified |Date and time the file was last modified.

The node pane provides these right-click menu options for files:

Right-click Option Description

Activate Activates the selected route table file, GTT file, or MLR file on the remote node.
That is, the MWTM replaces the currently running route table file, GTT file, or
MLR file on the remote node with the selected file.

Note  You cannot activate the MWTM-LAST-ACTIVE-filename.rou,
MWTM-LAST-ACTIVE_filename.gtt, MWTM-LAST-ACTIVE-filename.mir,
or MWTM-LAST-ACTIVE-filename.sms files. These are backup files. If
you need to revert to one of these files, copy it, renameit, and upload and
activate the renamed file on the remote node.

This option is dimmed if you are not connected to a remote node.

Cut Cuts the selected file from the remote node.
Copy Copies the selected file from the remote node.
Paste Pastes a cut or copied file into the remote node.
Delete Deletes the selected file from the remote node.

If you try to delete afile, and you do not have permission to delete the file, the
MWTM issues an appropriate error message.

Some Cisco routers support redundancy, which requires synchronization of the
activeand all standby storage devices. If you delete afilein the node pane from an
active storage device, and you then try to undelete the file before the standby
storage devices have been synchronized, the file will have different IDs on the
active and standby storage devices. If this occurs, the MWTM issuesthe following
error message and cancels the undel ete:

Invalid ID

You must then undel ete the file on the standby storage devices.

This synchronization problem does not occur in the MWTM pane.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Rename

Renames the selected file on the remote node.

Note  You can rename files on the remote node for only Class C devices on the
disk drives.

You can use any letters, numbers, or charactersin the new name that your
operating system allows. However, if you include any spacesin the new name, the
MWTM converts those spaces to dashes. For example, the MWTM savesfileab
casa-b-c.

Undelete

Recovers the selected file on the remote node.

Refresh

Refreshes the list of files in the node pane.

If route table files, GTT files, or MLR files have been added or modified on the
remote node since you launched the Node File Management dialog box, those
changes appear in the node pane.

This option is dimmed if you are not connected to aremote I TP.

Go Up

Displays the subdirectories and files that are in the directory that is up one level
from the currently displayed directory on the remote node.

This option is dimmed if thisis the highest directory level.

Create Directory

Creates a new subdirectory in the currently displayed directory on the remote
node.

Note  You can create folders on the remote node for only Class C devices on the
disk drives.

Squeeze Node

Optimizes Flash memory on the remote node so that the space used by the files
marked as deleted or error can be reclaimed. For more information, see the
description of the squeeze command in the Cisco |0S Release 12.2 Configuration
Fundamentals Command Reference.

Note  After performing the squeeze process you cannot recover deleted files
using Undelete.

Format Node

Formats the Flash memory file system on the remote node. For more information,
see the description of the format command in the Cisco 10S Release 12.2
Configuration Fundamentals Command Reference.

Download

Downloads the selected file from the remote node to the MWTM client.

You can also download afile by selecting it in the node pane and clicking the arrow
pointing to the MWTM pane.

Node Archive Management

You use the Archive Management dial og box to view the contents of the archive, open aversion with its
corresponding editor, and delete all versions of afile.

To launch the Archive Management dialog box, choose Edit > Node Archive Management from the
MWTM main menu. The MWTM displays the Archive Management dial og box.

Note If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Administrator (level 4) and higher.
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Figure 5-6 Archive Management Dialog
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The Archive Management dialog box contains:
¢ Node Archive Management Menu, page 5-33
¢ Node Archive Management Selector Pane, page 5-34
¢ Node Archive Management Display Pane, page 5-35

Node Archive Management Menu

The menu on the Archive Management dialog box contains:

Command Description

File> Open File |Opensthe selected route table file in the Route Table dialog box (Figure 13-4) or
theselected GTT fileinthe GTT Editor window (Figure 14-1) or the selected MLR
address table file in the Address Table Editor window (Figure 15-1).

File > Delete Deletes all versions of the selected file from the MWTM client.

Note If youtry to deleteafile, and you do not have permission to delete thefile,
the MWTM issues an appropriate error message.

File > Refresh Updates data for the currently displayed entries.

File> Close Closes the Archive Management dialog box.

(Ctrl-w)

Help > Topics Displays the table of contents for the MWTM online help.

(F1)

Help > Window Displays online help for the current window.

(Shift-F1)

Help > About Displays build date, version, SSL support, and copyright information about the
(F3) MWTM application.
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[ oL-9118-03 .m



Chapter5 Basic Operations |

W  Managing and Deploying ITP Files

Node Archive Management Selector Pane
The selector pane on the | eft side of the Archive Management dial og box displays all of the filesthat the
MWTM currently defines on the MWTM client. To populate the selector pane with all of the:

¢ Route table files currently defined on the MWTM client, select Route Tables from the drop-down
list box.

e GTT files currently defined on the MWTM client, select GTT Files from the drop-down list box.

¢ MLR addresstable files currently defined on the MWTM client, select ML R Address Tablesfrom
the drop-down list box.

To see the tooltip for each button in the selector pane, place the cursor over the button.
The selector pane contains:

Button or Object |Description

Open File Opens the selected route table file in the Route Table dialog box (Figure 13-4) or
theselected GTT fileinthe GTT Editor window (Figure 14-1) or the selected MLR
address table file in the Address Table Editor window (Figure 15-1).

Delete Deletes all versions of the selected file from the MWTM client.

Note If youtry to delete afile, and you do not have permission to delete thefile,
the MWTM issues an appropriate error message.

Refresh Updates data for the currently visible files.

Nodes To see the nodes, signaling points, and archived files associated with a specific
node, select the turner beside the node or signaling point. Clicking on an archived
file displays the file in the right pane.

Signaling Points | To see the signaling points and archived files associated with a specific signaling
point, select the turner beside the signaling point. Clicking on an archived file
displays the file in the right pane.

The selector pane provides these right-click menu options for files:

Command Description

Open File Opens the selected route table file in the Route Table dialog box (Figure 13-4) or
the selected GTT fileinthe GTT Editor window (Figure 14-1) or the selected MLR
address table file in the Address Table Editor window (Figure 15-1).

Delete Deletes all versions of the selected file from the MWTM client.

Note If you try to delete afile, and you do not have permission to delete the file,
the MWTM issues an appropriate error message.
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Node Archive Management Display Pane

The Archive Management pane displays all of the versions that currently exist on the selected filein a
table. To navigate to a selected file, select the turner beside Nodes or Signaling Points in the selector
pane (in the left pane), and click on the file. All versions appear in the right pane.

If acell istoo small to show all of its comments, place the cursor over the cell to see the full text in a
tooltip.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM sorts this table by Rev and displays all of the columns in the display pane.

See Navigating Table Columns, page 5-23 for more information about resizing, sorting, displaying, or
hiding columns.

The display pane contains:

Column or Button Description

Rev Revision number.

Date Date of archival.

Comments Archival comments.

Author User or client hostname or | P address from which the deployment or archiving
occurred.

Adjust row height | You can adjust the row height to make comments readable.

The display pane provides this right-click menu option for files:

Command Description

Open File Opens the selected route table file in the Route Table dialog box (Figure 13-4) or
the selected GTT filein the GTT Editor window (Figure 14-1) or the selected MLR
address table file in the Address Table Editor window (Figure 15-1).

Deploying ITP Files

e

Tp.

Before you can use the Deployment Wizard, you must set up TFTP (for details, see Setting Up TFTP on
Your Server (ITP Only), page 3-11).

You use the Deployment Wizard to validate aroute tablefile, GTT file, or MLR addresstablefile, upload
it to an ITP, archive the file, and activate it on the ITP. The Deployment Wizard can handle route table
and GTT filesup to 512 KB in size (the maximum size the MWTM and I TP support) and up to 100,000
MLR address table entries.

To launch the Deployment Wizard, choose File > Deploy from the route table menu, GTT menu, or
Address Table Editor menu. The MWTM displays the Deployment Wizard for the currently visible file.

[ oL-9118-03
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Figure 5-7 Deployment Wizard for a GTT File
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The left pane of the Deployment Wizard contains:

Step Description

Select File Indicates that the file is selected for deployment. The name of the file to deploy
appears in the Deployment Wizard title bar.

Select Node/SP |If you aredeployinga GTT file or address tablefile, you use this option to select the
signaling point to deploy thefile. You can optionally check the Filter by Node check
box, which limits signaling point selection to a specific node.

Select a signaling point and node (optional) from the drop-down list boxes in the
right pane, then click Next >.

If you are deploying aroute table file, the MWTM proceeds directly to the Validate
step.

Validate Validates the file for deployment. Validation messages and error messages, if any,
appear in the right pane.

Login You can log in to the signaling point. If required, enter the:
e Login username, if required.

¢ Login password, if required.

¢ Enable username, if required.

e Enable password, if required.

Note  Toavoid entering username and password information each time, you can set
up credentials (see Configuring Login Credentials, page 3-19).
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Step

Description

Upload

Uploads the file to the signaling point.
If the file uploads with no errors, the MWTM proceeds to the Activate step.

If the specified file already exists on the ITP, the MWTM displays the name of the
duplicate file and the Overwrite and Always Overwrite check boxes. Check the:

¢ Overwrite check box to overwrite the file on the ITP with the file being
deployed. Thisis the default setting.

¢ Always Overwrite check box if you want the MWTM to always overwrite the
file on the ITP with the file being deployed, without prompting you for
confirmation. The default setting for this check box is unchecked (prompt for
confirmation).

If you have set your preferences so that the MWTM client identifies nodes by their
DNS names (the default setting) instead of by their | P addresses, then the ITP must
be ableto resolvethe DNS names. Otherwise, the MWTM issues an appropriate error
message and does not deploy thefile.

To enable the ITP to resolve DNS names, enter the ip domain-lookup command on
the ITP. For more information about this command, see the Cisco 10SIP Command
Reference, Volume 1 of 4: Addressing and Services, Release 12.3 or |ater.

For more information about the Show DNS or User-Defined Names and Show |P
Address in Name Field preference settings, see Node Name Settings, page 5-5.

Archive

You useto enter archive comments, if required. If archive commentsare not required,
the MWTM displays the Always Skip Archive Comments check box.

For details on setting archive comments to required or optional, see mwtm
deploycomments, page B-82.

Activate

Activates the file on the signaling point (replaces the currently running route table
file, GTT file, or address table file with the deployed file).

The MWTM displays the Activate File and Always Activate File check boxes. You
can:

¢ Check the Activate File check box to activate the deployed file on the ITP. This
is the default setting.

¢ Uncheck the Activate File check box if you do not want to activate the deployed
file on the ITP yet.

¢ Check the Always Activate File check box if you want the MWTM to always
activate the deployed file on the TP, without prompting you for confirmation.
The default setting for this check box is cleared (prompt for confirmation).

Done

Displays any status messages, such as errors or successful completion.

The bottom line of the Deployment Wizard contains:

Field or Button

Description

Progress Bar

Indicates that the MWTM is validating or uploading the file.

Show Log/Hide Log |Displays or hides the log file for the Deployment Wizard.

Next >

Advances to the next step in the Deployment Wizard.
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Field or Button Description

Finish Closes the Deployment Wizard. The Finish button appears when deployment
ends successfully, or when the MWTM encounters errors and cancels the
process.

Cancel Closes the Deployment Wizard without deploying the file.

Help Displays online help for the Deployment Wizard.

Exporting Data

You usethe MWTM to export its datafor use by other products, such as Ciscoworks or Microsoft Excel.
This section includes:

e Exporting Current Data for Network Objects, page 5-38
e Exporting Current Node Names and SNMP Community Names, page 5-39

Exporting Current Data for Network Objects

You can use the MWTM CLI to export all MWTM data, or to export only selected MWTM data.

To export all current MWTM data, with fields separated by vertical bars (|; thisis the default setting),
enter the mwtm export all command with the -d bar keywords:

mwtm export all -d bar
To export all MWTM data with fields separated by commas (,), specify the -d comma keywords:
mwtm export all -d comma
To export all MWTM data with fields separated by tabs, specify the -d tab keywords:
mwtm export all -d tab
To export only object-specific MWTM data, specify one of these keywords:

e as—(ITP only) Export only application server data.

e asp—(ITP only) Export only application server process data.

e aspa—(ITP only) Export only application server process association data.

¢ links—(ITP only) Export only link data.

¢ linksets—(ITP only) Export only linkset data.

¢ nodes—Export only node data.

e sgmp—(ITP only) Export only signaling gateway-mated pair data.

e sps—(ITP only) Export only signaling point data.

You can also specify the -d comma or -d tab keywords on any of these object-specific mwtm export
commands.

Here is sample output for the mwtm export nodes command:

# ./mwtm export nodes

# v6.0.0.15

# t116809393l311‘5at Jan 06 09:32:11 EST 2007
#

# Total 2 nodes
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# name|displayname|sgmid|old description|cllicode|ipaddress|old pointcode|old se
condary|old _capability|state|statetimestamp|ioslevel|devicetype|usericonname |sys
descr|lastpolltimestamp|lastpolltime|avgpolltime|old lasterrormsg|old lasterrort
ime|notesexist|old variant|sysuptime|rebootreason|statereason|discoveredtime|eve
ntRevd | connectTo | ignore | customName | processTraps |nsoconfig|mtp3offload|rfpeerstat
e|trapPollingEnabled|reportPollingEnabled|sysName |nodeType

emsl941lka.cisco.com|emsl941lka.cisco.com|1253 |not_used|not used| [172.18.156.20] [2
0.1.1.105] |not_used|not_used|not used|Warning|1168092733287|7|CiscoMWR-1941-DC|n
ull|sysDescr|1168093830179|328|634 |not_used|not_used|false|not used|248128063|re
load|62|1168092732082|false|null|false|null|true|not used|not used|not used|true
|true|ems1941ka|RAN-O

sgm-26-91c-2.cisco.com|null|1350|not used|clli 2691c|[172.18.17.132,172.18.17.4]
[1|not_used|not used|not used|Unmanaged|1168093760605|31|Cisco2651XM|null|sysDes
cr|1168092856198|12984|18729 |not_used|not_used|false|not used|731561022|reload|l
|1168092734928 | false|null|false|null |true|l|1l|2|false|false|sgm-26-91lc.cisco.com
|ITP

For more information about the use of the mwtm export command, see mwtm export, page B-24.

Exporting Current Node Names and SNMP Community Names

To export current MWTM node names and read and write SNM P community names, in CiscoWorks
import format, with fields separated by commas (,), specify the ecw keyword:

mwtm export cw
You can export this data to afile, then use the file to import the nodes into the CiscoWorks database.

For moreinformation about the use of the mwtm export cw command, see mwtm export cw, page B-25.

Integrating the MWTM with Other Products

The MWTM does not require CiscoWorks or the Cisco Info Center (CIC), but the MWTM doesintegrate
with those products to provide added value. See these sections for more information:

¢ Integrating the MWTM with CiscoWorks, page 5-39
e Forwarding Trapsto Other Hosts (Server Only), page 5-40

Integrating the MWTM with CiscoWorks

The MWTM can integrate with CiscoWorks during installation, registering with Ciscoworks as an
installed application. See the “Installing the MWTM on Solaris’ and “Installing the MWTM on
Windows” chapters of the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0 for
more information.

You can also integrate the MWTM with CiscoWorks after installation, using the mwtm cwsetup
command. See mwtm cwsetup, page B-17 for more information.

When you integrate the MWTM with CiscoWorks, you can launch the CiscoWorks Device Center and
CiscoView from the MWTM main menu. See these sections for more information:

¢ Launching the CiscoWorks Device Center, page 5-40
¢ Launching CiscoView, page 5-40
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Launching the CiscoWorks Device Center

The CiscoWorks Device Center provides a number of useful web-based device-monitoring functions,
including reachability trends, response time trends, interface status, Syslog browsing, and a detailed
inventory.

To link the MWTM to the Device Center:

Step 1 Ensure that CiscoWorks isinstalled in the network.

Step2  Select anode that you know CiscoWorks is monitoring, or an associated linkset, in a window. If you
select anon-1TP node, or a node with a status of Unmanaged or a Device Type of Unknown, the
CiscoWorks menu option is dimmed.

Step3  Choose Tools > CiscoWorks > Device Center from the MWTM main menu.

Step4 At the prompt, enter a CiscoWorks user |D and password. The MWTM links to the CiscoWorks Device
Center dashboard.

Launching CiscoView

CiscoView provides a real-time, color-coded, graphical representation of Cisco devices. You can use
CiscoView to quickly identify an incorrect status on a port or interface. If you are running CiscoWworks
on UNIX or Windows, you can access CiscoView through the link to the web version of CiscoWorks.

To link the MWTM to CiscoView:

Step1  Select anode that you know CiscoWorks is monitoring in awindow. If you select a non-ITP or RAN-O
node, or anode with a status of Unmanaged or a Device Type of Unknown, the CiscoWorks menu option
is dimmed.

Step2  Choose Tools > CiscoWorks >CiscoView from the MWTM main menu.

Step3 At the prompt, enter a CiscoWorks user ID and password. The MWTM links to CiscoView.

Forwarding Traps to Other Hosts (Server Only)

You use the MWTM to forward SNMP traps to other SNMP servers, or hosts. The MWTM can then
function as a trap multiplexer, integrating with high-level event- and alarm-monitoring systems such as
the Cisco Info Center and Micromuse's Netcool suite of products. These systems can provide a single
high-level view of all alarm monitoring in your network, making it easier to detect and resolve problems.

To enable the MWTM to forward SNMP traps to other hosts, specify the list of hostsin the
TrapForwarder.properties file. The default file resides in the MWTM /properties directory. If you
installed the MWTM in:

e The default directory, /opt, then the default file residesin
/opt/CSCOsgm/properties/TrapForwarder.properties.

¢ A different directory, then the default file resides in that directory.
In the TrapForwarder.properties file, begin all comment lines with a pound sign (#).
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All other lines in the file are host definition lines using this format:
SERV ERxx=dest-address[: portno]

where:
e XX isthe user-defined server number.
¢ dest-addressis the hostname, or the | P address in dotted-decimal format.
e portno is the optional port number. The default port number is 162.

For example, this host definition line:

SERVER02=64.102.86.104:162

enables the MWTM to forward traps to Server 02, with | P address 64.102.86.104, on port 162.

Any changes you make to the TrapForwarder.properties file take effect when you restart the MWTM
server. Thereafter, the MWTM forwards all traps from the listed hosts except traps:

e That the MWTM cannot parse.

e From hosts listed in the trapaccess.conf file. For more information, see Limiting Traps by IP
Address, page 3-8.

The MWTM modifies Version 2c traps that do not have the agent |P address already specified in the
varbind list by including the agent |P address in the varbind list.

You can also forward MWTM events to other hosts, in the form of SNMP traps. For more information,
see Forwarding Events as Traps to Other Hosts, page 9-40.

Running Simultaneous Client Sessions

You can run multiple sessions of the MWTM client simultaneously because the MWTM uses a
client-server architecture. The MWTM server provides central services and database functions and
communicates with multiple MWTM clients. You can install the MWTM client software on the same
system as the MWTM server, or on adifferent system on the same network asthe MWTM server.

Note  Running more than one MWTM client on the same workstation can degrade the workstation
performance.

The MWTM recommends a maximum of 20 clients per MWTM server. If you connect more than 20
clientsto asingle server, the server requires additional memory and a more powerful CPU.

Performing Basic Server Operations

This section contains this information:
¢ Connecting to a New Server, page 5-42
¢ Viewing Server Status Information, page 5-43

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
[ oL-9118-03 .m



Chapter5 Basic Operations |

M Performing Basic Server Operations

Connecting to a New Server

You usethe MWTM to connect the client to anew MWTM server. For example, you can monitor two or
more networks from the same MWTM client, simply by switching servers. Or, if you havetwo MWTM
servers monitoring the same network, and one server fails, the MWTM client automatically switchesto
the secondary server.

If you want to determine the default hostname before you connect to the new server, it appearsin the
SERVER_NAME entry in the System.properties file. If you installed the MWTM in:

e The MWTM in the default directory, /opt, then the location of the System.propertiesfileis
/opt/CSCOsgm/properties/System.properties.

o A different directory, then the System.properties file resides in that directory.

To connect the client to a new server, choose File > Connect to New Server from the MWTM main
menu. The MWTM displays the Connect to New Server dialog box.

Figure 5-8 Connect to New Server Dialog
# X

Server Mame or IP Address | |

Mame Server Port (44742 |

0K Cancel Help

2104449

The Connect to New Server dialog box contains:

Field or Button Description

Server Name or I[P Address |Nameor | P address of the new server. Enter the name of the new server,
or its |P address, in the Server Name or |P Address field.

Name Server Port UDP port number for the new server. Enter the MWTM Naming Server
UDP port number for the new server in the Name Server Port field.

The default value is 44742.

OK Stopsthe MWTM client, then restarts the client connected to the
specified server.

When you have entered the name of the new server, or its | P address,
and its UDP port number, click OK. The MWTM stops the client, then
restarts the client connected to the new server.

Cancel Closesthe Connect to New Server dial og box without connecting to the
new server.
Help Displays online help for the Connect to New Server dialog box.
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Viewing Server Status Information

You use the MWTM to view detailed information about the processes, pollers, tasks, and clients for the
server to which you are connected.

To display server status information, choose View > MWTM Server > Statusin the MWTM main
menu. The MWTM displays the Server Status Information window.

Figure 5-9 Server Status Information Window
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The Server Status Information window contains:
e Server Status Information: Fields and Buttons, page 5-43
e Server Status Information: Processes, page 5-44
e Server Status Information:Pollers, page 5-44
e Server Status Information: Tasks, page 5-44
e Server Status Information: Clients, page 5-45

Server Status Information: Fields and Buttons

The Server Status Information window contains:

Command Description
Poll Interval Poll interval used to collect data for the table.
Last Poll Time the last poll was run.

Thisfield initially displays a message that the MWTM is polling the device. After
the first polling cycle, the MWTM populates this field with the actual time of the

last poll.

Update Forces an immediate poll, and refreshes the Server Status I nformation window with
the latest data.

Close Closes the Server Status Information window.

Help Accesses the online help for this window.
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Server Status Information: Processes

The Server Status Information: Processes section lists the processes that make up the MWTM server,

and contains:

Field

Description

Name

Name of the process, such as sgmNameServer.

Process ID

Number to uniquely identify the process.

Is Running

Indicates whether the process is running (true) or not (false).

Server Status Information:Pollers

The Server Status Information: Pollers table lists the detail and demand pollers that the MWTM server
is currently processing, and contains:

Field

Description

Poller ID

Number to uniquely identify each MWTM detail poller that is currently active.

MWTM detail pollers collect detailed data (such as real-time data, statistics, route
detail, and so on) that the regular MWTM poller did not collect.

Client Host

Name of the MWTM client that started the detail poller.

Interval

Poll interval for the detail poller, in hours, minutes, and seconds.

Iteration

Number of times the detail poller should poll. If thisfield displays Forever, the detail
poller will never stop polling, until the MWTM client requests that it stops.

Next Poll

Time until the next poll, in hours, minutes, and seconds.

Time Limit

Time remaining, in hours, minutes, and seconds, until the poller times out. When the
poller times out, the MWTM automatically stops the poller to prevent unnecessary
traffic on the network and sends an appropriate error message to the client.

By default, the MWTM allows pollers to run up to 8 hours. To change that setting, see
the description of the mwtm pollertimeout command in mwtm pollertimeout, page
B-39.

Description

Description of the detail poller.

Server Status Information:Tasks

The Server Status Information: Tasks table lists |ong-running servicesthat the MWTM server performs,

and contains:

Field

Description

Task ID

Number to uniquely identify the task.

Interval

Time between runs for the task, in hours, minutes, and seconds.

Iteration

Number of times the task should run. If this field displays Forever, the task will
never stop polling.

Next Execution | Time until the next run for the task, in hours, minutes, and seconds.
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Field Description

State Current state of the task. Valid values are:

e None—Task is stopped.

e Waiting—Task is waiting to transition to Ready or Running state.

e Ready—Task is ready to execute but is hot yet in Running state.
¢ Running—Task is started and is currently executing.

e Pending—Task wasin Ready state when auser canceled it. Thetask is pending
final removal from the scheduler.

e Error—Task encountered an error.

e Dying—Task was in Running state when it was canceled by a user. The task
continues to run in Dying state until it ends. The server then removes the task
from the scheduler.

Description Description of the task.

Server Status Information: Clients

The Server Status Information: Clients table contains:

Field Description

Process Name |Name of an MWTM client that is currently connected to the server.

User Name If you have implemented MWTM User-Based Access, thisfield displaysthe name of
an MWTM client user who is currently logged in and connected to the server.

If you have not implemented MWTM User-Based Access, this field displays the
name of the node that the user is using.

Message Mask |Mask that indicates which messages can be sent to the client.

Sleeping? Indicates whether the thread that is responsible for delivering messages is sleeping
(yes) or not (no). The normal setting for thisfield is no.

Sleep Time Time in seconds the thread that is responsible for delivering messages has been
sleeping. The normal setting for this field is 0.

Queue Size Number of messages waiting to be sent to the MWTM client. The normal setting for
thisfield is 0, but it could be higher if the MWTM server or client is very busy, as
during Discovery.

Using the Command Line Interface

The MWTM provides a command line interface that you use to interact with the MWTM and with the
Cisco 10S software operating system by entering commands and optional arguments. For more
information, see Appendix B, “Command Reference.”

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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CHAPTER6

Understanding Basic Object Functions

You can use the Cisco Mobile Wireless Transport Manager (MWTM) to view basic information about
any discovered MWTM object, including its associated objects, events, status, and other important

information.

To view basic information for an object, click the turner beside Summary Lists in the navigation tree of
the MWTM main window, then select one of these objects:

Objects only appear if your network contains that particular object type.

Object

Applicable Network Type

Nodes

ITP and RAN-O

Signaling Points

Note Inamulti-instance network, the signaling
point name has the format

pointcode:instanceName.

In a multi-instance network, the MWTM

does not display signaling points that are
only partly configured (that is, the variant
and network name are configured, but not
the primary point code).

Linksets

Links

Application Servers

Application Server Processes

Application Server Process Associations

Signaling Gateway Mated Pairs

ITPonly

Interfaces

ITP and RAN-O

Cards

RAN Backhauls

RAN Shorthauls

RAN-O only
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This chapter contains:
¢ Displaying Object Windows, page 6-2
e Editing Properties, page 6-29
e Attaching Notes, page 6-34
¢ Viewing Notes, page 6-35
¢ Deleting Objects, page 6-36
¢ Unmanaging and Managing Nodes or | TP Signaling Points, page 6-38
¢ Excluding Nodes or I TP Signaling Points from a View, page 6-39
¢ Ignoring and Unignoring Objects, page 6-39

Displaying Object Windows

To display an object window, in the MWTM main window, under Summary Listsin the navigation tree,
select the object type. The object window appears in the right pane.

S

Note  Theright panelists all objects of the object type that you select in the navigation tree. To see the fully
qualified domain name (FQDN) of any object in the right pane, hover over the object name with the
mouse. A tooltip lists the FQDN for the object.

Example:
To display the nodes table, choose Summary Lists > Nodes. The nodes table appears.

Figure 6-1 Node Window
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Object windows provide information about all objects of a specific type that the MWTM has discovered.
Object windows can contain:

¢ Right-Click Menu for All Objects, page 6-3

¢ Nodes Table, page 6-4

e Signaling Points Table, page 6-6

e Linksets Table, page 6-8

e Links Table, page 6-11

e Application Servers Table, page 6-13

e Application Server Processes Table, page 6-15

e Application Server Process Associations Table, page 6-17

e Signaling Gateway Mated Pairs Table, page 6-19

¢ Interfaces Table, page 6-21

e Cards Table, page 6-23

¢ RAN Backhauls Table, page 6-25

¢ RAN Shorthauls Table, page 6-27

o Software Versions Table, page 6-29

Right-Click Menu for All Objects

To see the right-click menu for all objects, in the MWTM main window, under Summary Listsin the
navigation tree, select the object type and right-click on it. The right-click menu contains:

Menu Command Description

Show in New Window Opens the object window in a new window.

Back > List of Windows |Navigates back to a window viewed in this session.
The MWTM maintains alist of up to 10 Back windows.

Forward > List of Navigates forward to a window viewed in this session.
Windows

The MWTM maintains alist of up to 10 Forward windows.

Note The right-click menu, available by clicking on a specific object in theright pane, is described in Viewing
the Right-Click Menu for an Object, page 8-3.
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Nodes Table

The nodes table displaysinformation about nodes that the MWTM has discovered. To display the nodes
table, choose Summary Lists > Nodes.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columns in the nodes table except
Internal ID, CLLI Code, Uptime, Reboot Reason, Process Traps, and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The nodes table contains:

Column Description

Internal ID Internal 1D of the node. Theinternal ID isaunique ID for every object,
whichthe MWTM assignsfor itsowninternal use. ThisID can also be useful
when the TAC is debugging problems.

Name Name of the node.

Primary SNMP Address

I P address of the node, which SNMP uses to poll the node. (There might be
other | P addresses on the node that are not the primary SNMP address.)

CLLI Code (ITP only)

Common Language L ocation Identification code for the node. A CLLI code
is a standardized 11-character identifier that uniquely identifies the
geographic location of the node. If the node has no CLLI code configured,
thisfield is blank.

Node Type

Type of node. Node types can be specific to ITP, RAN-O, or generic to both.
I TP specific nodes include:

e Cisco2650XM, Cisco2651XM

e Cisco2811

e Cisco7204VXR, Cisco7206VXR

e Cisco7301

e Cisco7507, Cisco7507mx, Cisco7507z, Cisco7513, Cisco7513mx,
Cisco7513z

e Cisco7604, Cisco7606, Cisco7609, Cisco7613

RAN-O specific nodes include:
e CiscoMWR-1941-DC-A—Cisco MWR-1941-DC-A series router
e CiscoONS15454—Cisco ONS 15454 SONET multiplexer

¢ Node B—The radio transmission and reception unit for communication
between radio cells.

¢ RAN_SVC—RAN Service module in the Cisco ONS 15454
Generic nodes include:

e |PDevice—IP device, other than those listed above. You can assign this
icon to an unknown node if you know that it is an IP device.

e Unknown—The MWTM is unable to determine the node type.

Software Version

Version of node’s software.
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Column Description

Uptime Time the node has been up, in days, hours, minutes, and seconds.
Reboot Reason Reason for the last reboot of the node.

Ignored Indicates whether to include the node when aggregating and displaying

MWTM status information:
e Check the check box to include the node. Thisis the default setting.
¢ Uncheck the check box to exclude the node.

Note  Not applicable for unmanaged nodes.

Users with authentication level Power User (level 2) and higher can edit this

field.

Process Traps Indicates whether the MWTM should processtrapsfrom thisnode. Thisfield
is read-only.

Trap Polling Indicates whether trap polling is enabled for this node. Thisfield is
read-only.

e |f you want to enable trap polling for this node, set ipran-mib
snmp-access to inBand on the node.

e |If you want to disable trap polling for this node, set ipran-mib
snmp-access to outOf Band on the node.

Report Polling Indicates whether report polling is enabled for this node. Thisfield is
read-only.

e |If youwant to enable report polling for this node, set ipran-mib location
to aggSite on the node.

e |If youwant to disablereport polling for this node, set ipran-mib location
to cellSite on the node.

Notes Indicates whether a note is associated with the node.

Events Indicates whether a recent event is associated with the node. (Even if the
server purges all of the events associated with the node, the MWTM
continues to display the event icon in thisfield.) To delete the;

e Eventicon from MWTM displays for a specific node, select the node
and click theicon.

e Eventiconfrom MWTM displaysfor all nodes, choose Edit > Clear All
Events from the MWTM main menu.

Note  During discovery, the MWTM might flag most nodes with an event
icon. If the event icons are too distracting, use the Edit > Clear All
Events menu option to remove them.

Last Status Change Date and time that the status of the node last changed.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Status Current status of the node. Possible values are:
Active (green)

Discovering (cyan)

Polling (cyan)

Unknown (red)

Unmanaged (gray)

Waiting (gray)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.

Status Reason Reason for the current status of the node.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

The status reasons appear in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Signaling Points Table

The signaling points table displays information about the signaling points that the MWTM has
discovered. To display the signaling points table, choose Summary Lists > Signaling Points.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displaysall of the columnsin the signaling pointstable except Internal I D, Instance Number,
and Last Status Change.

For detailed information on working within tables, see the Navigating Table Columns, page 5-23.
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The signaling points table contains:

Column

Description

Internal 1D

Internal ID of the signaling point. The internal ID isaunique ID for every
object, which the MWTM assigns for its own internal use. It can also be
useful when the TAC is debugging problems.

Name

Name of the signaling point.

Node

Name of the node associated with this signaling point.

Instance Number

Number of the instance associated with the signaling point.

Network Name

Name of the instance associated with the signaling point.

Point Code

Primary point code of the signaling point.

Variant

SS7 protocol variant. Valid variants are:
e ANSI
e China
e |TU
e NTT
e TTC

Network Indicator

Determines the type of call that is being placed. Valid values are:

¢ National—National-bound call. The MWTM routes national calls
through the national network.

¢ National Spare—National-bound call, used in countries in which more
than one carrier can share a point code. In those countries, the Network
Indicator differentiates the networks.

e International—International-bound call. The MWTM forwards
international-bound calls to an STP pair that acts as an international
gateway.

e International Spare—International-bound call; used in countriesin
which more than one carrier can share a point code. In those countries,
the Network Indicator differentiates the networks.

Ignored

Indicates whether to include the signaling point when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the signaling point. Thisisthe default
setting.

e Check the check box to exclude the signaling point.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes

Indicates whether a note is associated with the signaling point.
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Column

Description

Events

Indicates whether arecent event is associated with the signaling point. (Even
if the server purges all of the events associated with the signaling point, the
MWTM continues to display the event icon in this field.)

Note During discovery, the MWTM might flag most signaling points with
an Event icon. If the event icons are too distracting, choose Edit >
Clear All Events from the MWTM main menu to remove them.

Last Status Change

Date and time that the status of the signaling point last changed.

Status

Current status of the signaling point. Possible values are:
Active (green)

Unknown (red)

Unmanaged (gray)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Points, page E-7.

Status Reason

Reason for the current status of the signaling point.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file resides at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file reside in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full status reason in a mouse over help popup.

Thestatusreasonsarelisted in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Linksets Table

Thelinksetstable displaysinformation about the linksetsthat the MWTM has discovered. To display the
linksets table, choose Summary Lists > Linksets.

e

ﬁ Linksets that are associated with nodes that are excluded from the current view are not visible in the
linksets table. See Creating a New View, page 7-9 for more information about excluding nodes.
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You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columns in the linksets table except
Internal 1D, Node, SP, Congested Links, and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The linksets table contains:

Column Description

Internal 1D Internal 1D of the linkset. The internal 1D isaunique ID for every object, which
the MWTM assigns for its own internal use. It can also be useful when the TAC
is debugging problems.

Name Name of the linkset.

Node Node associated with the linkset.

Signaling Point

Signaling point associated with the linkset.

Local Point Code

Point code of the primary signaling point for the linkset.

Adj Point Code

Point code of the adjacent signaling point for the linkset.

Linkset Type Type of linkset, which the MWTM determines by examining the links defined in
the linkset. Possible linkset types are:

e HSL—Thelinksin thislinkset use the SS7-over-ATM high-speed protocol.

e SCTPIP—Thelinksin thislinkset use the Stream Control TCP/IP transport
protocol.

e Serial—Thelinksin this linkset use the serial SS7 signaling protocol.

e Mixed—Thelinksin thislinkset are of two or more types. (This
configuration is not recommended.)

¢ Virtual—Thelinksinthislinkset are virtual links, which connect signaling
point instances running on the same node. The MWTM does not poll virtual
linksets, nor does it display real-time data or accounting statisticsfor virtual
linksets.

Note Prior to 10S release 12.2(23)SW1, the user manually created virtual
linksets on multi-instance nodes. Within and after that release, users can
now automatically create virtual linksets.

e Other—No links have been defined for this linkset.
Links Total number of links in the linkset.
Active Links Number of linksin the linkset that are Active.

Congested Links

Number of linksin the linkset that are Congested.

Ignored

Indicates whether to include the linkset when aggregating and displaying
MWTM status information:

¢ Uncheck the check box to include the linkset. Thisis the default setting.
¢ Check the check box to exclude the linkset.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes

Indicates whether a note is associated with the linkset.
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Column

Description

Events

Indicates whether there is arecent event associated with the linkset. (Even if the
server purges all of the events associated with the linkset, the MWTM continues
to display the event icon in this field.) To delete the Event icon from MWTM
displays for:

¢ A specific linkset, select the linkset and click the icon.
¢ All linksets, choose Edit > Clear All Events from the MWTM main menu.

Note During discovery, the MWTM might flag most linksets with an event
icon. If the event icons aretoo distracting, choose Edit > Clear All Events
to remove them.

Last Status Change

Date and time that the status of the linkset last changed.

Status

Current status of the linkset. Possible values are:
Active (green)

Shutdown (blue)

Unavailable (red)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Linksets, page
E-6.

Status Reason

Reason for the current status of the signaling gateway-mated pair.

For afull list of possible reasons, see the stateReasons.html file. If you installed
the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to
astate that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.
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The linkstable displaysinformation about the links that the MWTM has discovered. To display the links
table, choose Summary Lists > Links.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Status, and the MWTM displaysall of the columnsinthelinkstable except Internal
ID, Congestion Level, and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The links table contains:

Column

Description

Internal 1D

Internal ID of thelink. Theinternal ID isaunique ID for every object, which the
MWTM assignsfor itsown internal use. ThisID can also be useful whenthe TAC
is debugging problems.

Node

Name of the node associated with the link.

Signaling Point

Name of the signaling point associated with the link.

Linkset

Name of the linkset associated with the link.

SLC

Signaling link code (SLC) ID for thelink.

Type

Type of link. Possible link types are:
e HSL—Thelink usesthe SS7-over-ATM high-speed protocol.
e SCTPIP—Thelink uses the Stream Control TCP/IP transport protocol.
e Serial—The link uses the serial SS7 signaling protocol.

e Virtual—Thelink isavirtual link, which connects signaling point instances
running on the same node. The MWTM does not poll virtual links, nor does
it display real-time data or accounting statistics for virtual links.

Congestion Level

Indicatesthelevel of congestion onthelink. A link iscongested if it hastoo many
packets waiting to be sent. This condition could result from the failure of an
element in your network.

Possible values for the Congestion Level field are None, indicating no
congestion, and 1 to 3, indicating levels of congestion from very light (1) to very
heavy (3).

Ignored

Indicates whether to include the link when aggregating and displaying MWTM
status information:

e Uncheck the check box to include the link. This is the default setting.
¢ Check the check box to exclude the link.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes

Indicates whether a note is associated with the link.
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Column

Description

Events

Indicates whether arecent event is associated with the link. (Even if the server
purges all of the events associated with the link, the MWTM continues to display
the event icon in thisfield.) To delete the Event icon from MWTM displays for:

e A specific link, select the link and click the icon.
¢ All links, choose Edit > Clear All Events from the MWTM main menu.

Note During discovery, the MWTM might flag most links with an event icon.
If the event icons are too distracting, choose Edit > Clear All Eventsto
remove them.

Last Status Change

Date and time that the status of the link last changed.

Status

Current status of the link. Possible values are:

Active (green)

Blocked (red)

Failed (red)

InhibitLoc (blue)

InhibitRem (blue)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitionsfor Links, page E-5.

Status Reason

Reason for the current status of the signaling gateway-mated pair.

For afull list of possible reasons, see the stateReasons.html file. If you installed
the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

* A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons appear in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to
a state that would exist after anew installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.
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The application servers table displays information about the application servers that the MWTM has
discovered. To display the application servers table, choose Summary Lists > App. Servers.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Status, and the MWTM displays all of the columnsin the application serverstable
except Internal 1D, Protocol, Routing Key, Traffic Mode, and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The application servers table contains:

Column Description

Internal ID Internal ID of the application server. Theinternal ID isauniquelD for every
object, that the MWTM assigns for its own internal use. ThisID can also be
useful when the TAC is debugging problems.

Name Name of the application server.

Node Name of the node associated with the application server.

Signaling Point

Name of the signaling point associated with the application server.

Protocol Protocol associated with the application server. Possible values are:
e M3UA—MTP3-User Adaptation.
e SUA—SCCP-User Adaptation.
Routing Key Routing key associated with the application server. The application server
bases its routing decisions on the routing key value.
Traffic Mode Method by which the application server forwards requests to its active

application server processes. Possible values are:

¢ overRide—One application server process takes over all traffic for the
application server, possibly overriding any currently active application
server process in the application server.

* broadcast—Every active application server process receives the same
message.
e |oadBind—Each application server process shares in the traffic

distribution with every other currently active application server process,
based on application server process bindings.

e |loadRndRobin—Each application server process shares in the traffic
distribution with every other currently active application server process,
using a roundrobin algorithm.

e undefined—Thetraffic modeis not defined. Thefirst application server
process that becomes active defines the traffic mode.

Application Server
Process Associations

Total number of application server processes associated with the application
server.

Active ASP
Associations

Number of currently active application server processes associated with the
application server.
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Column Description

Ignored Indicates whether to include the application server when aggregating and
displaying MWTM status information:

e Uncheck the check box to include the application server. Thisisthe
default setting.

e Check the check box to exclude the application server.
Users with authentication level Power User (level 2) and higher can edit this

field.
Notes Indicates whether a note is associated with the application server.
Events Indicates whether arecent event is associated with the application server.

(Even if the server purges all of the events associated with the application
server, the MWTM continues to display the event icon in thisfield.) To
delete the Event icon from MWTM displays for:

e A specific application server, select the application server and click the
icon.

e All application servers, choose Edit > Clear All Events from the
MWTM main menu.

Note  During discovery, the MWTM might flag most application servers
with an event icon. If the event icons are too distracting, choose Edit
> Clear All Events to remove them.

Last Status Change Date and time that the status of the application server last changed.
Status Current status of the application server. Possible values are;

Active (green)
Down (red)
Inactive (red)
Pending (red)
Shutdown (blue)
Unknown (red)
Warning (yellow)

For detailed definitions of each status, see Status Definitionsfor Application
Servers, page E-3.
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Column

Description

Status Reason

Reason for the current status of the signaling gateway-mated pair.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

o A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

The statusreasons arelisted in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To aso remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Application Server Processes Table

The application server processes table displays information about the application server processes that
the MWTM has discovered. To display the application server processes table, choose Summary Lists>
App. Server Processes.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columns in the application server
processes table except Internal ID and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The application server processes table contains;

Column

Description

Internal 1D

Internal 1D of the application server process. The internal 1D isaunique ID for
every object, that the MWTM assigns for its own internal use. This ID can also
be useful when the TAC is debugging problems.

Name

Name of the application server process.

Node

Name of the node associated with the application server process.

Local IP Address

Local |P address that the application server processis currently using.

Local Port

Local port number that the application server process is currently using.
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Column

Description

Ignored

Indicates whether to include the application server process when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the application server process. Thisisthe
default setting.

¢ Check the check box to exclude the application server process.
Userswith authentication level Power User (level 2) and higher can edit thisfield.

Notes

Indicates whether a note is associated with the application server process.

Events

Indicates whether arecent event is associated with the application server process.
(Even if the server purges all of the events associated with the application server
process, the MWTM continues to display the event icon in thisfield.) To delete
the Event icon from MWTM displays for:

¢ A specific application server process, select the application server process
and click the icon.

e All application server processes, choose Edit > Clear All Events from the
MWTM main menu.

Note  During discovery, the MWTM might flag most application server
processes with an event icon. If the event icons are too distracting, choose
Edit > Clear All Events to remove them.

Last Status Change

Date and time that the status of the application server process last changed.

Status

Current status of the application server process. Possible values are:
Unknown (red)
Unmanaged (gray)

For detailed definitions of each status, see Status Definitions for Application
Server Processes, page E-3.

Status Reason

Reason for the current status of the application server process.

For afull list of possible reasons, see the stateReasons.html file. If you installed
the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to
a state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.
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Application Server Process Associations Table

The application server process associations table displays information about the application server
process associations that the MWTM has discovered. To display the application server process
associations table, choose Summary Lists > App. Server Proc. Assoc.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Status, and the MWTM displaysall of the columnsin the application server process
associations table except Internal 1D, Congestion Level, and Last Status Change.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The application server process associations table contains:

Column Description

Internal ID Internal 1D of the application server process association. Theinternal ID isa
unique ID for every object, that the MWTM assigns for its own internal use. The
ID can also be useful when the TAC is debugging problems.

Name Name of the application server process association.

Node Name of the node associated with the application server process association.

Signaling Point

Name of the signaling point associated with the application server process
association.

Application Server

Name of the application server associated with the application server process
association.

Protocol

Protocol associated with the application server process association. Possible
values are:

e M3UA—MTP3-User Adaptation.
e SUA—SCCP-User Adaptation.

Congestion Level

Indicates the level of congestion of an application server process association. An
application server process association is congested if it has too many packets
waiting to be sent. This condition could result from the failure of an element in
your network.

Possible values for the Congestion Level field are None, indicating no
congestion, and 1 to 7, indicating levels of congestion from very light (1) to very
heavy (7).

Ignored

Indicates whether to include the application server process association when
aggregating and displaying MWTM status information:

¢ Uncheck the check box to include the application server process association.
This isthe default setting.

e Check the check box to exclude the application server process association.
Userswith authentication level Power User (level 2) and higher can edit thisfield.

Notes

Indicates whether a note is associated with the application server process
association.
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Column

Description

Events

Indicates whether arecent event is associated with the application server process
association. (Even if the server purges all of the events associated with the
application server process association, the MWTM continues to display the event
icon in thisfield.) To delete the Event icon from MWTM displays for:

* A specific application server process association, select the application server
process association and click the icon.

e All application server process associations, choose Edit > Clear All Events
from the MWTM main menu.

Note  During discovery, the MWTM might flag most application server process
associations with an event icon. If the event icons are too distracting,
choose Edit > Clear All Events to remove them.

Last Status Change

Date and time that the status of the application server process association last
changed.

Status

Current status of the application server process association. Possible values are:
Active (green)

Blocked (red)

Down (red)

Inactive (red)

Pending (red)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Application
Server Process Associations, page E-3.

Status Reason

Reason for the current status of the application server process association.

For afull list of possible reasons, see the stateReasons.html file. If you installed
the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.
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Column

Description

Status Reason
(continued)

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

Signaling Gateway Mated Pairs Table

The signaling gateway-mated pairs table displays information about the signaling gateway-mated pairs
that the MWTM has discovered. To display the signaling gateway-mated pairs table, choose Summary
Lists > Signaling Gateway Mated Pairs.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Status, and the MWTM displaysall of the columnsin the signaling gateway-mated
pairs table except Internal ID and Congestion Level.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The signaling gateway-mated pairs table contains:

Column Description

Internal ID Internal ID of the signaling gateway-mated pair. Theinternal 1D isaunique ID
for every object, that the MWTM assigns for its own internal use. The ID can
also be useful when the TAC is debugging problems.

Name Name of the signaling gateway-mated pair.

Mate Name of the node associated with the mate of the signaling gateway-mated
pair.

Node Name of the node associated with the signaling gateway-mated pair.

Congestion Level

Indicates the congestion level of a signaling gateway-mated pair. A signaling
gateway-mated pair is congested if it has too many packets waiting to be sent.
This condition could result from the failure of an element in your network.

Possible values for the Congestion Level field are None, indicating no
congestion, and 1 to 7, indicating levels of congestion from very light (1) to
very heavy (7).

Ignored

Indicates whether to include the signaling gateway-mated pair when
aggregating and displaying MWTM status information:

¢ Uncheck the check box to include the signaling gateway-mated pair. This
is the default setting.

¢ Check the check box to exclude the signaling gateway-mated pair.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes

Indicates whether a note is associated with the signaling gateway-mated pair.
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Column Description

Events Indicates whether a recent event is associated with the signaling
gateway-mated pair. (Even if the server purges all of the events associated with
the signaling gateway-mated pair, the MWTM continues to display the event
icon in thisfield.) To delete the Event icon from MWTM displays for:

¢ A specific signaling gateway-mated pair, select the signaling
gateway-mated pair and click the icon.

¢ All signaling gateway-mated pairs, choose Edit > Clear All Eventsfrom
the MWTM main menu.

Note During discovery, the MWTM might flag most signaling
gateway-mated pairs with an event icon. If the event icons are too
distracting, choose Edit > Clear All Events to remove them.

Last Status Change Date and time that the status of the signaling gateway-mated pair last changed.
Status Current status of the signaling gateway-mated pair. Possible values are:

Active (green)
Down (red)
Inactive (red)
Shutdown (blue)
Unknown (red)
Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.

Status Reason Reason for the current status of the signaling gateway-mated pair.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter themwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter6

Understanding Basic Object Functions

Interfaces Table

Displaying Object Windows ||

The interfaces table displays information about the ITP or RAN interfaces that the MWTM has
discovered. To display the interfaces table, choose Summary Lists > Interfaces.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columnsin the interfaces table except
Interface Type, Last Status Change, Admin Status, and Operational Status.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The interfaces table contains:

Column Description

Name Name of the interface. The node specifies the name of the interface.
Node Name of the node with the interface.

Speed Speed of the interface in bits per second.

Interface Index

Unique numeric identifier of the interface. This identifier appearsin the
interface table (ifTable).

M aximum Packet
Size

The maximum packet size that traverses the interface in bytes.

Physical Address

The physical address of the interface. If a physical address does not apply to
the interface, N/ A appears in the table cell.

Ignored Indicates whether to include the interface when aggregating and displaying
MWTM status information:
¢ Uncheck the check box to include the interface. Thisis the default setting.
¢ Check the check box to exclude the interface.
Users with authentication level Power User (level 2) and higher can edit this
field.
Notes Indicates whether a note is associated with the interface.
Events Indicates whether a recent event is associated with the interface. (Even if the

server purges all of the events associated with the interface, the MWTM
continues to display the event icon in thisfield.) To delete the Event icon from
MWTM displays for:

¢ A specific interface, select the interface and click the icon.

e All interfaces, choose Edit > Clear All Eventsfrom the MWTM main
menu.

Note  During discovery, the MWTM might flag most interfaces with an event
icon. If the event icons are too distracting, choose Edit > Clear All
Events to remove them.

Last Status Change

Date and time that the status of the interface last changed.
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Column

Description

Status

Current status of the interface. Possible values are:
Active (green)

Down (red)

Inactive (red)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for RAN-O
Interfaces, page E-7.

Admin Status

Desired state of the interface:
e Up
e Down
e Testing
e Shutdown
For detailed definitions of each status, see Admin Status, page E-8.

Operational Status

Current operational state of the interface:
e Up
e Down
e Testing
e Unknown
e Dormant
e Not present
e Lower layer down
For detailed definitions of each status, see Operational Status, page E-8.

Status Reason

Reason for the current status of the interface.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the fileis located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.
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Column

Description

Status Reason
(continued)

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

The cards table displays information about the cards in the ONS 15454 RAN-O node that the MWTM
has discovered. To display the cards table, choose Summary Lists > Cards.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columnsin the cards table except
Internal ID, cardModelName, Last Status Change, Status Reason, Hardware Version, Firmware Version,

and Software Version.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The cards table contains:

Column Description
Internal ID Internal ID of the card. Theinternal 1D isaunique ID for every object, that the
MWTM assigns for its own internal use. The ID can also be useful when the
TAC is debugging problems.
Name Name of the card. The node specifies the name of the card.
Node Name of the node in which the card resides.
Card Type Type of the card in the node.
Model Name Model name of the card (can include the part number).
Description Description of the card.
Slot Number The slot number of the card in the node.
Ignored Indicates whether to include the card when aggregating and displaying MWTM
status information:
¢ Uncheck the check box to include the card. This is the default setting.
¢ Check the check box to exclude the card.
Users with authentication level Power User (level 2) and higher can edit this
field.
Notes Indicates whether a note is associated with the card.
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Column Description

Events Indicates whether arecent event is associated with the card. (Even if the server
purges al of the events associated with the card, the MWTM continues to
display the event icon in thisfield.) To delete the Event icon from MWTM
displaysfor:

¢ A specific card, select the card and click the icon.
¢ All cards, choose Edit > Clear All Events from the MWTM main menu.

Note During discovery, the MWTM might flag most cards with an event
icon. If the event icons are too distracting, choose Edit > Clear All
Events to remove them.

Last Status Change Date and time that the status of the card last changed.

Status Current status of the card. Possible values are:
Active (green)

Down (red)

Inactive (red)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Cards, page
E-10.

Status Reason Reason for the current status of the card.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file is located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter themwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

Hardware Version Hardware version of the card.
Firmware Version Firmware version of the card.
Software Version Software version of the card.
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RAN Backhauls Table

The RAN backhauls table displays information about the RAN backhauls that the MWTM has
discovered. To display the RAN backhauls table, choose Summary Lists > RAN Backhauls.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columnsin the table except Internal 1D,
Type, User Bandwidth, System Bandwidth, Last Status Change, Acceptable Threshold, Warning
Threshold, and Overloaded Threshold.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The RAN backhauls table contains:

Column Description

Internal ID Internal 1D of the RAN backhaul. Theinternal ID isaunique ID for every
object, that the MWTM assigns for its own internal use. The ID can also be
useful when the TAC is debugging problems.

Name Name of the RAN backhaul.

Node Name of the node on which this RAN backhaul resides.

Location L ocation of the node (either at the cell site or the aggregation node site).

Peer Name Name of the object’s peer.

Peer Node Name of the node to which the peer object belongs.

Type I ndicates whether the RAN backhaul isanormal backhaul or avirtual backhaul
(see Creating Virtual RAN Backhauls, page 8-136).

User Bandwidth The bandwidth that the user specified for the backhaul. To change this value,

see Editing Properties for a RAN-O Backhaul, page 6-33.

System Bandwidth The bandwidth that the system specifiesfor the backhaul. To change thisvalue,
see Editing Properties for a RAN-O Backhaul, page 6-33.

Ignored Indicates whether to include the RAN backhaul when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the RAN backhaul. Thisis the default
setting.

¢ Check the check box to exclude the RAN backhaul.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes Indicates whether a note is associated with the RAN backhaul.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

Events

Indicates whether a recent event is associated with the RAN backhaul. (Even
if the server purges all of the events associated with the RAN backhaul, the
MWTM continues to display the event icon in thisfield.) To delete the Event
icon from MWTM displays for:

¢ A specific RAN backhaul, select the RAN backhaul and click the icon.

¢ All RAN backhauls, choose Edit > Clear All Events from the MWTM
main menu.

Note During discovery, the MWTM might flag most RAN backhaulswith an
event icon. If the event icons are too distracting, choose Edit > Clear
All Events to remove them.

Last Status Change

Date and time that the status of the backhaul last changed.

Status

Current status of the RAN backhaul. Possible values are:
Active (green)

Failed (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for RAN-O
Backhauls, page E-10.

Status Reason

Reason for the current status of the card.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the fileis located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

* A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after anew installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

Accept Threshold

The percentage threshold setting below which the backhaul utilization is
considered acceptable.
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Column

Description

Warning Threshold

The percentage threshold setting beyond which the backhaul utilization issues
awarning. Subsequent warnings are issued only if the utilization goes below
the Acceptable Threshold.

Overload Threshold

The percentage threshold setting beyond which the backhaul utilization is
considered overloaded. Subsequent overload messages are issued only if the
utilization goes below the Warning Threshold.

RAN Shorthauls Table

The RAN shorthauls table displays information about the RAN shorthauls that the MWTM has
discovered. To display the RAN shorthauls table, choose Summary Lists > RAN Shorthauls.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Status, and the MWTM displays all of the columnsin the table except Internal 1D,

Interface Type, Speed (Bits/Sec), Interface Index, Maximum Packet Size, Physical Address, Last Status

Change, Admin Status, and Operational Status.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The RAN shorthaul s table contains:

Column Description

Internal 1D Internal 1D of the RAN shorthaul. The internal ID isaunique ID for every
object, that the MWTM assigns for its own internal use. The ID can also be
useful when the TAC is debugging problems.

Name Name of the RAN shorthaul.

Node Name of the node to which the RAN shorthaul is connected.

Type Type of shorthaul, either GSM or UMTS.

Location Location of the node (either at the cell site or the aggregation node site).

Peer Name Name of the object’s peer.

Peer Node Name of the node to which the peer object belongs.

Interface Type Type of interface (for example, apoint-to-point interface or an ATM interface).

Speed (Bits/Sec) Speed of the interface in megabits per second (for example, 1.98M).

Interface Index

Unique numeric identifier of the interface. This identifier appearsin the
interface table (ifTable).

Maximum Packet
Size (bytes)

Maximum packet size on the interface in bytes.

Physical Address

Physical address, if applicable, of the interface.
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Column

Description

Ignored

Indicates whether to include the RAN shorthaul when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the RAN shorthaul. Thisis the default
setting.

¢ Check the check box to exclude the RAN shorthaul.

Users with authentication level Power User (level 2) and higher can edit this
field.

Notes

Indicates whether a note is associated with the RAN shorthaul.

Events

Indicates whether a recent event is associated with the RAN shorthaul. (Even
if the server purges all of the events associated with the RAN shorthaul, the
MWTM continues to display the event icon in thisfield.) To delete the Event
icon from MWTM displays for:

¢ A specific RAN shorthaul, select the RAN shorthaul and click the icon.

¢ All RAN shorthauls, choose Edit > Clear All Events from the MWTM
main menu.

Note  During discovery, the MWTM might flag most RAN shorthaulswith an
event icon. If the event icons are too distracting, choose Edit > Clear
All Events to remove them.

Last Status Change

Date and time that the status of the shorthaul last changed.

Status

Current status of the RAN shorthaul .

For detailed definitions of each status, see Status Definitions for RAN-O
Backhauls, page E-10.

Admin Status

Desired state of the interface:
e Up
e Down
e Testing
e Shutdown
For detailed definitions of each status, see Admin Status, page E-8.

Operational Status

Current operational state of the interface:
e Up
e Down
e Testing
e Unknown
e Dormant
¢ Not present
e Lower layer down
For detailed definitions of each status, see Operational Status, page E-8.
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Column Description

Status Reason Reason for the current status of the card.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the fileis located at
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ A different directory, then the help directory and file are located in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears first.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

Software Versions Table

The Software Versions table lists the software versions for each node the MWTM manages. This option
is Web-only and does not appear in the MWTM client.

For details on the Software Versions table, see Displaying Software Versions, page 11-28.

Editing Properties
In the Edit Properties dialog box you can change the basic properties associated with one of these
objects:
e Views
¢ Nodes
¢ Signaling Points (ITP only)
e Application Server Processes (I TP only)
e Backhauls (RAN-O only), (see Editing Properties for a RAN-O Backhaul, page 6-33)

Example:

To edit anode’s properties, right-click the node in the Node table in the right pane or within aview in
the navigation tree, and choose Edit > Propertiesin the right-click menu. The MWTM displaysthe Edit
Properties dialog box.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 6-2 Edit Properties Dialog for a Node
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The Edit Properties dialog box contains:

Field or Button Description

Name Name of the object.
e For application server processes only—This field cannot be edited.

¢ For nodes only—By default, this field displays the node’s DNS name, which
the MWTM discovered. However, if you modified your preferences to identify
nodes by their I1P addresses, then that is how the nodeisidentified in thisfield.
For more information, see Node Name Settings, page 5-5.

e For signaling pointsonly—By default, thisfield displaysthe signaling point’s
point code and network name, which the MWTM discovered (for example,
1.22.0:net0).

You can also use thisfield to specify a new, more meaningful hame for the node or
I TP signaling point. Remember that:

¢ You can change an object’s name to a new name or | P address.

¢ A new name can be from 1 to 30 characters, and can contain any letters (upper-
or lowercase) and any numbers, as well as blank spaces ( ), hyphens (-), and
underscores (_), but no periods (.). If you enter a name that is longer than 30
characters, or if you enter any other special characters or periods, the MWTM
beeps and retains the current name.

¢ If you enter aname that includes a period (.), the MWTM assumesthat you are
entering anew I P address. A new | P address must use the x.x.x.x format, where
X is between 0 and 255, and must contain only humbers and periods (.), but no
letters or special characters. If you enter an |P address that contains any letters
or special characters, the MWTM beeps and retains the current | P address.
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Field or Button

Description

Name
(continued)

e |f you edit an object whose current name already contains invalid characters,
the MWTM beeps and replaces the name with blanks. Enter a new name that
uses only valid characters, or click Cancel to keep the existing name. If you
click Cancel, the MWTM exits the Edit Properties dialog box without saving
any changes to the Name, Connect Address, or Icon Name field.

¢ |f you leave the Name field blank, the MWTM reverts to the object’s default
name (dependent upon personalities, ITP or RAN-O).

e The new object’s name is used when launching context-based applications,
such as CiscoWorks. Therefore, if the new name that you enter is not the
object’s DNS name, and the application knows the object by its DNS name,
context links into the application for that object might not work.

When you click Save, all MWTM windows are updated automatically to reflect the
new name.

Connect Address
(Nodes only)

Connect |P address to pass to the Telnet or SSH command.

A new Telnet or SSH | P address must use the x.x.x.x format, where x is between
0 and 255, and must contain only numbers and periods, but no letters or special
characters. If you enter a Telnet or SSH | P address that contains any letters or
special characters, the MWTM beeps and retains the current |P address.

Connect Port
(Nodes only)

Optional port number to pass to the Telnet or SSH command.

Ilcon Name

Name of the graphic icon to assign to this object in topology maps. The MWTM
automatically assigns an appropriate icon to each discovered node and to
Unknown nodes; but, you can use thisfield to assign adifferent icon (for example,
if you know that a given Unknown node is a mobile switching center).

Note Additional icon types appear in the list for user customization.
When the MWTM discovers a single-instance node, it assigns the icon that

corresponds to the node. When the MWTM discovers a multi-instance node, it
assigns a separate icon for each unique instance.

Icon names include the following:
e ASP—Application server process
e BSC—Base Station Controller !
e BTS—Base Transceiver Station *
¢ Building—Icon representing a collection of network objects within abuilding.
e Cisco2600—Cisco 2650, Cisco 2650XM, Cisco 2651, Cisco 2651XM
e Cisco2800
e Cisco3845

e Cisco7202, Cisco7204 (Cisco 7204, Cisco 7204V XR), Cisco7206
(Cisco 7206, Cisco 7206V XR)

e Cisco7301, Cisco7304

e Cisco7505, Cisco7507 (Cisco 7507, Cisco 7507mx, Cisco 7507z), Cisco7513
(Cisco 7513, Cisco 7513mx, Cisco 7513z)
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Field or Button

Description

Icon Name
(continued)

Cisco 7600—Cisco 7603, Cisco 7604, Cisco 7606, Cisco 7609, Cisco 7613
CiscoM WR1900—Cisco Mobile Wireless Router 1900
City—Icon representing a collection of network objects within a city.

Cloud—Caollection of network objects, called a submap. A submap can also
contain other submaps.

Database—Icon representing a database object.

| PDevice—IP device, other than those listed previously.
M atedPair—Mated pair of signaling points

M SC—Mobile switching center.

Node B—The radio transmission/reception unit for communication between
radio cells?®

PGW—Cisco Public Switched Telephone Network (PSTN) Gateway (PGW)
2200 Softswitch

RAN_SVC—RAN Service Module in the Cisco ONS 15454
RNC—Radio Network Controller

SCP—Service control point

SignalingPoint—An SCP, SSP, or STP, or an I TP instance
SSP—Service switching point

STP—Signal transfer point

Tower—Icon representing a PC tower.

TrafficGenerator—Icon representing a device or emulator used to generate
traffic, usually in atest environment.

Unknown—The MWTM is unable to determine the node or signaling point
type.
Wor kstation—Icon representing a workstation.

Wor kstation2—Icon representing a different workstation.

When you click Save, the topology window is updated automatically to reflect the
new icon.

Save

Saves changes that you make to the object information, updates all MWTM
windows to reflect your changes, and exits the dialog box.

Restore

Restores changes that you make to the Name and Icon Name fields of the Edit
Properties dialog box, and leaves the dialog box open.

Cancel

Exits the dialog box without saving any changes.

Help

Displays online help for the dialog box.

1. The MWTM does not manage BSC, BTS, RNC, or Node B objects but displays them in the topology window to help you
visualize the network.
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Editing Properties for a RAN-0 Backhaul

To edit the properties of a backhaul interface, right-click the backhaul object in the navigation tree or
right pane, and choose Edit > Propertiesin the right-click menu.

The MWTM displays the Edit RAN Backhaul Properties dialog box (Figure 6-3).

Figure 6-3 Edit RAN Backhaul Properties Dialog
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The Edit RAN Properties dialog box contains:

Field or Button Description

Name Name of the backhaul.
You can use this field to specify a new, more meaningful name for the backhaul.
Remember that:
¢ You can change a backhaul’s name to a new name. A hew hame can contain:
— From 1to 30 characters
— Any letters (upper- or lowercase)

— Any numbers, aswell as blank spaces (), dashes (-), underscores (_), or
periods (.)

If you enter a name that is longer than 30 characters, or if you enter any other
special characters, the MWTM beeps and retains the current name.
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Field or Button

Description

Name
(continued)

e |f you edit an object whose current name already contains invalid characters,
the MWTM beeps and replaces the name with blanks. Enter a new name that
uses only valid characters, or click Cancel to keep the existing name. If you
click Cancel, the MWTM exits the Edit RAN Backhaul Properties dialog box
without saving any changesto the Name, Connect Address, or Icon Namefield.

When you click Save, all MWTM windows are updated automatically to reflect the
new name.

Threshold
Information

Pane that displays three slider bars for controlling the Acceptable, Warning, and
Overloaded threshold settings. Left-click the slider and drag it to the desired setting
for each threshold. See Threshold Information (RAN-O Only), page 8-42 for
descriptions of these thresholds.

Bandwidth
Information

Pane that displays:

e User Bandwidth (Bits/Sec)—T he bandwidth that you specify for the
backhaul. The backhaul utilization appears in the backhaul real-time chart asa
percentage of the User Bandwidth. The preset value for the User Bandwidthis
the same as the System Bandwidth.

When you change the User Bandwidth, you are changing the scale of the Y axis
of the backhaul real-time chart in the Performance tab (see Viewing Backhaul
Performance Data, page 8-126). The X and Y values of the data do not change.
The threshold ranges resize because they are percentages of User Bandwidth.

The User Bandwidth represents 100% utilization. Data points that are higher
than the User Bandwidth will exceed 100% utilization. The'Y axisdynamically
increases to display all data points.

e System Bandwidth (Bits/sec)—The bandwidth that the system specifies for
the backhaul. You cannot edit this field.

Save

Saves changes that you make to the object information, updates all MWTM
windows to reflect your changes, and exits the dialog box.

Restore

Restores changes that you make to the Name, and sets the Threshold Information,
and Bandwidth Information fields to the system defaults. The dialog box is left
open.

Cancel

Exits the dialog box without saving any changes.

Help

Displays online help for the dialog box.

Attaching Notes

You use the MWTM to annotate an object, attaching a descriptive string to it. To attach a note to an
object, right-click the object, then choose Edit > Notes. The MWTM displaysthe Edit Notes dial og box.

Example:

To attach anote to anode, right-click the node in the Node tablein the right pane or within aview in the
navigation tree, then choose Edit > Notes in the right-click menu.
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Figure 6-4 Edit Notes Dialog
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The Edit Notes dialog box contains:

Field or Button

Description

Name

Name of the object. You cannot edit thisfield.

Note Last Updated

Date and time the Notes field for this object was last updated. If no note is
currently associated with this object, this field displays the value not set.

You cannot edit this field.

Notes

Notes to associate with this object. In thisfield, you can enter any important
information about the object, such as a detailed description, location, service
history, and so on.

Save

Saves changes that you make to the object’s notes, updates all MWTM windows
to reflect your changes, and exits the dialog box.

When you annotate an object, the MWTM displays a note icon in the Notes
column of all object tables for the annotated object, and the topology map in the
topology window displays a note icon in the upper-left corner of the object.

Cancel

Exits the dialog box without saving any changes.

Help

Displays online help for the dialog box.

Viewing Notes

You use the MWTM to view any notes that are associated with an object. To view a note:

e Select an object in the navigation tree, then click the Notes tab.

¢ Right-click an object in a window, then choose View > Notes. (The Notes option is dimmed if no
note is associated with the selected object.)

The MWTM displays the Notes tab for the selected object, which shows:

¢ Notes associated with the object.

¢ The date and time the notes associated with the object were last updated, or the message vot set if
no notes are associated with the object.

¢ The message no Notes if NO notes are associated with the object.
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Example:

To view anote for anode, right-click the node in the Node table in the right pane or within aview in the
navigation tree, then choose View > Notesin the right-click menu.

Deleting Objects

After discovery, the objects in your network are known to the MWTM and added to the MWTM
database. Physically deleting objects from your network is not the same as deleting them from the
MWTM database. These sections describe the differences between del eting objects from your network,
the MWTM database, and the MWTM discovery database, and the procedures for doing so:

¢ Deleting an Object from Your Network, page 6-36
e Deleting an Object from the MWTM Database, page 6-36

Deleting an Object from Your Network

If you physically delete a known object from your network (for example, by powering down a node), it
remains in the MWTM database, the MWTM labels it Unknown, and the system administrator is
responsible for deleting it from the MWTM database, if you choose to do so.

Note  For nodes, the MWTM also labelsall associated network objects Unknown becausethe MWTM attempts
to poll the node and gets no response. For details on polling nodes, see Polling a Node, page 8-70.

Deleting an Object from the MWTM Database

Typicaly, you delete an object from the MWTM database for one of these reasons:

¢ You physically deleted the object from your network. This is the most common reason for deleting
aobject from the MWTM database.

¢ The object state is one of these:

Object States Applicable To
Node Unknown, Unmanaged ITP and RAN-O networks
Interface Unknown

Signaling Point Unknown, Unmanaged I TP networks only
Linkset Unknown

Link Unknown

Application Server Unknown

Application Server Process Unknown

Application Server Process Unknown

Association

Signaling Gateway Mated Pair |Unknown
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Note

Deleting Objects W

You are aware of the reason for the state, and you no longer want to see the object in the MWTM
displays. For example, the object might be atest lab device, or it could be associated with an object
that was removed from the network.

N

Note If an object has at |least one adjacent object in Active, Discovering, Waiting, or Warning
state, you cannot delete the object. If you try, the MWTM cancels the deletion.

¢ If youdeleteall associated connectionsto an Unmanaged object, the MWTM does not automatically
delete the object. Instead, you must manually delete the object.

If you have physically deleted a known object from your network, and you then delete it from the
MWTM, it is no longer in the MWTM database, it does not appear in MWTM windows, and it is hot
discovered when you run discovery.

If you have not physically deleted a known object from your network, and you delete it fromthe MWTM,
any associated objects are also automatically deleted from the MWTM database (if applicable).
However, at the next poll the MWTM finds the object (and any associated objects) and adds it back to
the MWTM database, setting the status appropriately. If this happens, do not delete the object again.
Instead, set it to Ignored. See Ignoring and Unignoring Objects, page 6-39 for more information.

To delete an object from the MWTM database, use one of these procedures:

If you delete an object from the MWTM database, the object is deleted for all MWTM clients and views
that are connected to that MWTM server.

¢ Select one or more objects in awindow, then choose Edit > Delete from the MWTM main menu.

¢ Right-click the object in awindow, then select Delete from the right-click menu. (You cannot delete
more than one object at atime from the right-click menu.)

The MWTM asks you to confirm the deletion. Click:
¢ Yesto delete the selected objects. The MWTM del etes the objects from the MWTM database.
¢ Noto return to the window without deleting any objects from the MWTM database.

You can also enter the mwtm delete commands from the command line interface to delete one or more
objects from the MWTM database. See mwtm del ete, page B-18 for more information on the use of this
command.

Deleting a Node from the MWTM Discovery Dialog

~

Note

If you want to completely eliminate a given node from the MWTM database, you can delete it from the
MWTM Discovery dialog box, ensuring that the MWTM never even discoversit.

If you delete a node from the MWTM Discovery dialog box, the node is deleted for all MWTM clients
and views connected to that MWTM server.
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W Unmanaging and Managing Nodes or ITP Signaling Points

Step 1

Step 2
Step 3
Step 4

To delete a node from the MWTM Discovery dialog box:

Choose Network > Networ k Discovery from the MWTM main menu. The Discovery dialog box
appears.

Click the Discovery tab (Figure 4-4).

In the Discovered Nodes table, select the node that you want to delete.

Click Delete Node.

The MWTM deletes the nodes from the MWTM database, without asking for confirmation. The MWTM
will no longer discover the nodes.

Unmanaging and Managing Nodes or ITP Signaling Points

Note

Step 1

Step 2

You usethe MWTM to change anode or any associated signaling point to the Unmanaged state. You can
also remove the Unmanaged state from these objects.

In some situations, you might not want to a node or signaling point to appear in MWTM windows.
However, you might be unable to delete the object from the MWTM database. For example, if:

¢ You have not physically deleted a known node or signaling point from your network, and you delete
it from the MWTM, the object is removed from the poll list. However, at the next poll, the MWTM
returns the object to the DEFAULT view. If you are using a custom view, the MWTM labels the
object as new.

¢ A node has at least one adjacent node in Active, Discovering, Waiting, or Warning state; or, if a
signaling point has at |east one adjacent signaling point in Active or Warning state, you cannot del ete
the node or signaling point. If you try, the MWTM cancels the deletion.

In these situations, you can label the object as Unmanaged. When you set a node or signaling point to
the Unmanaged state, the MWTM removes the object from the poll list.

If you change anode or signaling point to the Unmanaged state, the object is Unmanaged for all MWTM
clients and views connected to that MWTM server.

To label anode or signaling point Unmanaged:

Choose the node or signaling point in a window.

~

Note  You cannot label anode Unmanaged if it hasaNode Type of Unknown. If you select anode with
aNode Type of Unknown, thismenu option isdimmed and cannot be selected. If you select more
than one node, and at least one of them has a Node Type of Unknown, this menu option is
grayed-out and cannot be selected.

Select Unmanage from the right-click menu. The MWTM labels the selected node and any associated
signaling point(s) Unmanaged and removes them from the poll list.
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Step 1

Step 2

Note

Excluding Nodes or ITP Signaling Points from a View 1l

S
Note  When you set anode or signaling point to the Unmanaged state, the events for the object will

continue to appear in the Events window. If you want to suppress events for unmanaged objects,
see Setting an Event Filter, page 9-8).

You can also remove the Unmanaged status from a node or signaling point, when you are ready to return
them to the MWTM poll list. To remove the Unmanaged status from an object:

Select the node or signaling point in a window.

S

Note  You cannot remove the Unmanaged status from a node with a Node Type of Unknown. If you
select a node with a Node Type of Unknown, then this menu option is dimmed and cannot be
selected. If you select more than one node, and at |east one of them has a Node Type of
Unknown, then this menu option is grayed-out and cannot be selected.

Select M anage from the right-click menu. The MWTM removes the Unmanaged status from the selected
node, returns it to the poll list, and polls it immediately.

(ITP only) You can also remove the Unmanaged status from a signaling point, when you are ready to
return the signaling point to the MWTM poll list. To remove the Unmanaged status from a signaling
point, right-click a signaling point in a window, then select M anage Node from the right-click menu.
The MWTM removes the Unmanaged status from the selected signaling point, the node associated with
the signaling point, and all other signaling points associated with that node. The MWTM then returns
these objects to the poll list, and polls them immediately.

Excluding Nodes or ITP Signaling Points from a View

To exclude a node or signaling point from the current view, right-click the node or signaling point in a
window, then select Exclude from View in the right-click menu. The MWTM excludes the node or
signaling point from the current view. See Creating a New View, page 7-9 for more information about
excluding objects from views.

Ignoring and Unignoring Objects

You can instruct the MWTM to ignore an object when it aggregates and displays network data. Setting
objects to Ignored prevents known problems from affecting MWTM displays for associated network
objects. In effect, you are preventing a known problem from distracting you from other, more urgent
network problems.

Example:
You can set a node to Ignored before shutting down the node for maintenance.

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter6  Understanding Basic Object Functions |

M Ignoring and Unignoring Objects

N
Note If you set an object to Ignored, the object isignored for all MWTM clients and views connected to that
MWTM server.

Also, if you set an object to Ignored, make a note of the change, and remember to reset the object when
the problem is corrected or the maintenance is complete.

¢ To set an object to Ignored:
Right-click the object, then select I gnore from the menu
or
In the object window in the right pane, check the Ignored check box.

e Todisplay all objectsthat are ignored in the object window, click the Ignored column heading. The
MWTM displays all ignored objects at the top of the table.

e To set an object to ignore in the topology window, select an object in the topology map, then, in the
left pane, select the Ignored check box for the object you want to ignore.

¢ To unignore an object, right-click the object, then select Unignore from the menu.
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Note = Theweb interface does not support the viewsfeature. You can create customized views only in the Cisco
Mobile Wireless Transport Manager (MWTM) client interface.

This section contains:

Overview

Overview, page 7-1

Viewing Basic Information for Custom Views, page 7-2
Viewing Detailed Information for Views, page 7-5
Editing a View, page 7-6

Saving a View, page 7-7

Creating a New View, page 7-9

Loading the DEFAULT View, page 7-15

Loading a Client-Specific View, page 7-15

Ignoring a View, page 7-17

Viewing Ignored Views, page 7-17

This chapter describes how to create and manage multiple views of your network from the MWTM
client. Before creating or managing a view, you must understand the basic concepts of a default view, a
custom view (and its associated subviews), and the navigational features available in each view:

Default View, page 7-2
Custom View and Subviews, page 7-2
Viewing Basic Information for Custom Views, page 7-2
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Default View

When the Cisco Mobile Wireless Transport Manager (MWTM) discovers your network, all discovered
objects are placed in aDEFAULT view, which is stored on the MWTM server and shared by all MWTM
clients. Clients cannot modify the DEFAULT view that is stored on the MWTM server. Thisview is
always available for users who need to view the entire network.

Initially, all clients use the DEFAULT view. However, you can use the MWTM to create your own,
client-specific views and subviews, which are subsets of the DEFAULT view, to meet your individual
needs.

Custom View and Subviews

N

Note

You can choose the nodes you are interested in managing, exclude all other nodes from your view, and
change the layout of the topology map in the topology window. You can save all of this customized
information in a custom view and set that view as the new default view for the MWTM client.

You can use the MWTM client from then on to manage only the part of the network you are interested
in, with the settings you prefer. When you modify the DEFAULT view in any way (except for modifying
the layout of the topology map in the topology window), the MWTM prompts you to hame the new,
custom view.

You can also create many different views and subviews on a given MWTM client, with each view
devoted to a different aspect of the network. You can then load a different view to manage a different
part of the network, or switch to the DEFAULT view to see the entire network. For details on creating
views, see Creating a New View, page 7-9.

If more than one person uses a certain MWTM, each user can create a personal view.

Also, you can create subviewswithin any custom view. The custom view becomes the parent view of one
or more subviews. When you load a custom view that has subviews, the MWTM displaysthe Viewslabel
under Summary Listsin the navigation tree. When you click Views, the Views table appears in the right
pane and lists all subviews of the custom (parent) view (see Views Summary List Table, page 7-3).

You cannot create subviews for the DEFAULT view. Subviews are valid only for custom views.

Viewing Basic Information for Custom Views

Step 1
Step 2

Step 3

To see all subviews currently configured within a custom view:

Load a custom view by choosing File > Load View.
Select a custom view from the View List in the Load File dialog box and click OK.

If the selected custom view has associated subviews, the Views label appears under Summary Listsin
the navigation tree.

Click the turner beside Summary Lists, then click Views.
The View Summary List window appears.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Viewing Basic Information for Custom Views

Figure 7-1 View Summary List Window
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The View Summary List window providesinformation about all subviews that have been defined for this
custom view, including their status and other important information.

The View Summary List window contains these sections:

¢ Right-Click Menu for Views, page 7-3
e Views Summary List Table, page 7-3

Related Topics:

¢ Viewing Detailed Information for Views, page 7-5
¢ Navigating Table Columns, page 5-23

Right-Click Menu for Views

To seetheright-click menu for views, under Summary Lists, select Views and right-click the mouse. For
details on menu options, see Viewing the Right-Click Menu for an Object, page 8-3.

N

Note If the Views label does not appear under Summary Lists, you have loaded the DEFAULT view or a
custom view that has no subviews.

Views Summary List Table

The views table shows information about the subviews that have been defined for a custom view. If a
custom view has no subviews, this option is not available.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Status, and the MWTM shows all of the columnsin the view table except Internal

ID.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

[ oL-9118-03
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The view table contains:

Column Description

Internal ID Internal ID of the view. The internal ID isaunique ID for every object,
assigned by the MWTM for its own internal use. It can also be useful when
the TAC is debugging problems.

Name Name of the subview that belongs to the custom (parent) view.
Parent View Name of the custom or parent view to which the subview belongs.
Ignored Indicates whether the subview should be included when aggregating and

displaying MWTM status information:
e Check the check box to ignore the subview.
e Uncheck the check box to include the subview. Thisis the default

setting.
Users with authentication level Power User (level 2) and higher can edit this
field.
Notes Indicates whether a note is associated with the subview.
Events Indicates whether a recent event associated with a network object in the

subview. (Even if the server purges all of the events associated with objects
in the subview, the MWTM continues to display the event icon in thisfield.)
To delete the event icon (orange triangle) from MWTM displays for:

e A specific subview, select the subview and click the icon.

¢ All subviews, choose Edit > Clear All Events from the MWTM main
menu.

Note During Discovery, the MWTM might flag most views with an event
icon. If the event icons are too distracting, use the Edit > Clear All
Events menu option to remove them.

Changing aview (for example, by ignoring it or attaching a note to
it) does not generate an event, and therefore does not cause an event
icon to appear in this field.

Deleting an application server process, node, or signaling point with
the Delete menu option does not generate an event, and therefore
does not cause an event icon to appear in this field. However, if the
MWTM rediscovers a deleted application server process, node, or
signaling point, events are generated and logged for the deletion and
the rediscovery, and the event icon appears in this field.

Last Status Change Date and time that the status of the subview last changed.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter7 Managing Views

Viewing Detailed Information for Views W

Column

Description

Status

Current status of the subview. Possible values are:

Active (green)

Unmanaged (gray)

Warning (yellow)

For detailed definitions of each status, see Appendix E, “ Status Definitions.”

Status Reason

Reason for the current status of the subview.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file resides at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file reside in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

The statusreasonsarelisted in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Viewing Detailed Information for Views

The MWTM can display detailed information about a selected view, including its associated objects,
status, and other information.

Updates for the view that are received from the MWTM server are reflected automatically in this

window.

To display detailed information for a view, click the name of the view in the MWTM main window
navigation tree. For example, to see detailed information for the DEFAULT view in theright pane, click
DEFAULT View in the navigation tree.

[ oL-9118-03
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MW Editing a View

Figure 7-2 View Details Window
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The View Details window contains;

Function or Tab For More Information

Right-click menu Viewing the Right-Click Menu for an Object, page 8-3.

Status Contributors | Viewing Status Contributors, page 8-8

Details Viewing Details, page 8-12

Notes Viewing Notes, page 6-35

Recent Events Viewing Recent Events, page 8-44
Alarms Displaying Alarms, page 4-30

Editing a View

For details on editing a view, see Editing Properties, page 6-29.
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Saving a View

Note

You use the MWTM to save a specific view, change the list of views, and select one view to be loaded
automatically when the associated preferences file is saved.

When you are satisfied with the changes you made to a view, use one of these procedures to save the
view:
¢ To save the changes you made to the view without changing the name of thefile, choose File > Save
from the View Editor window menu.

N,

Note  You cannot save changesto the DEFAULT view. If you are currently using the DEFAULT view
and you choose File > Save, the MWTM shows the Save File Dialog: View List dialog box
(Figure 7-3).

¢ To save the changes you made to the view with a new name, choose File > Save As from the
Discovery Dialog menu. The MWTM shows the Save File Dialog: View List dialog box
(Figure 7-3).

The MWTM stores the view in the view file directory on the MWTM server:

e If youinstalled the MWTM in the default directory, /opt, then the MWTM view file directory is
/opt/CSCOsgm/views.

e |f youinstalled the MWTM in adifferent directory, then the MWTM view file directory residesin
that directory.

If another user modifies and saves the view before you save your changes, the MWTM asks if you want
to overwrite that user’s changes. If you choose to do so, the other user’s changes are overwritten and lost.
If you choose not to do so, your changes are lost, unless you save the view to a different filename.

Figure 7-3 Save File Dialog: View List Dialog
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The Save File Dialog: View List contains:

Field or Button

Description

Create New Folder

Click thisicon to create anew folder in the current directory.
This action opens the Input dialog box.

Enter afolder name and click OK. The new folder appearsin
the Save File dialog box.

Double-click the folder to open it. You can save filesin this
folder or create another folder at thislevel.

Go Up One Folder

Click thisicon to go up one folder in the directory structure.

Type Icon indicating whether the item in the tableis afile or a
folder.

Name Name of the view file or folder.

Last Modified Date and time the view file or folder was last modified.

Size (bytes) Size of the view file or folder, in bytes.

Filename Name by which you want to save the view. You must specify

aname other than DEFAULT view. You cannot save changes
to the DEFAULT view.

When you create a new view filename, you can use any
letters, numbers, or charactersinthe namethat are allowed by
your operating system. However, if you include any spacesin
the new name, the MWTM converts those spaces to dashes.
For example, the MWTM savesfileab c as a-b-c.

Make this my preferred startup option

Specifies whether the selected view should be loaded
automatically whenever the associated preferencesfileis
loaded. To load the:

e Saved view, select the view, then check this check box.

e Last-used view, uncheck the check box. Thisisthe
default setting.

OK

Saves any changes you made to the current named view or to
the list of views and closes the dialog box.

To save the view with a new name, use one of these
procedures. To save the file with:

¢ A completely new name, enter the new name and click
OK.

e An existing name, overwriting an old view, select the
name in the list and click OK.

The MWTM saves the view with the new name, closes the
Save File Dialog: View List dialog box, and returns to the
Discovery dialog box.

To save any changes you made to the list of files, click OK.
The MWTM saves the changes and closes the Load File
Dialog: View List dialog box.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Field or Button Description

Delete Deletes the selected file from the view list. The MWTM
issues an informational message containing the name and
location of the deleted file.

Cancel Closesthe dialog box without saving the view or any changes
to the view list.

Help Shows online help for the dialog box.

Number of Files Total number of view files and folders.

(visible in bottom left corner)

Creating a New View

You use the MWTM to specify the nodes and objects you want to see in MWTM displays. Thisview is
called a client-specific network view. All changes you make are reflected in topology tables and maps

as soon as you make the changes.

Before creating a client-specific network view, ensure that Discovery has been run at least once, and data
appearsin the server’'s MWTM database. See Discovery Overview, page 4-4 for details.

To create a client-specific network view, choose Edit > Views from the MWTM main menu. The View
Editor window appears.

Figure 7-4 View Editor Window
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The View Editor window shows two tabs:

e The Edit View tab provides:
— All objectsthat are in the current view.
— All objects that have been excluded from the current view.
- New objects that the MWTM found.

e The Import Views tab provides:
- All views currently defined on this MWTM client.
— Dataabout the views.
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You use the View Editor window also to move objects into and out of the current view. All changes that
you makein thiswindow arereflected inthe MWTM client, and in the topol ogy tables and maps as soon
as you make the changes.

The View Editor window contains:

¢ View Editor Window Menu, page 7-10

e ObjectsIn Current View, page 7-11
e Excluded from View Pane, page 7-13
¢ New on the Network Pane, page 7-13

¢ ViewsList Pane, page 7-14
¢ View Data Pane, page 7-14
¢ Directory Listing Pane, page 7-15

¢ Closing the View Editor Window, page 7-15

Related Topic:

Chapter 10, “Viewing Network Topology”

View Editor Window Menu

The menu on the View Editor window contains:

Menu Command

Description

File> Load
DEFAULT View

Loads the DEFAULT view, which is the view into which the MWTM places all
discovered objects when discovering the network. The DEFAULT view is stored
on the MWTM server, where all MWTM clients share the view; but cannot
modify it.

File> Load
(Ctrl-L)

Loads an already existing view.

If you have already saved a view and you want to change it, choose the File >
L oad menu option. The MWTM prompts you for the name of the view you want
to load:

e Select the name of the view, or accept the default view name, then click OK
to load the view.

e Click Cancel to close the prompt window without loading a view.

File > Save
(Ctrl-S)

Saves the current view. If you have:

¢ Not already saved the current view, opens the Save File Dialog: View List,
which you use to enter or select a filename under which to save the current
view.

¢ Already saved the current view, saves the view to that filename.

If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Power User (level 2) and higher.
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Menu Command Description
File > Save As Opensthe Save File Dialog: View List, which you use to save changes you made
to the selected view with anew name, or overwrite an existing seed file. Theview
is updated immediately in the MWTM client.
If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Power User (level 2) and higher.
File > Close Closes the View Editor window.
(Ctrl-W) If you have modified the view, the MWTM asksif you want to save your changes.
Click:
e Yesto save your changes to the current view.
e No to keep the current view as-is, without applying any changes. The
MWTM closes the View Editor window.
e Cancel to close the prompt window and return to the View Editor window
without applying any changes to the current view.
Edit > Creates anew subview for the selected view or subview. Enter aname for the new
Create Subview subview.
(Ctrl-N)

Edit > Rename
View
(Ctrl-R)

Renames the selected view. The new name can be from 1 to 30 characters, and
can contain any letters, numbers, or special characters.

Edit > Include In
View

Includes the selected object in the view.

(Ctrl-1)

Edit > Exclude Excludes the selected object from the view. The MWTM also excludes the object
From View and associated objects from the topology map.

(Alt-X)

If you exclude all of the objects associated with anode, the node is excluded, too.

Edit > Delete View
(Ctrl-D)

Deletes the selected view.

Help > Topics Shows the table of contents for the MWTM online help.

(F1)

Help > Window Shows online help for the current window.

(Shift-F1)

Help > About Shows build date, version, SSL support, and copyright information about the
(F3) MWTM application.

Objects In Current View

The navigation tree in the left pane of the View Editor window lists nodes that the current view contains.

To see the objects that are associated with anode, and that arein the current view, click the turner beside

the node.

To exclude any of these objects from the current view, select them in the navigation tree, then choose
Edit > Exclude From View from the View Editor window to move them to the Excluded From View
pane of the View Editor window.
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S
Note If youareusingan MWTM client with the DEFAULT view set, the MWTM automatically addsall newly
discovered objects to the navigation tree as soon as they are discovered.

If you delete an object, the MWTM removes it from the navigation tree. If the MWTM then discovers
the object, the MWTM placesit in the New on the Network pane. To see this object again in your current
view, you must move it into the navigation tree using Edit > Include In View from the View Editor
window.

The navigation tree in the View Editor window provides these right-click menus:
¢ Right-Click Menu for a View, page 7-12
¢ Right-Click Menu for a Subview, page 7-12
¢ Right-Click Menu for an Object, page 7-12

Right-Click Menu for a View

Theright-click menu for aview in the navigation tree of the View Editor window provides these options:

Menu Command Description

Create Subview Creates a new subview for the selected view. Enter a name for the new subview.

Rename View Renames the selected view. The new name can be from 1 to 30 characters, and
can contain any letters, numbers, or special characters.

Right-Click Menu for a Subview

The right-click menu for a subview in the navigation tree of the View Editor window contains:

Menu Command Description

Create Subview Creates a new subview for the selected subview. Enter a name for the new
subview.

Rename View Renames the sel ected subview. The new name can be from 1 to 30 characters, and

can contain any letters, numbers, or special characters.

Delete From View | Deletes the selected subview from the view or subview.

Export View Opensthe Save File Dialog: View List dialog box (Figure 7-3), which you use to
save the subview as a unigque view.

Right-Click Menu for an Object

Theright-click menu for an object in the navigation tree of the View Editor window provides this option:

Menu Command Description

Exclude From View |Excludes the selected object, and any lower-level associated objects, from the
view or subview. This action also excludes the object from the topology map.
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Excluded from View Pane

The Excluded from View pane lists the objects that have been excluded from the current view. To add
these objects to the current view, select them in the Excluded from View pane, then choose Edit >
Include In View from the MWTM main menu to move them to the navigation tree of the View Editor
window.

The Excluded from View pane provides this right-click option for an object:

Menu Command Description

Include In View Includes the selected object, and any lower-level associated objects, in the
selected view or subview.

New on the Network Pane

The New on the Network pane shows newly discovered objects, based on these criteria. If you are using
an MWTM client with:

e The DEFAULT view set, this table never contains any objects. In the DEFAULT view, the MWTM
adds all newly discovered objects to the navigation tree in the View Editor window as soon as they
are discovered.

e A custom view set, this table contains all objects discovered since the View Editor window was
opened in this session that have not been excluded in the Excluded from View pane or that are not
in the current view.

When the MWTM discovers one or more new objects in the network, the MWTM also:
¢ Broadcasts the discovery of the new objectsto all MWTM clients.

¢ ShowsaNew icon in the bottom of most MWTM windows. Clicking the New icon in the topol ogy
window opens the New Objects pane in the left pane. Clicking the New icon in any other window
opens the Edit View tab of the View Editor window.

¢ Adds graphical elements for the newly discovered objects to the New Objects pane in the left pane
of the topology window. For more information, see Printing the Topology Map, page 10-18.

To add a newly discovered object to the current view, select one or more objects in the New on the
Network pane, then choose Edit > Include In View from the MWTM main menu to move them to the
navigation tree in the View Editor window.

To exclude a newly discovered object from the current view, select one or more objects in the New on
the Network pane, then choose Edit > Exclude From View from the MWTM main menu to move them
to the Excluded From View pane of the View Editor window.

The New on the Network pane provides these right-click options for an object:

Menu Command Description

Include In View Includes the selected object, and any lower-level associated objects, in the
selected view or subview.

Exclude From View |Excludes the selected object, and any lower-level associated objects, from the
view or subview. The MWTM also removes the object from the topology map.
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I Creating a New View

Views List Pane

The ViewsList paneisunder the Import Viewstab of the View Editor window. The ViewsList panelists
all viewsthat are currently defined on this MWTM client. If you have no views defined, thislist will be
empty.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistable is sorted by Name, and the MWTM shows all of the columnsin the Views List pane.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Views List pane contains these columns:

Column Description

Type Indicates whether the selected name is a directory or afile.
Name Name of the view.

Last Modified Date and time the view was last modified.

Size (bytes) Size of the view in bytes.

The Views List pane provides these right-click menu option for views:

Menu Command Description

Import View Copiesthe selected view into the view or subview that is currently selected in the
navigation tree of the View Editor window.

Delete View Deletes the selected folder, view, or subview. (You can delete afolder only if it
contains no views or subviews.)

The Views List pane provides these right-click menu option for folders:

Menu Command Description
Open View Opens the selected folder, displaying views contained in the folder in the Views
List pane.

View Data Pane

The View Data pane lists all subviews and objects that are in the view that is selected in the Views List
pane. If you have not saved aview yet, and there are no views in the Views List pane, this pane does not
appear.

The View Data pane provides these right-click menu option for views and subviews:

Menu Command Description
Import View Copies the selected view or subview into the view or subview that is currently
selected in the navigation tree of the View Editor window.
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Directory Listing Pane

The Directory Listing pane lists all subfolders that are in the folder that is selected in the Views List
pane. If the Views List pane contains no views, or if afolder (not afile) existsin the Views List pane,
the Directory Listing pane appears. If the Views List pane contains only files, the Directory Listing pane
does not appear.

To see the Directory Listing pane, select a folder in the Views List pane.

Closing the View Editor Window

To close the View Editor window at any time, click File > Close. If you have modified the view, the
MWTM asksif you want to apply the changes before leaving the window. Click:

¢ Yesto apply the changes to the current view. The MWTM applies the changes to all MWTM
windows immediately. The MWTM then asks if you want to make this the default view. Click:

- Yes to make this view the new default view. In the future, when this client is started, this will
be the default view.

— No to retain your old default view.
The MWTM closes the View Editor window.

¢ Noto keep the current view unchanged, without applying any changes. The MWTM closesthe View
Editor window.

e Cancel to close the prompt window and return to the View Editor window without applying any
changes to the current view.

If you are working in acustom view (that is, not in the DEFAULT view) and you exit the MWTM client,
the MWTM automatically saves any changes you made to the view.

Loading the DEFAULT View

To load the DEFAULT network view, choose File > Load DEFAULT View from the MWTM main
menu. You might be prompted to save the view in which you currently are. Once you have chosen
whether to save your current view, the MWTM loads the DEFAULT view.

Note Any custom views are saved in the View Editor window (Import Views tab) under the Edit > Views
option in the MWTM main window.

Loading a Client-Specific View

You use the MWTM to load a specific view, change the list of views, and select one view to be loaded
automatically when the associated preferences file is |oaded.

To load a client-specific network view, choose Edit > Views from the MWTM main menu. The View
Editor window appears (Figure 7-4). Then choose File > L oad from the View Editor window menu. The
MWTM shows the Load File Dialog: View List dialog box.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 7-5 Load File Dialog: View List Dialog
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The Load File Dialog: View List contains:

Field or Button Description

Type Icon indicating whether the item in the table is afile or a
folder.

Name Name of the view file or folder.

Last Modified Date and time the view file or folder was last modified.

Size (bytes) Size of the view file or folder, in bytes.

Make this my preferred start option Specifies whether the selected view should be loaded
automatically whenever the associated preferencesfileis
loaded. To load the:

e Selected view, select the view, then check this check box.
e Last-used view, uncheck the check box. Thisisthe

default setting.
Number of Files Total number of view files and folders.
(visible in bottom left corner)
OK L oads the selected view, saves any changes you made to the

list of views, closes the dialog box, and returns to the View
Editor window.

To load aview, double-click it in the list, select it in the list
and click OK, or enter the name of the view and click OK.

Note If the network elements belonging to aclient-specific
view have been removed from the network, a message
appears when you load the view. The message warns
you that the network elements have been removed
from the view. To prevent the warning from being
issued the next time you load the view, save the view
using the same name (File > Save from the View
Editor window).
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Field or Button Description

Delete Deletes the selected file from the view list. The MWTM
issues an informational message containing the name and
location of the deleted file.

Cancel Closes the dialog box without loading a view or saving any
changes to the view list.

Help Shows online help for the dialog box.

Ignoring a View

Note

You can instruct the MWTM to ignore aview when it aggregates and shows network data. Setting views
to Ignored prevents known problemsin the viewsfrom affecting MWTM displaysfor associated objects.
In effect, you are preventing a known problem from distracting you from other, more urgent network
problems.

For example, you can set a view to Ignored before shutting down objects in the view for maintenance.

If you set aview to Ignored, the view isignored for only the current MWTM client.

Also, if you set aview to Ignored, make a note of the change, and do not forget to reset the view when
the problem is corrected or the maintenance is complete.

You cannot ignore the DEFAULT view.

To set aview to Ignored, check the Ignored check box in the View window for the view you want the
MWTM to ignore.

Viewing Ignored Views

To display all viewsthat are Ignored, display the View window and click the Ignored column heading.
The MWTM shows all ignored views at the top of the table.
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Understanding Detailed Object Functions

You can use the Cisco Mobile Wireless Transport Manager (MWTM) to view detail ed information about
any discovered MWTM object, including its associated objects, status, notes, events, and so on.

To display detailed information for an object, click the turner beside aview in the navigation tree of the
MWTM main window, then select one of these objects:

Note Objects only appear if your network contains that particular object type.

Object Applicable Network Type
Nodes ITP and RAN-O
Signaling Points ITP only

Note Inamulti-instance network, the signaling
point name has the format
pointcode:instanceName.

In a multi-instance network, the MWTM
does not display signaling points that are
only partly configured (that is, the variant
and network name are configured, but not
the primary point code).

Linksets
Links
Application Servers

Application Server Processes

Application Server Process Associations
Signaling Gateway Mated Pairs

Interfaces ITP and RAN-O
Cards RAN-O only
RAN Backhauls

RAN Shorthauls

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Object Applicable Network Type

Management Interfaces folder ITP and RAN-O
Physical folder

The MWTM displays detailed tabular information within the content area for the selected object.

~

Note  Updates for the object received from the MWTM server are automatically reflected in the tabs.

This chapter contains:
¢ Viewing the Right-Click Menu for an Object, page 8-3
¢ Deploying a File Associated with an ITP Node or Signaling Point, page 8-8
¢ Viewing Status Contributors, page 8-8
¢ Viewing Details, page 8-12
¢ Viewing Troubleshooting, page 8-42
¢ Viewing Recent Events, page 8-44
e Using ITP Provisioning, page 8-49
¢ Viewing Datafor Nodes, page 8-52
¢ Viewing Real-Time Datafor an Object, page 8-73
e Viewing ITP Linkset Access Lists, page 8-101
¢ Viewing Data Specific for ITP Signaling Points, page 8-103
¢ Viewing RAN-O Performance and Error Data, page 8-123
¢ Viewing RAN Shorthauls, page 8-136
¢ Creating Virtual RAN Backhauls, page 8-136

N

Note  For detailson viewing notes, see Viewing Notes, page 6-35.
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Viewing the Right-Click Menu for an Object

Viewing the Right-Click Menu for an Object

Right-clicking on any object within an MWTM view, summary list, or topology map provides you with
numerous menu options.

Example:

To see the right-click menu for a node, select a node in the navigation tree and right-click the mouse
button.

These right-click menu options might be available on a given MWTM object:

Menu Command Description

Show In New Window Opens the Details window for the selected object in a new
window.

Edit > Properties Opens the Edit Properties dialog box for the selected node

or ITP signaling point.

If you have implemented MWTM User-Based Access, this
option isavailableto users with authentication level Power
User (level 2) and higher.

Edit > Notes Opens the Edit Notes dialog box for the selected object.

If you have implemented MWTM User-Based Access, this
option isavailable to users with authentication level Power
User (level 2) and higher.

Edit > SNMP [P Addresses Opens the Edit SNMP IP Addresses dialog box for the
selected node.

This option is dimmed if the selected node has no
associated SNMP | P addresses.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Administrator (level 4) and higher.

Edit > Route Table (ITP only) Opensthe Route Table dialog box, using aroute table from
the signaling point.

This option is not available if the node associated with
selected signaling point isin Unknown or Unmanaged
status.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Administrator (level 4) and higher.

Clear Event Icon Deletes the event icon from MWTM displays for the
selected object, for thisMWTM client only. The MWTM
does not del ete the actual events, but deletes only the event
icon for the selected object for this MWTM client.

This option is dimmed if the selected object has no
associated event icon.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command

Description

Delete

Deletes the currently selected object from the MWTM
database. The MWTM displays the Confirm Deletion
dialog box. To:

e Delete the selected object, click Yes. The MWTM
deletes the object from the MWTM database and
closes the Confirm Deletion dialog box.

¢ Retain the selected object, click No. The MWTM
retains the object in the MWTM database and closes
the Confirm Deletion dialog box.

Note (ITPonly) If you delete all linksetsto an
Unmanaged node, the MWTM does not
automatically delete the node. Instead, you must
manually delete the node. See Deleting Objects,
page 6-36 for more information.

e Prevent the MWTM from displaying the Confirm
Deletion dialog box, check the Do not show thisagain
check box.

Note If you check the Do not show this again check box,
and later you decide you want the MWTM to begin
displaying the Confirm Deletion dialog box again,
you must check the Confirm Deletions check box in
the General GUI settings in the Preferences
window. For more information, see the description
of the Confirm Deletions check box in Startup/Exit
Settings, page 5-4.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Administrator (level 4) and higher.

Go to > Object

Navigates to the parent or peer (if applicable) window(s)
for the selected object.

Back > List of windows

Navigates back to a window viewed in this session.
The MWTM maintains alist of up to 10 Back windows.

Forward > List of windows

Navigates forward to a window viewed in this session.
The MWTM maintainsalist of up to 10 Forward windows.

Show Peer (only for RAN Backhauls and
RAN Shorthauls)

Shows the peer of the RAN backhaul or shorthaul that you
select in the right pane.

View > Status Contributors

Displays the Status Contributors pane for the selected
object. Objects in this pane contribute to the status of the
selected object.

View > Details

Displays the Details pane for the selected object.

View > Notes

Displays the Notes pane for the selected object.

If no notes are associated with the selected object, this
option is dimmed.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command Description

View > Troubleshooting Displays the Troubleshooting pane for the selected object.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Operator (level 3) and higher.

View > Recent Events Displaysthe Recent Events panefor the selected object and
any associated network objects.

View > Alarms Displays the Alarms pane for the selected view.

View > Real-Time Data and Charts Displays the MWTM Real-Time Statistics window for the
selected object.

This option is not available if the object has no real-time
charts or if the object status is Unknown or Unmanaged.

View > Center in Topo Opens the topology window and displays the object in the
center of the topology map.

Archived Events > Status Changes Displays the archived status changes in a web browser.

Archived Events > SNMP Traps Displays the archived SNMP trapsin aweb browser.

Archived Events > Status Changesand | Displays both the archived status changes and archived

SNMP Traps SNMP trapsin aweb browser.

Ignore Ignores the selected object at the next polling cycle.

If you have implemented MWTM User-Based Access, this
option isavailable to users with authentication level Power
User (level 2) and higher.

Unignore Stopsignoring the sel ected object at the next polling cycle.

If you have implemented MWTM User-Based Access, this
option isavailable to users with authentication level Power
User (level 2) and higher.

Performance History Displays historical performance charts for the selected
(RAN-O backhauls and shorthauls only) RAN-O backhaul or shorthaul in a web browser.

Error History Displays historical error charts for the selected RAN-O
(RAN-O backhauls and shorthauls only) backhaul or shorthaul in aweb browser.

Create Virtual RAN Backhaul Opens the Virtual RAN Backhaul Editor. For details, see
(RAN-O backhauls only) Creating Virtual RAN Backhauls, page 8-136.

Drill-Down > List of windows Opensaspecifictab for the selected object. Tabslisted start
apoller.

This option is not available if the node isin Unknown or
Unmanaged status.

Latest Reports Opens the latest reports for the object in a Web browser.
For details on reports, see Chapter 12, “Managing ITP
Reports.”

This option is not available if the node isin Unknown or
Unmanaged status.

Provision Opensthe web interface to the Provision tab of the selected
object (see Using the Provisioning Wizard, page 8-50).

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Menu Command Description

These menu options are available on nodes or I TP signaling points:

Node > Home Page Displays the home page of the node in a new web browser
window.

This option isdimmed if the selected nodeisnot an ITP or
RAN-O node. Thisoption does not appear in theright-click
menu for Cisco Optical Networking System (ONS) nodes.

Node > Launch CTC (ONS nodes only) |Launches the Cisco Transport Controller (CTC) for
managing ONS nodes. For more information about using
the CTC, refer to the CTC Launcher Application Guide
(http://www.cisco.com/en/US/products/hw/optical/ps2006
/prod_configuration_guide09186a008051ea52.html).

This option appears only for ONS nodes.

Node > Connect To Links to the node.

This option is dimmed if the selected node has no IP
addresses.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Operator (level 3) and higher.

Poll Node > Normal Poll Polls all selected nodes or I TP signaling points, retaining
al currently known objects.

Normal Poll retains all objects associated with polled
nodes or signaling points, even objects that have been
deleted and are, therefore, in Unknown status.

This option is dimmed if the selected node has no IP
addresses.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Operator (level 3) and higher.

Poll Node > Clean Poll Polls all selected nodes or I TP signaling points and
removes any Unknown network objects after the
completion of the poll.

Clean Poll removes all network objects from the node or
signaling point at the completion of the poll.

This option is dimmed if the selected node has no IP
addresses.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Operator (level 3) and higher.

Allow Trap Processing Enables the MWTM to process traps from the selected
node. Thisis the default setting.

If you have implemented MWTM User-Based Access, this
option isavailable to users with authentication level Power
User (level 4) and higher.
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Menu Command Description
Disallow Trap Processing Prevents the MWTM from processing traps from the
selected node.

If you have implemented MWTM User-Based Access, this
option isavailable to users with authentication level Power
User (level 4) and higher.

Unmanage Labels the selected node or signaling point Unmanaged.

Note If you change a node to the Unmanaged status, the
MWTM removes adjacent legacy nodes from the

topology map.

You cannot label anode or signaling point Unmanaged if it
has a Node Type of Unknown. If you select a node or
signaling point with a Node Type of Unknown, then this
menu option is dimmed and cannot be sel ected.

This option is dimmed if the selected node has no IP
addresses.

Events for unmanaged objects will continue to appear in
the Events window. To suppress events for unmanaged
objects, set this option using an event filter (Setting an
Event Filter, page 9-8).

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Administrator (level 4) and higher.

Manage Removes the Unmanaged status from the selected node or
signaling point.

Note If you change a hode to the Managed status, the
MWTM adds adjacent legacy nodes back to the

topology map.

You cannot remove the Unmanaged status from anode with
aNode Type of Unknown. If you select anode with aNode
Type of Unknown, then this menu option is dimmed.

This option is dimmed if the selected node has no IP
addresses.

If you have implemented MWTM User-Based Access, this
option is available to users with authentication level
Network Administrator (level 4) and higher.

Exclude from View Excludes the selected node or signaling point from the
current view. See Creating a New View, page 7-9 for more
information about excluding objects.

The MWTM removes excluded objects and their associated
objects from the topology map (see Excluded Objects Tab,
page 10-11).
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Menu Command Description
Deploy Object > From Archive Launches the Deployment Wizard for the selected node or
(ITPonly) ITP signaling point. See Deploying a File Associated with

an ITP Node or Signaling Point, page 8-8 for more
information about deploying to nodes or I TP signaling

points.
Deploy Object > From File Launches the Deployment Wizard for the selected node or
(ITPonly) ITP signaling point. See Deploying a File Associated with

an ITP Node or Signaling Point, page 8-8 for more
information about deploying to nodes or I TP signaling
points.

Deploying a File Associated with an ITP Node or Signaling Point

You use the MWTM to deploy a GTT file or route table file associated with an I TP node or signaling
point. To do so, right-click the ITP node or signaling point in a window, then choose Deploy Object >
From Archive or From Filein the right-click menu. The MWTM launches the Deployment Wizard for
the selected I TP node or signaling point. See Deploying a Route Table File, page 13-13 and Deploying
aGTT File, page 14-40 for more information.

Viewing Status Contributors

The Status Contributors section displays information about conditions that contribute to the overall
status of the selected object. To view the Status Contributors section, select aview in the navigation tree,
select an object, and then click the Status Contributors tab in the right pane.

Example:

To display the Status Contributors section for anode, within a view, select anode in the navigation tree,
then click the Status Contributors tab in the right pane.

This section contains:
e |nventory Items

e Supplemental Alarms

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 8-1 Status Contributors Tab
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Note

The right pane lists all objects of the object type that you select in the navigation tree. To see the fully
gualified domain name (FQDN) of any object in the right pane, hover over the object name with the
mouse. A tooltip lists the FQDN for the object.

To see which object types pertain to the Status Contributors tab, see Appendix A, “Object Map
Reference.” If the object does not have any associated objects, the Status Contributors tab will not

appear.

The right pane contains a table of inventory items that contribute to the overall status of the selected
object. You can resize each column, or sort the table based on the information in one of the columns. By
default, the MWTM displays all of the columns except Internal ID.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Status Contributors table contains:

Column Description

Internal 1D Internal 1D of the object. Theinternal ID isaunique ID for every object,
assigned by the MWTM for its own internal use. It can also be useful when
the TAC is debugging problems.

Name Name of the object.

Object Type Type of network object.
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Column Description

Ignored I ndicates whether the object should be included when aggregating and
displaying MWTM status information:

e Uncheck the check box to include the object. Thisis the default setting.
e Check the check box to exclude the object.

This field can be edited by users with authentication level Power User
(level 2) and higher.

Notes Indicates whether a note is associated with the object.

Events Indicates whether the object has an associated recent event. (Even if the
server purges all of the events associated with the object, the MWTM
continues to display the event icon in thisfield.) To:

e Delete the event icon (orange triangle) from MWTM displays for a
specific object, select the object and click the icon.

¢ Deletethe event icon from MWTM displaysfor all objects, choose Edit
> Clear All Eventsfrom the MWTM main menu.

Note  During Discovery, the MWTM might flag objects with an event icon.
If the event icons aretoo distracting, usethe Edit > Clear All Events
menu option to remove them.

Last Status Change Date and time that the status of the object last changed.
Status Current status of the object. Possible values are:

Active (green)
Blocked (red)
Discovering(cyan)
Down(red)

Failed (red)
Inactive(red)

I nhibited(blue)
InhibitLoc (blue)
InhibitRem (blue)
None(black)

Not Present(gray)
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Column Description

Status (continued) Old Unmanaged(black)
Pending(red)
Polling(cyan)

Shutdown (blue)
Unavailable (red)
Unknown (red)
Unmanaged (gray)
Waiting(gray)
Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.

Status Reason Reason for the current status of the object.

For afull list of possible reasons, see the stateReasons.html file. If:

e Youinstalled the MWTM in the default directory, /opt, then thefileis
located at /opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e YouinstalledtheMWTM in adifferent directory, then the help directory
and file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

The MWTM lists status reasons in order of decreasing magnitude. If two or
more reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Supplemental Alarms

The Supplemental Alarms section contains a table that lists a category of alarms that you can manage
with the same tools that the MWTM provides for event management.

N,
Note  Trap event configuration settings (Raise Alarm and Correlate check boxes) determine whether the

MWTM displays supplemental alarms for specific events. See Configuring Trap, Status Alarm, or User
Action Events, page 9-36.

The Supplemental Alarms section provides the same tools and tabular information that the MWTM
provides for events. For information about the tools, see Event Toolbar Buttons, page 9-3. For
information about the columns that appear in the Supplemental Alarmstable, see Event Table, page 9-5.
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S
Note  The Supplemental Alarms table displays the Count (number of times that an alarm occurs) and Change
Time (the most recent alarm update) columns by default. In the Eventstable, these columns are hidden.

Viewing Details

The Details section displays information such as naming and status details for the selected object.

To view the Details section, select aview in the navigation tree, select an object, then click the Details
tab in the right pane.

Note If the selected object isalink, linkset, signaling gateway-mated pair, RAN-O backhaul or shorthaul, the
Details tab displays both peers of the selected object in adjacent panes for easy comparison.

Example:

To display the Details section for a node, within a view, select a node in the navigation tree, then click
on the Details tab in the content area.

Figure 8-2 Details Tab

rStatus Contributors r Details |/ Notes rTrouhIeshooting r& Recent Events
Hode sgm-ansi-xua.cisco.com

Haming Information Descriptive Information
Display Mame sgm-ansi-xua.cisco.com Software Version Unknaown
IP Address or DNE Hostname sgm-ansi-xua.cisco,.com Software Description Unknown

Mode Type IPDevice

Serial Mumber Unknown

Status Information Uptime Information
Is Ignored Mo Uptime Unknown
Status @ Unknown
Last Status Change Dec 12, 2006 3:37:48 PM
Status Reason MIB Data Error

Reboot Reason Unknown

Polling Information IP Addresses for SHMP
)
Process Traps Tes IP Address | Last Regular Poll Time | SNMP Pollable | |Y!
. 172181715 Mever Polled Yes =
Tran Pallina Rla ol

The Details tab contains these sections (in al phabetical order):

Section Applicable Object(s) Applicable Network Type(s)
Address Information Interfaces ITP and RAN-O
Association Information Application Servers ITP only

Bandwidth Information Backhauls RAN-O only

Capability Point Code Signaling Points ITP only

Description Linksets, Signaling Points

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter8

Understanding Detailed Object Functions

pe
Tip

Viewing Details W

Section Applicable Object(s) Applicable Network Type(s)
Descriptive Information Cards, Nodes ITP and RAN-O
General Information Application Servers, Application

Server Process Associations,

Interfaces, Linksets, Shorthauls
Interface Information Links, Signaling Gateway Mated |ITP only

Pairs
IP Addresses for SNMP Nodes ITP and RAN-O
or
IP Addresses Not for SNMP
Links Information Linksets ITPonly
Local 1P Address Information Application Server Processes,

Application Server Process

Associations, Links, Signaling

Gateway Mated Pairs
Naming Information All objects ITP and RAN-O
Point Code Signaling Points ITP only
Polling Information Nodes ITP and RAN-O
Protection Information Cards, ONS Nodes RAN-O only
QoS Information Signaling Points ITP only
RAN Information Interfaces, Shorthauls RAN-O only
Remote IP Address Information |Application Server Process ITPonly

Associations, Links, Signaling

Gateway Mated Pairs
Status Information All objects ITP and RAN-O
Threshold Information (RAN-O |Backhauls, Nodes RAN-O only
Only)
Uptime Information Nodes ITP and RAN-O

If the pair of alink, linkset, or signaling gateway-mated pair is Unknown, and if the peer of a backhaul
or shorthaul is Unknown, unknown appears for the pair or peer fieldsin the Details tab.

Address Information

The Address Information section for interfaces contains:

Field

Description

IP Address

List of IP addresses that are assigned to the interface.

[ oL-9118-03
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Association Information

The Association Information section for | TP application servers contains:

Field Description

Number of ASPAs Number of application server process associations that are associated
with this application server.

Number of Active ASPAs  |Number of active application server process associations that are
associated with this application server.

Bandwidth Information

The Bandwidth Information section for RAN-O backhauls contains:

Field Description

User Bandwidth (bits/sec) |Bandwidth that the user specifies for the backhaul. By default, the user
bandwidth is the same as the system bandwidth.

Note When you change the User Bandwidth (see Editing Properties
for aRAN-O Backhaul, page 6-33), you are changing the scale
of the'Y axis of the backhaul real-time chart in the Performance
tab (see Viewing Backhaul Performance Data, page 8-126). The
X and Y values of the data do not change. The threshold ranges
resize because they are percentages of User Bandwidth.

System Bandwidth (bits/sec) |Bandwidth that the system specifies for the backhaul. You cannot edit
thisfield.

Capability Point Code

The Capability Point Code section for I TP signaling points contains:

Column Description

Point Code Capability point code of the signaling point.

Variant SS7 protocol variant. Valid variants are:
e ANSI

e China

e |TU

e NTT

e TTC
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Column

Description

Network | ndicator

Determines the type of call. Valid values are:

¢ National—National-bound call. The MWTM routes national calls
through the national network.

¢ National Spare—National-bound call, used in countries in which more
than one carrier can share a point code. In those countries, the Networ k
Indicator differentiates networks.

¢ International—International-bound call. The MWTM forwards
international-bound calls to an STP pair that acts as an international
gateway.

e International Spare—International-bound call, used in countriesin
which more than one carrier can share a point code. In those countries,
the Network Indicator differentiates networks.

Network Name

Name of the network associated with the signaling point.

Description

The Description section contains adescription of the I TP signaling point or linkset. If the signaling point
or linkset has no description, this section is blank. If the linkset is unknown, Unknown appearsin the

Description section.

Descriptive Information

The Descriptive Information section for nodes and ONS cards contains:

Field Description
Software Comprehensive information about the software that is installed on the node.
Description

Software Version |Version of software (for example, the ONS package or 10S version) that is

installed on the node.

Description Full description of the ONS card (for example, RAN_SVC_LINE_CARD).

Hardware Version |Version of the hardware of the ONS card (for example, VID=000, HwRev=29).

Firmware Version |Version of the firmware on the ONS card, if applicable (for example, 12.2(24)St).
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General Information

The General Information section applies to these objects:

¢ Interfaces, page 8-16

e |TP Application Servers, page 8-16
e |TP Linksets, page 8-17

The General Information section for interfaces contains:

Description

Maximum packet size on the interface in bytes.

Interface speed in bits per second.

Interfaces
Field
M aximum Packet
Size
Speed (Bits/Sec)
ITP Application Servers

The General Information section for I TP application servers contains:

Field

Description

Protocol

Protocol associated with the application server. Possible values are:

M 3UA—MTP3-User Adaptation.
SUA—SCCP-User Adaptation.

QoS

Quality of service (QoS) class of the application server.

Routing Key

Routing key associated with the application server. The routing key isthe
value that determines the routing decisions that the application server makes.

Traffic Mode

Method by which the application server forwards requests to its active
application server processes. Possible values are:

over Ride—One application server process takes over all traffic for the
application server, possibly overriding any currently active
application server process in the application server.

broadcast—Every active application server processreceivesthe same
message.
loadBind—Each application server process shares in the traffic

distribution with every other currently active application server
process, based on application server process bindings.

loadRndRobin—Each application server process sharesin the traffic
distribution with every other currently active application server
process, using a round-robin algorithm.

undefined—The traffic mode is not defined. The first application
server process that becomes active defines the traffic mode.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter8 Understanding Detailed Object Functions

ITP Linksets

Viewing Details W

The General Information section for ITP linksets contains:

Field

Description

Linkset Type

Type of linkset, which the MWTM determines by examining the links
defined in the linkset. Possible linkset types are:

e HSL—Thelinksin thislinkset use the SS7-over-ATM (Asynchronous
Transfer Mode) high-speed protocol .

e SCTPIP—Thelinksin thislinkset usethe Stream Control Transmission
Protocol (SCTP) IP transport protocol.

e Serial—Thelinksin thislinkset use the serial SS7 signaling protocol.

e Mixed—Thelinksin this linkset are of two or more types. (This
configuration is not recommended.)

e Virtual—Thelinksin this linkset are virtual links, which connect
signaling point instances running on the same node. The MWTM does
not poll virtual linksets, nor doesit display real-time data or accounting
statistics for virtual linksets.

Note Prior to |OSrelease 12.2(23)SW1, the user manually created virtual
linksets on multi-instance nodes. Within and after that release, the
system automatically creates virtual linksets.

e Other—No links have been defined for this linkset.

Inbound ACL

Inbound IP access control list (ACL) number for the linkset.
If no inbound ACL exists for the linkset, this field displays 0.
If the linkset is a Virtual linkset, this field displays N/A.

Outbound ACL

Outbound ACL number for the linkset.
If no outbound ACL exists for the linkset, this field displays 0.
If the linkset is a Virtual linkset, this field displays N/A.

Interface Information

The Interface Information section for I TP links and application server process associations contains:

Field

Description

Interface Name

(HSL, Serial, and Virtual links only) Name of the interface.

Interface Index

(HSL, Serial, and Virtual links only) Index into the SNMP interface
table.

QoS (SCTP links only) Quality of service (QoS) class of the link.
Configured Local Port (SCTPlinks only) Local port for which the link was configured.
Local Port (SCTPlinksonly) If thelink isactive, local port that thelink is currently

using. If the link is not active, O appears.
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Field Description

Configured Remote Port (SCTP links only) Remote port for which the link was configured.

Actual Remote Port (SCTP links only) If the link is active, remote port that the link is
currently using. If thelink is not active, O appears.

Protocol Protocol associated with the application server process association.

Possible values are:
e M3UA—MTP3-User Adaptation.
e SUA—SCCP-User Adaptation.

IP Addresses for SNMP

The IP Addresses for SNM P section for nodes contains:

Field Description

IP Address I P addresses associated with this node, including the primary SNMP
address and all backup IP addresses, that are intended for SNMP.

Last Regular Poll Time  |Date and time of the last full poll of the node.

If the IP address has never been polled, the MWTM displays the
description Never Polled.

SNMP Pollable Whether or not the IP address is used for SNMP polling.

If there are no IP addresses defined for the node that are intended for SNMP, this field displays the
description:

There are no other IP addresses defined for this node.

IP Addresses Not for SNMP

The IP Addresses Not for SNMP section for nodes contains:

Field Description
IP Address | P addresses associated with this node that are not intended for SNMP.

If no IP addresses are defined for the node that are not intended for SNMP, this field displays the
description:

There are no other IP addresses defined for this node.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The Links Information section for I TP linksets contains:

Field

Description

Links

Total number of linksin the linkset.

Active Links

Number of links in the linkset that are Active.

Congested Links

Number of links in the linkset that are Congested.

Local IP Address Information

The Local IP Address Information section for I TP application server processes, application server
process associations, SCTP links, and signaling gateway mated pairs contains:

Field

Description

IP Address

Local 1P address that the object is using, or the primary 1P address that is
configured for the object, or both.

The primary IP address is the first CS7 local |P address you configure in the
node. For example, if you configure these |P addresses in the node:
cs7 local-peer 4180

local-ip 128.3.0.77
local-ip 128.3.0.254

then the MWTM uses128.3.0.77 asthe primary |P address. If someone deletes
this IP address from the node configuration, or adds a new | P address to the
beginning of the list, the MWTM detects the change and automatically updates
this field to reflect the new primary |P address.

Interface Name

Name of the interface to which the IP address is assigned. If the object has no
interface name, this field is blank.

Status

Current status of the IP address. Possible values are:
Active (green)—The IP address is currently fully functional.
Inactive (red)—The IP address is not currently functional.

Cfg

Indicates whether this local | P address was configured for the object. Possible
values are;

¢ Yes—Thisisthe configured local 1P address, and the object is currently
using it.
e (blank)—Thisis not the configured local |P address.

Actual

Indicates whether this local |P address is currently being used by the object.
Possible values are:

e Yes—The object is currently using this | P address.
e (blank)—The object is not using this | P address.
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Naming Information

The Naming Information section applies to these objects:
¢ Nodes, page 8-20
e Cards, page 8-21
¢ Interfaces, page 8-22 (including RAN backhauls and shorthauls)
e |TP Application Servers, page 8-22
e |ITP Application Server Processes, page 8-23
e |ITP Application Server Process Associations, page 8-23
e ITPLinks, page 8-23
e |ITPLinksets, page 8-24
e |TP Signaling Gateway-Mated Pairs, page 8-24
e |TP Signaling Points, page 8-24

Nodes

The Naming Information section for nodes contains:

Field Description
Display Name Name of the node.
IP Address or | P address or DNS name of the node, asthe MWTM discovered it. However, if you

DNS Hostname  |modified your preferences to identify nodes by their |P addresses, then thisis
method of node identification in this field. For more information, see Node Name
Settings, page 5-5.

Node Type Type of node. Node types can be specific to I TP, RAN-O, or generic to both.
Note  Additional icon types appear in the list for user customization.

I TP specific nodes include:
e Cisco2650XM, Cisco2651XM
e Cisco2811
e Cisc07204VXR, Cisco7206VXR
e Cisco7301

e Cisco7507, Cisco7507mx, Cisco7507z, Cisco7513, Cisco7513mx,
Cisco7513z

e Cisco7604, Cisco7606, Cisco7609, Cisco7613
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Field Description
Node Type RAN-O specific nodes include:
(continued) « CiscoMWR-1941-DC
e CiscoONS15454
¢ Node B—The radio transmission and reception unit for communication
between radio cells
¢ RAN_SVC—RAN Service Module Card in the Cisco ONS 15454
Generic nodes include:
e |PDevice—IP device, other than those previously listed. You can assign this
icon to an unknown node if you know that it is an IP device.
e Unknown—The MWTM is unable to determine the node type.
Chassis Type Description of the chassis hardware type (for example, ONS 15454 SDH ETSI).
(ONS only) Note Thisfield appears only for the ONS chassis.
Serial Number Serial number of the node.

CLLI Code(ITP
only)

COMMON LANGUAGE Location Identification Code for the node. A CLLI code
is a standardized 11-character identifier that uniquely identifies the geographic
location of the node. If the node has no CLLI code configured, thisfield is blank.

SNMP Access
(RAN-O only)

Indicates the type of SNMP access:
¢ In-band—Access is through the backhaul interface (cell site).
e Out of band—Access is external to the backhaul interface (aggregation site).
e Undefined—Access is not defined.

Location (RAN-O
only)

The location of the SNMP settings, whether at the cell site (BSC) or the
aggregation node site (BTS). !

The Naming Information section for ONS cards contains.

Field

Description

Name

Name of the card.

Card Typet

Type of card. Card types for ONS include:
e TCC—Control
e E1—FEthernet
e STM1—Synchronous Transport Module
e DS1—Digital Signal
e OC3—Optical
e XC—Cross-connect
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Field Description
Card Type e RAN_SVC—RAN Service
(continued) « ALM_PWR—Alarm and Power
e CRFT_TMG—Craft Terminal
e AICI—Alarm Interface Controller
Model Name Model name of the card (for example, PartNum=800-26651-01).
Slot Number Slot number of the card in the ONS chassis.

Serial Number Serial number of the card.

1. Seethe Cisco ONS 15454 Product Overview for information about ONS cards:
http://www.cisco.com/univercd/cc/td/doc/product/ong/15400/45431po.htm

Interfaces
The Naming Information section for interfaces (which includes RAN backhaul and shorthaul interfaces)
contains:
Field Description
Name Name of the interface.
Node Name of the node to which the interface belongs.
Physical Address Physical address of the interface.
Interface Index Interface index number.
Interface Type Interface type.
RAN Connection To RAN connection that is associated with the interface.
Note Not visible for RAN backhauls.
Virtual RAN Backhaul |Whether the RAN backhaul is avirtual backhaul. For more information
about virtual RAN backhauls, see Creating Virtual RAN Backhauls, page
8-136.
Note Visible only for RAN backhauls.
ITP Application Servers

The Naming Information section for I TP application servers contains:

Field Description

Name Name of the application server.

Node Name of the node associated with the application server.

Signaling Point Name of the signaling point associated with the application server.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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ITP Application Server Processes

The Naming Information section for | TP application server processes contains:

Field Description

Name Name of the application server process.

Node Name of the node associated with the application server process.

Local Port Local port number that the application server process is currently using.

ITP Application Server Process Associations

The Naming Information section for I TP application server process associations contains:

Field Description
Name Name of the application server process association.
Node Name of the node associated with the application server process association.

Signaling Point

Name of the signaling point associated with the application server process
association.

Application Server

Name of the application server associated with the application server process
association.

Application Server
Process

Name of the application server process associated with the application server
process association.

ITP Links
The Naming Information section for ITP links contains:
Field Description
Node Name of the node associated with the link.
Signaling Point Name of the signaling point associated with the link.
Linkset Name of the linkset associated with the link.
SLC Signaling link code (SLC) ID for the link.
Type Type of link. Possible link types are:

e HSL—Thelink usesthe SS7-over-ATM (Asynchronous Transfer Mode)
high-speed protocol.

e SCTPIP—Thelink usesthe Stream Control Transmission Protocol (SCTP) IP
transport protocol.

e Serial—The link uses the serial SS7 signaling protocol.

e Virtual—Thelink is avirtual link, which connects signaling point instances
running on the same node. The MWTM does not poll virtual links, nor does it
display real-time data or accounting statistics for virtual links.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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ITP Linksets

The Naming Information section for I TP linksets contains:

Field Description

Name Name of the linkset.

Node Node associated with the linkset.

Signaling Point Signaling point associated with the linkset.

Local Point Code Point code of the primary signaling point for the linkset.
Adj Point Code Point code of the adjacent signaling point for the linkset.

ITP Signaling Gateway-Mated Pairs

The Naming Information section for I TP signaling gateway-mated pairs contains:

Field Description

Name Name of the signaling gateway-mated pair.

Node Name of the node associated with the signaling gateway-mated pair.

I's Passive Indicates whether the signaling gateway-mated pair can initiate the connection to
the mate:

connection to the mate.

connection to the mate.

e Yes—The signaling gateway-mated pair is passive, and cannot initiate the

e No—The signaling gateway-mated pair is not passive, and can initiate the

ITP Signaling Points

The Naming Information section for I TP signaling points contains:

Column Description

Name Name of the signaling point.

Node Name of the node associated with the signaling point.
Network Name Name of the network associated with the signaling point.
Instance Number Number of the instance associated with the signaling point.
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The Point Code section for | TP signaling points contains:

Column Description

Point Code Primary and secondary point codes of the signaling point.

Variant SS7 protocol variant. Valid variants are:

e ANSI

e China

e |TU

e NTT

e TTC

Network Indicator Determines the type of call. Valid values are:

e National—National-bound call. The MWTM routes national calls
through the national network.

¢ National Spare—National-bound call, used in countries in which more
than one carrier can share a point code. In those countries, the Network
Indicator differentiates networks.

e International—International-bound call. The MWTM forwards
international-bound calls to an STP pair that acts as an international
gateway.

e |nternational Spare—International-bound call, used in countriesin
which more than one carrier can share a point code. In those countries,
the Network Indicator differentiates networks

Network Name Name of the network associated with the signaling point.

Polling Information

The Polling Information section for nodes contains;

Field Description

Process Traps Indicates whether traps are processed. To changethis setting, check
or uncheck the check box in the Process Traps column of the Nodes
table.

Trap Polling Indicates whether trap polling is enabled or not.

For RAN-O nodes, if you want to:

e Enable trap polling, set ipran-mib snmp-access to outOfBand
on the node.

e Disabletrap polling, set ipran-mib snmp-access to inBand on
the node.

Note  For information about in-band and out-of-band
management, see RAN-O Specific FAQs, page C-17.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Field

Description

Report Polling

Indicates whether report polling is enabled or not.
For RAN-O nodes, if you want to:

e Enable trap polling, set ipran-mib snmp-access to outOfBand
on the node.

e Disabletrap polling, set ipran-mib snmp-access to inBand on
the node.

Note  For information about in-band and out-of-band
management, see RAN-O Specific FAQs, page C-17.

First Discovered

Date and time that the MWTM first discovered the node.

Last Poll IP Address

Last | P address that was polled for this node.
For a node that is not an ITP or RAN-O node, thisfield is blank.

Last Full Poll Time

Date and time of thelast full poll of the nodefor node-related M1Bs
(as opposed to a demand poll for just one associated object’s data).

For anode that isnot an ITP or RAN-O node, thisfield is blank.

Last MWTM Poll Response
(secs)

Time, in seconds, taken by this node to respond to the last MWTM
poll request.

For anode that is not an ITP or RAN-O node, this field is blank.

Avg. MWTM Poll Response
(secs)

Average time, in seconds, taken by this node to respond to MWTM
poll requests.

For anode that is not an ITP or RAN-O node, thisfield is blank.

Protection Information

The Protection Information section for ONS nodes and cards contains:

Column Description
Card Type The type of card.

This column appears only when you select the ONS node in the navigation tree.
Protected Slot Slot number of the protected card, which is configured for protection.!
Protecting Slot Slot number of the card that is protecting one or more cards.

Configured State | The configured state of the selected card: Working or Protecting. The card is

working normally or protecting another card.

Current State The current state of the selected card: Active or Standby.

1. Seethe Cisco ONS 15454 Product Overview for information about protection schemes for ONS cards:
http://www.cisco.com/univercd/cc/td/doc/product/ong/15400/45431po.htm
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The QoS Information section for ITP signaling points contains:

Column Description

QoS Quality of service (QoS) class of the signaling point. Valid QoS classes range from
1 through 7. ALL indicates that the signaling point accepts all QoS classes.

ToS Type of service (ToS) of the signaling point.

DSCP | P differentiated-services-code-point (DSCP) of the signaling point.

RAN Information

N

Note  This subsection appears only for configured RAN interfaces (GSM Abis and UMTS lub interfaces).

The RAN Information section contains:

Field Description

Protocol Protocol of the interface (GSM-Abis or UMTS-1ub).
Local IP Address IP address of the local node.

Local Port Local port that the interface uses.

Remote IP Address IP address of the remote (peer) node.

Remote Port Remote port that the interface uses.

Remote IP Address Information

The Remote |P Address Information section for | TP application server process associations, SCTP links,
and signaling gateway mated pairs contains:

Field

Description

IP Address

Remote | P address associated with the object.

Type

Indicates whether this designated primary IP addressis for the object (Primary), or is
the 1P address currently being used by the object (Effective), or both (Primary and
Effective).

Usually, the same IP address is Primary and Effective. However, if the primary IP
address is down for some reason, the object uses a different | P address and is labeled
Effective.

Status

Current status of the |P address. Possible values are:

Active (green)—The IP address is currently fully functional.

Inactive (red)—The IP address is not currently functional.
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Field

Description

Cfg

(12.2(4)MB10 and later) Indicates whether this remote | P address was configured for
the object. Possible values are:

e Yes—Thisisthe configured remote | P address, and the object is currently using it.
e (blank)—Thisis not the configured remote | P address.

¢ N/A—The MWTM cannot determine whether this is the configured remote |P
address.

For Cisco |OS software releases prior to 12.2(4)MB10, this field always displays N/A.

Actual

Indicates whether the object is currently using this remote | P address. Possible values
are:

e Yes—The object isusing the | P address.
e (blank)—The object is not using the | P address.

Uptime Information

The Uptime Information section for nodes contains:

Field

Description

Uptime

Time the node is up, in days, hours, minutes, and seconds.

Reboot Reason

Reason for the last reboot of the node.

Status Information

The Status Information section applies to these objects:

¢ Nodes, page 8-29

¢ Interfaces and Cards, page 8-30 (includes RAN backhauls and shorthaul s)

e |TP Application Servers, page 8-34

e |ITP Application Server Processes, page 8-35

e |ITP Application Server Process Associations, page 8-36
e ITPLinks, page 8-38

e |ITP Linksets, page 8-39

e |TP Signaling Gateway Mated Pairs, page 8-40

e |TP Signaling Points, page 8-41
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The Status Information section for nodes contains:

Field

Description

Is Ignored

Indicates whether the node is Ignored (that is, whether to include the node
when aggregating and displaying MWTM status information).

MTP3 Offload (ITP
only)

Indicates whether MTP3 offload is configured for the node. Possible values
are:

¢ Main—The MTP3 management function operates only on the main
processor.

¢ Offload—The MTP3 management function operates on the main
processor and on other available processors.

e N/A—MTP3 offload cannot be determined.

NSO Status (ITP
only)

Current NSO status of the node, with a color-coded background. Possible
values are:

L ocal (green)—NSO isconfigured and the secondary peer isinthe appropriate
status for failover support.

Local (yellow)—NSO is configured, but the secondary peer is not in the
appropriate status for failover support.

None (black)—The node and MIB support NSO, but NSO is not configured on
the ITP.

N/A (black)—The node and MIB do not support NSO, or the MWTM cannot
determine the NSO status.

Status

Current status of the node. Possible values are:
Active (green)

Discovering (cyan)

Polling (cyan)

Unknown (red)

Unmanaged (gray)

Waiting (gray)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.

[ oL-9118-03
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Field

Description

Last Status Change

Date and time that the status of the node last changed.

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file. If:

¢ Youinstalled the MWTM in the default directory, /opt, then the fileisin
the /opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ Youinstaled the MWTM in adifferent directory, then the help directory
and file are in that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the
log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

Interfaces and Cards

The Status Information section for interfaces (including RAN backhaul and shorthaul interfaces) and

cards contains:

Field

Description

Is Ignored

Indicates whether the interface or card is Ignored (that is, whether the interface
or card should be included when aggregating and displaying MWTM status
information).

Admin Status

Displays the administrative status of the interface. Status can be:
Unknown (red)—Unknown administrative status.

Up (green)—Administratively up.

Shutdown (blue)—Administratively down.

Testing (blue)—Administrator is testing the interface.
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Field

Description

Operational Status

Displays the operational status of the interface. Status can be:
Unknown (red)—Unknown operational status.

Up (green)—Interface is up.

Down (red)—Interface is down.

Testing (blue)—Interface isin test mode.

Dormant (red)—Interface is dormant.

Not Present (red)—An interface component is missing.

Lower Layer Down (red)—An interface is down because of alower-layer
interface.

Connect State
(for GSM Abis)

Displays the connection state of a GSM interface. States can be;
Connected (green)—The node is monitoring local and remote alarm status.

Disconnected (red)—The system ignores the local alarm status. The local
transmitter on the shorthaul is disabled. Capability messages are transmitted to
the remote describing the provisioning. The system stays disconnected until
the remote capabilities are known and the peer state is transitioning to
connected.

Send Connect (yellow)—One or more attempts have been made to connect to
remote peer.

Receive Connect (yellow)—The local-peer has received a connect request
from the remote-peer.

Connect Rejected (yellow)—Connection was rejected.

ACK Connect (yellow)—The initial connect request was sent and
acknowledged by remote-peer. The local-peer is now waiting for a connect
request from the remote-peer.

Check Connect (yellow)—Thelocal peer has reason to believe its remote peer
has failed. Additional tests are being processed to verify peer's state.

[ oL-9118-03
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Field Description

Connect State Displays the connection state of a UM TS interface. States can be:
(for UMTS |ub) Initialized (yellow)—The connection is starting initialization.

Starting (red)—The shorthaul interface is administratively active, but the
backhaul interface is down.

Closed (blue)—The backhaul interface is active, but the shorthaul is
administratively closed.

Stopped (red)—Unable to connect to peer in specified time interval.
Additional attempts will be tried based on peer request or restart timers.

Closing (blue)—Connection closed by administration request.

Stopping (yellow)—Connection shut down by peer's Term-Request. Will
transition to stopped state.

Connect Sent (yellow)—Connection request sent to peer.

ACK Received (yellow)—Connection request sent and acknowledgement is
received from peer. Now waiting for peer's connection reguest.

ACK Sent (yellow)—Connection request received and acknowledgement is
sent to peer. Connection request sent and waiting for peer's acknowledgement.

Open (green)—Connection open and available for traffic.

Local Receive Alarm |Displays alarm states for UMTS lub interface. States can be:

State Remote Alarm (blue)—Indicates a problem at the remote end. The remote
Local TransmitAlarm |interface in the E1/T1 data stream generates and sends the alarm, and no other
State action is required.

Remote Receive No Alarm (green)—No alarm is present.

Alarm State L ocal Alarm (red)—Indicates local interface problem. The interface has not
Remote Transmit received synchronization from the GSM node. The node stops transmitting
Alarm State backhaul samples.

(for UMTS lub) Received Alarm (yellow)—Indicates receive problem in the local node. The

remote node stops transmitting backhaul data and indicates a blue alarm.

Alarm State Unavailable (red)—Indicates the alarm state is not available.
This state only applies to the remote and occurs when the peer connection is
inactive.
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Field Description
Local State Displays alarm states for GSM Abis interface. States can be:
Remote State Remote Alarm (blue)—Indicates a problem at the remote end. The remote

(for GSM Abis)

interface in the EL/T1 data stream is generates and sends the alarm, and no
other action is required.

No Alarm (green)—No alarm is present.

L ocal Alarm (red)—Indicates local interface problem. The interface has not
received synchronization from the GSM node. The node stops transmitting
backhaul samples.

Received Alarm (yellow)—Indicates receive problem in the local node. The
remote node stops transmitting backhaul data and indicates a blue alarm.

Alarm State Unavailable (red)—Indicates the alarm state is not available.
This state only applies to the remote and occurs when the peer connection is
inactive.

Redundancy State

Displaysinformation about the GSM Abis or UMTS lub interface redundancy
state. States can be:

Active (green)—Active owner of interface.
Standby (green)—Active owner of interface.

Status

Current status of the interface or card. Possible values are:
Active (green)

Discovering (cyan)

Down (red)

Polling (cyan)

Unknown (red)

Unmanaged (gray)

Waiting (gray)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Gateway Mated Pairs, page E-7.

[ oL-9118-03
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Field

Description

Last Status Change

Date and time of last change to status.

Status Reason

Reason for the current status of the interface or card.
For a full list of possible reasons, see the stateReasons.html file. If:

¢ Youinstalled the MWTM in the default directory, /opt, then the fileisin
the /opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ Youinstaled the MWTM in adifferent directory, then the help directory
and file are in that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration

and enter themwtm cleandiscover command to delete all current network data
and begin adiscovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server
to astate that would exist after a new installation of the MWTM, excluding the

log files, which the MWTM retains. To also remove the log files, enter the
mwtm cleanall command. For more information on the use of these
commands, see the Command Reference, page B-1.

ITP Application Servers

The Status Information section for I TP application servers contains:

Field

Description

IsIgnored

Indicates whether the application server islgnored (that is, whether the application
server should be included when aggregating and displaying MWTM status
information).

Mate Status

Current status of the application server on the signaling gateway mate. Possible
values are:

Active (green)
Down (red)
Inactive (red)
Pending (red)
Shutdown (blue)
Unknown (red)
Warning (yellow)

For detailed definitions of each status, see Status Definitions for Application
Servers, page E-3.

Last Status
Change

Date and time that the status of the application server last changed.
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Field

Description

Status

Current status of the application server. Possible values are:
Active (green)

Down (red)

Inactive (red)

Pending (red)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Application
Servers, page E-3.

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file.To:

e Youinstalled the MWTM in the default directory, /opt, then the fileisin the
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e Youinstalled the MWTM in adifferent directory, then the help directory and
file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

The Status Information section for | TP application server processes contains:

Field Description

Is Ignored Indicates whether the application server processis Ignored (that is, whether to
include the application server process when aggregating and displaying MWTM
status information).

Last Status Date and time that the status of the application server process last changed.

Change

[ oL-9118-03
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Field

Description

Status

Current status of the application server process. Possible values are:
Unknown (red)
Unmanaged (gray)

For detailed definitions of each status, see Status Definitions for Application
Server Processes, page E-3.

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file. To:

e Youinstalled the MWTM in the default directory, /opt, then thefileisin the
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e Youinstalled the MWTM in adifferent directory, then the help directory and
file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

ITP Application Server Process Associations

The Status Information section for I TP application server process associations contains:

Field

Description

Is Ignored

Indicates whether the application server process association is Ignored (that is,
whether the application server process association should be included when
aggregating and displaying MWTM status information).

Congestion Level

Indicates the level of congestion on the application server process association. An
application server process association is congested if it has too many packets
waiting to be sent. This condition could be caused by the failure of an element in
your network.

Possible values for the Congestion Level field are None, indicating no congestion,
and 1to 7, indicating levels of congestion from very light (1) to very heavy (7).
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Field Description
Instance Status Current status of the protocol associated with the application server process, with
a color-coded background. Possible values are:
Active (green)—The protocol is available.
Shutdown (blue)—An administrator has forced the protocol to an unavailable
state.
Unknown (red)—The MWTM cannot determine the current status of the protocol.
Status Current status of the application server process association. Possible values are:
Active (green)
Blocked (red)
Down (red)
Inactive (red)
Pending (red)
Shutdown (blue)
Unknown (red)
Warning (yellow)
For detailed definitions of each status, see Status Definitions for Application
Server Process Associations, page E-3.
Last Status Date and time that the status of the application server process association last
Change changed.

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file. To:

e Youinstalled the MWTM in the default directory, /opt, then thefileislocated
at /opt/CSCOsgnvapache/share/htdocs/eventHel p directory.

e Youinstalled the MWTM in adifferent directory, then the help directory and
file are located in that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter8  Understanding Detailed Object Functions |

W Viewing Details

ITP Links

The Status Information section for I TP links contains:

Field

Description

IsIgnored

Indicates whether the link is Ignored (that is, whether the link should be included
when aggregating and displaying MWTM status information).

Last Status
Change

Date and time that the status of the link last changed.

Status

Current status of the link. Possible values are:

Active (green)

Blocked (red)

Failed (red)

InhibitLoc (blue)

InhibitRem (blue)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Links, page E-5.

Status Reason

Reason for the current status of the link.
For afull list of possible reasons, see the stateReasons.html file. To:

e Youinstalled the MWTM in the default directory, /opt, then the fileisin the
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ Youinstalled the MWTM in adifferent directory, then the help directory and
file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

Congestion Level

Indicates the level of congestion on thelink. A link is congested if it has too many
packets waiting to be sent. This condition could be caused by the failure of an
element in your network.

Possible values for the Congestion Level field are None, indicating no congestion,
and 1 to 7, indicating levels of congestion from very light (1) to very heavy (7).
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Field Description
Receive Indicates whether, on average, the link is under its configured receive utilization
Utilization threshold (UnderThreshold) or over the threshold (OverThreshold).

Send Utilization |Indicates whether, on average, the link is under its configured send utilization

threshold (UnderThreshold) or over the threshold (OverThreshold).

ITP Linksets

The Status Information section for I TP linksets contains:

Field

Description

IsIgnored

Indicates whether the linkset isignored (that is, whether the linkset should be
included when aggregating and displaying MWTM status information).

Last Status Change

Date and time that the status of the linkset last changed.

Status

Current status of the linkset. Possible values are:
Active (green)

Shutdown (blue)

Unavailable (red)

Unknown (red)

Warning (yellow)

For detail ed definitions of each status, see Status Definitionsfor Linksets, page
E-6.

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file. To:

¢ Youinstalled the MWTM in the default directory, /opt, then the fileisin
the /opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

e Youinstalled the MWTM in adifferent directory, then the help directory
and file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons appear(s) in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network dataand
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restorethe MWTM server to
astate that would exist after anew installation of the MWTM, excluding thelog
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For moreinformation on the use of these commands, seethe
Command Reference, page B-1.

[ oL-9118-03
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ITP Signaling Gateway Mated Pairs

The Status Information section for I TP signaling gateway mated pairs contains:

Field

Description

IsIgnored

I ndicates whether the signaling gateway-mated pair islgnored (that is, whether the
signaling gateway-mated pair should beincluded when aggregating and displaying
MWTM status information).

Congestion Level

Indicates the level of congestion on the signaling gateway-mated pair. A signaling
gateway-mated pair is congested if it hastoo many packets waiting to be sent. This
condition could be caused by the failure of an element in your network.

Possible valuesfor the Congestion Level field are None, indicating no congestion,
and 1to 7, indicating levels of congestion from very light (1) to very heavy (7).

Instance Status

Current status of the protocol associated with the signaling gateway-mated pair,
with a color-coded background. Possible values are:

Active (green)—The protocol is available.

Shutdown (blue)—An administrator has forced the protocol to an unavailable
state.

Unknown (red)—The MWTM cannot determine the current status of the protocol.

Status

Current status of the signaling gateway-mated pair. Possible values are:
Active (green)

Blocked (red)

Down (red)

Inactive (red)

Pending (red)

Shutdown (blue)

Unknown (red)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Application
Server Process Associations, page E-3.
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Field Description
Last Status Date and time that the status of the signaling gateway-mated pair last changed.
Change

Status Reason

Reason for the current status of the signaling gateway-mated pair.
For afull list of possible reasons, see the stateReasons.html file. To:

¢ Youinstalled the MWTM in the default directory, /opt, then the fileisin the
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e Youinstalled the MWTM in adifferent directory, then the help directory and
file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over the
cell to see the full text in atooltip.

The status reasons are listed in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration and
enter the mwtm cleandiscover command to delete all current network data and
begin a discovery of the network. If the status reason remains Unsupported
Configuration, enter the mwtm clean command to restore the MWTM server to a
state that would exist after a new installation of the MWTM, excluding the log
files, which the MWTM retains. To also remove the log files, enter the mwtm
cleanall command. For more information on the use of these commands, see the
Command Reference, page B-1.

ITP Signaling Points

The Status Information section for I TP signaling points contains:

Column

Description

IsIgnored

Indicates whether the signaling point is Ignored (that is, whether the
signaling point should be included when aggregating and displaying MWTM
status information).

Last Status Change

Date and time that the status of the signaling point last changed.

Status

Current status of the signaling point. Possible values are;
Active (green)

Unknown (red)

Unmanaged (gray)

Warning (yellow)

For detailed definitions of each status, see Status Definitions for Signaling
Points, page E-7.

[ oL-9118-03
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Column Description

Status Reason Reason for the current status of the signaling point.
For afull list of possible reasons, see the stateReasons.html file. To:

e Youinstalledthe MWTM in the default directory, /opt, then thefileisin
the /opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

¢ YouinstalledtheMWTM in adifferent directory, then the help directory
and file arein that directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full text in atooltip.

Thestatusreasonsarelisted in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

Status Reason If the status reason is Unsupported Configuration, correct the configuration
(continued) and enter the mwtm cleandiscover command to delete all current network

data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the Command Reference, page B-1.

Threshold Information (RAN-0 Only)

The Threshold Information section for RAN-O nodes contains:

Field Description

Acceptable The percentage threshold setting below which the backhaul utilization is considered
acceptable. The default Acceptable threshold is 60 percent.t

Warning The percentage threshold setting beyond which the backhaul utilization issues a
warning. Subsequent warnings are issued only if the utilization falls below the
Acceptable threshold. The default Warning threshold is 70 percent.!

Overloaded The percentage threshold setting beyond which the backhaul utilization is considered
overloaded. Subsequent overload messages are issued only if the utilization falls
below the Acceptable threshold. The default Overloaded threshold is 80 percent.?

1. To change the default setting, see Editing Properties for a RAN-O Backhaul, page 6-33.

Viewing Troubleshooting
~

Note If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Operator (level 3) and higher.

You can run commands and view output in the Troubl eshooting section available from the MWTM client
or MWTM Web interface.
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To view the Troubleshooting section, within aview in the navigation tree, select an object, then click on
the Troubleshooting tab in the right pane.

Note  To see which object types pertain to this tab, see Appendix A, “Object Map Reference.”

Example:

To display the Troubleshooting section for a node, within a view, select a node in the navigation tree,
then click on the Troubleshooting tab in the right pane.

Figure 8-3 Troubleshooting Tab
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To save the output of all executed commands to alog file, see mwtm tshootlog, page B-66.

Before you can run commands and view output, you must properly configure credentials. You can
configure credentials by using the CLI command (see mwtm addcreds, page B-6) or through the MWTM
client (see Configuring Login Credentials, page 3-19). If credentials are not configured, the output pane
displays this message:

No credentials are available for this node
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The Troubleshooting section displays these menus and toolbar buttons for the selected object:

Menu or Toolbar Button

Description

Category

A grouping of related commands. The MWTM provides default categories
that you cannot modify. Additional categories are user-defined. You can
execute all commandsin acategory at once by using the Execute Category
button.

Note To define additional categories and create new commands within
categories, see Creating New Troubleshooting Categories and
Commands, page 3-22

Command

List of commands or tasks associated with the selected category. The
MWTM provides commands for default categoriesthat you cannot modify.
You can execute a selected command by using the Execute Command
button.

Execute Command

Executes the selected command only.

Note If you are using Microsoft Internet Explorer, the scroll bar may
change position.

Execute Category

Executes all commands in the selected category.

Note If you are using Microsoft Internet Explorer, the scroll bar may
change position.

Cancel Execution

Stops any execution process.

Save Output

Saves output on screen to afile.

Copy Output

Copies output on screen to the clipboard.

Print Output

Prints output on screen.

Clear Output

Clears al output from the screen.

Output Pane

Pane where command output appears.

Related Topics

e Configuring Login Credentials, page 3-19

e Troubleshooting IOS Commands on the Web, page D-4

¢ mwtm addcreds, page B-6

¢ mwtm tshootlog, page B-66

Viewing Recent Events

The Recent Eventstable displaysinformation about all recent events associated with the selected object.
You use the Recent Eventstable to perform event-rel ated tasks, such as setting filters and acknowledging

events.

To view the Recent Events section, within a view in the navigation tree, select an object, then click on
the Recent Events tab in the content area.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Example:

Viewing Recent Events 1l

To display the Recent Events section for anode, within aview, select anode in the navigation tree, then
click on the Recent Events tab in the content area.

Figure 8-4 Recent Events Table for a Node
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You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the table except Internal ID, Note, Message Name, Ack By,
Ack Time, Node, SP, Linkset, Link, SGMP, ASP, AS, ASPA, and Interface.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The Node Details: Recent Events table contains:

Toolbar Button or Column

Description

Set Filter

Opens the Event Filter dialog box.

Apply Filter
or
Remove Filter

Applies and removes the event filter specified in the Event Filter dialog
box. If:

You apply thefilter, the MWTM displaysonly those eventsthat pass
the filter.

You remove the filter, the MWTM displays all events.

You apply afilter in an object’s Recent Events tablein the MWTM
main window, the MWTM applies the filter to all Recent Events
tablesin the MWTM main window for all other network objects.
The MWTM does not apply the filter in Recent Events tablesin
Show In New window windows or Real-Time Data and Charts
windows.

[ oL-9118-03
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Toolbar Button or Column Description

Pause Pauses or resumes the table.

or When you pause the table, the MWTM does not display new eventsin

Resume thetable (unlessyou apply an event filter or edit your event preferences).
When you resume the table, the MWTM adds to the display all new
events since you paused the table.

If the MWTM deletes events while the tableis paused, the MWTM does
not remove them from the table. Instead, they are dimmed, and you
cannot acknowledge or edit them. The MWTM removes deleted events
from the table when you resume the table.

Acknowledge Makes the selected event or events acknowledged.

Unacknowledge Makes the selected event or events unacknowledged.

Event Properties Opens the Event Properties window.

Edit Notes Opens the Edit Event dialog box.

Time Difference Displays the difference in days, minutes, hours, and seconds between
two events.

Find Finds specific text in the event table.

Create Sound Filter Opens the Event Sound Filters dialog box and the Event Sound Filters
List dialog box, with fields populated based on the selected event.

Adjust Row Height Adjusts the table row height and wraps the message text. Click:

¢ Once to double the row height and wrap the message text.
e Again to triple the row height and wrap the message text.
e Again for single row height and no message text wrapping. Thisis
the default setting.
The MWTM automatically saves this setting with your preferences.

Help for Event Displays context-sensitive help for the selected event in a separate web
browser.

Internal 1D Internal 1D of the event. Theinternal ID isaunique ID for every object,
assigned by the MWTM for its own internal use. It can also be useful
when the TAC is debugging problems.

Ack Indicates whether the event is acknowledged. To:

¢ Acknowledge an unacknowledged event, click the Acknowledge
toolbar button.

e Make a previously acknowledged event unacknowledged, use the
Unacknowledge toolbar button.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Toolbar Button or Column Description

Category Type of the event. Default values are:

e Create—Creation of a seed file.

e Delete—Deletion of an object or file.

e Discover—Discovery beginning.

e Edit—Edit an object.

e |gnore—A user hasignored alink or linkset.
e Login—A user has logged in to the MWTM.

e LoginDisable—The MWTM has disabled a user’s User-Based
Access authentication as aresult of too many failed attempts to log
in.

e LoginFail—An attempt by auser tolog in to the MWTM hasfailed.
e L ogout—A user haslogged out of the MWTM.

e OverWrite—An existing file, such as a seed file or routefile, is
overwritten.

¢ Poll—Such as an SNMP poll.

e Purge—A user has requested Discovery with Delete Existing Data
selected, and the MWTM has deleted the existing MWTM database.

e Status—Status change message generated.
e Trap—SNMP trap message generated.

You can customizethisfield. See Changing Event Categories, page 9-33
for more information.

Severity Severity of the event.
Default values for nodes and interfaces are:

e Critical—The default color is red.

¢ Indeterminate—The default color is aqua.
e Informational—The default color is white.
e Major—The default color is orange.

e Minor—The default color isyellow.

¢ Normal—The default color is green.

e Warning—The default color is blue.
Default values for all other ITP objects are:

e Admin—The default color is cyan.

e Error—The default color is coral.

e None—The default color is white.

¢ Normal—The default color is light green.
e Warning—The default color is yellow.

You can customize thisfield. See Changing Event Severities and Colors,
page 9-35 for more information.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Toolbar Button or Column

Description

Original Severity

Severity of the event and when the event occurred.

Count Number of occurrences.
Note Indicates whether the event has an associated note.
Time Date and time the event was logged.
Change Time Date and time the event was last modified.
Change By User that changed this event.
Message Name User-specified message name for the event, used by the MWTM for trap
forwarding. The default message name is MWTM.
For more information about user-specified message names and trap
forwarding, see Forwarding Events as Traps to Other Hosts, page 9-40.
Ack By If:
e You have notimplemented MWTM User-Based Access, name of the
node that last acknowledged the event.
e You have implemented MWTM User-Based Access, name of the
user who last acknowledged the event.
¢ No one has acknowledged the event, this field is blank.
Ack Time Date and time the event was last acknowledged or unacknowledged.
Node Name of the node associated with the event. If the event has no
associated node, None appears.
Card Name of the card associated with the event. If the event has no
associated card, None appears.
SP (ITP only) Name of the signaling point associated with the event. If the event has

no associated signaling point, None appears.

Linkset (ITP only)

Name of the linkset associated with the event. If the event has no
associated linkset, None appears.

Link (ITP only)

Name of thelink associated with the event. | f the event has no associated
link, None appears.

SGMP (ITP only)

Name of the signaling gateway-mated pair associated with the event. If
the event has no associated signaling gateway-mated pair, None

appears.

ASP (ITP only)

Name of the application server process associated with the event. If the
event has no application server process, None appears.

AS (ITP only)

Name of the application server associated with the event. If the event has
no associated application server, None appears.

ASPA (ITP only)

Name of the application server process association associated with the
event. If the event has no associated application server process
association, None appears.

Interface Name of the interface associated with the event. If the event has no
associated interface, None appears.
Message Text of the message.

You can customize thisfield. See Changing the Way the MWTM
Processes Events, page 9-27 for more information.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Using ITP Provisioning

Using ITP Provisioning

Using MWTM provisioning through the MWTM Web interface, you can:

¢ Add, delete or modify ITP:
— Linksets
— Links, including SCTP, MTP2, HSMTP2 and HSL links
— Application servers, including m3ua and sua types
— Application server processes, including m3ua and sua types
— Local peer objects
- ma3uaobjects
- suaobjects
— Channelized serial interfaces (under T1/ E1 controllers)

e Modify ITP:

— Physical serial interfaces
— Physical T1/ E1 controllers
— Physical ATM interfaces
- Physical Ethernet, FastEthernet, or GigabitEthernet interfaces

N

Note If you have implemented MWTM User-Based Access, this option is available to users with
authentication level Network Operator (level 3) and higher.

This section contains:
e Prerequisitesfor Using ITP Provisioning, page 8-49
e Using the Provisioning Wizard, page 8-50

Prerequisites for Using ITP Provisioning

Before you can provision an I TP object, you must set up:
e OnthelTP:
— Basic IP connectivity
— SNMP community strings
— Credentials
— Telnet or SSH access allowed
- Basic signaling points configured
e MWTM must be able to successfully:
— Discover the ITP
— Retrieve running configuration from the ITP

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Setting Up the MWTM to Retrieve Running Configuration from the ITP

Before you can use the MWTM to provision | TP nodes, you must set up the MWTM to retrieve the
running configuration from the ITP.

The MWTM inventory has two types of attributes:
e Monitor attributes—Attributes obtained from SNMP polling and/or status monitoring
¢ Configuration attributes—Attributes obtained from 10S running configuration.
Setting up the MWTM to retrieve running configuration is a two-step process. You must:
1. Supply credentials for the target node(s). For details, see Configuring Login Credentials, page 3-19.

2. Ensure that the MWTM is getting the |OS running configuration successfully from the ITP. There
are two approaches you can use:

— Automatic configuration synchronization—Thisis the default option. You can verify that the
option in the System.properties file—look for the AUTO_SYNC_CONFIG field, which should
be set to true. If you enable this option, the MWTM automatically retrieves the running
configuration from the I TP after the MWTM processes a provisioning operation (from the GUI
or NBAPI). During every status poll, the MWTM checks whether the running configuration has
changed on the ITP. If the configuration has changed, the MWTM retrieves it.

- Manual configuration synchronization—In certain situations, you may choose to turn off
automatic configuration synchronization and manage configuration synchronization manually.
You can request manual configuration synchronization using the NBAPI or the CL1. For details,
see the OSS Integration Guide for the Cisco Maobile Wireless Transport Manager 6.0.

Using the Provisioning Wizard

N

Note

Step 1
Step 2

At varying stages within the wizard, you can click Next to continue, Previous to go back, Cancel to exit
the wizard without saving changes, Refresh to reload the current window, or Submit to complete the
provisioning.

To start provisioning by using the MWTM provisioning wizard:

Open the MWTM web interface (for details, see Accessing the MWTM Web Interface, page 11-1).

Within aview in the navigation tree, select arelevant I TP object, then click on the Provision tab in the
right pane.
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Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Using ITP Provisioning

Figure 8-5 Provision Tab
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Select a Provision Choice and click Submit. The MWTM provisioning wizard appears.
There are three possible wizard stages: Basic, Features, and Summary.

~

Note If you do not initiate activity on an active wizard screen, your session will time out after 60
seconds, and the MWTM returns to the Provision Choices window.

Enter the relevant information at the Basic stage and click Next to continue.

(Optional) Make your selections at the Features stage. Notice that as you enable features, they appear
within the Wizard Steps pane under Features. Click Next to continue.

(Optional) If you have added features, you can choose to configure aspects of each feature. Click Next
to continue, or click the wizard stage in the left pane to jump between stages.

The Summary stage appears, showing which |OS commands the MWTM will send to the ITP. You can
optionally check the box Writeto | OS startup-config, which saves your configuration changes
permanently to the startup configuration on the ITP. This process can take time.

Click Submit to send the provisioning to the ITP.

The provisioning wizard provides colored status balls within the Wizard Steps pane, which indicate:
¢ White—The stage you are in currently
¢ Red—A problem in the stage
* Yellow—Stageis not yet configured
e Green—Stage is configured successfully

[ oL-9118-03
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Viewing Data for Nodes

¢ Viewing the Syslog, page 8-52

¢ Viewing CPU Utilization, page 8-53

e Viewing Trap Settings, page 8-55

e Viewing ITP MTP3 Errors, page 8-58

e Viewing ITP MSU Rates, page 8-59

¢ Viewing ITP Non-Stop Operation, page 8-60

e Editing SNMP IP Addresses for a Node, page 8-68

¢ Polling aNode, page 8-70

¢ Allowing and Disallowing Trap Processing for a Node, page 8-73
~

Note  To view node software versions, see Displaying Software Versions, page 11-28.

Viewing the Syslog

The Syslog section displays all messages in the system log for the selected node.
~

Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need to refer to it.

To view the Syslog section, within aview in the navigation tree, select a node, then click on the Syslog
tab in the content area.

Figure 8-6 Syslog Tab
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Viewing CPU Utilization

~

Note

Viewing Data for Nodes

The Syslog section displays these columns for the selected node:

Column

Description

Poll Interval

Poll interval used to collect data for the table.

Last Poll

Time the last poll was run.

Thisfield initially displays the description ro11ing node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.

Timestamp

Date and time of the syslog message from the node.

Severity

Severity of the syslog message. Possible values are:
¢ Alert—Conditions that require immediate action.
e Critical—Ciritical conditions.
e Debug—Debug conditions, log FTP commands, and WWW URLSs.
¢ Emergency—System unusable conditions.
e Error—Error conditions.
¢ Info—Information conditions.
¢ Notice—Normal but significant conditions.
e Warning—Warning conditions.

Facility

Name of the facility that generated the syslog message, such as SYS, SNMP,
CS7MTPS3, or CS7PING.

Name

Short text identifier for the message type. A facility name in conjunction with a
message name uniquely identifies a syslog message type.

Message

Text of the syslog message.

The CPU Utilization section displays a summary of CPU utilization for all CPUs on a node, and CPU
utilization per process for each CPU.

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
window when you no longer need to refer to it.

To view the CPU Utilization section, within a view in the navigation tree, select a node, then click on

the CPU Utilization tab in the content area.

[ oL-9118-03
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Figure 8-7 CPU Utilization Tab
Trap Settings rﬁ MTP3 Errors @ MSU Rates @ NMon-Stop Operation |
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CPU 1 of W5-XE582-2PA 0 0 1]
CPU 0 of YWS-XE582-2PA 0 0 0 2
CPU 0 ofW5-X6582-2PA 1} 0 ] =
CPU 1 ofWS-X6582-2FA 0 0 1] b
The CPU Utilization section contains:
e Summary Table, page 8-54
e Slot/CPU Tables, page 8-55
)
Note = The CPU Utilization paneis not available if the nodeisin Discovery, Polling, Unknown, or Unmanaged
status.
Summary Table

The Summary table displays an overview of all slots and CPUs within the selected node.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the Summary table except Slot.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Summary table contains:

Field or Column

Description

Poll Interval Poll interval used to collect data for the table.

Last Poll Time the last poll was run.
Thisfield initially displays the description ro11ing node. After the first
polling cycle, the MWTM popul ates this field with the actual time of the last
poll.

Slot Slot nhumber on node.

CPU Slot number (if known) and CPU number.

CPU Description

Type of CPU.

5 Sec %

Average CPU utilization over afive second interval.

1Min%

Average CPU utilization over a one minute interval.

5Min %

Average CPU utilization over afive minute interval.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Slot/CPU Tables
The Slot/CPU tables display details for the named slot and CPU (specified in the tab) within the selected
node. If only asingle CPU exists, one CPU number appears instead of the slot and CPU.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
Each Slot/CPU table contains:
Field or Column Description
Poll Interval Poll interval used to collect datafor the table.
Last Poll Time the last poll was run.
Thisfield initially displays the description ro11ing node. After the first
polling cycle, the MWTM populatesthisfield with the actual time of the last
poll.
PID Process identifier.
Name Name of the process.
Time Total time since the process was created.
Total CPU time the process has used.
Times Number of times the process was invoked.
Average Average CPU time for each process invocation.
5 Sec % Average CPU utilization percentage for the node over the last 5 seconds.
1Min% Average CPU utilization percentage for the node over the last minute.
5Min % Average CPU utilization percentage for the node over the last 5 minutes.
Priority Process queue priority. Possible values are:
e Low
e Normal
e High
e Critical
Viewing Trap Settings
The Trap Settings section displays al trap settings for the selected node, as well as all hosts and port
numbers to which the node sends traps.
If you have implemented MWTM User-Based Access, this option is available to users with
authentication level 5 (System Administrator).
>
Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need to refer to it.
To view the Trap Settings section, within a view in the navigation tree, select a node, then click on the
Trap Settings tab in the content area.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 8-8
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MLFR. Load Table @ Enabled

IP Address Fort Trap Wersion Community String
17218126217 44750 e sgm40
17218101182 162 2c sam40
172.18.12.15 162 2c sam40
172.18.8.41 162 1 jon o
17218.175.28 162 s sS40 =
17218.146.150 162 2c sgm40 o

The Trap Settings section displays these columns for the selected node:

Column

Description

Poll Interval

Poll interval used to collect data for the table.

Last Poll

Time the last poll was run.

Thisfield initially displays the description po11ing node. After the first
polling cycle, the MWTM populates this field with the actual time of the last
poll.

Release 2 Trap
Settings (ITP only)

Indicates whether these ITP release 12.2(4)M B4 trap settings are enabled:
e SCTP Remote Address Change
¢ Linkset State Change
¢ Link State Change
¢ Link Congestion State Change
¢ Link Receive Utilization Change
e Link Send Utilization Change
¢ Route State Change
e GTT MAP State Change
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Column

Description

Release 3 Trap
Settings (ITP only)

Indicates whether these ITP release 12.2(4)MB5 through 12.2(4)MB9atrap
settings are enabled:

e ASP State Change
e AS State Change
¢ SGMP State Change

This column might not be visible if the ITP does not support I TP release
12.2(4)MBS5 through 12.2(4)MB9a traps.

Release 4 Trap
Settings (ITP only)

Indicates whether these I TP release 12.2(4)MB10 through 12.2(20)SW trap
settings are enabled:

e Linkset State Change

e Link State Change

e Link Congestion State Change
¢ Link Receive Utilization Change
¢ Link Send Utilization Change

¢ Route Destination State Change
¢ Route Mgmt. State Change

¢ Route Table Load

e GTT MAP State Change

e GTT Table Load

¢ ASP Congestion Change

¢ SNMP Congestion Change

This column might not be visible if the ITP does not support I TP release
12.2(4)MB10 through 12.2(20)SW traps.

Release 6 Trap
Settings (ITP only)

Indicates whether the following I TP release 12.2(25)SW3 trap setting is
enabled:

e MLR Load Table

This column might not be visible if the ITP does not support I TP release
12.2(25)SW3 traps.

RAN Trap Settings
(RAN-O only)

Trap settings for the node. These settings include:
¢ GSM State Change
e UMTS State Change

Local IP Address

IP address of alocal host to which the node sends traps.

Port

Port to which the node sends traps.

Trap Version

Trap version sent to this IP address and port.

Community String

SNMP community name used by the node for read access to the information
maintained by the SNMP agent on the node.
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Viewing ITP MTP3 Errors

The ITP MTP3 Errors table displays all MTP3 error information for the selected I TP node.

If you have implemented MWTM User-Based Access, this option is available to users with
authentication level System Administrator (level 5).

Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need to refer to it.

To view the MTP3 Errors section, within aview in the navigation tree, select an I TP node, then click on
the MTP3 Errors tab in the content area.

Figure 8-9 MTP3 Errors Tab

CPU Utilization @Trap Settings MSU Rates @ Non-Stop Dperation |
Status Contributors |/ Details Motes Troubleshooting |/ Recent Events r@ Syslog |

Reset Counters| poll Counter Mode Since Reboot at Dec 08 08:25:42 AM Poll Interval 01 Min 00 Sec Last Poll Dec 14 08:50:37 AM
Errar Description

ACL send linkset match

AS notfound for routing Contesxt

Cenied

Detected looping packet

Failure inzerting M3UA headers in message
Failure to locate active ASP

HMRT event overflow

Incorrect HO value in SLTC message
|Incorrect H1 value in SLTC message
|Incorrect Metwork Indicator received in packet
|Incorrect SCTF link status

[Incorrect SCTP stream number
Incorrect link type

|Inc0rrectpeerpr0t0c0l

Invalid packet size(MSL size exceeded)

Link event discardediverification failed)
Local Point-code not defined

MTP3 Management process not started
hulti-laver Routing abort

Ma lhstance
blm linle

The MTP3 Errors section displays these columns for the selected node:

olooolololo|loo|olololololoo|lolo|o|o(o

210462

Column Description

Reset Counters Opens the MWTM Reset Counters dialog box, which you use to change
MWTM poller and counter settings. For more information, see Changing
Real-Time Poller and Counter Settings, page 5-20.

Poll Counter Mode Displaysthe current mode for poll counters, and the date and time that counters
were |ast reset. Possible modes are:

¢ Since Reboot—Counters display values aggregated since the last reboot
of the ITP, or since ITP last reset the counters.

¢ Since Last Poll—Counters display values aggregated since the last poll.

e Since User Reset—Countersdisplay values aggregated since the last time
they were reset by the user.

Poll Interval Poll interval used to collect data for the table.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Last Poll Time the last poll was run.
Thisfield initially displays the description po11ing node. After the first
polling cycle, the MWTM populates this field with the actual time of the last
poll.

Count Number of times the indicated MTP3 error type was detected.

Error Description

Description of the MTP3 error type.

Viewing ITP MSU Rates

The ITP MSU Rates table displays al MSU rate information in charts for the selected I TP node.

N

Note

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
window when you no longer need to refer to it.

To view the MSU Rates section, within aview in the navigation tree, select an I TP node, then click on
the MSU Rates tab in the content area.

Figure 8-10 MSU Rates Tab

ﬁ CPU Utilization rﬁTrap Settings rﬁ MTP3 Errors rﬁ MSU Rates rﬁ Mon-Stop Dperation |
Status Contributors r Details r MNotes r Trouhleshooting r Recent Events rﬁ Syslog |
Change Poller | pall Interval 00 Mins 05 Secs Last Poll Dec 14 09:02:18 &M
(Summary | @0/0 [@2/0 (@470 |
Sent MSU Processing Rate
@
I
20
w
o
@
=0 — Total
—0ro
20 —2i0
o
@ — 470
> Mo Data
B .0 CPU Thrashold
= Crossed
]
092:01:00 02:01:10 02:01:20 09:01:20 02:01:40 092:041:50 09:02:00 09:02:10 09:02:20
Time
T
Received MSU Processing Rate
o
o 30
20
3
2 10
" — Total
25 —oro
E —2i0
o
o 25 — 470
=0 Mo Data
15
3 0 CPU Threshold
= Crossed
5
a
08:01:00 09:01:10 09:01:20 08:01:20 08:01:40 08:041:50 08:02:00 09:02:10 09:02:20 8
Time §
I

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter8  Understanding Detailed Object Functions |

I Viewing Data for Nodes

Right-click Menu

The MSU Rates tab contains a Summary sub-tab, showing totals for all MSU rates. Each additional
sub-tab shows M SU rates for a specific CPU (for example, 0/0 shows CPU 0 located in slot 0). The status
ball on the sub-tab indicates the current threshold level of the CPU.

GUI Elements Description
Change Poller Button that opens the Poller Settings dialog box. See Change Poller, page 8-125.
Poll Interval Label that shows the current poll interval in seconds.
Last Poll Time the last poll was run.
Thisfield initially displays the description ro11ing node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.
MSUs/ sec Y-axis label that displays traffic rate in M SUs per second.
Time X-axis label that displays areal-time scale.
Legend I dentifies the data series currently showing in the chart.

¢ No Data—Datais not available. A vertical bar appears in the chart.

e CPU Threshold Crossed—One or more CPUs have crossed a processing
threshold.

A right-click context menu provides options to modify how the chart appears:

Menu options Description

Hide > field Hides the currently shown data series.

Show > field Shows the currently shown data series.

Reset Zoom If you have zoomed into a specific area of the chart, resets the zoom.
Note To zoom into a specific area of the chart, use the left mouse button to drag

a box around the area.

Grid On Displays a grid on the chart.

Grid Off Removes the grid from the chart.

Shapes On Displaysindividual data points as shapes on the MSU rate lines and the chart
legend.

Shapes Off Removes shapes from the MSU rate lines and the chart legend.

Viewing ITP Non-Stop Operation

8-60

Note

Non-Stop Operation (NSO) is an implementation of redundant data elements and software functionality
that enables networks to approach 99.999% availability. The ITP Non-Stop Operation table displays
detailed information about all NSO settings associated with the selected node.

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
window when you no longer need to refer to it.
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To view the Non-Stop Operation section, within a view in the navigation tree, select an ITP node, then
click on the Non-Stop Operation tab in the content area. This tab appears only for Cisco 7500 and

Cisco 7600 nodes.

Figure 8-11

Non-Stop Operation Tab

ﬁ CPU Utilization @Trap Settings rﬁ MTP3 Errors rﬁ MSU Rates rﬁ Non-Stop Dperation |
Troubleshooting

Status Contributors

r Details

r Notes r

Recent Events

|/ ﬁ Syslog

Poll Interval 01 Min 00 Sec Last Poll Dec 14 09:04:24 AM

Configuration

Split Mode

Keepalive Threshald
Keepalive Threshold Min
Keepalive Threshold Max
Keepalive Timer (msecs)
Keepalive Time Min {msecs)
Keepalive Time Max {msecs)
Motification Timer {msecs)
Motification Timer Min {msecs)
Motification Timer Max {msecs)
RF Motification

Maintenance Mode

Disabled
7

Z

9

4000
200
Q000
30000
S000
30000
Enabled
Disabled

Current Status

Unit Id

Unit State

Peer Unit Id

Peer Unit State

Primary Maode

Duplex Mode

Manual Switch Inhibit
Last Switchover Reason
Total System Up Time
Last Failover Time
Standby Awvailable At Time

[»

z

Active

3

Standby Hot

Secondary

Duplex

Enabled

UserForced

Dec 6, 2006 §:53:20 AM
Dec B, 2006 1:32:54 PM
Dec 6, 2006 1:39:52 PM

Redundancy Mode Capabili
Redundancy Made Hot Standby Redundant Y AN
Capablility Mode Description
Redundancy Mode Descr sso i EEaEE sirnplex
Oper Redundancy Mode Hot Standby Redundant Cold Standby Redundant hsa
- Warm Standby Redundant rr-plus
History Hat Standby Redundant 550
Cold Starts 359
Available Standby Time 7 Days, 23 Hours 53 Mins 56 Secs
Switchover History
Index Prev. Id Curr. Id Reason Time ||
1 2 3 UserForced Cec 6, 2006 1:08:19 PM
z 3 2 UserForced Dec 6, 2006 1:16:42 P
|

The Non-Stop Operation table displays these columns for the selected node:

210454

Column Description
Poll Interval Poll interval used to collect data for the table.
Last Poll Time the last poll was run.

Thisfield initially displaysthe description po11ing node. After the
first polling cycle, the MWTM popul ates this field with the actual
time of the last poll.
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Column

Description

Configuration: Split Mode

Indicates whether redundant units can communicate
synchronization messages with each other:

e Enabled—Communication is not permitted. The active unit
does not communicate with the standby unit, and the standby
unit progression does not occur. Thismode can be useful during
maintenance.

e Disabled—Communication is permitted. The active unit
communicates with the standby unit, and the standby unit is
reset to recover.

Configuration;
Keepalive Threshold

On platformsthat support keepalives, thisfield indicatesthe number
of lost keepalives allowed before afailure occurs. If afailure occurs,
a Switch of Activity (SWACT) notification switches the active unit
to standby status, and vice versa.

On platforms that do not support keepalives, this field has no
meaning.

Configuration:
Keepalive Threshold Min

Minimum acceptable value for the Keepalive Threshold.

Configuration:
Keepalive Threshold Max

Maximum acceptable value for the Keepalive Threshold.

Configuration; Keepalive Timer
(msecs)

On platforms that support keepalives, this timer guards against lost
keepalives. If the RF subsystem does not receive a keepalive before
thistimer expires, a SWACT notification switches the active unit to
standby status, and vice versa.

On platforms that do not support keepalives, this field has no
meaning.

Configuration;
Keepalive Time Min (msecs)

Minimum acceptable value for the Keepalive Timer.

Configuration:
Keepalive Time Max (msecs)

Maximum acceptable value for the Keepalive Timer.

Configuration:
Notification Timer (msecs)

RF notification timer. As the standby unit progresses to the Hot
Standby state, the active unit sends asynchronous messages to the
standby unit, which then sends an acknowledgment back to the
active unit. If the active unit:

¢ Receives the acknowledgement before this timer expires, the
standby unit progresses normally.

¢ Does not receive a acknowledgement before this timer expires,
aSWACT notification switchesthe active unit to standby status,
and vice versa.

Configuration:
Notification Timer Min (msecs)

Minimum acceptable value for the Notification Timer.

Configuration:
Notification Timer Max (msecs)

Maximum acceptable value for the Notification Timer.

Configuration: RF Notification

Indicates whether RF system notification is enabled or disabled.
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Column

Description

Configuration:
Maintenance Mode

Indicates whether the redundant system is in maintenance mode;

Enabled—The redundant system isin maintenance mode. The
active unit does not communicate with the standby unit, and the
standby unit progression does not occur.

Disabled—The redundant system isin normal operation mode,
not maintenance mode. The active unit communicates with the
standby unit, and the standby unit is reset to recover.

Configuration;
Redundancy Mode

Redundancy mode configured on this system. Possible values are:

Cold Standby Redundant—This system is configured for
redundancy, but the redundant peer unit is not fully initialized
and cannot retain established calls.

Dynamic L oad Share NonRedundant—This system is not
configured for redundancy, but it is load-sharing. The
load-sharing is based on the operational load (that is, it is based
on the number of calls, or some other factor).

Static Load Share Redundant—This system is configured for
redundancy, and it isload-sharing. Theload-sharing is based on
the operational load.

NonRedundant—This system is not configured for
redundancy, and it is not load-sharing.

Static Load Share NonRedundant—This system is not
configured for redundancy, but it is load-sharing. The
load-sharing is not based on the operational load.

Static L oad Share Redundant—This system is configured for
redundancy, and it is |oad-sharing. The load-sharing is not
based on the operational load.

Warm Standby Redundant—This system is configured for
redundancy, and the redundant peer unit can immediately
handle new calls, but it cannot retain established calls.

Hot Standby Redundant—This system is configured for
redundancy, the redundant peer unit can immediately handle
new calls, and it can instantaneously retain established calls.

Configuration:
Redundancy Mode Descr

Additional clarification or description of the Redundancy Mode.

Configuration:
Oper Redundancy Mode

Operational redundancy mode of this unit. Possible values are;

Cold Standby Redundant—This unit is configured for
redundancy, but the redundant peer unit is not fully initialized
and cannot retain established calls.

Dynamic Load Share NonRedundant—This unit is not
configured for redundancy, but it is load-sharing. The
load-sharing is based on the operational load (that is, it is based
on the number of calls, or some other factor).

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter8  Understanding Detailed Object Functions |

I Viewing Data for Nodes

8-64

Column

Description

Configuration:
Oper Redundancy Mode

(continued)

Static Load Share Redundant—This unit is configured for
redundancy, and it isload-sharing. Theload-sharing is based on
the operational load.

NonRedundant—This unit is not configured for redundancy,
and it is not load-sharing.

Static Load Share NonRedundant—This unit is not
configured for redundancy, but it is load-sharing. The
load-sharing is not based on the operational load.

Static Load Share Redundant—This unit is configured for
redundancy, and it is load-sharing. The load-sharing is not
based on the operational load.

Warm Standby Redundant—This unit is configured for
redundancy, and the redundant peer unit can immediately
handle new calls, but it cannot retain established calls.

Hot Standby Redundant—This unit is configured for
redundancy, the redundant peer unit can immediately handle
new calls, and it can instantaneously retain established calls.

History: Cold Starts

Number of system cold starts, including automatic and manual
SWACTS, since the last system initialization.

History: Available Standby Time

Cumulative timethat a standby redundant unit is available since the
last system initialization.

Current Status: Unit ID

Unique identifier for this redundant unit.

Current Status: Unit State

Current RF status for this unit. Possible values are:

Active—Active and is processing calls.
Active Drain—Performing client cleanup.

Active Extra L oad—Active and is processing calls for all
feature boards in the system.

Active Fast—Performing call maintenance during a SWACT
notification.

Active Handback—Active, is processing calls, and is handing
off some resources to the other RF unit.

Active Preconfiguration—Active but has not yet read its
configuration.

Active Postconfiguration—Active and is processing its
configuration.
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Column Description
Current Status: Unit State e Disabled—REF is not currently operating on this unit.
(continued) ¢ Hot Standby—Ready to become the active unit.

I nitialization—Establishing necessary system services.
Negotiation—Discovering and negotiating with its peer unit.
Cold Standby—Running the client RF notification.

Cold Standby Bulk—Synchronizing its client data with the
peer (active) unit.

Cold Standby Configuring—Synchronizing its configuration
with the peer (active) unit.

Cold Standby File System—Synchronizing its file system
with the “V unit”.

Unknown—The current RF state of this unit is not known.

Current Status: Peer Unit ID

Unique identifier for the peer redundant unit.

Current Status: Peer Unit State

Current RF status for this unit’s peer unit. Possible values are:

Active—Active and is processing calls.
Active Drain—Performing client cleanup.

Active Extra L oad—Active and is processing calls for all
feature boards in the system.

Active Fast—Performing call maintenance during a SWACT
notification.

Active Handback—Active, is processing calls, and is handing
off some resources to the other RF unit.

Active Preconfiguration—Active but has not yet read its
configuration.

Active Postconfiguration—Active and is processing its
configuration.

Disabled—RF is not currently operating on the peer unit.
Hot Standby—Ready to become the active unit.

I nitialization—Establishing necessary system services.
Negotiation—Discovering and negotiating with this unit.
Cold Standby—Running the client RF notification.

Cold Standby Bulk—Synchronizing its client data with this
(active) unit.

Cold Standby Configuring—Synchronizing its configuration
with this (active) unit.

Cold Standby File System—Synchronizing its file system
with this (active) unit.

Unknown—The current RF state of the peer unit is not known.

[ oL-9118-03
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Column

Description

Current Status: Primary Mode

Indicates whether this unit is the primary or secondary.

The primary unit has a higher priority than the secondary unit. In a
race situation (for example, duringinitialization), or in any situation
in which the units cannot successfully negotiate activity between
themselves, the primary unit becomes the active unit and the
secondary unit becomes the standby unit. Only one redundant unit
can be the primary unit at any given time.

Current Status: Duplex Mode

Indicates whether the peer unit is detected:
¢ Duplex—Detected.
e Simplex—Not detected.

Current Status:
Manual Switch Inhibit

Indicates whether a manual Switch of Activity (SWACT) is
allowed:

e Enabled—Not allowed.
e Disabled—Allowed.

Current Status:
Last Switchover Reason

Reason for the last Switch of Activity (SWACT). Possible values
are:

e Active Unit Failed—A failure of the active unit triggered an
automatic SWACT.

e Active Unit Removed—The removal of the active unit
triggered an automatic SWACT.

e None—No SWACT has occurred.
e Unknown—The reason for the last SWACT is not known.

e Unsupported—The reason code for the last SWACT is not
supported.

e User Forced—A user forced a manual SWACT, ignoring
preconditions, warnings, and safety checks.

e User Initiated—A user initiated a safe, manual SWACT.

Current Status: Total System Up
Time

Date and time when this node was up.

Current Status: Last
Failover Time

Date and time when the primary redundant unit became the active
unit. If no failover has occurred, thisfield displaysNo Failover
Has Occurred.

Current Status:
Standby Available At Time

Date and time when the peer redundant unit entered the Hot Standby
state. If afailover occurs, this fields displays system
Initialization for abrief period until the system is back up.
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Column

Description

Redundancy Mode Capability:

Capability Mode and
Description

List of redundancy modes that the unit can support. Possible values
are:

e Cold Standby Redundant—This unit is configured for
redundancy, but the redundant peer unit is not fully initialized
and cannot retain established calls.

e Dynamic Load Share NonRedundant—This unit is not
configured for redundancy, but it is load-sharing. The
load-sharing is based on the operational load (that is, it is based
on the number of calls, or some other factor).

e Static Load Share Redundant—This unit is configured for
redundancy, and it isload-sharing. The load-sharing isbased on
the operational load.

¢ NonRedundant—Redundancy is not configured on this unit,
and it is not load-sharing.

e Static Load Share NonRedundant—This unit is not
configured for redundancy, but it is load-sharing. The
load-sharing is not based on the operational load.

e Static Load Share Redundant—This unit is configured for
redundancy, and it is load-sharing. The load-sharing is not
based on the operational load.

e Warm Standby Redundant—This unit is configured for
redundancy, and the redundant peer unit can immediately
handle new calls, but it cannot retain established calls.

e Hot Standby Redundant—This unit is configured for
redundancy, the redundant peer unit can immediately handle
new calls, and it can instantaneously retain established calls.

The Description column contains additional clarification or
description of the Capability Mode.

Switchover History: Index

Number identifying the entry in the Switchover History table.

Switchover History: Prev. ID

Unit ID of the active unit that failed or was removed.

Switchover History: Curr. ID

Unit ID of the standby unit that became the new active unit.

Switchover History: Reason

Reason for the SWACT. Possible values are:

e Active Unit Failed—A failure of the active unit triggered an
automatic SWACT.

e Active Unit Removed—The removal of the active unit
triggered an automatic SWACT.

¢ None—No SWACT has occurred.
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Switchover History: Reason e Unknown—The reason for the last SWACT is not known.

(continued) e Unsupported—The reason code for the last SWACT is not
supported.

e User Forced—A user forced a manual SWACT, ignoring
preconditions, warnings, and safety checks.

e User Initiated—A user initiated a safe, manual SWACT.
Switchover History: Time Date and time that the SWACT occurred.

Editing SNMP IP Addresses for a Node

You use the MWTM to determine which | P addresses to use for SNMP polling.

To edit anode’s SNMP | P addresses, right-click anode in awindow, choose Edit > SNM P | P Addresses
in the right-click menu. The MWTM displays the Edit SNMP IP Addresses dialog box.

Figure 8-12 Edit SNMP IP Addresses Dialog

SHNMP Address Settings
Available IP Addresses IP Addresses for SNMP
172.18.156.124

Raise Priority

Lower Priority

=

210465
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The Edit SNMP |P Addresses dialog box contains:

Field or Button Description

Available IP List of all IP addresses associated with this node that users could not or do not want
Addresses the MWTM to usefor SNMP polling. The MWTM does not send SNMP queriesto
IP addresses in this list.

This option appears only for ITP or RAN-O nodes.
IP Addresses for |List of all IPaddressesassociated with thisnodethat the MWTM can usefor SNMP
SNMP polling:

¢ By default, the MWTM places all discovered |P addressesin thislist, in the
order in which they are discovered. The MWTM uses the |P address at the top
of the list as the primary SNMP address for the node.

During SNMP polling of the node (status polling and demand polling), the
MWTM first triesthe primary SNMP address. If the primary is unavailable, the
MWTM tries the other P addresses, one-by-one, in descending order.

e To assign anew primary SNMP address, or to change the order of the
secondary |P addresses, click the Raise Priority and L ower Priority buttons
to move the IP addresses up and down in the list.

¢ You can also select |P addresses that you do not want the MWTM to use for
SNMP polling. This feature is useful, for example, to separate management
traffic from SM S traffic. To remove an | P address from thelist, click Remove.
The MWTM removes the | P address from the | P Addresses for SNMP list,
placesit in the Available |P Addresses list, and no longer usesit for SNMP
polling.
To enable an 1P address for SNMP polling again, select the address in the
Available IPAddresses|list and click Add. The IP address moves back into the
IP Addresses for SNMP list and is again available for SNMP polling.

If you remove all IP addresses from the IP Addresses for SNMP list, you
remove the node from the network, and the MWTM automatically labels the
node Unmanaged in all MWTM windows.

When you click Save, all MWTM windows are updated automatically to reflect the
changes.

This option appears only for ITP or RAN-O nodes.

Add Enables one or more selected | P addresses for SNMP polling. All selected
IP addresses in the Available IP Addresses list are moved to the |P Addresses for
SNMP list where the MWTM uses them again for SNMP polling.

Remove Disables one or more selected | P addresses for SNMP polling. All selected
IP addresses in the IP Addresses for SNMP list are moved to the Available
IP Addresses list, and are no longer used by the MWTM for SNMP polling.

Raise Priority Moves the selected | P addresses up in the IP Addresses for SNMP list. If you move
an IP address to the top of the list, the MWTM uses that 1P address as the new
primary SNMP address for the node.

Lower Priority Moves the selected | P addresses down in the |P Addresses for SNMP list. If you
remove an |P address from the top of thelist, the MWTM no longer uses that |P
address as the primary SNMP address for the node.
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Field or Button Description

Save Saves changes that you made to the node information and exits the dial og box.

When you are satisfied with your changes, click Save. The MWTM saves your
changes and updates all MWTM windows to reflect your changes.

Cancel Exits the dialog box without saving any changes.
At any time, you can click Cancel to exit the dialog box without saving any
changes.

Help Displays online help for the dialog box.

Polling a Node

The MWTM automatically polls nodes at specified intervals. However, you can also request an
immediate poll for anode. This section describes:

¢ Polling from the Discovery Dialog, page 8-70
¢ Performing a Normal Poll, page 8-71
¢ Performing a Clean Poll, page 8-72

Polling from the Discovery Dialog

Step 1

Step 2

Step 3

Step 4

To poll a node from the Discovery dialog box:

Choose Networ k > Networ k Discovery from the MWTM main menu.
The MWTM displays the Discovery dialog box (Figure 4-1).
Select the Discovery tab.

The MWTM displays the Discovery pane (Figure 4-5). The Discovered Nodes section of the Discovery
pane lists all discovered nodes (all nodes, including new and excluded nodes, not just the nodes in the
current view).

Select one or more nodes.

~

Note  You cannot poll a node with a Primary SNMP Address of N/A. If you select a node with a
Primary SNMP Address of N/A, then the Poll Node button is dimmed and cannot be selected.
If you select more than one node, and even one of them has a Primary SNMP Address of N/A,
then the Poll Node button is dimmed and cannot be clicked.

Click Poll Node.

The MWTM begins a poll of the selected nodes. During polling, the Poll Node button is dimmed, the
Selected nodes are being polled Message appears at the bottom of the Discovery dialog box, and
individual nodes might display the polling status.

~

Note If the node has only one IP address for the MWTM to poll, and the poll fails or times out, the
MWTM issues an error message. If the node has more than one | P address for the MWTM to
poll, and the polls of one or more I P addresses fail or time out, the MWTM issues warning
messages. If all polls fail or time out, the MWTM issues an error message.
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When the selected nodes are being polled message disappearsand no nodesarein polling status,
polling iscomplete. The MWTM databaseimmediately reflects any new or changed datafor the selected

nodes.

Performing a Normal Poll

Step 1
Step 2
Step 3

Step 1
Step 2
Step 3

Step 1
Step 2
Step 3

A normal poll retains all objects associated with polled nodes, even objects that have been deleted and

are therefore in Unknown status.

To poll one or more nodes, retaining all associated componentsinthe MWTM database, use one of these

procedures:

From a View in the Main Window

Select aview in the navigation tree.

Select one or more nodes in the navigation tree.
Choose Network > Poll Nodes > Normal Poll.
The MWTM polls all selected objects.

From Summary Lists

Click Nodes under Summary Lists in the navigation tree.

Select a node or adjacent node in the node table in the right pane.
Choose Networ k > Poll Nodes > Normal Poll.

The MWTM polls that node.

From Rick-click Menu in a View

Select aview in the navigation tree.

Right-click a node in the navigation tree.

Choose Poll Node > Normal Poll from the right-click menu.
The MWTM polls the node.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Performing a Clean Poll

A clean poll removes all network objects from the node at the completion of the poll.

To poll one or more nodes, removing and then rediscovering all associated components, use one of these
procedures:

From a View in the Main Window

Step1  Select aview in the navigation tree.

Step2  Select one or more nodes in the navigation tree.

Step3  Choose Network > Poll Nodes > Clean Poll.
The MWTM polls all selected nodes.

From Summary Lists

Step1  Click Nodes under Summary Lists in the navigation tree.
Step2  Select anode or adjacent node in the node table in the right pane.
Step3  Choose Network > Poll Nodes > Clean Poll.

The MWTM polls that node.

From Rick-click Menu in a View

Step1  Select aview in the navigation tree.

Step2  Right-click a node in the navigation tree.

Step3  Choose Poll Node > Clean Poll from the right-click menu.
The MWTM polls the node.

Clean Node for ITP Objects

Step1  Select aview in the navigation tree.

Step2  Select an application server, application server process, link, or linkset in the navigation tree or in the
Summary Lists tables.

Step3  Choose Network > Poll Nodes > Clean Pall.
The MWTM polls all ITP nodes and adjacent nodes associated with the object.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter8

Understanding Detailed Object Functions

Viewing Real-Time Data for an Object 1l

Allowing and Disallowing Trap Processing for a Node

Note

By default, the MWTM processes traps from all discovered nodes. However, you can prevent the
MWTM from processing traps from one or more nodes. For example, if anodeis experiencing many link
changes and generating too many traps, you can disallow traps from that node until the situation
stabilizes.

If you prevent the MWTM from processing traps from a node, all MWTM clients and views connected
to that MWTM server are prevented from processing traps from that node.

Also, if you prevent the MWTM from processing traps from a node, make a note of the change, and
remember to reset the node when the problem is corrected or the maintenance is complete.

To prevent the MWTM from processing traps from a node, use one of these procedures:
¢ Uncheck the Process Traps check box for the node in the Node table.

N

Note By default, the Process Traps column is hidden. To display the Process Traps column, right-click
in the table heading and select the Process Traps check box.

¢ Right-click the node in the navigation tree, then choose Disallow Trap Processing.
To allow the MWTM to process traps from a node, use one of these procedures:

¢ Check the Process Traps check box for the node in the Node table.

¢ Right-click the node in the navigation tree, then choose Allow Trap Processing.

Viewing Real-Time Data for an Object

You use the MWTM to view detailed statistics for aselected I TP or RAN-O node, or any of these ITP
objects:

e Application Server

e Application Server Process Association
e Link

e Linkset

e Signaling Gateway Mated Pair

To display detailed statistics for one of these objects, right-click the object in the navigation tree and
choose View > Real-Time Data and Charts from the menu. The MWTM displays the Real-Time
Statistics window for the object.

For more information, see these sections:;
¢ Viewing Real-Time Data for Nodes, page 8-74
¢ Viewing Real-Time Datafor I TP Objects, page 8-76

[ oL-9118-03
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Viewing Real-Time Data for Nodes

Note

You can use the MWTM to view the CPU utilization percentage for a node as a function of time. The
MWTM displays asummary of CPU utilization for all CPUs on anode, and CPU utilization per process
for each CPU.

To display CPU Utilization Percentage charts for a node, right-click a node in a window, then choose
View > Real-Time Data and Charts from the right-click menu. (This option is available only if the
MWTM can poll the node.)

If you right-click anode in the Summary Lists > Nodes folder in the navigation tree, then choose View
> Real-Time Data and Charts, the MWTM displays the MWTM Real-Time Statistics window. Each
tab isidentified by its slot location and CPU number.

Moving the mouse over the tab shows the node name as a tooltip.

Figure 8-13 MWTM Real-Time Statistics Window
Mode: sgm-26-91c-2.cisco.com Poll Interval {secs) |15 | Time Window (mins): @
Last Pall Error: None
CPU Utilization Percentage Over Time
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= =
S e e
» T ——a
6O0L e S8
- —— ———a
40
20
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| Reset || GridOn || Close || Help | “
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Changes you make in this window might not be reflected throughout the MWTM until the next poll (by
default, every 15 seconds). For information about changing the poll interval, see the description of the
Poll Interval (secs) drop-down list box in the following table.

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
window when you no longer need to refer to it.
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The MWTM Real-Time Statistics table displays these columns for the selected node:

Column

Description

Node

Name of the node for which CPU statistics are being visible.

Poll Interval
(secs)

Field that specifies the poll interval, in seconds, for the MWTM Real-Time
Statistics table.

The default value is 15 seconds. Valid values are between 5 and 60.

Time window
(min)

Drop-down list box used to specify the length of timevisiblein the CPU Utilization
Chart.

Valid selections are 1, 2, 5, 10, 20, 40, or 60 minutes. The default selection is
5 minutes.

Last Poll Error

Date and time that the node received the last polling error message. If no polling
errors occurred, the MWTM displays None.

CPU Utilization
Chart

Displays the CPU utilization percentage for the node as a function of time.

To see the exact time and data coordinates for a data point, left-click the data point.
The coordinates are visible in the format (hh: mm:ss, dd.dd), where:

¢ hh:mm:ssisthe time for that data point in hours, minutes, and seconds.
¢ dd.dd isthe CPU utilization percentage for that data point.
The Time window (mins) field specifies the total visible time in the chart.

New data points are added to the right side of the chart. When the chart reaches the
end of the time window (for example, after 5 minutes, if the Time window (mins)
field is set to 5), new data points continue to be added to the right side of the chart,
while old data points drop off the left side of the chart.

If apoll is missed (for example, as aresult of an SNMP timeout), the MWTM
ignores the missing data point, stops drawing the line, and waits for the next valid
data point to begin drawing the line again.

To scroll left, right, up, or down in the chart, drag the cursor while holding down
Ctrl and the left mouse button.

To zoom in on a section of the chart, drag the cursor while pressing Shift and the
left mouse button.

To reset the chart to the default view and scaling, click Reset.

Time Average

Displays three color-coded icons, one for each average calculation: 5 seconds,
1 minute, and 5 minutes.

To remove the data for a given average from the chart, click theicon in this field.
To return the data to the chart, click the icon again.

Reset

If you scrolled or zoomed the chart, resets the chart to the default view and scaling.

Grid On

Superimposes agraphic grid on the chart. The grid can make the data easier to read.

Grid Off

Removes the graphic grid from the chart.

Close

Closes the MWTM Real-Time Statistics window.

Help

Displays online help for the current window.

[ oL-9118-03
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Viewing Real-Time Data for ITP Objects

Note

You use the MWTM to view detailed statistics for any of these ITP objects:

e Application Servers

e Application Server Process Associations

e Links

e Linksets

¢ Signaling Gateway Mated Pairs

To display detailed statisticsfor an object, within aview in the navigation tree, right-click an object, then
choose View > Real-Time Data and Chartsin the menu. The MWTM displays the Statistics Details

window for the object.

The MWTM server automatically reflects updates for the objects received in this window.

Changes you make in this window might not be reflected throughout the MWTM until the next poll (by
default, every 15 seconds). For information about changing the poll interval, see Poll Settings, page

8-84.

The Statistics Details window contains these sections:

Section

Applicable To

Content Links

Charts

e Application servers

e Application server process
associations

e Links

e Linksets

Charts: Application Servers and
Application Server Process
Associations

Charts: Links and Linksets

Status Contributors

Application Servers

Viewing Status Contributors

Details

All objects

Viewing Details

Interface Details

e Application Server Process
Associations

e Links

¢ Signaling Gateway Mated Pairs

Interface Details: Application
Server Process Associations,
Links, and Signaling Gateway
Mated Pairs

Linkset Access Lists

Linksets

Creating Virtual RAN Backhauls

Notes All objects Viewing Notes

Poll Settings All objects Poll Settings

Q.752 Measurements Links Q.752 Measurements:. Links
Recent Events All objects Viewing Recent Events
Right-Click Menu Links Right-Click Menu: Links

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Section

Applicable To

Content Links

SCTP Association
Configuration Details

e Application Server Process
Associations

e Links
¢ Signaling Gateway Mated Pairs

SCTP Association Configuration
Details: Application Server
Process Associations, Links, and
Signaling Gateway Mated Pairs

SCTP Association
Statistics Details

e Application Server Process
Associations

e Links
¢ Signaling Gateway Mated Pairs

SCTP Association Statistics
Details: Application Server
Process Associations, Links, and
Signaling Gateway Mated Pairs

Statistics e Application Servers Statistics: Application Servers
e Application Server Process Statistics: Application Server
Associations Process Associations
e Links Statistics: Links and Linksets
e Linksets
Status Details Links Status Details: Links
Troubleshooting e Application Server Process Viewing Troubleshooting
Associations
e Links
e Linksets

Charts: Application Servers and Application Server Process Associations

You use the MWTM to view real-time MTP3 and ASP packet rate information for the selected

application server or application server process association. To do so, click the Chartstab in the Statistics
Detailswindow for an application server or application server process association, then click the relevant
tab and the selected chart appears.

The Statistics Details: Charts section for application servers and application server process associations

contains:

Tab

Description

Applicable To

MTP3 Packet Rate

Displays MTP3 packet rate information for a selected

application server.

Application servers

ASP Packet Rate

Displays real-time application server process packet
rate information for a selected application server.

Application servers

Packets From ASP Rate |Displays real-time rate information for packets Application servers
received by the application server process for the and application
selected application server or application server server process
process association. associations

Packets To ASP Rate Displaysreal-timerateinformation for packets sentto |Application servers
the application server process by the selected and application
application server or application server process server process
association. associations

[ oL-9118-03
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Tab Description Applicable To

Packets From MTP3 Rate |Displays real-time rate information for packets Application servers
received by the selected application server or and application
application server process association, from the server process
MTP3 layer. associations

Packets To MTP3 Rate

Displaysreal-timerateinformation for packets sentto |Application servers
the MTP3 layer from the selected application server |and application

or application server process association. server process
associations

The tabs in the Statistics Details: Charts section for application servers and application server process

associations contain:

Field or Button

Description

Time window (mins)

Drop-down list box used to specify the length of time appear in the selected
chart.

Valid selectionsare 1, 2, 5, 10, 20, 40, or 60 minutes. The default selectionis
5 minutes.

<Type> Rate Chart

Displays one of these rate charts for the selected application server or
application server process association as a function of time:

e MTP3 Packet Rate Chart

e ASP Packet Rate Chart

¢ Packets From ASP Rate Chart

¢ Packets To ASP Rate Chart

¢ Packets From MTP3 Rate Chart
e Packets To MTP3 Rate Chart

<Type> Rate Chart
(continued)

To see the exact time and data coordinates for adata point, left-click the data
point. The coordinates appear in the format (hh: mm:ss, dd.dd), where:

e hh:mm:ssis the time for that data point in hours, minutes, and seconds.
e dd.dd isthe MTP3 packet rate for that data point.
The Time window (mins) field specifies the total visible time in the chart.

New data points are added to the right side of the chart. When the chart

reachesthe end of the time window (for example, after 5 minutes, if the Time
window (mins) field is set to 5), new data points continue to be added to the
right side of the chart, while old data points drop off the |eft side of the chart.

If apoll ismissed (for example, asaresult of an SNMP timeout), the MWTM
ignores the missing data point, stops drawing the line, and waits for the next
valid data point to begin drawing the line again.

To scroll left, right, up, or down in the chart, drag the cursor while holding
down Ctrl and the left mouse button.

To zoom in on asection of the chart, drag the cursor while pressing Shift and
the left mouse button.

To reset the chart to the default view and scaling, click Reset.
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Field or Button

Description

AS or ASPA

Displays color-coded icons for the application server process associations
associated with the application server, or for the application server process
association.

To add the datafor an application server process association to the chart, click
theiconin thisfield. To remove the data from the chart, click the icon again.

You use the MWTM to customize the symbols, line styles, and colors
assigned to data points in real-time data charts. For more information, see
Changing Charts Settings, page 5-13.

Reset

If you scrolled or zoomed the chart, resets the chart to the default view and
scaling.

Grid On

Superimposes a graphic grid on the chart. The grid can make the data easier
to read.

Grid Off

Removes the graphic grid from the chart.

Help

Displays online help for the current window.

Charts: Links and Linksets

You use the MWTM to view real-time received, sent, and dropped information for the selected link or
linkset. To do so, click the Chartstab in the Statistics Details window for alink or linkset, then click the
relevant tab and the selected chart appears.

The Statistics Details: Charts section for links and linksets contains:

Tab

Description

ReceivedUtilization

Displays real-time ReceivedUtilization information for the
selected link or linkset.

SendUtilization Displays real-time SendUtilization information for the
selected link or linkset.

PktsRcvdPerSec Displays real-time packets-received-per-second information
for the selected link or linkset.

PktsSentPerSec Displays real-time packets-sent-per-second information for

the selected link or linkset.

BitsRcvdPerSec or BytesRcvdPerSec | Displays real-time bits-received-per-second information for

the selected link or linkset (or bytes-received-per-second
information, if you unchecked the Show Detailsin Bits
Instead of Bytes check box in the Preferences window).

BitsSentPerSec or BytesSentPerSec | Displays real-time bits-sent-per-second information for the

selected link or linkset (or bytes-sent-per-second information,
if you unchecked the Show Details in Bits Instead of Bytes
check box in the Preferences window).

Drops

Displays drops information for the selected link or linkset.

[ oL-9118-03
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The tabs in the Statistics Details: Charts section for links and linksets contain:

Field or Button

Description

Linkset

Drop-down list box used to select the linkset from whose perspective data
should be visible.

By default, data appears from the perspective of the selected linkset. To
display data from the perspective of the adjacent linkset, select it in thislist
box.

Time window (mins)

Drop-down list box used to specify the length of time visible in the selected
chart.

Valid selectionsare 1, 2, 5, 10, 20, 40, or 60 minutes. The default selectionis
5 minutes.

<Type> Chart

Displays one of these charts for the selected link (and all links on the linkset)
or linkset (up to 16 links) as a function of time;

¢ Received Utilization Chart

¢ Send Utilization Chart

¢ Packets Received Chart

e Packets Sent Chart

¢ Bits or Bytes Received Chart
¢ Bits or Bytes Sent Chart

¢ Drops Chart

To see the exact time and data coordinates for adata point, left-click the data
point. The coordinates are visible in the format (hh:mm:ss, dd.dd), where:

¢ hh:mm:ssisthe time for that data point in hours, minutes, and seconds.
e dd.dd isthe receive utilization percentage for that data point.

Note (For ReceivedUtilization and SendUtilization only) For serial and
HSL links on Cisco 7507 and 7513 series routers, the visible
utilization data can vary by up to 5% from the actual utilization—the
MWTM might even display utilization data of more than 100%. This
variance results from the synchronization of Layer 2 counters
between the Versatile Interface Processor (VIP) CPU and the Route
Switch Processor (RSP) CPU on 7500 series routers. This variance
does not occur for links on Cisco 2600, 7200, or 7300 series routers.
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Field or Button

Description

<Type> Chart
(continued)

If more than one link appears in the SLC field, you can compare the visible
datato that of one or more of the other links by clicking the color-coded icons.
To remove the data for the additional links, click the icons again.

The Time window (mins) field specifies the total visible time in the chart.

New data points are added to the right side of the chart. When the chart
reachesthe end of the time window (for example, after 5 minutes, if the Time
window (mins) field is set to 5), new data points continue to be added to the
right side of the chart, while old data points “drop off” the left side of the
chart.

If apoll ismissed (for example, asaresult of an SNMP timeout), the MWTM
ignores the missing data point, stops drawing the line, and waits for the next
valid data point to begin drawing the line again.

To scroll left, right, up, or down in the chart, drag the cursor while holding
down Ctrl and the left mouse button.

To zoom in on a section of the chart, drag the cursor while pressing Shift and
the left mouse button.

To reset the chart to the default view and scaling, click Reset.

SLC

Displays up to 17 color-coded icons. One for:
e Eachlink (SLC) in the selected chart, up to 16 total links.
¢ The average of all SLCs.

To add the data for alink or for the average to the chart, click theicon inthis
field. To remove the data from the chart, click the icon again.

You use the MWTM to customize the symbols, line styles, and colors
assigned to data points in real-time data charts. For more information, see
Changing Charts Settings, page 5-13.

Show threshold linefor
(Linksets only,
ReceivedUtilization or
SendUtilization)

Drawsahorizontal line on the selected utilization chart, indicating the receive
and send threshold for the selected link.

If you do not want to draw athreshold line, select None. Thisis the default
setting.

Scale to threshold
(Linksets only,
ReceivedUtilization or
SendUtilization)

Scales the selected utilization chart in order to draw the threshold selected in
the Show threshold line for field. To:

e Scalethe chart, check this check box.

¢ Remove the scaling from the chart, uncheck this check box. Thisisthe
default setting.

The Scale to threshold check box is not available if the Show threshold line
for field is set to None.

Reset If you scrolled or zoomed the chart, resets the chart to the default view and
scaling.

Grid On Superimposes a graphic grid on the chart. The grid can make the data easier
to read.

Grid Off Removes the graphic grid from the chart.

Help Displays online help for the current window.
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Interface Details: Application Server Process Associations, Links, and Signaling Gateway Mated

Pairs

You use the MWTM to view real-time interface details for the selected application server process
association, link, or signaling gateway-mated pair. To do so, click the Interface Details tab in the
Statistics Detail swindow for an application server process association, link, or signaling gateway-mated
pair, then select the relevant subtab and the selected data appears.

The Statistics Details: Interface Details section for application server process associations, links, and
signaling gateway mated pairs contains:

Section

Description

Configuration Information |Interface type, speed, and MTU. For SCTP links, this section also

provides the | P address, mask, and physical address.

Status Information

Length of time the interfaceis up, administrative and operational status,
and status of the line protocol.

Statistics Information Number of bytes and packets that have been received and transmitted on

the interface.

Errors Information

Number of packet errors and discarded packets.

Configuration Information

8-82

The Configuration Information subsection in the Statistics Details: Interface Details section for
application server process associations, links, and signaling gateway mated pairs contains:

Field Description

Type Type of interface, such as Ethernet.

MTU Size, in bytes, of the largest datagram that can send or receive on the interface.

Speed (Bits/Sec) Estimate, in bits per second, of the interface’s current bandwidth. If the interface
does not vary in bandwidth; or, if no accurate estimate can be made, this field
displays the nominal bandwidth.

IP Address (SCTP links only) 1P address corresponding to the media-dependent physical
address. If theinterface does not have such an address (for example, aserial line),
thisfield displaysN/A.

IP Mask (SCTP links only) Subnet mask corresponding to the media-dependent physical

address. If theinterface does not have such an address (for example, aserial line),
thisfield displaysN/A.

Physical Address

(SCTP links only) Address of the interface at the protocol layer immediately
below the network layer in the protocol stack. If the interface does not have such
an address (for example, a seria line), this field displays N/ A.
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Status Information

The Status Information subsection in the Statistics Details: Interface Details section for application
server process associations, links, and signaling gateway mated pairs contains:

Field Description

Uptime Time the interface is up, in days, hours, minutes, and seconds.

Admin Status State of the interface. Possible values are:

e Up

e Down

e Testing

Operational Status Current operational state of the interface. Possible values are:

e Up
e Down

e Testing

e Unknown

e Dormant

Line Protocol Status Current state of the line protocol. Possible values are:

e Up—Software processes that handle the line protocol consider the line
to be usable (that is, keepalives are successful).

¢ Down—Software processes that handle the line protocol consider the
line to be unusable.

You can use the Line Protocol together with Operational Status to
troubleshoot interface connection problems. For example, if Operational
Statusis Up, but Line Protocol is Down, the interface has detected a carrier
on the physical layer, but clocking or framing problems might occur.

Statistics Information

The Statistics Information subsection in the Statistics Details: Interface Details section for application
server process associations, links, and signaling gateway mated pairs contains:

Field Description

Bytes In per Sec Number of bytes received on the interface per second, including framing
characters.

Bytes Out per Sec Number of bytes sent on the interface per second, including framing
characters.

Packets In per Sec Number of packets delivered per second to a higher-layer protocol.

Packets Out per Sec Total number of packets that higher-level protocols requested to be sent to
the network per second, including those that were discarded or not sent.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Errors Information

The Errors Information subsection in the Statistics Details: Interface Details section for application
server process associations, links, and signaling gateway mated pairs contains:

Field Description

In Discards Number of inbound packets that were discarded, even though no errors were detected

to prevent their delivery to a higher-layer protocol. For example, a packet might be
discarded to free buffer space.

Out Discards |Number of outbound packets that were discarded, even though no errors were

detected to prevent their delivery to a higher-layer protocol. For example, a packet
might be discarded to free buffer space.

In Errors Number of inbound packets that contained errors that prevented their delivery to a

higher-layer protocol.

Out Errors Number of outbound packets that were not sent because of errors.

Poll Settings

To view or change poll settings for the object’s Statistics Details window, click Poll Settingsin the left
pane. The MWTM displays the Poll Settings pane in the right pane.

The Poll Settings pane contains:

Field

Description

Poll Interval (secs)

New poll interval for the object’s Statistics Details window, in seconds.

Enter the new poll interval in thisfield. Thevalid rangeis 15 secondsto
an unlimited number of seconds. The default value is 15 seconds.

Current Poll Interval

Current poll interval for the object’s Statistics Details window, in
seconds.

Number of Polls Received

Total number of polls received since polling began for the object’s
Statistics Details window.

Running Time

Total elapsed time since polling began for the object’s Statistics Details
window.

Last Message

Date and time of the last poll for the object’s Statistics Details window.

Poll Counter Mode

Displays the current mode for poll counters, and the date and time that
counters were last reset. Possible modes are:

e Since Reboot—Counters display values aggregated since the last
reboot of the node, or since the node last reset the counters.

e Since L ast Poll—Counters display values aggregated since the last
poll.

e Since User Reset—Counters display values aggregated since the
last time they were reset by the user.

Reset Counters

Opensthe MWTM Reset Counters dialog box, which you use to change
MWTM poller and counter settings. For more information, see
Changing Real-Time Poller and Counter Settings, page 5-20.
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0.752 Measurements: Links

The Statistics Details: Q.752 Measurements section for links contains:
e Error Information, page 8-85
¢ Inhibited Information, page 8-85
¢ Retransmitted Information, page 8-85
¢ Congested Information, page 8-86

Statistics for links associated with the selected linkset are visible in the left column, and for links
associated with the adjacent linkset in the right column.

Error Information

The Error Information subsection contains:

Field Description
Link Failure Count Number of times the link was unavailable for signaling.
Alignment Error Count Number of errors detected during link alignment. Link alignment occurs

at start up, or when trying to bring up afailed link.

Negative ACKs Count Number of errors detected during link acknowledgement.

Status Indicator Busy Count [Number of times the Status Indicator Busy was received.

Inhibited Information

The Inhibited Information subsection contains:

Field Description

Local Inhibit Onset Number of timesalocal ITP administrator hasinhibited the link (that
is, set the link to prevent traffic from flowing).

Local Inhibit Duration % Percentage of timethe link islocally inhibited since the last reboot of
the ITR or since ITP last reset the counters.

Remote Inhibit Onset Number of times aremote | TP administrator has inhibited the link.

Remote Inhibit Duration % Percentage of timethe link is remotely inhibited since the last reboot
of the ITP, or since ITP last reset the counters.

Retransmitted Information

The Retransmitted I nformation subsection contains:

Field Description

Packets Retransmitted per Sec  |Number of packets that the link transmits, per second.

Bytes Retransmitted per Sec Number of bytes that the link transmits, per second.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Congested Information

Field

Description

Local Automatic Change Over
Count

Number of local automatic changeover events detected.

Local Automatic Change Back
Count

Number of local automatic changeback events detected.

The Congested Information subsection contains:

Field or Column Description

Congestion Occurrences Number of times congestion has occurred on the link.

Congestion Duration % Percentage of time the link is congested since the last reboot of the ITR,
or since ITP last reset the counters.

Congestion Level Level of congestion: 1, 2, or 3.

Packets L ost Number of packetslost by thelink asaresult of congestion at each level.

Packets L ost per Sec Number of packets per second that the link loses, as a result of

congestion at each level.

Times At Level With Packet |Number of timesthelink is congested and has lost packets at each level.

Loss

Right-Click Menu: Links

8-86

The Statistics Details window for alink provides aright-click menu. To see this menu for alink, click a
link in the left pane of the Statistics Details window and right-click the mouse button. Thelink statistics
details menu displays:

Menu Command |Description

Delete Item Deletesthe currently selected link from the MWTM database. The MWTM displays

the Confirm Deletion dialog box, To:

e Delete the selected link, click Yes. The MWTM deletes the link from the
MWTM database and closes the Confirm Deletion dialog box.

e Retain the selected link, click No. The MWTM retains the link in the MWTM
database and closes the Confirm Deletion dialog box.

e Prevent the MWTM from displaying the Confirm Deletion dialog box, check
the Do not show this again check box.

Delete Item Note If you check the Do not show this again check box, and you later decide

(continued)

you want the MWTM to begin displaying the Confirm Deletion dialog box
again, you must check the Confirm Del etions check box in the General GUI
settings in the Preferences window. For more information, see the
description of the Confirm Deletions check box in Startup/Exit Settings,

page 5-4.

If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Network Administrator (level 4) and higher.
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Menu Command |Description

Ignore Item Ignores the link that you click at the next polling cycle.

If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Power User (level 2) and higher.

Unignore Item Stops ignoring the selected link at the next polling cycle.

If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Power User (level 2) and higher.

SCTP Association Configuration Details: Application Server Process Associations, Links, and
Signaling Gateway Mated Pairs

You use the MWTM to view Stream Control Transmission Protocol (SCTP) association configuration
details for the selected application server process association, link, or signaling gateway-mated pair. To
do so, select the SCTP Assoc. Config Details tab in the Statistics Details window for an application
server process association, link, or signaling gateway-mated pair.

The Statistics Details: SCTP Assoc. Config Details section for application server process associations,
links, and signaling gateway mated pairs contains:

Section Description

Configuration Information Statusinformation, length of timethelink isup, remote and
local numbers, and I P address information.

Local IP Address Information Local |P addresses associated with the link and the length
of time each addressiis up.

Remote |P Address Information Remote | P addresses associated with the link, the length of

time each address is up, and SCTP retry information.

Transmission Configuration Information |The MTU, number of inbound and outbound streams, retry
timeouts, local and remote receive window sizes, and
chunk bundling information.

Configuration Information

The Configuration I nformation subsection in the Statistics Details. SCTP Assoc. Config Details section
for application server process associations, SCTP links, and signaling gateway mated pairs contains:

Field Description

Status Current status of the SCTP association. Possible values are:
e Closed
¢ CookieWait

¢ CookieEchoed
Status (continued) e DeleteTCB
e Established

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Field Description

Status (continued) e ShutdownAckSent
e ShutdownPending
¢ ShutdownReceived
¢ ShutdownSent

For detailed information about each status, refer to RFC 2960, Stream Control
Transmission Protocol.

Uptime Time the link is up, in days, hours, minutes, and seconds.
Remote Port Remote port number for the SCTP association.
Local Port Local port number for the SCTP association.

Primary IP Address |Designated primary |P address for the SCTP association.
Effective IP Address |IP address that the SCTP association uses.

Local IP Address Information

The Local IP Address Information subsection in the Statistics Details: SCTP Assoc. Config Details
section for application server process associations, SCTP links, and signaling gateway mated pairs

contains:

Field Description

IPAddress Local 1P addresses associated with the link.

Uptime Time each local |P address associated with the link is up, in days, hours,
minutes, and seconds.

Remote IP Address Information

The Remote | P Address Information subsection in the Statistics Details: SCTP Assoc. Config Details
section for application server process associations, SCTP links, and signaling gateway mated pairs

contains:

Field Description

IPAddress Remote | P addresses associated with the link.

Uptime Time each remote | P address associated with the link is up, in days, hours,

minutes, and seconds.
Retry Timeout (msecs) |Current SCTP Retransmission Timeout (T3-rtx timer).

Maximum Retries Maximum allowable number of retransmissions before this |P addressis
considered inactive.

Retries Current retransmission count.
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The Transmission Configuration Information subsection contains:

Field Description

MTU Maximum transmission unit (M TU) size that this SCTP association uses. Out
of the IP addresses that the SCTP association uses, the smallest sizethat is
supported.

In Streams Inbound streams as negotiated when the SCTP association was started.

Out Streams Outbound streams as negotiated when the SCTP association was started.

Maximum Retries

Maximum number of data retransmissions in the SCTP association context.

Local Receive window
Size

Current local receive window size for this SCTP association.

Remote Receive
window Size

Current local send window size for this SCTP association.

Initial Retry Timeout
(msecs)

Initial timeout value, in milliseconds, that the SCTP implementation permits
for the retry timeout.

Minimum Retry
Timeout (msecs)

Minimum timeout value, in milliseconds, that the SCTP implementation
permits for the retry timeout.

Maximum Retry
Timeout (msecs)

Maximum timeout value, in milliseconds, that the SCTP implementation
permits for the retry timeout.

Bundle Chunks

Indicates whether the SCTP protocol allows chunks to be bundled into a
single datagram as follows. Valid values are:

e true (1)—Chunks are bundled.
e false (2—Chunks are not bundled.

Bundle Timeout
(msecs)

Time, in milliseconds, to wait to allow data chunks to accumulate so that
they can be transmitted in the same datagram.

SCTP Association Statistics Details: Application Server Process Associations, Links, and Signaling
Gateway Mated Pairs

You usethe MWTM to view Stream Control Transmission Protocol (SCTP) association statistics details
for the selected application server process association, link, or signaling gateway-mated pair. To do so,
select the SCTP Assoc. Stats Details tab in the Statistics Details window for an application server
process association, link, or signaling gateway-mated pair.

The Statistics Details: SCTP Assoc. Stats Details section for application server process associations,
links, and signaling gateway mated pairs contains:

Section

Description

Remote IP Address Information

| P addresses, round-trip times, failure counts, and
I P address status and heartbeat.

Statistics Information (per sec) Rates

Sent and received counts for packets and chunks.
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Remote IP Address Information

The Remote |P Address Information subsection in the Statistics Details: SCTP Assoc. Stats Details
section for application server process associations, SCTP links, and signaling gateway mated pairs

contains:

Field Description

IPAddress Remote | P addresses associated with the link.

Smoothed Round Trip  |Average, in milliseconds, of all round-trip times between the local and
Time (msecs) remote systems on an | P network.

Failure Count Number of times the remote | P address was marked as failed.

Heartbeat Status Current status of the heartbeat associated with the remote IP address. Valid

values are Active and Inactive.

IP Status Current status of the remote | P address. Valid values are Active and I nactive.

Statistics Information (per sec) Rates

8-90

The Statistics Information (per sec) Rates subsection in the Statistics Details: SCTP Assoc. Stats Details
section for application server process associations, SCTP links, and signaling gateway mated pairs

contains:

Field Description

Packets Sent Number of |P datagrams that this SCTP association sends per second.

Packets Received Number of 1P datagrams that this SCTP association receives per second.

Control Chunks Sent Number of control chunks that this SCTP association sends per second.

Control Chunks Rec Number of control chunks that this SCTP association receives per
second.

Ordered Chunks Sent Number of ordered chunks that this SCTP association sends per second.

Ordered Chunks Rec Number of ordered chunks that this SCTP association receives per
second.

Unordered Chunks Sent Number of unordered chunks that this SCTP association sends per
second.

Unordered Chunks Rec Number of unordered chunks that this SCTP association receives per
second.

Retransmitted Chunks Number of chunks that this SCTP association retransmits per second.

Retransmitted Fast Chunks |Number of fast chunks that this SCTP association retransmits per
second.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0

oL-9118-03 |



| Chapter8

Understanding Detailed Object Functions

Statistics: Application Servers

Viewing Real-Time Data for an Object 1l

You usethe MWTM to view statistics for a selected application server. To do so, select the Statistics tab
in the Statistics Details window for an application server.

The Statistics Details: Statistics tab for application servers contains:

Field

Description

Active Duration

Total timethe application server isin service since the last reboot of
the ITP, or since ITP last reset the counters.

MTP3 Packet Rate (per sec)

Number of MTP3 packets that the application server receives per
second.

Thisfield initially displays the description waiting for second
pol1l. After two polling cycles, the MWTM populatesthisfield with
actual calculated rates.

A SP Packet Rate (per sec)

Number of application server process packets that the application
server sends per second.

Thisfield initially displays the description waiting for second
pol1l. After two polling cycles, the MWTM populatesthisfield with
actual calculated rates.

Statistics: Application Server Process Associations

You use the MWTM to view statistics for a selected application server process association. To do so,
select the Statistics tab in the Statistics Details window for an application server process association.

The Statistics Details: Statistics tab for application server process associations contains:
e Packets Per Second Information, page 8-91

e Error Information, page 8-92

e ASP Initialization Counters, page 8-92

¢ Signaling Congestion Counters, page 8-93

¢ Destination Counters, page 8-93

Packets Per Second Information

The Packets Per Second Information section in the Statistics Details: Statistics tab for application server

process associations contains:

Field Description

Packets From ASP Number of packets that the application server receives per second.
Packets To ASP Number of packets that the application server sends per second.
Packets From MTP3 Number of packets that the MTP3 layer receives per second.
Packets To MTP3 Number of packets that the MTP3 layer sends per second.
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Error Information

The Error Information section in the Statistics Details: Statistics tab for application server process

associations contains:

Field Description

Errors Received Total number of error (ERR) messages that the application server process

association receives.

Errors Sent Total number of error (ERR) messages that the application server process

association sends.

ASP Initialization Counters

The ASP Initialization Counters section in the Statistics Details: Statistics tab for application server

process associations contains:

Field

Description

Up Messages Received

Total number of application server process up (ASPUP) messages
that the application server process association receives.

Up ACK Messages Sent

Total number of application server process up acknowledgement
(UPACK) messages that the application server process
association sends.

Down Messages Received

Total number of application server process down (ASPDN)
messages that the application server process receives.

Down ACK Messages Sent

Total number of application server process down
acknowledgement (DOWNACK) messages that the application
Server process association sends.

Activation Messages Received

Total number of application server process active messages that
the application server process association receives.

Activation ACK Messages Sent

Total number of application server process active
acknowledgement messages that the application server process
association sends.

Inactive M essages Received

Total number of application server processinactive messages that
the application server process association receives.

Inactive ACK Messages Sent

Total number of application server process inactive
acknowledgement messages that the application server process
association sends.
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The Signaling Congestion Counters section in the Statistics Details: Statistics tab for application server
process associations contains:

Field

Description

Level 0 Messages Received

Total number of signaling congestion level 0 (SCONO) messages that
the application server process receives.

Level 1 Messages Received

Total number of signaling congestion level 1 (SCON1) messages that
the application server process receives.

Level 2 Messages Received

Total number of signaling congestion level 2 (SCON2) messages that
the application server process receives.

Level 3 Messages Received

Total number of signaling congestion level 3 (SCON3) messages that
the application server process receives.

Level 0 Messages Sent

Total number of signaling congestion level 0 (SCONO) messages that
the application server process sends.

Level 1 Messages Sent

Total number of signaling congestion level 1 (SCON1) messages that
the application server process sends.

Level 2 Messages Sent

Total number of signaling congestion level 2 (SCON2) messages that
the application server process sends.

Level 3 Messages Sent

Total number of signaling congestion level 3 (SCON3) messages that
the application server process sends.

The Destination Counters section in the Statistics Details: Statistics tab for application server process

associations contains:

Field

Description

Unavailable Messages
Received

Total number of destination unavailable (DUNA) messages that the
application server process association receives.

Unavailable Messages
Sent

Total number of destination unavailable (DUNA) messages that the
application server process association sends.

Available Messages
Received

Total number of destination available (DAVA) messages that the application
Server process associ ation receives.

Available Messages
Sent

Total number of destination available (DAVA) messages that the application
Server process association sends.

User Part Unavailable
M essages Received

Total number of destination user part unavailable (DUPU) messages that the
application server process association receives.

User Part Unavailable
M essages Sent

Total number of destination user part unavailable (DUPU) messages that the
application server process association sends.

State Audit Messages
Received

Total number of destination state audit (DAUD) messages that the
application server process association receives.

State Audit Messages
Sent

Total number of destination state audit (DAUD) messages that the
application server process association sends.
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Statistics: Links and Linksets

Packet Information

You use the MWTM to view statistics for a selected link or linkset. To do so, select the Statisticstab in
the Statistics Details window for alink or linkset.

The Statistics Details: Statistics tab for links and linksets contains:

¢ Packet Information, page 8-94

¢ Bit Information or Byte Information, page 8-95
e LSSU Information (Links Only), page 8-95

e Utilization Information, page 8-95

e Service Information, page 8-97

Statistics for links associated with the selected linkset are visible in the left column, and for links
associated with the adjacent linkset in the right column.

The Packet | nformation section in the Statistics Details: Statistics tab for links and linksets contains:

Field

Description

Sent Per Sec

Number of packets that the link or linkset sends per second.

Thisfield initially displays the description waiting for second poll.
After two polling cycles, the MWTM populates this field with actual
calculated rates.

Received Per Sec

Number of packets that the link or linkset receives per second.

Thisfield initially displays the description waiting for second poll.
After two polling cycles, the MWTM populates this field with actual
calculated rates.

Drops

Total number of packets that have been dropped by the link or linkset.

Transmit Queue Depth
(links only)

Number of packets waiting to be sent on by the link.

Transmit Queue High Depth
(links only)

Highest level reached by the transmit queue since the last reboot of the
ITPR, or since ITP last reset the averages as a result of bad data.

Transmit Queue High Reset
(links only)

Level at which the link isto reset the transmit queue. If the link is never
to reset the transmit queue, this field displays Never.

Signal Link Test (links only)

Indicates whether test packets are being sent on the link. Valid values
are:

e true (1)—Test packets are being sent.
o false (2)—Test packets are not being sent.
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The Bit Information section (or Byte Information section, if you unchecked the Show Detailsin Bits
Instead of Bytes check box in the Preferences window) in the Statistics Details; Statistics tab for links
and linksets contains these fields:

Field

Description

Sent Per Sec

Number of bits or bytes (as set in the Preferences window) that the link or
linkset sends per second.

Thisfieldinitially displaysthedescription waiting for second poll.After
two polling cycles, the MWTM populates this field with actual calculated
rates.

Received Per Sec

Number of bits or bytes (as set in the Preferences window) that the link or
linkset receives per second.

Thisfield initially displays the description waiting for second poll.
After two polling cycles, the MWTM popul ates this field with actual
calculated rates.

LSSU Information (Links Only)

The Links Status Signal Unit (LSSU) section in the Statistics Details: Statistics tab for links contains:

Field

Description

L SSU Packets Sent

Total number of LSSU packets that the link sends.

L SSU Packets Received

Total number of SS7 Message Transfer Part Layer 2 (MTP2) LSSU
packets that the link receives.

Utilization Information

The Utilization Information section in the Statistics Details: Statistics tab for links and linksets contains:

Field

Description

Send Plan Capacity

Planned capacity of the link or linkset to send, in bits per second. For alink
or linkset of type:

e Serial or HSL, available bandwidth for the link/linkset.

e SCTPIP (or Mixed for linksets), set on the ITP by using the
plan-capacity CS7 link or linkset configuration command.

If Send Plan Capacity is not set on the ITP for thislink or linkset, this
field displays the value 0.

¢ Other, thisfield always displays the value 0.

%

Amount of thelink or linkset’s send capacity being used, as a percentage or
in Erlangs (E) as set in the Preferences window, calculated by using this
formula:

Send Utilization = (Bits Sent Per Sec)/Planned Capacity
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Field Description

% Thisfield initially displays the description waiting for second poll.
(continued) After two polling cycles, the MWTM populates this field with actual
calculated rates. For alink or linkset of type:

e SCTPIP (or Mixed for linksets), if Send Plan Capacity is not set on the
ITP for thislink, or for one or more of the links associated with this
linkset, this field displays the description set plan capacity on ITP.

¢ Other, thisfield alwaysdisplaysthe description set plan capacity on
ITP.

Send Threshold % (links |Indicateswhen to generatethe MWTM acltpSpLinkSentUtilChange for the
only) link, as a percent of its total send capacity. For example, if Send Plan
Capacity is 64,000 bits per second, and Send Threshold % is 50, then the
MWTM generates a cltpSpLinkSentUtil Change notification when the link
reaches 50% of 64,000, or 32,000 bits per second.

Receive Plan Capacity  |Planned capacity of the link or linkset to receive, in bits per second. For a
link or linkset of type:

e Seria or HSL, available bandwidth for the link.

e SCTPIP (or Mixed for linksets), set on the ITP using the plan-capacity
CS7 link/linkset configuration command.

If Receive Plan Capacity is not set on the ITP for thislink or linkset,
thisfield displays the value 0.

¢ Other, thisfield always displays the value 0.

Receive Utilization % Amount of thelink or linksets receive capacity being used, as a percentage
or in Erlangs (E) as set in the Preferences window, calculated by using this
formula:

Receive Utilization = (Bits Received Per Sec)/Receive Plan Capacity

Thisfield initially displays the description waiting for second poll.
After two polling cycles, the MWTM popul ates this field with actua
calculated rates. For alink or linkset of type:

e SCTPIP (or Mixed for linksets), if Receive Plan Capacity is not set on
the ITPfor thislink, or for one or more of the links associated with this
linkset, this field displays the description set plan capacity on ITP.

e Other, thisfield alwaysdisplaysthe description set plan capacity on

ITP.
Receive Threshold % Indicates when to generate the MWTM a cltpSpLinkRcvdUtilChange for
(links only) the link, as a percent of its total receive capacity. For example, if Receive

Plan Capacity is 64,000 bits per second, and Receive Threshold % is 50,
then the MWTM generates a cltpSpL inkRcvdUtil Change notification when
the link reaches 50% of 64,000, or 32,000 bits per second.
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The Service Information section in the Statistics Details: Statistics tab for links and linksets contains:

Field

Description

Duration In Service %

Percentage of time the link or linkset is in service since the last reboot of
the ITP, or since ITP last reset the counters.

Duration Out Of
Service %

of the ITP, or since ITP |ast reset the counters.

Percentage of time the link or linkset is out of service since the last reboot

MTP3 Accounting
Enabled (linksets only)

Indicates whether the collection of MTP3 accounting statisticsis enabled
for the linkset.

If the linkset is a Virtual linkset, this field displays N/A.

GTT Accounting
Enabled (linksets only)

the linkset.

For Cisco 10S software releases prior to 12.2(4)MB10, thisfield displays
Unknown.

If the linkset is a Virtual linkset, this field displays N/A.

Indicates whether the collection of GTT accounting statisticsis enabled for

Status Details: Links

You use the MWTM to view status details for a selected link. To do so, select the Status Detailstab in
the Statistics Details window for alink.

The Statistics Details: Status Details tab for links contains:

Column

Description

Protocol State Details

Detailed information about the state of the protocol for this link. Possible
values are:

e Changeback control (TCBC)—Changeback control isbuffering dataon

this link.

e Changeover control (TCOC)—Changeover control is buffering dataon

this link.

e Link availability control (TLAC)—Adjacent Signalling point is
restarting.

e Link availability control (TL AC)—Emergency changeover isin
progress on this link.

e Link availability control (TL AC)—Changeback isin progress on this
link.

e Link availability control (TL AC)—Changeover isin progress on this
link.

e Link availability control (TLAC)—The last changeover operation
failed on thislink.

e Link availability control (TL AC)—Inhibit command will be retried.
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Column Description
Protocol State Details | e Link availability control (TL AC)—Management request in progressfor
(continued) this link.
e Link availability control (TLAC)—Signalling point isin the process of
arestart.
e Signalling routing control (T SRC)—Changeover request is complete.
e Signalling routing control (TSRC)—Adjacent Signalling Point is
restarting.
e Link availability control (TLAC)—Link isinhibited by alocal
management operation.
e Link availability control (TLAC)—Link isinhibited by a remote
management operation.
e Link availability control (TLAC)—Link is blocked because of aloca
processor outage.
e Link availability control (TLAC)—Link isblocked because of aremote
processor outage.
Link Test Results Indicates the results of the link test. Possible results are:

e No Errors—Thelink did not detect any errors.

¢ Undefined OPC (Origination Point Code)—A signaling link test
message arrived with an undefined OPC. This scenario can occur when a
serial link connects incorrectly, or when you configure an SCTP link
incorrectly. This scenario differs from Incorrect OPC because the
signaling point is unaware of the point code in question. The point code
is not defined for any linkset on thisITP.

¢ Incorrect OPC—A signaling link test message arrived with an incorrect
OPC. This scenario can occur when a serial link connectsincorrectly, or
when you configure an SCTP link incorrectly. This scenario differs from
Undefined OPC because the signaling point is aware of the point code
in question, and the point code is defined for alinkset on thisI TP, but the
point code is not correct for the current linkset.

e Undefined SLC (Signaling Link Code)—A signaling link test message
arrived with an undefined SL C. This scenario can occur when aserial link
connects incorrectly, or when you configure an SCTP link incorrectly.
The link connects to the correct linkset, but the linkset does not have a
definition for the SLC in question.

e Incorrect SLC—A signaling link test message arrived with an incorrect
SLC. This scenario can occur when a serial link connects incorrectly, or
when you configure an SCTP link incorrectly. The link connects to the
correct linkset, but to the wrong link within that linkset. That is, the
signaling test receives the test packet on the wrong link.
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Column Description
Link Test Results e Incorrect NI (Network Indicator)—A signaling link test message
(continued) arrived with an incorrect NI. This scenario can occur when links connect

to the correct linkset and link, but the NIs of the two adjacent point codes
are not the same.

e Bad Pattern—A signaling link test message arrived with an incorrect
test pattern. This error occurs because the test pattern is corrupt. This
scenario usually indicates a hardware or configuration issuerelated to the
physical format of the dataon the links, caused by a variant mismatch or
incorrect definitions on the physical link.

¢ Non Adjacent—Received a signaling link test message from a
nonadjacent node.

e Failed—Unable to run the test, or no response arrived within the
specified interval.

Link Fail Reason

If the link failed the link test, indicates the reason for the failure. Possible
reasons are:

¢ None—No additional reason available.

e Changeover in progress—Changeover isin progress. This message
diverts traffic away from afailed link.

e Management disconnect request—An MTP3 sent arequest to stop the
link.

e Link alignment lost—Link alignment is lost.

A link isin alignment when signal units are received in sequence, and
with the proper number of octets. The signal unit must be atotal length
of eight-bit multiples. If the signal unit isnot of eight-bit multiples, or if
the signaling information field (SIF) exceeds the 272-octet capacity, the
signaling unit is considered to be in error. If excessive errors are
encountered on alink, it is considered to be out of alignment.

For M2PA links, this state reason is generated when the M2PA alignment
timer T1 expires. This could indicate that the remote link is shutdown, or
that intermittent 1P connectivity problems exist.

e Link connection lost—Link connection is |ost.

e L ocal Disconnect—A request to disconnect the link is received, but the
link is already disconnected.

e Remote Disconnect—A remote disconnect request is received.

e Signal unit error rate monitor failure—The signal unit error rate
monitor has failed.

e T1timeout no FISU received—A T1 timeout no FISU isreceived. This
timer avoids message mis-sequencing during changeover.

e T2timeout no SIO received—A T2 timeout no SIO isreceived. This
timer waits for a changeover acknowledgment.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description
Link Fail Reason e T3timeout no SIN received—A T3 timeout no SIN isreceived. This
(continued) timer controls diversion-delay to avoid mis-sequencing on changeback.

e T6timeout excessive congestion—A T6 timeout excessive congestionis
received. This timer avoids message mis-sequencing on controlled
rerouting.

e T7timeout excessive acknowledgement delay—A T7 timeout
excessive acknowledgment delay is received. The T7 timer prevents a
signaling point from waiting too long for a positive or negative
acknowledgment. Usually, an acknowledgment is sent when a signaling
point becomesidle and does not have any more traffic to transmit. When
congestion occurs at a signaling point, or an extreme amount of traffic is
present, the T7 could possibly time out and force retransmission of
messages.

e Link proving failure—A link proving failure occurred.

e Abnormal BSN received—An abnormal Backward Sequence Number
(BSN) isreceived.

e Abnormal FIB received—An abnormal Forward Indicator Bit (FIB) is
received.

e Abnormal SIB received—An abnormal Status Indicator Busy (SIB) is
received.

e Abnormal L SSU received—An abnormal Link Status Signal Unit
(LSSU) isreceived.

e Peer not ready—An MTP3 tried to bring up alink that is still cleaning
up after being stopped. In some cases, the MTP3 does not change over
after alink failure, so the M2PA or SCTP waits for an event that will not
occur. When an MTP3 tries to bring up the link again, the previous
control structures must first be cleaned up. If M2PA gets a start request
from an MTP3, and the previous structures are still being held, M2PA
cleansthem up and sendsa PEER NOT READY to the MTP3 layer. A
subsequent request to start the link from the MTP3 layer will then cause
the link to come up.

e Communication lost—M2PA or SCTP has determined that the remote
end signaling point is no longer reachable. Possible reasons include:

— The maximum number of consecutive retries of a packet is reached.

— Inthe absence of data, the MWTM failed to receive heartbeat ACKs
in response to heartbeats, for the maximum number of retries.

e NoListen posted—An MTP3 tried to start alink, but the local-peer port
associated with the link is not available, probably because of a bad
configuration.

e Unableto allocate buffer—M2PAor SCTP cannot get buffers for
sending or receiving packets. Buffer problems can be temporary or
permanent. Temporary buffer problems will generally clear with little
side effects. Permanent buffer problems can lead to failed linksets or
links.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

Link Fail Reason
(continued)

Link card removed—A link card is removed.

Link card inserted—A link card is inserted.

False link congestion—A false link congestion indication is received.
Configuration downloading—The configuration is downloading.
Locally inhibited—The link is locally inhibited by operator request.

L ocally uninhibited—An operator request locally uninhibited the link.
Remotely inhibited—The link isremotely inhibited by operator request.

Remotely uninhibited—The link is remotely uninhibited by operator
request.

Locally blocked—The link is blocked locally.

L ocally unblocked—The link is unblocked locally.
Remotely blocked—The link is remotely blocked.
Remotely unblocked—The link is remotely unblocked.

Viewing ITP Linkset Access Lists

The Linkset Access Lists section displays information about the access lists associated with the sel ected
linkset and its adjacent linkset.

To view the Linkset Access List section, within aview in the navigation tree, select an I TP linkset, then
click on the Linkset Access Lists tab in the content area.

Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need it.

This window is not available if the linkset is a Virtual linkset.

[ oL-9118-03
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Figure 8-14

MWTM Linkset Access Lists Tab

rStatus Contributors r Details |/ MNotes rTrouhIeshooting rRecent Events rﬁ Linkset Access Lists

Poll Interval 01 Min 00 Sec Last Poll Dec 14 09:18:24 &M
Linkset: 7291m_to_7291n2

In: None Out: None
Linkset: Unknown
In: Hone Out: Hone

210467

For each linkset, the Linkset Access Lists section displays these columns:

Column

Description

Poll Interval

Used to collect data for the table.

Last Poll

Time the last poll was run.

Thisfield initially displays the description ro11ing node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.

Linkset

Name of the linkset for which access lists appear.

In

Inbound access lists for the linkset. If the linkset has no inbound access lists, this
field displays None.

Out

Outbound accesslistsfor thelinkset. If the linkset has no outbound accesslists, this
field displays None.

List#

Access list number configured on the node and applied to the linkset. I TP uses
access list numbers 2700 through 2799.

Access List

List of commands in the access list.
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Viewing Data Specific for ITP Signaling Points

These sections are specific only to ITP signaling points:
¢ Viewing Route Detail, page 8-103
e Viewing GTT MAP Status, page 8-105
e Viewing GTT Statistics, page 8-107
¢ Viewing the MTP3 Event Log, page 8-110
¢ Viewing MLR Details, page 8-112
¢ Viewing RAN-O Performance and Error Data, page 8-123

Viewing Route Detail

The Route Detail table displays detailed information about routes associated with the selected signaling
point, including dynamic and shadow routes. The Route Detail table automatically eliminates duplicate
data in successive rows.

To view the Route Detail section, within aview in the navigation tree, select an I TP signaling point, then
click on the Route Detail tab in the content area.

Figure 8-15 MWTM Route Detail Tab

GTT MAP Status | [ GTT Statistics | 3 MTP3 Event Log | [ MLR Details
Status Contributors r Details r Motes r Troubleshooting r Recent Events ITP Access Lists |
Foll Interval 01 Min 00 Sec Last Poll Dec 14 09:20:35 4M
Congestion | Mumber of Destination Management
Mask ACCESS Lge\rel B Cost Liilssh Qo5 Stgtus Route Status
1.3.0 265,255,255 |@ Accessible Mone 1 1 |F281m_to_7591b0 All @ Allowed @ Available
1.4.0 205.295.255 |@ Accessible Mone 1 3 |[F281m_to_FTa41b0 All @ Allmwed @ Available
1.5.0 265265 255 (@ Accessible Mone 2 2 |T291m_to_r591a0 All @ Allowed @ Available
3 729 m_to_7591h0 All @ Allowed @ Available
1.6.0 265.255.255 |@ Accessible Mone 2 2 [F291m_to_F591a0 Al @ Allowed @ Available
3 |T2891m_to_r591b0 All @ Allowed @ Available
1.7.0 265265 255 @ Accessible Mone 2 2 |F291m_to_7591a0 All @ Allowead @ Available
3 |7291m_to_7591h0 All @ Allowed @ Available
1.8.0 205.295.255 |@ Accessible Mone 1 3 |[F281m_to_FTa41b0 All @ Allmwed @ Available
1.9.0 265265 255 (@ Accessible Mone 2 2 |T291m_to_r591a0 All @ Allowed @ Available
3 729 m_to_7591h0 All @ Allowed @ Available
1.10.0 265.255.255 |@ Accessible Mone 2 2 [F291m_to_F591a0 Al @ Allowed @ Available
3 |T2891m_to_r591b0 All @ Allowed @ Available
1.11.0 265265 255 @ Accessible Mone 2 2 |F291m_to_7591a0 All @ Allowead @ Available
3 |7291m_to_7591h0 All @ Allowed @ Available
1120 205.295.255 |@ Accessible Mone 2 2 |[T281m_to_Fa41a0 All @ Allmwed @ Available
3 |T291m_to_v591b0 All @ Allowed @ Available
1.13.0 265,255,255 |@ Accessible Mone 2 2 |F281m_to_7591a0 All @ Allowed @ Available
3 |F2891m_to_v591b0 All @ Allowed @ Availahle
1.15.0 265265 255 (@ Accessible Mone 3 2 |T291m_to_r591a0 All @ Allowed @ Available
3 729 m_to_7591h0 All @ Allowed @ Available =
6 |72 m_to_7291n0 Al @ Allowed @ Available gz
1.16.0 265.295.255 |@ Inaccessible Mone 1 1 |7281m_to_7E31a0 All @ Allmwed @ Unavailable ||5

~

Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
window when you no longer need to refer to it.
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The Route Detail table displays these columns for the selected signaling point:

Column

Description

Poll Interval

Poll interval used to collect data for the table.

Last Poll

Time the last poll was run.

Thisfield initially displays the description Polling node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.

Destination Point
Code

Destination point code for packets on the selected signaling point. The
destination point code is the point code to which a given packet is routed.

Mask

Mask length for packets on the selected signaling point. The mask length is the
number of significant leading bits in the point code. The mask length is always
14 for ITU and 24 for ANSI.

Access

Status of the destination. Possible values are;
e Accessible
e Inaccessible
¢ Restricted
e Unknown

Congestion Level

Indicates the level of congestion on the route. A route is congested if it has too
many packets waiting to be sent. This condition could be caused by the failure of
an element in your network.

Possible values for the Congestion Level field are None, indicating no
congestion, and 1 to 7, indicating levels of congestion from very light (1) to very
heavy (7).

Number of Routes

Number of routes to the selected destination route set (Destination Point Code
plus Mask).

Cost

Cost of theroute to the destination, relative to other routes. The valid costs range
from 1 (lowest cost and highest priority) through 9 (highest cost and |owest
priority).

Destination Linkset

Destination linkset associated with the destination point code. The destination
linkset is also called the output linkset.

QoS

Quality of service (QoS) class of the route, as configured by the network
administrator. Valid QoS classes range from 1 through 7; ALL indicates that the
route accepts all QoS classes.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Management Status | Accessibility of the destination from the adjacent point code at the remote end of
the signaling point. Possible values are:

e Allowed—Traffic is allowed on the route without restriction.
e Prohibited—Traffic is prohibited on the route.

e Restricted—Traffic is restricted on the route.

¢ Unknown—Accessibility cannot be determined.

Route Status Status of the route. Possible values are:
e Available

e Restricted

e Unavailable

Viewing GTT MAP Status

The GTT MAP Status table displays detailed information about all GTT MAPs associated with the
selected signaling point. The GTT MAP Detail table automatically eliminates duplicate datain
successive rows.

Toview the GTT MAP Status section, within aview in the navigation tree, select an I TP signaling point,
then click on the GTT MAP Status tab in the content area.

Figure 8-16 MWTM GTT Map Status Tab

F@ Route Detail [([GIAIGTTMAPISEAtUs)| 1 GTT Statistics | g3 MTP3 Event Log | 2 MLR Details |

Status Contributors rDetails rNotes r Troubleshooting r Recent Events r ﬁITPAccessLists

Reset Counters | poll Counter Mode Since Reboot at Mov 22 03:44:03 PM Pall Interval 01 Min 00 Sec Last Poll Dec 14 09:21:18 AM

Faint Foint Code | Congestion | Point Code | Point Code SCCP MTE 3 Mumber of Silussi Subsystern |Subsy.. | Subsy.

Code Status Level Congested | Unavailable] Unavailahle| Failures | Subsystems Status Unava. | Cong. ]| 4
1130 @ Allowed MNahe 1] 1] 1] 1] 1 44 < Allowed 1] 0 7
1.145.0 |@ Allowed Mone 0 1} 0 0 1 34 @ Alloweed 0 0 ﬁ

~

Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need to refer to it.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The GTT MAP Status table displays these columns for the selected signaling point:

Column

Description

Reset Counters

Opensthe MWTM Reset Counters dialog box, which you use to change MWTM
poller and counter settings. For more information, see Changing Real-Time
Poller and Counter Settings, page 5-20.

Poll Counter Mode

Displays the current mode for poll counters, and the date and time that counters
were last reset. Possible modes are:

¢ Since Reboot—Counters display values aggregated since the last reboot of
the ITP, or since ITP last reset the counters.

e Since Last Poll—Counters display values aggregated since the last poll.

e Since User Reset—Counters display values aggregated since the last time
they were reset by the user.

Poll Interval

Poll interval used to collect data for the table.

Last Poll

Time the last poll was run.

Thisfield initialy displays the description po11ing node. After thefirst polling
cycle, the MWTM populates this field with the actual time of the last poll.

Point Code

Primary point code for the GTT MAP.

Point Code Status

Status of the primary point code. Possible values are:
e Allowed

e Prohibited—Either the point code cannot be reached, or the point code is
labeled Prohibited by the SCCP protocol.

Congestion Level

MTP3 congestion level for the primary point code. Possible values are:
¢ No congestion—Corresponds to None. The link is not congested.
e Congestion level 1—Correspondsto Low. Thelink is slightly congested.
e Congestion level 2—Corresponds to High. The link is congested.
e Congestion level 3—Corresponds to Very High. Thelink is very congested.

Low, High, and Very High correspond roughly to equivalent ANSI,
China standard, ITU, NTT, and TTC congestion levels.

Point Code
Congested

Number of times a point code was congested at the GTT MAP.

Point Code
Unavailable

Number of times a point code was unavailable at the GTT MAP.

SCCP Unavailable

Number of times an SCCP was unavailable at the GTT MAP.

MTP3 Failures

Number of times the MTP3 layer failed at the GTT MAP.

Number of
Subsystems

Number of subsystems for the GTT MAP.

Subsystem Number

Primary subsystem number (SSN) for the GTT MAP.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Subsystem Status | Status of the primary SSN. Possible values are:
e Allowed

¢ Prohibited—Either the remote subsystem cannot be reached, or the SCCP
protocol labels the subsystem Prohibited.

Subsystem Number of times a subsystem was unavailable at the GTT MAP.
Unavailable

Subsystem Number of times a subsystem was congested at the GTT MAP.
Congested

Viewing GTT Statistics

The GTT Statisticstable displays detailed statistical information about all GT Tsthat are associated with
the selected signaling point. The GTT Statistics table automatically eliminates duplicate data in
SuCCessive rows.

Toview the GTT Statistics section, within aview in the navigation tree, select an I TP signaling point,
then click on the GTT Statistics tab in the content area.

Figure 8-17 MWTM GTT Statistics Tab
Route Detail | yi GTT MAP Status MTP3 Event Log | g MLR Details
Status Contributors |/ Details Motes Troubleshooting |/ Recent Events ITP Access Lists |

Reset Counters | po|| Counter Mode Since Reboot at Nov 22 03:44:03 PM Poll Interval 01 Min 00 Sec Last Poll Dec 14 09:22:48 &M

General Information GTT Messages

Uptime 3 Weeks, 17 Hours 38 Mins 44 Secs
X hMessage Categorny Counters
Selector Entries 2
GTA Entries

9
spalfEsiian Grous Errles 3 Local Messages Wa@t@ng for sec..
e, Eemersion Ergies 3 Total GTT Messages Wa!t!ng for sec...
) i ) UDT Messages Sent Waiting for sec...
Point Code List Entries 3 UDT Messages Received Waiting for sec...
GTT Errors LIDOTS Messages Attermpted Wiaiting for sec...
UDTS Messages Sent Waiting for sec...
Errar Type Counters DTS Messages Received| Waiting for sec...
HUDT Messages Sent Wiraiting for sec...
Efrors Frarm MTP Waiting for sec... HUDT Messages Received Wiaiting for sec...
Translation Errar Waiting for sec... HUDTS Messages Atternpted Waiting for sec...

Waiting for sec.. HUDTS Messages Sent
ORI Sk HJDTS Messages Received)|
YEITIRG (oF .. LUDT Messages Sent|
Wailing for sec... LUDT Messages Received)|
LUDTS Messages Sent
LUDTS Messages Received
CR SentTa MTP

CR Received Fraom MTP
CREF Sent To MAP

CREF Received From MTP
RESR SentTo MTP

RSR Received Fram MTP

Waiting for sec...
Wiraiting for sec...
Waiting for sec...
Waiting for sec...
Wiraiting for sec...
Wiaiting for sec...
Waiting for sec...
Waiting for sec...
Wiraiting for sec...
Wiaiting for sec...
Waiting for sec...
Waiting for sec...

Uneguipped Subsystarn Error
Q7a2 Ungualified Errar
Invalid GTT Format

Hop Count Errar

WAP Mot Found

olo|loolo|lo|o

WWaiting for sec...

oooooololoo|lolooooloooloooolo

210470
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)

Note

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis

window when you no longer need to refer to it.

The GTT Statistics table displays these columns for the selected signaling point:

Column

Description

Reset Counters

Opens the MWTM Reset Counters dialog box, which you use to
change MWTM poller and counter settings. For more information,
see Changing Real-Time Poller and Counter Settings, page 5-20.

Poll Counter Mode

Displays the current mode for poll counters, and the date and time
that counters were last reset. Possible modes are:

¢ Since Reboot—Counters display values aggregated since the
last reboot of the ITP, or since ITP last reset the counters.

e Since L ast Poll—Counters display values aggregated since the
last poll.

e Since User Reset—Counters display values aggregated since
the last time they were reset by the user.

Poll Interval Poll interval used to collect data for the table.

Last Poll Time the last poll was run.
Thisfield initially displaysthe description po11ing node. After the
first polling cycle, the MWTM populates this field with the actual
time of the last poll.

Uptime Time the node is up, in days, hours, minutes, and seconds.

Selector Entries

Number of entriesin the GTT Selector Table.

GTA Entries

Number of entriesin the GTT GTA Table.

Application Group Entries

Number of entriesin the GTT App Group Table.

Addr. Conversion Entries

Number of entriesin the GTT Address Conversion Table.

Point Code List Entries

Number of entriesin the GTT CPC List.

GTT Errors. Errors To MTP

Number of Error messages (ERRS) sent by GTT to the MTP.

GTT Errors. Errors From MTP

Number of Error messages (ERRS) received by GTT fromthe MTP.

GTT Errors: Translation Error

Number of times translation was requested for a combination of
Translation Type, Numbering Plan, and Nature of Address for
which no translation exists in the signaling point. Occurs when no
selector is available for the combination of parameters provided in
the MSU.

GTT Errors: Unequipped
Subsystem Error

Number of times GTT could not perform a translation due to an
unequipped subsystem.

GTT Errors: Q752 Unqualified
Error

Number of times GTT could not perform a translation due to an
error type not covered by the other, more specific error types.

GTT Errors:
Invalid GTT Format

Number of times GTT detected an invalid global title format while
performing translation.

GTT Errors: Hop Count Error

Number of times GTT detected a hop count violation in the MSU.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

GTT Errors: MAP Not Found

Number of timesa GTT to a point code or subsystem number was
successful, but the point code or subsystem number was not found
inthe GTT MAP table.

GTT Errors. Counters

Number of GTT errors of the specified type since MWTM polling
began for the linkset, or since the MWTM last reset the averages as
aresult of bad data.

GTT Errors: Rate (per sec)

Number of errorsthat GTT detected per second.

GTT Messages:. Total Messages

Number of messages that GTT handled from local and remote
subsystems.

GTT Messages: Local Messages

Number of messagesthat GTT handled from local subsystems only.

GTT Messages. Number of messages that GTT handled that require translation.
Total GTT Messages

GTT Messages. Number of unitdata messages (UDTs) that GTT sent.

UDT Messages Sent

GTT Messages. Number of unitdata messages (UDTs) that GTT received.

UDT Messages Received

GTT Messages. Number of unitdata service messages (UDTSs) GTT attempted to
UDTS Messages Attempted send.

GTT Messages. Number of unitdata service messages (UDTSs) that GTT sent.
UDTS Messages Sent

GTT Messages. Number of unitdata service messages (UDTSs) that GTT received.
UDTS Messages Received

GTT Messages. Number of extended unitdata messages (XUDTs) GTT sent.
XUDT Messages Sent

GTT Messages. Number of extended unitdata messages (XUDTs) that GTT

XUDT Messages Received received.

GTT Messages. Number of extended unitdata service messages (XUDTSs) GTT
XUDTS Messages Attempted attempted to send.

GTT Messages. Number of extended unitdataservice messages (XUDTSs) that GTT
XUDTS Messages Sent sent.

GTT Messages. Number of extended unitdataservice messages (XUDTSs) that GTT
XUDTS Messages Received received.

GTT Messages. Number of long unitdata messages (LUDTS) that GTT sent.
LUDT Messages Sent

GTT Messages: Number of long unitdata messages (LUDTS) that GTT received.

LUDT Messages Received

GTT Messages. Number of long unitdata service messages (LUDTSs) that GTT
LUDTS Messages Sent sent.

GTT Messages. Number of long unitdata service messages (LUDTSs) that GTT
LUDTS Messages Received received.

GTT Messages. Number of Connection Request (CR) message that GTT sent to the

CR Sent ToMTP

MTP. This count includes | SDN-UP messages with embedded CRs.

[ oL-9118-03
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Column Description

GTT Messages. Number of Connection Request (CR) message that GTT received
CR Received From MTP from the MTP.

GTT Messages. Number of Connection Refusal (CREF) messages that GTT sent to

CREF Sent To MTP

the MTP. This count includes | SDN-UP messages with embedded
CRs.

GTT Messages. Number of Connection Refusal (CREF) messages that GTT
CREF Received From MTP received from the MTP.

GTT Messages. Number of Reset Request (RSR) messages that GTT sent to the
RSR Sent To MTP MTP.

GTT Messages: Number of Reset Request (RSR) messagesthat GTT received from

RSR Received From MTP

the MTP.

GTT Messages. Counters

Number of GTT messages of the specified category since MWTM
polling began for the linkset, or since the MWTM last reset the
averages as aresult of bad data.

GTT Messages: Rate (per sec)

Number of errors messages handled by GTT, per second.

Viewing the MTP3 Event Log

The MTP3 Event L og table displays the most recent M TP3 events associated with the selected signaling

point.

To view the MTP3 Event Log section, within aview in the navigation tree, select an ITP signaling point,
then click on the MTP3 Event Log tab in the content area.
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Figure 8-18 MWTM MTP3 Event Log Tab
Route Detail | yi GTT MAP Status |y GTT Statistics MLR Details
Status Contributors |/ Details |/ Notes |/ Troubleshooting Recent Events ITP Access Lists |
Poll Interval 01 Min 00 Sec Last Poll Dec 14 09:23:58 &M
Logged Events 11175 Dropped Events 0 Max Events 1024 Allowed Events 15000
Message
11174 20210021 81 002240 629 LOG MTP3 Event: To: RERT Frm: RTAC Ew. signaling_route_awailable 7291 m_to_7491b0 |1=|
11173 2021002181 002240629 LOG MTF3 Event: To: TSRC Frm: RTAC Ew. signaling_route_awailable 7281 m_to_74591b0
11172 20217020151 0:22:40.565 LOG MTP3 Event: To: RTAC Fm: HWMDT Ev: TFA_signal 7291m_ta_7591h0
11171 202102151 0:22:40 565 LOG MTP3 Event: To: RERT Frn: RTAC Ev: signaling_route_available 7291 m_to_7531b0
11170 20210020 81 0:22:40 565 LOG MTP3 Event: To: TSRC Frm: RTAC Ev. signaling_route_awailable 7291 m_to_7491b0
11164 202170201 601 0:22:38.721 LOG MTP3 Event: To: RTAC Fm: HMDT Ev: TFA_signal 7291 m_to_7291n0
11168 202170201601 0:22:38.713 LOG MTP3 Event: Ta: RTAC Fm: HMDT Ev: TFA_signal 7291m_ta_7591h0
11167 202002151 0:22:39.713 LOG MTP3 Event: To: RERT Frn: RTAC Ev: signaling_route_available 7291 m_to_7531b0
11166 202102 8N 002239 713 LOG MTP3 Event: To: TSRC Frm: RTAC Ew. signaling_route_awailable 7281 m_to_74591b0
11165 2021002151 0:22:39.713 LOG MTP3 Event: To: TSFC Frm: TSRC Ew: destination_congestion_status
11164 202002151 0:22:39,713 LOG MTP3 Event: To: RTAC Frm: TSRC Ev: destination_accessihle
11163 20210020 8N 002239713 LOG MTP3 Event: To: TSFC Frm: TSRC Ew destination_accessihle
11162 202102 8N 002239713 LOG MTF3 Event: To: RTRC Fm: TERC Ev: destination_accessible
11161 202170201501 0:22:38.483 LOG MTP2 Event: Ta: RTAC Fm: HMDT Ev: TFA_signal 7291m_ta_7591h0
11160 202002151 0:22:39 483 LOG MTP3 Event: To: RERT Frn: RTAC Ev: signaling_route_available 7291 m_to_7531b0
111545 20210020 8002239 493 LOG MTP3 Event: To: TSRC Frm: RTAC Ew. signaling_route_awailable 7281 m_to_74591b0
11158 202170201 601 0:22:38.485 LOG MTP3 Event: To: RTAC Fm: HWMDT Ev: TFA_sional 7291 m_to_7591h0
11157 2029002151 0:22:39,485 LOG MTP3 Event: To: RERT Frn: RTAC Ev: signaling_route_available 7291 m_to_7591b0
11156 20210020 51 002239 485 LOG MTP3 Event: To: TSRC Frm: RTAC Ev. signaling_route_awailable 7291 m_to_74591b0
11155 202170201 601 0:22:38.485 LOG MTP3 Event: To: RTAC Fm: HWMDT Ev: TFA_signal 7291 m_to_7291n0
11154 202170201601 0:22:38.477 LOG MTP3 Event: Ta: RTAC Fm: HWMDT Ev: TFA_signal 7291m_ta_7591h0
11153 202002151 0:22:39 477 LOG MTP3 Event: To: RERT Frm: RTAC Ev: signaling_route_available 7291 m_to_7531b0
11152 202102 8 002239 477 LOG MTP3 Event: To: TSRC Frm: RTAC Ew. signaling_route_awailable 73281 m_to_7491b0
11151 2021002151 0:22:39. 477 LOG MTP3 Event: To: TSFC Frm: TSRC Ew: destination_congestion_status
11150 202002151 0:22:39,477 LOG MTP3 Event: To: RTAC Frm: TSRC Ev: destination_accessihle
11145 202100201 81 002239 477 LOG MTP3 Event: To: TSFC Frm: TSR Ew destination_accessihle
11148 2021020 8N 002239 477 LOG MTF3 Event: To: RTRC Fm: TERC Ev: destination_accessible
11147 20217020150 0:22:31 101 LOG MTP3 Event: Ta: LEAC Frn: LEAC Ev: T32_timer 7291 m_ta_7591hk0 4
11146 2020021 51 0:22:31 101 LOG MTP3 Event: To: LSAC Frn: LSAC Bv: T32_timer 7281 m_to_753100 3 g
11145 20217021 50 0:22:31.101 LG MTP3 Event: To: LSAC Frn: LSAC Ev: T32_timer 7291 m_to_7591hb0 2 =
(']
S
Note  Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, closethis
window when you no longer need to refer to it.
The MTP3 Event Log table displays these columns for the selected signaling point:

Column Description

Poll Interval Poll interval used to collect data for the table.

Last Poll Time the last poll was run.

Thisfield initially displays the description ro11ing node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.

Logged Events | Total number of MTP3 events that have been logged for this signaling point.

Dropped Events | Total number of MTP3 events that have been dropped for this signaling point.

Max Events Maximum number of eventsthat the event history can contain. When event history
tableis full, the oldest entries are deleted as new entries are added.

Allowed Events |I TP parameter that specifies the absolute maximum for the Max Events field. That
is, for this node, the Max Events field can range from O to the value specified by
the Allowed Events field.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description
Index Event number that the ITP assigns.
M essage Message text for the event.

Viewing MLR Details

The MLR Details tab displays the MLR counters, trigger configuration, and trigger results associated
with the selected signaling point.

To view the MLR Details section, within aview in the navigation tree, select an I TP signaling point, then
click on the MLR Details tab in the content area.

Figure 8-19

MWTM MLR Details Tab
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Status Contributors r Troubleshooting
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]ﬁ/ MLR Trigger Config |/ MLR Trigger Results |

Processed
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| Counters |-

AMNSI-41 SMD-PP

Waiting for sec...

Destination Linavailables

\Waiting for sec...

AMS-41 5SS Requests

Wiraiting for sec...

AP ShiS-hi Waiting for sec... Mo Resources 0 \Waiting for sec...
MAP ShS-MT Waiting for sec... Fesults Blocked 0 \Waiting for sec...
AP SRI-Sh Wiraiting for sec... GTl Mismatches 0 Waiting for sec...
AP AlerdSc Waiting for sec... Address Conversion Failures 0 \Waiting for sec...
1]
a

Mo Server Ahorteds Waiting for sec...

AME-41 SME MNotifies

oloolo|lo| oo

Wiaiting for sec...

Continues
Cauntars
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Unsupported Segmented SCCF Msgs 0 Waiting for second poall...
Unsupported Messages 0 ‘Wiaiting for secand paoll ..
Farse Errors 0 Wiaiting for second paoll ..
Mo Results 0 VWaiting for secand pall ...
Result Continueds 0 VWaiting for second poll ..
Mo Semver Continueds 0 ‘Wiaiting for second paoll ..
Result GTTs 0 VWaiting for secand poll....
Failed Triggers 0 Waiting for second poall...

210472

~

Note
window when you

no longer need to refer to it.

Thiswindow pollsyour network periodically. To prevent unnecessary traffic on your network, close this
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The MLR Details tab displays these columns for the selected signaling point:

Column

Description

Reset Counters

Opens the MWTM Reset Counters dialog box, which you use to change MWTM
poller and counter settings. For more information, see Changing Real-Time Poller
and Counter Settings, page 5-20.

Poll Counter Displays the current mode for poll counters, and the date and time that counters
Mode were last reset. Possible modes are:
¢ Since Reboot—Counters display values aggregated since the last reboot of the
ITP, or since I TP last reset the counters.
e Since Last Poll—Counters display values aggregated since the last poll.
e Since User Reset—Counters display values aggregated since the last time the
user reset them.
Poll Interval Poll interval used to collect data for the table.
Last Poll Time the last poll was run.
Thisfield initially displays the description ro11ing node. After the first polling
cycle, the MWTM populates this field with the actual time of the last poll.
MLR Counters Displays the MLR Counters table. For more information, see Viewing MLR
Counters, page 8-113.
MLR Trigger Displaysthe MLR Trigger Configuration table. For more information, see Viewing
Config MLR Trigger Config, page 8-115.
MLR Trigger Displaysthe MLR Trigger Results table. For more information, see Viewing MLR
Results Trigger Results, page 8-119.

Viewing MLR Counters

The MLR Counters table displays MLR counters associated with the selected signaling point.

You can resize each column, or sort tables based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the MLR Counters table.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The MLR Counters table displays these columns for the selected signaling point:

Column

Description

Processed: Routed

Total number of packets routed by MLR, and the packet routing rate in
packets per second.

Processed: MAP SMS-MO

Number of M SUs of type GSM-MAP SMS-MO processed by MLR, and
the GSM-MAP SMS-MO MSU processing rate in packets per second.

Processed: MAP SMS-MT

Number of M SUs of type GSM-MAP SMS-MT processed by MLR, and
the GSM-MAP SMS-MT M SU processing rate in packets per second.

Processed: MAP SRI-SM

Number of MSUs of type GSM-MAP SRI-SM processed by MLR, and
the GSM-MAP SRI-SM M SU processing rate in packets per second.

Processed: MAP AlertSc

Number of MSUs of type GSM-MAP AlertSc processed by MLR, and
the GSM-MAP AlertSc MSU processing rate in packets per second.

[ oL-9118-03
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Column Description

Processed: Number of M SUs of type ANSI-41 SMD-PP processed by MLR, and the
ANSI-41 SMD-PP ANSI-41 SMD-PP MSU processing rate in packets per second.
Processed: Number of MSUs of type ANSI-41 SM SReguest processed by MLR,

ANSI-41 SM'S Requests

and the ANSI-41 SM SRequest M SU processing rate in packets per
second.

Processed:
ANSI-41 SMS Notifys

Number of MSUs of type ANSI-41 SM SNotify processed by MLR, and
the ANSI-41 SMSNotify MSU processing rate in packets per second.

Aborts: Total Aborted

Total number of MSUs aborted by MLR, and the MSU abort rate in
packets per second.

Aborts: No Resources

Number of M SUs aborted by MLR because of a shortage of resources,
and the No Resources MSU abort rate in packets per second.

Aborts; Results Blocked

Number of MSUs aborted by MLR with aresult of block, and the
Results Blocked MSU abort rate in packets per second.

Aborts: GT| Mismatches

Number of MSUs aborted by MLR because of mismatched GTls, and
the GTI Mismatches MSU abort rate in packets per second.

Aborts: Address Conversion
Failures

Number of MSUs aborted by MLR because of afailed GTA address
conversion, and the Address Conversion Failures MSU abort rate in
packets per second.

Aborts; Destination
Unavailables

Number of MSUs aborted by ML R because the destination was
unavailable, and the Destination Unavailables M SU abort ratein packets
per second.

Aborts; No Server Aborteds

Number of M SUs aborted by ML R because no server was available, and
the No Server Aborteds MSU abort rate in packets per second.

Continues: Total Continued

Total number of MSUs returned to SCCP by MLR with aresult of
continue, and the MSU return rate in packets per second.

Continues: Failed Triggers

Number of MSUs returned to SCCP by MLR because of no trigger
match, and the Failed Triggers MSU return rate in packets per second.

Continues:
Result Continueds

Number of MSUs returned to SCCP by MLR with aresult of
continue, and the Result Continueds M SU return rate in packets per
second.

Continues: Result GTTs

Number of M SUs returned to SCCP by MLR with aresult of GTT, and
the Result GTTs MSU return rate in packets per second.

Continues: Unsupported
SCCP Msg Types

Number of MSUs returned to SCCP by MLR because of unsupported
message types, and the Unsupported SCCP Msg Types M SU return rate
in packets per second.

Continues: Unsupported

Number of MSUs returned to SCCP by MLR because of unsupported

Segmented SCCP Msgs segments, and the Unsupported Segmented SCCP Msg MSU return rate
in packets per second.
Continues: Number of MSUs returned to SCCP by MLR because of parse failures,

Unsupported Messages

and the Unsupported Messages MSU return rate in packets per second.

Continues; Parse Errors

Number of MSUs returned to SCCP by MLR because of parse errors,
and the Parse Errors MSU return rate in packets per second.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Continues: No Results Number of MSUsreturned to SCCP by ML R with no results, and the No
Results MSU return rate in packets per second.

Continues: Number of MSUs returned to SCCP by MLR because no server was

No Server Continueds available, and the No Server Continueds MSU return rate in packets per
second.

Viewing MLR Trigger Config

The MLR Trigger Config table displays the MLR trigger configuration associated with the selected
signaling point, divided into these subtables:

Triggers, page 8-115
SubTriggers, page 8-116
Ruleset, page 8-116
Rules, page 8-117
Addresses, page 8-117
Results, page 8-118

Triggers
The Triggers subtable displays MLR trigger information associated with the selected signaling point.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the Triggers subtable except Set Name, Start Date, End Date,
and Status.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Triggers subtable displays these columns for the selected signaling point:
Column Description
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the trigger.
Index Index number associated with the trigger.
SubTriggers Number of subtriggers associated with the selected trigger.
Start Date Date and time on which this trigger should begin filtering traffic.
If no Start Date is configured, this field displays N/A.
End Date Date and time on which this trigger should stop filtering traffic.
If no End Date is configured, this field displays N/A.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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SubTriggers

Ruleset

Column Description
Status Current status of the trigger. Possible values are:
¢ Active—A corresponding GTT table entry for the trigger or, if thisis an
MTP3 trigger, an available route to the appropriate point code exists.
¢ |nactive—No corresponding GTT table entry or available route to the
appropriate point code for the trigger. The trigger will never match and a
configuration error is likely.
Action Action taken by the trigger.
Prematches Preliminary count of trigger matches.
Prematch Rate Number of Prematches per second for the trigger.
Matches Number of trigger matches with result action performed.
Match Rate Number of Matches per second for the trigger.
Parameters Parameters that control the behavior of the trigger.

The SubTriggers subtable displays MLR subtrigger information associated with the selected signaling

point and trigger.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columnsin the SubTriggers subtable.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The SubTriggers subtable displays these columns for the selected signaling point:

Column Description

Trigger Set name of the parent trigger with which the selected subtrigger is associated.
(in subtable heading)

Entries Total number of entries in the subtable.

(in subtable heading)

Set Name

Set name associated with the subtrigger.

Index Index number associated with the subtrigger.

Action Action taken by the subtrigger.

Matches Number of subtrigger matches with result Action Performed.
Match Rate Number of Matches per second for the subtrigger.

Parameters Parameters that control the behavior of the subtrigger.

The Ruleset subtable displays MLR ruleset information associated with the selected signaling point and

trigger or subtrigger.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the Ruleset subtable except Start Date and End Date.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The Ruleset subtable displays these columns for the selected signaling point:
Column Description
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the ruleset.
Start Date Starting date and time for this ruleset to become active.
End Date Ending date and time for this ruleset to become active.
Segmented Indicates whether this ruleset should process segmented messages.
Protocol Default protocol for rulesin this ruleset.
Search Type Search type that this ruleset should perform.
Rules
The Rules subtable displays MLR rules information associated with the selected signaling point and
ruleset.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columns in the Rules subtable except Set Name.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Rules subtable displays these columns for the selected signaling point:
Column Description
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the rule.
I ndex Index number associated with the rule.
Operation Type Types of messages on which this rule matches.
Protocol Protocol used for matching by thisrule.
Matches Number of rule matches with result Action Performed.
Match Rate Number of Matches per second for the rule.
Rule Parameters Parameters that control the behavior of the rule.
Result Parameters Parameters that control the behavior of the result associated with this rule.
Addresses
The Addresses subtable displays MLR address information associated with the selected signaling point
and rule.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columns in the Addresses subtable except Set Name.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The Addresses subtable displays these columns for the selected signaling point:

Column Description

Entries Total number of entries in the subtable.

(in subtable heading)

Set Name Set name associated with the address.

Address Type Type of address. The MWTM 6.0 supports these types of addresses:

e bch—Binary-coded hexadecimal
e gsmDa—Groupe Special Mobile (GSM) 7-bit default al phabet

Address Digits Address digits to be matched.

Exact Match Indicates whether an exact match to the Address Digitsis required.

Matches Number of address matcheswith result Action Performed.

Match Rate Number of Matches per second for the address.

Result Parameters Parameters that control the behavior of the result associated with this
address.

Results
The Results subtabl e displays MLR results information associated with the selected signaling point and
rule or address.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columns in the Results subtable except Index.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Results subtable displays these columns for the selected signaling point:

Column Description

Rul eset Ruleset associated with the results.
(in subtable heading)

No Server Available |Default behavior if no result is available. Possible actions are:
Action
(in subtable heading)

¢ Discard—Discard the packet without forwarding it.

¢ Resume—Return the unmodified packet to the higher level protocols for
default routing.

Entries Total number of entries in the subtable.
(in subtable heading)

Set Name Set name associated with the results.
Index Index number associated with the results.
Type Type of result. Possible values are:

¢ PC—Point code

e ASName—Application server name

Result Destination point code or name of the result.

Weight Weight for this result within its set of results.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

Count

Number of times this result is encountered.

Count Rate

Number of times per second this result is encountered.

Viewing MLR Trigger Results

The MLR Trigger Results table displays the MLR results associated with the selected signaling point.

You can use this subtable to determine which triggers, subtriggers, rules, and addresses are causing a

particular result to execute.

The MLR Trigger Results table contains:

¢ Results, page 8-119

¢ Addresses, page 8-120

¢ Rules, page 8-120

¢ Ruleset, page 8-121

e SubTriggers, page 8-121

e Triggers, page 8-122

Results
The Results subtable displays all MLR results information associated with the selected signaling point.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columns in the Results subtable except Index.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Results subtable displays these columns for the selected signaling point:
Column Description
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the results.
Index Index number associated with the results.
Type Type of result. Possible values are:
e PC—Point code
e ASName—Application server name
Result Destination point code or name of the result.
Weight Weight for this result within its set of results.
Count Number of times this result is encountered.
Count Rate Number of times per second this result is encountered.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Addresses

Rules

The Addresses subtable displays MLR address information associated with the selected result.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columns in the Addresses subtable except Set Name.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The Addresses subtable displays these columns for the selected signaling point:

Column Description

ResultSet Set of results associated with the addresses.
(in subtable heading)

Entries Total number of entries in the subtable.

(in subtable heading)

Set Name

Set name associated with the address.

Address Type Type of address. The MWTM 6.0 supports these types of addresses:
¢ bch—Binary-coded hexadecimal
e gsmDa—Groupe Specia Mobile (GSM) 7-bit default al phabet
Address Digits Address digits to be matched.
Exact Match Indicates whether an exact match to the Address Digitsis required.
Matches Number of address matcheswith result Action Performed.
Match Rate Number of Matches per second for the address.

Result Parameters

Parameters that control the behavior of the result associated with this
address.

The Rules subtable displays MLR rules information associated with the selected result.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columns in the Rules subtable except Set Name.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.

The Rules subtable displays these columns for the selected signaling point:

Column Description

ResultSet Set of results associated with the rules.
(in subtable heading)

Entries Total number of entries in the subtable.

(in subtable heading)

Set Name

Set name associated with the rule.

Index

Index number associated with the rule.

Operation Type

Types of messages on which this rule matches.

Protocol

Protocol used for matching by thisrule.

Matches

Number of rule matches with result Action Performed.
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Column

Description

Match Rate

Number of Matches per second for the rule.

Rule Parameters

Parameters that control the behavior of the rule.

Result Parameters

Parameters that control the behavior of the result associated with this rule.

Ruleset
The Ruleset subtable displays MLR ruleset information associated with the selected result.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columns in the Ruleset subtable except Start Date and End Date.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Ruleset subtable displays these columns for the selected signaling point:
Column Description
Rule Number Index number of the rule with which this ruleset is associated.
(in subtable heading)
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the ruleset.
Start Date Starting date and time for this ruleset to become active.
End Date Ending date and time for this ruleset to become active.
Segmented Indicates whether this ruleset should process segmented messages.
Protocol Default protocol for rulesin this ruleset.
Search Type Search type that this ruleset should perform.
SubTriggers
The SubTriggers subtable displays MLR subtrigger information associated with the selected result.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays al of the columnsin the SubTriggers subtable.
For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The SubTriggers subtable displays these columns for the selected signaling point:
Column Description
Entries Total number of entries in the subtable.
(in subtable heading)
Set Name Set name associated with the subtrigger.
Index Index number associated with the subtrigger.
Action Action taken by the subtrigger.
Matches Number of subtrigger matches with result Action Performed.
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description
Match Rate Number of Matches per second for the subtrigger.
Parameters Parameters that control the behavior of the subtrigger.

Triggers

The Triggers subtable displays MLR trigger information associated with the selected result.

You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM displays all of the columnsin the Triggers subtable except Set Name, Start Date, End Date,
and Status.

For detailed information on working within tables, see Navigating Table Columns, page 5-23.
The Triggers subtable displays these columns for the selected signaling point:

Column Description

Ruleset Ruleset with which this trigger is associated.

(in subtable heading)

Entries Total number of entries in the subtable.

(in subtable heading)

Set Name Set name associated with the trigger.

Index Index number associated with the trigger.

SubTriggers Number of subtriggers associated with the selected trigger.

Start Date Date and time on which this trigger should begin filtering traffic.
If no Start Date is configured, thisfield displays N/A.

End Date Date and time on which this trigger should stop filtering traffic.
If no End Date is configured, this field displays N/A.

Status Current status of the trigger. Possible values are:

e Active—Either thereisacorresponding GTT table entry for the trigger
or, if thisisan MTP3 trigger, there is an available route to the
appropriate point code.

e |nactive—Thereisno corresponding GTT table entry or availableroute
to the appropriate point code for thetrigger. Thetrigger will never match
and a configuration error is likely.

Action Action that the trigger takes.

Prematches Preliminary count of trigger matches.

Prematch Rate Number of Prematches per second for the trigger.

Matches Number of trigger matches with result Action Performed.
Match Rate Number of Matches per second for the trigger.

Parameters Parameters that control the behavior of the trigger.
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Viewing RAN-0 Performance and Error Data

Note

The MWTM client interface provides access to RAN-O real-time performance and error statistics that
you can use to troubleshoot problems that occur in real time. The zoom and navigation features quickly
enable isolating and focusing on a problem area.

You use real-time chartsin the MWTM client to view performance information and troubleshoot errors
that occur on shorthaul and backhaul interfaces. To view performance data and errors for a shorthaul or
backhaul interface, select the interface in the navigation tree, then click the Performance or Errors tab.

For example, while viewing backhaul statisticsin the Performance tab, you might observe a spike on the
error chart. You can click the Errors tab to view the shorthaul error chart. From this chart, you can
right-click and go to a specific shorthaul to view its performance and error details.

Theweb interface provides historical (not real-time) charts depicting performance and error information
over user-specified timeranges. You can use historical statisticsfor capacity planning and trend analysis.
See Displaying RAN-O Historical Statistics, page 11-29.

This section provides information about:
¢ Viewing Performance Data, page 8-123
¢ Viewing Error Data, page 8-130

Viewing Performance Data

~

Note

You view performance datafor a shorthaul or backhaul interface by selecting it in the navigation tree of
the DEFAULT view (or any custom view) and clicking on the Performance tab in the right pane.

If the CISCO-IP-RAN-BACKHAUL-MIB on the node is not compliant with the MWTM, the MWTM
issues the message:

MIB not compliant for reports

Install aversion of 10S software on the node that is compatible with the MWTM. For alist of compatible
|OS software, from the MWTM:

¢ Web interface, choose Administrative > RAN-O OSREADME.
e Client interface, choose View > Web > Administrative; then click RAN-O OSREADME.

The Performance tab displays one or more charts depending on whether you selected a shorthaul or a
backhaul interface. These charts depict send and receive rates of optimized IP traffic over time. The
chartsdisplay thetraffic from O to the maximum speed on the interface. You can set the client preferences
to display this datain bits or bytes per second. The default polling interval is 15 seconds, but you can
change the frequency in the Poller Settings dialog box, which you launch by clicking the Change Poller
button.

The Performance tab also shows total send and receive errors when you select a backhaul interface.
This section provides information about:

¢ Viewing Shorthaul Performance Data, page 8-124

¢ Viewing Backhaul Performance Data, page 8-126
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Viewing Shorthaul Performance Data

The Performance tab for a shorthaul interface displays a single chart that shows:
e The send rate plotted in one color and the receive rate plotted in a different color (Figure 8-20).

¢ A vertical band when the congestion mechanism is active (see the Cisco MWR 1941-DC-A Mobile
Wireless Edge Router Software Configuration Guide for congestion management information).

e A different colored vertical band when no data exists.

Figure 8-20 Performance Tab for Shorthaul Interface
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Content Pane

The content (right) pane contains:

GUI Elements Description

Change Poller Button that opens the Poller Settings dialog box. See Change Poller, page 8-125.

Poll Interval Label that shows the current poll interval in seconds.

Bits or Bytes/Sec |Y-axislabel that displays traffic rate in bits or bytes per second. The default is bits
per second. The Y axis automatically scales to the interface speed. To change the
charts to show bytes per second, uncheck the Show Detailsin Bitsinstead of Bytes
check box in the Preferences window (General Display Settings, page 5-4).
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GUI Elements Description
Time X-axis label that displays areal-time scale and the server time zone.
Legend I dentifies the data series currently showing in the chart.

¢ No Data—Datais not available. A vertical bar appears in the chart.

¢ Congestion Active—Shows when the shorthaul isin a congested state. A
vertical bar appears in the chart.

Note You can configure the congestion mechanism for low-latency GSM and
UMTS traffic. Other traffic (for example, SNMP or file transfer) can be
discarded without entering the congestion mechanism. For detailed
information about GSM and UM TS congestion management, see the Cisco
MWR 1941-DC-A Mobile Wireless Edge Router Software Configuration
Guide.

Change Poller

To change the poll interval, click the Change Poller button. The MWTM displays the Poller Settings
dialog box (Figure 8-21).

Figure 8-21 Poller Settings Window

52 Poller, Settings

Poll Interval {(secs) |14

Current Poll Interval 15

Number of Polls Received 0

Running Time 00 Mins 20 Secs

| Change | | Close | | Help |

138313

The Poller Settings window displays these labels and buttons for the selected shorthaul or backhaul

interface:

Label/Button Description

Poll Interval The poll interval, in seconds, for the selected node.

(secs) To set anew poll interval, click in the Poll Interval (secs) text box and enter a new
value. The default value is 15 seconds. Valid values are between 5 and 60.

Current Poll Value of the poll interval currently in use.

Interval

Number of Polls |Number of polls received by the selected node.
Received

Running Time Time in hours, minutes, and seconds that the poller is running.

Change Changes the poll interval from the current setting to the value you have entered in
the Poll Interval (secs) text box.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Label/Button

Description

Close

Closes the Poller Settings window.

Help

Displays online help for the current window.

Right-click Menu

A right-click context menu provides options to navigate to the backhauls that are associated with the
selected shorthaul interface. You can also modify how the chart appears. The right-click menu contains:

Menu options

Description

Goto > backhaul

Opens the Performance tab for the backhaul interface associated with the selected
shorthaul interface.

Hide > field

Hides the currently shown data series.

Show > field

Shows the currently shown data series.

Reset Zoom

If you have zoomed into a specific area of the chart, resets the zoom.

Note To zoom into a specific area of the chart, use the left mouse button to drag
a box around the area.

Grid On

Displays a grid on the chart.

Grid Off

Removes the grid from the chart.

Shapes On

Displays individual data points as shapes on the send and receive rate lines and the
chart legend.

Shapes Off

Removes shapes from the send and receive rate lines and the chart legend.

Viewing Backhaul Performance Data

The Performance tab for a backhaul interface displays multiple charts within a split pane (Figure 8-22).
The top pane displays send rate statistics, and the bottom pane displays receive rate statistics. You can
maximize either pane to full screen size by using the split-pane control bar.
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Figure 8-22 Performance Tab for Backhaul Interface
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Each pane contains three charts that share the same time domain:

e Top chart—Displays total GSM traffic, total UMTS traffic, and total traffic (a summation of total
GSM and total UMTS) in bits or bytes per second (left Y axis). Theright Y axis displays the
backhaul utilization as a percentage of the user bandwidth. You can change the scale of the Y axis
by changing the User Bandwidth (see Editing Propertiesfor a RAN-O Backhaul, page 6-33). The Y
axis automatically scales to the User Bandwidth.

The top chart overlays the traffic display on top of threshold ranges (acceptable, warning, and
overloaded) that are represented by color-coded, horizontal bands.

e Middlechart—Displaysthe traffic ratesin bits or bytes per second for each shorthaul interface that
is associated with the backhaul interface.

¢ Bottom chart—Displaystotal send-and-receive errors per second over time for all of the shorthaul
interfaces included in the backhaul interface.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Content Pane

The content (right) pane contains:

GUI Elements

Description

Change Poller

Button that opens the Poller Settings dialog box. See Change Poller, page 8-125.

Poll Interval

Label that shows the current poll interval in seconds.

SH or BH
Bits or Bytes/Sec

Left Y-axislabel that displays shorthaul (SH) or backhaul (BH) traffic ratein bits
or bytes per second. The default is bits per second. Thislabel appearsfor only the
top and middle charts of both panes. The Y axis automatically scales to the User
Bandwidth.

To change the charts to show bytes per second, uncheck the Show Detailsin Bits
instead of Bytes check box in the Preferences window (General Display Settings,

page 5-4).

% Utilization

Y-axis label on the right side of the chart. The right-side axis displays the
backhaul utilization as apercentage of the User Bandwidth. The chart background
is color-coded to indicate these thresholds:

e Overloaded—Top portion of chart background
e Warning—Middle portion of chart background
e Acceptable—Bottom portion of chart background

For definitions of these thresholds, see Threshold Information (RAN-O Only),
page 8-42.

To change threshold settings, including the User Bandwidth, see Editing
Properties for a RAN-O Backhaul, page 6-33.

Errors/Sec

Y-axis label that displays the total number of errors per second for send and
receive traffic. Thislabel appears only for the bottom chart of both panes.

Note = The same Errors/Sec chart appears in each pane.

Time

X-axislabel that displaysreal-time scalesfor al the chartsin the pane. The chart
also shows the server time zone.

Split-pane Control

Pane sizing feature that separates the top and bottom panes. To fully expand the:
e Bottom pane, click the noninverted triangle on the control bar.
e Top pane, click the inverted triangle on the control bar.

To partially expand a pane, left-click the control bar and drag it up or down.

Legend

Color-coded legend to the right of the charts that describes the information that
appearsin al three charts of the pane.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Right-click Menu

A right-click context menu provides options to navigate to the shorthauls that are associated with the
selected backhaul interface. You can also modify how the chart appears.

The right-click menu contains:

Menu options Description

Goto > shorthaul |Opens the Performance tab for the shorthaul interface associated with the selected
backhaul interface.

Display Series... |OpenstheDisplay Seriesdialog box, which allowsyou to select data seriesto show
or hide. See Display Series Dialog Box, page 8-129.

Reset Zoom If you have zoomed into a specific area of the chart, resets the zoom.
Note To zoom into a specific area of the chart, use the left mouse button to drag

a box around the area.

Grid On Displays agrid on the chart.

Grid Off Removes the grid from the chart.

Shapes On Displays data points as shapes on the send and receive rate lines and the chart
legend.

Shapes Off Removes shapes from the send and receive rate lines and the chart legend.

Display Series Dialog Box

The Display Series dialog box allows you to select data series to show or hide.

The Display Series dialog box contains:

Column or Button

Description

Display Column of check boxes that allow you to display (by checking) or hide (by
unchecking) the data series associated with the selected backhaul.
The MWTM displays no morethan 12 series by default. You can change this setting
for the MWTM Client Display or the MWTM Web Display:

Display MWTM Client Display

(continued) To change the maximum number of data series that the MWTM client interface

displays by default, edit the MAX_CHART_SERIES parameter in the client-side
System.properties file:

¢ For the Windows client: C:\Program Files\Cisco Systems\MWTM Client
\properties\System.properties

e For Solarisor Linux client: /opt/CSCOsgmClient/System.properties

A

Caution  Depending on the processing power and memory of your client system,
setting the MAX_CHART_SERIES parameter too high can cause the
client display to become unresponsive. If the client becomes
unresponsive, set the MAX_CHART_SERIES to a lower value.

Remember to restart the client to activate the new MAX_CHART_SERIES value.

[ oL-9118-03
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Column or Button | Description

Display MWTM Web Display

(continued) To change the maximum number of data series that the MWTM web interface
displays by default, edit the MAX_CHART_SERIES parameter in the server-side
System.properties file: /opt/CSCOsgm/properties/System.properties.

A

Caution  Depending on the number of shorthauls that you display, setting the
MAX_CHART_SERIES parameter too high can cause the web display to
become unresponsive. If the web become unresponsive, set the
MAX_CHART_SERIES to a lower value.

Remember to restart the server to activate the new MAX_CHART_SERIES value.
Series Name Name of the data series to display or hide.
RAN Backhaul |The RAN backhaul that is associated with the data series.

This column appears only when the selected backhaul is avirtual backhaul. For
more information about virtual backhauls, see Creating Virtual RAN Backhauls,

page 8-136.
Close Closes the Display Series dialog box.
Help Opens the help system for the Display Series dialog box.

Viewing Error Data

You view error data for a shorthaul or backhaul interface by selecting it in the navigation tree of the
DEFAULT view (or any custom view) and clicking on the Errors tab in the right pane.

The Errors tab shows shorthaul and backhaul errors for the selected interface.

Note If the CISCO-IP-RAN-BACKHAUL-MIB on the node is not compliant with the MWTM, the MWTM
issues the message:

MIB not compliant for reports

Install aversion of 10S software on the node that is compatible with the MWTM. For alist of compatible
|OS software, from the MWTM:

¢ Web interface, choose Administrative > RAN-O OSREADME.
¢ Client interface, choose View > Web > Administrative; then click RAN-O OSREADME.

Viewing Shorthaul Errors

When you select a GSM Abis shorthaul interface in the navigation tree within the DEFAULT view (or
any custom view), the MWTM displays optimization, missed packet, and miscellaneous errorsin the
right pane (Figure 8-23). When you select a UMTS lub shorthaul interface, the MWTM displays
optimization and miscellaneous errors.

This window also includes a chart that displays the total number of errors per second. The chart has a
right-click menu with options to similar to those of the right-click menu of the Performance window.
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The content (right) pane contains:

Viewing RAN-0 Performance and Error Data 1l
You can use the split pane control bar to resize or maximize the error tables or the error chart.
Figure 8-23 Example of Shorthaul Errors for GSM Abis Interface
r Status Contributors r Details |/ Notes rTruubIeshooting |/ Recent Events ra Performance i
|Chan!ﬂ3 PU“ET| | Reset Cﬂum3f5| Foll Counter Mode Since Reboot at Dec 11 03:59:47 PM Foll Interval 00 Mins 15 Secs Last Pol
Optimization Failures Miscellaneous
Counters Rates Counters Rates
er sec er sec
Packet Unavailable 0 0 FPeer Mot Ready 0 0
Peer Route Unavailahle 1] 1] Peer Mot Active 435K 1]
Interface Down a 1] Invalid Packets a0 a
Encapsulation Errors 0 ] Last Received Packets 15 0
QoS Drops 0 I} Lost Sent Packets 3} 0
Reconstruction Failures ] 1] Fast Send Failures a 0
Transmit Failures 1] 1]
Transmit Buffer Unavailable a0 a
= Transmit Interface Resets 1] 1]
Missed Packets Overruns il 0
T — Rates Interrupt Failures 0 0
Er sec Late Arrivals 1] a
Early Artivals a 0
Late Packets 44 8k 0 Congestion Drops i il
Lost Packets A 1]
Insufficient Mermary 0 ]
Reset Event] 1] 1]
T
Total Errors / Second (Serial2z/4:0)
a s}
13:53:19.000 [
Time =2
(o)

GUI Elements

Description

Change Poller

Button that opens the Poller Settings dialog box. See Change Poller, page 8-125.

Reset Counters

Opens the Reset Counters dialog box to configure the method of polling. See
Changing Real-Time Poller and Counter Settings, page 5-20.

Poller Counter

Label that displays the polling mode that you configure in the Reset Counters

Mode dialog box.

Poll Interval Label that shows the current poll interval in seconds.

Optimization Pane that displays optimization failures for the selected GSM Abis or UMTS lub
Failures shorthaul interface. See Optimization Failures, page 8-132.

Miscellaneous

Note

Pane that displays miscellaneous errors on the selected shorthaul interface. See
Miscellaneous, page 8-133.

This pane appears for both GSM Abis and UMTS lub shorthaul interfaces
but with some differences in the types of errors shown.

[ oL-9118-03
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Optimization Failures

GUI Elements Description
Missed Packets |Pane that displays missed packet errors on the selected GSM Abis shorthaul
interface. See Missed Packets, page 8-134.
Note  This pane appears only for GSM Abis shorthaul interfaces.
Split-pane Pane sizing feature that separates the top and bottom panes. To fully expand the:
Control Bar

¢ Bottom pane, click the noninverted triangle on the control bar.
e Top pane, click the inverted triangle on the control bar.
To partially expand a pane, |eft-click the control bar and drag it up or down.

Total Errors/
Second

Chart that displays the total number of errors per second on the shorthaul interface.
See Total Errors per Second, page 8-135.

The Optimization Failures pane has atable that contains:

GUI Elements Description
Columns Table columns that list:
e Type of error—Type of optimization failure on the GSM Abisor UMTS lub
e Counters—Number of errors of a particular type
e Rates (per sec)—Error rate for a particular type of error
Total Total number of optimization failures encountered during the compression and
decompression of the GSM-Abis or UMTS-lub traffic.
Packet The number of times compression failed because a packet was unavailable.
Unavailable
Reconstruction | The number of times information in a packet could not be decompressed.
Failures
Encapsulation The number of times compression failed because of encapsulation errors.
Errors
QoS Drops The number of times compression failed because of quality of service errors or
traffic load.
Peer Route The number of times compression failed because a route to the peer was not
Unavailable available.

Interface Down

The number of times compression failed because an interface was down.

Congestion
Drops (GSM
Abis only)

The number of dropped GSM packets or UMTS cells because of traffic congestion.

Note  You can configure the congestion mechanism for low-latency GSM and
UMTS traffic. Other traffic (for example, SNMP or file transfer) can be
discarded without entering the congestion mechanism. For detailed
information about GSM and UM TS congestion management, see the Cisco
MWR 1941-DC-A Mobile Wireless Edge Router Software Configuration

Guide.

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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The Miscellaneous pane has atable that contains:

The error typesin the table apply to UMTS lub and GSM Abis shorthaul interfaces unless otherwise

noted.
GUI Elements Description
Columns Table columns that list:
e Type of error—Type of miscellaneous error on the GSM Abis or UMTS lub
shorthaul.
e Counters—Number of errors of a particular type.
e Rates (per sec)—Error rate for a particular type of error.
Total Total number of miscellaneous failures encountered during the compression and

decompression of the GSM-Abis or UMTS-lub traffic.

Peer Not Ready

The count of packets dropped on the backhaul because the peer was not ready.

Peer Not Active
(GSM Abisonly)

The count of packets dropped on the backhaul because the peer was reachable but
not in an active state.

Invalid Packets

The number of backhaul packets that were received and dropped because they
contained invalid information.

Packet Allocation
(UMTS lub only)

The number of times a packet could not be allocated to send dataon the UMTS lub
shorthaul interface.

Protocol
Encapsulation
Errors (UMTS
lub only)

The number of times compression failed because of encapsulation errors.

Local PVC
Unavailable
(UMTS lub only)

The number of packets dropped because alocal PV C was unavailable.

Remote PVC
Unavailable
(UMTS lub only)

The number of packets dropped because a remote PV C was unavailable.

Backhaul Drops
(UMTS lub only)

The number of packets dropped on the backhaul.

Lost Received
Packets (GSM
Abis only)

The number of backhaul packets expected to be received but that never arrived.

L ost Sent Packets
(GSM Abisonly)

The number of backhaul packets sent but the peer never received.

Fast Send
Failures (GSM
Abis only)

The number of fast send failures on the shorthaul interface.

Transmit Failures
(GSM Abisonly)

The number of packet transmit failures on the shorthaul interface.

[ oL-9118-03
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Missed Packets

GUI Elements

Description

Interrupt Failures
(GSM Abisonly)

The number of packets lost due to interrupt failures.

Late Arrivals The number of GSM packets that arrived later than the allowed time.
(GSM Abisonly)
Early Arrivals The number of GSM packets that arrived earlier than the allowed time.

(GSM Abisonly)

The Missed Packets pane appears only for GSM Abis shorthaul interfaces and has a table that contains:

GUI Elements Description
Columns Table columns that list:
¢ Type of error—Type of missed packet error on the GSM Abis shorthaul
interface.
e Counters—Number of errors of a particular type.
e Rates (per sec)—Error rate for a particular type of error.
Total Total number of missed packet errors encountered during the compression and
decompression of the GSM-Abis shorthaul interface.
Late Packets The number of packets missed on the backhaul because they arrived past the
allowed time frame
Lost Packets The number of packets missed because they were lost on the backhaul
Overruns (GSM | The number of packets missed due to the jitter buffer running out of available
Abis only) space.
Transmit The number of transmission interface resets.

Interface Resets
(GSM Abisonly)

Transmit Buffer

The number of times that the system is unable to allocate buffer for transmission.

Unavailable

(GSM Abisonly)

Reset Event The number of packets missed on the backhaul because of areset event

I nsufficient The number of packets missed on the backhaul for lack of available memory to
Memory allocate the packet

l_ User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Total Errors per Second

The Total Errors per Second pane displays a chart that contains:

GUI Elements Description

Total Errors/Second |Chart title that lists the selected shorthaul.

(shorthaul)

Errors/Sec Y-axis label that displays errors per second for the selected shorthaul .

Time X-axis label that displays areal-time scale for the selected shorthaul. The chart
also displays the server time zone.

A right-click menu provides navigational and chart control options. See Right-click Menu, page 8-126.

Viewing Backhaul Errors

When you select abackhaul interfacein the navigation tree, the MWTM displaysachart in theright pane
(Figure 8-24). The charts shows GSM and UM TS errors per second for each shorthaul interface included

in the backhaul.

Figure 8-24 Example of Backhaul Errors Chart

Status Contributors r Details r Notes

Change Poller | poll Interval 00 Mins 05 Secs Last Pall Dec 15 01:56:54 PM

GSM and UMTS Errors f Second

FTrouhleshooting rRecent Events rﬁ Performance rﬁErrors rRAN Shorthauls |

Errors/Sec

u]
13:54:40 43:54:50 13:55:00 43:55:10 435520 13:585:30 13:565:40 13:55:50 13:56:00 135610 13:56:20 43:56:30 13:56:40 13:56:50
Time

210476

— ATM2I0.1-aal5 layer — Setial2i4:0 — Serial2r5:0 — Serial2/6:0 — Serial2iv:0 - Congestion Active  No Data
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The content (right) pane contains:

GUI Elements Description

Change Poller Button that opens the Poller Settings dialog box. See Change Poller, page 8-125.
Poll Interval Label that shows the current poll interval in seconds.

Last Poll Label that displays the date and time of the last poll.

GSM and UMTS |Chart title for GSM and UMTS errors.

Errors/Second

Errors/Sec Y-axis label that displays errors per second.

Time X-axis label that displays areal-time scale and the server time zone.

Legend Color-coded legend for the shorthaul interfaces included in the selected backhaul.

A right-click menu provides navigational and chart control options. See Right-click Menu, page 8-129.

Viewing RAN Shorthauls

To view RAN shorthauls that are associated with a RAN-O backhaul, select the backhaul object in the
navigation tree in the left pane, and click the RAN Shorthauls tab in the right pane. The right pane
displays atabular list of RAN shorthauls that are associated with the selected backhaul.

To view descriptions of the columns of the RAN shorthauls table, see RAN Shorthauls Table, page 6-27.

Creating Virtual RAN Backhauls

You usethe MWTM to create avirtual RAN backhaul by grouping real backhauls. A virtual backhaul is
useful if you have configured several RAN backhauls for the same interface. To view the utilization for
that interface, createavirtual RAN backhaul that containsall the real backhaulsthat you have configured
for the interface.

To create avirtual RAN backhaul, right-click a RAN backhaul, then choose Create Virtual RAN
Backhaul. The MWTM displays the Virtual RAN Backhaul Editor.
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Figure 8-25 Virtual RAN Backhaul Editor
Mame |
Available Backhauls Included Backhauls
e Fame : Mode
B 2011 66/20.1.1.65 [emsskylad
2111082112 emsi941ka
711272114 ems1941 kb Add
20111082011, |ems1941ka #
20111062011, jems1941kb
201.1.547201.1.583 |emsskylaz
201162201161 |emsskylaz Remove
20.1.1.89720.1.1.90 |emsskylaz
Ly i i emsskylas h
:
The Virtual RAN Backhaul Editor contains:
Field or Button Description
Name Name of the virtual RAN backhaul.
Available Pane that contains the Available Backhaul s table, which contains these columns:;
Backhauls ¢ Name—Name of the RAN backhaul
¢ Node—Node to which the RAN backhaul belongs
Included Backhauls | Pane that contains the Included Backhauls table, which contains these columns:
¢ Name—Name of the RAN backhaul
¢ Node—Node to which the RAN backhaul belongs
Add Adds the selected backhaul to the Included Backhauls table.
Remove Removes the selected backhaul from the Included Backhauls table.
Save Saves the virtual RAN backhaul and closes the Virtual RAN Backhaul Editor.
Cancel Cancels the current operation and closes the Virtual RAN Backhaul Editor.
Help Opens the Help window for this feature.
To create avirtua RAN backhaul:
Step1  Right-click a backhaul in the RAN Backhauls table or within a view in the navigation tree.
Step2  Choose Create Virtual RAN Backhaul in the right-click menu.
The Virtual RAN Backhaul Editor appears.
Step3  Inthe Available Backhauls pane, choose a backhaul from the table.
Step4  Click Add to add the selected backhaul to the Included Backhauls table.
Step5 Repeat Step 4 for each additional backhaul you want to include in the virtual backhaul .
User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Step6  Toremove a backhaul from the Included Backhauls table, choose a backhaul from the table and click

Remove.

Step7 Inthe Namefield at the top of the dialog box, enter a name for the virtual backhaul.

Step8  Click Save to create the virtual RAN backhaul and close the dialog box.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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CHAPTER9

Managing Events

You can use the Cisco Mobile Wireless Transport Manager (MWTM) to view information about all
discovered events, including their associated network objects and other information.

This chapter includes:

Viewing Basic Information for All Events, page 9-2
Viewing Events for a Specific Object, page 9-8

Setting an Event Filter, page 9-8

Loading an Existing Event Filter, page 9-16

Saving an Event Filter File, page 9-17

Viewing Event Properties, page 9-18

Attaching a Note to an Event, page 9-21

Setting an Event Filter, page 9-8

Viewing Archived Event Files on the Web, page 9-22
Viewing the Event Metrics Report on the Web, page 9-23
Changing the Way the MWTM Processes Events, page 9-27
Forwarding Events as Traps to Other Hosts, page 9-40
Setting Sounds for Events at an MWTM Client, page 9-41
Displaying Alarms, page 9-46
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Viewing Basic Information for All Events

To view basic information for all events, click Eventsin the navigation tree of the MWTM in either the
client interface or the web interface. The Event window appears.

~

Note

Note

The client interface provides right-click menu options, toolbar buttons, and user-customized column
display of event data. The web interface provides some slightly different toolbar buttons and columns.
Differences are noted in this section.

Figure 9-1

Event Window of the Client Interface
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The Event window shows information about the events that the MWTM event logger and event processor
deliver for all objectsin the current network view.

You can view multiple Event windows at the same time, with different event filtering in each window or

dialog box.

The Event window is composed of these sections:

e Event Toolbar Buttons, page 9-3

¢ Right-Click Menu for All Events, page 9-4

¢ Right-Click Menu for a Specific Event, page 9-4

¢ Event Table, page 9-5
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The Event window within the client and the Web may provide these toolbar buttons:

Button Description

Set Filter Opens the Event Filter dialog box.

Apply Filter Activates and deactivates the event filter specified in the Event Filter
or dialog box. If:

Remove Filter

¢ Thefilter is activated, the MWTM shows only those events that
pass the filter.

e Thefilter is deactivated, the MWTM shows all events.

¢ You activate afilter in an object’s Recent Events table in the
MWTM main window, the filter is activated in all Recent Events
tablesinthe MWTM main window for all other objects. Thefilter
is not activated in Recent Events tables in Show In New Window
windows or Real-Time Data and Charts windows.

Archived
(Web interface only)

By default, the Recent Events table appears on the Web. Clicking on
Archived showsthe Archived Eventstable. Click the Archived button
again to switch back and forth.

Pause
or
Resume

(Client interface only)

Pauses or resumes the table.

Whilethe table is paused, the MWTM does not display new eventsin
the table (unless you apply an event filter or edit your event
preferences). When the tableisresumed, all new events since thetable
was paused are added to the display.

If events are deleted while the table is paused, they are not removed
from the table. Instead, they are grayed-out and cannot be
acknowledged or edited. Deleted events are removed from the table
when you resume the table.

Acknowledge
(Client interface only)

Makes the selected event or events acknowledged.

Unacknowledge
(Client interface only)

Makes the selected event or events unacknowledged.

Event Properties
(Client interface only)

Opens the Event Properties window.

Edit Notes
(Client interface only)

Opens the Edit Event dialog box.

Time Difference

(Client interface only)

Shows the time difference in days, minutes, hours, and seconds
between two events.

Find
(Client interface only)

Finds specific text in the event table.

Create Sound Filter

(Client interface only)

Opensthe Event Sound Filters dialog box and the Event Sound Filters
List dialog box, with fields populated based on the selected event.

[ oL-9118-03
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Button Description
Adjust Row Height Adjusts the table row height and wraps the message text. Click:
(Client interface only) ¢ Onceto double the row height and wrap the message text.

e Again to triple the row height and wrap the message text.

e Again for single row height and no message text wrapping. This
is the default setting.

This setting is saved automatically with your preferences.

Help for Event Shows context-sensitive help for the selected event in a separate
browser window.

Right-Click Menu for All Events
N

Note  Thisfeatureis available only inthe MWTM client interface.

To see the right-click menu for all events, select Events in the navigation tree left pane and click the
right mouse button. The events right-click menu provides these options:

Menu Command Description

Show In New Window Opens the Event window in a new window.

Back > List of Windows | Navigates back to a window viewed in this session.
The MWTM maintains alist of up to 10 Back windows.

Forward > List of Navigates forward to a window viewed in this session.
Windows

The MWTM maintains alist of up to 10 Forward windows.

Right-Click Menu for a Specific Event
N

Note  Thisfeatureis available only inthe MWTM client interface.

The Event window provides a subset of the MWTM main menu as aright-click menu. To see this menu,
select an event and click the right mouse button. The event right-click menu provides these options:

Menu Command Description

Edit Notes Opens the Edit Event dialog box for the selected event.

Go To > Object Shows the window for the object associated with the
selected event.

If no object is associated with the event, this option is not
visible.
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Menu Command Description
Change Severity Changes the severity of the event. Severities include:

e Critical—The default color is red.

¢ Indeterminate—The default color is aqua.
¢ Informational—The default color is white.
e Major—The default color is orange.
e Minor—The default color is yellow.
e Normal—The default color is green.
e Warning—The default color is blue.

You can customize this field (see Changing Event
Severities and Colors, page 9-35).

Acknowledge Makes the event acknowledged and records the user I1D.
Unacknowledge Makes a previously acknowledged event unacknowledged.
Event Properties Opens the Event Properties window.

Create Sound Filter Opens the Event Sound Filters dialog box and the Event

Sound Filters List dialog box, with fields popul ated based
on the selected event.

Help for Event Shows context-sensitive help for the selected event in a
separate browser window.

Event Table
The event table shows information about events that the MWTM event logger and event processor
deliver.
You can resize each column, or sort the table based on the information in one of the columns. By default,
the MWTM shows all of the columnsin the event table except Internal ID, Event Name, Element Name,
Original Severity, Count, Note, Change Time, Change By, Ack By, Node, Card, SP, Linkset, Link,
SGMP, ASP, AS, ASPA, Interface, or RAN Backhaul.
For more information about resizing, sorting, displaying, or hiding columns, see Navigating Table
Columns, page 5-23.
To see detailed information about an event, right-click the event in awindow, then select Event
Propertiesin the right-click menu.

S

Note  TheEvent tableintheweb interface displaysfewer columnsthan the client interface. Only the Category,
Severity, Create Time, and Severity columns appear in the web interface. Resizing and hiding columns
and right-click menus are possible only in the client interface.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column

Description

Internal 1D

Internal ID of the event. The internal 1D isaunique ID for every object, that the
MWTM assigns for its own internal use. This 1D can also be useful when the Cisco
Technical Assistance Center (TAC) is debugging problems.

Ack

Indicates whether the event has been acknowledged. To:
e Acknowledge an unacknowledged event, use the Acknowledge toolbar button.

e Make a previously acknowledged event unacknowledged, use the
Unacknowledge toolbar button.

Event Name

Name of the event.

Element Name

Network element name associated with the event.

Category

Type of the event. Default values include;
e Create—Creation event, such as the creation of a seed file.
¢ Delete—Deletion event, such as the deletion of an object or file.
e Discover—Discovery event, such as Discovery beginning.
e Edit—Edit event. A user has edited an object.
e |gnore—Ignore event. A user has Ignored alink or linkset.
e Login—Login event. A user has logged in to the MWTM.

e LoginDisable—LoginDisable event. The MWTM has disabled a user’s
User-Based Access authentication as aresult of too many failed attempts to log
intothe MWTM.

e LoginFail—LoginFail event. An attempt by a user to log in to the MWTM has
failed.

e L ogout—Logout event. A user haslogged out of the MWTM.

e OverWrite—OverWrite event. An existing file, such as a seed file or route file,
has been overwritten.

e Poll—Poll event, such as an SNMP poll.

e Purge—Purge event. A user has requested Discovery with Delete Existing Data
selected, and the MWTM has deleted the existing the MWTM database.

e Status—Status change message generated.
e Trap—SNMP trap message generated.
You can customize this field (see Changing Event Categories, page 9-33).
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Column Description
Severity Severity of the event. Default values include:
e Critical—The default color is red.
e Indeterminate—The default color is aqua.
¢ Informational—The default color is white.
e Major—The default color is orange.
e Minor—The default color isyellow.
e Normal—The default color is green.
e Warning—The default color is blue.
You can customize this field (see Changing Event Severities and Colors, page 9-35).
Original Original severity of the event.
Severity
Count Number of times this event occurred.
Note Indicates whether a note associated with the event.
Create Time Time this event was received.
Change Time |Time this event was last updated.
Change By User who last changed this event.
Ack By If you have not implemented the MWTM User-Based Access, name of the node that
last acknowledged the event.
If you have implemented the MWTM User-Based Access, name of the user who last
acknowledged the event.
If no one has acknowledged the event, thisfield is blank.
Node Name of the node associated with the event. If no node is associated with the event,
None appears.
Card (RAN-O |Card associated with this event.
only)
SP (ITPonly) |Name of the signaling point associated with the event. If no signaling point is
associated with the event, None appears.
Linkset (ITP  |Name of the linkset associated with the event. If no linkset is associated with the
only) event, None appears.

Link (ITPonly)

Name of the link associated with the event. If no link is associated with the event,
None appears.

SGMP (ITP
only)

Name of the signaling gateway-mated pair associated with the event. If no signaling
gateway-mated pair is associated with the event, None appears.

ASP (ITPonly)

Name of the application server process associated with the event. If no application
server process is associated with the event, None appears.

AS (ITPonly) |Name of the application server associated with the event. If no application server is
associated with the event, None appears.

ASPA (ITP Name of the application server process association associated with the event. If no

only) application server process association is associated with the event, None appears.
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Column Description

Interface Interface associated with this event.

RAN Backhaul |RAN backhaul associated with this event.
(RAN-O only)

Viewing Events for a Specific Object

You can usethe MWTM to view eventsfor aselected object. To do so, right-click an object (for example,
anode) in awindow, then choose View > Recent Eventsfrom the right-click menu. The MWTM shows
recent events for the selected object (see Viewing Recent Events, page 8-44).

Setting an Event Filter

You can use the MWTM to change the way event information appears.

S
Note  You can accessthe Event Filter dialog box through either the client interface or the web interface. Minor
differences that exist are noted in this section.

To changethe way the MWTM presents event information, click Eventsin the navigation tree, then click
the Event Filter tool at the top of the Event window. The Event Filter dialog box appears with the
Properties tab selected.

Figure 9-2 Event Filter Dialog, Showing Event Properties
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For more information about the Event Filter dialog box, see these sections:

¢ Event Filter Buttons, page 9-9

¢ Properties Settings, page 9-9
¢ Selected Objects Settings, page 9-12
e Event Filter Example, page 9-15

Related Topics:

¢ Loading an Existing Event Filter, page 9-16

e Saving an Event Filter File, page 9-17

¢ Viewing Event Properties, page 9-18

Event Filter Buttons

The Event Filter dialog box contains:

Button

Description

Select All

Checks all check boxes in the section.

Deselect All

Unchecks all check boxes in the section.

OK

Applies any changes you made to the event filter and closes the Event Filter dialog
box.

Load

Opens the Load File Dialog: Load Filter, which you use to load an already existing
event filter file.

If you are viewing events for a specific object in the navigation tree of the MWTM
main window, this button is not available.

Save

Opensthe Save File Dialog: Save Filter, which you useto save the event filter file with
anew name, or overwrite an existing event filter file.

If you are viewing events for a specific object in the navigation tree of the MWTM
main window, this button is not available.

Cancel

Closes the Event Filter dialog box without applying any changes to the event filter.

Help

Shows online help for the current dialog box.

Properties Settings

You use the Properties settings in the Event Filter dialog box to specify the types of event the MWTM
should display in the Event window, including the category and severity of event, whether the event is
acknowledged, and other properties.

To display the Properties settings, click the Properties tab in the Event Filter dialog box.

The Properties settings contain these panes:

e Categories, page 9-10

e Severities, page 9-11
e Other, page 9-11
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Categories

Use the Categories pane of the Properties settings to specify which event categories you want to display
in the Event window.

The Categories pane contains these default fields and buttons:

Note  These are the default categories; there might be additional categories that the MWTM system
administrator defines. For information about custom categories, see Changing Event Categories, page

9-33.

Check Box

Description

Status

Indicates whether Status events appear in the Event window. The check box is
checked by default.

Trap

Indicates whether Trap events appear in the Event window. The check box is
checked by default.

Create

Indicates whether Create events appear in the Event window. The check box is
checked by default.

Delete

Indicates whether Delete events appear in the Event window. The check box is
checked by default.

Discover

Indicates whether Discover events appear in the Event window. The check box is
checked by default.

Edit

Indicates whether Edit events appear in the Event window. The check box is
checked by default.

Ignore

Indicates whether Ignore events appear in the Event window. The check box is
checked by default.

Login

Indicates whether Login events appear in the Event window. The check box is
checked by default.

LoginDisable

Indicates whether L oginDisable events appear in the Event window. The check box
is checked by default.

LoginFail

Indicates whether LoginFail events appear in the Event window. The check box is
checked by default.

L ogout

Indicates whether Logout events appear in the Event window. The check box is
checked by default.

OverWrite

Indicates whether OverWrite events appear in the Event window. The check box is
checked by default.

Poll

Indicates whether Poll events appear in the Event window. The check box is
checked by default.

Purge

Indicates whether Purge events appear in the Event window. The check box is
checked by default.
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Severities

Use the Severities pane of the Properties settings to specify which event severities you want to display

in the Event window.

The Severities pane contains these default fields:

A
Note  These are the default severities; there might be additional severities that the MWTM system
administrator defines. For information about custom severities, see Changing Event Severities and

Colors, page 9-35.

Check box Description

Informational |Indicates whether events of the specified severity appear in the Event window.

Normal Severities include;

Indeterminate | ® !nformational

Warning * Normal

Critical * Indeterminate

Minor e Warning

Major e Critical

e Minor
e Mgjor
Note Check boxes are checked by default.
Other

Use the Other pane of the Properties settings to further define the event filter for the Event window.

These settings are applied to all event displays in the current view.

Field Description

Acknowledged Check box indicating whether only acknowledged events appear in the Event
window. This check box is unchecked by default.

Unacknowledged Check box indicating whether only unacknowledged events appear in the
Event window. This check box is checked by default.

Time Before Check box indicating whether only events that the MWTM logs prior to a
specified date and time appear in the Event window. This check box is
unchecked by default.

Time Before Specifies the date and time prior to which events that the MWTM logs appear
in the Event window. Thisfield is dimmed unless the Time Before check box
is checked.

Time After Check box indicating whether only events that the MWTM logs after a
specified date and time appear in the Event window. This check box is
unchecked by default.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Field Description

Time After Specifies the date and time after which events that the MWTM logs appear in
the Event window. This field is dimmed unless the Time After check box is
checked.

M essage Contains Check box indicating whether only events that contain the specified message
text appear in the Event window. This check box is unchecked by default.

Match Case Check box indicating whether only events that match the case of the text in the
Message Contains field appear in the Event window. Thisfield is dimmed
unless the Message Contains check box is checked. If the Message Contains
check box is checked, the default setting for this check box is unchecked.

Suppress eventsfor | Check box for suppressing events for any objects that have been set to the
unmanaged nodes unmanaged state (see Unmanaging and Managing Nodes or I TP Signaling
Points, page 6-38, for steps to set an object to the unmanaged state). To
suppress events for unmanaged objects, check the check box. To retain events
for unmanaged objects, uncheck the check box.

If you are viewing events for a specific object in the navigation tree of the
MWTM main window, this button is not available.

Selected Objects Settings

~

Note

Step 1
Step 2

Step 3

The Selected Objects tab is not available in the Events dialog box if you are viewing events:
¢ For aspecific object in the navigation tree of the MWTM main window.
e Using the web interface.

To specify an object for which the MWTM should display events in the Event window:

Click Eventsin the navigation tree.

The Events window appears in the right pane.

Click the Event Filter tool at the top of the Event window.

The Event Filter dialog box appears with the Properties tab selected.

Click the Selected Objectstab in the Event Filter dialog box.

The Event Filter dialog box appears with the Selected Objects tab highlighted.

for the Cisco Mobile Wireless Transport Manager 6.0

] User Guide

oL-9118-03 |



| Chapter8 Managing Events

Setting an Event Filter 1l

Figure 9-3 Event Filter Dialog, Showing Event Selected Objects
|| Properties | ‘Selected Objects |
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Ohject Type | Mode |
Mode 17217187
Node : 172.17.18.7 |+
|0K||Luad‘|Sm||Cancel‘|Help| %

The Selected Objects settings contains:

Field or Button

Description

Node

Drop-down list box of all nodesthat the MWTM has discovered. If you:

e Want to filter events based on a node, select a node from the
drop-down list box.

¢ Do not want to filter events based on a node, select None. The
MWTM grays-out the other object fields. Thisis the default
setting.

ApplicationServerProcess
(ITPonly)

Drop-down list box of all application server processes associated with
the selected node:

¢ If you want to filter events based on an application server process,
select an application server process from the drop-down list box.

¢ If you do not want to filter events based on an application server
process, select None. Thisis the default setting.

SignalingGatewayMatedPair
(ITPonly)

Drop-down list box of all signaling gateway-mated pairs associated
with the selected node:

¢ If you want to filter events based on a sighaling gateway-mated
pair, select asignaling gateway-mated pair from the drop-down list
box.

¢ |If you do not want to filter events based on a signaling
gateway-mated pair, select None. Thisis the default setting.

[ oL-9118-03
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Field or Button

Description

SignalingPoint (ITP only)

Drop-down list box of all signaling points associated with the selected
node:

¢ If you want to filter events based on a signaling point, select a
signaling point from the drop-down list box.

¢ If youdo not want to filter events based on asignaling point, select
None. Thisisthe default setting.

Linkset (ITP only)

Drop-down list box of al linksets associated with the selected
signaling point:

¢ |If you want to filter events based on alinkset, select alinkset from
the drop-down list box.

¢ |If you do not want to filter events based on a linkset, select None.
Thisis the default setting.

Link (ITP only)

Drop-down list box of al links associated with the selected linkset:

e |f you want to filter events based on alink, select alink from the
drop-down list box.

¢ If youdo not want to filter events based on alink, select None. This
is the default setting.

ApplicationServer (ITP only)

Drop-down list box of all application servers associated with the
selected signaling point:

e If youwant tofilter events based on an application server, select an
application server from the drop-down list box.

¢ If you do not want to filter events based on an application server,
select None. Thisis the default setting.

ApplicationServerProcess
Association (ITP only)

Drop-down list box of all application server process associations
associated with the selected application server:

¢ If you want to filter events based on an application server process
association, select an application server process association from
the drop-down list box.

¢ If you do not want to filter events based on an application server
process association, select None. Thisis the default setting.

Card (RAN-O only)

Drop-down list box of all cards associated with the selected node:

e |f you want to filter events based on a card, select a card from the
drop-down list box.

e |f you do not want to filter events based on a card, select None.
Thisisthe default setting.

Interface

Drop-down list box of all interfaces (including subinterfaces)
associated with the selected node or card:

¢ If youwanttofilter eventsbased on aninterface, select aninterface
from the drop-down list box.

¢ |If you do not want to filter events based on an interface, select
None. Thisisthe default setting.
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Field or Button

Description

Backhaul (RAN-

O only)

Drop-down list box of all RAN backhauls associated with the selected
node or card:

¢ |f youwanttofilter eventsbased on an interface, select aninterface
from the drop-down list box.

¢ |f you do not want to filter events based on an interface, select
None. Thisisthe default setting.

Selected Objects: Object Indicates the type of object, if any, on which the event filter is based.
Type

Selected Objects: AS (ITP Indicates the application server, if any, on which the event filter is
only) based.

Selected Objects: ASP (ITP | Indicatesthe application server process, if any, on which the event filter
only) is based.

Selected Objects: ASPA (ITP |Indicates the application server process application, if any, on which
only) the event filter is based.

Selected Objects: Link (ITP  |Indicates the link, if any, on which the event filter is based.

only)

Selected Objects: Linkset Indicates the linkset, if any, on which the event filter is based.
(ITPonly)

Selected Objects: Node Indicates the node, if any, on which the event filter is based.

Selected Objects: SGMP (ITP |Indicates the signaling gateway-mated pair, if any, on which the event
only) filter is based.

Selected Objects: SP (ITP Indicates the signaling point, if any, on which the event filter is based.
only)

Selected Objects: Card Indicates the card, if any, on which the event filter is based.

(RAN-O only)

Selected Objects: Interface

Indicates the interface or subinterface, if any, on which the event filter
is based.

Selected Objects: Backhaul

(RAN-O only)

Indicates the RAN backhaul, if any, on which the event filter is based.

Event Filter Example

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

This example shows how to set an event filter to display trap messages for warning events for a specific

node.

Choose Eventsin the navigation tree of the MWTM main window of the client interface.

Click the Event Filter tool at the top of the Event window.

The Event Filter dialog box appears with the Properties tab selected.

In the Categories pane, uncheck all check boxes except for the Trap check box.

In the Severities pane, uncheck all check boxes except for the Warning check box.

Click the Selected Objects tab.

In the drop-down list box, choose a node from the list of discovered nodes.
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Step7  To activate the event filter and close the Event Filter dialog box, click OK.
Step8  To save the event filter for future use:
a. Inthe Event Filter dialog box, click Save. This action opens the Save Filter dialog box.

b. Inthe Save Filter dialog box, enter a meaningful name in the Filename text box (for example,
Nodel09-WarningTraps).

c. Click OK to close the Save Filter dialog box.
d. Click OK to close the Event Filter dialog box.

In the future, to view traps for warning events for Nodel09, click L oad in the Event Filter dialog
box, choose the Node109-WarningTraps filter, then click OK. The Events window will only display
warning traps for Nodel09 until you load a different event filter or change the current one.

Loading an Existing Event Filter

You use the MWTM to load a specific event filter file and change the list of event filter files.

To load an existing event filter, click L oad in the Event Filter dialog box. The Load File Dialog: Load
Filter dialog box appears.

Figure 9-4 Load File Dialog: Load Filter Dialog

- Load File Dialoo ]@l

Load Filter

s

Type Narne Last Modified Size (hytes)
D filter Dec 14, 10:27:43 31

Cancel | | Help

1 File | %
The Load File Dialog: Load Filter contains:;
Field or Button or Icon Description
Type Icon indicating whether the item in the table is afile or afolder.
Name Name of the event filter file or folder.
Last Modified Date and time the event filter file or folder was last modified.
Size (bytes) Size of the event filter file or folder, in bytes.
Number of Files Total number of event filter files and folders.
(appearsin lower -eft corner)
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Field or Button or Icon

Description

OK

L oads the sel ected event filter, saves any changesyou madeto the
list of files, and closes the dialog box.

To load an event filter file, double-click it in the list, select it in
thelist and click OK, or enter the name of the file and click OK.
The MWTM loads the event filter file, saves any changes you
made to the list of files, closes the Load File Dialog: Load Filter
dialog box, and returns to the Event Filter dialog box.

Delete

Deletesthe selected filefrom the event filter filelist. The MWTM
issues an informational message containing the name and location
of the deleted file.

Cancel

Closesthe dialog box without loading an event filter file or saving
any changes to the event filter file list.

Help

Shows online help for the dialog box.

Saving an Event Filter File

You use the MWTM to save a specific event filter file and change the list of event filter files.

When you are satisfied with the filter settings, click Save in the Event Filter dialog box. The Save File
Dialog:Save Filter dialog box appears.

Figure 9-5 Save File Dialog: Save Filter Dialog

 Save Filter
@ || =
L. W@é‘ Mame Last Modified Size (hytes)
D filter Dec 14, 10:30:41 (atala]
Filename: [filter |
l OK I Cancel ‘ ‘ Help |

1 File |

z10482

The Save File Dialog: Save Filter contains;

Field or Button or Icon Description

Type Icon indicating whether the item in the table is afile or afolder.
Name Name of the event filter file or folder.

Last Modified Date and time the event filter file or folder was last modified.
Size (bytes) Size of the event filter file or folder, in bytes.
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Field or Button or Icon

Description

Filename

Name by which you want to save the event filter file.

If you create a new event filter filename, you can use any letters,
numbers, or characters in the name that are allowed by your
operating system. However, if you include any spaces in the new
name, the MWTM converts those spaces to dashes. For example,
the MWTM savesfilea b c asa-b-c.

Number of Files
(displayed in bottom left corner)

Total number of event filter files and folders.

OK

Saves any changes you made to the current event filter file and
closes the dialog box.

To save the event filter file with a new name, use one of these
procedures. To save the file with:

e A completely new name, enter the new name and click OK.

¢ An existing name, overwriting an old event filter file, select
the name in the list and click OK.

The MWTM saves the event filter file with the new name, saves
any changes you made to the list of files, closes the Save File
Dialog: Save Filter dialog box, and returns to the Event Filter
dialog box.

Delete

Deletesthe selected filefrom the event filter filelist. The MWTM
issues an informational message containing the name and location
of the deleted file.

Cancel

Closesthe dialog box without saving the event filter file or saving
any changes to the event filter file list.

Help

Shows online help for the dialog box.

Viewing Event Properties

You use the MWTM to view detailed information about a selected event, including its associated object,

status, and other information.

To view detailed information about an event, right-click the event in a window, then select Event

Properties in the right-click menu.

The Event Properties dialog box appears.
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Figure 9-6

Event Properties Dialog

X

erties 1 Notes | Details |

command

Message sgm-76-91a.cisco.com -- Device configuration download Failed. Reason: Unable to synchronize
configuration for node sgm-76-91a.cisco.com - Failed to execute "show running-config”

Category
Severity
Timestamp
Message Name
Acknowledged
Acknowledged by
Ack timestamp
MNode

Status
Minar
Tue Dec12 21:51:16 EST 2006

Viewing Event Properties

ConfigurationDownload

Mo

Tue Dec12 21:51:16 EST 2006
sQm-76-91a

Close |

210483

The Event Properties dialog box contains:

Tab, Field, or Button | Description

Properties Tab that shows detailed information about the selected event.

Message Message text for the event.
You can customize this field (see Changing the Way the MWTM Processes
Events, page 9-27).

Category Type of the event. Default values are:

Create—Creation event, such as the creation of a seed file.
Delete—Deletion event, such as the deletion of an object or file.
Discover—Discovery event, such as Discovery beginning.
Edit—Edit event. A user has edited an object.

Ignore—Ignore event. A user hasignored alink or linkset.
Login—Login event. A user has logged in to the MWTM.

LoginDisable—LoginDisable event. The MWTM has disabled a user’s
User-Based Access authentication as aresult of too many failed attempts
to log in to the MWTM.

L oginFail—LoginFail event. A user’s attempt to log into the MWTM has
failed.

L ogout—L ogout event. A user has logged out of the MWTM.
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Tab, Field, or Button |Description

Category (continued) | ¢ OverWrite—OverWrite event. An existingfile, such asaseedfile or route
file, has been overwritten.

¢ Poll—Poll event, such asan SNMP poll.

e Purge—Purgeevent. A user hasrequested Discovery with Delete Existing
Data selected, and the MWTM has deleted the existing MWTM database.

¢ Status—Status change message generated.
e Trap—SNMP trap message generated.
You can customize this field (see Changing Event Categories, page 9-33).

Severity Severity of the event. Default values are:
e Critical—The default color isred.
¢ Indeterminate—The default color is agua.
¢ Informational—The default color is white.
e Major—The default color is orange.
¢ Minor—The default color isyellow.
¢ Normal—The default color is green.
e Warning—The default color is blue.
You can customize this field (see Changing Event Severities and Colors, page

9-35).
Timestamp Date and time the event was logged.
M essage Name User-specified message name for the event that the MWTM uses for trap

forwarding. The default message name is MWTM.

For more information about user-specified message names and trap
forwarding, see Forwarding Events as Traps to Other Hosts, page 9-40.

Acknowledged Indicates whether the event has been acknowledged.

Acknowledged By Name of the node that last acknowledged the event. If no one has
acknowledged the event, thisfield is blank.

Ack Timestamp Date and time the event was last acknowledged or unacknowledged.

Node Name of the node associated with the event. If no node is associated with the
event, None appears.

Signaling Point (ITP |Name of the signaling point associated with the event. If no signaling point is
only) associated with the event, None appears.

Linkset (ITP only) Name of the linkset associated with the event. If no linkset is associated with
the event, None appears.

Link (ITP only) Name of the link associated with the event. If no link is associated with the
event, None appears.

AS (ITP only) Name of the application server associated with the event. If no application
server is associated with the event, None appears.

ASP (ITP only) Name of the application server process associated with the event. If no
application server process is associated with the event, None appears.
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Tab, Field, or Button

Description

ASPA (ITP only)

Name of the application server process association associated with the event.
If no application server process association is associated with the event, None
appears.

SGMP (ITP only)

Name of the signaling gateway-mated pair associated with the event. If no
signaling gateway-mated pair is associated with the event, None appears.

Rtr Interface

Name of the interface associated with the event.

Ran Backhaul
(RAN-O only)

Name of the RAN backhaul associated with the event.

Card (RAN-O only)

Name of the card associated with the event.

Notes

Tab that shows notes associated with this event.

Last Update Date and time the Notes field for this event was last updated. If no noteis
currently associated with this event, this field shows the value Not Set.

Notes Notes associated with this event. If no note is currently associated with this
event, this field shows the value No Notes.

Close Closes the Event Properties dialog box.

Details Tab that shows specific event attributes.

Related Topic:

Viewing Basic Information for All Events, page 9-2

Attaching a Note to an Event

You use the MWTM to annotate an event, attaching a descriptive string to the event.

To annotate an event, right-click an event in the Event window, then select Edit Notesin the right-click

menu.

The Edit Event dialog box appears.

Figure 9-7 Edit Event Dialog
Interface ems15454ea.cisco.com/E1_17/7 changed state from Active to Down/Interface
Cown,
Mame
Last Update Mot Set
Motes
S L =
‘ Save Cancel | Help | =
— &
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The Edit Event dialog box contains:

Field or Button Description

Name Message text of the event.

Last Update Date and time the Notes field for this event was last updated. If no noteis currently
associated with this event, this field shows the value Not Set.

You cannot edit this field.

Notes Notes to associate with this event. In thisfield, you can enter any important
information about the event, such asits associated object, what triggered the event,
how often it has occurred, and so on.

Save Saves changes you have made to the event information and exits the Edit Event
dialog box.

Cancel Exits the Edit Event dialog box without saving any changes.

Help Shows online help for the current window.

Related Topics:
¢ Viewing Basic Information for All Events, page 9-2

¢ Viewing Event Properties, page 9-18

Viewing Archived Event Files on the Web

The All Network Event Archived Files page provides accessto archived event fileswithin ITP or RAN-O
networks for the server to which you are connected.

To access archived event files:

Step1  WithinaWeb browser, navigateto the MWTM web interface (for details, see Accessingthe MWTM Web
Interface, page 11-1).

Step2  Choose File Archive > Events from the Web navigation tree.
Within the Last Modified Date column, choose the day you want to view archived event files for.

Step3  Adjacent to the date you have chosen, click on the Status Changes and SNMP Traps link under View.
The Network Status Archive page appears, showing alist of the status and trap messagesin the archive.
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Viewing the Event Metrics Report on the Web

The Event Metrics Report page shows a number of metrics for the MWTM, based on the number of
messages of each type and severity that the MWTM receives. Thisreport is applicable for both ITP and
RAN-O networks.

To view the event metrics report using the MWTM Web interface:

Step1  Within a Web browser, navigate to the MWTM Web interface (for details, see Accessing the MWTM
Web Interface, page 11-1).
Step2  Click Reports > Statistics > Events, or from the Reports page, click Events.
The Event Metrics Report page contains the following tables:
e Message Types Table, page 9-23
e Message Severity Table, page 9-24
e Status Messages Table, page 9-24
e Trap Messages Table, page 9-25
e Messages/Day Table, page 9-26
¢ Status Change Messages/Day Table, page 9-26
¢ SNMP Trap Messages/Day Table, page 9-26
¢ Files Processed Table, page 9-27
¢ Date Range Table, page 9-27
Message Types Table
The Message Types table contains the following columns:
Column Description
Message Types |Total number of messages of each type that the MWTM received. Possible types are:
e Total Messages—Total number of messages of all types
e Total Status—Total number of status change messages
e Total Traps—Total number of SNMP trap messages
Num Number of messages of each type that the MWTM received.
Num/Total Number of messages of a given type that the MWTM received, divided by the total

number of messages that the MWTM received, shown as a percentage.
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Message Severity Table

The Message Severity table contains the following columns:

Column

Description

Message
Severity

Total number of messages (status change messages and SNM P trap messages) of each
severity that the MWTM received:

Total Warning
Total Normal

Total Unclass
Total Minor

Total Mgjor

Total Informational
Total Error

Total Critical

Total Admin

Num

Number of messages of each severity that the MWTM received.

Num/Total

Number of messages of agiven severity that the MWTM received, divided by thetotal
number of messages that the MWTM received, shown as a percentage.

Status Messages Table

The Status M essages table contains the following columns;

Column

Description

Status
M essages

Total number of status change messages of each severity that the MWTM received.
Possible severities are:

Status Minor

Status Normal
Status Major

Status Warning
Status Informational
Status Critical
Status Unclass
Status Error

Status Admin

Num

Number of status change messages of each severity that the MWTM received.
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Column

Description

Num/Status

Number of status change messages of a given severity that the MWTM received,
divided by the total number of status change messages that the MWTM received,
shown as a percentage.

Num/Total

Number of status change messages of a given severity that the MWTM received,
divided by the total number of messages (status change messages and SNMP trap
messages) that the MWTM received, shown as a percentage.

Trap Messages Table

The Trap Messages table contains the following columns:

Column

Description

Trap Messages

Total number of SNMP trap messages of each severity that the MWTM received.
Possible severities are:

e Trap Warning

e Trap Unclass

e Trap Normal

e Trap Minor

e Trap Mgjor

e Trap Informational
e Trap Error

e Trap Critical

e Trap Admin

Num

Number of SNMP trap messages of each severity that the MWTM received.

Num/Trap

Number of SNMP trap messages of a given severity that the MWTM received,
divided by the total number of SNMP trap messages that the MWTM received, shown
as a percentage.

Num/Total

Number of SNMP trap messages of a given severity received by the MWT, divided
by the total number of messages (status change messages and SNM P trap messages)
that the MWTM received, shown as a percentage.
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Messages/Day Table
The Messages/Day table contains the following columns:
Column Description
Day Date for which metrics are calcul ated.
NumMsgs Total number of messages that the MWTM received on a given day.
NumMsgs/TotalMsgs | Number of messages that the MWTM received on a given day, divided by the

total number of messages (status change messages and SNM P trap messages)
that the MWTM received on all days, shown as a percentage.

Status Change Messages/Day Table

The Status Change Messages/Day table contains the following columns:

Column Description

Day Date for which metrics are calculated.

NumStatM sgs Total number of status change messages that the MWTM received
on agiven day.

NumStatM sgs/Total M sgs Number of status change messages that the MWTM received on a

given day, divided by the total number of messages (status change
messages and SNM P trap messages) that the MWTM received on all
days, shown as a percentage.

NumStatM sgs/Total StatM sgs Number of status change messages that the MWTM received on a

given day, divided by the total number of status change messages
that the MWTM received on all days, shown as a percentage.

SNMP Trap Messages/Day Table

The Status Change M essages/Day table contains the following columns:

Column Description

Day Date for which metrics are cal cul ated.

NumTrapMsgs Total number of SNMP trap messages that the MWTM received
on agiven day.

NumTrapM sgs/TotalMsgs Number of SNMP trap messages that the MWTM received on a

given day, divided by thetotal number of messages (status change
messages and SNM P trap messages) that the MWTM received on
all days, shown as a percentage.

NumTrapM sgs/Total TrapM sgs Number of SNMP trap messages that the MWTM received on a

given day, divided by the total number of SNMP trap messages
that the MWTM received on all days, shown as a percentage.
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Files Processed Tabhle

The Files Processed table lists all files that the MWTM has processed.

Date Range Table

The Date Range table displays the date and time when the MWTM began collecting metrics, and the date
and time of the most recent metrics.

Changing the Way the MWTM Processes Events

Note

The three types of MWTM events are:
e Trap events—Incoming events that the MWTM does not solicit
e Status events—Status changes that the MWTM detects
e User Action events—Events that user actions trigger

Within those broad types, there occur subordinate types of events, each with adefault category, severity,
color, messagetext, and event help file. You usethe MWTM to change the default characteristics of each
type of event, tailoring them to meet your needs.

Changes you make to the MWTM event processing can adversely affect your operating environment. In

most environments, the MWTM recommends that you use the default event-processing settings without
modification.

To change the MWTM event processing, use one of these procedures:
¢ Choose Tools > Event Editor from the MWTM main menu.
e Choose Start > Programs > Cisco MWTM Client > MWTM Event Editor in Windows.
¢ Enter the mwtm eventeditor command (see mwtm eventeditor, page B-22).

The MWTM launches the MWTM Event Editor.
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Figure 9-8 MWTM Event Editor
Eﬂ Event Editor ( ITP RAN-0 ), - ems-svr276 : BE_L@
[ Eile Help

¢ @ Event Configuration

@ Limits
@ SMNMP Servers
@ Cateqgaries
@ Severities

o @ Traps

o= @ Status Alarms

o= @ User Actions

El

|dhcp-64-102-82-248-cisco-com

210485

You use the Event Editor to customize the visible category, severity, color, and message associated with
events; and load, save, and deploy customized event configurations. You can al so specify alist of SNMP
servers to which the MWTM should forward events in the form of traps.

The high-level MWTM event processing settings appear in the navigation tree in the left pane in the
MWTM Event Editor window. The detailed settings for each high-level setting appear in the content area

in the right pane.

The MWTM Event Editor menu provides these options:

Menu Command

Description

File > Load Draft

L oads the local copy of the event configuration that you saved.

File > Save Draft
(Ctrl-S)

Saves alocal copy of the event configuration, including any changes you
made by using the Event Editor. You can save only onelocal copy of the event
configuration. You cannot specify a filename for the local copy.

File > Load Default

L oads the default event configuration on this MWTM client.

The default event configuration is the standard event configuration that the
MWTM useswheniitisfirst installed. The default event configuration stored
onthe MWTM server and shared by all MWTM clients, but the clients cannot
modify it.

File > Load Running

L oads the event configuration that is currently running on the MWTM server.

File > Load Backup

L oads the backup event configuration from the MWTM server.

The MWTM creates a backup event configuration every time the event
configuration on the MWTM server is overwritten.

File > Revert

Revertsto the last event configuration that was loaded on the MWTM client.
This could be the draft, default, running, or backup event configuration.
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Menu Command

Description

File > Deploy

Deploysthe event configuration that is currently being edited on thisMWTM
client to the MWTM server.

The deployed event configuration does not take effect until you restart the
MWTM server. When you restart the MWTM server, the MWTM
automatically reflects your changesto the event configuration on the MWTM
server and on all MWTM clients that connect to that server, and reflects any
new or changed categories, severities, and other event characteristicsin its
web navigation bars.

File > Exit

Closes the Event Editor window. If you have made any changes to the event
configuration, the MWTM asksif you want to save the changes beforeleaving
the window. Click:

e SaveDraft to savethe changesin alocal copy of the event configuration.
You can save only one local copy of the event configuration. You cannot
specify afilename for the local copy.

e Deploy to deploy the event configuration, including any changes you
made, to the MWTM server.

The deployed event configuration does not take effect until you restart
the MWTM server. When you restart the MWTM server, the MWTM
automatically reflects your changes to the event configuration on the
MWTM server and on all MWTM clients that connect to that server, and
reflects any new or changed categories, severities, and other event
characteristicsin its web display navigation bars.

e No or Cancel to close the prompt window and return to the Event Editor
window.

Help > Topics
(F1)

Shows the table of contents for the MWTM online help.

Help > Window
(Shift-F1)

Shows online help for the current window.

Help > About
(F3)

Shows build date, version, SSL support, and copyright information about the
MWTM application.

This section provides this information:

¢ Changing Event Limits, page 9-30

e Specifying aList of SNMP Servers for Trap Forwarding, page 9-32

¢ Changing Event Categories, page 9-33

e Changing Event Severities and Colors, page 9-35

e Configuring Trap, Status Alarm, or User Action Events, page 9-36
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Changing Event Limits

To change limitsfor the MWTM event database, select the turner beside Event Configuration, then click
Limits. The Limits Configuration window appears in the right pane.

Field Description

MaxEventDbRecords Sets the maximum number of events allowed in the in-memory
database. You can observe these events in the client NBAPI. The
MWTM archives deleted events.

By default, the MWTM event database can hold a maximum of 5,000
events. If the database exceeds 5,000 events, the MWTM deletes the
oldest events until the database is reduced to 5,000 events.

To change the size of the MWTM event database, enter the new size,
in number of events, in this field. The valid range is 0 events (that is,
no limit) to an unlimited number of events. The default setting is
5,000 events.

Note  Asyou increase the size of the event database, you negatively
impact the performance of the MWTM server and clientsis
impacted.

MaxEventTimeToLive Sets the maximum length of time, in days, the MWTM should retain
eventsin the in-memory database.You can observe these eventsin the
client NBAPI. The MWTM archives deleted events.

By default, the MWTM event database retains events a maximum of
7 days. The MWTM deletes events that are older than 7 days.

To change the maximum age for events, enter the new age, in days, in
thisfield. The valid range is O days (events are purged at each
maintenance interval) to an unlimited number of days. The default
setting is 7 days.

CompressEventDbl nterval Setsthelength of time, in minutes, between maintenance checks of the
in-memory database. The MWTM archives these events when this
task runs. Also, the oldest archived events may be deleted from the
database.

By default, the MWTM performs maintenance on the event database
every 15 minutes, deleting all eventsin excess of 5000 and all events
older than 7 days.

To change the maintenanceinterval, enter the new interval, in minutes,
in thisfield. The valid range is 0 minutes (perform continual
maintenance; not advised) to an unlimited number of minutes. The
default setting is 60 minutes.

Note Thesmaller the maintenance interval, the greater the negative
impact on the performance of the MWTM server and clients.
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Field

Description

AutomationTimeout

Sets the maximum length of time, in seconds, the MWTM should
allow an event automation script to run.

By default, the MWTM event database allows an event automation
script to run for 300 seconds (5 minutes) before canceling the script
and moving on.

To change the event automation timeout interval, enter the new
interval, in seconds, in thisfield. The valid range is 0 seconds (no
automation) to an unlimited number of seconds. The default setting is
300 seconds.

Note The MWTM runs each automation script sequentially, not in
parallel. Therefore, the longer the automation timeout
interval, the greater the chance that afailed script can delay
subsequent scripts.

ProcessUndiscovered

Determines whether the MWTM should process events from
undiscovered nodes:

¢ False—Do not process events from undiscovered nodes. This
setting is the default.

e True—Begin processing events from undiscovered nodes.

Send Updates

Determines whether the MWTM should send traps northbound:

¢ False—Do not send traps northbound when an event is updated or
deleted. Only send traps when an event is new. This setting isthe
default.

e True—Send traps northbound when an event is updated, deleted,
or new.

ProcessUnrecognizedTraps

Determines whether the MWTM should create events for
unrecognized traps:
¢ False—(Default setting) Do not create events for unrecognized
traps.

e True—Create events for unrecognized traps. This setting is the
default.

TrapGenThrottle

A delay (in milliseconds) between each trap sent to anorthbound host.
This value is helpful if the MWTM is sending traps faster than the
northbound host can receive them. The default is 10 milliseconds.

Heartbeat Trapl nterval

A delay (in seconds) between each heartbeat trap sent to a northbound
host. If thisvalueis zero or lessthan one, no heartbeat trap is sent. The
default is 0.

ArchiveAge The maximum age, in days, of all archived events and alarmsin the
database. The default is 31 days.
MaxAlarmAge The maximum age, in days, of all active alarms in the database. The

default is 7 days.
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Field

Description

CloneAlarms

Determines whether the MWTM should create separate alarm
instances from underlying events:

¢ False—No alarms are created.

e True—Alarmsare created from underlying events. Thissettingis
the default.

AllowEventDeduplication

Determines whether the MWTM should eliminate redundant
(duplicate) eventsif a correlation key has been specified and enabled:

¢ False—The MWTM does not eliminate duplicate alarms. This
setting is the default.

e True—The MWTM eliminates duplicate alarms.

AllowStateAggregation

Determines whether the MWTM should allow alarms to change the
state of the node:

o False—Alarms will not affect the node state.

¢ True—Alarmswill affect the node state. This setting is the
default.

ClearedAlarmsTimetoLive

The time, in minutes, before the MWTM archives cleared alarms.

SendEvents

Determines whether the MWTM should send events to a northbound
system:

¢ False—Does not send events to the northbound system.

e True—Sends eventsto the northbound system. This setting isthe
default.

SendAlarms

Determines whether the MWTM should send alarms to a northbound
system:

¢ False—Does not send alarms to the northbound system. This
setting is the default.

¢ True—Sends alarms to the northbound system.

Specifying a List of SNMP Servers for Trap Forwarding

You use the MWTM to specify alist of SNMP servers, or hosts, to which the MWTM should forward

events in the form of traps.

For more information about enabling MWTM trap forwarding, see Forwarding Events as Trapsto Other

Hosts, page 9-40.

To specify thelist of hosts, select the turner beside Event Configuration, then click SNM P Servers. The
SNMP Servers Configuration window appears in the content area in the right pane.

Field or Button Description

Host Name of the host NM S that should receive traps from the MWTM. The host must
be IP-routable, and the name must be avalid IP address or DNS name.

Port Host port number to which the MWTM should forward traps.

Community SNMP community string that the MWTM should include in forwarded traps.
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Field or Button

Description

Version Trap version to forward. Valid values are 1 and 2c.

Trap Type Type of trap that the MWTM should forward to this host. Valid trap types are:
e CISCO-SYSLOG: The CISCO-SY SLOG-MIB clogM essageGenerated trap.
e CISCO-EPM-NOTIFICATION: CISCO-EPM-NOTIFICATION-MIB

ciscoEpmNotificationRev1 trap.
Add Adds a new hostname to the bottom of the list. Type over the default values with
the new values.
Delete Deletes the selected hostname from the list.

Send atrap for al
events

Checksthe Send Traps check box for all MWTM events. Click this buttonif you
want the MWTM to forward all events to the list of hosts.

If you click this radio button, and then you uncheck even asingle Send Traps
check box for any event, the MWTM unchecks this button.

This radio button is mutually exclusive with the Send a trap for no events
button.

Send atrap for no
events

Unchecks the Send Traps check box for all MWTM events. Click this button if
you do not want the MWTM to forward any eventsto thelist of hosts. Thisisthe
default setting.

If you click thisradio button, and then you check even asingle Send Traps check
box for any event, the MWTM unchecks this button.

This radio button is mutually exclusive with the Send a trap for all events
button.

Changing Event Categories

To change categories for the MWTM event database, click the turner beside Event Configuration, then
click Categories. The Categories Configuration window appears in the content area in the right pane.

Field or Button

Description

Category Name

Category Name
(continued)

Lists the names of the currently defined MWTM event categories.
By default, the MWTM provides these event categories:

e Status—Status change message generated.

e Trap—SNMP trap message generated.

e Create—Creation event, such as the creation of a seed file.

¢ Delete—Deletion event, such as the deletion of an object or file.

e Discover—Discovery event, such as Discovery beginning.

e Edit—Edit event. A user has edited an event, linkset, or node.

e Ignore—Ignore event. A user has Ignored alink or linkset.
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Field or Button

Description

Category Name
(continued)

e Login—Login event. A user has logged in to the MWTM.

e LoginDisable—LoginDisable event. The MWTM has disabled a user’s
User-Based Access authentication as aresult of too many failed attempts to
logintothe MWTM.

e LoginFail—LoginFail event. An attempt by a user to log in to the MWTM
has failed.

e L ogout—Logout event. A user haslogged out of the MWTM.

e OverWrite—OverWrite event. An existing file, such as a seed file or route
file, has been overwritten.

e Poll—Poll event, such asan SNMP poll.

e Purge—Purge event. A user has requested Discovery with Delete Existing
Data selected, and the MWTM has deleted the existing the MWTM database.

To change the name of an existing event category, highlight the category name
and type over it with the new name. For example, you could replace every
occurrence of LoginFail with BadL ogin.

Add

Adds a new category name to the bottom of the list. Type over the default
category name with the new name.

Delete

Deletes the selected category name from the list.

If eventsinthe MWTM database use the deleted category name, the Entry
Substitution dialog box appears. Use this dialog box to select a new category
name in place of the deleted category name. Select an existing category hame
from the drop-down list box, or enter a new category name. If you enter a new
category name, the MWTM adds it to the Category Name field.
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Changing Event Severities and Colors

To change severities or colors for the MWTM event database, select the turner beside Event
Configuration, then click Severities. The Severities Configuration window appears in the content area

in the right pane.

Field or Button

Description

Severity Name

Lists the names of the currently defined MWTM event severities.
By default, the MWTM provides these event severities:

¢ Informationa

e Normal

¢ Indeterminate

e Warning

e Critical

e Minor

e Major

To change the name of an existing event severity, highlight the severity name and type
over it with the new name. For example, you could replace every occurrence of
Normal with Clean.

Severity Color

Lists the colors of the currently defined MWTM event severities.
By default, the MWTM provides these event colors:

¢ Informational—The default color is white.

¢ Normal—The default color is green.

¢ Indeterminate—The default color is agua.

¢ Warning—The default color is blue.

e Critical—The default color is red.

e Minor—The default color is yellow.

e Major—The default color is orange.

To change the color associated with an existing severity, select the current color, then
select anew color from the drop-down list box. For example, you can display Warning
events in maroon instead of yellow.

Add

Adds a new severity name to the bottom of the list. Type over the default severity
name with the new name, then select a color from the drop-down list box. The default
color iswhite.

Delete

Deletes the selected severity name from the list.

If eventsinthe MWTM database use the del eted severity name, the Entry Substitution
dialog box appears. Use this dialog box to select a new severity name in place of the
deleted severity name. Select an existing severity name from the drop-down list box,
or enter anew severity name. If you enter a new severity name, the MTWM addsit to
the Severity Name field.

[ oL-9118-03
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Field or Button |Description

Move Up A

Caution Do not move the Normal severity from the top of this list! Moving this
severity category lower in the list will negatively impact the handling of
eventsin the MWTM.

Moves the selected severity up in the list.

The order of the severities that appear in this list determines the sort order of the
Severity column in the event table (see Event Table, page 9-5).

To move a severity higher in the order of severities, click Move Up.
Move Down &

Caution Do not move the Normal severity from the top of this list! Moving this
severity category lower in the list will negatively impact the handling of
eventsin the MWTM.

Moves the selected severity down in the list.

The order of the severities that appear in this list determines the sort order of the
Severity column in the event table (see Event Table, page 9-5).

To move a severity lower in the order of severities, click M ove Down.

Configuring Trap, Status Alarm, or User Action Events

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

The MWTM can detect these event types:
e Traps—Eventsthat are triggered by SNMP traps or notifications
e Status Alarms—Events that are triggered by status changes
e User Actions—Eventsthat are triggered by user actions

To configure the event parameters for any of these event types:

Choose Tools > Event Editor from the MWTM main menu.
Select the turner beside Event Configuration.

Select the turner beside the event type that you want to configure (Traps, Status Alarms, or User
Actions).

The MWTM lists the currently defined events in the navigation tree under the event type.
To add an event to an event type, right-click the event type and select Add from the right-click menu.

The MWTM opens the Add Entry dialog box, which lists the events that the MWTM supports but have
not yet been configured.

Select an event that you want to configure and click Add.

The MWTM adds the selected event to the list of configured events and creates a Default entry for the
event in the left pane.

Click the Default entry in the left pane.
The Event Configuration pane appearsin the right pane.
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Configure the event by adjusting the parameters.

To delete an event, right-click the event in the left pane and click Delete.

The Event Configuration pane contains:

Field or Button

Description

Name

Name of the event, such as cltpRouteStateChange. You cannot change this field.

Event Keys and
Setting

Names of the event keys, such as RouteDestinationState, and their settings, such
as False.

You cannot change the names of the event keys, but you can change their settings.
To change an event key setting, select a new setting from the drop-down list box.
For example, you can change the setting for RouteDestinationState from
Accessible to Unknown.

Category

Category of the event, such as Trap.
To change the category, select a new category from the drop-down list box.

Severity

Severity of the event, such asNormal.
To change the severity, select a new severity from the drop-down list box.

Note The order of the severities affects the sort order of the severitiesin the
MWTM client tables.

Event Name

User-specified name for the event, that the MWTM uses for trap forwarding.

If youwant the MWTM to forward thisevent in the form of atrap to another host,
you can specify a new, more meaningful name for the event. The new name can
be from 1 to 30 characters, and can contain any letters (upper- or lowercase), any
numbers, and any special characters. If you do not specify a new name, the
MWTM uses the default name, MWTM.

For more information about trap forwarding, see Forwarding Events as Traps to
Other Hosts, page 9-40.

Message

M essage text associated with the event.
To change the message text, type over the message text.

You can also insert variable text in the message. To do so, right-click in the
message text area. A popup menu of the valid substitutions for this event appears.
To insert avariable in the text area, select from the popup menu.

[ oL-9118-03
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Field or Button

Description

Help File

Help file associated with the event.

By default, the MWTM provides extensive type-specific help for events.
However, you can use the MWTM to provide your own enterprise-specific
instructions to operators in the help file.

To change the help file, create anew HTML help file or change the default
MWTM help file. If you installed the MWTM in:

e The default directory, /opt, then the default help files are in the
/opt/CSCOsgm/apache/share/htdocs/eventHel p directory.

* A different directory, then the default help directory and files are located in
that directory.

If you use an MWTM help file as a basis for your help file, rename it when you
saveit; do not use the existing MWTM name. If you do, the next time you install
the MWTM, the MWTM overwrites the file and you lose your changes.

When you have created your new help files, store them in the
/opt/CSCOsgm/apache/share/htdocs/customHel p directory. This directory and
its contents are preserved when you upgrade to anew MWTM release. If you do
not store your new help files in the /customHelp directory, the files are lost the
next time you upgrade to anew MWTM release.

When you have created your new help files and stored them in the /customHelp
directory, enter the new help file path and filename in the Help File field.

After you deploy the new event settings and restart the MWTM server, whenever
you display help for the trap, the MWTM shows your new, custom help file.

Open

Opens the help file associated with the event.

To see the help file, click Open. The MWTM shows context-sensitive help for
the selected event in a separate web browser.

Action: Run

Automation command or script for the event that a UNIX process runs.

You use the MWTM to automate events. That is, you can configure the MWTM
to call aUNIX script to drive automatic paging or e-mail, for example, whenever
the MWTM logs an event for which you have defined an automation script.

To configure automation for an event, enter a Run line with this format:
UNIXCommand EventParameters
where:

¢ UnixCommand specifies either a binary command name or a shell script.

e EventParameters are information from the event that the MWTM sends to
UnixCommand as parameters. The set of EventParametersisthe same asthe
set of Message element parameters, and they are specified the same way.
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Field or Button

Description

Action: Run
(continued)

For example, this Run line;

/users/johndoe/auto-inhibit.exp $NodeDisplayName $User

causes these automatic actions whenever the MWTM logs the associated event:

e The MWTM spawns a UNIX process to execute the
Juser s/johndoe/auto-inhibit.exp script.

e The MWTM passes the $NodeDisplayName and $User parameters to the
script.

After you deploy the new event settings and restart the MWTM server, the
specified event causes the automation script to run.

When configuring automation for events, remember:

e Detailed information about event automation scripts, including the times
they start and stop and any output produced by the scripts, isrecorded in the
MWTM system event automation log file (see Viewing the Event
Automation Log, page 11-21).

e The MWTM event automation scripts run separately from all other MWTM
processes.

e |f the MWTM logs more than one automated event in rapid succession, the
MWTM runs each automation script sequentially, not in parallel. The
MWTM spawns a new UNIX process for each script, and waits for it to
complete before running the next script.

e By default, the MWTM allows an event automation script to run for
300 seconds (5 minutes) before canceling the script and moving on to the
next script. To change the maximum run-time for event automation scripts,
see Changing Event Limits, page 9-30.

Action: Poll
(available only for
Trap events)

Check box indicating whether MWTM should poll the associated nodes. If you:
e Want MWTM to poll the nodes, check the check box.
¢ Do not want MWTM to poll the nodes, uncheck the check box.

Action: Send Trap

Check box indicating whether the MWTM should forward the event as atrap to
other systems. If you:

¢ Want MWTM to forward the event, check the check box.

e Do not want MWTM to forward the event, uncheck the check box. Thisis
the default setting.

Raise Alarm

A

Caution  Thisfeatureisfor advanced users (Cisco developers and third-party
integrators).

If the Raise Alarm check box is checked, then, when this event happens, an alarm
appears in the Supplemental Alarms table.

[ oL-9118-03
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Field or Button Description
Correlate A

Caution  Thisfeature isfor advanced users (Cisco developers and third-party
integrators).

When you check the this check box, you can then define akey in the Key field.

ey A
Caution Thisfeatureisfor advanced users (Cisco developers and third-party
integrators).

You can define akey to correlate appropriate events. The EPM notification
includes this key for use by the north-bound system. Right-click in the text field
to select a key.

Disable Check box to disable this event without removing the event configuration from
the /opt/CSCOsgnmvetc file.
Errors Error messages associated with the event. Correct all errors before deploying the

new event configuration.

Forwarding Events as Traps to Other Hosts

Step 1

Step 2

Step 3

Step 4

You usethe MWTM to forward MWTM eventsto other hosts, in the form of SNMP traps. This operation
enablesthe MWTM to integrate with high-level event- and alarm-monitoring systems such as the Cisco
Info Center (CIC). These systems can provide a single high-level view of all alarm monitoring in your
network, making it easier to detect and resolve problems.

To forward MWTM events to other hosts:

Specify the list of SNMP servers, or hosts, to which you want the MWTM to forward traps (see
Specifying aList of SNMP Servers for Trap Forwarding, page 9-32).

Specify the events you want to forward, using one of these procedures. To forward:

a. All MWTM events, click the Send a trap for all eventsradio button in the SNMP Servers
Configuration window of the MWTM Event Editor. For more information, see Specifying a List of
SNMP Serversfor Trap Forwarding, page 9-32.

b. Only selected events, edit the eventsin the MWTM Event Editor and check the Send Trap check
box. For more information, see the description of the Send Trap field in Configuring Trap, Status
Alarm, or User Action Events, page 9-36.

(Optional) Specify new, more meaningful names for the events that you want to forward. If you do not
specify a new message name for an event, the MWTM uses the default message name, MWTM. For more
information, see the description of the Message Name field in Configuring Trap, Status Alarm, or User
Action Events, page 9-36.

Save your new event settings, deploy them to the MWTM server, and restart the MWTM server.

~

Note  For more details, see the Cisco Mobile Wireless Transport Manager 6.0 OSS Integration Guide.
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Setting Sounds for Events at an MWTM Client

You use the MWTM to create and change event sound filters for the MWTM client. Event sound filters
determine the sounds that the MWTM client plays when specific events are logged. The MWTM client
plays the sounds even if the Event window is not currently visible.

On Solaris and Linux systems, the root user can access the sound feature from alocal or remote device.
However, users other than the root user must use alocal device and client, not aremote MWTM client
accessed by using the xhost + UNIX command.

This section includes:
e Listing Event Sound Filters, page 9-41
e Creating a New Event Sound Filter, page 9-43
¢ Adding a Sound File to the MWTM, page 9-45
e Changing an Existing Event Sound Filter, page 9-45
¢ Deleting an Event Sound Filter, page 9-46
¢ Playing and Muting Event Sounds, page 9-46

Listing Event Sound Filters

You use the MWTM to change the list of event sound filters that the MWTM client applies to events, or
prevent the MWTM client from playing sounds for events.

To work with thelist of event sound filters, choose Tools > Event Sounds from the MWTM main menu.
The Event Sound Filters List dialog box appears.

Figure 9-9 Event Sound Filters List Dialog
Ee x|

Sound fitters applied in order:
[¥| sound-filter1
[v] sound-filter2
[v] sound-filter3 Move Down

4

New
Edit

[ Mute Sounds

| 0K || Apphy || Cancel || Help |
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The Event Sound Filters List dialog box lists all event sound filters that have been defined.

Field or Button

Description

Sound filters  |Indicates the order in which sound filters are to be applied, from top to bottom. That
applied in is, if an event matches two or more filtersin the list, the top-most filter determines
order the sound that the MWTM client plays.

Thisfield is blank until you have created at |east one new sound filter for events.

Move Up Moves the selected event sound filter up in the Sound filters applied in order list.

Move Down Moves the selected event sound filter down in the Sound filters applied in order list.

New Opensthe Event Sound Filters dialog box, which you useto create a new event sound
filter.

Edit Opensthe Event Sound Filters dial og box, which you use to change an existing event
sound filter in the Sound filters applied in order list.

Delete Deletes the selected event sound filter from the Sound filters applied in order list.

Mute Sounds |Check box indicating whether the MWTM client should play event sounds. To:

e Play event sounds, check the check box. This is the default setting.
¢ Not play event sounds, uncheck the check box.

OK Applies any changes you made to the event sound filterslist and closes the Event
Sound Filters List dialog box. When you are satisfied with the changes you made to
the event sound filters list, click OK.

Apply Appliesany changesyou madeto the event sound filterslist without closing the Event
Sound Filters List dialog box.

Cancel Closes the Event Sound Filters List dialog box without applying any changes to the
event sound filters list.

Help Shows online help for the current window.

Related Topics:

e Setting Sounds for Events at an MWTM Client, page 9-41
¢ Managing Events, page 9-1
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Creating a New Event Sound Filter

You use the MWTM to create a new event sound filter. Open the Event Sound Filters List dialog box, as
described in Listing Event Sound Filters, page 9-41, then click New. The Event Sound Filters dial og box

appears.

Figure 9-10

e

Event Sound Filters Dialog

Filter Mame:Mew Filter

Filter incoming events that
match all of the following:

Message Text ¥ | | Contains ~||

More

Play this sound:| Default Beep b | | Play |

| 0K || Cancel || Help |
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The Event sound filters dialog box contains:

Button or Field

Description

Filter Name

Name of the event sound filter file.

Enter a name for the filter, then specify filter criteriafor this event sound filter in the
Event Sound Filter Criteriafield.

Event Sound
Filter Criteria

Table listing the filter criteria for this event sound filter. To add a criteria, select
options from the drop-down list boxes:

e Tofilter based on message text:
a. Select Message Text from the first drop-down list box.

b. Select Contains, Equals, Does Not Contain, or Does Not Equal from the
second drop-down list box.

c. Enter the message text in the character string field.
e To filter based on event severity:
a. Select Severity from the first drop-down list box.
b. Select Equals or Does Not Equal from the second drop-down list box.

c. Select a severity, such as Normal, from the third drop-down list box, the
message text.

[ oL-9118-03
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Button or Field

Description

Event Sound
Filter Criteria
(continued)

e To filter based on event category:
a. Select Category from the first drop-down list box.
b. Select Equals or Does Not Equal from the second drop-down list box.

c. Select a category, such as Status or Purge, from the third drop-down list
box, the message text.

¢ To filter based on the name of the node associated with the event:
a. Select Node from the first drop-down list box.
b. Select Equals or Does Not Equal from the second drop-down list box.

c. Select anode from the third drop-down list box. The MWTM lists al nodes
that have been discovered in the drop-down list box.

More

Adds one or more additional filter criteria to the event sound filter.

To add afilter criteriato the event sound filter, click More. The MWTM adds a new
criteria to the bottom of the list.

Fewer

Removes one or more filter criteria from the event sound filter.

To remove afilter criteria from the event sound filter, click Fewer. The MWTM
deletes the last criteriain the list.

Play this
sound:

Drop-down list box indicating the sound to play if an event matches this event sound
filter.

The MWTM client sound files are stored in the MWTM client’s/sounds directory. If
you installed the MWTM client:

e For Solaris/Linux in the default directory, /opt, then the sound file directory is
/opt/CSCOsgmClient/sounds.

e For Windows in the default directory, /Program Files, then the sound file
directory is C:\Program FilessMWTMClient\sounds.

e Inadifferent directory, then the sound file directory is located in that directory.

To add asound filetothe MWTM, add it to the/sounds directory (see Adding a Sound
File to the MWTM, page 9-45).

Play

Plays a sample of the sound selected in the Play this sound drop-down list box.

OK

Applies any changes you made to the event sound filter criteria and closes the Event
Sound Filters dialog box.

When you are satisfied with the changes you made to the event sound filters, click
OK.

Cancel

Closes the Event Sound Filters dialog box without applying any changes to the event
sound filter criteria.

Help

Shows online help for the current window.

Related Topics:

e Listing Event Sound Filters, page 9-41

e Managing Ev

ents, page 9-1
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Adding a Sound File to the MWTM

Note

You can add sound filesto an MWTM client. The MWTM clients can play these sound file formats:
« AIFC

e AIFF

e AU

e SND

e WAV

WAV files encoded using MPEG Layer-3 are not supported.

The MWTM client sound files are stored in the MWTM client’s /sounds directory. If you installed the
MWTM client:

e For Solaris/Linux in the default directory, /opt, then the sound file directory is
/opt/CSCOsgmClient/sounds.

e For Windows in the default directory, /Program Files, then the sound file directory is
C:\Program FilesMWTMClient\sounds.

¢ Inadifferent directory, then the sound file directory islocated in that directory.

If for some reason the MWTM cannot play a specified sound file, the MWTM plays a default beep. For
example, the MWTM cannot play a sound file if one of these conditions exists:

¢ Thefile has been moved or deleted from the /sounds directory.
¢ The /sounds directory has been deleted or cannot be found.

e Some other application is using all of the sound resources.

¢ Nosound card is present.

Related Topics:
¢ Creating a New Event Sound Filter, page 9-43

¢ Managing Events, page 9-1

Changing an Existing Event Sound Filter

You use the MWTM to change an existing event sound filter. Open the Event Sound Filters List dialog
box, as described in Listing Event Sound Filters, page 9-41, select thefilter inthe Sound filter sapplied
in order list, then click Edit. The MWTM shows the Event Sound Filters dialog box (Figure 9-9),
populated with the selected filter's settings.

Change the settings as needed, then click OK. The MWTM applies your changes and closes the Event
Sound Filters dialog box.

[ oL-9118-03
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Deleting an Event Sound Filter

You use the MWTM to delete an existing event sound filter. Open the Event Sound Filters List dialog
box, as described in Listing Event Sound Filters, page 9-41, select thefilter in the Sound filter sapplied
in order list, then click Delete. The MWTM deletes the selected filter.

Playing and Muting Event Sounds

You usethe MWTM to specify whether you want the MWTM client to play event sounds. To do so, open
the Event Sound Filters List dialog box, as described in Listing Event Sound Filters, page 9-41. To:

¢ Play event sounds, uncheck the M ute Sounds check box. Thisis the default setting.
¢ Not play event sounds, check the M ute Sounds check box.

Displaying Alarms
You use the MWTM to view a summary of all currently active alarms in your network, including the

current status of the associated network object. An active alarm is a network object with this status:

e A link, signaling gateway-mated pair, or application server process that is Warning (yellow) or
worse and is not Ignored.

¢ Alinkset, signaling point, node, application server, interface, card, or backhaul that is Pending (red)
or worse and is not Ignored.

To see asummary of al currently active alarms, click Alarms in the navigation tree left pane. The
MWTM shows the Active Alarms window in the right pane (see Figure 9-11).

¢ Right-click Alarmsin the navigation tree to display the right-click menu for all alarms (see
Right-Click Menu for All Alarms, page 9-49).

¢ Right-click an alarm in the content area in the right pane to display the right-click menu for a
specific alarm (see Right-Click Menu for a Specific Alarm, page 9-49).

Figure 9-11 Active Alarms Window
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The Active Alarmswindow provides basic information about all currently active alarmsin your network,
that are not excluded from your current view. The MWTM updatesthe information in thewindow at | east
once every minute.

To see the tooltip for each column in the table, place the cursor over a column heading.

If acell istoo small to show all of its text, place the cursor over the cell to see the complete textin a
tooltip.

You can resize each column, or sort the table based on the information in one of the columns. By default,
thistableis sorted by Age, with the most recent alarms at the top, and the MWTM shows all of the
columnsin the table except Last Status Change.

e Todisplay hidden columns, right-click in the table heading and check the check boxes for the
columns you want to display.

¢ To hide columns, right-click in the table heading and uncheck the check boxes for the columns you
want to hide.

For more information about resizing, sorting, displaying, or hiding columns, see Navigating Table
Columns, page 5-23.

The Active Alarms window contains:

Column Description

Type Type of network object associated with the selected alarm.

To see al higher-level alarms associated with the network object, select the
turner beside the object. The MWTM shows the higher-level alarms
underneath the selected alarm. For example, if you select the turner beside a
link, the MWTM shows the alarms for the linkset, signaling point, and node
associated with that link.

Name Name of the network object associated with the selected alarm.

Status Current status of the network object associated with the selected alarm.
Possible values include:

e None: Black

e Unknown: Red
e Unavailable: Red
¢ Inactive: Red

e Failed: Red

e Down: Red

e Blocked: Red

e Pending: Red

e Warning: Yellow
e Shutdown: Blue
e |nhibited: Blue
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Column Description
Status (continued) e InhibitLoc: Blue
e |nhibitRem: Blue

e Discovering: Cyan
¢ Polling: Cyan
e Waiting: Gray
¢ Unmanaged: Gray
e Active: Green

For detailed definitions of each status for each type of network object, see
Status Definitions, page E-1.

Status Reason Reason for the current status of the network object associated with the
selected alarm.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM in:

e The default directory, /opt, then the file islocated at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

¢ Inadifferent directory, then the help directory and file arelocated in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full status reason in atooltip help popup.

The statusreasonsarelisted in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To also remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see Command Reference, page B-1.

Last Status Change Date and time that the status of the network object associated with the
selected alarm last changed.
Age Age of the selected alarm, in days, hours, and minutes.
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Right-Click Menu for All Alarms

To seetheright-click menu for all active alarms, select Alarmsin the navigation tree and right-click the

mouse button.

Menu Command

Description

Show In New Window

Opens the Active Alarms window in a new window.

Back > List of Windows

Navigates back to a window viewed in this session.
The MWTM maintains alist of up to 10 Back windows.

Forward > List of
Windows

Navigates forward to a window viewed in this session.
The MWTM maintains alist of up to 10 Forward windows.

Right-Click Menu for a Specific Alarm

The active alarms table provides a subset of the MWTM main menu as a right-click menu. To see this
menu, select an alarm and right-click the mouse button.

The alarm right-click menu provides the same options as the right-click menu for the associated network
object, plus these additional options:

Menu Command

Description

Expand All Shows all higher-level alarms associated with all network objectsin the active
alarmstable.

Collapse All Does not display higher-level alarms in the active alarms table.

Edit Notes Opens the Edit Event dialog box for the selected event.

Clear Event Icon

Deletes the event icon from MWTM displays for the selected object, for this
MWTM client only. The actual events are not deleted from the MWTM, only the
event icon for the selected object for thisMWTM client.

This option is grayed-out if the selected object has no associated event icon.

Delete Deletes the selected alarm.

Go To > Object Shows the window for the object associated with the selected event.
If no object is associated with the event, this option is not visible.

Back > List of Navigates back to a window viewed in this session.

Windows

The MWTM maintains alist of up to 10 Back windows.

Forward > List of
Windows

Navigates forward to a window viewed in this session.
The MWTM maintains alist of up to 10 Forward windows.

View > Status
Contributors

Displaysthe Status Contributors panefor the selected object. Objectsin this pane
contribute to the status of the selected object.

View > Details

Displays the Detail s pane for the selected object.

View > Notes

Displays the Notes pane for the selected object. If there are no notes associated
with the selected object, this option is grayed-out.

[ oL-9118-03
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Menu Command

Description

View >
Troubleshooting

Displays the Troubleshooting pane for the selected object.

If you have implemented MWTM User-Based Access, thisoption is available to
users with authentication level Network Operator (level 3) and higher.

View > Recent
Events

Displays the Recent Events pane for the selected object and any associated
network objects.

Archived Events >
Status Changes

Displays the archived status changes in a web browser.

Archived Events >
SNMP Traps

Displays the archived SNMP traps in a web browser.

Archived Events >
Status Changes and
SNMP Traps

Displays both the archived status changes and archived SNMP trapsin aweb
browser.

Ignore

Ignores the selected object at the next polling cycle.

If you have implemented MWTM User-Based Access, this option is available to
users with authentication level Power User (level 2) and higher.

A

Caution Thealarmsvisiblein the active alarmstable are the actual network objectsin the MWTM. Options you
select in the right-click menu affect the object in the MWTM. For example, if you delete anode in the
active alarms table, you delete that node from the MWTM database.
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Viewing Network Topology

The web interface does not support viewing the network topology. You can view the network topology
only inthe MWTM client interface.

In addition to tabular (text) views of your network, the Cisco Mobile Wireless Transport Manager
(MWTM) provides atopological (graphical) view of the objectsin your network, including:

¢ RAN-O nodes
¢ RAN-O service modules
¢ RAN-O interfaces
e |TPsignaling points
e |TP application servers
e |TP application server process associations
e |ITPlinksets
¢ Adjacent legacy nodes
A

Note The MWTM does not manage legacy nodes, but displays them in the topology map to help
you visualize the interconnections between network objects.

Any associated events also appear in the topology window. You can use the MWTM to customize the
topological view (for details, see Chapter 7, “Managing Views").

To view the topology of your network, use one of these procedures:

e Choose View > Topology from the MWTM main menu.

¢ Right-click an object, then choose View > Center in Topo in the right-click menu.
The topology window appears.

[ oL-9118-03
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Figure 10-1 Topology Window
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Thetopology window shows tabular information about MWTM objectsin the left pane and the graphical
topology map in the right pane. Events associated with the selected object appear in the bottom pane.

The topology window contains:
e Topology Menu, page 10-3
e Topology Toolbar Buttons, page 10-4
e Topology Tabs, page 10-6
e Topology Map, page 10-11
e Topology Event Pane, page 10-16
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The MWTM provides these functions related to the topology map:

Creating a Custom Layout, page 10-16

Finding an Object, page 10-17

Centering the Topology Map on an Object, page 10-18

Displaying Detailed Information About a Topology Map Element, page 10-18
Printing the Topology Map, page 10-18

Saving the Topology Map as a JPEG File, page 10-18

Selecting a Directory for the JPEG File, page 10-19

Activating a Magnetic Grid on the Topology Map, page 10-21
Specifying a Color for the Magnetic Grid, page 10-22

Specifying a Background Color for the Topology Map, page 10-24
Aligning Objects on the Topology Map, page 10-25

Hiding and Displaying Non-ITP Nodes and Linksets, page 10-26
Locking and Unlocking the Position of an Icon, page 10-27
Improving Topology Performance, page 10-27

Saving the Topology Map, page 10-28

Restoring the Topology Map, page 10-28

Related Topics:

Diagnosing a Typical Network Problem, page D-5
Changing MWTM Server Poller Settings, page 3-2
Chapter 7, “Managing Views’

Topology Menu

The topology window is identical to the MWTM main menu. For detailed descriptions of the options it
provides, see Using the MWTM Main Menu, page 4-33.

Topology Menu

[ oL-9118-03
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Topology Toolbar Buttons

Topology Toolbar Buttons

The topology window contains these toolbar buttons:

Button

Description

Close view tab

Closes the currently visible view in the topology window.

This option is dimmed if the currently visible view is the
highest-level parent view.

Open parent view

Opens the parent view of the currently visible view in the
topology window.

This option is dimmed if the currently visible view is the
highest-level parent view.

Lay out nodesin acircle

Shows the map in acircular layout.

Lay out nodes in a spring

Shows the map in a spring layout. That is, the MWTM draws
nodes with the most lines closer to the center of the map, and
draws nodes with fewer lines farther away. Thisis the default
setting the first time the map appears.

Note  You can change how far apart to space the nodes when
the MWTM draws the spring layout (see Changing
Topology Settings, page 5-8).

Zoom in by afactor of 200%

Makes the map twice as large.

Zoom out by a factor of 50%

Makes the map half as large.

Zoom by percentage

Zooms the map by a selected percentage. You can select a
percentage from the drop-down list box; or, enter a percentage
and click Enter. Valid values are integers in the range

5 through 400.

Zoom in on an area

Zoomsin on the selected area of the map. Click the button, then
click in the topology map and drag a rectangle around the area
on which you want to zoom. The MWTM expands the selected
areato fill the topology map.

Zoom to fit window

Adjusts the size of the map to fit in the window. Thisisthe
default setting the first time the map appears.

Find objects

Opens the Find Objects dialog box, which you use to find and
highlight an object in the topology window.

Set magnetic grid properties

Opensthe Magnetic Grid Settings dial og box, which you use to
activate and deactivate the magnetic topology grid, and
modifies how it appears. With the grid activated, when you
move objects on the topology map they automatically align
with the grid.

Align objects on map

Opensthe Align Objects dial og box, which you useto align two
or more objects on the topology map.
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Button

Description

Hiding/Showing non-1TP nodes
(ITPonly)

Hides or shows all non-1TP signaling points and linksets on the
topology map. (Hidden signaling points and linksets still
appear in the left pane.)

The process determines whether the node's parent (visible on
thetopology maps) hasan ITPMIB or not. If not, itisclassified
asanon-ITP node and it will be hidden or visible when the
button is toggled.

The MWTM automatically saves this setting (with non-1TP
nodes and linksets either hidden or visible) with your
preferences.

Node Dragging Optimizer

Turns the Node Dragging Optimizer on or off:

¢ When the Node Dragging Optimizer is On, the MWTM
hides linkset lines as you drag an object around the
topology map. The MWTM draws the linkset lines when
you drop the object inits final position. Thisisthe default
setting.

¢ When the Node Dragging Optimizer is Off, the MWTM
continually redraws linkset lines as you drag an object
around the topology map.

The MWTM automatically saves this setting (with the Node
Dragging Optimizer on or off) with your preferences.

Hiding/Showing Dangling
Connections

Hides or shows connections to objectsthat are not visiblein the
current view, which are called dangling connections. When the
Hiding Dangling Connections s set to:

e Hide, the MWTM hides dangling connections. Thisis the
default setting.

e Show, the MWTM shows dangling connections, drawing
the objects in shades of gray to distinguish them from
actual objects in the current view.

The MWTM does not save this setting (with the Hiding
Dangling Connections set to Show or Hide) when you save the
view.

Toinclude adangling connectionsin the current view, select the
connection, then select Include In View.

[ oL-9118-03
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Button Description
Show/Hide event panel Shows or hides the event panel at bottom.
Lock position Locks or unlocks the position of an icon on the topology map.

Locking the position of an icon can be useful if you want to

or AN .
N keep theiconin its position, and you want to ensure you do not
Unlock position move it inadvertently. Locked icons do not appear in the
circular or spring layouts. To lock the position of anicon,
select:

e Anunlocked icon, then select Lock position.

e A locked icon, then select Unlock position. Thisis the
default setting.

The MWTM automatically saves this setting (with icon
positions locked or unlocked) with your view.

Topology Tabs

In the topology window, you can access:
e Tables Tab, page 10-6
¢ New Objects Tab, page 10-10
¢ Excluded Objects Tab, page 10-11

Tables Tab

The Tables tab in the left pane of the topology window contains:
¢ View Objects Table, page 10-6
¢ Connections Table, page 10-8
To display the Tables tab, select the Tables tab in the left pane of the topology window.

View Objects Table

The View Objects table shows information about the MWTM objects that are currently visible in the
topology map:

¢ To redraw the topology map centered on a specific object, double-click the object in this table.

¢ You cannot select more than one object at atimein thistable.

e To seethe tooltip for each column in the table, place the cursor over a column heading.

o If acell istoo small to show all of its data, place the cursor over the cell to see the full datain a
tooltip.

You can resize each column, or sort the table based on the information in one of the columns. By default,
MWTM shows only the Type, Name, and Status columns in the View Objects table. By default, the
MWTM sorts this table by Status.
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To:

¢ Display hidden columns, right-click in the table heading and check the check boxes for the columns
you want to display.

¢ Hide columns, right-click in the table heading and uncheck the check boxes for the columns you
want to hide.

For more information about resizing, sorting, displaying, or hiding columns, see Navigating Table
Columns, page 5-23.

The View Objects table contains:

Column Description

Internal ID Internal 1D of the object. Theinternal ID isaunique D for every object, that
MWTM assigns for its own internal use. It can also be useful when the TAC
is debugging problems.

Type Object types can be ITP only, RAN-O only, or General to both types of
networks.

General object types include:
¢ Node—Any interconnecting node that is not an MWR node.
e View—Custom view (if one exists).
ITP only object types include:
e ASP—AnN application server process.
e SP—A signaling point.
RAN-O only object types include:
¢ RAN Node—Mobile Wireless Router (MWR) node.

e RAN SVC Node—A RAN service card in an Optical Networking
System (ONS) node.

Name Name of the object.

Node Name of the node associated with the object.

Notes Indicates whether a note is associate with the object.

Events Indicates whether the object has arecent event. (Even if the server purgesall

of the events associated with the object, the MWTM continues to display the
event icon in thisfield.)

During Discovery, the MWTM might flag most objects with an event
icon. If the event icons are too distracting, choose Edit > Clear All Events
from the MWTM main menu to remove them.

Last Status Change Date and time that the status of the object last changed.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Column Description

Status Current status of the object. Possible values are:
e Active (green)

e Unknown (red)

e Unmanaged (gray)

e Warning (yellow)

For detailed definitions of each status, see the “ Status Definitions” section
on page E-1.

Status Reason Reason for the current status of the object.

For afull list of possible reasons, see the stateReasons.html file. If you
installed MWTM in:

e The default directory, /opt, then the file resides at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file reside in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full status reason in atooltip.

The MWTM lists status reasons in order of decreasing magnitude. If two or
more reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To aso remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see the “Command Reference” section on

page B-1.

Ignored Indicates whether the object should be included when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the object. Thisis the default setting.
e Check the check box to exclude the object.

Users with authentication level Power User (level 2) and higher can edit this
field.

Connections Table
The Connections table shows information about the connections associated with the object that you
selected in the View Objects table, or the object currently selected in the topology map.
¢ To redraw the topology map centered on a specific object, double-click the object in this table.
¢ You cannot select more than one object at atimein thistable.
e To seethe tooltip for each column in the table, place the cursor over a column heading.
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e If acell istoo small to show all of its data, place the cursor over the cell to see the full datain a
tooltip.
You can resize each column, or sort the table based on the information in one of the columns. By default,
MWTM shows only the Type, Name, and Status columns in the View Objects table. By default, the
MWTM sorts this table by Status. To:

¢ Display hidden columns, right-click in the table heading and check the check boxes for the columns

that you want to display.

¢ Hidecolumns, right-click in the table heading and uncheck the check boxes for the columnsthat you

want to hide.
For more information about resizing, sorting, displaying, or hiding columns, see Navigating Table
Columns, page 5-23.
The View Connections table contains:

Column Description

Internal ID Internal 1D of the object. Theinternal ID isaunique ID for every object,
which MWTM assigns for its own internal use. It can also be useful when
the TAC is debugging problems.

Type Object types can be ITP only or RAN-O only.

ITP only object types include:
e Linkset—A linkset associated with a signaling point.
e ASPA—AnN application server process association associated with a
signaling point.
RAN-O only object types include:
¢ RAN Backhaul—Virtual RAN backhaul associated with aRAN node or
RAN SVC node.
e GSM Interface—GSM interface associated with a RAN node or RAN
SVC node.
e Universal Mobile Telecommunications System (UMTYS)
Interface—UMTS interface associated with a RAN node or RAN SVC
node.

Name Name of the object.

Node Name of the node that is associated with the object.

Notes Indicates whether the object has an associated note.

Events Indicates whether a recent event is associated with the object. (Even if the
server purges all of the events associated with the object, MWTM continues
to display the event icon in this field.)

During Discovery, the MWTM might flag most objects with an event
icon. If the event icons are too distracting, choose Edit > Clear All Events
from the MWTM main menu to remove them.

Last Status Change Date and time that the status of the object last changed.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
[ oL-9118-03 .m



Chapter 10 Viewing Network Topology |

| Topology Tabs

Column

Description

Status

Current status of the object. Possible values are:
e Active (green)
e Unknown (red)
e Unmanaged (gray)
e Warning (yellow)
For detailed definitions of each status, see Status Definitions, page E-1.

Status Reason

Reason for the current status of the object.

For afull list of possible reasons, see the stateReasons.html file. If you
installed the MWTM filein:

e The default directory, /opt, then the file resides at
/opt/CSCOsgm/apache/share/htdocs/eventHelp directory.

e A different directory, then the help directory and file reside in that
directory.

If the cell istoo small to show all of the status reason, place the cursor over
the cell to see the full status reason in atooltip.

The status reasons appear in order of decreasing magnitude. If two or more
reasons apply, the reason of greatest magnitude appears.

If the status reason is Unsupported Configuration, correct the configuration
and enter the mwtm cleandiscover command to delete all current network
data and begin a discovery of the network. If the status reason remains
Unsupported Configuration, enter the mwtm clean command to restore the
MWTM server to a state that would exist after a new installation of the
MWTM, excluding the log files, which the MWTM retains. To aso remove
the log files, enter the mwtm cleanall command. For more information on
the use of these commands, see Command Reference, page B-1.

Ignored

I ndicates whether the object should be included when aggregating and
displaying MWTM status information:

¢ Uncheck the check box to include the object. Thisis the default setting.
¢ Check the check box to exclude the object.

Users with authentication level Power User (level 2) and higher can edit this
field.

New Objects Tab

The New Objects tab in the left pane of the topology window shows graphical elements for newly
discovered objects, based on these criteria. If you are using an MWTM client with:

e The DEFAULT view set, this tab never contains any objects. In the DEFAULT view, the MWTM
adds all newly discovered objects to the topology map as soon as they are discovered.

e A custom view set, thistab contains all objects discovered since the topology window was opened
in this session that have not been excluded in the Excluded from View table of the View Editor
window, or that are not in the current view.
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To display the topology New Objects tab, select the New Objects tab in the left pane of the topology
window.

To add anewly discovered object to the topology map, select one or more objects and hold down the | eft
mouse button to drag them to the map.

To exclude a newly discovered object, use the View Editor window (see Creating a New View, page 7-9).

Excluded Objects Tab

The topology Excluded Objects tab in the left pane of the topology window shows graphical elements
for excluded objects. Excluded objects are objects that you:

¢ Exclude from the topology map by right-clicking the object and selecting Exclude From View.

¢ Moveto the Excluded from View table of the View Editor window (see Creating a New View, page
7-9).

To display the topology Excluded Objects tab, select the Excluded Objects tab in the left pane of the
topology window.

To add an excluded object to the topology map, select the object hold down the left mouse button to drag
it to the map. The MWTM no longer excludes the object, and removes it from the;

¢ Excluded Objects tab of the topology window.
e Excluded from View table of the View Editor window.

When you exclude a node from the topol ogy map, the MWTM also removes adjacent legacy nodes from
the map. When you add an excluded node back to the topology map, the adjacent legacy nodes reappear.

Topology Map

Note

Thetopology map in theright pane of the topology window shows the objects and viewsin your network
in an easy-to-read graphical format.

Views

If you have defined custom views, you can view them in the topology map. The MWTM shows atab for
each visible view. Each tab shows a colored ball that indicates the current status of that view:

e Active (green)
e Warning (yellow)

For detailed definitions of each status, see Status Definitions for Views, page E-2.

Excluded and Unmanaged Objects

The MWTM removes from the topol ogy map any objects and their associated objects (including adjacent
legacy nodes) that you exclude from the current view (see Excluded Objects Tab, page 10-11 and
Creating a New View, page 7-9).

If you unmanage an object from the topology map right-click menu (see Topology Right-Click Menu:
Object, page 10-16) the MWTM marksthe object status as Unmanaged and removes any adjacent |egacy
nodes from the topology map.
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Tooltips

To see atooltip, place the cursor over an object. For details on turning off tooltips, see Changing
Topology Settings, page 5-8.

Viewing Associated Objects
To view objects associated with a selected object, within the:

e Tabsinthe View Objects pane, click an object. Any associated objects (such as signaling pointswith
associated linksets) appear in the Connections pane.

e Content area, click asingle line, a heavy line, adiamond, circle, arrowhead, or double-triangle to:

— Highlight the closest associated node in the View Objects pane within atab. For example, if a
line connects node sgm-2600a and node sgm-2600b, and you click the line closer to node
sgm-2600a, then the MWTM highlights that node in the View Objects pane.

— Display all objects (if any) associated with that node in the Connections pane within atab.
— Highlight the clicked object (if it is configured) in the Connections pane within atab.

Viewing Details for an Object

To display the Details tab for any object in the map, double-click it. If multiple options are possible, the
Selection dialog box appears. Highlight the object, then click Select.

Navigating and Scrolling
To:

e Scroll around in the topology map using keyboard options, click anywhere in the map, then click the
arrow, Page Up, and Page Down keys.

¢ Redraw the topology map centered on a specific object, double-click the object in the View Objects
pane within atab.

¢ Activate or change the magnetic topology grid, which can help you align objects when you move
them, use the Magnetic Grid Settings dialog box (see Activating a Magnetic Grid on the Topology
Map, page 10-21).

¢ Align two or more objects on the topology map, use the Align Objects dialog box (see Aligning
Objects on the Topology Map, page 10-25).

Saving the Topology Map

To save the topology map as a JPEG file, use the Save as JPEG dial og box (see Saving the Topology Map
as a JPEG File, page 10-18).

Hiding or Showing Dangling Connections

To hide objects that connect to objects that are not in the current view (called dangling connections),
click the Hiding/Showing Dangling Connections button to set it to Hide. To show dangling
connections, click the Hiding/Showing Dangling Connections button to set it to Show. The MWTM
draws the objects in shades of gray to distinguish them from actual objectsin the current view. The
MWTM does not save this setting (with the Hiding Dangling Connections set to Show or Hide). To
include a dangling object in the current view, right-click the object and select Include In View.
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Locking and Unlocking Icon Positions
To lock the position of an icon on the topology map, select an unlocked icon, then select L ock position.

Locking the position of anicon can be useful if you want to keep the icon in its position, and you want
to ensurethat you do not moveit inadvertently. The MWTM does not include locked iconsin the circular
or spring layouts.

To unlock the position of anicon on the topology map, click alocked icon, then select Unlock position.

Object Types within the Topology Map

The topology map might contain graphical elements for any of these objects, which the MWTM
automatically assigns:

Application server process

BTS—Cisco Broadband Telephony Services (BTS) 10200 Softswitch

Cisco 2600 series router—Cisco 2650, Cisco 2650XM, Cisco 2651, Cisco 2651XM
Cisco 2811 series router

Cisco 7202 series router

Cisco 7204 series router—Cisco 7204, Cisco 7204V XR

Cisco 7206 series router—Cisco 7206, Cisco 7206V XR

Cisco 7301 series router

Cisco 7304 series router

Cisco 7505 series router

Cisco 7507 series router: Cisco 7507, Cisco 7507mx, Cisco 7507z

Cisco 7513 series router: Cisco 7513, Cisco 7513mx, Cisco 7513z

Cisco 7600 series router: Cisco 7603, Cisco 7604, Cisco 7606, Cisco 7609, Cisco 7613
Cisco MWR 1900 series router

Cloud— A collection of objects, called a submap. A submap can also contain other submaps.

I P device, other than other than those listed previously (if assigned by a user; see Editing Properties,
page 6-29)

PGW—Cisco Public Switched Telephone Network (PSTN) Gateway (PGW) 2200 Softswitch

Signaling point instance—An SCP, SSP, or STP, or an ITP instance (if the ITP is configured for
multi-instance)

SS7—The MWTM is unable to determine the node type.
A lineindicates a single logical connection configured between two nodes. A line that:

- Endsinadiamond indicates that the connection has at least one configured interface or linkset
associated with the node.

- Endsinacircle indicates that the connection is avirtual linkset, associated with a signaling
point.

- Does not end in adiamond or circle indicates that the interface or linkset is not configured on
the node or cannot be shown because the MWTM is not managing the node.

— Endsin an arrowhead indicates that the connection is an application server process association.
— Endsin adouble-triangle indicates a connection to a view that has multiple interfaces.

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter 10 Viewing Network Topology |

W Topology Map

A heavy line indicates that two or more interfaces or linksets exist between two nodes, or between
views and other objects.

In addition, users can assign graphical elements for these objects (see Editing Properties, page 6-29):

Building—Icon representing a collection of objects within a building.
City—Icon representing a collection of objects within a city.
Database—Icon representing a database object.

M atedPair—Mated pair of signaling points.

M SC—Mobile switching center.

Node-B—Radio transmission (or reception) unit for communication between radio cellsinaUMTS
network (Node-B resides at the cell site).

~

Note The MWTM does not manage the Node B but displays the object in the topology window to
help you visualize the network.

RAN SVC Node—RAN service module card.
RNC—Radio Network Controller used in aUMTS network to aggregate multiple Node-B units.
S,

Note The MWTM does not manage the RNC but displays the object in the topology window to
help you visualize the network.

SCP—Service control point.
SSP—Service switching point.
STP—Signal transfer point.

Tower —Icon representing a PC tower.

TrafficGenerator—Icon representing a device or emulator used to generate traffic, usually in atest
environment.

Unknown—Node that does not respond to SNM P requests for supported MIBs.
Workstation—Icon representing a workstation.
Wor kstation2—Icon representing a different workstation.

The color of agraphical element indicates its current status. For detailed definitions of each status, see
Status Definitions, page E-1.

Note If morethan one object is configured on the connection, the color associated with the object that isin
the most compromised state represents the status color of the connection. See Table 10-1 for examples.

Table 10-1 describes the color of the connection state when objects in a configured connection have the
possible colors (which represent states) associated with them.
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Table 10-1 Configured Connection Status Colors and States

If... ...then the connection status color is |...and the state is
All objects are green Green Active

At least one object isyellow, and | Yellow Warning

the others are green

At least one object isred, and the |Red Alarm

others are green or yellow

A noteicon in the upper-left corner of an object means a user has attached a descriptive string.
An event icon in the upper-right corner of an object means it has a recent event associated.

The topology map also provides right-click menus for elements. For more information, see these
sections:

¢ Topology Right-Click Menu: Map, page 10-15
¢ Topology Right-Click Menu: Object, page 10-16

Topology Right-Click Menu: Map

The topology window provides a subset of the MWTM main menu as a right-click menu. To see this
menu for amap, right-click in ablank area of the topology map. The topology map right-click menu

displays:

Command Description

Zoom In Makes the map twice as large.

(Ctrl-=)

Zoom Out Makes the map half as large.

(Ctrl-- or Ctrl-Minus)

Zoom Area Zooms in on the selected area of the map.

Zoom Fit Adjusts the size of the map to fit in the window. Thisis the default setting the
first time the map appears.

Layout > Circular Shows the map in a circular layout.

Layout > Spring Shows the map in a spring layout. That is, the MWTM draws nodes with the
most links closer to the center of the map, and draws nodes with fewer links
farther away. Thisis the default setting the first time the map appears.

Find Opens the Find Objects dialog box, which you use to find and highlight an
object in the topology window.

Restore Positions Restores the view to the last saved view.

Save As JPEG Opensthe Save as JPEG dial og box, enabling you to save the topology map to

(Ctrl-J) a JPEG file.

Magnetic Grid Opens the Magnetic Grid Settings dialog box.

Change Background  |Opens the Select Background Color dialog box, which you use to select a

Color color for the background of the topology map.
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[ oL-9118-03 .IEB



Chapter 10 Viewing Network Topology |

Topology Event Pane

Command Description

Align Opens the Align Objects dialog box, which you use to align two or more
objects on the topology map.

Create Subview Opensthe View Editor window, which you use to select anew view to display
in the topology window.

Open Parent View Opens the parent view of the currently visible view in the topology window.
This option isdimmed if the currently visible view is the highest level parent
view.

Close View Closes the currently visible view in the topology window.

This option isdimmed if the currently visible view is the highest level parent
view.

Topology Right-Click Menu: Object

The topology window displays a subset of the MWTM main menu as a right-click menu. To see this
menu for any object in the topology window, right-click on an object in the topology map in the right
pane. Options may vary depending on the selected object type.

For alist of right-click menu options, see Viewing the Right-Click Menu for an Object, page 8-3.

Topology Event Pane

The event pane at the bottom of the topology window shows any current events on the selected object.
For details about the buttons and fields in the event pane, see Chapter 9, “Managing Events.”

Creating a Custom Layout

You can usethe MWTM to create a custom layout for the topology map by manually moving objects on
the map and by grouping them or isolating them to meet your needs. To move;

¢ A single object, click and drag the object to its new position.

¢ More than one object at the same time, press the Shift key and at the same time, select the objects
and drag them. Objects keep their positions relative to one another.

When you are satisfied with the new topology map layout, choose File > Save View from the MWTM
main menu. The MWTM saves the changes you have made to the network view, including any changes
you have made to the topology map layout.
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Finding an Object

Some topology maps are so large and complex that it can be difficult to find a specific object.

If the object appears in the tabs in the left pane, select the object, and the MWTM highlightsit in the
topology map.

If the object does not appear in the tabs in the left pane, click the Find objects button in the topol ogy
window; or, choose Edit > Find from the MWTM main menu. The Find Object dialog box appears.

You can search by using the:
¢ Name
¢ Point code (for ITP signaling points)
e |P address (for RAN-O nodes)

The Find Object dialog box contains:

Field or Button Description
Search string Character string for which the MWTM should search.
OK Launches the search. If:

¢ No matching object is found, the MWTM shows an appropriate
message.
¢ Exactly one object is found that matches the Sear ch string, the

MWTM highlights the object in the Tables pane of the topology
window, and zooms in on the selected object in the topology map.

¢ More than one object is found that matches the Search string, the
Choose dialog box appears, in which you can select from alist of the
found objects (see Using the Selection Dialog, page 10-17).

Cancel Closes the Find Objects dialog box without launching the search.

Using the Selection Dialog

If more than one object matches the Search string in the Find Objects dialog box, the Selection dialog
box appears.

The Selection dialog box contains:

Field or Button Description

Select onein list Type, Name, or Status of the found objects. Select the object you want
to find.

Sel ect Highlights the selected object in the left pane of the topology window,
and zooms in on the selected object in the topology map.

Cancel Closes the Selection dialog box without selecting an object.
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Centering the Topology Map on an Object

To redraw the topology map centered on a specific object, double-click the object in one of the tabs.

Displaying Detailed Information About a Topology Map Element

To display detailed information about an element in the map, double-click it within the map, then
respond to the prompts. Double click:

¢ An object to view the Details tab in the MWTM main menu for that object.

e A singleline, or adiamond, circle, or arrowhead at the end of asingle line, to display the MWTM
main window details for that linkset or application server process association.

¢ A double-triangle at the end of a heavy line to display the Selection dialog box. (A heavy line
indicates that two or more interfaces or linksets exist between two objects, or between views and
other objects.) Then, select one of the interfaces or linksets to display the Selection dialog box for
that interface or linkset.

Printing the Topology Map

To print the topology map, see Printing Windows, page 5-24.

Saving the Topology Map as a JPEG File

You can use the MWTM to save the topology map to a JPEG file. You can save the entire topology map,
or just the current window.

To save the topology map to a JPEG file, choose Topology Tools > Save as JPEG from the topology
window.

The Save as JPEG dialog box appears.

Figure 10-2 Save as JPEG Dialog

E:-HSave as JPEG ﬂ
Area
LIl Current window
Parameters
_
Gluality:
] 0.5 1.0
Max Sizeipixels): 4100 -
File
Mame: |outjpg Browse...
Save Cancel
[ax]
=
&
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The Save as JPEG dialog box contains;

Field or Button Description

All Saves the entire topology map as a JPEG file. This check box is checked by
default.

Current Window Saves just the portion of the topology map visible in the current window as a

JPEG file. This check box is unchecked by default, which saves the entire map;
not just the current window.

Quality Specifies the quality of the JPEG file, from O (lowest quality) to 1.0 (highest
quality). The default setting is 0.7, which is sufficient for most JPEG files.
Max. Size Specifies the size of the JPEG file, in pixels. Choose a value from the

drop-down list box. The valid range is 400-2400 pixels. The default valueis
400 pixels, which is sufficient for most JPEG files.

Name Enter a name for the JPEG file, or accept the default filename, out.jpg.

The default directory for the JPEG fileis the directory in which you installed
the MWTM client:

¢ InSolarisg/Linux, the default installation directory for the MWTM clientis
/opt/CSCOsgmClient.

¢ In Windows, the default installation directory for the MWTM client is
C:\Program Files\SGMClient\.

¢ If youinstalled the MWTM client in a different directory, then the
installation directory resides in that directory.

If you do not want to save the JPEG file to the default directory, click Browse
to select a different directory.

Browse Opensthe Save dialog box for atopology map (Figure 10-3), which you useto
specify or select a name when you save the JPEG file. If you do not want to
save the JPEG file to the default directory, click Browse to select a different

directory.
Save Saves the JPEG file and closes the Save as JPEG dialog box.
Cancel Closes the Save as JPEG dialog box without saving the JPEG file.

Selecting a Directory for the JPEG File

You can use the MWTM to specify or select a name or directory when you save a topology map to a
JPEG file. You can save the entire topology map, or just the current window.

To specify aname or directory for the JPEG file, click Browse in the Save as JPEG dialog box.
The Save dialog box appears for a topology map.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Figure 10-3 Save Dialog for a Topology Map
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The Save dialog box for atopology map contains:

Field or Button

Description

Save ln Selects the directory in which you want to save the topology map JPEG file.
You can accept the default directory, or select a new directory from the
drop-down list box.

File Name Enter aname for the JPEG file, or select afile from thoselisted in the Save In
field.

Files of Type Specifiesthe type of fileto save, and shows all files of that typein the selected
directory. Select afile type from the drop-down list box:

o All files—Shows all filesin the selected directory, and saves the topol ogy
map file as a JPEG file.

¢ jpg files—Shows only JPEG filesin the selected directory, and saves the
topology map file as a JPEG file. Thisis the default value.

Up One Level Shows the subfolders and files that are in the folder that is up one level from
the currently visible folder.

Desktop Shows the subfolders and files that are on your workstation desktop.

Create New Folder Creates a new subfolder in the currently visible folder.

List Shows only icons for subfolders and files.

Details Shows detailed information for subfolders and files, including their size, type,
date they were last modified, and so on.

Save Saves the file and closes the Save dialog box for a topology map.

When you are satisfied with the settings, click Save. The MWTM closes the
Save dialog box for a topology map and populates the Name field in the Save
as JPEG dialog box with the new name and directory.

Cancel Closes the Save dialog box for atopology map without saving the file.
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Activating a Magnetic Grid on the Topology Map

You can use the MWTM to activate the magnetic topology grid and change how it appears. With the grid
activated, when you move objects on the topology map they align with the grid.

)

Note = Magnetic grid settings are not saved when you save the view.

To activate or change the magnetic topology grid, choose Topology Tools > Magnetic Grid from the
topology window. The Magnetic Grid Settings dialog box appears.

Figure 10-4 Magnetic Grid Settings Dialog
e x|
Grid Activated: [l
Display Grid: [l
I [z} ]
Grid Spacing:
a ] 100 150

Grid Color: Change Color...
OK Cancel

101188

The Magnetic Grid Settings dialog box contains:

Field or Button Description

Grid Activated Specifies whether the magnetic topology grid is activated. To:
¢ Activate the grid, check this check box.
¢ Deactivate the grid, uncheck this check box. Thisis the default setting.

Display Grid Specifies whether the grid should be visible on the topology map. To:
¢ Display the grid, check this check box. Thisis the default setting.
¢ Hide the grid, uncheck this check box.

If Grid Activated is not checked, this check box is dimmed.

Grid Spacing Specifies the spacing between lines on the grid, in pixels.

To specify the spacing between lines on the grid, in pixels, check the Grid
Activated check box, then select a Grid Spacing level. The valid rangeis
0-150 pixels. The default setting is 50 pixels, which is sufficient for most
topology maps.

Grid Color Opens the Select Grid Color dialog box.

To specify acolor for the grid, check the Grid Activated check box, then click
Change Color in the Grid Color field. The MWTM opens the Select Grid
Color dialog box (Figure 10-5).
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Field or Button Description

OK Sets the new grid settings and closes the Magnetic Grid Settings dialog box.
When you are satisfied with the magnetic grid settings, click OK.

Cancel Closes the Magnetic Grid Settings dialog box without changing any settings.

Specifying a Color for the Magnetic Grid

You can use the MWTM to customize the color of the magnetic topology grid.

~

Note  Thegrid color is not saved when you save the view.

To specify acolor for the grid, check the Grid Activated check box in the Magnetic Grid Settings dialog
box, then click Select in the Grid Color field.

The Select Grid Color dialog box opens.

Figure 10-5 Select Grid Color Dialog

I8 pick Grid Color x|
Swatches | HSB | RGB |

Recent:

Preview
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D Sample Text Sample Text

| ok | cancel | Reset |

89642

The Select Grid Color dialog box contains:
¢ Swatches Pane (Recommended), page 10-23
e HSB Pane, page 10-23
¢ RGB Pane, page 10-23
e Select Grid Color Field and Buttons, page 10-23

Related Topic:
Activating a Magnetic Grid on the Topology Map, page 10-21

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter10 Viewing Network Topology

Specifying a Color for the Magnetic Grid ||

Swatches Pane (Recommended)

HSB Pane

RGB Pane

You can use the Swatches pane of the Select Grid Color dialog box to select a grid color from a set of
color swatches. Thisis the recommended method for selecting a grid color.

To display the Swatches pane, click the Swatches tab in the Select Grid Color dialog box.

To select agrid color, select a swatch. The selected color appears in the Preview field. When you are
satisfied with the color, click OK.

You can use the HSB pane of the Select Grid Color dialog box to select agrid color based on color hue,
saturation, and brightness (HSB).

To display the HSB pane, click the HSB tab in the Select Grid Color dialog box.
To select a grid color, use one of these procedures:

¢ Select acolor range onthevertical color bar, then sel ect a specific color by moving the cursor around
on the color square.

e Enter specific valuesin the hue (H), saturation (S), and brightness (B) fields.
The selected color appears in the Preview field. When you are satisfied with the color, click OK.

You can use the RGB pane of the Select Grid Color dialog box to select a grid color based on the red,
green, and blue (RGB) content of the color.

To display the RGB pane, click the RGB tab in the Select Grid Color dialog box.

To select agrid color, select valuesfor the Red, Green, and Blue fields. The selected color appearsin the
Preview field. When you are satisfied with the color, click OK.

Select Grid Color Field and Buttons

The Select Grid Color dialog box contains:

Field Description

Preview Shows a preview of the currently selected grid color.

Whichever method you chooseto select agrid color, the selected color appears
in the Preview field. When you are satisfied with the color, click OK.

OK Sets the grid color as shown in the Preview field, and closes the Select Grid
Color dialog box.

Cancel Closes the Select Grid Color dialog box without selecting a grid color.

Reset Resets the grid color to itsinitial setting.
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Specifying a Background Color for the Topology Map

You can use the MWTM to customize the background color of the topology map.

A

Note  The background color is not saved when you save the view.

To specify abackground color for the topol ogy map, right-click in ablank area of the topology map, then
select Change Background Color from the right-click menu.

The Select Background Color dialog box contains:
e Swatches Pane (Recommended), page 10-24
e HSB Pane, page 10-24
¢ RGB Pane, page 10-24
e Select Background Color Field and Buttons, page 10-25

Swatches Pane (Recommended)

You can use the Swatches pane of the Select Background Color dialog box to select a background color
from a set of color swatches. Thisis the recommended method for selecting a background color.

To display the Swatches pane, click the Swatches tab in the Select Background Color dialog box.

To select abackground color, select aswatch. The selected color appearsin the Preview field. When you
are satisfied with the color, click OK.

HSB Pane

You can use the HSB pane of the Select Background Color dial og box to select a background color based
on color hue, saturation, and brightness (HSB).

To display the HSB pane, click the HSB tab in the Select Background Color dialog box.
To select agrid color, use one of these procedures:

e Select acolor range onthevertical color bar, then select a specific color by moving the cursor around
on the color sguare.

e Enter specific valuesin the hue (H), saturation (S), and brightness (B) fields.
The selected color appears in the Preview field. When you are satisfied with the color, click OK.

RGB Pane

You can use the RGB pane of the Select Background Color dial og box to select abackground color based
on the red, green, and blue (RGB) content of the color.

To display the RGB pane, click the RGB tab in the Select Background Color dialog box.

To select a background color, select values for the Red, Green, and Blue fields. The selected color
appears in the Preview field. When you are satisfied with the color, click OK.
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Select Background Color Field and Buttons

The Select Background Color dialog box contains:

Field

Description

Preview

Shows a preview of the currently selected background color.

Whichever method you choose to select a background color, the selected color
appears in the Preview field. When you are satisfied with the color, click OK.

OK

Sets the background color as shown in the Preview field, and closes the Select
Background Color dialog box.

Cancel

Closes the Select Background Color dialog box without selecting a
background color.

Reset

Resets the background color to itsinitial setting.

Aligning Objects on the Topology Map

)

Note To unalign objects, drag and drop the object to move it on the topology map.

You can use the MWTM to align two or more objects on the topology map. You can align the objects
based on their left, right, top, or bottom edges, or you can center them in the map. The MWTM saves the
alignment when you save the view.

To align objects, select the objects that you want to align, then choose Topology Tools > Align from the
topology window. The Align dialog box appears.

Figure 10-6 Align Dialog
B Align Objects
Vertically Horizontally

® Mone @) Mone

O Left ) Top

) Center ) Center

) Right ) Bottom

) Side by side ) side by side
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=
I
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Hiding and
AY

Note

The Align dialog box contains:

Field

Description

Vertically: None

Does not align the selected objects vertically.

Vertically: Left

Alignsthe selected objects vertically, aligned with the left edge of the
left selected object.

Vertically: Center

Aligns the selected objects vertically, with centers aligned.

Vertically: Right

Alignsthe selected objects vertically, aligned with the right edge of the
right selected object.

Vertically: Side by side

Aligns the selected objects vertically, aligned side-by-side, with no
horizontal space between the objects. (There might still be vertical space
between the objects.)

Horizontally: None

Does not align the selected objects horizontally.

Horizontally: Top

Alignsthe selected objects horizontally, aligned with the top edge of the
top selected object.

Horizontally: Center

Aligns the selected objects horizontally, with centers aligned.

Horizontally: Bottom

Alignsthe sel ected objects horizontally, aligned with the bottom edge of
the bottom selected object.

Horizontally: Side by side

Aligns the selected objects horizontally, aligned side-by-side, with no
vertical space between the objects. (There might still be horizontal space
between the objects.)

Apply Aligns the selected objects and keeps the Align dialog box open,
enabling you to continue aligning objects.

OK Aligns the selected objects and closes the Align dialog box.

Cancel Closes the Align dialog box. Changes you applied are saved; other
changes are not saved.

Help Opens the Help window for this object.

Displaying Non-ITP Nodes and Linksets

This function applies only to ITP objects. If you have not discovered I TP objects in your network, the
Hiding/Showing Non-ITP Nodes button does not appear.

To hide all non-1TP nodes and linksets on the topology map (the default setting), click the
Hiding/Showing Non-1 TP Nodes button. (The hidden signaling points and linksets are still visiblein

the left pane.)

To display al hidden nodes and linksets on the topology map, click the Hiding/Showing Non-I TP

Nodes button again.

The MWTM automatically saves this setting (with non-1TP nodes and linksets either hidden or visibl€)

with your preferences.
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Locking and Unlocking the Position of an Icon 1l

Locking and Unlocking the Position of an Icon

You can use the MWTM to lock the position of an icon on the topology map. L ocking the position of an
icon can be useful if you want to keep the icon in its position, and you want to ensure that you do not
move it inadvertently. The MWTM does not include locked icons in the circular or spring layouts.

¢ Tolock the position of an icon on the topology map, right-click an unlocked icon, then select L ock
Position.

¢ Tounlock the position of an icon on the topology map, right-click alocked icon, then select Unlock
Position. This is the default setting.

The MWTM saves this setting (with icon positions locked or unlocked) when you save the view.

Improving Topology Performance

In certain cases, you can enhance topology performance by:

e Turning Off Antialiasing, page 10-27

e Connecting Locally for Large Networks—Solaris Clients Only, page 10-27
¢ Hiding and Redrawing Connections When Redrawing, page 10-28

¢ Hiding and Showing Connections When Redrawing, page 10-28

Turning Off Antialiasing

Tip

Antialiasing, which is on by default, improves the appearance of the icons and connections in the
topology map. However, antialiasing can cause an unexpected delay in the MWTM client on aremote
workstation (that is, a Solaris/Linux workstation using xhost, or a Windows workstation by using an
X-Window system emulator such as eXceed or Reflection X).

You can use the MWTM to turn off antialiasing to improve the performance of the MWTM client on a
remote workstation. To do so, check the X Performance Enhancer (AntiAliasing Off) check box in the
Topology settings in the Preferences window (see Changing Topology Settings, page 5-8).

To turn antialiasing back on, uncheck the check box.

Keep in mind that for small networks, performance is always better if you access the MWTM by
installing the MWTM client on the remote workstation.

Connecting Locally for Large Networks—Solaris Clients Only

N

Note

If you are using aremote Solaris client and you have alarge network, use alocal Solaris client with a

graphics card and an attached monitor, rather than remote access, to improve topology performance.

This issue might also cause an unexpected delay in the unsupported Linux client.
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Saving the Topology Map

Hiding and Redrawing Connections When Redrawing

To aid performance, you can use the MWTM to hide connection lines as you drag an object around the
topology map, then re-draw the connection lines when you drop the object initsfinal position. To do so,
click the Node Dragging Optimizer button to turn it on. Thisis the default setting.

To havethe MWTM continually redraw connection lines as you drag an object around the topology map,
click the Node Dragging Optimizer button to turn it off.

The MWTM automatically saves this setting (with the Node Dragging Optimizer on or off) with your
preferences.

Hiding and Showing Connections When Redrawing

To aid performance, you can use the MWTM to hide connections linked to objects that are not in the
current view, called dangling connections. To do so, click the Hiding/Showing Dangling Connections
button to set it to Hide. Thisisthe default setting.

To show dangling connections, click the Hiding/Showing Dangling Connections button to set it to
Show. The MWTM draws the connections in shades of gray to distinguish them from actual objectsin
the current view.

The MWTM does not save this setting (with the Hiding Dangling Connections set to Show or Hide) when
you save the view.

To include a dangling connection in the current view, right-click the connection and select I nclude In
View.

Saving the Topology Map

When you are ready to close the topology window, choose File > Save View from the MWTM main
menu. The MWTM prompts you to save any changes you made to the network view, including any
changes you have made to the topology map layout, and closes the window (see Closing the View Editor
Window, page 7-15).

Restoring the Topology Map

You can use the MWTM to restore the topology map to the way it looked in the last saved view. To do
so, choose Topology Tools > Restor e Positions from the topology window. The MWTM restores the
view.
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Accessing Data from the Web Interface

This chapter providesinformation about accessing Cisco Mobile Wireless Transport Manager (MWTM)
data from the MWTM web interface by using a web browser. This chapter includes:

e Accessing the MWTM Web Interface, page 11-1

e Overview of the MWTM Web Interface, page 11-2
¢ Displaying the Home Page, page 11-6

¢ Displaying the Administrative Page, page 11-9

e Displaying Alarms, page 11-27

e Displaying Events, page 11-28

e Displaying Summary Lists, page 11-28

¢ Displaying Reports, page 11-29

¢ Displaying Objects within a View, page 11-29

¢ Displaying RAN-O Historical Statistics, page 11-29

Accessing the MWTM Web Interface

The home page of the MWTM web interfaceis the first window to appear when you launch the MWTM
web interface.

To access the MWTM web interface, use one of these methods:
¢ Open a browser and enter http://server_name:1774 in the Address field.

~

Note 1774 is the default port.

¢ Fromthe MWTM client interface, choose View > Web > Home.

The MWTM Home page window opens in the browser window. For details about the Home page, see
Displaying the Home Page, page 11-6.
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Il Overview of the MWTM Web Interface

Overview of the MWTM Web Interface

The MWTM web interface shows basic information about the events and objects that the MWTM
manages.

Figure 11-1 MWTM Web Interface
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The MWTM web interface shows these panes:

Pane Description

Title Bar Shows:

e Mobile Wireless Transport Manager, version, and server name
e Personalities (ITP, RAN-O, or both)

e Logout (appears only if you enable user access; see Configuring User
Access, page 2-1)

e Help—Click thislink to access context-sensitive online help

¢ Preferences—Click thislink to access preferences that you can change from
the web interface (see Changing Web Preference Settings, page 5-19)

Navigation Tree  |Intheleft pane, showsatree of information organized by categories (see MWTM
Web Interface Navigation Tree, page 11-3).

Content Area In the right pane, shows detailed information about the object selected in the
navigation tree (see MWTM Web Interface Content Area, page 11-4).
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MWTM Web Interface Navigation Tree

You can easily navigate the features of the MWTM web interface by using the navigation tree in the left
pane. To view detailed information about a selection in the navigation tree, click theitemin thetree. The
content area in the right pane shows details about the selected item. A plus (+) or minus (-) just to the
left of the item indicates whether the item has subtending items under its domain.

The MWTM automatically updates the navigation tree when changes occur to discovered nodes or to the
network. When any changes occur in the MWTM client navigation tree, the MWTM web interface
reflects these changes in its navigation tree. For example, if you delete anode in the MWTM client, the
MWTM web interface removes that node from its navigation tree.

Note  For information about the navigation treein the MWTM client interface, see MWTM Client Navigation
Tree, page 4-25.

The MWTM web interface navigation tree contains:

GUI Element Description

Home Shows linksto MWTM client software, Cisco
documentation, and information about the MWTM on the
Cisco web (see Displaying the Home Page, page 11-6).

Administrative Shows MWTM system information including messages, 10gs,
status, and properties (see Displaying the Administrative
Page, page 11-9).

If MWTM User-Based Access is enabled, only users with
authentication level 3 (Network Operator) and higher can see
all options. Users of all other levels see only the System
Information and System Status panes.

Alarms Shows alarms (see Displaying Alarms, page 11-27).

Events Shows information about the events delivered by the MWTM
event logger and event processor for events that the MWTM
event logger and event processor deliver for all objectsin the
current network view (see Displaying Events, page 11-28).

Summary Lists Shows summaries of all objects that the MWTM manages
(see Displaying Summary Lists, page 11-28).

Reports Shows:

e |TP historical reports for a specified time period (see
Displaying Reports, page 11-29).

e Event reports for RAN-O and | TP networks (see Setting
an Event Filter, page 9-8).

If MWTM User-Based Access is enabled, only users with
authentication level 4 (Network Administrator) and higher
can see the Reports menu.

DEFAULT View Shows a current list of nodes in the DEFAULT view (see
Displaying Objects within a View, page 11-29).

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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MWTM Web Interface Content Area

The content area of the MWTM client interface is fully described in MWTM Client Content Area, page
4-26. That description also appliesto theweb interface. Additional navigational featuresthat appear only
in the web interface include:

¢ Customizing the Date Range, page 11-4
¢ Using the Toolbar, page 11-4

Customizing the Date Range

Some windows require that you select date ranges for generating historical charts (see Displaying
RAN-O Historical Statistics, page 11-29). Standard date ranges (for example, Last 24 Hours or Last 7
Days) are available from a drop-down menu. However, if you want to customize the date range:

Step1  Click the Customize Dateand Time Rangetool in thetoolbar of the content area. A dialog box appears.
Step2 Entera

Begin Date and End Date; or, select those dates by clicking the Calendar tool.

Begin Hour and End Hour from the drop-down menus, if they are available.

‘/F‘P’

ote  Thedialog box shows an error if the End Date is equal to or less than the Begin Date. Correct
the error before proceeding.

Step3  Click OK to accept the date and time changes; or, Cancel to cancel this operation.
The MWTM web interface generates a report for the specified time period.

Using the Toolbar

The web interface toolbar provides these context-sensitive tools depending on the object that you select
in the navigation tree;

Tool or Function Description

Modify event filter Opensthe Event Filter dialog box. You can create afilter to display only the
events in which you are interested (see Setting an Event Filter, page 9-8).

Remove filter Applies or removes afilter that you created.

Customize Date and Opensthe Customize Date and Time Range dialog box (see Customizing the
Time Range Date Range, page 11-4).

Graph Series Editor Opens the Graph Series Editor dialog box, which provides a check box for
each shorthaul that is associated with the selected RAN backhaul. To display
a data series, check the check box. To hide a series, uncheck the check box.

The MWTM displays no more than 12 series by default. To change this
default setting, see Display Series Dialog Box, page 8-129.

Run Runs the report type for the selected duration.
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Tool or Function

Description

Export

Exports the raw chart datato a report with comma-separated values (CSV
file). You can save thisfile to disk or open it with an application that you
choose (for example, Microsoft Excel).

>

Advances the display to the next page of information.

>>

Advances the display to the last page of information.

<

Advances the display to the previous page of information.

<<

Advances the display to the first page of information.

Data Range

Label that shows the selected time range for the historical statistics.

Duration

Drop-down list of default time ranges. Select one of these options, then click
the Run tool. To specify anondefault time range, click the Customize Date
and Time Range tool.

Page Size

Drop-down list of different page sizes (the number of table rowsin the
display). Click the drop-down arrow to select a different value. The value
that you select becomes the default page size for all pages in the web
interface.

The title bar displays the current page and total number of table entries.

Status Refresh Interval

Allows you change the default refresh interval of 180 seconds. Enter avalue
between 180 and 900 seconds.

Note Changes you make are temporary to the current page. Navigating
away from the page setsthe statusrefresh interval back to the default
setting. To change the default setting, see Changing Web Preference
Settings, page 5-19.

Slow Poller Interval

Allows you to change the default slow poller interval of 60 seconds. Enter a
value between 60 and 300 seconds.

Note = Changes you make are temporary to the current page. Navigating
away from the page sets the statusrefresh interval back to the default
setting. To change the default setting, see Changing Web Preference
Settings, page 5-19.

Type

Drop-down list of different types of reports that you can generate.
For descriptions of the different report types, see:

e Displaying Shorthaul Performance Statistics, page 11-31

e Displaying Backhaul Performance Statistics, page 11-32

e Displaying Shorthaul Error Statistics, page 11-35

e Displaying Backhaul Error Statistics, page 11-37

[ oL-9118-03
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Displaying the Home Page

The MWTM web interface Home page provides accessto MWTM client software, Cisco documentation,
and information about the MWTM.

To access the Home page of the MWTM web interface, click Home under the navigation tree in the | eft

pane.

The content areain the right pane shows these GUI elements:

Pane

GUI Element

Description

Client Software

Download Windows
Client

Download Solaris
Client

Download Linux
Client

Browser Checker

Shows the download instructions for the:
e Windows client
e Solarisclient
e Linuxclient
¢ Information about the browser and screen display

For details, see Downloading the MWTM Client from the
Web, page 11-7.

MWTM on
Cisco.com

Cisco Home Page
MWTM Home Page

Engineering Software
Updates (FTP)
MWTM Software
Download Page

Latest MWTM
Documentation

Shows hyperlinks to:
e http://www.cisco.com
e MWTM information on the Cisco web
e Software updates provided by Cisco Engineering
e MWTM software download from Cisco.com
e Most recent versions of MWTM documentation

For details, see Accessing Software Updates and Additional
Information, page 11-8.

Documentation

Help Home Page
User Guide
Install Guide
Release Notes

Frequently Asked
Questions

MWTM Server Help
Command

Shows:
e Online Help system for the MWTM
» PDF versions! of the:

— User Guide for the Cisco Mobile Wireless
Transport Manager

- Installation Guide for the Cisco Mobile Wireless
Transport Manager

- Release Notes for the Cisco Mobile Wireless
Transport Manager

e HTML version® of the FAQs
e CLI output of the mwtm help command

For details, see Viewing the MWTM Technical
Documentation, page 11-9.

1. To access the latest versions, go to the parent index for Cisco MWTM user documents:
http://www.cisco.com/en/U S/products/ps6472/tsd_products_support_series_home.html
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Downloading the MWTM Client from the Web

You can access the MWTM client installation software for Linux (unsupported), Solaris, and Windows
from the MWTM web interface Home page. This accessis useful if you do not have the CD-ROM, or if
you prefer to download the software by using your web browser. Once you have downloaded the MWTM
client installation software to your workstation, you must install the software on your local system.

For more information about installing the MWTM client software by using a web server, see the
following chapters in the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0:

e “Installing the MWTM on Solaris”
e “Installing the MWTM on Windows”
e “Installing the MWTM on Linux”

Download the Solaris Client

To access the MWTM Client for Solaris page, select Download Solaris Client.

The web interface shows the supported Solaris versions and instructions for downloading the Solaris
client. See the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0 for a detailed
procedure.

To start the client after installation, add the /opt/CSCOsgmClient/bin subdirectory to your path, then
enter the mwtm client command from the command line.

Download the Windows Client

To access the MWTM Client for Windows page, select Download Windows Client.

The web interface shows supported Windows versions and instructions for downloading the Windows
setup program. After downloading the setup program onto your desktop or other Windows directory,
double-click the setup.exe icon to start the setup program and launch the installation wizard. See the
Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0 for detailed procedures.

To start the client after installation, launch it from the Windows Start menu or double-click the MWTM
Client icon on your desktop.

Download the Linux Client (Unsupported)

N

Note

To access the MWTM Client for Linux page, select Download Linux Client.

The MWTM does not support the MWTM client for Linux. Use the MWTM Linux client under
advisement.

The web interface shows the supported Linux versions and instructions for downloading the Linux
client. See the Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0 for a detailed
procedure.

To start the client after installation, add the /opt/CSCOsgmClient/bin subdirectory to your path, then
enter the mwtm client command from the command line.

[ oL-9118-03
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Checking Your Browser

N

Note

Supported browsers for the MWTM include Mozilla 1.4 or greater, Firefox 1.5 or greater, and |E 6 or
greater. Opening the MWTM in an unsupported browser generates awarning. Also, if JavaScript is not
enabled, the MWTM web interface cannot function.

To check your browser and screen settings, select Browser Checker.

The Browser Checker window contains:

Pane or Field

Description

Browser Information:

Browser

The name and version of the browser you are using. For example, Firefox
1.5.0.9.

Browser User Agent

Text string sent to identify the user agent to the server. Typically includes
includes information such as the application name, version, host operating
system, and language.

Platform

The platform type. For example, Win32.

Cookies Enabled

Whether you have cookies enabled on the browser (Yes or No).

Javascript Enabled

Whether Javascript is enabled (Yes or No).

AJAX Component

The Asynchronous JavaScript and XML (AJAX) component sends
asynchronous HTTP update requests. The MWTM web applicationisonly
accessible to web browsers that have an AJAX component enabled.
Typical values include XMLHttpRequest (for M ozilla-based browsers)
and MSXML2.XmlHttp (for |IE 6).

Screen Information:

Size

Resolution of the display; for example, 1024 x 768.

Color Depth

Depth of the color display; for example, 16.

Accessing Software Updates and Additional Information

You can access this information about the MWTM from the MWTM web interface Home page. To:

¢ View information about the MWTM or any other Cisco product available on Cisco.com, select Cisco

Home Page.

¢ Read Cisco literature associated with the MWTM, including product data sheets, Q and As, and
helpful presentations, select MWTM Home Page.

¢ Access software updates for the MWTM from Cisco.com for FTP, select Engineering Software
Updates (FTP). The Cisco Systems Engineering FTP server page appears.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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Access software updates for the MWTM from Cisco.com, select MWTM Software Download
Page. The Software Download page for the MWTM appears.

Access the most recent versions of customer documentation for the MWTM, select Latest MWTM
Documentation. The Cisco Mobile Wireless Transport Manager documentation page on Cisco.com
appears. From this page, you can view the latest versions of MWTM release notes, installation
guides, and end-user guides.

N
Note If you cannot access Cisco.com from your location, you can always view the customer

documentation that was delivered with the MWTM software. See the “Viewing the MWTM
Technical Documentation” section on page 11-9.

Viewing the MWTM Technical Documentation

A

From the MWTM web interface Home page, you can view this MWTM technical documentation. To
view the:

Entire Cisco Mobile Wireless Transport Manager Help System, select Help Home Page.

Entire User Guide for the Cisco Mobile Wireless Transport Manager 6.0 as a PDF file on the web,
using the Adobe Acrobat Reader, select User Guide (PDF).

Entire Installation Guide for the Cisco Mobile Wireless Transport Manager 6.0 as a PDF file on the
web, using the Adobe Acrobat Reader, select Install Guide (PDF).

Entire Release Notes for the Cisco Mobile W reless Transport Manager 6.0 asaPDF file on the web,
using the Adobe Acrobat Reader, select Release Notes (PDF).

Frequently Asked Questions (FAQs) about the MWTM, select Frequently Asked Questions.
Syntax for every MWTM command, select MWTM Server Help Command.

Caution

These PDF versions of technical documents might not be the latest versions. For the latest versions, go
to: http://www.cisco.com/en/US/products/ps6472/tsd_products _support_series_home.html.

Displaying the Administrative Page

Note

The MWTM web interface Administrative page provides access to MWTM system information,
including messages, logs, status, and properties.

To access the Administrative page of the MWTM web interface, click Administrative under the
navigation tree in the left pane. The right pane displays the information indicated in Table 11-1.

If MWTM User-Based Accessis enabled, only users with authentication level 3 (Network Operator) and
higher can see all options. Users of all other levels see only the System Information and System Status
panes.
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Table 11-1 Administrative Home Page Information
Pane GUI Elements Description Reference
System e README e README.txt file For details, see Viewing
Information |, | TP OSREADME | « MWTM-OSInfo-ITP file |SyStem Information for
the MWTM, page 11-11.
e RAN-OOS ¢ MWTM-OSInfo-RAN-O
README file
e MIBs e Listsof MIBs, including:
- RAN MIBs
- ITPMIBs
System ¢ Info Messages Shows tabular information For details, see Viewing
M essages « Error Messages about different types of system |System Messages, page
messages. 11-12.
e User Actions
e Message Archives
System Status | ¢ System Status Shows the output of these For details, see Viewing
« System Versions system commands: System Status
e mwtm status Information, page 11-17.
e Connected Clients
e User Accounts * mwtm version
e mwtm who
e mwtm users
System Logs e ConsoleLog Shows the contents of these For details, see Viewing
« Command Log system logs: System Logs, page 11-19.
e Event Automation | ° sgmConsolel-og.txt
Log e sgmCommandLog.txt
e Security Log ¢ eventAutomationLog.txt
e Install Log e sgmSecuritylLog.txt
e Web Access Log e cisco_sgmsvr_install.log
e Web Error Log e access log
e Report Log e error_log
e sgmReportLog.txt
Properties e System Shows the contents of these For details, see Viewing
e Server system property files: Properties, page 11-23.
e WebConfig e System.properties
. Reports e Server.properties

Trap Forwarding

e \WebConfig.properties
e Reports.properties
e TrapForwarder.properties
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Viewing System Information for the MWTM

You can view this MWTM system information from the Administrative page:

READM E—Shows the contents of the /opt/CSCOsgm/install/README.txt file. This file provides
abrief overview of the system requirements and the tasks that are necessary to install this software
release.

To access the MWTM README page, select README from the Administrative page.

I TP OS READM E—Shows the contents of the /opt/CSCOsgm/install/MWTM-OS-Info-1 TP file.
This file contains alist of the supported OS software images for:

— ITPnodes
- GTT encoding scheme
- MLR address table configuration
— GTT accounting statistics reports
— Route table and GTT table deployment
- MSU rates
- ITP provisioning
To accessthe MWTM ITP OS README page, select I TP OSREADME from the Administrative

page.

RAN-O OS READM E—Shows the contents of the /opt/CSCOsgm/install/MWTM-OS-Info-RAN-O
file. Thisfile contains alist of the supported OS software images for:

- MWR nodes
— ONS nodes
- RAN SVC cards

To access the MWTM RAN-O OS README page, select RAN-O OS README from the
Administrative page.

MI1Bs—Shows a list of the RAN or ITP MIBs (or both) on the server to which you are connected,
and which is currently running the MWTM.

Each MIB appearsin alist as a clickable link. You can open or download the contents of the MIB
by clicking the MIB name. See Appendix F, “MIB Reference,” for a complete list and high-level
description of each supported MIB.

To access the MIBs page, select M Bs from the Administrative page of the MWTM web interface.

[ oL-9118-03
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Viewing System Messages

You can view these MWTM system messages from the Administrative page:

~

Note = These messages are related to the MWTM system itself, not to your network.

¢ Viewing Info Messages, page 11-12

e Viewing Error Messages, page 11-13

e Viewing MWTM User Action Messages, page 11-13
¢ Viewing All Archived MWTM Messages, page 11-16

Viewing Info Messages

The System Messages: Last number Info Messages page shows informational messages in the MWTM
system log. These messages can be useful when diagnosing and correcting MWTM operational
problems.

To access this page, click I nfo M essages from the Administrative page, or I nfo from the web page
menu bar, if visible.

The Last Info Messages table contains:

Column Description

Period Collection period of the table, such as Since Server Restart.

(in heading)

Timestamp Date and time the MWTM last updated the information on the page.

(in heading)

Row Unique number identifying each entry in the table. You cannot edit thisfield.
Time Date and time the message was logged.

To sort the messages by time, click the Time heading.

Source Source for the message, with the format process.host.id, where:
e processis the process that logged the message.
¢ host is the hostname of the process that logged the message.

e idisan MWTM ID that uniquely identifies the process that logged the message;
or in the event that two or more clients are running on the same node, connected
to the same MWTM server.

Task Task, or thread, that logged the message.

M essage Text of the message.

To sort the messages alphabetically by message text, click the Message heading.
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The System Messages: Last number Error Messages page shows error messages stored in the MWTM
system log. These messages can be useful when diagnosing and correcting MWTM operational

problems.

To access this page, click:

e Error Messages from the Administrative page.

e Error from the web page menu bar, if visible.

The Last Error Messages table contains:

Column

Description

Period
(in heading)

Collection period of the table, such as Since Server Restart.

Timestamp
(in heading)

Date and time the MWTM last updated the information on the page.

Row

Unique number identifying each entry in the table. You cannot edit thisfield.

Time

Date and time the message was logged.
To sort the messages by time, click the Time heading.

Source

Source for the message, with the format process.host.id, where:
e processis the process that logged the message.
e host is the hosthame of the process that logged the message.

e idisan MWTM ID that uniquely identifies the process that logged the message;
or in the event that two or more clients are running on the same node, connected
to the same MWTM server.

Task

Task, or thread, that logged the message.

Message

Text of the message.
To sort the messages alphabetically by message text, click the Message heading.

Viewing MWTM User Action Messages

The System Messages:. Last number Action Messages page shows user action messages stored in the
MWTM system log. These messages can be useful when diagnosing and correcting MWTM operational
problems, and when monitoring audit trails of user actions.

To access this page, use one of these procedures. Click:

e User Actions from the Administrative page.

e Action from the web page menu bar, if visible.

The MWTM shows the System Messages:. Last number Action Messages page.

[ oL-9118-03
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Figure 11-2 System Messages: Last X Action Messages Page
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The System Messages: Last number Action Messages page has these sections:
e Last Action Messages Menu, page 11-15
e Last Action Messages Table, page 11-15
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By default, the MWTM shows action messages of all classes on the System Messages: Last number
Action Messages page. However, the MWTM provides menu options that enable you to display only
messages of a specific class on the page.

The Last Action Messages menu contains:

Column

Description

Create
Delete
Discover
Edit
Ignore

OverWrite

Poll
Purge

LoglnOut

All

Provision

Opens the System Messages: Last number Action: specified web page:

Create—Opens the Create Messages web page, showing only Create action
messages.

Delete—Opens the Delete M essages web page, showing only Delete action
messages.

Discover—Opens the Discover M essages web page, showing only Discover
action messages.

Edit—Opens the Edit Messages web page, showing only Edit action messages.

I gnore—Opens the Ignore Messages web page, showing only Ignore action
messages.

Over Write—Opens the OverWrite M essages web page, showing only
OverWrite action messages.

Poll—Opens the Poll Messages web page, showing only Poll action messages.

Purge—Opens the Purge M essages web page, showing only Purge action
messages.

L ogl nOut—Opens the L oglnOut M essages web page, showing only Log in and
Log out action messages.

All—Opens a web page that shows all action messages.
Provision—Opens a web page that shows all provisioning messages.

Last Action Messages Table

The Last Action Messages table contains:

Column

Description

Period
(in heading)

Collection period of the table, such as Since Server Restart.

Timestamp
(in heading)

Date and time the information on the page was last updated by the MWTM.

Row

Unique number identifying each entry in the table. You cannot edit thisfield.

Time

Date and time the message was logged.

To sort the messages by time, click the Time heading.

[ oL-9118-03
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Column

Description

Class

Class of the message. Possible classes are:

Create—Creation event, such as the creation of a seed file.
Delete—Deletion event, such as the deletion of an object or file.
Discover—Discovery event, such as Discovery beginning.
Edit—Edit event. A user has edited an object.

I gnore—Ignore event. A user has flagged alink or linkset as Ignored.
L ogin—Login event. A user has logged in to the MWTM.

L oginDisable—L oginDisable event. The MWTM has disabled a user’s
User-Based Access authentication as aresult of too many failed attempts to log
intothe MWTM.

L oginFail—LoginFail event. An attempt by a user to log in to the MWTM has
failed.

L ogout—L ogout event. A user has logged out of the MWTM.

Over Write—OverWrite event. An existing file, such as a seed file or route file,
has been overwritten.

Poll—Poll event, such as an SNMP poll.

Purge—Purge event. A user has requested Discovery with Delete Existing Data
selected, and the MWTM has deleted the existing MWTM database.

To sort the messages by class, click the Class heading.

Message

Text of the message.

To sort the messages alphabetically by message text, click the Message heading.

Viewing All Archived MWTM Messages

The System Message Archives: All Messages page shows all archived messages in the MWTM system

logs, including:

e error

e informational

e trace

e debug
e dump

* messages
e SNMP

To access the System Message Archives: All Messages page, use one of these options. Click:

¢ Message Archives from the Administrative page.

¢ Archives from the web page menu bar, if visible.

On the System Message Archives: All Messages page, messages are archived by timestamp. Each
archived file contains all MWTM system messages for a single session for the server to which you are
connected, and which is currently running the MWTM server. (If you restart the server, the MWTM
creates a new file.)
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To view archived messages, click atimestamp. The System Messages Archive: Last number All
M essages page appears, which shows all messages that were in the system log at the specified timestamp.

You might observe an entry labeled messagel.og-old among alist of files that have timestamps in the
filenames. A daily cron job creates the files with the timestamps. The cron job, which runs at midnight,
searches through the messagel og.txt and messagel.og-old.txt files for all entries from the past day. The
messagel og-old.txt file exists only if the size of messagel og.txt exceeds the limit set by the mwtm
msglogsize command. The MWTM lists the contents of messagelLog-old.txt because it could contain
important data from the day the message log file rolled over.

The Last All Messages table contains this information (without column headers):

Description |Information Displayed

I ndex M essage number that the MWTM assigns to the message.
Time Date and time the message was logged.

Type Type of message. Possible types are:

e Action

e Debug

e Dump

e FError

e Info

¢ SNMP

e Trace

Source Source for the message, with the format process.host.id, where:

e processis the process that logged the message.

¢ host is the hostname of the process that logged the message.

e idisan MWTM ID that uniquely identifies the process that logged the message; or,
in the event that two or more clients are running on the same node, connected to the
same MWTM server.

Task Task, or thread, that logged the message.
M essage Text of the message.

Viewing System Status Information

You can view this MWTM system status information from the Administrative page:
¢ Viewing System Status, page 11-18
¢ Viewing System Versions, page 11-18

¢ Viewing Connected Clients, page 11-18

e Viewing User Accounts, page 11-18

[ oL-9118-03

User Guide for the Cisco Mobile Wireless Transport Manager 6.0 g



Chapter 11 Accessing Data from the Web Interface |

| Displaying the Administrative Page

Viewing System Status

To access system status information, click System Status from the Administrative page. (The MWTM
might take a few seconds to display this page.) This page shows the status of all MWTM servers, local
clients, and processes.

Viewing System Versions

To access version information, click System Versions from the Administrative page. (The MWTM
might take a few seconds to display this page.) This page shows version information for all MWTM
servers, clients, and processes.

Viewing Connected Clients

To access connected client information, click Connected Clients from the Administrative page. This
page lists all MWTM clients that are currently connected to the MWTM server. It also lists all Solaris
and Linux usersthat are logged in to the MWTM server.

Viewing User Accounts

To access user account information, click User Accountsfrom the Administrative page. This page shows
information about all user accounts that have been defined for the MWTM server. If no user accounts
have been defined, the MWTM shows this message:

User Database is Empty

The user accounts page displays the output of the mwtm user s command. For example:

/opt/CSCOsgm/bin/mwtm users

User Name Last Login Level Name & Number Status

Userl Wed Jan 17 14:03:13 EST 2007 System Admin 5 [Account Enabled]
User2 Unknown System Admin 5 [Account Enabled]
User3 Wed Jan 17 13:43:30 EST 2007 System Admin 5 [Account Enabled]

User Based Access Protection is Enabled.

Authentication type = local

The the mwtm users command output contains:

Heading Description
User Name The MWTM user for whom a User-Based Access account has been set up.
Last Login Date and time the user last logged in to the MWTM.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0



| Chapter11  Accessing Data from the Web Interface

Displaying the Administrative Page ||

Heading Description

Level Name & |Authentication level and number for the user. Valid levels and numbers are:
Number e Basic User, 1

e Power User, 2

¢ Network Operator, 3

¢ Network Administrator, 4
e System Administrator, 5

Status Current status of the user’s account. Valid status settings are:

¢ Account Enabled—The account has been enabled and isfunctioning normally.
e Account Disabled—The account has been disabled for one of these reasons:

- A System Administrator disabled the account. See the “ mwtm disabl epass”
section on page B-19 and the“ mwtm disableuser” section on page B-20for
more information.

- The MWTM disabled the account as aresult of too many failed attemptsto
log in using the account. See the “mwtm badlogindisable” section on
page B-9 for more information.

- The MWTM disabled the account because it was inactive for too many
days. See the “mwtm inactiveuserdays’ section on page B-26 for more
information.

Viewing System Logs

From the Administrative page, you can view:
¢ Viewing the Console Log, page 11-19
¢ Viewing the Command Log, page 11-20
¢ Viewing the Event Automation Log, page 11-21
¢ Viewing the Security Log, page 11-21
¢ Viewing the Install Log, page 11-22
¢ Viewing the Web Access Logs, page 11-22
¢ Viewing the Web Error Logs, page 11-22
¢ Viewing the Report Log, page 11-22

Viewing the Console Log

The Console L og shows the contents of the MWTM system console log file for the server to which you
are connected, and which is currently running the MWTM. The console log file contains unexpected
error and warning messages from the MWTM server, such asthose that might occur if the MWTM server
cannot start. It also provides a history of start-up messages for server processes and the time each
message appeared.

To accessthe Console Log, click Console L og in the System Logs pane of the Administrative page. You
can also view the Console Log with the mwtm console command.
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Viewing the Command Log

The Command L og shows the contents of the MWTM system command log file for the server to which
you are connected, and which is currently running the MWTM server. The system command log listsall
mwtm commands that have been entered for the MWTM server, the time each command was entered,

and the user who entered the command.

To accessthe Command L og, click Command L og in the System L ogs pane of the Administrative page.
You can also view the Command L og with the mwtm cmdlog command.

The MWTM Command Log page appears.

Figure 11-3

The Command L og table contains:

2006/12/13 13:
2006/12/13 10:
2006/12/13 10¢
2006/12/13 10:
2006/12/13 10:
2006/12/13 10:
2006712713 10¢
2006712713 10
2006712713 10
2006412713 10
200641212 14:
2006/12/12 14:
2006/12/12 14:
200671212 14:
200671212 14
200671212 14:

MWTM Command Log Page

Tirnestamp

149
141
116
122
125
148
143
108
157
150
151
157
157
157
156
119

User
root
scanagha
root
root
root
[{=1-11
root
root
root
root
root
root
root
root
root

root

mwktrn version

rmwtrn osinfo

rwtrn wersion

rwtrn restart

rawtm =5l enable

rwtrn stop

mwtrn genkeay

mwtm sslstatus

mwtrn help =5l

mwktrn version

mwtrn start

rmwtrn manage ran-o enable
rmwtm rmanage ran-o skatus
rwtrm rmanage itp status
rmwtrn manage itp enable

rwtrn snmpcornmm norestart

/opt/CSCOsgm/logs/sgmCommandLog.txt

Carmmand

210490

Column

Description

Timestamp

Date and time the command was |ogged.

To sort the messages by time, click the Timestamp heading.

User

User who entered the command.

To sort the commands by user, click the User heading.

Command

Text of the command.

To sort the messages alphabetically by command text, click the Command heading.
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Viewing the Event Automation Log

The Event Automation Log shows the contents of the system event automation log file for the server to
which you are connected, and which is currently running the MWTM server. The system event
automation log lists all messages that event automation scripts generate.

The default path and filename for the system event automation log fileis
/opt/CSCOsgm/logs/eventAutomationLog.txt. If you installed the MWTM in adirectory other than /opt,
then the system event automation log file isin that directory.

To access the Event Automation Log, click Event Automation L og in the System Logs pane of the
Administrative page. You can also view the Event Automation Log with the mwtm eventautolog
command.

Related Topic
Changing the Way the MWTM Processes Events, page 9-27

Viewing the Security Log

The Security Log shows the contents of the MWTM system security log file for the server to which you
are connected, and which is currently running the MWTM server. The system security log lists:

e All security events that have occurred for the MWTM server
e Thetime each event occurred

¢ The user and command that triggered the event

¢ Thetext of any associated message

The default path and filename for the system security log fileis/opt/CSCOsgnvIogs/sgmSecurityLog.txt.
If you installed the MWTM in adirectory other than /opt, then the system security log fileisin that
directory.

To access the Security Log, click Security L og in the System L ogs pane of the Administrative page. You
can also view the Security Log with the mwtm seclog command.

The Last Security Entries table contains these columns:

Column Description

Timestamp Date and time the security event occurred.
To sort the entries by time, click the Time heading.

User User who triggered the security event.

To sort the entries by user, click the User heading.

Message Text of the security event message.
To sort the entries al phabetically by message text, click the M essage heading.

Command Text of the command that triggered the security event.

To sort the entries al phabetically by command text, click the Command heading.

[ oL-9118-03
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Viewing the Install Log

The Install Log shows the contents of the MWTM system installation log. The installation log contains
messages and other information recorded during installation, which can be useful when troubleshooting
problems. The Install Log also recordstheinstaller’s selections (for example, whether theinstaller chose
to configure the MWTM to receive SNMP traps).

The default path and filename for the install log file is /opt/CSCOsgnvinstall/cisco_sgmsvr_install.log.
If you installed the MWTM in adirectory other than /opt, then the install log fileisin that directory.

To accesstheInstall Log, click Install L oginthe System Logs pane of the Administrative page. You can
also view the Install Log with the mwtm installlog command.

Viewing the Web Access Logs

The Web Access L ogs page shows alist of web accesslog filesfor the server to which you are connected,
and which is currently running the MWTM server. The web access log lists all system web access
messages that have been logged for the MWTM server, providing an audit trail of all accessto the
MWTM server through the MWTM web interface.

The default path and filename for the web access log file is /opt/CSCOsgm/apache/logs/access_log. If
you installed the MWTM in a directory other than /opt, then the web access log file isin that directory.

To access the Web Access Logs page, click Web Access L ogs from with the System Logs pane of the
Administrative page. You can also view the Web Access Logs page using the mwtm webaccessl og
command.

Viewing the Web Error Logs

The Web Error Logs page shows a list of web error log files for the server to which you are connected,
and which is currently running the MWTM server. The web server error log lists all system web error
messages that have been logged for the MWTM web server. You can use the web error log to
troubleshoot the source of problems that users may have encountered while navigating the MWTM web
interface.

The default path and filename for the web error log file is/opt/CSCOsgm/apache/logs/error_log. If you
installed the MWTM in adirectory other than /opt, then the web error log file is in that directory.

To access the Web Error Logs page, click Web Error Logs in the System Logs pane of the
Administrative page. You can also view the Web Error L ogs page using the mwtm weberrorlog
command.

Viewing the Report Log

The Report Log shows the message log for I TP reports for the server to which you are connected, and
which is currently running the MWTM server. You can view this log to determine the beginning and
finish timesfor report generation. The log also records errors that occurred during report generation (for
example, server connection errors).

The default path and filename for the report log file is /opt/CSCOsgm/logs/sgmReportLog.txt. If you
installed the MWTM in adirectory other than /opt, then the report log fileisin that directory.

To access the Report Log, click Report L og in the System L ogs pane of the Administrative page. You
can also view the Report Log with the mwtm replog command.
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Property filesfor the MWTM arein the /opt/CSCOsgm/propertiesdirectory. You can view these MWTM

properties from the Administrative page.
¢ Viewing Properties, page 11-23
e Viewing Server Properties, page 11-24

¢ Viewing Web Configuration Properties, page 11-24

¢ Viewing Reports Properties, page 11-26

¢ Viewing Trap Forwarding Properties, page 11-27

Viewing Properties

To accessthe System Propertiesfile, click System in the Properties pane of the Administrative page. The
MWTM shows the contents of the /opt/CSCOsgm/properties/System.properties file.

The System Properties file contains MWTM server and client properties that control various MWTM

configuration parameters.

You can use MWTM commands to change these system properties:

To change this system property

Use this MWTM command

ATBLDIR

mwtm atbldir, page B-78

BADLOGIN_TRIES_ALARM

mwtm badloginalarm, page B-9

BADLOGIN_TRIES_DISABLE

mwtm badlogindisable, page B-9

GTTDIR mwtm gttdir, page B-86
JSP_PORT mwtm jspport, page B-29
LOGAGE mwtm msglogage, page B-35
LOGDIR mwtm msglogdir, page B-35
LOGSIZE mwtm msglogsize, page B-36

LOGTIMEMODE

mwtm logtimemode, page B-31

LOG_TROUBLESHOOTING

mwtm tshootlog, page B-66

MANAGE_ITP mwtm manage, page B-31
MANAGE_RAN-O mwtm manage, page B-31
ROUTEDIR mwtm routedir, page B-102
SBACKUPDIR mwtm backupdir, page B-8
SNMPCONFFILE mwtm snmpconf, page B-51
SSL_ENABLE mwtm ssl, page B-59

USE_TELNET_PROXY

mwtm tnproxy, page B-64

VCS_REPOSITORY_DIR

mwtm archivedir, page B-76

WEB_PORT

mwtm webport, page B-71

WEB_BROWSER

mwtm browserpath, page B-10

User Guide for the Cisco Mobile Wireless Transport Manager 6.0

[ oL-9118-03



Chapter 11 Accessing Data from the Web Interface |

| Displaying the Administrative Page

Viewing Server Properties
To access the Server Propertiesfile, click Server in the Properties pane of the Administrative page. The
MWTM shows the contents of the /opt/CSCOsgm/properties/Server.properties file.
The Server Properties file contains MWTM various properties that control the MWTM server.

You can use MWTM commands to change these server properties:

To change this server property Use this MWTM command
DEMAND_POLLER_TIMELIMIT mwtm pollertimeout, page B-39
SNMP_MAX_ROWS mwtm snmpwalk, page B-56
UNKNOWN_AGING_TIMEOUT mwtm unknownage, page B-66

To change poller parameters in the Server Properties file, see the “ Changing MWTM Server Poller
Settings” section on page 3-2.

Viewing Web Configuration Properties

To access the Web Configuration Properties file, click WebConfig in the Properties pane of the
Administrative page. The MWTM shows the contents of the /opt/CSCOsgm/properties/
WebConfig.propertiesfile.

The Web Configuration Properties file contains properties that control the configuration of the MWTM
web interface. For example:

MAX ASCII ROWS
MAX HTML_ROWS

6000
100

# The selectable page sizes start at MIN_SELECTABLE_PAGE_SIZE and doubles until
# the MAX_ SELECTABLE_PAGE_SIZE value is reached

# (e.g. 25, 50, 100, 200, 400, 800)

MIN_ SELECTABLE PAGE SIZE 25

MAX SELECTABLE PAGE SIZE 800
LOG_UPDATE_INTERVAL = 300
WEB_UTIL = percent
WEB_NAMES = display
MAX_EV_HIST = 15000
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You can use the MWTM to change the web configuration properties:

Web Configuration Property

Changing Default Setting

LOG_UPDATE_INTERVAL

To control how often, in seconds, the MWTM updates certain web
output, use the mwtm weblogupdate command. The valid rangeis 1
second to an unlimited number of seconds. The default value is 300
seconds (5 minutes).

MAX_ASCII_ROWS

To set the maximum number of rows for MWTM ASCII web output,
such as displays of detailed debugging information, use the mwtm
maxasciirows command. The valid rangeis 1 row to an unlimited
number of rows. The default value is 6,000 rows.

MAX_EV_HIST

To set the maximum number of rows for MWTM to search in the event
history logs, use the mwtm maxevhist command. The event history
logs are the current and archived MWTM network status logs for status
change and SNMP trap messages. The MWTM sends the results of the
search to the web browser, where the results are further limited by the
setting of the mwtm maxhtmlrows command. The valid range is 1 row
to an unlimited number of rows. The default value is 15,000 rows.

MAX_HTML_ROWS

To set the maximum number of rows for MWTM HTML web output,
such as displays of statistics reports, status change messages, or SNMP
trap messages, use the mwtm maxhtmlrows command. Thisletsyou
select a page size (if you have not explicitly chosen a page size). Once
you select a page size from any page, the MWTM remembers your
preference until you delete your browser cookies. The default value is
100 rows.

MIN_SELECTABLE_PAGE
_SIZE

This setting determines the minimum page size for the user to select
from the Page Size drop-down menu. The page size values start with the
MIN_SELECTABLE_PAGE_SIZE and double until they reach the
MAX_SELECTABLE_PAGE_SIZE.

MAX_SELECTABLE_
PAGE_SIZE

This setting determines the maximum page size for the user to select
from the Page Size drop-down menu. The page size values start with the
MIN_SELECTABLE_PAGE_SIZE and double until they reach the
MAX_SELECTABLE_PAGE_SIZE.
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WEB_NAMES To specify whether the MWTM should show real DNS names or display
names in web pages, enter the mwtm webnames command. To show:

e Thereal DNS names of nodes, as discovered by the MWTM, enter
mwtm webnames real.

e Display names, enter mwtm webnames display. Display names
are new names that you specify for nodes. This is the default
setting. For more information about display names, see the
“Editing Properties” section on page 6-29.

WEB_UTIL To specify whether the MWTM should display send and receive
utilization as percentages or in Erlangs in web pages, enter the mwtm
who command. To show:

e Utilization as a percentage, enter mwtm webutil percent. Thisis
the default setting.

e Display utilization in Erlangs (E), enter mwtm webutil erlangs.

See Chapter 8, “Viewing RAN-O Performance and Error Data” for
more information on send and receive utilization for shorthauls and
backhauls.

See Chapter 12, “Managing | TP Reports” for more information on send
and receive utilization for linksets and links.

Each of the web configuration commands requires you to be logged in as the root user, as described in
the “Becoming the Root User (Server Only)” section on page 4-2, or as a superuser, as described in the
“Specifying a Super User (Server Only)” section on page 2-18.

Related Topic
Link Reports, page 12-21

Viewing Reports Properties
To access the Reports Properties file, click Reportsin the Properties pane of the Administrative page.
The MWTM shows the contents of the /opt/CSCOsgm/properties/Reports.properties file.

The Reports Properties file contains properties that control various aspects of the reports that are
available in the MWTM web interface.

You can use MWTM commands to change these reports properties:

To change this server property Use this MWTM command
ACC_REPORTS mwtm accstats, page B-75
GTT_REPORTS mwtm gttstats, page B-88
LINK_REPORTS mwtm linkstats, page B-89
MLR_REPORTS mwtm mirstats, page B-93
MSU_REPORTS mwtm statreps msu, page B-112
Q752_REPORTS mwtm q752stats, page B-99
RPT_15MIN_AGE mwtm repl5minage, page B-43
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To change this server property

Use this MWTM command

RPT_CUSTOM_AGE

mwtm repcustage, page B-100

RPT_DAILY_AGE

mwtm repdailyage, page B-43

RPT_HOURLY_AGE

mwtm rephourlyage, page B-44

RPT_IPLINKS

mwtm statreps iplinks, page B-110

RPT_MONTHLY _AGE

mwtm repmonthlyage, page B-44

RPT_NULLCAPS

mwtm statreps nullcaps, page B-113

RPT_SERVRATIO

mwtm statreps servratio, page B-114

RPT_TIMEMODE

mwtm statreps timemode, page B-115

STATS _REPORTS

mwtm statreps servratio, page B-114

XUA_REPORTS

mwtm xuastats, page B-117

Viewing Trap Forwarding Properties

To access the Trap Forwarding Propertiesfile, click TrapForwarding in the Properties pane of the
Administrative page. The MWTM shows the contents of the
/opt/CSCOsgm/properties/TrapForwarder.propertiesfile.

The Trap Forwarder Properties file contains a list of the destination addresses for the trap forwarder.

Enter each destination address on its own line and use this format:
SERVERxx=destination_|P_address[:port_number]

The port_number parameter is optional.

Displaying Alarms

Displaying alarms in the web interface is essentially the same as displaying them in the MWTM client.
Only minor differences exist. The Alarmstable in the web interface:

¢ Shows only those columns that the client interface shows by default.

¢ Hasapaging feature. See the “Using the Toolbar” section on page 11-4.

o Hasarefreshinterval that you can change. See the “Using the Toolbar” section on page 11-4.

For descriptions of the columns in the Alarms table, see the “Displaying Alarms” section on page 4-30.
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Displaying

Displaying

Events

The Events table lists the events that the MWTM manages. To access the Events table of the MWTM
web interface, click Events in the navigation tree in the left pane. The content area in the right pane
shows the Events table.

Some differences exist between the web and client interface displays of the Events table. For example,
the Events table in the MWTM web interface also shows archived events in addition to recent events.
The MWTM web interface also shows fewer columns, has fewer buttons on the toolbar, and displays
colored status balls in the Severity column.

For descriptions of the columns, see the “Event Table” section on page 9-5.
For descriptions of the tools in the toolbar, see the “Using the Toolbar” section on page 11-4.
To navigate the columns of the Events table, see Navigating Table Columns, page 5-23.

Summary Lists

Displaying Summary Listsin the web interface is essentially the same as displaying them in the MWTM
client. Only minor differences exist. Clicking on an object under the Summary Listsin the web interface
causes the content area to show information about the object. The content area:

¢ Shows only those columns that the client interface shows by default.
o Hasarefreshinterval that you can change. See the “Using the Toolbar” section on page 11-4.

For complete information about Summary Lists, see the “Displaying Object Windows” section on
page 6-2.

Displaying Software Versions

The Software Versions table lists the software versions for each node the MWTM manages.
To access the Software Versions page:

¢ From the Web interface navigation tree, select Summary Lists > Software Versions.

e From the MWTM main window, select View > Web > Software Versions.

For details on navigating the columns of the Software Versions table, see Navigating Table Columns,
page 5-23.

The Software Versions table contains:

Column Description
Refresh Refresh interval in seconds.
Interval

To change the refresh interval, click Refresh Interval (seconds) or click the current

(seconds) value that appears. Then change the current value to a new one.

Last Updated |Date and time when this information on this page was last updated.
Name Name of the node.

Node Type Type of node.
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Displaying Reports W

Column Description

Software Software version used by the node.
Version

Software Full software version information.
Description

Reports

If MWTM User-Based Access is enabled, only users with authentication level 4 (Network
Administrator) and higher can see the Reports menu.

You can display reports primarily for I TP objectsin the MWTM Web interface. An overview and a
complete list and description of these reportsis available in Chapter 12, “Managing | TP Reports.”

Event reports are also available for both RAN-O and I TP networks, also available within the Reports
menu. For details, see the “Viewing Archived Event Files on the Web” section on page 9-22 and the
“Viewing the Event Metrics Report on the Web” section on page 9-23.

Displaying Objects within a View

Displaying objects within aview in the MWTM web interface is essentially the same as viewing them
inthe MWTM client. Only minor differences exist. The MWTM web interface:

¢ Shows a subset of the columns that the client interface shows.
¢ Hasapaging feature. See the “Using the Toolbar” section on page 11-4.
e Hasarefresh interval that you can change.
For details on each object type, see the “Displaying Object Windows” section on page 6-2.

Displaying RAN-0 Historical Statistics

Note

The MWTM web interface provides accessto RAN-O historical statisticsin the MWTM database. You
can use these statistics for capacity planning and trend analysis. For example, you can generate charts:

¢ For aspecified time range to display historical statistics for customer busy-hours.
¢ To show the maximum send and receive traffic over a specified time period.
¢ To show data on a 15-minute, daily, or hourly basis.

Using thisinformation, you can perform detailed analysis of historical traffic utilization on the backhaul
and shorthaul links to plan future facility upgrades.

The MWTM client provides real-time (not historical) charts depicting performance and error
information occurring in real time. You use real-time statistics for troubleshooting active problem areas
in your network. See the “Viewing RAN-O Performance and Error Data” section on page 8-123.
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This section provides information about:
¢ Displaying Performance Statistics, page 11-30
e Displaying Error Statistics, page 11-34
e Generating RAN Data Export Files, page 11-38

Displaying Performance Statistics

N

Note

You can view performance data for a shorthaul or backhaul interface within the MWTM:

¢ Web interface by selecting an interface in the navigation tree and clicking the Performance tab in
the right pane.

¢ Client interface by right-clicking an interface in the navigation tree and clicking Performance
History.

If the CISCO-IP-RAN-BACKHAUL-MIB on the node is not compliant with the MWTM, the MWTM
issues the message:

MIB not compliant for reports

Install aversion of 10S software on the node that is compatible with the MWTM. For alist of compatible
|OS software, from the MWTM:

¢ Web interface, choose Administrative > RAN-O OSREADME.
e Client interface, choose View > Web > Administrative; then click RAN-O OSREADME.

The Performance tab shows one or more charts depending on whether you selected a shorthaul or a
backhaul interface. These charts depict send and receive rates of optimized IP traffic over a specified
timerange. The chartsdisplay the traffic in bits per second. Each data series shows maximum, minimum,
and average rates of optimized traffic.

The Performance tab for a backhaul interface shows total rates for GSM and UMTS traffic, including
total error rates.

This section provides information about:
¢ Displaying Shorthaul Performance Statistics, page 11-31
¢ Displaying Backhaul Performance Statistics, page 11-32
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Displaying Shorthaul Performance Statistics

The Performancetab for a shorthaul interface shows the maximum, minimum, and average ratesfor send
and receive traffic.

Figure 11-4 Example of Performance Tab for Shorthaul Interface
{ Details [ Notes ( Events [ Troubleshooting Performance Errors

Data Range: Dec 13 2006, 02:20 PM - Dec 14 2006, 02:20 PM
Type: | Capacity Summary 15 Minutes [+| Duration: | Last 24 Hours |+ @ b Mﬂ

Expand To Full Screen

GSM Interface Capacity Summary 15 Minutes

ems1941ka.cisco.com > E1 02 > Serial0/2:0

240,000
230,000
220,000
210,000
200,000
180,000
180,000
170,000
160,000
150,000
140,000
120,000
120,000
110,000
100,000
20,000
80,000
70,000
60,000
50,000
40,000
30,000
20,000
10,000

BitsfSec

Dec-13-06 0400 Dec-13-068 02:00 Dec-14-06 12:00 Dec-14-06 04:00 Dec-14-06 02:00 Dec-1406 12:00
Time o
|—Send minimum — Send Average Send Maximum Receive Minimum Receive Average Recelve Maximum %
The Performance tab for a shorthaul interface contains:
GUI Elements Description
Toolbar Provides functions to select a report type and duration, and to export the report to
a CSV file. See the “Using the Toolbar” section on page 11-4.

Type: A comprehensive summary of minimum, average, and maximum capacity statistics

- for send and receive traffic on the RAN shorthaul. You can choose from 15-minute,
Capacity hourly, or daily data report t
Summary ourly, or daily data report types.
Expand to Full Text link that shows a chart in a new, full-screen window for easier viewing.
Screen
Bits/Sec Y-axis label that shows traffic rate in bits per second. The Y axis automatically

scales to the interface speed.

Note If no data exists between any two data points, the graph displays a
color-coded vertical bar to show the period for which no datais available.

User Guide for the Cisco Mobile Wireless Transport Manager 6.0
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GUI Elements

Description

Time

X-axis label that shows a historical time scale and the server time zone.

Legend

Color-coded legend that shows labels for traffic rates.

Displaying Backhaul Performance Statistics

The Performance tab for a backhaul interface shows minimum, average, and maximum traffic rates for
send and receivetraffic. You can also determinethe percentage of backhaul utilization that varioustraffic
types occupy. Error rates appear, too.

Figure 11-5 Example of Performance Tab for Backhaul Interface

{ Status Contributors M Details

[ Troubleshooting M RAN Shorthauls

( Notes

{ Events

Data Range: Dec 13 2006, 02:22 PM - Dec 14 2006, 02:22 PM

Type: | Capacity Summary 15 Minutes % | Duration: | Last 24 Howrs |+ @I [

Expand To Full Screen

RAN Backhaul Capacity Summary 15 Minutes
ems1941ka.cisco.com » 20.1.1.105/20.1.1.106
100
2 3000000 - 75 #
3 S
& 2,000,000 - E=
= =
E 1,000,000 - | 2
0- 0
100
2 3000000 - 75 &
@ =
& 2,000,000 - s0
5 =
E 1,000,000 - 5 g
0- 0
&0
50
@ a0
2 a0
-]
10
| , , , . . .
Dec-13-08 04:00 Dee-13-06 08:00 Dec-14-06 12:00 Dec-14-06 0400 Dec-1408 08:00 Dec-1408 12:00
Time
— Total Minimum — Total Average Total Maximum Total Minimum GSM-Abis Total Average GSM-Abis g
Total Maximum GSh-Abis Total Ertors — Total Ertors GSh-Abis — Tatal Errors UMTS-IUub é
(o]
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The Performance tab for a backhaul interface contains:

GUI Elements

Description

Toolbar

Provides functions to select areport type and duration, customize the display of
associated shorthauls, and export the report to a CSV file. See the “Using the
Toolbar” section on page 11-4.

Type:
Capacity
Summary

A comprehensive summary of minimum, average, and maximum capacity statistics
for total (GSM-Abis and UMTS-1ub) traffic, total GSM-Abis traffic, and total
UMTS-lub traffic. You can choose from 15-minute, hourly, or daily data report

types.
Statistics appear in three fully expandable charts:

e Top—Capacity statistics for send traffic rates, including percentage of
backhaul utilization (right side of chart).

e Middle—Capacity statistics for receive traffic rates, including percentage of
backhaul utilization (right side of chart).

e Bottom—Error counts for send and receive traffic.

Type:
Capacity

Depending on your selection, the minimum, average, or maximum capacity
statistics for the backhaul interface. You can choose from 15-minute, hourly, or
daily data report types.

Send and receive rate statistics appear in separate panes. Each pane showstwo fully
expandable charts:

¢ Top—Showstotal (GSM-Abis and UMTS-lub), total GSM-Abis, and total
UMTS-lub traffic rates, including percentage of backhaul utilization (right
side of chart).

¢ Bottom—Shows traffic rates for each shorthaul interface that belongs to the
backhaul.

Expand to Full
Screen

Text link that shows a chart in a new, full-screen window for easier viewing.

Bits/Sec

Primary Y-axis label (left side of chart) that shows traffic rate in bits per second.
TheY axisautomatically scalesto the User Bandwidth. See the" Editing Properties
for aRAN-O Backhaul” section on page 6-33.

Note If no data exists between any two data points, the graph displays a
color-coded vertical bar to show the period for which no datais available.

% Utilization

Secondary Y-axis label (right side of chart) that shows the backhaul utilization as
a percentage of the User Bandwidth. The chart background has three horizontal
bars that are color-coded to indicate these thresholds:

¢ Overloaded—Top portion of chart.
¢ Warning—Middle portion of chart.
¢ Acceptable—Bottom portion of chart.

For definitions of these thresholds, seethe“ Threshold I nformation (RAN-O Only)”
section on page 8-42.

To change the threshold settings, see the “Editing Properties for a RAN-O
Backhaul” section on page 6-33.

[ oL-9118-03
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GUI Elements Description

Time X-axis label that shows a user-specified, historical time scale and the server time
zone.

Legend Color-coded legend that shows labels for traffic and error rates.

Displaying Error Statistics

You can view error data for a shorthaul or backhaul interface within the MWTM:

¢ Web interface by selecting an interface in the navigation tree and clicking the Errors tab in the
content area.

¢ Client by right-clicking an interface in the navigation tree and clicking Error History.
~

Note If the CISCO-IP-RAN-BACKHAUL-MIB on the node is not compliant with the MWTM, the MWTM
issues the message:

MIB not compliant for reports

Install aversion of 10S software on the node that is compatible with the MWTM. For alist of compatible
| OS software, from the MWTM:

* \Web interface, choose Administrative > RAN-O OSREADME.
e Client interface, choose View > Web > Administrative; then click RAN-O OSREADME.

You view error datafor ashorthaul or backhaul interface by selecting the interface in the navigation tree
and clicking the Errorstab in the content area. The Errorstab showstotal error counts and average error
rates in table and chart format.

This section provides information about:
¢ Displaying Shorthaul Error Statistics, page 11-35
e Displaying Backhaul Error Statistics, page 11-37
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Displaying Shorthaul Error Statistics

The Errorstab for a shorthaul interface shows a single table and a chart that shows the error rates and
counts for different types of GSM-Abis and UMTS-Iub errors.

Figure 11-6 Example of Errors Tab for Shorthaul Interface
Type: | Error Summary 15 Minutes w | Duration: | Last 24 Howrs @] b m}ﬁ
Data Type Aug, Error Rate (Per Sec)
Total Errors 2232 0.03
Total Optimization Errors 2206 0,03
Total Miscellaneous Errors 21 0.00
Total Missed Packets 5 0,00

Expand To Full Screen

GSM Interface Error Summary 15 Minutes
ems1941kaa.cisco.com > E1 0/0 > Serial0/0:0
2000

1900 |

1800

1700 ||

1600

1500 |

1400 |

1300

1200 |

1100 |

1000 |
o00

800 | |

700

00

s00 | |

Error Counts

300 | |
200 \
100 \

Feb-05-07 16:00 Feb-05-07 20:00 Feb-08-07 00:00 Feb-08-07 0400 Feb-08-07 02:00 Feb-08-07 12:00
Server Time: Eastern Standard Time

— Total Errors — Total Missed Packets Total Optimization Errors Total Miscellaneous Errors Mo Data

The Errors tab for a shorthaul interface contains:
GUI Elements Description
Toolbar Provides functions to select areport type and duration, and to export the report

to aCSV file. See the “Using the Toolbar” section on page 11-4.

Type: A comprehensive summary of total error counts and average error rates for
optimization, missed-packet, and miscellaneous errorsfor the sel ected shorthaul.
You can choose from 15-minute, hourly, or daily data report types. Statistics
appear in table and chart format.

Errors Summary
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GUI Elements Description

Type: Depending on your selection, the optimization, missed packet, or miscellaneous
Err errors for the shorthaul interface. You can choose from 15-minute, hourly, or
ors : o :
daily data report types. Statistics appear in table and chart format.
For definitions of these error types, see the:

e “Optimization Failures’ section on page 8-132

e “Miscellaneous’ section on page 8-133

e “Missed Packets” section on page 8-134

Table Table that shows these columns:

e Datatype—Category of error for which statistics are gathered. Types
include optimization, missed packets, and miscellaneous errors.

e Total Counts—Total error count for each type of error.

e Avg. Error Rate (Per Sec)—The calculated average error rate per second for
each error type over the duration of the data range that you selected.

Note You can sort the contents of the Total Counts and Avg. Error Rate (Per
Sec) columnsin ascending or descending order by clicking the column
heading.

Expand to Full Text link that shows a chart in a new, full-screen window for easier viewing.
Screen

Error Counts Y-axis label on left side of chart that shows traffic rate in bits per second.

Note If no data exists between any two data points, the graph displays a
color-coded vertical bar to show the period for which no datais available.

Time X-axis label that shows a user-specified, historical time scale and the server time
zone.

Legend Color-coded legend that shows labels for traffic and error rates.
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Displaying Backhaul Error Statistics

The Errors tab for a RAN backhaul interface shows a single table and a chart that shows the error rates
and counts for different interfaces belonging to the backhaul.

Figure 11-7 Example of Errors Tab for Backhaul Interface

( Notes

Data Range: Feb 05 2007, 01:29 PM - Feb 06 2007, 01:29 PM

( Performance

( Troubleshooting ‘[ RAN Shorthauls

( Status Contributors ‘( Details ( Events

Type: | Enors 15 Minutes s | Duration: | Last 24 Howrs @] &rj_] b m’]

Data Type Aug. Error Rate (Per Sec)
Total Errors &7 0.00
Total Errors GSM-Abis &7 0.00
Seriald/3:0 39 0.00
Serialdf2:0 26 0,00
ATMOf0,0-2al5 layer O 0,00
Total Errors UMTS-Iub O 0.00

Expand To Full Screen

RAN Backhaul Errors 15 Minutes
ems1900ko.cisco.com > 20.1.1.241/20.1.1.242

Error Counts
(o]
&)

Feb-D5.07 1600 Feb-05.07 2000 Feb-DE-07 00:00 Feb-06-07 04:00 Feb-08-07 08:00 Feb-08-07 12:00
Semver Time: Eastern Standard Time

— Total Errors — Total Errors GSM-Abis Total Errors UMTS-lub Serial0/3:0 Serial0f2:0
ATMO/0.0-aal5 layer

210507
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The Errors tab for a backhaul interface contains:

GUI Elements Description

Toolbar Provides functions to select areport type and duration, customize the display of
associated shorthauls, and export the report to a CSV file. See the “Using the
Toolbar” section on page 11-4.

Table Table that shows these columns:

e Datatype—Category of error for which statistics are gathered. Types
include the errors for each shorthaul interface in the backhaul, total
GSM-Abis errors, total UMTS-lub errors, and the combined total of both
GSM and UMTS errors.

e Total Counts—Total error count for each type of error.

e Avg. Error Rate (Per Sec)—The calculated average error rate per second
for each error type over the duration of the data range that you selected.

Note You can sort the contents of the Total Counts and Avg. Error Rate (Per
Sec) columnsin ascending or descending order by clicking the column

heading.
Expand to Full Text link that shows a chart in a new, full-screen window for easier viewing.
Screen
Error Counts Y-axis label on left side of chart that shows traffic rate in bits per second.
Time X-axis label that shows a user-specified, historical time scale and the server time
zone.
Legend Color-coded legend that shows labels for traffic and error rates.

Generating RAN Data Export Files

You can easily generate historical reports for RAN backhauls and shorthauls in the web interface. You
can then export this data to a report with comma-separated values (CSV file). You can save thisfile to
disk or open it with an application that you choose (for example, Microsoft Excel).

To export RAN data:

Step1  Select a RAN backhaul or shorthaul in the navigation tree of the web interface.
Step2  Click the Performance or Errors tab in the right pane.

Step3  Generate areport.

Step4  Click the Export the report asa CSV file icon.
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Managing ITP Reports

At scheduled intervals, you can configure the Cisco Mobile Wireless Transport Manager (MWTM) to
gather critical information from network objects that it detects. The MWTM uses that information to
calculate statistics (accounting statistics, inventory statistics, and so on) and generates reports based on
those statistics.

This chapter contains:
e Enabling ITP Reports, page 12-2
¢ Viewing Reports by Using the MWTM Web Interface, page 12-3
¢ Including or Excluding Specified Objects in ITP Reports, page 12-6
e Customizing I TP Report Preferences, page 12-7
e Locating Stored ITP Reports, page 12-9
e Changing the MWTM Reports Directory, page 12-10
¢ Understanding I TP Reports, page 12-10
¢ Enabling Custom Archived Statistics Reports, page 12-49
¢ Understanding Custom Archived Reports, page 12-54
e Understanding Network Statistics Archived Reports, page 12-70
¢ Viewing the MWTM Statistics Reports Logs, page 12-71
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Enabling ITP Reports

You can enable I TP reports on the MWTM server by using CLI commands to configure general or
custom reports:

e Genera CLI commands continuously generate reports for all objects of a specified type.

e Custom CLI commands perform a one-time report generation for one or more objects of a specified
type.

To see which reports are enabled or disabled, and which general CLI commands configure and disable
each report:

Step 1 Do one of the following:

¢ WithinaWeb browser, launch the MWTM Web interface (see Accessing the MWTM Web Interface,
page 11-1). In the navigation tree, click Reports.

e Fromthe MWTM client, within the MWTM main window, choose View > Web > Reports.
S,

Note If you enable MWTM User-Based Access, the Reports menu is available to users with
authentication level 4 (Network Administrator) and higher.

Step2  The Reports page in the content area shows the Report Type and the Data Collection Status (enabled or

disabled).
” e
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