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Audience

Purpose

Organization

Preface

This preface explains the audience, purpose, and organization of the User Guide for Cisco License
Manager. It also defines the conventions that are used to present instructions and information.

The User Guide for Cisco License Manager is designed for system administrators using Cisco License
Manager who install and configure internetworking software and who are familiar with Cisco IOS
software. This guide is mainly for server administrators, but includes some information for operators
who are installing a Cisco License Manager client on their machines.

The User Guide for Cisco License Manager provides detailed information about installing Cisco License
Manager, getting started using Cisco License Manager, post installation administrative tasks, frequently
asked questions, and troubleshooting procedures. For additional information on related documentation,
see the “Product Documentation” section on page 3.

The User Guide for Cisco License Manager is organized as follows:

Chapter 1, “Overview of Cisco License Manager,” gives an overview of Cisco License Manager.

Chapter 2, “Understanding the GUI,” helps you understand and navigate the graphical user interface
(GUD).

Chapter 3, “Preparing for Installation,” explains the preparations and requirements necessary to
install Cisco License Manager.

Chapter 4, “Installing Cisco License Manager,” provides information about installing the
Cisco License Manager GUL

Chapter 5, “Getting Started Using Cisco License Manager,” describes the initial setup of
Cisco License Manager and provides an overview of recommended steps for quickly adding users
and devices and obtaining and deploying licenses.

Chapter 6, “Performing Administrative Tasks,” provides information about administrative tasks.

| oL-12999-02
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| Conventions

e Chapter 7, “Inventory Management Tasks,” provides information about managing your inventory
with Cisco License Manager.

e Chapter 8, “License Management Tasks,” provides information about managing your licenses with
Cisco License Manager.

e Chapter 9, “Postinstallation Administrative Tasks,” provides information about administrator post
installation tasks.

e Appendix A, “FAQs and Troubleshooting,” answers frequently asked questions (FAQs) and offers
troubleshooting tips.

Conventions

This document uses the conventions listed in Table 1.

Table 1 Table Conventions

Item Convention

Commands and keywords boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font

Menu items and button names boldface font

Selecting a menu item Option > Network Preferences

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not contained in the
publication.

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

pe

Tip Means the following information will help you solve a problem.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

User Guide for Cisco License Manager
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Product Documentation
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Product Documentation W

Note

We sometimes update the printed and electronic documentation after original publication. Therefore,

you should also review the documentation on Cisco.com for any updates.

The following table lists the Cisco License Manager Release 2.1 documentation.

Table 2 Product Documentation

Document

Location

Home page for Cisco License Manager documentation (all
releases)

On Cisco.com at
http://www.cisco.com/en/US/products/ps7138/tsd_products_
support_series_home.html

Release Notes for Cisco License Manager Release 2.1

On Cisco.com at
http://www.cisco.com/en/US/docs/net_mgmt/license_manag
er/lm_2.1/2.1_RN/Im_rn2.1.html

Finding Documentation for Cisco License Manager
Release 2.1

e Adobe Acrobat PDF on SDK CD

e On Cisco.com at
http://www.cisco.com/en/US/products/ps7138/products_
documentation_roadmap09186a00808f7c00.html (in
HTML and PDF format)

User Guide for Cisco License Manager Release 2.1

On Cisco.com at
http://www.cisco.com/application/pdf/en/US/docs/net_mgmt
/license_manager/Im_2_1/2.1_Users_Guide/ugclm.pdf

Java API Reference Guide for Cisco License Manager
Release 2.1

e Adobe Acrobat PDF on SDK CD
¢ On Cisco.com at

- http://www.cisco.com/en/US/docs/net_mgmt/license_
manager/lm_2_1/Java_APIl/java.pdf ( in PDF
format)

- http://www.cisco.com/en/US/docs/net_mgmt/license_
manager/lm_2_1/Java_APIl/java.pdf (in HTML
format)

Perl API Reference Guide for Cisco License Manager Release
2.1

e Adobe Acrobat PDF on SDK CD
¢ On Cisco.com at

— http://www.cisco.com/en/US/docs/net_mgmt/license_
manager/lm_2_1/Perl_API/perl.pdf (in PDF format)

— http://www.cisco.com/en/US/docs/net_mgmt/license_
manager/lm_2_1/Perl_API/perl.pdf (in HTML
format)

Online Help

In the user interface, click Help to display help in a separate
window.
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| Obtaining Documentation, Obtaining Support, and Security Guidelines

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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= CHAPTER 1

Overview of Cisco License Manager

This chapter provides overview information about Cisco License Manager and includes the following
sections:

e Introduction, page 1-1

e Features, page 1-2

e Cisco Software Licensing Methodology, page 1-2

e Cisco License Manager License Fulfillment Process, page 1-3
e License Acquisition, page 1-4

e Overview of Licensing, page 1-4

e User Authentication, page 1-5

¢ Role-Based User Management, page 1-5

e Device Discovery, page 1-6

e Stackable Devices, page 1-7

Introduction

Cisco License Manager is a software application that assists you in obtaining licenses from Cisco,
deploying the licenses to the Cisco devices in your network, discovering the devices, and managing and
viewing your inventory of licenses and devices. Cisco License Manager is used with Cisco devices that
require Cisco licensing. New or upgraded Cisco devices should be registered, and a product
authorization key (PAK) must be provided to obtain licenses from Cisco.

This application provides the following two external interfaces, which enable you to perform several
licensing tasks from a central location:

e Application Programming Interface (API)—A programmatic interface that enables client programs
to invoke functions implemented on the back-end server, allowing you to integrate Cisco License
Manager into your systems. You can also use the API to write custom programs to perform your
licensing tasks using either Java or Perl.

e Graphical User Interface (GUI)—A standalone Java application that provides an end-user interface
used to invoke functions implemented on the back-end server.

N

Note  You can use the Cisco IOS command-line interface (CLI) to license your devices. Refer to your device
documentation for more information.

User Guide for Cisco License Manager
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Features

Cisco License Manager features are as follows:
¢ Intuitive and easy to use GUL

e Keep an up-to-date inventory of deployed licensed features on the network through notifications and
optional polling.

¢ Simplify license transfers from one device to another.

e Agent-less device communication using SSH or Telnet.

e Improved detailed license reporting helps with audit compliance.
¢ Full-functionality Java and Perl SDK.

¢ Enhanced security with role-based access control and per-user access control lists for the managed
network devices and PAKs.

e Completely automated license management through a simple rule-based policy interface.

e Troubleshooting capabilities and X.733 based alerts.

Cisco Software Licensing Methodology

Cisco IOS Software has traditionally been covered by a right-to-use license, with one license associated
with each device. When a customer began using a Cisco product, the usage automatically constituted
acceptance of the license agreement and validated the license for that customer - device licenses are
nontransferable between end-user customers.

While this practice made it relatively easy to deploy and begin using the Cisco product, it had
implications for tracking hardware and software systems, adding service features, updating and
upgrading images, and transferring licenses. Customers increasingly request simpler ways to manage
these tasks.

Automated Deployment

Deploying and managing new licenses has largely been a manual process. Users with large numbers of
devices are requesting an automated license management mechanism to save time and improve
productivity.

Simplified Upgrades

Adding new functionality can be complicated. Customers need simpler ways of purchasing new software
images and additional capabilities to minimize the time required to:

e Fully test new software systems
e Deploy new software images to all affected devices
e Accurately configure every instance of the new software

¢ Closely monitor changed systems

User Guide for Cisco License Manager
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Cisco License Manager License Fulfillment Process W

Improving Consistency

Multiple software images deployed throughout an infrastructure can create complexity and service
inconsistencies. With multiple images - often on similar device types - managing upgrades, patches, and
refreshes can be difficult. By making software licensing more consistent, users can improve delivery of
network services in locations such as enterprise branches and wiring closets.

Improved Tracking of License Status

When a person in charge of a device moved or left a company, the known status of existing licenses and
feature sets often went with him or her. Licenses often end up on different devices than those on which
they were originally installed. With the ability to track license deployments, businesses have full
knowledge of how software is used and can avoid paying for extra licenses.

Minimizing the Risk of Noncompliance and Fraud

There is a growing emphasis on software audits in order to meet compliance requirements, yet tracking
installed licenses can be difficult. In addition, counterfeit hardware and software are becoming more
common. In recent months, Cisco has identified a growing incidence of counterfeit equipment and
copied software - and changed its licensing approach to minimize the risk to users.

Using Return Material Authorization (RMA) as example, a customer may accidentally have a license
discrepancy due to accidentaly not returning a failed device. Now both the failed and replacement
devices are using the licensed feature though the customer has only paid for one device. This situation
might cause the customer to fail an audit.

Cisco License Manager provides an RMA discrepancy report that interacts with the Cisco.com license
server to detect this discrepancy across the customer network.

For more information about Cisco Software Licensing and license compliance, please see the Cisco
Software End User License Agreement at the following URL:
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_. html

Cisco License Manager License Fulfillment Process

Cisco License Manager is implemented using a client/server model that enables you to perform licensing
tasks from a central location without having to manually log on to Cisco.com to perform device licensing
tasks. The client program can run either on the same host with the server or from a remote host. Multiple
instances of the client program can interact with the same server. The client program invokes methods
provided by the back-end server through the Java Remote Method Invocation (RMI) mechanism.

The following figure shows how Cisco License Manager works with the licensing infrastructure (called
the Cisco Product License Registration Portal) on Cisco.com for license generation, fulfillment, and
support. Using the Cisco IOS license agent on your Cisco device, Cisco License Manager helps you
avoid having to perform command-line interface (CLI) commands on each Cisco device and performs
all license requests from a central location. Cisco License Manager can manage licenses using SSH and
Telnet even when the license agent is not configured on the devices.

Ensure that you are a registered user of Cisco.com and that your user profile is updated with your e-mail
address and Cisco.com contact information. You will use the client interface to access the Cisco License
Manager server.

| oL-12999-02
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Figure 1-1 License Fulfillment Process Using Cisco License Manager
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License Acquisition

Licenses are generated by the Cisco Product License Registration Portal (the Cisco license server) on
Cisco.com. Cisco License Manager contains a license acquisition component that handles the license
requests and provide a means of transporting these requests to and from Cisco.com.

The license acquisition component interfaces with Cisco.com. It handles queries related to license
acquisition, upgrade, license transfer, license resend, and license migration from Cisco.com. The
transport mechanism between the Cisco license server and license acquisition component is HTTPS.

The license acquisition component provides the external interface that converts external requests into a
sequence of interface calls to Cisco.com and returns the proper data object back to the calling
components.

This component provides both single-request and bulk-request APIs. It initiates an HTTPS connection
with the Cisco license server at the beginning of the request and releases the connection at the end of the
request.

Overview of Licensing

A license file is a file created by the Cisco Product License Registration Portal (the software licensing
tool on Cisco.com) that unlocks a product and its features. License files contain a license key (a string
of alphanumeric characters).

The licensing process consists of the following steps:

1. Purchase Cisco devices or software upgrades and receive a product authorization key (PAK).

User Guide for Cisco License Manager
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User Authentication W

2. Collect the PAK and unique device identifier (UDI) information for the devices you need to register.

3. Enter your device information in Cisco License Manager (see the “Manage Devices” section on
page 7-1).

4. Cisco License Manager passes the UDIs and PAKSs to the Cisco Product License Registration Portal
on Cisco.com.

5. Cisco Product License Registration Portal e-mails you a license file. The license file enables Cisco
License Manager to obtain information about the number of licenses, features, and SKUs supported.

6. Enter the license information and deploy the license to your device (see the “Deploy a License”
section on page 8-6).

Internet connectivity from your device to Cisco is not required.

If your devices are located in an isolated network, you can take Cisco License Manager outside the
firewall and use it to acquire licenses and then bring it back inside the firewall to perform your license
deployments. For more details, see the “Troubleshooting Tips” section on page A-VII.

User Authentication

User authentication (login and logout) is implemented in Cisco License Manager. Once you are logged
in to the application, your privileges are based on the role associated with your username.

User authentication implements the following functions:
e Managing user accounts and profiles
e Managing the user’s view of the inventory

If you are the default root user (administrator) or have an administrator role, you can create or delete
user accounts. No other users can perform those functions. The root user password is created during
setup, and you can modify it through the user interface. If you forget the administrator password, you
must reinstall Cisco License Manager to reset the password.

Cisco License Manager supports role-based user management for granular access to resources and
application functionality. The user’s access to certain procedures is dependent on that user’s role as
defined in his or her user profile.

Role-Based User Management

Cisco License Manager supports the following role-based user management for granular access to
resources and features:

e Administrator

¢ Inventory management
e PAK management

e License management

e Report management

| oL-12999-02
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The following table summarizes the tasks and features each role can perform:

Inventory PAK License Report
Task/Feature Administrator |Management Management Management Management
Add, remove, and discover devices |Yes No No No No
(on demand)
Inventory updates (periodic and on |Yes Yes No No No
demand)
Add, remove, and change device Yes Yes No No No
authentication information
(username and password)
Add, remove, and view PAKs Yes Yes Yes No No
Obtain and deploy licenses Yes Yes Yes Yes No
Resend and transfer licenses Yes Yes Yes Yes No
Create and view policies Yes Yes Yes Yes No
View information about managed |Yes Yes Yes Yes Yes
devices
Generate and view various Yes Yes Yes Yes Yes

Cisco License Manager reports

Device Discovery

Cisco License Manager can perform a quick discovery of any devices in your network. Cisco License
Manager performs the following tasks when you choose to discover your network devices:

1. Determines the IP-accessible IP addresses within the subnet.

2. Uses user-defined transport methods (HTTP, Telnet, or SSH) to determine if those devices support
Cisco licensing.

3. Retrieves information from the devices (UDI, hostname, and feature data).

4, Retrieves license information from the devices.

5. Synchronizes the Cisco License Manager inventory with any updated information from the devices.

The amount of time it takes to discover devices depends on your network connection.

How Cisco License Manager Communicates with Devices

To collect device license information, Cisco License Manager uses two methods:

¢ Discovery—The discovery method performs a ping to discover all IP-accessible devices and then
uses HTTP/HTTPS, Telnet, or SSH to talk to a device to determine if it supports Cisco licensing.
After discovering a Cisco license supported device, Cisco License Manager uses the configured
transport method to retrieve license information from the device and then stores the device and
license information in its inventory. Cisco License Manager disallows other discovery operations if
a discovery operation is already in progress. Discovery is for initial device creation but can be used
to rediscover devices as well.

[l User Guide for Cisco License Manager
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e Device polling—The device-polling method assumes that devices are already in the Cisco License
Manager inventory. Cisco License Manager retrieves an updated list of devices for all Cisco license
supported devices. It then uses the configured transport (HTTP/HTTPS, Telnet, or SSH) with an IP
address and retrieves all the license information from the device. When all the licenses have been
retrieved from the device, they are compared with the information from the inventory, and the
inventory is updated if necessary.

To synchronize device license information, you can use device polling, which allows Cisco License
Manager to update the license information.

Updating license information happens only between Cisco License Manager and devices (not between
Cisco License Manager and Cisco.com).

Cisco License Manager supports HTTP-based notifications (for HTTP/HTTPS transport methods) or
system logging notifications (for Telnet or SSH transport methods) when a license is installed, cleared,
annotated, or revoked. Any of these notifications triggers synchronization of the license. Event-based
notification to retrieve license information is not supported in this release.

You must configure Cisco devices to send and receive notification to and from Cisco License Manager.
For a summary of how to configure your Cisco device to notify Cisco License Manager, see the
“Configure Your Cisco Device to Authenticate Cisco License Manager” section on page 5-4. For
detailed information about how to configure your Cisco device, see your device documentation.

Stackable Devices

Cisco License Manager handles the discovery and display of stackable devices by creating a master and
any member devices that share an IP address. A stackable device is a device containing the

Cisco Stackmaker MIB. Cisco License Manager uses the IP address to connect to the master device,
collect the UDI information, and poll the license.

When you are setting up stackable devices, we recommend that you use the hostname as the device name.

A stackable device is displayed in Cisco License Manager as a master device with subdevices appearing
as member devices in a branch extending from the master device.

During polling, Cisco License Manager polls an entire stack. This can be a time-consuming event. The
length of time is based on the number of devices.

You can click a master and deploy licenses to it. There is no particular sequence for deployment to the
stackable devices. The master device dispatches the licenses to its subdevices sequentially according to
the arrival and order of the licenses; therefore, it takes additional time to dispatch all the licenses to the
devices in the stack.

The following figure shows an existing stack that adds another member and the resulting stack. If the
stack master goes down or is taken out of service, Cisco License Manager may not be aware of this
action. You would have to delete the stack master, and then the entire stack would be deleted. Use
discovery to recreate the updated stack. As a result, one of the stack members becomes the master and
the other becomes the member.

| oL-12999-02

User Guide for Cisco License Manager g



Chapter 1 Overview of Cisco License Manager |

| Stackable Devices

Stack master
(member 1) —
Stack member 2 —
Stack member 3 -—
Stack member 4 -— g
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CHAPTER

Understanding the GUI

This chapter provides information to help you understand and navigate the graphical user interface
(GUI) and includes the following sections:

e GUI Main Areas, page 2-1
e Navigating in Cisco License Manager, page 2-14

e Time Displays, page 2-15

GUI Main Areas

Cisco License Manager simplifies license management by offering an intuitive GUI, alternate options
for discovering devices, views of licensing information, and comprehensive online help. Figure 2-1 The
following illustration shows the main areas of the Cisco License Manager GUI.

User Guide for Cisco License Manager
[ oL-12999-02 .m



Chapter 2

Understanding the GUI |

GUI Main Areas

Figure 2-1

Main Areas of Cisco License Manager GUI
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1 |Menu Bar Content Area pane
2 |Toolbar Status area

3 | Quick Links navigational pane

Configuration options are available from either the menu bar or the toolbar and from the Quick Links

navigational pane.

The following sections provide information about the various areas of the main GUI window:

e Menu Bar and Toolbar, page 2-2

¢ Quick Links Navigational Pane, page 2-3
e Content Area Pane, page 2-4

e Status Area, page 2-14

Menu Bar and Toolbar

The menu bar and toolbar provide access to common tasks used within Cisco License Manager. All the
tools on the toolbar can be accessed from the drop-down menus on the menu bar. Table 2-1 provides
details about the toolbar icons, tasks, and equivalent menu bar options.
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Table 2-1 Cisco License Manager Toolbar Descriptions

Toolbar Icon Task Performed Equivalent Menu Bar Option

Launches the Get License Assistant in a |License > Get License

ﬁ--1 et License dialog box

Opens the Manage Licenses information |Manage > Manage Licenses
in the Content Area pane.

[] . Opens the Manage Devices information |Manage > Manage Devices
{[)] Manage Devices i) the Content Area pane.

Refreshes all the screens in the Main Edit > Refresh
@ Refresh Window.

Quick Links Navigational Pane

The Quick Links navigational pane contains convenient action links to common procedures. The quick
links are divided into four groups: Manage, Common Tasks, Troubleshoot, and Other. The following
table provides details about the procedures available in the Quick Links navigational pane.

Quick Link Action
Overview
Getting Started Displays the Getting Started information in the Content Area pane.

Perform this task if you are new to the Cisco License Manager
application and want to get started quickly on the basic tasks.

Manage Quick Links

Authorization Keys (PAKs) |Displays the Manage Authorization Keys (PAKs) information in the
Content Area pane. Perform this task if you want to manage the PAKS,
view PAKSs, or add a new PAK.

Licenses Displays the Manage Licenses information in the Content Area pane.
Perform this task if you want to manage the licenses, view licenses, or
annotate and deploy licenses.

Devices Displays the Manage Devices information in the Content Area pane.
Perform this task if you want to manage the devices and device groups,
view device properties, add devices, or edit devices.

Users Displays the Manage Users information in the Content Area pane.
Perform this task if you want to manage the users, view user
information, add or delete users, or change user roles.

Note  Only an administrator can add and delete users and change user
roles.

Common Tasks Quick Links

Get License Launches the Get License Assistant. Use this assistant when you have
a PAK and need to retrieve a license from the Cisco Product License
Registration Portal.

User Guide for Cisco License Manager
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Quick Link Action

Deploy License Displays the Deploy Licenses information in the Content Area pane.
Perform this task if you have undeployed licenses in your system. This
can happen if you have retrieved one or more licenses from the

Cisco Product License Registration Portal but have not deployed those
licenses.

Add Device Opens the New Device dialog box, enabling you to add a new device.
Also displays the Manage Devices information in the Content Area
pane. Perform this task by entering the IP address if you want

Cisco License Manager to learn about a device in your network. You
can choose to enter the device information manually.

Discover Devices Launches the Discover Device Assistant. Use this assistant when you
want Cisco License Manager to search your network for all devices.

Troubleshoot Quick Links

View Alerts Displays the Alerts Monitor dialog box. Perform this task if you want
to look at the alerts or notifications that have been sent out by the
devices since you logged in.

View Audit Log Displays the audit trail of all past activities.

Check Device Connection Displays the Select Device dialog box. Perform this task if you want to
check the connection for a particular device.

Check System Connections  |Displays the Check System Connections dialog box. Perform this task
if you want to check all available system connections.

Other Quick Links

Transfer License Launches the Transfer License Assistant. Use this assistant when you
want to transfer licenses from one device to another.

Policy Licensing Displays the Automatic Licensing information in the Content Area
pane. Perform this task if you want to perform policy licensing, such
as selecting stock-keeping units (SKUs) and devices to obtain and
deploy licenses.

Reports Displays the Report Manager dialog box. Perform this task if you want
to generate and view HTML reports.

View Job Status Displays the View Job Status dialog box. Perform this task if you want
to view and manage server jobs (service requests). This task also
allows you to view job status and to cancel jobs.

The quick links are enabled or disabled according to the user’s role (ADMIN, INVENTORYMGR,
PAKMGR, LICENSEMGR, and REPORTMGR).

Content Area Pane

The Content Area pane is a dynamic work area in the GUI main window. This work area changes
depending on the task you are performing. For example, when you want to manage the devices, the
content area changes to a Manage Devices pane and includes device information.

The Content Area pane changes to the following when certain tasks are selected:
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e Manage PAKs Explorer, page 2-5

e Manage Licenses Explorer, page 2-7
e Manage Devices Explorer, page 2-9
e Manage Users Explorer, page 2-12

e Deploy Licences Explorer, page 2-12
e Policy Licensing Explorer, page 2-13
e Getting Started Explorer, page 2-14

Manage PAKs Explorer

PAK Properties

The Manage Authorization Keys (PAKs) explorer appears in the Content Area pane when you click
Manage PAKSs in the Quick Links pane or you choose Manage > Authorization Keys (PAKs) from the
menu bar.

Use the Manage PAKSs explorer to select PAKs. You can
e Add, delete, and manage PAKs.
e View the PAK and SKU properties.
¢ Get licenses.
e (Create, delete, and rename folders.
e Organize PAKSs into folders.
e Select folders, PAKs, or SKUs.
e Refresh the contents of a folder.
e Assign access control to the PAKSs.

The information in this window is presented in a tree form, where the first tree level is a list of folders.
When this level is expanded, you see the PAKs in the folder and the associated SKUs under the PAKSs.

Field Description

Folder/PAK/SKU Contains either a default or created folder, corresponding PAKs, and SKUs
that correspond to each PAK.

Feature Names Feature name of the SKU.

Ordered Quantity of licenses ordered.

Available Quantity of licenses available for obtainment.

We recommend that you create folders in which to store and view the PAK information. How you
organize PAKs will depend on your needs. For example, you can organize PAKs by feature, region, or
work site.

The Manage PAKs explorer contains a folder named Default. If you do not create other PAK folders,
your data is stored in the Default folder.

The PAK/SKU Properties dialog box appears when you select a PAK in the Manage PAKs explorer pane,
right-click, and choose Properties.

| oL-12999-02
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Tip If you choose more than one PAK, you can scroll through the PAK properties by clicking the Prev and
Next buttons in the PAKs Properties dialog box.

Use this window to ¢
units (SKUs) associa

hange a PAK display name, display PAK information, and list the stock-keeping
ted with a PAK. The window is divided into three sections: PAK Properties,

Download Information, and SKU Table.
The following table describes the fields of the PAK/SKU Properties dialog box:

Field

Description

PAK Properties

PAK Display
Name

Display name for the PAK. Can be named something unique to identify it in the
Manage PAKs explorer.

For information about naming rules, see the “Understand Naming Rules” section
on page 9-8.

PAK Name

PAK identification that comes with each product. Can be viewed with any serial
number lookup tool.

PAK Type

Type of PAK obtained from the Cisco Product License Registration Portal. Value
could be SINGLE or PARTIAL.

If the PAK Type is single fulfillment (SF), all the SKUs for this PAK are grouped
as one. For example, if you specify any SKU, all SKUs are selected. Therefore, if
a license is obtained for a device, all the SKUs will be licensed to the device
specified.

If the PAK Type is partial fulfillment (PF), each of the SKUs for this PAK are
treated as individual licenses. For example, if you specify one of these SKUs, only

that SKU is selected. Therefore, if a license is obtained for a device, that one SKU
will be licensed to the device specified.

Download Information

Date

Date and time that the PAK was last downloaded. Time comes from the server
system.

Status

Status of last download. Value is always 0 (not polled).

By User

Username of the person who initiated the download.

SKU Table

SKU Name

An identification, usually alphanumeric, of a particular product that allows it to
be tracked for inventory purposes. Usually maps to license features.

Description

Cisco device description assigned by the Cisco Product License Registration
Portal. Includes SKU name and type.

Type

Defines what type of PAK information is displayed. Value will always be Feature.

Ordered Qty

Number of licenses purchased.

Available Qty

Number of licenses available for deployment.

Feature Name

Cisco IOS feature description.
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Manage Licenses Explorer
The Manage Licenses explorer appears in the Content Area pane when you click Manage Licenses in the
Quick Links pane or you choose Manage > Manage Licenses from the menu bar.
Use the Manage Licenses explorer to manage the operations for licenses and license lines. You can
e View the licenses by device or PAK.
e View the device properties.
e View the license properties.
¢ Get, resend, or poll licenses.
e Refresh the contents of a device group.
e Check device connectivity.
e View the PAK and SKU properties.
e Refresh the contents of a PAK folder.

Note  You must have at least a License Management role to access this window.

The information in this window is presented in a tree form, where the first tree level is a list of folders.
You can expand this level.

Field Description

Group/Device If you choose to View By Device, it shows the device group, devices,
subdevices, license, and license lines. If you choose to View By PAK, it
shows the folder, PAK, SKU, license, and license lines.

Deploy Status Shows the deployment status of the license set and license lines (deployed or
undeployed).

Type Shows the license line type. It can be Evaluation, Extension, Permanent,
Trial, Paid Subscription, Extension Subscription, Evaluation Subscription, or
Unknown.

State Shows the license line state, which can be Active In-use, Active Not In-use,

Inactive, Allocated, Available, or Unknown.

Device Name Device name for which the license line is obtained or deployed.
PAK Name Shows any PAK that is associated with the license line.
SKU Name Shows any SKU that is associated with the license line.

License Properties

The License Properties dialog box appears when you select a license in the Manage Licenses explorer
and either right-click and select Properties from the drop-down menu or click the Properties button at
the bottom of the pane.

Use the License Properties dialog box to view license line or license set properties. You can
e View license line information.

e View license set information.

User Guide for Cisco License Manager
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The Back and Next buttons are disabled when there is only a single license selected in the Manage
Licenses pane.

License Line Tab

The License Line tab displays read-only license line information.

Field Description

License Line Tab

Feature Name Cisco IOS feature name.

Status Shows the deployment status of the license set and license lines (deployed or
undeployed).

State Shows the state of the license line, which can be Active In-use, Active Not In-use,

Inactive, Allocated, Available, or Unknown.

Type Shows the license line type. It can be Evaluation, Extension, Permanent, Trial,
Paid Subscription, Extension Subscription, Evaluation Subscription, and
Unknown.

Time To Expire Shows the number of days before this license expires.

Additional License |Provides additional license information related to the type, such as count and

Information expiry information.

General Tab

License Line ID License line identifier.

Device UDI Device unique identifier.

Device Name Name of associated Device.

Feature Name Cisco IOS feature description.

Feature Version The version of the feature.

PAK PAK identified with product or upgrade.

SKU Name SKU identifier.

Deploy Status Tab

Deploy Status Shows the deployment status of the license set and license lines (deployed or
undeployed).

Deploy By Username of the person who deployed this license.

Deploy Date Date deployed.

Cisl Info Tab

Storage Name The storage name in the device where the license line is stored. This data is

directly retrieved from the device during license polling.

Storage Index The storage index number in the device where the license line is stored. This data
is directly retrieved from the device during license polling.

Annotation User-defined text.
Additional Info

Expire Indicates how much time is left on the license. An Expire in/at field indicates how
Information much time is left/expiration date.
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Field Description

Usage Information |Indicates the Total Usage and Usage Left.

Count Information |Indicates the Total Count and Usage Count.

License Set Tab

The License Set tab displays read-only license set information.

Field Description

License Set Details

PAK PAK identified with product or upgrade.
Device ID Unique device identifier.

Installation Information

Obtain Status Current state (unknown, obtained).

Obtain By Username of the person who obtained this license.

Obtain Date Date obtained.

Deploy Status Shows the deployment status of the license set and license lines (deployed,

undeployed, or partially deployed).

Manage Devices Explorer
The Manage Devices explorer appears in the Content Area pane when you click Manage Devices in the
Quick Links pane or you choose Manage > Manage Devices from the menu bar.
Use the Manage Devices explorer to select devices for license management. You can
e Add, delete, or manage devices.
e View the device properties.
e Get, resend, or poll licenses.
¢ C(Create, delete, and rename device groups.
e Organize devices into device groups.
e Select device groups, devices, or subdevices.
e Assign access control to the devices.

e Refresh the contents of a device group.

A

Note You must have at least an Administrator role to add and delete devices. You must have at least an
Inventory Management role to edit devices.

The information in this window is presented in a tree form, where the first tree level is a list of device
groups. When this level is expanded, you see the devices in the group and the associated subdevices.

User Guide for Cisco License Manager
[ oL-12999-02 .m



Chapter2  Understanding the GUI |

| GUI Main Areas

Device Properties

Note

Field Description

Group/Device Contains Device Group, whether default group or created group, and
corresponding devices.

Hostname Router hostname.

Reachable A check icon is shown if the device is connected and reachable. An error icon is

shown if the device is not connected.

Expired Licenses |A warning icon is shown to indicate that this device has expired licenses.

We recommend that you create device groups in which to store and view the device information. How
you organize devices will depend on your needs.

The Manage Devices explorer contains a folder named Default. If you do not create other device group
folders, your data is stored in the Default folder.

The Device Properties dialog box appears when you select a device in the Manage Devices explorer,
right-click and select Properties from the drop-down menu.

Use the Device Properties dialog box to view and change device properties. You can
e View device license information, such as licensable features and license status.
e View device connection information.

e Modify the device name, IP address, and hostname.

e View the latest polling information.

You must have a Inventory Management role to edit fields in this dialog box. If you do not, you can only
view the information.

The Back and Next buttons are disabled when there is only a single device selected in the Device Records
drop-down.

License Tab

The License tab displays read-only license information. The License tab shows a tree table of the
features associated with the device. All features of the same name are presented under the same tree
node.

Field Description

Feature Cisco IOS feature name.

Status State of license deployment (deployed or undeployed).

State Shows the state of the license line, which can be Active In-use, Active Not
In-used, Inactive, Allocated, Available, or Unknown.
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Field Description
Type Shows the license line type. It can be Evaluation, Extension, Permanent, Trial,
Paid Subscription, Extension Subscription, Evaluation Subscription, or Unknown.
Additional License |Additional information about the license, such as Total Usage, etc.
Info.
Connection Information Tab
The Connection Information tab displays all the information necessary for the device connection. Some
fields are read-only, and some fields can be edited by a user with at least an Inventory Management role.
Field Description
Connection Information
Device Name User display name.
UDI Cisco-wide identifier that contains product ID, serial number, and version.
IP Address Device IP address.
Host name Hostname of the device or router.
Device Model Device model type.
Device State The State of the device can be Connect, Cannot Authenticate, Cannot Connect,
Cannot Ping or Unknown.
Software Version |Version of the device software.
Polling Information
Polling Status State of device polling.
Polling By Username of the person who initiated the poll.
Polling Date Date and time the device was last polled (reflects server time).
Connection Method Tabh(s)
Each Connection Method Tab shows the transport information for the device. Devices may have up to 4
transports. A Connection Method Tab will be available for each transport configured when the device
was added to the configuration.
The fields in this tab are read-only. The authentication information and the Connection Method cannot
be changed.
Connection(1 to 4)
Connection Method used to communicate with the device (HTTP, HTTPS, Telnet, or SSH).
Method
Device User Name |Enter your username based on the authentication method that is on your device.
Device Password |Enter your user password to be used for authentication.
Enable Password |Enter the enable password.
License Agent License agent version that is used.
Version
User Guide for Cisco License Manager
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Manage Users Explorer
The Manage Users explorer appears in the Content Area pane when you click Manage Users in the Quick
Links pane or you choose Manage > Manage Users from the menu bar.
Use the Manage Users explorer to select users. You can
e Add and delete users.
e Edit a user’s role.

e Edit user information, such as username, password, e-mail address, Cisco authentication, and
license options.

~

Note  Only a user with an Administrator role can manage other users. All users are able to edit their own
information.

The following information is presented in this window:

Field Description
ID Username.
Role Role currently assigned to the user.

Deploy Licences Explorer
The Deploy Licenses explorer appears in the Content Area pane when you click Deploy License in the
Quick Links pane or you choose License > Deploy License from the menu bar.
Use the Deploy Licenses explorer to manage the operations for licenses and license lines. You can
e View the licenses by device or PAK.
e View the license properties.
¢ Get, resend, or poll licenses.
e Deploy licenses.
e Refresh the contents of a device group.
¢ Check device connectivity.
e Refresh the contents of a PAK folder.

S

Note  You must have at least a License Management role to access this window.

The information in this window is presented in a tree form, where the first tree level is a list of folders.
You can expand this level.
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Field

Description

Group/Device

Depending on the view selected, shows either device group, devices,
subdevices, license, and license lines or the folder, PAK, SKU, license, and
license lines.

Deploy Status

State of license deployment (deployed, undeployed, or pending).

Type

License line type. It can be permanent, evaluation, extension, or unknown.

State

State of the license line, which is either active or inactive.

Device Name

Name provided during device setup.

PAK Name

PAK identified with product or upgrade.

SKU Name

SKU identifier.

Show Deployed
Licenses

Indicates whether deployed license lines are shown in the pane. If checked,
the pane shows both deployed and undeployed license lines. If not checked,
the pane shows only undeployed license lines.

Policy Licensing Explorer

Note

The Policy Licensing explorer appears in the Content Area pane when you click Policy Licensing in the
Quick Links pane or you choose License > Policy Licensing from the menu bar.

Use the Policy Licensing explorer to manage the policies for devices. You can
e View existing policies.
e Add or delete policies.

¢ Run policies.

You must have at least a License Management role to access and edit this explorer.

The following information is presented in this explorer:

Field

Description

Policy Name

Name of the policy.

Description

User-provided description of the policy.

Author

Username of the person who created the policy.

Executed At

Timestamp indicating when the policy was last executed.

Executed By

Username of the person who executed the policy.

Job ID

ID of the job request. This can be cross-referenced with the jobs that appear
in View Job Status.

These columns can be moved around and also sorted.
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Getting Started Explorer
The Getting Started explorer appears in the Content Area pane when you click Getting Started in the
Quick Links pane or you choose Help > Getting Started from the menu bar.

Use the Getting Started explorer to get acquainted with Cisco License Manager, get help, or perform
common tasks. You can

e Read online help.

e Watch a video to learn how Cisco License Manager works.
e Add a user.

e Add adevice.

e Discover devices in your network.

e Edit your account.

e C(Create a Cisco.com account.

Note If you are running Cisco License Manager on the Solaris platform, the embedded HTML browser is not
used. A Mozilla browser is used to view the online help and reports. Verify that the Mozilla browser is
present on your path.

Status Area

The status area of the main window provides a quick alert status. If there are critical or major alerts that
you have not viewed, a New Alert icon appears in the bottom right corner of the main window. You can
right-click the icon and clear the alert. If there are no critical or major alerts, a No New Alerts icon
appears in the same corner.

To view further information about an alert, select Troubleshoot > View Alerts or click View Alerts in
the Quick Links pane.

Note  See the “View Alerts” section on page 6-4 for further information about viewing alerts.

Navigating in Cisco License Manager

To select objects in the Content Area pane:

Action Result

Click the plus sign (+) or the minus sign (=) |Depends on its current status (open or closed). Click the
next to a folder or device group. plus sign (+) to open the folder or device group and
display its contents. Click the minus sign (-) to close the
folder or device group.

Double-click a folder or other element Opens the folder or displays the element properties in the
(device or PAK). properties pane.
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Action Result

Right-click a folder or other element. Displays menu options. May update the properties pane
or display a new window, depending on the selection.

Click a column name. Sorts column data.

Double-click an element. Opens the element properties window.

Time Displays

It is recommended that the first time you log in, you check the current local time on the server where
Cisco License Manager resides. If you need to reset the time, see your server documentation for
instructions. Cisco License Manager displays all date and time information using the server as its source
on which it is installed.
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Preparing for Installation

This chapter explains the preparations and requirements necessary for installation of
Cisco License Manager and includes the following sections:

e Installation Considerations, page 3-1
e System Requirements, page 3-2

e Required Preparations for Installation, page 3-4

Installation Considerations

Cisco License Manager is implemented using a client/server model. You can install the Cisco License
Manager GUI using one of the two following configurations:

e C(Client and server packages installed on one host—This is the recommended and easiest
configuration. Use this configuration if only one client workstation will be running most of time.

e Client and server packages installed on separate hosts—This configuration is used if multiple client
workstations will be running simultaneously. In this configuration, installing the client and server
packages on separate hosts provides better performance.

A

Caution  Firewalls are not allowed between a Cisco License Manager server and a client workstation. If a firewall
is present, it blocks the Java Remote Message Protocol (JRMP) and the nonprivileged ports higher than
1024 and causes the server and client workstation to be unable to communicate.

If there is firewall and you want to punch a hole in the firewall to allow the communication, complete
the following:

— If the firewall is between Cisco License Manager server and Cisco License Product Registration Portal,
you should permit HTTPS protocol in the firewall to allow the communication across the firewall.

— If the firewall is between Cisco License Manager server and Cisco devices, you should permit HTTP
and HTTPS protocol on port 80 and 8080 in the firewall to allow the communication across the firewall.
Also if you want the Cisco License Manager server to communicate with devices using the CLI as well,
you should permit Telnet and ssh protocol in the firewall.
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These steps are based on the assumption that you are using the default ports. If you are using different
ports, use those values instead of the default port values.

Two installation packages are provided with Cisco License Manager:

e Server package—Zip file containing the Java JAR files (clm-server.jar and clm-common.jar) needed
to start the Cisco License Manager services and run the utilities (backup, restore, import, export,
setup, and server).

¢ Client package—Zip file containing the Java JAR files (cIlm-ui.jar and cIm-common.jar) needed to
run the Cisco License Manager client.

Both the client and server packages have Java Runtime Environment (JRE) 1.5 libraries.

System Requirements

This section contains information about the following system requirements:

e Server Requirements, page 3-2

e Client Workstation Requirements, page 3-3

e Network and Port Requirements, page 3-3

Server Requirements

The following table provides details of the recommended software and hardware requirements for the

Cisco License Manager server. These recommended requirements support the maximum data capacity
(30,000 Cisco devices in the network). Also use these requirements if you are installing the server and
client on the same host.

Table 3-1

Server Recommended Software and Hardware Requirements

Requirement

Recommended Requirements at

Type Requirement Maximum Capacity (30,000 Devices)
Processor x86-based processor, 500-MHz minimum |Intel Pentium 4 3.2 GHz or equivalent
SPARC platform-based processor, CPU-based
250-MHz minimum Sun UltraSPARC 11Ii or equivalent
CPU-based
Software Operating system Same
¢ Windows XP with Service Pack 2 or
later
*  Windows 2003 Server
e Solaris 10
e Linux: RedHat 5.0
RAM 1 GB 2GB
Disk 200 MB 10 GB
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Client Workstation Requirements

The following table provides details of the recommended software and hardware requirements for the
Cisco License Manager client workstation.

Table 3-2 Client Workstation Recommended Software and Hardware Requirements

Requirement

Type Minimum Requirements Recommended Requirement

Processor x86-based processor, 500-MHz minimum |Intel Pentium 4 3.2 GHz or equivalent

SPARC platform-based processor, CPU-based machine
250-MHz minimum Sun UltraSPARC IIIi or equivalent
CPU-based machine

Software Operating system Same as Minimum Requirements

e Windows XP with Service Pack 2 or
later

¢ Windows 2003 Server
e Solaris 10
e Linux: RedHat 5.0

RAM 512 MB 1 GB

Disk 100 MB 100 MB

Network and Port Requirements

Your network must meet the following requirements before you begin deploying Cisco License
Manager:

Your Cisco device must be running a specific version of Cisco IOS software. Refer to Release Notes
for Cisco License Manager Release 2.1 for specific device support and Cisco IOS software version
support information for Cisco License Manager.

Your Cisco device must be configured to accept Cisco License Manager requests. For device
notification to work successfully, the Cisco License Manager hostname must exist in the Domain
Name System (DNS), or the device must have the Cisco License Manager hostname and IP address
configured to receive messages.

The computer running as the Cisco License Manager server must be able to use HTTP or HTTPS.

Gateway devices between the Cisco License Manager server and other network devices must permit
communication over the ports needed to support the specific request. Cisco License Manager uses
default ports for events between Cisco devices and the Cisco License Manager server (port 80) and
between the Cisco License Manager server and client (port 1099). If necessary, you can change these
settings to a different port during the installation setup. See the “Install Cisco License Manager
Using the Installation GUI” section on page 4-2 for information about changing the port settings.
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e If your installation configuration has the server on one machine and numerous clients on separate
machines, each client machine must be able to communicate with the server.

Required Preparations for Installation

Before you begin the installation of Cisco License Manager, complete the following checklist of
installation preparation tasks:

Check Preparation Task

1. Verify that the person performing the installation has administrative privileges on the
server host and client workstations.

2. Set up a device certificate file. If you are using SSL'-enabled devices, you need a
certificate file. For detailed information about your device certificate file, refer to
your Cisco device documentation.

3. Verify that you have a Cisco.com account. If you do not, you may register for one
online at http://www.cisco.com. This enables Cisco.com to authenticate you before
providing you with a license.

4. Confirm your simple mail transfer protocol (SMTP) e-mail server account.

5. Verify that the Cisco License Manager hostname exists in the DNS or that the Cisco
device has the Cisco License Manager hostname and IP address configured to receive
messages. This helps ensure that device notification will work successfully.

6. Determine which configuration you will implement with Cisco License Manager. For
more information, see the “Installation Considerations” section on page 3-1.

1. Verify that there is a valid connection from the Cisco License Manager server to
Cisco.com.

8. Verify that you have network connectivity between the server and the client.

9. Before installing Cisco License Manager on Windows XP/2003, verify that port 514

on the server is available. If it is not available, you will receive a warning during the
installation and the syslog listener of Cisco License Manager will not be launched.

1. SSL = Secure Socket Layer

A

Note  Perform these tasks before you proceed with the installation. If these tasks are not completed, you may
encounter problems and have to reinstall or run the setup program.
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This chapter provides information about installing the Cisco License Manager graphical user interface
(GUI) and contains the following information:

e Download the Cisco License Manager Software Packages, page 4-1
¢ Install the Cisco License Manager Application, page 4-2

e Verify Your Installation, page 4-9

e Migrate to Cisco License Manager Release 2.1, page 4-9

¢ Uninstall Cisco License Manager, page 4-10

¢ Reinstall Cisco License Manager, page 4-11

Download the Cisco License Manager Software Packages

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

To download the software packages for Cisco License Manager, complete the following steps:

From the appropriate server host or client workstation, access http://www.cisco.com/go/clm and click
Download Software.

~

Note  This software is also available in the Software Download area on Cisco.com. To access this area
on Cisco.com, you must be a registered Cisco.com user.

Click the zip file to download it to the appropriate host or workstation.
Verify the software and image information and click Next.
To accept the Software Download Rules and begin the software download, click Accept.

Download and save the Cisco License Manager zip file to your host or workstation. This zip file includes
both the server and client package.

Cisco License Manager is free. There is no charge to download, install, or use it.

Locate the saved file on the host or workstation and unzip the file to your local drive or disk.

| oL-12999-02
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Install the Cisco License Manager Application

You can install the Cisco License Manager GUI application using one of the following methods:
e Install Cisco License Manager Using the Installation GUI, page 4-2
¢ Install Cisco License Manager Using a CLI Script, page 4-7

N

Note  For a Windows platform, only a user with an Administrator role can install the application. For a Solaris
platform, only the root can install the application.

Install Cisco License Manager Using the Installation GUI

To install Cisco License Manager on the host or workstation using the installation GUI, complete the
following steps:

~

Note  Before you begin the installation, complete the tasks in the “Required Preparations for Installation”
section on page 3-4.

Step1  Navigate to the folder where you unzipped the Cisco License Manager file.
Step2  Double-click clm_installer.bat to start the installation program. A welcome message appears.
Step3  Click Next.

A

Note  Throughout the installation, if you want to change something on a previous screen, click
Previous. Click Cancel to stop the installation.

Stepd  Review the license agreement and indicate your agreement by selecting the appropriate radio button.
After you choose to accept the terms of the license agreement, click Next.

Step5  Select the options you want to install:
a. To install both the server and client packages, click Next. All check boxes should be checked.

b. To install only the server package, uncheck Cisco License Manager Client and click Next. The
Cisco License Manager Server check box should be the only one checked.

c. To install only the client package, uncheck Cisco License Manager Server and click Next. The
Cisco License Manager Client check box should be the only one checked.

User Guide for Cisco License Manager
m. 0L-12999-02 |



| Chapter4 Installing Cisco License Manager

Install the Cisco License Manager Application

J51x]

Select Installation Package(s)

Select the packages you want to install:
Cisco License Manager Server

Cisco License Manager Client (GUI)

Cancel Frevious

Step6  To choose the default installation directory, click Next.

To choose a different installation directory location, click Choose to navigate to the desired location.
Select the appropriate directory and click Next.

N

Note If you made a mistake while choosing a different directory, click Restore Default Folder and
the default installation directory is restored.

%! Cisco License Manager IZH:JE

Choose Destination Folder

The install utility will install Cisco License Manager in the destination
folder shown below. Ta install in this falder, click Next. To install in a
different falder, click Choose... and select anather falder. Ta exit the
install utility, click Cancel.

Where would you like to install Cisco License Manager?

|C:'|,Pr0gram Files\Cisco Systems!Cisca License Manager |

[ Restore Default Folder ][ Choose... ]

Cancel Frevious

Step7  If you selected to install the client package only, proceed to Step 12. If you are installing the server or
the combined server and client configuration, continue with the next step.

Step8 If you want to change the server port, event listening port, and the HTTP file server port, enter port
numbers within the range from 1024 to 65535. Enter nothing if you want to accept the default port
settings.

User Guide for Cisco License Manager
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Install the Cisco License Manager Application

Step 9

Step 10

To use secured communication between the Cisco License Manager server and the client, check SSL
enable.

Click Next.

%! Cisco License Manager |Z”§Ir>__<|
Specify Ports

Use the default server port and event listening ponrt, or specify a part
number in the range [1024-65534].

Server Port |1099

Event Listening Port |80

HTTF File Server Part [8088

Use secured communication between CLM Server and Client 7
[]55L enahble

Frevious

The server listens to the TCP/IP port to receive service requests from the client program and to receive
events from the Cisco devices in the network.

If you have SSL-enabled Cisco devices and want Cisco License Manager to communicate with those
devices, click Yes. Choose a certificate file for SSL authentication between Cisco License Manager and
the Cisco devices by clicking Choose, navigating to the certificate file location, and clicking Next.

If you do not have SSL-enabled Cisco devices, click No and Next.

Enter the administrator password in the Password field. Reenter the password in the Confirm Password
field. If these match, click Next.

%! Cisco License Manager |' ||§|r5__<|
Enter Administrator Password

This installation requires the administrator "admin” password:

Passwaord: |*****

Confirm Password: |*****|

Frevious
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Tip Remember to store your administrator password in a safe place. If you cannot remember your
password, you will have to reinstall Cisco License Manager.

See the “Understand Naming Rules” section on page 9-8 for password limitations and naming
conventions.

Step11  Enter your SMTP e-mail server using either the IP address or the hostname and domain name, and click
Next. Example: my_mail_server.domain.com.

%! Cisco License Manager |Z||§|P5__<|
Specify E-Mail Server

Specify an e-mail server thostname, domain name, or [P address).

E-Mail Server |email.cisco.com

Cancel Frevious

You may see a message stating that your e-mail server cannot be reached. If you want to continue, click
OK. If you want to reenter the e-mail server, click Previous and reenter a server name.

)o

Tip If your e-mail server cannot be reached, try one of the following troubleshooting actions:
e Verify the spelling of the e-mail server name.
e Try to ping the e-mail server using another program to see if it is reachable.

e Skip this step and update the e-mail server after the installation. See the “Install the Cisco License
Manager Application” section on page 4-2

Step12 Review the preinstallation summary information and click Install to confirm the installation selections
you have made. If you need to reenter install information, click Previous.

User Guide for Cisco License Manager
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%! Cisco License Manager |Z||§|r5__<|

Preinstallation Summary

Review the ing hefore continuing:

Product Name:
Cisco License Manager

Install Folder:
C:AProgram FilesiCisco SystemsiCisco License Manager

Shortcut Folder:
CaDocuments and SettingswdesmatDesktop

Selected Product Feature:
CLM 2.0 Server, Client Packages

Disk Space Information (Required):
207.00 ME

Cancel Frevious Install

Step13  Select one of the options:
¢ Click Yes, restart my system to restart the system and complete the installation.
¢ Click No, I will restart my system myself if you want to restart later.

In order to complete the installation, you need to restart your system.

%! Cisco License Manager |Z||§|r5__<|

Install Complete

Congratulations! Cizco License Manager Package has been
successfully installed to:

CAProgram Files\Ciscao SystemsiCisco License Manager
FPress "Done" to quit the installer and restart the system to complete
the installation.

ou need to restart the systermn to complete the installation.

@ ‘fes, restart my system
() Mo, Twill restart my system myself

Cancel Frevious Cone

Step14 Click Done to complete the installation and exit the program.
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Install Cisco License Manager Using a CLI Script

Note

Step 1
Step 2

Step 3

You can install Cisco License Manager using a CLI script. You can use the program defaults in the script,
or you can customize the installation script as necessary. This is often called a silent installation. To
install Cisco License Manager on the host or workstation using a CLI script, complete the following
steps:

Before you begin the installation, complete the tasks in the “Required Preparations for Installation”
section on page 3-4.

Navigate to the folder where you unzipped the Cisco License Manager file.

Locate the install.properties file. This file includes program defaults (as described in the table below).
To customize any of these defaults, you must edit the file and then save a copy to the host or workstation.

)

Note Itis not necessary to rename the file, but be sure to keep the *.properties extension if you do so.

At the command line, enter
clm_installer.bat -f c:\directory\directory2\custom_installer_name.properties

where custom_installername.properties is the name of the customized install.properties file with the
absolute path if the file is not located in the same directory as the clm_installer.bat file. If you are using
the program defaults in the file, use the default name.

The installation runs using your customized properties file. When it is complete, a message appears.

Installation Properties File Defaults and Descriptions

The installation properties file includes program defaults, as described in following table. To customize
any of these values, you must edit the file and then perform the installation after replacing the defaults
with your specified values.

Parameter Description Default
INSTALLER_UI Sets the mode for installation. Silent
USER_INSTALL_DIR Directory in which to install Cisco License C:\\Program Files\\Cisco
Manager.! The root folder path must be smaller  |Systems\\Cisco License
than 180 bytes or an error message is returned. Manager
isServerPackageSelected Selects the server package to install: 1 (equivalent to true)

e 1 = Install server package

e (0 =Do not install server package

Only 1 and O are accepted by the installation tool.

| oL-12999-02
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Parameter

Description

Default

isClientPackageSelected

Selects the client package to install:
e 1 = Install client package
e 0 =Do not install client package

Only 1 and O are accepted by the installation tool.

1 (equivalent to true)

SERVER_PORT Sets the port that Cisco License Manager uses. 1024
Valid port value range is from 1024 to 65535.
EVENT_PORT Sets the port on which to listen to events. Valid 80
port value range is from 1024 to 65535.
DEVICE_K9 IMAGE_RESULT Sets whether your SSL-enabled Cisco devices are |No
to allowed to communicate with Cisco License
Manager. Values are yes and no.
DEVICE_CERTIFICATE_FOLDER |Navigates to the folder in which the device C:\\
certificate is stored.’
DEVICE_CERTIFICATE_FILE Certificate file for all device authentication. device.cer
ADMIN_PASSWORD Sets the administrative password. password
RE_ADMIN_PASSWORD Confirms the administrative password. password
EMAIL_RESULT Sets the SMTP e-mail server hostname or IP No default
address to use for activity.
HTTP_FILE_SERVER_PORT Sets the port for file transfer between 8080

Cisco License Manager and the device.

CLM_SSL_ENABLE

e 1 =Enable SSL between the Cisco License
Manager server and the GUI client.

e (0= Disable SSL between the Cisco License
Manager server and the GUI client.

0 (disable SSL)

1. Use two backslashes (\\) as the file path separator instead of using only a single backslash, \, when entering the absolute file path in
USER_INSTALL_DIR and DEVICE_CERTIFICATE_FOLDER entries. For example: C:\\Program Files\\Cisco Systems\\Cisco License

Manager

Installation Properties File Example

The following is an example of an install.properties file.

INSTALLER_UI=silent
USER_INSTALL_DIR=C:\\Program files\\Cisco Systems\\Cisco License Manager
isServerPackageSelected=0
isClientPackageSelected=1
SERVER_PORT=1024

EVENT_PORT=8888
DEVICE_K9_IMAGE_RESULT=Yes
DEVICE_CERTIFICATE_FOLDER=C:\\certificate
DEVICE_CERTIFICATE_FILE=device.cer
ADMIN_PASSWORD=adminxyz
RE_ADMIN_PASSWORD=adminxyz
EMAIL_RESULT=myemail_server.xyz.com
HTTP_FILE_SERVER_PORT=8080
CLM_SSL_ENABLE=off
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Verify Your Installation

Step 1

Step 2

Step 3

After your installation is complete, start Cisco License Manager to verify that it has been installed
successfully. To verify your installation, complete the following steps:

Click the task bar Start menu and select Programs > Cisco Systems > Cisco License Manager to start
Cisco License Manager client.

The application opens and displays the login window.
Log in using the administrator password you provided during installation.

For details on logging in, see the “Log In” section on page 5-6. If you cannot log in, see the
“Troubleshooting Tips” section on page A-VII for some helpful information.

Continue to Chapter 5, “Getting Started Using Cisco License Manager” for details on what to do before
you begin adding users or devices.

Migrate to Cisco License Manager Release 2.1

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

To migrate from Cisco License Manager to Release 2.0 to Cisco License Manager to Release 2.1,
complete the following steps:

Download the Cisco License Manager software packages, as described in the “Download the Cisco
License Manager Software Packages” section on page 4-1, and copy it to the system that currently has
Release 2.0 installed.

Create a copy of the clm20_db_backup.zip file from the downloaded Cisco License Manager software
package and move the copy to the %CLM_HOME%\ directory.

Unzip the clm20_db_backup.zip file.
Go to %CLM_HOME\cIm20_db_backup directory and run the following CLI command:
runDBExport.bat <adminpassword> <db_backup_directory_path>

where <adminpassword> is the administrator's password and <db_backup_directory_path> is the output
directory to be created on the system. This file stores Cisco License Manager Release 2.0 version data
file, which will be used as the input file for the Cisco License Manager Release migration utility
(clm_db_migrate.bat).

~
Note  Device Login Names, Device Login Passwords, Confirm Passwords for each method, and Enable
Passwords will not be migrated from CLM 2.0 to CLM 2.1.

Once this process is complete, close all related Cisco LIcense Manager windows.

Stop the Cisco License Manager server by executing the % CLM_HOME % \bin\clm_stop.bat
<server_port> command or by using the Stop CLM icon in Release 2.0.

Navigate to the folder where you unzipped the Cisco License Manager file.

Double-click clm_installer.bat to start the migration process. A dialog box appears notifying you that
you are migrating from Cisco License Manager Release 2.0 to Release 2.1.
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Step 9

Step 10
Step 11
Step 12

Step 13

Step 14

Step 15

Click Next.

A

Note  Throughout the migration, if you want to change something on a previous screen, click
Previous. Click Cancel to stop the migration.

In order to continue with the migration, enter the administrator’s password and click Next.
Click Install. A dialog box will display all of the components being installed.
Select one of the options:
¢ Click Yes, restart my system to restart the system and complete the migration.
e Click No, I will restart my system myself if you want to restart later.
In order to complete the migration, you need to restart your system.

Click Done to complete the installation which exits the program. If you chose to restart your system, it
will restart at this time.

To migrate the data from the previous release, open a command window and run the following command:

CLM_HOME_Directory_Home\bin\clm_db_migrate.bat <adminpassword>
<db_backup_directory_path>

~

Note  All utility commands (clm_db_migrate.bat, clm_import.bat, clm_export.bat,
clm_backup.bat, clm_restore.bat, etc) must be run from the CLM_HOME\bin directory.

Log in to Cisco License Manager and poll licenses for all devices. This action updates both the license
and device status for all the devices.

Uninstall Cisco License Manager

Je

Tip

~

Note

Step 1

A

To uninstall Cisco License Manager, complete the following steps:

We recommend that you back up Cisco License Manager before uninstalling or upgrading.

For a Windows platform, only a user with an Administrator role can uninstall the application. For a
Solaris platform, only the root can uninstall the application.

Close all Cisco License Manager command and GUI windows and stop the Cisco License Manager
server.

Caution

If you do not close these windows, the Cisco License Manager package will not uninstall completely.
Any files that are referenced by open windows are not removed during the uninstallation.

User Guide for Cisco License Manager
m. 0L-12999-02 |



| Chapter4 Installing Cisco License Manager

Reinstall Cisco License Manager 1l

Step2  From a Windows platform, select Start > All Programs > Cisco License Manager > Uninstall.

Step3  From a Solaris platform, run $CLM_HOME/bin/runUninstallCiscoLicenseManager.

Reinstall Cisco License Manager

If you want to reinstall Cisco License Manager, you must uninstall the current application first and
restart your system to ensure that any Cisco License Manager files left after the uninstallation have been
removed.

Tip We recommend that you back up Cisco License Manager before uninstalling or upgrading.

To reinstall Cisco License Manager, complete the following steps:

Step1  Run uninstallation if you have not already done so. See the “Uninstall Cisco License Manager” section
on page 4-10.

Step2  Restart your computer.

Step3  Install Cisco License Manager. See the “Install the Cisco License Manager Application” section on
page 4-2 for installation procedures.
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Getting Started Using Cisco License Manager

This chapter provides information about the initial setup of Cisco License Manager and an overview of
recommended steps to quickly add users and devices and obtain and deploy licenses. This chapter
contains the following sections:

Before You Begin, page 5-1

Getting Started Flowcharts, page 5-2
Getting Started Checklist, page 5-3
Configure Your Cisco Devices, page 5-4

Log In, page 5-6

Before You Begin

Before you use Cisco License Manager to acquire, deploy, and centrally track and manage your Cisco
licenses, you should do the following:

1.

Verify that you have completed the checklist in the “Required Preparations for Installation” section
on page 3-4.

Install and configure Cisco License Manager.

Verify that your e-mail address and Cisco.com account username and password are correct in your
user profile. This information is used to receive e-mails from Cisco.com. See the “Edit a User’s
Profile Information” section on page 6-2 for detailed instructions.

Configure your Cisco devices to allow Cisco License Manager to manage Cisco licenses using the
ip http server, license agent listener, and ip http authentication CLI commands for enabling or
disabling device authorization. For a summary of these commands, see “Configure Your Cisco
Device to Authenticate Cisco License Manager” section on page 5-4. For detailed documentation on
how to enable the Cisco License Agent on your device, see your Cisco IOS or device documentation.
If license agent is not enabled on the devices, Cisco License Manager can still manage licenses using
Telnet or ssh.

If you are running Cisco License Manager on the Solaris platform, the embedded HTML browser is
not used. A Mozilla browser is used to view the online help and reports. Verify that the Mozilla
browser is present on your path.
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Getting Started Flowcharts

Getting Started Flowcharts

There are many features that make Cisco License Manager an easy tool for planning and managing your

[l User Guide for Cisco License Manager

device licenses.

If you prefer to skip some optional steps so that you can use the product quickly, see Figure 5-1. If you
follow this flowchart, you will not be able to customize group or folder names. If you use all the Cisco
License Manager features, see Figure 5-2 for a flowchart that includes creating customized group and

device folder names.

Figure 5-1

Login

Update user
profile

Y

Create device
inventory with
Auto Discovery

Quick Start Flowchart
Create PAK . Deploy
> dowload Io btain > licenses to
information [ devices

181331

To find out how to get started, see the flowchart in Figure 5-2. This flowchart references all the features
of Cisco License Manager. Note that not all tasks that appear in the flowchart are required; for example,
creating device groups is optional.
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Figure 5-2 Getting Started Flowchart
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Getting Started Checklist

Use the following sequence of tasks to learn how to use Cisco License Manager. This is a quick-start
section designed to allow you to add a device quickly and deploy it. If you want to group your devices
and PAKSs, you may want to plan and set up your device groups and PAK folders first.
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Check Task
Before You Begin, page 5-1

-—

Log In, page 5-6

Add Cisco Devices to Your Inventory, page 7-1

Update Device Information, page 7-14
Add a PAK, page 7-17
Download PAK Information, page 7-23

Get a License Using License Assistant, page 8-2

View License Properties, page 8-13

© o NS AW N

Deploy a License, page 8-6

Configure Your Cisco Devices

The following sections will help determine how to configure your Cisco devices to work with
Cisco License Manager:

e Configure Your Cisco Device to Authenticate Cisco License Manager, page 5-4
e Configure Your Device License Agent, page 5-5
e Authentication Methods, page 5-5

Configure Your Cisco Device to Authenticate Cisco License Manager

Cisco License Manager communicates with devices using HTTP/HTTPS, Telnet, or ssh (ssh v2 only). If
Telnet or ssh is chosen as the connection method, use the logging <server IP address> command to
configure the Cisco devices for direct notification to Cisco License Manager.

If you are using HTTP/HTTPS as your connection method, you must enable your device to recognize
Cisco License Manager and enable Cisco License Manager to authenticate your device. These optional
steps are necessary only if you want to use authentication on your device.

1. Configure the device to always use HTTP to authenticate incoming requests using the ip http server
command. This is to enable the HTTP server on the Cisco IOS software, which is required by the
License Agent.

2. Configure the License Agent using the license agent listener http plaintext /lic-agent
authenticate command. (See “Configure Your Device License Agent” section on page 5-5.)

3. Specify a particular authentication method for the HTTP server to use using the ip http
authentication command.

For detailed information about these commands, see your Cisco IOS software documentation. For a
description of the authentication methods, see “Authentication Methods” section on page 5-5.
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Configure Your Cisco Devices W

Configure Your Device License Agent

To receive license-related notifications and alerts from your device, enter the following at the command
line prompt:

license agent notify hitp://userpc01:80/clm/serviet/notify_URL_in_propsfile user password

The URL should correspond to what is set up in the target Cisco License Manager server. You can copy
the value from NOTIFY_URL in the clm.properties file and replace the hostname portion of the URL
with the Cisco License Manager server IP address.

Authentication Methods

There are three methods by which you can authenticate your Cisco devices:
¢ Enable password (enable)
¢ Local username and password (local)
e Authentication, authorization, and accounting (AAA) network security services

The ip http authentication command enables you to specify a particular authentication method for
HTTP server users. The HTTP server uses the enable password method to authenticate a user at privilege
level 15. Using the ip http authentication command, you can specify enable, local, or AAA HTTP
server user authentication.

For example:

ip http authentication ?

where ? is one of the following:

Method Description Notes
aaa Use AAA access If the device is set up to use AAA to authenticate an HTTP
control methods. request, enter the AAA username and password.
enable Use enable If the device is set up to use enable password to authenticate
passwords. an HTTP request, you can leave the username blank and enter
the enable password.
local Use local username |If the device is set up to use local username and password to
and passwords. authenticate an HTTP request, enter the local username and
password.

The corresponding username and password pairs that you configure on a router are used during device
creation or discovery in Cisco License Manager, and the information is placed in the inventory. You can
also add usernames and passwords in the Edit Password List window when you use the Discover Device
feature.
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Log In

After the installation setup, only the administrator can log into Cisco License Manager using the
administrator username and password specified during setup. Once logged in to Cisco License Manager,
the administrator can create other user accounts. To set up access for other users, see “Manage Users”
section on page 6-1.

Tip To set up the administrator’s profile or access for other users, see “Edit a User’s Profile Information”
section on page 6-2.

Note  The GUI supports up to 5 simultaneous users. Cisco License Manager times out after 60 minutes.

To log into Cisco License Manager, complete the following steps:

Step 1 To log into the GUI in the Windows platform, go to Start > All Programs > Cisco License Manager >
CLM Client. To log into the GUI in the Solaris platform, launch the $CLM_HOME/bin/clm_ui.sh
command.

The Login window appears.

Cisco License Manager 2.0 Login

Cisco License Manager

Version 2.0

*****l

locathost

1099

Step2  Enter information in the following fields and click OK.

Field Description

User Name User’s login name.

Password User’s password.

Server Host IP address or fully qualified name of server. Can be left blank if client is

working from server host. Default is localhost.

Server Port Port where CLM Server can be accessed. Port default is set to 1099. Port is
set during setup.

User Guide for Cisco License Manager
m. 0L-12999-02 |



| Chapter5

Getting Started Using Cisco License Manager

Step 3

Step 4

login W

Once your username and password are accepted, the Cisco License Manager end-user license agreement
(EULA) for the Cisco devices appears.

S

Note If you are the administrator and need to change the port after installation, run the
$CISCO_LM_HOME\bin\runSetup.bat program. If you are an operator, contact your
administrator for details.

Select your acceptance or nonacceptance of the devices license agreement. If you choose not to accept
the license agreement, the Cisco License Manager application terminates. If you choose “I agree,” you
will be prompted with the EULA for Device window each time you log in to Cisco License Manager.

Once you have accepted the license agreement, the Cisco License Manager main window appears.

~

Note  Before you can receive license information from Cisco.com, you must add the required contact
information to the administrator user profile. Go to Tools > User Manager, and see “Manage
Users” section on page 6-1 for detailed instructions.

When you log in, a Purge Jobs dialog box may appear. If you want to purge all completed jobs from the
View Job Status dialog box, click Yes. Once purged, these jobs cannot be retrieved.

| oL-12999-02
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Performing Administrative Tasks

This chapter provides information about administrative tasks and includes the following sections:
e Manage Users, page 6-1
e View Alerts, page 6-4
e View Job Status, page 6-6
e View Logs, page 6-8
e View Errors, page 6-9
e Use Report Manager, page 6-10
e Set Cisco License Manager Options, page 6-15

Manage Users

The user management portion of Cisco License Manager controls the authentication and authorization
of its functions.

The default user (administrator) is created during the installation setup. Only a user with an
Administrator role can add, delete, and edit other users. The administrator (admin) cannot be deleted.

This section provides the following information about user management:
e Add a New User, page 6-1
e Edit a User’s Profile Information, page 6-2
e Edit a User’s Role, page 6-4
e Delete a User, page 6-4

Add a New User

A user who has an Administrator role can add new user accounts. For valid characters and guidelines for
entering data, see “Understand Naming Rules” section on page 9-8.

N

Note  Only a user with an Administrator role can add or delete a user. If you do not have an Administrator role,
you can edit your own information but not another user’s information.

User Guide for Cisco License Manager
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To add a new user, complete the following steps:

Step 1 Select Manage > Manage Users or click Users in the Quick Links pane.
The Manage Users explorer appears in the Content Area pane.

Step2  Click New User.
The New User dialog box appears.

Step3  Add any of the following information and click OK.

Field Description

User ID Username.

Note Username and User ID are the same.

Password Cisco License Manager password.

Confirm Password |Confirm Cisco License Manager password.

Assign Role Choose one of the following roles:
¢ Administrator

e Inventory Management

e PAK Management

e License Management

e Report Management

Edit a User's Profile Information

You can change your own user information, including your user password for Cisco License Manager
and for your Cisco login. If you are a user with an administrator role, you can edit other users’ profile
as well. If you do not have an Administrator role, you cannot change other user users’ information. For
valid characters and guidelines for entering data, see “Understand Naming Rules” section on page 9-8.

Tip Before any user can receive license information, the user must register and have a valid Cisco.com user
ID. Each user must add his or her Cisco.com user ID, password, and e-mail address to his or her user
profile for Cisco License Manager to work properly.

Note  Only a user with an Administrator role can add or delete a user. If you do not have an Administrator role,
you can edit your own information but not another user’s information.

User Guide for Cisco License Manager
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To add information to an existing user profile, complete the following steps:

Step 1 Select Manage > Manage Users or click Users in the Quick Links pane.
The Manage Users explorer appears in the Content Area pane.
Step2  Select the appropriate user and click Edit Info.
The Edit User Information dialog box appears.
Step3  Change any of the following information and click OK.
Field Description
User Information
User ID Username.
Note  This field cannot be changed. Username and User ID are the
same.
Password Cisco License Manager password.
Confirm Password |Confirm Cisco License Manager password.
First Name User’s first name (optional).
Last Name User’s last name (optional).
Company Name User’s company name (optional).
Email Notification
Email Address Valid e-mail address used for Cisco.com access.
Notification by Allow e-mail from Cisco License Manager to user’s e-mail (optional).
Email
Cisco Authentication
Cisco Username Valid Cisco.com username.
Cisco Password Cisco user password.
Confirm Cisco Confirm Cisco user password.
Password
License Options
Show Will display the expired and expiring licenses for the specified user
Expired/Expiring |upon user logon.
Licenses
Days to Expire Specifies the time in days of the licenses for the server to return.
The server will return those licenses set to expire before the time
specified.
User Guide for Cisco License Manager
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Edit a User's Role

A

Note

Step 1

Step 2
Step 3

Delete a User

~

Note

Step 1
Step 2

Step 3

A user with an Administrator role can edit another user’s role. For more information see the “Role-Based
User Management” section on page 1-5.

If a user’s role is changed while the user is logged in to Cisco License Manager, the system logs the user
out of Cisco License Manager.

To edit a user’s role, complete the following steps:

Select Manage > Manage Users or click Users in the Quick Links pane.
The Manage Users explorer appears in the Content Area pane.
Select the appropriate user and click Edit Role. The Edit User Role dialog box appears.

Select the new role to be assigned to the user from the options and click OK.

A user with an Administrator role can delete user accounts.

Only a user with an Administrator role can add or delete a user. If you do not have an Administrator role,
you can edit your own information but not another user’s information. If there is only one user, it must
have an Administrator role.

To delete a user, complete the following steps:

Select Manage > Manage Users or click Users in the Quick Links pane.
The Manage Users explorer appears in the Content Area pane.

Select the appropriate user and click Delete User.

The Delete User dialog box appears.

To confirm your user deletion, click Yes. If you do not want to delete the user, click No.

View Alerts

View the notifications (alerts) that your Cisco devices send about license information. For example, an
alert is sent if a corrupt license is identified. The alerts that appear in the Alerts Monitor dialog box are
the ones that have been received during your current login session.

[l User Guide for Cisco License Manager
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Step 1

View Alerts W

To view, filter, export or clear alerts, complete the following steps:

Select Troubleshoot > View Alerts or click View Alerts in the Quick Links pane.

The Alerts Monitor dialog box appears.

5" Alerts Monitor g
Filter
Device Group: | [v; Device Model: |vi
Device Name: | |v€ Clear Filters
Severity Time Operation Message Group ]
SN /G707 240 PM PDT | DEVICE ADD Device created, Defauit
| 9/27/07 241 PMPDT  CORRUPT_NOT... The ios licensing subsystem storage ... Default
9/27/07 2241 PMPDT  CORRUPT_MOT... The ios licensing subsystem storage ...  Default
MAJOR 0 9/27/07 241PMPOT  CORRUPT_NOT... The ios licensing subsystem storage ...  Default
T :/:707 2:41PMPDT  CORRUPT_REC... The ios licensing subsystem storage ...  Default L
T /707 2:41PMPDT  CORRUPT_REC... The ios licensing subsystem storage ...  Default 3
— 9/27/07 241PMPDT  CORRUFT_REC... The ios licensing subsystem storage ...  Default
i 9/27/07 2241 PMPDT  CORRUPT_MOT... The ios licensing subsystem storage ... Default
9/27/07 2141 PMPDT  MISSING License for feature ipbase 1.0ismis,.. Default
9/27j07 241 PMPDT  CORRUPT_REC... The ios licensing subsystem storage ... Default
. 9/27/07 2:41PMPDT  CORRUPT_MOT... The ios licensing subsystem storage ...  Default
MINOR 9/27/07 241 PMPDT  MISSING License for feature ipbase 1.0is mis... Default
— 9/27/07 241PMPDT  CORRUPT_REC... The ios licensing subsystem storage ...  Default
MAJOR 9/27/07 241PMPDT  CORRUPT_NCT... The ios licensing subsystem storage ...  Default
MINOR 9/27/07 41 PMPDT  MISSING License for feature ipbase 1.0is mis... Default
EE -:7/07 2:41PMPDT  CORRUPT_REC... The ios licensing subsystem storage ...  Default
MAJOR | 9f27j07 2241 PMPDT  CORRUPT_NOT... The ios licensing subsystem storage ...  Default
MINOR. 9/27j07 241 PMPDT  MISSING License for feature ipbase 1.0is mis... Default
[EEE o 27/07 2:41PMPOT  CORRUPT_REC... The ios licensing subsystem storage ... Default [w]
e mm— B e e P PR e —— —~— -— - " . ' . . -~ L
’ T | [2]
(9 [ Export ] [ Clear ] [ Close ]

The following table provides details about the Alerts Monitor dialog box:

Field

Description

Filter

Device Group

Choose the appropriate device group for filter.

Device Name

Choose the appropriate device name for filter.

Device Model Choose the appropriate device model for filter.
Clear Filters Click the button to refresh the filters.
Alerts Monitor Table
Severity Color-coded with the severity:

e C(Critical—Red

¢ Major—Orange

e Minor—Yellow

e Warning—Teal

¢ Informational—Green
Time Date and time at which the alert occurred.
Operation Unicast message.
Message Information on system status.
Group Device group.

| oL-12999-02
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Step 2

Step 3

Step 4

Note

Step 5

To filter the alerts, choose the appropriate device group, device name, or device model from the
drop-down menus. You can choose just one way to filter, or you can choose something from each
drop-down menu. The contents of these filters populate based on information present in your

Cisco License Manager database. For example, you will only be allowed to filter on device names that
are currently in your inventory.

S

Note  To clear the filters and restart your filtering process, click Clear Filters.

To export the alerts to a .csv file, click Export, browse to the location where you want to save the file
and click Save.

To clear the alert flag from the main window status bar, click Clear.

Clicking Clear will not clear the individual alerts. It simply classifies the alerts as being read and
changes the alerts icon back to No new Alerts.

To close the dialog box, click Close.

View Job Status

Step 1

The Cisco License Manager server maintains a list of server jobs. For each server job, the job ID, request
comments string, creation date and time, status of the request (such as complete or not complete), and
returned status are shown. The returned status provides the error code and error message for each item
in the request. This view is updated periodically.

When a job is pending, you can view the progress status.

The asynchronous server requests are discover device, poll license, download PAK information, obtain
license, deploy licenses, annotate licenses, and execute policies.

To view the jobs, complete the following steps:

Select Manage > View Job Status or click View Job Status in the Quick Links pane.
The View Job Status dialog box appears.

User Guide for Cisco License Manager
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Sbore Delets Refresh  Check License Portal

Creation Time Job ID User Zan Retry Job Status % Compl... | Reguest Comment Function Mame
[] Mon Sep 10 17:13:46 CDT 2007 reqld-118946242692373  admin Complete-Success 100 asyncDownloadPAKInfo
[] Mon Sep 10 17:14:36 CDT 2007 reqld-118946247622079  admin Complete-Success 100 asyncObtainLicense
[] Mon Sep 1017:48:37 CDT 2007 reqld-118946451742661  admin Complete-Success 100 asyncPollDevicelicensel...
10 Skatus

Status Message:

1D Skatus Trem Table

I Skatus Code | Skatus Message Detaled Message

The following table provides details about the View Job Status dialog box:

Field
View Job Status Table

Description

Creation Time Date and time at which the request was entered.

Job ID Job identifier for the message.

User Username of the person who initiated the operation.

Can Retry A check mark appears if the failed operation can be retried.

Job Status Status of the job (Complete-Success, Pending, Complete-Error).

>
Note  If the job status is Complete-Success, the operation completed with

no errors. If the job status is Complete-Error, the operation
completed, but there were errors on some items.

% Complete

The percentage of the job that is completed.

Request Comment

A term to describe the function name.

Function Name

The function name of the operation.

ID Status

Status Code

The overall status of the operation (Success or an error code).

Status Message

The overall error message if the code is not Success.

Job ID

A unique string that represents the asynchronous function.

ID Status Item Table

ID

ID of the individual device, license, or PAK that is involved.

Status Code

Status of the individual operation (Success or None zero error code).

| oL-12999-02
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Field Description
Status Message Individual error message if the status code is not Success.
Detailed Message Extra error messages provided by the server, if necessary.
Step2  To view the progress of a job, highlight the job, right-click, and choose View Progress.
Step3  If a job has failed, highlight the job, right-click, and choose Retry Failed Items.
Step 4 To cancel one or more jobs, check the check box next to the job and click Abort.
Step5  To remove one or more jobs, check the check box next to the job and click Delete.
Step 6 To refresh the View Job Status dialog box, click Refresh.
Step 7 To check the Cisco Product License Registration Portal connection, click Check License Portal.

View Logs

Step 1

Status Error Levels
Cisco License Manager provides two status levels:

e Opverall operation status—Provides status on bulk requests such as polling, annotating, obtaining,
and deploying licenses. Status may be shown for one or more devices. If the bulk operation
completes, the status reads Complete. The operation then provides individual status results that are
listed in the ID Status Item table.

¢ Individual operation status—Provides status on the individual results of a bulk request. Job requests
are assigned an ID (for example, reqID1157740568514) and can be viewed by selecting the row.
Individual operations can return errors even if the bulk operation status is successful. Be sure to
always check the individual status.

The two levels of status are displayed in the status ID as follows:
Bulk operation status:Individual result status

For example, complete-success might display when a polling operation has completed. This status
message indicates that the polling operation was successful and there are no individual item errors. If
the top-level status is complete-Error, the operation has completed, but there are individual item errors.
In viewing the individual messages, you might find that the poll result included an error in reaching a
device. That would happen because individual results of an action are not marked at the operation level;
only the status of the request as a whole is marked.

View the logs if you want to look at the audit trail of all past activities. The logs allow you to view the
last n entries in the audit trail.

To view, refresh, and purge the logs, complete the following steps:

Select Troubleshoot > View Audit Log or click View Audit Log in the Quick Links pane.
The Log Viewer dialog box appears.

User Guide for Cisco License Manager
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Step 2
Step 3
Step 4

Step 5

¥ | og Viewer

Start Time

2/10/07 5:09 PM CDT
2/10/07 5:09 PM CDT
9/10/07 5:10 PM CDT
2/10/07 5:10 PM CDT
9/10/07 5:13 PM CDT
2/10/07 5:13 PM CDT

2/10/07 5:14 PM CDT

9/10/07 5:17 PM CDT
9/10/07 5:18 PM CDT
9/10/07 5:18 PM CDT
9/10/07 5:17 PM CDT
9/10/07 5:48 PM CDT

End Time

2/10/07 5:09 PM CDT
2/10/07 5:09 PM CDT
2/10/07 5:10 PM CDT
2/10/07 5:10 PM CDT
2/10/07 5:13 PM CDT

9/10/07 5:14 PM CDT

9/10/07 5:15 PM CDT
9/10/07 5:18 PM CDT
9/10/07 5:18 PM CDT
9/10/07 5:19 PM CDT
9/10/07 5:19 PM CDT

9/10/07 5:48 PM CDT

Message

Created Device

writeDevices succeeded

Created Device

writeDevices succeeded

Created PAK

asyncDownloadPAKInfo started,
DownloadPakT askGroup operation S...
asyncobtainlicense started,

InstallLicLineTaskGroup operation Su. ..
initR.ehostLicense operation completed,
revokelicenseForRehost operation s...

obtainLicenseForRehost operation c...
rehostLicense operation succeeds,
asyncPollDevicelicenselnfo started,
PollTaskizroup operation Succeeds,

Status
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS

Affected Objects

CISCOZE21FOCIT1L,,,
[Leom.cisco.nm.clm.c...
CISCO2E21:FOCI025. ..
[Leom.cisco.nm.clm.c...

AR IOEE

E&60DS9294320CED. ..
E&6DDS9294320CED. ..
CISCOZE21IFOCILL..,
E&6DDS9294320CED. ..
CISCOZE21IFOCILL,.,
CISCOZE21IFOCILLL..
CISCOZE21IFOCILL..,
CISCOZE21FOCTLL..,

CISCOZE21IFOCI0ES. ..

User
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

View Errors W

EEX

I Purge H Refresh H Close

The following table provides details about the Log Viewer dialog box:

Field Description

Start Time Start time of the task.

End Time End time of the task.

Message Task performed.

Status Status of task (success or failure).
Affected Objects Objects that were affected by the task.
User User who performed the task.

Double-click a log to view the log details.

Click a column heading to sort the logs by the heading title.

To purge the logs from the Log Viewer dialog box, click Purge. This action removes any logs in excess

of 2,000.

To refresh the dialog box and retrieve new entries from the server, click Refresh. This dialog box does
not automatically refresh with new data. You have to request that data by clicking Refresh.

View Errors

The Cisco License Manager Error dialog box appears when an error occurs within Cisco License
Manager. The following table provides information about the fields located in this dialog box:
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Field Description

Status

Error Code Server-assigned error code.
Fault Translation of the error code.

Detailed Message

Detailed error message regarding this error, if provided by the Cisco License
Manager server.

Possible Cause

Possible reason for the error.

Possible Remedy

Possible solution to remove the error or problem.

Item Status

Index Represents the order of the status items, starting with 1.

Item ID PAK ID

Error Code Server-assigned error code.

Fault Translation of the error code.

Detailed Message Detailed error message regarding this error, if provided by the Cisco License

Manager server.

Possible Cause

Possible reason for the error.

Possible Remedy

Possible solution to remove the error or problem.

Use Report Manager

This section discusses the reports you can use to monitor and track license information for all devices in
your inventory. Reports can be displayed in HTML or plain text format. Reports cannot be saved, only
viewed from the reports window. The following reports are available in Report Manager:

[l User Guide for Cisco License Manager

¢ Audit Trail Report—Provides an audit trail of Cisco License Manager operations and can be used
to track the usage of Cisco License Manager.

¢ Device Summary Report—Provides summary information about your device licenses. This report
can be used to identify licensable features on your devices and check to see if those features are

activated by license.

¢ License Discrepancy Report—Provides details about license discrepancies between your devices
and the Cisco License Manager database. This report can be used to identify licenses that are
deployed and cleared without using Cisco License Manager.

e License Expiry Report—Provides license expiry information for your devices. This report can be
used to identify devices with software features that have expired or that expire at a future date.

e Redeployable License Report—Provides details about redeployable licenses on your devices. These
licenses may not be applicable to the devices for which they are deployed. You can rehost these
licenses to devices that support the software features.

¢ RMA Discrepancy Report—Provides details about devices that show as being returned through the
RMA process but are still operational on your network. If you need further assistance with your
RMA, please contact your Cisco support representative.

0L-12999-02 |
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e Undeployed License Report—Provides details about undeployed licenses in your Cisco License
Manager database. These licenses have been obtained but not deployed. This report can be used to
identify to which devices in the inventory the licenses can be applied.

S

Note  You can run reports using the application programming interface (API) if you purchase the
Cisco License Manager software development kit (SDK). For more information about the SDK, see
http://www.cisco.com/go/clm.

This section contains the following information about using Report Manager:
e Report Types, page 6-11
e Generate, View, Print, and Export a Report, page 6-13

Report Types

This section provides details about the following reports:
e Audit Trail Report, page 6-11
e Device Summary Report, page 6-11
¢ License Discrepancy Report, page 6-12
e License Expiry Report, page 6-12
e Redeployable License Report, page 6-12
¢ RMA Discrepancy Report, page 6-13
e Undeployed License Report, page 6-13

Audit Trail Report

The Audit Trail Report contains an audit trail of Cisco License Manager operations and can be used to
track the usage of Cisco License Manager.

The Audit Trail Report contains the following information:
e Audit trail ID
e User
e Start time
e End time
e Operation
e Status message

e Affected device

Device Summary Report

The Device Summary Report contains all the device and license information in the current database.
The Device Summary Report contains the following information:

e Device ID

User Guide for Cisco License Manager
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Hostname
IP address
UDI
State

Licensable features

License Discrepancy Report

The License Discrepancy Report lists discrepancies between the Cisco License Manager license
inventory and the actual licenses deployed in the network. For example, if you deployed licenses to your
network through the API, they would not exist in the Cisco License Manager license inventory until
polling occurred.

The License Discrepancy Report contains the following information:

Device ID

UDI

License line ID
Feature names

Activation state

License Expiry Report

The License Expiry Report provides license expiry information for your devices. This report can be used
to identify devices with software features that have expired or that expire at a future date.

The License Expiry Report contains the following information:

Device ID
Model
Hostname
IP address
UDI

State

Licensable features

Redeployable License Report

The Redeployable License Report compares the licensed features supported by the device with the
feature licenses installed on the device. Any feature license that is deployed on the device but is not being
used by that device can be deployed elsewhere.

The Redeployable License Report comprises contains the following information:

Device ID
UDI

License line ID

User Guide for Cisco License Manager
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e Feature name

e Status

RMA Discrepancy Report

The RMA Discrepancy Report provides details about devices that are shown as being returned through
the RMA process but are still operational on your network. If you need further assistance with your
RMA, please contact your Cisco support representative.

The RMA Discrepancy Report contains the following information:
e Device ID
e Model
¢ Hostname
e [P address
e UDI
e State

e Licensable features

Undeployed License Report

The Undeployed License Report lists all the licenses that users have obtained but not yet deployed and
shows to which devices in inventory the license can apply. Undeployed status can mean that a license
was never installed or that it was installed, but later cleared.

The Undeployed License Report contains the following information:
e Device ID
e UDI
e Undeployed license information
— License line ID
- Feature name

For example, if you needed to deploy some advanced IP services on a device, you would use this report
and find the licenses that might fit that need. You could then go into the PAK folder, locate the license,
and deploy it on the device. If you want to deploy a license on a different device, you can rehost that
license and put it on another device.

Generate, View, Print, and Export a Report

Generate and view a report so that you can monitor and track license information for all devices in your
inventory.

User Guide for Cisco License Manager
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To generate and view a report, complete the following steps:

Step 1 Select Reports in the Quick Links pane.

S

Note  The first report listed will begin generating immediately without any selected filters. This may
take some time.

The Report Manager dialog box appears showing the first report generated.

F Report Manager

Report Manager
Report options
Report bype: |Device Summary Repark v| [Generate]
@ [ Print ] [ Export ] [ Cancel ]

Step2  If you would like to generate this report with filters or generate a different report, choose your report
type from the drop-down list.

Step3  Click Generate.
The dialog box appears, providing you with selections specific to that report.
Step4  Set your filters:
e To filter by device model, select the device model from the Device Model drop-down list.
e To filter by device group, select the device group from the Device Group drop-down list.
e To filter by IP address range, select the IP Range check box and type in the Start IP address and the
End IP address.

~

Note  The Audit Trail Report does not have any filters.

User Guide for Cisco License Manager
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pe

Tip If you have large quantity of devices in the inventory, generating reports may take very long
time. Also the report may be too large for you to browse effectively. In such case, use report
filters to generate smaller reports, one at a time.

Step5  Click Continue. The report appears in the Report Manager dialog box.
Step6  To print the report, click Print. Set your printer options and click Print.

Step7  To export the report, click Export. Browse to the file destination. Type your filename. Choose your file
type (.html, .csv, or .txt). Click Save.

Step8  To toggle between reports that you have generated, choose the report from the drop-down list. The date
the report was generated will appear in the dialog box so that you can determine if the report is out of
date.

Set Cisco License Manager Options

Use the Options feature to set the frequency of Cisco License Manager polling licenses and check for
expiring licenses. To set the options, complete the following steps:

Step 1 Select Edit > Options.
The Options dialog box appears.

Paoll Licenses

Start Date; 8,!’14,1’0? Frequency: |EVERY_EIGHT_DAYS v |

Start Time: | 5:28:33 PM

Check Expiring Licenses

Motify the user 5 days before the expiry

Start Date: | B/14/07 [ Frequency: |EVERY_DAY v

Start Time: | 8:28:33 PM

[ 5how Expired Licenses

@ a4 ] [ Cancel

Step2  If you want to set the options for polling licenses:
¢ Check the Poll Licenses check box.
e Enter the start date.

e Enter the start time.

User Guide for Cisco License Manager
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e From the Frequency drop-down list, select the frequency of the license polling.

A

Note  Enter dates using the mm/dd/yyyy format. Enter times using the hh:mm am/pm format.

Step3  If you want to set the options for checking for expiring licenses:
e Check the Check Expiring Licenses check box.
¢ Enter the number of days prior to license expiration that you want to be notified.
e Enter the start date.

e Enter the start time.

e From the Frequency drop-down list, select the frequency of the license polling.

Step4  Activate the Show Expired Licenses check box if you want to be notified of expired licenses each time
you log in to Cisco License Manager.

Step5 Click OK.

User Guide for Cisco License Manager
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Inventory Management Tasks

This chapter provides information about managing your inventory with Cisco License Manager and
contains the following sections:

e Manage Devices, page 7-1

e Manage PAKSs, page 7-16

Manage Devices

This section provides the following information about managing devices:
e Add Cisco Devices to Your Inventory, page 7-1
e Delete a Device, page 7-8
e Manage Devices Using Device Groups, page 7-8
¢ Find a Device, page 7-11
e View Device Properties, page 7-12
e Update Device Information, page 7-14
e Assign an Access Control List to Device Groups and Devices, page 7-15

e Check Device Connectivity, page 7-15

Add Cisco Devices to Your Inventory

There are several ways to add devices to the Cisco License Manager database:
¢ Discover Devices Using the Discover Device Assistant, page 7-2
e Add a Device Using the GUI, page 7-5

S

Note  For Cisco License Manager to work properly, you must enter a device name and either the device IP
address or the unique device identifier (UDI). If you enter the IP address, licensing will work
successfully.

User Guide for Cisco License Manager
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Discover Devices Using the Discover Device Assistant

You can discover devices in a specific network using the Discover Device Assistant. You can also create
a new device group and collect license information on those devices during the same discovery process.
You can use discovery to synchronize device license information instead of using device polling.

While a discovery operation is in progress, no other discovery operations can be started.

When you add a device using the IP address, the UDI and Device ID parameters are automatically added
into the database.

Caution

o

Step 1

Step 2

A discovery will overwrite any out-of-date or manually entered data, except for the device display name.

Before you get started, make sure that you have the network IP address, network subnet mask, and device
login names and passwords available.

To discover a device using the Discover Device Assistant, complete the following steps:

In the Quick Links pane, click Discover Devices.

The Welcome screen of the Discover Devices Assistant appears. The assistant guides you through the
necessary steps to discover the Cisco devices in your network.

% Discover Device Assistant

1 - Welcome
2 - Network Info
3 - Device Login

4 - Surmmary
E . This assistant guides you through the process of configuring Cisco License Manager

5 - Find Devices s SR ; o ¥

to find devices in your network so that you don't have to enter device information

manually,

‘fou will need the Following information to complete this process:

« Network IP Address

+ Network Subnet Mask.
+ Device Login Mames and Passwords

Click Next.

The Network Info screen appears.

User Guide for Cisco License Manager
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Step 3

Step 4

Step 5

Step 6

Manage Devices

se0ver Device f

- Welsome 2 - Network Info

i

7 - Metwark Inf
3 - Device Login
El

5

- Sumimary
- Find Datedas

Troorder ba sreanch the neswark vow nerd fo prosde nedvor k infomation.

e [ ]
Subrist Mask: al—j—

255, 205,258 Doy J24

Catovay Mehods
L | T -~
z, |Mons |

fdd To Group: |Cefsdt =

Enter the following information:

Field Description

Network The IP address of the network on which you want to discover devices; for
example, 172.0.0.0.

Note  If the information turns red, that portion of the network address is not
valid.

Subnet Mask Defines which portion of the address is used to identify the network and
which denotes the hosts.

Choose your discovery methods from the drop-down menus. Your choices are HTTP, HTTPS, SSH, and
Telnet. Cisco License Manager tries the choices in the order in which you select them until the operation
is successful.

N

Note HTTP and HTTPS are the quickest discovery methods. Telnet is the slowest discovery method
and is not secure. The most secure discovery method is ssh.

Choose a device group for the new devices from the Add To Group drop-down menu.

N

Note  This drop-down menu includes a list of existing device groups to which to add your devices.
Newly discovered devices appear in the Default device group unless you create a new device
group before you discover devices. To create a new device group, see the “Add a Device Group”
section on page 7-9.

Click Next.
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The Device Login screen appears.

B Discover Device Assistant

L - Welcome 3 - Device Login
2 - Network Info
3 - Device Login
4 - Surmmary

5 - Find Devices In order ko obtain device information you need ko provide credentials so that
the License Manager can login ko each device in the network,

Device Login Mames | Password Enable Passwords

|§Add Device Login, .. | [ Delete ] [Add Enable Passward ] [ Delete

Ta view or edit a user entry, double-click on your selection, To remove an entry,
select it and hit the Delete key,

[ Help H < Back ][ Mext = ] Einish

To provide login information for the devices in the network:
¢ Click Add Device Login. The Add Device Login dialog box appears.

Enter the device login name and device login password, and confirm the password.

Step 7

e (Click Save.

~

Note  The total number of entries for device login names is ten.

Enter the Followin information to add a new device login name,

Device Login Mame:

Device Login Password:

Confirm Password:

[ Save H Cancel ]

N

Note

To edit or view an entry, double-click the entry. To delete any device login information, select

the entry and click Delete.

To provide enable password information for the devices in the network:

Step 8
Click Add Enable Password. The Enable Password dialog box appears.

e Enter the enable password.

User Guide for Cisco License Manager
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Step 9

Step 10

Step 11

A

Manage Devices I

e C(Click OK.

Note  The Enabled Passwords table on the Device Login screen appears only if you select ssh or Telnet
as the discovery method.

The total number of entries for enabling passwords is ten.

® Enable Password

<P Flease enter enable password

\._‘

Ok H Cancel ]

After you have entered the device login and enable password information, click Next.

The Summary screen appears.

Verify that the information is correct and click Next. If it is not correct, click Back and correct the
information.

The Find Devices screen appears and Cisco License Manager begins searching for Cisco devices in your
network.

Once the process is complete and a list of discovered devices appears, click Finish. The device status
appears in the View Alert dialog box.

Add a Device Using the GUI

Je

Tip

Step 1

Step 2

Step 3

You must add your Cisco devices to the Cisco License Manager inventory before you can request a PAK
license file. To add a new device, complete the following steps:

When you add a device using the IP address, the UDI and Device ID parameters are automatically added
into the database. If you add the device using only the UDI, the Device ID is automatically added into

the inventory.

Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.
Select an existing device group folder to which you want to add a new device.

Make sure to select a folder that makes sense to you so that you can easily locate and retrieve device and
license information at a later date.

With the device group folder selected, right-click and select New Device. The New Device dialog box
appears.

| oL-12999-02
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Mew Device

Trarsport Method
I. HTTP

£.  MNone
34
4.

[ Pall Licerse Information

| Edit Login Information

|_:*3

Denvice Mame:
@ P Address:
P upl:

AbgDeviced|

172.19.224.2

[ O | l Cancel

Step4  Enter the following in the New Devices window:

Field

Description

Device Name

Descriptive device name, which you can assign.

Note If no device name is assigned, the host-name or device UDI will be

used.
IP Address IP address of the device.
UDI Unique device identifier. Cisco-wide identifier that contains product ID,
serial number, and version (optional).
Note Cisco License Manager uses a different UDI format from the UDI
found on the device. The format of UDI in the Cisco License
Manager inventory is <PID>:<VID>:<SN>. If you create a device
using the UDI, it must be entered using this format.
Transport Method An ordered list of transport methods. The devise will try methods 1, 2, 3,

and 4 in order.

The approved transport methods are HTTP, HTTPS, SSH, or Telnet.

Poll License Information

Synchronizes the information in the device inventory with the device
(optional).

Je

Tip The UDI can be discovered during device discovery, so it may not have to be entered manually.
If you enter the UDI manually, ensure that you use the required format. Ensure that you poll your
device so that this information can be added into the device’s inventory.
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A
Note  For Cisco License Manager to work properly, you must enter the device IP address or UDI. For
licensing to work successfully, a device IP address must be present.

Step5  You can click OK now if you wish to add the device without entering login information for that device.
If the operation is successful, the device appears in the device group folder you selected. If it is
unsuccessful, an error message appears.

Step6  Or, if you wish to edit the login information for the newly added device, click the Edit Login
Information button and the Edit Login Information dialogue box will appear.

Edit Login Information El
In order bo obtain device information you need bo provide credentials so that
the Licenss Manager can login bo each davice in the nebwork,
Login Names  Login Passwords Enzble Passwords
b ek e ke
|AddDeviceLogn... | | Delets | [AddEnablepassword...| | Delete |
To view or edit & user entry, double-click on your sslection. To remove an entry,
sedect t and hit the Delete kay,
] [ o || coeel
Step7  Enter the following in the Edit Login Information window:
Field Description
Login Names List of names of the users logging in to the device (optional unless the
device requires authentication).
Login Passwords Passwords required for the listed users to access to the device (optional
unless device requires authentication).
Re-Enter Device Confirmation of password (optional unless device requires
Passwords authentication).
Enable Passwords Passwords required for access to the device when using SSH or Telnet.
Re-Enter Enable Confirmation of password.
Passwords
¢  You may now click the Add Device Login Information button to add the login information to the
device configuration.
¢ Or you may select a login or series of log-ins from the list and click Delete to disable and remove
them from the device configuration.
User Guide for Cisco License Manager
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¢ You may also click the Add Enable Passwords button to save the enable passwords to the device
configuration.

e Or you may select a series of passwords from the list and click Delete to disable and remove them
from the device configuration.

Step8  Click Cancel to disregard the changes indicated and return to the New Device dialogue box. Or click
OK to save the changes to the device configuration.

Delete a Device

To delete a device, complete the following steps:

A

Caution  This action completely removes the device from the inventory and from all associated device groups.

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Step2  Select the device you want to delete.

Step3  Right-click on the selected device and click Delete.
A Delete Device dialog box appears.

Step4  If you want to delete the device, click Yes. If you do not, click No.

Manage Devices Using Device Groups

Use device groups to organize devices according to a scheme that is meaningful to you. For example,
you can organize devices by feature, region, or work site. A device can be present in more than one
device group. If you do not want to create device groups, you must use the default device group, Default.
Device groups can contain any number of devices.

Device group tasks are as follows:
e Add a Device Group, page 7-9
e Rename a Device Group, page 7-9
e Delete a Device Group, page 7-9
e Refresh the Device Group, page 7-10
e Add a Device to an Existing Device Group, page 7-10
e Remove a Device from a Device Group, page 7-10

e Move a Device to a Different Device Group, page 7-11

User Guide for Cisco License Manager
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Manage Devices I

Add a Device Group

To add a new device group, complete the following steps:

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Step2  Click the New Group button or select Manage > New Device Group.
The New Group dialog box appears.

Step3  Enter the name of your new device group in the dialog box and click OK.

Your new device group name appears in the Manage Devices explorer.

S

Note  For details about naming device groups, see the “Allowable Characters for Names and
Descriptions” section on page 9-9.

Rename a Device Group

To rename a device group, complete the following steps:

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Step2  Right-click the device group and select Rename Group.
The Rename Group dialog box appears.

Step3  Enter the device group’s new name.

Stepd  Click OK.
Your new device group name appears in the Manage Devices explorer.

N

Note  For details about naming device groups, see the “Allowable Characters for Names and
Descriptions” section on page 9-9.

Delete a Device Group

To delete a device group, complete the following steps:

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Step2  Right-click the device group and select Delete.

User Guide for Cisco License Manager
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Step 3

The Delete Group dialog box appears.

If you want to delete the device group, click Yes. If you do not, click Neo.

N

Note If adevice thatis located in the device group you are deleting does not belong to any other device
group, it will be moved to the default device group.

Refresh the Device Group

You can refresh the contents of an existing device group by selecting the device group. Right-click to
select Refresh.

The folder redisplays with updated contents.

Add a Device to an Existing Device Group

Step 1

Step 2

Step 3
Step 4

Adding a device to an existing device group creates a copy of the device that will be placed in the device
group you choose. This operation allows you to store devices in more than one device group. For
example, you could create a feature-based device group and a group based on a specific work site.

To add a device to an existing device group, complete the following steps:

Select Manage > Manage Devices or click Devices in the Quick Links pane.

The Manage Devices explorer appears in the Content Area.

Right-click the device and select Add to Group.

The Select Group dialog box appears.

From the drop-down list, select the device group to which you would like to add the device.

Click OK.

Remove a Device from a Device Group

Step 1

Step 2

Step 3

Devices are removed only from the selected device group and not from other device groups they may be
in.

To remove a device from a device group, complete the following steps:

Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Right-click the device and select Remove from Group.

The Remove from Group dialog box appears.

If you want to remove the device from the device group, click Yes. If you do not, click No.

User Guide for Cisco License Manager
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S

Note In order to remove a device from a device group, it must be part of another device group.

Move a Device to a Different Device Group

Find a Device

Step 1

Step 2

Step 3
Step 4

You can move a device from one device group into another device group. Moving a device from one
device group to another removes the device from the original device group.

To move a device to another device group, complete the following steps:

Select Manage > Manage Devices or click Devices in the Quick Links pane.

The Manage Devices explorer appears in the Content Area.

Right-click the device and select Move to Group.

The Move to Group dialog box appears.

From the drop-down list, select the device group to which you would like to move this device.
Click OK.

Use the Find feature to locate a PAK or device. To find a PAK or device, complete the following steps:

Step 1 Click Edit > Find.
The Find a PAK/Device dialog box appears.
Find PAK.
O Look For: _. in
Find Device
@ Look For: | in | Device Mame v:
[Iratch Case
['wrap Search
Step2  To find a PAK, check the Find PAK check box. Type in the PAK name or ID.
Step3  To find a device, check the Find Device check box. Type in the information you want to search for and
choose device name, IP address, hostname, or UDI.
Step4  If you want to match the case exactly, select Match Case.
Step5  If you want to wrap the search text, select Wrap Search.
User Guide for Cisco License Manager
| oL-12999-02 .m



Chapter 7

Inventory Management Tasks |

| Manage Devices

Step6  Click Find.

View Device Properties

Each device has properties associated with it.

Complete the following procedures to view device properties:

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.

The Manage Devices explorer appears in the Content Area.

Step2  Right-click the device and select Properties.

The Device Properties dialog box appears.

K& Npvirs: Propserties

- _

Lic=rse D:n'-m:tnn]rfurmahmlcomm:bn Irformsticn] |ern:uon n'f\orrm:bnzl

Feabre S Soabe Typ= Edckianal Uceres Info.
3 [ pbase
- [E] phess UNCCRLTMED  UNEWCWN PERMGNERT
= Er gt ekmape
E[ patskeeper DEFLOPED IRECTINE ESTEMGDON  TTL=50, Tobal Usee=5124030000, L. ..
- [ getedecper DEALOTED THACTIFE EATENGEEN  TTL=50, Totsl Usage=5154000000, L.
5] gststemapsr DEFLOYED  TMACTIE ESTEMEOON  TTLesi, Tobod UsagemS1EA000007, L. ..
- _|:I pel eheasp e OIFLCTLD JHECTIYE CETEMEEDN  TTL=00, Tobsl Ussge=51040300D, L.
E gatsheepe DERLOED THAEITIE EATEMGION  TTL=580, Total Lisage=5134000000, 1.
E[ patsks=per DEFLOFED IHECTIWE EVALUATION  TTL=30, Tokal Usage=5124000003, L. ..
Ak ok || cewsl || b |

Step3  To view the device’s license information, select the License tab. The information on this tab is read-only.

~

Note  For further information about the fields in the Device Properties dialog box, see the “View
Device Properties” section on page 7-12.

To view connector information, select the Connection Information tab.
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The Connection Information dialogue box appears.

Canrsdien Infornston
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Licarees pgerk Yerskng | 20 |

Fol ng Informstion
Polling Scatus: W‘
Palireg B2 | admin
Pk Gare;

o ok [ g | mae |

Step 4 To change the Device Name, IP Address, or Host Name on the Connector Information tab, enter the new
information, and click Apply.

Step5  To check the properties for a feature, right- click the feature and select Properties.

The Feature Properties dialogue box appears. The information on this tab is read-only.

Feature Properties

Genzeal | HA Sloms

szereral I ormnakion
Feabura Memne ||
Fiabuse: Wersion: |

Lksage Infamation

r g | L —

Cowrt Infarmatinn

Tokal Count: | | Usage Courk: |

{i |, ol “_ Cancel |

Step6  To close the Feature Properties dialog box, click OK or Cancel.
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Step 7 To view the XR Slot information for the device, click the XR Slots tab.

The XR Slots dialogue box appears. The information on this tab is read-only.

Feature Properties

Genmeal |57 Slos |

Glkck Hams ftrvs Courk dlocatsd Zounk Padl Hams Hot LDL

'@ [ A ] [ Canred

Note  The XR Slots tab is only available when view the properties of XR Devices.

Step8  To close the XR Slots dialog box, click OK or Cancel.
Step9  To close the Device Properties dialog box, click OK or Cancel.

Update Device Information

Use Poll Licenses to collect up-to-date information (such as license expiry) on existing Cisco devices
and to synchronize the information in the device inventory.

Cisco License Manager synchronizes licenses using two methods:
e GUI—Use Poll Licenses to update the license information.
e API—Use the PollDevicesLicenselnfo call to provide the list of devices.
To learn more about license polling, see the “Poll Licenses” section on page 8-7.

To update device information, complete the following steps:

Step 1 Select Manage > Manage Devices or click Devices in the Quick Links pane.
The Manage Devices explorer appears in the Content Area.

Step2  Right-click the device and select Poll Licenses.
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Step 3

Step 4

Manage Devices I

The Poll Licenses dialog box appears.
Click Yes.

A status window appears. If you get errors, verify that your device UDI and IP address are entered
correctly.

Once the process is complete, a confirmation window appears. Click OK to close the window.

Status messages for device polling appear in the View Job Status dialog box. For information on viewing
job status, see the “View Job Status” section on page 6-6.

Assign an Access Control List to Device Groups and Devices

The Edit Access Control List dialog box appears when you select a device or device group, right-click,
and choose Assign Access Control List.

Use this dialog box to assign user access to devices or device groups. Only a user with an Administrator
role can change the access list.

This dialog box displays a list of Cisco License Manager usernames, each with a check box in front of
it. If the box is checked, the user has access to the devices and device groups. If it is unchecked, the user
does not have access.

If no username is checked and Allow None is checked, only a user utilizing the Administrator role is
allowed access to the devices and device groups. If Allow None is not checked, all users are allowed
access to the devices and device groups.

Check Device Connectivity

Step 1

Use the Check Device Connection feature to check for connectivity between Cisco License Manager and
a device using the current configuration method (HTTP, SSH, or Telnet).

To check device connectivity, complete the following steps:

To check device connection, either

¢ Click Troubleshoot > Check Device Connection or Check Device Connection in the Quick Links
pane. The Select Device dialog box appears. Select the device you want to check and click OK.

or
e Right-click the device and select Check Device. The Check Device dialog box appears. Click Yes.

The Check System Connections window appears.

| oL-12999-02
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Note  From Manage Devices, you may select one or more devices to bring up Check System Connections. The
graphic indicates the connections from CLM Server to each selected device. A green link represents a
successfull check of the connection by the CLM Server. A red link shows that the indication connection
could not be verified by the CLM Server.

Step2  Once the connection has been checked, a popup window appears stating the results of the task. Click
Close.

Manage PAKs

This section provides the following information about managing PAKs:
e Add a PAK, page 7-17
e Delete a PAK, page 7-18
¢ Manage PAKS Using Folders, page 7-18
e Find a PAK, page 7-21
e View PAK Properties, page 7-22
e Download PAK Information, page 7-23
e Assign an Access Control List to PAKSs, page 7-23
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Add a PAK

L

Tip

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7
Step 8

Manage PAKs

To deploy a license to a device, you must provide a valid PAK so that a license can be obtained from
Cisco.com for the device. To add a new PAK, complete the following steps:

Before you do this, be sure to enter your Cisco.com password in your user profile.

Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKs) in the
Quick Links pane.

The Manage PAKs explorer appears in the Content Area.
Select an existing PAK folder to which you want to add a new PAK.

Make sure to select a folder that makes sense to you so that you can easily locate and retrieve PAK and
SKU information later.

With the folder selected, right-click and choose New PAK.
The New PAK dialog box appears.

Mew PAKs

Download PAK Information

63) [ Ok H Canicel ]

Check the Download PAK Information check box if you want the PAK information to be downloaded
when you add the new PAK.

Click Add. The New PAK Name dialog box appears.

Enter the PAK name and click OK. The new PAK appears in the New PAKSs pane of the New PAK dialog
box.

S

Note  You should have received your PAK with your shipment or from Cisco via e-mail if you ordered
software upgrades. If you want to add more PAKSs, repeat Steps 3 and 4.

Verify the new PAKSs as they appear in the New PAKs pane of the New PAK dialog box and click OK.
Enter the PAK from the device and click OK.
The PAK appears in the folder you selected.
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Delete a PAK

You cannot delete a PAK that has licenses associated with it. To delete a PAK, complete the following
steps:

Step 1 Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.

The Manage PAKs explorer appears in the Content Area.
Step2  Select an existing PAK that you want to delete.
Step3  Right-click and select Delete.

The Delete PAK dialog box appears.
Stepd  Click Yes to confirm the deletion of this PAK.

The PAK is removed from the folder.

Manage PAKS Using Folders

Use folders to organize PAKs by any method that is convenient and logical to you. Folder management
tasks are as follows:

e Add a PAK Folder, page 7-18

¢ Rename a PAK Folder, page 7-19

e Delete a PAK Folder, page 7-19

e Refresh the PAK Folder, page 7-20

e Add a PAK to an Existing Folder, page 7-20
e Remove a PAK from a Folder, page 7-20

e Move a PAK to a Different Folder, page 7-21

Add a PAK Folder

To add a new PAK folder, complete the following steps:

Timesaver  You can skip this procedure if you want to use the Default PAK folder.

Step1  Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.

The Manage PAKSs explorer appears in the Content Area.
Step2  Click the New Folder button.
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The New Folder dialog box appears.
Step3  Enter the name of your new PAK folder in the dialog box and click OK.
Your new PAK folder name appears in the Manage PAKs explorer.

~

Note  For details about naming PAK folders, see the “Allowable Characters for Names and
Descriptions” section on page 9-9.

Rename a PAK Folder

To rename a PAK folder, complete the following steps:

Step 1 Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.

The Manage PAKs explorer appears in the Content Area.
Step2  Right-click the PAK folder and select Rename Folder.
The Rename Folder dialog box appears.
Step3  Enter the folder’s new name.
Step4  Click OK.
Your new PAK folder name appears in the Manage PAKs explorer.

~

Note  For details about naming device groups, see the “Allowable Characters for Names and
Descriptions” section on page 9-9.

Delete a PAK Folder

To delete a PAK folder, complete the following steps:

Step 1 Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.

The Manage PAKs explorer appears in the Content Area.
Step2  Right-click the PAK folder and select Delete.
The Delete Folder dialog box appears.
Step3  If you want to delete the PAK folder, click Yes. If you do not, click No.

User Guide for Cisco License Manager
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S

Note If the folder you are deleting contains a PAK that does not belong to another folder, the PAK will
be moved to the default folder.

Refresh the PAK Folder

You can refresh the contents of an existing PAK folder by selecting the folder. Right-click to select
Refresh.

The folder redisplays with updated contents.

Add a PAK to an Existing Folder

Step 1

Step 2

Step 3
Step 4

Adding a PAK to an existing folder creates a copy of the PAK that will be placed in the folder you choose.
This operation allows you to store PAKs in more than one folder. For example, you could create a
feature-based PAK folder and a folder based on a specific work site.

To add a PAK to an existing PAK folder, complete the following steps:

Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKs) in the
Quick Links pane.

The Manage PAKs explorer appears in the Content Area.

Right-click the PAK and select Add to Folder.

The Select Folder dialog box appears.

From the drop-down list, select the PAK folder to which you would like to add the PAK.
Click OK.

Remove a PAK from a Folder

Step 1

Step 2

Step 3

You can move a PAK from one folder into another folder. Moving a PAK from one folder to another
removes the PAK from the original folder.

Complete the following steps to move a PAK to another PAK folder:

Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKs) in the
Quick Links pane.

The Manage PAKSs explorer appears in the Content Area.

Right-click the PAK and select Move to Folder.

The Move to Folder dialog box appears.

From the drop-down list, select the PAK folder to which you would like to move this PAK.
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Click OK.

Move a PAK to a Different Folder

Step 1

Step 2

Step 3
Step 4

Find a PAK

Step 1

Step 2
Step 3

Step 4
Step 5

You can move a PAK from one folder into another folder. Moving a PAK from one folder to another
removes the PAK from the original folder.

Complete the following steps to move a PAK to another PAK folder:

Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.

The Manage PAKSs explorer appears in the Content Area.

Right-click the PAK and select Move to Folder.

The Move to Folder dialog box appears.

From the drop-down list, select the PAK folder to which you would like to move this PAK.
Click OK.

Use the Find feature to locate a PAK or device. To find a PAK or device, complete the following steps:

Click Edit > Find.
The Find a PAK/Device dialog box appears.

Find PAK.
O Look For: _. in

Find Device

@ Look For: in | Device Mame ot

[Iratch Case

['wrap Search

To find a PAK, check the Find PAK check box. Type in the PAK name or ID.

To find a device, check the Find Device check box. Type in the information you want to search for and
choose device name, IP address, hostname, or UDI.

If you want to match the case exactly, select Match Case.

If you want to wrap the search text, select Wrap Search.
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Step6  Click Find.

View PAK Properties

Each PAK has properties associated with it.

Complete the following procedures to view PAK properties:

Step 1 Select Manage > Manage Authorization Keys (PAK) or click Authorization Keys (PAKSs) in the
Quick Links pane.
The Manage PAKs explorer appears in the Content Area.
Step2  Right-click the PAK and select Properties.
The PAK/SKU Properties dialog box appears.
PAK/SKU Properties
PAE Properties
PAE Display MName: | | PAE Type: I:I
PAK Mame: | PAKKESYLDE |
Download Information
Date: | Mon Aug 13 13:57:22 CDT 2007 | By User:
Status: |2 |
SkL Table
SKL Mame Description Type Order...  Awaila...  Feature Name L]
CMR-YOIP-008-1C  Cisco mid-range router ... Feature 20 10 Feature 1
Feature 2
Feature 3
Feature 4
CMR-YOIP-009-1C  Cisco high-range router ... Feature 50 10 Cisco Voice over IP w1,2
CMR-YOIP-010-1C  Cisco high-range router ... Feature 30 10 Cisco Voice over IP w1,3
CMR-YOIP-011-1C  Cisco high-range router ... Feature 30 10 Cisco Voice over IP w1,3 -
CMR-YOIP-012-1C  Cisco high-range router ... Feature 30 10 Cisco Voice over IP w1,3
CMR-YOIP-013-1C  Cisco high-range router ... Feature 30 10 Cisco Voice over IP w1,3
CMR-YOIP-014-1C  Cisco high-range router ... Feature 30 10 Cisco Voice over IP w1,3 v
Apply OF ] ’ Cancel ] ’ Help
The only properties field that is not read-only is the PAK Display Name.
~
Note  For further information about the fields in the PAK Properties dialog box, see the “View PAK
Properties” section on page 7-22.
Step3  To change the PAK Display Name, enter the new information and click Apply.
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To close the PAK/SKU Properties dialog box, click OK or Cancel.

Download PAK Information

Tip

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Some Cisco products require you to enter a PAK to receive a license key. You can use Cisco License
Manager to enter your PAK, register your product, and obtain the license key instead of going directly
to Cisco.com. Then you can manage your licenses from your desktop and deploy them at your
convenience.

Before you do this, be sure to enter your Cisco.com password in your user profile.

To download the PAK information, enter your PAK string in the Add PAK window. Cisco License
Manager accesses Cisco.com and receives the PAK information, which contains a list of SKUs. You can
then continue the steps to obtain a license.

To download PAK information, complete the following steps:

Click an existing PAK folder and right-click New PAK.

~
Note  If you need to download PAK information for an existing PAK, select the PAK, right-click, and
click Download PAK Info.

Click Add, enter the PAK, and click OK.
Be sure the Download PAK button is selected. It should already have a check box selected. Click OK.
The download begins, and a Request Status window displays status.

Je

ﬁ If you receive an error, ensure that your user profile is updated with your e-mail address and
Cisco.com password. Then reselect the PAK and click Download PAK Info.

Click OK to close the status window.
To view the status of the request, select the View Jobs link in the Quick Links pane.

To close the status message, click the X in the upper right portion of the tab.

Assign an Access Control List to PAKs

The Edit Access Control List window appears when you select a PAK, right-click, and choose Assign
Access Control List.

Use this dialog box to assign user access to PAKs. Only a user with an Administrator role or a PAK owner
can change the access list.
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This dialog box displays a list of Cisco License Manager usernames, each with a check box in front of
it. If the box is checked, the user has access to the PAKSs. If it is unchecked, the user does not have access.
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CHAPTER

License Management Tasks

This chapter provides information about managing your licenses with Cisco License Manager and
contains the following sections:

e Manage Licenses, page 8-1

e Manage Policies, page 8-15

Manage Licenses

This section provides the following information about managing licenses:
e Get a License Using License Assistant, page 8-2
e Delete a License, page 8-6
e Deploy a License, page 8-6
e Poll Licenses, page 8-7
e Resend Licenses, page 8-7
e Transfer a License Using Transfer License Assistant, page §8-8
e Annotate a License, page 8-12
e View License Properties, page 8-13
e View Expired Licenses, page 8-14
e View Expiring Licenses, page 8-14
e View License Notifications, page 8-14

e Check License Portal, page 8-15
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Get a License Using License Assistant

Note

Step 1

When you invoke the Get License feature, you retrieve license information from the Cisco Product
License Registration Portal and then assign it to a device in your inventory.

Getting licenses is a lengthy operation. The time required depends on many factors, including these:
e Network connection speed
¢ Device location
e Cisco.com license server performance
e Number of licenses you are obtaining

To see the status of your license request, click View Job Status under the Quick Links pane. For more
information about viewing job status, see the “View Job Status” section on page 6-6.

Before you get started, make sure that you have a license portal account, PAK, and device IP address or
hostname available.

If you close the dialog box during this task, it will continue to run the task in the background. To view
the job status, click View Job Status in the Quick Links pane.

To get a license using the License Assistant, complete the following steps:

Start the License Assistant by one of the following methods:
¢ Click Get License in the Quick Links pane.
e Select a PAK, SKU, or device. Right-click and choose Get Licenses.

e Select License > Get License.

User Guide for Cisco License Manager
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Step 3
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The Welcome screen of the License Assistant appears. The assistant guides you through the necessary
steps to get licenses.

38 License Assistant

1 - Welcome
2 - Cisco Account

3 - Activation Key (PAK)
4 - Feature Set (SKU)

5 - Device

& - Summary

7 - Get License

8 - Deploy License

This assistant guides you through the process of obtaining one or
more licenses in order ko activate features on your devices, You'l
have the option to deploy the licenses at the end of the process or at
3 laker time,

‘fou will need the Following information to complete this process:

+ License Portal Account
= Activation Key
« Device IP Address or Hostname

< Back

Cancel

Finish

Click Next.

The Cisco Account screen appears and is populated with your user account information.

38 License Assistant

1 - welcome
2 - Cisco Account

3 - Authorization Key 1
4 - Feature Set (SKU)
5 - Device

& - Summary

7 - Get License

8 - Deploy License

2 - Cisco Account

The Following user account will be used to communicate with the Cisco License Portal
To enter new account information, click Edit Account,

License Portal User Mame:

| [ Edit Account ]

Email Address:

| [Verify Account ]

License Portal User Password:

Confirm Passward:

[ Help ][ < Back ][ Mexk =

Finish

Cancel

To change the information, click Edit Account. Entering any new information will change your user

profile.
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Step 4

Step 5

Step 6

Step 7

If you are changing your information or have a new account, click Verify Account to verify the new
account. Cisco License Manager will verify your Cisco License Product Registration Portal username

and password.

Click Next.

The Activation Key (PAK) screen appears.

38 License Assistant

L Welome 3 - Activation Key (PAK)

2 - Cisco Account
3 - Activation Key {
4 - Feature Set (SKU)

Specify an Activation Key, Keys are sent from Cisco when licensed features are

Sibeaice purchased, You can find them in you sales certificate,
& - Summary
7 - Get License
g - Deploy License = DQ Default
=-[1[E] axpurB1306r
[ watekeeper

[ Help ] [ < Back ] Mext =

Select the PAK for which you need the license information.

S

Note To add a new PAK at this time, click New Activation Key and enter the new PAK information.

Click Next.

The Feature Set (SKU) screen appears, and the PAKs are being downloaded.
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License Assistant

L Welome 4 - Feature Set (SKU)

2 - Cisco Account

3 - Activation Key (PA
4 - Feature Set (SK!
5 - Device

Feature set information for the activation key is being downloaded
from the License Portal

& - Summary
7 - Get License
8 - Deploy License

Messages

Downloadiﬁg Feature Sets (SKU) For selected Activation Keys...
INFO: Feature Sets already in database,

Ackivation Key: 3xPARB1396F
+ Feature Set: Gatekeeper

100%

[ Help ][ < Back ]L ek = ,][ Finish J[ Cancel ]

Step8  Click Next.

The Device screen appears.

3= License Assistant

1 - welcome

2 - Cisco Account

3 - Activation Key (PAK)
4 - Feature Set (SKU)

5 - Device

Specify the device that you wish to obtain license For, You may select from devices already in the system or specify a new one,

& - Summary

7 - Get License B"DD Default
8 - Deploy License Dﬁ dew-1

Mew Device. ..

[ Help ] [ < Back ] Mext = Firish

N

Note  You cannot cancel this process but must wait until it completes in order to continue.

Step9  Select the Device for which you need to obtain the license.

User Guide for Cisco License Manager
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S

Note  To add a new device at this time, click New Device and enter the new device information. If you
exit the assistant at this point, the downloaded feature sets are kept in the database.

Step10 Click Next.
The Summary screen appears.

Step 11 Verify that the information is correct and click Next. If it is not correct, click Back and correct the
information. If you want to deploy your licenses immediately, activate the Deploy License(s)
Immediately check box. If you choose not to deploy your licenses immediately, the license will be
obtained and stored in the Cisco License Manager inventory with an undeployed status.

The Get License screen appears, and Cisco License Manager begins getting the information from the
Cisco License Product Registration Portal.

~

Note If you have already obtained the license once, a warning appears preventing you from
accidentally reobtaining the same license.

Step12 Once the process is complete and a list of licenses appears, click Next. If you choose not to deploy the
licenses immediately, click Finish.

Step13  If you chose to deploy the licenses immediately, the License Assistant begins deploying them. Click
Next when that process is finished.

N

Note If you have already deployed the licenses, a warning appears asking if you want to redeploy the
licenses.

Step14 The Deploy License screen appears, providing a summary of the devices that were successfully
deployed. Click Finish.

Delete a License

Cisco License Manager deletes only licenses when performing a resend or transfer or after it receives a
device license revocation notification. When the devices are polled, license information is synchronized
with the device inventory, and the missing licenses are marked as undeployed and not deleted.

Deploy a License

Cisco License Manager uses HTTP/HTTPS, Telnet, or SSH to deploy licenses. The Cisco I1OS license
agent supports HTTP or HTTPS. The license is delivered in XML format. Use the Deploy License
feature to send a license to a device.

N

Note A user with at least a License Management role can deploy licenses.
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Poll Licenses

Step 1

Step 2

Step 3

Step 4
Step 5

Manage Licenses Il

To deploy licenses, complete the following steps:

Select License > Deploy License or click Deploy License in the Quick Links pane.

The Deploy Licenses explorer appears in the Content Area showing a list of undeployed licenses.

N

Note  You can choose to View by Device or View by PAK. The default is set to View by Device.

Select the device for which you want to deploy licenses or select an individual license. The Deploy
button becomes active.

Click Deploy.

The Deploy License dialog box appears.

Click OK.

A status dialog box appears while the request is being processed. When it reaches 100%, click OK.

For information and procedures about polling licenses, see the “Update Device Information” section on
page 7-14. You can also use the License Assistant to poll licenses.

Resend Licenses

A

The resending operation retrieves all licenses that were previously obtained from the Cisco Product
License Registration Portal and deploys them to the device. You can use license resend to fix a corrupted
license.

Caution

Step 1
Step 2

Step 3

Performing this operation may result in a duplicate license on the device.

The following describes the license resend process:

1. After you select a device that requires resending of licenses, Cisco License Manager obtains a set
of licenses for this device from the Cisco Product License Registration Portal.

2. Cisco Product License Registration Portal sends all previously obtained licenses for this device to
Cisco License Manager.

3. Cisco License Manager deploys the licenses to the device.

To resend a license, complete the following steps:

Select the device for which you want to resend the license.
Right-click and choose Resend License.
The Resend License dialog box appears.

If you want to redeploy the license, select that option.
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Step 4
Step 5

Click OK.
A status dialog box appears. Click OK.

Transfer a License Using Transfer License Assistant

)o

Step 1

The transferring operation enables you to move an obtained undeployed license or a deployed license
from a source device to a destination device. An example of transferring might be updating from a
demonstration license to an extension license. License transfer requires permission from the

Cisco Product License Registration Portal. Use license transfer

e To transfer the license from one device to another.
e When you have purchased a specific feature (such as IP) for a device but have not used it.

e When you have purchased several licenses for a feature but you now need to move some of them
from the device that you just received from Cisco to another device.

The following describes the transfer process:

1. After you have selected a SKU and source device to transfer to a destination device, Cisco License
Manager obtains a transfer permission ticket from the Cisco Product License Registration Portal.

2. Cisco License Manager uses this permission ticket to get a transfer ticket from the source device.

3. Cisco License Manager uses this transfer ticket to get a new license for the destination device from
the Cisco Product License Registration Portal.

4. Cisco License Manager takes this transfer ticket (along with the UDIs of the source and destination
devices) and gets permission from the Cisco Product License Registration Portal to revoke the
deployed license from the source device. It then obtains a new license for the destination device.

5. Cisco License Manager deploys this new license to the destination device.

Before you get started, make sure that you have the license name of both the source and destination
devices, as well as the license information.

To transfer a license, complete the following steps:

Click Transfer License in the Quick Links pane or select License > Transfer License to start the
License Transfer Assistant.

The Welcome screen of the License Transfer Assistant appears. The assistant guides you through the
necessary steps to transfer licenses.

User Guide for Cisco License Manager

8-8

0L-12999-02 |



| Chapter8

License Management Tasks

Step 2

Step 3

’& Tranfer License Assistant

1 - Welcome
Z - Source

3 - Feature Set

4 - Destination

5 - Summary

6 - Transfer License

This assistant guides you through the process of transferring or re-hosting a license
from one device to another:

‘fou will need the Following information to complete this process:

+ Device Mame of device with license available for transfer
+ License Information
+ Device Mame of device where license will be transferred to

Click Next.

The Source screen appears.

'h License Transier

1 - ¥imlzame
Z - Source
3 - Fealure Sel

< - Destinaton

5 - Bumimary

b - Trensfer Licenss

Select the deeion thiot has the booness Bk swou wksh bo trarefer or Ficht cick in osdier bo creabe o e desios.

B Dfad:
4B 3oz
& cnzzaze
& dvz-3s00)
B chasi-2
[ Puil Grous
- [ sanFrandson Gron

Tip: To wiews device moparbes double-zhdk on vour selection,

[ tee |0 ek || mesx || rren

Manage Licenses

Select the source device; that is, the device that has the license that you want to transfer to another

device.
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~
Note ¢ To add a new device, click New Device and follow the procedures. For an at-a-glance view of the
device properties, double-click the device.

¢ Only devices which have the REVOKE capability in at least one platform are displayed.

Stepd  Click Next.

The Feature Set screen appears.

K& License Transfer Assistant

1 - Welcome 3 - Feature Set

2 - Source

3 - Feature Set

4 - Destination

5 - Surnmary Select the feature sets that you wish to transfer from dm3-2621-1

& - Transfer License
Feature Set Description Features Authorization Key  Key Owner  Lag
[Gatekeeper PF Gatekeeper PF: ForInte... gatekeeper  3XPHRATAEES adrmin 11
FL-INTWWSRY... FL-INTVWSRV-2821:Forl... gatekeeper  3WPXRCA7ZBS adrmin 1
[C] FL-INTVVSRY... FL-INTVWSRY-2821 : ForL.. gatekeeper gatekeeper_1 admin 1
< >

[teb J( <ok J[mea> ] oo

Step5  Select one or more feature sets that you wish to transfer to the destination device. For feature sets with
Counted SKUs, you must specify a Rehost Quantity.

~

Note  For an at-a-glance view of the SKU properties, double-click the feature set.

Step6  Click Next.

The Destination screen appears.
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& License Transie

L weleame 4 - Destination
2 - Zource

3 - Feature Set
4 - Deslinalivn

5 - Summary
& - Transher Licansa

& [3 ol Groun
[ 5an Framdsce Groap

T T viesy duvics proparbios doobbe-Cok o ow sebedlivn,

[ e | cEek [ et || Eeen Cavel

Step 7 Select the destination device; that is, the device to which the license is to be transferred.

A

Note  To add a new device, click New Device and follow the procedures. For an at-a-glance view of
the device properties, double-click the device.

Step8  Click Next.

The Summary screen appears.

User Guide for Cisco License Manager
[ oL-12999-02 .m



Chapter8 License Management Tasks |

| Manage Licenses

B2 License Transfer Assistant

- Welcome 5 - Summary

- Source
- Feature Set

bW o oR

- Destination

Review your selection:

5 - Summary

6 - Transfer License
‘fou are about to rehost the Following Feature sets From clm3-3800-1 to clm3-3560-1

Feature Set Available Rehost | Features Description
FL-CLUBE-100 1 1 gatekeeper

[ Help H <Back || Mextz | Einish

Step 9 Verify that the information is correct and click Next. If it is not correct, click Back and correct the
information.

The Transfer License screen appears and Cisco License Manager begins transferring the information
from the Cisco License Product Registration Portal.

Step10 Click Finish.

If the transfer is successful, a message appears confirming success. The license associated with the SKU
that you selected has been transferred to the destination device. If the transfer fails, an error message
appears.

Annotate a License

Annotating a license adds special text to licenses that can be helpful when you want to select specific
devices. To annotate a license, complete the following steps:

Step 1 Select Manage > Manage License or click Licenses in the Quick Links pane.

The Manage Licenses explorer appears in the Content Area.
Step2  Select the device or license you want to annotate. The Annotate button becomes active.
Step3  Click Annotate.

The Annotate License dialog box appears.

Step4  Enter any comments in the Request Comments field. The text you entered will appear in the status
messages for this license.
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Step5  Enter the text you want to attach to these licenses and click OK.
Step6 A status dialog box appears while the request is being processed.

Step7  When it reaches 100%, a dialog box will pop up stating that the operation was successful. Click OK to
close the dialog box.

View License Properties

Each license has properties associated with it.

Complete the following procedures to view the license properties:

Step 1 Right-click the license and select Properties.

The License Properties dialog box appears.

Losmss Lme: Lipsnss Sek |

Pealurs Mamw | Sehs St T Tyl Laar @ Indzrruatics

I PEALLATE: IHALTAT FIEMANENT

Igoam UHDERLCVED | KRN ERTEREDE L L=t b 0 by 1 b 0 i
Itam UNDERLDVED | INACTVE EVALLATIOR Vs Lt b 50 i 1 b 0 i
ek UNDEPLOVERD | INACTVE FAIG S BETRISTION | Explre ok Lan 2B, 210 13 000 A0
Lot e PEFLGTEDR AITINE [EWALLATION SURSCRIN Explre b lan 32, 210 12 0 AP

T

| Gemers | Mepy Srie | 151 | fdditonsd oo

Licaanaw Lina 100
TJwréicn U0 |
Daawice Mame:

Freabora Mames Ak

Fanlrs Ward s HELE

[ ) [ owoe ][ e

Step2  To view the license line information, select the License Line tab. The information on this tab is read-only.

N

Note  For further information about the fields in the License Properties dialog box, see the “View
License Properties” section on page 8-13.

Step 3 To view the license set information, select the License Set tab. The information on this tab is read-only.

Step4  To close the License Properties dialog box, click OK or Cancel.
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View Expired Licenses

The Expired Licenses dialog box appears if there are expired licenses when you log in to Cisco License
Manager.

The Expired Licenses dialog box displays the following:

Field Description
Feature Name Cisco IOS feature name.
UDI Cisco-wide identifier that contains product ID, serial number, and version.

View Expiring Licenses

The Expiring Licenses dialog box appears if there are any licenses close to their expiration when you
log in to Cisco License Manager.

The Expiring Licenses dialog box displays the following:

Field Description

Feature Name Cisco IOS feature name.

UDI Cisco-wide identifier that contains product ID, serial number, and version.
Days to Expire Time in days before license expires.

View License Notifications

When a license operation occurs on a device, the device sends the following notifications, and Cisco

License Manager displays them in the Alerts Monitor dialog box:

License expiration
License corruption
License missing
License cleared
License revoked
License installed
License annotated
License agent being turned off
License expired
License expiring
License request failed

License not enforced
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e EULA accepted

e Install expired license

e Storage corrupted and unrecoverable
e Storage corrupted and recovered

e Agent listen

To view these notifications in the Alerts Monitor dialog box, click View Alerts from the quick Links
pane or select Troubleshoot > View Alerts.

Check License Portal

Note

Step 1

Step 2

Use the Check License Portal feature to check for connectivity between Cisco License Manager and the
Cisco Product License Registration Portal. The Cisco.com username and password are also checked in
the process.

Before you perform this task, verify that your Cisco.com account information is present in your user
profile. For more information about editing your user profile, see the “Edit a User’s Profile Information”
section on page 6-2.

To check portal connectivity, complete the following steps:

Click Troubleshoot > Check License Portal.
A status window appears showing either that it completed successfully or that an error occurred.
Click OK.

Manage Policies

Note

The purpose of policy management is to create, modify, delete, view, and run policies. Policies are used
to get licenses (from SKUs) and deploy the licenses to devices based on the user-specified criteria.
Policies provide an automated process that scans your network and will add feature sets to your specified
devices.

You must have at least a License Management role to create, modify, delete, view, or run a policy. You
will not see a PAK if you are not the owner of the PAK or in the PAK's access control list (ACL), even
if you have an Administrator role. For you to see a list of all available PAKs, the owner of the PAKs must
add you to each PAK's ACL list.

This section contains the folowing information about managing policies:
e Add a Policy, page 8-16
e Edit and View a Policy, page 8-17
e Delete a Policy, page 8-17
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e Run a Policy, page 8-18

Add a Policy

Add a policy so that you can automatically add feature sets to devices currently in your network or
devices that will be added to your network in the future.

To add a policy, complete the following steps:

Step 1 Select License > Policy Licensing or click Policy Licensing in the Quick Links pane.
The Policy Licensing explorer appears in the Content Area.

Step2  Click New Policy.
The New Policy dialog box appears.

ooy ]

= Policy sentence
Policy & Use palicy ™ when:

Mame: | |

Comment: | |

Don't share policy

Device Filter ¥ ;
v This policy will be applied to Following devices: @ Refresh Devices

Feature Filter ¥

Mame IModel Type ‘Wersion
dev-2 Device Model Device Type 1.2.3.4
der-1 Device Model Device Type 1.2.3.4
£ | &
[J auto update device list
@ [ Run ] [ Save ] [ Cancel ]

Step3  Type the name of the new policy in the Name field.

Note e 'The maximum length of policy name depends on the length of the user name who creates the policy.
The total length of user name and policy name together must not exceed 63 characters.

e If you click Run at this time, the policy will save but the policy cannot run because it has not been
configured.

Step4  Type a comment in the Comment field. A comment could be something to help you easily identify how
this policy is to be used.

Step5 Choose to share the policy so that it is visible by all users with at least a License Management role.
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Step 6
Step 7

Step 8
Step 9

Step 10

Step 11

Step 12
Step 13

Manage Policies W

S

Note If you choose to share the policy, users with access to it can delete the policy or change any filters
for that policy.

Click the down arrows to open up the Device Filter section of the dialog box.
Choose how you would like the policy to be filtered. You can choose one or more of the following:
e Check the Device Model check box and choose the device model from the drop-down list.
e Check the Device Group check box and choose the device group from the drop-down list.
¢ Check the IP Range check box and type in the Start IP and End IP addresses for your filter.
Click the down arrows to open up the Feature Filter section of the dialog box.

From the drop-down list, select the feature set name for your feature filter. The available feature sets will
be displayed below that drop-down list.

Choose the features you would like to have in your policy by checking the appropriate check box.
The devices to which the policy will be applied appear on the right side of the New Policy dialog box.

To automatically update this device list based on the devices that are added to your network, select Auto
Update Device List. To update the device list manually, click Refresh Devices.

To save the policy, click Save

To save and immediately run the policy, click Run.

Edit and View a Policy

Step 1

Step 2

Step 3
Step 4

You can view a policy to see what filters are set, as well as edit any filters.

To view and edit a policy, complete the following steps:

Choose one or more policies from the Policy Licensing explorer by checking the check box next to the
policy.

Click View.

The Edit Policy dialog box appears. At the top of the dialog box, it shows what policy you are viewing.
If you have selected to view more than one policy, click Prev or Next to scroll through the policies.

Make the appropriate changes to the policy filters and click Save.
To run the policy within the New Policy dialog box, click Run.

Delete a Policy

You can delete a policy.

To delete a policy, complete the following steps:
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Step1  Choose the policy from the Policy Licensing explorer by checking the check box next to the policy.
Step2  Click Delete.
A dialog box appears asking for confirmation.

Step3  Click OK.

Run a Policy

You can run one or more policies at a time from the Policy Licensing explorer pane.

To run a policy, complete the following steps:

Step1  Choose one or more policies from the Policy Licensing explorer by checking the check box next to the
policy.
Step 2 Click Run.

If you have selected more than one policy, they will run sequentially based on how they are listed in the
Policy Licensing explorer pane.

Step3  Click OK.
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Postinstallation Administrative Tasks

This section provides information about administrator postinstallation tasks. Only administrators can
perform these tasks. This chapter contains the following sections:

e Back Up and Restore, page 9-1

e Import and Export, page 9-5

e Run the Setup Program, page 9-7

e Stop or Restart the Server, page 9-8
¢ Understand Naming Rules, page 9-8

Tip Only the Cisco License Manager Server package provides the following utilities: import and export,
backup and restore, setup, device authentication updates, and Cisco License Manager Server programs.

Back Up and Restore

Cisco License Manager provides a utility for backing up and restoring inventory data and server
configuration files. This section provides the following information:

¢ Understanding the Backup and Restore Utilities, page 9-1
e Back Up Cisco License Manager, page 9-2
¢ Restore Cisco License Manager, page 9-3

e Multihost Cisco License Manager Backup and Restore, page 9-3

Understanding the Backup and Restore Utilities

Cisco License Manager performs the following sequence of events during the backup operation:
1. Stops the Cisco License Manager server.

2. Backs up all data files from the environment directory and saves them to an archival location.
3. Copies the properties files.

4, Restarts the Cisco License Manager server.

Cisco License Manager performs the following sequence of events during the restore operation:

1. Stops the Cisco License Manager server.
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2. Restores all inventory files and saves them to the data directory.
3. Restores the properties files to the conf directory.

4. Restarts the Cisco License Manager server.

Back Up Cisco License Manager

Note

Step 1
Step 2

Step 3

Cisco License Manager provides an administrator-only utility that backs up the database data and server
configuration files. These backup files are used when you need to restore a previous database and
configuration. Periodic backups are recommended.

The backup utility is located in $CISCO_LM_HOME\bin\clm_backup.bat.

You can back up the files to a specific directory. For example, you can back up the files to the C:\
directory, or you can choose a specific directory such as C:\program files\cisco systems\clm_backup.

Verify that your server is running before you initiate the backup procedure.

To back up the database data and server configuration files, complete the following steps:

Log in to the Cisco License Manager server.
For a Windows platform, type the following from a DOS command window:
$CISCO_LM_HOME/bin/clm_backup.bat <password> <absolute_backup_directory_path>

The password parameter is the Cisco License Manager administrator password. The
absolute_backup_directory_path is the location where the backup files are to be stored.

a~

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.

For a Solaris platform, type the following from a command window:
$CISCO_LM_HOME/bin/clm_backup.sh <password> <absolute_backup_directory_path>
The password parameter is the Cisco License Manager administrator password. The
absolute_backup_directory_path is the location where the backup files are to be stored.

S

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.
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Restore Cisco License Manager

Note

Step 1
Step 2

Step 3

Cisco License Manager provides an administrator-only utility that restores the database data and server
configuration files. The files used in the restore utility are created when you back up the Cisco License
Manager server.

The restore utility is located in $CISCO_LM_HOME\bin\clm_restore.bat.

Verify that your server is running before you initiate the restore procedure.

To restore the database data and server configuration files, complete the following steps:

Log in to the Cisco License Manager server.
For a Windows platform, type the following from a DOS command window:
$CISCO_LM_HOME/bin/clm_restore.bat <password> <absolute_backup_directory_path>

The password parameter is the Cisco License Manager administrator password. The
absolute_backup_directory_path is the location where the back up files are stored.

N

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.
For a Solaris platform, type the following from a command window:
$CISCO_LM_HOME/bin/clm_restore.sh <password> <absolute_backup_directory_path>

The password parameter is the Cisco License Manager administrator password. The
absolute_backup_directory_path is the location where the backup files are to be stored.

S

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.

Multihost Cisco License Manager Backup and Restore

In environments where moving equipment or hosts from isolated network domains is restricted, Cisco
License Manager may be deployed on two hosts—one on the isolated network (ex: cisco License
Manager server 1) and the second one in the network domain with Internet connectivity (ex: cisco
License Manager server 2).Cisco License Manager installed in the isolated network (cisco License
Manager server 1) has connectivity to network devices and discovers Cisco devices with licensing
capability and builds an inventory of licenses in the network. Then the customer can back up the Cisco
License Manager database using the following script:

clm_backup.bat <password> <absolute_backup_directory path>

Where password is the Cisco License Manager administrator password and
absolute_backup_directory_path is the location where the backup files will be stored
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Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

If IP address information is considered sensitive due to security concerns, invoke the following
command to mask IP addresses during the backup.

clm_backup.bat <password> <absolute_backup_directory path> -mask ipaddr

To backup all data on an isolated Cisco License Manager Server and restore it on a domain Cisco License
Manager Server, complete the following steps:

Log in to the isolated Cisco License Manager host (c: \cLMServer1).

For a Windows platform, type the following from a DOS command window:

clm backup.bat cisco C:\CLMServerl -mask ipaddr

)

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.

Copy this database file to physical media and take it to the domain Cisco License Manager host
(c:\cLMServer2).

Restore its database using the database backup from the isolated host with the following:
clm_restore.bat <password> <absolute_backup_directory_path> <-mask hostInfo>

The password parameter is the Cisco License Manager administrator password. The
absolute_backup_directory_path is the location where the backup files are to be stored.

For example, the following script restores Cisco License Manager from the backup stored at
C:\CLMServerl:

clm_restore.bat cisco C:\CLMServerl -mask hostInfo
_5‘

Note  This utility can be run only by the administrator.

When the batch script has run, a completion message appears.
Restart the Cisco License Manager server.

Now, Cisco License Manager server 2 (c: \cLMserver2) has information about all devices in the isolated
network and their unique device identifiers (UDIs).

Connect to the license server on the Cisco Website from Cisco License Manager server 2 and obtain and
save the licenses associated with the isolated network.

Back up the database on Cisco License Manager server 2 using the following command:

clm_backup.bat cisco C:\CLMServer2
Take a copy of this database on physical media to the isolated network and restore Cisco License
Manager server 1’s (c:\crMserverl) database using the database backup of Cisco License Manager
server 2 with the following command:

clm_restore.bat cisco C:\CLMServer2 -mask hostInfo -mask ipaddr

When the batch script has run, a completion message appears.

Related Topics

e “Back Up Cisco License Manager” section on page 9-2

e “Restore Cisco License Manager” section on page 9-3
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Import and Export

Import and Export

Note

Cisco License Manager stores device and license information in its database. You can use the Cisco
License Manager user interface to discover devices and collect license information, or you can use the
import utility to copy this information into Cisco License Manager from a schema file.

You can also use the export utility to create an XML file that contains device and license inventory to
use with another application. The import XML schema file is located in
$CISCO_LM_HOME\conf\clm_inventory.xsd.

Cisco License Manager uses a different unique device identifier (UDI) format from the UDI found on
the device. The format of UDI in the Cisco License Manager inventory is <PID>:<VID>:<SN>. If you
create a device using the UDI, it must be in this format.

e Import into Cisco License Manager, page 9-5
e Import CiscoWork Devices into Cisco License Manager, page 9-6
e Export Data from Cisco License Manager, page 9-7

e Cisco License Manager Import/Export Schema, page 9-7

Import into Cisco License Manager

The import utility is a batch script that creates Cisco License Manager inventory objects using an
XML file.

The import utility is $CISCO_LM_HOME/bin/clm_import.bat.

Usage:
clm_import.bat <adminpassword> {-email absolute_file_path}
clm_import.bat <adminpassword>

where
e adminpassword is the Cisco License Manager administrator password

e Ifthe e-mail option is specified, the second argument is a filepath which you create when you receive
the .lic file sent to your email by the Cisco Product License Registration Portal. Copy the contents
of the .lic file to a new file on the system and pass the new file path as the second argument to
clm_import.bat utility.

e If only adminpassword is specified, clm_import utility reads the export xml file from
$CISCO_LM_HOME/bin/ClmExport.xml. This export XML file, ClImExport.xml, was created by
the clm_export utility.

Examples:
e TImport all Cisco License Manager data from the file ClmInvExport.xml.

clm_import.bat adminpassword

e Import the license file received from the Cisco Product License Registration Portal named clm.xml.

clm_import.bat adminpassword -email c:\clm.xml
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S

Note  After running the Cisco License Manager import script, log into the GUI and poll licenses for all the
imported devices. This action updates both the license and device status for all the imported devices.

Import CiscoWork Devices into Cisco License Manager

The import utility is a batch script that imports CiscoWork devices into Cisco License Manager
inventory.

S

Note  Before running this import utility, the CiscoWork system must have system environment
DCRCLIFILE set up there already. Otherwise, an error message LMS environment DCRCLIFILE
is not set up yet. Pleas set this environment variable before running this utility. is returned.

If CLM and CiscoWork solutions are on same machine, run the script:
%INSTALL_ DIR%/bin directory

If CLM and CiscoWork solution are on different machines, use the zip file:
%INSTALL_DIR%/tool/LMS.zip

Then:

a. Copy the zip file to the CiscoWork system

b. Unzip the folder, which creates the LMS directory

¢. Go to the subdirectory bin

d. Run the import utility runLMSDeviceImport.bat (On Solaris and LinuX: runLMSDeviceImport.sh)

Usage:

runLMSDeviceImport.bat <lms_install_ idr> <lms_repository user_name>
<CLM_admin_password> <CLM_server_host> <CLM_server_port_number>
where
— Ims_install_dir is the directory of CiscoWork solution.
— Ims_repository_user_name is the CiscoWork repository username.
— CLM_admin_password is the Cisco License Manager administrator password
— CLM_server_host is CLM server host name.

— CLM_server_port_number is CLM Server rmi port number

Example:

runLMSDeviceImport.bat c:/ciscowork_dir Ims_root clm admin clm_serverl 1099
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Export Data from Cisco License Manager

Cisco License Manager can export Cisco License Manager data and save it to an XML file. The export
utility is a script that creates an XML file stored on $CLM_HOME/bin/ClmExport.xml that lists the
Cisco License Manager inventory. The export utility is SCISCO_LM_HOME/bin/clm_export.bat for a
Windows platform and clm_export.sh for a Solaris platform.

Usage:
clm_export.bat <adminpassword>

where

e adminpassword is the Cisco License Manager administrator password

Examples:
e Export all Cisco License Manager data to the file ClmExport.xml.

clm_export.bat adminpassword

Cisco License Manager Import/Export Schema

Use the import/export schema file structure to create files for Cisco License Manager import and export.
You can use the import utility to populate your database with the file information.

The import XML schema file is located in $CISCO_LM_HOME\conf\clm_inventory.xsd.

Run the Setup Program

Step 1

Step 2
Step 3

You can run the setup program to update any of the installation options. We strongly recommend that
you run this program if you elected to run the silent installation or if you were unable to answer any of
the questions during the installation. The silent installation uses the command-line interface (CLI).

To run the setup program, complete the following steps:

To run the setup program from a Windows platform, select Start > All Programs > Cisco License
Manager > CLM Server > Configure Server. To run the setup program from a Linux or Solaris
platform, run the batch script $§CLM_HOME/bin/clm_Setup.sh.

Enter the administrator password and click Next.
You can change any of the following options:

e Server or event listening port

e Device communication protocol

e E-mail service

e Administrator password

e HTTP file server port

e SSL enable
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Step 4

Enter the required information and click Done.

Stop or Restart the Server

Step 1

Step 2

Step 3

Step 4

Before you can log into Cisco License Manager, the server must be running. After installation, the server
is automatically started.

Complete the following steps to restart or stop the server.

To stop the Cisco License Manager server using the Windows platform, choose Start > All Programs
> Cisco License Manager > CLM Server > Stop Server.

To start the Cisco License Manager server using the Windows platform, choose Start > All Programs
> Cisco License Manager > CLM Server > Start Server.

To stop the Cisco License Manager server using the Solaris platform, run the following command:

$CLM_HOME/bin/clm_stop.sh
To start the Cisco License Manager server using the Solaris platform, run the following command:

$CLM_HOME/bin/clm_start.sh

Understand Naming Rules

This section contains the following information about naming rules:
e Naming Rules, page 9-8

¢ Allowable Characters for Names and Descriptions, page 9-9

Naming Rules

Note

The following table lists the rules for usernames, passwords, and other user information. These rules
apply to users configured using Manage > Manage Users and to users configured by using the API login
command.

The same rules apply to a folder name, device group, device ID, and PAK ID.

User Guide for Cisco License Manager
m. 0L-12999-02 |



| Chapter9

Postinstallation Administrative Tasks

Understand Naming Rules

Type Rules

Username

1 to 64 ASCII characters in the range from x021 to x07A

Case sensitive

User Password

1 to 64 ASCII characters in the range from x021 to x07A

Case sensitive

First Name
Last Name

Company Name

No length limit
Case sensitive

Any alphanumeric character and the underscore

E-mail Address Valid e-mail address is required for Cisco.com access. To
configure this in User Manager, see the “Manage Users” section
on page 6-1)

Cisco Username Must contain at least one letter and no spaces. May contain
numbers.

Cisco Password Strong passwords have the following characteristics:

Contain both uppercase and lowercase characters (for
example, a-z, A-Z)

Contain digits and punctuation characters as well as letters
(for example, 0-9, ! @#$%"&*()_+I~ =\"{ }[]:";'<>?2,./)

Are at least five alphanumeric characters long

Are not a word in any language, and are not slang, dialect,
or jargon

Are not based on personal information, names of family
members, and so forth

Allowable Characters for Names and Descriptions

~

Note

The following table lists the allowable characters for device, PAK, and other names and descriptions in

most dialog boxes.

A device name can be displayed differently from the hostname. When adding devices, users can
customize device names in Cisco License Manager. When a device is discovered, the hostname is used.
The device name is local to Cisco License Manager.

The length limit for most fields is 64 characters (range from hexadecimal 21 to 7A).

Character Description

Characters

Alphanumeric—uppercase and lower case A-Z, a-z,0-9

Asterisk

*

Colon (Do not use for usernames.)
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Note

Character Description Characters
Comma (Do not use for usernames.) R
Dollar sign $
Full stop (period)

Equals =
Exclamation point !
Hyphen, dash, minus sign -
Left and right curly brace {}
Left and right parenthesis )
Left and right square bracket [1]
Low line (underscore) _
Percent sign %
Question mark ?
Semicolon ;
Solidus (forward slash) /

Space (Do not use for usernames.)

Tilde'

Vertical line'

1. Tildes and vertical lines are not permitted for PAK folder names.

Do not use the Enter key in any description fields.
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FAQs and Troubleshooting

This appendix provides frequently asked questions (FAQs) and troubleshooting tips.
e FAQs, page A-1
e Troubleshooting Tips, page A-VII

FAQs

The following FAQs contain information about installation, getting started, and operational issues using
the Cisco License Manager graphical user interface (GUI).

e Installation, page A-I

e Getting Started, page A-II

¢ Cisco License Manager Server, page A-II
e Devices, page A-III

e Error Messages at Installation, page A-IV
e Log Files and Error Messages, page A-V

¢ Logging In, page A-V

e PAK and Licenses, page A-V

e System Setup, page A-VI

Installation

Q. What Windows Registry keys are added during installation?

A. Depending on which packages you install, Cisco License Manager Client and Cisco License
Manager Server may be installed.

Q. How do I find out what e-mail server to use for the installation?

A. If you are using a mail program, check the profile settings for the server name. You can add the
e-mail server during the installation, or you can add it after the installation by running the setup
program.
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Q.

During the installation I am asked if I have Cisco devices that support SSL to communicate with
Cisco License Manager. How do I find out more about SSL and my options for choosing a certificate
file?

Secure Socket Layer (SSL) is an application-level protocol that enables secure transfers of data
through privacy, authentication, and data integrity. It relies upon certificates, public keys, and
private keys.

Certificates are similar to digital ID cards. They prove the identity of the server to clients.
Certificates are issued by certificate authorities (CAs) such as VeriSign and Thawte. Each certificate
includes the name of the authority that issued it, the name of the entity to which the certificate was
issued, the entity’s public key, and time stamps that indicate the certificate’s expiration date.

Public and private keys are the ciphers used to encrypt and decrypt information. The public key is
freely shared, but the private key is never given out. Each pair of public and private keys works
together: data encrypted with the public key can only be decrypted with the private key.

Before configuring the SSL device, you must have a certificate and keys for the server. You can use
the files you received from the CA, copy the keys and certificate from an existing secure server, use
default keys and certificates preloaded in the device, or generate your own keys and certificates. See
your device or Cisco I0S software documentation for more details.

Getting Started

Do I have to be a registered user of Cisco.com to use Cisco License Manager?

Yes. A valid Cisco.com user ID is required so that license information can be e-mailed to you. Go
to http://www.cisco.com and click Register. Remember to add the Cisco.com account information
to each user’s profile to enable licensing to work properly.

Whom do I contact if my PAK or license does not work?

Ensure that your connection to Cisco.com is working. You may need to request a replacement PAK.
This could happen if

— You have a faulty PAK number.
— Your shipment did not contain a PAK number.
- You have lost your PAK number.

Contact your account team for assistance.

Can I set up a backup to run at a scheduled time?

You can create a cron job in Windows to schedule a backup of Cisco License Manager. The program
does not include a scheduling feature.

Cisco License Manager Server

Q.

I want to clean up the database without reinstalling. How do I do this?
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A. Stop the Cisco License Manager Server and then delete all the files under
$CISCO_LM_HOME/data.

Devices

Q. How do I discover a device?

A. There are two methods of discovering a device:
— Discover Devices Using the Discover Device Assistant, page 7-2
— Add a Device Using the GUI, page 7-5

Another method, adding a device manually using the API, requires you to purchase the
Cisco License Manager software developers kit (SDK), available on http://www.cisco.com/go/clm.

Q. How do I make a stackable switch device accessible to Cisco License Manager?

A. Add stackable devices to the Cisco License Manager database using Discover Device. For more
information on how stackable devices are discovered and viewed, see the Configure Your Cisco
Device to Authenticate Cisco License Manager, page 5-4 and the Catalyst 3750-E and 356-E
software documentation.

Q. Some of my device-licensable features are not accessible. How can I make them accessible?

A. Make sure that the features are marked Deployed in the properties pane. See the “Deploy a License”
section on page 8-6.

Q. Why am I not receiving license notifications from my Cisco devices that are License Agent-enabled?
A. Ensure that your Cisco device is configured properly by checking the following:
— Cisco License Manager URL host (if more than one Cisco License Manager host is in use).

Run Discover Device again to reset the notification URL in the device or change the
configuration on the device. See the Catalyst 3750-E and Catalyst 356-E software
documentation.

— From the device, ping the Cisco License Manager host IP address to ensure that it is reachable
from the device.

— Ensure that no firewall exists between the Cisco License Manager client program and the server.
A firewall may block the notification sent from the Cisco License Manager server to the client
program.

Q. [ am unable to discover devices or poll devices. What can I do to fix this?
A. Do the following:
— Add device authentication when running discovery if authentication is enabled.

— Ensure that the device has its License Agent enabled with config “License Agent listener....” or
change the discovery method to Telnet or SSH.
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— Ensure that the subnet is accessible to Cisco License Manager.

Q. How do I know if the objects are written to the database correctly?
A. Stop the Cisco License Manager Server and then run the clm_dumpdb utility to find out if the right
information is stored in database.

clm_dumpdb <dbdir> <object>

where
<dbdir> is the directory where the db file is located
<object> is one of the following:

- device

- pak

- license

- licenseline

- group

— folder

Q. I have Cisco devices that are connected using Telnet or SSH as the connection method. Why am I
not received the license notifications from these devices?

A. Verify that you have the logging command configured on your device: logging <Cisco License
Manager server IP address>. Also, verify that the Cisco License Manager server’s IP address is
accessible from the device.

Q. Why do I get error while polling or deploying licenses on devices that are connected through
Telnet/SSH?

A. Verify that the IP address of the Cisco License Manager server has not changed. If the IP address
has changed, stop and restart the Cisco License Manager server.

Error Messages at Installation

Q. I getamessage telling me that there may be errors in my installation and client setup. What do I do?

A. Ensure that your user profile contains the required information for Cisco authentication.

Q. Isee some error messages from the GUI/SDK. How do I know if this is inventory related?

A. Inspect the /log/clm.log file to see if there are any entries containing “ERROR inventory ....”
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Log Files and Error Messages

Logging In

Q. What log files are available for troubleshooting?

A. Several log files are located in the log directory: clm.log, log, clm_ui.log, and the installation log,
Cisco License Manager Installlog.log.

Q. Where can I view error message for the error code?

A. In $CISCO_LM_HOME/conf/ClmErrorMessages.properties.

Q. Can several users be logged in at the same time?

A. Yes, with different usernames.

Q. Can multiple users manage the same device at the same time?

A. It depends on the operation. Cisco License Manager locks the device during discovery and other
processes that could result in changes.

Q. I am unable to connect and log in to the Cisco License Manager server. What should I do?

A. Try these tasks in the following order:

1. Ensure that the username and password are correct.

2. Replace the hostname with an IP address or vice versa.

3. Ensure that the port is the same used by the server.

4. Ensure that no firewall exists between the server and client programs.

Q. Why is my GUI client no longer connected to the Cisco License Manager server and unable to
complete an operation?

A. The following may have occurred:

— The server is down. See the “Stop or Restart the Server” section on page 9-8.

— Another user has logged in with the same user ID. Create a new user account for multiple-user
access. See the “Manage Users” section on page 6-1.

— Your login session has terminated. This could happen when a user’s account is deleted, a user’s
privileges have changed, or the login session has expired.

PAK and Licenses

Q.

Where can I find the product authorization key (PAK) that I need to enter into Cisco License
Manager?

| oL-12999-02
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. The PAK is located on the purchase order document shipped with your device hardware. It is an

11-character alphanumeric key. If you do not have a PAK, contact your account team or channel
partner.

. Whom do I contact if my PAK key or license does not work?

. Ensure that your connection to Cisco.com is working. You may have to request a replacement PAK.

This could happen if
— You have a faulty PAK number.
— Your shipment did not contain a PAK number.
- You have lost your PAK number.

Contact your account team for assistance.

. Can I search for a device or PAK?

. See the “Find a Device” section on page 7-11 or the “Find a PAK” section on page 7-21.

. I am unable to download PAK information. What is wrong, and how do I fix it?

. Ensure that the following information is correct in the User Manager window:

— User’s e-mail address.

— Cisco.com username and password. Go to http://www.cisco.com to register.

. I am unable to download license information. What is wrong, and how do I fix it?

. Check to see if you can download PAK information. Then ensure that the following information is

correct in the User Manager window:
— User’s e-mail address

- Cisco.com username and password

. Which ports and protocols does Cisco License Manager use?

. Cisco License Manager uses the following ports:

Port Number |Protocol/Name Description Default Value and Options

1099 TCP/rmiregistry Client uses this port number to send requests to and 1099. User-defined range
receive responses from the Cisco License Manager from 1024 to 65535.
server.
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Port Number |Protocol/Name Description Default Value and Options
80 HTTP Used for notification between the Cisco License 80. User-defined range
Manager and the device. from 1024 to 65535.
8088 HTTP file server Used by Cisco License Manager to upload/download |8088. User-defined
files to devices that are connected using Telnet/SSH. |rangefrom 1024 to 65535.

Q. Do I need to be a registered user of Cisco.com to use Cisco License Manager?

A. Yes. This is required. Go to http://www.cisco.com and click Register. Then ensure that your
Cisco.com password is entered into your user profile using the User Manager.

Q. How can I get information about the Cisco License Manager software version?

A. Sclect Help > About Cisco License Manager for information about your software version.

Q. If there is a firewall between my devices and Cisco.com, how can I use Cisco License Manager to
obtain and deploy licenses?

A. Bring your Cisco License Manager Server inside the firewall to create your device inventory. Then
take the Cisco License Manager Server outside the firewall to obtain the licenses. Bring the Cisco
License Manager Server back inside the firewall to deploy the licenses.

Troubleshooting Tips

Use the following troubleshooting tips for installation, getting started, or uninstallation scenarios.
¢ $CISCO_LM_HOMEInstallation Is Stopped with Resource Folder Error, page A-VIII
e Error Messages, page A-VIII
e Cannot Log In, page A-VIII
e Need to Send Logs, page A-VIII
¢ Adding E-Mail Server Information After Installation, page A-IX

e Cannot Reach Cisco.com, page A-IX
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$CISCO_LM_HOMEInstallation Is Stopped with Resource Folder Error

Symptom The installation was stopped by a Resource Folder is Not Found error message.
Possible Cause You ran the installer from within the WinZip application.

Recommended Action Extract all WinZip Cisco License Manager files to a file folder before running
the installer.

Error Messages

Symptom Ireceived error messages during installation and cannot remember what they said or if [ needed
to do something after completing the installation.

Possible Cause A minor error may have occurred.

Recommended Action Check the installation log,
$Cisco_Install_Home$/log/Cisco_License_Manager_InstallLog.log.

Cannot Log In

Symptom User cannot log into the system.

Possible Cause  The Cisco License Manager server is not up or you entered an invalid user account
in the login window.
Recommended Action
1. Did you run the installation program?
If no, run the installation program. If yes, continue to the next step.
2. Do you know the administrator password or any user account passwords?

If no, see the “Reinstall Cisco License Manager” section on page 4-11.

Need to Send Logs

Symptom I need to send log information to my account team or channel partner.

Recommended Action Send your $CISCO_LM_HOME/conf/clm.properties file to your customer
service representative. All log files are in the $CISCO_LM_HOME/log directory.
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Adding E-Mail Server Information After Installation

Symptom I skipped entering my e-mail server during installation because it was not reachable or I did
not have that information at the time. How do I set my e-mail server after the installation has completed?

Recommended Action Ensure that Cisco License Manager server is running. If it is not running,
restart it. Then run Cisco License Manager Setup to enter the e-mail server. Enter No for all
questions until you get to “Do you want to reconfigure the E-mail Service?” Answer Yes. Then enter
the IP address or hostname (including domain name) and click Next. Answer No to the remaining
questions. Click Done when the Setup Complete window appears.

Cannot Reach Cisco.com

Symptom I am trying to poll or obtain a license from Cisco.com, but it is not working.

Possible Cause

a. Your user information and Cisco.com authentication information might have been entered
incorrectly.

b. The Cisco Product License Registration Portal is down. The response message indicates the root
cause of the error.
Recommended Action

a. Enter your Cisco.com authentication information into your profile using Tools > User
Manager.

b. Retry your request. Check to ensure that your network can reach Cisco.com using an Internet
browser.

c. Report the problem with the Cisco Product License Registration Portal to your customer service
representative.
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