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Administration

From the Home window of Cisco IP Solution Center (1SC), which you receive upon logging in, click the
Administration tab and you receive awindow as shown in Figure 9-1, “Administration Selections.”

Figure 9-1 Administration Selections
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Then you can choose the following selections:
» Security, page 9-1 Create and manage Users, User Groups, User Roles, and Object Groups
« Control Center, page 9-21 Manage | SC configuration, servers, and licensing
» Active Users, page 9-30 View users currently connected to ISC. Disconnect users.
» User Access Log, page 9-31 View the user access |og.

- Manage TIBCO Rendezvous, page 9-33 Specify attributesfor proper messaging among all Java™
Web Start distributed applications.

This section describes how system administrators create, edit, and delete users, user groups, user roles,
and object groups and how privileges are assigned to these entities.
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The security features are only accessible to the user admin or users with the following roles:
» SysAdminRole gives access to all the ISC tools. Thisis similar to “root” in a UNIX system.
- UserAdminRole gives access to only the user management toolsin Administration > Security.

Choose Administration > Security to access the user management tools. The window shown in
Figure 9-2, “ Security Window,” appears.

Figure 9-2 Security Window
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From the Security window, choose the following:
e Users, page 9-2 to manage users
» User Groups, page 9-7 to manage user groups
» User Roles, page 9-9 to manage user roles
- Object Groups, page 9-15 to manage object groups.

For an example of how to use the Users, User Groups, User Roles, and Object Groups, see the “User
Roles Design Example” section on page 9-18.

Users

Choose Administration > Security > Users and follow these steps:

Stepl  Thewindow in Figure 9-3, “Users Window,” appears.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Figure 9-3 Users Window
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Step2  The explanations of the buttons are given as follows:
» Details, page 9-3 View a User Detail Report
» Create, page 9-3 Create a new user
» Copy, page 9-6 Make a copy of an existing user and make changes to create a new user
- Edit, page 9-6 Edit selected user
» Delete, page 9-6 Delete selected user(s).

Details
When you click the Details button, located at the bottom of Figure 9-3, you receive the following
columns of information: User 1D; User Group that a user belongs to; Role that a user occupies;
Resour ce Privilege permissions that a user has for each role occupied; Object Group that auser roleis
associated with; Customer View that auser’sroleislimited to; Provider View that auser’'sroleis
limited to.

Create

Whenyou click the Create button, located at the bottom of Figure 9-3, auser with therequired privileges
can create a new user. Follow these steps:

Stepl1  Choose Administration > Security > Users.

Step2  Click the Create button and the window shown in Figure 9-4, “ Create/Copy/Edit Users Window,”
appears.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Figure 9-4 Create/Copy/Edit Users Window
Uszer D x: I
Passmrdx: I

“erify F‘assmrdx: I

Permissions for Others: [« wigwe [« Edit [ Delkte

User Groups: Edit
Assigned Roles: Edit

FuIINamex:

‘Wiork Phone:

Mokile P hone:

Pager:

Location:

|
|
|
|
Email: I
|

Supervisar Inform stion:

Language: I English j

Rows per page: I 10 j
Logging Level: I warning |

Initial Screen: I Home j

| Sawve || Cance|

11E0%20

Step3  Enter information in the Security section, as follows:
» User ID (required) Enter a User ID for this new user.
« Password (regquired) New password to replace any existing password:
— ISC requires a non-blank password.
— 1SC passwords must be a minimum of five characters and no practical maximum length.

— ISC does not employ any password restrictions or complexity rules; use good judgment in
determining passwords.

— ISC passwords are encrypted when stored in the repository.
— |SC passwords do not expire.

— 1SC monitors inactivity and auto-logoff per the settings defined in the Dynamic Component
Properties Library (DCPL) properties for repository/rbac, see Appendix C, “ Property
Settings.”

» Verify Password (required) Confirm by re-entering the selected password.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Permission for Others Check each of the associated check boxes for the permission that the user
(to be created) wants to give to other users. The user who creates the object is the owner of the
objects. The creator can allow or disallow other usersto View, Edit, and/or Delete the objects owned
by the creator by defining permissions. Thisisthe last line of defense. For UserA to del ete an object
X that UserB created, UserA must first have Delete permission for object X, then UserB’s settings
for permissions for others is checked, to finally decide whether UserA can delete object X.
Permission for others can be enabled or disabled by setting the property:

repository.rbac.check Creator Per missionEnabled. After you make a change, you must restart the
WatchDog by entering stopwd followed by startwd. For more WatchDog details, see Chapter 2,
“WatchDog Commands”.

User Groups Click Edit and you receive alist of the groups. Add this user to a user group(s). The
user inherits all the roles assigned to the group(s). You can filter this list. From the selected groups,
check the check box next to each group to which you want to add this user. Then click OK. You can
repeat this procedure if you want to change your selection.

A user’s group membership can also be changed in the group editor (see the “Edit” section on
page 9-8).
Assigned Roles Click Edit and you receive alist of the roles. You can filter this list. From the

selected roles, check the check box next to each role to which you want to assign this user. Then
click OK. You can repeat this procedure if you want to change your selection.

The user inherits all the privileges from the groups in which it participates and from the roles
assignedtoit. That is, the permissions received by the user isan OR result of the permissionsin each
role.

Enter information in the Personal | nformation section, as follows:

Full Name (required) Click the drop-down list and select atitle; enter the first name; and then enter
the last name.

Work Phone (optional) Enter the work phone number.

M obile Phone (optional) Enter the user’s cell phone or mobile phone number.
Pager (optional) Enter the user’s pager number.

Email (optional) Enter the user’s e-mail address.

L ocation (optional) Enter the user’s location.

Supervisor Information (optional) Enter information about the supervisor.

Enter information in the User Preferences section, as follows:

L anguage (optional) Click the drop-down list to select a language (at this time only English is
supported).

Rows per page (optional) This defines the number of rows per page for object listing. The default
is 10. The choices are: 5, 10, 20, 30, 40, 50, 100, 500, 1000, and 2500.

L ogging L evel (optional) The default is Warning. The choices are: Off, Severe, Warning, Config,
Info, Fine, Finer, Finest, and All (see all levels of logs). This definesthe logging level for viewing
logging events. The list progresses from the least number of messages to the most number of

messages.
Initial Screen (optional) The default is Home. The choices are: Home, Service I nventory, Service

Design, Monitoring, Administration, Site Index, and Diagnostics. Thisis away to specify the
first window you will see after logging in.

Click Save. Figure 9-3 reappears with the new user listed.

[ oL-13050-01
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The Copy button, located at the bottom of Figure 9-3, provides a convenient way to create a new User
by copying the information for an existing User including User Groups, Assigned Roles, and User
Preferences. Follow these steps:
Stepl  Choose Administration > Security > Users.
Step2  Check one check box for the existing User you want to copy and edit to create a new User.
Step3  Click the Copy button and the window shown in Figure 9-4, “ Create/Copy/Edit Users Window,”
appears.
Step4  Required entries are a User | D, Password, Verify Password, and Full Name.
Step5  Make all the other changes you want by following the instructions in the “Create” section on page 9-3.
Step6  Click Save and you will return to Figure 9-3. The newly created User is added to the list and a Status
Succeeded message appears in green.
Edit
The Edit button, located at the bottom of Figure 9-3, allows a user with the required privileges to edit
user-specific information. Follow these steps:
Stepl  Choose Administration > Security > Users.
Step2  Check the check box for the row of the user you want to edit.
Step3  Click the Edit button and awindow as shown in Figure 9-4, “ Create/Copy/Edit Users Window,” appears.
>
Note  To change your password without the SysAdmin or UserAdmin privileges, click the Account tab on the
top of the Home page. This allows the user to edit the user profile, including changing the password.
Step4  Enter the desired information for the user profile, as specified in the “ Create” section on page 9-3.
Step5  Click Save. Figure 9-3 reappears with the edited user listed.
Delete
The Delete button, located at the bottom of Figure 9-3, allows a user with the required privileges to
delete user-specific information. Follow these steps:
Stepl  Choose Administration > Security > Users.
Step2  Check the check box(es) for the row(s) of the user(s) you want to delete.
Step3  Click the Delete button and a window as shown in Figure 9-5, “Users Confirm Delete” appears.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Figure 9-5 Users Confirm Delete
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Step4  Click Delete to continue with the process of deleting information for the specified user(s). Otherwise
click Cancel.

Step5  Figure 9-3, “Users Window,” reappears. If this was successful, the newly updated information appears
and a Status box appearsin the lower | eft corner of the window with a green check mark for Succeeded.

User Groups

A user group is alogical grouping of users with common privileges. The User Groups feature is used
to create, edit, or delete user groups.

To access the User Groups window, choose Administration > Security > User Groupsand follow these
steps:

Stepl  Thewindow in Figure 9-6, “User Groups Window” appears.

Figure 9-6 User Groups Window
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Step2  The explanations of the remainder of the buttonsis given as follows:
< Create, page 9-8 Create a new user group
- Edit, page 9-8 Edit selected user group
» Delete, page 9-9 Delete selected user group(s)

Cisco IP Solution Center Infrastructure Reference, 5.0
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Step 1
Step 2

Step 3

Step 4

Edit

Step 1
Step 2

The Create button, located at the bottom of Figure 9-6, allows a user with the required privileges to
create a user group. Follow these steps:

Choose Administration > Security > User Groups.

Click the Create button and the window shown in Figure 9-7, “ Create/Edit User Groups Window,”
appears.

Figure 9-7 Create/Edit User Groups Window
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Enter information for the user group profile, as follows:
- Name (required) Enter a name for the new user group.
- Description (optional) Enter a description of this new user group.

- RolesThisallowsyouto assignrolesto thisuser group. Click Edit and you receive alist of theroles.
You can filter this list. From the selected roles, check the check box next to each role you want to
attach to this user group. Then click OK. You can repeat this procedure if you want to change your
selection.

» UsersThisalowsyou to add usersto this user group. Click Edit and you receive alist of the users.
You can filter this list. From the selected users, check the check box next to each user you want to
attach to this user group. Then click OK. You can repeat this procedure if you want to change your
selection.

Click Save. Figure 9-6 reappears with the new user group listed.

The Edit button, located at the bottom of Figure 9-6, allows a user with the required privileges to edit
user group-specific information. Follow these steps:

Choose Administration > Security > User Groups.

Check the check box for the row of the user group you want to edit.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Step3  Click the Edit button and awindow as shown in Figure 9-7, “Create/Edit User Groups Window,”
appears.

Step4  Enter the desired information for the user group profile, as specified in Step 3 of the “ Create” section on
page 9-8.

Step5  Click Save. Figure 9-6 reappears with the edited user group list.

Delete
The Delete button, located at the bottom of Figure 9-6, allows a user with the required privileges to
delete user group-specific information. Follow these steps:

Stepl  Choose Administration > Security > User Groups.

Step2  Check the check box(es) for the row(s) of the user group(s) you want to delete.

Step3  Click the Delete button and a window as shown in Figure 9-8, “User Groups Confirm Delete,” appears.
Figure 9-8 User Groups Confirm Delete
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Step4  Click Delete to continue the process of deleting information for the specified user group(s). Otherwise
click Cancel.

Step5  Figure 9-6, “User Groups Window,” reappears. If this was successful, the newly updated information
appears and a Status box appears in the lower left corner of the window with a green check mark for
Succeeded.

User Roles
A user roleisapredefined or a user-specified role defining a set of permissions. The User Rolesfeature
is used to create, edit, or delete user roles.
To better understand the way roles are managed, certain specific characteristics of roles are defined as
follows:
« Parent Role All permission of the parent roles are inherited by the role that is being created or
edited (child role). A child role always has the same or more privileges than its parent role.
Cisco IP Solution Center Infrastructure Reference, 5.0
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- Customer If aroleis associated with a customer, a user of this role does not have access to the
objects associated with other customers. Object types that are constrained by customer view are:
Persistent Task, Customer Site, VPN, CPE, SR, Policy, Service Order, and resource pools that are
associated with a Customer, Customer Site, or VPN.

- Provider If aroleisassociated with aprovider, auser of thisrole does not have access to the objects
associated with other providers. Object types that are constrained by provider view are: Persistent
Task, Access Domain, Region, PE, Policy, and some resource pools that are associated with a
provider, Access Domain, Region, or PE.

Customer view and provider view within arole have no affect on those objects that do not belong to
either a customer or a provider. Those object types are: task, probe, workflow, device, I SC host, and
template.

Permission operation types in a Role editor, namely View, Create, Edit, and Delete mean View, Create,
Modify, and Delete a database object. For example, SR modification (or subsumption) isviewed as Role
Based Access Control (RBAC) Creation. SR purge is viewed as RBAC Delete.

A Role can be enabled to be associated with Object Group(s). When Object Group association is
enabled, a Role can no longer be associated with a Customer or a Provider, and it cannot have a Parent
Role. Resources are limited to PE, CPE, and Named Physical Circuit only. PE and CPE permission
implies Device Permission.

A global policy, the one that is not associated with any customer or provider, is accessible by both
customer-view roles and provider-view roles.

Separate provider-view from customer-view roles when defining arole. When arole is associated with
a provider, choose only the resources for which an access scope can be constrained by a provider view.
Do the same for a customer-view role.

To access the User Roles window, choose Administration > Security > User Roles and follow these
steps:

The window in Figure 9-9, “User Roles Window,” appears.

Figure 9-9 User Roles Window

User Roles
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Showing 1 - 25 of 25 records
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1. |:| CollectionRole I1SC predefined role. t has the permission to run collection on devices.

2 |:| DevicelmportRole [>S I1SC predefined role. t has the permission to import devices.
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3 |:| DizcoveryRole I1=C predefined role. t has the permission to manage Inventory and deploy Discovery Request.

The predefined roles are provided with associated permissions that cannot be edited or deleted. They are
intended to cover most of the needed use cases to facilitate a rapid assignment of roles to users and
groups with minimum manual configuration. They can also be used as examples to create new roles.

The explanations of the buttonsis as follows:
« Create, page 9-11 Create a new user role
« Copy, page 9-13 Copy selected user role

Cisco IP Solution Center Infrastructure Reference, 5.0
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- Edit, page 9-14 Edit selected user role
» Delete, page 9-14 Delete selected user role(s)

Create

The Create button, located at the bottom of Figure 9-9, allows a user with the required privileges to
create a new user role. Follow these steps:

Stepl  Choose Administration > Security > User Roles.

Step2  Click the Create button and awindow comprised of Figure 9-10, “ Create/Copy/Edit User Roles Window
(Top),” and Figure 9-11, “Create/Copy/Edit User Roles Window (Bottom),” appears.

Figure 9-10 Create/Copy/Edit User Roles Window (Top)
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Enter the following information in Figure 9-10:

Name (required) Enter the name of this new user role.

Enable Object Group Association The default is that this check box is unchecked. In this case,
Parent Role, Customer, and Provider are enabled and Object Groupsis not enabled. A complete
list of resources appears, as shown in the examplein Figure 9-9. If you check this check box, Parent
Role, Customer, and Provider are not enabled and Object Groupsisenabled. A window, as shown
in Figure 9-11, is reduced to just PE, CPE, and Named Physical Circuit.

Parent Role (optional) Click Edit and alist of the existing roles appears, similar to Figure 9-9, from
which you can click the radio button for the parent role you choose. Then click Select. You can
repeat this procedure if you want to change your selection. Click the Clear button if you want no
parent selection.

Customer (optional) Click Edit and alist of the existing customers appears. You can filter thislist.
From the selected customers, click the radio button for the customer you want to select to own this
role. Then click Select. You can repeat this procedure if you want to change your selection. Click
the Clear button if you want no customer selection.

Note

A customer can only be associated with alogical device, such as CPE and PE. Thisisnot possible with

aphysical device, such as device.

Provider (optional) Click Edit and alist of the existing providers appears. You can filter this list.
From the selected providers, click the radio button for the provider you want to select to own this
role. Then click Select. You can repeat this procedure if you want to change your selection. Click
the Clear button if you want no provider selection.

Object Groups (optional) Click Edit and alist of the existing object groups appears. You can filter
this list. From the selected object groups, check the check box(es) for the object group(s) you want
to associate with thisUser Role. Then click OK. You can repeat this procedure if you want to change
your selection. Deselect the Enable Object Group Association button isyou want no object group
selection.

Description (optional) Enter the descriptive information about permissionsin this field, as shown
in the Description column of Figure 9-9.

] Cisco IP Solution Center Infrastructure Reference, 5.0
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» Users(optional) Click Edit and alist of the existing users appears. You can filter thislist. From the
selected users, check the check box(es) for the user(s) you want assigned to thisrole. Then click
OK. You can repeat this procedure if you want to change your selection.

S,
Note A user whois associated with a specific role cannot see objects associated with other customers or with
other providers.

» User Groups (optional) Click Edit and alist of the existing user groups appears. You can filter this
list. From the selected user groups, check the check box(es) for the user group(s) you want assigned
to thisrole. Then click OK. You can repeat this procedure if you want to change your selection.

Step4  In Figure 9-11, click any combination of the following permissions. Create; View; Modify; Delete. If
you want all the permissions, click All.
>
Note  |SC Host refersto Administration > Control Center. Here, you can view host details, perform
configuration tasks, start and stop servers, activate a watchdog, and so on.
>
Note ~ SAA Probeisintended for management of SLA under Monitoring > SLA. Any user who wants to
generate SLA reports must have View permission on | SC Host in addition to View permission on SAA
Probe.
>
Note  The Workflow object is currently not used.
Step5  Click Save. Figure 9-9 reappears with the new user role listed.
Copy
The Copy button, located at the bottom of Figure 9-9, provides a convenient way to copy the information
from an existing User Role and edit it to create a new User Role. Follow these steps:
>
Note  All fieldsin the existing role are copied to the new role, even including Users and User Groups. You
should edit the new role carefully to reflect your intention.
Stepl  Choose Administration > Security > User Roles.
Step2  Check one check box for the existing User Role you want to copy and edit to create a new User Role.
Step3  Click the Copy button and the window comprised of Figure 9-10, “Create/Copy/Edit User Roles
Window (Top),” and Figure 9-11, “ Create/Copy/Edit User Roles Window (Bottom)” appears.
Step4  Therequired entry isaName. A default nameis given, Copy of and the name of the original User Role.
You cannot duplicate a Name.
Step5  Make all the other changes you want by following the instructions in the “ Create” section on page 9-11.
Cisco IP Solution Center Infrastructure Reference, 5.0
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Step6  Click Save and you will return to Figure 9-9. The newly created User is added to the list and a Status
Succeeded message appears in green.
Edit
The Edit button, located at the bottom of Figure 9-9, allows a user with the required privileges to edit
user role-specific information. Follow these steps:
Stepl  Choose Administration > Security > User Roles.
Step2  Check the check box for the row of the user role you want to edit.
Step3  Click the Edit button and a window appears combining Figure 9-10 and Figure 9-11 for this user role.
Step4  Enter the desired information for the user role profile, as specified in Step 3 and Step 4 of the “ Create”
section on page 9-11.
Step5  Click Save. Figure 9-9 reappears with the edited user roles listed.
Delete
The Delete button, located at the bottom of Figure 9-9, allows a user with the required privileges to
delete user role-specific information. Follow these steps:
Stepl  Choose Administration > Security > User Roles.
Step2  Check the check box(es) for the row(s) of the user role(s) you want to delete.
Step3  Click the Delete button and a window as shown in Figure 9-12, “User Roles Confirm Delete,” appears.
Figure 9-12 User Roles Confirm Delete
Confirn Delete
Showing 1 - 1 of 1 record
# Mame Description
1 newrolel Comf of IS¢ predefined rale. It has the permission to manage Inventory and deploy L2WVPN
Service Reqguest.
Fows per page: I | 1<) €] Goto page: II of1 U [0
Delete Cance] g
Step4  Click Delete to continue with the process of deleting information for the specified user role(s).
Otherwise click Cancel.
Step5  Figure 9-9, “User Roles Window,” reappears. If this was successful, the newly updated information

appears and a Status box appears in the lower left corner of the window with a green check mark for
Succeeded.
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Object Groups

Note

Step 1

Step 2

An Object Group is a named aggregate entity comprised of a set of objects. The object types can be PE,
CE, Named Physical Circuit (NPC), and interfaces of PEs or CEs. An Object Group provides instance
level of access granularity for users.

An Object Group can be associated with different roles. A role can be associated with an Object Group
or it can be associated with a grouping of Customer and Provider, but it cannot be associated with both
of these. The association with a grouping of Customer and Provider is either with Customer(s), with
Provider(s), or with Customer(s) and Provider(s). When arole is associated with Object Group(s), you
can only define permissions for PE, CE, and NPC. Permissions on interfacesisimplied PEs or CEs, that
is, PE Create or CE Create implies Interface Create. PE or CE Edit implies Interface Create, Edit, or
Delete. CE or PE Delete implies Interface Delete.

When instance level of accessisdesired for PE, CE, NPC, or interface of PEs and CEs, you can usually
define arole associated with Object Group(s) that contains a collection of PEs and CEs you are limited
to operate. Then define other roles to include permissions on other types of objects. See the “User Roles
Design Example” section on page 9-18.

If an Object Group contains PEs (or CES) only, with no explicit interface as a group member, you can
access all interfaces of grouped PEs or CEs. If an Object Group contains any explicit interface as group
members, every single interface that you want to access you must manually choose to include as group
members.

Permissions are the union of all roles that you occupy. If your intention is to limit access to a scope of
devices or Named Physical Circuits (NPCs), define arole to be associated with Object Group(s), Device,
CE, PE, and NPC.

To access the Object Groups window, choose Administration > Security > Object Groups and follow
these steps:

The window in Figure 9-13, “Object Groups Window,” appears.

Figure 9-13 Object Groups Window
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The explanations of the buttons is as follows:
» Create, page 9-11 Create a new object group
- Edit, page 9-14 Edit a selected object group
» Delete, page 9-14 Delete selected object group(s)

[ oL-13050-01

Cisco IP Solution Center Infrastructure Reference, 5.0 ]



Chapter 9 Administration |

M Security

Create

The Create button, located at the bottom of Figure 9-13, allows a user with the required privileges to
create a new object group. Follow these steps:

Stepl  Choose Administration > Security > Object Groups.

Step2  Click the Create button and the window Figure 9-14, “Create/Edit Object Group Window,” appears.

Figure 9-14 Create/Edit Object Group Window
Name :
Descrigtion:
FE Group Members: # M arme Interface Members Edit

Rons per page: | 10 j |]<] (] Goto page: |1 af1 [>[>|]

CE Group Members: ® Marme Interface Mermbers Edit

Rows per page: | 10 x| [<] ] 5o to page: |1 of 1 [ [0

IO

MPG Group Members; # Marne Edit

Rows per page: | 10 »| [] <] Goto page: |1 of 1 [ [0

| Sawve || Cance| |

Mote: * - Reguired Field

143054

Step3  Enter the following information in Figure 9-14:

Name (required) Enter the name of this new object group.
Description (optional) Enter a description of this new object group.

PE Group Member s (optional) Click Edit and alist of the existing PEs appears. You can filter this
list. From the selected PEs, check the check box(es) for the PE(s) you want to include in this group.
Thenclick OK. You can repeat this procedure if you want to change your selection(s). Thelnterface
Member s column will be empty. All existing interfaces for each of the PE Groups in the Name
column will default to be members of the group unless you select only a subset. To limit the
interfaces and select a subset of interfaces, click a PE Group in the Name column.You receive alist
of all the interfaces for that PE from which you can individually select only the interfaces you want
to associate with that PE Group. Then click OK. You return to Figure 9-14, “ Create/Edit Object
Group Window,” and the Name and selected I nter face M ember s for each PE Group Member
appear. If no entries exist in the I nterface M ember s column for both PE Group Membersand CE
Group Members, the default is all existing interfaces for both (if any exist).

CE Group Members (optional) Click Edit and alist of the existing CEs appears. You can filter this
list. From the selected CEs, check the check box(es) for the CE(s) you want to include in this group.
Then click OK. You can repeat this procedureif you want to change your selection(s). Thel nterface
Member s column is empty. All existing interfaces for each of the CE Groups in the Name column
default to be members of the group unless you select only asubset. To limit the interfaces and sel ect
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a subset of interfaces, click a CE Group in the Name column.You receive a list of all the interfaces
for that CE from which you can individually select only the interfaces you want to associate with
that CE Group. Then click OK. You return to Figure 9-14, “ Create/Edit Object Group Window,” and
the Name, and selected I nterface M ember s for each CE Group Member appear. If no entries exist
in the I nterface M ember s column for both CE Group Members and PE Group Members, the
default is all existing interfaces for both (if any exist).

 NPC Group Members (optional) Click Edit and alist of the existing NPCs appears. You can filter
thislist. From the selected NPCs, check the check box(es) for the NPC(s) you want to select to own
thisrole. Then click OK. You can repeat this procedure if you want to change your selection(s). You
return to Figure 9-14, “ Create/Edit Object Group Window,” and the Name for each NPC Group
Member appears.

Step4  Click Save. Figure 9-14 reappears with the new object group listed.
Edit
The Edit button, located at the bottom of Figure 9-14, allows a user with the required privileges to edit
object group-specific information. Follow these steps:
Stepl  Choose Administration > Security > Object Groups.
Step2  Check the check box for the row of the object group you want to edit.
Step3  Click the Edit button and a window appears as shown in Figure 9-13, with the object group chosen
specified in the Name field.
Step4  Enter the desired information for the object group, as specified in Step 3 of the “ Create” section on
page 9-16.
Step5  Click Save. Figure 9-13 reappears with the edited object groups listed.
Delete
The Delete button, located at the bottom of Figure 9-13, allows a user with the required privileges to
delete object group-specific information. Follow these steps:
Stepl  Choose Administration > Security > Object Groups.
Step2  Check the check box(es) for the row(s) of the object group(s) you want to delete.
Step3  Click the Delete button and awindow as shown in Figure 9-15, “ Delete Object Groups Confirm Delete,”
appears.
Cisco IP Solution Center Infrastructure Reference, 5.0
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Figure 9-15 Delete Object Groups Confirm Delete
Delete Object Group(s)
Confimm D elete
Showing 1 - 2 of 2 records
# Marne Description
1. ohjgp2
2. objgps
Rowe per page: I all x| [<] ] 5o to page: |1 af 1 B =1
=+
Delete Cancel 'é‘
Step4  Click Delete to continue with the process of deleting information for the specified object group(s).
Otherwise click Cancel.
Step5  Figure 9-13, “Object Groups Window,” reappears. If thiswas successful, the newly updated information

appears and a Status box appears in the lower left corner of the window with a green check mark for
Succeeded.

User Roles Design Example

Example

This section gives an example situation, an illustration that shows this setup, and steps on how to setup
this design:

» Example, page 9-18
« lllustration of Setup, page 9-19
- Stepsto Set Up Example, page 9-20

This section explains an example data center for which the following sections, “Illustration of Setup”
section on page 9-19 and “ Steps to Set Up Example” section on page 9-20 give an illustration setup and
steps, respectively.

Finance Customer XY Z built an MPLS network to connect its branch offices to its data center.
Subsidiaries of XY Z are running different parts of the MPLS network. Each subsidiary uses a different
BGP AS domain, which results in different Provider Administrative Domains (PADs) inside I1SC.

Each subsidiary acts as a Provider and owns therefore its own Devices, like PE and CE devices, and
should also own logical attributesinside I SC, like Regions, Sites, Customers, and VPNSs. Therefore, the
view of the devices for each subsidiary must be separated into PAD views. Thus, Provider A cannot
manipulate or view the configuration files for devices of Provider B. Devices are not shared between
PADs.

Inside a PAD, there are Customers with sites and VPNs with only local significance. Also, the IP
addressing should be defined per PAD.

But there are also Customers that have sites in different PADs. This means that there is a need for
Inter-AS VPNs. The Provider who owns the Customer should also have the right to share this Customer
with other Providers. In this case, the VPNs and CERCs should be shared between the providers.
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Figure 9-16, “Contents in Example,” shows the setup described in the “Example” section on page 9-18.

Figure 9-16 Contents in Example
Data Center
; Subsidiaryl | Subsidiary2 |
i BGP AS 100 P BGP AS 200 i
E PAD1 ' i PAD2 i
! Providerl | ! Provider2 !
E userP1 E ! userP2 i
| Regionll i | Region21 i
' | PE111 PE112 | P | PE211 PE212 | !
t | CE111 CE121 CE211 | | CE221 CE311 | !
| Site1l Site12 Site21 i Site22 Site31 |
Customerl Customer2 Customer3
userCl userC2 userC3

111821
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Steps to Set Up Example

This section explains the steps to create the example explained in the “Example” section on page 9-18
and shown in the “Illustration of Setup” section on page 9-19.

Stepl  Create the following Object Groups (see the “Create” section on page 9-16, which is for the section
Object Groups):

P1PEGroup that has members PE111 and PE112

P2PEGroup that has members PE211 and PE212

C1CEGroup that has members CE111 and CE121

C2CEGroup that has members CE211 and CE221

C3CEGroup that has the member CE311

C2DeviceGroup that has members PE112, CE211, PE211, and CE221
C3DeviceGroup that has members PE212 and CE311.

Step2  Create the following User Roles that are associated with one or more groups created in Step 1 (see the
“Create” section on page 9-11, which is for the section User Roles.

P1DeviceGroupRole, associated with groups PLPEGroup, C1CEGroup, and C2CEGroup, and have
the Modify and Delete permissions on for PE and Cpe.

P2DeviceGroupRole, associated with groups P2PEGroup, C2CEGroup, and C3CEGroup, and have
the Modify and Delete permissions on for PE and Cpe.

C1DeviceGroupRole, associated with groups PLPEGroup, C1CEGroup, and have the Modify
permission on for PE and the Modify and Delete permissions on for Cpe.

C2DeviceGroupRole, associated with group C2DeviceGroup, and have the Modify permission on
for PE and the Modify and Delete permissions on for Cpe.

C3DeviceGroupRole, associated with group C3DeviceGroup, and have the Modify permission on
for PE and the Modify and Delete permissions on for Cpe.

Step3  Create the following User Roles that have Customer View or Provider View, as explained in the “User
Roles” section on page 9-9.

P1MplsRole, associated with Provider P1, and have permissions on Provider, Task, |SC Host, Mpls
SR, Mpls Policy, NPC, and Probe. (Add Service, Template, and ServiceOrder if needed.)

P2MplsRole, associated with Provider P2, and have permissions on Provider, Task, ISC Host, Mpls
SR, Mpls Policy, NPC, and Probe. (Add Service, Template, and ServiceOrder if needed.)

C1MplsRole, associated with Customer C1, and have permissions on Customer, Task, |SC Host,
Mpls SR, Mpls Policy, NPC, and Probe. (Add Service, Template, and ServiceOrder if needed.)

C2MplsRole, associated with Customer C2, and have permissions on Customer, Task, |SC Host,
Mpls SR, Mpls Policy, NPC, and Probe. (Add Service, Template, and ServiceOrder if needed.)

C3MplsRole, associated with Customer C3, and have permissions on Customer, Task, |SC Host,
Mpls SR, Mpls Policy, NPC, and Probe. (Add Service, Template, and ServiceOrder if needed.)

Step4  Assign the User Roles defined in Step 2 and Step 3 to Users, as explained in the “Users” section on
page 9-2.

User P1 has User Roles: P1DeviceGroupRole, P1MplsRole, C1MplsRole, and C2MplsRole.
User P2 has User Roles: P2DeviceGroupRole, P2MplsRole, C2MplsRole, and C3MplsRole.
User C1 has User Roles: C1DeviceGroupRole and C1MplsRole.
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« User C2 has User Roles: C2DeviceGroupRole and C2MplsRole.
» User C3 has User Roles: C3DeviceGroupRole and C3MplsRole.

Control Center

This section explains how to view and change the properties in the Dynamic Component Properties
Library (DCPL); how to view status information about a host, servers, the WatchDog, and logs; how to
define collection zones; and how to install license keys.

Choose Administration > Control Center and you go to the default page of Hostsinthe TOC, as shown
in Figure 9-17, “Control Center > Hosts.”

Figure 9-17 Control Center > Hosts
Hosts
&
Showing 1 -1 of 1 record
# |:| Mame Server Start Time Stop Time Running
1. [ smiley-ultra cisco.com aster Jul 18 11:50:57 AMPDT LI RIChT Yes
Rows per page: | 10 » 1] <] Boto page: 1 of 1 B [0
| | | | I

211166

From Administration > Control Center, you have the following three choices in the TOC:
» Hosts, page 9-21 Hosts allows you to manage the various servers.

» Collection Zones, page 9-26 Collection Zones are the means of associating the Master server with
network devices.

- Licensing, page 9-28 Licensing is where you install license keys, which is the only way to access
services and APIs.

Hosts

Choose Administration > Control Center > Hosts.

A window as shown in Figure 9-17 appears.

Note  Only the L ogs buttons are enabled by default when there is no host selected. When the host is selected
by checking the check box, the Logs buttons is disabled and the other buttons are enabled.

Click any of the buttons and proceed as follows:
» Details, page 9-22 Available only when the host system is chosen.
« Config, page 9-23 Available only when the host system is chosen.
» Servers, page 9-24 Available only when the host system is chosen.

Cisco IP Solution Center Infrastructure Reference, 5.0
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Details

Step 1
Step 2

Step 3

- Watchdog, page 9-25 Available only when the host system is chosen.

» Logs, page 9-26 Available only when no host system selection is made.

For details about a chosen host, follow these steps:

Choose a host by checking the check box to the left of the host name and then click the Details button.

You receive awindow as shown in Figure 9-18, “Host Details.” This shows the details about the chosen

host.

Figure 9-18 Host Details

Host Details

Host: efgh-ultralO.cisco.com

General

-

Active:
Image:
Registered Diate:
UnEegistered Date:
Install Location:
Install Time:
Locations
Server Logs:
Task Logs:
Temporary:
Disk Stats
Fath:
Total Disk Space:
Free Digk Space:

Fath:
Total Disk Space:
Free Digk Space:

Health Stats
Last Heartbeat:

Last Heartbeat Status:
Last Heartbeat Duration:

Collection Zones
4]

Yes
1503, 0-20020406,00.0
IMay 21 03:29:10 FDT

fdisk2/foptfiscadm/isc?
2003-03-19 16:59:07

fdisk2/optfiscad m/isc3
fdisk2/opt/iscad m/isc3
fdiskZfopt/iscad m/isc3

fdisk2/optfiscadm/isc:
19146 MB
12810 ME; 56% Free

fdisk2/optfiscadm/isc:
19146 MB
12810 ME; 56% Free

Click OK and you return to Figure 9-17.

03840
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Config

Note

Step 1

Step 2

Step 3

Step 4
Step 5

Control Center

To view or change the Dynamic Component Properties Library (DCPL) properties, which replaces the
csm.properties file for VPNSC, follow these steps:

csm.properties in VPNSC cannot be migrated to DCPL settingsin ISC.

From Figure 9-17 on page 9-21, check a check box next to a host name for which you want to know the
existing properties and then click the Config button.

A window as shown in Figure 9-19, “Properties,” appears. It isalist of all the folders with all the
properties. See Appendix C, “Property Settings” for alist of all the properties with explanations,
defaults, and ranges/rules. If you don’t know the property name, you can use a key word and do a Find
on the pdf version of this appendix.

Figure 9-19 Properties
Host Configuration

wersion: | Jun 28 05:06:35 POT

[ AutoDiscovery -
A chs

L] Cleanup
H_JDCs

L] DeploymentFlow
(] Discovery

= [_ ] DistributionFramesnark
H_] GSam
HLJGTL

H_Jcu

L] JavaiebStart
H(_J Logging

= [_ ] Provisioning
H_] S0

[ 5 STEM

H(_] Scheduler

H[_ ] Services

H(_] SnmpService
H_JTE

H(_] TETopology

= [_ ] TaskManager

H(_] vpninvServer ﬂ
111 amnsnt

Create Yersion ‘ ‘ Set to Latest |

211167

Click the + sign to expand each folder. The result could be more subfolders and the final level is the
property name.

Position the mouse over the folder or property name and you see a description.

Click on an entry to get details and instructions on how to change the value, as shown in the examplein
Figure 9-20, “Properties Detail Example.”
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Step 6

Step 7

Step 8

Step 9
Step 10

Servers

Step 1

Step 2

Figure 9-20

Host Configuration

ersion: | Jun 28 05:06:35 PDT \R

EaAutoDiscovery
@ DizcoveryTemplateFolder
@ TopologyHandler
@ createt'pnAndCustomerFromyRFMame
@ performTemplateDiscovery
ECchs
E (] Cleanup
EClDcs
] DeploymertFlow
(] Discovery
(] DistributionF ramework
E ] Gsam
(] ey
[ e
(] JavaiiehStart
] Logging
(] Provisioning
=
E (] SvSTEM
(] Scheduler
E (] Services
(] SnmpService
Mt

Properties Detail Example

Attribute AutoDiscovery'performTemplateDiscovery

Version Jun 2§ 05:06:35 PDT

Description :

‘With this flag the user can contral the templste discovery For perfarmance reasons if the template

dizcovery
iz not desired this should be set to falze.

Current Value: falze

Hew Value:

Ortrue & falze

Set Property | | Reset Property

|Create\l’ersion | | Set to Latest |

211168

For each property that can be modified, you can modify the value and click Set Property. If when
making your modifications, you want to return to the previous settings, click Reset Property.

After making all the changes you choose in each of the specific properties, you can click Create Version
to create a new version of these properties. This feature gives you the option of saving multiple property

sets for future use.

To view the values of previous versions of property sets, click the drop-down list in Version and select

any version you choose.

When you click Set to L atest after selecting aversion in Step 8, thisversion is dated as the most current.

To return, click to the navigation path you want to use next.

To view the status information about the servers, follow these steps:

From Figure 9-17 on page 9-21, check a check box next to a host name for which you want to know the
server statistics and then click the Server s button.

A window as shown in Figure 9-21, “ Servers,” appears.

] Cisco IP Solution Center Infrastructure Reference, 5.0
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Step 3

Step 4

Step 5

Watchdog

Step 1

Step 2

Control Center

Figure 9-21 Servers
Servers
I~
3
Shiowing 1 - 10 of 10 recards
2] hame State Generation Start Time FIC Successful Heartheats Mizzed Heartheats
1. [ wworker started 1 Jul 18 11:51:07 AWM PDT 16732 1460 i}
2. [ dispateher started 1 Jul 18 11:51:07 AW PDT 16733 1470 i}
3. [ discovery started 1 Jul 18 11:51:07 AWM PDT 16737 1464 i}
4. [] lockmanager started 1 Jul 18 11:51:07 AW PDT 16734 1457 i}
5. [] nspoller started 1 Jul 18 11:51:01 AWM PDT u] 1462 i}
6. [] scheduler started 1 Jul1E 11:54:45 &M FOT 16750 1489 ]
7. [ Hhtpd started 2 Jul1E11:5314 AW FDT 16731 143 ]
. [] depoler started 1 Jul1E 11:51:01 AW POT 0 1472 ]
Q. |:| ryserer started 1 Jul 18 11;56:49 AN PDT 16762 1463 ]
10, [] cnsserver started 1 Jul 18 11:51:07 Ak PDT 16731 1467 1]
Rows per pages | 10w <] <] Goto page: 1 ot 1 2 [0
] ] ] Lo |

211163

Check any one check box next to the server you want to address and you have access to Start, Stop,

Restart, and L ogs. When you click on a specific server name or the Logs button, you get alist of server
logs. If you then click on the log name for which you want details, the log viewer appears. You can filter
thisinformation in the log viewer. After you complete the task of your choice, you return to Figure 9-21.

You can click a different server and click the button for the process of your choice. Or you can unclick
the server choice and click OK.

After you click OK in Figure 9-21, you return to Figure 9-17 on page 9-21.

To view the log information about WatchDog, follow these steps:

From Figure 9-17 on page 9-21, check a check box next to a host name for which you want to know the
WatchDog logs and then click the Watchdog button.

A window as shown in Figure 9-22, “WatchDog Logs,” appears.

Figure 9-22 WatchDog Logs

Hame Size Last Modified

watchdog 0 300721 Thursday, October 27, 2005 4:26:26 P PDT

oK

1490353
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Step 3

Step 4

Logs

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Click on aspecific WatchDog log name in the Name column to get the contents of that og. You can filter
the information in this log. Click OK to return to Figure 9-22.

You can repeat the process in Step 3 or click OK to return to Figure 9-17 on page 9-21.

To view install and uninstall logs for the Master server, follow these steps:

From Figure 9-17 on page 9-21, be sure that no check boxes are checked.
Click the L ogs drop-down list and select I nstall or Uninstall.

The window that appears is the log of installations or uninstallations, dependent on your selection in
Step 2.

Click the link in the Name column to view the detailed log information.
Click OK to return to the window in Step 3.
Click OK again to return to Figure 9-17 on page 9-21.

Collection Zones

Step 1

Step 2

Step 3
Step 4

Choose Administration > Control Center.

A collection zone is a geographical grouping of devices. Each collection zone is associated with the
Master server that collects data from its devices. However, a Master server can service multiple
collection zones.

To define collection zones, follow these steps:

From the Control Center, choose Collection Zones from the TOC in the left column, and a window as
shown in Figure 9-23, “Choose Control Center > Collection Zones” appears.

Figure 9-23 Choose Control Center > Collection Zones

Collection Zones

e :
« Hosts ShowGallection Zones with | Collection Zone Mame x| matching Ix _Find |

n Collection Zones
« Licensing

Showing 0 of 0 records

# [ Collection Zone Hame Collection Host Description Devices
Rows per page: I 10 = <] <] Zoto page: Il of 1 Bl

149060

|_create || I I |

To Create a collection zone, proceed to Step 3. To Edit a collection zone, proceed to Step 6. To Delete
a collection zone, proceed to Step 8. To display the Devices, proceed to Step 11.

From Figure 9-23, without checking any check boxes, click the Create button.

A window as shown in Figure 9-24, “Create Collection Zone,” appears.
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Step 5

Step 6

Step 7
Step 8

Step 9

Step 10

Step 11

Step 12

Control Center

Figure 9-24 Create Collection Zone

Create Cellection Zone

«
Mame :

Description: Created on Sat Now 19 00:11:15 PST 2005
By efgh-ultra. cisco. com

Collection Host: | efgh-ultra.cisco.com =

Sawve Cancel

149155

Mote: ® - Reguired Field

Fill in the following information:
« Name (required)

« Description (optional) Thisis automatically filled in with the creation statistics: date, time, and
creator. You can overwrite thisinformation, add to it, or delete it altogether.

» Collection Host (default host appears) Click the drop-down list if you want to select a different
collection host.

Click Save. Figure 9-23 reappears, the newly created collection zone is added, and a Status appears with
agreen check mark for Succeeded. You can repeat Step 3 to Step 5 to create another collection zone.
For Edit, proceed to Step 6. For Delete, proceed to Step 8. To display the Devices, proceed to Step 11.

To edit a collection zone, in Figure 9-23, check the check box for the collection zone you want to edit
and then click the Edit button.

A window as shown in Figure 9-24 appears. Follow the instructionsin Step 4 and Step 5.

To delete acollection zone, in Figure 9-23, check one or more check boxes for the collection zone(s) you
want to delete. Then click the Delete button.

A Confirm Delete window appears, to give you a chance to click Cancel and not delete, or to click OK
and delete.

Figure 9-23 reappears and the collection zone is removed. You can repeat Step 8 and Step 9 to delete
more collection zones, you can proceed to Step 3 to create a collection zone, you can proceed to Step 6
to edit a collection zone, or you can proceed to Step 11 to display and assign devices.

To display, add, or delete devices, in Figure 9-23, check a check box for the desired collection zone.
Then click the Devices button.

A window appears as shown in Figure 9-25, “ Collection Zone Devices.” Thiswindow shows the current
devices assigned to the selected collection zone.

[ oL-13050-01
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Figure 9-25 Collection Zone Devices

Collection Zone Devices

Showr Devices with | Any v matching ©
Showing 1-1 of 1 records
it Device Name Collelt\:]tion o IF Address Fole Type
ame
1. newdevicel null QE IE2100

Rows per page: |10 =

93849

Step 13 To add adevice, click Add; to delete devices, select the devices you want to delete from those shown
and click Delete (this happens automatically with no chance to reconsider, but you can add it back in
with another Add process); to accept what is listed, click OK; or to cancel, click Cancel.

Step 14  If you click Add, you get awindow with all the devicesin the database. You can filter the list and from
the listed choices you can select one or more devices to add to the selected collection zone. Then click
Select.

Step 15 Figure 9-25 reappears with the updated device information for the selected collection zone.

Step16 When Figure 9-25 has all the devices you want, click OK and Figure 9-23 reappears with the updated
information.

Licensing

Choose Administration > Control Center.

To install license keys, follow these steps:

Step1  From Control Center, choose Licensing from the TOC in the left column, as shown in Figure 9-26,
“Choose Control Center > Licensing.”

Figure 9-26 Choose Control Center > Licensing
Hosts
s
nHosts _Refresh |
- Collection Zones Showing 1 - 1 of 1 record
- Licensing # | Mame Role Start Time Stop Time Running
1. [ efgh-utra.cisco.com Master Oct 27 04:19:56 PM PDT LIMKM OV es
Rowe per page: I 10 j |]<| <| Goto page: Il of 1 |> |>|]
[Te]
18]
| Details || Config || Servers || Watchdog || || Unirstall || Logs | §
—
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Step 2

Note

Note

Step 3

Control Center

From the Installed Licenses table, click the Install button, as shown in Figure 9-27, “Installed
Licenses.” The Installed Licenses table explains the current statistics. The columns of information tell
the Type of license keys you have installed (which can include ACTIVATION, API-L2VPN,
API-L3MPLS, L2VPN, L3AMPLS/VPN,MPLSDIAG, TE, TE/BRG, TE/RG, VPLS, VPN); the Size,
which isvalid for the ACTIVATION (licensed maximum global count of services), TE (number of
TE-enabled nodes), or the VPN (maximum number of VPNs licensed); the Usage, which gives the
number currently used for the rows; and the Date Updated, which reflects the refresh of the license
usage (on an hourly basis, by default).

When you purchase Traffic Engineering Management (TEM), you automatically receive TE, TE/BRG,
and TE/RG licenses. All of these licenses must be installed to have access to all the Cisco ISC TEM
features, including Planning Tools for protection planning (backup tunnels). The TE license serves as
an activation license for the maximum number of TE-enabled nodes to be managed by TEM (you
purchase licenses and upgrade licenses based on a range of nodes); the TE/RG license enables primary
tunnel placement; and the TE/BRG license enables the Fast ReRoute (FRR) protection function.

Click Refresh to give the most current status.

Figure 9-27 Installed Licenses

Installed Licenses

Type Size  Usage Date Updated

AGTIVATION 25 2005-11-18 23:42
AP L2 2005-11-18 23:42
AP|-L3MPLS 2005-11-18 23:42
L2%Pr 2005-11-18 23:42
L3P LEAP N 2005-11-18 23:42
MPLSDI &G 2005-11-18 23:42
QoS 2005-11-18 23:42
TE 23 2005-11-18 23:42
TEBRG 2005-11-18 23:42
TERG 2005-11-18 23:42
WPLS 2005-11-18 23:42
WP a0 53 2005-11-18 23:42

Refresh Install

149156

In the resulting window, as shown in Figure 9-28, “Enter License Key,” enter aLicense Key that you
received on your Right to Use paperwork with your product.

[ oL-13050-01
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Figure 9-28 Enter License Key

Install a License Key

License Keyx:

Save Cancel

149157

Mote: # - Required Field

Step4  Click Save. Your newly installed license appearsin an updated version o f the Installed License table, as
shown in Figure 9-27, “Installed Licenses.”

Step5  Repeat Step 2, Step 3, and Step 4 for each of the Right to Use documents shipped with your product.

Note  When you receive multiple Right to Use documents to upgrade either the ACTIVATION License, which
activates and sets the maximum global count of the services, or VPN licenses, which activates and set
the maximum number of VPNSs, be sure to enter the licenses in the correct order. For example, if you are
upgrading from 500 to 3000 global count of the services and there are two steps to get there, enter the
license to upgrade from 500 to 1500 and then the license key to upgrade from 1500 to 3000.

Active Users

This section explains how to communicate with active users.

Choose Administration > Active Users and follow these steps:

Stepl  After you choose Administration > Active Users, awindow that shows the currently logged users
appears, as shown in Figure 9-29, “Active Users.”

Figure 9-29 Active Users

Active Users

Show Active Users with | Jger 1D ﬂ matching | |M
Showing 1 -1 of 1 record
AN User I Device Host Hame Login Time Last Access Time
1. [ admin efgh-uttra.cisco.carm G41:33 P PET 111803 123352 2 PET 1118103
Rows per page: | 10 | <] <] zoto page: |1 of1 [+ =1

Auto Refresh: [~ Dizconnect
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Step 2

A

User AccessLog M

In Figure 9-29, if you have the privileges of SysAdmin or User Admin, you can disconnect one or more
users. Check the check box next to each user you want to disconnect. Then click the Disconnect button
at the bottom of the window.

Caution

Step 3

The current login sessions for the disconnected users are terminated and their work islost.

To exit thislist of all active users, choose another feature from the main product tabs.

User Access Log

Step 1

~

Note

This section shows a detailed report of every activity by every user.

Choose Administration > User Access L og and follow these steps:

After you choose Administration > User Access L og, awindow appears as shown in Figure 9-29,
“Active Users.”

Figure 9-30 User Access Log Viewer with Simple Filter

User Access Log Viewer

* SimpleFitter ¢ Advanced Filter Find
Filter By: Date j Matches: I"
Showing 1 - 10 of 246 records

# Date Time U=er Name Crigin Host Action Ohject Severity Activity Wessage
1.2005M1M8 23:34:49  hackendadm Logon User IMF Securitydctivity Login successfully.
2.2005M1M8 23:30:56  hackendadm Logon User IMFC Securitydctivity Login successfully.

Fole newroled
3.2005M1M8 225343 admin efgh-ultra.cisco.com  Delete Role IMF SecuritySctivity (id=265810285) is

deleted.

Fole newroled
4. 20051118 22:49:15  admin efgh-ultra.cisco.com  Create Rale IMFC SecuritySctivity (id=265810285) is

created.

Group nemgroupd
Securitydctivity (id=1203533294) is

created.

Role SysAdminRole
Security&ctivity (id=-1234592039) is

modified.

User newd
Securitydctivity (id=1734273524) is

created.

5.2005M1M8 2210:38  admin efgh-ultra.cisco.com  Create Group IMF

B.2005M1M8 21:46:26  admin efgh-ultra.cisco.com  Modify Rale IMFC

F.2005M1M8 21:46:25  admin efgh-ultra.cisco.com  Create User IMF
User newd
Securitydctivity (id=1734273524) is
deleted.
Role SysAdminRole
SecuritySctivity (id=-1234592039) is
modified.
User newd
Securitydctivity (id=1734273524) is
created.

<] <] Zoto page: |1_0f25 [ [0

5. 2005M1M8 21:45:22  admin efgh-ultra.cisco.com  Delete User IMFC

9.2005M1M8 21:44:59  admin efgh-ultra.cisco.com  Modify Role IMF

10. 20051118 21:44:58  admin

Rowe per page: I 10 j

efgh-ultra.cisco.com  Create User IMFC

149159

All the log information about user actions appears.

Thetypes of activities or objectsto be logged can be configured. This can be done directly through SQL .
By default, security-related activities and activities on objects listed in the Role editor are logged.

[ oL-13050-01
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B User Access Log

Step2  The default Simple Filter radio button is selected. To filter using the Simple Filter, continue with
Step 3. To filter using Advanced Filter, proceed to Step 5.

Step3  Tofilter the information with Simple Filter, keep the Simple Filter radio button selected and from
Filter By, choose: Date, User Name, Origin Host, Action, Severity, or Activity (also column names).
For M atches, enter the beginning characters of what you want to match followed by *. Then click Find.
The result is that only the log information matching the entered filter appears.

Step4  To exit thislog report, choose another feature from the main product tabs.

Step5  To filter the information with Advanced Filter, click the Advanced Filter radio button. A window as
shown in Figure 9-31, “User Access Log Viewer with Advanced Filter,” appears.

Figure 9-31 User Access Log Viewer with Advanced Filter

User Access Log Viewer

¢ simpleFilter % Advanced Filter Find
Date: l— Action: I—j

User Name: I"— Severity: Iﬁ

Device Host Mame: I"— Activity: Iﬁ

Service Reqguests Select/Deselect
Showing 1 - 10 of 246 records
# Date Time User Marme Crigin Host Action Ohject Severity Activity Message
1.2005M1M8 23:34:49  backendadm Logon User IMF Securitydctivity Login successfully.
2.2005M1M8 23:30:56  backendadm Logon User IMFC Securitydctivity Login successfully.
Fole newroled
3.2005M1M8 225343 admin efgh-ultra.cisco.com n Delete Role IMF SecuritySctivity (id=265810285) is
deleted.
Fole newroled
4. 2005M1M8 22:49:15  admin efgh-ultra.cisco.com n Creste Rale IMFC SecuritySctivity (id=265810285) is
created.
Group nemgroupd
5.2005M1M8 2210:35  admin efgh-ultra.cisco.com n Create Group IMF Securitydctivity (id=1203533294) is
created.
Role SysAdminRole
B.2005M1M8 21:46:26  admin efgh-ultra.cisco.com n Modify Rale IMFC Security&ctivity (id=-1234592039) is
modified.
User newd
F.2005M1M8 21:46:25  admin efgh-ultra.cisco.com n Create User IMF Securitydctivity (id=1734273524) is
created.
User newd
5. 20051118 21:45:22  admin efgh-ultra.cisco.com n Delete User IMFC Securitydctivity (id=1734273524) is
deleted.
Role SysAdminRole
9.2005M1M8 21:44:59  admin efgh-ultra.cisco.com n Modify Role IMF SecuritySctivity (id=-1234592039) is
modified.
User newd
10, 20054118 21:44:58  admin efgh-ultra.cisco.com n Creste User IMFC Securitydctivity (id=1734273524) is
created.
a
—
Rows per page: I 10 = 1<] ] Goto page: Il of 25 Bl @
. —

All the log information about user actions appears.

Step6  Enter filter information you want to match in one or more of the following categories and then click
Find.

Note  When you choose multiplefilters, thelog results that appear are only the onesthat match all the specified
filter information.

- Date Enter the beginning characters of the date you want to view followed by a*, in theformat given
in the Date column.

» User Name Enter the beginning characters of the specific User Name you want to view followed
by a*.

Cisco IP Solution Center Infrastructure Reference, 5.0
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- Device Host Name Enter the beginning characters of the specific Host Name you want to view
followed by a*.

» Action Click the drop-down list and choose from: UNKNOWN; View; Create; M odify; Delete;
L ogon; L ogoff; Session Timeout. If you decide not to use thisfilter, just keep *.

» Severity Click the drop-down list and choose from: UNKNOWN; INFO; WARNING; ERROR. If
you decide not to use thisfilter, just keep *.

« Activity Click the drop-down list and choose from: UNKNOWN; SecurityActivity; or
User Activity. The result is that only the log information matching the entered filter appears.

Step7  Service Requestshasaselection of Select/Deselect. Click thisand you receive alist of Service Requests
in the system from which you can check check box(es) for the User Access Log to handle. Then click
the Select button. These Service Requests then appear on Figure 9-31.

Step8  To exit thislog report, choose another feature from the main product tabs.

Manage TIBCO Rendezvous

The only reason you would ever use this functionality isif you change the TIBCO ports for TIBCO
Rendezvous Agent (rva) or TIBCO Rendezvous Routing Daemon (rvrd) after installation. The changes
being made here only affect the topology tool, a Java WebStart application.

Choose Administration > Manage TIBCO Rendezvous and follow these steps:

Stepl  After you choose Administration > Manage TIBCO Rendezvous, a window appears as shown in
Figure 9-32, “TIBCO Rendezvous.”
Figure 9-32 TIBCO Rendezvous
TIB/Rendezvous fefgh-uital
Agent for Java -7.1.3
2003-06-18 22:50:06
state:
information X
—_ component: ra
- . wversion: 1.3
Configuration: § |ji--rse ticket: 65500
host narme: efgh-ultra
change state § |iP 50idress: 128.107.128.130
security client port: 700
connection http tunnel: enabled on rain port
subjects state: running
htip tunnel | |total clients:
certificates | |direct clients: 0
tunnel clients: 0
Miscellaneous:
copyright
web home ~
Step2  From Figure 9-32, click connection, as described in Step 3; and click change state, as described in
Step 4. These are choices in the left column of Figure 9-32.
Step3  InFigure 9-32, when you click connection, awindow such as Figure 9-33, “ Connection Configuration,”

appears.

[ oL-13050-01
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| Manage TIBCO Rendezvous

Step 4
Step 5
Step 6

Step 7
Step 8

Figure 9-33 Connection Configuration

Connection Configuration

| Accepl Client Connections on Listen Port: |7600 ‘

TIB/Rendezvous Daemon Connection:
service: 7530

network:

daemon:

Subarnit | Hesetl

Q5361

If you must change the rva port number from the existing value, change the Accept Client Connections
on Listen Port: field to your new rva port number for ISC. If you must change the rvrd port number
from the existing value, change the service field to your new rvrd port number for ISC. Then click
Submit. Then Figure 9-33 returns with the new value and a note that says “Configuration change will
take effect after RVA isre-activated. To re-activate RVA set it into idle state and then back to active state.”

In Figure 9-32, click change state, follow the instructions, and you complete this functionality.
From a terminal window, change to the bin directory of your ISC installation, such as /opt/isc-5.0/bin.
Source the ISC environment:
e C Shell - use the command sour ce ./vpnenv.csh
» K Shell or Bash - use the command . ./vpnenv.sh
To start the script, at the command line type updateWebStar tJars.

The next time you start a Java WebStart, such as the topology tool, these changes are in effect.

Cisco IP Solution Center Infrastructure Reference, 5.0
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