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About This Guide

This guide describes how to get started using the Quality-of-Service (QoS) management feature for
Cisco I P Solution Center (I1SC), 4.1.

This preface defines the following:
e Audience, page xv
e Organization, page xv
e Related Documentation, page xvi
e Obtaining Documentation, page xvii
e Documentation Feedback, page xviii
e Cisco Product Security Overview, page xviii
e Obtaining Technical Assistance, page Xxix

e Obtaining Additional Publications and Information, page xxi

Audience

This guide is designed for service provider network managers and operators who are responsible for
provisioning QoS policies within a service provider network. The network manager and operators should
be familiar with the following topics:

e Basic concepts and terminology used in internetworking
e Quality of Service (QoS) terms and technology, both IP QoS and Ethernet QoS
* Network topologies and protocols, including knowledge of device capabilities

Organization

This guide contains the following chapters and appendixes:
e Chapter 1, “Introduction”
e Chapter 2, “Getting Started”
e Chapter 3, “Provisioning Process for IP QoS”
e Chapter 4, “Provisioning Process for Ethernet QoS’
e Chapter 5, “Managing and Auditing Service Requests’
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Ml Related Documentation

e Appendix A, “Network Architecture and Service Model”
e Appendix B, “IP QoS Policy Parameters”

e Appendix C, “Ethernet QoS Policy Parameters’

e Appendix D, “Sample Configurations”

e Appendix E, “Metro Ethernet Use Cases”

e |ndex

Related Documentation

The entire documentation set for Cisco IP Solution Center, 4.1 can be accessed at:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1

The following documents comprise the | SC 4.1 documentation set.

General documentation (in suggested reading order):

e Cisco IP Solution Center Getting Sarted and Documentation Guide, 4.1

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/docguide/index.htm

e Release Notes for Cisco IP Solution Center, 4.1

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/rel notes/index.htm

e Cisco IP Solution Center Installation Guide, 4.1

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/install/index.htm

e Cisco IP Solution Center Infrastructure Reference, 4.1

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/infrastr/index.htm

e Cisco IP Solution Center System Error Messages, 4.1

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/mess/index.htm
Application and technology documentation (listed al phabetically):

e Cisco IP Solution Center L2VPN User Guide, 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/12vpn/index.htm
Cisco I P Solution Center MPLS VPN User Guide, 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/mpls/index.htm
Cisco IP Solution Center Quality of Service User Guide, 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/gos/index.htm

Cisco |P Solution Center Traffic Engineering Management User Guide, 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/tem/index.htm
Cisco MPLS Diagnostics Expert 1.0 User Guide on I1SC 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/trble/index.htm

APl Documentation:
e Cisco IP Solution Center APl Programmer Guide, 4.1
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/api_set/api_gd/index.htm
e |Index: Cisco |IP Solution Center APl Programmer Reference, 4.1
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http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_1/api_set/api_ref/index.htm

N,

Note  All documentation mi ght be upgraded over time. All upgraded documentation will be available at the
same URL s specified in this document.

Technology-Related Documentation

e Packet Magazine White Paper - Deploying QoS in the Enterprise:

http://www.cisco.com/en/US/about/ac123/ac114/ac173/ac205/about_cisco_packet feature09186a0
080101513.html

e Reference Guide to Implementing Crypto and QoS:
http://www.cisco.com/warp/public/105/crypto_qos.html
e QoS at aGlance:
http://www.cisco.com/war p/public/784/packet/oct02/pdfs/qos.pdf
e MQC Based Frame Relay Traffic Shaping:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a0080110
bc6.html

e QoS Classification and Marking:
http://www.cisco.com/en/U S/tech/tk543/tk757/technologies_tech_note09186a00800949f2.shtml

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Product Documentation DVD

Cisco documentation and additional literature are availabl e in the Product Documentation DV D package,
which may have shipped with your product. The Product Documentation DVD is updated regularly and
may be more current than printed documentation.
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M Documentation Feedback

The Product Documentation DV D is a comprehensive library of technical product documentation on
portable media. The DV D enables you to access multiple versions of hardware and software instal lation,
configuration, and command guides for Cisco products and to view technical documentation in HTML.
With the DV D, you have access to the same documentation that is found on the Cisco website without
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DV D isavailable asasingle unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DV D (product number
DOC-DOCDVD=) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product
Documentation Store in the Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 am. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or el sewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external .cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides afree online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you can perform these tasks:

e Report security vulnerabilitiesin Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories and notices for Cisco productsis available at this URL:
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http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products _psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Ciscoiscommitted to delivering secure products. Wetest our products internally beforewe rel ease them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

e Emergencies— security-alert@cisco.com

An emergency is either acondition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use arevoked or an expired encryption key. The correct public key to usein your correspondence
with PSIRT isthe one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability policy.html

Thelink on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have avalid Cisco service contract, contact your
reseller.

[ oL-7647-01
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Cisco Technical Support & Documentation Website

The Cisco Technica Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The websiteis
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to al tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Usethe Cisco Product Identification (CPI) tool to locate your product serial number before submitting
aweb or phone reguest for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resour ceslink under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and $4 service requests. (S3
and $4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 servicereguests or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For acomplete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.
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Severity 1 (S1)—Your network is“down,” or thereis acritical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network isimpaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes awide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoiq/sample/

Internet Protocol Journal is aquarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html
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I Obtaining Additional Publications and Information

¢ Networking Professionals Connection isan interactive website for networking professional sto share
guestions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learni ng/index.html
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Overview

CHAPTER 1

Introduction

This guide describes the Cisco I P Solution Center Quality of Service (ISC QoS) product, including
features, graphical user interface, and the step-by-step procedures needed to perform various
QoS-related tasks.

This chapter contains the foll owing sections:
e Overview, page 1-1
e How to Implement 1SC QoS Effectively, page 1-2
e QoS Components, page 1-3

When network congestion occurs, al traffic has an equal chance of being dropped. Quality of service
(QoS) provisioning categorizes network traffic, prioritizes it according to its relative importance, and
provides priority treatment through various techniques. Implementing QoS in your network makes
network performance more predictable and bandwidth utilization more effective.

QoSclassifiestraffic by assigning class of service (CoS) valuesto frames at supported ingressinterfaces.
QoS implements scheduling on egress interfaces with transmit queue drop thresholds and multiple
transmit queues that use CoS values to give preference to higher-priority traffic.

QoS manages bandwidth to assure the desired performance for network applications. For example,
e-mail generally does not require high performance from a network, but real-time applications such as
IP telephony or video streaming do. If the network is not consistently providing data flow control for
these applications, the performance suffers.

Service provider network architecture contains access routers, distribution routers, core routers and
ATM switches. The access routers terminate customer connections. The Cisco |P Solution Center (I1SC)
configures QoS at the access circuit, which involves the access router (called provider edge devices, or
PEs) in the service provider network and the customer equipment (CE) in the customer network. A QoS
policy is applied to the selected set of access circuits using a QoS service request.

In this document, Ethernet QoS refersto Metro Ethernet QoS, which now offersawide array of features
comparable with that of 1P QoS.

There are three ways to provision QoS using ISC:

e |P QoS—Select the device interfaces, create a QoS policy and apply it to the specified device
interfaces. IP QoS can be implemented independent of VPN services and is the most common
method for QoS provisioning using |1 SC.

IP QoS provisioning is described in Chapter 3, “Provisioning Process for IP QoS.”.
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e [P QoSfor MPLS VPN—Apply an MPLS VPN-aware QoS policy to an MPLS service request.
IP QoS MPLS VPN is described in IP QoS for MPLS VPNs, page 3-28.

e Ethernet QoS—Select an L2V PN or VPLS service request that has already been deployed and apply
QoS provisioning to that service request.

QoS provisioning for MPLS VPN is described in IP QoS for MPLS VPNs, page 3-28.
A configuration trial in alab setting is recommended.
This chapter describes the basic concepts for QoS as it isused in the | SC application.

How to Implement ISC QoS Effectively

QoS provisioning is a method for optimizing the flow of traffic in a network. If you have an enterprise
network with services facilitated across a service provider MPLS infrastructure, QoS provisioning can
guarantee that all applications receive the service levels required to meet expected performance in the
network.

For complete QoS implementation you should identify:

e Low-latency applications (video and voice-over-IP, or VolP) and mark them for high-priority
treatment throughout the network

e Applications that require bandwidth guarantees should be marked and protected
e Applications that use more than their fair share of bandwidth can be identified and controlled

QoS is acollection of technologies that allows applications to request and receive predictable service
levels in terms of bandwidth, latency variations, and delay.

Table 1-1 describes the typical QoS requirements for a multimedia network.

Table 1-1 Typical Multimedia QoS Requirements
Max.Packet |Max. One-way Guaranteed Priority Bandwidth

Traffic Type Loss Latency Max. Jitter |Per Session

Vol P 1 percent 200 ms 30 ms 12 to 106 kbps*

Videoconferencing |1 percent 200 ms 30 ms Size of the session plus
20 percent

Streaming Video 2 percent 5 seconds N/A Dependson encoding format and
video stream rate.

Data Variable Variable Variable Variable

*Depending on sampling rate, codec, and Layer 2 overhead.

Voice and video applications are less tolerant of loss, delay, and delay variation (jitter) than data, but
their QoS requirements are more obvious. Data applications vary widely in their QoS requirements, and
should be profiled before you determine the appropriate classification and scheduling treatment.
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QoS Components

There are three primary configuration components to IP QoS:

Classification—Identifying and marking packets so that varying service levels can be enforced
throughout the network.

Scheduling—A ssigning packets to one of multiple queues and associated service types based on
classification for specific service level treatment by the network.

Resource management—A ccurately cal culating the required bandwidth for all applications plus
overhead.

In ISC, the QoS components used to achieve classification, scheduling, and resource management are:

Predefined Ethernet QoS Policies, page 1-3
Traffic Classification, page 1-5

Marking, page 1-6

Rate Limiting, page 1-7

Traffic Shaping, page 1-8

Congestion Management, page 1-8

Congestion Avoidance (IP QoS only), page 1-9

Each of these components is described in the following sections.

Predefined Ethernet QoS Policies

Predefined policies are only available for Ethernet QoS, not 1P QoS.

Therecommended way to provision Ethernet QoS using Cisco | P Solution Center isto use the predefined
policies provided with Cisco I P Solution Center as a basis for new policies (if such are required).

The predefined policies correspond to typical Metro Ethernet cases on 3550, 3750-ME, and 7600 series
routers. The use cases are described in Appendix E, “Metro Ethernet Use Cases.”

Figure 1-1 shows the predefined Ethernet QoS policies provided in the Policy Manager.
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Cisco IP Solution Center Quality of Service User Guide, 4.1 g



Chapter1 Introduction |

Il 00S Components

Figure 1-1 Predefined Policies in Cisco IP Solution Center
Policies
Show Policies with | Policy MName j matching [ of Type IA” j Find
Showing 1 - 10 of 17 records
&2 Policy Hame Type Crivnier
1. [T 3550-DsCP Ethernet Qo Customer - Customer1
2. [ 3750-BC Ethernet Qo Customer - Customerd
3. [T 57s0-BE Ethernet Qo Customer - Customer1
4. [T 3750-c0% Ethernet Qo Customer - Customerd
5. [T s7s0-DscP Ethernet Qo Customer - Customer1
6. [ 3750-RT Ethernet Qo Customer - Customerd
7. [C 7e00-BC Ethernet Qo Customer - Customer1
8. [T 7800-BE Ethernet Qo Customer - Customerd
9. [T 7E00-COS Ethernet Qo Customer - Customer1
10. [ 7600-RT Ethernet Qo Customer - Customerd

Rowvs per page: I 10 vl

1<] {] Goto page:|1 of 2 [8a) [ [#]

Create 'H Edit H Copy, H Delete ‘

138717

For a description of how the predefined policies are used to provision Ethernet QoS, see Chapter 4,
“Provisioning Process for Ethernet QoS.”

ISC QoS also offers four predefined Ethernet Link QoS policies. These are depicted in the Link QoS
Settings window shown in Figure 1-2.

Figure 1-2

Link QoS Settings

Link QoS Settings

u Set Mame

Chvner

Showing 1 - 4 of 4 recards

. [T BANCAWDTH_1 00MBRS_3750ME

. [T BANCAWIDTH_100MBRS_TRUST_COS_3750ME
. [ TRUST_PORT_CoS

T Cos_MUTATION_EWS 7800

Rows per page: I 10 "I

Customer - Customerq
Customer - Customer1
Customer - Customerq

Customer - Customer1

Type Encapsulation Bandwidth in Kbps
Ethernet Link QoS Settings  Bthernet 100000
Ethernet Link Go% Settings  Ethernet 100000
Ethernet Link QoS Settings  Bthernet
Ethernet Link Go% Settings  Ethernet

1<] ] Gota page:l1 of 1 [ =1

Create 'H Copy. H Edit H Delete ‘

IP Link @05 Settings

Ethernet Link QoS Settings §
o0
For a description of how the predefined policies are used to provision Ethernet QoS, see Chapter 4,
“Provisioning Process for Ethernet QoS.”
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Traffic Classification

Traffic classification (also called packet classification) partitions traffic into multiple priority levels, or
classes of service.

For example, using the three precedence bits in the type of service (ToS) field of the IP packet header,
you can categorize packetsinto alimited set of up to eight traffic classes (0 through 7). After you classify
packets, you can use other QoS components to assign the appropriate traffic handling policies for each
traffic class.

Packets can also be classified by external sources such as by a customer, or by a downstream network
provider. You can either allow the network to accept the external classification, or override it and
reclassify the packet according to the Ethernet QoS policy you specify in | SC.

The differences between IP QoS and Ethernet QoS when it comes to traffic classification are described
below.

IP QoS
For IP QoS, ISC allowsyou to classify traffic based on source address, source port, destination port, port
ranges, protocol 1D, DSCP, | P Precedence values, routing protocols (RIP, OSPF, BGP or EIGRP), and
transport protocols (FTP, http, telnet, SMTP, TFTP, or other user defined TCP or UDP protocol number
or range).
ISC uses traffic classification to associate packets with a specific Classes of Service (Voice, Data,
Management, etc.).
IP QoS has adefault Class of Service. If you add a new Class of Service, it is always Data. Once you
delete the Management, Routing, or VolIP class of service, it cannot be readded.
ISC provides five template service classes to use for traffic classification.
e VoIP
¢ RP (Routing Protocol)
e Mgmt (Management)
e Busin (Business-Data-1)
e BE (Best Effort)
A typical network usesthree service classesin a QoS policy: a Vol P service class, amanagement service
class (which is often combined with a routing protocol service class), and a data service class.
Ethernet QoS
For Ethernet QoS, you can classify traffic based on Class of Service (CoS), DSCP, and |P Precedence
values.
ISC uses traffic classification to associate frames with a specific class of service (Routing, Business
Critical, Best Effort, etc). There are no default Ethernet QoS Classes of Service.
e Real Time (RT)
e Business Critical
e Best Effort
For more information on traffic classification in service classes, see Service Level Ethernet QoS Poalicy,
page A-15.
Cisco IP Solution Center Quality of Service User Guide, 4.1
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Marking

For IP QoS

Marking is away to identify packet flows to differentiate them. Packet marking allows you to partition
your network into multiple priority levels or classes of service.

I SC supports marking based on the following bitsin the IP QoS type of service (ToS) byte for the packet:
e |P Precedence value
e [P differentiated services code point (DSCP) value
e MPLS Experimental (MPLS Exp) value

These markings can be used to identify traffic within the network, and other interfaces can match traffic
based on the | P Precedence or DSCP markings. You can set up to 8 different | P Precedence markings (0
through 7) and 64 different IP DSCP markings (0 through 63).

IP Precedence and DSCP markings are used in the following QoS concepts:
e Congestion Management—Used to determine how packets should be schedul ed.

e Congestion Avoidance—Used to determine how packets should be treated in Weighted Random
Early Detection (WRED), a packet dropping mechanism used in congestion avoidance.

e Rate Limiting—Used to set the |P Precedence and DSCP values as well as the MPLS Exp. bit
(imposition, top most) for packets entering the network. Networking devices within the network can
then use the adjusted | P Precedence val ues to determine how the traffic should be treated based on
the transmission rate.

MPLS Experimental Values (IP QoS)

Note

Marking with the MPL S Exp. value in addition to standard IP QoS ensures the following:
e Standard IP QoS policies are followed before the packets enter the MPL S network.

e At theingressrouter to the MPLS network (PE device), the packet's DSCP or |P Precedence value
is mapped to the MPLS Exp. field. These mappings are part of the QoS policy.

e The DSCP or IP Precedence value in the | P header continues to be the basis for P QoS when the
packet |eaves the MPLS network.

The MPLS Exp. hit setting directs packet behavior for QoS provisioning components, congestion
management and congestion avoidance. It is updated automatically (copied from upper three bits of the
ToS byte).

Marking packets with the MPL S Exp. value does not modify the DSCP/IP Precedence markings in the
IP header.

For more information on marking with the MPL S Exp. value, see MPLS Experimental Values (1P QoS),
page 1-6.
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Ethernet QoS

Rate Limiting

Note

QoS Components

In Ethernet QoS, marking can be enabled to work in one of the following two mutually exclusive ways:
e Set:
— COS: Mark packets with 802.1p Class of Service Marking.

— DSCP: Mark packets with a DSCP val ue.
Note: You can mark packets with either DSCP or | P Precedence, but not both.

— |P Precedence: Mark packets with an I P Precedence value.

e Trust—Thisisaway of defining which markings should be trusted in the QoS Policy. Thus, you can
select Trust for either COS, DSCRP, or | P Precedence.

IP Precedence and DSCP markings are used in the following concepts in Ethernet QoS:
e Congestion Management—Used to determine how packets should be schedul ed.

e Rate Limiting—Used to set the IP Precedence or DSCP values for packets entering the network.
Networking devices within the network can then use the adjusted | P Precedence val ues to determine
how the traffic should be treated based on the transmission rate.

Rate limiting allows you to control the maximum rate of traffic sent or received on an interface. Rate
limiting is configured on the CE and PE device interfaces at the edge of the network and limits traffic
into or out of the network. Traffic that falls within the rate parametersis sent, while traffic that exceeds
the parameters is dropped or sent with a different priority.

The traffic classification feature within the IP QoS policy actually creates a policer command. The
interface aggregate rate-limiter in the Link QoS policy (also knows as the non-MQC feature, CAR,
Committed Access Rate) creates a rate-limiting command.

I SC supports class-based rate limiting and interface-based aggregated rate limiting.
e Class-based rate limiting applies rate limiting parameters to an ISC service class.

e |nterface-based aggregated rate limiting matches all packets, or a subset of packets, on an interface
or subinterface and allows you to control the maximum rate of traffic sent or received. You can also
specify traffic handling policies for traffic that either conforms to or exceeds the specified rate
limits.

e Per-Port-Per-VLAN rate limiting for Metro Ethernet QoS
Rate limiting parametersin I SC include:

e Mean or peak rate

e Burstsizes

e Conform, exceed, and violate actions

For more information on configuring rate limiting | P QoS parametersin ISC, see Interface-Based
Aggregated Rate Limiters, page B-31.
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Traffic Shaping

o

Traffic shaping allows you to control the traffic exiting an interface to match its flow to the speed of the
remote target interface and to ensure that traffic conforms to the policies assigned to it.

I SC supports class-based traffic shaping and aggregated traffic shaping.
e Class-based traffic shaping applies traffic shaping to an I SC service class.

e Aggregated traffic shaping applies these parameters to an interface instead of to a class of traffic.
e VLAN shaping for hierarchical QoS for the 3750-M E (Ethernet QoS only)
Specifying traffic shaping allows you to make better use of available bandwidth.

IP QoS traffic shaping parametersin ISC include:
e Averagerate or peak rate for class-based traffic shaping
e Cell ratesfor ATM traffic shaping
e Rate factors for ATM traffic shaping
e Aggregated traffic shapers:

— Frame Relay (FR) Traffic Shaper
- FR Traffic Shaper (Non-MQC)

— Parent-level Class-based Shaper
— ATM Traffic Shaper (VBR-rt)

— ATM Traffic Shaper (VBR-nrt)
— ATM Traffic Shaper (CBR)

— ATM Traffic Shaper (ABR)

The difference between a rate limiter parameter and a traffic shaping parameter is that the rate limiter
drops traffic in the presence of congestion, while a traffic shaper delays excess traffic using a buffer, or
gueueing mechanism.

For more information on configuring traffic shaping parametersin | SC, see Aggregated Traffic Shapers,
page B-21.

Congestion Management

Congestion management controls congestion by determining the order in which packets are sent out on
an interface based on priorities assigned to those packets.

Congestion management involves:
e Creating queues
e Assigning packets to those queues based on packet classification
e Scheduling packets in a queue for transmission

With congestion management, packets are scheduled for transmission according to their assigned
priority and the queueing mechanism configured for the interface. The router determines the order of
packet transmission by controlling which packets are placed in which queue and how queues are serviced
with respect to each other.

r Cisco IP Solution Center Quality of Service User Guide, 4.1
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The congestion management component of QoS offers different types of queueing techniques, each of
which allows you to specify creation of a different number of queues, with greater or lesser degrees of
differentiation of traffic, and to specify the order in which that traffic is sent.

Congestion management parameters in 1SC include:
e Bandwidth
¢ Queue limits
e Priority queue

Congestion management parameters are configured at the service class level in ISC. For more
information, see Service Level IP QoS Parameters, page B-1.

Congestion Avoidance (IP QoS only)

Congestion avoidance monitors network traffic loads in an effort to anticipate and avoid congestion at
common network and internetwork bottlenecks. Congestion management parameters provide
preferential treatment for priority class traffic under congestion situations, while concurrently
maximizing network throughput and capacity utilization and minimizing packet loss and delay.

I SC implements congestion avoidance parameters through packet dropping methods, such as WRED.
WRED is used in combination with DSCP and | P Precedence and provides buffer management. WRED
is frequently used to slow down TCP flows.

Congestion avoidance parameters are configured at the service classlevel in I SC. For more information,
see Service Level IP QoS Parameters, page B-1.
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CHAPTER 2

Getting Started

Starting QoS provisioning through the ISC GUI requires for certain steps to be completed.

First, examine the general system recommendations and requirements in the Cisco IP Solution Center
Installation Guide, 4.1 to determine if your environment is properly set up for running I SC.

Secondly, study the QoS specific prerequisites described in Prerequisites and Assumptions, page 2-1in
this chapter.

Finally, install the necessary licenses as described in this chapter.
This chapter contains the foll owing sections:

e Prerequisites and Assumptions, page 2-1

e |SC QoS Setup and Installation, page 2-3

e Launching the ISC GUI, page 2-3

e QoS User Roles, page 2-5

Prerequisites and Assumptions

To implement QoS parameters for anetwork using the Cisco | P Solution Center (1SC) 4.1, you must have
specific configuration information about the devices participating in QoS provisioning.

This section describes how to check your devices for QoS configuration prerequisites, lists configuration
and implementation assumptions, describes how to preconfigure certain QoS parameters using the |SC
propertiesfile.

Review all prerequisites and assumptions before you implement QoS provisioning.
This section contains the following:
e General Prerequisites, page 2-1
e Configuration Information and Assumptions, page 2-2
- Configuration Assumptions (1P QoS), page 2-2

— Implementation Assumptions, page 2-2

General Prerequisites

Toinstall ISC, you are required to have the necessary license keys. License installation is described in
Chapter 2, “Getting Started.”

Cisco IP Solution Center Quality of Service User Guide, 4.1
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To use the ISC user interface, you must be using Netscape Version 7.0 or later or Microsoft I nternet
Explorer, Version 6.0 or later.

See Cisco |P Solution Center Installation Guide, 4.1 for general system recommendations.

Configuration Information and Assumptions

ISC requires that you have certain pieces of configuration information about the devices participating in
QoS provisioning. This configuration information can be obtained by | SC through configuration
collection.

This operation is described in Cisco IP Solution Center Infrastructure Reference, 4.1.

Configuration Assumptions (IP QoS)

This section describes device configuration assumptions for QoS provisioning. Other system
requirements are described in Release Notes for Cisco | P Solution Center, 4.1.

QoS provisioning requires that you enable Cisco express forwarding (CEF) or Distributed CEF (dCEF)
on all CE and PE devices.

e CEFisan advanced, layer 3 switching technology inside arouter. It defines the fastest method by
which a Cisco router uses to forward packets from ingress to egress interfaces.

e CEF enablesdistributed forwarding on versatile interface processors (VIPs) in the Cisco 7500 series
and high-performance line cards in the Cisco 12000 series.

N,

Note  For Cisco 7500 series routers, MQC supports VIP-based QoS only. Therefore, 1SC supports
7500 series (Distributed) routers and not RSP-based 7500 series routers.

Implementation Assumptions

The QoS implementation model deployed in ISC is based upon the Differentiated Services (DiffServ)
architecture. DiffServ describes a set of end-to-end QoS parameters that can be used in conjunction with
Cisco | OS software, and allows the use of the differentiated service code point (DSCP) marking of the
IP header. The DSCP header adds the capability of up to 64 service classesin a QoS policy.

I SC supports the following layer 2 encapsulations for QoS provisioning:
e Ethernet 802.1q (& QinQ)
e |SL
e HDLC
e PPP
e MLPPP
e Frame Relay
e ATM

Cisco IP Solution Center Quality of Service User Guide, 4.1
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ISC QoS Setup and Installation

I SC supports the following Cisco 10S command structures for QoS provisioning:

e Modular QoS CLI framework (MQC)—The Modular QoS CLI isa CLI structure that allows users
to create traffic policies and attach these policesto interfaces. A traffic policy contains atraffic class
and one or more QoS features. A traffic classis used to classify traffic, while the QoS featuresin
the traffic policy determine how to treat the classified traffic.

¢ Non-MQC commands —for the following QoS components in Cisco 10S software:
- FRTS
- FRE.12
- CAR
- LFI over MLPPP.

See the appropriate Cisco |0S documentation on Cisco.com for more information on Cisco 10S
commands.

ISC QoS Setup and Installation

Before setting up I SC QoS, the | SC software must be installed. To do so, see Cisco |P Solution Center
Installation Guide, 4.1.

To set up a new ISC QoS user, one or more users with a QoS role must be created. For step by step
instructions and for an explanation of license keysin | SC, see Cisco |P Solution Center Infrastructure
Reference, 4.1.

To install a QoS license, use the following steps:

Step1  Make sure you have administrative priviliges to install licenses.
Step2  Navigate Administration > Control Center > Licensing.
Step3  Enter the QoS license key:

e Click Install.

e Enter the license key.

e Click Save.
Step4  Log out as administrator.
Step5 Login as the user created above.

You are now ready to start using |SC QoS.

Launching the ISC GUI

To launch the ISC GUI:

Step1  Open aweb browser and enter the following URL to access the login screen (Figure 2-1):
http://<hostname or |P address of ISC Interface server>:8030/isc/login

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Step 2

Step 3

Figure 2-1 ISC Login Screen

E}..g_s.s.... ........

Enter your User Name and Password and click L ogin. Contact the network administrator if you cannot
log into the ISC GUI.

If the login is successful, the ISC home window appears (Figure 2-2).

Figure 2-2 ISC Home

Cisco SysTeMs Home | Shortcuts | Sccount | index | Help | about | Logout

IP Solution Center

Are Here: + Customer: Mone

‘wigicome to IP Solution Center (ISC).

=g Service Inventory
A Tools to manage inventory elements | service requests, and devices:
-

Service Design
‘ Tools to creste and manage policies templates, protocols, and network objscts.

—— Monitoring
47| Tools to manage tasks, ping parameters, and enerate Service Level Agreement (SLA) probes and
reports.

Diagnostics
Tools for automated troubleshooting and diagnostics

= . Administration
J}‘—j Toolz to manage users and 1SC configuration, servers, remate installation, and licensing

HOTE: Use the Index link in the top-right corner &t any time to viewr an indexed list of all ISC areas.

138749

The home window provides access to the five main areas of operation in I SC; Service Inventory, Service
Design, Monitoring, Diagnostics and Administration.
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QoS User Roles

For QoS provisioning, the two main areas of operation are:

e Service Inventory—In this area you can construct QoS service requests and deploy them to the
network. Here, some distinction needs to be made between IP QoS and Ethernet QoS:

— QoS provisioning in this area involves either defining QoS link endpoints and then manually
sel ecting these defined endpoints during QoS service creation or using an existing MPLS
service request for link definition (no need to define link endpoints). These operations are
described in Creating QoS Link Candidate Objects, page 3-2 and |P QoS for MPLS VPNSs, page
3-28 respectively.

— For Ethernet QOS, the Service Inventory is used in a similar way but without editing of link

endpoints. Existing Layer 2 services must be used for link definition (L2VPN or VPLS
services).
e Service Design—QoS provisioning in this areaincludes creating a QoS policy and defining link
level QoS settings. These operations are described in Creating |P QoS Policies, page 3-9 and

Configuring Link-Level 1P QoS Settings, page 3-15 for | P QoS and Creating Ethernet QoS Policies,
page 4-3 and Configuring Link-Level Ethernet QoS Settings, page 4-9 for Ethernet QoS.

a

Note  ThelSC home window that appears depends on the licensed service packages you purchased.

QoS User Roles

ISC isdesigned so that different types of users can manage different aspects of the QoS provisioning
process.

Theroles available for your installation are listed under Administration > Security > User Roles.
There are two predefined QoS user roles that represent distinct levels of access permission:

e QoSRole—supports the ability to create both QoS Policies and QoS Services

e QoSServiceOpRole—only supports the ability to create QoS Services

You can also create new user roles. How to manage user rolesis described in Cisco IP Solution Center
Infrastructure Reference, 4.1.1

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Provisioning Process for IP QoS

This chapter describes the steps required to provision |P QoS for anetwork using the Cisco |P Solution
Center (ISC) graphical user interfaces.

This chapter describes how to set up IP QoS provisioning independent of VPN services. To set up QoS
provisioning for MPLS VPN services, see IP QoS for MPLS VPNSs, page 3-28.

The chapter contains the following sections:
e |P QoS Process Model, page 3-1
e Creating QoS Link Candidate Objects, page 3-2
e Creating IP QoS Policies, page 3-9
e Configuring Link-Level P QoS Settings, page 3-15
e Creating and Deploying IP QoS Service Requests, page 3-19
e [P QoSfor MPLS VPNSs, page 3-28

IP QoS Process Model

Figure 3-1 Process Flow for IP QoS Provisioning

@ Create @ Create @ Configure @ Create and
QoS Link > ; > Link QoS » Deploy
Candidate QoS Policy Settings QoSSR |2

The QoS process model in ISC is designed so that different types of users (for example, network
administrators and service operators), can define different aspects of the QoS provisioning process.

The IP QoS provisioning processin ISC isillustrated in Figure 3-1 and includes four operations:
1. Creating QoS Link Candidate Objects—Identifying device interfaces for QoS provisioning
2. Creating IP QoS Policies—QoS policy based on service classes

3. Configuring Link-Level IP QoS Settings—QoS parameters that are sensitive to link bandwidth and
Layer 2 encapsul ation.

4. Creating and Deploying IP QoS Service Requests—Create a container for the QoS policy and QoS
link settings and apply these parameters to the devices in the service provider network.

[ oL-7647-01
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The rest of this chapter guides you through the QoS provisioning process using the ISC user interface.
For each operation, a screen shot and example values for each entry field are provided. For reference, all
examples in this chapter see the following network configuration (Figure 3-2).

Figure 3-2 Example of QoS Policy Deployment
Shaping, Congestion Shaping, Congestion
Management, Congestion Management, Congestion

Avoidance, CAR, LFI Avoidance, CAR, LFI
e
—

i
CPE PE PE CPE IPTV server
enqosce4l enqospe4 enqospeds engosceb51

Provider-1
S S - -\ S V /2
W ssio HSSI2/1/O\{~®@ AT ATHI -_
IP Phone

A

Marking and Re-marking, Re-Rate Limiting Marking and *I
Rate Limiting@ (Untrusted CPE) Rate Limiting@ = °
FastEthernet0/0 Also DSCP to MPLS Exp FastEthemet0/0 .. &
Mapping if backbone MPLS Web server

Creating QoS Link Candidate Objects

@ Create @ Create @ Configure @ Create and
QoS Link > . » Link QoS > Deploy
Candidate ¥ QoS Policy g Settings QoSSR | &

Object v P 7 8

Before you can provision QoS commands on a network device, you must select the device interfaces as
QoS candidates. For more information on determining which device interfaces might be congestion
points and might benefit from QoS provisioning, see |P QoS Provisioning Strategies, page A-9.

In the ISC GUI, the process of selecting device interfaces is called defining QoS link candidates.

You can use the Service Inventory tab to identify the deviceinterfaces to be used for QoS provisioning.
The device interfaces are either link end-points or mark/rate interfaces, and when selected, these device
interfaces become QoS link candidates to be used later in the QoS service request (Step 4).
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Creating QoS Link Candidate Objects

For QoS provisioning, you must select both interfaces in the CE-PE link. A typical device interface
selection is as follows:

e For the CE device:
— The provider-facing device interface is selected as the link endpoint
— Thecustomer-facing LAN interface is selected for marking and rate limiting

Y

Note Marking and rate limiting on the customer-facing LAN interface is optional.

e For the PE device:
— The customer-facing interface is selected as alink endpoint

The interfaces selected as link endpoints can be provisioned with QoS parameters such as policing,
traffic shaping, congestion management, congestion avoidance, link efficiency, and CAR. You apply
these parameters later in the provisioning process.

This section describes how to use the ISC GUI to select device interfaces as QoS candidates and
includes:

e Selecting CE Device Interfaces for QoS, page 3-3
e Selecting PE Device Interfaces for QoS, page 3-6

Selecting CE Device Interfaces for QoS

Step 1

Step 2

Typically, the service provider supplies the list of devices and interfaces to be selected for QoS
provisioning. This section describes how to select device interfaces for QoS.

To select interfaces in a CE device for QoS:

On the Service Inventory tab, click Inventory and Connection Manager. The left pane of the CE
devices window shows the TOC for this operation area and an icon in the right pane shows a graphical
representation and short description. You can access an area of operation from either the TOC link or the
icon link.

From the TOC, click CE Devices, which islocated under Customersin the hierarchy pane. This displays
the CE Devices window and lists all CE devices that can be edited (Figure 3-3).

[ oL-7647-01
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Figure 3-3 CE Devices List
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Step 3

Select the check box next to the CE device (for example, ce3) and click Edit. The Edit CPE Device

window appears (Figure 3-4). Thiswindow listsdevice detailsand all interfaces that might be candidates

for QoS provisioning.

r Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 3-4 Identify CE Device Interface as QoS Candidate
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Step4  Select the device interface for QoS provisioning. Select Link Endpoint from the QoS Candidate
drop-down menu. This selects the interface on this CE device as alink endpoint for QoS provisioning.

For information on the other entry fields in the Edit CPE Device window, see Cisco |P Solution Center
Infrastructure Reference, 4.1.

Step5  For the same CE device, select the customer-facing LAN interface. Select M ark/Rate from the QoS
Candidate menu (Figure 3-5). This selects the interface on this CE device for marking and rate limiting.

Note  Step 5isoptional, but recommended. If you bypass Step 5, the interface selected in Step 4 is used for
marking and rate limiting.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Step 6
Step 7

Figure 3-5 Identify Customer-Facing LAN Interface as QoS Candidate
Shaowing 1 - 9 of 9 recards
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Click Save. This saves the QoS interface information for the CE device.

Repeat Steps 1 through 4 for each CE device that requires QoS provisioning. For each CE device, specify
the provider-facing interface as the QoS Candidate Link Endpoint, and specify the Mark/Rate parameter
for the corresponding customer-facing LAN interface.

For the network example, mark CE device enqosce51 with interface ATM 1/0.52 defined as the QoS
Candidate Link Endpoint, and FastEthernet 0/0 as the customer-facing LAN interface to be edited for
Mark/Rate Limit.

Selecting PE Device Interfaces for QoS

~

Note

Step 1
Step 2

You must also mark the PE device in the CE-PE link for QoS provisioning. Typically, the PE device is
marked for QoS parameters at the customer-facing interface.

If you have an untrusted CE, one that is not managed or only partially managed by 1SC, you can also
re-mark and re-rate limit at the PE interface. Re-marking and re-rate limiting for PE devicesis
provisioned within the service class policy. See Creating the Service Level IP QoS Policy, page 3-9.

To mark a PE device:

On the Service Inventory tab, click Inventory and Connection M anager.

From the TOC, select PE Devices, whichislocated under Providersin the hierarchy pane. Thisdisplays
the PE Devices window and lists all PE devices that can be edited (Figure 3-6).
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Figure 3-6 PE Devices List
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Select the check box next to the PE device (for example, pel) and click Edit. The Edit PE Device
window appears (Figure 3-7). Thiswindow listsdevice detailsand all interfaces that might be candidates
for QoS provisioning.
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Figure 3-7 Identify PE Device Interface as QoS Candidate
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Step4  Select the interface (for example Ethernet4/0.1) for QoS provisioning. Select Link Endpoint from the
QoS Candidate menu. Thismarks the interface on this PE device as alink endpoint for QoS provisioning.

Step5  Click Save. This saves the QoS interface information for the PE device.

Step6  Repeat Steps 1 through 3 for each PE device that requires QoS provisioning. For each device, specify an
interface as the QoS Candidate Link Endpoint.

For the network example, mark PE device enqosce5 with interface ATM 1/0.52 defined as the QoS
Candidate Link Endpoint.
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Creating IP 00S Policies

Creating IP QoS Policies
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A QoS service policy isdivided into two policy categories; service level policiesand link level policies.
Most networks have a combination of both policy types.

These two parts of the | SC QoS policy are managed in different parts of the user interface.
e The service-level QoS policy is managed using Service Design > Policies.
e Thelink-level IP QoS policy is managed using Service Design > Link QoS.

This section describes how to create a | P QoS service-level policy using the ISC GUI. The process of
creating alink-level QoS Policy is described in Configuring Link-Level 1P QoS Settings, page 3-15.

Creating the Service Level IP QoS Policy

This section describes how to create a service level 1P QoS policy.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 3-8 IP QoS: Create a Service Level QoS Policy
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The IP QoS policy isthe set of rules or conditions that apply to packets as they come across each
interface that has been assigned as a link endpoint. This set of rulesis defined in a QoS service class.

A typical IP QoS policy consists of at least three service classes. | SC provides, by default, five different
services class templates to use or modify.

Vol P—Vol P
RP—Routing Protocol
Mgmt—M anagement
Busin—Business Data
BE—Best Effort

Select the service classes to use in the QoS policy and edit each one with the required parameters. All
service classes except the Voice Class of Service require that you enter at least the bandwidth. You can
also delete an unused service class, change the order of the service classes, or add another data service
class, if needed.

The following sections describe how to create the service class portion of an IP QoS Policy using the
ISC user interface. For detailed information on the entry fields for each service class parameter, see
Appendix B, “IP QoS Policy Parameters.”.

To create an | P QoS policy:

Cisco IP Solution Center Quality of Service User Guide, 4.1



| Chapter3

Provisioning Process for IP QoS

Step 1

Step 2

Creating IP 00S Policies

Onthe ISC home page, select the Service Design tab. The Service Design window in Figure 3-9 appears.

Figure 3-9 Service Design
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Select Policies to open up the Policies window (Figure 3-10).

Figure 3-10 Policies

Policies
Show Policies with | Policy Mame j matching I* of Type IA” j Find
Showing 11 - 18 of 158 records
£ Policy Hame Type Cvvner

1. [T L2vpnPalicyd L2WPN Global
12. [~ L2vpnPolicy2 L2%PN Global
13. [T MPLSPalicy_PECE MPLS Cuzstomer - Customerd
14, [T MPLSPolicyho_CE MPLS Customer - Customer1
15. [T Sample IP Qs Cuzstomer - Customerd
16. [ Sample_a IP G MPLS Policy ner
17. [ wPLEPalicy YPLS L2YPH (P2P) Policy
18. [T wPLSPolicy2 YRLS VPLS Policy

Rovys per page: Iﬂ Q0% Policy 38:'2— of 2 bbl

TE Policy
Create '| ‘ Edit ‘ | Copy, | ‘ Delete ‘

[ oL-7647-01

Cisco IP Solution Center Quality of Service User Guide, 4.1 g

138723



Chapter 3 Provisioning Process for IP QoS |

B Creating IP QoS Policies

The Policieswindow listsall policiesthat currently exist for the different 1SC services. Use this window
to make changes to an existing policy, or to delete an unwanted service policy.

Step3  Click Createand select QoS Policy from the menu. The Qos Policy Creation window appears
(Figure 3-11).

Figure 3-11 Create QoS Policy

Cisco SYsTEMS Home | Shortcuts | Account | ndes: | Help | About | Logout
IP Sclution Center

Seruice Design f f f

+ Policies + Templates

You Are Here: + Service Design = Policies Customer: FMone
QoS Policy Creation
[
- P QoS This =ection contains tasks specific to creating IP o3 Policies and Ethernet QoS Policies

+» Ethernet Qo=
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Step4  Select IP QoS from the TOC at left. The Edit IP QoS Policy window appears (Figure 3-12).

Figure 3-12 Edit IP QoS Policy

Edit IP Qo5 Policy

Palicy Mame & I

i+
" Pravider

At Provider Ingress:
¥ Mark MPLS Exp. | Mark DSCPPrec | Rate Limit

Showing 1-5 of 5 recaords

# u Iaime Clazs of Service Bandwicdth (%) Order
1. r wvoP “alP Eakd
2. - RF Routing Protacal 1 ¥
3. Il Mgt Management 1 ﬂ ﬂ
4. [T Busin Data ¥
5. r EE Data Eakd

Rowvs per page: I 10 vl 1] ] zota page:l‘] of 1 [» [=0

| Add Data CoS ‘ | Edrt Co5 ‘ | Delete CoS ‘ | Save | ‘ Cancel ‘
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The Edit 1P QoS Policy window lists the policy name, the customer or provider for this policy, and
displays the five recommended default service classes. Use this window to select and edit the service
classes to use in the QoS policy.

In addition to the service classes, you can re-mark or add re-rate l[imiting parametersto a PE device using
the following check boxes.
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Step 5

Step 6

Step 7

Step 8

Creating IP 00S Policies

e Mark MPLSExp.—Select this check box to enable an MPL S Exp check box to appear inthetraffic
classification section of the Voice and Data Class of Services. Use thisparameter when provisioning
QoS for a PE device that isin an MPLS network.

e Mark DSCP/Prec—Select this check box to cause I SC to generate class-map/policy-map
commands that reclassify the traffic and remark the traffic on the PE in the same manner as on the
ingress of the CE. Use this parameter to mark traffic based on the IP DSCP or precedence value.

e Rate Limit—Select this check box to cause I SC to apply both an ingress and egress rate-limiting
command on the PE link endpoint. Enable this parameter if the CE is an untrusted device. An
untrusted CE is a device that is either not managed by 1SC or only partially-managed by |SC.

In the Edit IP QoS Policy window, enter the Policy Name. Select a policy name that is easily identified
for your network. For example, if your customer is CustomerA, the policy hame might be A-QoS.

A

Note = We recommend that you use short customer names, policy names, and class-of -service names
inside a QoS Policy. ISC combines the customer name and the QoS policy name to provision the
policy-map command. Further, ISC combines the customer name, policy name, and
class-of-service name to provision the class-map command. 10S has alimit of 40 characters for
both policy-map and class-map command names. When the combination exceeds 40 characters,
I SC attempts to truncate the combination and this might lead to service request deployment
problems.

Choose an Owner (Customer or Provider) for this QoS policy. Click the appropriate radio button and
then Select.

In the Customer (or Provider) for QoS Policy popup, select the customer (provider) and click Select
(Figure 3-13).

Figure 3-13 Select Customer for QoS Policy

Showy Custamers with Customer Mame matching I* Find
Showing 1 - 2 of 2 recards
# Customer Hame
1. £ Customerd

2. {7 Customer2
Rows per page: |1E| vI 1<] ] Gota page:l1 of 1 [ =1

| Select H Cancel ‘
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This identifies the customer for the QoS policy. You return to the Edit 1P QoS Policy window.

The next step in defining the service level QoS policy isto edit the service classes. You can apply one
or more service classes to the QoS policy. Edit the default service classes provided by ISC, delete the
unwanted service classes, and add a data service class if necessary. A typical QoS policy consists of 3
service classes; Vol P, Management, and a data service class, such as Best Effort.

To apply aservice class to an IP QoS policy, select the class of service and click Edit CoS. The Edit
Service Class window appears (Figure 3-14).

[ oL-7647-01
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B Creating IP QoS Policies

Step 9

Step 10

Step 11
Step 12

Step 13

Note

Figure 3-14 Edit Service Class— Routing Protocol

Edit Service Class

Service Attributes
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Service Mame"” ‘-') FF
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Congestion Management
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T
Wi

Queue Limit in Cells 1 - 262144 cells): "‘-c)

‘ OK H Cancel ‘

tote; * - Required Field

Mhote; ** - 4t least one bandwidth iz required except for "class-default” and YolP clazs. "Bandwidth in Kbps", "Bandwidth Percent”,
and "Bandwidth Remaining” are mutually exclusive.
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From the Edit Service Class window, enter the QoS parameters, or service attributes, to apply to this
service class and click OK.

Depending on the service class you are editing, you receive the appropriate window. For a detailed
explanation of the entry fields for this service class and the windows for the other service classes, see
Service Level IP QoS Parameters, page B-1.

Repeat Steps 7 and 8 for all services classes that you want applied to your QoS policy.

To change the processing order of the service classes, use the up and down arrow keys on the Edit IP
QoS Policy window. The service class policies are applied to the network devices in the order they are
presented on the Edit IP QoS Policy window.

Add another service class, if required. See Adding a Data Service Class, page B-20.

Delete any service classesthat you do not require for this QoS Policy. See Deleting a Service Class, page
B-20.

After you edit and apply the required service classes, click Save to save the Qos Policy.

All service classes except Voice Class of Service require that you specify a bandwidth before you save
the QoS Policy.

When you save an |P QoS policy, a status information box is displayed on the bottom left of the ISC
window. The following examples show the different status messages and user action required, to correct
any problems.

a. Save succeeded. No further action is required. (Figure 3-15).

Cisco IP Solution Center Quality of Service User Guide, 4.1



| Chapter3 Provisioning Process for IP QoS

Configuring Link-Level IP QoS Settings W

Figure 3-15 Save is Successful
Status
Cperation:  Save QoS Folic
Status: Ef Succeeded

b. Policy isin use and cannot be edited (Figure 3-16). To read the warning message, click More Info
and take the necessary action to resolve the issue.

Figure 3-16 Edit QoS Policy with Warning

Status

Cperation:  Edit 205 Polic
Warning

Sitgiile. Maie Info

c. Save QoS policy failed (Figure 3-17). Click M or e I nfo to determine the source of the problem. You
must fix all errors and resave before you can continue.

Figure 3-17 Save Unsuccessful

Status
Cperation:  Save QoS Policy

Failed
Status:
More Info
)

Note  Not all devices and Cisco 10S platforms support all QoS parameter options.

Configuring Link-Level IP QoS Settings

@ Create @ Create @ Configure @ Create and
QoS Link > ; > Link QoS » Deploy
Candidate QoS Policy Settings QoSSR |8

The second part of an 1SC IP QoS policy isthe link level policy, also called the link QoS setting. The
link QoS setting describes the specific CE-PE link QoS parameters to use.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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The link QoS setting is a group of QoS parameters that are sensitive to link bandwidth and the CE-PE
link's layer 2 encapsulation type. Typically, a service provider requires several different link QoS

settings, one for each link bandwidth.

Link QoS settings are associated with each link in the QoS Service Request. For each CE-PE link in the

QoS service request, you can have one corresponding link QoS setting.

Link QoS Policy

Use the Link QoS policy to configure the link-specific QoS information.

Create the link QoS setting using the Link QoS operation area of the ISC GUI. The Link QoS policy

allows you to create and manage the following link QoS settings:

e [P Link QoS Settings—Specify the QoS settings to apply to the link, such as aggregated traffic
shaping and aggregated rate limiting. You also use the IP Link QoS Settings to specify Link
Efficiency Settings, or LFI and interface-based aggregated rate limiting (also known as CAR,

Committed Access Rate).

Creating a Link QoS Setting

This section describes how to create alink QoS setting for a network.

Figure 3-18

Creating a Link IP QoS Setting

Service Design:
Create Link-level
QoS Policy

Cust
or Prov
Oriented

Select
Cust.

Select
Prov.

v

v

Enable Aggregated
Traffic Shaper

v

Enable LFI

v

Enable CAR
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Configuring Link-Level IP QoS Settings W

To create the link QoS setting:

Step1  On the Service Design tab (Figure 3-19), click Link QoS.

Figure 3-19 Service Design

Home | Shortcuts | Account | indes: | Help | About | Logout

Cisco SvsTems

IP Solution Center

Service Design | f i |

Uszer: admin

You Are Here: + Service Design Customer: FMone

Service Design

Tools to create and manage policies, templates, protocols, and network objects.

- Policies
)W Create and manage Policies for licensed services.

5] Templates
Create and manage Templates and associsted data.

ol
=2

e Protocols

% Creste and manage Protocols and Protocol Bundles.

@os Link QoS
T Create and manage IP Link GoS and Ethernet Link QoS settings
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Step2  The Link QoS Settings window appears (Figure 3-20).

Figure 3-20 Link QoS Settings

Link QoS Settings

Showing 1 - 4 of 4 recards

g Set Name Orovnier Type Encapsulation Bandwidth in Kbps
1. [ BANCVIDTH_100MBPS_37S0ME Cuzstomer - Customer! Bthernet Link QoS Settings  Bthernet 100000
2. [ BAMDWIDTH_100MEPS TRUST COS_S7S0ME  Customer - Customer! Ethernet Link G0% Settings  Ethernet 100000
3. [ TRUST_PCORT_COS Cuzstomer - Customer! Bthernet Link QoS Settings  Bthernet
4. [ COS_MUTATION_EWS _FE00 Customer - Customer1 Ethernet Link Go% Settings  Ethernet
Rowes per page: I 10 vl [<] 4] Gota page:l1 of 1 [» [=0
Create ‘l'| ‘ Copy ‘ | Edit | ‘ Delete ‘

IP Link @05 Settings

Ethernet Link Qo% Settings
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Step3  TheLink QoS Settingswindow displaysthe current link QoS settings available for QoS service requests,
including the following information about each link QoS setting:

e Set Name—The name of your link QoS setting

Cisco IP Solution Center Quality of Service User Guide, 4.1
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e Owner—Customer or provider

e Type—IP Link Setting

e Encapsulation—Layer 2 encapsulation type.

e Bandwidth in Kbps—Enter this value manually. For I P Link QoS Settings only.

You can select an existing link QoS setting or create a new one. For the network example, create a new
IP Link QoS setting.

Step4  Click Createand select | P Link QoS Settings in the drop-down list. The IP Link QoS Settings Editor
window appears (Figure 3-21).

Figure 3-21 IP Link QoS Settings Editor

IP Link QoS Settings Editor

Set Name'™
wner® il
WyMEr |
" Provider

Link Blandwidth (keps)"

Agoregated Traffic Shaper: Mone
Link Efficiency: FR Fragmentation Size: Mone
LFl on MLPPF: OFF

Interface-baszed Agoregated Rate Limiter: 0 Interface-based Aggregated Rate Limiter(s)

| Save H Cancel ‘

Mate: * - Required Figld
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Step5  Enter thevaluesin the IP Link QoS Settings Editor window. The entry fields are described in Table 3-1.

Table 3-1 IP Link QoS Settings Editor Entry Field
Entry Field Description
Set Name The name of thelink QoS settings. Specify aname that describesthe

service offered by the settings. For example: Frame_64K_Gold;
ATM_2Mb_Silver. The name Frame_64K_Gold indicates that this
set should be used on a CE-PE link of bandwidth 64kbps, whose
layer-2 encapsulation is Frame Relay and to meet an SLA of Gold.

Owner (Customer or Provider) |Click Select to choose from alist of customers or providers.

Link Bandwidth Thisisarequired field. Thelink bandwidth specifies the maximum
amount of bandwidth allocated for packets belonging to this link.

Aggregated Traffic Shaper Applies traffic shaping QoS parameters to the device interface.
Click Aggregated Traffic Shaper to set these parameters. Use this
method instead of applying traffic shaping parameters with a
service class. For more information on the parameters for
aggregated traffic shaping, see Aggregated Traffic Shapers, page
A-7.
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Step 6
Step 7

Step 8

Creating and Deploying IP QoS Service Requests

Table 3-1 IP Link QoS Settings Editor Entry Field

Entry Field Description

Click Link Efficiency to set these parameters. For more
information on the link efficiency parameters, see Link Efficiency
Settings, page B-30.

Link Efficiency

Interface-based Aggregated Rate |Thisprovidesrate limiting for thetraffic onaparticular interfacefor

Limiter the CE-PE link. Click I nterface-Based Aggregated Rate Limiter
to set these parameters. For moreinformation on the interface-based
aggregated rate limiter parameters, see Interface-Based Aggregated
Rate Limiters, page B-31.

Click OK.

Repeat Steps 1 through 7 to add more IP Link QoS settings. Link QoS settings are associated with each
CE-PE link in the QoS Service Request. For each link in the QoS service request, you can optionally
have one corresponding link QoS setting.

Click Save to save the IP Link QoS settings.

Creating and Deploying IP QoS Service Requests

@ oS @ Creat @ Configure @ Create and
QoS Link - reate T -
Candidat > QoS Policy > Link QoS > Deploy |
%nb'l ?e Settings QoSSR | &

After both the service level and the link level QoS polices are created, the final stepsin the QoS
provisioning process are to create and deploy a QoS service request.

A QoS service request contains one or more QoS links. A QoS link can contain two interfaces (CE-PE
link) or just one interface (CE only or PE only). Each link can optionally be associated with a QoS link
setting. A QoS policy can be associated with a QoS service request.

A QoS service request should:

e Contain a QoS policy

e Contain QoS links
All QoS linksin the service request can optionally be associated with alink QoS setting
To apply QoS policies to network devices, you must deploy the QoS service request.

When a QoS SR is deployed (commissioned), the provisioning engine (besides uploading the latest
configs) will determine the device/linecard and | OS version associated with the target device (both CE
and PEs). This information will determine the QoS feature set that is supported by the device/linecard.
Armed with this feature set, a delta config is created (comparing the existing repository with the latest
upload) to satisy the service request.

[ oL-7647-01
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M Creating and Deploying IP QoS Service Requests

This section describes how to use the ISC GUI to create and deploy an 1P QoS service request and
includes:

e Creating an IP QoS Service Request, page 3-20
e Deploying an IP QoS Service Request, page 3-26

Creating an IP QoS Service Request

This section describes how to create a QoS service request, independent of VPN services.

Figure 3-22 Create an IP QoS Service Request
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v

Add Link |Y€S
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Select Link
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v

Select QoS Policy

v

Save SR

v

Deploy SR
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To create a QoS service request for MPLS services, see |IP QoS for MPLS VPNSs, page 3-28.
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Step 1

Note

Step 2
Step 3

Creating and Deploying IP QoS Service Requests

To create an | P QoS service request:

Select Service Inventory > Inventory and Connection Manager > Service Requests.
The Service Requests window appears. (Figure 3-23).

Figure 3-23 Service Requests List

Ciscs SvsTems Home | Shortcuts | &ccount | index | Help | about | Logout |
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Mariagemert Showing 1 - 7 of 7 records
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-+ Device Groups 2|4 - FAILED_DEPLOY QoS ADD admin Customer!  3550-DSCP (23005 10557 AM
* Cust
léu;:f;; Shes 3. s [ Jrecuesten  Lavew ADD admin Customer!  L2VpnPolcy2 9120005 7:00 P
= CPE Devices 4 [ E l:IREQUESTED WPLS ADD admin Customer2  VPLSPolicy! 912005 7.01 PM
= Providers . 3
- Provider Regions s 7 I:IREQUESTED YPLS ADD admin Customer2  VPLSPolicy2 9420005 704 PM
- PE Devices 6.8 -DEPLOYED MPLS ADD admin Customer!  MPLSPolicy_PECE 9/23/05 1:46 PM
- Aeeess Domains 7. 13 [[JUEPLOVED @S ADD  admn  Customer! Sample_4 92305 204 PM
-+ Resource Pools
++ CE Routing Communtiss . =
. WPME Rows per page I1 a 'I 14 4] @ota page: |1 of 1 [Ga) B0
- AAML Servers o
* Mamed Physical Circuits Auto Refresh: v ‘ Create TH Details || Status 'H Edit || Deploy ‘-|| Decommission || Purge v| r"z
« MWPE Rings %
L =
The Service Requests window lists the current service requests.
For more information on service requests, see QoS Service Requests, page 5-3.
From the Service Requests window, click Create and choose QoS.
Select the customer for this service request and click OK (Figure 3-24).
Figure 3-24 Select Customer
Select Customer
; i [~ Find
Showy Customers with Customer Name matching
Showing 1 - 2 of 2 records
# Customer Hame
1. {7 Customert
2. {7 Customer?
Rowvs per page: I 10 vl 14 ] Gota page:|1 of1 [ [0
-+
| 0K | ‘ Cancel ‘ b
=]
a

The QoS Service Editor window appears (Figure 3-25).
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Step 4

Step 5

Figure 3-25 QoS Service Editor
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The QoS Service Editor window displays the following information about each QoS links:

e Link Op. Type—Thelink operation type for this CE-PE link. For example, ADD meansthat you are
adding this link to the service request. DELETE means that you are deleting this link from the
service request.

e CE Link Endpoint—The CE device interface that was selected as a link endpoint QoS candidate.

e CE Templates—Add a set of commands (that ISC does not include) to the CE device by associating
atemplate with the CE device. See Cisco IP Solution Center Infrastructure Reference, 4.1 for
information on creating templates.

e PE Link Endpoint—The PE device interface identified as a link endpoint QoS candidate.

e PE Templates—Add a set of commands (that 1SC does not include) to the PE device by associating
atemplate with the PE device. See Cisco IP Solution Center Infrastructure Reference, 4.1 for
information on creating templates.

e Link QoS Settings—Previously configured link QoS setting to use for this CE-PE link.

e Bandwidth—This value automatically populates when you choose alink qos setting, or you can
enter it manually.

Use the QoS Service Editor window to manage CE-PE links, or to select MPLS service requests for |P
QoS provisioning. You can also select link QoS settings for the CE-PE links from this window.

)

Note If you are provisioning QoS for an MPLS service request, see IP QoS for MPLS VPNSs, page
3-28.

If you add CE and PE link endpoints, you get a CE-PE QoS link. If you select link QoS settings for the
CE-PE link, you get link level QoS policy. Typically, a QoS service request has both a service level
policy and link level QoS settings.

Use the Palicy drop-down menu to select a QoS policy to apply to this service request. For the network
example, use CustomerA-QoS-Policy.

To add a QoS link, click Add IP QoS Link.

The QoS Service Editor window displays two endpoints: CE Link Endpoint, and PE Link Endpoint.
(Figure 3-26).
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Figure 3-26 Select Link Endpoints

QoS Service Editor

Job 10: Hew Policy: I MHane b l State: REQUESTED

=
[

Description:

Showving 1-1 of 1 records
# I Link Op. Type CE Link Endpoirt CE Templatels) PE Link Endpoirt PE Templatels) Link GoS Seftings  Bandwidth (kbps)

1. O ADD Select Endpaint Add Templates... Select Endpoint Add Templstes. . Mone I
Rowes per page: I 10 YI 14 ] 5ota page:l'l of 1 [ (=0

Select MPLS SR for IP QoS | | Add IP GoS Link | ‘ Delete Link 'l" | Select Link Qo5 Settings |

Templates ‘-H Save || Cancel |

Click Select Endpoint in the CE Link Endpoint field. The QoS Service Editor - Select CE window
appears (Figure 3-27).

Figure 3-27 Select CE

QoS Service Editor - Select CE

Site Name matching | Find
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138762

Thiswindow listsall CE devices, including the Customer Site Name, CE device Name, and Device Type.

Select a CE device and click Select QoS Interface. For example, select ce3. The QoS Service Editor
Select CE QoS Interface window appears (Figure 3-28).

[ oL-7647-01
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Figure 3-28 Select CE QoS Interface
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Thiswindow lists the CE device interfaces identified during the Selecting CE Device Interfaces for QoS
operation, and includes the following information about the CE device interfaces:

¢ Interface name—The name of the CE device interface marked as a QoS candidate.

e Layer 2 (L2) Encapsulation—Layer 2 encapsulation type. For alist of supported encapsulation types,
see Implementation Assumptions, page 2-2

e VC—ATM or Frame Relay virtual circuits. Choose from alist of circuit identifiers.

Step8  Select the CE QoS interface and click OK. For example, select QoS Interface Ethernet0/1.2 with Vlan
id = 100. You return to the QoS Service Editor window. The interface information for the CE link
endpoint is listed.

Step9  Next, select the corresponding PE link endpoint. From the QoS Service Editor window, Click Select
Endpoint in the PE Link Endpoint field. The QoS Service Editor - Select PE Window appears
(Figure 3-29).

Figure 3-29 Select PE

QoS Service Editor - Select PE
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Thiswindow lists all PE devices, including the Provider Name, Provider Region Name, and PE device
Name.

Step10 Select a PE device and click Select QoS Interface. For example, select pel. The QoS Service Editor -
Select PE QoS Interface window appears (Figure 3-30).
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Figure 3-30 Select PE QoS Interface
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Thiswindow lists the PE device interfaces identified during the Selecting PE Device Interfaces for QoS
operation, and includes the following information about the PE device interfaces:

¢ Interface name—The name of the PE device interface marked as a QoS candidate.

e Layer 2 (L2) Encapsulation—Layer 2 encapsulation type. For alist of supported encapsulation types,
see Implementation Assumptions, page 2-2.

e VC—ATM or Frame Relay virtual circuits. Choose from alist of circuit identifiers.

Select the PE QoS interface and click OK. For example, select QoS interface Ethernet4/0.1 with VC
Vlan id = 100. You return to the QoS Service Editor window (Figure 3-31).

Figure 3-31 QoS Service Editor with CE and PE Endpoints
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id=100 i=100
State: LIMMOWT State: UMM
Rowsperpage:l'lﬂ 'I queotopage:h af 1 [ [21
Select MPLS SR for IP QoS || Add IP Qo5 Link ” Delete Link H Select Link Qo% Settings || Templates || Save || Cancel |
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The interface information for the PE link endpoint is listed.
Repeat Steps 1 to 11 to add more CE and PE link endpoints.

To add alink level QoS policy to thislink, click None in the Link QoS Settings field or select the link
with the check box in the second column and click Select Link QoS Settings. The Select Link QoS
Settings window appears (Figure 3-32).

[ oL-7647-01
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Figure 3-32 Select Link QoS Settings

QoS Service Editor - Select Link QoS Settings

™ Set Link Gos Setting to MONE

Showing 1 -1 of 1 recaord

# et Name Ovmier Encapsulation Bandwidth (in kbps)
1. (o shape! 25 Cuzstomer - Customerd MONE 100
ROWS pEF page: I 10 vl 1] ] Goto page:|1 of 1 [ 20
| 0K | ‘ Cancel ‘
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This window lists all set names (link QoS settings) created during the Configuring Link-Level 1P QoS
Settings operation.

Step14  Select the link QoS setting (set name) to apply to this CE-PE link and click OK.

When you have finished adding all CE and PE Link Endpoints, the service request creation process is
complete.

Step15 Save the QoS service request by clicking Save (Figure 3-33).

Figure 3-33 QoS Service Editor with Link QoS Setting

QoS Service Editor

Job ID: 15 Policy: | Sample 'l State: REQUESTED

=
Description: _I
e
Showing 1-1 of 1 records
. . . . . Link (oS .
# ul Link Op. Type CE Link Encpaint CE Template(s) PE Link Enclpoint PE Templatels) Seftings Bandwvicth (kbps)
Site: east Redion: region_1
CE el PE: pet
Intf: Ethernetl® 2 Intf: Ethernetd .1
1. [ ADD WC: VLN, Yian Add Templates. .. Y YLAN: ian Add Templates. .. shape1 28 100
id=100 icd=100
State: REQUESTED State: REQUESTED
Rowes per page: I'ID 'I 1<] {] Gota page:|1 of 1 [» [20
Select MPLS SR for IP Qo5 || Add IP QoS Link || Delete Link || Select Link Qo% Settings || Templates || Save || Cancel |
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This saves the QoS service request parameters to the ISC Repository. The | SC-generated configlet is
downloaded to the network device when the service request is deployed. See the following section.

For more information on the | SC Repository, see Cisco IP Solution Center Infrastructure Reference, 4.1.

Deploying an IP QoS Service Request

To apply QoS policies to network devices, you must deploy the QoS service request. When you deploy
a QoS service request, ISC generates a configlet to download to each device.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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When the configlets are generated, the QoS service request enters the Pending state once the
configlets have been generated and downloaded to the device(s) and the AUDIT task is
IN-process. When the configlets are downloaded to all the devicesin the service request and the result
of the AUDIT task is successful, the QoS service request enters the Deployed state.

To deploy a QoS service request:

Step1  Select Service Inventory > Inventory and Collection Manager > Service Requests. The Service
Requests window appears (Figure 3-34).
Figure 3-34 Deploy QoS Service Request

Service Requests

Showe Services with | Jab 1D j matching I* aof Type | All j Find

Showving 1 - 9 of 9 records

& J;Eh State Type Op:\::gon Creator Cu:;t:-lr:er Palicy Mame Last Modified Description
1.7 3 I:lREQUESTED L2%PM ADD addmin Customer!  L2%pnPalicy 9/20/05 6:59 PM
2[4 -FAILED_DEF‘LO‘rr QoS ADD addmin Customer!  3550-DSCP 972305 10:57 AM
305 I:lREG!UESTED L2%PH ADD acdmin Customer!  L2%pnPalicy2 9/20/05 7:00 P
4. 6 I:lREQUESTED YPLS ADD addmin Customer2  WPLSPolicy 9/20/05 7:01 P
507 l:lREQUESTED WRLE ADD aclmin Customer2  VPLEPalicy2 972003 701 PM
B.[[] & l:lDEPLOYED MPLE ADD Sdmin Custamer!  MPLEPalicy_PECE 972305 1:48 P
7. 13 l:lLOST Qs ADD acdmin Customer!  Sample_~A 972705 1:10 PM
8. [ 14 -INVALID QoS ADD addmin Customer!  3750-DSCP Q2705 243 PM
9. ¥ 15 I:lREQUESTED QoS ADD Sodmin Cuztomer!  Sample 9/30/05 9: 26 A6
Rowys per page: I 10 vI 1] ] Goto page:l'l of 1 [=[=0
Auto Refresh: [ | Create -'| | Details || Status V| | Edit | | Deploy ‘l"| | Decommission | | Purge q-|
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This window shows all active service requests for this user name and the following service request
information: Jobl D, State, Type, Operation Type, Creator, Customer Name, Policy Name, L ast Modified
Date, and the Description.

From the Service Requests window, you can Create, view the Details, Edit, Deploy, Decommission, and
Purge an active service reguest.

Step2  Create and schedule a deployment task by clicking the Deploy button. Select Deploy from the menu.

Tip Force Deploy generates configlets for a service request that is already in the Deployed state and
downloads it to the network devices. Use Force Deploy when adevice configuration is lost or when you
replace or change equipment.

I SC generates the QoS configlet and downloads it to the network device.

To see if a QoS service request is successfully deployed, check the State field on the Service Requests
window.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Note  For more information on QoS service requests, see QoS Service Requests, page 5-3.

IP QoS for MPLS VPNs

I SC supports the following QoS parameters for MPLS V PNs:
e [P QoS based on DSCP or |IP Precedence value before the packet enters the MPL S network

e Map DSCP or IP Precedence value to MPL S Exp. value at the ingress router to the MPLS Network
(PE ingress interface)

e |P QoS based on DSCP or IP Precedence values continues after the packet leaves the MPL S network
The following sections describes how to apply P QoS parameters to an MPLS service request.

Checking Prerequisites

For an MPLS network, ISC marks packets with MPL S Experimental values (MPLS Exp.) at the PE
ingress interface. Before you can apply QoS parameters to an MPLS network, you must already have:

e An existing IP QoS policy.
e Anexisting MPLS service request. This service request can either be in the Requested, Deployed,
Failed Deployed, or Pending state. However, we recommend that you use an MPL S service request

that isin the Deployed state because the QoS service request might rely on interface configuration
from the MPLS service request.

See Cisco IP Solution Center MPLSVPN User Guide, 4.1 for more information on creating MPLS
service requests.

e Select the Mark MPLS Exp. check box for the QoS policy. Thisis configured for the QoS service
level policy on the Edit QoS Policy window. See Creating the Service Level P QoS Policy, page 3-9
for more information.

Creating a QoS Service Request from an MPLS Service Request

Use the following procedure to create a QoS service request from an MPLS service request:

Step1  Select Service Inventory >Inventory and Connection Manager > Service Requests. The Service
Requests window appears. (Figure 3-35).

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 3-35 Service Requests
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.. Topology Tool - JI‘I)]b State Type Op:;:gon Creator Cu:::nr:er Policy Mame Last Modified Description
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- Device Groups 2.+ [llFaen_DEPLOY Gos ADD admin Customer!  3550-DSCP Q23105 10:57 AM
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: uCu;"z::r - 3175 [ |REGUESTED  L2vPN  ADD  admin Customer!  L2VpnPolicy2  Q/20/05 7:00 PM
 CPE Dievices 4.7 &5 [ |REcuEsTED  wRLS 4DD admin Customer2 WPLSPolicyl  Q/20/05 7:01 PM
"o — 5. 177 [_|REGUESTED  ¥PLS  ADD  admn  Cuslomer2 WPLSPolicy2 920005 7:01 PM
« PE Devices 6. & [[]oeroven  wpLs ADD admin Customer!  MPLSPalicy_PECE 8/23/05 1:46 PM
;ADDSSS E”Taiﬂs 7.1 [ Jost MPLS¥PH | 2DD achmin Customer!  Sample_a. 8127105 1:10 PM
= FESOUrce Fools  —
= G i Eanmuies 8. 14 [lnveLo L2UPH  2DD  scmin Customer!  3750-DSCP Q127105 243 PM
- VPNs 8. 1715 [ |RecuEsTED WPLE  ADD  admin Customer!  Sample 3005 526 AM
- AAL Servers
+ MNamed Physical Circuits . - QoS5 Got 1 i 1 (Ga)
 NPC Rings Rows perpage: [ 10 7| | 1<) <] Goto page: of 1 (68) [3 [0
IS
Auto Refresh: [ | Create :H Details || Status v|| Edit || Deploy: v|| Decommission || Purge "‘ I~
8
The Service Requests window lists the current list of service requests.
A )
Note  For more information on service requests, see QoS Service Requests, page 5-3.
Step2  From the Service Requests window, click Create and choose QoS.
The Select Customer window appears (Figure 3-24).
Step3  Select the customer for this service reguest and click OK.
Figure 3-36 Select Customer
Select Customer
; ina |* Find
Showy Customers with Customer Name matching
Showing 1 - 2 of 2 records
# Customer Hame
1. {7 Customert
2. {7 Customer?
Rowvs per page: I 10 vl 14 ] Gota page:|1 of1 [ [0
-+
| 0K | ‘ Cancel ‘ b
=]
i

The QoS Service Editor window appears (Figure 3-25).
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Figure 3-37 QoS Service Editor

Qo%s Service Editor

Step 4

Job ID: Hew Policy: I Mone "I State: REQUESTED

Description:

-
[~

Showing 0 of 0 recaords

[~ Link Op. Type CE Link Encpoirt CF Templaters)  PE Link Endpoirt PE Template(s)  Link QoS Seftings Bandwidth (kbps)

Rowvs per page: I‘]I] vl <] <] zoto page:l‘] of 0 (Ba) [ [2]

| Select MPLS SR for IP QoS H Select SR for Ethernet QoS H Add IP Qo5 Link H Sauve H Cancel ‘
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The QoS Service Editor window displays the following information about a link:

Link Op. Type—The link operation type for this CE-PE link. For example, ADD meansthat you are
adding this link to the service request.

CE Link Endpoint—The CE device interface identified as alink endpoint QoS candidate.

CE Templates—Add a set of commands (that 1SC does not include) to the CE device by associating
atemplate with the CE device. See Cisco IP Solution Center Infrastructure Reference, 4.1 for
information on creating templates.

PE Link Endpoint—The PE device interface identified as a link endpoint QoS candidate.

PE Templates—Add a set of commands (that 1 SC does not include) to the PE device by associating
atemplate with the PE device. See Cisco IP Solution Center Infrastructure Reference, 4.1 for
information on creating templates

Link QoS Settings—Previously configured link QoS setting to use for this CE-PE link.

Bandwidth—You can enter the value for this manually, or it can be pre-populated when you choose
alink qos setting.

Click Select MPL S SR for IP QoS. The QoS Service Editor—Select MPLS SR window appears
(Figure 3-38).

Figure 3-38 Select MPLS Service Request for QoS

QoS Service Editor - Select MPLS SR

Showing 1-1 of 1 records
#  Select Job D State OF Type  Custamer Palicy

1. g DEPLIOYED ADD Customer MPLSPolicy_PECE

Rowvs per page: I‘]I] vl 1<] ] Gota page:l'l of 1 B [0

‘ OK ‘ | Cancel |
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This window lists existing MPL S service requests, including the deployment state, the customer, and

policy name.

r Cisco IP Solution Center Quality of Service User Guide, 4.1
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Step 5

Step 6

Step 7

IP QoS for MPLSVPNs W

Select an existing MPL S service request for creating your QoS service request and click OK. The next
QoS Service Editor window appears (Figure 3-39).

Figure 3-39 QoS Service Editor

QoS Service Editor

Job 10: Hew Policy: I MHone 'I State: REQUESTED

=
Description:
[ -]
Showing 1-1 of 1 records
# o Link QOp. Type CE Link Encipaoint CE Template(s) PE Link Encgpoirt PE Templatels) I;';:“ﬁ;g Bandwvicth (kbps)
Site: east Region: region_1
CE: cel PE: pel
1. O ADD Intf: EthernetOn .2 Add Templates. .. Intf: Ethernetds0.1 Addd Templates... Mone I
Wi Mone WO Mone
State: LIMKMCAATY State: UIMKMCAAT
Rowes per page: I'ID YI 1] €] Goto page:|1 of 1 [0
| Select MPLS SR for IP Qo5 || Add IP QoS Link H Delete Link H Select Link QoS Settings H Templates H Save || Cancel |
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This window lists the CE and PE links that were created during MPLS provisioning. For more
information on MPL S provisioning, see Cisco |P Solution Center MPLS VPN User Guide, 4.1.

From this window you can del ete or add more links and apply link QoS settings to a link endpoint pair.

To apply link QoS settings, select alink endpoint pair and click Select Link QoS Settings. Alternately,
you can click None in the Link QoS Settings column. The QoS Service Editor—Select Link QoS settings
appears (Figure 3-40).

Figure 3-40 QoS Service Editor - Select Link QoS Settings

QoS Service Editor - Select Link QoS Settings

™ Set Link Gos Setting to MONE

Showing 1 -1 of 1 recaord

# et Name Ovmier Encapsulation Bandwidth (in kbps)
1. (o shape! 25 Cuzstomer - Customerd MONE 100
ROWS pEF page: I 10 vl 1] ] Goto page:|1 of 1 [ 20
| 0K | ‘ Cancel ‘
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Thiswindow lists all set names (link QoS settings) previously defined in the link level QoS policy. See
Configuring Link-Level IP QoS Settings, page 3-15 for more information.

Select the link QoS setting (set name) to apply to this CE-PE link and click OK. You return to the QoS
Service Editor window (Figure 3-41).

[ oL-7647-01
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Figure 3-41 Completed QoS Service Request from MPLS Service Request
QoS Service Editor
Job ID;: Hew Policy: I MNone b I State: REQUESTED
=
Description: _I
-
Showing 1-1 of 1 records
# Link Op. Type CE Link Endpoint CE Templatels) PE Link Enclpoirit PE Template(s) LS";:"ﬁ;SS Bandwicth (kbps)
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1. O ADD Intf; Ethernetoi .2 Aod Templstes... Intf; Ethernet40.1 Add Templates... shape! 28 1an
W Mone WiC MNone
State: LINKMCANM State: LINKMNChYM
Rowes per pacge: I 10 vl 1] ] Goto page:l‘l of 1 [ [20

Select MPLS SR for IP QoS || Add IP QoS Link || Delete Link || Select Link Qo5 Settings || Templates || Save || Cancel |
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The CE-PE links and link QoS settings for the QoS service request are listed. These are the QoS
parameters that will be applied to the MPLS service request.

Step8  Click Saveto save the QoS service request.

Step9  To apply QoS policiesto the VPN service request, you must deploy the QoS service request. When you
deploy a QoS service request, | SC compares the device information in the Repository (the | SC database)
with the current device configuration and generates a configlet.

When the configlets are generated and downloaded to the devices, the QoS service request enters the
Pending state. When the devices are audited, the QoS service request enters the Deployed state.

S

Note

For more information on deploying and auditing QoS service requests, see QoS Service Requests, page
5-3.

r Cisco IP Solution Center Quality of Service User Guide, 4.1

0L-7647-01 |



CHAPTER I

Provisioning Process for Ethernet QoS

This chapter describes the steps required to provision Ethernet QoS for a network using the Cisco IP
Solution Center (1SC) graphical user interfaces.

Before starting the provisioning process, be sure to read Chapter 2, “ Getting Started.”
This chapter describes how to set up Ethernet QoS provisioning for L2VPN and VPLS.
The chapter contains the following sections:

e Ethernet QoS Process Model, page 4-1

e Creating an L2VPN Service Request, page 4-2

e Creating Ethernet QoS Policies, page 4-3

e Creating and Deploying Ethernet QoS Service Requests, page 4-12

e Inner VLAN for 3750-ME, page 4-19

Ethernet QoS Process Model

@ Create @ Create @ Configure @ Create and
> ; » Link QoS » Deploy
L2VPN SR Pol °
S QoS Policy Settings QoSSR |3
LV e L i

The Ethernet QoS process model in I SC isdesigned so that different types of users (for example, network
administrators and service operators), can define different aspects of the QoS provisioning process.

The Ethernet QoS provisioning process shown above includes four operations:

1. Creating an L2V PN Service Request—At least one L2V PN service request (SR) is needed in order
to create an Ethernet QoS service request.

2. Creating Ethernet QoS Policies—QoS policy based on service classes

3. Configuring Link-Level Ethernet QoS Settings—QoS parameters that are sensitive to link
bandwidth and Layer 2 encapsulation.

4. Creating and Deploying Ethernet QoS Service Requests—Create a container for the QoS policy and
QoS link settings and apply these parameters to the selected L2V PN service request(s).

Cisco IP Solution Center Quality of Service User Guide, 4.1
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B Creating an L2VPN Service Request

Creating an L2VPN Service Request

Configure

@ Create @ Create
L2VPN SR > QoS Policy

©

Link QoS
Settings
L

Y

Create and
Deploy
QoS SR

138235

The first step in provisioning Ethernet QoS is to create an L2V PN service request. Thisis needed
because an Ethernet QoS service request is created by importing an L2VPN service request into a QoS

service request.

To create an L 2V PN service request, see Cisco | P Solution Center L2VPN User Guide, 4.1.

r Cisco IP Solution Center Quality of Service User Guide, 4.1
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Creating Ethernet QoS Policies

@ Create @ Create @ Configure @ Create and
> f » Link QoS » Deploy
L2VPN SR Pol ©
S QoS Policy Settings QOSSR |9
LV e L 3

A QoS service policy isdivided into two policy categories; service level policiesand link level policies.
Most networks have a combination of both policy types.

These two parts of the | SC QoS policy are managed in different parts of the user interface.
e The service-level QoS policy is managed using Service Design > Policies (Step 2).
e Thelink-level Ethernet QoS policy is managed using Service Design > Link QoS (Step 3).

This section describes how to create an Ethernet QoS service-level policy using the ISC GUI. The
process of creating alink-level QoS Policy is described in Configuring Link-Level Ethernet QoS
Settings, page 4-9.

Figure 4-1 Create a Service-Level Ethernet QoS Policy

"Create/clone
Ethernet
QoS policy"

Ethernet QoS

Add/edit
service class

Set classification,
marking, rate limiting,
and congestion
as needed

Y

Complete Ethernet
QoS Policy Creation

138655

Creating an Ethernet QoS Policy

ISC provides a selection of predefined Ethernet QoS policies that in most cases can be used as abasis
for new policies. It is recommended that this option be used whenever possible.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Step 1

However, if none of the predefined policies available prove suitable, a new policy can be created from
scratch (see Step 2 in the following procedure).

To create an Ethernet QoS policy using predefined policies:

On the Service Design tab, click Policies (Figure 4-2).

Figure 4-2 Policies

Home | Shortouts | &ccount | index | Help | Akout | Logout

Cisco SrsTems

IP Solution Center
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”Serulce Design |
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You Are Here: + Service Design Customer: Mone
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Tools to creste and manage policies, templates, protocols, and network objects.

__~, Policies
)@ Create and manage Policies for licensed services.,

751 Templates
Create and manage Templates and associsted data.

£l

=

e Protocols

% Create and manage Protocols and Protocol Bundles.

Qos Link QoS
[T Create and manage IP Link GoS settings.

Hetwork Objects
% Create and manage network objects for security services.
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The Policies window appears (Figure 4-3).
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Step 2

Creating Ethernet 00S Policies

Figure 4-3 Predefined Policies
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The Policies window lists al policies that currently exist for the different ISC services. The ones listed
in Figure 4-3 are the ten predefined Ethernet QoS policies supplied with ISC. See Appendix E, “Metro
Ethernet Use Cases” for at description of the corresponding use cases and hardware platforms.

Policies that are currently associated with a QoS service request cannot be edited or deleted.

The quickest and easiest way to create an Ethernet QoS policy is to clone a predefined policy. Asan
alternative, you can create a policy from scratch using the Create > QoS Policy > Ethernet QoS.

Select the predefined policy that most closely match your needs and click Copy.

The Edit Ethernet QoS Policy window appears (Figure 4-4).

[ oL-7647-01
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Figure 4-4 Edit Ethernet QoS Policy
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The Edit Ethernet QoS Policy window lists the policy name, the owner (customer or provider) for this
policy, and any existing service classes tied to it. Use this window to add, delete, or edit service classes
for the Ethernet QoS policy.

Step3  Enter apolicy namein the Policy Namefield, edit the Owner field as needed, and decide whether to
add, delete, or edit a service class.

N

Note The policy name length is limited to 10 characters.

Step4  Add, delete, or edit aservice class as needed. As an example, we elect to edit the BC service class. Select
the BC CoS and click the Edit CoS button.

The Edit Service Class window appears (Figure 4-5).
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Figure 4-5 Edit Service Class
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For adetailed explanation of Edit Service Class parameters, see Appendix C, “Ethernet QoS Policy
Parameters.” .

Step5  Inthe Edit Service Class window, edit the Ethernet QoS parameters to modify the policy as needed and
click OK to return to the Edit Ethernet QoS Policy window.

Step6  Repeat Steps 4 and 5 for all service classes that you want applied to your QoS policy.

To change the processing order of the service classes, use the up and down arrow keys on the Edit
Ethernet QoS Policy window. The processing order dictatesthe order in which the class-maps are applied
to the policy map and subsequently the order in which they are processed.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Step7  After you have made the necessary service class modifications, click Save to save the Ethernet QoS
policy.

When you save an Ethernet QoS policy, a status information box is displayed on the bottom left of the
ISC window. The following examples show the different status messages and user action required, to
correct any problems.

a. Save succeeded. No further action is required. (Figure 4-6).

Figure 4-6 Save is Successful
Status
Cperation:  Save QoS Folic
Status: Ef Succeeded

b. Policy isin use and cannot be edited or deleted (Figure 4-7). To read the warning message, click
More Info and take the necessary action to resolve the issue.

Figure 4-7 Edit QoS Policy with Warning
Status
Cperation:  Edit 205 Polic
; Warning
Stz More Infa

c. Save QoS policy failed (Figure 4-8). Click M ore Info to determine the source of the problem. You
must fix all errors and resave before you can continue.

Figure 4-8 Save Unsuccessful

Status

Cperation:  Save QoS Policy

Failed
Status:
More Info
N

Note  Not all devices and Cisco 10S platforms support all QoS parameter options. If you have specified an
option for adevice that is not supported, you don't receive the warning or error until after you deploy
the service request.
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Configuring Link-Level Ethernet QoS Settings

Configuring Link-Level Ethernet QoS Settings

@ Create @ Create @ Configure @ Create and
> ; » Link QoS » Deploy
L2VPN SR Pol ~
S QoS Policy Settings QoSSR | g
LV e e i

The second part of an I1SC Ethernet QoS policy isthelink level policy, also called the link QoS setting.
Thelink QoS setting describes the specific UNI and VLAN level QoS parameters to use.

Link QoS settings are associated with each link in the QoS Service Request.

Creating a Link QoS Setting

This section describes how to create alink QoS setting for a network.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 4-9 Create a Link Ethernet QoS Setting

Create
Ethernet Link
QoS

Ethernet QoS

Yes Is shape per port required as
shaping is currently applied
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Set shape No
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Bandwidth?
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Trust? Yes Yes
N|0
Trust Set mutation
No port/trust DSCP Yes—» values

<
«<

Y

Save settin [ Need at least a shaper
9 or a trust setting

To create the link QoS setting:
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Step1  On the Service Design tab, click Link QoS (Figure 4-10).
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Configuring Link-Level Ethernet QoS Settings

Figure 4-10 Service Design
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e Protocols

% Create and manage Protocols and Protocol Bundles.

Qos Link QoS
[T Create and manage IP Link GoS settings.

Hetwork Objects
% Create and manage network objects for security services.

&
=
a
The Link QoS Settings window appears (Figure 4-11).
The four Link QoS names listed in Figure 4-3 are the four predefined Ethernet Link QoS policies
supplied with ISC.
Figure 4-11 Link QoS Settings
Link QoS Settings
Showing 1 - 4 of 4 recards
g Set Name Orovnier Type Encapsulation Bandwidth in Kbps
1. [ BANCVIDTH_100MBPS_37S0ME Cuzstomer - Customer! Bthernet Link QoS Settings  Bthernet 100000
2. [ BAMDWIDTH_100MEPS TRUST COS_S7S0ME  Customer - Customer! Ethernet Link G0% Settings  Ethernet 100000
3. [ TRUST_PCORT_COS Cuzstomer - Customer! Bthernet Link QoS Settings  Bthernet
4, [T Cos_MUTATION_BWS_7E00 Customer - Customer1 Ethernet Link QoS Settings  Ethernet
Rowes per page: I 10 vl [<] 4] Gota page:l1 of 1 [» [=0
Create ‘l'| ‘ Copy. ‘ | Edit | ‘ Delete ‘
IP Link @05 Settings
Ethernet Link QoS Settings §
o0
o

To create an Ethernet Link QoS policy, you can clone a predefined link QoS policy and modify as
needed. Select the predefined policy that most closely match your needs, click Copy, make the desired
changes and save it.

You can also create a policy from scratch and thisis described in the following.

[ oL-7647-01
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Click Createto open a drop-down menu with two options, | P Link QoS Settings and Ethernet Link
QoS Settings. Select the Ethernet Link QoS Settings to create an Ethernet Link QoS.

The Ethernet Link QoS Settings window appears (Figure 4-12).

Figure 4-12 Ethernet Link QoS Settings Editor

Ethernet Link QoS Settings Editor

Set Name'™

i+
" Pravider

Shape Average (bpsl I

Banchwicth (% or kbps): | |% |
™ Enakle
_ & Trust COE
ST ey
I™ | Enabile COS Kutstion @ D:I_ 1:|_ 2:|_ 3:|_ 4:|_ S:I_ B:I_ ?:I_
C Trust DECE

‘ Save H Cancel |

Mate: * - Required Figld
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Step3  TheEthernet Link QoS Settings window displaysthe current link QoS settings available for QoS service
requests.

Add the desired settings. An explanation of the link QoS setting parametersis provided in Appendix C,
“Ethernet QoS Policy Parameters.”

Step4  Click Save to keep the modified settings.

Creating and Deploying Ethernet QoS Service Requests

@ Create @ Create @ Configure @ Create and
> ; »| Link QoS » Deploy
| @
L2VPN SR QoS Policy Settings Q0SSR | 8
LV L L i

After both the service level and the link level QoS polices are created, the final stepsin the QoS
provisioning process are to create and deploy a QoS service request.

A QoS service request contains one or more QoS links. A QoS link can contain two interfaces or just
one interface. Each link can optionally be associated with a QoS link setting. A QoS policy can be
associated with a QoS service request.

A QoS service request should:
e Contain a QoS policy
e Contain QoS links
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Creating and Deploying Ethernet QoS Service Requests Il

All QoS linksin the service request can optionally be associated with alink QoS setting.

To apply QoS policies to network devices, you must deploy the QoS service request. When you deploy
a QoS service request, |SC compares the device information in the Repository (the ISC database) with
the current device configuration and generates a configlet.

This section describes how to use the | SC GUI to create and deploy an Ethernet QoS service request and
includes the following sections:

e Creating an Ethernet QoS Service Request, page 4-13
e Deploying an Ethernet QoS Service Request, page 4-18

Creating an Ethernet QoS Service Request

This section describes how to create an Ethernet QoS service request, independent of VPN services.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 4-13 Create an Ethernet QoS Service Request
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Save & Deploy
Ethernet QoS SR
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To create an Ethernet QoS service reguest:

Step1  Select Service Inventory > Inventory and Connection Manager > Service Request.
The Service Requests window appears. (Figure 4-14).
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Step 2
Step 3

Creating and Deploying Ethernet QoS Service Requests Il

Figure 4-14 Service Requests
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The Service Requests window lists the current service requests.
For more information on service requests, see QoS Service Requests, page 5-3.
From the Service Requests window, click Create and choose QoS.
Select the customer for this service request and click OK (Figure 4-15).
Figure 4-15 Select Customer
Select Customer
; i [~ Find
Showy Customers with Customer Name matching
Showing 1 - 2 of 2 recards
# Customer Hame
1. £ Customerd
2. {7 Customer2
Rowvs per page: I 10 vl 14 ] Gota page:|1 of1 [ [0
-+
| 0K | ‘ Cancel ‘ b
o
=

The QoS Service Editor window appears (Figure 4-16).
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Figure 4-16 Default QoS Service Editor

Qo%s Service Editor

Job ID: Hew Policy: I Mone "I State: REQUESTED

-
[~

Description:

Showing 0 of 0 recaords
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=
Step4  To add an Ethernet QoS link, click Select SR for Ethernet QoS.
The QoS Service Editor window displays the available service requests (Figure 4-17).
Figure 4-17 Select Service Request
QoS Service Editor - Select SR
Showing 1-2 of 2 recaords
Jok P )
#  Select o State Type Tofaz WPN Customer Palicy
1. 3  REQUESTED L2WPW ADD  “pnl Customer! L2%pnPolicy
2. 5 REQUESTED L2WPKW  ADD  “pn2 Customer! L2%pnPolicy2
RO per page: I 10 vl 1] ] zota page:l‘] of 1 [» [=0
| OK H Cancel ‘ ﬁ
[2=]
o

Step5  Select aservicerequest and click OK. The QoS Service Editor switches to Ethernet QoS service request
editor mode (Figure 4-18).
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Figure 4-18 QoS Service Editor - Ethernet QoS Service Request Mode
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This window lists the link information for the selected service requests.

The QoS Service Editor window displays the following information about each QoS link:

Link Op. Type—Thelink operation type for this U-PE to N-PE link. For example, ADD means that
you are adding this link to the service request. DELETE means that you are deleting this link from
the service request.

U-PE—U-PE device, UNI, E-NNI, and state information of the link.

U-PE Templates—Add a set of commands (that | SC does not include) to the U-PE device by
associating atemplate with the U-PE device. See Cisco | P Solution Center Infrastructure Reference,
4.1 for information on creating templ ates.

Inner VLAN ID—CE-VLAN ID of aL2VPN EWS or VPLS. (See General Metro Ethernet Service
Types, page E-1 for a definition of Metro Ethernet terminology).

N-PE—N-PE device, E-NNI, and state information.

N-PE Templates—Add a set of commands (that | SC does not include) to the N-PE device by
associating a template with the PE device. See Cisco |P Solution Center Infrastructure Reference,
4.1 for information on creating templ ates.

Link QoS Settings—Previously configured link QoS setting to use for this Ethernet QoS link.

Use the QoS Service Editor window to select a service request for Ethernet QoS provisioning.

To add more service requests, repeat steps 4 and 5.

Use the Policy drop-down menu to select a QoS policy to apply to this service request.

You can now associate U-PE Templates, Link QoS Settings, and N-PE Templates by clicking the
corresponding links to bring up the selection window.

To save the QoS service request, click Save.
The newly created QoS service request now appears in the Service Requests window (Figure 4-19).

[ oL-7647-01
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Figure 4-19 Service Requests with Newly Added QoS Service Request
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This saves the QoS service request parameters to the ISC Repository. The | SC-generated configlet is
uploaded to the network device when the service request is deployed. This step is described in the
following section.

For more information on the I SC Repository, see Cisco IP Solution Center Infrastructure Reference, 4.1.

Deploying an Ethernet QoS Service Request

To apply QoS policies to network devices, you must deploy the QoS service request. When you deploy
a QoS service request, I1SC generates a configlet to download to each device.

When the configlets are generated, the QoS service request enters the Pending state. When the configlets
are uploaded to all the devices in the service request, the QoS service request enters the Deployed state.

To deploy a QoS service request:

Step1  Select Service Inventory > Inventory and Collection Manager > Service Requests. The Service
Requests window appears (Figure 4-20).

Cisco IP Solution Center Quality of Service User Guide, 4.1


http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_0/infrastr/index.htm

| Chapter4

Provisioning Process for Ethernet QoS

Step 2

Tip

S

Note

Inner VLAN for 3750-ME

Figure 4-20 Deploy QoS Service Request
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This window shows all active service requests for this user name and specific service request
information.

From the Service Requests window, you can Create, view the Details, view the Status of SR Links or
Logs, Edit, Deploy, Decommission, and Purge an active service request.

Create and schedule a deployment task by clicking the Deploy button. Select Deploy from the menu.

Force Deploy generates configlets for a service request that is already in the Deployed state and
downloads it to the network devices. Use Force Deploy when adevice configuration is lost or when you
replace or change equipment.

I SC generates the QoS configlet and downloads it to the network device.

To see if a QoS service request has been successfully deployed, check the State field on the Service
Requests window.

For more information on QoS service requests, see QoS Service Requests, page 5-3.

Inner VLAN for 3750-ME

This section describes L2V PN EWS/VPLS classification on outer and inner VLAN. (See General Metro
Ethernet Service Types, page E-1 for a definition of Metro Ethernet terminology.)

This QoS model based oninner C-VLAN ID classificationisonly found in Catalyst 3750-ME. Therefore
it is not part of the mainstream ME3.1 solution, although this fact does not restrict its use.
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With this approach, one could create a H-QoS policy that matches on two VLAN ID values (outer and
inner) and then also ook at the inner CoS or even DSCP information within that outer/inner VLAN
combination.

Note Inner VLAN ID classification only appliesto L2VPN EWS and VPLS. (See General Metro Ethernet
Service Types, page E-1 for a definition of Metro Ethernet terminology.)

Note  Aninner VLAN vaueof a requested/deployed Metro Ethernet QoS service request cannot be modified.

The following CLI shows how inner and outer VLAN is specified in a class-map.

class-map match-all rtvlan 102
match vlan 108

match vlan inner 102

!

class-map match-all bcvlan 104
match vlan 108

match vlan inner 104

!

class-map match-all bevlan 108
match vlan 108

!

policy-map RT_VLAN_102

class match_any

police cir 30000000 bc 64000 pir 30000000 be 64000 conform-action set-cos-transmit 5
exceed-action drop violate-action-drop
priority

!

policy-map BC_VLAN_104

class class-default

police cir 20000000 bc 64000 pir 40000000 be 64000 conform-action set-cos-transmit
2 exceed-action set-cos-transmit 1 violate-action drop
bandwidth 40000

queue-limit 550

!

policy-map BE_VLAN_ 108

class class-default

set cos 0

bandwidth 30000

queue-limit 3

!

policy-map VLAN_ Outbound

class rtvlan_102

bandwidth 30000

service-policy RT_VLAN 102
class bcvlan_ 104

bandwidth 40000

service-policy BC_VLAN 104
class bevlan 108

bandwidth 30000

service-policy BE_VLAN 108

!

policy-map ES_Port_Outbound
class class-default
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CHAPTER 5

Managing and Auditing Service Requests

Each time a QoS service request is deployed in the Cisco | P Solution Center (1SC), a configuration audit
occurs. You can view the results of these in QoS configuration audit reports. Use configuration audits
and reports to verify that the ISC generated configlet represents the correct QoS configuration to
download to the network device.

This chapter describes how to generate and view a configuration audit, how to manage QoS service
requests, and how to access task logs.

The chapter includes the following sections:
e QoS Configuration Auditing, page 5-1
e QoS Service Requests, page 5-3
e QoS Task Logs, page 5-14

QoS Configuration Auditing

A configuration audit occurs automatically each time you deploy a QoS service request. During this
configuration audit, 1 SC verifiesthat all Cisco |OS commands are present and that they have the correct
syntax. An audit also verifies that there were no errors during depl oyment.

The configuration audit verifies the service request deployment by examining the commands configured
by the QoS service request on the target devices. If the device configuration does not match what is
defined in the service request, the audit flags awarning and sets the service request to a Failed Audit or
Lost state.

You can create audit reports for new or existing QoS service requests.

e Audit new services—This type of audit is for service requests that have just been deployed. This
type of audit identifies problems with the configuration files downloaded to the devices.

e Audit existing services—This type of audit checks and eval uates the configuration of deployed
service requests to see if the service request is still in effect.

We recommend that you schedule a service request audit on aregular basis to verify the state of the
network provisioning requests.

This section describes how to manually generate a configuration audit and view the audit report.
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To manually generate a configuration audit:

Step1  Select Service Inventory > Inventory and Connection Manager > Service Reguests.
Step2  Select aQoS servicerequest in Deployed statefor the configuration audit and click Details. The Service

Request Details window appears (Figure 5-1).
Figure 5-1 Service Request Details
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Step3  Click Audit. The Service Request Audit Report window appears. Figure 5-2 shows an example of a
successful configuration audit.

Figure 5-2 Service Request Audit Report—Successful

Service Request Audit Report

Config Audit Report for Job ID 13

Link I Device Mame Device Role Device Messages

|c:33 |CPE |Aud'rt Successiul

|pe1 |PE |Aud'rt Successiul
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This window shows the device name and role, and a message regarding the status of your configuration
audit.

If the audit is unsuccessful, the message field shows details on the failed audit. Figure 5-3 shows an
example of afailed audit message for a QoS service request.

Cisco IP Solution Center Quality of Service User Guide, 4.1




| Chapter5 Managing and Auditing Service Requests

QoS Service Requests

Figure 5-3 Service Request Audit Report—Failed
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Step4  Click OK toreturn to the Service Request Details window.

QoS Service Requests

A QoS service request contains one or more QoS links. Each link can optionally be associated with a
QoS link setting. A QoS policy can be associated with a QoS service request.

A QoS service request should:
e Contain a QoS policy
e Contain one or more QoS links

e All links in the service request can be associated with a QoS link setting (it can be the same or a
different link policy for each link)

To apply QoS policies to network devices, you must deploy the QoS service request. When you deploy
a QoS service request, |SC compares the device information in the Repository (the ISC database) with
the current device configuration and generates a configlet.

Use a QoS servicerequest to apply a QoS policy to a network or to an existing L2VPN, MPLS, or VPLS
service request.

The following sections describe:

Managing QoS Service Requests, page 5-4
Verifying QoS Service Requests, page 5-5
Service Request States, page 5-5

Service Request States, page 5-5

Changing Service Request Parameters, page 5-7

Note  See Chapter 3, “Provisioning Process for IP QoS” and Chapter 4, “Provisioning Process for Ethernet
QoS” for more information on the create and deploy operations.

Cisco IP Solution Center Quality of Service User Guide, 4.1
[ oL-7647-01 .m



Chapter5 Managing and Auditing Service Requests |

I 00S Service Requests

Managing QoS Service Requests

To manage QoS service request, select Service Inventory > Inventory and Connection Manager >
Service Requests.

From the Service Requests window you can perform the following operations for QoS service requests:

e Create

e View Details
e Edit

e Deploy

e Decommission
e Purge
Figure 5-4 shows an example of the Service Requests window.

Figure 5-4 Service Requests List

Cisco SYsTEMs Home | Shortcuts | sccourt | indes: | Help | about | Logout

IP Solution Center

Service Inventory | Uszet: admin

+ Inventory and Connection Manager *

You Are Here: + Service Inventory & Inventory and Connection Manager = Service Reguests Customet: Hone
ErT
n Service Requests Show Services with | Johb D j matching I" of Type | All j Fiu’
«= Traffic Enginesting
Mariagemerit Showing 1 - 7 of 7 records
- Inventory Manager Job o
perstion Customer . - -
.- Topology Tool # D State Type Type Creator Hame Palicy Mame Last Modified Description
Devices 1. 3 I:lREGUESTED L2%PN ADD admin Customer!  L2¥pnPolicy1 9720005 E:59 PM
-+ Device Graups 2. |4 -FAILED_DEPLOY oS ADD admin Customer!  3550-DSCP QTIN5 1057 AM
* Customers
. Customer Stes 3.0s l:lREQUESTED L2%PN ADD acdmin Customer!  L2¥prPalicy2 9720005 7:00 PM
- CPE Devices 4. 6 l:lREGLIESTED WPLS ADD acdmin Customer2  WVPLSPaolicy1 8r20/05 7:01 PM
> Providers . " 5
o e e s O7 l:lREQUESTED WPLS ADD acdmin Customer2  WPLSPalicy2 920005 7:01 PM
= PE Devices B[ & -DEPLOYED MPLS ADD admin Customer!  MPLSPolicy_PECE 9/23/05 1:46 PM
= (BB D 7. 15 []verLoven QoS DD sdmin Customer!  Sample_é, 9123105 204 PM
-- Resource Pools
S;E:Lmng CoMmmLnitEs Rows per page: Iﬂ 14 q Goto page |1— af 1 [ [>1
= AAA Servers o
* Mamed Physical Circuits Auto Refresh: v | Create "| | Details ‘ | Status ‘r| | Edit | | Deploy '| ‘ Decommission | ‘ Purge v| ﬂ
o« MNP Rings %
-

The Service Reguests window shows the current list of service requests for this username. The list
includes the following information about each service request:

e JoblD—The job number assigned to the service request by ISC. Table 5-1 describes | SC service
request states.

e State—The transition state for the service request. See Service Request States, page 5-5 for more
information.

e Type—Thetype of service request. For example, MPLS VPN, L2VPN, VPLS, QoS, or TE.

e Operation Type—The operation type for the service request. For example, ADD means that you are
adding this service request, MODIFY that a service request has been changed from an earlier state,
and DELETE that you are decommissioning this service request.

e Creator—Username identity of person who created or last modified the service request.
e Customer Name—Customer name for the service request.
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e Policy Name—Name of policy assigned to this service request.

e Last Modified—Date and time the service request was created or last modified.

e Description—Optional text description of the service request.

Verifying QoS Service Requests

After you deploy a QoS service request, you should verify that there were no errors.

You can verify a QoS service request through the following:

e Transition state—The transition state of a QoS service request is listed on the Service Requests
window in the State column. See Service Request States, page 5-5 for more information.

e View service request details—From the Service Requests Details window, you can view the QoS
link endpoints and the QoS configlets for this service request. See Changing Service Request
Parameters, page 5-7 for more information.

e Task Logs—Access the task logs either from the M onitoring > Task Manager or from Service
Inventory > Inventory and Connection M anager > Service Requests (Status button) to help you
troubleshoot a failed service request or to view more details about a service request. See QoS Task
Logs, page 5-14 for more information.

Service Request States

A service request transition state describes the different stages a service request enters during the QoS

provisioning process.

For example, when you deploy a QoS service request, |SC compares the device information in the
Repository (the | SC database) with the current device configuration and generates a QoS configlet for
each device. When the configlets are generated and downloaded to the devices, the QoS service request
enters the Pending state. When the devices are audited, the QoS service request enters the Deployed

state.

Table 5-1 describes the transition states for an | SC service request.

Table 5-1 Cisco IP Solution Center Service Request States

Service Request Type

Description

Broken

(valid only for L2TPv3
and MPLS services)

The router is correctly configured but the service is unavailable (due to a
broken cable or Layer 2 problem, for example).

An MPLS service request moves to Broken if the auditor finds the routing
and forwarding tables for this service, but they do not match the service
intent.

Closed

A serviceregquest movesto Closed if the service request should no longer be
used during the provisioning or auditing process. A service request movesto
the Closed state only upon successful audit of a decommission service
request. |SC does not remove a service request from the database to allow
for extended auditing. Only a specific administrator purge action resultsin

service requests being removed.

[ oL-7647-01
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Table 5-1 Cisco IP Solution Center Service Request States (continued)

Service Request Type

Description

Deployed

A service request moves to Deployed if the intention of the service request
isfound in the router configuration file. Deployed indicates that the
configuration file has been downloaded to the router, and the intent of the
request has been verified at the configuration level. That is, | SC downloaded
the configlets to the routers and the service request passed the audit process.

Failed Audit

This state indicates that | SC downloaded the configlet to the router
successfully, but the service request did not pass the audit. Therefore, the
service did not move to the Deployed state. The Failed Audit stateis
initiated from the Pending state. After a service request is deployed
successfully, it cannot re-enter the Failed Audit state (except if the service
request is redeployed).

Failed Deploy

The cause for a Failed Deploy statusis that DCS reports that either the
upload of the initial configuration file from the routers failed or the
download of the configuration update to the routers failed (due to lost
connection, faulty password, and so on).

Functional

(valid only for L2TPv3
and MPLS services)

An MPLS service request moves to Functional when the auditor finds the
VPN routing and forwarding tables (VRF) for this service and they match
with the service intent. This state requires that both the configuration file
audit and the routing audit are successful.

Invalid

Invalid indicates that the service request information is incorrect in some
way. A service request movesto Invalid if the request was either internally
inconsistent or not consistent with the rest of the existing network/router
configurations (for example, no more interfaces were available on the
router). The Provisioning Driver cannot generate configuration updates to
service this request.

L ost

A service reguest moves to L ost when the Auditor cannot find a
configuration-level verification of intent in the router configuration files.
The service request was in the Deployed state, but now some or all router
configuration information ismissing. A service request can moveto the L ost
state only when the service request had been Deployed.

Pending

A service reguest moves to Pending when the Provisioning Driver
determines that the request ooks consistent and was able to generate the
required configuration updates for this request. Pending indicates that the
service request has generated the configuration updates and the
configuration updates are successfully downloaded to the routers.

The Auditor regards pending service requests as new requests and begins the
audit. If the service has been freshly provisioned and not yet audited, it is not
an error (pending audit). However, if an audit is performed and the serviceis
still pending, itisin an error state.
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Table 5-1 Cisco IP Solution Center Service Request States (continued)

Service Request Type Description

Requested If the serviceis newly entered and not yet deployed, it is not an error.
However, if aDeploy isdone and it remains Requested, the serviceisin an
error state.

Wait Deploy This service request state pertains only when downloading configletsto a

Cisco CNS-CE server, such asa Cisco CNS IE2100 appliance. Wait Deploy
indicates that the configlet has been generated, but it has not been
downloaded to the Cisco CNS-CE server because the device is not currently
online. The configlet is staged in the repository until such time as the Cisco
CNS-CE server notifies ISC that it isup. Configletsin the Wait Deploy state
are then downloaded to the Cisco CNS-CE server.

Figure 5-5 illustrates which service request states relate to the QoS configuration auditing process, and
which states relate to the provisioning process.

Figure 5-5 Service Requests States

ISC Service Request States

"""""" > Provisioning States
—— > Auditing States

FAILED
AUDIT

BROKEN

~
o
oo}
fsel
o

Changing Service Request Parameters

Step 1
Step 2

You can change the QoS parameters associated with a deployed service request without
decommissioning the service. For example, you might want to change a configuration to increase the
bandwidth on the UNI interface.

To change the parameters, use the following procedure:

Create anew QoS policy that represents the new level of service.
Select the existing QoS service and edit that service request.

[ oL-7647-01
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Step3  Select the new policy (created in Step 1) and save the service request.

The QoS service request goes from DEPLOY ED state to REQUESTED state and the Operation Type
from ADD to MODIFY with the new QoS policy displayed.

Step4  Deploy the QoS service request.

The provisioning engine first removes the replaced policy parameters and immediately replaces them
with the new policy parameters (see the following configlet).

interface Vlan201
no service-policy input isc_in Customer A Default GE2/1.201
no shutdown
!
no policy-map isc_in Customer A Default GE2/1.201
!
no class-map match-all Customer ADefault EFFORTGE2/1.201vlan201
!
no class-map match-all Customer ADefaultRITICALGE2/1.201vlan201
!
no class-map match-all Customer ADefaultAVVIDGE2/1.201vlan201
!
no class-map match-all Customer ADefaultCONTROLGE2/1.201vlan201
!
class-map match-all Customer Adefault2AVVIDGE2/1.201vlan201
match ip precedence 5
!
class-map match-all Customer Adefault20NTROLGE2/1.201vlan201
match ip precedence 3
!
class-map match-all Customer Adefault2ITICALGE2/1.201vlan201
match ip precedence 2
!
class-map match-all Customer Adefault2EFFORTGE2/1.201vlan201
match ip precedence 0 1 2 3 4 5 6 7
!
policy-map isc_in Customer A default2 GE2/1.201
class Customer Adefault2AVVIDGE2/1.201vlan201
set ip precedence 5
police 40000 bps 40000 byte conform-action transmit exceed-action drop
class Customer Adefault20NTROLGE2/1.201vlan201
set ip precedence 3
police 40001 bps 40001 byte conform-action transmit exceed-action drop
class Customer Adefault2ITICALGE2/1.201vlan201
set ip precedence 2
police 40002 bps 40002 byte conform-action transmit exceed-action drop
class Customer Adefault2EFFORTGE2/1.201vlan201
set ip precedence 0
police 40003 bps 40003 byte conform-action transmit exceed-action drop
!
interface Vlan201
service-policy input isc_in Customer_ A default2 GE2/1.201

)

Note  The policy parameters that were not changed (congestion management parameters in this case
(tx-queue statements) are not removed, as shown in the following configlet.

interface GigabitEthernet2/1
tx-queue 3
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bandwidth 16000 bps

priority high
tx-queue 4

bandwidth 16001 bps
tx-queue 2

bandwidth 16002 bps
tx-queue 1

bandwidth 16003 bps
1

interface Vl1an201

no shutdown
1

Viewing QoS Service Request Details

The QoS service request details include the link endpoints for the QoS service request, the history, and
the QoS configlet generated during the service request deployment operation. Use the service request
details to help you troubleshoot a problem or error with the service request or to check the QoS
commands in the configlet.

This section describes how to view the details of a QoS service request, including the history, link
details, and QoS configlets.

To view QoS service request details:

Step1  Select Service Inventory > Inventory and Connection Manager > Service Requests.

Step2  Select the QoS servicerequest and click Details. The Service Request Details window appears as shown
in Figure 5-6.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure 5-6 QoS Service Request Details —Attributes
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The service request attribute details include the type, transition state, operation type, 1D, modification
history, customer, Description, QoS Service Type, and policy name.

The service request link 1D details include the link endpoints, link bandwidth, and link operation type.
From the Service Request Details page, you can view more information about:

e Links—The link endpoint details.

e History—Service request history report

e Audit—Audit reports for thelink IDs

e Configlets—View the ISC generated configlet for the QoS service request

The following sections describe the links, history, and configlet details for a QoS service request. The
audit details are described in QoS Configuration Auditing, page 5-1.

Links

Service Request links are displayed in the Service Request Links window (Figure 5-7).
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History

Figure 5-7

QoS Service Requests
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Click Details to display the devices marked with link QoS settings for this service request (Figure 5-8).

Figure 5-8

Service Request Link Details

Service Request Link

Link Details
Type: QoS
Link 10 5
Link Operation Type: ADD
Site: east
CE: ce3

CE Link Endpaint:

PE Link Endpoint:

Link Bandwicth:

Imtf: Ethernetls 2

W5 WLAN, Wlan id=100
State: DEPLOYED
Message: Audit Successful

Region: region_1

PE: pet

Intf: Ethernet40.1

WG WLAN, Wlsn id=100
Stete: LOST

lMessage: Audit FAILED with 2 MISSING

commands: [service-policy input

1ZC_IN_Custamer! _Sample_A] [service-palicy
output 1SC_OUT_Customer! _Sample_&]

1]
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Click OK (twice) to return to the Service Request Details page.

Figure 5-9 shows the Service Request History Report window.

[ oL-7647-01
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Configlets

Step 1

Figure 5-9 Service Request History Report

Service R.Jequest State Change Report

Element Hame State Create Time Report

QoS Link D6,

PE endpaint: PEMDING  2005-03-23 14:04:08 transzitioned from REQLUESTED to PENDING state.
e

QoS Link 0 6,

CPEICLE PEMDING  2005-09-23 14:04:08 transitioned from REQLUESTED to PEMDING state.
endpaint: ce3

%R1.J30b D13 =R PEMDING  2003-09-23 14:04:08 transttioned from REQUESTED to PEMDING state.

QoS Link 0 6,

CPEICLE DEPLOYED 2005-09-23 14:04:27 transitioned from PEMDING to DEPLOYED state.
endpaint: ce3

QoS Link D6,

PE endpaint: DEPLOYED 2005-03-23 14:04:27 transtioned from PEMDING to DEPLOYED state.
e

Ei"énb CAEE DEPLOYED 2005-09-23 14:04:27 transtioned fram PEMDING to DEPLOYED state.

QoS Link D6,

CPEICLE DEPLOYED 2005-03-27 13:10:18 transitioned from DEPLOYED to DEPLOYED state.
endpoint: ce3

QoS Link 0 6,

PE endpaint: LO=T 2005-09-27 1310:15 transitioned from DEPLOYED to LOST state.

ped

%R1.J30b D13 =R LOST 2005-09-27 13:10:18 transitioned from DEPLOYED to LOST state.

1358745

The history report shows the following information about the service request:
¢ Element name—The device, interface, and subinterfaces participating in this service request.
e State—The transition states the element has gone through.
e Create Time—The time the element was created for this service request.
e Report—The action taken by ISC for the element in this service request.

To view QoS configlets:

Click Configlets on the Service Request Details window. The Service Request Configlets window
appears (Figure 5-10).
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Figure 5-10 Service Request Configlets
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This window shows all devices whose configuration is affected by the service request.
Step2  Select the device to view the configlet.

Step3  Click View Configlet. The Configlet for Device window appears (Figure 5-11).

Figure 5-11 QoS Configlet Example

Service Request Configlet

Configlet for Device: ce3

—————————————————————————————————————————————————— |
Configlet #1, Job ID 13 (Created: 2Z005-09-23 14:04:08)

class-map match-any ISC_OUT Customerl Sswple A BE
match any
]
policy-map ISC OUT Customerl Ssmple A
class ISC_OUT Customerl Sample A BE
set ip dscp 0O
handwidth percent 50
]
interface Ethernetd/1.2
gervice-policy output ISC _OUT Customwmerl Sample A
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The device configlet shows all commands downloaded to the device configuration during the service
request deployment operation.
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~

Note

Step 4

For Ethernet QoS, access lists corresponding to the Traffic Classifications All | P Traffic and

All Mac Traffic are generated only once for adevice and not each time a service request is deployed to
that device. As aresult, these access lists will not be removed from the device when you decommission
aservice request.

Click OK to exit.

QoS Task Logs

Step 1

Step 2
Step 3
Step 4

Use the task logs to help you troubleshoot why a service request has failed or to find more detail s about
aservicerequest. This section describes how to view the task |ogs generated for configuration messages.

There are two ways to access the task logs:

e From Service Inventory > Inventory and Connection Manager > Service Requests
Thisis easier if you are already working in the Service Requests window.

e From Monitoring > Task Manager
To access the task logs:

Use one of the following:
e From the Service Requests window, click the Status button and select L ogs
e From the Task Manager window, select Logs in the TOC at far |eft

Select the task to view the logs for and click I nstances.

Select the log to view and click L og. The Task Log window appears.

Select the log level from the drop-down menu and click Filter. The log levels are All, Severe, Warning,
Info, Config, Fine, Finer, Finest.

Figure 5-12 shows an example of the information contained in an I SC task log.
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Figure 5-12 Task Log Example

Task Log
Log Level: Warning - | Component; [*
Date Level Component Message

2005-09-27  14:43:32 WARNIMNG Elixir ServiceBlade  Unable to [oad support matrix for the platfarm or platform family. The default support
matrix iz loaded instead for role: PE_Endpt

2005-09-27  14:43:33 WARNING Elixir ServiceBlade  Unable to load support matrix for the platform or platform family. The default support
matrix iz loaded instead for role: PE_Endpt

2005-09-27  14:43:35 SEVERE  Elixir Confighanager 2 Rated3 Color Policer not supported for this device.

2005-09-27  14:43:35 SEVERE  Elixir Confightanager 2 Rates3 Color Palicer not supported far this device.

2005-09-27  14:43:35 WARMIMNG Elixir Confighanager Mot to generate configlet for device with ID <d= and name <sw3= because this device
has failed for one of the setvice elements in the SR

2005-09-27  14:43:35 WARMMG Elixir Confightanager Mot to generate configlet far device with ID =5= and name =swi= because this device
has failed for one of the service elements in the SR

2005-09-27  14:43:38 SEVERE  Provisioning ProvDry Service Blade[com cizco vpnsc prov gos ServiceBlade QosServiceBlade] completed
weith error Success

Return to Logs
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Step5  For example, this window shows the task log for a service request that failed audit.
Step6  To exit from task logs, click Task Manager above the TOC to the left of the main window.
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APPENDIX A

Network Architecture and Service Model

A service provider network architecture contains access routers, distributed routers and core routers or
ATM switches. Access routers terminate customer connections at the edge of the network.

IP QoS provisioning with the Cisco I P Solution Center (1SC) is configured on the access circuit that
involves the access router (provider edge devices, or PES) in the service provider network and the
customer equipment (CEs) in the customer network.

Ethernet QoS provisioning with | SC supports a subset of the featuresrequired for the Metro Ethernet 3.1
Solution. With Ethernet QoS, 1SC can deploy QoS Policies on Cisco Catalyst switchesin a provider's
network.

This appendix includes the following sections:
e |PQOoS, page A-1
e Ethernet QoS, page A-12

IP QoS

This section describes network architecture and service model for IP QoS in ISC.
It includes the following sections:
The section contains the following subsections:
e |P QoS Service Provider Network Architecture, page A-1
e |P QoS Service Model Overview, page A-2
e Service Model Components, page A-3
e QoS Link Definition, page A-4
e Service Level IP QoS Policy, page A-4
e Link Level IP QoS Policy, page A-7
e |P QoS Service Requests, page A-8
e |P QoS Provisioning Strategies, page A-9

IP QoS Service Provider Network Architecture

The service provider network architecture, supported within the scope of the | P QoS provisioning model
inISCis:

Cisco IP Solution Center Quality of Service User Guide, 4.1
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e Accesscircuit (CES)

e Distribution routers (PES)

e Core (routers and ATM switches)

These QoS components and concepts are represented in Figure A-1.
Figure A-1 QoS Components and Concepts
QoS . o QoS
Ent. QoS Model  Edge Provisioning ~ Core QoS & MPLS Traffic Engineering  Eqge Provisioning Ent. QoS Model
LAN ACCESS CORE ACCESS LAN

s = Y - Y - A A
| | Y Y \
1L2 -> L3 (CoS to DSCP) &1 . .
| Queue admission criteria Only portion Only portion

(CoS/DCSP to Queue)

|

! .

| covered in ISC
mapping from Ent.to SP :

|

|

covered in ISC

AS65100, gp-gsr2

SP Core Network

Y=—R= @%

B

(3) a
iz & =

— ] = sp-pe-1 S custl -cpe- 1
Sp-gsr3 sp-gsrl
=1
=
r?<;~ Network Network Network Network
boundary boundary boundary boundary
Supported L2 Encapsulation Types: Core MPLSTE & QoS: Supported Interface Types:
Ethernet HDLC Only want to accept into Core Network a Serial PoS
Frame Relay PPP total amount of bandwidth that can can be Ethernet Multi Link
ATM MLPPP effectively passed without loss or delay. Fast Ethernet VT o
Don't oversubscribe Edges and keep QoS Gig Ethernet HSSI g
Policies Simple. At most 3 CoS ATM ©
definitions within the core as these are
typically deployed by hand using the CLI.

IP QoS Service Model Overview

The IP QoS service model in ISC is designed so that QoS provisioning is implemented for traffic that
entersthe access circuit at the network edge (CE), and through the distribution portion (the CE-PE link).

This section provides an overview of the IP QoS service model in ISC.
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The I SC implementation of IP QoS provisioning involves traffic through several different types of
devices, link speeds, and encapsulation types. For this reason, an 1SC QoS policy is divided into two
categories:

e Service level IP QoS policy—The service level policy corresponds to IP QoS service classes. QoS
service classes provide a method for classifying traffic.

Typically, aservice provider creates three or four service classes for each QoS policy. For example,
a service provider might have a platinum, gold, silver, and bronze QoS policies, and each of these
policies might contain 3 service classes; a Vol P, amanagement, and a data service class (Best-Effort
or Business-Data-1).

e Linklevel QoSpolicy—Thelink level QoS policy isagrouping of QoS parametersthat are sensitive
to the CE-PE link’s bandwidth and layer 2 encapsulation. Link level parameters include Frame
Relay traffic shaper, ATM shaper, FRF.12, LFI over MLPPP, cRTP, and interface-based rate limiting.

Typically, aservice provider creates several link level QoS settings. For example, a service provider
might create a link QoS setting for different bandwidths and encapsulation types, such as;
FR_64K_gold, FR_64K_silver, FR_128K_bronze, ATM_1MBPS gold, and
Ethernet_2mbps_Silver.

I SC provides two levels of QoS policies because a QoS service request might contain one or more links
with different circuit bandwidths and encapsulation types. The service level policy isdesigned for atype
of service, like voice, but can apply to more than one link type. The link level policy is designed for
different link speeds, like 1 Mbps, and can apply QoS provisioning per link.

To provision QoS parameters for devices in a service request, a network operator must:
e Select the appropriate service level QoS policy
e Associate a corresponding link level policy with each link in the service request.

For example, if the QoS service request is comprised of two links; a Frame Relay link with a
bandwidth of 64kbps, and an ATM link, with abandwidth of 1 mbps, and the servicelevel agreement
(SLA) purchased by the enterprise customer is the Gold policy, the following settings might be
associated with the QoS service request:

— Gold service level QoS policy
- FR_64K_gold link level QoS settings tied to the Frame Relay link
- ATM_1MBPS_gold link level QoS settingstied to the ATM link

QoS policies can either be customer-oriented or provider-oriented. Typically, service provider networks
have a combination of both service level and link level QoS policies.

Service Model Components

A QoS policy is aset of parameters that control and condition the traffic flowing through a service
provider network.

The Cisco I P Solution Center (1SC) configures QoS at the access circuit, which involves the PEs in the
service provider network and the CEs in the customer network. A QoS policy is applied to the selected
set of access circuits using a QoS service request. The ISC provisioning engine generates the QoS
configuration from the service request and downloads the configuration to the specified CE and PE
devices.

A QoS service request can be integrated with VPN provisioning accomplished through | SC or deployed
on itsown if VPN services are not provisioned through I SC.
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In ISC, the IP QoS service model is comprised of:
e [P QoS Link—contains device (CE and PE) interface information.

e [P QoS Policy—ISC offers two different levels of polices. Most networks have a combination of
both policy types.

— Service level QoS policy—The part of the QoS policy where you define service classes for the
different service level agreements (SLA) purchased by customers.

— Link level QoS policy—The part of the QoS policy that specifies QoS parameters that are
specific to the CE-PE link.

e [P QoS Service Request—a container for the link objects and QoS policies to be applied to the
device.

N

Note  To set up QoS provisioning for MPLS VPN services, see |P QoS for MPLS VPNs, page 3-28.

QoS Link Definition

A QoS Link can contain two interfaces (for both the CE and PE) or one interface (CE only or PE only).
For QoS provisioning, you can select both interfaces in the CE-PE link. A typical device interface
selection is as follows:

e For the CE device:
— The provider-facing device interface is selected as the link endpoint.
— The customer-facing LAN interface is selected for marking and rate limiting.

~

Note Marking and rate limiting on the customer-facing LAN interface is optional and is done
using a CE device editor as part of defining QoS link candidates.

e For the PE device:
— The customer-facing interface is marked as a link endpoint.

The interfaces selected as link endpoints can be provisioned with QoS parameters such as policing,
traffic shaping, congestion management, congestion avoidance, link efficiency, and CAR. You apply
these parameters later in the provisioning process.

See Creating QoS Link Candidate Objects, page 3-2 for information on defining QoS link candidate
interfaces in the |SC user interface.

Service Level IP QoS Policy

The service level portion of the QoS policy correspondsto service classes. A QoS service class provides
amethod for classifying traffic flows into classes so that you can apply the appropriate QoS parameters
to aclass of traffic instead of applying them to all traffic. For example, all TCP traffic might be grouped
into a single class so that bandwidth is allocated for the class and not for individual traffic flows.

A QoS service class can include:
e Methods for classifying traffic (protocol, DSCP value, | P precedence value, source address)
e Methods for marking traffic (DSCP or IP precedence val ues)
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e Traffic shaping parameters (average/peak, rate)

e Rate limiting parameters (mean/peak rate, burst size, conform/exceed/violate actions)
¢ Congestion management parameters (bandwidth and queue limit)

e Congestion avoidance parameters (drop, exponential weighing constant)

A typical service provider network might create different QoS policies, and each QoS policy might
contain three to five service classes. For example, a service provider might have a gold, silver, and
bronze QoS policies, each specifying different service level agreements (SLA), and each of those QoS
policies might contain one or more service classes. M ost networks require at least a voice, a
management, and a data service class.

ISC provides five default or template service classes for you to modify and use for a service level QoS
policy:

e \olP—voice service class

¢ Routing Protocol—routing protocol service class
e Management—management service class

e Business-Data-1—data service class

e Best Effort—data service class

See Creating the Service Level IP QoS Policy, page 3-9 for information on defining the servicelevel QoS
policy in the |SC user interface.

The following section describes the five service classes provided with 1SC.

QoS Service Classes

VolIP Service Class

A QoS service class defines how each QoS parameter is applied.

Network traffic can be categorized into voice traffic, data traffic, and control traffic. Voice and data
traffic are common in enterprise networks. Control traffic refers to routing protocol traffic and
management traffic, which are commonly used in the service provider portion of the network.

The five default service classes provided with 1SC cover most networks, which require at | east one for
interactive voice traffic, one for management traffic, and at least one service class for data traffic.

You can either remove or add more service classes if required. I1SC supports the number of service
classes defined by the Cisco differentiated services (Diff Serv) architecture; up to 64 classes for DSCP
traffic, and up to 8 service classes for |P Precedence traffic.

See Adding a Data Service Class, page B-20 for more information.

Interactive voice traffic in ISC refersto any voice traffic (telephone calls, faxes) that is | P-encapsulated
and sent over the network, such as Voice-over-IP (Vol P).

Mandatory QoS components for this service class:
e Traffic classification
e Marking
e Congestion management
e Rate-limiting (optional)
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Routing Protocol Service Class

Routing protocol traffic refers to traffic control messages, such as route update messages, hellos,
database descriptors, keepalives, and database refresh messages. We recommended the minimum
bandwidth, one percent, for your routing protocol service class.

Mandatory QoS components for this service class:
e Traffic classification

 Congestion management

Management Service Class

Management traffic refers to the traffic between the management station at the provider core and the
access routers. We recommended the minimum bandwidth, one percent, for your management service
class.

Mandatory QoS components for this service class:
e Traffic classification
e Marking
e Congestion management

QoS parameters for the Vol P, Routing Protocol, and Management service classes are described in Vol P,
Routing Protocol, and Management Service Classes, page B-2.

Business-Data-1 and Best Effort Service Classes

The two data service classes, Business-Data-1 and Best Effort, are nearly identical. The only difference
between them is the Traffic Classification parameter. For Business-Data-1, traffic is classified by
protocol. Best-Effort classifies all traffic.

The QoS requirements for data applications can vary. Each data application should be profiled before
you determine the appropriate classification and scheduling treatment.

Mandatory QoS components for this service class:
e Traffic classification
e Marking
e Congestion management
Optional components:
e Traffic shaping or rate limiting
e Congestion avoidance

N,

Note A typical network requires traffic shaping or rate limiting, but not both.

QoS parameters for the Business-Data-1 and Best-Effort service classes are described in Business Data
and Best Effort Service Classes, page B-10.
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Link Level IP QoS Policy

The link level portion of the QoS policy corresponds to QoS parameters that are sensitive to link
bandwidth and the CE-PE link’s encapsulation type. A link level QoS policy, called link QoS settingsin
the I SC user interface, provides a method for defining policies specific to the CE-PE link. For example,
you might require different policies for Frame Relay and ATM links because of the different
encapsulation involved.

Link level QoS parametersin ISC include:
e Link bandwidth (bandwidth specified in kbps)

e Aggregated traffic shaper types (Frame Relay traffic shapers, ATM traffic shapers, and parent level
traffic shapers for nested policies)

N

Note  Aggregated traffic shapers are different from class-based traffic shapers. Aggregated traffic
shapers apply to traffic through a particular CE-PE link. Class-based traffic shapers apply to al
traffic specified in the service class.

e Link efficiency settings (FRF.12, LFI on MLPPP, and cRTP)

e |nterface-based aggregated rate limiters (traffic classification, direction, mean rate, burst size, and
conform/exceed action)

N,
Note Interface-based aggregated rate limiters are different from class-based rate limiters.

Interface-based aggregated rate limiters apply to traffic through a particular CE-PE link.
Class-based rate limiters apply to all traffic specified in the service class.

Aggregated Traffic Shapers

Link Efficiency

Aggregated traffic shaping allows you to control the traffic leaving an interface. You can select an
aggregated traffic shaper for each CE-PE link.

Aggregated traffic shapers are optional. | SC supports the following aggregated traffic shapers:
e Frame Relay traffic shaper, or FRTS
e FRTS (non-MQC Based)
e Parent level Class-based Shaper
e ATM traffic shaper (VBR-rt)
e ATM traffic shaper (VBR-nrt)
e ATM traffic shaper (CBR)
e ATM traffic shaper (ABR)

See Aggregated Traffic Shapers, page B-21 for more information on defining the aggregated traffic
shapers parameters in the I SC user interface.

Link efficiency settings are based on the bandwidth of the CE-PE link itself and are used to minimize
serialization delay on the link. I SC uses methods of fragmentation and compression to minimize this
delay.
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I SC supports the following link efficiency settings:

e LFI on Frame Relay (FRF.12)—Supports the transport of real-time voice and data traffic on Frame
Relay virtual circuits (VCs) without causing excessive delay to the real-time traffic.

e LFI on MLPPP—Multilink PPP (MLPPP) provides a method of splitting, recombining, and
sequencing datagrams across multiple logical datalinks. MLPPP allows packets to be fragmented
and the fragments to be sent at the same time over multiple point-to-point links to the same remote
address.

e CRTP header compression—cRTP compresses the |P/UDP/RTP header in an RTP data packet from
40 bytes to approximately 2 to 5 bytes. Use cRTP on any WAN interface where bandwidth isat a
premium and much of the traffic is RTP traffic.

See Link Efficiency Settings, page B-30 for information on defining thelink efficiency parametersin the
ISC user interface.

Interface-Based Aggregated Rate Limiters

Interface-based aggregated rate limitersallow you to control the maximum rate of traffic sent or received
on an interface for the CE-PE link. You can also specify traffic handling policies for when the traffic
conforms or exceeds the specified rate limit.

Aggregate rate limits match all packets or a subset of packets on an interface or subinterface. To specify
class-based rate limiting parameters, see Creating the Service Level IP QoS Policy, page 3-9.

I SC supports the following interface-based rate limiter parameters:
e Traffic classification
e Direction
e Mean rate
e Burst sizes (conformed and extended)
e Conform and exceed actions

See Interface-Based Aggregated Rate Limiters, page B-31 for information on defining the
interface-based rate limiters in the ISC user interface.

IP QoS Service Requests

An IP QoS service request contains one or more QoS links. Each link can optionally be associated with
alink QoS setting. A QoS policy can be associated with a QoS service request.

An IP QoS service request should:
e Contain an IP QoS policy
e All links in the service request can be associated with alink QoS setting

To apply IP QoS policiesto network devices, you must deploy the QoS servicerequest. When you depl oy
a QoS service request, |SC compares the device information in the Repository (the ISC database) with
the current device configuration and generates a configlet.

See Creating an | P QoS Service Request, page 3-20 for information on creating the QoS service request
using the I SC user interface.

See Cisco IP Solution Center Infrastructure Reference, 4.0 for more information on the ISC Repository.
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IP QoS Provisioning Strategies

ISC configures IP QoS at the access circuit, which involves the PE devices in the service provider
network and the CE devices in the customer network. A QoS policy is applied to the selected set of
access circuits using a QoS service reguest.

Typically, the points of congestion in the access circuit are:
e The provider-facing interface on the CE, with traffic flowing from the CE to the PE (egress traffic).
e The customer-facing interfaces on the PE, with traffic flowing from the PE to the CE (egress traffic).

This section describes a QoS provisioning strategy: where the congestion points in the network might
be, where to apply QoS parameters, and which QoS provisioning components to use.

Managed CE Scenario

A managed CE scenario occurs when the CE is owned and managed by the service provider. In this
network scenario, you can either apply QoS provisioning for the CE only or for both the CE and PE.

This section describes QoS provisioning strategies for both CE only and CE-PE scenarios.

Managed CE Only
Figure A-2 illustrates a network where QoS provisioning is configured only for the managed CE device.

Figure A-2 Managed CE Scenario
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In this QoS provisioning scenario:

Optionally configure marking and rate limiting at the customer-facing CE interface so that packets

can be marked before they are encapsulated by the IPSec, GRE, and L2F and L2TP tunnels. - | Psec
and GRE arenot supported in thisrelease. -

Configure traffic shaping, congestion management, and congestion avoidance at the provider-facing
CE interface and subinterfaces.
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Managed CE and PE
Figure A-3illustrates a network where QoS provisioning is configured for both the managed CE and the
PE device.
Figure A-3 Managed CE and PE Scenario
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In this QoS provisioning scenario:

e For traffic flowing from the CE to the PE, marking and rate-limiting are configured at the
customer-facing CE interfaces, while traffic shaping, congestion management, and congestion
avoidance are configured at the provider-facing CE interfaces and subinterfaces.

e For traffic flowing from the PE to the CE, QoS configurationisapplied at customer-facing interfaces
and subinterface for the PE. The configuration at the PE interfaces might be symmetrical to what is
configured at provider-facing interfaces of a CE, but it is not required.

e |f you are provisioning QoS for an MPLS VPN and you enable MPLS marking in the service level
QoS policy, marking with MPLS experimental valuesis configured at the customer-facing PE
interfaces and subinterfaces for traffic flowing from CE to PE.

Unmanaged CE Scenario

An unmanaged CE scenario occurs when the CE is not owned by the service provider, but ISC is aware

of the device configuration and interface information. This information must be provided by the owner
of the CE device.
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In this QoS provisioning scenario:

e Youmust first create the CE devicein | SC so that the device configuration and interface information
can be stored in the ISC repository. A configlet is generated for the unmanaged CE, however, the
configlet isnot downl oaded to the unmanaged CE device. A configuration audit is not performed for
the unmanaged CE device.

See Cisco |P Solution Center Infrastructure Reference, 4.0 for more information on manually
creating CE devices.

e Anuntrusted CE is either not managed by the service provider or is only partially-managed by the
service provider. We recommend that you re-mark and re-rate limit at the provider ingress interface
for the untrusted CE device. Configure the re-marking and re-rate limiting parametersin the service
level policy.

See Creating the Service Level IP QoS Policy, page 3-9 for more information.

PE Only Scenario
For a PE only scenario, the service provider’s enterprise customer is responsible for applying the QoS
configuration at the CE interfaces.
Figure A-4 PE Only Scenario
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In this QoS provisioning scenario:

e For traffic flowing from the CE device to the PE device, configure marking and rate-limiting at
customer-facing interfaces of the PE device.

e For traffic flowing from the PE device to the CE device, configure traffic shaping, rate-limiting,
congestion management, and congestion avoidance at the same customer-facing interfaces and
subinterfaces of the PE device.

See Chapter 3, “Provisioning Process for IP QoS,” for more information on the QoS provisioning
process.
Cisco IP Solution Center Quality of Service User Guide, 4.1
[ oL-7647-01 .m


http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/isc/4_0/infrastr/index.htm

Appendix A Network Architecture and Service Model |

Il  Ethernet QoS

Ethernet QoS

This section describes network architecture and service model for Ethernet QoS in ISC.
It includes the following sections:

e Ethernet QoS Service Model Overview, page A-13

e QoS Link Definition, page A-13

e Service Model Components, page A-14

e Terminology, page A-14

e Service Level Ethernet QoS Policy, page A-15

e Link Level Ethernet QoS Policy, page A-16

e Ethernet QoS Service Requests, page A-16

Service Provider Network Architecture

In the Ethernet QoS implementation of | SC, the 3750-M E and 7600 devices can fulfill different roles as
shown in Figure A-5.

Figure A-5 ISC Ethernet Network Diagram
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The traffic flow is from the CE switches towards the MPLS/IP core. In general, QoS will be applied to
the UNI interfaces for the ingress direction.

An exception hereto is UNI-NNI traffic on the 3750 ME switch. In this case, the policies would be
situated on the enhanced ES ports on the egress direction.

Ethernet QoS Service Model Overview

Provisioning with Ethernet QoS involves traffic through several different types of devices, link speeds,
and encapsulation types. For thisreason, an | SC QoS policy is divided into two categories:

— Service level Ethernet QoS policy
— Link level Ethernet QoS policy

The Ethernet QoS service model in 1SC isimplemented for traffic that enters the User Network
Interface(UNI) and either goes out to the Network-to-Network Interface(NNI) or is switched locally
within the U-PE.

Ethernet QoS policies correspond to Ethernet QoS service classes. Each QoS service class provides a
method to classify, mark, condition, queue, and schedul e traffic based on specified criteria, such as Class
of Service, VLAN ID, etc.

A typical service provider network might create different QoS policies, and each QoS policy might

contain three to four service classes. For example, a service provider might have gold, silver, and bronze
QoS policies, each specifying different service level agreements (SLA), and each of those QoS policies
might contain one or more service classes. Most networks require at | east avoice and a data service class.

To provision Ethernet QoS parameters for devices in a service request, a network operator must:
e Create an Ethernet QoS Policy as described in Creating an Ethernet QoS Policy, page 4-3.
e Create alink QoS policy, if needed.
e Create a QoS service reguest.
e Select acustomer.
e Select aservicerequest for L2VPN, VPLS, or MPL S (the service request must already exist).
e Select a QoS Policy created for Ethernet QoS.
e Select alink QoS policy, if needed.
e Save the service request.
e Deploy the service request.
Ethernet QoS policies can either be customer-owned or provider-owned.

For more information on the Ethernet QoS service model, see Chapter 4, “Provisioning Process for
Ethernet QoS.”

QoS Link Definition

An Ethernet QoS Link can contain two interfaces (for both the U-PE and N-PE) or one interface (U-PE
only or N-PE only). For Ethernet QoS provisioning, you can select both interfaces. A typical device
interface selection is as follows:

Cisco IP Solution Center Quality of Service User Guide, 4.1
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For the U-PE device:
e The provider-facing device interface is selected as the link endpoint.
e The customer-facing LAN interface is selected for marking and rate limiting.

Service Model Components

In ISC, the Ethernet QoS service model is comprised of:
e Ethernet QoS Link—Contains device interface information.

e Ethernet QoS Policy—ISC offerstwo different levels of polices. Most networks have acombination
of both policy types.

— Service level QoS policy—The part of the QoS policy where you define service classes for the
different service level agreements (SLA) purchased by customers.

— Link level QoS policy—The part of the QoS policy that defines link-specific QoS parameters.

e Ethernet QoS Service Request—A container for the link objects and QoS policies to be applied to
the device.

Figure A-6 shows a high-level view of an Ethernet network, sometimes referred to as a Metro Ethernet
network, where | SC is used to apply Ethernet QoS.
Figure A-6 ISC Ethernet Network Diagram
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Terminology

To understand the Ethernet QoS service model used in I SC, one needs to be familiar with the following
terminol ogy.

Devices

The following device types are used in Ethernet QoS for |SC:
e U-PE—User Facing Provider Edge within the Access layer.
e PE-AGG—Provider Edge Aggregation within the Aggregation layer.
e N-PE—Network Facing Provider Edge within the Edge layer.
e P—Provider Core within the Core layer.
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The following interface types are used in Ethernet QoS for | SC:

e User Network Interface (UNI)—The physical demarcation point between the responsibility of the
Service Provider and the responsibility of the Subscriber.

e Network to Network Interface (NNI)—The physical network port which connect between the
Service Provider devices.

e Ethernet Network to Network Interface (E-NNI)—An Ethernet NNI.
e MPLS Network to Network Interface (MPLS-NNI)—A MPLS NNI.

Service Definitions

Following the MEF (Metro Ethernet Forum) approach, the services that comprise the Metro Ethernet 3.1
solution can be classified into two general categories:

e Point-to-Point (PTP)—Services of this connection type consist of a single point-to-point Ethernet
circuit provisioned between two User Network Interfaces (UNIs).

e Multipoint-to-Multipoint (M PtMP)—Services of this connection type consist of single
multipoint-to-multipoint Ethernet circuit provisioned between two or more UNIs. When there are
only two UNIsin the circuit, more UNIs can be added to the same EVC if required, which
distinguishes this from the point-to-point type.

In the MEF terminology this maps to the following Ethernet service types:
e Ethernet Line Service Type (E-Line)—A point-to-point Ethernet service
e Ethernet LAN Service Type (E-LAN)—A multipoint-to-multipoint Ethernet service

Within these two service types, Metro Ethernet services can be created by assigning values to a set of
attributes grouped according to:

e User Network Interface (UNI)—The physical demarcation point between the responsibility of the
Service Provider and the responsibility of the Subscriber.

e Ethernet Virtual Connection (EV C)—An association of two or more UNIs that limits the exchange
of Service Framesto UNIs within the EVC.

Service Level Ethernet QoS Policy

The servicelevel portion of the QoS policy correspondsto service classes. A QoS service class provides
amethod for classifying traffic flows into classes so that you can apply the appropriate QoS parameters
to aclass of traffic instead of applying them to all traffic. For example, all TCP traffic might be grouped
into a single class so that bandwidth is allocated for the class and not for individual traffic flows.

A QoS service class can include:
e Methods for classifying traffic (protocol, DSCP value, | P precedence value, source address)
e Methods for marking traffic (DSCP or IP precedence val ues)
e Rate limiting parameters (mean/peak rate, burst size, conform/exceed/violate actions)

¢ Congestion management parameters (bandwidth and queue limit)
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A typical service provider network might create different QoS policies, and each QoS policy might
contain three to five service classes. For example, a service provider might have a gold, silver, and
bronze QoS policies, each specifying different service level agreements (SLA), and each of those QoS
policies might contain one or more service classes.

You can create real time, business critical, and best effort classes, etc., within a policy.

See Creating Ethernet QoS Policies, page 4-3, for information on defining the service level Ethernet QoS
policy in the |SC user interface.

Link Level Ethernet QoS Policy

The link level portion of the QoS policy corresponds to QoS parameters that are sensitive to link
bandwidth and the UNI’sencapsulation type. A link level QoS policy, called link QoS settingsinthelSC
user interface, provides a method for defining link-specific policies. For example, you might require
different policies for Frame Relay and ATM links because of the different encapsulation involved.

Link level QoS parametersin ISC include:
e VLAN bandwidth ( in kbps or %) (3750-ME only)
e VLAN shaper (3750-ME only)
e Port trust
e CoS mutation (7600 only)

Ethernet QoS Service Requests

An Ethernet QoS service request contains one or more QoS links. Each link can optionally be associated
with alink QoS setting. A QoS policy can be associated with a QoS service request.

An Ethernet QoS service request should:
e Contain an Ethernet QoS policy
e All links in the service request can be associated with alink QoS setting

To apply Ethernet QoS policiesto network devices, you must deploy the QoS service request. When you
deploy a QoS service request, | SC compares the device information in the Repository (the | SC database)
with the current device configuration and generates a configlet.

See Creating an Ethernet QoS Service Request, page 4-13 for information on creating the QoS service
request using the | SC user interface.

See Cisco IP Solution Center Infrastructure Reference, 4.1 for more information on the I1SC Repository.
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APPENDIX B

IP QoS Policy Parameters

This appendix describes the parameters, both required and optional, for IP QoS provisioning using the
Cisco IP Solution Center (1SC) user interface.

This appendix contains the following sections and subsections:
e Service Level IP QoS Parameters, page B-1
- VolIP, Routing Protocol, and Management Service Classes, page B-2

Business Data and Best Effort Service Classes, page B-10

Adding a Data Service Class, page B-20

Deleting a Service Class, page B-20
e Link Level QoS Parameters, page B-21
— Aggregated Traffic Shapers, page B-21
- Link Efficiency Settings, page B-30
- Interface-Based Aggregated Rate Limiters, page B-31

For information on service level Ethernet QoS parameters, see Service Level Ethernet QoS Parameters,
page C-1.

Service Level IP QoS Parameters

Note

Service level |P QoS parameters see the entry fields on the service class windows and dial og boxes.
These parameters include all entry fields in the Vol P, Management, Routing Protocol, Business-Data-1
and Best Effort service classes, and the traffic classification options for data service classes.

You must enter the bandwidth parameter for all service classes. Typically, a value of one percent is
sufficient for Routing Protocol traffic. However, it is common for customers or providersto combine the
Management and Routing Protocol into one service class policy. In this case, alarger percentage of
bandwidth might be reguired.

Any class of service can be a class-default class of service. You can simply name the class of service as
class-default and ISC will generate the same. Bandwidth is not mandatory for this class of service.
Traffic classification is assumed to be rest of traffic.

Class-default isareserved class of service namein |OSand iscreated by 10Sif 1SC does not create one.

[ oL-7647-01
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VolP, Routing Protocol, and Management Service Classes

Each service class has a different set of entry fields. The Vol P, Routing Protocol, and Management
service classes require similar parameters, and are combined in this section. Figure B-1 displays these

service classes.

For Business-Data-1 and Best Effort service classentry fields, see Business Data and Best Effort Service

Classes, page B-10. The window you see depends on the service class being edited.

Figure B-1
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Table B-1 describes the entry fields for the Vol P, Routing Protocol, and Management service classes.
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Table B-1 Edit Service Class Entry Fields (VoIP. Routing Protocol, and Management)
Entry Field Description
General

Service Name

The name of the service class (Vol P, Routing Protocol,
Management, or the name of your choice).

Traffic Classification (Routing
Protocol service class only)

Traffic classification based on routing protocol.

Choose from thelist of routing protocols. Click Edit to activate
one or more of the following routing protocols: RIP, BGP,
OSPF, EIGRP. These options are further described in Editing
the Routing Protocol Service Class, page B-7.

Traffic Classification

Filters:

match-any: Traffic classification passes when any one of the
following classifications is met.

match-all: Traffic classification passes when all of the below
classifications are met. This is restrictive; for example,
combination of UDP Port and DSCP makes sense but not UDP
Port and DSCP and | P_Precedence because an | P packet cannot
have DSCP and IP_Precedence values at the same time.

UDP Port Information (Vol P
service class only)

On routers supporting MQC these two fields see “lower bound
UDP port” and “upper bound UDP port”. On non-MQC routers,
the two fields see port range.

DSCP (VolP and Management
service classes only)

Traffic classification based on the packet’s DSCP marking.

I P Precedence (ol P and
Management service classes

only)

Traffic classification based on the packet’s |P Precedence
marking.

Management LAN Address
(Management service class only)

Traffic classification based on management LAN address.

Marking (ol P and M anagement
service classes only)

Enabled

Enable packet marking.

DSCP

Mark packets with a DSCP value.

Note  You can mark packets with either DSCP or IP

Precedence, but not both.

|P Precedence

Mark packets with an |P Precedence value.

MPLS Experimental

Mark packets with an MPLS Experimental value. This field
only appears if you select the Mark MPL S Exp. check box
under At Provider Ingress: on the first window of the policy
creation.

Rate Limiting (VolP service class
only)

Enabled

Enable rate-limiting

Mean Rate

The long-term average transmission rate.
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Table B-1 Edit Service Class Entry Fields (VolIP Routing Protocol, and Management) (continued)

Entry Field

Description

Peak Information Rate

Allows support for sustained excess rate.

Conformed Burst Size

How large traffic bursts can be before some traffic exceeds the
rate limit.

Note |OSsilently re-adjusts the conformed burst size to the
MTU size of theinterfaceif the MTU isgreater than the
conformed burst size entered in the ISC IP Link QoS
Settings for Interface-based Aggregated Rate Limiter.
The ISC QoS service request will then go to
Failed-Audit. Ensure that the conformed burst size is
greater than the interface MTU size.

Extended or Peak Burst Size

How large traffic bursts can be before all traffic exceedsthe rate
limit. Traffic that falls between the conformed burst size and the
extended burst size exceedstheratelimit with aprobability that
increases as the burst size increases. Configure extended burst
by setting the extended burst value greater than the conformed
burst value.

Conform Action-Type

The action to take on packets that conform to the specified rate
limit.
Single Action

e Transmit—Sends the packet.

e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value
and sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit,
you must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action

e set-mpls-exp-transmit—Sets MPL S exp value and sends
the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

¢ set-mpls-topmost-transmit—Sets the MPL S topmost value
and transmits the packet.

Note The set-mplsfields only appear if you select the M ark
MPLS Exp. check box under At Provider Ingress: on
the first window of the policy creation.

Conform Action—Value

The DSCP or IP Precedence or MPLS Exp value for the
Conform Action-Type.
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Table B-1 Edit Service Class Entry Fields (VolIP Routing Protocol, and Management) (continued)
Entry Field Description
Exceed Action-Type The action to take on packets that conform to the specified rate

limit.

Single Action

e Transmit—Sends the packet.
e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value
and sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit,
you must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action

e set-mpls-exp-transmit—Sets MPL S exp value and sends
the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

e set-mpls-topmost-transmit—Sets the MPL S topmost value
and transmits the packet.

Note The set-mplsfields only appear if you select the M ark
MPLS Exp. check box under At Provider Ingress: on
the first window of the policy creation.

Exceed Action—Value The DSCP or IP Precedence or MPL S Exp value for the Exceed
Action-Type.
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Table B-1 Edit Service Class Entry Fields (VolIP Routing Protocol, and Management) (continued)

Entry Field

Description

Violate Action—-Type

The action to take on packets that conform to the specified rate
limit.
Single Action

e Transmit—Sends the packet.

e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value
and sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit,
you must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action

e set-mpls-exp-transmit—Sends the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

e set-mpls-topmost-transmit—Sets the MPL S topmost value
and transmits the packet.

Note The set-mplsfields only appear if you select the M ark
MPLS Exp. check box under At Provider Ingress: on
the first window of the policy creation.

Violate Action—Value

The DSCP or IP Precedence or MPL S Exp valuefor the Violate
Action-Type.

Congestion Management

Routing Protocol and Management CoS can be configured with
Bandwidth Remaining.

Bandwidth in kbps

The bandwidth in kbps (absol ute bandwidth) for this service
class. Thisfield translates to Priority x and Bandwidth x
commands where x isin kbps.
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Table B-1 Edit Service Class Entry Fields (VoIP. Routing Protocol, and Management) (continued)
Entry Field Description
Bandwidth Percent Percentage of bandwidth to dedicate to congestion management
parameters. The range is 1-100 percent. Bandwidth isrelative
or absol ute.

e Relative: Thisfield specifies the bandwidth in percentage
that you need to allocate to this CoS. This corresponds to
rel ative bandwidth commands Priority Percent x and
Bandwidth Percent x where x is the percentage specified.

e Absolute: The percentage specified is used in conjunction
with the circuit (or link) bandwidth to compute the absol ute
bandwidth (in kbps) that needs to be allocated to this CoS.
Although thisfield transl ates to the same command as that
for Bandwidth in kbps, it differs as follows: the absolute
bandwidth varies with the circuit (or link) bandwidth. For
example, if the percentage specified is 10 and if the policy
is applied to a 64 kbps link, then absolute bandwidth
allocated for this CoSis 6.4 kbps. If the same policy is
applied to a 128 kbps link, then the absolute bandwidth
allocated for this CoSis 12.8 kbps. Thus, the policy can be
used on disparate bandwidth links.

Queue Limit in Packets Limit the queue depth of the congesting traffic. The rangeis
1 to 262144 packets.
Queue Limitin Cells Limit the queue depth of the congesting traffic. The rangeis

1to 262144 cells.

Note The processfor marking packetswith DSCP and | P Precedence bitsis described in detail in thefollowing
document on Cisco.com:
http://www.cisco.com/en/US/tech/tk543/tk757/technologies tech note09186a00800949f2.shtml

Editing the Routing Protocol Service Class
The Routing Protocol service class providesyou with amethod of classifying traffic based on therouting
protocols. Thisis the default method for traffic classification in ISC.

Use the Edit Traffic Classification window (Policies > Edit RP > Edit Traffic Classification) to change
the list of protocolsto use for the Routing Protocol service class (Figure B-2).

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure B-2 Edit Traffic Classification—Routing Protocol Service Class
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Select the routing protocols to use and click OK.
Editing the Management Service Class
This section describes how to edit the Management service class.
Figure B-3 shows the Edit Service Class window for the Management service class.
Cisco IP Solution Center Quality of Service User Guide, 4.1
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Figure B-3 Edit Management Service Class
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Use this window to specify QoS parameters for the Management service class. The following are
required fields:

e Name—Thisfield is prepopulated with the name Management. However, you can enter a new name.
e Management LAN Address—Specifies the management LAN address for traffic classification.

e DSCP—Specifies the traffic classification based on the packet’s DSCP marking.

* | P Precedence—Specifies the traffic classification based on the packet’s |P Precedence marking.

e Bandwidth—Specifies the bandwidth to dedicate to congestion management parameters. See
Table B-1 for an explanation of the bandwidth fields.

N

Note The bandwidth in kbpsis an absol ute bandwidth for this service class. Bandwidth specified
as a percentage of link bandwidth can be an absolute value or arelative value. The
percentage isconverted to an absol ute value (if the percent command is not supported) when
the QoS configlet is generated during service request deployment.

To add another M anagement service class, usethe Add Data CoS button on the Edit QoS Policy window.
See Adding a Data Service Class, page B-20 for more information.

Cisco IP Solution Center Quality of Service User Guide, 4.1
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Business Data and Best Effort Service Classes

For the two data service classes, Business Data (Busin) and Best Effort (BE), the parameters are nearly
identical. The entry field descriptions are combined in this section. The only difference between the two
data service classes is the Traffic Classification parameter:

e Business Data classifies traffic using selected protocols, packet markings, or network addresses.
e Best Effort uses the traffic classification “All Traffic.”

For Vol P, Routing Protocol, and Management service class entry fields, see Vol P, Routing Protocol, and
Management Service Classes, page B-2.

Figure B-4 shows the general information, marking, and shaping fields for the Business Data service
class (Busin).

Cisco IP Solution Center Quality of Service User Guide, 4.1



| Appendix B

IP QoS Policy Parameters

Service Level IP QoS Parameters

Figure B-4 Edit Business Data Service Class
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Table B-2 describesthe entry fieldsfor the dataservice classes. The entry fields you see depend on which
service classis being edited.

Table B-2 Edit Service Class Entry Fields (Business Data and Best Effort)
Entry Field Description
General
Service Class The name of the service class (Busin, BE, or the name of your
choice).
Traffic Classification Traffic classification based on protocols.
Choose from the list of protocols, or add another protocol. Click
Edit to activate one or more of thefollowing protocols: HTTP, FTP,
Telnet, SMTP, TFTP.
These options are further described in Traffic Classification, page
B-16.
Marking
Enabled Enable packet marking.
DSCP Mark packets with a DSCP value.
Note  You can mark packets with either DSCP or |P Precedence,
but not both.
I P Precedence Mark packets with an IP Precedence value.
MPLS Experimental Mark packets with an MPLS Experimental value. This field only
appearsif you select the Mark MPL S Exp. check box under At
Provider Ingress: on the first window of the policy creation.
Shaping
Enabled Enable class-based traffic shaping parameters.
To specify interface-based traffic shaping parameters, see
Aggregated Traffic Shapers, page B-21.
Shape Specify average or peak rate shaping.
e Average rate shaping limits the transmission rate to the
committed information rate (CIR).
e Peak rate shaping configurestherouter to send moretraffic than
the CIR.
Note |SC does NOT provision ATM shapers and class-based
shapers at the same time. If you configure an ATM shaper,
I SC automatically turns off the class-based shaper. This
shapeis for class-based shaper support when the ATM
shaper is not configured.
Rate Committed information rate.
Rate Limiting
Enabled Enable rate-limiting
Mean Rate The long-term average transmission rate.
Peak Information Rate Allows support for sustained excess rate.
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Table B-2 Edit Service Class Entry Fields (Business Data and Best Effort) (continued)

Entry Field

Description

Conformed Burst Size

How large traffic bursts can be before some traffic exceeds the rate

limit.

Note |OSsilently re-adjuststhe conformed burst sizeto theMTU
size of the interface if the MTU is greater than the
conformed burst size entered inthe ISC IP Link QoS
Settings for Interface-based Aggregated Rate Limiter. The
I SC QoS service request will then go to Failed-Audit.
Ensure that the conformed burst size is greater than the
interface MTU size.

Extended or Peak Burst Size

How large traffic bursts can be before all traffic exceeds the rate
limit. Traffic that falls between the conformed burst size and the
extended burst size exceeds the rate limit with a probability that
increases as the burst size increases. Configure extended burst by
setting the extended burst value greater than the conformed burst
value.

Conform Action-Type

The action to take on packets that conform to the specified rate
limit.
Single Action

e Transmit—Sends the packet.

e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value and
sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit, you
must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action

e set-mpls-exp-transmit—Sends the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

e set-mpls-topmost-transmit—Sets the MPL S topmost val ue and
transmits the packet.

Note  The set-mpls fields only appear if you select the Mark
MPLS Exp. check box under At Provider Ingress: on the
first window of the policy creation.

Conform Action—Value

The DSCP or IP Precedence or MPLS Exp value for the Conform
Action-Type.
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Table B-2 Edit Service Class Entry Fields (Business Data and Best Effort) (continued)

Entry Field Description

Exceed Action-Type The action to take on packets that conform to the specified rate
limit.
Single Action

e Transmit—Sends the packet.
e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value and
sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit, you
must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action
e set-mpls-exp-transmit—Sends the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

e set-mpls-topmost-transmit—Sets the MPL S topmost val ue and
transmits the packet.

Note The set-mplsfields only appear if you select the Mark
MPLS Exp. check box under At Provider Ingress: on the
first window of the policy creation.

Exceed Action—Value The DSCP or IP Precedence or MPLS Exp value for the Exceed
Action-Type.
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Table B-2 Edit Service Class Entry Fields (Business Data and Best Effort) (continued)

Entry Field

Description

Violate Action—-Type

The action to take on packets that conform to the specified rate
limit.
Single Action

e Transmit—Sends the packet.

e Drop—Drops the packet.

e Set-dscp-transmit—Sets the DSCP value and transmits the
packet.

e Set-prec-transmit—Sets the IP precedence (0 to 7) value and
sends the packet.

Note If you select Set-dscp-transmit or Set-prec-transmit, you
must specify the DSCP or |P Precedence in the
Conform-Action Value field.

Dual Action

e set-mpls-exp-transmit—Sends the packet.

e set-mpls-imposition-transmit—Sets the MPL S imposition
value and transmits the packet.

e set-mpls-topmost-transmit—Sets the MPL S topmost val ue and
transmits the packet.

Note  The set-mpls fields only appear if you select the Mark
MPLS Exp. check box under At Provider Ingress: on the
first window of the policy creation.

Violate Action—Value

The DSCP or IP Precedence or MPLS Exp value for the Violate
Action-Type.

Congestion Management

Routing Protocol and Management CoS can be configured with
Bandwidth Remaining.

Bandwidth in kbps

The bandwidth in kbps (absolute bandwidth) for this service class.
This field translates to Bandwidth x commands where x isin kbps.

[ oL-7647-01
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Table B-2 Edit Service Class Entry Fields (Business Data and Best Effort) (continued)

Entry Field

Description

Bandwidth Percent

Percentage of bandwidth to dedicate to congestion management
parameters. The range is 1-100 percent. Bandwidth is relative or
absolute.

e Relative: Thisfield specifies the bandwidth in percentage that
you need to allocate to this CoS. This corresponds to relative
bandwidth command Bandwidth Percent x where x is the
percentage specified.

e Absolute: The percentage specified isused in conjunction with
the circuit (or link) bandwidth to compute the absolute
bandwidth (in kbps) that needs to be allocated to this CoS.
Although this field translates to the same command as that for
Bandwidthinkbps, it differsasfollows: the absolute bandwidth
varies with the circuit (or link) bandwidth. For example, if the
percentage specified is 10 and if the policy is applied to a 64
kbps link, then absol ute bandwidth allocated for this CoSis 6.4
kbps. If the same policy is applied to a 128 kbps link, then the
absolute bandwidth all ocated for this CoSis 12.8 kbps. Thus,
the policy can be used on disparate bandwidth links.

Bandwidth Remaining Percent

The range is 1-100 percent.

Queue Limit in Packets

Limit the queue depth of the congesting traffic. Therangeis 1-
262144 packets.

Queue Limitin Cells

Limit the queue depth of the congesting traffic. Therangeis 1-
262144 cells.

Congestion Avoidance

Enabled

Enable congestion avoidance.

Drop based on

Drops packets based on the | P Precedence or DSCP value.

Exponential Weighing Constant

The value used in the average queue size (weighted random early
detection, or WRED) calculation. This value is used to determine
the queue reserved for this service class.

Advanced Avoidance Options

Click Edit to add Advanced Avoidance Options. See Advanced
Avoidance Options, page B-19.

Editing the Data Service Classes

This section describes how to change the traffic classification parameters for the data service classes and
how to add advanced options for congestion avoidance.

Traffic Classification

Use the Traffic Classification window to set or change the traffic classification parameters. Figure B-5
show the traffic classification settings for this service class. It includes some protocols that are enabled

by default.
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Figure B-5 Traffic Classification Editor—Business Data Service Class
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The entry fields are described in Table B-3.
Table B-3 Traffic Classification Editor Entry Fields
Entry Field Description
Filter: match-any: Traffic classification passes when any one of the

following classifications is met.

match-all: Traffic Classification passes when all of the conditions
below are met. Thisisrestrictive; for example, acombination of any
one protocol and DSCP makes sense but not more than one protocol
and DSCP and | P_PRECEDENCE since an | P packet cannot bel ong
to more than one Protocol and cannot have DSCP and
IP_PRECEDENCE values at the same time.

All Traffic Selects traffic classification based on all protocols.

Traffic Classification Based on Protocols

Enable Enables traffic classification for this protocol.
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B-18

Table B-3 Traffic Classification Editor Entry Fields (continued)

Entry Field Description

Port Type TCP or UDP port (optional).

Port Number The TCP or UDP port number to use for this protocol. (optional)

Port Range Begin

Specifies the beginning port number in arange of ports. (optional)

Port Range End

Specifies the end port number in arange of ports. (optional)

Based On

Traffic classification is based on the source or destination port for
this protocol. (optional)

Add Protocol

Add another protocol to use for traffic classification.

NBAR

NBAR (Network Based Application Recognition)

On platforms running |OS that support NBAR based traffic
classification, you can provide NBAR support such as:

e match protocol protocol name
where protocol name is citrix, cuseeme, for example.
e match protocol http url url name

To make use of this feature, enter the protocol or url name in the
protocol name field. Do not edit the remaining fields for the
protocol.

Extended ACL

Extended ACL (Access Control List)
To create named ACL s such as:
e permit port_type any any eq port_number,

e permit port_type any range port_range_begin port_range_end
any

where port_type is UDP or TCP. Port information can be
source-based or destination-based.

To make use of this feature, leave the protocol name field blank.

Traffic Classification Based on Packet Marking

DSCP (0-63):

Sel ects traffic classification based on DSCP value.

I P Precedence (0-7):

Sel ects traffic classification based on IP Precedence value.

Traffic Classification Based on Addresses

Source

Selects traffic classification based on source |P addresses. Thisis
accomplished using variables defined using the Network Objects
Manager. For more information, see the Traffic Classification, page
1-5.
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Advanced Avoidance Options

This section describes the advanced congestion avoidance parameters for the data service classes.
To add advanced congestion avoidance options:

Step1  From the Edit Service Class window for a data service class, enable congestion avoidance.

Step2  Click Edit next to the Advanced Avoidance Options field on the Edit Service Class window. The
Avoidance List window appears (Figure B-6).

Figure B-6 Avoidance List

Avoidance List

Advanced Avoidance Options for Service Class Busin
Showving 0 of 0 recards

LA DsCP Precedence inimum Threshold haximum Threshald ark Probakility
Rowws et page; I 2500 "I I ¢ zota 939311 of 1 ([
‘ Add H Edit H Delete ‘ | 0K H Cancel ‘

1538779

This window lists any available congestion avoidance options that have been configured, including the
DSCP or | P Precedence val ue, the minimum and maximum threshold, and the mark probability.

From this window you can also Add, Edit, or Delete any congestion avoidance option.
Step3  Click Edit to add a new option. The Avoidance Edit window appears as shown in Figure B-7.

Figure B-7 Avoidance Edit

Avoidance Edit

Avoidance Attributes

DECP; InDne vl

Minimum Threshald" I [1-262142)
Maximum Threshaold™ I (1 -262143)
lark Probability: I (1 - E5533)
‘ OK H Cancel ‘

Mate: * - Required Field

138780
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Step4  Enter the congestion avoidance attributes.

e DSCP or IP Precedence value—This value corresponds to the “Drop based on” valuefor thisservice
class.

e Minimum and Maximum Threshold—When a packet arrives at a router, the following happens:
- Theaverage queue size is calcul ated.
— If the average is less than the minimum queue threshold, the arriving packet is queued.

— If the average is between the minimum queue threshold for a particular type of traffic and the
maximum threshold for the interface, the packet is either dropped or queued, depending on the
packet drop probability for the traffic.

— If the average queue size is greater than the maximum threshold, the packet is dropped.

e Mark Probability—The fraction of packets dropped when the average queue depth is at the
maximum threshold. For example, if thisvalueis 512, one out of every 512 packetsis dropped when
the average queue is at the maximum threshold.

Step5  Click OK (twice) to return to the Edit Service Class window.

Adding a Data Service Class

If your QoS policy requires additional service classes, use the data service class template provided with
ISC to add another management or data service class.

To add another service class, click Add Data CoS from the Edit QoS Policy window. Enter a name and
the service class attributes. See Table B-2 for a description of each field.

Deleting a Service Class

To delete an unwanted service class from your QoS policy, select the service class on the Edit QoS Policy
window. Click Delete, confirm (Figure B-8), and click OK.

Figure B-8 Delete Service Class

Confirm Service Class(es) Delete

Confirm Delete
Showving 1 -1 of 1 record
# [Matme Setvice Class

1. MyCos DATA
Rows per page: I‘]I] vl 1] ¢ coto page:|1 of 1 U [0

‘ OK ‘ | Cancel |
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Link Level QoS Parameters

Link level QoS parameters see QoS settings that are based on the CE-PE link (called IP link QoS
settings). These interface-based parameters include aggregated traffic shaping, link efficiency settings,
and interface-based rate limiting.

This section describesthelink level QoS parametersfor I P link QoS settings. Link level QoS parameters
include all entry fields for the link QoS settings.

Aggregated Traffic Shapers

Aggregated traffic shaping allows you to control the traffic leaving an interface. In 1SC, you can select
an aggregated traffic shaper for each IP link.

To apply class-based traffic shaping parameters, see the Editing the Data Service Classes, page B-16.
Aggregated traffic shapers are optional. | SC supports the following aggregated traffic shapers:

e Frame Relay (FR) Traffic Shaper

e FR Traffic Shaper (Non-MQC)

e Parent-level Class-based Shaper

e ATM Traffic Shaper (VBR-rt)

e ATM Traffic Shaper (VBR-nrt)

e ATM Traffic Shaper (CBR)

e ATM Traffic Shaper (ABR)

You set aggregated traffic shaping parameters from the IP Link QoS Settings Editor window by clicking
the Aggregated Traffic Shaper link. This opens the Aggregated Traffic Shaper window (Figure B-9).
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Figure B-9 Select Aggregated Traffic Shaper Type

Cisco SYsTEMS Home | Shortcuts | sccount | Indes: | Help | &bout | Logout
IP Sclution Center

|Service Design | [ ( User: admin

+ Policies + Templates + Pro =+ Link @o5 + hlety

You Are Here: « Service Design * Link QoS Customer: Mone
IP Link QoS Settings Editor

Aggregated Traffic Shaper

CE Agaregated Traffic Shaper Type™ INDnE j
Attribute | Value |

PE sgoregated Traffic Shaper Type™ INDnB j
Attribute | Value |

Cancel

Mote: * - Reouired Figld
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Select one aggregated traffic shaper for the CE and one for the PE. Table B-4 describes the aggregated
traffic shaper types.

Table B-4 Aggregated Traffic Shaper Types
Shaper Type Description
FR Traffic Shaper Frame Relay Traffic Shaper—A version of a class-based parent

level shaper that operates only in distributed mode on versatile
interface processor-based routers, such as the Cisco 7500 series
platforms.

FR Traffic Shaper (Non-MQC) |Frame Relay Traffic Shaper—This shaper operates on the Cisco
7200 series and low-end routers.

Parent-level Class-based Shaper |Used for nested policies where a bottom-level policy identifies one
or more classes of traffic, and a top-level policy shapes the output

of the traffic classes into a single shape rate. You can apply nested
policies to interfaces or subinterfaces.

ATM Traffic Shaper (VBR-rt) Variable bit rate-real time—Intended for real-time applications,
such as compressed voice over |P and video-conferencing, that
require tightly constrained delays (cell transfer delay or cell delay
variation).

ATM Traffic Shaper (VBR-nrt) |Variable bit rate-non real time—Follows aleaky bucket or token
bucket algorithm.
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Table B-4 Aggregated Traffic Shaper Types (continued)
Shaper Type Description
ATM Traffic Shaper (CBR) Constant bit rate—Designed for ATM virtual circuits (VCs) that

need a static amount of bandwidth that is continuously available for
the duration of the active connection.

ATM Traffic Shaper (ABR) Available bit rate—Configures arouter to transmit at a rate that
varies with the amount of bandwidth available in the network or
along the end-to-end transmission path.

The following sections describe the windows and entry fields for the aggregated shaper types. You see
adifferent dialog box depending on which of the following you choose.

FR Traffic Shaper

The FR Traffic Shaper (Figure B-10) isaversion of aclass-based parent level shaper that operates only
in distributed mode on versatile interface processor-based routers, such as the Cisco 7500 series
platforms.

Figure B-10 FR Traffic Shaper

Aggregated Traffic Shaper

CE Aggregated traffic shaper type” I FR Traffic Shaper j

Attribute Value

Clazz-bazed Shaper AVERAGE -

Rate in bps™ (S000-154400000) |1 nooona

Queue limit in packetsicells: (1-65535) I

PE Agaregated traffic shaper type' I FR Traffic Shaper j

Attribute Value

Clazz-bazed Shaper AVERAGE -

Rate in bps™ (S000-154400000) |1 naoona

Queue limit in packetsicellz (1-65535) I

‘ OK ‘ | Cancel |

104201

The entry fields are described in Table B-5.
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Table B-5

Frame Relay Traffic Shaper Entry Fields

Attribute

Description

Class-based Shaper

Choose average or peak. Peak rate shaping allows you to make
better use of available bandwidth becauseit allowsyou to send more
data than the CIR, if the bandwidth is available.

Rate in bps

Thisfield might be prepopulated with the bandwidth value from the
IP Link QoS Settings Editor window. The range is 8000 to

1554400000.

Queue limit in packets/cells

The maximum number of packets or cells allowed in the priority

gueue. Therangeis 1 to 65535.

FR Traffic Shaper (Non-MQC)

The Non-MQC Frame Relay traffic shaper (FRTS) uses queues on a Frame Relay network to limit surges
that can cause congestion. Datais buffered and then sent into the network in regulated amounts to ensure
that the traffic will fit within the promised traffic envelope for the particular connection.

Use FRTS Non-MQC (Figure B-11) on all 1SC-supported low-end router platforms (Cisco 7200 series
and below).

Figure B-11

FRTS Non-MQC

L
Aggregated Traffic Shaper

CE Aggregated traffic shaper type” I FR Traffic Shaper (Non-t0C)

Attribute

Value

IR in bps: (1-45000000)

[1oooo0o

in. CIR in bps: (1000-450000007

Committed Burst Size in bits: (300-
16000000

Excess Burst Size in bits: (0-
16000000

PE Agaregated traffic shaper type I FR Traffic Shaper (Mon-tCC) j

Attribute

Value

CIR in bps: (1-450000009

{1ooooo0

Min. CIR in bps: (1000-450000007

Committed Burst Size in bits: (300-
16000000

Excess Burst Size in bits: (0-
16000000

‘ OK ‘ | Cancel |

The entry fields are described in Table B-6.
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Table B-6 Frame Relay Traffic Shaper (Non-MQC) Entry Fields

Attribute Description

CIR in bps This field might be prepopulated with the bandwidth value from the
IP Link QoS Settings Editor window. The range is 1 to 45000000.

Min. CIR in bps The range is 1000 to 45000000.

Committed Burst Size in bits The range is 300 to 16000000.

Excess Burst Size in bits The range is 0 to 16000000.

)

Note TheCIRvalueisa required field even though it is not listed on the GUI as required.

Parent-level Class-Based Traffic Shaper

Parent-level class-based traffic shapers are used for nested policies where a bottom-level policy
identifies one or more classes of traffic, and atop-level policy shapesthe output of thetraffic classesinto
asingle shape rate. You can apply nested policies to interfaces or subinterfaces.

The parent-level class-based shaper dialog box and entry fields are the same as the FR Traffic Shaper.
See FR Traffic Shaper, page B-23.

ATM Traffic Shaper (VBR-rt)

VBR-rtisintended for real-time applications, (for example, those requiring tightly constrained delay and
delay variation, like voice and video applications). VBR-rt connections are characterized in terms of a
peak cell Rate (PCR), sustainable cell rate (SCR), and maximum burst size (MBS). See Figure B-12.
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Figure B-12 ATM Traffic Shaper VBR-rt

Aggregated Traffic Shaper

CE Aggrenated traffic shaperh.rpe*: I ATH Traffic Shaper(VBR-r) ﬂ

Attribute Walue

Peak Cell Rate in kbps: [128

Aerage Cell Rate in khps*: I

Maximurm Burst Size in cells: |

PE Aggregated traffic shapertype*: I ATH Traffic Shaper(vBR-) ﬂ
Attribute Walue
Peak Cell Rate in kbps: [128

Aerage Cell Rate in khps*: I

Maximum Burst Size in cells: I

0K Cancel &
£
I =
The entry fields are described in Table B-7.
Table B-7 Frame Relay Traffic Shaper VBR-rt Entry Fields
Attribute Description
Peak Cell Rate in kbps The maximum rate at which you expect to transmit data, voice and
video.
Average Cell Rate in kbps The sustained rate at which you expect to transmit data, voice and

video. SCR is the true bandwidth of aVVC and not the long-term
average traffic rate

Maximum Burst Size in cells The amount of time or the duration at which the router sends at
PCR.

Je)

ﬁ Configure PCR and MBS parameters for reducing latency, not increasing bandwidth.

ATM Traffic Shaper (VBR-nrt)

This section describes ATM traffic shaping using variable bit rate non real-time.

VBR-nrtimplementationsfollow aleaky bucket or token bucket algorithm. An ATM V C requiresatoken
in the bucket to transmit acell. The algorithm replenishes tokens in the bucket at the rate of the sustained
cell rate (SCR). If a source isidle and does not transmit for a period of time, tokens accumulate in the
bucket. An ATM V C can use the accumul ated tokens to burst at the rate of peak cell rate (PCR) until the
bucket is empty, at which point tokens are replenished at the rate of SCR. See Figure B-13.
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Figure B-13 ATM Traffic Shaper VBR-nrt

Aggregated Traffic Shaper

CE Aggrenated traffic shaperh,rpe*: I AT Traffic Shaper’vBR-nr) j

Attribute Value

Peak Cell Rate in kbps: [128

Sustained Cell Rate in kbps*: I

Maximurm Burst Size in cells: |

PE Aggregated traffic shapertype*: I AT Traffic Shaper(vBR-nr) ﬂ
Attribute Value
Peak Cell Rate in kbps: [128

Sustained Cell Rate in khps*: I

Maximum Burst Size in cells: I

0K Cancel | i

o

-

I

The entry fields are described in Table B-8.

Table B-8 ATM Traffic Shaper VBR-nrt Entry Fields

Attribute Description

Peak Cell Rate in kbps The maximum rate at which you expect to transmit data, voice and
video.

Sustained Cell Rate in kbps The sustained rate at which you expect to transmit data, voice and

video. SCR is the true bandwidth of aVVC and not the long-term
average traffic rate.

Maximum Burst Size in cells The amount of time or the duration at which the router sends at
PCR.

Je)

ﬁ Configure PCR and MBS parameters for reducing latency, not increasing bandwidth.

The values for this dialog box can be calculated using the following formulas:
e (2 x maximum number of calls) x 16 Kbps= peak cell rate (PCR)
e (1 x maximum number of calls) x 16 Kbps = sustained cell rate (SCR)

e (4 x maximum number of calls) = burst sizein cells (MBS)
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Je)

ﬁ Both real-time and non-real-time VBR services are characterized by PCR, SCR and MBS or burst
tolerance (BT). VBR-rt makes better use of bandwidth if the traffic tends to burst, since the ATM
interface reserves bandwidth equal to the SCR only.

ATM Traffic Shaper (CBR)
The CBR traffic shaper is used by connections that require static amount of bandwidth that is
continuously available during the connection lifetime. This amount of bandwidth is characterized by a
Peak Cell Rate (PCR) value. Use CBR traffic shapers for real-time traffic. See Figure B-14.
Figure B-14 ATM Traffic Shaper CBR
Aggregated Traffic Shaper
CE Aggrenated traffic shaper h,rpe*: I AT Traffic Shaper{CBR) j
Attribute Value
Peak Cell Rate in khps: [128
PE Agaregated traffic shaper type':| ATM Traffic Shaper(CER) =l
Attribute Value
Peak Cell Rate in khps: [128
OK Cancel §
The Peak Cell Rate is the maximum rate at which you expect to transmit data, voice and video.
ATM Traffic Shaper (ABR)

B-28

ABR traffic shaping configures a router to transmit at a rate that varies with the amount of bandwidth

available in the network or along the end-to-end transmission path. When the network is congested and
other source devices are transmitting, there islittle available or leftover bandwidth. However, when the
network isnot congested, bandwidth isavailable for use by other active devices. ABR allows end-system

devices like routers to take advantage of this extra bandwidth and increase their transmission rates. See
Figure B-15.

Cisco IP Solution Center Quality of Service User Guide, 4.1

0L-7647-01 |



| Appendix B

IP QoS Policy Parameters

Link Level QoS Parameters

Figure B-15 ATM Traffic Shaper ABR
Aggregated Traffic Shaper
CE Aogregated traffic shapertype*: I AT Traffic ShaperABR) j
Attribute Value
Peak Cell Rate in kips: [128
Ed
Minimurm Cell Rate in kbhps I
Enahle Rate Factars: [
*
Rate Factor1 : I
*
Rate Factor 2 : I
PE Aggrensted traffic shaperh,rpe*: I AT Traffic ShaperiABR) j
Attribute Value
Peak Cell Rate in kips: [128
Ed
Minimum Cell Rate in kbps I
Enable Rate Factars: [
*®
Rate Factor 1 : I
*
Rate Factor 2 - I
OK Cancel

The entry fields are described in Table B-9.

Table B-9

ATM Traffic Shaper ABR Entry Fields

Attribute

Description

Peak Cell Rate in kbps

Maximum cell rate at which the source can transmit.

Minimum Cell Rate in kbps

Rate at which a source router can always send.

Enable Rate Factors

Enable rate factors.

Rate Factor 1

Rate Factor 1 istheinverse of RIF. The rate increase factor (RIF).
The amount by which the transmission rate increases after the
source interface receives a resource management (RM) cell with no
increase (NI) and congestion indication (Cl) set to zero. The value
is specified as a (negative) power of two (2x). Therangeis between
1/32768 and 1.

Rate Factor 2

Rate Factor 2 istheinverse of RDF. Therate decrease factor (RDF).
The amount by which the transmission rate decreases after the
source interface receives an RM cell with the CI bit set to one. The
valueisspecified as apower of two (2x). Therangeisbetween 1 and
1/32768.
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Link Efficiency Settings
Link efficiency settings are based on the CE-PE link itself and are used to minimize serialization delay
on the link. 1SC uses methods of fragmentation and compression to minimize this delay.
I SC supports the following link efficiency settings:

e LFI on Frame Relay (FRF.12)—-Supports the transport of real-time voice and data traffic on Frame
Relay virtual circuits (VCs) without causing excessive delay to the real-time traffic.

e LFI on MLPPP—Multilink PPP (MLPPP) provides a method of splitting, recombining, and
sequencing datagrams across multiple logical datalinks. MLPPP allows packets to be fragmented
and the fragments to be sent at the same time over multiple point-to-point links to the same remote
address.

Figure B-16 showsthe IP Link QoS Settings Editor window.
Figure B-16 Link Efficiency Settings

IP Link Qo% Settings Editor

o e T T
Link Efficiency Settings

LFl on Frame Relay (FRF.12): v

FRF .12 fragmentation size in bytes' (16-1600) |IOS-DEFAU LT

LFl on MLPPP: [

Rpr muttilink: fragment-delzy in Mt (1 L L I

‘ 0K ‘ ‘ Cancel ‘
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Table B-10 describes the entry fields for the Link Efficiency Settings window.

Table B-10 Link Efficiency Settings Entry Fields

Entry fields Description

LFI on Frame Relay (FRF.12) Enables LFI settings on Frame Relay interfaces.
FRF.12 fragmentation sizein The range is 16 to 1600 bytes. If you enable this LFI setting, the

bytes. Cisco 10S default setting can be used, or you can enter avalue
manually.
LFl on MLPPP Enables LFI settings for Multi link Point-to-Point interfaces. You

must enter the PPP multilink fragment delay.

PPP multilink fragment delay in |The amount of delay between packet fragments. The rangeis 1 to
ms 1000 ms.
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Interface-Based Aggregated Rate Limiters

Interface-based aggregated rate limitersallow you to control the maximum rate of traffic sent or received
on an interface for the CE-PE link. You can also specify traffic handling policies for when the traffic
conforms or exceeds the specified rate limit.

Aggregate rate limits match all packets or a specified subset of packets on an interface or subinterface.
To specify class-based rate limiting parameters, see the Creating the Service Level IP QoS Policy, page
3-9.

I SC supports the following interface-based rate limiter parameters:
e Traffic classification
e Direction
e Mean rate
e Burst sizes (conformed and extended)
e Conform and exceed actions
Figure B-17 shows the Interface-based Aggregated Rate Limiter window.

Figure B-17 Interface Based Aggregated Limiter

IP Link Q:PS Settings Editor

Interface-based Aggregated Rate Limiter

Traffic Classification  none
Direction I QOUTPUT 'I

Mean Rate in bps" 100000000 (16000 - 10000000000 ks
Conformed Burst Size” | (1500 - 512000000 Bites)
Extended Burst Size™ I (2000 - 1024000000 Bytes)
Conform-Action” I transmit j
Exceed-Action'® I drop j

| 0K | ‘ Cancel ‘

Mote: * - Required Field

1358754

Table B-11 describes the entry fieldsfor the Interface-based Aggregated Rate Limiter window. All fields
in this window are required.

Table B-11 Interface-based Aggregated Rate Limiter Entry Fields
Entry field Description
Traffic Classification Specifiesthe method for classifying traffic. Click Edit to accessthe

Traffic Classification Editor. For more information, see Traffic
Classification, page B-16.

Direction The direction of traffic to apply rate limiting parameters to. Choose
from Input or Output.

[ oL-7647-01
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Table B-11 Interface-based Aggregated Rate Limiter Entry Fields (continued)

Entry field

Description

Mean rate in bps

The range is 8000 to 2000000000 bps.

Conformed burst size in bytes

The range is 1000 to 512000000 bytes.

Note |OSsilently re-adjuststhe conformed burst sizeto theMTU
size of the interface if the MTU is greater than the
conformed burst size entered inthe ISC IP Link QoS
Settings for Interface-based Aggregated Rate Limiter. The
I SC QoS service request will then go to Failed-Audit.
Ensure that the conformed burst size is greater than the
interface MTU size.

Extended burst size in bytes

The range is 2000 to 1024000000 bytes.

Conform-Action

Specifies how to handle packets that conform to the configured rate
limit.

e Transmit—Sends the packet.

e Drop—Drops the packet.

Note If you select any of the following, you must specify the
DSCP, IP, or MPLS Precedence value in the adjacent
drop-down menus.

e Set-dscp-transmit—Sets the DSCP value (0-63) and transmits
the packet.

e Set-prec-transmit—Sets the IP precedence value (0 to 7) and
sends the packet.

e Set-mpls-exp-transmit—Sets the MPL S value (0 to 7) and
transmits the packet.

e Set-dscp-continue—Sets the DSCP value (0 to 63) and
transmits the packet.

e Set-prec-continue—Sets the | P precedence (0 to 7) value and
sends the packet.

¢ Set-mpls-exp-continue—Sets the MPL S value (0-7) and sends
the packet.

Exceed-Action

Specifies how to handle packets that exceed the configured rate
limit. The options are the same as Conform-Action.
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Ethernet QoS Policy Parameters

This appendix describes the parameters, both required and optional, for Ethernet QoS provisioning using
the Cisco IP Solution Center (ISC) user interface.

This appendix contains the following sections:
e Service Level Ethernet QoS Parameters, page C-1
e Link Level Ethernet QoS Parameters, page C-5

Service Level Ethernet QoS Parameters

Service level Ethernet QoS parameters include the entry fields in the service class windows and dialog
boxes. However, the Ethernet QoS policy is not pre-populated with any Class of Service. These must be
added using the Add CoS button on the Edit Ethernet QoS Policy page.

You must enter the bandwidth parameter for all service classes. Typically, a value of one percent is
sufficient for Routing Protocol traffic. However, it is common for customers or providersto combine the
Management and Routing Protocol into one service class policy. In this case, alarger percentage of
bandwidth might be reguired.

Any class of service can be a class-default class of service. You can simply name the class of service as
class-default and ISC will generate the same. Bandwidth is not mandatory for this class of service.
Traffic classification is assumed to be rest of traffic.

-

Note  Class-defaultisareserved class of service namein|OSandiscreated by |IOSif | SC does not create one.

Service Class Parameters

Each service class is characterized by a set of parameters that are defined in the Edit Service Class
window (Figure C-1).
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Figure C-1 Edit Service Class

Edit Service Class
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n
Table C-1 provides a definition for each of the service class parameters.
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Table C-1 Edit Service Class Entry Fields
Entry Field Description
General

Service Name

The name of the service class. Max. 8 charactersin length.

use “class-default” : Check the “use Class Default” check box
if you want the service class to be a class-default class.

Traffic Classification

All Traffic Check this box if the policy isto be applied to all traffic.
COS (0-7) A class of service.
DSCP Traffic classification based on the packet’s DSCP marking.

|P Precedence

Traffic classification based on the packet’s |P Precedence
marking.

Marking
Enabled Enable packet marking.
Set Three options:
e COS: Mark packets with 802.1p Class of Service Marking.
e DSCP: Mark packets with a DSCP value.
Note: You can mark packets with either DSCP or |P
Precedence, but not both.
e |P Precedence: Mark packets with an | P Precedence value.
Trust Defines which markings should be trusted in the QoS Poalicy.

Rate Limiting (VolP service class
only)

Enabled

Enable rate-limiting.

Rate Limit Type

This sets which type of policer is created and, therefore, which
values are required.

Two options:
¢ Oneratetwo color
e Two rate three color

Mean Rate

The long-term average transmission rate.

Peak Information Rate

Allows support for sustained excess rate.

Conformed Burst Size

How large traffic bursts can be before some traffic exceeds the
rate limit.

Extended or Peak Burst Size

How large traffic bursts can be before all traffic exceedsthe rate
limit. Configure extended burst by setting the extended burst
value greater than the conformed burst value.

[ oL-7647-01
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Table C-1 Edit Service Class Entry Fields (continued)

Entry Field Description

Conform Action— The action to take on packets that conform to the specified rate
limit:

e transmit—Sends the packet.
e drop—Drops the packet.

e policed-dscp-transmit—Marks down the DSCP value and
then transmits.

e set-cos-transmit—Setsthe L 2 CoSvalue and transmitsthe
packet.

e set-dscp-transmit—Setsthe DSCP value and transmitsthe
packet.

e set-prec-transmit—Sets the | P precedence (0 to 7) value
and sends the packet.

Exceed Action— The action to take on packets that conform to the specified rate
limit.

e transmit—Sends the packet.

e drop—Drops the packet.

e policed-dscp-transmit—Marks down the DSCP value and
then transmits.

e set-cos-transmit—Setsthe L2 CoSvalue and transmitsthe
packet.

e set-dscp-transmit—Setsthe DSCP value and transmitsthe
packet.

e set-prec-transmit—Sets the | P precedence (0 to 7) value
and sends the packet.

Violate Action— The action to take on packets that conform to the specified rate
limit.

e transmit—Sends the packet.

e drop—Drops the packet.

e policed-dscp-transmit—Marks down the DSCP value and
then transmits.

e set-cos-transmit—Setsthe L2 CoSvalue and transmitsthe
packet.

e set-dscp-transmit—Setsthe DSCP value and transmitsthe
packet.

e set-prec-transmit—Sets the | P precedence (0 to 7) value
and sends the packet.

Congestion Management (Applicable to 3750-ME only)
Enabled Enable congestion management.
Priority Assign a traffic class to the strict priority queue
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Link Level Ethernet QoS Parameters

Table C-1 Edit Service Class Entry Fields (continued)
Entry Field Description
Bandwidth The bandwidth in kbps (absolute bandwidth) or percent for this
service classto dedicate to congestion management parameters.
Queue Limit in Packets Limit the queue depth of the congesting traffic. The rangeis
1 to 32768 packets.

A

Note = Theprocessfor marking packetswith DSCP and | P Precedencebitsisdescribed in detail in the following
document on Cisco.com:
http://www.cisco.com/en/US/tech/tk543/tk757/technologies _tech note09186a00800949f2.shtml

Link Level Ethernet QoS Parameters

This section describes the link level QoS parameters for Ethernet link QoS settings. These settings are
intended for either the VLAN level or the interface level.

Figure C-2 Link QoS Settings

Ethernet Link QoS Settings Editor

Set Name'™

i
" Pravider

Shape Average (bps) I

Banchwicth (% or kaps): | |°/., |
™ Enable
_ % Trust CoS
FLET: T
I™ | Enshile COS Kutstion "-'c) D:I_ 1:|_ 2:|_ 3:|_ 4:|_ S:I_ B:I_ ?:I_
€ Trust DECP

‘ Save H Cancel |

Mate: * - Required Figld

138732

The Ethernet Link QoS Settings window displays the current link QoS settings available for QoS service
requests, including the following information about each link QoS setting:

Set Name—The name of your link QoS setting.
Owner—Customer or provider.

Shape Average—Enable VLAN level average-rate traffic shaping. It limits the affected traffic to a
certain data transmission rate in bps.

Bandwidth—Desired VLAN level bandwidth. Enter this value manually in kbps or percent to
allocate a minimum bandwidth for the VLAN.

[ oL-7647-01
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e Trust—Port level trust
— Enable—Check this box to enable trust.
— Trust COS—Trust CE L2 CoS.

- Enable COS Mutation—Enable CE L2 CoS classification for 7600 L2VPN EWS and VPLS.
(See General Metro Ethernet Service Types, page E-1 for adefinition of Metro Ethernet
terminology.)

— Trust DSCP—Trust CE DSCP.
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Sample Configurations

This appendix lists sample configurations and contains the foll owing sections:
e |SC-Generated Configlets, page D-1
e Device Configurations, page D-7
e |SC Ethernet QoS Configurations, page D-18

ISC-Generated Configlets

The following are examples of configlets generated by Cisco IP Solution Center (1SC) for the network
example shown in Figure A-1 in Provisioning Process for IP QoS, page 3-1.

Device enqosped:

Configlet #1 (Created: 2003-04-24 16:44:57)
Job #124  Service Request #124

ip access-list extended
ISC_IN_QOS_ACL Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255

!

ip access-list extended

ISC IN QOS ACL Customer-A CustA-QoSPolicy Business-Data-1
permit TCP any any eg www

permit TCP any any eq telnet

permit UDP any any eq tftp

permit TCP any any eq ftp

permit TCP any any eq smtp

!

ip access-list extended

ISC_OUT QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
permit UDP any any eq rip

permit TCP any any eq bgp

permit ospf any any

permit eigrp any any

!

ip access-list extended

ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
permit ip 10.10.10.0 0.0.0.255 any

!

class-map match-any ISC _IN Customer-A CustA-QoSPolicy VoIP

[ oL-7647-01
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match ip rtp 16384 16383

!

class-map match-any ISC_IN Customer-A Management
match access-group name
ISC_IN_QOS_ACL_ Customer-A CustA-QoSPolicy Management

!

class-map match-any ISC_IN Customer-A Business-Data-1
match access-group name

ISC_IN_QOS_ACL Customer-A CustA-QoSPolicy Business-Data-1
!

class-map match-any ISC_IN Customer-A Best-Effort
match any

!

class-map match-any ISC OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46

!

class-map match-any ISC_OUT Customer-A_Routing Protocol
match access-group name

ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Routing Protocol
!

class-map match-any ISC_OUT Customer-A_ Management
match access-group name

ISC_OUT QOS_ACL Customer-A_CustA-QoSPolicy Management
!

class-map match-any ISC OUT Customer-A Business-Data-1
match ip dscp 34

!

class-map match-any ISC OUT Customer-A Best-Effort
match ip dscp 0

!

policy-map ISC_IN Customer-A CustA-QoSPolicy

class ISC_IN Customer-A CustA-QoSPolicy VoIP

set ip dscp 46

class ISC_IN Customer-A_ Management

set ip dscp 34

class ISC_IN Customer-A Business-Data-1

set ip dscp 34

class ISC_IN Customer-A Best-Effort

set ip dscp 0

!

policy-map ISC_OUT_Customer-A CustA-QoSPolicy

class ISC_OUT Customer-A_ CustA-QoSPolicy VoIP

priority percent 10

class ISC_OUT Customer-A Routing Protocol

bandwidth percent 1

class ISC_OUT Customer-A_ Management

bandwidth percent 1

class ISC_OUT Customer-A Business-Data-1

bandwidth percent 20

class ISC_OUT_Customer-A Best-Effort

bandwidth percent 25

!

policy-map ISC_OUT_Customer-A CustA-QoSPolicy TOP
class class-default

shape average 128000

service-policy ISC_OUT_Customer-A CustA-QoSPolicy

!

map-class frame-relay ISC_OUT_FR _MAP_CLASS Customer-A_ CustA-QoSPolicy
service-policy input ISC_IN Customer-A CustA-QoSPolicy
service-policy output ISC_OUT_ Customer-A CustA-QoSPolicy TOP
frame-relay fragment

!

interface Hssi2/1/0.41 point-to-point

frame-relay ip rtp header-compression
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frame-relay interface-dlci 41
class ISC _OUT FR MAP_CLASS Customer-A CustA-QoSPolicy
!

Device enqosce4d:

Configlet #1 (Created: 2003-04-24 16:44:58)
Job #124  Service Request #124

ip access-list extended

ISC _OUT QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
permit UDP any any eq rip

permit TCP any any eq bgp

permit ospf any any

permit eigrp any any

!

ip access-list extended

ISC _OUT QOS ACL Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255

!

class-map match-any ISC_IN Customer-A CustA-QoSPolicy_ VoIP
match ip rtp 16384 16383

!

class-map match-any ISC_IN Customer-A Business-Data-1
match protocol http

match protocol telnet

match protocol tftp

match protocol ftp

match protocol smtp

!

class-map match-any ISC_IN Customer-A Best-Effort
match any

!

class-map match-any ISC_OUT Customer-A_ CustA-QoSPolicy VoIP
match ip dscp 46

!

class-map match-any ISC_OUT Customer-A Routing Protocol
match access-group name

ISC_OUT_QOS_ACL_ Customer-A_CustA-QoSPolicy Routing Protocol
!

class-map match-any ISC_OUT Customer-A_ Management
match access-group name

ISC_OUT QOS_ACL Customer-A CustA-QoSPolicy Management
!

class-map match-any ISC_OUT Customer-A Business-Data-1
match ip dscp 34

!

class-map match-any ISC_OUT Customer-A Best-Effort
match ip dscp 0

!

policy-map ISC_IN_ Customer-A_ CustA-QoSPolicy

class ISC_IN_ Customer-A_ CustA-QoSPolicy VoIP

set ip dscp 46

class ISC_IN Customer-A Business-Data-1

set ip dscp 34

class ISC_IN Customer-A Best-Effort

set ip dscp 0

!

policy-map ISC_OUT_Customer-A CustA-QoSPolicy

class ISC_OUT Customer-A_ CustA-QoSPolicy VoIP
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priority percent 10

class ISC _OUT Customer-A Routing Protocol

bandwidth percent 1

class ISC_OUT Customer-A Management

set ip dscp 34

bandwidth percent 1

class ISC _OUT Customer-A Business-Data-1

bandwidth percent 20

class ISC _OUT Customer-A Best-Effort

bandwidth percent 25

!

map-class frame-relay ISC_OUT_FR_MAP_CLASS Customer-A CustA-QoSPolicy
service-policy output ISC_OUT_Customer-A CustA-QoSPolicy
frame-relay cir 128000

frame-relay mincir 64000

!

interface FastEthernet0/0

service-policy input ISC_IN Customer-A CustA-QoSPolicy
!

interface Hssil/0

frame-relay traffic-shaping

!

interface Hssil/0.41 point-to-point

frame-relay ip rtp header-compression

frame-relay interface-dlci 41

class ISC_OUT FR MAP CLASS Customer-A CustA-QoSPolicy
!

Device engospeb:

Configlet #1 (Created: 2003-04-24 16:44:58)
Job #124  Service Request #124

ip access-list extended
ISC_IN_QOS_ACL_ Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255

!

ip access-list extended

ISC _OUT QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
permit UDP any any eq rip

permit TCP any any eq bgp

permit ospf any any

permit eigrp any any

!

ip access-list extended

ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
permit ip 10.10.10.0 0.0.0.255 any

!

class-map match-any ISC IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383

!

class-map match-any ISC_IN_ Customer-A Management
match access-group name

ISC_IN_QOS_ACL_Customer-A_ CustA-QoSPolicy Management
!

class-map match-any ISC IN Customer-A Business-Data-1
match protocol http

match protocol telnet

match protocol tftp

match protocol ftp
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match protocol smtp

!

class-map match-any ISC_IN Customer-A Best-Effort
match any

!

class-map match-any ISC OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46

!

class-map match-any ISC_OUT Customer-A Routing Protocol
match access-group name

ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Routing Protocol
!

class-map match-any ISC_OUT Customer-A_ Management
match access-group name

ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
!

class-map match-any ISC OUT Customer-A Business-Data-1
match ip dscp 34

!

class-map match-any ISC OUT Customer-A Best-Effort
match ip dscp 0

!

policy-map ISC_IN Customer-A CustA-QoSPolicy

class ISC_IN Customer-A CustA-QoSPolicy VoIP

set ip dscp 46

class ISC_IN Customer-A_ Management

set ip dscp 34

class ISC_IN Customer-A Business-Data-1

set ip dscp 34

class ISC_IN Customer-A Best-Effort

set ip dscp 0

!

policy-map ISC_OUT_Customer-A CustA-QoSPolicy

class ISC_OUT Customer-A_ CustA-QoSPolicy VoIP
priority percent 10

class ISC_OUT Customer-A Routing Protocol

bandwidth percent 1

class ISC_OUT Customer-A_ Management

bandwidth percent 1

class ISC_OUT Customer-A Business-Data-1

bandwidth percent 20

class ISC_OUT_Customer-A Best-Effort

bandwidth percent 25

!

interface ATM1/0.52 point-to-point

pve 0/51

vbr-nrt 128 64 2000

service-policy input ISC IN Customer-A_ CustA-QoSPolicy

service-policy output ISC_OUT_Customer-A CustA-QoSPolicy
!

Device enqosce52:

Configlet #1 (Created: 2003-04-24 16:44:57)
Job #124  Service Request #124

ip access-list extended

ISC _OUT QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
permit UDP any any eq rip

permit TCP any any eq bgp

ISC-Generated Configlets Il
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permit ospf any any

permit eigrp any any

!

ip access-list extended

ISC OUT QOS ACL Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255

!

class-map match-any ISC IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383

!

class-map match-any ISC IN Customer-A Business-Data-1
match protocol http

match protocol telnet

match protocol tftp

match protocol ftp

match protocol smtp

!

class-map match-any ISC_IN Customer-A Best-Effort
match any

!

class-map match-any ISC OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46

!

class-map match-any ISC _OUT Customer-A Routing Protocol
match access-group name

ISC_OUT _QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
!

class-map match-any ISC OUT Customer-A Management
match access-group name
ISC_OUT_QOS_ACL Customer-A CustA-QoSPolicy Management
!

class-map match-any ISC_OUT Customer-A Business-Data-1
match ip dscp 34

!

class-map match-any ISC_OUT Customer-A Best-Effort
match ip dscp 0

!

policy-map ISC_IN_ Customer-A_ CustA-QoSPolicy

class ISC_IN_ Customer-A_CustA-QoSPolicy VoIP

set ip dscp 46

class ISC_IN Customer-A Business-Data-1

set ip dscp 34

class ISC_IN Customer-A Best-Effort

set ip dscp 0

!

policy-map ISC_OUT_Customer-A CustA-QoSPolicy

class ISC_OUT Customer-A CustA-QoSPolicy VoIP
priority percent 10

class ISC_OUT Customer-A Routing Protocol

bandwidth percent 1

class ISC_OUT Customer-A_ Management

set ip dscp 34

bandwidth percent 1

class ISC_OUT Customer-A Business-Data-1

bandwidth percent 20

class ISC_OUT_Customer-A Best-Effort

bandwidth percent 25

!

interface FastEthernet0/0

service-policy input ISC_IN Customer-A_ CustA-QoSPolicy
!

interface ATM1/0.52 point-to-point

pve 0/52

service-policy output ISC_OUT_Customer-A CustA-QoSPolicy
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Device Configurations

The following examples are full device configuations after a QoS Service Request deployment. The
portions in bold are commands that represent the QoS configlets for the network example in Chapter 3,
“Provisioning Process for IP Qo0S.”

Device enqospe4:

version 12.0
service timestamps debug datetime
service timestamps log datetime
no service password-encryption
no service single-slot-reload-enable
!
hostname engospe4
!
boot system flash:rsp-pv-mz.120-24.S.bin
boot system flash rsp-pv-mz.122-4.T3.bin
redundancy
no keepalive-enable
enable password 7 cisco
!
ip subnet-zero
ip cef distributed
ip tftp source-interface Loopback0
no ip domain-lookup
!
class-map match-any ISC OUT Customer-A Best-Effort
match ip dscp 0
class-map match-any ISC IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383
class-map match-any ISC OUT Customer-A Business-Data-1
match ip dscp 34
class-map match-any ISC OUT Customer-A Management
match access-group name ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
class-map match-any ISC _OUT Customer-A Routing Protocol
match access-group name ISC_OUT QOS ACL_Customer-A CustA-QoSPolicy Routing Protocol
class-map match-any ISC_IN Customer-A Best-Effort
match any
class-map match-any ISC IN Customer-A Business-Data-1
match access-group name ISC_IN QOS_ACL Customer-A CustA-QoSPolicy Business-Data-1
class-map match-any ISC_OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46
class-map match-any ISC IN Customer-A Management
match access-group name ISC_IN QOS_ACL Customer-A CustA-QoSPolicy Management
!
!
policy-map ISC_OUT_Customer-A CustA-QoSPolicy
class ISC_OUT Customer-A_CustA-QoSPolicy VoIP
priority percent 10
class ISC_OUT Customer-A Routing Protocol
bandwidth percent 1
class ISC_OUT Customer-A Management
bandwidth percent 1
class ISC_OUT Customer-A Business-Data-1
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bandwidth percent 20
class ISC _OUT Customer-A Best-Effort
bandwidth percent 25
policy-map ISC OUT Customer-A CustA-QoSPolicy TOP
class class-default
shape average 128000 512 512
service-policy ISC OUT Customer-A CustA-QoSPolicy
policy-map ISC _IN Customer-A CustA-QoSPolicy
class ISC_IN Customer-A CustA-QoSPolicy VoIP
set ip dscp 46
class ISC _IN Customer-A Management
set ip dscp 34
class ISC_IN Customer-A Business-Data-1
set ip dscp 34
class ISC_IN Customer-A Best-Effort
set ip dscp 0
|
mpls 1ldp logging neighbor-changes
no mpls traffic-eng auto-bw timers frequency 0
|
!
controller T1 1/1/0
clock source internal
channel-group 1 timeslots 1-24
1
controller T1 1/1/1
clock source internal
channel-group 1 timeslots 1-24
1
1

interface Loopback0

description DNS entry for engospe4 ! DON'T MODIFY or REMOVE

ip address 192.168.114.4 255.255.255.255
no ip directed-broadcast

!

interface ATM0/0/0

no ip address

no ip directed-broadcast

no atm enable-ilmi-trap

no atm ilmi-keepalive

!

interface ATM0/0/0.4 point-to-point

description Link to engospel ! DON'T MODIFY OR REMOVE

ip address 12.12.12.14 255.255.255.252
no ip directed-broadcast
no atm enable-ilmi-trap
pvec 0/6
encapsulation aal5snap
!
!

interface FastEthernet0/1/0

description Access Link to engosswl ! DON'T MODIFY or REMOVE

ip address 11.11.11.7 255.255.255.0
no ip directed-broadcast
speed auto

!

interface Seriall/1/0:1

no ip address

no ip directed-broadcast
encapsulation frame-relay
no keepalive

!

interface Seriall/1/1:1

no ip address
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no ip directed-broadcast
encapsulation frame-relay
no keepalive
!
interface Hssi2/1/0
no ip address
no ip directed-broadcast
encapsulation frame-relay
no ip mroute-cache
no keepalive
hssi internal-clock
!
interface Hssi2/1/0.41 point-to-point
description QoS Link to engosce4l ! DON'T MODIFY or REMOVE !
ip address 141.141.141.1 255.255.255.252
no ip directed-broadcast
no ip mroute-cache
no cdp enable
frame-relay interface-dlci 41
class ISC_OUT FR MAP CLASS Customer-A CustA-QoSPolicy
frame-relay ip rtp header-compression
!
router ospf 1
log-adjacency-changes
network 11.11.11.7 0.0.0.0 area 0
network 192.168.114.4 0.0.0.0 area O
!
no ip classless
!
ip pim bidir-enable
!
!
ip access-list extended ISC IN QOS ACL Customer-A CustA-QoSPolicy Business-Data-1
permit tcp any any eq www
permit tcp any any eq telnet
permit udp any any eq tftp
permit tcp any any eq ftp
permit tcp any any eq smtp
ip access-list extended ISC IN QOS ACL Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255
ip access-list extended ISC OUT QOS_ACL_ Customer-A CustA-QoSPolicy Management
permit ip 10.10.10.0 0.0.0.255 any
ip access-list extended ISC OUT QOS ACL_ Customer-A CustA-QoSPolicy Routing Protocol
permit udp any any eq rip
permit tcp any any eq bgp
permit ospf any any
permit eigrp any any
!
!
map-class frame-relay ISC_OUT_FR_MAP CLASS Customer-A CustA-QoSPolicy
no frame-relay adaptive-shaping
service-policy input ISC_IN Customer-A_ CustA-QoSPolicy
service-policy output ISC_OUT_Customer-A CustA-QoSPolicy TOP
frame-relay fragment 53
snmp-server community public RO
snmp-server community private RW
!
!
line con 0
exec-timeout 30 0
password 7 cisco
login
line aux 0
exec-timeout 30 0
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password 7 cisco
login

line vty 0 4
exec-timeout 60 0
password 7 cisco
login

1

end

Device enqosce4d:

version 12.2
service timestamps debug datetime
service timestamps log datetime
no service password-encryption
!
hostname engosce4l
!
enable password 7 cisco
!
!
!
ip subnet-zero
!
!
ip tftp source-interface Loopback0
no ip domain-lookup
!
ip cef
!
class-map match-any ISC OUT Customer-A Best-Effort
match ip dscp 0
class-map match-any ISC IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383
class-map match-any ISC OUT Customer-A Business-Data-1
match ip dscp 34
class-map match-any ISC OUT Customer-A Management
match access-group name ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
class-map match-any ISC _OUT Customer-A Routing Protocol
match access-group name ISC_OUT QOS ACL_Customer-A CustA-QoSPolicy Routing Protocol
class-map match-any ISC_IN Customer-A Best-Effort
match any
class-map match-any ISC IN Customer-A Business-Data-1
match protocol http
match protocol telnet
match protocol tftp
match protocol ftp
match protocol smtp
class-map match-any ISC_OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46
!
!
policy-map ISC_OUT_Customer-A CustA-QoSPolicy
class ISC_OUT Customer-A CustA-QoSPolicy VoIP
priority percent 10
class ISC_OUT Customer-A Routing Protocol
bandwidth percent 1
class ISC_OUT Customer-A Management
set ip dscp 34
bandwidth percent 1
class ISC_OUT Customer-A Business-Data-1
bandwidth percent 20
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class ISC _OUT Customer-A Best-Effort
bandwidth percent 25
policy-map ISC_IN Customer-A CustA-QoSPolicy
class ISC_IN Customer-A CustA-QoSPolicy VoIP
set ip dscp 46
class ISC IN Customer-A Business-Data-1
set ip dscp 34
class ISC_IN Customer-A Best-Effort
set ip dscp 0
1
|
!
interface Loopback0
description DNS entry for engosce4l ! DON'T MODIFY or REMOVE !
ip address 192.168.114.9 255.255.255.255
|
interface FastEthernet0/0
description Access Link to engosswl ! DON'T MODIFY or REMOVE !
ip address 11.11.11.9 255.255.255.0
duplex auto
speed auto
service-policy input ISC IN Customer-A CustA-QoSPolicy
|
interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
1
interface Hssil/0
description QoS Link to engospe4 ! DON'T MODIFY or REMOVE !
no ip address
encapsulation frame-relay
no keepalive
hssi internal-clock
clockrate 64158
frame-relay traffic-shaping
|
interface Hssil/0.41 point-to-point
description QoS Link to engospe4 ! DON'T MODIFY or REMOVE !
ip address 141.141.141.2 255.255.255.252
frame-relay interface-dlci 41
class ISC_OUT FR MAP CLASS Customer-A CustA-QoSPolicy
frame-relay ip rtp header-compression
1
router ospf 1
log-adjacency-changes
network 11.11.11.9 0.0.0.0 area 0
network 192.168.114.9 0.0.0.0 area 0
1
!
no ip classless
ip http server
ip pim bidir-enable
1
!
ip access-list extended ISC_OUT_QOS_ACL_Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255
ip access-list extended ISC OUT QOS ACL_ Customer-A CustA-QoSPolicy Routing Protocol
permit udp any any eq rip
permit tcp any any eq bgp
permit ospf any any
permit eigrp any any
1
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map-class frame-relay ISC OUT FR MAP CLASS Customer-A CustA-QoSPolicy

frame-relay cir 128000

frame-relay mincir 64000

no frame-relay adaptive-shaping

service-policy output ISC OUT Customer-A CustA-QoSPolicy

snmp-server community public RO
snmp-server community private RW

call rsvp-sync

|

!

mgcp profile default
|

dial-peer cor custom
|

|

1

!

line con 0
exec-timeout 30 0
password 7 cisco
login

line aux 0
exec-timeout 30 0
password 7 cisco
login

line vty 0 4
exec-timeout 30 0
password 7 cisco
login

!

1

end

Device engospeb:

version 12.2

service timestamps debug datetime
service timestamps log datetime
no service password-encryption

hostname engospe5
1

enable password 7 cisco

!

ip subnet-zero
ip cef

!

ip tftp source-interface Loopback0

no ip domain-lookup
!

class-map match-any ISC OUT Customer-A Best-Effort

match ip dscp 0

class-map match-any ISC IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383
class-map match-any ISC OUT Customer-A Business-Data-1

match ip dscp 34

class-map match-any ISC OUT Customer-A Management

match access-group name ISC_OUT QOS_ACL_Customer-A CustA-QoSPolicy Management

class-map match-any ISC OUT Customer-A Routing Protocol
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match access-group name ISC_OUT QOS ACL Customer-A CustA-QoSPolicy Routing Protocol
class-map match-any ISC IN Customer-A Best-Effort
match any
class-map match-any ISC IN Customer-A Business-Data-1
match protocol http
match protocol telnet
match protocol tftp
match protocol ftp
match protocol smtp
class-map match-any ISC OUT Customer-A CustA-QoSPolicy VoIP
match ip dscp 46
class-map match-any ISC_IN Customer-A Management
match access-group name ISC_IN QOS ACL Customer-A CustA-QoSPolicy Management
!
!
policy-map ISC_OUT_Customer-A CustA-QoSPolicy
class ISC_OUT_Customer-A CustA-QoSPolicy VoIP
priority percent 10
class ISC_OUT_Customer-A Routing Protocol
bandwidth percent 1
class ISC_OUT Customer-A Management
bandwidth percent 1
class ISC_OUT Customer-A Business-Data-1
bandwidth percent 20
class ISC_OUT_Customer-A Best-Effort
bandwidth percent 25
policy-map ISC_IN Customer-A CustA-QoSPolicy
class ISC_IN Customer-A CustA-QoSPolicy VoIP
set ip dscp 46
class ISC_IN Customer-A Management
set ip dscp 34
class ISC_IN Customer-A Business-Data-1
set ip dscp 34
class ISC_IN Customer-A Best-Effort
set ip dscp 0
!
!
!
!
interface Loopback0
description DNS entry for engospe5 ! DON'T MODIFY or REMOVE !
ip address 192.168.114.5 255.255.255.255
!
interface Multilink100
ip address 192.168.0.14 255.255.255.252
no ip redirects
no ip proxy-arp
ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 CE-5
ip pim sparse-dense-mode
no ip mroute-cache
load-interval 30
no cdp enable
ppp multilink
multilink-group 100
!
interface FastEthernet0/0
description Access Link to engosswl ! DON'T MODIFY or REMOVE !
ip address 11.11.11.8 255.255.255.0
duplex half
speed 100
!
interface FastEthernet0/1
no ip address
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shutdown
duplex half
speed 100
|
interface ATM1/0
no ip address
no atm ilmi-keepalive
atm voice aal2 aggregate-svc upspeed-number 0
1
!
interface ATM1/0.52 point-to-point
description QoS Link to engosce52 ! DON'T MODIFY or REMOVE !
ip address 152.152.152.1 255.255.255.252
pve 0/51
vbr-nrt 128 64 2000
encapsulation aalSsnap
service-policy input ISC _IN Customer-A CustA-QoSPolicy
service-policy output ISC OUT_Customer-A CustA-QoSPolicy
|
interface ATM2/0
no ip address
no atm ilmi-keepalive
atm voice aal2 aggregate-svc upspeed-number 0
|
interface ATM2/0.5 point-to-point
description Link to engospel ! DON'T MODIFY OR REMOVE !
ip address 12.12.12.10 255.255.255.252
pve 0/5
encapsulation aal5snap
protocol ppp Virtual-Templatel73
|
!
interface GigabitEthernet4/0
no ip address
shutdown
negotiation auto
|
router ospf 1
log-adjacency-changes
network 11.11.11.8 0.0.0.0 area 0
network 192.168.114.5 0.0.0.0 area 0
1
!
no ip classless
no ip http server
ip pim bidir-enable
1
!
ip access-list extended ISC_IN QOS_ACL_ Customer-A CustA-QoSPolicy Management
permit ip any 10.10.10.0 0.0.0.255
ip access-list extended ISC OUT QOS_ACL_ Customer-A CustA-QoSPolicy Management
permit ip 10.10.10.0 0.0.0.255 any
ip access-list extended ISC OUT QOS ACL_ Customer-A CustA-QoSPolicy Routing Protocol
permit udp any any eq rip
permit tcp any any eq bgp
permit ospf any any
permit eigrp any any
|
snmp-server community public RO
snmp-server community private RW
|
!
call rsvp-sync
1
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|
mgcp profile default
|
dial-peer cor custom
1
|
|
!
line con 0
exec-timeout 30 0
password 7 cisco
login
line aux 0
exec-timeout 30 0
password 7 cisco
login
line vty 0 4
exec-timeout 60 0
password 7 cisco
login
!
1

end

Device enqosce52:

version 12.2
service timestamps debug datetime
service timestamps log datetime
no service password-encryption
!
hostname engosce52
!
enable password 7 cisco
!
ip subnet-zero
ip cef
!
!
ip tftp source-interface Loopback0
no ip domain-lookup
!
!
class-map match-any ISC OUT Customer-A Best-Effort
match ip dscp 0
class-map match-any ISC_IN Customer-A CustA-QoSPolicy VoIP
match ip rtp 16384 16383
class-map match-any ISC OUT Customer-A Business-Data-1
match ip dscp 34
class-map match-any ISC OUT Customer-A Management
match access-group name ISC OUT QOS ACL_Customer-A CustA-QoSPolicy Management
class-map match-any ISC _OUT Customer-A Routing Protocol
match access-group name ISC_OUT QOS ACL_Customer-A CustA-QoSPolicy Routing Protocol
class-map match-any ISC IN Customer-A Best-Effort
match any
class-map match-any ISC IN Customer-A Business-Data-1
match protocol http
match protocol telnet
match protocol tftp
match protocol ftp
match protocol smtp
class-map match-any ISC _OUT Customer-A CustA-QoSPolicy VoIP
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match ip dscp 46
|
!
policy-map ISC _OUT_ Customer-A CustA-QoSPolicy
class ISC_OUT Customer-A CustA-QoSPolicy VoIP
priority percent 10
class ISC _OUT Customer-A Routing Protocol
bandwidth percent 1
class ISC _OUT Customer-A Management
set ip dscp 34
bandwidth percent 1
class ISC _OUT Customer-A Business-Data-1
bandwidth percent 20
class ISC_OUT_Customer-A Best-Effort
bandwidth percent 25
policy-map ISC_IN Customer-A CustA-QoSPolicy
class ISC_IN Customer-A CustA-QoSPolicy VoIP
set ip dscp 46
class ISC_IN Customer-A Business-Data-1
set ip dscp 34
class ISC_IN Customer-A Best-Effort
set ip dscp 0
|
|
!
fax interface-type fax-mail
mta receive maximum-recipients 0
1
controller T1 0/0
framing sf
linecode ami
channel-group 0 timeslots 1-24
1
1
|
!
interface Loopback0
description DNS entry for engosce52 ! DON'T MODIFY or REMOVE !
ip address 192.168.114.12 255.255.255.255
1
interface FastEthernet0/0
description Access Link to engosswl ! DON'T MODIFY or REMOVE !
ip address 11.11.11.13 255.255.255.0
duplex auto
speed auto
service-policy input ISC IN Customer-A CustA-QoSPolicy
1
interface Serial0/0:0
no ip address
1
interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
|
interface ATM1/0
description QoS Link to engospe5 ! DON'T MODIFY or REMOVE !
no ip address
no atm ilmi-keepalive
|
interface ATM1/0.52 point-to-point
description QoS Link to engospe5 ! DON'T MODIFY or REMOVE !
ip address 152.152.152.2 255.255.255.252
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service-policy output ISC OUT Customer-A CustA-QoSPolicy

|

!
router ospf 1
log-adjacency-changes

network 11.11.11.13 0.0.0.0 area O
network 192.168.114.12 0.0.0.0 area O

!

no ip classless

ip http server

ip pim bidir-enable
!

ip access-list extended ISC_OUT_QOS ACL Customer-A CustA-QoSPolicy Management

permit ip any 10.10.10.0 0.0.0.255

ip access-list extended ISC_OUT_QOS ACL Customer-A CustA-QoSPolicy Routing Protocol

permit udp any any eq rip
permit tcp any any eq bgp
permit ospf any any
permit eigrp any any

|

!

snmp-server community public RO
snmp-server community private RW
call rsvp-sync

1

!
mgcp profile default

1
dial-peer cor custom

1

1

|

!

line con 0

exec-timeout 30 0
password 7 cisco

login

line aux 0

exec-timeout 30 0
password 7 cisco

login

line vty 0 4

exec-timeout 60 0
password 7 cisco

login

line vty 5 15

login

!

|

end
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3550-DSCP

In this section, four Ethernet QoS sample configurations are depicted:
e 3550-DSCP
e 3750-DSCP with Inner VLAN
e 7600-CoS

mls gos cos policy-map

!

ip access-list extended isc_in ip acl
permit ip any any

!

mac access-list extended isc_in mac_acl
permit any any

!

class-map match-all isc _in ip cmap
match access-group name isc in ip acl

!

class-map match-all isc_in mac_cmap
match access-group name isc_in mac_acl

!

mls gos aggregate-policer isc_in Cust 3550-DSCP_RT FastEthernet0/5.106_vlanl06 10000000

312500 exceed-action drop
|

mls gos aggregate-policer isc_in Cust 3550-DSCP_BC FastEthernet0/5.106_vlanl06 10000000

312500 exceed-action drop

|

class-map match-all 3550-DSCPRTFA0/5.106v1anl06
match ip DSCP 46

|

class-map match-all 3550-DSCPRTFA0/5.106v1anl06V
match vlan 106
match class-map 3550-DSCPRTFA0/5.106v1anl06

1

class-map match-all 3550-DSCPBCFA0/5.106v1anl06
match ip DSCP 16

1

class-map match-all 3550-DSCPBCFA0/5.106v1anl06V
match vlan 106
match class-map 3550-DSCPBCFA0/5.106v1anl06

1

class-map match-all 3550-DSCPBEFA0/5.106v1anl06V
match vlan 106
match class-map isc_in ip cmap

|

class-map match-all 3550-DSCPBEFA0/5.106v1anl06VL2
match vlan 106
match class-map isc_in mac_cmap

1

policy-map isc_in FAQ0/5
class 3550-DSCPRTFA0/5.106v1anl06V
police aggregate isc_in Cust 3550-DSCP_RT FastEthernet0/5.106 vlanl06
trust dscp
class 3550-DSCPBCFA0/5.106v1anl06V
police aggregate isc_in Cust 3550-DSCP_BC_FastEthernet0/5.106_vlanl06
set cos 2
trust dscp
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class 3550-DSCPBEFA0/5.106v1anl06V
set cos 0
trust dscp

3750-DSCP with Inner VLAN

mls gos

!

no mls gos rewrite ip dscp

!

class-map match-all ISC_OUT VLAN103_ INNERVLAN3
match vlan 103

match vlan inner 3

!

class-map match-any ISC_OUT _RT 3750-DSCP

match ip dscp 46

!

class-map match-any ISC_OUT _BC 3750-DSCP

match ip dscp 16

!

policy-map ISC_OUT_3750-DSCP

class ISC_OUT_RT_ 3750-DSCP

police cir 25000000 bc 64000 pir 25000000 be 64000 conform-action set-cos-transmit 5
exceed-action drop violate-action drop

priority

class ISC_OUT_BC_3750-DSCP

police cir 25000000 bc 64000 pir 45000000 be 64000 conform-action set-cos-transmit 2
exceed-action set-cos-transmit 1 violate-action drop
bandwidth 45000

queue-limit 550

class class-default

bandwidth 30000

set cos 0

!

policy-map ISC_OUT_GigabitEthernetl/1/1 VLAN

class ISC_OUT_VLAN103 INNERVLAN3

bandwidth 100000

service-policy ISC_OUT_3750-DSCP

!

policy-map ISC_OUT GigabitEthernetl/1/1

class class-default

service-policy ISC_OUT GigabitEthernetl/1/1 VLAN

!

interface GigabitEthernetl/1/1

service-policy output ISC_OUT GigabitEthernetl/1/1

7600-CoS

interface Vl1anl50

no shutdown

!

mac access-list extended isc_in RT 7600-COS_VLAN150
permit any any cos 5 vlan 150

!

mac access-list extended isc_in BC_7600-COS_VLAN150
permit any any cos 2 vlan 150

!

mac access-list extended isc_in BE_7600-COS_VLAN150
permit any any cos 0 vlan 150

!

mac access-list extended isc_in Default_7600-COS_VLAN150

Cisco IP Solution Center Quality of Service User Guide, 4.1
[ oL-7647-01 .m



Appendix D Sample Configurations |

I ISC Ethernet QoS Configurations

permit any any vlan 150

!

class-map match-any isc_in RT 7600-COS_VLAN150

match access-group name isc_in RT_7600-COS_VLAN150

!

class-map match-any isc_in BC_7600-COS_VLAN150

match access-group name isc_in BC_7600-COS_VLAN150

!

class-map match-any isc_in BE_7600-COS_VLAN150

match access-group name isc_in BE_7600-COS_VLAN150

!

class-map match-any isc_in Default_ 7600-COS_VLAN150

match access-group name isc_in Default_7600-COS_VLAN150

!

policy-map isc_in GigabitEthernet3/11

class isc_in RT 7600-COS_VLAN150

police 20000000 3125000 3125000 conform-action transmit exceed-action drop
trust cos

class isc_in BC 7600-COS_VLAN150

police cir 100000000 bc 3125000 pir 200000000 be 3125000 conform-action transmit
exceed-action policed-dscp-transmit violate-action drop

trust cos

class isc_in BE_7600-COS_VLAN150

trust cos

class isc_in Default 7600-COS_VLAN150

police 100000000 312500 312500 conform-action drop exceed-action drop
!

interface Vl1anl50

mac packet-classify
!
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APPENDIX E

Metro Ethernet Use Cases

Key to provisioning Ethernet QoS, or Metro Ethernet QoS, in ISC QoS is a set of predefined policies
that correspond to a variety of typical use cases.

This appendix provides alist of matching predefined policies and use and contains the following
sections:

e Metro Ethernet Service Type Definitions, page E-1
— Genera Metro Ethernet Service Types, page E-1
— Metro Ethernet QoS Service types, page E-2
e Use Cases, page E-2
— UseCase 1 — 3750-ME UNI to E-NNI Service Flow, page E-2
— Use Case 2 — 7600 with UNI Port, page E-3
— Use Case 3 — 3550 UNI to E-NNI Service Flow, page E-3

Metro Ethernet Service Type Definitions

In this section, general and QoS specific Metro Ethernet service types are defined.

General Metro Ethernet Service Types

In the Metro Ethernet 3.1 solution, the following service types apply:

e Ethernet Relay Service (ERS)—A point-to-point VLAN-based E-Line service, that isused primarily
for establishing a point-point connection between customer routers.

e Ethernet Wire Service (EWS)—A point-to-point port-based E-Line service that is used primarily to
connect geographically remote LANSs over an SP network.

e Ethernet Multipoint Service (EM S)—A multipoint-to-multipoint port-based E-LAN service that is
used for transparent LAN applications.

e Ethernet Relay Multipoint Service (ERMS)—A multipoint-to-multipoint VLAN-based E-LAN
service that is used primarily for establishing a multipoint-to-multi point connection between
customer routers.

e Ethernet Private Line (EPL)—A port-based point-to-point E-Line service that maps Layer 2 traffic
directly onto a TDM circuit.
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Metro Ethernet QoS Service types

For Metro Ethernet QoS, the following service types are used:
e EVC—Best Effort, Business, and/or Real Time QoS on a per EVC Class of Service Identifier.

e <EVC + DSCP>—Best Effort, Business, and/or Real Time QoS on a per <EV C, DSCP> Class of
Service ldentifier.

e <EVC+ CoS>—Best Effort, Business, and/or Real Time QoS on aper <EV C,CoS> Class of Service
Identifier.

Use Cases

In the following tables, ERS and EWS represent ISC L2V PN service and ERMS, whereas EMS
represents ISC VPLS service.

Use Case 1 — 3750-ME UNI to E-NNI Service Flow

This section describes the use case 3750-ME UNI to E-NNI Service Flow (Table E-1).

Table E-1 Use Case 1: 3750-ME UNI to E-NNI Service Flow

Predefined Ethernet Link
Service Type Device Class Type Policy Policy
EMS, ERS, ERMS, |3750-ME EVC 3750-BE Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |3750-ME EVC 3750-BC Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |3750-ME EVC 3750-RT Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |3750-ME EVC + DSCP 3750-RT+BC+ |Bandwidth:
EWS BE 100Mbps
ERS, ERMS 3750-ME EVC + CoS 3750-RT+BC- |Bandwidth:

BE 100Mbps
EWS, EMS 3750-ME EVC + Inner VLAN |RT, BC, BE Bandwidth:

100Mbps
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Use Case 2 — 7600 with UNI Port

This section describes the use case 7600 with UNI port (Table E-2).

Use Cases M

Table E-2 Use Case 2: 7600 with UNI Port

Service Type Device Class Type Template Link Template
EMS, ERS, ERMS, |7600 EVC 7600-BE Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |7600 EVC 7600-BC Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |7600 EVC 7600-RT Bandwidth:
EWS 100Mbps
EMS, ERS, ERMS, |7600 EVC + CoS 7600-RT+BC+ |Bandwidth:
EWS BE 100Mbps

Use Case 3 — 3550 UNI to E-NNI Service Flow

This section describes the use case 3550 UNI to E-NNI Service Flow (Table E-3).

Table E-3

Use Case 3: 3550 UNI to E-NNI Service Flow

Service Type

Device

Class Type

Template

Link Template

EMS, ERS, ERMS,
EWS

3550

EVC + DSCP

3550-DSCP

N/A
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